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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

estabtistredtastheTighttobeTepresented-omthat committeentermationat-organizatiorns,; governmm
npn-governmental, in liaison with 1SO, also take part in the work. ISO collaborates closely
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization,

International Standards are drafted in accordance with the rules given in the ISO/IEC Dirgctives, Part
The main task of technical committees is to prepare International Standards. Draft‘International §

afopted by the technical committees are circulated to the member bodies for\voting. Publicati
nternational Standard requires approval by at least 75 % of the member bodies.casting a vote.

I

exceptional circumstances, when a technical committee has collected.data of a different kind
which is normally published as an International Standard (“state of thenart”, for example), it may de|
simple majority vote of its participating members to publish a Technical Report. A Technical Report
informative in nature and does not have to be reviewed until the' data it provides are considered
Ignger valid or useful.

Altention is drawn to the possibility that some of the elements of this document may be the subject
rights. ISO shall not be held responsible for identifying any"or all such patent rights.

I3O/TR 14639-1 was prepared by Technical Committee ISO/TC 215, Health informatics.

ISO/TR 14639 consists of the following parts;*under the general title Health informatics — Capad
eHealth architecture roadmap:

—t Part 1: Overview of national eHeajth initiatives

The following parts are under preparation:

—t Part 2: Architectural components and maturity model

balth services which are to be set out in the proposed technical specification, ISO/TS 1655
formatics — «Gramework for national health information systems. ISO/TS 16555 will provide spe

bfining datasources and business processes supporting the more general use of information
plivery, operation, management and planning of health services within a country.

Qa5

ntal and
with the

2.

btandards
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from that
cide by a
s entirely
to be no

of patent

ity-based

his part of ISO/TR.14639 complements and supports the general requirements for the use of infofmation in

b, Health
cifications
vithin the
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Introduction

This part of ISO/TR 14639 arises from the recognition that currently there is considerable diversity
internationally in the approach and scope of development and implementation of national health information

systems

(HIS). Growing interest in health system strengthening in low-income countries (LIC) in the

internati

In prepar|
countries

world. A the work proceeded, it became clear that the work is more widely applicable to all health  service,

for whom
produced

standard$ and the role of international standardization in support of eHealth were also impottant drivers.

This part
summarij
activities

This work
for health
making, s

The part
Technolog
support t
of initial n
automatg

This part
landscap
considerg
necessar
illustrate

Supporte

eHealth architecture maturity~model (eHAMM) for expressing the extent of development of HIS and eHealth

architecty

The matd
according

' EPR PR PR : P — : — - o - [3]
Idl COITITIUTIIY Tids 1SU 10 TTCTeasIty IMMerest i ard support O1 tls aClvity™ .

ng this part of ISO/TR 14639, the original aim was to provide guidance for developing and efmergir
and for the many international groups that conduct health programs in the developing and-emergir

Q @

5
there are potential lessons to be learned as they examine the way in which information is usef,
and managed in various aspects of their work. The identification of relevanthealth informati¢s

of ISO/TR 14639 builds on lessons from many countries, including those whose activities afe
ed in this part of ISO/TR 14639, and was largely inspired by the Hgalth Metrics Network (HMN)
sponsored by the World Health Organization (WHO)!"2.

has been motivated in part by a recognition that countries varydin terms of readiness and resources
system strengthening, with the expectation that it will help-fo provide the tools needed for policy-
trategic planning and eHealth architecture development for rébust and appropriate country HIS.

cular focus of this part of ISO/TR 14639 is the petential for Information and Communications
gy (ICT) to assist in the collection, communication{ ‘storage, processing and use of information fo
ne delivery, planning and coordination of health services. However, it also recognizes the importange
heasures that involve paper-based collection and the need for a migration path from manual to semi-
d to fully automated information managementsystems.

of ISO/TR 14639 presents a description;of contemporary national enterprise-wide HIS. The resulting
b identifies key high-level categeries for different aspects of such systems which should he
d in any national architecture design endeavour. While not an exhaustive inventory of systems pr
ly a description of best practices, it is roughly representative of all income levels and strives o
he diversity of HIS in different'information technology environments with varying levels of capacity.

1 by the findings from ‘this review, this part of ISO/TR 14639 also proposes development of gn
re. The model canbe used to direct planning and assess progress of national HIS towards maturity].

rity model will:be elaborated upon in ISO/TR 14639-2 and includes a methodology for classifying HIS
to descriptions of architectural components.

Vi
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Health informatics — Capacity-based eHealth architecture
roadmap —

Part 1:

verview ot national eHealth Initiatives

=

Scope

—

oviding a generic and comprehensive context description to inform aréhitectural structuring
rfformation Systems (HIS).

=5 O

This part of ISO/TR 14639 reviews international experiences in%the construction of national

= o

n ISO/TR 14639-2.

his part of ISO/TR 14639 is intended to assist nations which are in the early or mid stages of d
ich systems.

@

Terms and definitions

1
rchitecture system
sfructure of components, their functions and their inter-relationships, and the principles and ¢
gpverning their design and evolution over time, or a description of the structure and behaviour of a
system’s components, its functions and inter-relationships

2
Fpr the purposes of this document, the followingterms and definitions apply.
2
a

NOTE 1 Adapted from Qpen Group Architecture Framework (TOGAF), 2009 and Blobel, B., Applicat
Cpmponent Paradigm for-Analysis and Design of Advanced Health System Architectures, 2000,

NOTE 2  This term.also includes architecture and system architecture.

2|2

bjosurveillance

pfocess “of+active data-gathering with appropriate analysis and interpretation of biosphere data
rglate; to ‘disease activity and threats to human or animal health (whether infectious, toxic, met
herwise, and regardless or intentional or natural origin) in order to achieve early warning of healt

nis part of ISO/TR 14639 aims to identify the business requirements of an eHlealth architecture gs well as

bf Health

eHealth

chitectures and introduces a methodology for strategic development of HIS™, which will be elaborated upon

veloping

uidelines
system, a

ion of the

hat might
abolic, or
n threats,

(0}
earty detectiormrof treattheventsand overattsituatiomatawareness of disease activity

[CDC Concept Plan for the Implementation of the National Biosurveillance Strategy for Human Health®®]

23
clinical information
information about a person, relevant to his or her health or healthcare

[ISO 13606-1:2008, definition 3.13]

© 1SO 2012 — All rights reserved
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24

chronic disease
health condition of 3 months' duration or longer

[US National Center for Health Statistics]

2.5

data warehouse
grouping of data accessible by a single data management system, possibly of diverse sources, pertaining to a
system or sub-system and enabling secondary data analysis for questions relevant to understanding the

functionir]

NOTE 1
the data W

NOTE 2
2.6
eHealth
the comk
better he
[World He

27

g of that system, and hence supporting proper maintenance and improvement of that system

A data warehouse tends not to be used in real time; however, depending on the rapidity of transfer.of.data
arehouse, and data integrity, near real time applications are not excluded.

Adapted from ISO/TR 22221:2006.

ined use of electronic communication and information technology in theé health sector to enab
blth and healthcare

palth Organization]

eHealth architecture

structure

2.8

of a system of eHealth components and services

electronic health record

EHR

informati
represen
individua
interoper

NOTE

2.9

n relevant to the wellness, health and healthcare of an individual, in computer-processable form ar
ed according to a standardized information model, or the longitudinal electronic record of §
that contains or virtually interlines to data in multiple EMRs and EPRs, which is to be shared and/
hble across healthcare settings angd-is patient-centric

Adapted from ISO 18308:2011_and the European 2011 eHealth Strategies Final Report, January 2011.

electronic medical record

EMR

electronig
provider-
[Europeal

210

record of an individual in a physician’s office or clinic, which is typically in one setting and
Centric

h 2011 eKealth Strategies Final Report, January 2011]

to

is

electron|c patient record

EPR

electronic record of an individual in a hospital or health care facility, which is typically in one organisation and

is facility-

centric

[European 2011 eHealth Strategies Final Report, January 2011]

2.11
health

state of complete physical, mental and social well-being and not merely the absence of disease or infirmity

[World Health Organization 1948]

© 1SO 2012 — All rights reserved
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212
health condition
aspect of a person or group’s health that requires some form of intervention

NOTE These interventions could be anticipatory or prospective, such as enhancing wellness, wellness promotion or
illness prevention (e.g. immunization).

[Canada Health Infoway EHRS Blueprint v1.0: 2003]

tion
ormation about a person relevant to his or her health

system that combines vital and health statistical data from multiple sources to/derive information and make
decisions about the health needs, health resources, costs, uses, and outcomes*of healthcare

NOTE  Adapted from Canada Health Infoway, Canadian Electronic Drug Messaging (CeRx) Standards 1-201(/03/29.
15

palth worker
brson engaged in actions that are primarily intended to enhanee health

Z T TN

DTE 1 This term also includes healthcare worker.
NOTE 2 Adapted from World Health Report, January.01, 2006.

16
palthcare
agtivities, services or supplies related to-the health of an individual

[BN 13940-1:2007]

2117

healthcare activity
activity performed for a(subject of care with the intention of directly or indirectly improving or maintaining the
health of that subject.of care

—

BN 13940-1:200%]

18

palthcare professional
brson authorized to be involved in the direct provision of certain healthcare provider activities in a jyrisdiction
ccording to a mechanism recognized in that jurisdiction

NOTE Adapted from EN 13940-1:2007.

VDT TN

219
healthcare provider
healthcare organization or healthcare professional involved in the direct provision of healthcare

[EN 13940-1:2007]
2.20

interoperability
see semantic interoperability (2.34) and syntactic interoperability (2.36)

© 1SO 2012 - All rights reserved 3
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2.21

low income country

LIC

country where income is USD 1 005 gross national income (GNI) per capita or less, calculated using the
World Bank Atlas method

NOTE 1 An LIC is part of the classification system of all World Bank member countries (187), and all other economies
with populations of more than 30,000 (213 total). Economies are divided according to 2009 GNI per capita, calculated
using the World Bank Atlas method. The groups are: low income, $995 or less; lower middle income, $996 - $3,945; upper
middle income, $3,946 - $12,195; and high income, $12,196 or more.

NOTE 2 4

2.22

monitori

M&E

routine tr|
record-kg

Surveys,

programr

NOTE
passed.

[Global F

2.23

notifiabl¢ diseases
list of dis

assessm

[World Hegalth Organization, International Health Regulatiens]

dapted from World Bank Country Classifications.

ng and evaluation
acking of the key elements of programme/project performance, usually inputs and(eutputs, through
eping, regular reporting and surveillance systems, as well as health facility observation and client
and the episodic assessment of the change in targeted results that can) be attributed to the
he or project/project intervention

Evaluation attempts to link a particular output or outcome directly to an intervention after a period of time has

und]

eases determined by the International Health Regulations used as a decision instrument for the
bnt and notification of events that may constitute a public health emergency of international concern

2.24

organizTon

unique framework of authority within which a person or persons act, or are designated to act, towards some
purpose

NOTE Adapted from ISO/IEC 652311998, definition 3.1.

2.25

patient

individual who is a subject©f,care

NOTE Adapted fromdSO/TR 20514:2005, definition 2.30.

2.26

personal healthinformation

any inforllnatlon that concerns a person's health, health history, health treatment or genetic characteristics in|a
form that'erablesthepersente-be-identified

NOTE Adapted from ISO/TR 18307:2001, definition 3.112.

2,27

policy

set of rules such as legal, political or organizational which can be expressed as obligations, permissions or
prohibitions

NOTE Adapted from ISO/TS 22600-1:2006, definition 2.13.

© 1SO 2012 — All rights reserved


https://standardsiso.com/api/?name=b3db71582132d3c56275855f116c4a72

ISO/TR 14639-1:2012(E)

2.28

primary care

first level of care (access to first contact), characterized mainly by longitudinality, comprehensive
coordination of care within the health system itself

NOTE It may have additional features such as family counselling and community and cultural competence.

care and

[Starfield, B., Primary care: concept, evaluation and policy. New York, Oxford University Press, 1992]

2.29

pfivacy
freedom from intrusion into the private life or affairs of an individual when that intrusion results from
illegal gathering and use of data about that individual

—

IBO/IEC 2382-8:1998, definition 08.01.23]

2(30
register
fgrmal or official recording of items, names or actions

—

IBO/IEC 10036:1996, definition 3.3]

2{31

registry

prver capable of holding data for the systematic and continuous’ follow-up of information objects m
n accordance with specific rules

= w

—

IBO/TR 21089:2004, definition 3.79]

2(32
rgadmap
detailed plan to guide progress towards a goal

—

Merriam-Webster Dictionary]

2|33
secure messaging
bt of means for cryptographic protection of [parts of] command-response pairs

n

—

IBO/IEC 7816-4:2005; definition 3.39]

2(34
semantic interoperability
ility for data’shared by systems to be understood at the level of fully defined domain concepts

Q

—

IBO/TS,18308:2011, definition 3.45]

2|35

subject of care
person seeking to receive, receiving, or having received healthcare

[EN 13940-1:2007]

2.36
syntactic interoperability

undue or

aintained

capability of two or more systems to communicate and exchange data through specified data formats and

communication protocols

[ISO 18308:2011, definition 3.48]

© 1SO 2012 - All rights reserved
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2.37

teleconsultation

provision of healthcare via a telehealth service, generally for the purpose of diagnosis or treatment of a
subject of care at a site remote from the patient or their primary care provider

NOTE Adapted from the Medical Conditions Dictionary.

2.38
telehealth
the use of telecommunication techniques for the purpose of providing telemedicine, medical education and

health edpcation over distance

[ISO/TS 16058:2004, definition 3.13]

2.39

vocabulary

terminological dictionary which contains designations and definitions from one or more specific-subject fields
NOTE Adapted from ISO 1087-1:2000, definition 3.7.2.

3 AbRreviations

AIDS Acquired Immunodeficiency Syndrome

CDA Clinical Document Architecture

eHAMM eHealth architecture maturity model

EHR Electronic Health Record

EMR Electronic Medical Record

HIC Health Information Custodian

HIS Health Information System

HIV Human Immunodeficiency Virus

HL7 Health Level-Seven

ICD International Statistical Classification of Diseases and Related Health Problems
ICT Information and Communications Technology

IHE Integrating the Healthcare Enterprise

IHTSDO tntermationatHeatth-Ferminotogy-Standards Devetopment-Organization
ISO International Organization for Standardization

ISO/TC 215 ISO Technical Committee 215 (Health Informatics)

IT Information Technology

LIC Low Income Country

M&E Monitoring & Evaluation

6 © 1SO 2012 — Al rights reserved
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MoH Ministry of Health
NGO Non-governmental organization
PHR Personal Health Record

SNOMED CT Systematized Nomenclature of Medicine Clinical Terms

B Tuberculosis

4| Initiatives reviewed

4{1 Health Metrics Network

The Health Metrics Network (HMN), under the auspices of the World Health Organization (WHO)'{™?, is the
st global health partnership that focuses on two core requirements necessary. to strengthen the health
stem that delivers care and services in countries. It focuses on the need to enhance entife health
formation and statistical systems, rather than focusing only upon specific ‘diseases. It also concentrates
puntry efforts on strengthening country leadership for health information-production and use. This Ffamework
s been devised to coordinate and align partners to focus investments and technical assistance on
fandardizing health information system development.

5.0 =

(2= ]

he HMN Framework is expected to permit access to and betteruse of improved health information at country
nd global levels. The 2007 60th World Health Assembly and its nearly 200 member states passed Resolution
D.27 in which it urged stakeholders ranging from international bodies, the public and private seftors and
palth information and statistical communities to use the' standardized norms and guiding principles of the
IMN Framework in the strengthening of health information systems. All of these constituencies are |expected
directly benefit from the use of the Framework by countries. To date, over 80 countries in all six dontinents
bve commenced using the Framework.

Tooo o

8

Fprmal vetting and publishing by ISO would help make this framework a keystone in strengthenjng these
copuntry health information systems. In the fall of 2010, the HMN brought a new work item (NWI) tp ISO/TC
2[15 which passed balloting and is-moving forward to become an ISO standard: ISO TS 16585 Health
infformatics - Framework for national*health information systems. The aspects of standardization to bé covered
il the NWI include the preservation of the framework as a whole and delineation of the specificatigns of the
framework into standardized(formats. A timely follow-on work item to produce these formats could sgerve as a
ppwerful catalyst to maintain the global momentum of enterprise architects and designers and usefs around
tHis work, and crystallizé global consensus. As the NWI specifications will be technology-neutral, pr¢sent and
fdture forms of technology will remain equally relevant. The urgency of the NWI is further exemplified by the
growing global movement around the use of mobile technology (m-health) as a driver of counfry health
information systems. It is necessary for this work to include the mHealth activities given their expectgd impact.
The framewarkwill also be updated to include other emerging topics such as human resources [(HR), for
ekample thatymay not be represented in the current landscaping.

412 ~Australia

4.2.1 National health system

Australia has a federal system of government with the Australian Government operating at the national level
alongside six state governments and two territory governments. The Australian Government collects most of
the tax revenue and distributes a proportion of it back to the states and territories, which have constitutional
responsibility for delivering a range of health and welfare services within their jurisdictions - including acute-
care public hospitals, mental health, public health and some community-based social care and preventative
programs.

Most primary care and many specialist medical and allied health services are delivered by independent private
practitioners on a fee-for-service basis. A significant proportion of the cost to consumers of medical and some

© 1SO 2012 - All rights reserved 7
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allied health services is covered by a universal health insurance program operated by the Australian
Government (Medicare).

There are also networks of Aboriginal Medical Services and Aboriginal-Controlled Community Health Services
serving indigenous (Aboriginal and Torres Strait Islander) communities. These are mainly funded by the
Australian Government but managed through the states and territories.

Although there is no single national authority with responsibility for delivery of healthcare services across the
country, the Australian Government uses its powers over health insurance, reimbursement of private
practitioners (Medical Benefits Scheme), payment for prescription medications (Pharmaceutical Benefits
Scheme)[ aged care, indigenous health, velerans care, special-purpose programs and particularly the funding
it contriblites to the states and territories under the Medicare Agreement, to maintain a reasonably uniform
healthcare regime across the country.

Under this regime, all Australians (including non-citizen residents) are entitled to free care in public hospitals
and public contributions toward the cost of care received from private practitioners and the @mount they pay
for prescfiption drugs - with an additional safety net that limits the cost for those on low incemes and thoge
facing higher healthcare costs.

In March|2010, the Australian Government released a report entitled "A national health and hospitals netwolk
for Austalia’s future"™ (NHHN) which, among other things, proposed more'direct involvement of tt
Australian Government in the funding of healthcare and hospitals and a reduced role for the states ar
territorieg in management of these services. While most Australians favour@ome level of reform to get mo
efficient gnd better integrated management of healthcare delivery, thé proposed NHHN reforms facg
significant constitutional, political and financial barriers.

Under thé Australian federal system, the leaders of the Australian,_State and Territory Governments regulanly
meet at the Council of Australian Government (COAG) to debate and, where possible, agree on comman
policy pogitions. Within the health sector, collaborative programs are also progressed through the Australign
Health Ministers Council (AHMC) which is advised by AHMAC (the Australian Health Ministers Advisory
Committge, made up of relevant heads of agencies responsible for health in each of the Australian, state and
territory juirisdictions).

At the CQAG meeting in May 2010 most, but not;all, states/territories accepted the proposed NHHN reforms jn
principle [but full agreement on the details/could not be finalised before a series of elections changed the
political landscape.

At a further COAG meeting in February 2011, some elements of the reform package were dropped in favopr
of a further heads of agreement. 6] that provides the framework for a revised National Health Reform
Agreement for execution in 2041 The heads of agreement reaffirms the state/territory role as managers pf
public hgspital and public health systems within their jurisdictions but with increased funding and oversight
from the Australian Government and better coordination of primary care service delivery.

Central t¢ the reforms-being proposed under the new National Health Reform Agreement are: a new nationgl
hospital funding <authority, which will allocate funds directly to local hospital networks from a single
consolidgted pool of federal and state/territory funds, an Independent Hospital Pricing Authority (IHPA), |a
Health Performance Authority (HPA) and a permanent, increased role for the Australian Commission gn
Safety and-Quality in Healthcare, which develops, monitors and implements national standards for improving
clinical safety and quality to improve patient outcomes.

Australia also has a well-developed private hospital and aged care sector, which is an integral part of the
national healthcare regime. There are tax incentives to encourage Australians to take out private health
insurance which provides cover for private hospital and ambulance costs and, optionally, dental, optical and
some other allied health services. Private practitioners are free to set their own fees and privately insured
patients may choose to be treated by an approved private practitioner in a public hospital (in which case the
public hospital also charges an accommodation fee set by each state/territory).

While Australians may insure against hospital costs, they must meet any additional amounts (gaps) charged
by private practitioners above the public rebate out of their own pockets and are not allowed to insure for
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these gaps. This measure is aimed at ensuring that there is some price competition moderating the fees
charged for clinical services.

In summary, Australia has a national health funding regime (with healthcare costs shared between the
Australian Government, state/territory governments, private insurance and the health consumer) but not a
unified national healthcare delivery program. Health has recently become a major political issue with
significant changes in responsibilities and greater central control having been proposed but it is too early to
predict the outcomes.

[V

cC 3.0 0O 5

4.2.2 Focus of national health system

The national healthcare funding regime is generally broad in coverage; however, there is less-publ
ailable for dentistry and some allied health areas, but this is under discussion.

1] Chronic Disease. A significant and rapidly growing proportion of healthcare costs in Australia are
chronic disease, particularly later in a person's life. The Australian, state and territory govern
have programs aimed at improving the treatment and management of chronic disease, req
burden on patients and its cost to society, with a particular focus on:

arthritis and musculoskeletal conditions
asthma, chronic obstructive pulmonary diserdéer (COPD) and other respiratory diseases

cancer control — through research, early detection and prevention and continual improve
targeting of treatment regimes

cardiovascular health — through. research, monitoring, reducing risk factors and improved
Cardiovascular disease is'the’'leading cause of death accounting for over one-sixth of all
both males and females[7}.

diabetes mellitus #-and the many co-morbidities that flow from it

injury prevention and control

mental.h€alth, and

reducing common risk factors — smoking, alcohol, substance abuse, obesity, diet,
hypertension

2| Indigenous health. Indigenous Australians have significantly lower life expectancy and health

c funding

rn terms of healthcare service delivery, Australia has high levels of public health, disease contrdl and life
pectancy with world-class clinical care facilities distributed across the country and readily available to much
the population; however, the ageing of both the population and the clinical workforce and the a
ising costs of health as a proportion of GDP (9,0 % in 2008-09) are putting traditional modes of car
nder pressure. In particular:

5sociated
b delivery

driven by
ments all
ucing its

ment and

treatment.
deaths in

inactivity,

butcomes
concern

compared with the rest of the Australian population. This is a matter of long-standing nationa

across all jurisdictions. Some years ago, the Australian Government took a strong lead in seeking to
address the problem but there are many issues and interacting social factors that need to be managed
before it is likely to be solved.

3. Rural and regional healthcare. Australia is a very big country with most of its population concentrated
along a narrow strip along the southern and eastern seaboards and a couple of other major centres. As in
many countries, there has been a drift away from rural areas to the big cities. Clinical practices and health
services in many small rural towns are no longer economically viable or able to provide or access the
range of services now expected for modern care delivery. It is also difficult to attract and hold clinical staff
in these areas. Programs aimed at addressing these problems include greater use of Information and
Communications Technologies (ICT) to support both practitioners and patients in remote areas by
leveraging policies aimed at getting effective broadband services to 98% of the Australian population.
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4. Clinical workforce. The clinical workforce is ageing with the population and is under ever increasing
workload. For many years, much of the shortfall has been made up by use of overseas-trained clinical
personnel in both a temporary and permanent capacity; however, this is an issue that Australia is
addressing in several ways including:

Greatly increasing the number of clinical training positions — not only in medicine, but also in
clinical nursing and allied health professions

Moving to shorter, postgraduate clinical training programs more strongly focused on clinical
practice

The NHH
needs by

In 2010/1
of health
NHHN re|

423 C

There ar
statistical
facilities,
performa
care. Unq
to be bas

National

Developing new models of team-based care, in which clinical nurse specialists, physicign
assistants, pharmacists and other clinical support personnel take on a wider range pf
responsibilities and there is greater collaboration between medical specialties in care delivery. To
be effective these new models of care anticipate improved sharing of clinical information.

N health reforms put forward by the Australian Government in 2010 seek to, address the aboye

a targeted program of activities in the following areas (see [8] for more details):
Governance and funding of healthcare e National standards\and performance
Hospitals o  Workforce
GP and primary healthcare e  Prevention
Aged care e eHealth
Mental health e _ Stakeholder engagement

1, for the first time, the Australian Government budget separately recognised eHealth as an enabler
reform and allocated significant project funding.to eHealth as part of its commitment to the overall
form package.

pmponents of the national health information system

e nationally agreed and widely adopted specifications for classification of clinical information and
reporting of healthcare status,and activities. These are applied at the level of individual healthcafe
state/territory and on an-Australia-wide basis and are used to support statistical reporting,
hce evaluation, health service planning and activity based funding - predominantly for institutiongl
er the proposed National Health Reform Agreement, most public hospital reimbursement is planngd
ed on activity.

health and welfare-statistics are compiled in accordance with agreed national standards through the

health a
informati

Australia‘£ Institute of 4dealth and Welfare (AIHW) based on information sourced from the state and territofy

horities. /These statistics include activities carried out in both public and private sectors. [For mofe
n, see; hitp://www.aihw.gov.au/].

While thg

term caré

pational health and welfare statlstlcs contaln comprehensrve mformatron on hospital actrwty, Ion g-

addressed and the nature of care dellvered in ambulatory settlngs mcludmg general pract|ce hosp|tal
outpatients, specialist consultations and allied health clinics. Obtaining better information on these activities
without impeding clinical activities is one of the challenges facing health reform in Australia.

The Australian Bureau of Statistics (ABS) holds a comprehensive census every five years and has detailed
information on the demographics of the Australian population and uses this to provide annual reports and

populatio

n projections that are widely used for health service planning.

Well developed ICT solutions are deployed in most areas to support the use of information in health service
operations and planning. This usage may be characterised as follows.

10
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e In each of the major areas of health activity - hospitals, primary care, retail pharmacy, laboratory,
diagnostics, aged and long-term care, indigenous health and other application environments, the
majority of the health information systems (HIS) market is covered by only a few dominant vendors
that specialize in that market segment.

e There is only limited support for generalized electronic interoperation or sharing of patient clinical
information between different hospital groups, general practitioner (GP) organizations, retail
pharmacists etc.; however, there is considerable use of point-to-point messaging for reporting of
laboratory/ diagnostic results and, increasingly, for specialist referrals, discharge summaries and
pharmacy prescriptions.

e At the level of operational systems, there is almost no national coordination and consistengy for ICT
system structures and tools. Nevertheless, each state/territory has an eHealth program — jwith their
own enterprise architectures and various products selected for deployment in public hospitals and
community health services across their jurisdiction — including systems for”PAS/ADT (patient
administration system/ admissions, discharge, transfer), hospital electronic-medical record (EMR),
community health clinics, billing, HR/payroll, general accounting, asset>management, |statistical
reporting, emergency department, operating rooms, facility scheduling,” staff rosters, pharmacy,
pathology laboratory, RIS/PACS (Radiology Information System/Picture Archiving and
Communications System) and some clinical specialties (such as canger care, renal, ophthalmology).

e Some cross-jurisdictional joint development and implementation projects have been attemgted — but
usually result in higher costs, longer lead times and limited._acceptance. The more populdus states
have a legacy of semi-autonomous regional health~Services with local HIS strategies. Most
jurisdictions have adopted centralized or regionalizédvapproaches to supply-chain mangagement,
purchasing, Human Resources (HR)/Payroll, accounting and laboratory.

e The private acute-care hospital sector includes<a mix of stock-exchange-listed public companies and
charitable institutions. Each of these organjsations has its own HIS strategies and solutions|similar to
those found in the public sector, but-with a greater emphasis on revenue management and
interoperability with independently-run support services (e.g. labs, diagnostic imaging, pharmacy).

o Typically the aged and long-term care sector has lacked funds and is lagging in its use of eHealth
systems; however, improving:the flow of information between various providers involved with aged
care and chronic care is seénas a major area of need — particularly as the population ages.

e Privacy and securityiSsues have occupied a much higher priority on Australian Health IT|agendas
compared with countries that have made more rapid progress in the application of eHealth for the
sharing of clinicakinformation.

4/2.4 National eHealth policies

4]2.41 HealthConnect

The need. for a national approach to eHealth was recognized over ten years ago and was progressed by
tHe foermer HealthConnect program - a joint initiative of the Australian, state and territory governments
which researched the needs, systems architecture, business architecture, business case and
implementation plan for sharing of health information — with a focus on better medication management
and the potential for shared electronic health records (EHR). For more information on HealthConnect
and the associated MediConnect program, refer to the HealthConnect archival
website:  http://www.health.gov.au/internet/hconnect/publishing.nsf/Content/home, from which relevant
documents may be downloaded, including References [9], [10] and [11]. Under HealthConnect (and
MediConnect), a range of pilot programs were carried out and evaluated including:

e Shared EHR for support of healthcare for across remote indigenous communities in the Northern
Territory and remote North West of Western Australia (updated version provides increasingly valuable
support for indigenous health in the communities).
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Sharing of clinical information to support diabetes - separate trials using different approaches and

technologies for shared EHR in Queensland (openEHR) and Tasmania (vendor product).

In 2005,
e-Health | Transition Authority (NEHTA) was formed in 2006 (initially for 3 years) as)an independent joint
enterpris¢ of the Australian, state and territory governments to plan progression of a‘hational eHealth agenda
and to npake recommendations on relevant policies for implementation by the health agencies at stat

territory
NEHTA

In 2008,

of perso

NEHTA

12

[d))

Healthlink - information sharing between primary care, child health, specialists and hospital services

supporting child/adolescent health in Western Sydney and chronic disease management among older

people in the Hunter Region - still operating and continuing to grow with over 100 000 registered
participants.

Trials of regional sharing of prescription, dispense and medication management information in rural
Victoria and Northern Tasmania.

Remote work-up and pre-admission for patients attending for orthopaedic surgery over long distances
($1 500 km) in Far North Queensland.

atellite-based broadband for health in the remote Eastern Goldfields of Western Australia.

work under the HealthConnect banner was discontinued and, following a review, the Nationgl

D

]

and Australian government level. Information on NEHTA's role and. activities is available from t
website; see: http://www.nehta.gov.au/about-us.

NEHTA'’s charter was renewed and strengthened to establish pre-requisites for effective interchange
al health information. Several foundation components for{gHealth building blocks progressed by
ince this time include:

Hstablishment of a national clinical terminology servieg~- managing national distribution of SNOMED
(T, maintaining the Australian Medicines Terminology (AMT) and representing Australia at IHTSDO.

A secure individual healthcare identifier (IHI) s&rvice, providing a unique healthcare identifier for evefy
Australian citizen or permanent resident and, when required, for visitors needing care in Australian
ealthcare facilities.

Australia does not have and is mostunlikely to ever adopt a unique multi-purpose national persong
identifier (as in some other cauntries). However, every Australian is entitled to receive Medica
nefits — for which they are issted a Medicare card (issued to either an individual adult or to a family
here are now many more people identified on these cards than in the country; however, Medica
Australia has largely reselved this issue by using its database of internal identifiers to link the variol
dppearances of an individual on the various cards (and to use this information to regulate safety n
benefits). Legislationswas passed allowing the Medicare identifiers to be used as a cross-check whe
igsuing an IHI —greatly reducing the likelihood of duplicates and mismatches.

®

~

» O®

A

A national~health identifier service for healthcare providers — a universal token-based healthcafe
provider<identifier (HPI-I) for all clinical staff and a unique identifier (HPI O) for each healthcafe
provider-organisation (i.e. hospital, practice, clinic etc.).

Government by contractors worklng through Medicare Australia and were put into |n|t|al productlon in
2010, with some improvements being considered for incorporation as a result of initial stakeholder

feedback. Use of healthcare identifiers is protected by amendments to national privacy legislation.

A national eHealth privacy framework - backed by laws to protect individuals from mis-use of their
identities and personal health information.

Specification and demonstration/test of secure message delivery (SMD) service - based on unique

identification, authorisation and message security to provide the safest and optimally secure method
of exchanging healthcare information.
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for key

requirement areas - eDischarge Summary, eReferral, ePathology and eMedication Management.

e Supply chain management - seeking significant efficiency gains and cost savings, parti
procurement through a National Product Catalogue (NPC) information system

cularly in

o Designing and contracting for delivery of a National Authentication Service for Health (NASH) for

implementation in 2011 to provide token-based and certificate-based authentication of h

ealthcare

providers (individuals and organisations) to complement their use of healthcare identifiers and ensure

more secure and accountable access to emerging national eHealth capability.

o Working toward a Compliance and Conformance Assessment (CCA) Scheme and conform|
specifications to support the secure messaging service and other NEHTA building blocks'

o New generation of eHealth interoperability based on development and profiling ‘©of eHealth s
working closely with the Standards Australia IT 014 health informatics committee, HL7 Aust
International and IHE Australia.

I 2010, NEHTA’s charter was again renewed as part of the activities being jointly supported by the 4
sfate and territory governments under the NHHN reforms and was endorsed with priority being
bntinuing the development of eHealth foundations; coordination of national’ eHealth solutions and p
nd accelerated adoption of eHealth in Australia.

VO

nder the eHealth component of the 2010 NHHN reforms,/delivering the foundations for a p
bntrolled electronic health record (PCEHR) has become a/new national eHealth priority. The 4
overnment is investing a total of AUD 66,7 million in the 2010/11 and 2011/12 financial years towar
with the expectation that states/territories will complement this by continuing their current inves
Health).

O =09 C

Spme of these investments are being channelled into lead sites for PCEHR implementation b
dffferent eHealth components, working in different geographic areas and addressing functional pa
Alstralian health sector, with the purpose of;
e deploying and testing national €Health infrastructure and standards in real world healthcare g
e demonstrating tangible eutcomes and benefits from funded eHealth projects;
e building stakeholder support and momentum behind the national PCEHR system work progra
e providing a meaningful foundation for further enhancement and roll-out of the national PCEH
ne Australian~Government is also investing over AUD 400 million in telehealth services by in

edicare rebatées for online consultations, incentives for GPs and specialists to participate and ta
nline training; and extensions to upgrade the GP After Hours Helpline to include videoconferencing.

o=

412.4:2 Electronic Health Record
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As outlined above, funding put forward by the Australian Government in support of the 2010 National Health
and Hospitals Reform (NHHR) package included AUD 466,7 million toward initial implementation of shared

personally—controlled PCEHR capability as a national eHealth priority.

Prior to this initiative, there had been no funded policy aimed at delivery of a national system of electronic
health records, although trials were conducted and proposals put forward under the former HealthConnect

program. Nevertheless, the subject remained under review as a desirable policy outcome with the

concepts

continuing to be developed within the Australian Government Department of Health and Ageing (DoHA) and

NEHTA.
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The stated purpose of Australian Government NHHR investment in PCEHR is as follows (see page 46 of
Reference [8]): “To provide better access to health information enabling better health outcomes through more
integrated care centred around the needs of patients.” Specific objectives to be realised in achieving this
purpose include:

Providing every Australian with a PCEHR that is controlled by them.
e Ensuring individuals’ privacy.

e Improving efficiency in the healthcare system through streamlining access to patient information
thereby reducing duplication and improving use of scarce resources.

¢ Rroviding continuity of care by enabling access to patient information at the point of care.

e Improving safety and quality in healthcare
The Ausfralian Government’s current PCEHR investment is aimed at getting initial capability available. The
cost, imppct and methodology of extending the initial capability to encompass additional PCEHR repositorigs
and the longer-term relationship to the eHealth programs of states, territories and“private-sector providefs
continue fo be major policy issues yet to be resolved.

4.2.4.3 | Vertical systems (disease centred systems)

d
b
i
I

ancer/tumour registries. There is a comprehensive national jsystem of cancer/tumour registrigs
acked with a legal requirement for medical practitioners and<aboratories to report summary data gn
cidences, treatment and progress of malignancies identified by individual for the purpose pf
ngitudinal studies. This information is used for cancer research into cancer therapy and for
pidemiological studies.

Il information used for patient treatment is held@in a patient-centric EMR record available at or near
tihe point-of care. Registry systems are not used to support direct care delivery.

Infectious diseases, biosurveillance andpublic health. There are vertical systems for collecting and
reporting summary data from medical practitioners, laboratories and public health workers gn

iseases that they are required to report by law (“notifiable diseases”), some biological agents and
nvironmental health hazards.\\These systems typically operate at the state/territory level with
gnificant events and potenfial*outbreaks being the basis of alerts to relevant Australian government
encies.

alaria, TB, HIV/AIDS) and common sexually-transmitted diseases are typically notifiable diseasgs
nd in some cases’identification may be required for contact tracing and follow-up. The information jn
tihe surveillance “and reporting systems used for these purposes is not available or used in dirert
tient care{©ther inputs for such uses at the national level come from outside the health system,
imcluding.agpiculture, border protection and quarantine services, law enforcement and environmentgal
rotection agencies.

ther registries. There are many other national clinical registries used to support clinical research
process improvement, monitoring and evaluation — but these are also not used as the primary
treatment record.

A special class of register is the tissue matching register used to identify, match and track donors and
potential recipients of organs, blood products and other transplantable body parts.

4.2.44 Monitoring and evaluation

Many of the above initiatives have a monitoring and evaluation component, supporting a long-standing clinical
safety and quality movement seeking to continuously improve the delivery of healthcare in Australia.
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In addition, many national and state/territory programs are aimed at monitoring, evaluation and imp
of healthcare delivery and healthcare outcomes, in particular:

rovement

e The Australian Commission on Safety and Quality in Healthcare (ACSQHC) — a joint agency of the
Australian, state and territory governments formed in 2006 to develop a national strategic framework
and work program for improving safety and quality across the healthcare system in Australia. For

more information about the Commission, see http://www.safetyandquality.gov.au/.

e State/Territory quality management and performance evaluation units

e Business intelligence and clinical costing systems used to optimise resource allocation

412.5 National eHealth architecture stage of development

ork on development of a national eHealth architecture is progressing in pragmatic stages led by Nf
ntil emergence of the PCEHR as a national priority, was more focused on implementing compg
pcure information interchange and basic interoperability between existing health.ijnformation syste
eas of:- discharge/referral, secure communication of laboratory and diagnostic results and n
anagement — along with work on national clinical terminology, identifiers and'supply chain.

SO Cc<

EHTA’s proposed approaches for each of the major componentsofithe national eHealth pro
pscribed in the NEHTA Blueprintm], which contains a section on high-level eHealth architecture
llowing being particularly relevant aspects:

o =

—h
(@)

e Architectural approach

The key driver behind having a national approach to‘eHealth is to facilitate interoperability 4
Australian health sector in order to improve health system outcomes around effectivenes
responsiveness, continuity of care, accessibilityy efficiency and sustainability.

In order to facilitate interoperability, NEHTA is promoting the use of a service-oriented architecty
combined with national and international standards, independent conformance testing (where
and a national change and adoption‘program. In this context, the definition of a service is consid
the business, information and-‘technical viewpoints, following principles developed in the
Interoperability Framework!"® and TOGAF!".

e Target state architecture

In the context of a(national approach to eHealth, the target state aims to facilitate local syste
point of care (or,.where relevant, in the home) being able to access a full range of services, inclug

e natienal infrastructure services, such as the healthcare identifier service, PCEHR, NASH
Product Catalogue, secure messaging. ePrescription; eReferral and diagnostic orders/res

e . public or private operated online services, including pathology services, radiology
prescription exchange services, etc.

HTA and,
nents for
ms in the
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gram are
with the
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In relation to PCEHR, several architectures have been put forward at different times including — virtual
shared EHR (assembled at time of use), a federated network of state/territory EHR systems, a more
flexible network of consumer-centric EHR repositories, a massive EHR repository operated as a single

national resource, and supporting entry of private PHR systems (provided they meet

minimum

interoperability requirements). NEHTA continues to work on details of the preferred PCEHR architecture;

however, the general thrust is toward an extensible solution using a virtual approach in which

the most

important information is available on demand with other information being assembled as required — with
the primary focus being to deliver meaningful summary information to support the clinician at the point-of-

care.

e Standards
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Nationally consistent standards and specifications for electronic information sharing are essential to

overc

ome current problems of communicating clinical information between providers across a diversity of

application platforms. Even where relevant standards exist, interoperability is reduced by inconsistent

imple

mentation. Key characteristics being pursued include:

Supporting an agreed set of capabilities to enable the ‘meaningful’ exchange of information, so that
information can be safely assimilated and stored in receiving systems;

Ensuring a common approach to connectivity — facilitating successful participation for new and
existing systems as well as systems developed both locally and internationally;.

Prac
end-|
eHes
gateV

e S

Main

succgssful implementation of\eHealth. Individuals’ information must be appropriately protected by privagy

and
mand
Fram

Itegration architecture

Consolidating requirements for standards for the national eHealth program and working\with
existing standards development organisations (SDOs) in Australia and globally to accelerate the
identification, agreement and development of these standards;

Reducing variability in standards implementation by: further specifying and profiling’standards fpr
local application, developing guidelines for implementing standards ,and™ profiles; and
commissioning standards-based products for use in particular domains (suech as reference sets pf
SNOMED CT);

Providing mechanisms to test conformance with standards and profilés;
Supporting harmonisation of standards to reduce the number and‘inconsistency of approaches.
Accelerating the pace of standards development and adoption through improvements in eHealth

standards governance and provision of resources, and tooling that can support more rapjd
development and implementation of eHealth standards.

cal achievement of eHealth requires defined"pathways for integration of both existing and futufe
oint systems used by healthcare organisations, both large and small — connecting them via nationgl
Ith infrastructure to support access and.interoperability. A variety of techniques such as web services
bays, portals and secure messaging-approaches have been foreshadowed.

ecurity and access framework
aining the trust of both the general community and clinicians is an essential prerequisite fo
becurity controls and-clinicians must have confidence that information is accurate and has begn
ged appropriately~These aspects are to be addressed by NEHTA preparing a Security and Access

ework that is intended to realise relevant principles including:

Consistent control and monitoring of access to consumer health information as it transitions
throughrindependent organisations, business processes, and systems; and

Tpaceable provenance of health information from creation at a verifiable trusted source through its

fransition and possible augmentation en route 10 its destination/s.

Having trusted sources of data identity for individuals, providers and organisations through:
allocation of healthcare identifiers to individuals, providers and organisations and use of digital
credentials;

Managing access controls and consent; and

Audit of activity and acting on potential breaches.
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In terms of overall progress in delivering the required architectural foundations for eHealth, Australia has a
high degree of ICT usage to support delivery of healthcare within healthcare organisations and private clinical
practice (and for basic delivery of diagnostic reports from service providers to treating clinicians). It also has
advanced capabilities in the use of coding and classification schemes to measure what happens in its health
system and to improve the quality of care provided and it has national institutions to exploit these opportunities.
The clinical workforce is highly specialised and depends heavily on diagnostic services and the timely
exchange of accurate information in delivering quality care.

Through its national eHealth program, Australia is now seeking to move to a new level of maturity with the
ability to unlock the power of Web services and the Internet for controllable sharing of clinical information
about a person across organisational boundaries. This has involved national projects, now well advianced, to
identify healthcare consumers, individual providers and provider organisations uniquely andssegurely, to
improve the use of clinical terminology, to introduce new modes of secure communications| and the
bvelopment of policies, standards and controls for security, privacy and access needed ‘to”achigve these
nds in ways acceptable to the broader community. In addition to a personally controlled EHR, projects are
med at greater interoperability in key areas of information interchange (referrals, spécialist reportg, hospital
scharge, drug prescriptions and medications and the ordering and reporting of diagnostic tests).

Q.

QO D

4]2.6 National data warehouse

ata warehouses of summary data are assembled at both state/territory-and national level for many types of
palth data including:

20

e Inpatient morbidity statistics

¢ Neonatal and perinatal statistics

¢ Notifiable diseases — for population health and-biosurveillance
e Many others

Al the national level, data relating to health services and health conditions are assembled into & suite of

ational Minimum Data Sets’ (NMDS), far.which the Australian Institute of Health and Welfare (AIHW) are the
hta custodians. NMDS data are available for policy and program design and evaluation and for resegrch.

Q —

(0)]

pecialized clinical registries have been established to collect summary data on a wide range of disdases and
reatment. These include a national network of cancer/tumour registries run as part of a nationall program
Hrough AIHW.

— —+

Fpr much of the last-en years the question as to whether a national EHR system (if one wgre to be
developed) could facilitate the aggregation of individuals’ clinical information, since a data warehouse for
se¢condary uses‘was under active consideration. The PCEHR is now being pursued as a tool for jndividual
care and it is_.not presently proposed to try and warehouse this data in ways that facilitate seconglary data
apalysis forquestions related to functioning of the health system as a whole.

4]2.74_Standards in use

4.2.71 Clinical vocabularies and classification systems:

e ICD-10 AM is in widespread use for disease and procedure coding

ICPC-2 in primary care (plus proprietary interface terminologies e.g. DOCL)

LOINC for diagnostic reporting and orders

SNOMED CT (being introduced as primary clinical terminology) — key subsets for specific applications

Australian Medicines Terminology (managed by NEHTA's Australian Clinical Terminology Centre)
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4.2.7.2

The NEH

Interoperability

TA Blueprint identifies that the following areas of standardization are pivotal to the success of the

national eHealth program:

e Web Services and XML for data exchange.

e HL7 V2 (AS 4700.2 Series) and HL7 V3 Clinical Document Architecture (CDA) for health
communication messaging.

HL7
has 4
HL7
work

NEH]

2.x is the primary messaging standard used for clinical and patient administration applications a;]d
very large following supported by the AS 4700 series of implementation guides. There is verylittle
3 messaging. Although NEHTA policy recognises the need to integrate with HL7v2.x, most currept
is about defining the preferred future state based on web services.

['A is proposing HL7 v3 CDA R2 as a core eHealth interoperability standard and is;working with the

Stan
CDA

—

L]
= (N

e (

There arj
Medical
requests
work pro
how this

Medicare

4273

o
a

ards Australia IT-014 health informatics committee and the Australian eHealth, community on how
ill be implemented.

ethods for capturing and recording business requirements for clinical/content. NEHTA has begn
pturing clinical information requirements using an approach based on-~archetypes, which are thgn
oss referenced across various domains to ensure consistency, with*a view to being available as
rsion-controlled detailed clinical models (DCMs). For use in, CDA documents, a form of COA
mplate is generated for each major class of clinical documéent based on using the DCMs fpr
articular content to constrain the underlying HL7 CDA reference’/model.

NOMED CT for Clinical Reference Terminology (mappings between SNOMED CT, ICD-10-AM,
CPC and LOINC are also considered essential).

TIN for product identification.

b several commercial suppliers of health™messaging services — Argus Connect, HealthLink and
Dbjects — with a strong market presence for communication of laboratory/diagnostic orders and
between GPs and lab/diagnostic services and some use for referrals. An element of the NEHT|A
jram is the secure message delivery (SMD) service for the health sector. It is unclear whether and
ill complement or compete with the established commercial services for eHealth messaging.

Australia also has a proprietary claims-management protocol (with roots in early work in HL7v3)
Security

ustralia is a key~supporter of ISO 27002 and its application in healthcare through ISO 27799.
ational Identifiers — see previous comments on IHI, HPI I, HPI O

ledicare Australia has a group that manages PKI certificates and tokens for authorization and

uthentication of healthcare providers to support reimbursement of medical benefits under Medicarg.

hese are being extended to support the HPI-I service to form the basis for the National Authorisation

T
Service for Health (NASH).

e Medicare Australia also has a secure database of internal identifiers for individual Australians to

u

nderpin the medical and pharmaceutical claims system. Legislative approval has been given to

transform them to form a secure basis for the IHI service

e NEHTA secure message delivery (SMD) specifies security requirements and standards for its secure
messaging stack — which have been published as a series of Australian Standards through Standards
Australia committee IT-014

18
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e Commercial messaging suppliers have implemented secure messaging based on their own
interpretations of HL7, ISO and other standards for security key handling and digital signatures.

2.8 Standards Development Organizations (SDOs) and Health Informatics Associations

2.8.1  Non-government associations and SDOs:

Standards Australia Committee 1T-014 Health Informatics (with around 10 active sub-groups) is the principal
SDO responsible for managing the development of publicly accepted national standards for eHealth. It is the
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hplementation guides for use in Australia.

on-government organisations in Australia that are represented on and contribute to Australian
palth informatics standards through IT-014 include:

¢ Health Informatics Society of Australia (HISA) [http://www.hisa.org.au/]

e Australasian College of Health Informatics (ACHI) [http://www.achi.org.au/]

e Professional colleges and representatives of clinical practices,~including — RANZCR (rad
RCPA (pathologists), RACGP (general practitioners), RACMA (medical administrators
(nursing), HIMAA (health information managers), ADIA (diagnostic imaging), APPA (
practices), AHHA (Hospitals and healthcare), and Engineérs Australia.

¢ Medical Software Industry Association (MSIA) [http:/www.msia.com.au/]

e HL7 Australia Inc., the local HL7 affiliate &, which contributes to national eHealth §
development through active involvement in\IT-014 and by running education, training
enterprises [http://www.hl7.org.au/]

e |HE Australia, an open not-for-profit initiative that supports the interoperability needs o

originally formed with support from MSIA, HISA, RANZCR and HL7 Australia. For more in
see:[http://www.ihe.net.au/]

2.8.2 Regulatory, statutory and quasi-government bodies:

National Health Information Standards and Statistics Committee (NHIISC), oversees the develo
promulgation of;-a National Health Data Dictionary (NHDD) and national minimum data sets (
health, welfare“and housing. Australian Collaborating Centre of the WHO Family of Intg
Classificatiens (WHO-FIC) — managed through AIHW.

NEHTA= particularly as a developer of specifications for standard elements under the nations
program, which are outlined throughout in this section and as the national IHTSDO member|
Australia. Many of NEHTA’s specifications are expected to form the basis of Australian

es HL7

work on

ologists),
, RCNA
bathology

standards
and joint
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Standards users in Australia as thelocal deployment group of IHE International. IHE Ausfralia was

formation

ent and
MDS) for
prnational

Australian Institute pf\Health and Welfare (AIHW) [http://www.aihw.gov.au], which in associaticg’nwith the

| eHealth
body for
standards
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National eHealth Information Principal Committee (peak advisory group to AHMAC/AHMC on eH

ealth and

information strategies and to facilitate collaboration between the Commonwealth, States and Territories to

implement these strategies, tasked with:

e Developing a national eHealth Strategy to improve health outcomes through national coll
in agreed priority areas for action over the next 5 years;

aboration

e Developing a national information management and technology implementation plan that reviews

the scope, funding, governance and timetabling of existing IM&T projects
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e Therapeutic Goods Administration (TGA) — particularly in relation to pharmacovigilance and safety of
medical devices — increasingly including computer software supporting clinical functions.

e Australian Government Department of Health and Ageing — which is responsible to the Australian
Government for administering delivery of the national eHealth program.
[See: http://www.health.gov.au/]

e Australian Commission on Safety and Quality in Healthcare (ACSQHC)

e Australian Bureau of Statistics, which conducts population surveys and censuses to gather data on the
health, health-related behaviours and other characteristics of the Australian populatiop.
[See ] http://www.abs.gov.au/]

4.2.9 Nptional reporting infrastructure for individual and/or summary data

State/territory data collections contain some individual data (admitted patient morbidity and perinatal statistic
but mainly provide summary data to national collections — see response to previous questions.

7
~

The Australian Institute of Health and Welfare (AIHW) was established by agreementbetween the Australign
and statg/territory governments and maintains the national statistical reporting framework and national data
collections on behalf of the Australian, State and Territory Governments.

Each stafe/territory has programs that feed into these programs.

4.2.10 Hpuseholds with Internet access

About 70Pb of households have internet access.
4.3 Brazil

4.3.1 Nptional health system

SUS (Sistema Unico de Saude), the Brazilian:National Health System was created in 1988 as part of the new
Brazilian [Constitution"®. However, SUS is ‘ar evolving project whose history stretches back to as far as the
1970s. SUS is required to provide free-of-charge health services based on the principles of: universality,
integrality (comprehensive care with-a holistic approach), and equity of care, meaning that all individuals afe
equally eptitled to integral treatment,-but in proportion to increased need (vulnerability and risk). SUS has|a
complex |organization with well-marked spaces of management and social control. It is funded, run and
supervisgd jointly by the threé-levels of Government and Social Control: federal, state and municipal. Under
SUS, ideglly, health services,will be delivered and managed at city level, according to pre-defined and agreed
programg, which are coristantly deliberate and monitored by the three levels!'®.

Within the management structure, the Bipartite Commission in each state is a forum that gathers together
represenfatives from the State Health Secretariat and representatives of Municipal Authorities. The Triparti
Commissdion,ds\formed by Representatives of the Ministry of Health, state and municipal secretariats. Thog
forums work-by consensus that leads to "Pacts". Structures of social control include health councils at the
three |e\l.,=o, —which—dsers—thave—=a ctluuy |cp|coc||tat;uu (50016), btut-where—the pai’t;u;pat;uu of ranagers,
health workers and entrepreneurs of health is ensured by bylaws. Those structures are forums for debate and
cla%r;] between actors. Also periodically local, state and national health conferences are organized and carried
out" .

4.3.2 Focus of national health system

4.3.2.1 National health system (SUS)

The national health system, SUS, is strongly based on Primary Care and on Family Health Programs, which
have been responsible for a drastic change in health indicators in the country in the last 20 years“sl. Under
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SUS, patient flow should follow a three-layered referral - counter-referral model. On the entry layer lies
primary care, on the second lies specialized treatment, and high-complexity treatment lies on the third. Patient
flow to the second and third layers — and back — follows recommended regional pathways, thus creating the
referral - counter-referral model.

Although every inhabitant of Brazil is entitled to free health care, SUS is responsible for some 70% of all
procedures and some 50% of the expenditure, covering around 160 million people who rely solely on the
public system. Overall, including both private and public sectors, Brazil spends some USD 120 billion a year in
healthcare.

4/3.2.2  Private Health Insurance Market (PHI)

ne Private Health Insurance Market (PHI) has been operating in Brazil since 1960, offeringvotuntary private
balth care. PHI accounts for 23% of the Brazilian population of 190 million people, but represents spme 55%
health expenditure“sl. There are different kinds of health plans such as physicians'(and dentistg’ groups,
surance companies, self-managed plans and health management organizations;-either for prdfit or not
hilanthropic). For many years this sector grew without being regulated by the state. In 1998, the| Brazilian
ongress passed a law creating the foundations for regulating this market sector and, in 2000, [a federal
ggulatory agency — "Agéncia Nacional de Saude Suplementar — ANS" was. created with the nission of
gulating PHI activities in Brazil and ensuring market efficiency, quality~of care and protection|of policy
blders rights.

Qx50 3+
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ne PHI market has been reorganized, with stricter financial and economic rules for entrance and ¢xit in the
arket for insurers; prohibition of risk selection and of unilateral breaking of contracts. ANS has set predefined
iting periods and a minimum mandatory package of benefits. Contractual instruments for beneficiaries and
r a network of healthcare providers and penalties for these who did not comply with regulatiohs of the
jency were set.

O >3 -

urrently, there are 1 065 health plan carriers that cover 44 million lives, of which more than 70% frepresent
mployer-based insurance. Individual contracts are*subject to stricter control by the agency. As an[example,
He annual adjustment of premiums for individtal contracts is defined by ANS, whereas the Aggncy only
ersees the readjustment of the employer-based contracts!"®

=X 'Ne)

4{3.2.3 Brazilian Telehealth Program

ne reorganization of SUS thattstrengthened Primary Care (PC) through the Family Health Strategy (FHS),
ound 2 000, brought important advances in health and living conditions of the Brazilian populdtion. [20]
bday, more than 30 000 staffmembers are responsible for the care of more than half the Brazilian gopulation.
ne FHS has had a positive impact on infant mortality, on the reduction of hospitalization for gonditions
ensitive to primary care; and on the quality of prenatal care and childcare, as well as expanding ficcess to
palth services for_vulnerable populations in poor socio-sanitary conditions. On the other hand, several
sfudies have shown that there are differences in quality of care provided by the FHS teams, ap well as
nallenges to_éxpand its capacity to respond to new and old grievances that characterize health in Bfazil. One
the strategies advocated for the improvement of the FHS is the use of Permanent Health Education (PHE).

T 440

o O

The National Telehealth Program, funded by the Ministry of Health, has since 2007 developed strategies for

classifying and qualifying Family Health Teams (FHTs), involving 9 states. University centres have been
respensiblefor—1+-361Telehealthconnecton—pointsfor FHTs—within 144 3—scities—The—depleyment of such

points was done in favour of cities with populations under 100 000 people, low human development index, fair
local connectlwty, already covered by the FHS, and were located in remote areas (including all of the Amazon
Region)?"!

In general the Telehealth Program offers support to FHTs through asynchronous and synchronous
teleconsultation. Teleconsultation is characterized as a permanent educational activity for those using this
service under the FHS. These activities are called Formative Second Opinion (SOF), i.e. they are carried out
with educational character, aimed at increasing the resolving capacity of the worker who asks for that service.
SOF is based on the best available scientific evidence, tailored to local realities and following the principles of
SUS and Primary Care. The object of a SOF is typically either a discussion of a clinical case concerning a
specific patient or situations involving an entire family or community. It can also be a complete subject or even
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a health issue concerning the process of work teams within the FHS. At the end of 2010, the National
Telehealth Program entered a new phase aimed at expanding geographically, initially to five additional states
before being nationwide, and also by making Telehealth a regular and regulated activity within SUS.

The National Telehealth Program is also supported by the Telemedicine University Network (RUTE)[ZZ],
another national program sponsored by the Ministry of Science and Technology, from January 2006. RUTE is
building and updating the application-level infrastructure of university hospitals, in the major cities of the
country. The project goal is to allow all the participating hospitals to use the academic network to run
Telemedicine and Telehealth applications including video conferencing for information exchange, second
opinion, continuous education and web-conferencing. It builds the basis for the inter-hospital collaboration.
RUTE copnts on a council which includes members from a broad spectrum of stakeholders which discuss and
define pdlicies, procedures and all aspects of the Telemedicine Network.

4.3.3 Cpmponents of the national health information system

4.3.3.1 | History of evolution of the national health information system

Brazil has a long tradition of using Health Information Systems, and SUS data collection is impressive.
However| the history of health information systems has been characterized by “fragmentation as mogst
applicatigns were developed to sort out specific problems, thus using specific vdcabularies, and patient and
worker 1Ds. As a result of that, there exist more than 200 health information systéms of different complexities
without any integration whatsoever®.

That scepery started to change when, in 1999, the Ministry of Health (MoH) proposed the National Health
Card Project aiming at defining standards for uniquely identifying the/individual, the health organization and
the healtihcare worker as well as defining a core patient dataset forxegistering clinical data. In 2003, the MgH
unified the registries of healthcare (HC) providers and workers; creating a national registry with unique
identifierg. The use of this registry is mandatory for all HC praviders in the country no matter whether public pr
private. Tlhese two projects had a major impact on how health'information systems became to be regardedm.
The natignal database of uniquely identified persons holds 180 million people and the national registry of HC
providers| has 228 thousand records with 2,7 million HC workers.

In 2000, the Health Ministry commissioned the development of SisReg — a patient flow control system, whig
is regarded as the cornerstone for optimizing”health resources and ensuring equity of access to heal
services.|Patient flow control means intelligent scheduling of specialized consultations, exams and inpatie
admissiop. Intelligent scheduling meansythat allocating resources to answer to an individual’s needs takes in
account all relevant factors, such as-distance, effectiveness, budget and cost. Although all treatment und
SUS is offered free of charge, several'procedures have to be authorized before being carried out. Therefor
part of pdtient flow control relates,to authorizing procedures and inpatient admissions as well.

SIEN==]
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By the beginning of 2003 itwas clear to most public health managers that national standards were vital ar
that patignt flow control<is)an essential tool if SUS is ever to become a reality throughout the nation. SU
relies on|several informiation systems to help monitor its performance. The MoH is the coordinator of thes
systems,|through Patasus, the Health Informatics Department of SUS. Datasus coordinates the informatig
systems [and is<the”guardian of the national databases, maintaining about 300 health domain tables arn
vocabulafies, These are used by information systems throughout the country and include vocabularies sud
as medicplprocedures, gender, cities, admission types and discharge types. Anonymized information is mad
freely availablete-health-managers-and-the-pepulation-through-the-offerof-a-queryr-tool{tabreti-that-aceess

those databases on the Internet www.datasus.gov.br.

O >Sa>0o Wnwa

4.3.3.2 Country health information systems and national databases

A summary list of major systems and their aim is given below. These systems are used by city and state
departments of health to input production and billing data that are sent to the state and federal levels.

e Primary health care Information system (SIAB) - SIAB records basic healthcare actions and services
carried out by the Family Health Program (PSF). It uses three forms for data entry: the first one for
family surveys and living conditions, a second for health information, and the third for information on
production and bench marks for evaluation.
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e Hospital-based information system (SIH-SUS) - this system generates monthly data on hospital
services provided by SUS. It includes, among others, data on resources allocated to each hospital
belonging to SUS network, on hospitalizations, procedures, average length of patient stay in the
hospital, by city and state. The information can be disaggregated by gender, age, place of care and
patient’s address.

e OQutpatient information system (SIA) - makes available information on SUS outpatient services. Data
can be disaggregated by region, city, type of care, type of facility, facility and expenditure.

o Mortality information system (SIM) - records mortality data based on death certificates, collected by
the state health departments, with information on place and cause of death and identification and
demographics of the deceased (gender, age, race, and place of residence).

o Vital Registration (SINASC) - provides the vital registration of all born-alive babies for €pidenpiological,
statistical, and demographic analyses, with the most significant attributes of all\nhewborns| such as
gender, birthplace, type of delivery, prenatal care, and birth-weight, among others. Data collection is
based on a standard and mandatory document, the declaration of live birth (DN).

e National immunization program information system (SIPNI) - e¢entains records on dispensed
immunobiologicals and the vaccinated population. Reports can be provided by age group, ih a given
period of time, and in a given geographical area. SIPNI is made p of two modules. The Immunization
Program Evaluation Subsystem (API) collects data on vaccination coverage (routine and campaign),
and dropouts. It provides immunization bulletins for the federal, state, regional, and municigal levels.
The second module, the Immunobiologicals Supply and,‘Distribution Subsystem (EDI), coptrols the
supply and distribution of immunobiologicals at the staie ‘and federal levels.

National disease notification system (SINAN) - collects.and processes data on notifiable diseaseg from the
entire country, providing analytical information on th&morbidity profile.

e Prenatal information system (SIS PRE:NATAL) — collects data on pregnant women. Ifs use is
mandatory in all cities that adhered to~the humanized prenatal care and childbirth program. SUS
managers and health workers can monitor the program by tracking each pregnant woman.

H

3.4 National eHealth policies

nere are several formal bills, trules and policies as well as established codes of practice that guide the
bvelopment and use of health information systems in Brazil. Above the health domain, thg federal
pbvernment has decided on,strategies and policies regarding e-Gov. e-PING — the Electronic Government
teroperability Standards- architecture defines a minimum group of premises, policies and |technical
pecifications that regulate the use of Information and Communication Technology (ICT) in the [Electronic
overnment ServiCes; establishing conditions for them to interact with the other branches and spheres of
pvernment and‘with the society in general.

ill beyond health care, there is federal legislation that protects data privacy, confidentiality and sdcurity, as
ell as <egislation, codes of practice and watch-dogs to guard consumer rights. As far as h
palthcare are concerned there are several players that make decisions or influence them.

SSTs0 Qoo

possible to infer that even before SUS creation, in 1988, the Brazilian Government has always seen value in
health information systems. As in many other countries, a series of “siloed systems” were built to support
vertical programs. The vertical programs themselves represented the policies for notifiable diseases,
hypertension, prenatal care and others, as mentioned before. A unifying formal “National Health Information
and Informatics Policy” started to be written around 2000. It is currently in its second version, from 2004. The
policy has been built under the sponsorship of SUS and validated at the National Health Conference, the
highest consensus building forum for public health in the country[25]. The policy offers a set of 19 guidelines,
including among others:

e strengthening of Health Information System;
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e pursuing integrated EHR systems;

¢ building unique identifiers for patients, healthcare organizations and healthcare providers;

e defining health information standards in the quest for interoperability, using open processes;
e building data warehouses for public access to unidentified data.

In practice, the policy has not led to a coordinated action from all healthcare players, but it has influenced
public health decision-makers, healthcare workers, professional bodies, scientific societies and other health
informati¢s organizations. As a result, there is a plethora of health information systems that use nationgl
standard$ whenever available, whereas there are still plenty of “siloed systems” being used. Therefore\it jis
possible fo state that the adherence to existing national standards and best practices is inhomogenéous and
that the pxisting policy has not contaminated or been enforced throughout the country. One of the most
importan{ steps regarding applying the national policy to the real world is the recent proposal ©f an eHealth
platform by the Ministry of Health. This item is presented in the eHealth Architecture section below.

4.3.5 Nptional eHealth architecture stage of development

The Brazlian Ministry of Health (MoH) has been working towards the adoption of an eHealth platform based
on a self{consistent set of specifications, including information, service and content models. The draft proposfl
developef by the Standards and Interoperability Subcommittee, a task force.created by the MoH has begn
presented to a workgroup composed of health IT managers of all levels of SUS, the National Supplementafy
Health Agency, and from Brazilian Health Information organizations, su¢hyas the Health Informatics Standards
Committge of the Brazilian Standards Organization (ABNT), HL7 Brazil, IH-TSDO, Object Management Groyp
(OMG) and OpenEHR Foundation.

There is b proposed ministerial order, establishing the standards for interoperability to be adopted nationally,
by all heglth information systems of the various levels of SUS* Although still a draft, it has been approved of by
all bodieg it has been submitted to and now awaits final>approval by the MoH. The proposed interoperabilify
platform ¢onsists of a set of basic assumptions, operational rules and technical specifications to regulate the
exchangg of information between public and privaté, municipal, state and federal health information systems,
also settipg up conditions of interaction with the ‘other spheres of government and society in general.

The stanglards are to be made publicly available and updated on the Datasus website. The standards chosgn
so far arq as follows:

¢ HHR information model: OpenEHR
e (linical reference terminology: SNOMED CT
e (linical documents: HL7 CDA

ecord loeation: IHE PIX (Patient Identifier Cross-Referencing) and PDQ (Patients Demographi¢s
uery)

O =0

4.3.6 Nhptional data warehouse

All raw health data collected by SUS, and even data collected before SUS was created, are classified and
made publicly available on the Datasus website www.datasus.gov.br. An impressive collection that stretches
as far back as the 1970s can be found there. However, in order to produce information derived from all the,
many times “siloed”, health databases, and expand the analysis to include social and geographical data, a
great deal of analysis and consolidation is required.

RIPSA (Brazil's Interagency Network of Information for Health) brings together national institutions with
responsibilities for the production and analysis of such information. As a network of organizations, RIPSA
coordinates national entities responsible for the collection and analysis of health, geographical, social and
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population data. Through the work of subcommittees, RIPSA is responsible for the technical quality, coverage,
validation, and harmonization of core data including aspects of dissemination of information. [26]

The processes data is organized in a paper as well as an electronic yearly brochure called Basic Health Data
and Indicators (IDB)[27]. IDB can be found on www.datasus.gov.br/idb.

4.3.7 Standards in use

e-Gov and e-PING - e-PING follows the guidelines set out by the Executive Committee for Electronic

Government, created by a bill of 18 October, 2000. From its earliest day, e-PING documen

ation has

Q —

D

been available on www.eping.e.gov.br, in order to ensure public access to information
general interest, and to respect the transparency that is intrinsic to the initiative ~The
government is committed to guaranteeing that the policies and specifications set by €-PING
line with the society’s needs and follow the evolution of the IT market.

MoH - Standards in use for the public sector have been mostly defined by,-the MoH an
Brazilian codes for Procedures, Unique Patient, Healthcare Providers; and Health
Identification, including Family Health Teams. There are standards for describing housef
communities, an essential object in primary care. There are also national standards for: an
clinical dataset and for billing. AIH (Inpatient Admission Authorization Standard) has beer
since the early 80s and is used for claiming and statistics. A .similar set of standards is us
reporting outpatient care and generating statistics from it.

Vocabularies used throughout SUS include ICD-1Q0 Yor diagnostics, and Brazilian ¢
procedures, authorization and referral. Demographicsimake use of Brazilian standards, such
for cities, districts, and streets for addresses, telephione area codes, occupations, race, mari
social security and other ID numbers.

ICP Brazil - there is a nationwide Public Key Infrastructure the use of which has been inq
more important.

TISS and TUSS - to help improve:the efficiency of compiling data for eligibility, authorizati
and payment within the privatie health insurance market, the federal regulatory ag
supplementary health, Agéncia:Nacional de Saude Suplementar (ANS), set out the standar
exchange of information between health plans and healthcare providers: TISS that sets the

for messaging, vocabulary; content, structure, privacy and security. TUSS is a recent initi
defines vocabularies~for' medical and other health procedures. Both TISS and TUSS are
billing purposes®,

3.8 Standards Development Organizations (SDOs) and Health Informatics Associations

ne list below~describes some of the important organizations in Brazil regarding adopting, ad
bveloping standards and some of their work. This list is not exhaustive, as its intent is solely to
ndscape‘scenario on this theme:

Ministry of Health (MoH) - as the coordinator of SUS, the MoH develops and keeps several s

that is of
Brazilian
remain in

d include
Workers
olds and
essential
in place
ted when

odes for
as those
al status,

reasingly

bn, billing
ency for
is for the
standards
ative that
used for

apting or
provide a

tandards,

including vocabularies for describing medical procedures.

Datasus - the SUS Department of Informatics is not directly involved in developing standards but they
develop and maintain systems for all instances of SUS. In practice, Datasus defines de facto and de

jure standards as it deploys the health information systems for all the public sector.

ANS - to help to improve the efficiency of compiling data for eligibility, authorization, b
payments within Private health Insurance, ANS has set out legislation and mandatory require

illing and
ments for

the exchange of health information between healthcare providers and health plans. As part of that,
ANS sets standards for messaging, vocabulary, content, structure, privacy and security for the
exchange of health information within the supplementary health sector. ANS has developed its

standards using a mixed approach, which includes bottom-up and top-down processes.
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e National Health Surveillance Agency (ANVISA) - defines the adoption of standards for many domains

of

health and healthcare, including medications, devices, services and equipment, among others.

e Federal Medical Council (CFM) - the most important professional body as far as Health Information
Systems are concerned, as it defines specific aspects related to privacy, confidentiality and use of data.
CFM and the Brazilian Health Informatics Association (SBIS) have developed a joint EHR systems
certification process that has been fully operational since the end of 2009. The SBIS—-CFM certification
process is largely based on ISO 20514, ISO 17799 and ISO 18308.

e Ci

ty and State Departments of Health - although not involved in developing standards, local and
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4.3.9 Nptional reporting infrastructure for individual and/or summary data

Mgdical Infermiatics (WIM), an annual event that had its 10th edition in 2010.

gional Departments of Health play a major role in choosing standards and architectures for their @wn
stems. Important examples of such are the Minas Gerais State bid process for EHR systems.whose
FP demanded compliance with ISO 13606; Sao Paulo city Health Information System whichwas built
ing a strong architecture and all available national standards, including, more recently, HU7 v3 - CDA
P for lab data exchange; and Santa Catarina State Health Information System which is a fully
COM-compliant system.

azilian Health Informatics Association (SBIS) - founded in 1986, SBIS is an active technical and
ientific society, member of the International Medical Informatics Association*(IMIA) and IMIA-LAC
MIA Latin American and Caribbean) as well. SBIS has become very influential in the last few years
rtly owing to the EHR system certification process. SBIS carries out itsyNational Health Informati¢s
bnference every other year and EHR Conference in between.

palth Informatics Standards Committee of the Brazilian Standards Association (ABNT) - created jn
e end of 2006 and became a “P” member of ISO/TC 215 in“June 2007. Ever since then, it has
come an active member of ISO. Currently Brazil co-leads:two standards projects within that TC.

| 7 Brazil - founded in 2004. Its main activities are<related to training and the dissemination pf
owledge. HL7, ABNT and SBIS usually work, tegether to organize national and internationgl
betings.

5 1 Brazil - facilitates the GS1 Local, Healthcare User Group, a group of leading healthcafe
anufacturers, distributors, hospitals, pharmacies and governmental bodies which works together for
gnment with the Global GS1 Healthcare User Group. The aim of the local group is to provide
tional input to the creation and maintenance of global healthcare standards thereby learning from
her countries’ experience.

azilian Computer Society (SBC) - was established in 1978, as a scientific and educationpl
ganization dedicated te~the advancement of Computer Science and the associated technologies and
plications in Brazil.SBC is a leading forum for researchers, students and computing professionals,
ing the largest computer society in South America. The Computers Applied to Health Special
bmmission has{as-its mission to organize, motivate and disseminate research in computer scienge
plied to health-and healthcare. Among other activities, the Commission organizes the Workshop gn

Almost a

I data collected Trom the very early yeadrs were aggredated mrom laentified datda. Une Importa t

exception used to be the clinical and billing data associated to outpatient care, that were not part of any

vertical p

rogram. Although health workers and healthcare providers have always been identified, the patient

ID was not stored for that class of data. This has just changed as the MoH determined that routine outpatient

data mus

t also be associated with identified patients.

4.3.10 Households with Internet access

A total of

24% of the Brazilian households count on Internet access, of which 59% are some sort of broadband

(mostly cable, ADSL, or 3G). For Brazil South and Southeast Regions that figure raises to 33%.
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In terms of access location, 45% of the population has access to the Internet from home, office or a LAN
house. Of those, 58% access the Internet on a daily basis.

The Brazilian Broadband Plan aims at offering broadband at low cost for all populations. One of its major
goals is to connect all health facilities to the Internet by 20147,

4.4 Canada

4.41 National health system

41411 Overview

Il Canada, healthcare is provisioned by ten provincial and three territorial (p/t) govesnmeénts under the
Ispices of the Canada Health Act, (CHA)?®. It is a single payer system but not a single national healthcare
stem like the UK. As well, several federal health programs for special population groups are added to the
ix. All of these systems interlock and operate under the same principles andiguidelines set qut in the
anada Health Act.

a

s

0y

C

The Canada Health Act’s primary purpose is "to protect, promote and restore the physical and mgntal well-
being of residents of Canada and to facilitate reasonable access to health-services without financigl or other
barriers." Under this federal legislation, each province and territory is required to pay for necessary healthcare
services for its residents.
It|should be noted that, for comparison to other countries, the,mix of public and privately funded healthcare
rgquires an analysis of what is specifically included in the publicly and privately funded services, as this varies
frbm country to country.

There are five basic tenets of the CHA that guide the<administration and delivery of healthcare in Canada:

1. Public administration: The program must’be administered on a non-profit basis by a public| authority
accountable to the provincial and territorial government.

2. Comprehensiveness: The program must cover all medically necessary hospital and medical services.

3. Universality: 100% of the eligible residents must have access to public healthcare insurgnce and
insured services on uniform terms and conditions.

4. Portability: Provinces and territories must cover insured health services for their citizens while they are
temporarily absent from their province/territory of residence or Canada; the home provincg/territory
must pay for out-of-province services at the host province rates and must pay for out-¢f-country
services at the home province rate.

5. Accessibility: Reasonable access to insured health services must be neither obstructed, either directly
or.indirectly, by financial charges nor discriminated against on the basis of factors such ag income,
age and health status.

ItLisimportant to note, however, that these provisions mainly apply to hospital and medical |services.
Provinces/territories have the autonomy to establish extended healthcare programs to cover all or part of drug
and long-term care costs, chiropractic services, etc. These services often have eligibility requirements (e.g.,
specific income levels) and often involve patients sharing in the costs. Therefore Canada is not fully publicly
funded. The mix (according to the OECD Health Data 2011) is that healthcare was approximately 70%
publicly and 30% privately funded in 2009. Most healthcare delivery services are provided by third-party
agencies and independent physicians, pharmacies and other providers that are paid using largely public funds.

According to the Canadian Institute for Health Information (CIHI), healthcare in Canada will cost over CAD
191 billion in 2011. This is a growth of CAD 9,5 billion from 2010 or 5,2%. About 60% of that cost is accounted
for by hospitals, drugs and physician fees for services. CIHI reported total healthcare spending in 2007
equivalent to 10,1% of the gross domestic product (GDP).
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4.41.2 Governance®™

The federal government, through its department Health Canada, is responsible for setting national healthcare
policy and direction. Health Canada exercises its responsibilities partly by controlling federal transfer
payments to the provinces. For example, the federal government can use its constitutional spending power to
attempt to influence provincial healthcare policies and programs by requiring the provinces to meet certain
federal standards in order to receive federal funds. Health Canada collaborates closely with provincial and
territorial ministries of health through various committees that engage the respective program and policy
experts in shaping healthcare policy and ensuring coordination on major national priorities (e.g., wait times
reduction, access to primary healthcare). Health Canada is also responsible for certain regulatory functions,
such as the approval of drug products and medical devices as well as product and food safety programs.

Various ¢lepartments within the federal government also deliver direct health services to specificygroups,
including|war veterans, First Nations people living on reserves, inmates of federal penitentiaries, members pf
the Canadian Armed Forces and the Royal Canadian Mounted Police (RCMP). Responsibility-for Aborigingl
health sefvices is shared by the federal, provincial and territorial governments with on-reserve’ health servicgs
increasingly being provided by Aboriginal organizations that are funded by the federal government.

Also operating at the federal level are a number of agencies with various mandates. One of the key agencigs
is the Pyblic Health Agency of Canada (PHAC), responsible for several major-health programs including
management of chronic and infectious diseases, natural and man-made disasters, disease outbreaks and
epidemick. . PHAC’s primary goal is to strengthen Canada’s capacity to protect and improve the health pf
Canadians and to help reduce pressures on the healthcare system. The Agency works closely with the
provincia| and territorial governments and other health agencies in carrying’its mandate.

The provincial and territorial governments are responsible for managing and delivering healthcare services jn
their respective jurisdictions. This responsibility includes:

. stablishing strategic direction and policy for the health'system

B
e [Determining the structure and scope of healthcare services (each province is responsible for
determining which additional services it will cover beyond the core services set out by the Canada
Health Act)
e (ontrolling the flow of money to healthcare delivery organizations and their accountability and
adherence to program criteria to ensure consistency
Delivering certain services (e.g., operation of medical and drug claims processing programs and jn
spme cases certain specialized-public laboratories)
Registering citizens and assigning of their eligibility for the various services
L

icensing and regulating-healthcare providers, and funding of training programs

Provincial governments alSe, frequently establish or regulate other agencies through legislation to carry opt
certain fynctions at arms Jength, many of them complementing the work of agencies at the national levgl.
These in¢lude organizations that:

o] Provide specialized services such as cancer treatment or communicable disease protection
o] Operate information technology networks and provide centrally hosted information systems that
serve health regions and other points of care

e Regulate health professionals such as physicians and nurses
¢ Analyse healthcare quality

e Carry out health research and analysis.

Over the past decade, most provinces and territories have established regional health authorities (RHAs) to
assume responsibility for the delivery of a broad range of health services within a defined geographic area.
RHAs vary in size, structure, scope of responsibilities and even the number per province, but usually they
have appointed or elected boards of governance and manage the funding and delivery of community and
institutional health services within their designated regions.
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4.4.2 Focus of national health system

See Reference [29].
Canada’s healthcare system, like those of other major countries, faces many challenges. These include:

e access and wait times for care

e patient safety

e quality-of-care

o the supply and distribution of health human resources
e increasing incidence of chronic disease

e an aging population

e the long-term sustainability of our health system given rising costs,.government fiscal constiaints and
the continuing introduction of new and often expensive medical technologies.

Wait times are a major public concern, and while governments have)implemented a number of inifiatives in
rgcent years to address wait times, experience to date has shown’ this is a complex and many-facgted issue
tHat is likely to present an ongoing challenge. Even finding ways.to measure the time that patients wpit before
tHey attain access to healthcare services is difficult given the diverse business processes, data definftions and
bpth paper and electronic systems involved. All these cansiderations highlight the need to develop [improved
information and tools (such as wait list registries), swhich are necessary for targeting investments and
improving patient assessment, referral and scheduling.processes.

Canada’s first ministers met in the fall of 200440 address the issue of wait times. Collectively, they listed
“tlmely access to quality care” at the top of their agenda, and they agreed to focus on better management of
wait times and reducing waits longer than*medically acceptable. Specifically, the first ministers compmitted to
agchieving meaningful wait time reductions-in priority areas such as cancer, heart disease, diagnostid imaging,
jdint replacements and sight restoration by March 2007, recognizing different starting points, priofities and
s{rategies across jurisdictions.

The provinces have made (sighificant progress in improved wait time metrics. Although some wait time
nmeasurement systems are_still rather basic, the information being collected across provinces is now much
more standardized. In (terms of wait times themselves, improvements have definitely been madg, but all
pfovinces still need to“fake progress in some areas®.

Ak Accreditation ‘Canada notes in a 2009 report®®”, patient safety and quality of care are inextricaljly linked.
These two factors have become a major concern as international evidence mounts about medical ferror and
tHe risk to.patients of “medical misadventure” in our increasingly complex healthcare system. The mgjor safety
issues identified include medication errors, falls and/or injuries due to restraints, errors related to
agcess/waiting, procedural errors and communication/documentation errors. For many of these ¢oncerns,
information and information systems will play an important role in supporting ongoing efforts to redug¢e patient
safety risks.

The issues of accessibility and quality of care are further exacerbated by human resource shortages of
physicians, nurses and allied health professionals such as pharmacists, physiotherapists, occupational
therapists and diagnostic technicians particularly in rural areas, but increasingly in cities as well. These
shortages are negatively impacting healthcare services at all levels. The average age of physicians and
nurses is a major concern coupled with other issues such as nurses leaving the profession and physicians
opting for a better lifestyle and not choosing primary care practice. Governments have acknowledged these
issues and strategies to address them are slowly having an effect e.g. initiatives to expand training programs,
find ways to attract professionals to underserved areas and retain professionals, emphasize new care delivery
models that utilize multidisciplinary teams, and support programs to better educate the public in preventing
illness and managing chronic disease through a greater emphasis on self-care. Technologies such as
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electronic health records that coordinate care between professionals, telehealth that offers remote patient
monitoring in the home and patient portals are expected to become increasingly important as means of
supporting new and more effective care in the future.

Rising costs will continue to put pressure on the sustainability of the Canadian healthcare system. Continuing
cost pressures emanate from several sources, including new technology, pharmaceuticals, increase in chronic
and new diseases, and changing demographics and expectations. As well, salary settlements and
agreements for healthcare providers also increase the cost of healthcare since healthcare provider costs
make up 70% to 80% of expenditures for most services.

Ensuring[sustainability will require increased attention not only To containing costs, but more fundamentally o
finding much more effective ways to deliver services and reduce the future impact of an aging population afd
increasing demands. Sustainability is most likely to be achieved by effectively engaging the public as informed
and actiye participants in managing their individual health supported by appropriate and sustainable
investmept in information technologies.

4.4.3 Cpmponents of the national health information system
See Refdrence [29].

Currently| there is a wide range in the adoption of automation of patient health information in the varioys
practice $ettings in Canada. The highest level of adoption and use of electronic records is in the hospital
sector; nearly all larger community and tertiary care centres now have electronic records systems that spgn
the variqus clinical services and programs. Smaller hospitals havey‘a lower level of automation, byt
nonethelgss have generally automated many core functions. In the ambulatory clinic environment, electroniic
record udage is still limited.

Despite @ number of heavily funded initiatives, physician adgption of electronic medical records in primafy
care is very low in Canada compared to many OECD countries as shown in Figure 18921, Progress has been
made sirjce 2006, but Canada still lags in this importantiregard. Primary care adoption is generally around
20%, although as high as 60% in some jurisdictions e.g:Alberta.

02006 m2009
100 - 98 99 92 97 8996 95
79 79
75 -
50 - 42 46 37
25 -
0 T T T T T

NET NZ UK AUS GER Uus CAN

: . . . [32]
Figure+—EMR-adoptioninprimary-care (OEGCDHD)

Few specialists are using electronic records with the exception of dentists, who have a high adoption and use
rate, and specialists in hospitals e.g., radiologists. Adoption and use remains low in most other care sectors,
but community/home and LTC facilities are moving forward with common systems in several jurisdictions.

Figure 2 shows the implementation of health ICT systems for the province of Quebec, which is Canada’s
second largest province by population. This figure, from 2006, was excerpted from the Branham Report[as] and
is intended to be exemplary only. The finance and administration systems as well as the clinical systems
shown are fairly representative of systems that exist in other jurisdictions across Canada. Level of deployment
of core finance and administration systems is high. However, level of deployment of clinical systems varies
significantly by province and territory.
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by PHR advocacy groups.

4/4.4 National eHealth policies

¢ Health Information Privacy

and protection

o Digital Signature, including for clinical orders

Figure 2 — eHealth Applications Categories in Quebec

[33]

ectronic personal health records (PHRs) have made their way onto“the national agenda since 2
ptional Canadian conferences on PHRs, several major surveys on-related topics and special rep

Since early in 2004, one of the major differentiators of the Canadian health information system lands
bgen the development of a common Electronic Health.Record Solution (EHRS) Blueprint and
Canadian standards necessary to support EHR interoperability. This is discussed in detail in 4.4.5.

There are policies in place in Canada, and in~some cases, separate provincial policies for:

o Electronic Health Reeords and their medico-legal status, and guidelines regarding records

e Mandated health indicators reporting, including some public health statistics and alerts tha
reported{e,g. hospital discharge abstracts, HIV positive test results, etc.)

e A WHO report 2009° Atlas: eHealth Country Profiles, ranked Canada 21% in terms of in
technology progress among 159 nations — just ahead of Estonia but well behind much of Sce
Europe and the Republic of Korea.
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federal laws and regulations, national procurement and technology policies, educational policies and
scholarships, and evaluations to monitor progress on important areas such as the capacity to deliver
health information to patients via mobile telephones. Various calls to action by healthcare leaders will
result in further undertakings in regard to eHealth policy issues. It was also noted that the timing of the
WHO survey in 2009 coincided with advance planning for other health priorities in Canada, so
unfortunately not all of the provinces and territories were able to provide input to the survey. In
addition, limitations included the interpretation and applicability of the questions. eHealth applications
were difficult to assess and the responses may not apply equally across the country.
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ational eHealth architecture stage of development

Canada Health Infoway, a public not-for-profit organization funded with CAD 2,1 billion by the federal
government, has been mandated to foster and accelerate the deployment of an interoperable electronic health
record (iEHR) in Canada. The corporation is governed by all of the provincial and territorial deputy ministers of
health and an independent board of directors. Effectively, each province and territory will deploy systems that
will hold key clinical data for all citizens. They include medications and medication orders, laboratory results,
diagnostic images and reports, clinical reports (e.g. discharge summaries) and immunizations. Registries to
hold unique |dent|f|ers W|th demographlc |nformat|on for chents (C|t|zens) prowders and locations of care are

being deplayed
care and [geographically dispersed healthcare delivery organlzatlons

Infoway has also dedicated funding towards integration and interoperability services via an enterprisg servig
a serwce oriented architecture (SOA) approach (shown as the HIAL — Health Information Access
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Figure 3

igure 4)°

provides an overview of all Infoway investment areas™.
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.\\)
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Applications O i 53?:‘:;&:1
)

The Electroni¥
Health Record

pway funding has been applied to broaden deployment of telehealth networks, particularly in rurgl
and remgte areas and into First Nations communities. A system for public health surveillance, specifica
diseases, is being deployed. It will be used for infectious disease suryeillance, reporting, cag
ent, vaccine inventory management and immunization tracking.

Infoway received funding to assist in the deployment of Electronic,Medical Record (EMR) systerls
unity physician settings. Work has begun too in furthering they‘integration of EMR, hospit
ry care, and pharmacy systems to the iEHR. This will allow clinicians to more easily share their da
's and to view data from other sources (e.g. diagnostic tests).

as of investment are targeted at innovation pilots such as chronic disease management, consum
lutions (e.g. patient portals), and synoptic reporting (that provides a synopsis or summary with
zed nomenclature, a standard set of findings and a,gonsistent structure).

Interoperable Electronic Health Record
$365 million

of

ly

Patient Access to Quality Care
$50 million

Public Health
Surveillance
$150 million

Telehealth
$110 million

Registries Drug Systems Laboratory Diagnostic
$134 million $250 million Systems Imaging
$170 million $365 million
e N )
i 1ot ctura I
and Standards $52 million -

Figure 3 — Health Infoway Investment Model™®

A pan-Canadian Electronic Health Records Solution (EHRS) Blueprint (Figure 4) has been developed by

Canada Health Infoway. This Blueprint is currently at version 2.0 and will soon be released in version 3.
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The Blueprint includes an “infostructure” specification which describes the elements of the service oriented

architecture (SOA) which must be present and a set of detailed H

L7v3-based interaction specifications which

describe the message formats for data exchange. Provincial EHRS projects which are funded by Infoway

must abide the design elements of the Blueprint.

The approach used to build the EHRS Blueprint was:

Including the linking of local clinical systems with jurisdictional and regional registries and re

Getting common business and technical architecture accepted by jurisdictions and vendors

positories

using a data-sharing approach

Using it to serve as a reference model for Infoway investm
Making it extensible and scalable to support new functions
Federating jurisdictions to create a national view

Having it freely available on the Infoway website.
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Figure 4 — Canada EHR Infostructure

The progress to date of Infoway’s investments in EHRS implementations in Canada, by province, by EHR

domain, is shown in Figure 5271,
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Figure 5 — The progress to date of Infoway’s investments in EHRS in Canada’™”

4.4.6 Nptional data warehouse

Health system management information is collected primarily by a national organization, the Canadian
Institute for Health Information (CIHI). Certain health indicators are reported on a mandatory basis (hospitgl
dischargg¢ abstracts, for example); others are reported-en a voluntary basis. Information in the data warehouge
is analysed by CIHI and used to inform Canadian public policy regarding healthcare. There are a variety pf
other heglth data organizations operating within- the provinces, most associated with university researgh
institutes| e.g. Health Care Quality Center-‘(University of Saskatchewan); Institute for Clinical Evaluatiye
Sciences| (Toronto and Ottawa, Ontario). These institutes access and analyse data from multiple sources gn
the basig of formal data-sharing agreements. They conduct research on behalf of governments and other
organizarjons as well as propose résearch studies in support of health system planning, policy-making,
developnjent of legislation and defermination of needed standards and guidelines and related mattefs
affecting the health and healthcare-of individuals and populations.

4.4.7 Standards in use

Canada has generallyp-adopted HL7v3 as the standard for health information messaging, CDA for documens
and SNQMED CT\as the primary vocabulary standard. The Integrating the Healthcare Enterprise Crosp-
Enterprisg Document Sharing — Imaging (IHE XDS-I) protocol has been adopted as a national standard fpr
diagnostit imaging. CIHI information is collected using the ICD-10-CA (Canadian Amendment) and CCI
(Canadiah *Classification of Health Interventions) coding standards. For security, authentication, and digital
signing, public key infrastructure (PKIl) based on X.509 certificates has been broadly adopted. For unique
identifiers, many provinces are using individuals™ health insurance ID numbers as unique identifiers or as
proxies for an internal Globally Unique ldentifier (GUID) maintained within the EHRS. Health professional
colleges (physician, nurse, etc.) have unique identifiers (IDs) for their members; these are typically employed
by the provincial EHRS as proxies for a GUID or as an ID.

4.4.8 Standards Development Organizations (SDOs) and Health Informatics Associations
Canada is an active participant in HL7, IHTSDO, IHE and ISO/TC 215 including acting in leadership positions

in these organizations. Canada Health Infoway, the developer of the national eHealth architecture Blueprint,
has created the Standards Collaborative at the national level to act as the umbrella organization under which
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the various SDOs engage, coordinate and collaborate to identify, prioritize, adopt/adapt/develop if needed,
and approve health information messaging, vocabulary and related technical standards for implementation in
provincial EHR solutions. Canada also has an active health informatics professional body: COACH, Canada’s
Health Informatics Association. Recently, COACH developed and made available a professional health
informatics credential in association with the Health Information Management Systems Society (HIMSS) US —
the CPHIMS-CA (Certified Professional in Healthcare Information and Management Systems — Canada).

4.4.9 National reporting infrastructure for individual and/or summary data

The national reporting infrastructure is presently based primarily on Canadian Institute for Health Information
(CIHI) data collections and other health data organizations operating within the provinces asypreviously
described. There is an expectation that the Infoway pan-Canadian EHRS infrastructure, once.fully|built out,
wll also support data collection and reporting.

414.10 Households with Internet access

N
: o~

2000 31,496,800 12,700,000 403 %)  _\ Ty

2003 32,050,369 20,450,000 63.8 %| 3 C.LAlmanac|

2005 32,440,970/ 21,900,000 67.5 % C | Almanac

2008 33,212,696] 25,000,000 4¢3 %, L.T.U

Figure 6 — Canada Internet Utilization™®

o *ITU International Telecommunication Union (agency of the United Nations)
e *Cl Almanac (Computer Industry Almanac)

psed on current statistics (Figure 6);lover 70% of Canadians have a mobile phone and ovef 20% of
anadian mobile phone users employ:their phone for internet access™?.

([@N°Y)

45 India

4/5.1 National health system

r India, healthcare-is the responsibility of constituent states and territories of India. The Constitution charges
ery state with ‘rajsing of the level of nutrition and the standard of living of its people and the improyement of
iblic health as.among its primary duties”. The National Health Policy was endorsed by the Parljament of
ridia in 1983'and updated in 2002\

D

S5 O

o, VA phased, time-bound program for setting up a well-dispersed network of comprehensivé primary
healthcare services, linked with extension and health education, designed in the context of the ground
reality that elementary health problems can be resolved by the people themselves;

e Intermediation through ‘health volunteers’ having appropriate knowledge, simple skills and requisite
technologies;

o Establishment of a well-worked out referral system to ensure that patient load at the higher levels of
the hierarchy is not needlessly burdened by those who can be treated at the decentralized level,;

e An integrated network of evenly spread specialty and super-specialty services; encouragement of

such facilities through private investments for patients who can pay, so that the draw on the
Government’s facilities is limited to those entitled to free use.
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The Central Government Health Scheme (CGHS) in India provides healthcare facilities to CGHS beneficiarie

S,

which include All Central Government Servants paid through Civil Estimates, Pensioners drawing pension
from Civil Estimates and their family members, Members of Parliament (MPs) and Ex-MPs, Judges of
Supreme Court of India, Ex-Governors and Ex-Vice Presidents, former prime Ministers, Employees and

Pensioners of Autonomous Bodies, Former Judges of Supreme Court of India and High Courts and Freedo
Fighters.

m

Under CGHS, health services are provided through Allopathic, Homeopathic and the Indian system of
medicines, which comes under the Department of AYUSH (Department of Indian Systems of Medicine and

Homoeopathy - ISM&H - was created in March 1995 and re-named as Department of Ayurveda, Yoga

&

Naturopaffly, Unani, Siddha and Homoeopathy or AYUSH in November, 2003). The medical faciities_a
provided [through dispensaries/polyclinics and the chief medical officers/medical officers are in charge of i
dispensafies for the smooth functioning of the scheme.

The Direg¢torate General of Health Services (DGHS), a repository of technical knowledge, is an attached offig
of the Ministry of Health and Family Welfare (MoHFW), Government of India.

The Cenfral Bureau of Health Intelligence (CBHI), under the DGHS, MoHFW, and headed by Deputy Direct
General & Director, has four divisions: (i) Policy & Infrastructure, (ii) Training, Collaboration & Research, (i
Informatipn & Evaluation, and (iv) Administrative, along with Six Health Informatiop-Field Survey Units (FSU
located gt Bangalore, Bhopal, Bhubaneswar, Jaipur, Lucknow and Patna and the-Regional Health Statisti
Training Centre (RHSTC) at Mohali, Punjab (near Chandigarh).

4.5.2 Focus of national health system

See Refdrences [40], [41] and [42].

India suffers from high levels of disease including malariacand tuberculosis. One third of the world

tuberculosis cases are in India. In addition, India along with\Nigeria, Pakistan and Afghanistan is one of tk
four counmtries worldwide where polio has not as yet be€en eradicated. There are national programs f
controlling each of these:

. IV - Ongoing government of India education about HIV has led to decreases in the spread of HIV
recent years. The number of people:living with AIDS in India is estimated to be between 2 and
illion. However in terms of the total population this is a small number. The country has had a sha
ecrease in the estimated number of HIV infections. The 2005 reports had claimed that there were 5

illion to 5,7 million people afflicted with the virus.

. alnutrition - Half the ehildren in India are underweight, one of the highest rates in the world ar

early the same as Sub-Saharan Africa. India contributes to about 5,6 million child deaths every yeg

ore than half the -world's total. Most Indian women are malnourished. The average female i

gxpectancy today in’India is low compared to many countries, but it has shown gradual improveme

gver the years—~1In many families, especially rural ones, the girls and women face nutrition
discriminatien’ within the family, and are anaemic and malnourished.

. aternal-mortality - Maternal mortality in India is the second highest in the world. Only 42% of births

[e
e

e

br
)]
5)

S

d

fe

nt
al

e Water supply and sanitation - In India, the availability and quality of basic requirements is still far
below expectations, despite longstanding efforts by the various levels of government and communities
at improving coverage. The situation is particularly inadequate for sanitation, since only one of three
Indians has access to improved sanitation facilities (including improved latrines). While the share of
those with access to an improved water source is much higher than for sanitation (86%), the quality of
service is poor and most users that are counted as having access receive water of dubious quality
and only on an intermittent basis. As of 2003, it was estimated that only 30% of India's wastewater

was being treated, with the remainder flowing into rivers or groundwater. The lack of toilet facilities

in

many areas also presents a major health risk; open defecation is widespread even in urban areas of
India, and it was estimated in 2002 by the WHO that around 700 000 Indians die each year from

36 © IS0 2012 — Al rights reserved


https://standardsiso.com/api/?name=b3db71582132d3c56275855f116c4a72

ISO/TR 14639-1:2012(E)

diarrhoea. No city in India has full-day water supply. Most cities supply water only a few hours a day.
In towns and rural areas the situation is even worse.

4.5.3 Components of the national health information system

Currently, barring a few new hospitals, digitalization is almost unheard of. Most telemedicine activities are in
project mode, supported by the Indian Space Research Organization (ISRO) and the Department of
Information Technology and being implemented through state governments. A few corporate hospitals have
developed their own telemedicine networks, prominent among them being the Apollo and Amrita groups. More
than 500 telemedicine nodes are in place across the country. National telemedicine standardisation and
practice guidelines have been developed by the Department of Information Technology. (A| National
Telemedicine Task Force to evaluate the pros and cons of introducing eHealth in India has been'set jup by the
Health Ministry. The External Affairs Ministry is analysing the Pan-African e-Network Project‘ahd the South
Akian Association for Regional Cooperation (SAARC) Telemedicine Network Projects.

he National Knowledge Commission (NKC), a high level advisory body to the Prime-Minister of Ipdia, with
e objective of transforming India into a knowledge society, had also set up_a<Working Group for the
bvelopment of an Indian Health Information Network - i-HIND"*. This working group has proposed fo design,
pvelop, and integrate an end-to-end electronic healthcare informatics netwofk“framework in India t¢ improve
Lblic health, health research, and the delivery of healthcare. The other retated WGs have been for|the India
ealth Portal and Health Literacy and for Emergency Medical ServicesCAStandards Committee is [peing set
b to recommend suitable standards for healthcare interoperability. Further, the NKC had proposed the setting
b of the National Health Information Authority - NHIA - that will oversee all these activities.

CCTO QQ =

4/5.4 National eHealth policies

e The proposed National Health Information Authority (NHIA) will oversee the policy development for

the health information system (HIS) and EHR
e There has been a National Cancer Registry”‘”
Medical Research).

under the auspices of the ICMR (Indian Gouncil of
e Some Public health statistics “(malaria, TB, leprosy, kala-azar, dengue, cholera, plagug, goiter,
HIV/AIDS) are available from'the’ Central Bureau of Health Intelligence (CBHI)“°.

. Thﬁelli)irectorate Generalof ' Health Services (DGHS) maintains a separate site for updated reports on
TB™.

e The respective(national programs for malaria, TB, HIV and the other diseases noted abpve have
established policies for monitoring and evaluation.

4/5.5 National-eHealth architecture stage of development

The proposed National Health Information Authority (NHIA) will oversee the policy development for eHealth
chitecture. The Ministry of Health and Family Welfare (MoHFW) is responsible for apprgving the
stablishment of the NHIA.

D Q

4.5.6 National data warehouse and national reporting infrastructure for individual and/or summary
data

The Central Bureau of Health Intelligence (CBHI) maintains all national data related to healthcare including all
data for monitoring and evaluation. (http://cbhidghs.nic.in/).

4.5.7 Standards in use

There is no particular health informatics standard adopted nationwide. The unique Identification Authority of
India (UIDAI)*" has been set up to give a unique ID to all people present in the country.
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In September 2010, the Ministry of Health and Family Welfare of the Government of India formed an Expert
Committee for Standardization of Electronic Medical Records. The Committee is scheduled to present its
interim recommendations to the Ministry by April 2011.

4.5.8 Standards Development Organizations (SDOs) and Health Informatics Associations
India has the following key organizations:

¢ Indian Association for Medical Informatics [48] (IAMI is the IMIA Affiliate from India)

elemedicine Society of India*® (TSI is the Indian affiliate to ISfTeH, the International Society)for
elemedicine and e-Health)

1

T
e Nedical Computer Society of India®” (MCSI)
o HL7 India®"

There is po ISO/TC 215 Mirror Committee in India.

The Burdau of Indian Standards® lists all the SDOs and includes the Ministry of Health and Family Welfafe
(MoHFW).

4.5.9 Hpuseholds with Internet access

(53]

e In 2005, hardly 1,4% of urban households had Internet access*™ and practically none in rural India.

e Hy 2010, about 4% of rural households had internet access®. Other estimates put it at 7%

4.6 Kenya
4.6.1 Nptional health system; focus of national health system

In Kenyd, healthcare is provisioned by the central government under the auspices of the Ministry of Health
(MoH). It|is run by government, Faith-based organizations (FBOs), Non-governmental organizations (NGOE)
and private institutions. The healthcare-system is structured in a step-wise manner so that complicated casgs
are referfed to a higher level. Gaps_in the system are filled by private and church-run units. The structufe
consists |of dispensaries, private ‘clinics, health centres, sub-district hospitals and nursing homes, district
hospitals|and private hospitals.and Provincial and National hospitals. The health services have been regulated
by three jmportant institutions-through the acts of parliament, namely the Medical Practitioners and Dentists
Board, the Clinical Officers Council and the Nursing Council of Kenya.

The Pharmacy and Poisons Act, Cap 244°% is an Act of parliament to make better provision for the Control pf
the Profgssion of.Rharmacy and trade in drugs and poisons. The Pharmacy and Poisons Board (PPB) [is
established assa body corporate, under the Pharmacy and Poisons Act, Cap 244 Laws of Kenya. The PPB |s
a regulatpry”body within the Ministry of Medical Services. The health services are funded through facility
improvement funds (FIF) (pay for service) and insurance firms through rebate which varies depending on the
hospital status and ranges of services. Most health facilities are staffed by government (50%), community
(2,2%), FBO (12,3%), NGO (1,9%) and private institutions (33,7%). The growth of health facilities has been
driven by the constituency development fund, which supports the people’s decisions to have health facilities
constructed that will bring health services closer to them.

The Kenya 2010 new constitution will recognize two levels of government in health-related matters — at the
National level and the County level. National government will be dealing with referral health facilities and
policy formulation while County government will be supporting county health facilities, ambulance services,
promotion of healthcare, licensing and control of health services.
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4.6.2 Components of the national health information system

4.6.2.1 Overview

The Kenya health information system (HIS) initiative was established in 1972 when a committee

:2012(E)

including

representatives from the Ministry of Health, WHO, Central Bureau of Statistics and the Attorney General
Chambers was formed. The task of this committee was to design a HIS for Kenya. A pilot project was
designed and tested in three districts. The pilot project was completed in 1976 and the suggestions and
recommendations were adopted. In 1982, another committee of professionals was formed to investigate the

accuracy and efficiency of all health data collection forms. The committee su

ested a number of changes.

The Ministry has a fragmented data-based information system. At the Central level there arestand-alone

ormation systems, which operate within the Ministry. This tends to support a vertical reporting fun
little integration. At provincial and district levels information is equally fragmented and designed t
ormation to centrally managed provincial and district health service units and hospitalsy” With this

ction with
b provide
situation,

essential information is largely unavailable for effective planning, monitoring and evalyation at all levsls.

liye births, deaths, marriages, divorces, adoptions, recognition, and legitimating;\the Kenya National
Statistics (KNBS), the custodian of all government statistical information~that maintains a databa
national surveys including national population and housing censuses and population-based health
derived from national surveys and AfriAfya (African Network for Health Management and Communi
consortium of seven Kenya-based health development agencies.

1984, in response to the national policy on District focus_for' Rural Development, the Ministry
decentralized its reporting activities by establishing Health Information Systems offices in all districts
health data from all health facilities would be processed.*The Kenya National Health Sector Strat|

and NGOs in healthcare delivery. Proper design and\implementation of integrated health informatior
s deemed critical.

Health information system strengthening efforts are embraced through standardization of some
thin the system. Some of the activities_include harmonization and standardization of health sector
th a minimal set of health sector indic¢ators defined which inform data capture registers and summ
defined with clear Standard Operating;Procedures.

ore effort has been put in place to adopt standards for electronic medical records which look into th
of the clients and supply of-the systems i.e. District Health Information Software (DHIS) and EHR s
mmunity Health Information System has also been established with rationalization and establig
rgporting tools for community units.

The implementation-of interoperability of existing systems within the health sector master health facili
been developed-which addresses the comprehensiveness of health facilities, assigning health facili
identifiers (codes) which have been used in all organizations handling direct or indirect services to
fgcilities,_ There is a good mechanism of regular updates of the health facilities as shown in the Ken
Fhcilitytkist, Figure 7°° with the ultimate goal of a health information system (HIS) as Figure 8
depicts.

y HIS statistical constituencies include: civil registration system whose vitalevents include regigtration of

Bureau of
se for all
statistics
cation), a

of Health
where all
egic Plan

999 — 2004) articulated the ministry’s strategy to strefigthen its co-ordination function with the private sector

systems
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ndicators
ary tools,
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The existing HIS experienced some challenges in implementati

human re

Financial L}
Human and G.LS./ .
Resources Expenditure MAPPING
Systems

Although
of data.

National |Bureau of Statistics and Vital Registration@\‘ births and deaths. Human resources and financi
systems |are also linked to service workload. Ne\\@models of care anticipate improved sharing of clinic

informati

40

Infra ﬁélbcturef
Eguipment

@)
Figure 7 — Health facility master list in Kelg(broject[“]
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Figure 8 — Kenya components of the ‘national health information system

416.2.2 Data sources

ppulation-based data in Kenya is colleeted through various sources which include censuses first donducted
1948 and lastly in 2009 and repeated every ten years. Population-based surveys like the Demographic
ealth Survey are done every five years to determine the impact various interventions have achieyed. Also,
vil registration is collected on occurrence of events like births and deaths which occur in the community and
palth institutions. Surveys gonducted to date include the Demographic Health Survey for 1989, 1993, 1998,
D03 and 2008/2009""%% ~the’ Malaria Indicator Survey for 2000 (http://www.nmcp.or.ke/section.agp?1D=23,
DS Indicator Survey for,2003 and 2008, Household Health Expenditure Survey 2007 and Househo|d Budget
nd Tracking Survey 2006.

O PNTO TS T

ealth services<based data are collected through routine disease records (surveillance) and | Inpatient
orbidity and ‘Wlortality and Outpatient Morbidity cases. Other sources include administrative and service
gcords (Immunization, TB, HIV/AIDS, and Administrative statistics) and health facility surveys/cenguses like
ervice workload and Kenya Provision Service Assessment (assesses basic services such as matgrnal and
nild healthcare, infection control, HIV/AIDS services). Some of the various reports on service- bgsed data
include the Annual Health Status Report 2002, 2003-2004, 2005-07; 2008, 2009, annual operational|plan 1-5,
N ». nidtaroa o -” 5 oo and 1 o and = H ' 3 ..,

and program specific reports i.e. EPl (Environmental Performance Indicators), HIV, TB, Epidemiological
Bulletins and cancer registry.

O 0Nz 2T

In Kenya, various facility assessments have already been done which include Service Provision Assessments
1999 and 2004, Service Availability Mapping 2004, IMCI (Integrated Management of Childhood lliness),
Health Facility Survey 2006 and client satisfaction surveys (MoH). Administrative data surveys carried out
include Finances: Poverty Eradication Recovery (PER), National Health Account (NHA) (2001, 2006), Human
resources for national data base, professional databases and training institutions records and road traffic
accidents (KIPPRA study), infrastructure report on the national database of health facilities (public) and
poverty maps (KNBS).
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Health information systems also gather reports on mortality and causes of death from Vital registration
systems and Demographic/AIDS Surveillance Systems (Nairobi, Kilifi, Kisumu) while others obtain reports
from research studies done on overall level of health, and trends since 1994. There are also coverage reports
generated on critical interventions, showing impacts on overall level of health especially on child health,
maternal health, HIV, TB, malaria, emerging conditions, non-communicable diseases (NCDs), injuries, and
nutrition data showing trends and distributions. Additional coverage reports with critical inputs are needed to
provide trends and distribution on Human Resources for Health, Infrastructure, Commaodities, and Financing.

Kenya reporting mechanisms for health data from health facilities use standard reporting tools per service
using paper-based forms submitted to district levels where data is captured in electronic reporting to the next
level, withclear timeline requirements. Data-sharing 1S done at various levels of the health system 1.e. regiongl.

4.6.3 Nptional eHealth policies

Based or] the Health Policy Framework Paper 81 994 - 2010), implementation plans (1996), Health'Informatiq
System Needs Assessment Report (2003)° and the current National Health Sector Strategic Plan
(NHSSPI)) (2005 — 2010), Kenya is reversing the current trends and has also outlined those areas that requi
immediatge attention - the provision of integrated data collection and reporting tools, improvement of data flo
mechanigms, support for districts in supportive supervision, provision of clear poliey guidelines on HIS ar
improved| feedback mechanisms at all levels. Investing in the development of ceffective HISs would ha
multiple Renefits and would enable decision-makers at all levels to:

D= ODO=>5

tect and control emerging and endemic health problems, mahitor progress towards health goals
nd promote equity;

mpower individuals and communities with timely and understandable health-related information and
rive improvements in quality of services;

rengthen the evidence base for effective healthipolicies, permit evaluation of scale- up efforts and
nable innovation through research;
o

prove governance, mobilize new resources and ensure accountability in their use;

e filequently monitor short-term pregramme outputs and support performance-based resourge
dllocations;

e dnhance reporting of health)outcomes to monitor Millennium Development Goals (MDGs, the WHO
nti-poverty goals);

Q

e provide a foundation’for sound informed decision-making.

Strengthgning natiorial, provincial and district HIS will also require a collaborative effort.

There is| a’health information system (HIS) policy which stipulates the design, sharing, reporting and
ownership oPhealth data.

The MoH teams are working on a draft eHealth strategy with ereadiness assessment, so as to create a formal
eHealth strategy. Although not formally written, some concepts have been well established within the MoH,
including avoiding vertical systems and pursuing interoperability and data integration.

Part of the defined policies includes the decentralization of data collection to districts, which has been pursued
ever since 1984. A revision of the health sector indicators and minimal datasets was carried out in 2005 and in
2008, the introduction of FTP to all districts has managed to replace vertical programs. A second version of
sector indicators was established from March to November 2010.
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Since the establishment of the file transfer protocol (FTP), the monitoring and evaluation (M&E) program has
been strengthened. There is good collaboration among partners, including eHealth development partners on
supporting M&E within the health sector. M&E is done systematically. There are quarterly and annual sector
reviews with written reports, the analysis of which ends up with a summit.

4.6.4 National eHealth architecture stage of development

From a healthcare perspective, a formal system architecture is still to be described. The country’s major
concern is to build a Health Information System (HIS) that gradually integrates all aspects of healthcare. Some
of the major initiatives to be considered are:

e health & disease records (surveillance) that collect data on inpatient morbidity and mertality, as well
as outpatient morbidity;

e administrative and service records, that collect and make available dataon) immunizdtion, TB,
HIV/AIDS and administrative statistics;

e reporting mechanisms that include paper-based as well as electronic means for the slystematic
collection and aggregation of data from facility to national level;

e databases of Human Resources that have been developed, linked to the Master facility and coded for
interoperability; The human resource observatory team is working on national identifiers and data-
sharing. Data from districts are still paper-based, except for nursing, which has a systgm at the
regional level and links to the national level. There is_no)linkage of human resources among private
sector organizations and FBOs/NGOs but once a year human resources are factored by |district in
their plans as part of the district annual operational planning.

e Kenya Medical Supplies Agency (KEMSA) which is in charge of procuring and maintaining supply
chains at all levels. Every quarter they distribute the logistics to regional depots and districts. District
management distributes to health facilities on a monthly basis, based on consumption levels| There is
no established system used in district\to report on logistics but paper-based systems are {ying to a
pilot in Nairobi.

e data for lab services - still-'\poor due to lack of harmonized tools. The National Refer¢nce Lab
generates reports and shares‘them with the HIS.

e Some private health(facilities have an EMR system e.g. Moi Teaching and Referral Hospital which is
not fully integrated with other systems or customized to meet their needs. However, the codintry is at
the final stages(©fywork on standards for the EHR and EMR. National data warehouse.

There is currently ‘no"national data warehouse as the strategies are still in development to establish one.
There are standards for health summary data but are only used in written reports at this time.

The country is in the process of developing robust software to address the collection of individualiz¢d patient
data. Currently, data is collected and analysed from primary source documents and patient files, yhich are
gfouped by age and sex.

4.6.5 Standards in use

Vocabularies for medical data are not in place at the moment, but are recognized as important and are part of
the country’s strategic plan.

As part of the concern with interoperability, assessment is currently being done on how existing HIS comply
with standards for interoperability in order to help define strategic actions.

Admitting facilities in Kenya are using ICD-10 for coding diagnostics.
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As part of implementing electronic medical records there has been effort towards standardization of the facility
naming and assigning of unique codes which will facilitate the undertaking of achieving interoperability in the
health sector.

4.6.6 Standards Development Organizations (SDO) and Health Informatics Associations

The Kenya Association of Health Records and Information Officers was formed in the early 1990s and Kenya
has been a “P” member of ISO/TC 215 since June 2009.

4.6.7 Nati

Every 5" day of the month, health facilities send their activity reports to the district level using standard-paper
forms. Af the district level, health workers fill the data into a standard spreadsheet which forms the District
Summary. Once validated, this summary is submitted to the national data server by the 15th of each montp,
using thg File Transfer Protocol (FTP) to upload the file. Once the file is uploaded, the dataisilinked to all
levels in feal time.

4.6.8 Hpuseholds with Internet access

Current gstimates state that 8% of houses in Kenya have Internet access. Not all-tewns are connected yet, byt
the e-government initiative has plans to make them become digital villages.

5 International Monitoring and Evaluation frameworks

5.1 OVerview

This secfion identifies the current international experience on data collection at the point of care and data
aggregatjon, considering surveillance, vital statistics, and, health services and program monitoring. Since the
focus of |this part of ISO/TR 14639 is resource-poer ‘countries, the emphasis is on primary care, socip-
demographic issues, monitoring and public healthxStandards currently used to define and transmit aggregate
data and findicators are reviewed.

Monitoring and Evaluation (M&E) frameworks, national frameworks, and maturity models are considered fo
insure that the architecture model detailed in Part 2 is appropriate for a low-resource environment.

5.2 Glpbal Fund to Fight AIDS, Tuberculosis, and Malaria (GFATM)

To suppart the monitoring_and evaluation of programs, GFATM and partners have developed a toolkit fpr
these three diseases®®. The purpose of the toolkit is to provide in one place the "essentials" of agreed-upgn
best pradtices as well as_references to key materials and M&E, and frequently asked questions and answers

5.3 Joj|nt United'Nations Program on HIV/AIDS (UNAIDS)

UNAIDS [is-a joint venture of the United Nations, bringing together the efforts and resources of the UNAIDOS
Secretarist—and-tenUN system organizations—in—the AlDS response—The Secretariat headquarters—isin
Geneva, Switzerland — with staff on the ground in more than 80 countries. The Cosponsors include UN
Refugee Agency (UNHCR), UN Children’s Fund (UNICEF), UN World Food Programme (WFP), UN
Development Programme (UNDP), UN Population Fund (UNFPA), UN Office on Drugs and Crime (UNODC),
International Labour Organization (ILO), UN Educational, Scientific and Cultural Organization (UNESCO),
WHO and the World Bank.

It aims to achieve global commitments to universal access to comprehensive interventions for HIV prevention,
treatment, care and support. It has been a leader in M&E activities, including indicator management and
development of country monitoring systems. The Country Response Information System (CRIS) has been
implemented in 60 countries with half of those reporting indicator data from the district level for programme
management and international reportinglez].
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5.4 Pan American Health Organization (PAHO) Framework

The Regional Core Health Data and Country Profile is a PAHO Initiative that was launched in 1995 to monitor
the attainment of health goals and its compliance with the mandates of PAHO Member States. This is a
collective effort of Member States and the PAHO through its countrg offices, technical areas, programs and

projects, coordinated by the Health Information and Analysis Project!®.

5.5 Brazilian Health Indicators Framework

There_are two frameworks of health indicators in Brazil. The nypnhfnfinn is to infngrnfn them intqQ a sing|e

bllection:

Q

e Brazilian Basic Health Indicators (IDB) — is a matrix of indicators meant for analysis of the health
condition of the population and its affecting factors. The indicators are classified\as: demographic
indicators; socioeconomic indicators; mortality indicators; morbidity indicators and risk factors;
resource indicators; and coverage indicators. The full list of selected indicators for the IDB i$ found in
the Indicator Matrix, which grovides its denomination, concept, calculation method, catggories of
analysis and sources of data®.

e Primary Care Pact — is a matrix of indicators focused on primary care including the monitpring and
evaluation of the Brazilian Family Health Program. These indicators are categorized ap: elderly
population assessment, uterus and cervix cancer control, maternal and child health, diseasg centred
indicators (dengue, malaria, tuberculosis, hepatitis, influehza“and HIV), health promotion, family and
community health program assessment, violence, mental health, disabilities program asgessment,
workers health, immunization, disease notification{ surveillance, water and sanitationh, health
education and health management according to SUS'regulations.

5|6 Canadian Health Indicators Framework

The Canadian government has invested heavilydn measuring and reporting on the performance of fits health
system at various levels. In doing so and.in“line with its longstanding 'health determinants' approach to
national health policy, Canada takes a*broad health performance approach to quantifying health and
healthcare progress. This has entailed-the development and use of a multi-dimensional 'health |ndicators
framework'. This Canadian Health Indicators Framework (CHIF) has four main tiers:

e health status (health cenditions, human functions, well-being, deaths);

e non-medical determinants of health (health behaviours, living & working conditions, | personal
resources, environment factors);

o health system. ‘performance (acceptability, accessibility, appropriateness, competence, gontinuity,
effectiveness, efficiency, safety)

o community,and health system characteristics (community, health system, resources).

The Canadiarvinstitute for Health Information (CIHI) Health Indicators Annex is a client-services website that
ptovides definitions for all indicators and lists them according to their placement in the Health |ndicators
Framewaork. It is also home to other useful documentation, including technical notes, model specifications,
information about the standardization methodology, sources of population estimates, health region
agsighment and sample annotated SAS (Statistical Analysis Software) programs. All of this informal]ion helps
jurisdictions calculate and/or interpret preliminary health indicators data prior to its public release™".

5.7 United States Health Indicators Frameworks
Several frameworks are currently in use, addressing the needs of different health sectors.

e Federal Health IT Strategic Plan”’?

e The United States has e-health initiatives, infrastructure, policies and processes currently and new
efforts for the future at the national, regional, state and local community levels. This description
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