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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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al Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

al Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
task of technical committees is to prepare International Standards. Draft Interpational Standa
y the technical committees are circulated to the member bodies for voting. Publication as

al Standard requires approval by at least 75 % of the member bodies casting.a-vote.
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brmally published as an International Standard (“state of the art”, for example), it may decide b

in nature and does not have to be reviewed until the datasit,provides are considered to be
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Introduction

Financial business practices have changed with the introduction of computer and network-based technologies.
Increased reliance on electronic transactions has heightened the need to manage the security of information
and communications technology. Huge amounts in funds and securities are transferred daily by electronic
communication mechanisms controlled by security practices based on business policies.
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fingncial institution. Each institution must interpret these. risks in terms of its own business activities
unglerstand its exposure. Careful consideration must be*given to operational risks, including fraud a
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poses the financial industry to potentially severe consequences. Interconnected networks(@nd the
mber and sophistication of malicious adversaries compound this risk with the potential 10, impact
ir customers. And when financial transactions involve systemically important payment systsg
hsequences may adversely affect national and global financial markets.

b necessity to expand business operations into these environments and tomanage risk, demang
| effective enterprise information security programme. Financial institutions must man
grammes in a comprehensive manner, just as they manage risk through-well-established busine

y must architect their security programmes to address the changing-risks and requirements imp
banding national and international legal and regulatory environment.

the Basle accords warn us, operational, legal and regulatory risks can cause or exacerbate

idity risks. The management of these risks has become.eéntral to the information security progr

ivities, natural disasters and acts of terrorism. Lew probability events, such as the tsunami that s
December 2004 and the September the elevienth, 2001 terrorist attacks on the financial servig
rk City, do happen and must be planned for:

s Technical Report is intended for us€ by financial institutions of all sizes and types that need t
dent and commercially reasonalile)‘information security management programme. It also gi
dance to providers of services,to financial institutions, and may serve as a source document for
 publishers serving the finangial' industry.

b objectives of this Technieal Report are:

to define the information security management programme;

to present programme policy, organization and necessary structural components;

to present guidance on the selection of security controls that represent accepted pruden
practice in financial applications;

b high value and sheer volume of such transactions within an increasingly connected, open)efnvironment
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in their security information management programme.

atory risks

This Technical Report is not intended to provide a single generic solution for all financial service institutions. A
risk analysis must be performed by each organization and appropriate actions selected. This Technical Report
provides guidance for conducting that process, not specific solutions.
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s Technical Report provides guidelines on the development of an information security. prog
titutions in the financial services industry. It includes discussion of the policies, organizatio
ictural, legal and regulatory components of such a programme. Considerations, fer“the sel
plementation of security controls, and the elements required to manage information security ri
dern financial services institution are discussed. Recommendations are diven that are
nsideration of the institutions' business environment, practices and proceduresZIncluded in this g
jiscussion of legal and regulatory compliance issues, which should be' considered in the d
plementation of the programme.

Normative references
b following referenced documents are indispensable far the application of this document.
brences, only the edition cited applies. For undated<references, the latest edition of the
cument (including any amendments) applies.

D 9564 (all parts), Banking — Personal Identification Number (PIN) management and security

D 10202 (all parts), Financial transaction .cards — Security architecture of financial transactio
ng integrated circuit cards

D 11568 (all parts), Banking — Key mianagement (retail)

D/IEC 11770 (All parts), Information technology — Security techniques — Key management
D 15782 (all parts), Cetrtificate management for financial services

D 16609:2004, Banking — Requirements for message authentication using symmetric techniques

D/IEC 17799,{Unformation technology — Security techniques — Code of practice for Informati
nagement

D/IEC #8028 (All parts), Information technology — Security techniques — IT network security
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D/IEC 18033 (AII p:m‘q), Information fpr‘hnnlngy — Qpr‘urify fpr*hnir;ume — Fnr‘ry,nﬁnn nlgnrifhmc

ISO 21188, Public key infrastructure for financial services — Practices and policy framework
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

access control

functions that limit access to information or information processing facilities, to those persons or applications
authorized such access, including physical access controls, which are based on placing physical barriers
between unauthorized persons and the information resources being protected, and logical access controls,
which employ other means

3.2
accountalbility
property tHat ensures that the actions of an entity may be traced uniquely to the entity

[ISO 749812; ISO/IEC 13335-1:2004, definition 2.1]

3.3
alarm
indication f a security violation, or unusual or dangerous condition, which may require immediate attention

3.4
asset
anything that has value to the organization

[ISO/IEC 13335-1:2004, definition 2.2]

3.5

audit
function that seeks to validate that controls are in place, adequate for their purposes, and that repgrts
inadequacjes to appropriate levels of management

3.6
audit jourhal
chronologifal record of system activities, which is sufficient to enable the reconstruction, review gnd
examinatign of the sequence of environments and activities surrounding or leading to each event in the ppth
of a transdction from its inception to the output of the final results

[ISO 15782-1:2003, definition 3.3]
3.7
authentication

provision gf assurance-of the claimed identity of an entity

[ISO/IEC 10181:-251SO/IEC TR 13335-4:2000, definition 3.1]

3.8
authenticity

property, as applied to entities such as users, processes, systems and information, that ensures that the
identity of a subject or resource is the one claimed

3.9
availability
property of being accessible and usable upon demand by an authorized entity

[ISO 7498-2; ISO/IEC 13335-1:2004, definition 2.4]

2 © I1SO 2005 — All rights reserved
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3.10
back-up
saving of business information to assure business continuity in case of loss of information resources

3.11

biometric

measurable biological or behavioural characteristic that reliably distinguishes one person from another, used
to recognize the identity, or verify the claimed identity, of an individual

[ANSI X9.84:2003]

automated methods used to recognize the identity, or verify the claimed identity, of an individual] based on

concept that allows unique machine-readable identification of a financial tfansaction card, and that prevents
copying of cards

3.14

clgssification
scheme that separates information into categories, such as fraud potential, sensitivity or information criticality,
so|that appropriate controls may be applied

3.15
copfidentiality
praperty that information is not made available or disclosed to unauthorized individuals, entities, or processes

[ISP 7498-2; ISO/IEC 13335-1:2004, definition2.6; ISO 15782-1:2003, definition 3.19]

prqcedure that, when followed, allows an organization to resume operations after natural or other disasters

>

cr
risk that a party within the system will be unable to fully meet its financial obligations within the system either
when due or at any time in the future

[CPSS, Core Principles for Systemically Important Payment Systems]
3.20

criticality
requirements that certain information or information processing facilities be available to conduct business

© I1SO 2005 — All rights reserved 3
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3.21

cryptography
mathematical process used for encryption or authentication of information

3.22

cryptographic authentication
authentication based on a digital signature, message authentication code as generated under 1ISO 16609 with
a cryptographic key distributed under ISO 11568, or inferred through successful decryption of a message
encrypted under 1SO 18033 (coupled with ISO/TR 19038 or ANSI X9.52) with a key distributed under
ISO/IEC 11770

3.23

cryptographic key

value that

NOTE

3.24

s used to control a cryptographic process, such as encryption or authentication

Knowledge of an appropriate key allows correct decryption or validation of the integrity of a message.

destructign of information
any conditlon which renders information unusable regardless of cause

3.25

digital sighature
cryptographic transformation that, when associated with a data unit) provides the services of ori

authentica

ion, data integrity and signer non-repudiation

[ANSI X9.79]

3.26

disclosure of information
unauthorized viewing or potential viewing of information

3.27

dual cont
process of

ol

sensitive flinctions or information

NOTE 1

No single p

NOTE 2

Both entities are equally responsible for the physical protection of materials involved in vulnerable transactia
brson is able to access or-to Utilize the materials (e.g. cryptographic key).

For manual key and ‘eeftificate generation, conveyance, loading, storage and retrieval, dual control requ

split knowledge of key among the’entities.

NOTE 3

Whenever_dual control is required, care should be taken to assure that individuals are independent of e

other. See also split Knowledge.

[ISO 1578

3.28

P-1:2003, definition 3.31]

gin

utilizing two or more separate entities (usually persons), who are operating in concert, to protect

ns.

res

Ach

encryption
process of converting information to render it as a form unintelligible to all except holders of a specific
cryptographic key

NOTE

Use of encryption protects information between the encryption process and the decryption process (the
inverse of encryption) against unauthorized disclosure.

© I1SO 2005 — All rights reserved


https://standardsiso.com/api/?name=c27357f160fad3b424a003e4d58261fa

ISO/TR 13569:2005(E)

3.29
firewall

col

3.

=

prd

[1S

3.3
im
dig

3.3
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an
se

[1S
3.3
inf
an

lection of components placed between two networks that collectively have the properties that
all network traffic from inside to outside, and vice-versa, must pass through the firewall;
only authorized network traffic, as defined by local security policy, is allowed to pass;

that it is itself immune to penetration

idjﬁtification

cess of uniquely determining the unique identity of an entity
O/IEC TR 13335-4:2000, definition 3.2]
1
Age
ital representation of a document for manipulation or storage within an information processing sy
2
ident

unexpected or unwanted event that might cause a compromise of business activities or i
Curity, such as

loss of service, equipment or facilities;

system malfunctions or overloads;

human errors;

non-compliances with policies or guidelines;

breaches of physical security arrangements;

uncontrolled system changés;

malfunctions of software-or hardware;

access violations
O/IEC 133352172004, definition 2.10]
3

prmation processing facility
information processing system, service or infrastructure, or the physical locations housing them

stem

nformation

[ISO/IEC 13335-1:2004, definition 2.13]

3.34

information
any data, whether in an electronic form, written on paper, spoken at a meeting, or on any other medium which
is used by a financial organization to make decisions, move funds, set rates, make loans, process
transactions and the like, including software components of the processing system

3.35
information asset
information or information processing resources of an organization

© I1SO 2005 — All rights reserved
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3.36

information security
all aspects related to defining, achieving and maintaining confidentiality, integrity, availability, non-repudiation,

accountab
[ISO/IEC 1

3.37

ility, authenticity and reliability of information or information processing facilities

3335-1:2004, definition 2.14]

information security officer

ISO
person re

nonsible for implementina and - maintainina the information securitv proaramme.
Ll Ll J J PAL J

3.38
informatig
equipment
computers

3.39
integrity
the proper

[ISO/IEC 1

3.40
key
see crypto

3.41
kiting
using a ba
3.42

legal risk

risk of los
enforced

[CPSS, Cq

3.43

letter of agsurance

document
held on be]

3.44

liquidity r
risk that a
and when

n resource
used to manipulate, communicate or store information, such as telephones, facsimiles, and
. whether these are inside or outside the organization

y of safeguarding the accuracy and completeness of assets

3335-1:2004, definition 2.15]

graphic key

 cheque to get credit or money

5 because of the unexpected application of a law or regulation or because a contract cannot|be

re Principles for Systemicalty,Important Payment Systems]

setting forth the dnformation security controls which are in place for the protection of informafjon
half of the recipient of the letter

sk
party within the system will have insufficient funds to meet financial obligations within the system|as

exXpected, although it may be able to do so at some time in the future

[CPSS, Core Principles for Systemically Important Payment Systems]

3.45

message authentication code

MAC

code appended to a message by the originator, which is the result of processing the message through a

cryptograp

NOTE
it originated

hic process

If the receiver can generate the same code, confidence is gained that the message was not modified and that
with the holder of the appropriate cryptographic key.

© I1SO 2005 — All rights reserved
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3.46
modification of information
unauthorized or accidental change in information, whether detected or undetected

3.47

need to know
security concept that limits access to information and information processing resources to that which is
required to perform one's duties

3.48

ne

work

col

3.
no
ab

[1S
3.

op
ris
crg

=5

[CH

3.1

ow
pe

3.
pa
str

3.

pr
sef

ection of communication and information processing systems that may be shared among severa

9
-repudiation
lity to prove an action or event has taken place, so that this event or action cannot berepudiated

O/IEC 13888-1; ISO 7498-2; ISO/IEC 13335-1:2004, definition 2.16]

0
rational risk
that operational factors such as technical malfunctions or operational mistakes will cause or §

dit or liquidity risks

PSS, Core Principles for Systemically Important Payment Systems]

ner of information
son or function responsible for the collection and_maintenance of a given set of information

2
sword
ng of characters which serves as an authenticator of the user

3
dent business practice
of practices which have been‘generally accepted as necessary

3.
rel

prd

=

[s

3.95

reg
ris

4
ability
perty of consistent-intended behaviour and results

O/IEC 13335-1:2004, definition 2.17]

idual\risk
that'remains after risk treatment

users

later

pxacerbate

[ISO/IEC 13335-1:2004, definition 2.18]

3.56
risk
potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm
to the organization

NOTE It is measured in terms of a combination of the probability of an event and its consequence.

[ISO/IEC 13335-1:2004, definition 3.19]
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3.57
risk acceptance
approved risk associated with an exception to the Policy

3.58
risk analysis
systematic process of estimating the magnitude of risks

[ISO/IEC 13335-1:2004, definition 2.20]
3.59

risk asseslsment
process offcombining risk identification, risk analysis and risk evaluation

[ISO/IEC 13335-1:2004, definition 2.21]

3.60
risk evaluption
process oflcomparing analysed levels of risk against pre-established criteria and identifying areas needing fisk
treatment

3.61
risk identification
process off identifying risks considering business objectives, threats and<ulherabilities as the basis for further
analysis

3.62
risk manTement

total procg¢ss of identifying, controlling, and eliminating er“minimizing uncertain events that may affect
informatiom and communications technology system resources

[ISO/IEC 13335-1:2004, definition 3.22]

3.63
risk treatment
process offselection and implementation of measures to modify risks

3.64
safeguard
practice, pfocedure or mechanisnt that treats risk

NOTE The term “safeg@iard” may be considered synonymous with the term “control".
[ISO/IEC 13335-1:2004, definition 2.24]

3.65
security

|'t FPy 5 £l o 4 ool £ dlo H al 4 Haall ££ 4.
qua | y Or stateoroett Iy ProtcLicu mulit uriautiioriZCu alL®oo Ul UTTULUTTUHUNICU TUSST S UT TITITULS

NOTE 1  Absolute security is impossible to achieve in practice, and the quality of a given security system is relative.
NOTE 2  Within a state-model security system, security is a specific “state" to be preserved under various operations.
3.66

server

computer that acts as a provider of some service to other computers, such as processing communications, file
storage interface or printing facility

8 © I1SO 2005 — All rights reserved
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3.67
sign-on
completion of identification and authentication of a user

3.68

split knowledge

division of critical information into multiple parts in such a way as to require a minimum number of
present before an action can take place

NOTE Split knowledge is often used to enforce dual control.

parts to be

3.9
stgred value card
toKen that is capable of storing and transferring electronic money

systemic risk

risk that the inability of one of the participants to meet its obligations, or a disruption of the system i
reqult in the inability of other system participants or of other financial institutions in other parts of th
system to meet their obligations as they become due

tself, could
e financial

NQTE Such a failure could cause widespread liquidity or credit problems ‘and, as a result, could threaten|the stability
of the system or of financial markets.

[CIPSS, Core Principles for Systemically Important Payment Systems]

3.

thrjeat

potential cause of an incident that may result in harm te'a system or organization

[ISP/IEC 13335-1:2004, definition 2.25]

3.712

token

user-controlled device (e.g., disk, smart card, computer file) that contains information that can be used in
elgctronic commerce for authentication or for access control

3.713

user ID

character string that is used to uniquely identify each user of a system

3.714

vu|nerability

weppkness of-an asset or group of assets that can be exploited by one or more threats

[ISP/IECA3335-1:200, definition 2.26]

© I1SO 2005 — All rights reserved 9
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4 Symbols and abbreviated terms
ATM  Automated Teller Machine

CEO  Chief Executive Officer

CFO  Chief Financial Officer

ClO Chief Information Officer

CISO

prporate tnformmatiomSecurity Officer

COO hief Operating Officer

CTO

C
C
CPSS Cpmmittee on Payment and Settlement Systems
Chief Technology Officer

D

DMZ e-Militarized Zone
EFT Electronic Funds Transfer

FTP File Transfer Protocol

HTTP  Hypertext Transfer Protocol

HTTPS Sgcure Hypertext Transfer Protocol

ICT Information and Communication Technology
IDS Intrusion Detection System

IP Internet Protocol

IPSEC IR Security Protocol

IT Information Technology

LAN Local Area Network

LEAP Lightweight Extensible Agent Platform

MAC essage Authentication Code

(OFS) erating*System

PC Persanal Computer

PDA Personal Digital Assistant

PEAP  Protected Extensible Authentication Protocol
PIN Personal Identification Number

POTS Plain Old Telephone System

RF Radio Frequency

SMTP  Simple Mail Transport Protocol

10
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SSH Secure Shell

SSL Secure Socket Layer
USB Universal Serial Bus
VPN Virtual Private Network

VTAM Virtual Terminal Access Method

W N \ALid Araa Nabaaoel
T vV IOC T U o TYCTVWOTIC

WitFi  Wireless Fidelity

2O
7

Web Services

XML Extensible Markup Language

5 | Corporate information security policy

5.1 Purpose

Alllfinancial services institutions today rely heavily on the use ‘of Information Technology (IT) and Information
angl Communication Technology (ICT), and therefore, need {o protect information and to manage the security
of their information assets. In order for management to fulfil.their responsibilities, information security must be
prqvided, and the management of information security must become an important compongnt of the
ordanization's management plan.

Development of an information security progranime is a prudent business practice that will help ja financial
sefvices organization to identify and manage (isk. This Technical Report recommends a general, policy-based
approach to information security management, and provides guidance that can be tailored to| meet the
business objectives of the organization.:Business objectives must be supported by policies and pro¢edures for
pratecting IT assets. A policy-based approach is applicable to different size institutions, different management
styles, and organizational environments.

Thfs Technical Report is intended to provide guidance, not specific solutions, on the management|aspects of
information security, and\ to" assist financial services management in developing and mainfaining an
information security programme. Other references, especially ISO/IEC 17799, provide importapt general
purpose detailed informiation that will be invaluable for implementation and maintenance. However, this
Teghnical Report{addresses the specific legal and regulatory requirements that must be considered by
fingncial institutions when establishing a policy-based information management programme.

5.2 Legal and regulatory compliance

5.4.1” General

Regulatory authorities concern themselves principally with issues of safety, soundness and compliance with
laws and regulations. One element of safety and soundness is the organization's system of safeguards that
protects information from unavailability, and unauthorized modification, disclosure and destruction. Recent
national and international legislation, such as Basel Il, the Sarbanes-Oxley Act (SOX), Gramm-Leach-Bliley
(GLB)I22] and European Directive 95/46/EC, has created an environment of legal and regulatory risk for global
providers of financial services. The organization's security policy must address this risk.

Compliance officers should work with the CISO, CFO, business managers, risk managers and auditors to

ensure that information security requirements derived from national and international laws and regulations are
understood and addressed. Compliance officers should also remain current on new technologies or

© IS0 2005 — Al rights reserved 1
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methodologies that may become subject of regulation; e.g. compliance with predefined functionality classes
for Information Technology products.

5.2.2 Requirements for financial institutions

5.2.21 Overview

For Institutions in the financial sector there are some legal and regulatory requirements, which have an impact
on IT security and have to be followed. The inherent problem is that these requirements differ from country to
country. Although the European Union has led the way towards a legal alignment, there are still national
regulationg which demand specific attention.

In the following, each subclause will describe the most important laws from a perspective of a financial
services plovider operating in a global environment. A description of the legislative environment will be divided
into three $ectors: corporate governance, data protection (privacy) and financial sector legislation specific tg
financial s¢rvices providers (e.g., money laundering legislation). The description of the regulatery environmgnt
will concentrate on financial reporting requirements and the Basel || recommendations, which are freely
available ffom the Bank for International Settlement(9] in Basle, Switzerland at:

http://wwwl bis.org/bcbs/publ.htm.

5.2.2.2 [Legal requirements

5.2.2.2.1 | Corporate governance

In recent years, many national and regional legislative bodies have brought forth laws that address corporpte
governance. Notable among these are the Sarbanes-Oxley (SOX) Act in the United States (U.S.), the
Kontrolle- lund Transparenz Gesetz (KonTraG) in Germanyy(and the European Union Draft Directive |on
Corporate|Governance. All three have altered the landscape of legal risks faced by providers of finangial
services.

The Sarbanes-Oxley Act requires all companies publicly traded on U.S. stock exchanges to provide evidence
that they Have adequate controls in place for finaneial reporting. In detail, SOX obliges the CEO and CFQ of
any such company to assess the effectivenéss~of their internal control framework and explicitly sign gnd
accept responsibility for the annual financial ‘reports of the organization. With regards to IT, this requires that
the operatjon of critical business applications and their associated risks must be assessed and controlled| In
summary, [the entire life cycle of these“applications must be assessed and controlled, ranging from initial
developmgnt to business continuity(toyensure that adequate measures are in place. Though national in origin,
this legislation is applicable to any'company whose stocks are publicly traded within the U.S.

The Germpan Kontrolle- undCFransparenz Gesetz (KonTraG) legislation requires corporations to implement{an
internal monitoring process Jidentifying internal developments and decisions that may pose a high risk to this
corporation. Implicitly; this means that management has to implement a corporate-wide internal fisk
management system:)lt also obliges management to report any identified major risk in their reporting system
(bi-annualfand annual). With regards to IT, this covers a similar aspect as the Sarbanes-Oxley Act. Howeyer,
since Gerrmman<¢publicly traded companies have a two-tier management board, this enforces stronger reportjng
from the management board to the supervisory board. Non-compliance act may lead to a reduction in the
banking rati i i i i

The European Union (EU) is drafting a directive which will influence EU national legislation: all publicly listed
companies are required to publish a corporate governance report. This report will provide details on the Board
of Directors, its decisions, its financial situation and its compliance with national law. This report will also
include the results of independent audits. This directive has similar implications to the Sarbanes-Oxley Act
and Kontrolle- und Transparenz Gesetz (KonTraG) legislation for IT. There are other national laws in place
covering this topic but none is so stringent that it would have the influence of an EU Directive.
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5.2.2.2.2 Data protection (privacy)

Data protection is gaining more and more attention caused by various laws on the regional, national and state
level. This legislation is triggered by the fact that the Internet and its use pose additional risks on misuse in
that area and those individuals using this medium need appropriate protection.

The Gramm-Leach-Bliley (GLB) Act is intended to protect consumer information held by financial institutions.
It requires these institutions to provide their customers with privacy notices explaining the institutions’
information sharing practice. In turn, consumers have the right to limit some — but not all — sharing of their
information. The Iaw reqwres also that flnan0|al institutions protect mformatlon collected about individuals; it

The European Directive 95/46/EC is a joint effort to achieve privacy for all member states ata high level. It
pratects information of individuals during the whole processing life cycle. Simply spoken, it r¢quires an
insttitution to ask for permission if information is used other than for the officially intended (and stajed) use. It
alsp limits the transfer of personal data to those countries where adequate datanprotection is pfovided. In
general, individuals have to grant permission explicitly (opt-in) to allow further processing. This is pontrary to
thg procedure in the U.S. where individuals are asked to opt out, to prohibit further processing. Thjs directive
is implemented into national law within all member states.

The Swiss data protection law is similar to the laws existent in other European countries. It is mentjoned here
for|two reasons: Switzerland is not part of the European Union and,therefore it should be mentiongd. On the
other hand, the Swiss law prohibits the transfer of personal datayinto other states, if there is nq adequate
pratection and requires the transmitting entity to inform the legal authority on the transfer. Anothef important
law relating to financial institutions is the Swiss Bank Customer Secret (Schweizer Bankkundendgeheimnis),

Alrmost all countries have some kind of money laundering legislation which usually means that money
trapsfers exceeding a certain amount have to'\be examined to verify its sources and destination. As fecently as
thd 1990s such legislation would havexhad no explicit security relevance for it could be implemented
independently of any security issues.

The terrorist attacks of Septembér, 11th, 2001 in the United States vividly illuminated the importarjce of anti-
mqgney laundering laws and controls. The attacks fostered an even greater recognition of the importance of
anti-money laundering cooperation around the world. This recognition galvanized international gooperation
angl led to significant modifications to anti-money laundering laws that have paid dividends in|the world
community's ability to {face the funds of those who finance international terrorism.

Sinice 2001, the-United States has continued its vigorous inter-agency international anti-money [laundering
trajning programime to improve worldwide efforts to combat money laundering and financial crime. Other
goyernment$ and international organizations have also strengthened anti-money laundering prograqnmes. The
Eufopean<:tnion broadened its anti-money laundering directive and imposed anti-money [laundering
obligation's on “gatekeepers”, professionals such as lawyers and accountants who help place dirty money in
thq financial system. Regional anti-money laundering bodies in Europe, Asia and the Caribbean| continued
working effectivety, and nascent anti-money faundering regional organizations i south America and Africa
became operational.

A major money laundering focus of the year was the work of the Financial Action Task Force (FATF), the
world's pre-eminent multilateral anti-money laundering body, which continued its non-cooperative countries
and territories exercise. FATF moved quickly after 11/9/01 to convene an extraordinary plenary on the
financing of terrorism, which decided to expand its mission beyond money laundering, and to focus its energy
and expertise on the worldwide effort to combat terrorist financing. The FATF has since adopted eight special
recommendations regarding terrorist financing.

The terrorist attacks gave strong impetus to many countries to amend and strengthen their money laundering
laws. In the United States, the Uniting and Strengthening America by Providing Appropriate Tools Required to
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Intercept and Obstruct Terrorism (“USA PATRIOT") Act of 2001 made major changes to the U.S. anti-money
laundering regime. The broad new authorities provided in the USA PATRIOT Act will have significant influence
on the relationships between U.S. financial institutions and their individual and institutional customers

An information security management programme can help financial institutions to thwart money laundering
schemes. More importantly, these programmes can be used to demonstrate to law enforcement organizations
that the institution is compliant with relevant legislation and provide documentation that it is systematically and
actively taking measures to comply.

5.2.2.2.4 Financial market legislation

Most of the laws regulating the financial sector primarily define the responsibilities of a financial institatipn.
This includes the obligation to provide qualified services. Some national authorities interpret this in sucha way
that it covgrs integrity of IT services used. The following national laws will point out specific IT securityissue

Z

Under thel Argentina central banking legislation, a financial institution has to incorporate’an Informafon
Security Officer (ISO) who provides an annual report to the Central Bank of Argentina. This report must reflect
how the infernal controls of the institution are established and maintained to ensure proper-services.
European Union Directive 82/121/EEC regulates the reporting of financial institutions! It was recently updated
more regular reporting throughout the European Union. Europeani\Union Directive 2000/31/EC
(Electronig Commerce) requests a legal framework for electronic commerce; 'which must include customer
privacy igsues, spam handling, taxation, electronic contracts and their treatment, confidentiality | of
communicgtions among others. It also defines a Code of Conduct as a-medium to communicate the rightg of
involved eptities.

The Germian Kreditwesengesetz (KWG) law regulates almost everything specific to financial institutionq in
Germany. [t defines the way banks have to operate, who is allewed to lead a financial institution, what is to|be
reported, gtc. Of special interest are three paragraphs. Thefirst one deals with automated access to customer
data by th¢ financial authorities (§ 24c) which requires additional security measures in place. The second dne
(§ 25a) defines the specific obligations a financial institution has to fulfil which covers issues like internal fisk
management, security measures and internal audit and its cooperation with the overseeing authorities. Finglly,
there are fegulations for if a financial institutioner its management do not fulfil their obligations possibly
leading to that management loosing its right te*'¢enduct business in the financial sector.

5.2.2.3 [Regulatory requirements

There are|two financial institution ‘regulatory requirement topics of high relevance. The first concerns the
obligationg of the institution for\financial reporting (usually overseen by national financial authorities). The
second is fhe financial soundnéss obligation which is described in the Bank for International Settlement (BIS -
see http:/fjwww.bis.org/bcbs/index.htm) Basel 1l accords. These requirements include the need for the
institution {o consider operational risks.

The Basell| Committee on Banking Supervision formulates broad supervisory standards, guidelines and biest
practice rgcommendations. The committee expects individual national financial authorities to take stepq to
implement|these‘recommendations through detailed arrangements — statutory or otherwise — in a manner that
best suits fheir own national systems. Regulatory requirements lead to the need to audit institutions. In orfer
to limit the disruptions that audits cause to normal business operations, institutions should put systems in
place (internal audit, information security management, etc.) that can easily provide regulators with what they
need to examine to be assured that the institution is compliant.

Each financial institution must interpret “operational risk" in terms of its own business activities and identify the
risks that it is exposed to. An analysis of operational risks should include fraud and criminal activities, systems
failures, human errors, natural disasters and acts of terrorism. The tsunami that caused widespread death and
destruction throughout Asia in December 2004 and the September eleventh terrorist attacks in 2001 that
targeted the financial services industry in New York City are both examples of extremely low probability events.
But such events do happen and must be planned for.
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Basel Il enforces the need for an institution to perform a systematic risk analysis. Both qualitative and
quantitative techniques for managing contingencies should be utilized, and the selection of controls for an
individual business unit should be based on a cost benefit analysis that considers the likelihood of a
contingency, its probable frequency, and the projected loss and impact on business operations should an
event occur.

Note that there is a distinction between banking supervision to ensure a bank's financial health and bank
oversight, which considers the institutions systems in terms of operational risk. This oversight is based not on
Basel Il but on the BIS Core Principles (see http://www.bis.org/publ/bcbs49b.pdf), which are aimed at
systemlcally important payment systems. Those payment systems which are classified as having “systemic
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Development

er establishing the information security objectives of the organization, and- assessing the
ulations and legislation, a plan of action should be developed that is_‘consistent with the 4
5iness objectives. This plan should be used as the roadmap for the deyelopment of a corporate i
burity policy (Policy) ).

5 essential that a corporation develop a Policy and that it taketinto account the corporate obje
ticular aspects of the organization. The security policy must\be consistent with the corporate
ture, and the regulatory and legislative environment in which“the business operates. The develo
icy is essential to ensure that the results of the risk management process of the security prog
propriate and effective. Management support across the organization is required for the develo
pctive implementation of the Policy. With the alignmient of security policy to corporate business
Policy will help to achieve the most effective use of resources, and will ensure a consistent a
turity across a range of different information system environments.

| Documentation hierarchy

1 Overview

ree levels of information)security programme documentation are described in this guideline. The
porate information.s€curity policy (Policy) document, the security practice documents and the
burity procedures ‘documents?2). The documentation hierarchy and the meaning of each level arg
Figure 1.
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1)

Throughout this document, “Policy” is synonymous with “corporate information security policy".

2) This nomenclature and hierarchy are not definitive. Organizations may use more levels of hierarchy and different
nomenclature.
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Security mandate by top management
defining the general security principles
and objectives.

Refinement of the practiCes’on a
technical level providing guidance for
implementing the required procedures.

Figure 1 — Programme documentation

The information security documents should range from the high.lével organizational goals down to the spedific
security s@ttings of devices that implement the security policy.>This range of general and specific informafion
is best coyered in multiple layers of documentation. The ndmber of levels should be kept to a minimum, and
this guideline recommends three: a Policy document, seecurity practice documents, and operational security
procedure$ documents.

Additional |documents will be required as new-and emerging technology is introduced into the organizatipn.
While the [Policy document will often be a single page, the procedures documentation may consist of m&ny
multi-pagel documents representing separate, specific environments, business units, and policy issues within
the organigation. In some cases, a single, well-bounded system may also have its own practices document.
All practicgs and procedures should-flow from the higher level to the detailed level, maintaining a consistency
with corpofate risk assessments and-the overall Policy.

5.4.1.2 [Corporate information security policy

The Policyl document js\the smallest of all of the documents in the information security programme documgnt
hierarchy. [ Typicallys~thHe Policy is documented in a few paragraphs explaining that management regafds
information in any-form as a valuable corporate resource that must be protected. The Policy should be brgad
in scope and stated as simply and concisely as possible, but should provide specific information of the assgets
to be protcted e.g., customer data emponee records partner agreements and processes For example, a
very simpl 3 -Ta¥s grity

The Policy document is an abstract document, comprehensive in scope, and the most influential of the
information security programme documents in its effects on the organization. Only a single instance of the
Policy document should exist at any given time, and it should be promulgated throughout the organization. It
should be signed by the board members involved in Information security, e.g. the Chief Executive Officer
(CEQ) and the Chief Information Officer (CIO).

The Policy document should be public in nature, widely distributed and made available to all of the
organization's stakeholders. It should stress that protecting and providing information assets is the
responsibility of management and all employees, and that management at the highest level is committed to
security education and awareness.
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It should be clear to all stakeholders that the Policy document derives its authority directly from the corporate
officers and board-level personnel. The document should state the intention of the organization to operate in
accordance with relevant local and international legal and regulatory strictures, and to base their information
security programme on sound principals and practices recognized in national and international security
standards.

The Policy document should be almost immutable. It should change only as required by shifts in strategic
goals, changes in perceived business risk, or events affecting the regulatory and legal environment in which
the organization operates. Corporate officers and board-level personnel should dictate the change control
parameters and procedures.

.1.3  Representation

When developing the Policy, representatives from a variety of functions should participate: The dgvelopment
grqup should include members of the board of directors, executive officers, legal~represenfation, risk
mgnagement committee and audit committee members. In formulation of the policy; the development group
wil| obtain input from experts throughout the enterprise, e.g. information technology, physical sgcurity and
fingnce functions.

1.4 Information classification

One aspect of implementing the Policy is the classification of information. Much like the military $ystems of
“Taop Secret”, “Secret” and “Unclassified”, financial organizations-have information with differing vplues. The
reqults of information asset classification will indicate whem)'a’ good, better or best control |[should be
implemented. There are many types of classification system..For the financial organization, the impgrtant point
is fo define classification levels and leverage the classifigation of the information in making risk acceptance
degisions. For example, a risk that is acceptable for public information would likely be unacceptablé for highly
sified information. One benefit of classifying information is to communicate management's expectation of

sification levels, it must be treated according'd4o the procedures established for the highest classification
| of information it contains.

important to note that the classification level of information may change during its useful [ife. These
changes should be controlled under the Policy of the organization.

5.4.2 Security practice documents

Segurity practice documentis-are derived from the content of the Policy document. These documepts specify
thg general security standards that should be followed by the organization. They mirror the inteptions and
gogls established by-the”highest levels of management in creating the information security progrgmme, and
dogument the intention to implement the Policy in a technology-independent way. Each security practice
dogument is nartower in scope than the Policy document. Each practice document is a technology-neutral and
content statement of the organization's security requirements. The size of a given practice dgcument is
vaffiable and topic-dependant.

The Aumber of practice documents should be kept to a minimum. The number of documents needed varies
wit ' izati i i i ity of the
organization's activities. The legal and regulatory environment that affects the organization can also influence
the number of practice documents needed.

A practice document is not public3). It is general purpose in nature, and technology-neutral. It is less abstract
than a Policy document, and may have less influence on the overall organization, since it may be applied only
to some aspects of the organization. For example, a very simple practice document might contain the simple
assertion:

3) There may be occasion to furnish a practice document to regulators.
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“Access to Corporate information assets must be authenticated in a manner commensurate with the
sensitivity of the asset. Two-factor authentication is the minimum acceptable level of authentication;
assets classified ‘Confidential' by the asset owner should be accessible only with three-factor4)
authentication. Two-factor (biometric and password-based) access control systems must enforce the
following regulations...”

Though practice documents derive their authority from, and must strictly comply with, the Policy, they are
more mutable than policy documents. This is because they are subject to changes that are more frequent,
arising as new risks and controls are identified. Each practice document has a restricted audience, as it
usually affects a specific part of an organization or business unit, does not affect the overall security

1 f th izati
managemert-prograiiie-oi+Re-orgaiizaton-

It is helpfyl to include a document scope section that indicates the audience and owner of each(praciice
document| The owner of a practice might be a business manager, an IT manager or an operations managef. It
is also hglpful to include how information related to a given practice is classified, as the:-Category| of
classificatipn indicates the level of protection the information requires.

5.4.3 Operational security procedures documents

Operationgl security procedures documents are derived from one or more security‘\practice documents. Their
lengths vafy with the topic and complexity of the procedures. These documents*are the narrowest in scopg of
all of the documents in the document hierarchy. They are technology-specific @xpressions of how the Policy is
implemented. These are applied to actual business systems, and vendor-specific product details are covefed
in platformrdependent documentation.

There sholld be as many procedures documents as necessary, buf care should be taken when developjng
the documients that they are complete, accurate and appropriate,and that none of them contradicts any other
practice or Policy. An example of the type of guidance to bg& found in a very simple procedures documpent
might be one that contains the instructions:

“Use fthe ‘pwadmin’ command to ensure that_user passwords meet the criteria established in fhe
Corpgrate Access Control and Authentication Practice document. Issue the following commands ...”

Procedurep documents must comply with the overall Policy of the organization and the practices that the
procedure$ are based on. No procedure document should contradict any policy-based practice. Regulatpry
restrictiong, externally produced standards, and other procedural documents must be taken into account.

The proceflures documents should in¢lude results of previous security risk analysis and management revigws
including identification of any residual risks, results of follow-up actions such as security compliance checkling

of impleménted controls, a listof actions to be taken to monitor and review information security in day to gay
use, and reports of security. rélevant incidents.

6 Management.of information security — Security programme

6.1 General

Implementing the Policy requires an information security programme. At the highest level, the ethical values
and control imperatives of corporate management must be communicated and periodically reinforced with
management and staff. Information security is a team-based process as well as an individual responsibility.
Developing, maintaining, improving and monitoring an information security programme requires participation
by multiple disciplines in the organization. Close coordination is required between the business managers and

4) The term “three-factor" is often expressed by the phrase “what you have, what you know and what you are". What you
have may be a card or token. What you know may be a PIN or pass phrase. And a biometric is used to represent what you
are.
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the information security staff. Disciplines such as audit, insurance, regulatory compliance, physical security,
training, personnel, legal, and others should be used to support the information security programme.

6.2 Programme establishment

The most important recommendation of this Technical Report is that organizations establish an information
security programme. This programme should follow from the Policy established for the organization at the
highest level of corporate management. The information security programme should provide for establishing
and maintaining detailed security processes throughout the organization, compatible with the Policy.

Thmw&*ﬁ_d—eve Opment of detailed Information Security processes and procedures may require coorgination of
different business functions in the organization, including audit, risk, compliance, and insurange, officers

regponsible for regulatory or legal compliance, as well as partners and customers.

6.3 Awareness

The security awareness programme should include a security education and awareness function thiat ensures
thdt all employees remain knowledgeable and alert to the security implications<of\their actions and the actions
of [those around them. The programme should be structured to keep employees aware of their security
regponsibilities, and provide resources and encouragement to those with @nyinterest in security to extend their
knpwledge.

6.4 Review

One or more officers of the organization should be assigned-ongoing responsibility for the informatipn security
pragramme. Established practices should cause the programme to be reviewed and updated, ahd as new
threats and technologies emerge, ensure that necessary safeguard investments are provided. The
pragramme should include detailed processes and procedures that establish responsibility and acg¢ountability
formeasuring and reporting on the soundness of and compliance to the information security prograqnme.

Alll monitoring and review reports should be)made available to multiple levels of management, including
exgcutives. Procedures for addressing:lany policy exceptions or deviations should be identified and
dog¢umented. There should also be procedures for the production of necessary audit and compliance records
and the monitoring of the security of.audit journal information. Special attention must be paid to|identifying
risks to audit journal information and requirements established to mitigate these risks and fo provide
assgurance that these information\assets are adequately protected.

6.% Incident management

All] information seeufity events should be reported promptly, documented, and resolved according to the
ordanization's practices. When unwanted or unexpected information security events have a [significant
prgbability of ;eompromising business operations and threatening information security, they become
information.security incidents that must be addressed. Both incidents and events should be used py security
prgfessionals in their re-assessment of risk and their selection and implementation of security contrpls. Events
and in¢idents should be used in the ongoing improvement of the information security programme.

6.6 Monitoring

Formal mechanisms should be established for reporting intrusions, system malfunctions and other security
incidents, the results of forensics following security incidents, and incident management documentation results
should be employed in the review process in order to influence investment in safeguards, and to cause the
controls used to protect assets to be re-evaluated and changed over time.
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6.7 Compliance
An independent review should ensure that the practices adhere to the established Policy, and that controls are

adequate and effective. Any waivers granted should be documented and limited in time so that they are
subject to periodic re-evaluation.

6.8 Maintenance

Established controls, such as firewalls and virus scanning software should be updated regularly so that they
remain effective against new and emerging threats.

6.9 Disaster recovery

The informpation security programme should identify information assets that are critical to ap‘organizatjon
continuing|to conduct business activities in the event of a disruption. The programme should establish detailed
written plgans for the resumption of business following disasters. The skilled personnel,)legal agreements,
information back-up systems, processing resources and locations available to replage those that supﬁ'ort
critical buginess activities should be planned for, and these plans for resuming business following a disrupfjon
should be fested and evaluated regularly.

7 Orggnization for information security

7.1 Commitment

An organization-wide commitment to the goals of the information security programme must be based on|an
understandling of both the global and internal information security needs of the organization. The organizatjon
must dempnstrate a commitment to the programme by its:willingness to allocate resources for informatjon
security adtivities and to address its information security.:néeds. There must be awareness, at the highest Igvel
of the orggnization, of what information security means to the organization, and its scope and extent.

The goals| of information security should be promulgated throughout the organization. Each employee| or
contractorshould know their role and responsibility and their contribution to information security and [be
empowerefd to achieve such goals.

7.2 Organization structure

7.2.1 Rojes and responsibilities

The purpoge of the information security programme is to ensure the confidentiality, integrity and availability of
information assets. Achieving these goals is an interdisciplinary task. Appropriate assignment and
demarcatipn of responsibilities should be associated with specific roles. Procedures should ensure that|all
important fasks are-accomplished and that they are performed in an efficient way.

7.2.2 Dinectors

Directors of financial institutions have a duty to the organization and its shareholders to oversee the business
management practices of the organization. Effective information security practices constitute prudent business
practice, and demonstrate a concern for establishing the public trust. Directors should communicate the idea
that information security is an important objective and support an information security programme.

7.2.3 Audit committee
The audit committee in a financial organization assists the board of directors in its overseeing and serves as

an independent arm for objective checks and balance on internal controls and financial reporting. Monitoring
and testing internal controls that are part of the information security programme are part of the audit
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committee's responsibilities, normally conducted through the organization's internal audit function and external
auditors.

7.2.4 Risk management committee

The risk management committee under the board of directors should review the security programme, and
support funding for information security projects whenever these projects reduce the operational risk (and
therefore financial risk) of the organization. The risk management committee demonstrates the organizational
commitment to security by funding and supporting projects that fulfil the information security policies of the
organization. The committee must determine how regulations and legislation impact the information security
prqgramme as discussedmyreater detaitim5:2:

7.2.5 Legal function

Organizations may rely on the specialized expertise of their legal department (or functioR)for some|aspects of
segurity information management. The legal department may be assigned responsibility-to monitor ghanges in
thg law through legislation, regulation and court cases that could affect the organization's informatipn security
prggramme.

The legal department may be required to review contracts concerning-employees, customefls, service
prqviders, contractors and vendors to ensure that legal issues relating, to.information security are jaddressed
adequately. Such reviews may include privacy or workplace safety issues, as well as employee fermination
and grievance procedures.

>

The legal aspects of security incidents and how they affect\the organization may require the adyice of the
legal department. Organizations may wish to rely on experbadvice in assessing the implications |of security
incident handling procedures, and ensuring that they comply with the legal requirements of thg operating
enyironment, as they vary according to local jurisdictions. The legal department should be ihvolved in
deyeloping, maintaining and improving procedures: for handling follow-up to security incidentq, such as
pragservation of evidence.

=

7.4.6 Executive officers

The Chief Executive Officer (CEO), or managing director, as the most senior officer of the organization, has
ultimate responsibility for its operation. The CEO should authorize the establishment of, and provide support
for] an information security programme consistent with recognized standards, oversee maijor risk assessment
degisions and participate in eommunicating the importance of information security.

While many organizations’are familiar with the role of the Chief Executive Officer, Chief Finangial Officer
(CFO), Chief Technical-Officer (CTO) and Chief Operating Officer (COO), many organizations have begun
intfoducing additienal-roles such as the Chief Information Officer (ClIO) and Chief Information Secdrity Officer
(CISO) near theltop of the organizational chart. While there are many permutations on the roles of CTO, CIO,
and CISO, every financial organization should have a senior or Chief Information Security Qfficer that
ultimately reports to the CTO or CIO.

7.4.7°-, Business managers

Business managers specifically, and managers throughout the organization generally, serve as supervisory
and monitoring agents for the organization and its employees. This makes them key players in information
security programmes. Each manager should understand, support and abide by the organization's Policy,
practices and procedures, and ensure that employees, vendors and contractors do so as well. Business
managers should create a positive atmosphere that encourages employees, vendors and contractors to report
information security concerns.
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7.28 Em

ployees

Security programme requirements should be incorporated into employee employment contracts. All personnel
should be aware of the security implications of their actions, and the actions of those around them. They
should promptly report any suspicious information security events.

7.2.9 External

Security programme requirements should be incorporated into vendor service agreements and contractor
agreements. Vendors and contractors should understand, support, and abide by organizational and business

unit inform
policy. WH

functions the management of risk cannot be out-sourced and remains the responsibility of the organjzation.
7.2.10 Segurity roles

7.2.10.1 [Introduction

Three seclirity roles for personnel within an information security programme are idéentified here. These rg
are investgd with different levels of responsibility and functions necessary to carry-out the information secu
programmg. The roles are functionally defined and how the organization provides for administrative 2

manageria

In some ofganizations, the information security personnel may exist in‘a separate administrative unit. In ot

organizatig

their business duties. There could also be a mixture of these two approaches.

Whatever

gtiormsecurity practices andprocedures. 1 ey mustadiere to-thecorporate mformration Seg
ile organizations may choose for economic or other business reasons to out-source bank

| control of the personnel may vary.

ns, personnel in a business unit may be assigned information security responsibilities in additior

structure the information security programme takes, the executive officers and managers m

ity
ng

les
rity
nd

her
to

ust

support it fo make it effective. In large organizations, it may be helpful to develop other roles to efficiently

perform specialized functions, e.g. a security architect>In smaller organizations, personnel may need

assume m

7.2.10.2

The Chief

ultiple roles.

Chief Information Security Officer(CI1SO)

Information Security Officer istresponsible for the design, implementation and management of

to

the

information security programme. Underthe direction of the CISO, personnel at the other levels perform duties

that carry
staff and ¢
may have
business @
is ultimate
programm

The CISO
identified b

but the policy and practices ©Of the information security programme. The CISO may have a dedica
xercise administrativercontrol of the information security personnel. In another scenario, the Cl
limited operational ¢entrol of personnel who perform information security duties in addition to th
uties. Regardless.of*the size or management style of the organization, the CISO is the person W
y responsible-to the directors and executive officers for the execution of the information secu

a)

.

manages” the information security programme in response to the conditions that have bd
y the ‘organization as relevant to business success. The CISO is responsible for:

ted
50
eir
ho
rity

en

— prepa

Ing the puaget ana Justitying the information Security programme 10 the executive oOITicers,

— developing a security architecture that is in concert with the business strategy;

— managing other levels of personnel who implement the security architecture and perform information

securi

ty duties;

— performing risk assessments that will validate the security architecture and undercover flaws that need

attenti

on;

— publishing the security policy, practices, procedures and managing a security awareness programme;
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remaining aware of current threats and vulnerabilities and new information security techniques
them;

ensuring appropriate organizational involvement in the critical infrastructure protection effo
countries where the organization does business.

7.2.10.3 Information Security Officer (ISO)

to counter

rts for the

An Information Security Officer is any person in the organization who is responsible for developing,
implementing and maintaining the information security programme under the direction of the CISO. ISOs may

be
An
ex
as
gu
eff

Th

7.2

Se
inf
un
ne

Be
to

se
ac

on the staif of the CISU or may be under the administrative control of a business Unit of the or.
ISO may have a special designation such as Security Architect because of extensive know
perience. Some 1SOs may possess specialized expertise in information security techniglies™ su
sessment, threat awareness, etc. and act as a resource for the entire organization. Other ISOs
dance and advice to a particular business unit on information security concerns. -The’ISOs w|
pctive if they understand the business objectives as well as the internal processes of the organizz
e |SOs should:

understand the security architecture, practices, and procedures;

develop local practices, publish them and update as appropriate;

conduct risk assessments;

monitor and audit security practices;

assist in recovery from attacks on the IT system;

make recommendations for improved practices and procedures;

keep up-to-date on information security._threats, technologies and techniques;

promote information security awareness.

.10.4 Security operators

curity operators perfofm)the most detailed day-to-day actions in order to accomplish the object
brmation security programme. Security operators may be on the staff of the CISO or may resi

cessary for theirbusiness units.

cause of the'variety of technology that might be utilized in security architecture, security operator
pberforma myriad of procedures. Some representative duties that might be required are: install an

hanization.
ledge and
ch as risk
vill provide
Il be most
tion.

ves of the
le in other

ts of the organization. They must be knowledgeable of the hardware, software and security procedures

s will need
d maintain

Curity settings on network equipment; install security updates on operating systems; maintain &

nd update

Lurate access control files; collect information security, audit information and monitor system and network

activity To discover security problems. The wide variety of tasks shows the importance of security operators in
the successful operation of the information security programme.

The security operator is responsible for:

understanding how the security operator role supports the security architecture and programme;

implementing and maintaining security practices and procedures;
monitoring security procedures and reporting their status as appropriate;

acting to correct security failures and to counter attacks;
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— re-establishing appropriate security procedures in concert with business recovery after a failure or attack;

— making recommendations for improved practices and procedures.

8 Risk analysis and assessment

8.1 Processes

hei i NQ hould | or mare risk analvsis
rmation security programme. These processes should be used to evaluate,the
ts.
be

on
se

a risk agsessment include: faciliies and equipment, software applicatiens, corporate databasgs,
communicptions and computer operating systems.

Annex D grovides an example of a method for performing risk assessménts and an example of a typical fisk
assessmeft process. Additional risk assessment models can be/ found in other sources, such |as
ISO/IEC 18335 (all parts). The examples in Annex D are provided forillustrative purposes, and should not|be
used direcfly as implementation checklists by an organization.

8.2 Risk assessment process

Financial ipstitutions and all other enterprises are impacted by risks to their business. Risks to the informatjon
assets of the enterprise come in many forms, and.should to be methodically analysed. Risk assessments
need to consider the vulnerabilities, threats and-risks to information. Each banking application provides the
context arld understanding of the work processés and the potential threats and areas of vulnerability. This
understandling is important when performing’ the risk assessment. The risk assessment is a three-sfep
process:

1) apsessing the risks of the_potential threats for each area of vulnerability by completing the fisk
agsessment matrix form’ (see Clause D.1);

2) apsigning a combined risk level to each area of vulnerability by completing the risk assessment taple
(4ee Clause D,3);

3) btermining the applicable security policies and safeguards by using the results of step 2 and the

O Qo

bntrols_ available.

A more detailed list of risk categories and how they apply to the risk assessment process is presenteq in
Annex C.

8.3 Security recommendations and risk acceptance

A risk assessment may be performed to evaluate risk at the organization level, within a related set of systems,
across a single system or applications, or on specific critical functions within a system. It is unrealistic to
expect that the organizational level risk assessment is simply the combination of all the critical functions within
the organization.

5) See ISO/IEC 13335 (all parts) for additional information.
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The vulnerabilities and threats change constantly as new technologies emerge, new vulnerabilities are
discovered in systems, new or upgraded products are introduced and the organization continues to grow and
evolve. Therefore the level of detail and the conclusions of a risk assessment may be widely different for

different systems within an organization, and for similar systems within different organizations.

Nevertheless, any risk assessment should conclude with some set of security recommendations for the
system that has been assessed. These recommendations will address the risks associated with the system as

implemented. It is the responsibility of appropriate business managers to accept the risks. In m

any cases,

additional controls may be applied (or may have been applied during the design or development phase) to
reduce the risks to a more acceptable level. The risk acceptance should be guided by the organization's
se ||rify Ir\rar*’rim:e In Pnncir‘lnring nym:\lnﬁnne to lnnlir‘y, the business manager should wark with the information

segurity team to ensure that compliance with policy will be met in the future, or that a longer-term e
policy is accepted as residual risk.

9 | Security controls implementation and selection

9.1 Risk mitigation

Kception to

Anly system will have vulnerabilities through which attackers may threater’to-cause financial loss, groductivity

losis or loss of reputation to the organization. Minimizing and mitigating.these risks is the joint resp
thg business managers and information security team working with other groups within th

bnsibility of
b financial

ordanization. There are many facets to managing the risk, and many of the most important have aljeady been

discussed: commitment to information security from the highest management, a CISO resp
implementing and managing a security programme, and the security programme itself.

bnsible for

In P.2 to 9.7 are discussed important processes and technologies commonly used or considered for providing

risk mitigation. These may be used during the development process, after a too high-risk assessm
a hew vulnerability has been identified. Busines§*managers should keep in mind the well-d
adyantages of designing security into a system rather than trying to patch a broken existing system.

ent or after
bcumented

The use of these technologies can proyide direct control over the risks an organization asgsumes. An
ordanization needs to assess how plannéd and existing controls reduce the risk identified in the risk analysis,

idgntify additional controls available (ory'able to be developed, develop information security archit

ecture and

detfermine constraints of various types. Appropriate and justified controls should then be selected to reduce

thg assessed risks to an acceptable level of residual risk. Additional details on the selection of cont
fodnd in ISO/IEC 1333541 (gl parts).

9.2 Constraint identification and review

Mgny constraints.‘can affect the selection of controls. These constraints must be taken into acc
ma

ols can be

punt when

king recommendations and during the implementation. Typical constraints and considerations ing¢lude:

© I1SO 2005 — All rights reserved

25


https://standardsiso.com/api/?name=c27357f160fad3b424a003e4d58261fa

ISO/TR 13569:2005(E)

Constraint Consideration

Time Controls should be implemented within a period acceptable for management, implemented
within the lifetime of the system and remain effective for as long as management deems
necessary.

Financial Controls should not be more expensive to implement than the value of assets they are

designed to protect.

Technical Controls should be technically feasible and compatible with the system.

Sociologifal Controls may be specific to a country, a sector, an organization, or even a departmeht
within an organization to ensure acceptability to staff.

Environnfental Controls selected need to accommodate: space availability, climate ceonditions,
surrounding natural and urban geography, etc.

Legal Controls need to respect legal factors like personal data protection or criminal code non-|T
specific laws and regulations like fire department regulations, labour«elations laws etc.

9.3 Logical access control

9.3.1 Geheral

Logical adcess control refers to the group of technical control techniques employed within systems and
applicatiorfs to limit access to information according to the \practices of the organization. In general, usrs
should be|given the minimum access needed to perform.their job functions, but often system limitations,
design or pther constraints may result in people having. some additional access. Nonetheless, it is critical to
have accopntability for system access: i.e. to know whetis being granted access, to know to what individuals
have acceps, and to know when that access has occurred. Most important of all it is critical to enforce access
limitations jonce defined. The following controls sheuld be put into place to achieve effective access control.

9.3.2 Identification of user

Many different types of users may havelreason to have access to the information and information systemg of
a financial[organization. Examples of types of users include employees, customers, system administrators and
managers/ In most instances, it.is necessary to know with some certainty, which class of user is attempting to
gain accegs to a particular application. It is very often necessary to know not only the class, but also the exact
identity of who is attempting o' gain access.

Traditionally, each information system had its own identification process. With the rapid expansion of systemns,
there is a gontinuing.need for an identification process that will satisfy multiple systems. It may prove feasiple
to have these identification services out-sourced. The following guidelines should apply no matter whq is
providing ifentification services.

To provide higher levels of confidence in the identity of users, the organization should establish and enforce
policies requiring verification of user identity before a user ID can be issued. Prudent business practice
demands that “know your customer” and “know your employees” requirements are integrated into user 1D
issuance activities. Moreover, the organization should establish and enforce procedures to ensure that, prior
to its issuance, each new user ID is indeed unique and can be traced to both the individual identified and the
issuer.

9.3.3 Authorization
Authorization is the act of providing a user with the ability to perform specific actions on a system based on

the authenticated identity of the user. The organization should determine the access rights of each user. No
user should be allowed to access any information or application unless specifically authorized.
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Several paradigms exist for maintaining records of such role based access controls (RBAC). One traditional
paradigm is the maintenance of a central listing of the privileges for each user. Information System Security
Administrators, usually working under dual control, track and maintain such records. Security software
matches a user ID against the records and allows users access to information or applications according to the
records.

Another paradigm is for distributed maintenance of records with an access control listing on each system, or
separate access for different types of application (e.g. thin client, fat client, web, multi-tier, web services, etc.).

9.3.4 Authentication of users

9.3.4.1 Mechanisms

User authentication refers to the process (e.g., procedural, physical or via hardware/software) y which a
user’s identity is verified to the system. Users may be internal or external to the organization ang failure to
authenticate a user’s identity reduces the ability of an organization to prove accountability for the agtions of an
individual and may allow unauthorized access to data and computer resources.

There are several types of authentication mechanism. They are based jon one or more of the following
characteristics: something the user knows (e.g. passwords); something-the user possesses (e.g. a smart
card); some physical characteristic of the user's (e.g. fingerprint or other‘biometric measurement). Combining
myltiple authentication mechanisms can ensure higher levels of authentication.

9.3.4.2 Digital certificates

Digital certificates can be used for signing or encrypting information, and providing user, progran| code and
deyice authentication. Digital signatures based on certificates can be used to provide authenticatiqn of origin
of information, data integrity and non-repudiation services. Certificate-based data privacy services can be
prqvided using encryption. ISO 15782 specifies controls and syntax needed for certificate manggement of
X.509 certificates in the financial services. 1ISO21188 provides detailed information on how fo manage
ceftificate security policy information in the organization, and the necessary elements of certificatipn practice
statements.

9.34.3 Passwords

The most common authentication method used today is the password. A password is a chardcter string
composed of any combination” of letters, numbers and special keyboard characters. Knowledge of the
pagsword that is associated with a user is considered proof of authorization to use the capabilities pssociated
with that user (e.g. accéssto specific programmes, capabilities and files on the system).

Pagswords can be _either dynamic (e.g. generated and changed automatically and usually frequeptly by the
software) or stafic (e.g. changed infrequently at the discretion of the user). Guidelines for fofming and
controlling thie,use of passwords can be found in many publications and on the web. “US Dept. ¢f Defense
Pagsword=Management Guideline” dated 12 April 1985 (CSC-STD-002-85) provides technical trgatment on
thd geneération, control and wuse of passwords within an organization. The disciission at
http:/Zeomputing.fnal.gov/security/UserGuide/password.htm provides a more general treatment of the topic

: Lol H + al la H HH ol el lo + al 4
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9.344 Biometrics

Biometrics is the science of identifying persons by some physical characteristic that can be measured and has
a high probability of being unique to an individual. Fingerprints are perhaps the best known biometric.
Electronic devices exist that are capable of reading a fingerprint and comparing the print with a print already
stored in the system. Other physical features that may be used in a biometric identification system include
retinal patterns in the eye, hand geometry, facial features and the voice.

ISO 19092[11] describes how biometric information can be managed in the financial services as part of the
organization's information security management programme. This Technical Report specifies control
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objectives, controls and a detailed event journal for managing biometric information, and achieving these
objectives.

9.4 Audit journals

Audit journals are system-generated records of activity used by organizations to provide a means of
reconstructing events and establishing accountability. The audit journal information is essential to problem or
dispute resolution and provides evidence for regulatory compliance. Audit journals help to deter unauthorized
activity and provide an early detection of such activity. All systems should provide some level of audit journal
based on the organizational policies. leeW|se the level of detail should be as detailed as possible, conS|stent
with the ope
alarms of gignificant security events.

The audit pystem should support prompt investigation and reporting of suspicious activity, to aid-in 'deterrjng
and detecfing unauthorized activity. Management reviews of audit journal information should be performed|on
a timely basis, usually daily, and all security exceptions and unusual occurrences should benihvestigated and
reported.

Audit journjal information should be retained for an appropriate period relative to business requirements. This
information must be protected from accidental or malicious deletion, modification or'fabrication.

9.5 Chdnge control

To protect|the integrity of an organization's information-processing facilities, change control procedures should
be implemented. Without change control, monetary and productivity losses may occur due to improper
processing or loss of services. Change control procedures should exist for hardware changes, software
changes for both applications and operating systems patch manhagement, and manual procedure changges.
These change control procedures must also address management of emergency changes.

Business ranagers must ensure proper change controhprocesses for the systems under their control. The
informatiom security team should be prepared to_help manage security-related changes and to manage
changes oh security systems that the information.security team is directly responsible for managing.

9.6 Infgrmation security awareness

Part of thg information security programmie should be a security awareness campaign to educate employges
to protect fthe organization’s valuable;ihformation. The programme is meant to influence, in a positive way,
employeegq' attitudes towards information security. Security awareness should be addressed on an on-gojng
basis.

A security|awareness programme should provide an induction class for new employees and employees df a
new compgny. The programme should educate users whenever new applications are introduced, or exisfing
applicatiorfs are extensively modified. It should constantly address security concerns that appear in the pregs.

Different lgvels of management and staff have different concerns. Specific concerns of each group should|be
emphasiz¢dwhen addressing each group. Presentations must be made in such a way that people of all levels
and skills ‘witrbe—abteto—understand—vtarmagers—should—benmade—awareof the—exposure;risks—and—oss
potential, as well as regulatory and audit requirements. This should be presented both in business terms and
with examples pertinent to the manager's area of responsibility, with positive messages being the most
effective.

9.7 Human factors

The work force is one of the most important assets of a financial organization. The interest and cooperation of
employees are essential in any successful information security programme. Through heightened security
awareness, the employees will be alert to noticing abnormalities in the organization’s technology or
operational procedures which may indicate a possible security problem.
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On the other hand, human beings also make mistakes. They can misuse the technology. They may also
commit crimes. These human failures make it imperative for the CISO to dialogue with all departments of the
organization in the development of the information security programme and security awareness. Other
departments can contribute their insights about the organization's employees to minimize opportunities for
mistakes and criminal activity.

Certain positions in any organization may be designated “trusted” because the position grants or requires
access to sensitive personnel or financial information. Another trust position is an employee who has
extensive privileges or powerful capabilities on the organization’s computers or IT assets. Personnel selected
for “trust” positions should have high integrity and undergo a thorough background investigation. Employees in
tru imi i i i intances about

thg sensitive business procedures. Business competitors may attempt “social engineering”, the sed
pefson to disclose information to unauthorized people. The seducer uses false interest in the-péers
teghnical discussions and flattery to have the employee unwittingly reveal sensitive informatjon.

10 IT systems controls

1011 Protecting IT systems

There are many ways to protect IT systems. These controls may inglude policies within the or
However, for the purposes of Clause 10, controls will représent system settings ang
colintermeasures (like encryption), which can be used to provide-adthentication, authorization, con
integrity, availability and other security services. Countermeasures and controls currently in use
thdse expected to be available in the future will be discussed:

In jaddition to the initial placement of controls and countermeasures, the organization must tak]
engure their long-term operation and maintenance.*QOtherwise, over time, as new vulnerabiliti
knpwn and issued patches are ignored, the system security will erode. A well-run security g
indudes maintenance processes and procedures.that ensure required controls remain in place, arn
up|to date.

10,2 Hardware systems controls

The protection of the hardware systems in the IT environment is critical to the integrity of informat
Some of the most important controls for protecting critical resources are discussed in Annex D. This
Report does not attempt to/include a comprehensive list of all the IT resources an organization
rather, a short discussionfor each of the several major types of resources, and some of the 3
controls that may be used-to reduce the threats to these resources is provided in Clause D.1. Each
follows a similar pattern. Key concerns are addressed in each discussion. These include why g
system is important,)What security areas may be most important, and what controls need to be cons

One issue not\addressed, and that organizations sometimes fail to consider, is the providers of thei
sygtems. {t-is'common to take as a matter of trust that equipment providers and manufacturers are
thg behalfof the financial organization, or with an awareness of their security objectives and policies
it is possible that machines can come from the manufacturer or reseller configured to provide un

uction of a
on’s work,

hjanization.
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e steps to
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around the network can help safeguard against this kind of malicious or unintended security threat. For high
security applications, controls that build trust between the organization and the vendor may need to be
considered.

For cryptographic devices in particular, hardware evaluations such as FIPS 140-26)[17] should be considered
critical. For other devices, common criteria evaluations against appropriate or industry standard protection
profiles should be relied on in choosing and using a device.

6) FIPS 140-2 is being progressed as international standard ISO/IEC 19790.

© IS0 2005 — Al rights reserved 29


https://standardsiso.com/api/?name=c27357f160fad3b424a003e4d58261fa

ISO/TR 13569:2005(E)

10.3 Software systems security

Because modern financial institutions rely on automation to process almost all of their transactions, at the
heart of the information security programme is software security. Providing security for software systems is
difficult because of the complexity, the myriad interactions and the multiple ways to access the software. In
addition, many systems like firewalls, web servers and application servers are designed to operate on many
hardware platforms. The material in Clause A.2 discusses software systems security at a high level as
abundant literature exists that focuses in detail on the security of each type of software system.

10.4 Network and network systems controls

Although 3n organization’s computing complex, including end systems and various types of servers, is ofLen
thought of| as most important, the great majority of traffic between systems runs across a netwerk)thaf is
neither encrypted, nor particularly well managed. Much of the Internet and many companies) dedicated
“leased lines” use the same open protocols, routing systems, and in some cases share the ‘same netwprk
devices arld switches with the traffic of other companies.

Network tfaffic is vulnerable to rerouting, copying, and packet sniffing”) attacks<tkat can easily ocfur
completely undetected by the network and systems using the network. While encryption is often treated ap a
magic bullet for communication security, network layer encryption can be tgoexpensive and costly| in
performange, throughput and latency for many enterprises. While SSL, IPSE€“and other communicatjon
security pfotocols may be used, they are not necessarily the first line of defence for network security. For
managing petwork security, consideration should be given to the guidance available in the “ISO/IEC 18028.

Instead, the first line of defence is often the contractual arrangement between the organization and the
telecom grovider, and the trust in the telecommunications previder. Therefore, the use of reputaple
telecommuinications providers, with well defined service level agreements and thorough contract languagg is
often the first and most important control. The next most important network control would be the systen of
border controls (as described in 10.5) used to secure, monitor and manage the organization's connectigns
between internal and external networks.

10.5 Border and connectivity controls

10.5.1 Gehperal

Much has peen written in the literature about the increasing openness of corporate networks. What was once
a hardened, tightly controlled periméter'has been opened for web services, business partnerships, outsourg¢ed
support, clistomer interaction wijthy systems of record, temporary and contract labour, as well as employee
access — poth remote accesses from home and external connections to other businesses. The increasjng
permeability of the border means that border and connectivity systems continue to be a critical elemen{ of
corporate |[nformation security. The permeability also means that more and more devices are possible entry
points for malicious activity. These devices need to have consideration for firewalls, intrusion detection and
potentially|for other«ontrols, as noted in the discussion of end systems in Clause D.1.

All of thes¢ border connections between the enterprise and the larger networked environment are critical;
border regresents an opportunity for threats to attack vulnerabilities in the enterprise. Enterprises need to
determine ‘thei iCi Ted: i ; izati ire
isolation to achieve a highly secure environment, e.g. all users and end systems to be physically connected
inside the organization’s building. On the other hand, an organization could protect all of its assets within a
secured database behind a secure web application server, behind multiple layers of firewalls and intrusion

7) A “packet sniffer" is a programme that analyses information “packets" as they travel along a network looking for
information that can be used to launch an attack, such as the contents of e-mail messages, user names and passwords,
or network addresses.
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detection software, or with strong user authentication checks. What's appropriate depends on the assets of
the organization, their risk assessment, and their policies.

10.5.2 Firewalls

Firewalls represent a mature technology for providing border controls at the network layer. While there are
variations in actual capability and function, all firewalls sit between a border router and switch connecting the
enterprise to other entities or the Internet, and the enterprise’s internal network routers. A well-designed
firewall is an essential element in protecting the organization's network.

Th ; ; the packet
comtents. For many organizations, the firewall will only be open to a very small set of all available>addresses,
pofts and protocols. As an example, a firewall protecting a web server complex might only‘allow| the HTTP
praqtocol on port 80, or HTTPS protocol on port 443 (also known as SSL). Other common porfs for FTP
sefvices, SMTP (e-mail) may also be opened or closed in accordance with organizational-needs and policies.

Mgny organizations apply two layers of firewalls to create a so-called DMZ or 'De-Militarized 4Zone. Web
sefvers, and other outward facing servers and services would sit between the firewall layers, and reformat and
redirect traffic requests for services or data inside the larger enterprise._The external firewall might only
support http traffic, while the inner firewall might allow SSH (secure shell).or_other services to supgort access
formanaging the web servers, or to allow the web servers access to internal databases. A common|practice is
to tise firewalls of two different types (manufacturers) for the internal and-external positions.

Higtorically, firewalls have been special purpose software or dedicated appliances that sit in the network path
andl protect large parts of the enterprise; they were a major part. of the strength of hardened perimgters. Over
thg past 2-3 years, firewalls have been incorporated into end ‘systems, often as so-called persongl firewalls.
Both trends, that of dedicated appliance type firewalls for major network connections, and personpl firewalls
on|PCs and other end systems are continuing.

The most recent trend is the combination of firewall,functionality with intrusion detection capability.

10/5.3 Intrusion detection system (IDS)

Firewalls frequently accept or deny connections based on the address, port and protocol. Within these
parameters, there may be many possible data streams that are actually attacks or malicious soffware — as
well as the majority, which are «ef\legitimate data streams intended to support legitimate busines$ activities.
Intfusion detection systems look at the data within the packets and compare that to characteristic$ of known
atthcks. The detection systems then send alerts through e-mail, 'phone calls or pagers to 3ppropriate
pefsonnel within the organization. There are two major kinds of IDS: network detectors are gttached to
nefwork routers, switcties and servers and look at traffic on the network; host based detectors are software
logded on to servers/and end systems that look at traffic connecting to a specific device. Both types of

defectors are being“deployed in growing numbers across enterprises®).

One majorimitation of IDS systems is the reliance on known attack characteristics, whilst valid, ngw attacks,
with unknown characteristics, may slip through undetected. IDS systems have begun to look for anomalies in
thg behaviour of systems such as, ftp traffic where there is normally only http traffic or traffic at odd times or
abpormal volumes. These anomaly detection capabilities are becoming more sophisticated and cdmplex, but
their value is still largely unproven. Nonetheless, many organizations, and most IDS vendors have begun
adding IDS analysis capabilities or analysis that looks for anomalies not only at the borders, but also within the
enterprise network itself.

Some analysis tools are pure tools, relying on other devices to capture the data used to look for anomalies.
Firewall and IDS systems are beginning to converge; often a vendor will sell combined products that do both
firewall and IDS functions. These combined products are also being used — especially when the IDS includes
anomaly detection features — to perform intrusion prevention. In these emerging intrusion prevention systems,

8) Note that work has begun in the JTC 1/SC 27 IT Security Techniques group to define an IDS standard,
ISO/IEC 18043.
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the network connection used for a detected attack is closed to stop or prevent the attack before it can be
completed. While this is a perfectly acceptable practice, there is a trade-off since other legitimate traffic may
be coming through the same connection. Organizations must determine for themselves when the value of
allowing legitimate traffic outweighs the possible damage of an attack.

This value judgment of allowing possible attacks versus the possible damage from an attack, highlights one of
the limitations of IDS systems. In virtually any IDS system there will be some number of false positive results.
That is in some cases the IDS will create an alert on traffic that looks like an attack but is actually valid.
Likewise, there is the (very slim) possibility that an attack will go through undetected. IDS systems allow the
organization a great deal of flexibility in tuning the system to minimize both false positives and false negative
responses,

10.5.4 Other protective countermeasures

There are|many other protective countermeasures for network borders and connectivity. Varigus’use cases
demand different considerations. For example, a close business partner might have a direct,connection to the
internal ngtwork, or they might be routed through a single firewall, rather than through”two firewalls. The
routers angl switches that make up the organization’s internal networks need to be secured-and well managged.
Many firewall functions act as a layer of security behind the routing functions alfeady performed by the
network irjfrastructure. Beyond network, firewalls and IDS, there are two other_major countermeasurgs:
encryption[ and authentication. Encryption obviously can be used to protect private information. This can|be
done at many layers and in many places, but at some cost. These tradeoffs need to be evaluated against
organizatignal policy and the value of corporate information.

Authentica]fion can be used for both authenticating the devices, as welKas the users of the devices (includjng
software "lisers”). Devices can be authenticated using IPSEC or to 'seme degree through SSL. The end uger
may be authenticated through SSL, although SSL may not really-authenticate the actual user (some browsprs
for example, remember user names and passwords, so anyone using that computer and browser wopld
appear to|be John Smith from a web server perspective) Using multiple factors, not just a user ID gnd
password,|can strengthen authentication but so can possession of a token or smart card, possession of fhe
private key associated with a digital certificate, or fingerprints (or other biometric).

11 Implementation of specific controls

11.1 Financial transaction cards

11.1.1 Geperal

Financial fransaction cards(may be magnetic stripe cards, which may store information on magnetic media
or "smart ards"®) which, ‘may process information, perform cryptographic functions, and store much mpre
informatiom than possible on magnetic media. Since smart cards have more flexibility than magnetic-strjpe
cards, othgr uses .for)these cards may be developed in the future. Please refer to ISO 10202 for security
concerns fpr smaftcards.

Financial pard associations maintain their own minimum-security standards for financial institutions and
contractors providing Services 1o financial INStitutions. Tn addition 10 ThoSe SeCUrity programmes, organizations
using financial transaction cards should employ the controls listed below.

9) The term “smart card" describes a class of payment card-sized devices that have different functionalities and varying
capabilities. These devices have an almost identical appearance to the familiar magnetic-stripe cards used for standard
credit, debit, ATM and POS transactions, and include integrated circuit cards (ICC), stored-value cards and contactless
cards.
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11.1.2 Physical security

To protect against the destruction, disclosure, or modification of transaction card information while in the
processing stages, the card personalization facility should be located in an area regularly patrolled by public
law enforcement services and served by fire protection services. The facility should be protected by an
intrusion alarm system with auxiliary power.

11.1.3 Insider abuse

To prevent fraudulent transactions being made through access to card information, all media containing valid
acgountinformmratiorn, account ambers, PNTambers; tredittimits;and—account batances shoutd e stored in
an|area limited to selected personnel. Production and issuing function for cards should be kept| physically
separate from the production and issuing function for PINs.

>

1

—

1.4 Transportation of PINs

Tol| prevent losses from PINs being intercepted by unauthorized persons, PINs should be handled in
acgordance with ISO 9564-1 to -4 or 1SO 10202-1 to -8. ISO 9564 specifies” the basic pringiples and
tedhniques for providing the minimum-security measures required for effectjve\international PIN mahagement.
It glso specifies PIN protection techniques applicable to financial transaction-eard originated transagtions in an
online environment, and a standard means of interchanging PIN data. ISO"9564 also covers PIN management
angl security in the offline PIN environment and the electronic commerce environment. These echniques
should be used by organizations responsible for implementing techriques for the management and protection
of [PIN information at Automated Teller Machines (ATMs) .and’ acquirer sponsored Point-of-Sale (POS)
terminals.

o

>

NQTE ISO 13491-1[% specifies the key management contrdls needed for financial services devices (POS|ATM).

Thfs Technical Report does not cover the privacy-af non-PIN transaction data, protection of the HIN against
loss or intentional misuse by the customer or authorized employees of the issuer, protection of fransaction
megssages against alteration or substitution, ,e.g. an authorization response to a PIN verification,| protection
agginst replay of the PIN or transaction, or, specific key management techniques. These techniqueg should be
use¢d by organizations responsible for.implementing techniques for the management and protection of PIN
information at Automated Teller Machines (ATMs) and acquirer sponsored Point-of-Sale (POS)| terminals.
ISO 10202 specifies the principles: for the protection of integrated circuits throughout their life gycle, from
mgnufacture and issue, through.\ise by customers and employees, to termination. The minimum level of
segurity required for interchafnge is also specified in 1ISO 10202, along with security options thaf allow the
findncial transaction card issuer or supplier to select a level of security appropriate with application policy.
Cryptographic key relationships, proper use of cryptographic algorithms and the key management fechniques
needed for the securityfor the processing of financial transactions are also specified in ISO 1020R. Security
requirements for application modules that can be added to card accepting devices are also describgd.

11]1.5 Personnel

Tol|prevént the assignment of unsuitable personnel to credit card processing duty, credit and crimjnal record
chécks“should be conducted for all employees handling embossed or unendorsed cards, including part-time

and_temparary employees _where permissible by [aw

11.1.6 Audit

To ensure the integrity of control and audit information requires that controls and audit logs be maintained for
printed plastic sheets, plates, embossing and encoding equipment, signature panel foil, holograms, magnetic
tape, semi finished, and finished cards, sample cards, cardholder account numbers information and waste
disposal equipment.
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11.1.7 Counterfeit card prevention

To prevent information disclosed on sales drafts from being used to produce counterfeit magnetic stripe cards,
cryptographic check digits should be encoded on the magnetic stripe, and these digits should be validated on
as many transactions as possible.

To prevent intercepted information from being use to produce counterfeit cards, physical Card Authentication
Method (CAM) should be used to validate the authenticity of cards.

11.1.8 Automated teller machines

Automated Teller Machines (ATM) are those devices that allow a customer to check account balances; meLke
cash withdrawals and deposits, pay bills, or perform other functions that are generally associated withytellgrs.
These devices may be inside an organization's buildings, attached to the outside of such a building, of rempte
from any grganization office.

Additional [precautions to reduce robbery of customers and vandalism to the machines are recommended, put
beyond the scope of this Technical Report. Manufacturers of these devices and ATM- network providers
generally publish security guidelines for the use of ATMs. These documents should be consulted. ATM
transactions should adhere to the security requirements as specified by the card payment schemes.

11.1.9 Cafdholder identification and authentication

The most fommon means of cardholder authentication is the Personatjldentification Number (PIN). They are
used to coptrol access to ATM and POS devices. Users should be educated to understand that PIN secrecy is
their responsibility. In addition to PINs, biometric and other téchnologies are beginning to be used |for
cardholdel identification.

To prevent unauthorized transactions caused by guessing.the PIN of a card being used by a non-authorized
person, the number of PIN entry attempts should be limiteéd to three. After three unsuccessful attempts, if is
recommended that the card be captured and its owner,contacted.

11.1.10 Authenticity of information

To prevent the unauthorized modification,of information transmitted to and from ATMs, the use of a Messgge
Authenticgtion Code (MAC) generated-under the requirements of ISO 16609 and distributed under fhe
requirements of ISO 11568 should be-required for each transmission. To prevent unauthorized modificatipn,
destruction or disclosure of infopmation residing in an ATM, physical access control to the interior of ATMs
should be fonsistent with physical-protection controls on containers of currency.

11.1.11 Disclosure of information

To prevent the unauthorized use of ATM and Point of Sale (POS) terminals through the unauthorized
disclosure|of PIN:information entered by the user, only devices with encrypting keypads that conform| to
ISO 9564 |should be used. Consider encrypting all information transmitted from the ATM. PINs should |be
managed in@ccordance with relevant ISO standards.

11.1.12 Fraud prevention

To detect and prevent fraudulent use of ATMs, such as kiting schemes, empty envelope deposits and
disavowed transactions, a number of practices is recommended. These include limiting the number of
transactions and amount of funds withdrawn per day per account, balancing the ATM under dual control daily,
installing video cameras if fraud experience or potential warrant it, and maintaining operation of ATMs on line
whenever possible, i.e., requiring that the ATM have the ability to check account balances prior to completing
transactions. If online operation is not possible, establish more stringent card issuance requirements than
would be used if operation were on line.
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11.1.13 Maintenance and service

To prevent unauthorized access to information during maintenance and servicing of ATMs, ensure that ATMs
are placed “out-of-service" to customers prior to any maintenance being performed. Dual control procedures
should be established for the servicing of ATMs that involve opening the vault.

11.2 Electronic fund transfer

11.2.1 Unauthorised source

The threats and controls associated with Electronic Fund Transfer (EFT) applications can be evaluated in a
mgnner that is independent of the technology that they use. To prevent loss through the aéceptance of a
payment request from an unauthorized source, the source of messages requesting fund transfer|should be
authenticated. Source authentication should be based on a security procedure specified in a clistomer or
correspondent agreement. Cryptographic authentication is recommended wheneverycost and performance
mgke application of this control feasible.

A MAC generated under the requirements of ISO 16609 with a cryptographic key.distributed under ]SO 11568
prqvides cryptographic authentication. Alternatively, successful decryption~of a message encrypted under
ISQ/IEC 1SO 18033 (coupled with ISO/TR 19038101 or ANSI X9.52[14]) o F1PS 197[18] with a key|distributed
ungler ISO 11568 may be used to establish authenticity of the source ‘%f the message. Digital signature may
alsp be used.

11J2.2 Unauthorized changes

Tol| prevent an improper payment due to changed message contents, whether intentional or pccidental,
authenticate the payment date, value date, amount;cectifrency, beneficiary name and possibly beneficiary
ac¢ount number or IBAN components of a message, ‘using a security procedure specified in a cyistomer or
cofmrespondent agreement. Full text authentication should be used whenever practical. Cryptographic
authentication is recommended.

11)2.3 Replay of messages

Tol| prevent an unauthorized repeated payment caused by a replayed message, require thg use and
vefification of unique message identification. Include this identification in any authentication performgd.

11]2.4 Record retention
To|preserve evidencethat may be needed to prove authorization in making a payment, record the|messages

requesting transfer-gf-funds, regardless of media used to transmit the messages. Material necessaly to prove
authentication, ineluding supporting cryptographic material, should be preserved.

1

—

2.5 Legalbasis for payments

Tolensure that payments are being made in compliance with a signed agreement, establish a syst¢m that will

11.3 Cheques

11.3.1 General

Cheques, also known as negotiable orders of withdrawal, or share drafts, are written orders directing a
financial organization to pay money. Several new approaches to processing cheques should raise security
concerns to financial institutions. The image of a cheque and other truncation schemes are examples of
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techniques that generate security concerns. Many national bodies have published standards on various
aspects of cheque processing operations0).

11.3.2 New customers

The requirement to “know your customer” poses special challenges when services are delivered through open
networks. While it may be desirable to advertise services using a homepage or other electronic medium, a
personal visit to a financial organization’s place of business should be a prerequisite to opening a new
account (except when operating under a legally established method) until a universally recognized and
enforceable electronic method of positive personal identification is available. Normal customer qualification
procedure b SMNOUId De observeda.

11.3.3 Integrity issues

Each trangaction should be protected to ensure identification of user, authenticity of usery authenticity| of
message, ponfidentiality of sensitive information, and non-repudiation of instructions.

Transaction requests should be digitally signed using a key authenticated by the orgahization’s certificafjon
authority. Properly implemented, this should provide assurance that the user is~identified, the message
contents uhchanged, and the user is legally bound to his or her actions.

Account niimbers, PINs, or other information, which, if revealed, would allow unauthorized use of an account,
should be protected with encryption.

12 Miscellaneous

12.1 Insurance

In planning the information security programme, theInformation Security Officer and business manager
should conpsult with the insurance department and, ‘if-possible, the insurance carrier. Doing so can result ih a
more effedtive information security programme and better use of insurance premia.

Insurance | carriers may require that certain” controls, called Conditions Prior to Liability or Conditigns
Precedent| be met before a claim is honoured. Conditions Prior to Liability often deal with information secufity
controls. §ince these controls must be in place for insurance purposes, they should be incorporated into the
organizatign's information security \programme. Some controls may also be required to be warranted, |.e.
shown to Have been in place continuously since inception of the policy.

Business |nterruption coverage, errors and omissions coverage in particular, should be integrated with
information security plapning.

12.2 Audit

The follow|ng quotation from the Institute of Internal Auditors defines the auditor's role as follows:

“Internal Auditing is an independent, objective assurance and consulting activity designed to add value
and improve an organization's operations. It helps an organization accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control,

10) Subcommittee B of X9 (USA) has published standards on cheque processing operations such as ANSI X9 TG-2
Understanding and Designing Checks and ANSI X9 TG-8 Check Security Guideline. To achieve consistency among
financial organizations and improved processing performance, financial organizations are strongly urged to follow the
recommendations of X9 Technical Guideline 2 (TG-2) and X9 Technical Guideline 8 (TG-8).
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and governance processes. Internal auditing reviews the reliability and integrity of information,
compliance with policies and regulations, the safeguarding of assets, the economical and efficient use of
resources, and established operational goals and objectives.”

More specifically, in the area of information security, auditors should evaluate and test safeguards over the
information assets of a financial organization, and engage in an ongoing dialogue with Information Security
Officers and others to bring appropriate perspectives to the identification of threats, risks, and the adequacy of
safeguards for both existing and new products.

Auditors should provide management W|th objectlve reports on the condltlon of the control enwronment and
S an-be i C and review of
ilt Journal |nformat|on Where the audlt review functlon is comblned W|th other functlons management
attention is required to minimize conflict of interest potential.

12|3 Disaster recovery planning

An|important part of an information security programme is a plan to continue criticakbusiness actiyities in the
event of a disruption. Disaster recovery is that part of business resumption planaing that ensures information
angl information-processing facilities are restored as soon as possible. A disaster recovery plan identifies the
rarjge of disasters that must be protected against, and outlines the roles.and responsibilities of| personnel
ungler those conditions.

The disaster recovery plan should include an accurate listing of those business activities that are ¢onsidered
crifical, preferably with priority rankings, and should include time\frames for resumption adequate tp meet the
business commitments of the organization. The plan should.identify the processing resources ang locations
available to replace those that support critical business activities.

In the event that personnel are unable to report to the:érganization to assist in disaster recovery, rgplacement
pefrsonnel capable of restoring and operating information processing resources should be identi:lied. When
possible, the organization should seek to obtain:agreements with service providers for the priority fesumption
of [services. The disaster recovery plan should ensure the availability of adequate information back-up
systems capable of locating and retrieving critical information in a timely fashion.

It is important that the disaster recoyery plan identify the information to be backed up, and ensure that this
information is saved securely and on“a stated schedule. The location for information storage should also be
idgntified, with consideration given\to on site and off site requirements.

The disaster recovery plan_should be tested as frequently as necessary to find problems and to keep
pefsonnel trained in its( operation. A periodic re-evaluation of the recovery plan should be uUndertaken
periodically to ascertain’that it is still appropriate for its purposes. The organization should specify] a minimal
frefluency for both teésts and re-evaluations.

12|4 Externalservice providers

Fifancialsinstitutions require that externally provided critical services, such as data processing, fransaction
hanpdling,” network service and software generation, receive the same levels of safeguard and ipformation
prateefion as those activities conducted within the organization itself. External service provider contracts
should include the elements necessary to satisfy the financial organization that:

— providers abide by the security policy and practices of the organization;
— reports prepared by the providers own public accounting firm are made available to the organization;

— internal auditors from the organization have the right to conduct audits of providers relating to the
organizations procedures and safeguards;

— providers are subject to escrow agreements of delivered systems, products or services.
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In addition to the above, an independent financial review of the provider should be conducted by specialists
within the financial organization before engaging in a contract with a service provider.

No business should be transacted with a service provider unless a letter of assurance has been obtained
stating information security safeguards are in place. The CISO should examine the service provider's security
programme to determine if it is in concert with the organization's. Any shortfall should be resolved either by
negotiations with the provider or by the risk acceptance process within the organization.

In addition to information security requirements, contracts with service providers should include a non-
disclosure requirement and clear assignment of liability for losses resulting from information security lapses.

12.5 PelJetration test teams

The use ¢f a penetration tester, usually a contractor, to access the effectiveness of system-~security|by
attempting| system penetration, with the full knowledge and consent of an appropriate, ©fficial of the
organizatign, is one method of deriving assurance for the security programme.

As compufer systems become increasingly complex, security will become increasingly harder to maintain. Use
of penetration test teams can help in finding specific points of weakness in an organization's system. Howeper,
some issues must be considered. The contractor should be adequately bonded ‘er’ of sufficient strength to
meet any ljabilities arising from their efforts.

The organjzation should not rely solely on penetration test reports to monitér its security programme.

Non-disclgsure of results should be addressed in the contract with the‘penetration testers. Any disclosurg of
security prpblem should be at the discretion of the organization.

12.6 Cryptographic operations

The growth in IT has made the traditional methods ofi'controlling information much more challenging. The
popularization of cryptographic devices has provided-the opportunity for financial institutions to recapture the
level of security previously associated with banking,“while also reaping the benefits of increased information
processing technology.

As with anly emerging technology, there is a.danger of misapplying cryptographic solutions. It is important|for
organizatigns to make appropriate décisions on the selection, use and continuing evaluation of their
cryptography based safeguards.

It is assumed that the need for.a-Cryptographic safeguard has been identified. The safeguards suggested in
Clauses 9 to 15 employ encryption, message authentication codes and digital signature. Each of thegse
services also requires key'management or certification services.

Appropriate cryptographic safeguards can counter threats against confidentiality and integrity of informatipn.
Cryptographic safeguards such as encryption and authentication require that certain material, ¢.g.
cryptographic kéys; remain secret.

One or mere—faciliiesthat generate distribute and accou or—cryptographicmaterial may be required to
support cryptographic safeguards. ISO standards on banking key management should be used wherever
possible.

The facilities providing cryptographic material management should be subject to the highest level of physical

protection and access control. Key management must be performed under split knowledge to preserve the
security of the system.

Sound cryptographic practices and effective disaster recovery planning foster conflicting objectives. Close

consultation between those responsible for disaster recovery and cryptographic support is imperative to
ensure that neither function compromises the other.
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Supply of cryptographic materials to customers should be done in a manner that minimizes the possibility of
compromise. The customer should be made aware of the importance of security measures for cryptographic
material. Interoperation with a customer's, correspondent's or service provider's cryptographic system should
only be allowed under a fully documented letter of assurance.

The quality of security delivered by cryptographic products depends on the continued integrity of those
products. Both hardware and software cryptographic products require integrity protection consistent with the
level of security they are intended to provide. Use of appropriately certified integrated circuits, anti-tamper
enclosures and key zeroizing, make hardware systems somewhat easier to protect than software. When

circumstances allow, software cryptographic products may be used. Features that enhance system integrity,
such-as inf.fnefinrl should he nmr\lnynd tothe maximum rlngrnn feasible

Cryptographic products are subject to varying governmental regulations as to use, import and-export. Local
requlations on the use, manufacture, sale, export and import of cryptographic devices vagry widely.
Consultation with local counsel or authorities is advised.

12|7 Key management

As|with any technology, there are elements that are relatively easy to implement and maintain and pthers that
pose major efforts to accomplish. One such area that requires careful \planning, education and precise
implementation is cryptographic key management. Standards that “address key management include
ISO 11568.

Key management is that part of cryptography that provides the.methods for the secure generation, |exchange,
usg¢, storage and discontinuation of the cryptographic keys ‘used by the cryptographic mechgnism. The
ingorporation of cryptographic techniques like encryption.'and authentication into computer systems and
nefworks can achieve many security objectives. However; these techniques are of no value without|the secure
mgnagement of the cryptographic keys.

The major functions of key management are to provide the cryptographic keys required by the cryptographic
tedhniques and to protect these keys from any*form of compromise. The specific procedures and security
requirements for key management depend-on the type of cryptosystem upon which the cryptographic
tedhniques are based, the nature of the“cryptographic techniques themselves and the charactefistics and
segurity requirements of the computer-system or network being protected.

The most important element to.consider is that key management must be flexible enough for efficient use
within the computer system( or network, but maintain the security requirements of the sygtem. Key
mgnagement services must be available when and where they are needed, including at back-up|sites. Key
mgnagement must be part of an organization disaster recovery plan.

12{8 Privacy

Financial institutions possess some of the most sensitive information about individuals and orgpgnizations.
Laws and ‘regulations require that this information be processed and retained under certain sgcurity and
privacy, tules. Certain technical and business developments, such as networks, document imaging, target
m3rkeéting, and cross-departmental information sharing, have led to concerns about the adequacy of banks'
privaey protection

=

Financial institutions should review all privacy laws and regulations, such as those involving credit information.
Consideration should also be given to keeping current on emerging national privacy legislation, through bank
law offices, bank industry sources, or other independent information sources. In addition, banks that have
international operations need to be aware of regional and international and other privacy laws and regulations
that apply.

Financial institutions should review their operations to determine whether information on their customers and
employees is adequately protected. Specific policies and procedures should be developed concerning how
information is gathered, used and protected. These policies and procedures should be made known to
relevant employees. Privacy policies and procedures should address:
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— collection of information to ensure that only information that is relevant to an identified business need, and
is accurate be collected;

— processing of information to provide appropriate restrictions over access, including determination of who
should have access to information, quality control to avoid errors in data entry or processing, and
protection against inadvertent unauthorized access;

— sharing of information, so that it occurs only through pre-determined procedures, that information is used
for purposes relevant to the reasons for its original collection, and that such sharing does not lead to new
opportunities for unauthorized privacy invasion by other parties;
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— security policies are reviewed and amended, or new policies added, based any changes to the
safeguards.

When the maintenance activities described above are accomplished, adverse or costly impacts will be

avoided.

13.2 Security compliance

Security compliance checking, also known as security audit or security review, is a very important activity.
Compliance checking is used to ensure conformance and compliance with the IT information system security
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plan, and to ensure an appropriate level of information security remains effective throughout the operational
lifetime of an IT project or system. This includes the design, development and implementation phases, as well
as the application of updates, enhancements or revisions. Care must also be taken when replacing or
disposing of system components.

Security compliance checks may be conducted using external or internal personnel (e.g., auditors) and are
often based on the use of checklists relating to the IT project or system security policy. Security compliance
checking should be planned and integrated within the IT project or system plan.

An addltlonal techmque that is part|cularly helpful in determ|n|ng whether operational support staff and users
are ! S S s ould-be made to-ensure that
correct secunty safeguards are |mplemented used correctly and where appropriate, verrfrd through
ing. Where safeguards are found to not conform to the system security plan, area managemen{ should be
adyised, a corrective action plan should be produced, implemented, tested and the results reviewed|

13{3 Monitoring

Mqanitoring is an important component of the information security plan. Monitoring can give management an
indication of the safeguards that have been implemented, whether these _safeguards are satisfgctory, and
wheether a safeguard maintenance programme has been implemented.\.An initial security plgn can be
compared with the results of monitoring to determine which safeguards did-and did not work.

Many safeguards produce output logs of security relevant events. These logs should be periodically reviewed,
angl, if possible, analysed using statistical techniques to permit-the’ early detection of trend changgs, and the
detection of recurring adverse events. All changes to assets, threats, vulnerabilities and safeguards|potentially
coJrId have a significant effect on the risks, and early detection of change permits preventive agtion to be
taen. The use of logs only for post event analysis is to ignore an important safeguard mechanism.

Mqanitoring should also include procedures for reporting to the relevant information security officer and to
mgnagement on a regular basis.

14 Incident handling

14/1 Managing events

A becurity event is an idenqtified occurrence of a state in an information or communications system that
indicates a possible breach, of security Policy or the failure of a safeguard to adequately protect an jasset. Any
prgviously unknown orlunexpected situation may have security relevance and should be treated ag a security
event. A security inCident is a series of one or more unwanted or unexpected security events that have a
sighificant potential of threatening information security and harming business operations. It is ineyitable that
se¢urity events_Will occur. Each event should be investigated to determine whether it is a securily incident.
This investigation should be, to a depth, commensurate with the damage caused by the event, or the potential

IT system

orte ' Sttite - - rization’s IT
systems and services should be developed This scheme should mclude reports to IT and business line
groups, to gain a wider view of the occurrence of information security incidents and related threats, and their
associated effects on IT assets and business operations. Additional information on incident handling and
managing events can be found in ISO/IEC TR18044[°],

The fundamental objectives during an information security incident investigation are to react to an incident in a
sensible and effective manner, and to learn from the incident so that future similar adverse events may be
avoided. In some situations it may be necessary, particularly to safeguard the organization’s reputation, from
ill informed adverse public criticism, to protect the confidentiality of the information relating to the security
incident.
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A prepared plan of actions with predefined decisions will allow an organization to react in reasonable time to
limit further damage and, where relevant, to continue business via auxiliary means. A plan for incident
handling must include the requirement for the chronological documentation of all events and actions. This
should lead to the identification of the source of the incident. This is a precondition to reaching the second aim,
namely to reduce future risk by improving the safeguards.

It is important that an incident analysis be also executed and documented, addressing the following questions.

— Was the chronology of events and actions documented correctly?

— Was theptanfoltowed?

— Was the required information available to the relevant staff?
— Was the required information available on time?

— What would the staff propose to do differently the next time?

— Was [he incident analysis process (detection/response/reporting) functioning. efficiently or can it |be
improyed?

— Are thiere any controls to prevent the security event from happening again?

Answering| these questions and resolving the findings will reduce the impaect of future incidents.

14.2 Investigations and forensics

some legd matters will demand an ability to investigate activities on the IT systems. System logs, IDS logs,
and somefime whole disk drives may need to be gathered and analysed to support an investigation. Forensic
analysis of the data on a drive, including looking for, deleted files, and other types of detailed analysis may|be
needed. Most organizations will have only a limited in-house capability to perform these investigations and
analyses. However, all security programmes sheuld include some minimal training in evidence handling, and a
plan for who will carry out the investigations,_ how they will be engaged, and what kinds of forensic analysis
they can and will perform. Actual needs. will vary widely from organization to organization, and inciden{ to
incident.

Some inci%ients will require additional investigation. Fraud perpetuated over time, dissatisfied employees and

14.3 Incident handling

The incident-handling plan.should be well known to all who will participate in handling the incident. It should
consider many potentialissues: out of normal stated hour incidents, communication needs (both for thgse
within the|organization.-and communication with media and customers), back-up and contingency plaps,
communichtion withivendors and suppliers — including business partners.

14.4 EmTrgency problems

To maintain integrity during emergencies, security processes should not be bypassed. Specific processes to
permit emergency fixes only to resolve production problems should be in place, and a return-to-normal
change procedure should be made as soon as possible. In any change, those making the change, including
emergency support personnel, must document changes. Finally, review all emergency changes.
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Sample documents

1 Board of direct luti inf i i

solved:

prmation is an asset of the corporation.

an asset, information and information processing resources of the corporation: shall be prot
huthorized or improper use.

e Chief Executive Officer is directed to establish an information security programme, cons
dent business practice with the goal of properly securing the informationassets of the corporatio

.2 Information security policy

INFORMATION SECURITY POLICY

for

THE ABG EINANCIAL ORGANIZATION
C Financial Organization considers.information, in any form, to be an asset of the corporation ar

vital to the efficient and effective*day-to-day operation of the corporation. This information mu
bd for its intended purpose~=‘the conduct of ABC Financial Organization's business operation
porate policy to provide access to information only on a proven “business need to know” basis
tess to all others.

ch ABC Financidl-Organization's business unit senior managers has the responsibility to m
nfidentiality, intégrity and availability of their information assets and must comply with all policies,
j procedurespublished by the Information Security Department concerning the protection of
brmation assets.

emplayees have a continuing responsibility to understand, support, and abide by all corpora

bcted from

istent with
.

d requires

bropriate safeguards to be in place-to protect these assets from unauthorized or improper use. Information

st only be
s. It is our
and deny

bintain the
standards
corporate

e policies,

ndards and procedures governing the protection of information assets.

A.3 Employee awareness form

The Corporation considers information to be an asset that should be protected.

It is my duty to understand, support and abide by corporate policies, standards and procedures governing the
protection of information assets.

| have been given a copy of the Corporate Information Security Handbook, and agree to follow the rules in it.
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| agree to use corporate information and information processing equipment to which | have access, only for
the purpose of discharging the duties of my job.

| understand that the organization may review any information or messages | may generate using information
processing resources of the organization. This includes, but is not limited to, word processors, e-mail systems,
and personal computers.

| agree to report any suspicious behaviour or situation that may endanger corporate information assets, to my
supervisor immediately.

d-that H f toinf ti t It in-disciph i bei t
| understapd-that-misdse-of GOrPOFAHeHHSHRAGHORaSSBisHayFesHHHR—aiSGipHRaR/pFrocesaiRgs—oeiig+aden

against me.

Date

Printed Name of Employee Signature

Witness (gr supervisor)

A.4 Sign-on warning screens

This is a pfivate computer system.-with access restricted to those with proper authorization. Authorized parties
are restricled to those functions-that have been assigned to perform related duties. Any unauthorized accgss
will be invg¢stigated and prosecuted to the full extent of the law. If you are not an authorized user, disconngct
now.

Alternatively:

This computertsystem is restricted to authorize users. Unauthorized access/attempts will be prosecuted. If
unauthorizeddisconnect now
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A.5 Facsimile warnings

Payment Warning

WARNING

Do

Prq¢

Th
thg
sh
co
se

A.
CC

Ac
raf
%

Th
On
red

Re

not rely on this transmission for paying money or initiating other transactions without'ing
verification of its authority

bprietary Statement

b documents included with this facsimile transmittal sheet contain infoermation from the ABC (
t is confidential and/or privileged. This information is for the use of the addressee named on this
bet. If you are not the addressee, please note that any disclosure, photocopying, distribution or
ntents of this faxed information is prohibited. If you have recCeived this facsimile in error, pleasd
nder by telephone immediately so that we can arrange for the retrieval of these documents at no

b Information security bulletin

MPUTER VIRUS ALERT

cording to national reports, a computer. virus known as “The Michelangelo Virus” has been
idly throughout the world and could\be’the most damaging virus in years. It is known to infest [
tems running version 2.xx or higher.

PACT

s virus sits passively ©n infected computers until the trigger date of March 6th (Michelangelo's
that date, it overwrites critical system data, rendering the disk unusable. Data infected includg

ord and the file allocation table (FAT) on the boot disk (whether floppy or hard disk).

covering userdata from a damaged disk will be very difficult.

S

Reported symptoms include:

MPTOMS

ependent

orporation
transmittal
use of the

notify the
cost to you.

spreading
OS based

birthday).
s the boot

a reduction in the free/total memory by 2048 bytes and

floppy disks which become unusable or display odd characters during DIR (directory) commands.

It is important to note that the Michelangelo virus does not display any messages on the PC screen at any
time.
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INFECTION RISK

The virus is spread by:

e booting from an infected diskette (even if the boot is unsuccessful) or

e by booting from a hard disk while there is an infected diskette in the “A” drive and the drive door is closed.

Data storage media, which are used on both business and home computers, may present a higher than
normal risk.

A.7 Risk acceptance form
INFORMATION SECURITY RISK ACCEPTANCE
This form| should be completed only where a business process or system does not“comply with fhe

Information Security Policies and Standards, and there is no plan to comply with the policy in question in the
near futurg.

Division Requesting Unit Number
Unit Manager Requesting Unit Name
Page and |tem Number in Policy/Standards Date

Risk Acceptance Requested for (describe)

Description of Business Process (attach additional documentation as appropriate)

Total number of transactions by period

Total monetary volume of transactions by period

Is transactions time dependent? (describe)
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Are general ledger accounts affected?

Level of management receiving output

Significance of decisions based on output

Regulatory/legal considerations

ISO/TR 13569:2005(E)

Is

Hi

!

De|
as

putput distributed to customers? (describe)

hest classification of information processed

scription of System Used to Support the Business Process (attach additionakdoCumentation
appropriate)

De|

scribe type of equipment (number of computers, models, etc.)

De

scribe type of network connectivity (LAN, VTAM,dial-up, etc.)

Processing locations

Nu

Ge

De|

mber of users

ographic distribution of users

scribe interfaces to.other systems

Av

hilability-requirements

Aré other applications run on this equipment? (describe)

Are systems supported by Central Systems Group? If not, describe support arrangements.
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Describe business/system requirements for policy compliance

Estimated cost of compliance

Describe current or proposed safeguards to mitigate risk

Estimated |cost of current or proposed safeguards

Other factprs to consider in this decision (other alternatives considered, additional business factors, what

other companies do, etc.)

Recommepded by Date

Unit Manager

Reviewed py : Date:

Information Security Officer

Commentg:

Approved py: Date

Senior Officerwith-Delegated-Authority

Risk Acceptance Number (assigned by Security Officer)

Date of next review

Information Security Classification:
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A.8 Telecommuter agreement and work assignment
EMPLOYER - EMPLOYEE TELECOMMUTING AGREEMENT
This agreement, effective is between , (hereinafter referred to as “Employee”),

and (hereinafter referred to as “Company”). The parties, intending to be legally bound,
agree as follows:

SCOPE OF AGREEMENT

EWﬁerh—eW*mmﬂhﬁmmwgrees that
telecommuting is voluntary and may be terminated at any time, by Company with or without causg.

Other than those duties and obligations expressly imposed on Employee under this agreement, the duties,
obligations, responsibilities and conditions of Employee's employment with Company remain unchapged.

The terms “remote work location” or “remote workplace” shall mean Employee's*tesidence or gny remote
off|ce location approved by Employee's management.

TERMS OF AGREEMENT

Thfs agreement shall become effective as of the date first written abaqve, and shall remain in force[and effect
as[long as Employee telecommutes, unless sooner terminated.

TERMINATION OF AGREEMENT

Employee's participation as a telecommuter is entirely voluntary and is available only to employeg¢s deemed
eligible at Company's sole discretion. There exists nosright to telecommute. However, when you vollunteer and
arg selected to telecommute, Employee will make a‘commitment to telecommute for a period of n¢ less than
“x”’months. Company will not be held responsible) for costs, damages or losses resulting from cg¢ssation of
participation as a telecommuter. This writing iS-hot a contract of employment and may not be copstrued as

su¢h.
COMPENSATION

Work Hours, Overtime, Shift. Differentials, Vacations: Employee agrees that work hours| overtime
compensation, shift differentidls)and vacation schedule will conform to the terms agreed upon by|Employee
ang Company.

TELECOMMUTING AND INCIDENTAL EQUIPMENT

Employee agrees that use of equipment, software, data supplies, and furniture, provided by Company for use
at fhe remote work location, is limited to authorized persons for purposes relating to the businesg, including
self development, training and tasks. Employee will use telecommunications equipment strictly for business
us¢. Company will in no way be responsible for telecommunications charges incurred by emplpyee while
conducting personal business.

The Company, at its sole discretion, may choose to purchase equipment and related supplies for use by
Employee while telecommuting or permit the use of Employee-owned equipment. The decision as to the type,
nature, function and/or quality of electronic hardware (including, but not limited to, computers, faxes, video
display terminals, printers, modems, data processors and other terminal equipment), computer software, data
and telecommunications equipment (i.e.: phone lines) shall rest entirely with the Company.

The decision to remove or discontinue use of such equipment, data and/or software shall rest entirely with the
Company. Equipment purchased for use by Employee shall remain the property of the Company. The
Company does not assume liability for loss, damage or wear of Employee-owned equipment.

Employee agrees to designate a workspace within Employee's remote work location for placement and
installation of equipment to be used while working. Employee shall maintain this workspace in a safe condition,

© IS0 2005 — Al rights reserved 49


https://standardsiso.com/api/?name=c27357f160fad3b424a003e4d58261fa

ISO/TR 13569:2005(E)

free from hazards and other dangers to Employee and equipment. The Company must approve the site
chosen as the Employee's remote workplace. If any changes to the initial installation and set-up location of
telecommunications equipment by the Company, Employee is responsible for expenses.

Employee agrees that Company may make on-site visits to the remote work location for the purpose of
determining that the site is safe and free from hazards, and to maintain, repair, inspect or retrieve Company-
owned equipment, software, data and/or supplies. In the event legal action is necessary to regain possession
of Company-owned equipment, software, data and/or supplies. Employee agrees to pay all cost of suit
incurred by Company, including attorney’s fees, should Company prevail.

any other| circumstance under which it would be impossible for Employee to telecommute, Employ
understangls that Employee may be assigned to do other work and/or assigned to another loc¢ation,
Company's sole discretion.

Furniture, lighting, environmental protection and household safety equipment incidental to.use of Compahy-
owned eqliipment, software and supplies shall be appropriate for their intended use and shall be used gnd
maintained in a safe condition, free from defects and hazards.

Employee |agrees that all Company-owned data, software, equipment, facilities and supplies must be propegrly
protected and secured. Company-owned data, software, equipment and supplies' must not be used to crepte
Employeejowned software or personal data. Employee will comply with all’“Company policies and instructigons
regarding fonflicts of interest and confidentiality. Any software, products or data created as a result of wqrk-
related activities are owned by Company and must be produced ‘n the approved format and medidm.
Employee |agrees that upon termination of employment, Employee willreturn to Company all things belongjng
to Companpy.

LIABILITY|[FOR INJURIES

Employee| understands that Employee remains liablg“for injuries to third persons and/or members| of
Employee'’s family on Employee's premises. Employee agrees to defend, indemnify and hold harmlg¢ss
Company,|its affiliates, employees, contractors and agents from and against any and all claims, demandg or
liability (including any related losses, costs;:expenses and attorneys fees) resulting from or arising| in
connectior] with any injury to persons (including death) or damage to property, caused directly or indirectly,[ by
the services provided hereunder by Employee or by Employee's wilful misconduct or negligent acts| or
omissions|in the performance of Empleyee's duties and obligations under this Agreement, except where siich
claims, defnands or liability arise solely-from the gross negligence or wilful misconduct of the Company.

MISCELLANEOUS CONDITIONS

Employee|agrees to participate in all studies, inquiries, reports or analyses relating to telecommuting |for
Company,|including inquiries that Employee might consider personal or privilieged. Company agrees that
Employee's individuahresponses shall remain anonymous on request by Employee, but that such data may|be
compiled gnd made:available to the general public without identification of Employee.

Employee|remains obligated to comply with all Company rules, policies, practices, instructions, and this
Agreement—ahd—understands—that—violation—of—such—may—result—in—preclusion—rem—telecommuting—and/or

disciplinary action, up to and including termination of employment.

| affirm by my signature below that | have read this agreement and understand its subject matter. | affirm that |
was given the opportunity to have this agreement reviewed by my own counsel prior to entering into it.

Employee’s Signature:

Date:
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Telecommuting, or working from another location such as home, is an assignment that may be chosen to be
made available to some employees when a mutually beneficial situation exists.

Telecommuting is not an employee benefit, but rather is an alternate method of meeting the needs of this
Company. Employees do not have a “right” to telecommute; the Company can terminate the arrangement at
any time.

These are the conditions for telecommuting agreed upon by the telecommuter and his or her supervisor.

1)
2

w
=

2

fro

~
~

8
att

~

I h
Co

Datte Supervisor's Signature

Th

Date Employee's Signature

The employee agrees to work at the following location:

The employee's work hours will be as follows:

bected delivery dates:

m the remote work location for Company business:

The employee agrees to obtain from

bnd training and team/supervisor meetings.

hve reviewed the above material with

The employee will telecommute days per week.

The following are the assignments to be worked on by the employees at the remote locatig

The following equipment will be used by the employee in the remote work{location:

-of-pocket expenses for supplies regularly available at the Campany office will not normally be re

Employee will be required to make regular visits to the Centr

all supplies needed for work at the alternat

mpany's telecommuting programme.

prior to his or her participg

b above material.hdas been discussed with me.

n with the

The following is the arrangement agreed upon for handling telephene calls made by the telgcommuter

e location;
imbursed.

e to

tion in the
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Annex B
(informative)

Web services security analysis example

B.1 Hig h level Qprurify analyeie

B.1.1 Overview

Like polici¢s, which can be very high level, or extremely detailed, a risk analysis can be compléted at varyjng
levels of detail. This subclause provides a high level discussion of web services, an emerging technolgogy
important fo many financial services companies and others using the Internet for business. This example
analysis is|for illustrative purposes only, and should not be considered as a specific security recommendatipn.
As noted throughout this document, each organization must make its own security‘\and risk determinations
based on their specific policies and business needs.

Web Services (WS) is the general industry term for the emerging set of Extensible Markup Language (XML)-
based stapdards that allow computers to exchange data and enact businéss functions and transactions ojer
the Interngt. The core WS functions allow the creation of information services that can be accessed by other
computers| rather than human eyes through browsers. Web Services are powerful in their ability| to
interoperale across systems, across business units and across companies.

The main ¢omponents of a Web Service are:
— an application server that houses the service (i.e. where the service software code runs);

— an intgrface for the service (often described in WWeb Services Description Language, WSDL);

— a datg store or directory with the WSDL\interface description so WS clients can find (and use) the
interfdce;

— a WSiclient that wants to use the'\WWeb Service;

— a communications protocol-(Simple Object Access Protocol or SOAP) allowing the WS client to talk to the
servicg.

There are|a large numberof “definitions” of what constitutes a Web Service, but the generally agreed-ugon
definition is an information service that exposes information via the W3C[20] standard Simple Object Accéss
Protocol (POAP)..A client of a SOAP interface must know how to access those information services. That
access cgdn betdescribed in the format of another W3C standard, Web Services Description Language
(WSDL). Tjhe creators of the SOAP-based services publish WSDL files.

B.1.2 Web services security

Web services security should address the application server that maintains the service, the service description,
the service repository, the client consuming the service, and the communication protocol. WS-Security
Framework and a handful of specifications have been developed by various vendors and consortia. In addition,
the ubiquitous web security solution, SSL can be used to provide some security for web services. Additional
Web Services security details will be discussed throughout this clause.
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B.1.3 Security standards

SOAP and WSDL are messaging and service definitions, respectively, that must be secured for each of the
business services in which they are used. However, they do not currently specify the complete means for web
services applications to provide data integrity, authentication of origin or confidentiality services. New
requirements are anticipated and SOAP has an extension framework that allows for security elements and
protocols to be added in a standardized fashion. This subclause gives an overview of some security standards
related to web services.

The Security Assertion Markup Language (SAML) specifies an XML-based framework for the exchange of
securiby-rformation—expressed-as-assertions-abeut-an-entity—which-has-anr-identity-in-seme-seeurity domain.
These assertions are conveyed in SAML request and response messages. The security jnformation
exthanged is in the form of SAML assertions that can convey details about prior authenticatibn events,
attributes of human or computer subjects, and authorization decisions that allowed or disallowed a subject
acgess to resources. The evolution of SAML is being monitored closely by the industry, which hopes that it will
begcome the standard means for conveying login information for SOAP based web sérvices. SAML currently
has a binding description for SOAP.

Web Services-Security (WS-Security) is a proposed set of SOAP extensions that allow web service
trapsactions to have integrity and confidentiality. WS-Security intends to_proyvide integrity and confidentiality
thrpugh security token propagation, message integrity, and message. confidentiality. Microsoft-| and IBM-
prgposed WS-Security and responsibility has since transitioned to OASIS.

=

XML Encryption is a W3C specification for how to communicate)XML information in a standard| encrypted
mgnner. XML Encryption allows the encryption and decryption of digital content including the XML] document
itsglf at the element but not attribute level. The specificationvalso allows the secure transmission|about key
infprmation for decryption of content by the XML document r&ceiver.

XML Signature is a draft recommendation by a joint team from the IETF and W3C for how to repregent digital
sighature information in XML documents. “XML Signatures provide integrity, message authentication and/or
sigher authentication services for data of any\type, whether located within the XML which ingludes the
signature or elsewhere.” XML Signature is a.foundation standard that is referenced in other security standards
induding XML Encryption, SAML and WS-Security.

The Liberty Alliance Project is an industry consortium, lead by major businesses, intended tg allow the
interoperable open use of federated identity technologies. A federated identity allows a consumer to use a
single recognized identity at-multiple organizations. That consumer can use that same ftrusted identity
information within the group jof organizations and that customer does not have to present new identity,
prqprietary identity credentials.

=

XML Key Managemeént (XKMS) is a W3C specification for a protocol to describe and register publi¢ keys that
can be used in conjunction with the XML Signature and XML Encryption specifications. XKMS is on version 2
of the specification: Toolkits for key management are available from a variety of vendors.

B.|2 Web Services standards

B.2.1 Overview

Standards for web services are rapidly evolving. There are three key areas of work to complement the basic
SOAP transaction standards: Service Discovery, Security and Business Process. The key service discovery
standard is UDDI that describes how a central repository for WSDL files, in a public or private setting, can
allow users to find and invoke services. There are a large number of security standards being used to provide
authenticity, encryption, signature and assertion services on a user and message-level. The Business Process
standards efforts are linked to answering the question: “How do | tie services together to create a whole useful
process rather than atomic functions?”.
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B.2.2 Implementation

Implementing Web Services at least from a generic standpoint requires some consideration for the risk or
threats the web service faces, and the security mitigation that can be applied against those threats. For this
analysis, consider Figure B.1, and a relatively simple web service (WS1), which deals with clients in other
positions throughout the organization’s network. In this figure, four clients may request services from WS1.
Note that these clients may also be web services in their own right, thus a web service providing functionality
to a client, may itself act like a client to request services from another service in order to complete its own
functionality. For example, a mortgage calculator web service might depend on a rate determination web
service in order to provide a monthly payment calculation service.

The cIienth is collocated on a nearby network rail, perhaps within the same data centre as WS1. Client'S3 is
also on thg¢ companies' internal network, but may be much farther away, perhaps in a campus in another'state,
or another| country. Client S4 is in an Internet-connected De-Militarized Zone (DMZ) and has some-leve| of
connectionjs to both the Internet, and the company’s internal network. Finally, it is possible thatlan intemal
service lik¢ WS1 could be available to clients on the Internet like S5.

B.2.3 Segurity

Security re¢quirements for WS1 can generally be summarized into a few categories’against generic threats.
First, therqg is the confidentiality of the input data in the request for service, and,the-confidentiality of the output
data going back to the client. Integrity of the confidential data is an implied, aryassumed requirement as well.
Second, there is the authentication and authorization of the client request, ensuring the client identity gnd
preventing| unauthorized clients from using the service. Finally, there are.often some logging requirementg to
allow the reconstruction of transactions and trace activity. For some web services there may be data integfity
requirements without confidentiality requirements.

While the security requirements for WS1 are straightforward,:the considerations for building a solution can|be
complex. For example, secure authentication between awWS client and a WS server can be done with
passwordq, certificates or possibly other methods. While certificates offer a great deal of security, other
functional ponsiderations: performance, load balancing; fail-over, may make implementing them problematic.
Passwordsg, while less secure in some circumstancés;’may be sufficient in other scenarios. For example, far a
WS client talking to a WS running on the same hardware, passwords passing through machine memory npay
provide sufficient security. If the WS clients are\located farther from the service, encrypted passwords may|be
required. Passwords could be encrypted at the application level using the WS-Security standards, or at the
transport layer using SSL, or at the netwerk layer using IPSEC (IP Security Protocol). The input and output
data confifentiality requirements could)likewise be met at the application layer, the transport layer or the
network layer.

Note that {he authentication requirements specifically address the client (which is also software) and not the
end user. [A web service may assume that the client authenticates the end user, OR a web service may
authenticate the end user through the information in the web service request.
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Figure B.1 — Web services general model

B.2.4 Threat analysis

Thfeats to WS1 include misusing the service, denial of service~and unauthorized use of the servige. In most
cases misusing the service should be prevented by the service itself; WS1 should check the validity|of all input
angl output, and create an error message when |/O falls outside expected bounds. Denial of servjce can be
handled by creating multiple instantiations of the service on different machines, load balancing requests
across instantiations, and other methods well known for*ensuring the availability of IT services. Unauthorized
use¢ is prevented by securely authenticating the clientirequesting service. A specific web service may not need
to puthenticate client requests, or it may require Wery strong authentication of client requests, degending on
thg nature of the WS. A WS that moves money between accounts specified in the request shoyld be very
segure; otherwise, it invites someone creating-rogue clients to request the money transfer service.[A WS that
calculates loan payments based on inputjoan values and mortgage rates needs no security since| it is just a
calculator.

B.2.5 Solutions

Solutions for WS1 security, requirements may vary with the client requesting service. Consider if WS1 is only
supporting clients like ;S2-that are located physically close to WS1. In these cases, at S2, the|client and
sefvice are closely located, and the opportunity for unauthorized service requests could be mifimized by
rogting tables, virtual-LANSs, internal firewalls between network segments or other techniques. Assyming WS1
anfl S2 are reasohably secured from outside communications, it may be reasonable to presume the
confidentiality. of data and password authentication simply based on their isolation from the rest of the world.

The complexity increases as we move farther away from WS1. Between client S3 and WS1, the service
requests '‘pass along a larger network opening the service requests to more opportunities for sniffing, and
mare-points where an unauthorized request could be generated and injected. Thus, additional Isecurity is
needed between WS1 and S3. As described previously, this might be certificate-based authentication, it might
be IPSEC between the S3 hardware and the WS1 hardware.

For a client S4, the location in the organization's DMZ means additional security concerns. De-Militarized
Zones are used to provide breaks that separate the Internet connections from internal networks. By necessity,
the systems in the DMZ are at greater risk, and therefore additional security may be needed. For S4, a
combination of application layer and transport or network layer security may be the appropriate way to meet
an organization’s security policies.

Finally, for web service requests from outside the organization at S5, incoming requests will likely require a

complex solution. The authentication information might be secured at the application layer, and passed
securely across the Internet, through the DMZ, and into WS1, so that WS1 can determine whether S5 is
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authorized to request services. Likewise, the input data for the request could be encrypted at the application
layer, but the application layer data encryption might be terminated (or decrypted) in the DMZ, checked to
ensure that the data falls within appropriate parameters, then re-encrypted for transport to WS1 where the
information would again be decrypted. Similarly, the whole WS request might be additionally encrypted at the
transport or network layer to an intermediate service (S4 perhaps) in the DMZ which would re-create the
request to WS1, perhaps in a slightly different format, so that the WS1 interface is never exposed outside the
organization.

A summary of WS Security concludes that there are many possible combinations of authentication
mechanism, password encryption and data encryption that would meet various needs for authentication and
Confidenti;li’ry There are also numerous locations throughout a typical organizational network where web
services njight be used. The threat and required countermeasures depend on the location of the WS _¢lignt,
and the WP server, as well as the network path between the two systems.

There are many other considerations as well. Performance between client and server is often critieal. Fail oyer,
backup, rdcovery, and similar contingency concerns may make some countermeasures moré-attractive. The
WS develgpment tools available from different companies provide different kinds of support for SSL and WS-
Security sfandards; your tool may not support certificate-based SSL session re-use./Since the applicafjon
server may have different capabilities with respect to the standard tools, results may vary:
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Risk assessment illustrated

C.1 Risk assessment matrix form

VULNERABILITY: Personnael Risk-of Risk-of Reputation risk
Identify the level of risk resulting from the threat of the following: monetary loss productivity loss

Upauthorized disclosure, modification or destruction of H M L H M L H M L

information

Ifadvertent modification or destruction of information M L M L H M L
Np delivery or misdirected delivery of information M L H M L H M L
DEnial or degradation of service H M L H M L H M L
VULNERABILITY: Facilities and equipment Risk of Risk of Reputation risk

monetary loss

productivity loss

Identify the level of risk resulting from the threat of the following:

Uhauthorized disclosure, modification or destruction of H M L H M L H M L
information

Inadvertent modification or destruction of information H M L H M L H M L

Np delivery or misdirected delivery of information H M L H M L H M L

DEnial or degradation of service H M L H M L H M L

VULNERABILITY: Applications Risk of Risk of Reputation risk

monetary loss

productivity loss

Identify the level of risk resulting from the threat of the following:

Uhauthorized disclosure, modification or destruction of H M L H M L H M L
information

Iadvertent modification or destruction ofinformation H M L H M L H M L

Np delivery or misdirected delivery“of information H M L H M L H M L

Denial or degradation of service H M L H M L H M L

VULNERABILITY: Communications Risk of Risk of Reputation risk

Identify the level of (isk resulting from the threat of the monetary loss productivity loss

fdllowing:

Upauthorized_'disclosure, modification or destruction of H M L H M L H M L
information

Ifadvertent modification or destruction of information H M L H M L H M L

Np ‘delivery or misdirected delivery of information H M L H M L H M L

Denial or degradation of service H M L H M L H M L

VULNERABILITY: Environmental software and Risk of Risk of Reputation risk

Id

operating systems

entify the level of risk resulting from the threat of the following:

monetary Loss

productivity loss

u

nauthorized disclosure, modification or destruction of
information

Inadvertent modification or destruction of information

N
D

o delivery or misdirected delivery of information

enial or degradation of service
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C.2 Risk assessment matrix description

C.2.1 Areas of vulnerability

The risk assessment matrix is a one-page form designed to help assess a business function's risks. It is
divided into five areas of vulnerability:

1) personnel;

2) facilities and equipment;

E £
Qo

S
[

C.2.2 Potential threats

Under eac
1) u
2) in

w
~
>

=
(o}

C.2.3 Rigk levels and categories

To the rig
productivit
managem
monetary
delivery. T
operating

The risk t
financial in
the organi
capital fro
standards
voiding of

The risk le|

inadvertent modification or destruction of information;

bplications;
bmmunications;

hvironmental software and operating systems.

h area of vulnerability on the risk matrix form, four potential threats to be_eévaluated are listed:

hauthorized disclosure, modification or destruction of information;

b delivery or misdirected delivery of information;

enial or degradation of service.

ht of each threat are the risk levels, within the three risk categories, monetary loss, loss
y and damage to reputation. The @ihfermation security policy, programme and procedures are 1
bnt tools that are used by the-organization to assess and mitigate business risk. The risk
0ss in earnings or capital can\arise from problems with services, information systems or prod
he level of this risk is a function of internal controls, information systems, employee integrity 3
Drocesses.

b earnings, capitahand business reputation arising from negative public opinion can affect
stitutions ability-to-establish new or maintain existing relationships or services. The risk can expq
zation to litigation, financial loss or further damage to its reputation. Further risk to earnings
m violations of, or non-conformance with, laws, rules, regulations, prescribed practices or eth
can expose the financial organization to fines, civil money penalties, payment of damages and
contracts.

of
isk
of
uct
nd

the
se

or
cal
he

vels' used in this guideline are

— high (H) - significant monetary loss, productivity loss or damage to reputation resulting from a threat
occurring through the respective vulnerability;

— moderate (M) - nominal monetary loss, productivity loss or damage to reputation occurring;

— low (L) - a minimal chance of either monetary loss, productivity loss or damage to reputation or none at all.
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