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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

degcribed in the ISO/IEC Directives, Part 1. In particular the different approval criterianeed

Ti:t procedures used to develop this document and those intended for its further mainte
diffferent types of ISO documents should be noted. This document was drafted in accordanc
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Thle committee responsible for this document is ISO/TC 67, Materials, equipment and offshore

for

torial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ention is drawn to the possibility that some of the elements of this document/may be the
fent rights. ISO shall not be held responsible for identifying any or all such/patent rights. Det]
fent rights identified during the development of the document will bein, the Introduction
 [SO list of patent declarations received (see www.iso.org/patents),

1stitute an endorsement.

an explanation on the meaning of ISO specific terms“and expressions related to c
essment, as well as information about ISO’s adherence to.the WTO principles in the Technic3
Trade (TBT) see the following URL: Foreword - Supplementary information

petroleum, petrochemical and natural gas industries.
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Thiis first edition of ISO/TR 12489 belongs of the family of reliability related standards ¢leveloped

by

ISO/TC 67:

[SO 14224, Petroleum, petrochernical and natural gas industries — Collection and exchange of
and maintenance data for equipment

ISO 20815, Petroleum,(petrochemical and natural gas industries — Production assu
reliability management
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Introduction

Safety systems have a vital function in petroleum, petrochemical and natural gas industries where

safety sys

tems range from simple mechanical safety devices to safety instrumented systems.

They share three important characteristics which make them difficult to handle:

1) They should be designed to achieve good balance between safety and production. This implies a
high probability of performing the safety action as well as a low frequency of spurious actions.

2) Some
repai

3) Agiven safety system rarely works alone. It generally belongs to a set of several safety systéms (
called multiple safety systems) working together to prevent accidents.

Thereforg improving safety may be detrimental to dependability and vice versa. TheSe two aspe

should th

reality they are generally considered separately and handled by different persons belonging to differ

departme
dependab
safety fro
too many

The proof of the conservativeness of probabilistic calculations of Safety systems is generally requit

by safety

tests to obtain conservative results implies mathematical difficulties which are frequently ignored. T

impact is

of these cljallenges is important for reliability engineers.as well as safety managers and decision make
utilizing reliability analytical support.

Most of t}
the 1950s
that time
completel

the past 30 years. Nowadays, modelsiand calculations which were once impossible are carried
with a simple laptop computer. Flexible (graphical) models and powerful algorithms based on sou
mathematics are now available to‘handle “industrial size” systems (i.e. many components with comp

interactio|

rather thgn on the calculations themselves. All the approaches described in this Technical Report h3
been intrqduced in the p€troleum, petrochemical and natural gas industries as early as the 1970s whe

of thelr fallures are not revealed until relevant periodic tests are performed to detect a
" them.

erefore, ideally, be handled at the same time by the same reliability engineers. However

nts. Moreover this is encouraged by the international safety standards, which excly
&ity from their scopes, and the international dependability (see 3:1:1)'standard, which exclud

theirs. This may lead to dangerous situations (e.g. safety syStem disconnected becauss
spurious trips) as well as high production losses.

Quthorities. Unfortunately, managing the systemic dependencies introduced by the perio

particularly noticeable for redundant safety systems and multiple safety systems. Awaren

before the emergence of personal egmputers when only pencil and paper were available.
the reliability pioneers could only"manage simplified models and calculations but this
y changed because of the tremendous improvement in the computation means achieved oy

s). This allows the-users to focus on the analysis of the systems and assessment of resu

nd
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e methods and tools presently applied.in reliability engineering have been developed since
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they have| proven to_be-very effective. They constitute the present time state-of-the-art in reliabillity

calculatiops. Nevertheless some of them have not been widely disseminated in this sector althoy
they can be of great help for reliability engineers to overcome the problems mentioned above. This
particulagly true-when quantitative reliability or availability requirements need confirmation and
when the pbjective of the reliability study lay beyond the scope of the elementary approaches.

gh
is
or

The present document is a “technical” report and its content is obviously “technical”. Nevertheless, it
only requires a basic knowledge in probabilistic calculation and mathematics and any skilled reliability
engineer should have no difficulties in using it.

Vi
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Petroleum, petrochemical and natural gas industries —
Reliability modelling and calculation of safety systems

isFechnies A sapbetw ate—o AFEA : e probabilistic
culations for the safety systems of the petroleum, petrochemical and natural gas industries.lt provides
gujdelines for reliability and safety system analysts and the oil and gas industries to:

e | understand the correct meaning of the definitions used in the reliability field;
e | identify
— the safety systems which may be concerned,

— the difficulties encountered when dealing with reliability;-modelling and calcyilation of
safety systems,

— the relevant probabilistic parameters to be considered;

e | beinformed of effective solutions overcoming the encoutitered difficulties and allowing to indertake
the calculations of relevant probabilistic parameters;

e | obtain sufficient knowledge of the principles~and framework (e.g. the modelling ppwer and
limitations) of the well-established approaches currently used in the reliability field:

— analytical formulae;[11[2][13]
— Boolean:
e reliability block diagrams;[4l
e fault trees;[al
— sequential: event trees,[8] cause consequence diagrams[10] and LOPA;[9]
— Markovian;él
— Petri nefs;17]
e | obtainsufficient knowledge of the principles of probabilistic evaluations:

—, tanalytical calculations (e.g. performed on Boolean or Markovian models);[11(2][3]

— and Monte Carlo simulation (e.g. performed on Petri nets[Z]):

e selectanapproach suitable with the complexity of the related safety system and the reliability study
which is undertaken;

¢ handle safety and dependability (e.g. for production assurance purpose, see 3.1.1) within the same
reliability framework.

The elementary approaches (e.g. PHA, HAZID, HAZOP, FMECA) are out of the scope of this Technical
Report. Yet they are of utmost importance and ought to be applied first as their results provide the input
information essential to properly undertake the implementation of the approaches described in this
Technical Report: analytical formulae, Boolean approaches (reliability block diagrams, fault trees, event
trees, etc.), Markov graphs and Petri nets.

© IS0 2013 - All rights reserved 1
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This Technical Report is focused on probabilistic calculations of random failures and, therefore, the non-
random (i.e. systematic failures as per the international reliability vocabulary IEV 191[14]) failures are out
of the scope even if, to some extent, they are partly included into the reliability data collected from the field.

2 Analysis framework

2.1 Users of this Technical Report

This Technical Reportisintended for the following users, in a role defining the scope of work of reliability
models (dustomer or decision-maker], executing reliability analysIS or as a ISk analyst using rh¢se
calculatiops:

e Installation/Plant/Facility: operatingfacility staff, e.g. safety, maintenance and engineering person:[el.

e Owngr/Operator/Company: reliability staff or others analysing or responsible\for reliabi
studi¢s for safety related equipment located in company facilities.

ity

e Industry: groups of companies collaborating to enhance reliability of safety systems and safgty
functjons. The use of this Technical Report supports “reliability analytical)best practices” for the
benefijt of societal risk management in accordance with ISO 26000[541,

¢ Manyfacturers/Designers: users having to document the reliability-of their safety equipment.

e Authgrities/Regulatory bodies: enforcers of regulatory réquirements which can quote th¢se
guide]ines to enhance quality and resource utilization.

e Constpiltant/Contractor: experts and contractors/consultants undertaking reliability modelling
and pfobabilistic calculation studies.

e University bodies: those having educational roles in society and experts that might imprgve
meth¢ds on these matters.

e Research institutions: experts that. might improve reliability modelling and probabiligtic
calculation methods.

2.2 ISO|/TR 12489 with regard-to risk and reliability analysis processes

When a safety system has been désigned using good engineering practice (i.e. applying the relevant
regulations, standards, rules;and technical and safety requirements) it is expected to work propeftly.
After that]a reliability anatysis is usually undertaken in order to evaluate its probability of failure and,
if needed,|identify how if ¢an be improved to reach some safety targets.

2 © IS0 2013 - All rights reserved
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With regards to, e'gM> Risk management
safety, environment,
production, |_| ﬁ
operations, etc. Y% U
Risk assessment

L1t

il
Risk analysis

1
7 reraninty Save

Reliability analysis

Modelling
& calculations

Figure 1 — ISO/TR 12489 within the framework of risk management

Relevant interdisciplinary communication and a geed“understanding of the safety system lifg cycle are
required to have qualified inputs and correct resultinterpretations. Applying this Technical Report also
rexuires interaction and compliance with othegstandards such as ISO 20815[16] (production agsurance),
ISQ 14224[15] (reliability data collection) or\SO 17776[22] and I1SO 31000[28] (risk managgment). As
shown in Figure 1, this Technical Report ceftributes to the risk management process which endompasses
both safety and production (dependability, cf. 3.1.1) aspects and involves different stages such as risk
asgessment and risk analysis. Moreprecisely, this Technical Report contributes to the probabf{listic part
(rdliability analysis) of the risk analysis stage.

NOTE ISO 20815[16] givesfurther information on reliability/availability in a production [assurance
pexspective, while [SO 14224115 which is devoted to reliability data collection is another fundamentall reference
for] both safety and production within our industries (within ISO/TC67 business arena). ISO 17776[22] and
1SQ 31000[28] are devotédto risk management.

When such a process’is undertaken, the usual steps are the following:

a) | Defining the objective of the study and system boundaries in order to identify the limits of the
process\and the safety system(s) to be analysed.

b) | Fauctioning analysis to understand how the safety system works.

c) ~Dysfunctioning analysis to understand how the safety system may fail:
1) riskidentification and establishment of the safety targets;
2) elementary analyses (e.g. HAZOP, FMEA, etc.);
3) common cause failures identification.
d) Modelling and calculations:
1) Modelling:
)£ I 1 dysf I felli

© IS0 2013 - All rights reserved 3
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ii) mmon mmon m failures modellin

2) Qualitative analysis;
3) Quantitative analysis (if qualitative analysis is not sufficient).

e) Discussion with field specialists and redesign if improvements are needed.

f) Final results (weak points, failure contributors, failure probabilities, interpretation,
specifications, etc.).

The pres¢mt—T i R i s g Tttem 1 3 e grs:
modelling nd
conseque ly

undertaké¢n first. Therefore in this Technical Report it is supposed that the limits of the safety systgm
and the obpjective of the study have been properly identified [step a)], that the analyst has-acquired a
sound unglerstanding about the functioning [step b)] and dysfunctioning of the safety'system under
study, thaf the relevant risk identification and the safety targets have been properly.established [and|c)]
and that fleld specialists have been invited to give their advice in due time [step¢e}] to ensure that the
final results are close to real life feedback.

This Techpical Report also suggests the safety systems and safety functions typically requiring sych
reliability|analysis support in order to utilize resources effectively. See Afiriex A.

2.3 Ovgrview of the reliability modelling and calculation/approaches considered in this
Technicgdl Report

Figure 2 gives an overview of the approaches selected forthe purpose of this Technical Report and
provides gome guidelines to select them when the level in difficulty and complexity increases.

4 © IS0 2013 - All rights reserved
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TE1 The questions on the left hand side ean be used as guidelines to choose an adequate approagh to study
ven safety system.
TE2  Systems without dependencies do not really exist in the real world but the dependencies may have
egligible impact (weak dependenciés) or a strong impact (strong dependencies) on the probability of failure.
example of weak dependency is.the use of a single repair team for a topside periodically tested fomponent
cause the repair time is negligible compared to the MFDT (Mean Fault Detection Time, see 3.1.35). An example
trong dependency is wheh a stand-by component starts when another fails.
TE3  “Series-parallelmodel” refers to a popular model found in numerous text books which uses|only series

TE4  The dprew from “Markov” to “Analytical Formulae” through “fault tree” and “RBD” highlig
t the analytical formulae are obtained through models mixing Boolean[4][5] and Markov[é] models.

Figure 2 — Overview of reliability modelling and calculation approaches currently

hts the fact

used

Other criteria can be used to classify the reliability modelling and calculation approaches:

the accuracy of results (approximated or exact);

conservativeness of the results (pessimistic or optimistic);

the nature of the calculations (analytical or Monte Carlo simulation);
the nature of the modelling (static or dynamic);

the user friendliness (graphical or non graphical);

the input data which can be made available;

© IS0 2013 - All rights reserved
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e the possibility to update the model after several years by someone else.

The various approaches currently used in reliability engineering have different characteristics
(strengths and limitations). It is important for the selection and use of these approaches to be aware of
their limitations and conservativeness:

a) Analytical formulae:[11[2][13] analytical methods which provide approximated suitable
results when used skilfully. They are useful for quick calculations but the underlying limits and
approximations often limit their application to systems of limited complexity. This also limits their
application to systems where sequence-dependent failures or other time-dependent failures, such

as desynchronized testing {see 3
Analyftical formulae are generally obtained from underlying Boolean and/or Markovian models;

b) Bool¢an models: static and graphical models supporting analytical calculations. “Reliability blgck
diagrams” (RBD)[4] and fault trees (FT)[2] belong to Boolean models. To some extent, the’sequential
apprdaches event trees (ET)[8], LOPAIS] or cause consequence diagramsl[10] can alsdybe associated
with Boolean models. These approaches provide clear and understandable meodels for large|or
complex systems. Boolean models are limited to “two-state” systems (workingyfailed) and handljng

¢) MarKovian modelsl6l: dynamic and graphical models supporting amalytical calculations and

transjtion” model limited to exponentially distributed events. The combinatory explosion of the
numbler of system states limits this approach to small (simple ox¥.complex) systems with few states.

Boolepn and Markovian approaches can be mixed to model large systems when weak dependencjies
betwe¢en the components are involved. This can be achieyed by implementing the fault tree driyen
Markov models (see Figure 2).

d) Petri| nets[Z]: dynamic and graphical models supporting Monte Carlo simulation to provide
statistical results associated with their confidence intervals. A Petri net is a “state-transition” mogel
handlling any kind of probabilistic distributions. Time-, state- or sequence-dependent failures dan
be mg¢delled explicitly. The size of the model is linear with regard to the number of componerits.
This makes possible the modelling of*very large complex systems. The Monte Carlo simulatjon
compfitation time increases when low-probability events are calculated but probabilities of failyre
as loy as 10-5 over one year can'be handled with modern personal computers. For large saf¢ty
systens, the Petri net may became difficult to handle. The use of the RBD driven PN overcomes this
difficplty (see Figure 2).

e) Formial languages/[11][12}) dynamic models used to generate analytical models (e.g. Markovian
mode]s or fault trees;when possible) or used directly for Monte Carlo simulation. The other
characteristics are)sdme as Petri nets except that computations may be slower. They are juist
mentjoned but they are outside the scope of this Technical Report.

Except forl bullete); more details can be found in Clauses 7 to 10. All these models can be mathematicqlly
described|interims of “finite states automata” (i.e. a mathematical state machine with a finite number of
discrete sfates). The system behaviour can be modelled more and more rigorously when going from a)
to e) but, of course, every approach can be used to model simple safety systems.

Figure 2 gives advice to the analyst to select the relevant approach in order to optimize the design of
a safety system and meet some reliability targets. This choice depends on the safety function, purpose
and complexity the analyst has to face. When several approaches are relevant, the analyst may choose
his favourite.

A warning may be raised here: using a software package as a black box or a formula as a magic recipe
is likely to lead to inaccurate, often non-conservative, results. In all cases the reliability engineers
should be aware of the limitations of the tools that they are using and they should have a minimum
understanding of the mathematics behind the calculations and a good knowledge of the nature of the
results that they obtain (unreliability, point unavailability, average unavailability, frequency, etc.), of the

6 © IS0 2013 - All rights reserved
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conservativeness and of the associated uncertainties. Without adequate understanding of the software
tool, erroneous results can be obtained through its misuse.

Table 1 — Road map of ISO/TR 12489

Topic Reference to main report Reference to annexes
(sub)clause
I- General issues
a) Terms and definitions 3,4 -
b) General analytical overview B,C,D,E,F
c¢) Human factors 55 H
d) Common cause 5.4.2 G
e) Monte Carlo simulation 11 N
f) Uncertainty 12 0
g) Reliability data 13 -
h)[Systems with safety functions 24 A
II-|/Approaches
a) Analytical formulae 7 [
b) Boolean K
- Reliability Block Diagram 8.2
- Fault Tree 83
- Sequence modelling 8.4 |
c¢) Markovian 9 L
d) Petrinet 10 M
III- Examples 14 -
IV} Bibliography End of ISO/TR 12489 -
It s important that the reliability methods and application of those, including the available input data

ar(
Thi
hu
ing

Tal

2.4

e adapted to the life cyclephase. Uncertainty handling is further addressed in Clause 12.

ble 1 gives/a road map for these issues and the supporting annexes and supplement Figure

} C-Safety systems and safety functions

e human factor issaddressed in 5.5 and Annex H in terms of the quantification of the reliability of
man performedytasks. This inclusion is intended to support assessment of the pros and cons of
luding human-tasks with the potential for failure in safety systems.

IS

Numerous safety systems are implemented in the petroleum, petrochemical and natural gas industries.
Theyrange from very simple to very complex systems, used on-demand or in continuous mode of operation.

Table A.1 gives a non-exhaustive list of safety systems and safety functions which may require reliability
modelling in the petroleum, petrochemical and natural gas industries. It has been built in relationship
with the taxonomy developed in the ISO 14224[15] standard and covers either safety systems (taxonomy
level 5) or other systems with safety function(s). A summary is given below:

A. Emergency/process shutdown (splitin A.1 and A.2)

B.
C.

©lI

Fire and gas detection

Fire water

SO 2013 - All rights reserved
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Fire-fighting

ss control

Public alarm
Emergency preparedness systems
Marine equipment

Electrical and Telecommunication

D.

E. Proce
F.

G.

H.

L.

J.  Other

K. Drillihg and Wells

L. Subse

NOTE
from Hto |

This Tech
enough to
the object
HAZID, H/

3 Terms and definitions

For the pu

NOTE 1

have been
terms have
to avoid co

Textual de

leave less pta

quipmeritrelated terms

utilities

a

Ato G are covered as safety and control systems in Table A.3 of SO 14224[15]. The listhas been exteng
to give a broader coverage.

nical Report provides a number of reliability modelling and caletldtion approaches lai
cope with any kind of safety system like those identified in Table*A<1. They can be used wh
ives of the reliability studies lay beyond the scope of the elemientary approaches (e.g. PH
\ZOP, FMECA ..)) and selected according to Figure 2.

rposes of this document, the following terms and definitions apply.

Since their introduction more than 50 years agoythe core concepts of the reliability engineering fi
used and adapted for various purposes. Over.time this has caused “semantic” drifts and most of
various meanings. They have become so pélysemic now that it is necessary to define them accurat
hfusion, even when they seem well known,

The terms are divided into:
sic reliability concepts

lure classification

fety systems typology
intenance issues

her terms

led

ge
en
(A,

eld
the
ely

3.1 Basicreliability concepts

3.11

dependability
ability to perform as and when required

Note 1 to entry: Dependability is mainly business oriented.

nding mathematical formulae whii
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Note 2 to entry: [IEC/TC 56 which is the international “dependability” technical committee deals with reliability,
availability, maintainability and maintenance support. More than 80 dependability standards have been published
by the IEC/TC56. In particular, it is in charge of the international vocabulary related to those topics (IEV 191[14])
and also of the methods used in the reliability field (e.g. FMEA, HAZOP, reliability block diagrams, fault trees,
Markovian approach, event tree, Petri nets).

Note 3 to entry: The production availability is an extension, for production systems, of the classical dependability
measures. This term is defined in the ISO 20815[16] standard which deals with production assurance and relates
to systems and operations associated with drilling, processing and transport of petroleum, petrochemical and
natural gas. The relationship between production-assurance terms can be found in Figure G.1 of ISO 20815[16],

[S

3.1.2
safety integrity

ab]lity of a safety instrumented system to perform the required safety instrumented functigns as and
when required

Nofe 1 to entry: This definition is equivalent to the dependability of the SIS (SafetyInstrumented System) with
regard to the required safety instrumented function. Dependability, being oftén,understood as an ¢conomical
rather a safety concept, has not been used to avoid confusion.

Nofe 2 to entry: The term “integrity” is used to point out that a SIS aims %o protect the integrity of the¢ operators
as vell as of the process and its related equipment from hazardous eyents.

3.1.3

SI

Safety Integrity Level

didcrete level (one out of four) for specifying the safetyidntegrity requirements of the safety instrumented

functions to be allocated to the safety instrumentéed systems

Nofe 1 to entry: Safety integrity level 4 is related:t®’the highest level of safety integrity; safety integity level 1
hag the lowest.

Nofe 2 to entry: The safety integrity level\iis a requirement about a safety instrumented function. [Che higher
thq safety integrity level, the higher the'probability that the required safety instrumented function ($1F) will be
cafried out upon a real demand.

Nofe 3 to entry: This term differs from the definition in IEC 61508-4I[2] to reflect differences |in process
sedtor terminology.

3.1.4

safe state

stdte of the process when safety is achieved

Note 1 to entry:’Some states are safer than others (see Figures B.1, B.2 and B.3) and in going from a potentially
hatardous condition to the final safe state, or in going from the nominal safe condition to a potentially|hazardous
conpditionythe process may have to go through a number of intermediate safe-states.

NofeZto entry: For some situations, a safe state exists only so long as the process is continuously contijolled. Such

continuous control may be for a short or an indefinite period of time.

Note 3 to entry: A state which is safe with regard to a given safety function may increase the probability of
hazardous event with regard to another given safety function. In this case, the maximum allowable spurious trip
rate (see 10.3) for the first function should consider the potential increased risk associated with the other function.

3.1.5
dangerous state
state of the process when safety is not achieved

Note 1 to entry: A dangerous state is the result of the occurrence of a critical dangerous failure (3.2.4, Figure B.1).
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3.1.6
safety function
function which is intended to achieve or maintain a safe state, in respect of a specific hazardous event

Note 1 to entry: This term deviates from the definition in IEC 61508-4 to reflect differences in process sector
terminology.

3.1.7
safety system
system which realizes one or more safety functions

3.1.8
reliability
R(t)
(measure) probability for an item to perform a required function under given conditions. over a given
time interjval z=>—"™
O

Note 1 to eptry: This is a time-dependent parameter.

Note 2 to eptry: This parameter is related on a continuous functioning from 0 to ¢.

Note 3 to eptry: For non-repairable items, Reliability and Availability are identical.

Note 4 to eptry: In IEC 60500-191[14], the reliability is defined both as abilitjyxand as measure.

3.19
unreliability
F(1)
(measure) probability for an item to fail to perform a reqtiired function under given conditions over a
given timg¢ interval [0, t]

Note 1 to eptry: F(t) is also the probability that the time ofthe first failure tris lower than ¢: F(¢)=P(t¢ <t). Thip is
in relationghip with the occurrence of the first failuré.

Note 2 to gntry: F(¢) is the cdf (cumulative distribution function) of the time to the first failure tf of the itent. It
ranges from 0 to 1 when t goes from 0 to infinity.

Note 3 to eptry: The unreliability is the-eomplementary of the reliability: F(t)=1-R(t)

Note 4 to ¢ntry: When dealing with safety, F(t) is generally small compared to 1 and this property is used to
develop approximated formulae-(see Clause 7).

Note 5 to eptry: Unreliabilityis better to communicate than MTTF.

3.1.10
failure pifobability density

9

(measure) probability for an item to fail between t and t+d¢t

Note 1 to entry: f(t) is the classical pdf (probability density function) of the time to the first failure ¢r of the item:
F(O)=P(t <t; <t+dt)

Note 2 to entry: f(t) is the derivative of F(t): f(t) =%

Note 3 to entry: The failure density is linked to the failure rate by the following relation:

Note 4 to entry: f(t)=A(6)R(t)=A(t)[1-F(t)] (see Annex C for more details).
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3.1.11

instantaneous availability

point availability

A(t)

probability for an item to be in a state to perform as required at a given instant

Note 1 to entry: In this Technical Report the word “availability” used alone stands for “instantaneous availability”.
Note 2 to entry: This is a time-dependent parameter.

Note 3 to entry: No matter if the item has failed before the given instant if it has been repaired before.

Nofe 4 to entry: For non-repairable items, Availability and Reliability are identical.

Nofe 5 to entry: When dealing with safety, A(f) is generally close to 1 and this property is‘used [to develop
approximated formulae (see Clause 7).

Nofe 2 to entry: The unavailability is called “Probability of Failure on Demand” (PFD) by the standards related to

Note 3 to entry: Note 3 to entry: When dealing with safety U(t) is generally small compared to 1 and thjs property

average availability
asure) average value of the availability A(t) over a given interval [t,,t,]

t2
Note 1 to entry: The mathematic definition is the following:. Z(tl,tz)zﬁ I A(z)dr
274
ty

T
Note 2 to entry: When't;-= 0 and t = T the average availability becomes A(T) :%J‘A(r)dr
0

Note 3 to entry:2Mathematically speaking, the average availability is the mathematical expectation of the
avgilability. It dees not have the mathematical property of a normal probability and cannot be handled as such.

3.1.14

average‘unavailability

U(Yy,t2)

(measure) average value of the unavailability U(t) over a given interval

Note 1 to entry: The average unavailability is the complementary of the average availability:
Note 2 to entry: U(ty,t;)=1-A(ty,t,) or U(T)=1-A(T)

Note 3 to entry: The average unavailability is called “average Probability of Failure on Demand” (PFDayg) by the
standards related to functional safety of safety related/instrumented systems (e.g. IEC 61508I[2]): PFD,,, =U(T)

where T is the overall life duration of the system.

Note 4 to entry: Mathematically speaking, the average unavailability is the mathematical expectation of the
unavailability. It does not have the mathematical property of a normal probability and cannot be handled as such.
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Note 5 to entry: When dealing with safety U(T) is generally small compared to 1 and this property is used to
develop approximated formulae (see Clause 7).

3.1.15

probability of failure on demand

PFD

unavailability as per 3.1.12 in the functional safety standard terminology (e.g. IEC 61508I2])

Note 1 to entry: “Failure on demand” means here “failure likely to be observed when a demand occurs”. This
encompasses both the failure occurred before the demand and the failure occurring due to the demand itself.
Then this termneeds not to he mixed up with the prnhnhi]ifv of a failure due to a demand (cpp 321 ?)

3.1.16
average probability of failure on demand
PFDayg
average upavailability as per 3.1.12 in the functional safety standard terminology (e.g. IEC'61508I2])

Note 1 to ¢ntry: “Failure on demand” means here “failure likely to be observed when a demand occurs”. PFDayg
encompasges both the failure occurred before the demand and the failure occurring dae‘to the demand itsflf.
Then this term needs not to be mixed up with the probability of a failure due to a demand (see 3.2.13).

3.1.17
steady state availability
asymptotic availability

A or Aas
(measure) limit, when it exists, of the availability A(£) when t goes.to infinity

Note 1 to eptry: The mathematical definition is the following: A=dim A(t)
t—o0

Note 2 to epitry: Mathematically speaking, the steady-state availability is a probability and can be handled as sych.

Note 3 to epitry: When it exists, the steady-state availabjlity'is also the average availability over the interval [0,03[ :
Note 4 to eptry: A= A(w)=A(T — )= A(t,,t, —©)

Note 5 to gntry: Average and steady-state availability should not be confused. The average availability exist§ in
any cases Bhut components with immediatély revealed and quickly repaired failures reach quickly a steady-st3te;
periodically tested components have nosteady-state.

3.1.18
failure rate
A(®)
conditiongl probability per unit of time that the item fails between t and t + dt, provided that it works
over [0,t]

t
Note 1 to eptry: 4(¢) is the hazard rate of a reliability function: R(t)= exp(—(j)l(r)dr) and A(t)=- ;ég;)t = 1{5:()0

Note 2 to ehtry: A(t)dt is the probability that the item fails between t and ¢ + d¢, provided that it has working oper
[0,¢t]. Therefore the failure rate is in relationship with the first failure of the related item.

Note 3 to entry: A(t) is a time-dependent parameter. It is generally accepted that it evolves accordingly a “bathtub”
curve: decreasing during the early failures period, becoming (almost) constant during the useful life and
increasing during the wear out period.

Note 4 to entry: When the failure rate is constant the following relationship holds: A(t)=21 :ﬁ

Note 5 to entry: An individual component with a constant failure rate remains permanently “as good as new” until
it fails suddenly, completely and without warnings. This is the characteristic of the so-called catalectic failures
(see definition 3.2.9).

Note 6 to entry: The failure rate is linked to the failure density by the following relation:
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Note 7 to entry: A(t)= f(t)/R(t)=w(t)/[1-F(t)] (see Annex C for more details).

3.1.19
average failure rate

At

1,t2) 5 A(T)

average value of the time-dependent failure rate over a given time interval

ty T
Note 1 to entry: The mathematical definition is the following: /T(tl,tz)zﬁ J. A(r)dr or )T(T)z%j'/l(r)dr
270 0
1

No

No
No

an)

cor
3.1

No

it, when it exists, of the failure rate A(t) when ¢t goes to infinity

fe 1 to entry: The mathematic definition is the following: 1* = lim A(t)
t—o0

Le 2 to entry: Mathematically speaking, the asymptotic failure rate is a failure rate and it can be hand

fe 3 to entry: When it exists, the asymptotic failure rate is also the-average failure rate over the intervy
Fe 4 to entry: A% =A(00)=A(T —0)=A(tq,t; — ®)

Le 5 to entry: Average and asymptotic failure rate should not be confused. The average failure ra
 case, but:

components with immediately revealed and quickly repaired failures reach quickly a sf
responding to a constant asymptotic failuxé yate which is both, on the long term, an average failure
119 and a failure rate as per 3.1.18.

periodically tested components have no steady-state and therefore the asymptotic failui

perties of a failure rate asper/3.1.18 (see also Figure 32, Figure 33 and Figure 34).

.21

Kely failure rate
nditional failure.ntensity
t)
nditionalpiobability per unit of time that the item fails between t and t+dt, provided t
rking at\time 0 and at time ¢

Le 1 to ‘entry: The Vesely failure rate is linked to the failure frequency by the following relation:

the failure
s such.

ed as such.

al [0, oo[:
fe exists in

eady-state
rate as per

e rate just

s not exist. The average of thefailure rate can still be evaluated but this average has not the mathematical

hat it was

Note 2 to entry: Ay(t)=w(t)/A(t)=w(t)/[1-U(t)] (see Annex C for more details)

Note 3 to entry: In the general case, the Vesely failure rate is not a failure rate as per 3.1.18 and cannot be used as such.

Note 4 to entry: In special cases (e.g. system with immediately revealed and quickly repaired failures), the Vesely
failure rate reaches an asymptotic value which is also a good approximation of the asymptotic failure rate

la

©lI

S x 2,35 . In this case it can be used as a failure rate as per 3.1.18.
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3.1.22

failure frequency

unconditional failure intensity

w(t)

conditional probability per unit of time that the item fails between t and t+dt, provided that it was
working at time 0

Note 1 to entry: The failure frequency is linked to the Vesely failure rate by the following relation:
w(t)=Ay(£)A(t)=Ay(t)[1-U(t)] (see Annex C for more details).

Note 2 to entry: A(t), Ay(f) and w(t) should no be confused even if in particular cases they have the same
numerical values.

Note 3 to eptry: For highly available systems, A(t)~1, the following relationship holds: w(t)~ Ay (t)

Note4toenfry: Whenthe Vesely failureratereachesanasymptoticvalue the followingrelationshipholds:w® ~ A{° »

3.1.23
average fpilure frequency

w(ty,t2) , W(T), w

average value of the time-dependent failure frequency over a given time interval

ty T
Note 1 to eptry: The mathematical definition is the following: W(tl,tz):% I w(z)dr or W(T):%J.w(r)dr
A tq 0
Note 2 to pntry: The average failure frequency is also called “Probahility of Failure per Hour” (PFH) by fhe
standards |related to functional safety of safety related/instrumefited systems (e.g. IEC 61508([2]): PFH=w(T)
where T is[the overall life duration of the system.

Note 3 to gntry: Mathematically speaking, this is the mathematical expectation of the failure frequency. It dpes
not have the mathematical property of a failure frequency&s per 3.1.22 and cannot be handled as such.

3.1.24
PFH

DEPRECA[TED: probability of failure per heux:
average fgilure frequency as 3.1.23 in the fanctional safety standard terminology (e.g. IEC 61508I2] or
IEC 615113])

Note 1 to erftry: The old meaning “Probability of Failure per Hour” is obsolete and replaced by “average failure frequengy”.
Neverthelelss PFH is still in use to Keep the consistency with the previous versions of functional safety standards.

3.1.25
hazardoys event frequency
accident frequency

D(t)
failure frgquencyzas 3.1.23 related to the hazardous event (or to the accident)

3.1.26
average lrazardousevent frequency

average accident frequency

D(ty,t5) , D(T), @

average frequency as 3.1.23 related to of the hazardous event (or to the accident)

3.1.27

mean up time

MUT

expectation of the up time

Note 1 to entry: See Figure 3 and also ISO 14224[15] or IEC 60050-191[14] for definitions of up time and down time.
[SOURCE: IEC 60050 -191]
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3.1.28

mean down time

MDT

expectation of the down time

2013(E)

Note 1 to entry: See Figure 3 and also 1SO 14224[15] or IEC 60050-191[14] for definitions of up time and down time.

[SOURCE: IEC 60050 -191]

3.1
mg
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No
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u

=

Time between failures (TBF) TBF
Operating Time to fail (TTF) TTF
- s < M > >
Operating
Stand-by
Stand-by
Down
Failed | Up time R time ’ Up time R Up time
Time

Down time

Figure 3 — Illustration of the general behaviour of an'item over its lifetime

.29

ban time to failure

[TF

pected time before the item fails

te 1 to entry: The MTTF is classically used to describe the time to failure for a non-repairable item or

e Figure 4).
te 2 to entry: In the cases illustrated by-Figure 4, the MTTF may be calculated by the following

TF= j ft)tdt = IR(t).dt
0 0
Le 3 to entry: The following pelationship holds when the failure rate is constant: MTTF = 1/A.

Le 4 to entry: In the case.illustrated by Figure 3 where operating and stand-by failures are mixed, th
cribed in Note 2 to entry are no longer valid.

Le 5 to entry: The\MTTF should not be mixed up with the design life time of the item.

to the first

ure for a repairable item. When the item is as gdod as new after a repair, it is also valid for the further failures

formulae:

e formulae

fe 6 to entryz-Sometimes it may be more understandable to express lifetime in probability of failure (i.e.
reliability, see 3.1.9) during a certain lifespan.
Failure Failure Failure
‘[:‘ g TBF ‘E : “: Q‘ TBF ,m
Operating Operating
CTTF TTF PRALIN N PR
Stand-by Stand-by
> TTRes Time TTRes Time
Failed > Failed >
Restoration: Restoration:
as good as new as good as new
Figure 4 — Particular cases of the behaviour of an item over its lifetime
15
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3.1.30

mean time between failures

MTBF

expected time between successive failures of a repairable item

Note 1 to entry: In the cases illustrated in Figure 4, the MTBF is linked with MTTF and MTTRes by the following
relationship: MTBF = MTTF+MTTRes. More generally It is also linked to the MUT and MDT by MTBF = MUT+MDT.

Note 2 to entry: The acronym MTBF is sometimes defined as the mean operating time between failures (e.g. in
[EV191[14]). This is not at all the same and, in this case, the formula described in Note 1 to entry is no longer valid.
This is very confusing, therefore the traditional definition of the MTBF is retained in this Technical Report.

definitions
(shaded box4

Figy

3.1.31
mean tim
MTTR

expected

Note 1 to ¢
really cons|
known ang
spent to de

of this Teclinical Report thereis.a need to clearly distinguish between the two following times (cf. Figure 5):

1) the tix
2) thetin

Note 2 to §
IEC 61508

ISO TR 12489

| Time to restoration (MTTRes) IEC 61508 > MTTE|
) | Overall repairing time (MRT) IEC-61508 - Mﬁfl|
S
| Corrective maintenance time | [IEV 19f1]
fault ° IEV 191 | Active corrective maintenance time | o
g 2
. ® IEV 191 | ir ti IEV 191 -MRT| o >
detection £3 logistic [Ev 191] Repair time 58
=] € 9
. = IEV 191 IEV-191 £
time E° delay technical eV to1] l | eV 191 £
° del fault faolt function B
(MFDT) elay localization correction checkout
time time time
. Active repair time IEC
IEC61508] || Preparation and or delay ~ LEC 61508 N ARpT) 61508
2 I A @
&) ) \&J

re 5 — Repair time taxonomies as per IEV. 491[14], IEC 61508[2] and ISO/TR 12489

e to repair

[ime to achieve the repair of a failed item

ntry: This term MTTR is usediiit [SO 14224[15] and I1SO 20815[16] where the fault detection time is
idered: ISO 14224[15] deals'with detected faults (in fact, the actual time spent to detect the faultis ne

hot
ver

cannot be collected); #S020815[16] deals mainly with immediately revealed failure where the time

tect the faults is closeto-0 (i.e. negligible). As the fault detection time is very important for the purp

he elapsing from'the actual occurrence of the failure of an item to its detection (cf. 3.1.35, MFDT);
he elapsing from the detection of the failure of an item to the restoration of its function (cf. 3.1.33, MR

ntry:The acronym MTTR is defined as the mean time to restore in the IEC 60500-191[14] or in
21_This is not the same as in [SO 14224[15] or ISO 20815[16]. Therefore, in order to avoid any mixed-

pse

7).

the

METR Lo D 1 D90

the acrony

3.1.32

kW, 4 ALa AR BY H P IS I, o R H 1R s i |
ITIVI T TINTOS 1S5 USTU 11T LIIIS ITUIIIIICal l\C}JUl UITISOtCTAUu UL IVI'T 1IN Lbl. J.L.JL).

mean time to restoration

MTTRes

expected time to achieve the following actions: (see Figure 5, Figure 6 and Figure 7):

e the time to detect the failure a; and,

e the time spent before starting the repair b; and,

e the effective time to repair c; and,

e the time before the component is made available to be put back into operation d

16
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Note 1 to entry: Figure 5 illustrates how the times a, b, c and d defined in the IEC 61508[2] standard are linked to
the delays defined in the IEC 60050-191[14] standard. Time b starts at the end of a; time c starts at the end of b;
time d starts at the end of c.

Note 2 to entry: Figure 5, Figure 6 and Figure 7 can be used to understand the differences between the definitions
of MTTRes, MRT and MART used in this Technical Report.

Note 3 to entry: The MTTRes is linked to the MRT and the MFDT by the following formula: MTTRes = MFDT + MRT.

A

@ Time of Preparation Active Waiting End of
E failure and/or delay repair time and/or delay failure
77} < >< > <t >
—— P
. Down time .
Uptime | L |, Uptime
> Restoration time i b
Overall repairing time
(1) () O_
b) &) d .
ime
A The protected
] installation is running
a during repair
Time
Random
N duration The protected
= N installation reaches
i < - a safe staté
Time to
safe state (TTS) Time
Deterministic
, duration
A
j \ The protected
o - - installation reaches
Maximum permitted a safe state
repair time (MPRT) Time

Figure 6 — Illustration of the restoration time and of the risk exposure for immediately
revealed failures of an item

3.1.33

MRT

mean overall repaiving time

expected time ro achieve the following actions:

e | the time'spent before starting the repair b; and,

e | the effective time to repair c; and,

° thao timao bhaofarathao comnanantic madao auqilahlaotaobhaoic nut haclk inta anaration d
TH et e e o e e-coO P O et o v oo oD e Sprre oot e pPeraeon

Note 1 to entry: See Figure 5, Figure 6 and Figure 7.

» o« » o«

Note 2 to entry: The terms “repair”, “repairable”, “repaired” used in this Technical Report, unless otherwise
specified, are related to the overall repairing time (see Figure 5).

Note 3 to entry: When a safety system operating in demand mode is faulty, the risk disappears as soon as the
protected installation is placed in a safe state (e.g. stopped). In this case (see Figure 6 and Figure 7) the MTTS
replaces the MRT (see 3.1.36) with regard to the probabilistic calculations.

Note 4 to entry: This definition is in line with IEC 61508[2] but not with IEC 60050-191.[14]
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3.1.34

mean active repair time
MART

expected active repair time

Note 1 to entry: The MART is the expected effective time to repair c, (see Figure 5, Figure 6 and Figure 7).

3.1.35
mean fault detection time
MFDT

expected Hime needed to detect a fault

Note 1 to eptry: The MFDT is the time a) in Figure 5, Figure 6 and Figure 7.

Note 2 to eptry: The MFDT is equal to zero for immediately revealed failure; (see Figure 6) generallymegligible
quickly defected failures; (see Figure 6) depending of the test policy for the hidden failures. In thiscase it may

the main pprt of the item down time (see Figure 7).

Note 3 to gntry: The MFDT used in this Technical Report should not be mixed-up with thé/mean fractional d¢

time whicll has the same acronym.

o Time of Detection Preparation Waiting End of

k failure L delay and/or delay repair time and/or delay failure
7 : * >l >l >ie >

(unknown) | Overall repairing time

Up time Down time Up time
Restoration time g
——® @

Est Time

The protected
installation is

ﬁ running during
i repair
Time R
Random
duration
ﬁ“ The protected
[ -« AN installation reaches
Time to a safe state
safe state (TTS) Time
Deterministic
N duration
.'I» N The protected
x - Maximum permitted installation reaches
a safe state .
repair time (MPRT) Time -

for
be

bad

Figure 7 — Illustration of the restoration time and of the risk exposure for the hidden

18

failures of an item
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3.1.36

MTTS

mean time to safe state

expected time needed for the protected installation to reach a safe state after a dangerous failure of a
safety system has been detected

EXAMPLE When a dangerous fault is revealed for a safety system operating in demand mode, it may be
decided to reach a safe state rather to undertake the repair of the fault and this may take some time: a MTTS of 8 h
means, for example, that, on average, 8 h are needed to shut down the process. After the shut down, a safe state is
reached, the fault is no longer dangerous and it is not necessary to take into account the remaining time spent to
complete the repair. This is illustrated in Figure 6, Figure 7 and Figure B.1.

Noge 1 to entry: When the MTTS is defined as a maintenance procedure it is necessary to take it into corLsideration
forjthe probabilistic calculations of hazardous events. In this case the MTTS replaces the MRT)(see 3{1.33) with
regard to the probabilistic calculations. Reciprocally it is necessary to verify that this MTTSyis. fespedted during
thqg actual repair actions in order to keep the probabilistic calculations valid.

Note 2 to entry: The role of the MTTS is close to the role of the MPRT. The difference is thatthe MPRT is § maximum
dufation allowed to reach a safe state when the MTTS is the average of the random-duration of the TS needed
to reach the safe state when a dangerous fault is revealed (see Figure 6 and Figtre 7). The methods|developed
in fhis Technical Report have been focused on average random values (MTTRes, MRT, MTTS) rather than on
deferministic values (MPRT), but the MPRT can be easily handled by using Retri nets and Monte Carlo sjmulations.

3.1.37
maximum permitted repair time
MPRT
mdximum time allowed to repair a fault before undertaking an action to make the risk disappearing

EXAMPLE When a dangerous fault is revealed for asafety system operating in demand mode| it may be
deg¢ided to reach a safe state when a maximum duration-has elapsed: a MPRT of 8 h means, for exanpple, that if
thq repair is not completed after 8 h, the process is shut down. Then a safe state is reached, the fault is no longer
dapgerous, and it is not necessary to take into aceount the remaining time spent to complete the regair. This is
illystrated in Figure 6, Figure 7 and Figure B.A. When the fault may result of several failure modes| the MPRT
allpws to repair those within short MRT withoirt shutdown of the process.

Note 1 to entry: When a MPRT is defined.as a maintenance procedure it is necessary to take it into comsideration
for{the probabilistic calculations of hazardous events. Reciprocally it is necessary that this MPRT bq respected
dufing the actual repair actions in‘erder to keep the probabilistic calculations valid.

Note 2 to entry: The role of the,MPRT is close to the role of the MTTS (see 0). The difference is that the MPRT is a
maximum duration allowed to reach a safe state and the MTTS is the average duration needed to reach the safe
state when a dangerous:fault is revealed (see Figure 6 and Figure 7). The methods developed in thi$ Technical
Report have been focuséd on random repair values (MTTRes, MRT, MTTS) rather than on deterministic values
(MPRT), but the MPRT can be easily handled by using Petri nets and Monte Carlo simulations.

3.1.38

mean time'to demand

MTTD

expected time before the demand on the safety system occurs

3.1.39
restoration rate

u
conditional probability per unit of time that the restoration of a failed item ends between t and t+d¢,

provided that it was not finished over [0, t]
Note 1 to entry: The following relationship holds when the restoration rate is constant: MTTRes = 1/p.
Note 2 to entry: The “restoration” rate is in relationship with the restoration time. Similarly the “repairing” rate

can be defined in relationship with the “overall repairing” time and the “active repair” rate in relationship with
the “active repair” time.
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Note 3 to entry: The restoration rate has the same mathematical properties for the restoration as the failure rate
for the failures.

3.2 Failure classification

Explanations about the various states and the various failures of a safety system are developed in Annex B.

3.21
failure

loss of ability to perform as required

Note1toe
[SOURCE:

3.2.2
fault
inability t

Note1toe

Note 2 to ¢
the life cyc

Note 3 to

IEC 60050 -191]

p perform as required

ntry: A fault of an item may result from a failure of the item or from a defitiency in an earlier stagg
e, such as specification, design, manufacture or maintenance.

entry: Qualifying terms may be used to indicate the cause of\a)fault, such as specification, desi

manufacture, maintenance or misuse.

Note 4 to {
resources

Note5toe
— The F4
— from g
— The Fq
— From
— and sd

[SOURCE:

ntry: Inability to perform due to preventive maintenance,’other planned actions, or lack of exter
loes not constitute a fault.

htry: Figure 8 illustrate the relationship between-the concepts of failure and fault:
ilure x occurs at stage 1 and leads to the state Fault x which is not detected.

tage 2 point of view Fault x is a pre-existing fault.

ilure y occurs at stage 2 and lead to.the state Faults x,y which is not detected.
btage 3 point of view Fault x,y §s-a*pre-existing fault.

on.

IEC 60050 -191]

htry: A failure of an item is an event, as distinct from a fault of an item, which is a state (see Figure,8

ntry: A fault of an item is a state, as distinct from a failure of an item which/s'an event (see Figure §).

b of

en,

hal

20

Figure 8 — Relationship between failure and fault concepts
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3.2.3

dangerous failure

unsafe failure

failure of a safety system which tends to impede a given safety action

Note 1 to entry: This is a systemic failure in relationship with a given safety action performed by the safety
system. Therefore this concept is irrelevant for an individual item on the shelves.

Note 2 to entry: See Figure B.1.

3.24

critical dangerous failure
dahgerous failure leading to the complete inhibition of the safety action (i.e. leading to~a“dangerous
sitpation for the protected system)

Nofe 1 to entry: This is a systemic failure in relationship with a given safety action performed by|the safety
syqtem. Therefore this concept is irrelevant for an individual item on the shelves.

Note 2 to entry: The same failure of a component belonging to a safety system with“internal redundapcy may be
dapgerous or critical dangerous depending on the system state from which it o¢curs.

Note 3 to entry: The critical dangerous failures that are undetected (e.gsthose revealed by periodi¢ tests) are
soinetimes called safety critical failures (cf. ISO 14224[15]). The equipment subject to such potential fhilures can
be fidentified within a plant and monitored, and the ratio between thé ntmber of safety critical failur¢s detected
by |periodic tests and the corresponding number of tests performed (commonly called “ failure fraction”) is being
us¢d for that purpose. This indicator of the average unavailabilitf{PFDavg) due to dangerous undetected failures
is gstablished by using test reports. It is important not to mix such failure fraction with other reliability terms.

3.2.5
safe failure
faijure of a safety system which tends to favour:aigiven safety action

Note 1 to entry: The concept of safe failure is ilustrated in Figure B.1.

Nofe 2 to entry: A failure is safe only, with regard to a given safety function. This is a systemid failure in
relptionship with a given safety action“performed by the safety system. This concept is irrelevjant for an
individual item on the shelves.

Note 3 to entry: The non-criticahsafe failures basically increase the probability of success of the safetly function.
The critical safe failures initiatethe related safety actions when this is not needed (see spurious failutes).

3.2.6
spprious failure
faijure triggering an-action in an untimely manner

Note 1 to entryy Critical safe failures (see Figure B.1) are the typical spurious failures related to safety systems.

Note 2 torentry: A spurious failure does not necessarily imply a spurious trip (3.4.14) but a spurious trip is always
thqg result of a spurious failure.

3.2.7

critical safe failure

spurious failure of a safety system, due to safe failure(s) of its component(s), triggering the safety action
and leading to a spurious safety action

Note 1 to entry: The concept of critical safe failure is illustrated in Figure B.1.

Note 2 to entry: This is a systemic failure in relationship with a given safety action performed by the safety
system. This concept is irrelevant for an individual item on the shelves.

Note 3 to entry: The same failure of a component belonging to a safety system may be safe or spurious (critical

safe) depending of the system state from which it occurs (e.g. the safe failure of a sensor belonging to 2003 is only
safe when it occurs in 1st position. It is critical when it occurs in 2nd position).
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3.2.8

systemic failure

holistic failure

failure at system level which cannot be simply described from the individual component failures of the
system

Note 1 to entry: Systemic/holistic principles have been concisely summarized by Aristotle by “The whole is more
than the sum of its parts”.

Note 2 to entry: Components have only fallure modes. Those failure modes become dangerous, safe or spurlous
res
0 a

Note 3 to efptry: “Systematic” failures (i.e. occurringin a deterministic way when given conditions areeicunterfed,
see 3.2.17)|and “systemic” failures should not be confused.

3.2.9
catalecti¢ failure
sudden arld complete failure

Note 1 to éntry: This term has been introduced by analogy with the catalectic wérses (i.e. a verse with seyen
foots instejad of eight) which stop abruptly. Then, a catalectic failure occurs without warning and is more| or
less imposfsible to forecast by examining the item. It is the contrary of failures occurring progressively 4nd
incompletdly.

Note 2 to eptry: Catalectic failures characterize simple components with.constant failure rates (exponential law):
they remain permanently “as good as new” until they fail suddenly, éompletely and without warning. Most of the
probabilisfic models used in reliability engineering are based on €atalectic failures of the individual compongnt
of the syst¢m under study (e.g. Markovian approach).

3.2.10
immediately revealed failure

overt failyre

detected failure

evident fafilure

failure which is immediately evident tq operations and maintenance personnel as soon as it occurs

Note 1 to gntry: The immediately reyvealed failures show themselves immediately, but the hidden failures whiich
are quickly detected by specific diagnostic tests are generally considered as immediately revealed failures.

Note 2 to eptry: The repair of itninediately revealed failures may begin immediately after they have occurred
Note 3 to efjtry: The failureSwhich are detected by periodic tests are not considered as immediately revealed failufes.

3.2.11
hidden failure

covert failure

dormant flailure

unrevealedfaiture

undetected failure

failure which is not immediately evident to operations and maintenance personnel

Note 1 to entry: Hidden failures do not show themselves when they occur. The occurrence of a hidden failure gives
a latent fault which may be revealed by specific tests (e.g. periodic tests) or by the failure of the item to perform
its function when required.

Note 2 to entry: The repair of hidden failures cannot begin as long as they have not been detected. The unknown
times spent between the failures and their detections belong to the MTTRes.
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3.2.12
time-dependent failure

fai

lure occurring with a probability depending of the time

Note 1 to entry: The unreliability F(t) is a typical probability function describing time-dependent failures

3.2.13
failure due to demand

fai

lure occurring on demand

Y, ¥

fai

EX

ure of oneitem due toa r‘hnngn ofits state friggnrprl hy anexternal event (H'\n so-called “d

mand”)

AMPLE 1  Obtaining 2 when launching a dice is an event occurring on demand. The probability©

is 1/6.1t does not depend on the elapsing time but only of the demand itself (i.e. the fact that the\dice is

EX
on

the number of operations (cycles) rather on the operating time (see IEC 61810-2[49} and this is th

thq failure of an electronic device due to over voltage when it is switched or the blocking of a diesel e

iti

No

b started, etc.: these are typical examples of failures due to demands (or cycles)s

fe 1 to entry: In this Technical Report two kinds of demand are considered: the periodic tests and t

forjan actual safety action. The probability of a failure due to periodic testis’a constant number note

pr

bability of a failure due to one actual demand of the safety action is a‘constant number noted . O

tinje interval, those probabilities of failure do not depend on the duration but on the number of demar
ocqurring within this interval. The use of y and ¢ is explained in 7.3:

No
fai

Le 2 to entry: This should not be confused with the “failurecon demand” appearing in the term “pr

syqtems. In those standards this means “failures likely to be,observed when a demand occurs”.

3.2.14
common cause failures

CC
fai
of

No
No
No

No

F
[ures of different items, resulting from-a single event, where these failures are not conj
pach other

fe 1 to entry: Itis generally acceptedthat the failures occur simultaneously or within a short time of
Le 2 to entry: Common caus¢ failures can lead to common mode failures.
Le 3 to entry: Common cause failures reduce the effect of system redundancy.

fe 4 to entry: Explicitand implicit CCF are defined in 5.4.2.

3.2.15
common mede failures
CMF

fai
No

No

ures‘ofdifferent items, occurring in the same way

[ this event
launched).

AMPLE 2 The failure of an electromechanical relay (e.g. rupture of the spring) when it‘¢hanges state depends

e same for
gine when

he demand
d y and the
ver a given
ds or tests

bability of

ure on demand” (see 3.1.14, Note 2 to entry) used in functional safety standards[2] for low demand mode safety

equences

each other.

e /to entry: Common mode failures may have different causes.

te 2 to entry: Common mode failures can be due to common cause failures.

3.2.16
random failure

fai

lure, occurring in a random way

Note 1 to entry: A random failure may be time or demand dependent. Whether it occurs or not is not predictable
with certainty but the corresponding failure rate (see 3.1.18) or probability of a failure due to demand (see 3.2.13)
may be predictable and this allows probabilistic calculations.

EX

AMPLE Examples of failure mechanisms leading to unpredictable failure occurrence are:

hardware

random failures resulting from degradation mechanisms; human random failure resulting from error in routine
operation, lack of attention, stress, tiredness, etc.
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Note 2 to entry: From the probabilistic point of view, the random failures are the contrary of systematic failures
(see 3.2.17) which occur in a deterministic way (i.e. with a probability equal to 1) when some conditions are met.

3.2.17
systematic failure
failure that consistently occurs under particular conditions of handling, storage or use

Note 1 to entry: The cause of a systematic failure originates in the specification, design, manufacture, installation,
operation or maintenance. Its occurrence is precipitated by particular conditions of handling, storage, use or
maintenance (see Figure G.3)

Note 2 to €] try: Corrective maintenance without modirication will usually not eliminate the rallure cause.

Note 3 to ¢ntry: A systematic failure can be reproduced by deliberately applying the same conditions; €.g| in
verifying the failure cause (from IEC 60050-191 ed3[14]). Systematic failures are non-random failures (see 3.2.16).

Note 4 to eptry: In operation, a systematic failure is a manifestation of a systematic fault (i.e. a pre-existing stpte
of the syst¢m).

Note 5 to ejntry: The software systematic failures, called “bugs”, are example of systematic\failures: they are qlue
to pre-existing bugs (i.e. faults) and they occur when the input data activate them.

Note 6 to efptry: Systematic and systemic (which means “at system level”) failures (see3:2.8) should not be confuded.

[SOURCE:|IEC 60050-191]

3.3 Safety systems typology

3.3.1
demand mode of operation safety systems
safety sygtem designed to achieve its safety action only when receiving a specific request from |its
surroundjng environment

Note 1 to entry: Such systems spend most of their time'in stand-by position but need nevertheless to be ready to
work as sopn as a demand occurs.

Note 2 to|entry: Such systems are subject to hidden failures. Diagnostic and periodic tests are generally
implemented in order to reveal the correspending latent faults.

Note 3 to ehtry: When the demand fréquency increases, an on-demand mode safety system may be assimilated to
a continuofis mode of operation systems.

3.3.2
continuofis mode of opepation safety system
safety sysftem designedto achieve its safety action permanently

Note 1 to entry: Withiva continuous mode safety system the hazardous event occurs as soon as the safety system
fails. This |s illuStrated in Figure B.1 where the systems states “K0” and “hazardous event” are gathered into a
single stat¢.

3.3.3

multiple safety systems

safety system comprising several sub safety systems operating one after the other when the prior
ones have failed

Note 1 to entry: Industrial processes often implement multiple safety systems (safety layers). In this case the

failure of an intermediate safety layer provokes a demand on the proximate succeeding safety layer and so on. The
accident occurs only if the demand is transmitted until the ultimate safety layer and it fails to operate.
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3.4 Maintenance issues

3.4.1

maintenance

combination of all technical and administrative actions, including supervisory actions, intended to
retain an item in, or restore it to, a state in which it can perform a required function

Note 1 to entry: There are two basic categories of maintenance: corrective maintenance done after a failure has
occurred and preventive maintenance (testing, inspection, condition monitoring, periodic) done before a failure
has occurred. See also 1SO 14224[15], 9.6.

Nofe 2 to entry: Maintenance activities of either preventive or corrective maintenance category type, |s shown in
1SQ 14224:2006[15], Table B.5.

[SOURCE: ISO 14224]

3.4.2

maintenance concept
definition of the maintenance echelons, indenture levels, maintenance levels{maintenance support, and
their interrelationships

Note 1toentry: The maintenance conceptprovides the basis for maintenanceplanning, determining supjportability
requirements and developing logistic support.

Nofe 2 to entry: A maintenance echelon is a position in an organization where specified levels of maintenance are
to be carried out (e.g. field, repair shop, manufacturer facility).

[SOURCE: IEC 60050-191]

34.3

pregventive maintenance
PM
mdintenance carried out at predetermined-intervals or according to prescribed criteria and intended to
redluce the probability of failure or the.degradation of the functioning of an item

[SOURCE: ISO 14224

3.4.4
colrective maintenance
mdintenance carried out after fault detection to effect restoration

Note 1 to entry: Correetive maintenance of software invariably involves some modification.
Note 2 to entry: Sometimes the corrective maintenance is also called curative maintenance.
[SOURCE: IEE'60050-191-46-06]

3.4.5
dekection method
afoiliaran 1o Al pa |

me A ractitziter oy ool i
CTlIIoU Ul ubLlVALJ’ U] vVviIIICIT A TAdITUILI U 1O UlIoLUVvV LI vuUu

Note 1 to entry: A categorization of detection methods (e.g. periodic testing or continuous condition monitoring)
is shown in ISO 14224:2006[15], Table B.4.

3.4.6

maintenance plan

structured and documented set of tasks that include the activities, procedures, resources and the time
scale required to carry out maintenance

Note 1 to entry: The maintenance plan should be thoroughly analysed and modelled to produce relevant
probabilistic results.
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Note 2 to entry: The forecasted probabilistic results established at the design stage are no longer valid if the
maintenance plan which has been considered is not thoroughly applied in operation.

Note 3 to entry: The maintenance plan should cover policies for both preventive maintenance (e.g. testing) and
corrective maintenance (e.g. minimize downtime, restore lost redundancy).

Note 4 to entry: The maintenance plan is part of an overall Operations and Maintenance plan. It is sometimes
called “maintenance policy”.

[SOURCE: EN 13306]

3.4.7
test policly
set of prdcedures describing the various test operations (frequencies and procedures) scheduled|to
reach the safety requirements of a given safety system

Note 1 to efptry: The test policy should be thoroughly analysed and modelled to produce relevant prebabilistic resuflts.

Note 2 to eptry: The forecasted probabilistic results established at the design stage are nodonger valid if the test
policy whi¢h has been considered is not thoroughly applied in operation.

3.4.8
periodic fests
proof testp
planned operation performed at constant time interval in order to detect the potential hidden failufes
which may have occurred in the meantime

Note 1 to eptry: The unsafe hidden failures of a safety system which«are not detected by the diagnostic tests may
be detecteql by periodic tests. Such tests are named “proof tests” ifjthe standards dealing with functional safety
(e.g. IEC 61[508I[2]).

[SOURCE:|IEC 61508]

3.4.9
diagnostic tests
automatiq operations performed at high freéquency in order to detect the potential hidden failures|as
soon as pgssible when they occur

Note 1 to eptry: The unsafe failures of safety system are generally hidden and diagnostic tests may be implemented
to detect the larger part of them. Asjthe diagnostic cycle is normally short, the hidden failures detected|by
diagnosticftests are assimilated tgimmediately revealed failures.

[SOURCE:|IEC 61508]

3.4.10
staggered testing(of redundant items)
test of several items'with the same test interval but not at the same time

EXAMPLE Figure 9 shows staggered tests for two item A and B.

Note 1 to entry: When the redundant components of a system are tested at the same time (i.e. when the tests are
synchronous) their availabilities are good (just after a test) and bad (just before a test) at the same time. This
correlation means that the unavailabilities of the components peak simultaneously. This has a detrimental effect
on the system availability which can be cancelled by de-synchronizing the tests. A practical way to do that is
staggering the tests (e.g. testing one component in the middle of the test interval of the other); the unavailability
peaks are also staggered and this improves the average availability of the system.

26 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:

Test of B Staggering

2013(E)

Figure 9 — Example of test staggering for a system made of two redundant items A and B

3.4
re
ex

No
pel

No
I1S(

No
[S

3.4
sp

.11
dundancy
stence of more than one means for performing a required function

te 1 to entry: The aim of redundancy is to provide backup in case of one or severdl failures of
forming a required function.

14224[15], C.1.2.

Le 3 to entry: Redundancy is sometimes (in IEC 61508[2] and IEC 61512(3]) called “fault tolerance”.
URCE: ISO 14224]

.12
irious activation (of a safety function)

unfimely demand of a safety function when this is:tiot needed

No

3.4
sp
res

No

3.4

Fe 1 to entry: The spurious activation of a safety funetion may be due to the occurrence of one or several s

.13
irious action (of a safety system)
ult of a spurious activation of a safety function

Le 1 to entry: A spurious safety action is not necessary safe. An example of spurious action is a spur

.14

tri

No
a)

sh]ftdown of machineryfrom normal operating condition to full stop

Le 1 to entry: Twoytypes of shutdown can be identified:
Trip: the shutdown is activated automatically by the control/monitoring system.

Real trip: the shutdown is activated as a result of a monitored (or calculated) value in the cont
exceeding a pre-set limit.

the means

Le 2 to entry: Redundancy definitions for passive (cold) standby, active (hot)'standby and mixed are given in

hfe failures.

ious trip.

rol system

SHuricus frln 1|nnvnar‘fnr‘ shutdown resulting from F-Jﬂnrn(c] inthe control /mr\vnfnr]nn‘ svustem
r o o =J

or error(s)

b)

imposed by on control/momtormg system originating from the env1r0nment or people.

Manual shutdown: the machinery is stopped by an intended action of the operator (locally o
control room).

r form the

Note 2 to entry: Sometimes statements like “equipment trip” or “spurious trip” can be misleading terminology
used for failures causing (rotating) equipment shutdown, especially when it is treated as failure mode in reliability
data or modelling. A failure mechanism (see Table B.2 of ISO 14224[15]) can be of various types (e.g. mechanical,
instrument) and should not be mixed with the term failure modes (of which one is spurious trip). Failure modes
are not necessarily instrument-related failures, but could be mechanical failures. See for example failure modes
in Table B.6 of ISO 14224[15] for rotating equipment.

[SOURCE: ISO 14224]
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3.4.15

reliability data
data for reliability, maintainability and maintenance support performance

Note 1 to entry: Reliability and maintainability (RM) data is the term applied by ISO 14224[15].

[SOURCE: ISO 20815]

3.4.16

generic reliability data
reliability data covering families of similar equipment

Note 1 to dntry: See ISO 14224[15] for further details on equipment boundaries and equipment taxonomies-t
define thede families of equipment within the petroleum, petrochemical and natural gas industries.

Note 2 to eptry: Plant-specific data on specific equipment could be part of generic reliability databases, but co
differ a lotffrom generic data and should not be mixed with those.

[SOURCE:|ISO 14224]

3.5 Other terms

3.5.1

critical state
in a statef-transitions model, state belonging to a given class of states and which is distant from f{
failure cldss of states by only one transition

Note 1 to eptry: This is a mathematical concept in relationship with e.g. Markovian process or Petri nets modg

EXAMPLE The states of a safety system can be sorted outinto two classes: class OK when the safety actio
available apd KO when the safety action is inhibited. In thisease a critical state with regards to the safety syst]
failure bel¢ngs to the class OK and only one failure (i.e. on\event) is needed to have a transition to the class KO

3.5.2

dysfunctjon
impaired pr abnormal functioning of an item

Note 1 to eptry: This term is built from the\Greek prefix “dys” (i.e.” with difficulty”) and the Latin term “funct
(i.e. an actjvity with a given aim). Primarily used in the medical field, this term is now often used within
technologital field as a more generic'term than “failure” or “fault”.

3.5.3

dysfunctioning analysis
set of actiyities aimingtovanalyse the dysfunctions of an item

Note 1 to ¢ntry: This is the counterpart of the functioning analysis which aims to analyse how an item wo
when the dysfunctioning analysis aims to analyse how an item fails by e.g. identifying, sorting out, characteriz
and/or ev

luating the probability of occurrence of the dysfunctions.
Note 2 to lrw?ﬂwﬁﬁrﬁmm#mm#ﬂyﬂmmm

3.5.4

hat

uld

io”
the

rks
ng

formal language
set of words, semantics and logical rules with sound mathematical properties

Note 1 to entry: Programming languages are an example of formal language with mathematical properties
allowing them to be compiled into computer executable code.

Note 2 to entry: Every reliability model has an underlying formal language behind the graphical elements (e.g. the
Binary logic for Boolean models).
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Note 3 to entry: Specific formal languages have been developed to model the functioning and the dysfunctioning
of industrial systems (e.g. AltaRicall1l[12]), According to their powerfulness of modelling and their mathematical
properties they can be compiled toward event trees, fault trees, Markov graphs, Petri nets, accident sequences,
etc. Some of them can also be directly used for Monte Carlo simulation.

3.5.5
functioning analysis
set of activities aiming to analyse how an item performs as required

Note 1to entry: Thisis the counterpartofthe dysfunctioning analysis which aims to analyse how an item fails when
the functioning analysis aims to analyse how an item works by, e.g. identifying, sorting out and characterizing the
various functions related to the item.

Note 2 to entry: The term “functional” analysis is often used as a synonym of “functioning” analysis. Hpwever, the
term “functional analysis” which has several meanings is not used in this Technical Report to-avoid cognfusion.

3.¢ Equipment-related terms

3.6.1
high integrity protection system
HIPS
nop-conventional autonomous safety instrumented system with sufficiently high safety intdgrity (see
3.4.1) to protect equipment against exceeding the design parameters

Note 1toentry: Deviations fromindustry standards describingmechahical protection systems (e.g.1S0 23251311 = API
STD 521[32], ISO 10418[33], API RP 14C[58]) are treated as HIPS. An ultimate protection relying solely on Safety
Ingtrumented Systems (SIS) is qualified as HIPS, irrespectivetof’its required Safety Integrity Level (SIL).

3.6.2

high integrity pressure protection system

HIPPS

HIPS exclusively devoted to protection against overpressure

Nofe 1 to entry: Alternative terminology: over pressure protection system (OPPS).
Note 2 to entry: A HIPPS can be used as.an alternative to, e.g.:

e | full pressure rating of downstream equipment, or

¢ | adequately sized mechanical pressure relief devices, or

¢ | design the disposalsystem for simultaneous reliefs.

3.6.3
HIPPS valve
valve used@sa final element in a HIPPS system

3.6.4

su([)sea isolation valve
SSH

SIV

valve which closes within a defined time limit derived from the risk assessment in order to reduce
consequences of pipeline/riser leak or rupture

Note 1 to entry: The SSIV can be an actuated valve (e.g. remotely controlled subsea valve) or a non-activated valve
(subsea check valve). An activated valve is normally designed as fail safe (i.e. closes and remains closed on all
failures external to the valve and actuator themselves).

Note 2 to entry: Where the flexible risers are connected directly to the subsea wellhead, the master and wing
valve may be considered to represent the SSIV function.

[SOURCE: ISO 14723]
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3.6.5

subsurface safety valve

SSSv

device installed in a well below the wellhead with the design function to prevent uncontrolled well flow
when actuated

Note 1 to entry: These devices can be installed and retrieved by wireline (Wireline retrievable) and/or pump
down methods (TFL-Thru Flow Line) or be integral part of the tubing string (Tubing retrievable).

3.6.6

surface-cantrolled subsurface safety valve
SCSSV
SSSV contfrolled from the surface by hydraulic, electrical, mechanical or other means

Note 1 to eptry: The SCSSV is sometimes called DHSV (downhole safety valve).
[SOURCE:|ISO 14723]

3.6.7
subsurfage-controlled subsurface safety valve
SSCSV
SSSV actupted by the characteristics of the well itself

Note 1 to eptry: Note 1 to entry: These devices are usually actuated by the/differential pressure through fhe
SSCSV (velpcity type) or by tubing pressure at the SSCSV (high or low pressure type).

[SOURCE:|ISO 14723]

3.6.8
SSSV system equipment
componenjts which include the surface-control systemycontrol line, SSSV, safety valve lock, safety valve
landing nipple, flow couplings and other downhole control components

[SOURCE:|ISO 10417]

4 Symbols and abbreviated terms

Table 2— Acronyms used in ISO/TR 12489

Acronyms$ Meaning

AC, DC, UHS Alternative or Direct Current, Uninterruptible Power Supply
AP] Absolute Probability Judgement

ATHEANA| A Technique for Human Error Analysis

CCF Common Cause Failure

CMF Common Mode Failure

CREAM Cognitive Reliability and Error Analysis Method
FMECA Failure Modes, Effects and Criticality Analysis

FMEA Failure Modes and Effects Analysis

FT, FTA Fault Tree, Fault Tree Analysis

HAZID, HAZOP HAZard IDentification, HAZard and OPerability study
HIPS High Integrity Protection System

HIPPS High Integrity Pressure Protection System

HEART Human Error Assessment and Reduction Technique
HEP Human Error Probability
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Table 2 (continued)

Acronyms Meaning
HRA Human Reliability Analysis
IEC International Electrotechnical Commission
[EV International Electrotechnical Vocabulary
ISO International Organization for Standardization
LOPA Layer Of Protection Analysis
MPpT Meam DowT Time —
MART, MRT Mean Active Repair Time, Mean Repairing Time (\'\‘:)
MFDT Mean Fault Detection Time ,\q/\)
MPRT Maximum Permitted Repair Time N%J)
MTBF Mean Time Between Failures y\(]/w
MITD Mean Time to Demand (&
MTTF, MTTR, MTTRes Mean Time to Fail, Mean Time to Repair, Mean Time To Restore
MTTS Mean Time To Safe state ) \%v
MyT Mean Up Time L, o
ORPS Over Pressure Protection System A<S<
P( Paired Comparisons \ i
POS Reliability of computer-based gé@ty systems (Norwegian)
PHD, PFDayg Probability of Failure on Qq&md, Average PFD
PHH Probability of Failure’g@ ﬁour (average dangerous failure frequency)
PHA Preliminary Hazar&‘(r{alysis
PN Petrinet \O
RED ReliabilityBlock Diagram
Sassv Surface-%e)r\ltrolled Subsurface Safety Valve
SOT Si}i@\D’etection Theory
s Sht Down Valve
SIL, SIS ﬁO 'Safety Integrity Level, Safety Instrumented Systems
SLIM-MAUD C\\‘O Success Likelihood Index Method using Multi-Attribute Utility Decompogition
SSCSV /LQJ Subsurface-controlled Subsurface Safety Valve
SSEV /\?‘5 Subsurface Safety Valve
SSIv, Sl\ié\} SubSea Isolation Valve
TH ER/KY\ Technique for Human Error Rate Prediction
T CO Techunical Report
TBF, TTF, TTRes Time Between failures, Time To Failure, Time To Restore
TTS Time to Safe State
Table 3 — Symbols used in ISO/TR 12489
Symbol | Definition
Time-related symbols
T Duration

t, ti [t1, t2]

Instants and interval of time

Event-related symbols

© IS0 2013 - All rights reserved

31


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

Table 3 (continued)

Symbol Definition

C (any letter) Components C

E (any letter) Event

E or-E Complementary event

e="true” or “false” Boolean variable indicating the
state of an event.

{A}, {A, BL,{A, B, C}, ... Combination of events

ANnB,AnNBNC,..

AeB,AeBd(

??x==Fct(}, z,...) “Predicates” used in Petrinet (see

M.1): general form (xyany kind of
variable, Fct(.): any kind of functign
of other variable)

?7x > Fct()) z,...)

??E=="trug” or 7E, “Predicates® used in Petri nets for
» ” Bool variabl M.1
27E=="falsk" or 7-E, oolean-variable (see M.1)

!Ix=Fct(y, 4,...) “Assertions” used in Petri net (see
M.1)7general form (x: any kind of
variable, Fct()): any kind of functign
of other variable)

IIE="true” pr !E, “Assertions” used in Petri nets for]
” ” Boolean variable (see M.1
IlE="false” pr !-E, (see M.1)

Probabilistic-related symbols

P(), P(4), P Probability function, Probability qf
the event 4, Probability at time ¢

A(®), U(®), R(t), F(t) Availability, unavailability, reliabil-
ity and unreliability at time t

f(t) Failure probability density

w, w(t), w(T) Unconditional failure intensity (falil-
ure frequency)

D, D, D(t)D, (L), D (t) Event frequency (accident, spuriolis
safety actions)

5,53,5(T ,<D_a(T), (D_St(T) Average event frequency (accident,
spurious safety actions)

N, N, (t), Ms, N¢(2) Number of accident or failures

0,(T) Mean sojourn times in state Z ove
[0, T]

General netations-and-subseripts

?(tl,tz), X(T), X Average values over [t1, 2], over [0, T] and over|[0, oo[

Xas Asymptotic value of X

XawXaarXser Xser Xrelated to dangerous undetected, dangerous detected, safe failures, spuri-

ous safety actions (spurious trip).

X, Xa,du’ Xa,dd , etc. Xrelated to an hazardous event (accident)

XS? XA? XAB , etc. Xrelated to a safety system, a component A, a group of component A,B

Xps) X ps Xrelated to full or partial stroking (valve modelling)
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Table 3 (continued)

Symbol

| Definition

X;, X/

i,j indexes used when X is split in several parts.

x50k, (xHk

Power k when k is an integer

3 as
Xoadu  Xsdu
)

Indexes, (i, j), (as, dd, du, sf, st), (S, A, AB) can be mixed

, etc.
Parameters
A RO Failure rates (component level)
A N(D), Aeq, Aeq(d), Equivalent failure rates (system level)
AvjAv(6) Conditional failure intensity (Vesely failure rate)
Ad Demand rate
u Repair / restoration rates
A probability of failure due the test itself, Probability of failure dufe to a
demand of the safety action
¢ test interval, first test interval
T test duration
probability of human error
States
K( Class of states where a syqtem is
available
OK Class of states where a sygtem is
unavailable
CS Class of critical states

5 | Overview and challenges

5.1 General considerations about modelling and calculation challenges

Reliability modelling and, calculations constitute a delicate area because of the human perce
teghnical difficulties, the-potential “conflicting” interests between safety and production and
fumctional organizational aspects of this activity within the overall hierarchy of the organiza

Chpllenges reldted to the human perception:

e | Reluctancetouseprobabilisticcalculations:theyare moredifficultto comprehend thandet

rulés-and many people are circumspect in using them.

e | Probabilistic reasoning: itis rather difficult and what seems obvious with a superficial an

ption, the
the cross-
rion.

brministic

plysis may

appear to be inadequate when a sound analysis is performed.

e Working with time constraints leading to (over)simplifications which:

— promotes superficial quick analyses of individual parts rather than detailed analysis of the

system as a whole;

— encourages practitioners to think that reliability modelling and calculations can be properly
made just by applying analytical formulae or using black boxes without really understanding
the underlying assumptions and limitations;

© IS0 2013 - All rights reserved

33


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

— convinces that additions and multiplications is a sufficient mathematical background to
undertake probabilistic calculations.

e Poor dissemination of the advances in reliability modelling and calculations and belief that new
tools are more difficult to use than formulae - when, actually, the contrary may be the case. A denial
of usefulness can even be observed.

Difficulties related to technical issues:

e The basic concepts of reliability engineering seem simple when they conceal difficulties that non
reliability experts may not be aware of.

e A sysfem cannot properly be analysed by the simple juxtaposition of its parts: it is important to
consigler it as a whole. This implies “systemic” approaches and the size of such models mayneed the
use of computers.

e The periodic tests introduce the following key challenges to be addressed:
— approximations commonly used may not be conservative;
NOTE When periodic tests are implemented, the current approximations_become worse when the
probapility decreases (i.e. when the redundancy increases). This behaviour is €ontrary to what happeng in

the uspal situation where the approximations are generally better as the probability decreases.

Uerage probabilities of periodically tested components canitotbe directly used to calculate the
Uerage probabilities at system level because the averagé.of‘a product of quantities is not the
roduct of the averages of these quantities.

|
T L L

|
%]

ystemic dependencies are induced by periodic t€sts between safety systems working|in
pquence (see the Note 1 to entry of 3.4.10). Thisimplies that the requirement of independ¢nt
hfety layers is rarely met.

" n

— apwareness of the limitations inherent in soeftware tools on the above matters.

e The Handling of uncertainties should be;,done properly. These issues are further addressed|in
Clausps 12 and 13, and also in ISO 20815{16] (D.3.7 and E.2). This relates to:

-

Ie importance of qualified inputdata (technical and operational assumptions and reliability data),

—+

e quality of the modelling itself (the major focus in this Technical Report) and applicability of
ftware tools used td facilitate calculation,

%2}

(=

e final calculatédyresult parameters and the need to reveal how robust and sensitive these
esults are in the,above-mentioned framework, requiring possible use of statistical methodsg.

—

The tradifional split‘between safety and production in the industrial organizations as well as|in
internatignal standardization makes it more difficult to handle properly the tight links between safgty
and prodyctieny improving the first one generally damages the other one and reciprocally. Improving
safety wifhout production availability considerations is likely to lead to architectures subject|to
spurious safety y of
the installation. This is not the right way to design safety systems because even if the safety aspects
constitute the dominant factor, the spurious actions have also to be considered to determine the best
compromises. Moreover in the oil and gas industries, a spurious safety action is not necessarily safe:
restarting after a spurious trip is often a perilous operation and a safety system provoking too many
spurious trips is likely to be promptly disconnected. This may lead to dangerous situations especially
when reconnecting the safety system is forgotten. Then combined systemic approaches where both
safety and production are thoroughly considered are recommended by the present Technical Report
which analyse both the inhibitions and spurious actions of the safety systems.

The probability of failure of the safety systems themselves is obviously a very important topic but it
often tends to hide the primary problem which is to bring the probability of accident (or of the hazardous
event frequency) below an acceptable level. This cannot be achieved properly just by calculating some

34 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

probabilistic measures on individual safety systems. Of course, the implementation of reliable safety
systems (e.g. with high SIL requirements) helps to achieve the accident target but only a systemic
analysis where all the safety layers are included is able to verify that the accident target is met.

The software tools necessary to accomplish the calculations related to the methods described in this
Technical Report should in appropriate manner take into account the issues addressed in this report.

5.2 Deterministic versus probabilistic approaches

Since the beginning of the industrial era in the 19th century, the engineering philosophy has been to
defign the fUture systems by USINg the KNowledge accumulated Step by step during the past., Ijhis know-
hojw built through a “trial and error approach” is now compiled into various state-of-the-art dpcuments:
gopd practices, rules, regulations, standards, etc. It is permanently improved according.to tle adverse
events (failures, incident or accident) occurring in industry.

Waiting for negative experiences to improve the state-of-the-art is not reallyradequate for] high risk
industries where the consequences of the accidents are so large that they should'be absolutelly avoided.
Thiis is why alternative complementary methods have been investigated in‘geronautics whicl has used
“statistics” to compare the types of planes since World War I and “probabilities” to predict thejir number
of expected accidents since the 1930s. The aeronautics field has been-followed by rocket technology
dufing World War II and later by the space industry and telecommunications field, the US army and the
nuflear field. More recently it was the turn of the chemical, petrochemical and transportati]cl:l fields to
join this approach which is now in use in the main industrial aréas.

Thie “deterministic” and “probabilistic” approaches are therefore available to design new systems. They
ar¢, indeed, very much complementary: it would not be.possible to design a new system from scratch
judt by using the probabilistic approach, but oppositely the deterministic approach is not sufficient to
preévent accidents which have not been observed yét,The result is that the deterministic rules fonstitute
th¢ basis of industrial systems design whereas the probabilistic approach provides effective means for
in depth analyses, verification and improvement: the aim of the probabilistic approach is ndqt to make
th¢ system run properly but to analyse how-a system which is reputed to run properly can fail. [Therefore
the¢ basic assumption of this Technical Report is that the safety systems have been designed [according
to the current state-of-the-art and runiproperly, before the probabilistic approaches are undertaken.

5.3 Safe failure and designh.philosophy

Thiere are two philosophies to design safety systems:

1)| aloss of energy pfeyokes the safety action (“de-energize to trip” safety systems);

2)| an emission ¢f\energy provokes the safety action (“energize to trip” safety systems).

With regard-to the safety action, the first case is more reliable than the second one because [the safety
acfion occtirs’any time the energy is lost somewhere in the safety system. All failures related to|energy or
signal Josses are safe and don’t need to be considered when evaluating the probability of dangerous failures.
Therefore, this simplifies very much the analysis to be performed as well as the safety systems \}u\odelling.

This philosophy seems perfect and this is the solution which is the most widely implemented in the oil
and gas sector. Nevertheless the counterpoint is that it increases the probability of spurious action.

This may be critical when there is no state where the risk completely disappears or when spurious
actions have detrimental effects on the installation (e.g. water hammer). In this case, the spurious
actions should be limited and the second philosophy could be used for this purpose.

When dealingwith de-energize to trip safety system, only the components undergoing dangerous failures
are considered within the safety analysis and the other components are generally ignored. Nevertheless
they may participate in spurious actions and it is important to consider them when performing the safe
or spurious failures analysis. This encompasses, but is not limited to:

a) loss of power supply, e.g.:
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e electric power supply (AC or DC);

e hydraulic power supply (i.e. the isolation valve is “fail-safe close”);

b) loss of auxiliary supply (UPS, compressed air, etc.);

c) rupture of the links between the sensors and the logic solvers;

d) rupture of the links between the logic solvers and the final elements;

e) any dangerous detected failure which is transformed into a safe failure by the self diagnostic tests.

f) humaln actions following false alarms

Then the |safe or spurious failure studies of “de-energize to trip” safety system need morg|detailed
analysis than the dangerous failure analysis.

5.4 Dependent failures

5.4.1 Introduction

From a tefchnological point of view (i.e. excluding the human factor considerations dealt in 5.5), thé¢re
are three main ways to decrease the probability of failure of a given system (including safety systems):

1) using|more reliable components,
2) imprqving the maintenance strategy (e.g. increasing the testfrequency of hidden failures),
3) introdlucing more redundancy to increase “fault tolerafice” (see definition 3.4.9).

The first qne is practicable only if more reliable components are available on the market, the second gne
is usable fo a small extent (e.g. because tests are cestly and may have detrimental effects when thir
frequencyf is too high) and therefore the third oné€.s generally implemented. It is effective to the extent
that the r¢dundant parts fail independently from each others. Therefore the identification and analyjsis
of dependlent failures (i.e. common cause failures and systematic failures) is an important topic when
dealing wjth redundant (or fault tolerant) safety systems.

5.4.2 Common cause failures

From an dcademic point of view,)if the probability of failure of a single component is p, the probabiljity
of failure|of two independent'redundant similar components (e.g. 1002) is p2, of three independ¢nt
redundanf similar compenents (e.g. 1003) is p3, of four independent redundant similar components (¢.g.
1004) is pt, etc. Thereforeit seems, in theory, possible to reduce the probability of failure to any level juist
by impleﬂenting the\right level of redundancy. Let us take an example where the probability of failyre
of one co

10-6, 109
point of v
probabilit 3 23
times lower than the probablllty that the fallure occurs because the Unlverse dlsappears'

Therefore some factors exist which limit the potential probability reduction expected from redundancy:
they are linked to the potential for common cause (CCF), common mode (CMF) and systematic failures
to cause multiple components to fail.

CCF can be split into the following categories:

e  Explicit CCF: an event or mechanism that can cause more than one failure simultaneously is obviously
a CCF. Such CCF can generally be explicitly known, analysed and treated as individual failures (e.g.
meteorite collision, loss of power supply, fire, flooding).
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Implicit CCF: an event or mechanism that only increases the probability of failure of several
components is obviously also a CCF. This kind of CCF does not induce the immediate failures of

components but only degrade them so that their joint probability of simultaneous

failure is

increased (e.g. corrosion, premature wear out, over strength, unexpected systemic effects, design
error, installation error). Such CCF cannot generally explicitly be known and remains implicit.

Implicit CCFs are far more difficult to identify, analyse and treat than the explicit CCF. Itis very likely that
some of them will remain ignored until they manifest themselves. They constitute a part of the epistemic
uncertainties. ISO 14224[15] advices how such data can be obtained (see ISO 14224[15], Table B.3).

5.4

It
thd
fai
en

effective

\nnex G: 8

TE Redundancy is more efficient to fight against CCFs which do not induce immegdiate failurg
vided that the relevant procedures are implemented to detect those CCFs, they can be discovered ar
ore all the redundant components are affected.

1.3 Systematic failures

s outside the scope of this Technical Report to deal with the systematic failures (see 3|
 standards dealing with functional safety provide valuable information on this subject. A 3
ure results from a pre-existing fault (see 3.2.2) and occurs,every time some given cond
countered. Then the systematic failures are perfect commen)cause failures which, like othe

bs because,
d repaired

2.17) and
ystematic
itions are
r CCFs do,

linpit the usefulness of redundancy. Beyond a certain level.oftedundancy (e.g. two or three channels) the

be
thg

Fu

5.}

5.5
Th

prone tocommitsimpleactionslipsaswellasmoreserious (cognitive) errors due toinadequate unde

of 1
thd
oc

An
sit
aff
sit
ing

nefit is illusory, especially if the software implemented in the redundant part has been dey
t same specification bases.

ther details are provided in Annex G.
b Human factors

.1 Introduction

e operator is sometimes defined as an unreliable agent of reliability. That means that, on one han

he system design and operation when on the other hand it is also acknowledged that he/she is s
only element able, with stufficient understanding, to make good decisions when unscheduled
‘ur i.e. improvising when suitable procedures have not been thought out beforehand.

other interesting~issue is that human beings can learn from their errors. Even if the o]
lhation stays‘constant the level of experience that the operators have of their interaction y
ect theiryperformance. They can improve their mental model of the world such that the o]
lhation<issmore predictable. Alternatively poor information and experience can result in
orrectmental models of the operational situation.

Thlexrgle of the human npnrnfnr‘ is prnr]nminnnfly-

eloped on

d he/sheis
rstanding
ometimes
situations

berational
vith it can
berational

applying

part of the condition monitoring system;
restoring to the appropriate system state in response to signalled deviations;

activator of safety systems.

With regard to this Technical Report, there are several situations where the human function is
appropriate for carrying out such tasks, e.g.:

©lI

periodic testing;

calibration;
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e inhibition management;

e routine inspection and maintenance;

e repair of failed components;

e restoration / reconfiguration after repair;

e restarting of the process (e.g. restoring a system after a shut down/spurious trip);

e alarm detection and actions following alarms;

® recoy

NOTE
contribute

In theser

ery of a failed condition.

The human operator can be an initiator of unwanted events that make demands on safety systems. T|

bles the human operator is not only performing a function but is also a sour¢e of undesira

events. For that reason there are pros and cons for having a human in the system. Itis therefore of va

to model 4

Further in

552 H
Human en

L4 memyg

nd quantify the effect of this.

formation can be found in Annex H and in references(36],[37] [38] [39}{40] [41] [42] [43] [44] and.

iman performance considerations
ror is generally considered to be of three types:

ry and attention lapses and action slips;

e mistakes in planning actions;

e ruley
In additio
o skillk
e ruleh
e know
These lev

procedurg
is mostre

iolations.

h, three levels of human performance canw'be considered:
ased;

ased;

ledge based.

els are hierarchical!\Performance at the knowledge-based level will call upon rule-bag

iable at the skill-based level and least at the knowledge-based level.

When an pperator has-to assess a given condition such as in inspection and testing (e.g. periodic test

of a safety
detection

e Hit-1

system)'or in monitoring a system state where there is a certain degree of uncertainty a sig
model.can be used with four classes of response to the evidence:

5 to the demand frequency of those safety systems and this out of the scope of this Technical Report.

ed

s which will call.upen skill-based operations to execute the procedure. Human performarnce

ng
hal

he“operator correctly detects the signal.

e  Miss - the operator missed the signal.

e False

e Corre

38

alarm - the operator identifies a noise event as a signal.

ctreject - the operator identifies a noise event as noise.
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In human reliability assessment the primary focus is on eliminating systematic causes of human error
at these different levels of performance. This is not discussed further in this Technical Report which is
more focused on human random failures.

NOTE Systematic causes exist in equipment, man-machine interface and task design, training, procedures,
information, communication, stress and fatigue, workload, and underlying organizational and management
factors. Other factors to be taken into account are dependencies, for example when the same operator carries out
the same task on otherwise independent systems.

5.5.3 Human error modelling

Human errors can be modelled as:

e | omissions (omitting to do something);

e | commission errors (doing things wrongly);

e | acting too late or too early (a subset of commission error).

Thiey are identified by examining procedures associated with a specified task, the initiation| of a blow
dojvn for example. Commission errors not associated with a requirementfor the operator to a¢t and acts
of abotage are not generally modelled.

With regards to this Technical Report, the only human errors of interest are those which jaffect the
funmctioning of the safety system in some way according to-the intended design and operati¢n. So, the
anplysis begins with the task performed within that function. Thereafter, understanding the task in
tefms of the performance requirements of the operator)yboth psychologically and physically, and the
capacity of the operator to respond are important forquantification.

Thie probability of occurrence of a human error is\smeasured by:

HHP = Numbers of human errors occurred/Number of opportunities for error, where HEP is the Human
Ertor Probability.

The operator’s opportunity for errorean be identified as the whole task or it can be broken down to
idgntify all the opportunities for human error which could result in a failure of interest. An opgportunity
forl error might be, for example, the requirement to return gas detectors to service after maintenance or
to flose a valve before startingup a system

An| operator may forgetto close a valve, improvise by not replacing like with like or miss ¢r dismiss
signals to act. Such himan errors can be identified from historical data but also can be surmjsed when
thé¢re is a requireméntfor human action which could affect system performance. Some human reliability
anplysis (HRA) methods have human error identification prompts such as:

Cap the sigmalbe perceived as unreliable? — Signal ignored — Action omitted.

Thiese aindesirable events can be modelled as human error probabilities per demand for actjon or per
tagkAor example, the probability that the operator will not initiate the appropriate safety finction in
» . -

It is important that the justification behind the quantification describes the conditions under which the
operator undertakes the task as changes in these conditions can violate the assumptions made about
the human error probability.

These concepts of human performance and human error modelling are important for linking the human
performance into the safety system. It is outside the scope of this Technical Report to deal in detail with
the human factor but further details may be found in Annex H.

5.5.4 Human Reliability Analysis Methods
See also IEC 61508[2] Annex A which gives examples of HRA methods.
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Because of a lack of real data for the HEP calculation a number of methods have been developed. First
generation methods were developed to help provide HEPs required in risk assessment. The most notable
publically available methods include:

THERP: Technique for Human Error Rate Prediction;

HEART: Human Error Assessment and Reduction Technique.

and expert judgement methods:

AP]J: Absolute probability judgement;

PC: Pgired comparisons;

SLIM{MAUD: Success likelihood index method using multi-attribute utility decomposition.

Second gejneration methods start around 1990 and were developed to better model the context in whjch

the operator is working:

Direct mepsurement of human failures is also possible.

ATHHANA: A Technique for Human Error Analysis;
CREAM: Cognitive Reliability and Error Analysis Method.

With:['x the framework of SDT - Signal detection theory;
Condyicting experiments on human performance under controlled conditions;

Use of simulators.

Analysis ¢f past incidents can also identify where human error contributed but not the number] of

opportunities for error.

Some HEHs and a worked example of the Paired Comparisons method are given in Annex H.

5.6 Doc¢umentation of underlying assumptions

For furthgr use of the reliability studies it is of utmost importance to keep the trace of every document
which hag been used as well as all prerequisites and underlying assumptions which have been adopted
during the studies. This is in an‘important part of the reliability analysis. It is often insufficiently dqne

and shoulfl be more thoroughly considered.

Documenting underlying assumptions is important in order to:

Highljght what-téchnical, operational and analytic assumptions the results are based on and the
consequencesof these assumptions.

Highljght ‘measures and activities that are important to follow up and i

operation=-often being of more importance ths

mplement in design and

Enhance the possibility of understanding the analysis results and the importance of the assumptions.

Establish a good foundation to evaluate the validity of the results or for future use of the analysis,
e.g. when updating the analysis.

Types of assumptions that are important to highlight are for example:

40

The sources where the input reliability and maintenance data are taken from, and to what extent the
data has been qualified and adjusted to account for a particular application. See ISO 20815[16], E.2.

Any assumptions that have been made for the data concerning diagnostic coverage, critical failure
modes, safe state, and so on, which are normally not presented (or presented in the same way) in
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many data sources. In particular it is important to document and justify/substantiate failure rates
that are significantly better than average generic data.

e Any assumptions that have been made in relation to periodic tests and maintenance, including
required intervals and specific methods and/or tools to be applied.

e Any assumptions that have been made regarding operating environment.

e Any assumptions and analyses that have been made for evaluating the common cause failures (e.g.
B factors) and for reducing them, e.g. diversity or staggered testing.

e [ All relevant assumptions related to procedures for inhibits and overrides, degraded pperation,
maximum repair times (ifany),and assumptions concerning set points and required humaninteraction.

e | Any assumptions that need to be validated during operation and how often suchalidatiop needs to
be performed.

6 | Introduction to modelling and calculations

6.1 Generalities about safety systems operating in “on demand” or “continuous[’ modes

A dafety system is a protection system which protects another,system - the protected system - against
inqident or accident. When the protection and the protected‘systems are not fully separated, it is
esgential to analyse them together as a whole. The protected system is sometime called “Hquipment
Unlder Control” (EUC) (e.g. in IEC 61508I2])

Two different modes of operation are generally considered with regard to how the safety system protects
the¢ protected system:

e | demand mode of operation: the safety system spends most of its time to wait for a demand which
occurs randomly when, due to hazardous events, a given physical parameter of the protected system
exceeds a pre-established threshold. Reactive safety systems (also called curative safetly system)
operate on demand mode of operation.

e | continuous mode of operation: a hazardous event occurs on the protected system as spon as the
safety system fails. Preventive safety systems are operating in continuous mode of operaltion.

Lef us consider an overpressure protection system which protects a pipe downstream by closing a
valve when the upstredm pressure exceeds a given threshold. During normal operation the jupstream
pressure fluctuates.according to the process operation, hazardous events (e.g. overpressure) jmay occur
anfl the safety systém has to be ready to isolate the pipe (e.g. by closing a Shut Down Valve) &s soon as
a gre-establishéd pressure threshold is reached. It performs its safety action just before the [protected
system entersin the dangerous zone: this is a typical reactive safety system working on demand mode
of pperatjom.

After“the overpressure protection system has reacted to a demand by closing a SDV, th¢ dynamic
pre¢ssure drop decreases and the pressure increases upstream the valve closed between thg pressure
source and the pipe. After a while this pressure may become higher than the pressure strength of the
downstream pipes and a spurious opening of this valve may lead to a dangerous situation. Because
of the speed of the pipe pressurization in case of spurious opening, a reactive system may not be fast
enough to close another valve before the overpressure occurs. Then another safety system is needed to
prevent the spurious reopening of the valve. Its safety action is to continuously maintain the valve in
the closed position until the pressure has dropped below a safe value: this is a typical preventive safety
system working on continuous mode of operation.

Reactive safety systems are commonly used whereas preventive safety systems have just begun to be
implemented in the oil and gas industries.
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Unavailable

Available | critical dangerous

Hazardous
event

Figure 10 — Broad model for ultimate-on-demand mode safety system

As shownlin Figure 10 a safety system working on demand mode may have failed before the ogcurrence
of the derhand and has not been repaired in the meanwhile, for a hazardous event occurring”Whaft is
important to prevent the hazardous eventis thatitis ready to operate at the time that the démhand occurs.
This does| not matter if it has previously failed provided it has been repaired in the hieanwhile: the
“availability” (see definition 3.1.11,3.1.12, 3.1.13) is the adequate probabilistic parameter to characterjze
such a saffety system. Therefore, if the safety system is unavailable when the demand occurs and if|no
other suc¢eeding safety system is able to respond, then the hazardous event ogeurs.

When the|average unavailability E:PFDavg of the safety system is small andithe demand rate A4 is low,
then the Bazardous event frequency can be calculated as: @,(T)~U.A,4 =PED,,Aq - This is a widely uged
formula which is valid with some limitations analysed in Annex D.

Unavailable

Available | critical dangerous

Succeeding

|
|

safety system ! etc.
|

Restoration
Figure 11 — Broad model for non-ultimate-on-demand mode safety system

In case of multiple safety-systems (see 3.3.3) another succeeding safety system may be able to respond,
then, in this case, a new demard)is generated to this safety system and the first one may be restored|as
shown in Figure 11. In this case the above formula gives the demand frequency on the succeeding safety
system. The multiple safetysystems are analysed in more detail in Annex F.

It is not alJowed for a;safety system working in continuous mode to fail as long as itis in use (e.g. as Iqng
as the prepsure has not been lowered behind a safe threshold): the “reliability” (see definitions 3.1.8 and
3.1.9) is the adequate probabilistic parameter to characterize such a safety system.

(KO)
Hazardous
event

Figure 12 — Broad model for ultimate-continuous mode safety system

As shownin Figure 12 the hazardous event occurs as soon as the safety system fails if no other succeeding
safety system is able to respond. Therefore, the critical dangerous failure rate of the safety system is
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also the hazardous event rate and the hazardous event frequency @(t) is equal to the failure frequency
of the safety system: @(T)=w(T). This is analysed in Annex E.

If another succeeding safety system is able to respond, then a demand is generated to this system and
the first one may be restored as shown in Figure 13. In this case the above formula gives the demand
frequency on the succeeding safety system which, therefore, operates on demand mode. The multiple
safety systems are analysed in more detail in Annex F.

Even if the aim is the same in any case (i.e. determining the hazardeus event frequency), Fig

Reliable | Critical dangerous
Eailure
! Succeeding

|

:
E-—» etc.

Demand | safety system |

| |

|

Restoration

Figure 13 — Broad model for non-ultimate-continuous mode safety system

rure 11 to

Figure 13 show that the reliability modelling and calculations depend on the type of the related safety

Sy

frdquency for safety systems operating in continuous mode:

Newvertheless, when the demand frequency is high, the demand mode of operation syste
considered and modelled ‘as a continuous mode of operation safety system. This approxi
copservative.

Both on demand\and continuous mode of operation safety systems may trigger the safé

tem: average unavailability for safety systems operating in.démand mode and unreliability

Spurious

Spurious
action

Restoration

Figure 14 — Broad model for spurious failures

or failure

m can be
mation is

bty action

spliriously (eig=spurious shut down) and the Figure 14 provides a broad model for the spurioys failures

of

pr
thg
co

hny typé.of safety systems. The similarities between the Figure 12 and Figure 14 suggeq
pbabilistic calculations undertaken for evaluating the spurious failure frequency are
e cdlculations undertaken to evaluate the hazardous event frequency in the case on no
ptinuous mode safety systems.

t that the
similar to

1|1-u1timate

Further developments from these broad models are provided in Annex D, Annex E and Annex F.

NO

©lI

TE In de-energize to trip design, all the failures able to lead to a spurious action should be considered (see
5.3). This may imply that other components than those considered within the dangerous failure analysis need to
be considered.
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6.2 Analytical approaches

6.2.1 Basic models (reliability block diagrams)

Basically an individual safety system performs three functions:

1) detection that a physical parameter crosses a given threshold;
2) decision to trigger the safety action;

3) perfo rmance of the sa pry action

These thrge functions can be gathered in a single component (e.g. a relief valve) or split between-sevejral
componejts (e.g. a safety instrumented system). Figure 15 represents the archetype of the architecture
of a safetly instrumented system comprising sensors (S), logic solvers (LS) and final elements (V)
represented as separate blocks in a so-called block diagram.

LS

A 4

e— S V —e

A\ 4

Figure 15 — Basic safety instrumented system/function

Such a blqck diagram is actually a “reliability block diagram” (RBD)I2] where each block has only tivo
states (e.g “OK” and “not OK”, or “KO” as it is denoted here). RBDs areé simple and widely used (but should
not be miyed up with multistate flow networks) and they are useful to introduce the basics of modellipg.
Formally they belong to the “Boolean” models which are analysed below (see Clause 8). Even if a RBD
may be clpse to the actual physical architecture of the safety system, it is an abstract model aiming
to represé¢nt as well as possible the functioning and the dysfunctioning of the safety systems under
consideration.

In Figure [15 the three blocks are in series and the’failure of any block implies the failure of the safg¢ty
function. This basicarchitecture in three blocksis often preserved for more sophisticated safety systems
(e.g. Figurle 16 and Figure 17). In functionatsafety standard (e.g. IEC 61508[2]) those blocks are so-called

”

“subsystems”.

S LS1 VA1

S2 LS2 V2

Figure 16~ Model of a safety instrumented system with redundant components - Example nf1

Figure 16 represents a safety system where all the components are redundant in order to decrease its
probability of dangerous failure. Redundant components are represented in parallel on the RBD.
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A 4

S1

A 4

V1
® " S2 >2003)> LS -0
V2

A 4

A 4

S3

Filgure 17 — Model of a safety instrumented system with redundant components - Exa
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Figure 18 — Model of a safety instrumented system with redundant components - Exa

ure 17 represents a safety system where three redundant sensors are used th¥qugh a 2d
ic performed within the logic solver in order to decrease both the probability of dangerd
1 the probability of spurious failures due to the sensors.

vertheless all the safety systems are not necessarily split into three parts (e.g. relief valves)
hitectures can be used according to specific needs. Figure 18, for example, proposes an ar
ere it is not possible to identify three fully separate parts in series-because the two logic
ut from only two of the three sensors.

A 4

S1

LS4 V1

& —— S2

/_>
/—> LS2 V2

S3

\ 4

.2 Qualitative analysis (Minimal cut sets)

yond thefactthat RBDs are flexible enough to represent the most complex architectures, t
hdditionythe identification of the failure scenarios of the modelled safety system. For this
sufficient” to consider the RBD as an electrical circuit and to analyse where it has to be “cu

mple n°2

03 voting
us failure

and other
thitecture
olvers get

mple n°3

hey allow,
burpose it
L” in order

all

the whole circuit to be cut. Each failure scenario is then a “cut set” which is said to be “minit

al” when

For example, the minimal cut sets of Figure 15 are simply {S}, {LS}, {V} where S, LS, V represent the
events “failures” of the related blocks (components). Similarly:

Minimal cut sets of Figure 16 are {S1, S2}, {LS1, LS2}, {V1, V2}.
Minimal cut sets of Figure 17 are {S1, S2,}, {51,53}, {S2,53}, {LS}, {V1, V2}.
Minimal cut sets of Figure 18 are {51,52,53}, {S1,52,LS2}, {52,53,LS1}, {LS1, LS2}, {V1, V2}.

Thelistof minimal cut setsisin close relationship with the architecture: thisis a systemic representation.

©lI
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On this example {S}, {LS}, {V} are single failures when {S1, Sp}, {51, LS2} ... are double failures and, {51,572, 53},
{51,52,LS7} ... are triple failures. Other multiple failures may be identified in more complex system (e.g.
multiple safety systems). As single failures are generally more probable than double failures which
are generally more probable than triple failures ..., the analysis of the minimal cut set provides a very
effective way to identify the weak points of the system under study from a qualitative point of view: the
single failure {LS} in Figure 17 is, for example, a weak point candidate. In order not to waste time and
money it is wise to analyse {LS} and possibly improve it first before looking at {V1, V»} or {51, S2, S3}.

The decision of improvement of the weak points can be based on:

e quanffitative probabilistic constraints (e.g. probability or frequency of hazardous events)

6.2.3 Basic considerations about approximated probability calculations

When thel minimal cut sets have been identified, then the safety system can be modelled by the RBD
formed of]its minimal cut sets placed in series. For example, the RBD in Figure 18 ¢an be replaced by the
equivalenf RBD in Figure 19. The difference is that a given block (e.g. S1) may be represented sevejral
times whgn it belongs to several minimal cut sets.

The sum ¢f the probabilities of the scenarios, i.e. the sum of the probability of the minimal cut sets (in
dotted bolxes in Figure 19) calculated separately, provides an uppér)bound of the overall probabiljity
of failure [of the safety system. When this probability is low (what is normally the case for a safgty
system) this upper bound is very close to the exact result which, therefore, provides a good conservatjve
approximpation (see Sylvester-Poincaré formula in K.1).

2 ST il ST i P LS
LS1 V1
&> S2 » S2 » S2 O O
LS2 V2
> S3 — i P LS2)— i ) S3 |-

Figuré19 — Minimal cut set representation of example n°3

The following appreach can be implemented to develop simplified calculations:

1) mode] the safety system (e.g. by using a RBD);

2) identifythe failure scenarios (e.g. the minimal cut sets);

3) calculate the relevant probability of each minimal cut set;
4) add the probabilities obtained at step 3 (conservative estimation).

In particular, this can be used to calculate the unreliability, the unavailability, the average unavailability
(i.e. PFDayg) of the whole safety system or the hazardous event probability or average frequency (i.e. PFH).

This may be implemented with any of the approaches described in this Technical Report. Nevertheless
it is particularly interesting when the analytical formulae are used as this reduces the problem to the
establishment of separate formulae for single failures, double failures, triple failures, etc.
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7 Analytical formulae approach (low demand mode)

7.1 Introduction

The use of analytical formulae for probabilistic calculations is wide-spreadI2][13][46][47] and the aim of
Clause 7 is to illustrate how they can be developed for simple safety systems. These formulae are not
intended to be used without a good understanding of what they mean. Therefore some mathematical
explanations are given to:

e clarify how they are established;

e | allow the user to develop his/hers own formulae if needed.

The underlying model behind the analytical formulae is the minimal cut set theory-(Clause ¢) and the
Mdrkov theory (Clause 9).

In prder not increase the size of the document only safety systems operating in fow demand|mode are
anplysed in this Technical Report, but the principles are the same for safet§’systems operatipg in high
demand or continuous mode of operation.

In |order to make the reading easier, the detailed mathematical developments have been |moved in
Annex I and only the main results are presented in the main part ofithis Technical Report.

7.2 Underlying hypothesis and main assumptions

Lef us consider the eventc=4uB. This event C occurscwhen the event A or the event B occUrs and its
probability P(C) can be calculated by using the following basic probabilistic formula:

=~

P(C)=P(AUB)=P(A)+P(B)-P(ANB)

T:['s formula becomes P(C)=P(Au B)=P(A)#P(B)-P(A).P(B) when the events A and B are independent.
is formula is interesting from the probabilistic calculation point of view because:

a) | When P(4) and P(B) are close to 1, P(A). P(B) is also close to 1. In this case it cannot be [neglected
otherwise probabilities higher than 1 could be obtained.

b)| When P(A) and P(B) are’ small compared to 1, P(4). P(B) becomes negligible compared t¢ P(4) and
P(B)). In this case it can be neglected and the following approximation used:

P(C)=P(AUB)~P(A)+ P(B)
When dealing{with safety, the probabilities of good functioning (reliability, availability) of the safety

sys$tems and'their components are normally high and this is in the case a). Reciprocally, the probabilities
of failures (unreliability, unavailability) are small compared to 1 and this is the case b).

Thlen-all-along Clause-7 the mainunderlying hypothesisis-tha
are reliable and available enough to apply approximation b):

mponents

F(t)<<1; U(t)<<1; U(T)<<1 and R(t)®1; A(t) &; A(T)®1

This allows deriving analytical formulae from approximations by keeping the first terms of the Taylor’s
expansion of the exact mathematical expressions of unreliability or unavailability. This can be done only
when relevant assumptions are fulfilled. This Technical Report’s assumptions made in developing the
analytical formulae are the following:

At component level:

e The testinterval T is constant.
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e The test coverage is of 100 % (i.e. all potential failures are detected by the periodic tests).

NOTE The failures not covered by the periodic tests can be modelled by another component with the
appropriate characteristics and placed in series with the periodically tested component.

e The failure rate A is constant (i.e. the failure is catalectic) and 1/A is the mean time to fail (MTTF) of
the component.

e tissuch that A.t << 1. (i.e. the probability of failure within a test interval is low).

e The repair rate u is constant and 1/u is the mean repair time (MRT).

e tissychthat 1/u << 7 (i.e. MRT is negligible with regards to the test interval duration).
e The tg¢st duration m is constant but it may be equal to 0 in the simplest models.

e tissych that m << 7 (i.e. the test duration is negligible with regards to the test intervial-duration)|.

shoulfl be replaced by the time elapsing between the detection of the fault ahd-the stopping of the
installation (MTTS), and the test duration ™ would be taken equal to 0.

e The p];"otected installation is not stopped during tests and repairs of components, otherwise MRT
At overall|safety system level:
e The demand rate Aq is constant and 1/A4 is the mean time to demand (MTTD) of the safety system.

e Tisspichthat A\qT << 1 where T is the period under interest (i.et the probability of a demand within
the pg¢riod under interest is low).

e MTTI) > 10 x MTTRes (see D.1 and Figure D.5) (i.e. the-mean time to restore a failure is 10 tinjes
lower]than the mean time between demands).

7.3 Single failure analysis

7.3.1 System description

This is th¢ simplest case. It is represented on Figure 20 by a RBD comprising a single block. It models a
minimal dut set which is a single failure.

——> (C »®
L

Figure 20 — Single component modelling

The basic|reliability parameters are the following:

e Aqu: dangerous undetected failure rate (i.e. hidden failures detected by periodic tests);

e Adq: dangerous detected failure rate (i.e. immediately revealed failures or failures detected by
diagnostic tests);

e Agsr: safe failure rate (i.e. able to produce spurious safety actions);
NOTE In de-energize to trip design, all the failures able to lead to a spurious action should be considered
(see 5.3). This may imply other components than those considered within the dangerous failure analysis. At

should be evaluated accordingly.

e uqu: repair rate of dangerous undetected failures (1/uqy = MRTqy after detection);
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e uqq: restoration rate of immediately revealed dangerous failures (1/uqqg = MTTResqq);
e ugf restoration rate of safe failures (1/ust = MTTResst);

e T:testinterval;

e y:probability of failure due the test itself;

e  : probability of failure due to the demand of the safety action itself;

e T test duration;

e | w: probability of human error.

Thie usual notation “du” has been used for the dangerous failures remaining hidden untilthey arg detected
by|a periodic test. The repair rate of these failures does not include the detection delay (see B.1.33 and
Figure 5) which is modelled separately. The usual notation “dd” has been used for intmediatel}y revealed
or [quickly revealed failures. The restoration rate of these failures does include.the time needed for the
detection (see 3.1.32 and Figure 5).

NOTE y and 1 are related to actual failures occurring on demand (see 3£2.18). They are not time|dependent
but demand dependant. Such failures cannot be prevented by tests. This is.discussed in Annex 1.

7.3.2 Dangerous undetected failures
Thie mathematical developments are detailed in Annex I and/the main results are the followirlg:
e | Average unavailability:

- Aget A
Udu(f)~d7“1+$+i+5+co+w

Hgu HduT 7T

e | Number of accidents over the time intexval [0, T]:

A A Ve
Noqu(7)= (d“ Lduy VR sylige
Hgy  Haut 7

e | Hazardous event probability~over [0, ]:

A Y T
Py qu(®)~ Nyqu()= (L“ A L+—+w+wdx
Hdu HuT T

e | Average hazardous event frequency:

(Dadu(r)f»—z 7'+—+7+£+w+1//)/1d

NOQTEA_ Y If the protected installation is stopped during tests and repairs (or if MRTqy, and m are negligible) and
if the~probability of human errors and of failures occurring on demand are negligible, then t]Ile average

unavailability is reduced to its first term Udu(t)=~ Zau

NOTE 2  For dangerous undetected failure not covered by any test the average unavailability becomes

Uqu(T)~ Aau T where T'is the duration of the whole period of interest [0, T].

7.3.3 Dangerous immediately revealed/detected failures
The mathematical developments are detailed in Annex I and the main results are the following:

e Average (asymptotic) unavailability:

Udd(t) S .
Add + Hdd
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e Hazardous event probability:

Pa,dd(T

- A
)& N, a(T)xUddAg.T=—"99 2,
Add + Hdd

e Average hazardous event frequency:

@ ,4d(T)=

Na,dd(T) ~ ldd-ld

Dadd =
Add + Hdd

7.3.4‘ Sl, uil iUub fdiiul <S

The math

NOTE 1

bmatical developments are detailed in Annex I and the main results are the followings

e Averdge spurious failure frequency:

— — 1 1
(Dst(T):(Dsf(_T)z =
MTBF MTTF +MTTRes
e  When
Fse(T)|<<1, @ s(T) = s(T) < L AqT _ Fy(T)

NOTE 2

MTTE; T T

spurious tifip of the protected installation.

NOTE 3
links with

When implemented in de-energize to trip architecture, it is very important that the failures of
bther components or systems are included into the Ast.

7.4 Double failure analysis

This case
set which

The basic

is presented in Figure 21 by a RBD¢omprising two redundant blocks. It models a minimal
is a double failure.

A

» B

Figure 21 — Double failure modelling

With a single component, a safe failure is also a spurious failure which leads to a spurious,safety actipn.

Depending of the architecture of the safety systems, a;spurious safety action may also provokg a

the

Cut

reliability parameters are the following:

e Aaduw AB,du: dangerous undetected failure rates of components A and B (i.e. hidden failures detected
by periodic tests);

e Aadd, AB,dd: dangerous detected failure rates of components A and B (i.e. immediately revealed

failur

es or failures detected by diagnostic tests);

e Aasf A, st: safe failure rates of components A and B (i.e. failures able to trigger safe or spurious actions);

NOTE

50

In de-energize to trip design, all the failures able to lead to a spurious action should be considered
(see 5.3). This may imply other components than those considered within the dangerous failure analysis.
AA,sf, AB,sf should be evaluated accordingly.
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UA,du, UB,du: Tepair rates of dangerous undetected failure of components A and B;
UA sf, UB,sf: Testoration rates of safe failure of components A and B;
Udq: restoration rate of immediately revealed dangerous failure (1/uqq = MTTResqq);

Tp, TB: test interval of components A and B.

Even forarather simple system like this one, the number of combinations drastically increases (especially
if the extra parameters like 7, w ... introduced in 7.3.2, are considered). In addition, the tests intervals
are not necessarily identical and even if they are identical they can be not performed at the same time.

Thierefore it 1s almost impossible to treat all the possible cases. The aim of this clause is to
adyice and to encourage the analysts to understand and develop their own formulae rath
provide a catalogue of ready-to-use formulae. Further details may be found in Annex I

7.4.1 System unavailability analysis

Thie system presented on Figure 21 is failed when both Aand B are failed, i.e. when Aand Bareu
at the same time:

Safety system unavailability: U,p(£)=U,(6)Up(t)=[U p 4u(t)+U a 4q(t)] [0p,qu(t) +Up 44(t)]

Thiis formula comprises three types of terms:

1) one term related to dangerous detected failufes: Ua,dd(t).UB,dd(t)

2) one term related to dangerous undetected Ua,du(t).Ub,du(t)

failures:

3) two terms related to both type of failures: Ua,dd(t)-Up,du(t), Ua,du(t).U
Ualdd(t) and Ug 4d(t) converge quickly toward asymptotic values ua, ub which are also avera
(cf] Annex I) and the above terms can:be€ expressed as:

a) term related to dangerous detected failures: U1(t) = up.up

b) term related to’dangerous undetected failures: U2(t) = Ua,du(t).Us,du(t)

) terms related to both type of failures: U3, A(f) = ua.Ug,du(f),

Thie term Ui(€)-and the terms U3 A(t) and U3 g(t) can be easily evaluated from the results ol

thg
da

U3 B(t) = Ua,du(t).us

 singlefailure analysis. Then only the term Uz(t) = Ua,du(t).Us,du(t) is new. It is related
hgerous undetected failures and is analysed below.

Thlerefore, over a given duration T this lead to:

pive some
er than to

havailable

Ub,dd(t)

res values

btained in
to double

©lI

hazardous event probability: P,(c)~N,(T)~[U1(T)+U2(T)+U3a(T)+U38(T)]Aqt =U aB.Aq.T

average hazardous event frequency: @a(T)~U .24 .
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7.4.2 Double dangerous undetected failures

7.4.2.1 Simultaneous tests

The simpl
the same

The averalge unavailability of this system is obtained as the sum of 4 terms:

The first

test intery

Therefore

Test of A
T
T >
< 5 =|
Test of B t

Uz(t)S

Figure 22 — Two components tested at the same time

pst case is presented on Figure 22 where the two components are tested at the sathé time w|
est interval.

Us(c)+Ua(c)+Ua()+Us(7)

erm is related to the average unavailability due to dangerousiindetected failures over f{

2
)“A,du'/’LB,duT

bal: Us(c)~ .

—1 4 - —
UZ @gUA,du-U B,du

ith

he

INFO BOX
conservat
tions are @

: The simple multiplication of the individual average<unavailabilities of A and B does not provide a
ve estimation of the average unavailability of the system AB. Nevertheless these kinds of calcula-
ften observed.

The coeff
system. T
and B bec
i.e. good and bad at the same time.

The three

1y

2)

3)

A and

A und

and 1

cient 4/3 which is greater than, ,only appears when establishing the formula for the wh
his is the manifestation of the “syStemic dependency” introduced between the component
huse the periodic tests are simultaneous: therefore the availabilities of A and B are correlat

other terms are related to the unavailability of the system during the repairs of A, B or A and

. — Aa gyt
B under repair-after the test: Us(r)~ —Adu”Bdu_,

Hadu HB,du

. . . —3 Ap dqut
er repair-and B fails before the repair of A: U3(r)~ —Adu"Bdu_
B,du * HAdu

HUAAWS<T.

v when considering e A0’ i

ble
5 A
d,

1/uB,du << T.

NOTE

52

In U%, the implicit hypothesis is that A and B has their own repair teams. This is an optimistic
hypothesis because the failures of A and B are discovered at the same time and that means that the repairs are
done at the same time. Therefore if there is only a single repair team the repair policy should be modelled (e.g. in
multiplying the MTTRes by 2).
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7.4.2.2 Non-simultaneous tests
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Figure 23 — Example of components not simultaneously tested
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Thie special case where the test intervals have the same duratiof () is presented in Figure 24:

All
no
On
un
be

ure 23 shows an example where the components have different tests intervals. Therefor
I tested at the same time. On this example simultaneous tests occurs every 4 tests pfA an
Then the renewal period (i.e. the duration after which the same pattern of interydls’comg
= 5.77 = 7.78. Some time intervals start or finish with the test of only one comp@nént (intg
, some others start after the tests of the two components (intervals 1 and 4) and the intervj
Lh the tests of the two components. This implies that the unavailability formulae be estah
11 different intervals comprised within Tr. This can be done just by using formulae simil3
ablished above (cf. also Annex I). A difficulty arises when there is ne\renewal period or
ger than the period of interest. In these cases, it is obligatory to ideftify and consider all the
br the period of interest for the calculations.

&) @ @

@

Test of A

b they are
d 7 test of
s back) is
rvals 2 to
al 11 ends
lished for
r to those
when it is
intervals

0

Test of B

Figure 24 — Example of similar test intervals

the time intervals begin after the test of one component and end when the other is testec
renewal period but the test pattern comprises only the two types of intervals identified 3
the long range (i.é7after 2 or 3 test intervals) such a system converges toward asymptot
nvailabilities in.each of the intervals. Note that these asymptotic average unavailabilities {
confused with'steady-state unavailabilities because no steady-state exists in this example
03

3

2
L0%-0)

2
%0 63

(@8] ~ lA,du 'A’B,du (
AB,du

averagewnavailability in interval 1: U

).

T

(2) ~ lA,du'Z’B,du (g _ 93

=1

|. There is
s 1 and 2.
c average
hould not

average unavailability in interval 2: +—).
AR du 2 2 2 2

Th

©lI

(1)
AB,du

Lg® L AadetBa

~ (2r%2-310+30%).
AB,du 6

average unavailability over interval 1+2: U apau =U
erefore the average unavailability is:

minimum when 6 = t/2. This gives Uagdu =24 ay-45du 25—4r2 .

. L. — 1
maximum when 6 = 0. This gives Uapdu =2, gy 4u gfz :
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INFO BOX: Therefore the average unavailability decreases with 37,5 % when going from simultaneous tests to
perfectly staggered tests. Whether this “systemic” improvement is significant or not will depend on the appli-
cation.

This analysis should be completed with the unavailabilities due to repairs but this similar to what has
been already described here above.

7.4.3 D¢uble dangerous detected failures

This is deyeloped in Annex [. The main results are the following:

. . A A
*  Equivalent failure rate: Apaq~2a 4 Bdd __  Apad - Add
B,dd T Hadd Add T HB,dd
AnB,dd

e Averdge unavailability: Uapqd ~

ABdd t Hadd + HB,dd
e Hazagdous event probability: P, 44(T)~ Ny 4q(T)=UaB(T).24.T .

e Hazaidous event frequency: @ ,qu(T)~U ap(T).Ag -

7.4.4 Spurious failures

The number of safe failures needed to lead to a spurious actien depends on the design of the oveyall
safety sysftem from which the minimal cut set comes from:

e 1002 prchitecture: a single safe failure from of A o' B is able to trigger a spurious failure then the
spuripus failure rate is simply: Azf ¢ =24 ¢ + A5 - Where “1F” means “one failure”.

e 2003,[3004, etc. architecture: a double safe failure (e.g. both A and B) is needed to trigger a spuriqus
AB,sf Anst
»: l 3

B.sf wheére
)’B,sf + HAasf lA,sf + HB sf

safety action then the spurious failure'tate becomes: AZf ~ 1,
“2F” means “two failures”.
When theAsf are low the probability-of spurious failure over [0, T] is: Py (T)~ App T

The singlg safe failures havecalready been analysed in 7.3.4. For the double safe failures the results gre
the followjing:

. T T
o Expeg¢ted number'@ffailure: N2F(T)~ = T T
MTBFZ  MTTFA" + MTTRes?!

. . —2F 1

*  Average spurious failure frequency: @5 =———-.
MTBF2
1 1

Where M 2F o and MTTEY =

Hasf+ HB s ApBst

When the repairs are fast then MTBFZ ~ MTTF2" =

2F 2F 2F 2F
s and N (T)~ AjpqT and &g ~ Ajg -
AB,st

7.4.5 Complete formulae for the system made of two components

The analysis leads to a great number of cases when the two components are not tested at the same
time or when other parameters than the basic parameters described in 7.3 are used. It is therefore not
possible to establish a complete catalogue of detailed formulae for all these cases.

The general philosophy developed in 7.4.1 can be used to develop the relevant formulae corresponding
to any cases. No further development will be made in this Technical Report.
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7.5 Triple failure analysis
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Thie analysis becomes very complicated for triple failures because the numbér, of situations
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Tl-flrefore only the more simplistic situation is analysed*hereafter: three components tes

Figure 25 — Triple failure modelling

reases more or less exponentially with the order of the minimal cut/sets under cons
vertheless this analysis can be performed by skilled reliability engineers applying the
yeloped above for single and double failures.

veloping in this Technical Report the complete general analysiseftriple failures would lead
mmber of pages covered with complicated formulae. This would not be very effective as their
uld likely be not really understood by users not skilled ip-probabilistic calculations.

e time and with only the basic parameters defined in 7.3. None of the extra parameters (}
ggering) will be considered hereafter.

e basic reliability parameters are the following:

AA,du AB,dw Ac,du: dangerous undetected failure rates of components A, B and C (i.e. hiddg
detected by periodic tests);

to handle
ideration.
principles

to agreat
meanings

fed at the
W, T, test

n failures

AA,dd, AB,dd» Ac,dd: dangerous detected failure rates of components A, B and C (i.e. immediately

revealed failures or failures detected by diagnostic tests);

UA,dus UB,du, HC,du: repaitirates of dangerous undetected failure of components A, B and C;
udd: restoration rate of immediately revealed dangerous failure (1/uqq = MTTResqq);

T: test interval‘of components A, B and C tested at the same time.

said above,.this clause deals only with the simplest case of minimal cut sets of order thrg
ider should'be aware that this constitutes a simplification which may be non conservative
umptiens are not fulfilled. The aim of this clause is only to provide some guidance and to
e analysts to understand and develop their own formulae rather than to provide a catalogug

to

be and the
when the
bncourage
e of ready-

use formulae. Further details can be found in Annex I.

7.5.1 Dangerous undetected failures

Test of A, Band C Test of A, Band C

>

Figure 26 — Three components tested at the same time
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In this simplest case, the Annex I establishes the following results for the triple dangerous undetected

failures: U apcdu(r)~

3
Ap,du2B,du-tc,du?
4 )

It can be observed that U g4, z%ﬁ AduUB,ducdu=2U aduUsduUcdu-

INFO BOX: Again this means that the simple multiplication of the individual average unavailabilities of A, B
and C does not provide a conservative estimation of the average unavailability of the system ABC. Nevertheless
these kinds of calculations are often observed.

The coeff
whole sys
A, B and
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The syste
under rep
and A failj
A and B fa

7.5.2 Dx
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NOTE
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safe failuy

The cases
triple safé

NOTE
5.3). Thisn

should be performed accordingly.

7.6 Cor

Figure 27
been desc

cient 8/4 = 2 which is greater than 1, only appears when establishing the formula~{or {
fem. [t is the manifestation of the “systemic dependency” introduced between the compone
[ because the periodic tests are simultaneous: therefore the availabilities of A;B)and C 3
|, i.e. good and bad at the same time.

pir, A and B under repair and C failing, A and C under repair and B failing;.B and C under rep
ng, A under repair and B and C failing, B under repair and A and C failing, C under repair a
iling. The first of these cases is analysed in Annex I.

ingerous detected failures

ciple is similar as for double failures in 7.4.3 ‘but there are seven OK sta
B o6, AccB o6, AcB of, AwcB o, AocB o, AoB of, instead of 3. \Therefore the number of formulae
1 the formulae are more complicated. They can be’developed with the principles present
no further guidance is provided in this Technical.Report.

A means “A failed” and A ” means “A not failed”aid similarly for B and C.

urious failures

to the logic of system from whiChjcomes the minimal cut set under study 1, 2 or 3 individ
es may be needed to trigger a spurious failure.

of single and double safe failure has already been analysed above. For a spurious failure due t
failure then the same principle as those developed for double safe failure can be implement

In de-energize to tripdesign, all the failures able to lead to a spurious action should be considered (|
hay imply other components than those considered within the dangerous failure analysis. The analy

he
hts
\re

In can also be unavailable during the repairs. Seven cases should be considered: A, B andl C

air
nd

tes
is
ed

1al
0 a
d.

bee

1as
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nmon_cause failures
shows how common cause failures can be modelled as a single failure. Therefore what |
ibed in 7.3 for single failures applies
CT T
e e A i"‘.
A | TTTTT
o T Lo CCFlre & B i CCF[>e
1 [ I
> B Nl
_______ [ I_ ! C i__d

Figure 27 — Common cause failure modelling
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A warning should be raised here because Figure 27 models a CCF which is repaired independently of the
components A and B. That is to say that the components are only made unavailable when the CCF occurs
but not really failed (e.g. a loss of power).

If the occurrence of the CCF implies a separate repair of A and B (e.g. an over tension which break both
A and B) this introduces a dependency between CCF, A and B and this cannot be handled by the simple
approach described here above. Nevertheless, considering that the mean time to repair the CCF is equal
to the sum of the MRTs of the components to be repaired provides a conservative approximation. For
example, this can be implemented in order to use, the Boolean approach (Clause 8 and Annex K) with the
CCF models developed in Annex G.

7.7 Example of implementation of analytical formulae: the PDS method

Alptof efforts have been made across industry to implement the analytical formulae approachjaccording
to [[EC 61508[2]: the PDS method?) is one of them. It aims to reflect actual reliability performance by
inqluding the most important parameters that are assumed to influence SIS by implementing|relatively
simple formulae. The PDS method also recognize the importance of the safe" failure (sputious trip)
cohsideration which is within the scope of this Technical Report, and the méthod therefore provides an
intleresting example of implementation of a subset of the formulae developed in Clause 7.

Thie method is described in the method handbook[13] primarily used.to-quantify the safety unayailability
of BIS and the loss of production due to safe failure (spurious trip).

The PDS method is used in the oil and gas industries, especially in Norway, but could be apjplicable to
other business sectors. It has been developed during the past 25 years in close co-operation wiith oil and
ga$ companies as well as vendors and researchers of control and safety systems.

Mare specifically, the PDS method, in the framework of the assumptions presented in Clause ¥, includes
sithple calculation formulae addressing:

e | safety unavailability formulae for SIS, both for low and high demand mode of operation;
e | common cause failures (CCF) for different types of voted configurations;

e | treatment of some non-hardwaré or non-random failure;

e | downtime due to repair afid periodic tests, in light of strategies for degraded operation.

Fol a more detailed description of the PDS method reference is made to L.5 and to [13]. Regdrding the
trdatment of CCFs in the.PDS method, more details are found in Annex G.

7 i Conclusion)about analytical formulae approach

Approximated formulae may be established and applied by skilled reliability engineers but th¢y become
mgre and-more difficult to comprehend as the number of parameters of interest or the orfer of the
minimal/cut sets increases. The staggering of tests also introduces extra difficulties. In addlition, the
approximate formulae are generally used to provide average probabilistic values which canrfot always
be used straightforwardty asimput for further comservative catcutatiorrs:

The main conclusions drawn from this clause are the following:

e Analytical formulae are useful for simple safety system calculations where the degree of complexity
and redundancy is limited and the users know what they are doing,

e All assumptions and limitations underlying the formulae are important to state.

e  Simply multiplying average unavailability figures together may be non-conservative due to the
underlying “systemic” dependencies.

1) PDSis the Norwegian acronym for “reliability of computer-based safety systems”.
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e Formore complex safety systems alternative calculation methods should be applied and the systemic
approaches presented hereafter are more rigorous.

It is paramount that the users understand the formulae and their underlying assumptions and
limitations. Since it is optimistic to think that all the users of analytical formulae are going to establish
these formulae themselves, they should at least carefully study this Technical Report in order to get
sound understanding about their actual possibilities and shortcomings.

Clause 7 has been focused on low demand mode of operation safety systems. The same approach can be

applied to develop analytical formulae for high demand or continuous mode of operations but no further
guidance S prnvir‘]ﬂr‘] inthis Technical annri—

8 Boolean and sequential approaches

8.1 Introduction

A safety system has only two states: either itis available to fulfil its reliability function-or it is unavailaple
to do thatl Therefore the Boolean approach seems a good candidate to be used ‘as it rightly deals wjith
two-state| systems. Several widely used models - reliability block diagrams {RBD)[#] or event tfee
analysisl8] (ETA) already mentioned in this guide but, with some limitations,also the cause consequernce
diagrams|l0], LOPAI2] or fault tree analysis[3] (FTA) which will be discussed below - belongs to the
Boolean approach.

All these models aim at representing the links between the states of the system and the states oflits
componeijts through the use of an underlying logical function. This is very powerful to model the system
architectyres and large size systems can be modelled in this way. As the Boolean models are time
independé¢nt (i.e. static models), difficulties arise when it'is necessary to consider time dependencjes
(e.g. single repair team) or to model the system behaviours as a function of the time (e.g. periofic
tests, opefational activity, etc.). Nevertheless it is pessible in many cases to perform time-dependent
calculatiops provided some strong hypotheses are-met.

The main|interest of Boolean models is that they provide graphical supports which are helpful for the
analysts Quilding the models. To some extent, modelling and calculations can be done separately: the
analyst fofus on the development of the model (e.g. the utmost importance part of the safety study) and
leave an gdppropriate software package‘to perform the calculations. Powerful algorithms (e.g. Binary
Decision Piagrams) are now availahle to process very big logical function.

Nevertheless the periodic test§ (i.e. safety systems operating on demand mode) are not easy to hanflle
properly Qecause they introduce time issues. This problem can be solved by using the approach discusged
below whjch mixes Booleafn.and Markovian models in order to model large Markov processes (fault tree
driven Mdrkov processes). Some software packages implement such a mixed approach but a minimyim
knowledge of the underlying mathematics is needed to perform relevant calculations and this is often
forgottenjusing thebest software packages like a black box is likely to provide questionable results.

All calculptions' are based on the hypothesis that the individual components are independent. This
is never dompletely true, and then this approach is limited to safety systems comprising reasonaply
independent components.

8.2 Reliability block diagrams (RBD)

The RBD approach is described in the IEC 61078[4] international standard and has been already used
above in this Technical Report (see Figure 15 to Figure 19).
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S2

Figure 28 — Example of simple RBD

ThIis is a good tool to model the architecture of safety systems of which it generally remdins'[close. The
mganing of a RBD is clear and easily understandable by the engineers from various spegcialities working
foil the same project. For example it is clear that Figure 28 represents a safety system mdde of two
redlundant sensors, one logic solver and one valve as terminal element. This facilitatesthe communication
between engineers and this is why RBDs are widely known and used. Nevertheless it is morg a tool to
represent the system architecture than a mean to analyse them.

Bzl

————

e e e e e )

O— Aaw #1 T T Aoawte T T A.du T Adar M3 ] W 4

Figure 29 — Example 0f decomposition at the failure level with a RBD
Reliability block diagrams can‘be used to model several failure modes for a single comp¢nent. For
example, the Figure 29 shows a'component which has been split (from left to right) between:
e | two dangerous undetected failure modes tested with different tests intervals;

e | one dangerousfailure which is not covers by the tests;

e | one dangefous detected failure;

e | one failure due to the demand of the safety action.

Sirhilardecomposition between DD and DU failures can be observed in the fault tree in Figurg 30.

The main conceptintroduced by the RBDs is this of “minimal cut sets” which has been already introduced
in 6.2.2. From a mathematical point of view RBDs and fault trees have exactly the same properties but
the FTA is areal a method of analysis. Therefore the calculations investigated in the following subclause
are devoted to fault tree analysis (FTA).

8.3 Fault Tree Analysis (FTA)

FTA is described into IEC 61025[3]. This is a very important tool because this is practically the only
“deductive” (i.e. effect to cause reasoning) method which is used in reliability engineering. It consists
in building step by step the logical links between the individual failures and the system failure. A top-
down analysis is performed from the top event (unwanted, undesirable or root event) to the individual
components failures.

© IS0 2013 - All rights reserved 59


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

Safety system
dangerous Top event or
failures
Unwanted event
G1
ORgate — 4%
[ \ \
§32I§§"r Logic Solver Valve 1
Effect failure DD failure DU failure
G9 LSyq4 Z&
s [ |
Sensors ensors Valve 1 Valve 1
independent CCF DU failure DU failure
Failures DU failure | | Event to be (partial stroking)| | (full stroking)
G6 Sccr developed v ”
AND gate \,{ } Q 1,8 1S
4 ‘ /Q) Q
Cause Sensor 1 Sensor 2
failure failure Basic event
Sensor 1 Sensor 1 Sensor 2 Sensor 2
DD failure DU failure DD failure DU failure
S1,dd S1,du 82,44 S2,du

o O O O

Figure 30 — Fault tree equivalent te'the RBD on Figure 28

The fault free in Figure 30 represents the same system as this modelled by the RBD in Figure 28 bu it
does not Ipok like the same. It has been built in the-following step:

1) Selection of the “unwanted” event (i.ethe dangerous failures of the safety system).
2) Analysis of the direct “causes” of this “effect” (e.g. Sensor overall failure, Valve DU failure).
3) Each |dentified “causes” is then eonsidered as an “effect” to be analysed.

4) Analyjsis of the direct “causes” of the “effects” identified at step 3.

5) Repeat steps 3 and 4~until basics (or elementary) events have been found (e.g. when failure modes
as deflined in ISO 14224[15], Annex B have been identified).

For example, the-failure of the group of sensors is due to the “independent failures of the individpial
sensors OR a camimon cause failure. This is modelled by using a logical OR gate. The independent failuyre
of the serjsors.is caused by the failure of both sensors. This is modelled by using a logical AND gdte.
The independent failure of a given sensor is due to a dangerous detected (DD) failure or a dangeragus
undetected (DU) failure. This is modelled by using a logical OR gate.

The process is stopped when reliability data or event data are easily available: these “basic” events
are represented by circles). When more investigation is needed this is indicated by using a double
diamond. Other standardized graphical symbols are available but are not needed for the purpose of
this Technical Report.

The fault tree presented in Figure 30 is a systemic model. It is more detailed than Figure 28 because
some failures have been split between dangerous undetected failures and dangerous detected failures
and that one common cause failure has been identified. In the same way, the two kind of periodic tests
performed on the valve have been identified: the partial stroking which detects if the valve is stuck,
whereas the full stroking detects if the valve is stuck or does not close tightly.
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This fault tree comprises more detailed minimal cut sets than the RBD in Figure 28: {51, Sz} has been
split between 4 minimal cut sets and {V1} has been split between 2 minimal cut sets:

{81, S2} = {S1,dd, S2,dd} {S1,dd> S2,du} {S1,du S2,dd} {S1,dw S2,du}
{Vl} E{Vl,ps}; {Vl,fs}

This level of detail should be difficult to represent with a RBD when it is very easy with a fault tree.

[<¢]

ets is used

Tlf\ ahaovanatationicnatcimnlaotamaninulatoathan a maro nractical notation af minimal ~ut
oV ottt oo Ot o P et O e Pttt St e o O - prac e ottt o S rrarcoe

in the remaining parts of this Technical Report:
e | Conjunction (logical “AND”"): {A, B}= ANB= AeB
| Disjunction (logical “OR"): [{C}, {D}]= CuD= C+D

8.4 Sequence modelling: cause consequence diagrams, event tree-analysis, LOPA

Thie reliability block diagrams[10] or the fault trees[5] described above @re focused on individual safety
sys$tems but in reality, single safety systems rarely work alone and;>When a demand occuys (the so-
called “initiating event”) several safety layers run in sequence to prevent the occurrence of the related
hagardous events. Those multiple safety systems are further discussed in Annex F.

Thie first attempt to deal with such sequences of operatioris has been published in 1971 by the Danish
Atpmic Energy Commission[10]: this is the so-called “Cayse:Consequence Diagram” model. Few yjears after,
th¢ well known “event tree”[8] approach appears in the famous “Rasmussen report” (Wash 1400) where
it is implemented to evaluate the probability of accident of nuclear power plants. At the preserjt time the
ladt version of this kind of approach is the very fashionable “Layer of Protection Analysis” (LOPA)[2].

Allthese models may be represented by faulttrees and this is why they are associated with the Boolean
approach. Nevertheless, and contrarily té_the Markovian or Petri net approaches, the mathematics
behind the Boolean approach fundamentally deal with static behaviours and are not really adapted
for] sequence calculations. Thereforelit'is essential to use the available approximations baded on the
Boplean mathematics cleverly and“eautiously with a full knowledge of the limitations and of the side
effects on the results.

Thiose models are describéd,in Annex ] as well as their links with the fault tree modelling.
8.5 Calculations'with Boolean models

8.3.1 Unavailability calculations

IN[FO BOX:-ET calculations based on average unavailabilities of periodically tested components (e.g. Wwith
PHDayg of the form A7/2) leads to non conservative results. The non conservativeness increases when|the
refldhdancy increases. That means, for example, that the safety system is likely to be qualified for a hjgher SIL
a o earry~ Fre-aFaHa - WatrePac :i‘ P€ Swssmusieree Hd vamers ctatt RS~ s+ a3 thhe
duty of the analyst to be cautious and to verify that software he/she uses implement sound algorithms.

Basically, a logical formula is a static model which does not contain any concept of evolution along the
time. Nevertheless the temporal dimension can be introduced when the events evolve independently from
each others: the probability of the logical formula at time ¢; can be obtained from the probability of each
event at time ¢;. It is fundamental that the events are independent all the time (i.e. always independent
when the time is elapsing) and therefore only unavailability calculations can be handled in this way.

When the components unavailabilities reach asymptotic values, the unavailability of the top event
reaches also an asymptotic value which is also the long term average unavailability. This is illustrated

in Figure 31.
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This is the typical behaviour of systems with only failures which are completely and quickly repairable,
i.e. system of which the failures are quickly detected and repaired (like immediately revealed failures).
When these hypotheses are met, the asymptotic values are reached rather quickly after a duration equal
2 of 3 times time the larger MTTRes of the components. In this case only one calculation of Us(t) is
needed provided that t is large enough to ensure that all the asymptotic values have been reached. This

approximation is conservative.
Ug(t
S( ) Asymptotic
..................... ? USS unavailability

pr
7, time

Figure|31 — Average unavailability as asymptotic value of theinstantaneous unavailability

INFO BOX!: This is, in principle, the case of the dangerous detected failures as well as immediately revealed
safe failurps. This is of the duty of the analyst to verify that the hypotheses related to this particular case are
met and that the calculations can be performed in this way.

In the gereral case, calculating the average unavailability Us(T) over the period [0, T] cannot be dqne
directly Hecause combination of the averagé unavailabilities of the components through the logical
function does not give the average probability of the top event of the fault tree. This implies that the
instantanpous unavailability Us(t) be established first. This can be done by using the principle illustrated
on Figure[32: for a given instant t1 thetunavailabilities Ua(¢t1), Ug(t1) and Uc(t1) of components A, B 4nd
C are calfulated independently from each others. Then they are combined through the fault tree
according|to underlying logicalfunction to obtain Us(t1). Doing that for a relevant number of time valyes
over a petfiod of interest giveS-the whole curve Us(t) over this period of time.

Us(?)

S

@ t , time
‘[UA(t) i e ‘[ Us() i ‘LUc(t)
4 2 2

time time time

Figure 32 — Unavailability calculation
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Then Us(T) can be obtained by calculating the average of Us(t) as shown in Figure 33. This is the relevant
method to use when the periodic tests performed to detect and repair the dangerous undetected failures
are modelled.

Such an example is presented in Figure 34 where a fault tree driven Markov model is implemented. This
is a “mixed” approach where the logic is described by the fault tree and the component behaviours are
modelled by Markovian multiphase models (see Clause 9 and Annex L). This is valid when the various
input events in the fault tree are independent or subject to weak dependencies (e.g. single repair team).

4 Us()

Us(T) N O

time

v

T
Figure 33 — Average unavailability as average of the instantaneous unavailability curve
In this example, the unavailabilities of A and B are typical saw-tooth curve related to periodically tested

faiJures when the unavailability of C continuously increases begause it is not repairable (Figufe 34).

$Us(r)

Es,du(T)

[ FT: logic of the

\\; S

system failure Q
Multi- phase

( \ Markov model

tlme tlme time:

'Ir ti'me

Figure 34 —¥T driven Markov process modelling a safety system with periodically fested
components

Even with'this simple example, the result is a quite complex saw-tooth curve. Its average is represented
by[thé black bullet on the top right hand side of the figure. Achieved in this way the fault tree caflculations
provi i i i i ed by the
periodic tests (cf. 7.4.2 and 7.4.3) are taken into account properly.

It should be noted that for this example the average unavailability (i.e. the PFDayg of the modelled safety
system) is not a good indicator as it is continuously increasing.

Further developments are provided in Annex K.

8.5.2 Unreliability and frequency calculations

Evaluating the reliability and the failure frequency with Boolean models conceals a subtle difficulty that
analysts are often notaware about. Itisillustrated in Figure 35 where A and B are repairable components.
The whole system fails when both A and B are failed at the same time: that is to say, when B fails when A
is under restoration (case illustrated in Figure 35) or when A fails when B is under restoration.
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The reliability Rs(t) of the system S is the probability that it does not fail before t. Therefore, from a
mathematical point of view, the restoration of the system after a failure is excluded from the calculations.
This implies that the failures of A and B can only be repaired as long as the whole system has not failed.
When this occurs, the repairs of A or B are excluded of the reliability calculation because the repair of
one of them would restore the whole system. This is another kind of systemic dependency which should
be considered for the calculations.

Restoration
(detection + Repair)

The calcul
and the h
Birnbaum
almost inj
calculatio

Further d

8.6 Cor

The Boole
block diag
known by
analytical
mathemat

The Boolg
input una
periodica

e estab

NOTE

Aa
|4

A +b
’— }”S 3 — >

B AS System
1 failure

0 >

Figure 35 — Links between component and overall system failures

ation of the failure frequency of the safety system (the so-galled unconditional failure intensi
hzardous event frequency are also not very easy to perform. They involve the calculation
importance factors which, themselves, are obtainéd-from conditional probabilities. This
possible to do this by hand but very powerful alg@rithms are now available to achieve st
h by using the relevant software packages.

bvelopments about these topics are providedin Annex K.

clusion about the Boolean approach

rams, fault tree, cause consequence diagrams, event trees and LOPA) which are relatively w
most reliability engineers,~This is the approach to investigate first when the limits of {
formulae are reached. When selecting and using software tools, one should understand {
ical approach and its-appropriateness for the application.

an approach primarily provides the unavailability U(t) of the modelled system from f{
vailabilities Ugf) of its components. Therefore the adaptation to SIL related calculations
ly tested syStems implies the following developments:

ish formirlae for Uj(t) inputs;

Ly)
of
is

ch

hn approachisagenericanalytical approach which encompasses several approaches (reliabiliity

ell
he
he

he
for

K.

The'Uj(t) formulae can be obtained by using the Markovian approach described in Clause 9 and Anne

This appro

ach/mixing Boolean and Markov models is implemented, for example, in the fault tree driven Mar}

KOV

processes (see Figure 34).

e calculation of U(T) over the period of interest [0, T] in order to obtain the PFDavg (safety systems
working in low demand mode of operation);

e calculation of the failure frequency w(t) and of is average w(T) over the period of interest [0, T] in
order to obtain the PFH (safety systems working in high demand or continuous mode of operation).
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The calculations are relevant only when the components are independent but, in fact, it works quite
well when the dependencies are weak. It is no longer usable when the dependencies increase and other
approaches like those described in the following clauses should be used.

NOTE The dependencies are weak for example for the safety systems installed on the topsides
platforms where each failure is individually and quickly repaired after detection. The dependencies are strong
for example for the safety systems installed on a subsea facility where each failure is not quickly repaired after
detection nor necessarily individually repaired.

of offshore

The Boolean approach is rather easy to implement but the underlying mathematics which are not really
simple should be understood so that fundamental assumptions behind the method are not violated.

Ex
de
wi
un
bu
ba

9

9.
T

approach for probabilistic calculations in numerous scientific fields. Its use in reliability en
is flescribed in IEC 61165l[6l. This approach has already. been mentioned many times in this
Report as illustration in Clause 3 and Clause 5 and possible fault tree input in Clause 8. It i
underlying model behind the formulae developediin Clause 7. Further explanation can bg

re

Iti
an
-C

1 Introduction and principles

Cept in very simple models calculations are not possible by hand but powerful algorithms
Ueloped (e.g. binary decision diagram based algorithms[31]) which are able to process lar
th hundreds of components. They are so much powerful that this makes it possible-to h
certainty calculations (see Clause 12). Thanks to its graphical features the analy$ts can fo

cic mathematical principles are deeply understood to avoid misusing and inadequate calcu

Markovian approach

Markovian approach has been developed at the beginfing of the past century and is

erence.[24]

5 a state-transition model and its principleis to identify the various states of the system und
1 to analyse how the system jumps fronta-state to another state. This allows building graphi
hlled Markov graphs - which representthe dynamic behaviour or the system which is mod¢

KO

have been
be models
andle the
tus on the

lding of accurate graphical models and forget the details of the mathematics -to’the extent that the

lations.

@ popular
gineering
Technical
s also the
found in

br interest
ral models
lled.

AB

Figure 36 — Example of simple Markov model

Figure 36 gives an example of simple Markov graph. It models the small redundant system on the right
hand side made of two components A and B which have repairable failures which are immediately
detected. Then, MFDT = 0 and MTTRes ~ MRT.
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The states are represented by circles and the jumps (transitions) by arrows. For example the transition
from state 1 to state 2 models the failure of component A and the transition from state 3 to state 1
models the restoration (i.e. detection + repair) of component B.

The transition between states 1 and 4 models a common cause failure between A and B. This is the kind of
common cause failure which breaks the components A and B which afterwards are individually restored.

When the transitionsbetween states are characterized by transition rates like the constant failure (A, Ag) or
restoration (ua, ug) rates then the underlying stochastic process is a “homogeneous Markov process” which

allows analytical calculations. When the transition rates are time dependent the underlying stochastic
process is—a—“semi-Markgoy prnr‘ncc" which is rather difficult ta handle ana]yfir‘a"y F‘nrhlnafnly this can

bd by using Petri nets (see Clause 10) and calculated by Monte Carlo simulation (see Clause-
the remaining part of the Markov clause deals only with homogeneous Markov processes,

ically speaking a homogeneous Markov process is equivalent to a conventional,sét of ling
hl equations (cf. Annex L). Powerful algorithms exist to solve such equatiohs-in order
the probability P;(t) of each state at time ¢ and also the cumulated time spend in each st

be modell
Therefore
Mathemat
differenti
calculate
0i(T) over]a given period [0, T].
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Figure 37 Type of Markov graphs and the three classes of states

bs OK (available) and KO (unavailable) have been identified in Figure 36. In Figure 37 the cl
en splitinto two sub-classes CS (critical states) and nCS (non critical states) for the purposs
the followjingéexplanations. Note that the CCF transition has been ignored to simplify the explanatior

1).
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unavailability and reliability calculations:

or

e On the left hand side, it is possible to come back to the class OK after being entered in the class KO
(i.e. the overall system failures are repaired). This is an availability graph giving:

— system unavailability at time ¢: Ug(£)=P,(t) ;

— system availability at time t: Ag(t)=P,(£)+P,(t)+P5(t);
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— average unavailability over [0, T] : Us(T)=0,(T)/T.

On the right hand side it is no longer possible to come back to the class OK after being entered in the
class KO (i.e. the overall system failures are not repaired). The state 4 becomes “absorbing” and this

is typical of a reliability graph. This gives:
— system unreliability at time ¢t: F(t)=P,4(t);

— system reliability at time t: Rg(t)=P;(t)+P,(t)+ P5(t).

The critical class CS gathers the states which are justatthe border between OKand KO. They are important

betause they are in direct relationship with the main reliability parameters of the system und

F

—

Frpm the availability graph it is obtained:

All

nofice that the formulae of Rs(t), Fs(t), fs(t), Aeq(t) ake identical to the formulae for As(t), U]

bm the reliability graph it is obtained:

Failure density: fs(t) = Ap.P2(t)+ Aa.P3(t).

Equivalent failure rate: Aeq(t) = fs(t)/Rs(t).

Failure frequency (unconditional failure intensity): ws(t) = Ap.P2(€)* Aa.P3(8).
Average failure frequency: @g(T)=w (7).
Vesely failure rate (conditional failure intensity): Ay s(8.~=Ws(t) / As(t).

the above formulae come directly from the definitions established in Clause 3. It is imp

er study.

rtance to
5(), ws(0),

Ayfs(t). The differences in their values only come“from the properties of the Markov graph (with or

without absorbing state).

When the failures are quickly detected and gepaired As(t), Us(t), ws(t) and Ay s(t) reaches asymptq

In

Ot

Thl
aft

Th
ing

this case, the Vesely failure rate provides'a good approximation for the equivalent failure rate
her reliability parameters can b€ obtained from the Markov graphs:

Mean time to fail: MTTFg=MTTFg()~ As(=)
ws()

Mean time to restofe) MTTResg = MTTResS(oo)sz(“g .
ws(oo

Mean time betiween failures: MTBFs = MTTFs + MTTRess.

e faster the répair and the faster is the convergence. Practically, the asymptotic values ary
er two orthiree time the longest MTTRes of the components comprised within the system.

e number of states increases exponentially when the number of components of the modell
reases. This is main limitation of the Markovian approach. Using this approach on indu

tic values.
as _ pas
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approach for components (to provide fault tree input) or small safety systems is analysed. For larger safety
systems the analysts are encouraged to use the mixed fault tree x Markov approach described previously
when this is possible or to jump to the Petri nets and the Monte Carlo simulation described below.

Further developments are given in Annex L.
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9.2 Multiphase Markov models

.
,
/

Failed
undetected

Test v v Test
o |A 0 :> F
«— Phase > Phase ——— |
X T 7
\ /
\\ ,’

Just after
the test

Just before
the test

_——————e e = o

Figure 38 — Example of simple multiphase Markovian model

The MarKov graphs developed in 9.1 only deal with random events (failures and restoration| of
immediatply revealed failures). This is not valid to model the deterministic test intervals of periodically
tested failures. In this case it is necessary to switch tothe “multiphase” Markovian approach(24].

A simple gxample is provided in Figure 38 to illustrate the principles. The time is divided in successjve
test interyals. Each of them constitutes one phase'which begins just after a test has started and finishes
just beforp the next test is going to start. During the test interval the system behaves as a three stafes
Markoviah process:

e OK: the system is perfect;
e R:thdsystem is under repair;}
e FU: tHe system is failed-but the failure is not detect yet.

When a tejst is performed the failures are detected and repairs can start. This modelled by the “linking”
matrix which is applied to the states of the system:

e Ifthe|state is-OK before the test it remains OK after the test;

o Ifthe|state is FU before the test it becomes R after the test (repair starts);

e Ifthe state is R before the test it remains R after the test (repair goes on).

This model explicitly splits the time to restore between the fault detection time and the repairing time. In
particular pa y = 1/MRT,,.

This models works even if the time to repair is not negligible compared to the test interval duration and
if the probability of failure is high during the test interval. It is valid both for undetected dangerous and
safe failures. This is why the notation FU (failed and undetected), A4,y and pa y, is used.

From the graph in Figure 38 it is found that:

e system unavailability: Ug(t)=Pgy(t)+PR(t)-
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system average unavailability: Us(T)= T

These results are illustrated in Figure 39 where several curves have been plotted. The curve 1 is the
classical saw-tooth curve (low failure rate, quick repair after detection). The curves 2, 3 and 4 illustrate
what happens when the failure rate increases and the repair rate decreases. Finally, the curve 5
illustrates the case where the test interval decreases. At the limit, if the test interval goes to 0, the curve
5 would become similar to this of an immediately revealed failure. Therefore this model encompasses
both dangerous undetected failures and detected dangerous failures.
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clause. Neverthelesssmethods and tools are available to generate automatically the Markov
systems and.to)simplify and/or approximate those Markov graphs in order to push the limits away.

big
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Figure 39 — Various saw-tooth curves derived from mulfiphase Markov mode

h models may be used as input in fault tree driven Markoy-processes as mentioned in Clad
he main use of the Markovian approach in this Technical Report.

rkov models and to evaluate the reliability, failure frequency and spurious failure frequency
ety system as well as the hazardous event frequency.

3 Conclusion about the Markovian approach

Markovian approach gives a clear(illustration of core concepts defined in Clause 3 (ay
iability, frequency, equivalent failire’rate, etc.) and this provides a good help for the users
ound understanding of these conéepts in order that they are properly used when dealing
delling and calculation of safety systems.

mponents this approach becomes unmanageable if the models are built by hand. Therefo
Markov graphs is_particularly effective for small complex systems as this has been shoy

pe of thi§ Technical Report.

se 8. This

vertheless further developmentsare givenin Annex I&They are useful toimprove the above nmuultiphase

y of simple

yailability,
fo acquire
r with the
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bm _safety system point of view, this is in conjunction with the fault tree approach that

mu

mi

xed approach, named FT driven Markov process, is described in 8.5.1.

More details about Markovian approach can be found in Annex L and References [6] and [24],

10 Petri net approach

10.1 Basic principle

Th

e Petri net approach has been standardized in the [EC 62551[7]

rKeyv' modelling has proven to be very efficient when the components are reasonably inglependent:
T i Todt ents. This

This part is described in more detail in Annex M and further detail can be found in Reference [25]
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The basic graphical elements of Petri nets (PN) according to the IEC 62551[7] standard are represented
in Figure 40.
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Figure 40 — Basic graphical elements for Petri nets

t is split within two different kinds of graphical elements:

elements (place, transitions, arcs) which are simple drawings;

m and change accordingly.

itions represent the events which can occur. When randem delays are introduced as F(6)
the Petri net becomes “stochastic”. This allows implementing a Monte Carlo simulation
to perform the probabilistic calculation.

ple is the following:

te a transition according to the rules described in Annex M (i.e. determine if the attach
can occur);

indom numbers to evaluate whenit is going to be fired (i.e. determine when the attach
will occur);

e transition when the delay:is elapsed according to the rules described in Annex M (i.e. trig
tached event).

g in this way allows modelling the dynamic behaviour of large and complex system. This m
r production assurarice (cf. ISO 20815[16]) as well as safety systems calculations as this is dd
hnical Report:

ed

in
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ed

ed
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ne

70

© ISO 2013 - All rights reserved


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489

10.2 RBD driven Petri net modelling

As

reliability block diagrams (RBD) seems a natural way of miedelling. The approach of using an
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Figure 41 — Basic example of a periodically tested component

discussed in 6.2.1, the safety systems have basically only~two states (OK, KO) and there

tual RBD to drive the building of the PN itselfis detailedbelow. It has proven to be very effectiv
it helps in building the PN;
it helps to understand the behaviour of theéPN;
it helps to master large models thanke«to'the use of libraries of blocks;
it allows calculations which are farbeyond the capacity of the common RBDs;
it does not really limit the modelling powerfulness of Petri nets.
ure 41 is related to a sub*PN modelling an individual periodically tested component:

the component has_four states: OK, FU (failed and undetected), FD (Failed and detect
(under repair);

the component has four transition:
— failure, governed by a failure rate (not necessarily constant);

— \detection, governed by a periodic test law;

:2013(E)
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nderlying
e because:

ed) and R

ctart of vty govunraad b tha ool lieyy Af+bh o o Jrdaana (of wan o taod nlaca DTN
StafFcot+ T ¥ t T~

NO

ana c
Cpatr Ov ety tritavaraoty Sttt patr ottt r e ptattctaprateax
P K= J J 4 |8 P 4

— end of repair, governed by a repair rate (not necessarily constant);

the “state” variable ¢ models the state of the component. It becomes false when the component fails

and becomes true again when it is repaired.

TE This model explicitly split the restoration time between the detection and repair times.
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| Petri nets can be built for different cases and used as block within a RBD like what has be
ure 42. The underlying virtual RBD is represented in dotted lines. It is a straightforward
ion of the RBD presented in Figure 18:

ocks of the RBD representing the sensors (left hand side) and the final elements (right ha
hre directly derived from the sub:PN'described in Figure 41. The logic solver (in the midd
ben modelled with a simpler subtPN related to immediately revealed failures.

gics of the RBD is achievesthrough four global assertions related to the nodes 01, O3, 03 a
hich use the state variables/of each component.

hree sensors share-the repair team Rs when the two valves share the repair team Rv. T
' teams are supposed to be readily available for the logic solvers.

f this approach-allows developing Petri nets for complex safety systems while keeping {
y of the model and avoiding the mistakes.

ning problem is to extract the probabilistic parameters of interest from this model. This r
tothe auxiliary Petri net presented in Figure 43.

en

nd
le)

nd

he

he

ble

The link |

which gives the current state of the overall safety system:

The fi

At the beginning the safety system is OK.

When the variable Out becomes false then the transition “failure” is fired immediately.

rst time that KO is marked, the transition “Unreliability” is immediately fired

unchanged.
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The tokenisremoved from OK and one tokenis putin KO indicating thatthe system is now unavailable.

This removes the tokens in KO and M and adds one token in KO and F. Then the marking of KO is
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When the variable Out becomes true then the transition “restoration” if fired and the token in KO is

removed and one token is added in OK. One cycle has been achieved.

And the process continues until the defined criterion is achieved (e.g. time limit).

Available

220ut==false
pZi

Unavailable

1st failure
Detection

Unreliable

g$hould be noted that the transition “Unreliability” is a “one shot” transition: after the firs

ten in M definitively disappears and the transition will be never fired again.

nen animated by a Monte Carlo simulatign this model provides all the relevant probabilistic
ich are needed:

Availability As(t): place OK matkked at ¢.

Unavailability Us(t): place’KO marked at t.

Average availability A%(T): mean marking of place OK.

Average unavailability Us(T): mean marking of place KO.
Unreliability Es(T): firing frequency of the transition “Unreliability”.

MTTFs: Mean marking of place M (provided that T is large enough to have at least one
eachssiniulated history).

Failure frequency (not ultimate safety layer): Number of firings of the transition “Failure” di}

Figure 43 — Auxiliary PN for unavailability/reliability/frequency calculationg

[ shot, the

measures

failure for

yided by T.

Failure frequency (ultimate safety layer)
: approximately frequency of the transition “Unreliability” divided by T.
:x1 / MTTFs

MUTs: mean marking of OK multiplied by T and divided by the number of firings of the transition

“failure”.

MDTs (i.e. MTTRess): mean marking of KO multiplied by T and divided by the number of firings of

the transition “Restoration”.

MTBFs = MUTs + MDTs.
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Therefore, when using Petri net modelling itis useless to distinguish between, low demand, high demand,
and continuous mode of operation or spurious failures. The modelling principle is the same in any cases.

The above consideration summarizes the main features of Petri net modelling. Further guidelines are
given in Annex M for hazardous event frequency calculations and common cause failure modelling.

10.3 Conclusion about Petri net approach

The stochastic Petri nets with predicates and assertions constitute a powerful graphical approach
allowing building accurate functioning and dysfunctioning behavioural models of complex industrial
systems. Ay g ch
are reach¢d (e.g. strong dependencies between the events) or when the limit of the Markovian appre4qch
are reach¢d (e.g. non constant failure or repair rates, large number of states, etc.).

The Petri pets approach is rather easy to understand and the modular approach allows building, step|by
step, largd models in a sound and controlled way (i.e. with a deep understanding of the dynarmic behavigur
of the modlel). This allows to remain as close as possible of the behaviour of the actual safety system.

Contrarily to the Markovian approach, no combinatory explosion occurs and ‘the size of the models
remains ljnear with the number of components.

Even if th¢y were developed in the 1960s Petri nets are not well known by-reliability engineers but they
are more pnd more used as shown in IEC 62551[Z] which describes tlie PN approach and its use. They
constitutg the best compromise between the powerfulness of modelling and the intellectual investmént
needed to] use them. Reliability engineers are encouraged to learn‘and use this approach which proyes
to be very powerful in association with Monte Carlo simulation (see Clause 11) in the framework of
probabiligtic calculations related to safety systems.

Further dgvelopments are given in Annex M and referenges(Z] and.[25]

11 Monte Carlo simulation approach

The Mont¢ Carlo simulation is not a modelliig-dpproach but a way of calculation which can be used wjith
any mode] described in this Technical Repert. It consists in building a random game and to play ita great
number of times in order to obtain wanted results through statistical calculation. This is a powerful tpol
which still works when analytical approaches have reached their limits.

Any of thg models described inthisTechnical Report can be used within Monte Carlo simulation but the
Petri nets|are the most effectivieto do that.

Contrarily to analytical@approaches the Monte Carlo calculation is not linked to the size of the modg¢ls.
It dependfs mainly onthe number of events which occur during the simulations. With the curr¢nt
computatfon power-gf personal computers there is no problem to safety system up to SIL4 (e.g. wiith
average upavailabilities in the range of 10-4 - 10-5 over one year). Several safety barriers running in
sequenceg may\be also handled without too many difficulties. It may be difficult to calculate very lpw
hazardoug event frequencies. This can be solved by using faster computers or by mixing the Monte Calrlo

: s AN adel I 1 1 ) Lol £ A0
simulationrresuttswith alIrary trear carcturatrons (Cr- o1

Further developments are given in Annex N and reference.[25]

12 Numerical reliability data uncertainty handling

There are different ways of describing the relevant uncertainties, which reflects the varying definitions
of risk in ISO standards (e.g. ISO 31000[28] vs. ISO 20815[16]), and a clarification before starting on the
assessments should be made to make sure relevant aspects are captured. Regardless of which one is
selected, the presentation of uncertainties should be described beyond the use of probabilities, to also
include uncertainties related to e.g. expert judgements and assumptions in the reliability modelling and
calculations. The various features of uncertainty handling with respect to assumption, modelling and
results were addressed briefly in 5.1.
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In the context of this Technical Report, the treatment of uncertainties relates to the variability and the
(expected) frequency of safety relevant failures. Therefore this Technical Report focuses mainly on the
numerical uncertainties of input reliability data. Those uncertainties are analysed in Clause 13 and the
present clause explains how they can be propagated throughout any model in order to evaluate their
impact on the results. Further developments are proposed in Annex N.

NOTE IS0 20815I[16], D.3.7 does also state the importance of how to handle uncertainty as part of an analysis
procedure. Itis not specifically safety system related, but still useful to recognize for the modelling covered in this
Technical Report.

The accuracy of the probabilistic calculations is directly linked to the numerical uncertainties of the
reliiability parameters which are used as inputs. Therefore it is benef1c1al and mostly required to take
th¢se uncertainties into account in order to evaluate their impact on the results which arefoynd.

Extept in very simple case the analytical approaches do not work and the Montéey€arlo §imulation
provides the only way to do that. This is illustrated in Figure 44 on a simple fault tree.

Aoy o]

Figure 44 — Uncertainty propagation

When handling the uncertainties, the input reliability parameters are no longer deterministi¢ and they
ar¢ replaced by random.yariables. Therefore the probabilities of failure of the leaves (e.g. unavaflabilities)
befome also random variables in turn. The probability density functions (pdf) are more or legs sharp or
flat according to€hedegree of uncertainty which is involved. The result at the top of the faulfftree is no
lorjger deterministic. Thank to the Monte Carlo simulation it is obtained as a histogram which is more or
less sharp erflat according to the impact of the input uncertainties.

Thiis prineiple is very general and may be applied on any kind of models: analytical formulae, Markov
processes and even Petri nets. Further developments are provided in Annex O.

13 Reliability data considerations

13.1 Introduction

Establishing relevant reliability data, as input to the reliability model, is an essential part of any
quantitative reliability analysis. Itis also one of the most challenging tasks and raises a series of questions:

e Arereliability data available for the equipment under consideration?

e Are the available data relevant for the specific application, under the given operating and
environmental conditions?
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e Should manufacturer/ vendor supplied data be combined with experience/field feedback data
for a limited population or should generic data from larger (but not necessarily fully comparable)
populations of components be applied?

e Are the assumptions underlying the given data known, such as e.g. system boundaries, what
components that are included, type of failure modes covered, energized or de-energized to trip, etc.?

e [s there a maintenance strategy in place to support the assumption about the components being in
their useful life period?

e Whatuncertainties are associated with the data, for example due to the quality of failure recording,
the qlﬁality and coverage of periodic tests, the number of operating hours, and so on?
NOTE These issues have been addressed in ISO 20815[16] and in ISO 14224:[15]

SO 14)224[15] provides fundamental guidance on the data collection principles and reliability datavocabulary
in genpral (e.g. equipment taxonomies and equipment class attributes like equipment specifiefailure modes)
also t@ be used when estimating reliability data for analysis usage.

ISO 14224[15] and ISO 20815[16] emphasize the need for undertaking appropriate data qualification adapted
to thefstudy in question.

The relialjility data are established from available data sources and this imay need to combine sevefral
reliability]data collections. Methods exist e.g. the Bayesianl2Z] approagh which are beyond the scopq of
this Technjical Report provides the framework to do that but no furtherdevelopment are provided.

Good relipbility data need qualified reliability data collection:of historic equipment performance.
SO 14224]15] has been developed to ensure this with regards to‘getroleum, petrochemical and natural gas
industrieq. It should be noted that ISO 14224[15] can also be-ised when estimation of non-recorded djita
are made, [to format the predictions at the same format as one'would have done by historic data estimatipn.

13.2 Reljability data sources

Reliability data sources can be of various typesi-as classified in Table 4.

Table 4 — Classification of reliability data sources

Source of|ldata |Description

1. Generic flata Reliability data-covering families of similar equipment.
(see 3416 Such generi¢-data can be:

Computerized database of data, typically grouped in data tables with several equipment
attributes. The related historic data collection may be done according to published stand-
ards(e.g. 1ISO 14224[15] for petroleum, petrochemical and natural gas industries)

Published data handbook[19], sometime simplified versions of computerized databases. Th
formats may depend on the publisher. Such data handbooks would normally be historic data,
i.e. operating field experience.

[¢)

Published data handbook based on expert judgement, but not on historic operating data or
underlying database.

The data may apply for one specific industry, or it may be collected from several industries.

NOTE Some industrial initiatives may provide other data, (e.g. failures detected during
test) that might be useful for establishing reliability data input.
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Table 4 (continued)

Source of data |Description
2. Operator/ Reliability data or reliability indicators based on operating field experience of a single com-
company specific |pany. Such data can be established by one operator/oil company from:
data o .

. One or several of its installations,

° Its own interpretation of different data sources,

. Key Performance Indicators (KPI)

NOTE 1 Such r\nnrnf‘nr/r‘r\mhany cpnrifir‘ data may be rr\arf of anindustrial rnr\pnraf‘ion

generic reliability database, or purely own company data.

NOTE 2 The data may also be part of a company database that might comply‘with @n inter-
national standard (e.g. SO 14224[15]),

NOTE 3 ISO 14224[15] Annex E exemplifies KPIs.

NOTE 4 The events recorded in a CMMIS system are not reliability"data, but could pe used to
establish some reliability indicators (e.g. KPI).

3. Manufacturer |Reliability data produced by a particular manufacturer data for a particular produlct.
data Such data may be based on:
. Operating field experience from

o The manufacturer himself. The data casi'be aligned or not with an international
standard (e.g. [SO 14224[15]).

. The users (e.g. specific or generic.data mentioned above)
. Component FMECA/ studies,

o Laboratory testing, e.g. accelerated life time testing, reliability testing. Thjs may
apply for new technology equipment for which experience data not yet exist. Such pre-oper-
ational data should normally-be'entitled ‘pre-operational/test reliability data’, as dpposed to
actual field operating expefience. See also IEC 61164[59] for statistical tests and esfimation
methods for reliability growth.

4. Fxpert judge- |Expertjudgement would involve

;mﬂr;t;[(;g]ear:gg;]) . General advice from safety system equipment expert

=

. Use'of'statistical expert analysis methods (e.g. Delphi, etc.) to utilize a varjety of
qualified(souitces as input to the reliability analysis

5.Human error | Varipus sources of human error data exist and H.2 gives some advice about human|error
dafta probabilities.

INFO BOX:lt is a weakness in the industry that too little attention is given to the quality of the input ¢ata.
THerefore)undertaking the qualification of reliability data found in data sources is vital for the credibil-

ity ofthe'results in risk decision making. This qualification is out of the scope of this Technical Report, but
ISP 20815[16], Annex E gives advice on this matter.

1. Generic data:

Generic data are often (but not necessarily), see Table 4 based on operational experience from a number
of installations and a number of comparable equipment types, such as e.g. flame detectors from different
vendors. In such case the generic data reflect some kind of average expected field performance for the
equipment type under consideration.

Atearly project stages generic data are often selected due to lack of detailed information as all equipment
features decisions have not yet been made. However at later project stages one should preferably apply
valid application or equipment specific data - if well documented and considered relevant.
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2. Operator/company specific data

Authorities require that the companies keep control of their safety barriers throughout the entire
lifecycle of an installation. Consequently, it is often required for the operators to collect installation
specific failure data during maintenance and operation. During modification analyses such data are
of particular relevance for the purpose of documenting the performance history of given equipment.
However, since the statistical confidence in data from only one installation may often be poor (or all
potential failure events may not have occurred so far at the installation), reliability analyses are seldom
based on such data alone. However, for some equipment where the number of installed units is high, e.g.
fire and gas detectors, it may be relevant to apply installation specific data only.

3. Manufalcturer data

Itisoftens
generic dg
failure mq
is that fai
errors, e
since marf
attributed
thisisad
operators
it is diffic
from man
therefore
communi

When using manufacturer datathereliability engineer shouldremember to add failures due to connect
blockage ywhich are often included in field experience data but excluded from manufacturer data.

4. Expert

The use o

expert, arjd understands the methods being:used in reliability data estimation. ISO 14224[15] provig
good guidance on such matters, even thotugh not all type of equipment is covered. If experts are us

tated by the analystthatsupplied manufacturer dataaresignificantly “better” than cdmpara
ta (i.e. lower failure rates). This may have several reasons, such as varying equipmeérnt qual
des included and the definition of equipment boundaries. Another important aspect, howey

c. have frequently been excluded from the manufacturer data. This)is understanda
ufacturers are in the business of selling and does not want to include\failures that may

to factors external to the equipment itself. Also, if the vendor charges for failure analy
sincentive to return the failed components. Another aspect is the.fa¢t that feedback from f{
using the equipment may be poor (especially beyond the warranty period) and in such c3
ult for the manufacturer to establish a good failure rate estimate. Consequently, using d
pfacturers may involve too low failure rates and as such néeds to be carefully considered. I
advisable to deploy the ISO 14224[15] principles to strengthen the quality of the data and {
fation on these matters.

udgement data

F experts to estimate reliability datawtequires qualification of that the expert is an equipm

ble

ty,
er,

ures due to environmental stress, due to mal-operation, installation failures, maintenance

ble
be
Sis
he
Ise
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[is
he
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data are Heing communicated, e.g. number of observable events for a given fleet of equipment unit

it would 4lso be beneficial to undertake independent reviews and also be conscious in how reliabi{ty

an installation for a certain period of time would be more practical than estimating failure rates in 1

per hrs. S
5. Human

Observati

e generfic data_(look-up tables);

e colledted'data (calculated human error probability) specific to the task;

pparate methods existfor expert data analysis.
error data

pns or other‘information can be used to quantify the failed human interactions:

at
-6

e estimation methods (expert judgement);

e combination of the above.

13.3 Required reliability data

NOTE 1

78

SO 14224[15] Clause 8, Table 8 and Annex B provide valuable information about the topics below.
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The required reliability data for reliability modelling of safety systems and safety functions depend on the
method selected and reliability parameters to be used. This would require addressing the following data:

1) Failure datae.g.:
i) failure modes and related failure rates or probability of failure occurring on demand;
ii) failure causes;

iii) failure mechanisms;

2) roperatiomatamd Maintemance data e g

i) detection method;

ii) maintenance activity;

iii) downtime and related restoration and repair rates;
iv) active maintenance time and active repair rate;

v) test intervals and test policy (including test duration, staggering, partial strokipg for the
valves, etc.).

INFO BOX: When establishing reliability input data, verify that the battery limit of the item in the relfability
daftabase is not the same as the battery limit of the item in thereliability model (see the note below). This will
stfengthen analysis quality on this matter. Therefore it isgmportant to establish that the reliability data to be
usgd are aligned with the taxonomy implemented in thé.database, or at least some remarks on this mptter is
giyen when documenting data qualification in a spegific reliability study.

NOTE 2  For example, if a compressor jstconsidered, it is important that the analyst verifies if the motor is
induded (or not included) in the reliability data. ISO 14224[15], 8.2 provides valuable information about the
tajonomy levels. According to this standard, for example, a solenoid valve inside a HIPPS valve is a fomponent
(takonomy level 8), while the valve.itself is an equipment unit (taxonomy level 6). A subsea valve (e.g SSIV) can
be p component (level 8) as partof'a subsea isolation system (subunit at taxonomy level 7) and part of an export
madnifold (taxonomy level 6)(The’item to be modelled should be on similar taxonomy level.

IN[FO BOX: Erroneous équipment count combined with inaccurate failure rate per item can give imprpper
repults. Then it is impartant to quantify some key items to make sure proper system understanding exists,
prijor to establishingreliability data. Inadequate interpretation about the physics of the failure may also lead to
improper resulfs;

NOTE3™ IS0 14224[15], Annex F contains furthermore information on critical/dangerous failures of ome safety

sydteihs learmananantethat daccribac Alcatha foailiva nhocioc oy lrn o corract intarneatation of dot o o rces USEd
y StemnSreompon HeSarSo-theratrtre-praySiesto-arke-Sure-correccterpretatioh-oraatas .

INFO BOX: The quality of reliability data depends on the relevance of the data collection with regard to the
needs of the reliability study and of the quantity of information collected. Therefore there always are some
uncertainties on input reliability data, especially when no failures have been observed. These uncertainties can
be measured by confidence intervals obtained by processing the reliability data samples by classical statistics
calculations.

NOTE 4 ISO 14224[15], Annex C describes how the Chi square distribution can be used to establish confidence
interval as well as to estimate the failure rates when zero failures has been observed.
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13.4 Reliability data collection

Even with perfect calculation tools it is not possible to achieve good probabilistic estimations without
good reliability data. Therefore the user of this Technical Report should be ready to make a sufficient
effort to establish the reliability data needed for the probabilistic calculations.

Itis beyond the scope of this Technical Report to detail how to proceed to actually collect reliability data
but requirements and guidance are given in ISO 14224[15]. This is also supported by ISO 20815[16], E.1.
Those standards are very helpful to:

e Use the available reliable data

e Ident|fy gaps in the data needed, and thus specify later reliability data collection to be done.
e Prodyce recommendations to assist the operator to take further steps in data collection;

Finally it {s vital that the reliability study reveal uncertainties and quality constraintsdn‘a data dossjier
and ident{fy how this may impact the results. See Clause 12 and Annex O for further discussion abgut
uncertainty handling and [26][27] about expert judgement handling.

The reliapility databases have not been necessarily designed specifically. for the modelling and
calculatioh of the safety systems. Therefore some needed reliability data maybe difficult to find withgut
specific sffudies (e.g. the probability of failure due to a demand - see 3.1.15):

14 Typikal applications

14.1 Intyoduction
The aim of this clause is threefold:
a) [Illustrating the various approaches described-within this Technical Report.

b) Propgsing a pedagogic approach of the current modelling and calculation problems encounteyed
when|dealing with safety system associated with relevant solutions.

c) Highljghting the modelling possibilities and limits of the various approaches.

The typicdl applications chosen ta’dothat are overpressure protection systems operated in demand mofe.
However the architectures and hypothesis implemented are general enough to cover most of the safgty
systems idlentified in Annex A-Then, the content of this clause is representative of most of the reliabiliity
studies offsafety systems performed in petroleum, petrochemical and natural gas industries as welllas
in other industries. Thesetypical applications are summarized in Table 5.

Assumptipns are chosen to make the typical applications as simple as possible and as close as possiblg to
actual applications."The complexity is increased step by step to progressively introduce the difficultjies
and the sqlutions: This is intended to help the users to gradually learn how to handle the content of this
Technical|Report. Then it is encouraged to start the reading of this clause from the beginning.

NOTE The reliability data have been chosen to highlight the impact of the assumptions on the results. They
are not to be used for actual reliability studies.

The average unavailability is the parameter usually used as a probabilistic measure of the efficiency
of the safety system operated in demand mode when the average failure frequency is the parameter
usually used for the safety systems operated in continuous mode. However both parameters (i.e. average
unavailability and average failure frequency) are evaluated in this clause in order to illustrate how the
various approaches can be used for both types of probabilistic calculations. In addition, the average
spurious action frequency is also modelled and calculated for some of these typical applications.
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Table 5 — Summary of the typical applications analysed in this Technical Report

E\‘i;l;il(i:z;tion Simplified description
TA1 Single channel: Simplest safety loop (1 sensor + 1 logic solver + 1 final element)
N Periodic tests perfects and at the same time
protected installation shut down during tests and repair
2 Idem TA1-1 + different test interval
Idem TA1-1 + protected installation not shut down during tests and repair
3 + test off line of the sensors
4 Idem TA1-1 + Periodical test coverage < 100 %
TA2 Dual channel: Two parallel channels similar to TA1
1 Same assumptions as TA1-1
5 Idem TA2-1 + different test intervals
+ partial and full stroking of valves
Idem TA2-1 + protected installation not shut down duting tests and repair
: + test off line of the sensors
4 Idem TA2-1 + staggering of the tests
TA3 Popular redundant architecture: 2003 ofsensors, 1 logic solver, 1002 of valyes
1 Same assumption as TA1-1
2to4 (For memory)
5 Idem TA3—.1 + Subsea HIPPS assumptions (rig mobilization, production stopped during
valve repair, etc.)
6 Idem TA3-2 + switching from 2003 to 1002 on detection of a sensor is failure
TA4 Multiple safety system: two dependent safety loops operating sequentially
TAS Emergency depressurization system of an hydrocracking unit: EDP system

© IS0 2013 - All rights reserved

81


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR

12489:2013(E)

14.2 Typical application TA1: single channel

14.2.1 TA1-1: basic case

14.2.1.1

The simp

TA1-1: description and assumptions

Logi Final
O— Sensor ogic a5
solver element
I_I I_I I_I Typical
~ ~ ~ application
Pressure Logic LS TA1
sensor Solver ¢——
1001 Isolation
@ s valve Pressure
Low rating High rating, (_Source

pipe pipe

Vx N— _/ V

Protected section

Figure 45 — Simplest basic architecture - Typical application TA1-1

lest architecture of a safety instrumented systemJis illustrated in Figure 45: one single seng

one singld logic solver and one single final element. It ispopular in process industry for common saf
loops witlh low to moderate reliability requirements(SIL1 to SIL2).

This architecture is implemented to design the safety system presented in Figure 45:

Type of system: pressure protection system:(see Annex A).

Mode of gperation: low demand modé;

Layout: ohe pressure sensor (S), ohelogic solver (LS) and one isolation valve (V) organized in series

Design pIilosophy: de-enengize to trip.

Hazardo

s event: overressurization and burst of the low rating section of the installation.

Functionjng description: when the pressure exceeds a given threshold, the sensor (S) sends a signa
the logic dolver (SY:which in turn commands the valve (V) to close.

NOTE

In reality the isolation valve is piloted by a solenoid valve which actually receives the signal from

or,
ety

to

the

logic solver. This has not been represented here in order to simplify the example.

Assumptions:

e Periodical tests are perfects and performed at the same time.

e Installation stopped during periodical tests and repair.

e Dangerous detected and undetected failures of a given component are independent.

e Cons

tant failure rates.

e Components as good as new after repairs.

82
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Table 6 — TA1 reliability parameters

Parameter Component
Pressure sensor Logic solver Isolation valve |De-energize to trip
elements
Dangerous undetected | Aqy,psh=3,0 107 h-1 NA Aduyv=2,910-6h-1
failure rate
Dangerous detected Add,psh = 3,0 10-5h-1| Agq,Ls = 6,0 10-7 h-1 NA
failure rate
Pefiodical test interval 87601 NA 8760 h
(hpurs)
Safe failure rate Ast,psh = 3,0 105 h=1 | Asr15=6,0 10-5h-1 | Asey=2,910-4h-1 | Aghgegre 44,0 10-6
hil
Maintenance time (h) 15h 15h 40 h 24h
MRT or MTTRes a
M psh=1/15 uLs=1/15 pv=1/40 U degttF 1/24
uF 1/MRT or 1/MTTRes
a|h this clause the mean repair time, MRT, is related to the repairs of the dangerous undetected failures after
they have been detected by periodical tests. The mean time to restoration,MTTRes, is related to dangerous
detected failures and includes both the detection and the repair times. Nevertheless as the mean faulf detec-
tign time, MFDT, of the dangerous detected failures is generally negligible compared to the MRT, it cah be
copsidered in this clause that MTTRes and MRT have the same numefical values.

Thie values presented in the above table are proposedfor illustration purposes only.

142.1.2 TA1-1: analysis

As|this is a “de-energize to trip” safety system, the isolation valve closes each time the enefgy is lost
somewhere. This occurs, e.g. in case of:

a) | loss of power supply, e.g.:

1) electric power supply<(AC or DC);

2) hydraulic power supply (i.e. the isolation valve is “fail-safe close”);
b) | loss of auxiliary.supply (UPS, compressed air, etc.) electric supply;

c) | open circuitbetween the sensor and the logic solver;

d)| open cireuit between the logic solver and the isolation valve;

e) | anyidangerous detected failure which is transformed into a safe failure by the self diagnaqstic tests.

Thierefore, with the “de-energize to trip” philosophy, all of the failures related to energy or signal losses
are safe and don’t need to be considered when evaluating the probability of dangerous failures. This
simplifies very much analysis to be performed as well as the modelling. The counterpoint is that this
increases the probability of spurious safety actions.

According to the assumptions, the installation is stopped during the repairs. Then the risk disappears
during the repairs of the dangerous failures ‘undetected as well as detected).

According to the assumptions, the installation is stopped during the periodical tests. Then the risk
disappears during the periodical tests of dangerous undetected failure.

Then the exposure to the risk will exist only during the fault detection times but they are equal to
zero for immediately revealed failures and normally negligible (e.g. few seconds) for detected failures.
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Finally with the above assumption, only the fault detection times of dangerous undetected failures are
considered in the hazardous event probability calculations.

If Tt is the cumulated time spent to perform periodical tests and repairs over a period [0, T] then [T- Ti]
is the overall duration of the exposure to the risk. Therefore, and provided that a periodically tested
component remains available for its safety function during the periodical tests, neglecting Tt in the
calculations (i.e. considering that the duration of the exposition to the risk is equal to T) is conservative.

The assumption that the dangerous detected and undetected failures of the same component are

iod [0, T], the actual time during which a dangerous detected failure (or a dangerous undetec
failure) cdn occur may be lower than T. When the probability of dangerous detected and undetected
failure is low, the impact is negligible. However, neglecting these aspects (which is equivalenttouse T in
the calculptions) is conservative.

14.2.1.3 [TA1-1: probabilistic calculations

As this sdfety system operates on demand, its average unavailability (also called PFDayg for a safety
instrumeinted system) is the relevant parameter to calculate.

In this verfy simple case any approach described in this Technical Report may be used.

14.2.1.3.1 Analytical formulae

The hypothesis that all the components are periodically tested-at the same time allows to gather all the
componenjts within a macro component with the following parameters:

e Dangg¢rous undetected failure rate: Aqy = Adu,psh + Agu,v = 3,2 10-6 h-1,
e Perioglical testinterval: =8 760 h.

Thereforgwith all the assumptions described above, this is the simplest case which can be encountergd.
The analyftical formulae can be straightforwardly applied:

Average ulnavailability: Edu(r)z% =\1,4 102

14.2.1.3.2 Fault tree approach

System TA1 unavailability
DU-failure 3e-24
2E-2 /
1E-2
0 >
0 2.5E4 5E4 7.5E4 Hours

| | Min: 0 Max: 2.76E-2 Mean: 1.39E-2
PSH Valve

DILLEaLL DLLEaSL
Duo-ratrare Do-ratrure

Adu,psh @ Aduv @
T T

Figure 46 — Fault tree modelling of TA1-1

In the fault tree presented in Figure 46 the instantaneous unavailabilities of the two leaves are similar
to the saw tooth curves developed with the multi-phase Markovian approach in Clause 9). This allows
calculating the well known saw-tooth curve presented on the right hand side of Figure 46.

Using the same reliability parameters as above gives an average unavailability U4u(0,7) over 10 periodical
test intervals of 8 760 h (i.e. T = 10 years), which obtains: U4u(0,7)=1,391072.
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This result is very close to the result obtained with the formula (see 14.2.1.3.1) which is slightly
conservative.

Another result which can be obtained straightforwardly from the above fault tree is the average
dangerous failure frequency of TA1-1. The resultis given in Figure 47 which presents the time dependant
failure frequency. This is also a saw tooth curve with an average value of w ,,(0,7)=3,16107° failure per
hour. Numerically speaking, this is very close to the dangerous undetected failure rate Ay, calculated
above in 14.2.1.3.1.

Such aresultis requlred when analysmg the functional safety of instrumented safety systems operating
in pomtimuoUs Or Mg demmand modes. T S 15 50-catted PFHOf the safety SystenT.

TA1 dangerous failure frequency

2.5E4 7.5E4 Hours
Min: 3.1E-6 Max: 3.2E-6 Mean: 3.155E-6

Figure 47 — Average dangerous failure frequency of TA1-1

No| repair occurs within a test interval then when the system<as failed once no further failure can occur.
Thiis explains why the failure frequency decreases (see Eiglire 47) during the test interval. [If the test
interval is long enough the failure frequency tends to zero when the probability of failure will tepds to one.

Of|course, this model is not really interesting for~such simple cases but is useful whegn further
deyelopments are expected.

142.1.3.3 Multi-phase Markovian approach

; Markov graph zailedt g
' oK | KO undetecte —

i 1 TA1 unavailability -

H Adupsh F Aduy . 324 / U4, (0, 7)

. ; 262 )
Foeel 1E2
aC i : =
. . . 0 25E4  SE4  T.5E4 Hours

Min: 0 Max: 2.76E-2 Mean: 1.389E-2

7
7
e
s
S‘e
ml-.l
o
ge
? 0
]
o® .
-V
|
|
|
|
|
|
|
|
|
|
—
55| 9
o
Y
g3
2
= «--
~
~
~

g g

Figure 48 — Multi-phase Markov model of TA1-1

Figure 48 is a simplified version of the multi-phase Markov model developed in 9.2. It gives the same
result as the fault tree over the same period of 10 years (i.e. Ten periodical test intervals of 8 760 h). It
provides exactly the same saw tooth curve which has been obtained with the fault trees. Again an

average unavailability is found: U44(0,7)=1,391072

This Markovian model gives also the same result as the fault tree for the dangerous failure frequency
and like for the fault tree approach, it is not really interesting for such simple cases but it may be useful
if further developments are forecasted.
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Failure
PN module 0 !!squ=false
of type PN1 g
b

TA1 unavailability
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14.2.1.3.4 Petri net and Monte Carlo simulation approach
0 2.5E4 5E4 7.5E4 Holis
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I| of type PN1
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: 110ut =544y

|

|

Figure 49 — PN modelling of TA1-1 with PN modules of type PN1

As shown| in Figure 49, Petri net modelling and Monte Carlo simulation can also be used-for dealjng
with simplle systems. This PN is made of two similar sub-PN (PN1 modules) organized threugh a virthal
reliability|block diagram (in dotted lines) as this has been explained in Clause 10.

Table 7 shiows the evolution of the results when the number of histories (i.e. the fiumber of Monte Cafrlo
simulatiops) increases. Even when this number is low (e.g. 100), the result is not far from the resuylts
given with the other methods but the confidence is not very accurate. When the number of historjes
increases|the confidence increases and with a big number of histories (e.g. 100) a result which is vg¢ry
close to the previous results is obtained. Therefore the result is the’same as with other approaches
providing|that the number of simulated histories is high enough.

1
=

The PN presented in Figure 49 is also able to provide the average.dangerous failure frequency of TA]
For doing|that it is necessary to count how many times the variable Out changes from “true” to “false”
and 0,276| changes over 87 600 h with a 90 % confidence.interval of [0,275 0 - 0,276 7] is found. This
leads to w,,(0,7)=3,1510"° [3,14 10-6 - 3,16 10-6]. This iswery close to the previous results

Table 7 — Accuracy of Monte Carlo simulation versus number of histories

Number of | Average unavail- 90 % Standard
histories ability U 4,(0,7) confidence interval of deviation of
Udu(0,T) Uau(0,T)
100 1,40,10<2 [9,41 10-3 - 1,85 10-2] 2,77 10-2
1000 1,37/10-2 [1,2110-2-1,52 10-2] 2,96 10-2
10 000 1,35 102 [1,3010-2-1,40 10-2] 2,99 10-2
100 000 1,38 102 [1,36 10-2-1,40 102 ] 3,00 10-2
1000 00@ 1,38 10-2 [1,3810-2-1,39 10-2] 3,01 10-2

Such modelling seeis not really interesting for such simple cases butit allows introducing basic modujes
which can be uSed for more complex modelling.

Neverthelessitalsopravidesresultswhich cannothe obtained with the atherapproaches, forexamplethe
distribution of the average unavailability, which is actually a random variable: the N different histories
performed during the Monte Carlo simulation provide N different values of the cumulated down time of
the safety system over the period of interest. Therefore N values of the average unavailability over this
period can be derived and a statistical sample of the average unavailability is obtained.

This sample is, conventionally, characterized by its expected value which is the U4u(0,7) given above and
by its scattering around this expected value which is measured by the standard deviation. This has been
indicated in the right hand side column of Table 7: it can be seen that the sample of the average
unavailability is rather scattered around its expected value Uqy(0,T): this scattering is due to the use of
exponential laws.
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It should be noted that the standard deviation is almost independent of the number of histories whereas
the width of the confidence interval decreases when the number of histories increases. These two

pa

rameters should not be mixed-up.

The statistical sample may also be processed in order to build a histogram representing its distribution.
This has been done in Figure 50 which presents the various percentiles of the sample.
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Figure 50 — Average unavailability-percentiles of TA1-1
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hould be noted that, when the probability of failure is Tow, most of the histories provide unav{
1al to 0 which are not really useful to build a histegram. This is the case of our example cald
years. Fortunately this can be overcome by:considering that, in the case of TA1-1 thg
wwerges toward an asymptotic value whichchas already been reached after 10 years (It i
er two or three periodic test intervals; . Three years in our example). Then Uq4,(0,T
ablished above for 10 years does not chiange (with regard to the Monte Carlo simulation vat
 calculation were performed over.100or 1 000 years.

| time T long enough to have a.high probability of failure is chosen, then an accurate histq
obtained because all the classes will be populated. This is what has been done for the his
ure 50 which has been established over a period of interest of 1 000 years.

but 45 % chances to’be worse and 55 % chance to be better than this average value.

TE The acturacy of the Monte Carlo simulation (Table 7) should not be mixed up with the

pure 50). This@re two different concepts and, for example, from accuracy point of view, (Table 7)

average unavailabilities has 90 % chances to be comprised within [1,38 10-2 - 1,39 10-2] and from
nt of view,'the histogram in Figure 50 shows that there are 55 % chances that the actual value of ]
hvailability be better than this average value.

It

nilabilities
ulated for
t Uqu(0,T)
s reached
=1,391072
"iations) if

gram can
togram in

ian value:

bercentiles
shows that
scattering
he average

Isa’shows that the true value of the average nnavailahility has about 70 % chancesto bhe b

tter than

1,52 10-2 and about 90 % chances to be better than 1,74 10-2. The above considerations are useful when
conservative estimations are wanted.

Another thing which cannot be done with the other approaches is to handle non constant failure rates.

Th

is is straightforward with the Monte Carlo simulation.

For example the exponential law can be replaced by Weibull law with the same MTTF:

©lI

Adu,psh = 3,0 10-7 => MTTF = 3,333 106 hours
Aduyv = 2,9 10-6 => MTTF = 3,448 105 hours
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Using Weibull laws with the above average values and shape parameters equal to 3 the results presented
in Table 8 are obtained.

Table 8 — Accuracy of Monte Carlo simulation versus number of histories (Weibull)

Nb of histo- | Average unavail- 90 % Standard
ries ability Ug,(0,T) confidence interval of deviation of
Udu(O,T) Udu(O,T)
10 000 5,55 104 [4,53 10-4 - 6,57 10-4] 6,22 10-3
TOU 00U 5,63 10~ * [5,23 10+ =593 10~ 7] 6,09 10-3
1000000 5,56 10-4 [5,4510-4 - 5,66 10-4] 6,00 10-3

Itis evideft that these results are very different from the previous ones. They seem stable bixta'questjon
arises: ar¢ they relevant?

The left hand side of Figure 51 provides the answer: very good availability in the firstyears compensages
worse results in the last years of the period. This is due to the shape factors eqtal to 3 of the Weibull
laws whidch model components with continuously increasing failure rates (e.g.@geing components). The
instantangous failure rate start from 0 and after that, it is continuously increasing. Therefore according
to the perjod of observation the results can be better, similar or worse than with a constant failure rdte.
In our exdmple, T is short enough to obtain a better result but this is ngt ageneral observation.

Anyway, the average unavailability is continuously increasing as‘shown on the right hand side of the
Figure 51} Therefore, even if this result is on line with commonpractices (e.g. IEC 61508I[2]) it is not
really meaningful.

TA1-Weibul: Unavailability TA1-Weibull: Average unavailability
3e-34 6E-44 -~
2E-3 4E-4 P
1E-3 i, 2E-4 /

0 e e VA > 0 >
0 2.5E4 5E4 7.5E4 Hours 0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 3.18E-3 Mean: 5.59E4 %0 Min:0 _» Max: 5.50E-4
1000 000 histories 1000 000 histories

Figure 51 — TA1-1 with Weibull laws

The averdge dangerous failure frequency can be calculated as this has been shown above: 0,011 6
changes gver 87 600 h with a 90 % confidence interval of [0,011 4 - 0,011 8] are found. This leads|to
w ., (0,T)=],321077 with'a90 % confidence interval [1,30 10-7 - 1,35 10-7]. As this may be anticipated
from the ynavailakhility results, this frequency is different from the exponential case. It is lower over|[0,
876 00] blit wouldtincrease if this time interval was increased.

Then, and|even in the simplest cases, the reliability analyst should verify that the hypothesis of const
failure ratest Tsti i i i

14.2.1.4 TA1-1: spurious failure analysis

When considering the spurious actions of a safety system it is important to first think about the safe
failures of the sensor(s), logic solver(s) and final element(s). But, as already mentioned in 14.2.1.2 other
potential spurious actions are inherent to the “de-energize to trip” philosophy, e.g. the losses of power
(AC or DC electricity, hydraulic power, compressed air, etc.) or of the command-control links.

The failure of power supply and auxiliary systems impact a lot of systems and should be analysed as such.
On the contrary, the safe failures of the wires, cables, pipes, etc. linking the various components of the
safety system under study which are not necessarily included in the safe failures of these components,
actually belong to the safety system. Therefore they should be addressed within the spurious failure
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analysis. It is beyond of the scope of this Technical Report to analyse in detail the links between the
components. Then, for the purpose of illustrating the use of the various approaches this will be modelled
by a global safe failure rate Astdegtt aggregating all the safe failures due to the rupture of the physical
links between the components.

For the simple TA1-1 example, each safe failure will lead to a spurious action. Then the spurious action
rate is given by: Ast = Asf,psh + AstLs + Asty + Asf.degtt = 3,84 104 h-1

According to 1.2.3 the average spurious failure frequency is given by

B lTY > i NSf(T) 1 — 1
T MTBFg MTTFg; + MTTRes ¢

T
ESUU J—FSIUh )=

where MTBF;yf is then the mean time between spurious actions, MTTFsf the mean time’to 4 spurious
action and MTTRessf mean time to restore from a spurious action.

So
e | MTTFg=1/3,8410-4=2604h

e | MTTRessris not known and remains to be evaluated.
Aslthe safe failurestriggeraspuriousaction, the faultdetection timeisequal tozeroand MTTRegsf= MRTs¢
MRTs; is not known but, on the hypothesis that:
e | theindividual MRT are exponentially distributed (i.e. the.corresponding repair rates are constant) and,

e | the components are independent (i.e. not repaired,by the same repair team)

Z isf,i MRTsf,i
it dan be approximated by: MRT; :’T =34h.
sf 4
i
. . L= 1 _ . .
Thien the average spurious failure frequency is: @ (T)~ =3,810~* spurious fafilures per
MTTF; + MTTRes ¢

hopr, e.g. 3,3 spurious actions per yéar.

Thie spurious failure frequency'can also be calculated by using fault trees as shown in Figurel52. When
th¢ system is under repait_no spurious failure can occur. Then when the unavailability of the system
inqreases, the ratio of time spent under repair increases and the frequency of failure decrepses. This
explains the shape of.the curve in Figure 52: as the system is in perfect state at t = 0 (unavailapility = 0),
the¢ spurious failure/frequency decreases from this point until an asymptotic value is rea¢hed. This
asymptotic valie @ o5 = 3,79 10-4 is very close to the result found above with the formula.

TA1: Spurious failure frequency
A

System 3.81E-4 \
spurious

failure 3.79E-4 >
0 50 100 150 200 250 Hours

| | | | Safe failures due
de-energize to
PSH LS Valve Other safe trip action
safe failure safe failure safe failure failures

Ast, Psh @ Ast, Ls @ Ast v @ As, Degtt
Hpsh Hpegtt

Figure 52 — TA1-1 Spurious failure frequency ®g;(t) as function of the time
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If the components were not independent with regard to the repair, the above calculations would not
be relevant, mathematically speaking. Nevertheless as 1/MTTFss = 3,84 10-4 provides a conservative
value of the average spurious failure frequency in any case, it is not really useful to develop more

sophisticated models here.
14.2.2 TA1-2: different periodical test intervals

14.2.2.1 TA1-2: description and assumptions

tests are performed on the isolation valve:

e partial stroking tests to detect that the valve is able to move;

e full sfroking tests to detect that the valve is tight after closure.

Table 9 — TA1-2 Reliability parameter

ical

Parametdr Component
Pressure sensor Isolation valve: Isolation valve:
Full stroking Partial stroking
Dangerou$ undetected failure | Aqy,psh =3,0 10-7 h-1 Aduyvss = 4,440°7 h-1 Adu,vps = 2,46 106 h-1
rate
Periodicalltest interval T=8760h Tyfs = 17 520 h Tvis =4 380 h

14.2.2.2 TA1-2: probabilistic calculations

14.2.2.2.1 Analytical formulae

According to Table 9, the safety system may-be in a dangerous fault state according to 3 failure modes.

The avergge unavailabilities due to each of’those failure modes can be calculated by a formula of {

he

form A.z/2 where A is the dangerous_indetected failure rate and 7 the corresponding periodical test

interval. This gives:
e failure due to PSH: 1,31 10~3
o failurg tested by full stxoking: 3,85 10-3

o failurg tested by partial stroking: 5,39 10-3

dge

to

the various perlodlcal tests 1ntervals the saw- tooth cure is more comphcated than for TA1 but agaln the
result for the average unavailability over 10 years is very close to the result found by using the formulae:

Average unavailability: Uqu(0,7)=1,0510"2

90 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

14.2.2.2.2 Fault tree approach

TA1-2 Unavailability
2624
System o LM A A Al
DU failure VYV VTV
0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 2.09E-2 Mean: 1.05E-2
[ [ |
PSH Valve Valve

- P-faiture DU-faiture
DU failure Full Stroking Partial Stroking

ﬂdu,Psh ﬂdu,st @ ﬂdu,Vps
3 Tvts TVps
Figure 53 — Fault tree modelling of TA1-2

Using the same fault tree provides the average dangerous failure{frequency (see Figure 54):
w [, (0,7)=317107°.

NO[TE The failure frequency decreases when the time elapse because a periodically tested component ¢an fail only
e during the test interval. Then when its probability to be failed increases its failure frequency decreages. When a

on
L is performed the failures are repaired, then the component can fail\again and the failure frequency indreases.

tes

TA1-2 Dangerous failure frequency
A

sazses [\\\y A AR A
315066 | A\ VTN PVENTVVY TV
0 2.5E4 5E4 7.5E4 Hours
Min: 3.13E-6 Max> 3.2E-6 Mean: 3.17E-6

Figure 54 ~— Average failure frequency of TA1-2

142.2.2.3 Markovian appreaches

Thie multi-phase Markovw/model implies 8 states and 4 different phases. This is not really complicated
but not as simple ag-fault tree. As it is not really useful to detail this model, no further development are

provided here buf the result would be exactly the same as with fault trees.

142.2.2.4 Petri net and Monte Carlo simulation approach

110ut = S Vpe-Vee

;I""“du:lbl“e;@ ‘I //vps=false‘f=m ‘I //st=faIse‘f=m A4 2 11 o
AI AI 22 /
&R - MMM LA A A
Test (17520) L | 1E2 AT AT AR AR A
---- » — Out !
=0 0 >
Iypmtrue tvegmtrue | 0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 2.14E-2 Mean: 1.052E-2
PSH Isolgtion val_ve Isolation v_alve 100 000 histories
(Partial stroking) (Full stroking)

Figure 55 — TA1-2 PN modelling

Figure 55 gives the PN modelling the TA-2 safety system. This model is very easily derived from the
previous model developed for TA1-1 as it uses the same basic modules PN1. It provides for the average
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unavailability the same result as formulae and fault tree: Uay(0,7)=1,0510"2with a 90 % confidence
interval [1,04 10-2 - 1,07 10-2] and a standard deviation of 2,8 10-2.

The same PN provides the average number of failure over 10 years: 0,278 [0,277 -0,279]. This leads to
w,,(0,7)=3,1710"° [3,16 10-6 - 3,18 10-6]. This is similar to the result found by fault tree.

14.2.3 TA1-3: protected installation running during tests and repairs

14.2.3.1 TA1-3: assumptions

The assumptions of this typical example are exactly the same as TA1 except that:
e The inpstallation is not shut down during the repair of the sensor and of the logic solver.

e The sensor is periodically tested off line and is no longer available for its safety function during the
perioflical test. The periodical test duration lasts 7 = 2 h.

This impljes that the risk does not disappear during the repair of the sensor or duririgthe periodical test
of the senfor. Therefore:

e the MRT of the sensor is considered for its detected and undetected dangerous failures;
e the MRT of the logic solver is considered for its detected dangerous failures;

e the dyiration of the periodical test interval of the sensor is considered.
14.2.3.2 TA1-3: probabilistic calculations

14.2.3.2.1 Analytical formulae

Compared to the TA1-1 calculations, the above assumptions add three unavailability terms:

e averape unavailability during sensor repdir: (Aqu,psh + Add,psh) X MRTpsh = 4,55 10-4;
e averape unavailability during logic solver repair: Aqq,.s x MRTLs = 9,00 10-6;

e average unavailability during seénsor periodical tests: w /t=2 /8760 = 2,28 10-4.
The sum qf the three above tenms:-is 6,92 10-4.

Finally, thiis obtains: U(z)~1:4"1072+6,9210™* =1,47 1072,

Therefore the impact 6fthe new hypotheses is about 10 % of the average unavailability.

14.2.3.2.2 Faulttree approach

The unavijilability laws used to calculate this fault tree are those which have been established in the
Clause 9 deatimgwitirthe Markoviamapproacit: Thesaw toothrcurve striows the peaks of the umavaitabitity
due to the periodical tests of the sensors which inhibit the safety function when they are performed.
Such peaks can be acceptable provided that compensating measures are implemented and that their
duration is short.

Again, the fault tree gives results close to those found with the formulae: U(r)=1,46 1072,
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Figure 56 — Fault tree modelling of TA1-3

shown in Figure 57, the fault tree gives: w()=1,39107*..

TA1-3 dangerous failure frequency
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Méan: 1.39E-4
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Figure 57 — Dangerous failure frequency of TA1-3

TE When a periodical test is performed the PSH jumps from the up to the down state and the

number of

tem failures is instantaneously increased by 1. This is not a random phenomenon and the unavail

t ignored when using ordinary integral calculation and a Lebesgue integral has to be used instead

failure frequency. This leads to tedious mathematical developments which are beyond the sc
hnical Report. This problem-should, nevertheless, not be ignored by the analyst. If the unavailab
not properly handled, the mumber of failures will be strongly underestimated (by about 9 in the TA|

application).

14

12.3.2.3 MarKovian approach

Thie Markoy~model implies about 16 states and two different recurrent phases. It is too

pr
It 9

bsented-here.

hould be noted that the difficulty to handle the peaks to calculate the failure frequency 3

ility jump

a
quivalent to a Heaviside function whose derivative is a Dirac distribution. This introduces peak{which are

o calculate
bpe of this
ility jumps
1-3 typical

big to be

rises also

wi

htha Markauian annraach
Vo

14

Tcrre SOV IO o ppToTorts

.2.3.2.4 Petri net and Monte Carlo simulation approach

The PN model of the typical application TA1-3 is presented in Figure 58. This is the opportunity to

int

roduce two new modules:

Modelling of the periodical test duration (PN2 on the left hand side of Figure 58). Not

e that the

modelling of periodical tests has been split: a dangerous failure has occurred on the right part of

PN2 and no dangerous failure has occurred on le left part of PN2.

Dangerous detected failures (PN3 in the middle of Figure 58).
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In order to be consistent with the previous calculations the periodical test duration is modelled by a
constant delay of 2 h and the repair time by a repair rate equal to 1/MRT.

This model gives: U(0,T)=1,46 10"2with a 90 % confidence interval [1,4 10-2 - 1,5 10-2] and a standard

deviation

s q,=fals

st! r

of 3,1 10-2. This is similar with the result obtained by fault tree.

PN module PN module
____________ of type PN2 of type PN3
e QTest (1, =—n) : —————Af-——

] !!sq,=false

!

ﬂ'du,P

durin|

FdT) Eua

PSH (DU)

The sams
w(0,T)=1,4
found wit

It should
simple cot
this slight

14.2.4 T/

14.2.4.1

The assun

Faillure 1

OK FU
()
TISqa-true

ez =115

_ ﬂ'du,Psh
S, =true

'S, =true
ez =115

h

Tes! ummimm

b test (7, 7-m) £
’ H0ut =syrSqa-154q-V

f test(2) .
FD st1

Figure 58 — PN modelling of TA1-3

PN provides also the average number of failure over 10)years: 12,63 [12,62 -12,64]
42107 [1,441 10-4 - 1,443 10-4]. This is similar but slightly greater than the w(r)=1,391
h the fault tree approach.

be noted that the Monte Carlo evaluates the number of failures straightforwardly (just b
nting) when the fault tree approach needs rather complex analytical calculations: this expl
difference.

11-4: imperfect periodical test coverage

[A1-4: description and assumptions

Sensor Final element
O—0O— Covered Not —0O— Logic —O— Covered — Not —O—O
covered solver covered

Figure 59 — Reliability block diagram for TA1-4

hptiens of this typical example are exactly the same as TA1 except that the coverages of {
tests are not 100 %. The data in Table 10 are used in the probabilistic calculations.

periodica

i.e.
-4

y a
hin

he

Table 10 — TA1-4 Reliability parameter

undetected
failure rate

Parameter Component
Pressure sensor (periodical test coverage | Isolation valve (periodical test coverage
90 %) 95 %)
Failures covered by | Failures not covered | Failures covered by | Failures not covered
periodical tests by periodical tests periodical tests by periodical tests
Dal’lgerous AdU,PSh = 2,7 10_7 h_l )LdnC,PSh =3 10_8 h_l Adu’v = 2,76 10_6 h_l Adnc'v = 1,45 10_7 h_l
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14.2.4.2 TA1-4: probabilistic calculations

14.2.4.2.1 Analytical formulae

The hypothesis that all the components are periodically tested at the same time allows gathering all the
failures covered by the periodical tests within a macro component with the following parameters:

The failures which are not covered by periodical tests may be also gathered into a macroed
Thle unavailability due to these failures can be calculated in the same way as the periedica
failures: if the failure is present at time T, then, in average it has occurred at T/2. Finally;

Thierefore the analytical formulae can be straightforwardly applied:

Thiis result may be compared with the average unavailability,ofd,39 10-2 found for TA-1. The
periodical tests have a negative impact which here is of about 50 %. Contrarily to TA1, th
unpvailability is not independent of the period T of utilization of the safety system and thg
impact increases when T increases.

Us|ng the same reliability parameters as above gives.an average unavailability U4u(0,7)=2,081
periodical test intervals of 8 760 h (i.e. T = 10 yeadrs). This is pretty close to the result obtaine
fojmula which, again, is slightly conservative:

)

as

opprator at a given instant. This'important aspect is completely ignored when dealing only
anplytical formulae.

1412.4.2.2 Fault tree approach

Avbrage unavailability: Edumz%+% =1,3210-2 + 7,67 10-3 7,09 10-2.

Figure 60 shows how the unavailability evelves when the time is increasing. The probability o
greater atthe end of the period of interest than at the beginning. This is more or less the same ol

Dangerous undetected failure rate: Agqy = Aqu,psh + Aduyv = 3,03 10-6 h-1

Periodical test interval: =8 760 h

Not covered dangerous failure rate: Adnc = Adnc,Psh * Adnc,yv = 1,75 107 h-1,

Time interval: T =87 600 h (i.e. 10 years).

with the Weibull law above: the ayerage is not really a good indicator of the risk undergg

mponent.
lly tested

imperfect
e average
b negative

~2over 10
d with the

f failure is
servation
ne by the
¥ with the

TA1-4 TA1-4 unavailability
failure A

Q 2.5E-2 /1/1/1/]/]/]/]/]/
WAL ASAEN

0 &
I 1 0 2.5E4 5E4 7.5E4 Hourp
PDH Isolation valve Min: 0 Max: 4.12E-2  Mean: 2.08E-2
failure Failure not failure
COVETEU Oy ([ESt -
L\ TA1-4 dangerous failure frequency m
3.20E-6
S NANNNRA NS
PSH PSH Valve Valve ' Y VNN NN N\ ]\
DU failure DNC failure DU failure DNC failure 3.10E-6 >
0 2.5E4 5E4 7.5E4 Hours

ﬂ/ ﬂ/
du,Psh du,V in: ¥ . r .
i ldnc,Psh i ﬂ'dnc,v Min: 3.09E-6  Max: 3. 23E-6 Mean: 3.16E6

Figure 60 — Fault tree modelling of TA1-4

Figure 60 gives also w ,,(0,7)=3.15810° of TA1-4. Surprisingly it is similar to this of 3,156 10-6 found for
TA1 but as can be seen in Figure 60, this frequency decreases when T increases. This seems to be
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paradoxical but the paradox disappears when realizing that the dangerous failures not covered by
periodical tests can occur only once when those which are detected can occur several times over [0, T].
With our data, this effect is not perceptible yet.

14.2.4.2.3 Markovian approach

_______________________ TA1-4 ilabilit; ==
- N unavailability U0, )
! Markov graph \
OK | KO 2.5E-2
| Failed >
undetected

I 0 >
S | 0 2.5E4 5E4 7.5E4 Hours

Aaufsh_p(FU 1 (OK——»(0K) ! Min: 0 Max: 4.08E-2  Mean: 2.06E-2
) I
I I
Failed | @/ 1

@ not covered : : TA1-4 dangerous failure frequency (&,
P by tests I | 4 ~
nc, s, + | I - S NG
sh * 4 dne,y | | 3.15E-6
| I | 3.10E-6 Y >

I |

0 2.5E4 5E4 75E4 Hours
Min: 3.07E-6  Max: 3. 20E<6) Mean: 3.14E6

C TS R — S S

Figure 61 — Multi-phase Markov model of TA1-4
Figure 48[can be very easily modified to cope with the uncovered dangerous failures just by changing
the Markqv graph and the linking matrix as shown in Figure 61.

The results obtained are similar as those obtained by formulae ot fault tree.

14.2.4.2.4 Petri net and Monte Carlo simulation approach

Failures coJered Failures not Failures covered Failures not
by tests covered by tests by tests covered by tests TA1-4 unavailability
Pppp— A PNIAD —————= 2.0E-2 S
| Fallure
Is 1.0E-2 /\Mﬂ‘
5.0E-3

0 2.5E4 5E4 7.5E4 Hoyrs
Min: 0 Max: 2.07E-2 Mean: 1.59E-2

2 j’dnc,v ,_ J_ Su: -i
Hygne~false | 1———1
|

Test, 100 000 histories

Hsq =tru
110ut = $ 4.V gy Sane Vane

Nsolation
| valve Repair

Isolation valve
Figure 62 — Petri net modelling of TA1-4

The PN m¢delling the typical application TA1-4 is sown in Figure 62. This is the PN presented in Figure|49

where the failures not covered by the periodical tests (sub-PN with single transitions) have been addgd.

On the right hand side of the figure the average unavailability as a function of time is given. This average
unavailability does not reach an asymptotic value. It increases permanently when t increases. The
average unavailability for 10 years is given by the maximum value of this curve: Uq4,(0,T)=2,061072

More accurately the Monte Carlo simulation gives: 2,07 10-2 with a 90 % confidence interval of [2,03 10-2
- 2,11 10-2]. This is similar with the results previously found.

This model gives also 0,274 failures over 10 years with [0,272 - 0,277] as 90 % confidence interval. This
is equivalent to an average failure frequency w ,, (0,7)=3,13107° failure per hour with a 90 % confidence

interval of [3,1 10-6 - 3,16 10-2]. Again this is similar with the previous results.
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14.3 Typical application TA2: dual channel

14.3.1 TA2-1: basic case

The typical application TA1-1 is not very reliable and it may be needed to decrease its probability of
failure occurring on demand. This is generally achieve by introducing redundancy and a straightforward
solution to do thatis to duplicate the TA1-1 safety system in order to obtain the dual channel architecture
shown in Figure 63.

14.3.1.1 TA2-1: description and assumptions

Logic Final
Sensor
solver element
Sensor Logic Final
solver element
T P
application
> LS1 TA2

Protected section

Figure 63 —Dual channel example TA2-1

Thie top of the Figure 63 illustrates-an architecture made of two channels running in parallel. Each of
theém is made on one single sensor, one single logic solver and one single final element. Such dupl channel
ar¢hitecture is commonly usedfor moderate to high reliability requirements (SIL2 to SIL4).

is architecture is implemented at the bottom of Figure 63:

Type of system: pressure protection system (see Annex A).
Mgde of operdtion: low demand mode.

Layout: two-channels running in parallel (1002 configuration). Each channel comprises ong pressure
semsor, (SiJ;, one logic solver (LSi) and one isolation valve (Vi) organized in series.

Design philosophy: de-energize to trip.

Hazardous event: over pressurization and burst of the low rating section of the installation.

Functioning description: when the pressure exceeds a given threshold, the sensors (S1 and/or S2) send
a signal to their respective logic solvers (S1 or S2) which in turn commands their respective isolation
valve (V1 or V2) to close.

NOTE In reality, the isolation valves are piloted by a solenoid valves which actually receives the signal from
the logic solvers. This has not been represented here in order to simplify the example.

Assumptions (same as TA1-1):

e Periodical tests perfects and performed at the same time.
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e Installation stopped during periodical tests and repair.
e Dangerous detected and undetected failures of a given component are independent.
e Constant dangerous failure rates.

e Components as good as new after repairs.

Table 11 — TA2 Reliability parameters

Parameter Component
Pressure sensor Logic solver Isolation valve De-energize ta
trip elemernts
Dangero_Ts unde- Independent NA Independent
tected failure rate Adupsh = 2,85 107 h-1 Aduy = 2,755 10-6 h-1
CCF (B=5%) CCF (f=5%)
Kdu,Psh = 1,5 10-8 h-1 Kduy = 1,45 10-7 h4
Danggrous Independent Independent NA
detecteq failure ) 1q psh =2,8510-5 h1 | Aggrs=57 107 bl
CCF (B=5%) CCF (B=5%)
Kddpsh=1,510"6h-1 | KkqqLs=3,010-8h-1
Periodigal test 8760 h NA 8760 h
intefval

Safe failfire rate | Asgpsh=3,010-5h-1 | Agepsh=3,0 10-5hL Asfy = 2,9 10-4 h-1 Astdegtt = 4,0 1076
h-1

(one channel)
Maintenajnce time 15h 15 h 40h 24 h
MRT or MTTRes

The valuep presented in Table 11 are proposed only for illustration purposes.

Compared to the reliability dataused for the TA1-1 typical application, the failure rates have been split
between 3n independent paft’and a common cause failure part. A beta factor of 5 % (e.g. rather high)
has been fised to do that,

14.3.1.2 [TA2-1: analysis

The analysis performed in 14.2.1.2 for TA1-1 (related to the de-energize to trip design and the
disappeaifance of the risk during periodical tests and repairs) is also valid for TA2-1.

Finally with the above assumption:
e the TA2-1 safety system is unavailable when both channels are unavailable at the same time;
e only the fault detection times of the dangerous undetected failures is considered;

e a spurious failure occurs when one channel or the other produce a spurious closure of its own
isolation valve.

14.3.1.3 TA2-1: probabilistic calculations

As this safety system operates on demand, its average unavailability (also called PFDayg for a safety
instrumented system) is the relevant parameter to calculate.
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With the strong assumptions described above, any approach described in this Technical Report may be used.

14.3.1.3.1 Analytical formulae

The hypothesis that all the components are periodically tested at the same time allows gathering all the
components within a macro component with the following parameters:

e Independent dangerous undetected failure rate: Aqy = Aqu,ps + Adu,v = 3,04 10-6 h-1,

e  CCF for dangerous undetected failure rate: Kqy = Kqu,ps + Kdu,v = 1,6 107 h-1.

e | Periodical testinterval: =8 760 h.

Thierefore with all the assumptions described above, this is the simplest case which cambe enfountered
with redundant systems. The analytical formulae can be straightforwardly applied:

B 2 2
Avprage unavailability: udu(f)z/‘duT"+% =2,36 104 + 7,01 10-4 = 9,37 104,

143.1.3.2 Fault tree approach

TA2
failure R TA2 unavailability 3 ,
2.0E-3 | %
A /
0 &
[ I 1 0 2.5E4 5E4 7.5E4 Hours
Independent CCF PSHs CCF Valves Min: 0 Max: 2.09E-3 Mean: 9.33E-4
failures DU failure DU failure
K4u,Psh Kgu,v
T T
[ 1
Channel 1 Channel 2
DU failure DU failure
PSH 1 Valve 1 PSH 2 Valve 2
DU failure DU failure DU failure DU failure

Adu,psh @ Aduy @ Adupsh @ Aduy @
T T T T

Figure 64 — Fault tree modelling of TA2

In the fault tree presented in Figure 64 two sub fault trees similar to the TA1-1 fault tree linked through
a lpgical AND gate/(modelling of the independent failures) and two leaves modelling the cominon cause
faiJures between the redundant components can be recognized.

Us|ng the same reliability parameters as above for calculating the average unavailability U4.(0|T)over 10

pefiedical test intervals of 8 760 h (i.e. T = 10 years) Uau(0,7)=9,3310"* is obtained. This resulit is pretty
closetothe result obtainedwith the formula

TA2 dangerous failure frequency ;(o’ T)

3.2E-7
2.5E-7
2.0E-7

2.5E4 7.5E4 Hours
Min: 1.6E-7 Max: 3. 15E-7 Mean: 2.39E7

Figure 65 — Dangerous failure frequency of TA2-1
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As shown in Figure 65, using the same fault tree provides the average dangerous failure frequency:
w,(0,7)=2,3910"". It should be remarked that the shape of this curve is the opposite of this of Figure 47.

This is a side effect of the PSH redundancy (AND gate of the fault tree).

Of course, this model is not really interesting for such simple cases but its usefulness becomes evident
when it is used for further calculations.

14.3.1.3.3 Multi-phase Markovian approach

With the strong assumptions adopted above, the number of potential states drastically decreases and it
is even pofsible to build the multi-phase Markov graph presented in Figure 66 With the same reliahillity
parametefs, it gives a result very close to the previous ones: Udy(0,7)=9,2010~*

Failed
Markov graph undetected
(o]

i
— 1 OK K
x_(/’idu,Psh-'-/ldu,v)i |

U

TA2,unavailability

\

A )
Test 2.0E-3 N7

> 1.0E-3

*--ee

Test

0 2.5E4 5E4 7.5E4 Hours

v
T
» .
AN Justbefore| T_ _____ Just after / Min: 0 Max: 2.05E-3  Mean: 9.20E-4
\ the test | the test /’
| @\ I
| 1
~< | 1 -
~~__ @_3{@ -
- -
| 1
I @/ |
| 1
| 1
| 1

Linking matrix

Figure 66 — Multisphase Markov model of TA2-1

As shownlin Figure 67, using the same thulti-phase Markov graph provides the average dangerous failgre
frequency|: w,(0,7)=2,3410"". The shape of the curve and the result are the same as with the fault trge.

TA2 dangerous failure frequency 7(0, 1)

3.2E-7
2.5E-7
2.0E-7

2.5E4 7.5E4 Hours
Min: 1.6E-7 Max: 3. 07E-7 Mean: 2.35E7

Figure 67 — Dangerous failure frequency of TA2-1
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14.3.1.3.4 Petri net and Monte Carlo simulation approach

Th
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| DU failure rate
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Figure 68 — Simplified presentation of the PN1 module (instantaneous repair

e implementation of the RBD driven PN models (see 10.2) can be achieved through sta
b-PN module: Figure 68 represent such a module named PN1 which'has been already u
evious subclauses. It models the behaviour or an item with periodieally tested undetects
 instantaneous repair when the failure has been discovered (i.e. the installation is stoppe
suppress the risk during repair).

TE PN1 is a module usable even when the repair time is not’equal to 0. In our case where ¢ 3

transitions “Test” and “repair” could have been aggregated in a single one.

In

co
an

As
mg

to

log

re

order to simplify the PN models presented hereafter, this module will be represented|
1taining its characteristics: name of the modelled\itém, undetected failure rate, periodical te
[ the state variable of the related item.

shown in Figure 69 the TA2-1 example can be built just by using the above module. It hig}
dular structure of the PN modelling TA2 and the virtual reliability block diagram used as
build the overall PN model. The systemic aspects of the functioning of TA1 are modelle
ical equations using the values of'the sates variables of the various components (in Figure

hdardized
sed in the
d failures
d in order

0, the two

by a box
stinterval

lights the
guideline
d through

@ the u+n

resents the logical “OR” and the’ “.” the logical “AND”). At the end the value of variable “Out” is

caTc

ulated as function of the gthers: it is equal to 1 when the system is available and to 0 when it not
avgilable. Then its average Value over 10 years gives the average availability Aof TA] and the
complementary value U=1-4A gives the average unavailability.
@D 57 1 @D (Chy = 5y 4010 [ Ch= Chty+ Chy )
et sy |
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| e ] 'L__H_VE"_“__:[Chz=szdw"2du]
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S~ —~ —" Y

Independent failures Common cause failures

Figure 69 — Modular structure of the PN modelling TA2-1

The simulation of the PN embedded in this modular representation gives:

Uau(0,7)=9,3010"* with a 90 % confidence interval of [8,9 10-4 - 9,68 10-4] and a standard deviation of
7,6 10-3.
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This model provides also a number of failures of 2,1 10-2 over the 10 years with a 90 % confidence
interval of [2,03 10-2 - 2,18 10-2], i.e. an average failure frequency w, (0,7)=24110""7 with a 90 %

confidence interval of [2,3 10-7 - 2,49 10-7].

Again these results are similar to the previous ones obtained by the other approaches.

This model illustrates the use of the PN approach and Monte Carlo simulation on a simple application.

Such model is useful when the assumptions are made more realistic.

14.3.1.4 TA2-1: spurious failure analysis

A safe faillure of one of the channel is sufficient to trig a spurious safety action. Therefore the spuric

failure ratje is the double of the safe failure rate established for TA1:
Spurious ction rate: Ast = 2 (Asf,psh + AsfLs + Astv + Asfdegtt) = 2 x 3,84 10-4h-1=7,68 10-%

According to 1.2.3 the average spurious failure frequency is given by

st(T) ~ 1 1

o _ (TP . (T)= =
o (T «(7) T MTBFy MTTF¢ + MTTRes

where MTBFgf is then the mean time between spurious actions, MTTFsgthe mean time to a spurig

action and MTTRessf mean time to restore from a spurious action.
This givey:
e MTTHs¢=1/76810-4=1302h

e  MTTRessr = MRTsris the same as for TA1 (i.e. 34 h).

1

Then the hverage spurious failure frequency is: @ (Tt —
8¢ 5P auency > e, T MTTR

hour, i.e. 6,6 per year. It is the double of the spurious failure of TA1-1 and this highlight a well knoy
phenomenon observed in reliability analysis: when the redundancy is increased to improve f{

probabilitly of failure then the probability 0f;spurious action is increased.

The spuripus failure frequency can alsobe calculated by using fault trees and the result is as showr i
Figure 70| This figure shows that the)spurious failure frequency converge toward an asymptotic va

Dt as = 7,48 10-4 which is the same’as the result found above with the formula.

TA1: Spurious failure frequency Asymptotic
A

7.60E-4 i value
75564 |
7.50E-4 |

0 50 100 150 200 250 Hours

us

us

=7,4810"* spurious failures per

vn
he

ue

Figure 70 — TAZ2 Spurious failure frequency @q(t) as function of the time

14.3.2 TA2-2: different periodical test intervals

14.3.2.1 TA2-2: assumptions

The assumptions of this typical example are exactly the same as TA2-1 except for the periodical tests
of the components which are not performed with the same interval. In addition, two kinds of periodical

tests are performed on the isolation valves:

e partial stroking tests to detect that the valve is able to move;
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e full stroking tests to detect that the valve is tight after closure.

Table 12 — TA2-2 Reliability parameter

ISO/TR 12489:2013(E)

Parameter Component
Pressure sensor Isolation valve: Full Isolation valve: Partial
stroking stroking
Dangerous undetected Independent Independent Independent

failure rate

Adu,Psh = 2,85 10_7 h_1

Adu'vfs = 4,13 10_7 h_l

Adu'VpS = 2,34 10_6 h_1

CCF (B=5 %)
Kdu'Psh = 1,5 10_8 h_l

CCF (B=5%)
Kdu,Vfs = 2,18 10_8 h_l

CCF (B=4 %)
Kdu,Vps N 1,23. 0_7 h_l

Periodical test interval 8760 h 17 520 h 4380 |
14{3.2.2 TA2-2: probabilistic calculations
1413.2.2.1 Analytical formulae
| | |
Sensors 3 ; 3 .
| | I
Valves PS } } ; >
| | Y
| | |
Valves FS } } } >
6 | | |
months i i i
| | |
(O (D >
N -
—_—

s

4 different time intervals over 2 years

Figure 71 — Periodical test pattern for TA2-2

ure 71 shows the variotis periodical tests performed to detect the failures of the sensors and of the
ve (FS: full stroking and PS: partial stroking). Itidentifies 4 different types of periodical testgintervals.

Due to the differentperiodical tests intervals, it is no longer possible to aggregate the failureg modes of
a single channel ds this has been done in 14.3.1.3.1. As explained in 6.2.3 in this case, it is still possible to
us¢ the minimalcut sets of the safety system.

| V1FS | V1PS

I

Sccf ] VFS,ccf

] VPS.ccf

S1
e

S2

| V2s [ V2ps

|

Figure 72 — Reliability block diagram modelling TA2-2

The minimal cut sets can be identified thanks to the reliability block diagram built in Figure 72 which
represents the logics of TA2-2. If it is noted:

e Si:dangerous failures of the sensors,

e Virs: dangerous failures of the valves periodically tested by full stroking,
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e Vips:

dangerous failures of the valves periodically tested by partial stroking and,

*  Sccf, VFs,ccrand Vpg ccf : corresponding common cause failures between the channels,

then the following minimal cut sets are found which can be sorted into 3 categories:

1) Slngle failures: Sccf, VFS,CCfI VFS,CCf

2) Double failures periodically tested at the same time: S1.S2, V1 rs.V2 s, V1,ps.V2,ps

3) Double failures not periodically tested at the same time:

e S
e S

e Vh,rs.V2,ps, V1,ps.V2 Fs

Thereisn

that this Has been done above. This is more difficult for the minimal cut sets of the‘category numbei
For the minimal cut set S1.V ps, for example, 4 different periods of times (see Figure 71) can be identifi

1) Perio
2) Perio
3) Perio
4) Perio

The calcu

each and the calculation of V1 gs.V2,ps or V1 ps.V2 rs implies the calculations of 8 intervals each.

Finally, thie exact calculation implies to calculate 34 terms (3 +3 +4 +4 + 2 + 2 + 8 + 8) to evaluate {

average u

is not conplex but very tedious.

Thereforgmore simplified approximated calculations are often used. Unfortunately, as shown hereaff

they lead
Non cons
e indep

A
U= du,|

.V2,Fs, S2.V1,Fs

.V2,ps, S2.V1,ps

D problem to handle minimal cut sets of categories 1 and 2: this may be done in the similar w

Hical test of V2 (partial stroking) and periodical test of S1 and

lical test of V2 (partial stroking) and S1 not tested since 3 menths
lical test of V2 (partial stroking) and S1 not tested since*6é months
lical test of V2 (partial stroking) and S1 not tested since 9 months

ation S2.V1 ps implies also 4 intervals, the calculation of S1.V; gs or S2.V1 s implies 2 interv|

havailability of TA2-2. Formulae can.be established for each of these intervals (see 7.4.2). T

[0 non conservative results;
prvative approximation/1:

endent failure of on@channel:

=9.9971073

pon 8760 Zauyn 17520 Aaups 4380
2 2 2

Vay
bd:

als

he
his

er,

e Appr¢ximatien for independent failures dual channel: Uing1 =u®=9.99107°
.87 1752 4
e Commniar‘cause fajlures: c= Kd“'psg 8760 + Kd“'VfSZ 520 + Kdu,Vs; 380 =52610~%
ThiS lead to: Eapproxl :Eindl +C :6.2610_4 .
Non conservative approximation 2:
. Agqupsh-8760)
e Double failure of sensors: u, :%:2.08 10°°
: . Adquyts-17520)
o Double failure of valves (full stroking): u, :%: 175107
. : . Aguvps-4380)
e Double failure of valves (partial stroking): u; :W:&Sl 107°

e Approximation for independent failures dual channel: Uingz =u; +u, +u; =5.46 107>
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Kdu,PSh'8760 4 Kdu,VfS'17520 4 Kdu,VSS'4380
2 2

ThlS 1ead tO: aapproxz :Eindz +C :581 1074

e Common cause failures: c= =526107%

The accuracy of Uapprox1 and Uapproxz is analysed in the next subclause where exact calculations are made

with a fault tree. The user of this Technical Report interested to make exact calculations by using
formulae is invited to implement the formulae developed in Clause 7 and Annex .

14.3.2.2.2 Fault tree approach

:;\Iiri R TA2-2 Unavailability‘ [qu(o,ﬂ
T =Ll
@ T AT AR AART A RA T AAS

0
0 2.5E4 5E4 7.5E4 Hoyrs
I I I : Min: 0 Max: 1.44E-3 Mean: 6.45E-4
CCF Valves CCF Valves CCF PSHs | | TA2-2 Independent
Full stroking Partial stroking DU failure failures < P
Kjuvts @ Kdu,Vps@ Kdu,Psh@ A TA242 Independent failures
TAlts Tps T 1.3 () A I1 /| | f/;
[ | SE4 M T T T T
IS T 4RV AA VAR VLY
Channel 1 Channel 2 0 2.5E4 5E4 7.5E4 Holrs
DU failure DU failure Min:0  Max:3.91E4  Mean: 1.19E-4

Valve1

Valve2
: DU failure DU failure
DU failure Partial Stroking DU Partial Stroking

PSH2
failure
u,Psh @ Valve1 @ Adupsh @ Valve1

T DU failure | T DU failure | o
Full Stroking du,Vps Full Stroking du,Vps

'q’du,vfs Tvps ﬂ'du,st Tvps
Tvts s

Figure 73 — Fault tree modelling of TA2-2

PSH1

~

Thie fault tree in Figure 73 models the independent failures and the common cause failures of|the TA2-2
typical application. The result for the average unavailability over 10 years is the following:

Avprage unavailability?u , (0,7)=6.4510""

Thiisis 3 % higherthian Uapprox: and 1 0 % of Uapproxz - A quick conclusion could be that, even not conservative,

th¢ approximations are not so bad. But, looking at the average unavailability due to the indlependent
faijure it isfound that the exact result (1,19 10-4) is 16 % higher than Uing1 and 54 % of Uinaz.

Therefore the approximations seem valid only because the very bad calculation of the independert failure is
hidden behind the common cause failures. This problem would be even more importantif the betafactor has
been taken to 1 % where the exact result would have been 9 % higher than Uapproxt and 30 % of U approxz -

14.3.2.2.3 Markovian approaches

The multi-phase Markov model implies 29 = 512 states and 8 different phases. Even if some states can be
aggregated thanks to the symmetries, it is too big to be done by hand.

14.3.2.2.4 Petri net and Monte Carlo simulation approach

The Figure 74 gives the layout of a PN modelling the TA2-2 safety system. It implements the basic module
presented in Figure 68 and it may be easily derived from Figure 69.
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It provides for the average unavailability the same result as fault tree: Uq4u(0,7)=6.4610"* with a 90 %
confidence interval [6,35 10-4 - 6,57 10-4] and a standard deviation of 6,7 10-3.

It also provides a result the average unavailability due to the independent failures: 1,21 10-4 with a
90 % confidence level [1,17 10-4 - 1,24 10-4] and a standard deviation of 2,31 10-3. This is very close to
the result obtained by fault tree.

[Ch1 =s1,du°v1,fs'v1,ps]

Cost T v T v \ (Ch = min(1, Chy+ Chy)
Bals 1 RV’ 1 RV
- g g J Ve
77 c8760 1 | r=17520 | 1 r=43g0 | <UChD> l ----- ------ ------ :
I : " t, | : /) I | I Sensors | | valves FS : T valves PS :
| L _Cfrae o TEs 1y Thes | | Kupsn |l K | : Kiuves | N7
e - A= === N u,Ps [ u,Vfs = u,Vps L
- -:2-“:“\/-2-“-\;{“: :‘, v=8760 | | r=17520 :‘. £=4380 :":_9_”}_
D. |
! ol Il I I s I Ny | Ity )
!__: ﬂ'du,Psh :__: 'q'du,vfs LJI ’q'du,Vps :_ JI l.___fci__l I____cc_f,F_S__I Il___chP_S_J /
: t48760 | 1 7r=17520 : : 7=4380 |
| | —
R Py ! ! vy es ! I lvgps f [ Out = Ch.Scer Veesrs Vecs,ps ]
[ChZ = S2,du V2 fs v2,ps]
AN _
B ~C
Independent failures Common cause failures

Figure 74 — TA2-2 PN modelling

14.3.3 TA2-3: protected installation running during tests’and repairs

14.3.3.1 TA2-3: assumptions
The assumptions of this typical example are exactly the same as TA2-1 except that:

e theinlstallation is not shut down during-the repair of the sensors and of the logic solver.

e the s¢nsors are periodically tested-off line and are no longer available for their safety functjon
durinr the periodical test. The periodical test duration lasts 2 h.

This implies that the risk does not'disappear during the repairs of sensors and logic solvers or during the
periodical tests of the sensor, Therefore:

e the MRTs of the sensors)is considered for their detected and undetected dangerous failures,
e the MRTs of the logic solvers is considered for their detected dangerous failures,

e the dyiration.of the periodical test of the sensors is considered.

14.3.3.2 [TA2-3: probabilistic calculations

14.3.3.2.1 Analytical formulae

Taking the above assumption into account leads to calculations more complicated thanin 14.3.2.2.1. This
introduces more terms due to the periodical test duration of the sensors and the repairs of dangerous
detected and undetected failures (see Clause 7 and Annex I).

Therefore there has been no attempt to implement analytical formulae for handling the TA2-3
typical application.
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The unavailability laws used to calculate this fault tree are those which have been established in Clause 9
dealing with the Markovian approach.

The saw tooth curve shows the peaks of the unavailability due to the periodical tests of the sensors which
inhibit the safety function during 2 h each time that they are performed. The acceptability of such peak
depends of the possible compensating measures which may be implemented and that of their duration.

This fault tree gives the average unavailability: U(0,7)=1.19 1073,

TA2-3
failure

i

1+0 TA2-3 Unavailability 1.0

2.0E-3 |-

4.0E-3 | —

A

- A

AL/

u(0, T)

0
0

2.5E4
Max: 1.0

5E4

Mean: 1.19E-3

7.5E4 Hours

[ [ | Min: 0
TA2-3 Independent CCF PSHs CCFLS
failures DU failure DD failure
Kdu,Psh
T CCF PSHs CCF Valves
I 1 DD failure DU failure
Channel 1 Channel 2 Kud,Ls
independent independent His
failure failure
Kdd,Psh Kauy
Hpsh T
[ I 1
PSH PSH LS Valve
DU failure DD failure DD failure DU failure

'q'du,Psh
L

Add,psh
Hpsh

AgdLs @ Aduy @
His T

Figure 75 — Fault tree modelling of TA2-3

1413.3.2.3 Consecutive periodical tests

As

selsors are performed at the saime time. In fact this hypothesis is not realistic as in reality they
be done one after the othér both from practical performance point of view and to avoid to dompletely

to

inhibit the safety system during those periodical tests. Therefore the periodical tests of the §
1 S2 are staggered inlorder to be consecutively performed as shown in Figure 76.

an

shown in Figure 75 the peaks.go’to 1. This is due to the hypothesis that the periodical t¢sts of the

S1

<

2h

8760 h

are likely

ensors S1

S2

—>—|<— 2h

8760 h

A4

Figure 76 — Consecutive periodical tests of the sensors

This slight modification in the model leads to the results illustrated in Figure 77.

The average unavailability has been improved to U(0,T)=9.68 10~*. In addition, the peaks toward 1 have
disappeared. They now reach only 2,96 10-3 and this is far more satisfactory than in the previous case.
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TA2-3 bis unavailability
30E3 | | L
20831 N ANAANAAAN NS
0 >
0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 2.96E-3 Mean: 9.68E-4

Figure 77 — Effect of consecutive periodical test performance on unavailability peaks

The Figurle 78 shows the maximum staggering which is possible when using two redundant items} It
slightly improves the average unavailability: U(0,7)=9.29107*.

< 8760 h >

S1 f 2h R

S2 2h

8760 h

\ 4

Figure 78 — maximum staggering of the periodical tests ofthe sensors

14.3.3.2.4 Petri net and Monte Carlo simulation approach

|
| fe § Test(z, =7) RN, N .
I i | |
| e | |
| 4 - | ' |
: s = ’ — | b failure : Hx=true : —\/ ———- Dd failufe
| X sq,=true Item & repair. | ez 1=1115 | — Item & repai
! 1S gy= | rates I *Repair ! | rates
| & 2 Adu,Phh o u L Agu i | p Failure | i Aag, B
! 2 el | Test | I .| | I
! es ! 54 interval & ' o I ! !
! /! | 1 1 | | . |
: Lo —{_duration | I~false | L S
| |
| variable : : variable
| . Item |
| b e e e a
|

| Dangerotis undetected failures, repair.rate and test duration, | Dangerous detected failures and repair rate |

Figure 79 — Sub-PN needed to model TA2-3

Figure 79| represent the two modules which have already been introduced in Figure 56. They can|be
used for building the PN modelling TA2-3

[Ch1 = S4,du* S1,dd" ls1,dd'v1,du]

;: _T___,_f___f__""l /

CST(DDY vi(Do17”

| ] ] i
| |
: Z’du Psh L : A’dd Psh L : ﬂ’dd Ls L : ﬂdu,Vps
|1 7=8760,7=2 || pu=6.67102 | u= 667102:: r=8760 —————————— ! ———————————
: : s, ,I : 151,44 ! : Hisyga 11 gy ! : : sbec (DU) S bec (bp) IT1S DEC (DD) vbec (bu) I

-———

|

! Kdu,vps |_>| |
| r=8760 Out

|

|

| I
| |
I ] | I
K4u,Psh | Kdd,Psh | Kdd,Ls N
C =1
"‘ —————————— BN -~ “®N) -~~~ IR c=8760 | =66710% | i p=6.67102 I
I by !

11 !
S2(DU) | S2(DD) | LS2(DD) T T V2(DU) | | I T
| | : | : | (®U) I s | HSgarpee Hipe, Hvpee '
L Adupsh L Adapsh | i AddLs L X | [ S [ s ]
| 7= 8760, n=2 : | u=6.67102 : | p=6.67 102 : |
: 51,00 jl : *52,4a : : 5.4 : — [ Out = Ch. Syyspce-Sddsdec-IDec-Vbee ]

[Ch1 = $2,du* $2,dd" Isz,dd'vz,du]

Figure 80 — TA2-3 PN modelling
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This model gives: U(0,T)=1.19 103 with a 90 % confidence interval [1,15 10-3 - 1,23 10-3] and a standard
deviation of 7,8 10-3. This is similar with the result obtained by fault tree in 14.3.3.2.2.

The same PN as in Figure 80 may be used to evaluate the average unavailability when the periodical tests
of the sensors are performed consecutively instead of simultaneously. This may be done just using a law
including a value 8 762 before performing the 1st periodical test of S2 (and keeping a test interval of 8 760 h).

14.3.4 TA2-4: Test staggering

14:3-4-1+FA2-4-assumptions
Iz rs VS V-l ¥ uaaullllltlull\’

Thie assumptions of this typical example are exactly the same as TA2-1 with, in additiong

e | The periodical tests of the sensors are staggered (see Figure 78) and S2 is peripdically tegted in the
middle of the periodical test interval of S1.

e | The periodical tests of the valves are staggered and V2 is periodicallytested in the middle of the
periodical test interval of valve V1.

e | Each periodical test of a component is an opportunity to detect-the related potentia] common
cause failures.

Thiis last assumption is valid only if the relevant periodical testprocedures are implemented.
1413.4.2 TA2-4: probabilistic calculations

1413.4.2.1 Analytical formulae and Markovian approach

Stdggering the periodical tests increases the.number of intervals to be considered and therefore using
th¢ formulae or the Markovian approaches is-even more difficult than above.

143.4.2.2 Fault tree modelling

Thie fault tree is exactly the same asthis presented in Figure 64. Only the laws of the dangerouis failures
of the sensors and of the valves.are slightly modified to take the periodical tests staggering intp account.

R TA2-4 unavailability m
1.0E3 T[T ~—”7

5.0E-4
0 >
0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 1.05E-3 Mean: 4.92E-4

Figure 81 — Effect of periodical test staggering

As shown in Figure 81 the effect of periodical test staggering is very beneficial on the average
unavailability. In this example there is a decrease of 47 % of the average unavailability from
U(0,7)=9.3310"* for TA2 to U(0,T)=4.9 10~* for TA2-4.

This decrease comes from the decrease of the average unavailability due to the independent failures (see
1.3.2.3) and also of the periodical test frequency of common mode failures which has been multiplied by 2.

The maximum value of the instantaneous unavailability has been divided by 2 from 2,1 10-3 to 1,0 10-3.
From SIL analysis point of view, the PFDayg of TAZ as well as TA2-4 are in the range of SIL3 applications
but the instantaneous risk for the operators just before performing the periodical tests is lower for
TA2-4 than TA2. In addition the instantaneous unavailability of TA-2 remains lower than the SIL3 upper
bound all the time what is not the case for TA2: TA2-4 is a so-called permanent SIL3 safety system.
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14.3.4.2.3 Petri net and Monte Carlo simulation approach

The same PN developed in Figure 69 for TA2 can be used for calculating the unavailability of TA2-4. Only
the adjustment of the laws modelling the periodical tests are needed to cope with the new assumptions.

This model gives: U(0,T7)=4.94 10~* with a 90 % confidence interval [4,72 10-4 - 5,15 10-4] and a standard
deviation of 4,0 10-3. This is similar with the result obtained by fault tree.

14.4 Typical application TA3: popular redundant architecture

14.4.1 TA3-1: basic case

Sensor
_‘ Final
Logic ﬁ[ element}_O

O+ Sensor !
solver | Final
.......................... i element

Sensor D

Typical
application
TA3

Solenoi
d Valve

=== <Pressure>

N 7
Y

Protected section

Figure 82 — Typical application TA3-1

The RBD 4t the tep.of Figure 82 illustrates a popular architecture of safety instrumented system mdde
of three parts¢(stibsystems) organized in series: three sensor working in a 2003 configuration, one single
logic solvgnand two single final element.

Such architecture is used in process industry for common safety loops with moderate to high reliability
requirements (SIL3 to SIL4). This may be a HIPPS architecture. A typical safety system implementing
this architecture is the pressure protection system represented at the bottom of this Figure 82:

Type of system: pressure protection system (cf. Table A.1).
Mode of operation: low demand mode.

Layout: three pressure sensors organized in 2003 (S1, S2, S3), one logic solver (LS) and two isolation
valve (V1, V2) organized in series and piloted by two solenoid valves (SV1, SV2).

Design philosophy: de-energize to trip.
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Hazardous event: over pressurization and burst of the low rating section of the installation.

Functioning description: when the pressure exceeds a given threshold, the sensors send signals to the
logic solver. When the logic solver receives at least two signals, then it commands the solenoid valves to
open. This releases the hydraulic pressure maintaining the isolation valves open and they close under

the action of springs.

The role of this system is the same as the typical application TA1: protect a low rating section of pipe on
the left hand side of the figure against overpressure coming from the pressure source represented on
the right hand side. Contrarily to TA1 and as in reality, the solenoid valves which actuate the isolation

valves have been represented
'

The sensors impulse nozzles have been located between the isolation valves to avoid drilling h
weak section of the pipe. This does not change the functioning of the system with regard to it$ safet

14.4.1.1 TA3-1: assumptions

Aspumptions:

e | Periodical tests perfects and performed at the same time.

e | Installation stopped during periodical tests and repair.

e | Dangerous detected and undetected failures of a given component are independent

e | Constant dangerous failure rates.

e | Components as good as new after repairs.

Thiese assumptions are the same as those adopted for TA1.

Table 13 —Reliability parameters

bles in the
y function.

P4rameter

Component

Pressure sensor

Logic solver

Isolation valve

Soleno

d valve

D4qngerous unde-
te¢ted failure rate

Adu,Psh =3/0,10-7h-1

NA

Aduy = 2,6 10-6 h-1

Adu,sv=8$10-7h-1

MRT or MTTRes

Dqngerous detected | Adq,psh.= 3,0 10-5h-1 | AgqLs= 6,0 10-7 h-1 NA NA
fa‘lure rate

Periodical test inter; 8760 h NA 8760 h 8740 h

val (1)

Sal‘e failure rate Asgpsh =3,010-5h-1 | Ag1s=6,0 10-5h-1 Asty = 2,6 10-4 h-1 Asfy = 8/10-5 h-1
Maintenance rime 15h 15h 48 h 20 h

The values presented in this table are proposed only for illustration purpose. Compared to the reliability
data used for TA-1 the data for the isolation valves has been split between the isolation valve itself and

its pilot valve.

14.4.1.2 TA3-1: analysis

The analysis made for TA1-1 and developed in 14.2.1.2 is also valid for TA3-1 and is not re-copied here.
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14.4.1.3 TA3-1: probabilistic calculations

As this safety system operates on demand, its average unavailability (also called PFDayg for a safety
instrumented system) is the relevant parameter to calculate. With the above simplifying assumptions
this is a very simple case and any approach described in this Technical Report may be used.

14.4.1.3.1 Analytical formulae

Contrarily
parts in s¢

With the
Therefore
the senso

According
and comn
Annex 1)

— S1 | I
_ - V1T SV1
O0—< S2 CgF —O—i LS E—C CSF -FO—O0
T V2 | sv2
— ~— _J N— P
Upsh uV

Figure 83 — Equivalent reliability block diagram-of TA3-1

rto the typical application TA2, the typical application TA3:1 ¢anbe splitbetween 3 independ
ries (Figure 83).

above assumptions, only the dangerous undetected failures necessitate to be consider
the average unavailability can be approximated by the sum of the average unavailability
's and of the valves as shown in Figure 83.

the Figure 83 the average unavailability-due to the sensors is made of two terms (independ
hon cause failure). Applying the formulae for double and single failures (see Clause 7 a
vith a beta factor of 5 % leads to:

2
[Adupsh(1—B)] + FdupshPT _ 719 107°

upSh =3

According

and comnpon cause failure) but-the failure rates of the isolation valve and of its related solenoid va

have to bd
If Adu’Vg =

[(

3
to Figure 83 the averageunavailability due to the valvesisalso made of two terms (independ

aggregated first.This aggregation is possible as both are periodically tested at the same tir]
ldu,v + Adu,SV:

+(1B)2]* A B
du, Vg ( ﬁ) ] n du,VgB =8.291074

Uy =

3

ent

of

bnt
nd

ent
ve

Finally u

©=9.010"* is obtained for TA3-1.

14.4.1.3.2 Fault tree approach

Figure 84

models the typical application TA3 and: U, (¢)=9.0107*.

Again, the interest of such a fault tree is that it can be used as it is to for other calculations (e.g. periodical
teststaggering, periodical test durations, etc.) difficult (or impossible) to perform just by using formulae.
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Figure 84 — Fault tree modelling TA3-1

1414.1.3.3 Petri net and Monte Carlo simulation:approach

reliability block diagram presented in Figute 83 can be used as guideline to build the PN modelling
th TA3 example. The blocks of this diagrani-have just to be fulfilled by modules of the type[described

is modelling is very similar to,other PN models previously presented. Therefore it hay no been
deyeloped here but it will give the same results as fault tree or formulae.

144.1.4 TA3-1: spurious failure analysis

As|explained in 14.2.1.2014.2.1.4 and 14.3.1.4 the analysis of the safe and spurious failures of d¢-energize
to frip safety systemis implies:

e | the safe failures of the components considered in the dangerous failure analysis,

e | and also'the identification of all the failures of other components which de-energize sonte parts of
this Safety system.

For the TA3-1 example this would imply a detailed analysis which, except for the 2003 sensor sjibsystem,
wottd ot add very much vatue to thissubclause with regard withwihat rasatready beemrexplained.

For a 2003 logic voter, two dangerous failures are needed to inhibit its safety function and two safe
failures are needed to provoke its spurious action. Therefore the 2003 constitute a good balance between
the dangerous and the safe failures.

As a general law, a voting logic which works in “r out of m” for the dangerous failure works in “(m-r+1) out
of m” for the safe failures: m-r+1 dangerous failures inhibit the “r out of m” when r safe failures provoke
its spurious action. Then the same number of dangerous and safe failures is needed when m is odd and
r=(m+1)/2: then the 1001, 2003, 3005, 4007, etc. belongs to the same family as the 2003. The 2003 is very
popular because it is redundant but not too much.

Coming back to TA3-1, a spurious action will occur if two safe inputs from the sensors to the logic
solver drop to zero. This implies the safe failures of the sensors themselves but also the rupture of the

© IS0 2013 - All rights reserved 113


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

links between the sensors and the logic solver, the loss of electricity feeding the sensors (if any), the
obstruction of the impulse lines, etc. This depends on the implementation of the sensors and of the
policy of actions when a dangerous failure has been detected by a diagnostic test.

14.4.2 TA3-2, TA3-3 and TA3-4 (reminder)

Modelling TA3 with the same assumptions as TA2-2, TA2-3 and TA2-4 can be derived straightforwardly
from what has been previously done for TA2-2, TA2-3 and TA2-4. This does not add very much value to
this subclause and therefore no further development is done here.

14.4.3 T/

The archi
maintain
the repair

13-5: subsea HIPPS

ecture presented in Figure 82 may be used to design a subsea HIPPS which is not as easy
s a topside system because it is necessary that a subsea intervention vessel be mobilized bef
can start: according to the location of the system this may take some days to sonie months.

In addition, when a dangerous detected failure is detected, the production is not necessarily stopped at on

14.4.3.1
Assumpti
e Perio
e Dang
e Const
e Comp
e The g
solen
e Itisn
not sh
e Thes
safety

FA3-5: assumptions

D1S:

lical tests perfects and performed at the same time.

brous detected and undetected failures of a given compenent are independent.
ant dangerous failure rates.

onents as good as new after repairs.

roduction is not shut down during the répair of the sensor, of the logic solver and of {
pid valves.

ecessary that a maintenance rig be!mobilized for the repair operations and the production i

ut down when waiting for the maintenance rig.

to
re

he

bnsors and solenoid valves-are periodically tested off line and are no longer available for thieir

 function during the periodical tests. The periodical test duration lasts 2 h.

e The production is stopped‘during the maintenance of the isolation valves.

14.4.3.2

The abovs
using ana
or not. In

A3-5: probabilistic calculations

assumptions introduce dependencies between the events which are not possible to model
ytical formulae and for which the impact is difficult to “feel” in order to decide if it is negligi
hddition, those dependencies cannot be modelled by fault trees and the corresponding MarK

by
ble
ov

graph wo111d be too large to be easily handled in the framework of these simple examples.

Therefore only the PN approach is available and new sub-PN modules are needed to cope with the new
needs. They are developed hereafter.

The sub-PN PN4 represented in Figure 85 mixes the modelling of several events:

e dangerous undetected failures;

e common causes of dangerous undetected failures;

e dangerous detected failures;

e common causes of dangerous detected failures;

e periodical tests duration (item unavailable during the periodical tests);
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maintenance mechanisms allowing waiting until the maintenance team (i.e. the maintenance rig) is

available to start a repair and to perform only one repair at the same time.

Dangerous
undetected
failures

6=0

Failure DU
& repal

DU failure

ir rates

|
I
I
|
|
I
,_| ! | Test interval,
1 MT y : : Ao A dEration,
- !!Nb=Nb-1 Start | I T MT% nance tea
— |
& oLl N u Failure/ DD PPCCFy 5D | : x, Nb Statg variable &
~ A |
g C 8= ! : ':‘:ggidu 1| detegted failures
g B !!lx=true !x=false Periodic Lo dg * | meter
3 [V 1Nb=N /INb=Nb+1 otests | O =
= ) ' CCF varialjles
E Start repair Dangerous
FD #"Nb:Nb_H < detected failures
Detected .
A Maintenance
I Endofiesth) |
igu — ule wi ,u u ilu
Figure 85 — PN4 module with detected, undetected and common cause failures
PN4 is designed to work in cooperation with sub-PN modelling the common cause failurgs and the
mdintenance team behaviour (see Figure 86).

Th
(i.6
tha
the

colinted thdnks to the variable Nb which is updated by modules of the type PN4 (see Figure 85),
intenafice team is available one token is placed in MT. This token is used to start one repair if a module

ma
of
thd

1I Failure I I ¢
@ : ____ |number | @ : .@"_g
| ! |
2?Nb>0 ' Nb I | UCcf<false I o
i Sl | " Mob__[Mobilization T Koo Yy | | Nb
=0 s =10 e ltime | =0 P Bl B A
?Nb== . ! | ?2Nb== HCefstrue| | L
| ! |
| I |
| ! |
| ! I

Figure 86 — PN5 arnid PN6 modules for maintenance team and CCF modelling

e PN5 module on theleft hand side of Figure 86 models the mobilization of the mainten
. the maintenanceyrig for sub-sea HIPPS): when the number of failure to be repaired becom
in zero, then the/maintenance team is mobilized. After a mobilization delay it is available t
repairs. Itis\demobilized when the number of failure has dropped to zero. The number o

rhetype PN4. Every other repair has to wait until that the token come back in this place MT]

LF Failure
rate
1
I'| Failure
number

1
CCF
variable

ince team
es greater
p perform
[ failure is
When the

after that
ame time.

ufdertaken repair is finished. This mechanism insures that only one repair is done at the s

The PN6 module, on the right hand side of Figure 86, models a common cause failure. It works in
conjunction with sub-PN of the type PN4 presented in Figure 85. When the common cause failure
occurs, the Boolean variable !!Ccfbecomes “true” and is used to instantaneously fire the corresponding
transitions of the various sub-PN of the type PN4 which handle this variable.

According to the needs the sub-PN PN4 can be adapted to items with only dangerous detected failure
(PN7), only dangerous undetected failures (PN8) or instantaneous periodical tests and repairs (PN9)
just by removing the useless parts as this is shown in Figure 87. This demonstrates the flexibility of the

PN

©lI

modelling.
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Figure 88 — TA3-5 PN modelling
The abov¢ sub-PN modulésyin Figure 87 can be used in order to model the TA3-5 typical application
which implies the modelling of:

e the tHee sensarswith dangerous detected, dangerous undetected failures, common cause failures
and npn instahtaneous periodical tests (PN4);

e logic $olver with dangerous detected failure and common cause failure (PN7);

e thesolenoid valves withdangerousundetected failures,common cause failure and noninstantaneous
periodical tests (PN8);

e theisolation valves with dangerous undetected failures, common cause failure and instantaneous
periodical tests and instantaneous repairs (PN9).

e This give the model presented in Figure 88 which is split into two parts:

e thevirtualreliability block diagram which models the overall behaviour of TA3-5 (which implements
modules of types PN4, PN8 and PN9);

e the auxiliary modules which model the maintenance team mobilization (PN5 module) and the
common cause failures impacting the modules of the virtual RBD (PN6 modules).
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The links between the virtual RBD and the auxiliary modules is done through variables (e.g. CCF _sqq,
CCF _squ, etc.) and through the repeated place MT.

This Petri net can be used to perform several calculations in order to see the impact of the various
parameters. They are summarized in Table 14.

Table 14 — TA3-5 probabilistic results with regard to 4 sets of parameters

N° |Parameters Average unavailability U(0,T) & Average unavailability upsp of
90 % confidence interval the foff?df:f?f?:fin,glgo %
1 Mob =0 104 1,12E-04
Periodical tests duration = 0 [9,37E-04 - 1,02E-03] [1,02E-04 £]1,22E404]
2 Mob =0 1,14E-03 3:27E-04
Periodical tests duration = 2 [1,10E-03 - 1,17E-03] [3,16E-04 - 3,39E404]
3 Mob =720 h 3,95E-03 2,55E-03
Periodical tests durations =0 [3,90E-03 - 4,00E-03] [2,53E-03 - 2,58E03]
4 Mob =720 h 4,09E-03 2,74E-03
Periodical tests durations = 2 [4,04E-03 - 4,14E-03] [2,71E-03 - 2,76E-03]
Thie case number one models a single maintenance team without mobilization delay and instgntaneous
periodical tests. Compared to TA3-1, the dangerous detected failures are also considered. Those new
asgumptions lead to an average unavailability of upgh'= 1,12 10-4 for the sensor part. This is hoticeably

hig
av
to

Fo
du

semsors increases to upsh = 3,27 10-4, i.e. an increase of 193 % compared to the previous cas

av
pr

Fo

(L
up
un

pr

Fo
(L

her (56 %) compared to the corresponding result found for TA3-1 (upsh = 7,19 10-5). Nevert
brage unavailability of TA3-5 is equal to U(6;7)=9.76 10* which is only slightly higher (8 %)
U, (r)=9.010"* obtained for TA3-1.

" the case 2, the periodical test durations of the sensors and of the solenoid valves are eq
Fing which they are not availablé to perform their safety functions. The average unavailab

brage unavailability of TA355'is equal to U(0,T7)=1.141073, i.e. an increase of 16 % compa
bvious case.

" the case 3 the periodical test durations are equal to 0 but the mobilization of the mainten
. the maintenance\rig) is equal to one month. The average unavailability of the sensors in
sh = 2,55 10-3¢i.e”an increase of more than 2 000 % compared to the previous case, and tH
hvailability of TA3-5 is equal to U(0,7)=3.951073, i.e. an increase of about 300 % compa
bvious case.

" the case 4 the periodical test durations are equal to 2 h and the mobilization of the mainten

heless the
compared

ual to 2 h
lity of the
e, and the
red to the

hnce team
rreases to
e average
'ed to the

Ance team

. (the maintenance rig) is equal to one month. The average unavailability of the sensors in

Upsh =4,

ST 75906 )

creases to
ilability of

TA3-5 is equal to U(0,T)=4.09 1073, i.e. an increase of about 3,7 % compared to the previous case number 3.

14.4.4 TA3-6: subsea HIPPS and switching from 2003 to 1002 on sensor fault detection

The three sensors are organized in 2003 logic in order to achieve a good compromise between the
dangerous failures and the spurious failures. From the safety point of view a 1002 is more reliable than
a 2003. Therefore when a dangerous failure of one sensor is detected one way to “repair” it temporary
is to reorganize the remaining sensors in 1oo2 logic when waiting for the maintenance rig to come on
location to perform the repairs.

The PN4-bis PN module is similar to PN4 except that the variable Nbs has been added to count the number

of dangerous failures which has been detected.
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Figure 89 — Module PN4-bis and assertion to switch from 2003 to 1002
Aslongas|Nbs=0, the sensors works in 2003. When one dangerous failure isidetected the logic is switched
to 1oo2 thanks to the assertion presented on the right hand side of Figare-89. This assertion means:
If Nb <1 (i.e. no failure has occurred)

Then O4yt_S =51.52+51.53+53.53 (2003 logic)

Else Oyt_S = s1+52+53 (1002 logic)

where s;i$ the Boolean variable indicating the state ofcomponent S;

Except the¢ modifications explained above, the PN:model presented in Figure 88 can be used as it is.
This leadq to the results presented in Table15-

The avergge unavailability upsh of the sensors decrease from 2,74 10-3 to 1,35 10-3, i.e. about 50| %
compared to the set of parameter n°4-~iir‘Table 14 and the average unavailability of TA3-6 decreases from
U(0,T)=4.0p 1073 to U(0,T)=2.7 1073 (i.e-about 34 %.

Table 15= TA3-6 probabilistic results (parameter set n°5)

N° |Parameters Average unavailability U(0,T) & Average unavailability upsp of
the 2003 of sensors and 90 ¢
confidence interval

5 Mob [ 720:h 2,70E-03 1,35E-03
Periqdical'tests duration=2h [2,65E-03 - 2.75E-03] [1,33E-03 - 1,37E-03]
Switch 2003 to 1002

90 % confidence interval

In order to keep the model simple, the time needed to switch the logic has notbeen considered but, even if the
actual benefitwould be reduced in a small proportion, the beneficial impact of this policy is far from negligible.
This is typically a behaviour which is not possible to handle properly by using fault trees or formulae.
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14.5 Typical application TA4: multiple safety system

14.5.1 TA4: description

Demand Safety system 1 Safety system 1 Situation
s2 V1
O $1 (LS1|H V1 O o—[ :|~L82~|: ]—o
s3 V2
o Hazardous event
OK prevented by system 1
o—Q o | Hazardous event
KO %OK prevented-by system 2
KO o Hazardous event

not prevented

Typical
applicjtion
TA

Sv2

..... —G'ressure>

4

Protected section

Figure 90 — Simple multiple safety system architecture - Typical application TA

>

A dimple architeeturé of a multiple safety instrumented system is illustrated in Figure 90. It fomprises
twp safety instttumented systems working one after the other. The first one may be a safety lpop of the
BP(CS (Basie-process control system) and the second one a safety loop of the ESD system (Emergency
sth down'system) or a HIPPS.

Type’'of system: pressure protection system (see Annex A).

Mode of operation: low demand mode.
Layout: multiple safety system comprising two safety loops:

Safety system 1: one pressure sensor (S1), one logic solver (LS1) and one isolation valve (V1) organized
in series (similar to the example TA1 with the solenoid valve in addition);

Safety system 2: two redundant sensors (S2 and S3), one single logic solver (LS2) and two redundant
valves (V1 and V2) organized in series.

Design philosophy: de-energize to trip.

Hazardous event: over pressurization and burst of the low rating section of the installation.
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Functioning description: when the pressure exceeds given thresholds, the sensors (S1, S2 and S3) send
signal to the logic solvers (LS1 and LS2) which in turn command the valves (V1 and V2) through their
respective solenoid valve (SV1, SV2 and SV3) to close.

14.5.2 TA4: assumptions

Assumptions:

e Periodical tests perfects and performed at the same time.

urinaranairoftha valuac
ST ST e P Ot ey oty e

e Insta
e Perio
e Dang
e Const
e Comp
Reliability
Same as |

intervention of 8 h (u = 0,125).

14.5.3 T/

As the injg
during the

When an
1) the sq

throuigh the solenoid valve (SV1) to close,

2) ifthe
S3is

3) the se

throuigh the solenoid valve{SV3) and the valve (V2) through the solenoid valve (SV2) to close.

4) ifthe
Therefore

As these s
V1 have b

ToreToTToT

Hical test durations are negligible
brous detected and undetected failures of a given component are independent
ant dangerous failure rates.
onents as good as new after repairs.
parameters:

[A2 (see 14.3.1.1) except for the MRT of the valves which is-replaced by a mean time

|4: analysis

tallation is stopped during the repair of the valves ‘the risk due to valve faults exists o
 fault detection time (8 h; i.e. u = 0,125).

pverpressure occurs, then the multiple safety system works in several steps:

ensor (S1) sends a signal to the logicsolver (LS1) which in turn commands the valve (

valve V1 does not close, then the pressure increases until the threshold of the sensors S2 a
respassed.

nsors S2 and S3 send signal to the logic solver (LS2) which in turn commands the valve (

valves do not clgse.the hazardous event occurs.
in case of addemand, the failure of the system 1 provokes a demand on the system 2.

afety systems share the valve V1, they are not independent. The solenoid valves command
een duplicated in order to decrease the impact of this dependency.

14.5.4 TA

to

hly

1)

nd

1)

ng

4-Probabilistic calcnlations

14.5.4.1 Analytical formulae

This multiple safety system implies the analysis of 17 minimal cut sets: LS2¢S1, LS1eLS2, LS2eV1, LS5V,
VieVy, SVyel/q, S10520S53, LS51052053, SpeS3eVq, 520530511, S1eSV3eVy, LS1eSV3eV7, SV1eS5V3eV5, S1eSV2eS5V3,
LS1SV7eSV3 and SV1eSVeSV3. This would be possible to implement the analytical formulae approach on
these minimal cut sets but this would be very tedious. Therefore this is not done in this Technical Report.
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14.5.4.2 Fault tree approach

System 1
DU failure
TA4 unavailability
% 50644 ;/777 = y W
| I I I | | N i AW wAwiwiwil
SV DU V DU LS DD Multi system S DU SDD 0 >
CCF CCF CCF failure CCF CCF 0 2.5E4 5E4 7.5E4 Hours
@ Q Min: 0 Max: 7.36E-4 Mean: 2.96E-4
[ ]
System 1 System 1
@ . TA4unavailability LW . (0, 7)
A ASETT AN A AL T
I 1 1 I T 1 4.0E-7 NAAAN AN 4
s1 V1 S2&S3 S2&S3 aser V. V| WV
pu faiture | |=51PP| | DU failure DU failure | |“S2PP | pu failure 0 >
0 2.5E4 5E4 7.5E4 Hours
é \ g \ @ L Min: 3.38E-7  Max: 4.67E-7¢ ~ Mean: 4.02E-7
[ [
s2 VA1 (with SV3)
s1bu vibu DU failures DU failures
S3 V2
S10D svipu DU failure DU failure

AN AN

Figure 91 — Fault tree modelling of the typical example TA4

Thie structure of the fault tree presented in Figure 91ds the following:
e | the sub-tree below the logical gate Orl models the safety system 1,
e | the sub-tree below the logical gate Or3 medels the safety system 2,

e | the redundancy between the safetytsystem with regard to the independent failures is mgdelled by
the logical gate And5,

e | thelogical gate Or13 atthe top of the fault tree gathers the common cause and the independent failures.
e | the sub-trees for “S2 failure” and “S3 failure” are similar to the sub-tree for “S1 failure” (gate Or9)

e | the sub-tree for AVl/fail to close (with SV3)” and “V2 fail to close” are similar to th¢ sub-tree
developed for V1 fail to close (with SV1)”, (gate Or6).

Us|ng the reliability parameters described above, the average unavailability of TA4 calculat¢d over 10
yeqrs is equal to U(0,7)=2.96 10~* and the average dangerous failure frequency is equal to w(0,T)=4.02 1077

TA4 unavailability (excluding CCF) — TA4 CCF unavailability U 0 T)
A | ind("! ” A rabil ccf( ’
3.0E-4 + - —fl— - —f—f —7! /-
>0 2.0E-4

104 A wes T 77717
0 > 0 >
0 2.5E4 5E4 7.5E4 Hours 0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 4.51E-4 Mean: 1.51E-4 Min: 0 Max: 2.85E-4 Mean: 1.45E-4

R System 1 unavailability R System 2 unavailability
w2 N AN A A A NN/ 5.0B-4 1 /- e W
1062 [/~ /lf :'gi“‘ 7 e
0 > 0E4 Ll
0 2.5E4 5E4 7.5E4 Hours 0 2.5E4 5E4 7.5E4 Hours
Min: 0 Max: 2.78E-2 Mean: 1.42E-2 Min: 0 Max: 6.35E-4 Mean: 2.20E-4

Figure 92 — TA4 unavailability excluding Common Cause Failures and CCF contributions
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This fault tree provides also:
o the average unavailability of the safety system 1, U;(0,T)=1,421072,
o the average unavailability of the safety system 2, U2(0,7)=2,2107*,

e the average unavailability of the multiple safety system without the common cause failures,
U,.07T)=15110"%,

 the average unavailability due to the common cause failures, U (0,7)=14510"*.

A simplistic calculation which is often performed is to make the product of the average unavailabilitjes
of the different safety systems. In the TA4 case it is obvious that v ,(0,T)is very different fromrthe

product §1(0,T).U2(0,T)=3.1210°. In this case, this simplistic calculation leads, for the indépende¢nt
failures, tp a result which is 48 times lower that the actual value!!. Therefore the contribtition of the
independé¢nt failure appears to be negligible compared to the common cause failure contribution. In fact
they actually participate for about half of the result. Finally, and even if the common ¢ause failure lifnit
to some extent the impact of such approximation, the error on the overall unavailabitity of the multiple
system would be of 104 %.

This exanjple shows clearly that the analyst should be very cautious with some popular ideas like that
the average unavailability of a multiple system may be calculated by thesimple product of the avergge
unavailabjlities of its individual safety systems or that the independefit failures are negligible and that
only the chmmon cause failures should be considered.

14.5.4.3 Petri net and Monte Carlo simulation approach

Item & repair rates
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I

I

!

: I
) | A )
i | T
: I

| I

!

I

I

I

Failure
] 11x=0

!lx I
--------- State variable

L

Figure 93 — Sub-PN module PN1 (second version)

The PN presented intFigure 93 is very similar to the module PN1 already described in Figure 49. The
differencd is thatthe repair is not instantaneous but modelled by a constant repair rate. Such modple
describes|the behaviour of an item with undetected failures which are periodically tested and repaied
with a constant repair rate. According the simplified assumptions of the typical example PN4, the
dangerout undetected failures of the sensors, the solenoid valves and of the valves can be modelled|by

this type of PN module.

The dangerous detected failures of the sensors and logic solvers can be modelled by the modules of the
type PN3 (see Figure 79).

The Figure 94 shows the RBD driven Petri net related to TA4. The following logical equations are needed
to complete the model:

o System 1 available: Outl = s1,du.s1,dd - IS1,dd - SV1,du-V1,du
e System 2 available: Out2 = (s2,qu.S2,dd * 53,du-53,dd) - [S2,dd - (5V3,du-V1,du * SV2,du-V1,du)

e  Multiple system available (independent failures): Out3 = Outl.Out2
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Multiple system available (with CCF): Out4 = Out3. squ_ccf.Sdd_ccf - ISdd_ccf - SVdu_ccf:-Vdu_ccf
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Figure 94 — TA4 PN modelling
Thie Monte Carlo simulation of this system gives an average unaVvailability of U4u(0,7)=2.95 10~* with a

90
reg

Th
90

W

wi
of

pe
no

ults obtained by fault tree.

Lh the average dangerous failure frequency.btained by fault tree.

course with the PN presented in Figure(94, it would be very easy to implement the staggel
riodical tests of the sensors, solenoid\walves and valves as well as partial and full stroking.
[ add more value compared to whathas been already described in the previous subclause
psented here.

% confidence interval equal to [2,88 10-4 - 3,02 10-4]. Asusual this is very similar to th¢ previous

e Monte Carlo simulation provides also an average nwmber of failure of 0,035 over 10 years with a
% confidence interval equal to [0,034 9 - 0,0355]. This leads to an average failure frejquency of
,(0,7)=4.010"7 with a 90 % confidence interval.equal to [3,98 10-7 - 4,05 10-7]. This is also very close

'ing of the
This does
and is not
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14.6 Typical application TA5: emergency depressurization system (EDP)

14.6.1 TA5: description and basic assumptions

Reactor
SV2

Lol gl [ellelle]

Figure 95
which is a

safety sys
threshold
on the rig

Type of s}
Mode of ¢

Layout: t
one logic
valves (SV

Lasjvalos caice

Sv1

Figure 95 — Emergency depressurization system

classical installation found in the downstream branch of oil and gas industries. The aim of t
tem is to quickly depressurize the ¥eactor when the temperature increases and crosses a giy
5 in order to avoid a runaway of the’exothermic chemical reaction. The system itselfis present
nt hand side of the figure and the equivalent reliability block diagram on the left hand side.

stem: temperature pratection system (see Annex A).
peration: low demrand mode.

vo groups of thiree temperature sensors organized in 2003 (S1a, S1b, S1c) and (S2a, S2b, S2
bolver (LS) and-two isolation valve (V1, V2) organized in parallel and piloted by two solen
1,SV2).

shows a simplified emergency depressiirization system implemented on a hydrocraking unit

his
en
ed

),
bid

Design pIilosophy: de-energize to trip.

Hazardo

s’event: over pressurization and runaway reaction.

Functioning description: when the temperature exceeds a given threshold, the sensors send signals to
the logic solver. When the logic solver receives at least two signals in at least one of the two groups, then
it commands the solenoid valves to open. This releases the hydraulic pressure until a pre-established
level where the operator can close the valves.

The senso

rs are located in different parts of the reactor to protect against high temperature.

Assumptions:

e Periodic tests are performed when the reactor is stopped.

e Instal
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lation stopped during repair of undetected dangerous failures.
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e the 2003 logic of a group of sensors is switched to 1002 in case of one dangerous detected failure
in the group.

e Installation stopped during periodical tests and repair for Logic Solver.
e Dangerous detected and undetected failures of a given component are independent
e Constant dangerous failure rates.

e From the dangerous failure point of view, components are as good as new after repair.

o [FaituresTottovered by periodical testsare never detectedamd themrmever repaired:

Table 16 — TAS basic reliability parameters

Pdqrameter Component
Galvanic Thermo- Temperature | Logic solver Solenoid Isolation
isolator couple transmitter valve valve
Pefriodical test 99 % 60 % 95 % 90 % 99 % 99 %
coyerage
Beta factor 2% 2% 2% L% 2% 2%
DU failure rate 1,79 107 1,28 10-6 2,50 10-7 4,210-9 1,95 10-7 4,45 10-7
h-1
DI failure rate _ 2,42 105 2,34 10-6 1,75 10-6 _ _
Safe failure 5,50 10-8 2,30 108 6,92 10-6 2,70 10-8 3,00 10-7
rafe
Perriodical test 17 520 h 17 520 h 17 520 h 87 600 h 17 520 h 7 520 h
inferval
Maintenance 48 h 48 h 48 h 48 h 48 h 48 h
tirthe

It {s necessary to split each ofithe failure rates of the above tables in 4 parts to take into a¢count the
periodical test coverage andthe beta factor:

Table 17 — TAS5 elaborated reliability parameters

Camponent Parameter
DU failure rate DD failure(rate
Covered Not covered
Indep. CCF Indep. CCF Indep. CCF
Galvanic isolator 1,7310-7 3,54 10-9 1,7510-9 3,567.10-11 _
Thermo-couple 7,510-7 1,53 10-8 5,0 10-7 1,02 10-8 2,3810-5 4,85 10-7

Temperature Transmit- 2,3310-7 4,75 10-9 1,23 10-8 2,510-10 2,30 10-6 4,68 10-8
ter

Total sensor 1,16 10-6 2,36 10-8 5,14 10-7 1,05 10-8 2,6010-5 | 5,3210-7
Logic solver 3,77 10-9 4,19 10-10 1,75 10-6
Solenoid valve 1,89 10-7 3,86 10-9 1,91 10-9 3,90 10-11 _ _
Isolation valve 2,38 10-7 4,85 10-9 2,4 10-9 4910-11 _ _
Total valve 4,27 10-7 8,71 10-9 4,3110-% | 8,8010-11
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When the galvanic isolator, thermocouple and temperature transmitters are periodically tested at the
same time, they can be gathered in a macro-component (sensor) as this has been done in the line “total
sensor” of the Table 17.

The same has been done for the solenoid valves and the isolation valves which have been gathered into
a macro-component “valve”.

The logic solver being alone, its dangerous failure rates have not been split between independent and
common cause failures.

14.6.2 TAS5amalysis
The reactgr is stopped during the periodical tests, and then the risk disappears during these opératiops.
When a dqngerous failure is detected by a periodical test, then itis repaired before restarting thereactor.
From modelling point of view this is equivalent to have instantaneous periodical tests and-repairs (j.e.
MTTS = 0}see 3.1.36)
According to the assumptions, the various states of the 2003 groups are presenteddn.Table 18.
Table 18 — Various states of the 2003 subsystems

N° DU DD n Voting logic System state

1 0 0 1 2003 OK

2 0 3 loo2 OK

3 0 1+1 3 loo2 safety action

4 1 0 3 2003 OK

5 1 9 loo2 OK

6 1 1+1 9 loo2 safety action

7 2 0 3 2003 Inhibited

8 2 1 9 loo2 Inhibited

9 2 1+1 9 loo2 safety action

10 3 0 1 2003 inhibited

11 3 1 3 1002 inhibited

12 3 1+1 3 loo2 safety action

13 CCF 0 1 2003 inhibited

14 CCF 1 3 loo2 inhibited

15 CCF 1+1 3 loo2 safety action

16 CCF 1 loo2 safety action

This is a quite complex behaviour: 4 states are OK (1, 2, 4 and 5), 6 states imply a spurious trip of the
reactor (3, 6,9, 12, 15 and 16) and 6 states are dangerous because the safety action is inhibited (7, 8, 10,
11, 13 and 14).

It should be noted thatin states 9, 12 and 15 the safety action is restored by dangerous detected failures.
This is a typical case of logical incoherence (i.e. the underlying logical equation is not monotonous).
Generally, when such behaviour occurs, it is not considered as it is not really usual to count on new
failures to increase the safety.

When a dangerous detected failure of a sensor occurs, then it may be repaired without shut down the
reactor. This occurs in the states 2, 5, 8, 11, and 14.
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When a dangerous detected common cause failure occurs on a 2003 group of sensor, then the safety
action occurs and the reactor is shut down. Therefore, during the repair of a dangerous detected common
cause of sensors and the risk has disappeared.

When a dangerous detected failure of the logic solver occurs then the safety action occurs and the
reactor is shut down. Therefore, during the repair of the logic solver, the reactor is shut down, either by
periodical test or safety action and the risk has disappeared.

The reliability data kept for the probabilistic calculations are summarized in Table 19.

Fable49—TFASretiabiti H babitisti teutati
Cdmponent Parameter
DU failure rate DD failure fate
Covered Not covered
Indep. CCF Indep. CCF Indep. CCF
Sensor 1,16 10-6 2,36 10-8 5,14 10-7 1,05 10-8 2,6 10-5 -
(group of.3
sensors)
Perriodical test inter- 17 520 h 17520 h 17 520 h 17520 h - -
val
MRT - - - - 48 h -
Ldgic solver 3,77 10-9 4,19 10-10 -
Pek'iodical test inter- 87600 h 87 600 h i
Va|
MRT - - -
Vdlve 4,27 10-7 8,71 109 4,3110-9 8,80 10-11 - -
(two valves)

Perriodical test inter- 17 520 h 1722520 h 17 520 h 17 520 h - -
val
MRT - - - -
Frpm spurious safety action point of view the reactor is shut down:
e | In case of a stateof the type 3, 6,9, 12, 15 or 16 occurs on one of the two 2003 groups.
e | and, as thisis a “de-energize to trip” safety system, each time the energy is lost somewhejre:
a) | loss efpower supply, e.g. loss of auxiliary supply (UPS, compressed air, etc.), electric supply;
b) | xupture of the links between the sensor and the logic solver;

c) rupture of the links between the logic solver and the depressurization valve.

14.6.3 TAb5: probabilistic calculations

As this safety system operates on demand, its average unavailability (also called PFDayg for a safety
instrumented system) is the relevant parameter to calculate.
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Figure 96 — RBD model for the EDP safety system
Figure 9¢ presents the reliability block diagram modelling the EDP,sdfety system according to the
assumptigns described above. Each block is divided in several sub-blocks according to the reliabiljity
data to be{taken into consideration.
As the prgbability of common cause failure to more than 2 or 3.similar components is very low (exc¢pt
if explicit]y identified), it has been considered, for the sensors, that they are existing only within a
given 2003 group.
14.6.3.1 Analytical formulae
Thereliabjility block diagram presented in Figure 96 produces 849 minimal cut sets (i.e. 849 combinatigns
of failureq leading to the overall failure of theEDP safety system):
a) 4 minjimal cut sets of order 1
1) L¥pu,cov
2) LsDU,nCov
3) Vlpu,ccrcov
4)  V|pu,cCcEnCov.
b) 8 minjimal cutsets of order 2
1) GppUECECov  G2,DU, CCECov

2) G1,pU,cCEnCows G2, DU,CCE,Cov

3) G1,pu,ccFCovs G2,DU,CCEnCov

4’) Gl,DU,CCF,nCov; GZ,DU,CCF,nCov

5) Vi,pund,Cow V2,DU,Ind,Cov

6) V1,0U,Ind,nCows V2,DU,Ind,Cov

7) Vl,DU,lnd,Cov; VZ,DU,Ind,nCov
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8) V1,pu,ind,nCow» V2,DU,Ind,nCov
108 minimal cut sets of order 3

720 minimal cut sets of order 4

It is obvious that without a tool identifying the minimal cut sets and able to process them from a
probabilistic point of view, it would be difficult to undertake the calculations by hand of 849 minimal
cut sets with analytical formulae.

Among those 849 minimal cut sets, the single and double failures with self-explaining notations have

be
set
tes
be

Thierefore only the 4 single failures are considered:

1y
2)
3)
4)
Th

pe
fai

One approximation commonly done is to consider that only the single failures contribute to t}

un
u(

leqding to the dangerous failure of the-safety system is not conservative. Therefore this

qu
It S
qu

Th

pr
thg

bn explicitly identified. The contributions to the average unavailability of some of thosem
s are easy to evaluate (single failures and double failures 1, 4, 5 and 8) because only on
t duration should be considered. This is more difficult for some others (double failunes 2, ]
Cause two periodical test interval durations should be considered.

LSpu,cov => u1(0,7,5)=3.77 107°.87600/2=1.6510"*
VDU,CCF.Cov => u2(0,7y)=8.71 107°.17520/2=7.63 10>
LSpu,nCov => u3(0,T)=4.19 107°.131400/2=2.7510°
VDU,CCF.nCov => u4(0,T)=8.80 10711.131400/2=5.78 10>

e calculations of the average unavailabilities due to the.covered dangerous failures are ba
Fiodical testintervals and the calculations of the average unavailabilities of the not covered ¢
ures are based on 15 years of operation.

pvailability of the safety system and that\the other minimal cut sets are negligible. Thg
,T)~u1+uz+us+us=2.7510"*. This estinfation which forgets 99,5 % of the combinations

estion: which is the level of non-gonservativeness?

hould also be noted that the‘serisors have no impact on the above estimation and this rais
bstion: which is the usefulngss of the redundancy and the sophisticated sensor design?

pvide, with the sanfeveliability data and assumptions, a more accurate result of U(0,15y)=3.5
 error of the drastically simplified calculation performed just above is greater than 21 %.

nimal cut
e periodic
,6and 7)

sed on the
langerous

e average
t leads to
bf failures

raise the

b a second

e answers are given im14.6.3.2 where calculations are performed by using the fault tree approach and

10~*: then

Thierefore, meré minimal cut sets should be considered and analysed in order to estimate thle order of

md

gnitude©fijwhat is neglected. This can be done by using the formulae developed in the Clay

se 7.
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14.6.3.2 Fault tree approach

EDP
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EDP unavailability
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Figure 97 — Fault tree modelling of the EDP system

ree modelling the EDP system failure is represented in Figure 97. The sub-trees represent

of the figure). The sub-tree represented by-the transfer gate “Sensor group 2 failure” is simi
-tree “sensor group 1 failure” (left hand Side of the figure). The sub tree represented by f{
ate “V2 independent failure” is similatto the sub-tree “V1 independent failure” (right ha
figure).

tree model the behaviour of the*EDP safety system with the exception of the switch 2003
n one dangerous failure occurs. This is a systemic property which cannot be modelled j
ping individual failures. Neyertheless, this is a conservative approach and the real avers
ility value is lower than\tlie result produced by the above fault tree.

ed

ft
ar
he
nd

to
st

ge
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EDP unavailability
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Figure 98 — Illustration of the various contributors to the overall unavailability

Thle average unavailability of the EDP safety;system given by this fault tree and calculated ovdr a period
of [L5 years is U(0,15y)=3,5 10~*. Thereforg this is in the range of SIL3.

As|said above, this result should be gonservative. The degree of conservativeness can be evgluated by
considering the Figure 98 where the various contributors to the EDP safety system unavailability have
begn presented. Looking at this:figure shows that the main contribution comes from the logic $olver and
that the valves and the sensors have similar contributions.

et

Figure 98 shows also/that the average unavailability increases when the time increases. This is due to
the larger periodicaltest interval for the logic solver and the dangerous undetected failures n¢t covered
by|the periodicaktests. Nevertheless, the whole unavailability saw-tooth curve remains in thie range of
the SIL3 requirements all over the 15 years. This is a permanent SIL3 system over this period.
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' Unavailability

Logic solver

Figure 99 — Contribution to EDP unavailability
The variopis contributions to the unavailability of the EDP safety:system are summarized in Figure P9.
At least three zones can be identified:

1) the valves are the main contributors;

2) thelogic solver becomes the main contributor;
3) the sgnsors become the main contributors.

These very different behaviours cannot be identified, just by considering the PFD,yg over the 15 yearg of
operation{ With this figure it becomes ohvieus that, even if 20 % accuracy is considered to be suffici¢nt
enough, tHe result obtained just by consideting the single failures in 14.6.3.1 is no longer relevant in zon¢ 3.

14.6.3.3 Multi-phase Markovian-approach

The EDP dafety system has to0’many states for the Markov graph to be built by hand.

14.6.3.4 Petri net and’‘Monte Carlo simulation approach

According to the ahalysis of the states of the 2003 groups of sensors, the reactor is stopped when two
dangerou$ deteeted failures occurs within the same 2003 group. This feature has not been modelled
in the fault tree developed above because this is a systemic behaviour which cannot be modelled only
by considerations at component level The Petri net models have not such limitation and therefork a
relevant PN model can be built to evaluate the impact of such a feature on the average unavailability of
the EDP safety system.

The PN in Figure 100 models the three kinds of sensor failures: independent covered dangerous failures
on the left hand side, independent covered dangerous failures in the middle and dangerous detected
failures on the right hand side.

The main novelty of this PN is the mechanism implemented to ensure that the repaired sensors wait
until all the repairs have been done before to be restarted again:

e When one sensor fails, the variable Nbg, is updated to Nbgy+1 (then, Nbqy counts the number of
dangerous undetected failures at each instant).
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When the periodical test is performed, then the reactor is stopped and the repair can start.

When the repair is finished then Nbg, is updated to Nbgy-1.

Then the repaired sensor waits for the reactor restarts until it is put back on line again. This occurs
when all repairs have been done (i.e. Nbgy = 0).

Fr
1
2)
3)
T

is

of

Th
tha
wh

1INbg,=Nbpy-11

~— ~~ Y~
Independent, Independent, not
- covered - covered N e D
Dangerous Dangerous, independent
undetected failures detected failures

[ Saet ina = (#FU.q, + #FU, ¢, 4HFD) > 0 ]

Figure 100 — PN Modelling of the indépendent failure of a single sensor

m sensor state point of view the three following classes are considered:

the sensor is in perfect state when there is one token in each of the OK places;

the reactor is stopped when.there is one token in all the other places.

the place X.

en such afgilure occur).
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the sensor is failed and the reagtexris running when there is one token in each of the hatcHed places;

n only the states of class;2) are considered when establishing the PFDayg of the safety system. This
one through the Boglean'variable S_ccf = [(#FU_cov + #FU_nCov) > 0] where #X indicates thp marking

e CCF modellingyis presented in Figure 101. This is similar to the PN presented in Figure 100 except
it the part devoted to dangerous detected failures has been removed (because the reactor |s stopped
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Figure 101 — PN modelling of sensors commo cause failures
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Figure 10P shows the reliability block diagram used in the background of the PN model. The boj
are populpted with sub-PN similar to those presented in Figure 100 and Figure 101. Some formu
have been introduced in order to model the 2003 independent failures (G1_def ind, GZ_def ind), the r
related to|each sensor groups (GI1_R, GZ_R) and the overall risk due to sensors (Risk).
‘7 777777777777 \
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N S
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I 4 —_
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‘ e = |
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| |
-1 $3_déflind |- i
I ‘ . _
o D A | Risk ~g1x- g2
s | |
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. N e D
B E— ‘p42/3\)—————i CCF_G2 :rf‘[gz,R=g2,def_ind+cchZ ]
| \\// -
= =SS e ind—— ==
I | —
o i 82,def_inf = S4,def_ind*S5,def ind T
i | S6 def ind i | S4,def_ind-S6,def ind T
1; er_in } S5,def_ind*36,def_ind
7777777777777 |
Figure 102 — RBD driven PN modelling the sensors failure
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For the moment, this model is equivalent to the fault tree model. The Monte Carlo simulation provides
the following results:

Th

No
do
sli

Running the Monte Carlo simulation leads to the following results:

As
Th

Sy

G1_def ind = 6,63 10-3 [6,55 10-3 - 6,71 10-3]  (Fault tree: 6,63 10-3)
G2_def ind = 6,63 10-3 [6,55 10-3 - 6,71 10-3]  (Fault tree: 6,63 10-3)
GI_R=7,5210-3 [7,44 10-3 - 7,61 10-3] (Fault tree: 7,51 10-3)
G2_R =749 10-3[7,41 10-3 - 7,58 10-3] (Fault tree: 7,51 10-3)

e results obtained by fault tree and PN are very close.

w the fact that a double dangerous detected failure within a group of sensor led‘to ‘the re

bhtly modifying the formula of Risk:
Risk = G1_R. G2_R. (Nbqq_G1 <2). (Nbdd_G2 <2)

Risk = 8,46 10-5 [7,74 10-5-9,18 10-5]

expected, the result is lower than in the previous case but the difference is almost impgq
erefore, in average, this assumption has no impact on the average unavailability of the H
tem and the calculations made by fault tree havea“very good accuracy.

T

mddel could be modelled in the same way but this does not add value to this Technical Re
regard to what is already developed abowve(n this subclause.

14.7 Conclusion about typicalapplications

T

mg
de
wi
pr

models developed just above deal only with:the sensor part of the EDP safety system.

various approaches presented in this Technical Report have been illustrated in Clause 14
delling abilities and limitations have been highlighted. Five typical applications have been a
fail with various assumptions in order to encompass a wide variety of typical problems in a
th their solutions. This covers most the needs of reliability analysts modelling and calcu
pbability of failure.oP’safety systems.

hctor shut

ivn and, then, to the disappearance of the risk can be taken into account. This<can be dope just by

erceptible.
DP safety

[he whole
port with

and their
halysedin
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Annex A

(informative)

Systems with safety functions

This annex, which presents systems with safety functions, should in principle reflectall such applications

for the inftallations (Level 3] and plants (Level 4] (see A.I.Z In [SO 14224115 and their underly]ng

equipme

classes (Level 6) and components (Level 8). Depending on the scope of work for the reliabillity

calculatioh, building blocks and result parameters may vary between levels 3-8. The table also'reflefts

the equipment classes related to safety systems/components given in Table F.2 of ISO 14224:(L5]
Table A.1 — Safety systems and safety functions for which reliability analysis can/be applicahle
System Safety function Equipment class (Level 6/ Comments regarding
(examples) IS0 14224[15]) safety system/functio(l
(*new equipment class or and/or useful advice f
components ) reliability analysis
Al - “Loss of containment”
Emergengy/ would cover the “Safety
process functions” mentioned.
shutdowr
1. Emergehcy |Isolation/sectioning (area) Input devices, Gontrol logic Cause and Effect assessmgnt
shutdown loniti trol units, Valves,;Switchgear (i.e. |can address dependencieg
(ESD) gnition source contro components like circuit breaker |between different systems.

Real trip

Automatic initiation of ESD
according to logic

Manual initiation of ESD (incl

push button in field and CAP)

and relays)

Equipment classes within
rotating (e.g. combustion
engines) and mechanical equip-
ment category (e.g. heater and
boilers).

Power supply:

a) Electric: Electric gen-
erator, UPS

b) Hydraulic power unit
) Air supply equipment

Loading arms (LNG), Storage
tanks (e.g. high level monitor-
ing), Vessel (e.g. reactors)

Other systems may be an
initiator for the ESD system
and the ESD system may He
a part of other systems.

Note: will normally only
apply to parts of functiong
(or elements), ref., OLF
GL070 Minimum SIL Tablq 7.
CAP = Critical Alarm Pane|l

Loading arms may have
Emergency Quick Discon-
nect including hydrauli-
cally actuated valves, and
such safety functions may
be subject to reliability
analysis.

High temperature protec-
tion in reactors heds [rpfi h-

ing or petrochemical plant)
with potential for runaway
may be an issue of reliabil-
ity concern.

a  Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of
ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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2013(E)

System Safety function Equipment class (Level 6/ Comments regarding
(examples) 1SO 14224I[15]) safety system/function
(*new equipment class or and/or useful advice for
components 2) reliability analysis
2. Process Isolation/ sectioning (equip- Input devices, Control logic See comment ESD regard-
shutdown ment, process units) units, Valves, Switchgear (i.e.  |ing LNG loading arms and
(PSD) . components like circuit breaker|reactors.
Real trip
and relays)
Automaticinitiation of PSD
according to logic Equipment classes within
§ & rotating (e.g. combustion
Manual initiation of PSD (incl. |engines) and mechanical equip-
push button in field and opera- |ment category (e.g. heater and
tor stations) boilers).
Power supply:
a) Electric: Electric gen-
erator, UPS
b) Hydraulic powepunit
) Air supply equipment
Loading arms (LN@), Storage
tanks (e.g. highleyel monitor-
ing), Vessel (e.g. reactors)
3.Emergency |Emergency depressurization |Valves EDP may be a fundtion
depressuriza- Flare ienition within the ESD sy$tem or a
tign (EDP) & separate system.
(Blowdown) Other safety functions can
depend on the EDP system.
A% - Over- Safety instrumented system
priessure replacing pressure¢ relief
prijotection functions
syptems Vacuum relief sysfem is also
a type of pressure|protec-
tion system.
4. HIPPS (High |Pressure-protection Input devices, Control logic HIPPS covers also|Pipeline
Integrity Pres- units, Valves, Switchgear (i.e.  |Protection Systen] (PPS).
sufe Protection components like circuit breaker |See definitions of HIPPS in
Syptem) and relays) 3.6.
Power supply:
a) Electric: Electric gen-
erator, UPS
b) Hydraulic power unit

) Air supply equipment

a

Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of

ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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Table A.1 (continued)

System

Safety function
(examples)

Equipment class (Level 6/
1SO 14224[15])
(*new equipment class or
components 2)

Comments regarding
safety system/function
and/or useful advice for
reliability analysis

5. Pressure
relief system

Pressure protection

Valves (e.g. PSV)

*Disc

Non-instrumented
(mechanical) secondary
pressure protection system
(see 1SO 10418I33]) are

normallv not cnhjpr‘f tath

type of reliability analysig
presented in this Teehnicdl
Report

Mechanical syStém not
included indE€ 61508.[2]

Reliability calculations may
be den€ on components
within the system (e.g.
PSV).

Table A.68 in ISO 1422413
describes various types
of valves. PVRV (Pressure
vacuum relief valve) is a
term sometimes used for
PSV-vacuum relief.

—

B - Fire and
Gas detecftion

C - Fire water

D - Fire
fighting

6. Fire and gas
detection

Detection of fire hazards and
loss of containment

Activation of protection-nieas-
ures

Fire and gas detectors, Control
logic units (assumed to cover
fire central).

Activation of protection func-
tions (equipment), e.g. fire
fighting systems. HVAC damp-
ers, ESD functions.

Note: will normally only
apply to parts of functiong
(or elements), ref., OLF
GL070 Minimum SIL Tabld 7

7. Fire watler
system

Active fire'protection

Pumps, valves (incl. deluge
valves), Piping, Combustion
engines (incl. diesel motors),
Electric generators

8. Fire fighting
system

Active fire protection

Valves, Nozzles, Fire-fighting
equipment

Fire and gas detectors

Fire-fighting equipment Foam
(AFFF). Equipment class

not defined in Table A4 in

1SO 14224[15], but in Table F.2.

Sprinkler (wet and dry), Del-
uge. Fire monitors, Water mist,
Gaseous agents

a  Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of

ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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System Safety function Equipment class (Level 6/ Comments regarding
(examples) 1SO 14224I[15]) safety system/function
(*new equipment class or and/or useful advice for
components 2) reliability analysis
E - Process Covered also by A 1 above.
control Normally not defined as a
safety system.
A risk reduction factor
(RRF) may be accounted for,
but then acconding deter-
ministic crifebia gjven by
IEC 6151143}
9. Process Process control, and monitor- |Input devices, Control logic
coptrol ing units, Valves, etc.
10} Chemical Hydrate function
injection Corrosion control
F 1 Public
alarm
11f Emergency |PA and alarm for emergency *Public Announcement and Emergency commpnication
communication [announcement CommunicationSystem is referring to PA dnd alarm

(PACOS) and aSsociated field
equipment

Input deviees, Control logic
units

Other equipment: Loudspeaker,
Radio and Warning lights

for emergency anijounce-
ment on an installption
upon signal from F&G/ESD.

This system will normally
be part of the ESD|and F&G
system. During anfemer-
gency situation the PA and
alarm system per
essential safety fi
by transmitting ajtomatic
alarms upon signdl from
the ESD and/or the F&G
system. The main purpose
is to alert personnlel by
generation and brpadcast-
ing of emergency glarms
(incl. flashing light/ beacon
in noisy areas). If the PA and
alarm system should fail on
demand, the consg¢quences
will depend on thg scenario.
The required reliability/
integrity level for fhis
Safety Instrumentled Func-

tion (QID) should Je evalu_

ated and assessed as part of
IEC 61508I[2] / IEC 61511[3]
analysis performed for

the specific installation.

G - Emergency
preparedness

12. Evacuation
system

Evacuate personnel

Evacuation equipment

Lifeboats

a  Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of

ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.

© IS0 2013 - All rights reserved

139


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

Table A.1 (continued)
System Safety function Equipment class (Level 6/ Comments regarding
(examples) ISO 14224/[15]) safety system/function
(*new equipment class or and/or useful advice for
components 2) reliability analysis
H - Marine
equipment
13. Disconnec- |Move offlocation in hazardous |*Miscellaneous marine discon- |Disconnection system
tion system situation nection system. In addition applies for floating produc-
Process systems and riser tion mstallations such as

equipment are key equipment. |[FPSO, Semi, etc.

Hazardous situatiéhs-could
be weather (e.g{yphoon,
ice conditions)

14. Statior] Collision avoidance Thrusters Covers Dynamic Positionipg
keeping (DP) and.mooring equip-
ment:

DP class requirements (sef
ISO 19901-7) are based o
qualitative requirements
(HWFT = Hardware fault
tolerance)/Redundancy
and not system quantita-
tive requirement (PFD).
The international maritine
industry does not normally
calculate reliability of suc
systems.

ISO 19901 - Part 7 “Statiop
keeping system for float-
ing offshore structure and
mobile units”.

Dynamic positioning equip-
ment

=]

15. Loading Loss of containment *Loading system equipment Different loading systems
system exist and would imply dif-
ferent analysis approach
aligned with such. Different
geographical area would

affect the need for under-
taking detailed analysis.

Collision avoidance Dynamic positioning equip-
ment

a  Pleasenote this difference which is useful for input to next revision and relations to ISO 14224 (at equipment cl@ss
level or belpw): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of
ISO 14224;) The indieat€d equipment class does not exist in ISO 14224, Table A.4.
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System Safety function Equipment class (Level 6/ Comments regarding
(examples) 1SO 14224I[15]) safety system/function
(*new equipment class or and/or useful advice for
components 2) reliability analysis
16. Ballast Trim, heeling and emergency Valves, Input devices, Control |Safety strip for watertight
water pumping (leaks) logic units (incl. relays), UPS doors is a SIF that has
. (incl. Circuit breaker/ Con- been introduced due to a
Typical Safety Instrumented .
F . SIF): tactor), Power transformer, fatal accident related to
unction ( ) Qv\/ifr‘hgpnrll switchbhoards nppr:\finn ofthe cr]f-closing
Start of ballast syst. (de-bal- Pumps, Hydraulic power units |watertight doorsgn a Nor-
lasting and ballasting by pump- wegian floating prloduction
ing + operation of valves). platform.
Ballasting by gravity filling
(valve operation)
Emergency stop of ballasting
(pumps/valves).
Close watertight doors (to
ensure Hull integrity/ buoy-
ancy)
Prevent door closing in the
event of object/person in door
opening (i.e. personnel safety)
I HElectrical
and Telecom-
myinications
17| Uninter- Power to PA, F&G, EDP and ESD |UPS
ruptable Power
Supply (UPS)
18 Emergency |Charging UPS Combustion engines, Electric
f). er and Ensure safe escape dnd‘evacu- generatm." (emergency gen-
ighting ation erator driven by combustion
engine for emergency power)
Emergency power supply to
well barriefs during drilling/
well intervention operations
(mud pumps, etc.)
19| Telecommu- | TranSmission of safety function | *Telecommunications system |This system will ipterface to
ni¢ations signals (PPS, HIPPS, ESD, etc.). |includes transmission systems |the PSD, ESD, HIP{‘S and the

(Fibre optical cable, Radio link
or Satellite) and network equip-
ment.

fire and gas systemns.

Telecommunicatidn is a
vital part of safetyf systems
where initiator and final
elements are on different

installations (e.g. pipeline
protection systems). It

is important to evaluate
telecommunication system
to obtain a robust and safe
design.

] - Other utili-
ties

a  Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of
ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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Table A.1 (continued)

System

Safety function
(examples)

Equipment class (Level 6/
1SO 14224[15])
(*new equipment class or
components 2)

Comments regarding
safety system/function
and/or useful advice for

reliability analysis

20. Flare sys-
tem

Safe disposal of gas
Flare igniting system

Automatic ignition of flare
upon EDP

*Flare ignition system

HIPPS systems may impact
the design of flare system.
The ISO 23251[31] allows
that the design load from

disposal system (flare or
I Y

vent stack system) takes
credit from the favour-
able response or HIPPS,
operator interyéntion or
basic process.control. The|
disposal system perfor-
mance as a'‘whole may have
to beassessed taking into
aceount the likelihood of the
overpressure contingencigs
and the reliability of the
multiple layers of protectipn
that reduce or eliminate
individual relief loads.

21. Naturdl
ventilation and
HVAC

Ensure minimum ventilation
rate to avoid gas build up.

Overpressure against classified
areas

Input devices, Control logic
units,, Valves, Switchgear (i.e.
components likecircuit breaker
and relays)

Shutdown of dampers upon gas Power supply:

detection a) Electric: Electric gen-

Prevent ingress of gas through erater, UPS

main air intake (upon gas b) Hydraulic power unit

detection) . .

) Air supply equipment

Close fire damper to critical

room

Cooling of critical ragms/

equipment (by. DX)units, fin-fan

coolers, fan eoils, etc.)

Smoke centrol
22.Materipls  |Lift MOB boat Crane Materials handling (crane
handling Safety functions related to d_rawwor_ks) may 'repr_esemt

=T : ; risk requiring reliability
minimizing risk while use of :
analysis.
crane
Man-machine interfaces

K - Drilling Including subsea drilling
and Wells and subsea well completion

Note that “Drilling”, “Well
completion (downhole)”,
“Mechanical” and “Well inter-
vention” are [SO 14224[15]
Equipment categories (see
Table A.4).

a  Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of
ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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Table A.1 (continued)
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System

Safety function
(examples)

Equipment class (Level 6/
1SO 14224[15])
(*new equipment class or
components 2)

Comments regarding
safety system/function
and/or useful advice for
reliability analysis

23

. Drilling

Well integrity
Dropped object protection
Workplace safety

Examples of drilling equipment
classes are:

— Blowout preventer
(BOP)

The importance of the Blow-
out Preventer (BOP) as well
barrier function implies
that the BOP is subject to
cppr‘ifir rn]iqhi]ify ana]ysis,

— Mud pumps

— Diverter

drilling/interventjon and/
or facility fisk and|lysis.
Likewisefor the djverter
systeni.

and related to theJoverall

Reliability analysif of opera-
tions representing potential
dropped object rigk for per-
sonnel at rig floor [or subsea
equipment may rejquire

the need to do relipbility
analysis of such rig/drilling
equipment. Undertaking
such analyses shofild ben-
efit from the guidgnce given
in this Technical Report and
applied as appropfiate with
its analysis context and
decision-support.

24

pl¢
ho

. Well com-
ttion (down-
le)

Well integrity

DHSV (SCSSV)

Electrical submersible pumps
(ESP)

Packers

Subsea, onshore of offshore
completed wells

ESP is not a safety|system,
but could be part ¢f a reli-

ability analysis addressing
safety.

DHSV/SCSSV: Thid valve is
normally part of a[safety
system/safety funfctions for
which reliability analysis
can be applicable. [E.g. it
could be part of the ESD
safety loop (isolatjon of
well).

25
co

. Well
mpletion

(syrface)

Well integrity

Xmas tree (topsides/onshore)

Note that dry Xm4gs tree
belongs to equipment
category “Mechanjcal” in

1SO 14224115] (Table A.4).
Reliability analysis may be
done to assess test interval
for Xmas tree valves, and
also for DHSV

a

Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of

ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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Table A.1 (continued)

System

Safety function
(examples)

Equipment class (Level 6/
1SO 14224[15])
(*new equipment class or
components 2)

Comments regarding
safety system/function
and/or useful advice for
reliability analysis

vention

26. Well inter-

ESD, PSD functions

Well integrity and isolation

Various BOPs and control
systems

Various other pressure-control
equipment and systems

Workover control system
(WOCS) is part of overall
well intervention systems

Note that this covers well

interventions using a top-
side BOP only, otherwisedee
item 29 below for suibsea
well intervention which c
ers WOCS for such.

V-

27.Rigdis
nection

con-

Move rig off hazardous location

Drilling and completion riser

The rig disconnection sys
tem may be related to the
ESD system on the facility

Séealso Subsea well inter
vention.

L - Subse:

Note that “Subsea produc-
tion” is an [SO 14224I[[15]]
Equipment category (see
Table A.4). “Subsea pipeling”,
“Subsea well intervention”
and “Saturation diving”
reflects in this Table A.1
subsea related systems

v

28. Subses
duction

pro-

Subsea isolation:

Topside initiated sub-
seaisolation (ESD functions),

Topside initiated PSD
functions

Subsea initiated PSD
functions

Subsea HIPPS

Subsea isolation of well,
manifold, flowline and pipeline,
subseaprocessing, etc.

SubseaXmas tree

Subsea isolation equipment, e.g.
by tse of SSIV (Subsea Isolation
Valve) or subsea HIPPS valves.
Subsea production control
Other subsea equipment classes

See also ESD function abovye.

OLF GL 070 presents calcu
lation example for ESD, anfd
PSD for Subsea production,
but these calculations are
subject to somewhat uncef-
tainty

Relations to API RP

170, Subsea HIPPS and
SO 13628-6[56], produc-
tion control should also bg
noted. ISO 13628-1[55] an
other ISO 13628 standard
may be relevant as well.

2R ="

a  Please
level or bel
ISO 14224;

note this-difference which is useful for input to next revision and relations to ISO 14224 (at equipment cl
bw):.a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A
) Fheiindicated equipment class does not exist in ISO 14224, Table A.4.
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System Safety function Equipment class (Level 6/ Comments regarding
(examples) 1SO 14224I[15]) safety system/function
(*new equipment class or and/or useful advice for
components 2) reliability analysis
29. Subsea Subsea isolation: Flowlines Subsea infield flowlines,
pipeline — Topside initiated sub- |Pipelines intrafield pipelines and

sea isolation (ESD functions),

Tnpcir‘]p initiated PSD

Subsea isolation equipment, e.g.
hy use of SSIVV (thcpa Isolation

export pipeline are here

covered. Note that

pipp]inpc mav have similar

onshore

functions

Subsea initiated PSD
functions

Subsea HIPPS

Subsea isolation of flowline and
pipeline.

Valve) or subsea HIPPS valves.

issues.

be used as approp
SO 13628-1[35] a
[SO-13628 standa

ISO 16708[52] shox‘Eld also

bérelevant as well.

Note that ISO 13623[53] (e.g.
12.4) addresses functional

iate, and
d other
ds may

testing of pipeline|equip-
ment.
30 Subsea Well |ESD, PSD and EQD functions Various subsea well interven- |Workover control system
infervention Well integrity and isolation tion equlpme.znt and well con- (WOQS) is part of pubsea
trol systems; well intervention
Workover Riser monitoring *a) Riserless well interven- |Subsea production con-
systems and operation on ; o
; N tion trol system is similar to
dynamic positioning Work Controllsvst
*b) Open water interven- orkover Lontro |system,
Workover Riser weak-link in : however used differently
Co . ; tion .
combination with drill compen- and consequence o¢f failure
sator function *C) Thru-BOP/Drilling and failure modes|are very
Riser intervention different.
1SO 13628-7[57] cgvers
Safety and Reliability on
Workover Control|Systems.
See also API RP 17G.[60]
31 Saturation |Divers envifonmental control |*a) Life support systems |Diving systems arf always
diying systems *b) Pressure control Svs- subject to international
tems y class societies (DNV, Lloyds

etc.). This covers 3
systems in traditi

ing equipment. The latest
generation of equipment

using PLC technol
been subject to IE
and SIL calculatio

ingly.

The life support system
equipment includes hyper-
baric chamber and oxygen

bottle.

1l safety
nal div-

bgy has
C 6150821
h accord-

a  Please note this difference which is useful for input to next revision and relations to ISO 14224 (at equipment class
level or below): a) The equipment class does exist in Table A.4 in ISO 14224, but no example is further given in Annex A of

ISO 14224;b) The indicated equipment class does not exist in [SO 14224, Table A.4.
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Annex B
(informative)

State analysis and failure classification

B.1 On

Figure B.1
safety sys
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inhib

class
the st

the st

Spurioy
failureg

Spurious

Product
losseg

Safety action
is anticipated

Figure H

The OK cl
safety sys

nominal state;

class ¢f states safer than the nominal state (“safer” and “critical with regard$to spurious actions” statg

nss gathers, in the big ellipse in the middle of Figure B.1, all the classes of states where f{
tem is able to operate properly on demand. All these states are “safe” because the safety act

demand mode of operation

| gives a synthesis of the different classes of states that may be considered when analysin
tem operating on demand mode:

hf states less safe than the nominal state (“less safe” and “critical with regards to safety act
tion” states);

bf state where the safety action is completely inhibited (“KO”);
ate where the hazardous event has occurred;

ate where the spurious action has occurred.

Safe
failures

Safe
failures

Dangerous states
(critical wrt the hazardous
event occurrence)

Unsafe
failures

-

azardou

S ' ".“‘- :: ”, :4
// {Critical wrt", / N ‘Less Y .,-"’Cr'itical wrtd | / N event
:} [ i spurious ii than | “safe than |isafety actioni} ([ KO _—
\_actions /% nominal %._nominal /% inhibition ;7 | \ ,™\ |(Restoration
oA '_\;,- /4\ ;.,/_ ________ A \ /, ________ A _;’/ :Js_,’ ) (Non ultimate

safety layer)

I oK = =t
- . afe ~
restoratlo‘n _____ - _\l states |-{restoration

Failures tend-to-anticipate
the safety’action

Incident or
accident

Safety action
is inhibited

Failures tend to inhibit
the safety action

is going t

5

.1 — Synthesis of states and failures classification for on demand mode safety system

g a

on

he
on

]‘\ﬂ Cllf‘f‘ﬂCCFl'I] falal r‘nm::nr"

The KO class gathers, in the grey circle at the right hand side of Figure B.1, all the states where the
safety system is completely inhibited. All the states within this class are “dangerous” (or “unsafe”). The

taxonomy

of the failures shown on this figure is described in B.3.

The “Trip” class at the right hand side of Figure B.1 represents a safe state where the safety action is no
longer needed because, e.g. the process has been stopped.

NOTE 1

systems, the nominal state may be also critical with regards to safety or spurious actions.

NOTE 2
probability

146

of success, in case of demand, is lower than in the nominal state.

All the classes of states presented on Figure B.1 do not necessarily exist. For the simplest safety

An unsafe failure does not necessarily lead to a dangerous state. It may only lead to a state where the
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NOTE 3 Industrial safety systems are generally organized in several safety layers acting in sequence (multiple
safety system). In this case, if the safety system in Figure B.1 does not constitute the ultimate safety layer, a
demand occurring in the state KO will not lead to a “hazardous event” but to a demand on the succeeding safety
layer which would, normally trigger the safety action. This will reveal the states KO as well as the failure which
has lead to the demand: therefore they can be restored before a “hazardous event” actually occurs. If the safety
system is the ultimate safety layer, a demand occurring in the state KO immediately leads to the “hazardous
event”: therefore, no restorations can be undertaken.

NOTE4 The “KO” and “hazardous event” classes are closer and closer in time when the demand rate increases.
The limit is when the safety system operates in purely continuous mode where they are merged in a single class

(see Figure B.3).

NOTES5  The “safer than nominal” class is safer from the considered safety function point of view bult degraded
from spurious action point of view (which may have in turn a side effect on safety).

NOTE 6  Transitions are potentially possible from each class of states to each other. Forthe 'sake of simplicity
only the most illustrative have been kept on Figure B.1.

NOTE 7 Inde-energize to trip design, all the failures able to lead to a spurious action should be consfdered (see
5.3). This may imply other components than those considered within the dangeroeus failure analysis. The safe
failure rates should be evaluated accordingly.

Figure B.1 brings to light three critical state classes:

et

e | the states of the class KO (on the right hand side) which areferitical with regard to the occlirrence of
the hazardous event. They are distant from the hazardeuis/event by only one event (i.e. tHe demand
of the safety action).

e | the states of the class “critical with regard to the,safety action inhibition” (on the right hand side).
They are distant from the KO state by only one‘€vent (i.e. the dangerous critical failures).

e | the states of the class “critical with regardcto the spurious actions” (on the left hand side). They are
distant from the spurious action by only-one transition (i.e. the spurious failures).

Figure B.2 illustrates on a typical simple.2003 system what is presented in a general way on Figure B.1.
Eafh of the three components may have3 states (W: working, D: dangerous undetected fault, S: afe fault).
Thien, for example, at the system leveél, the state 2ZWD means: 2 component working and 1 dangerously
faylty. The safe failures are immediately revealed and repairs start immediately; the dangeroTs failures
ar¢ periodically tested and are'not repairable between tests.

Thiis figure shows thatsall.the classes presented in Figure B.1 do not necessarily exist, that they are
intlerlinked and that sonte states can belong to several classes (e.g. the state “WDS” is critical poth from
dahgerous and spuripus failures point of views. The state “2WS” illustrate also a state whi¢h is safer
than the nominahstate because, due to the safe fault, the 2003 has been switched to 1002.

Due to the gommimon cause failures the system may jump directly to the class KO or generate 4 spurious
action. Theréfore all the states in the class OK are also critical states both from the inhibiffion of the
safety«ection and of spurious failures point of views. CCFs have been represented only for the nominal
stdte3W to simplify Figure B.2.
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B.2 Comntinuous mode of operation

Figure B.3
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Figure B.2 — Example of the classes of states for a 2003 system

 gives a synthesis of the different classes-of states that may be considered when analysin
tem operating on continuous mode.

ses are similar with the classes identified for safety systems working on demand mode. T}
brence is on the right hand side-of the Figure B.3 when a critical dangerous failure occy
b on the kinetics of the process more or less time may be available before the hazardous ev

ailurep

is may be used to detectthe critical failure and the small circle represents the state wh
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the safety action the safety action

Hazardous
event
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______ - Safety action
> inhibited

Safety action
anticipated Failures tend to anticipate Failures tend to inhibit Incident or
accident

Figure B.3 — Synthesis of states and failures taxonomy for one continuous mode safety systems
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NOTE1 Industrial safety systems are generally organized in several safety layers acting in sequence (multiple
safety system). Therefore, if the safety system in Figure B.3 does not constitute the ultimate safety layer, the
critical failure leading to the “hazardous event” generates a demand toward a succeeding safety layer which can
trip the installation to a safe state. In this case the critical dangerous failure can be restored before an accident
actually occurs. This restoration is not possible if it is the ultimate safety layer because the accident occurs at once.

NOTE 2  The “safer than nominal” class is safer from safety function point of view but degraded from spurious
action point of view (which may have in turn a side effect on safety).

NOTE 3  Transitions are potentially possible from each class of states to each other. For the sake of simplicity
only the most illustrative have been kept in Figure B.3.

Dangerous states
(critical wrt the hazardous
event occurrence)

-~

Critical dangerous
failures (detected)

{ Critical wrt *
: safety action ;|
,_inhibition ./

Critical
dangerous failares
(not detected)

azardous
event

98]

Figure B.4 — Equivalent representation of the states in left hand side of Figure E

The Figure B.3 exhibits the same critical states classes as in Figure B.1 but the class of the states
K(J (on the right hand side in dottéd line) now encompasses states with no real existenge as they
immediately give either:

e | areal trip of the protected system (if they are detected); or
e | an hazardous event-{f they are not detected).

Therefore the state. KO can be removed of Figure B.3 to obtain Figure B.4. Then the states which gre critical
with regards tefhe inhibition of the safety action are also critical with regards to the hazardoufs event.

B.B Failure classification

Thie'failures may be classified in several ways as illustrated in Figure B.5, Figure B.6 and Figure B.7.
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Deterministic

Natural degradation
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I
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Aging
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Copstant Non constant
faildire rate failure rate + Operation under stress + Specification « Specification + Lack-of training
* Non routine operation * Design « Code « €ognition problem
| [ * Delayed operation « installation « implementation % Ergonomics

* Electrorjic componentsi | * Youth * Oral communication * Unforeseen « installation <HMI

» useful Izle * Wearout * Omission/ Error in stresses « Updating « Error in the

« Mix of numerous * Mechanical routine operation * Wrong fluid « Inadequate tests procedure writing

failure modes components * etc. * etc. « etc. « etc.
— S N~ L
~ —
H4rdware random failures Non-hardware or non-random failures
Figure B.5 — Random versus systematicfailures
The classification illustrated in Figure B.5 split the failures between those who occur automatically (fi.e.
in a deterministic way) when some conditions are met (sysfematic failures, see 3.2.17) and those whjch
occur only with a given probability (random failures, sée 3.2.16). This Technical Report mainly depls
with random hardware failures and random human: failures which may be, to some extent, handled in
the same way. There is no specific development in this Technical Report for systematic failures whjch
are cover¢d to the extent that they are part of thefailure rates elaborated from the field feedback. Jee
ISO 1422415], Annex B for some advices on thistopic.
Failure
occurrence
When-running On stand-by Due to demand

Figure B.6 — Classification according to the state of the failing item

Figure B.6 classifies the failures according to the state of the system when the failure occurs. Failures
can occur when the system is running (e.g. continuous mode safety system), on stand by (e.g. on demand
mode of operation safety system) or when changing of state due to a demand.

Figure B.7 classify the failures according to the way that they are detected. They may reveal themselves
or not and when they do not reveal themselves, diagnostic tests or periodic tests can be performed.

The diagnostic test frequency is generally high enough to consider that the detected failures are
discovered almost immediately and can be merged with the ordinary immediately revealed failures as

defined in

150

Note 1 to entry of 3.2.10.
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Figure B.7 — Classification according to the detection means

metimes there is a residual part of the failures which cannot be revealed by these mean
ures occurring due to the change of state of a safety system following a demand of the safe
this case the item may be dismantled on a workbench to bring the incipient failures to ligh
prevent them to propagating to a complete failure. If this is not sufficient or possible, the c
puld be periodically replaced by a new one:

s (e.g. the
ty action).
It in order
pmponent
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Annex C
(informative)

Relationship between failure rate, conditional and unconditional
failure intensities and failure frequency

In this anpex the overall system parameters are noted by Aeq(t) (system failure rate), Av(t) (conditignal
failure infensity), w(t) (unconditional failure intensity) and f(¢t) (failure density).These parameters
are often jmixed up because their definitions seems close to each others and because they have clgse
numerical values in simple cases. Understanding the differences between these parameters is véry
useful to perform relevant reliability, availability and frequency calculations. It should benoted that the
same relafionships exist between Aeq(t), f(t), R(t) on one side and Ay(t), w(t), A(t) on the other side.

2 O
A Ha

Aa

HA

<— Critical —
4— OK*>p»<4— KO —»

Figure C.1 — Single repairable component

Figure C.]1 represents the simplest case made of\a single repairable component (or a series of single
repairabl¢ components) with a failure rate A4-and a restoration rate p4. The Markov graph (see Clause
9) on the right hand side represents the behaviour of this simple system. The two states have been silit

into two dlasses:

e OK:thesystemis working propérly (state 1). This is also a critical state as only one failure transitjon
is negded to reach the failed state.

e KO: the system is failed, (state 2).

With such a simple casefthe analytical formulae are well known:

R(t) = I1(¢) = exp{hat) A(t) = {Aa+un-exp[-(Aa + ua)1}//(Aa + pal
f(8) = Pu(0)-Aa =24 exp(-Aat) w(t) = A(t)-Aa
Aeq(t) § AL)FR(E) = Ap Ay(8) = w()/A(E) = Aa

Typical results are presented in Figure C.2:

* The conditional failure intensity Ay(t) and the failure rate Aeq(t) which are constant and equal to the
component failure rate Aa.

e The unconditional failure intensity w(t) is lower than Ay (t) because A(t) is lower than 1.

e The failure density f(t) is decreasing and goes to 0 when t goes to infinity.
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el
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Figure C.2 — Comparison of f(t), A¢q (t), w(t), Ay(t) related to Figure C.1

Thee three states have been split into two classes:

KO: this class comprise two state:

2: the system is failed.undetected

3: the system is undgr repair
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ure C.3 represents the simplest case made of a single periodically tested repairable compd
ies of single periodically tested repairable componernts) with a repair rate ua. The Markov
use 9) on the right hand side represents the behavioéur of this simple system.

OK: the system is working properly (state1). This is also a critical state as only one failure
is needed to reach the failed state.

*
.

Proof test

»
g

>
.
@“

nent (or a
rraph (see

transition

+— KO —»

Figure C.3 — Single periodically tested repairable component

Figure C.4 illustrates typical results. Like in the non-periodically tested case, Ay(t) and Aeq(t) are equal
to Aa and f(t) goes to 0 when t goes to infinity. The unconditional failure intensity w(t) is a saw-teeth
curve with an average w(t) over [0, t] reaching an asymptotic value.

Those periodically tested components are often approximated by using the model presented in Figure C.1
with pua = 2/t where T is the testinterval. This lead to the same Aeq(t) and Ay(t) and to wapprox(t) which is
an approximation of w(t). Figure C.4 shows that, with our example, this approximation is conservative.
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Figure C.4 — Comparison of f(t), Aeq(t), w(t), Av(t) and wappréx (£) related to Figure C.3

Figure C.{ represents a simple system made of 2 identical repaitable components with the same failyre
and repaif rates (A, ¢). The Markov graph (see Clause 9) on the’right hand side represents the behaviqur
of this sinjple system where the similar states have been aggfegated in order to simplify the model.

The stateg have been split between two classes:

e OK:itcomprises two states where the system-is working properly
— 1} not critical (more than one failure to'get the KO state)
— 2| critical (only one transition ta get the KO state)

e KO: the system is failed

A 2.2
A, 1 p
B :
Not -
A1 ‘—Cmical—><—Crlt|cal—>

4——— OK ———»<« KO —»

Figure C.5 — Simple system with two identical reparable components
When the KO state is not repaired (i.e. when the transition in dotted line is removed and the state 3
becomes an absorbing state) this graph allows calculating the following parameters:

e The reliability R(t) = P;(t)+P2(t) where P;(t), respectively P»(t), is the probability to be in state 1,
respectively in state 2.

e The failure density f(t) = A P2(t).
The equivalent failure rate Aeq (t) = f(t) / R(2).
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When the KO state is repaired (i.e. the transition in dotted line is applied and the state 3 is a repairable
state) this graph allows calculating the following parameters:

e The availability A(t) = P;(t)+P2(t) where P;(t), respectively P2(t), is the probability to be in state 1,
respectively in state 2.

e The conditional failure intensity w(t) = A P2(t).

¢ The equivalent failure rate Ay(t) = w(t) / A(¢).

A1), wlt
2.0 10° e
Al
A1)
1.510%
1.010%
A =1.10%/h
u = 0.01/h
5.0 107
Time
0 ‘ >
0 2000 6000 10000 14000 18000
Figure C.6 — Comparison‘of f{(t), A¢q (t), w(t), Ay(t) related to Figure C.5
Therefore this is the structure of theMarkov graph which decide if either R(t), f(t) or Aeq(t) are ¢alculated
or (t), w(t) and Ay(t).

Thiis example is typical of systems where the component failures are quickly detected and rgpaired. In
this case Ay(t)), Aeq(t) and w(t) have very close numerical values even on the long term for which they
haye almost the same@symptotic values. Note that these approximations are robust event if the MTTRes
is pot so short (here-50 h are needed to repair the KO state).

On| the contrary; f(¢) has the same numerical value only on the short-term because it goes ta 0 when t
gogs to infimify. Therefore it can be used as an approximation of Aeq(t) or w(t) only on the short-term
when it is=<<"1.

Figure €.7 shows another example: the individual components are not repaired alone and the repair

octusS-epbhwhen-both-A-and-B-havefaled{repairratetia
CHES- oy Wieh oot raha o raverahearepatrTateHsy:
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Figure C.8
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Figure C.7 — Simple system repaired after whole failure

d w(t) remains close each other, the values of f(t), Aeq(t) and w(t) diverge from each oth
fime is increasing:

reaches an asymptotic value but it is clearly greater than these of Ay(t) and w(t).

hnd w(t) have very close numerical value even on the long term because the asymptotic va
remains close to 1.
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shows the same parameters as in Figure C.6 but the behaviour is not theysame and the
s have similar numerical values only on the short-term.

PI'S

Creases firstand then decreases to its asymptotic value, 0, after having teached a maximum value.

ue

Figure C.8 — Comparison of f{(t), A¢q (t), w(t), Ay(t) related to Figure C.7 (quick repair)

Therefore in this case Ay(t) and w(t) does not constitute conservative estimates of the equivalent failure
rate /leq(t) of the system. This is typical of systems quickly repaired as a whole but with no individual
repairs of the components failures.

When the MTTRes of the KO state increases, the asymptotic value of A(t) decreases and cannot be
assimilated to 1. Then Ay(t) and w(t), beyond the short-term, have different numerical values and reach
different asymptotic values. This general case is illustrated by Figure C.9 where f(t), Aeq(t), w(t) and
Ay(t) are really different and should not be mixed up.
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ure C.10 illustrates a simple periodically tested system where the redundant components
the same time. The model on the right handsside is a multiphase Markov model which models A(t)
en the repair transitions in dotted lines are considered and R(t) otherwise. The impact qf periodic
ts is represented by bold dotted arrows:the state 2 at the end of a periodic test interval give
t the beginning of the following testinterval, the state 4 gives state 5 and state 6 gives also

Figure C.9 — Comparison of f(t), Aq (t), w(t), Ay(t) rekated to Figure C.7 (long repalir)

e above examples were dealing withimmediately revealed failure (evenifthelastone canbe cpnsidered
An approximation of a periodically tested system with a periodic test interval of T = 2/us =

8 760 h).

hre tested

s the state
state 5.

Due to the periodic tests, the behaviours of f(t), Aeq(t), w(t), Ay(t) are of course rather diffefent of the

thi

=)

2.1

ee cases depicted above. This\s presented in Figure C.11.

Figure C.10 — Simple system with periodically tested components

—— OK ——»i

<— Critical —»

«— KO —»

Those curves are far from simple and, contrarily as above with immediately revealed failures, have no
asymptotic values. Itis necessary to consider their averages to make some asymptotic trends happening.
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Figure C.11 — Comparison of f(t), A¢q (t), w(t), A\(t) related to Figure C.10

C.12 the various parameters have been averaged on [0;.t]: The shapes of the curves are mgre
those established in Figure C.8 or Figure C.9. Again asymptotic values are reached when ¢ gj:
With the numerical values which have been used, Az, (t)and A (t) have close numerical val
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btotic value w(t) is lower than the previous ones,and again f(t) goes to 0 when t goes to infin|ty.
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Figure C.12 — Comparison of the averages of f(t), A¢q(t), w(t), Ay(t) related to Figure C.10

After analysing these six different cases it is possible to draw general conclusions:

* Inthe general case Ay(t), Aeq(t) and w(t) have similar values only on the very short term.

o Ay(t), Aeq(t) and w(t) or their averages reaches asymptotic values which, in some cases, can be used
as estimations of each others.
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¢ The asymptotic value of f(t) is 0 and useless for any approximation.

Ay(t) is always a conservative estimation of w(t). When dealing with safety, A(¢) is close to 1 and
therefore the numerical values of Ay(t) and w(t) are very close.

Ay(t) is a good approximation of Aeq(t) when all the failures are quickly detected and repaired. In
other cases Ay(t) is not always a conservative estimation of Aeq(t).

INFO BOX: The very conclusion of this annex is that it is necessary to be very cautious when performing

approximate calculations in order to avoid mixed-up between f{t), Aeq(t), w(t) and Ay(t) and of their averages
over a given period.
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Annex D
(informative)

Broad models for demand mode (reactive) safety systems

D.1 Dapgerous faitures analysis

Figure D.1

as an indiyidual item.

Such a sa
function 4

Critical dangerous

Restoration

Figure D.1 — Broad availably model of an-“on demand” safety system
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[fety point of view the system is “available” when it is in class OK and “unavailable” when i
D. The transition between OK\and KO is critical (cf. Figure B.1) and characterizes the “critidal”
5 failure. This may be a dangerous detected failure as well as a dangerous undetected failu

| broadly illustrates the intrinsic behaviour of an “on demand” mode safety system congsideited

fety system evolves between one class of states (OK) where it is able to perform its safgty
nd a class of states (KO) where it is no lenger able to perform its safety function. Both OK gnd

[ is

[e.

ilure occurs, it is repaired only after having been detected. This may be done immediately| or
Fiodic test has been-performed. This is summarized on Figure D.1 by the term “restorati
ition number 31232 and Figure 5): this includes the detection time, the time before that the
ts, the repaiptime itself and the time before the system is put on line again. If the protected
nis stoppedas soon as the failure has been detected, then the risk of having a hazardous evént
s and itis.only necessary to take into account the detection time and the time to interventjon
e needed to stop the installation after the failure detection) in the calculations. Due to the
mpact on the failure probability, this should be stated in the operating procedures and taken

”

n

Critical dangerous

Demand

Restoration

Figure D.2 — Broad model of an “on demand” safety system (ultimate safety system)
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A“curative” (or “reactive”) safety system achieves its safety action whenitis demanded (e.g. when a given
physical parameter exceeds a given threshold) and this yield to two different cases to be considered
when a demand occurs during its restoration time (in particular before the failure has been detected):

e Thesafety systemisthe ultimate safety system and an accident occurs. Thisis modelled in Figure D.2
by the transition from “KO” to “accident”.

¢ Thesafetysystemisnottheultimate safety system and ademand is generated toward the succeeding
safety system. In this case the safety system restoration can start or continue. This is modelled in

Figure D.3.

Critical dangerous

Demand S succeeding

safety barrier

Figure D.3 — Broad model of an “on demand” safety systemi*(non ultimate safety system)

Fi

—

dure D.2 and Figure D.3 show that the probability of accident (0r a demand on the following safety layer):

e | increases when:

e the probability of the critical dangerous failure increases;
e the probability of the demand increasés;

e | decreases when the probability of resteration increases.

Arough reasoning allows evaluatingthe number of accident (or demands on the succeeding safety layer)
dup to dangerous failures from Figire D.2 and Figure D.3.

If MTBF is the mean time between critical dangerous failures of the safety system then the humber of

critical dangerous failure ofthe safety system over the period [0, T] is: N¢(T) @ﬁ.
If MTTRes is the meafrtime to restore (i.e. the mean time to jump from KO to OK) then, on the Jong term,
MTTRes

th¢ average unavailability of the safety system is given by: U= TBF "

T
MTTRes

Eafh timethe safety system enters in the KO states there is a probability { that a demand occurg when the
regtoration is not finished yet. Then the number of hazardous event (or accident) will be: Ny(¢)|= {.Nf(t).

Thien the meal humber of critical failures of the on demand safety system is: N¢(T)=U.

The repair time distribution is not known but two opposite hypotheses to evaluate ¢ can be considered:

1) The restoration rate u is constant (MTTRes = 1/u) The probability to have a demand during the

restoration time is equal to: ¢ =—%d_____*d
/ld tH /’Ld +

MTTRes
2) The restoration time is constant. The probability to have a demand during the restoration time
is equal to: ¢® =1-¢ #aMTTR

In the above formulae, Aq is the demand rate of the safety system. As {(2) is higher than {(1) the hypothesis
number 2 is conservative but, when Ag.MTTRes << 1, {(1) and {(2) have close numerical values.
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Therefore the expected number of accidents (or hazardous events, or demands on the succeeding safety
layer), Na(T) is:

AgMTTRes T 7 AqMTTRes NO(T)~ ¢ ONy(T)=U.(1 - aMTTResy__T

N~ ¢ N () =U. —
AqMTTRes+1 MTTRes Aq-MTTRes +1 MTTRes

When the mean time to demand (MTTD = 1/A4) is large compared to the MTTRes then A.MTTRes << 1.
In this case A¢.MTTRes + 1 approximately 1 and (1—e *¢MT™RS) < 3 . MTTRes . Therefore when the probability
to have a demand during the restoration time is low, both formulae give the same result.

N, (T)¥tA5F tB.1)

INFO BOX!: Provided that the probability of a demand during the restoration of the safety system is sufficiently
low (i.e. M[TTD > > MTTRes), the expected number of accidents due to undetected dangerous failures can be
evaluated [simply by the average unavailability (i.e. PFDayg) multiplied by the demand rate A4 andsthe length T
of the peripd under interest.

Ng(T) is Hasically an expected number of accidents but when N,(T) << 1 it-Can be interpreted as the
probabilily of accident over [0,T] : N,(T)<<1= P,(T)= N,(T).

Ng(T) leads directly to the average accident frequency: D = a(T):NaT(T)

avg*

@ (T) is ap average failure frequency, i.e. it is of the same naturéas a PFH. This allows making the ljnk
between the PFDavg and PFH parameters for systems working'in low demand mode.

KO class:
single state

OK class:
single state

Accident
or demand on

a succeeding
SB

Periodic
tests

Figure D.4 — Simple periodically tested “on demand” safety system

The apprgximation provided by Formula D.1 can be analysed more in depth for the dangerous undetected
failures through the study of the very simple periodically tested safety system presented in Figure I).4.
This is a spfety system made of components in series and tested at the same time. It is very simple wijith
only two qtates (working -W- and failed -F-) but sufficient to illustrate the probabilistic behaviour. It has
been treatedbyusing a multiphase Markov model (see 9.2 and Annex L).

The parameters-arethefoHowing:

e Aguis the “critical undetected dangerous failure rate” and in this case MTTF = 1/Aqy.
e tTisthetestinterval and yu is the “repair” rate.

e Aqisthe “demand rate” and in this case MTTD = 1/Aq.

When an undetected failure occurs is discovered by a periodic test then, in average, this failure has
occurred at half the test interval (then MFDT = 7 / 2). Then the overall restoration time (MTTRes) is
equal to T / 2+MRT where MRT is the mean repair time after the failure has been detected. Finally
MTTRes =1 /2 +1/u.

162 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

The plot in Figure D.5 shows the comparison between the evaluation of the accident probability by the
analytical formula P,(t)=P, 4,(T) ~Uqu(T).A4T and the exact result from Markovian software.

Calculations have been performed with the following hypothesis:

e  Duration T=50 000 h.

Test interval T =10 000 h.

e Repairrate u = 1/MRT = 0,1 h-1; therefore MRT << 7/2 and the MTTRes is very close to 5 000 h.

e [AguiSequalto 105 T Tand 10-6 .

In |Figure D.5 the ratio MTTD / MTTRes has been used on abscissa axis and the ratio, befween the
approximation and the exact result on the ordinate axis.

A
_UM-AeT | [ *MTTRes = 1
Py,(T) “ ‘
AsMTTRes < 1
10 \\
\\\\ Adu s
\\'¢
1\
A\N

k MTTD / MTTResaJ
1
0 >
0.10 1. 10. 100. 1000.

Figure D.5 — Ratio “approximation / exact result” as function of MTTD / MTTR

193
%]

Thiis figure shows that the approximation is very good as long as the MTTD is larger than 10|times the
MTTRes, i.e. Five times the.test interval. When the MTTD decreases the approximation becomes more
conservative and less realistic.

IN[FO BOX: This is net'a'sound demonstration but it shows that when the demand and the test frequeﬂ;cies

befcome of the sameorder then calculating the probability of accident by simplified calculations becomes ques-
tignable.
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When the frequency of the demand becomes very high (i.e. when the high demand or continuous mode
are reached) both {(1) and {(2) tends toward 1 and then the number of accident tends toward:

T T

MTTRes MTBF

Na,du (T)~ Edu

When MTTRes << MTTF, which is normally the case for a safety system:

T T T
MTBF MTTF+MTTRes MTTF

Naau(T)~ = Agu T = F(T)

where F(T) is the unreliability of the safety system over [0, T].

INFO BOX!: The limit of the demand frequency is the continuous mode of operation. In this case, the a¢gident
probability is given by the safety system “unreliability”. Therefore, as shown by the formula just aboye, the
unreliabilfty F(T) may be used to asses the accident probability when the demand frequency increases.

In Figure[D.6 the ratio MTTD / MTTRes has been used on abscissa axis andythe ratio between the
approximpation and the exact result on the ordinate axis. As expected, the dpproximation is very gdod
when MTTD is smaller than 10 % of the MTTRes, i.e. is smaller than 5 % @f the test interval. When the
MTTD increases the approximation becomes more and more conservative’and less and less realistic

This is not a sound demonstration but this shows again that when the demand frequency and the tgst
frequency] become of the same order then the results provided. by simplified calculations beconpes
questionaple.

. F(T) A
Pau(T) As*MTTRes &1
/]
//
A4*MTTRes > 1 /]
10 / /
P /
dus |/
/
5 //4
MTTD / MTTRes
1 —/
0.01 0.1 1. 10. ]

Conclusion: when the ratio MTTD / MTTRes is large (>10 in our example) Uqu(T).A4T is a pretty good
approximation of the probability of hazardous event due to dangerous undetected failures P, 4,(T).

When it is small (<0,1 in our example) N, 4,(T) @ﬁ or F(T) are pretty good approximations of P, 4,(T).

In between (0,1 to 10 in our example) both approximations are overpredicting the hazardous event
frequency. Therefore the safety systems operating in the “on demand” mode operation should be split
into three categories:

1) “low demand mode” safety systems;

2) “medium demand mode” safety systems;
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“high demand mode” safety systems.

2013(E)

Usual approximations works for the types 1 and 3 but should be considered cautiously for the type 2.

D.2 Spurious failure analysis
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Figure D.7 — Spurious failure modelling

the engineer collective unconscious it is a good practice to maximize-the safe failures to ¢
ety. This is even required by some international standards (e.g. [EE;61508[2]). Unfortunat
eful only if the safe failures do not provoke too much undesirable*spurious failures. The 1
ident occurring when restarting the installations would certainly not incite to consider thg
ure as welcome failures. Of course a spurious action is less dangerous than a critical danger
[ too much spurious trips may also lead to dangerous_situations. Therefore the approach
ximizing the safe failures should be considered only when a safe state really exists and tha
ions are not harmful.

afe failure is really safe only when it occurs between states belonging to the class OK but m4
hgerous if it induces a spurious safety action:"Note that an individual safe failure may be
l spurious in conjunction with another failure previously occurred. For example, in the c;
L of 3” voting system the safe failure of.a component is only safe when it fails first. If it f
bther component has already had a‘gafe failure, then this generates a spurious action an
ure becomes a spurious failure, This swap between safe and spurious for a given failure
en component is a “systemic effect which cannot be handle properly at the component leve

ure D.7 shows that when-the spurious failure probability increases the time spent in

nsure the
ely this is
humber of
P spurious
us failure
based on
[ spurious

iy become
safe alone
ise of a “2
ails when
d the safe
mode of a
.

the state

urious action” increasesand the time spentin OK and KO decreases. If the time spent in K

O dlecreases,
 probability of accident.also decreases. Reciprocally, when the critical dangerous failure [{E'obability

reases the time spent in the state KO increases and the time spent in “spurious actio
Creases. If the time spent in OK decreases, the probability of spurious actions also decre
hlights an important property of safety systems: increasing safety tends to increase ad
quency and, feciprocally, decreasing spurious action frequency tends to decrease safety.

ducing<thé probability of accident just by increasing the number of spurious failures (i
ures)ds not a sound approach because the perfect safety of the installation would be reach
topped all the time due to spurious failures. This can be used only to some extent and a safd

” and OK
ases. This
tions trip

.e. of safe
bd when it
ty system

sh

uldbe designed Im orderto reacit a good batance DetwWeen safety and spurious actions.

ven when

spurious actions have no safety issues, the production of the installation is likely to be severely affected
if spurious trips are not properly considered.

The “de-energize to trip” design is likely to increase the probability of spurious failure (5.3). A lot of
components belonging to the safety system but without dangerous failures may be able to participate in
spurious actions. They should be considered (see 5.3) in the spurious failure analysis.

Therefore both accidents and spurious actions or spurious trips should be analysed together in order to
avoid that the safety team increases the spurious failure probability while the production team tries to
reduce it. The safe failures of components should not be increased blindly without measuring the impact
from spurious failures on the overall safety system.
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D.3 Average unavailability as a safety indicator

The average unavailability (so-called PFDayg) of a safety system is accepted as a key safety indicator

worldwide. It is obviously necessary but is it sufficient?
1 U1,du(t)

“Uz,du(t)

SIL, / / / '"'171,du(T) Nl

l / / / i / T 17 Y Uza 1)

T T
Figure D.8 — Typical saw tooth curves related to low demand mode safety systems

Figure D.8§ shows two typical curves related to low demand mode safety systems involving periodic3
ponents: the unavailability increases between the tests with maximums just prior to {

tests; it d¢creases almost to 0 just after tests. This gives a typical saw toeth:shape. The two saw to‘:ﬁth

curves in Figure D.8 are related to the same safety system: all the tests aré)performed at the same ti
on the leff hand sides while they have been staggered on the right hand side. According to the aver3
unavailabjlities, these two cases are considered to be equivalent (ise:'they have the same SIL). Obviou
they are njot identical from a risk point of view: the system on thelleft hand side makes excursions abq
the upper|SIL boundary about 1/3 of the time while the systéim’on the right hand side remains all {
time beloyv this upper SIL boundary. These two cases are perhaps similar for the designer seated in
office but|they are certainly different for the operator living on the installation: there are many m
risky peripds with the system on the left than with the;system on the right.

Figure D.9 shows the typical unavailability Ugy(#) for a safety system involving residual dangerq
failures which cannot be detected by periodic tests. In this case, the average unavailability Uqu
increasesjall the time when T increases.

In the exqmple, Uqy(t) is permanently, below the SIL; boundary over [0, t1], swinging around the §
boundarylover [t1, t2 and t3], and abovethe upper SIL; boundary (i.e. in the SILj.1 zone) over [t and t3,
Beyond ty| and t3, Uqy(t) is even permanently higher than Uq4,(T). From the operator point of view U gy
obviouslyfunderestimates the risk for the period [t and t3, T] and this is even worse for [t; and t3, T]

| Udu(t)
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Figure D.9 — Safety system with dangerous undetected failures not detected by test

Therefore if the average unavailability (i.e. PFDayg) is necessary to qualify globally the safety level

provided by a safety system, it is not sufficient to represent the risks actually borne by the operato

Is:

even ifthe requirements are satisfied from average point of view, the instantaneous unavailability should
also be considered and too large excursions avoided or limited in time (e.g. less than 10 % of the time).
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Annex E
(informative)

Continuous mode (preventive) safety systems

E.fDangerous faitures analysis

A preventive safety system achieves its safety action continuously. This is illustrated in Figure|E.1 where
the model is simpler than Figure D.2. This models a continuous mode safety system whicl is the ultimate
protection before an accident occurs. Note that the detection of the critical dangergusfailure Hefore that

the accident occurs (see Figure B.3 and B.4) is not considered to be possible in this simple mofdel.
Critical dangerous
Failure

Figure E.1 — Broad model of an ultimate’safety system working in continuous mode

Agpin two classes of state OK and KO are found:but the accident occurs as soon as the safety sysfem enters
in KO and the hazardous event frequency is.equal to the failure frequency of the safety system: @(a(T)=w(T)

Thie probability of accident over a givewrinterval [0, t] is simply the unreliability of the safety system and
Figure E.1 is, in fact, a “reliability” model (cf. Clause 9) where the state KO is an absorbing stafle because
there is no restoration after an‘accident. This model is valid if the critical dangerous failure i} detected
or [not detected by periodigtests. If Ag4f is the equivalent dangerous failure rate of this system then
P, [T)=F(T)=1-e " ~ A4T(if)A4T <<1. Therefore Agf also becomes the accident rate. The ¢quivalent

dahgerous failure rate-itis not necessarily constant for actual safety systems and in general cases time-
dependent Aq(t) have to be considered.

-y

—

IN[FO BOX: As F(£)-is the approximation found for “on demand” mode safety systems when the MTTD pecomes

shprt comparedto the MTTRes, the “continuous” mode appears to be the limit of the “on demand mode” when
MTTD tends\to zero.
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Critical dangerous
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Figure E.2 — Broad model of a safety system working in continuous mode (non ultimate

When the
on anothe

system refacts properly the accident is avoided. Consequently, as shown in Figure E.2, it is essential

consider {
the follow
mode and

shut dow1 systems.

The prob4
i.e. the saf|

possible restoration is not taken into account).

The modsd
MTTRes a

Over a giv
safety sys

If the w

by compa

safety system)

continuous mode safety system is not the ultimate safety system, it only generates a dema
r safety system (operating “on demand”) when it fails. Therefore, if the succeeding saff

he restoration of the dangerous critical failures to calculate the probability of a demand
ing safety system. Most of the control systems are of this type. Tley operate in continuc
when they fail, they generate a demand on the emergency shut‘down system or the proc

bility to have a demand over [0, T] on the succeeding safety system is just the same as abo
ety system unreliability F(T). It should be calculated by:using the model in Figure E.1 (i.e.

| in Figure E.2 is an availability model (the KQ 'state can be restored). The notions of MT
nd MTBF of the safety system introduced inthe previous chapter can also be used here.

en period [0, T] the number of arrivals in-KO (i.e. the number of demands Ny on the succeed
T

MTBF

T)is the average unconditional failure frequency of the safety system: Ny(T)=w(T).T . Final

tem) is simply: N4(T)®

rison with the previous formula w (t) @ﬁ is obtained.

nd
ety
to
on
us
PSS

ve,
he

ng

[1y,

INFO BOX

characterti
IEC 61511

: The average frequency-of dangerous failure w 4 (T), also named PFH, is the key parameter to

ze the functional safety of systems working in continuous mode of operation (see IEC 61508(2],
3], etc.).

The abovgd
therefore{

formulasCannot be applied to the model in Figure E.1 because there is no restoration arc g

he MTTRes is infinite as well as the MTBF. Nevertheless, this system will be restored in the real
1

nd

As this reg

n.

Finally: v

In the very simple case of Figure E.1, w =

toration time is not known it is possible to use w .. (t)®——— which is a conservative estimatid
MITTF

T

d(T):W df(T)T :m .

1 AgT _F(T)
MTTF ¢ T

is obtained. This formula remains

valid when the critical failure rate is not constant but the conditions of validations, F(T) << 1 should not
be forgotten as this formula goes to 0 when T becomes large.
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E.2 Spurious failure analysis

Spurious Critical
Failure _.-~""dangerous "
Failure

Spurious
action

Accident or
succeeding

Figure E.3 — Spurious failure modelling

Th
als
(at
ac

e spurious failures can be analysed exactly in the same way as for “continuous mode-saféty sys
0, increasing frequency of safe failures (e.g. at component level) increases the spurieus failures
safety system level). In turn this decreases the probability of accident. At thelénd, the pro
ident vanishes because the process is stopped all the time: this should be thoroughly conside

ems. Here
frequency
bability of
Fed.
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Annex F
(informative)

Multi-layers safety systems/multiple safety systems

F.1 Dapgerous faiture analysis

Contin Demand Demand
o |(;10us mode mode
mode (non ultimate) (ultimate)

Process Safety 1system Safety ;ystem Safety 3system Sifdation
Perfect
OK functioning
A
——¢ o
OK
Degraded
KO >fum:tioning
L J
— oK ©
® X ’
L ]
N | KO
Y .
@ + @ %::% Accident
N )
——

D+@+®

Figure F.1;— Dangerous failures of three safety systems running in sequence

Figure E.1illustrates a multiple safety system made of 3 individual safety systems working in seque
An event {rée[3] is used to model the functioning and dysfunctioning of these individual safety systems.
Each of th i i 2 i —Tiris a
very general configuration encountered in oil and gas industries where two safety layers are commonly
implemented (e.g. process control + emergency shut down) and sometime three (e.g. process control +
emergency shut down + HIPS):

e The first safety layer is a “non ultimate continuous mode” safety system.

¢ The 2nd safety layer operates on demand when the first layer fails. It is a “non ultimate on demand
mode” safety system.

e The 3rd safety layer operates on demand as ultimate safety barrier when both the first and second
layers have failed.
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In addition, Figure F.1 shows that:

the overall safety system gathering layers 1 and 2 operates in continuous mode;

the overall safety system gathering layers 1, 2 and 3 operate in continuous mode.

Then the “on demand mode” is only relevant to analyse individual intermediate safety layers. From an
accident probability point of view the continuous mode of operation should always be considered.

Avery commonly used approach for calculating the probability P, of the sequence leading to the accident
is to estimate a probability of failure for each safety system and to multiply these probabilities together.

Fo
saf
saf
oil
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3)

None of the above difficulties can be handled properly just by considering the safety layers in|

an
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m4
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sin
Md
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~ example P, = p1.p2.p3, where p1, p2 and p3 represent the respective probabilities of faily
ety systems 1, 2 and 3. The promoters of this kind of calculation claim that this is valid
ety layers are independent. Unfortunately this clause of independence is hardly ever-fulfi
and gas industries due to the following reasons:

The common cause failures existing between the safety layers.

The final elements (e.g. valves) which are often shared by several layers/fe.g. common pr
down and emergency shut down valves).

The impact of the systemic dependencies introduced by the periodic tests.

1 systemic approach considering all the safety systems as@ whole need to be implemented|
blems 1 and 2 are well known, the third one is generally ignored because it is outside th
bwledge of engineers. In fact the formula P, = p1.p2.p3.15only valid to combine constant prd
r probabilities at time ¢, p(t), provided that they are independent. Average probabilities - w

handledinthiswayandintegral calculationsareneeded. When the safety system comprises p4
ted components, it is not possible to split thi§integral into parts related to the individual sy
hould be calculated as a whole. The result may be significantly higher than what is obtaine

reover, the non-conservativeness  increases when the redundancy increases and,

b approximation become worse*when the probability decreases. This is misleading beq
ictly the opposite behaviour'ef the usual approximations used in reliability engineering
broximations are conservative and become better when the probability decreases. An exa
found in IEC 61511-3[3]'Ed. 2.
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when the
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bcess shut
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Whereas
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\ple multiplication which is not conservative. This may be observed when LOPA is implemented.
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INFO BOX: Hence, when-dealing with periodic tests and when simply multiplying the branch probabi

bether, the results may become non-conservative.
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F.2 Spurious failure analysis

Each safef

fi f fi
Process Safety 1system Safety 2system Safety 3system Situation
T
SF
° OK O
O
SF .
Spuriods————
? action
SF OK
® {
O
l SF

Figure F.2 — Spurious failures of three safety system running in'sequence

y system may produce two kinds of spurious failures:

Ction corresponding to the OK branch is spuriously triggered:

1) Thea
2) The
In the fir

mand on the following safety layer is spuriously triggered.

case the spurious action is straightforward whereas’in the second case the spurious act

is triggergd through the scheduled reaction of the following safety systems (which normally re

properly

In our ex
system. T
third safe

Figure F.2

The propg
on the de
spurious {

NOTE
5.3). This

0 a demand).

hmple, the first safety system can only generate a spurious demand on the second saf
he second safety system may generate, directly a spurious action as well as a demand on {
Lty system. The third safety system miay only produce a spurious action. This is presented
where SF stands for “spurious faijlure”.

gation of a spurious failure from a given safety system to the protected installation deper
sign of the succeeding safetysystems. Then, similarly to the critical dangerous failures f{
ailures should be thoroughly analysed and a systemic analysis is needed.

In de-energize to trip-design, all the failures able to lead to a spurious action should be considered (|
hay imply other comiponents than those considered within the dangerous failure analysis.
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Act

ety
he

ds
he

bee

172

© ISO 2013 - All rights reserved


https://standardsiso.com/api/?name=fca3a63267dce69b2ea1dcb7fdbea752

ISO/TR 12489:2013(E)

Annex G
(informative)

Common cause failures

NOTE This annex develops 5.4.2 which is to be read first.

G.l. Small similar components number

G.
As

pr
thg

B 1
Th

Thierefore the S factor is only the percentage of the failure rate which is reputed to be related

is
pe

of
arf
no

Ne
ab
de
pe
CC

1.1 Beta (f) factor approach

bbability of failure as low as it was wanted. At the beginning of the 19805dand after long dif
t shortcomings of such an approach have finally been recognized in the nuclear field and thg
hctor[20] approach has been introduced as a safeguard.

independent failure: 1-p).A

common cause failure: A

penerally considered that the multiple failures due to the f factor occur simultaneously orfi

efact) rather than a well identified-failure mode, that CCF are not very frequent and thalt

vertheless f factor rangingfrem 1 % to 10 % are often used in probabilistic calculations. The|l
but CCFisrather sparse butsome indications are provided for safety instrumented systemsinf
hling with functional safety (IEC 61508[2]). Ten % is certainly conservative in most of the caf
‘haps more realistic,-5"% seems to be a good safeguard. Anyway, a thorough analysis of thg

T

G.1.2 ThePDS extension of the Beta (8) factor model

G.1.271 Basic model

p factor approeach is interesting because it is easy to implement in the calculation models

I should be perforimed and a report documented to explain the choice of the value of 8 factor.

said in 5.4.2, it was believed at the beginning that increasing redundaney allows reducing the

cussions,
so-called

e principle is very simple. It consists in splitting the failure rate of the individual component in fwo parts:

to CCF. It
n a short

Fiod of time. This is a conservative hypothesi§which is implemented, for example, in IEC 61508I2].

course the main difficulty is to evaluate the value of this f factor because it is a safegualrd (i.e. an

they are

[ necessarily identified as such whenthey occur. This is certainly a domain needing improvement in

reliiability data collection and also to/be better in capturing failure causes (cf. ISO 14224I[15], Table B.3).

iterature
tandards
es,1%is
potential

The traditional way of accounting for common cause failures (CCF) in the process industry has been the
B-factor model. In this model it is assumed that a certain fraction of the failures (equal to ) are common
cause, i.e. failures that will cause all the redundant components to fail simultaneously or within a short
time interval. One problem with this approach is that for any M-out-of-N (MooN) voting the rate of
common cause failures is the same, regardless of the configuration. If Apy is the component failure rate,
the MooN voted system has a common cause failure contribution equal to S:Apy. Hence, this approach
does not explicitly distinguish between different voting logics, and the same result is obtained e.g. for
1002, 1003 and 2003 voted systems.
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In the PDS method[13], an extended version of the B-factor model that distinguishes between different
types of voting is proposed. Here, the rate of common cause failures explicitly depends on the
configuration, and the beta-factor of a MooN voting logic may be expressed as:

B(MooN) = B-CmooN, (M<N),

CMooN is then a modification factor for various voting configurations, and {3 is the factor which applies
for a 1002 voting. This means that if each of the N redundant modules has a failure rate Apy, then the
MooN configuration will have a system failure rate due to CCF that equals:

CMooN|" fADU

NOTE
shutdown

By using this model, the parameter f§ is maintained as an essential parameter whose interpretation i
now entirely related to a duplicated systeni. Further, note that the effect of voting is introduced a
separate fpctor, CmoonN, independent of 8, This makes the model easy to use in practice.

G.1.2.2

There is df course no definitethoice of the values for the Cpoon values. It may also be argued that {
Cmoon factors should differfor different types of equipment. Experience data (reliability data) on commj

cause fail

A MooN voting (M < N) means that at least M of the N redundant modules give a shutdown-signal fq
o be activated.

S
=/1DU 1 Similar Common
components Cause failure
J . Sy
Apy
- Cum 35 |
» Sn
Apu

Figure G.1 — PDS CCF model

Determining values for the Cyoon factors

ires are in general scarce and data which explicitly differentiate between different vot

5 a

he
on

ng

logics eveln more scasce. The factors therefore should be chosen based on the limited data availaple

combined

with expert judgements. When determining the CMooN values, it is also important to ensyre

that the effect efadded redundancy is not overestimated. Empiric results from a study made in Swedjsh

Power pladnts)\[SKI Technical report NR 91:6. CCF analysis of high redundancy systems, safety/relief valve
data analysisand reference BWR application. Stockholm 1992] and subsequent analysis of data from this
study indicates the following:

e (Given a failure of two redundant components, the likelihood of having a simultaneous failure of a

third

added component may be higher than 0,3, sometimes as high as 0,5.

¢ When introducing more and more components it appears that the effect of added redundancy

decre

ases as the number of components increases.

e For systems where the number N of parallel components are high (say more than 7-8 components)
the likelihood of having N simultaneous failures seem to be higher than having N-1 (and sometimes
also N-2) components failing.
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Assuming that the above observations can be generalized, the following assumptions are made when

establishing values for the Cpoon factors:

Given a common cause failure of two redundant components, then the probability of a third similar

component also to fail due to the same cause will be 50 %.

To cater for the (observed) reduced effect of added redundancy, the following has been assumed:

— when going from 3 to 4 components then the probability of the fourth component also failing

will be 60 %

— When going from 4 to 5 components then the probability of the fifth component alsa f|

be 70 %, etc.

— Finally when having 7 or more components the assumed effect of adding one nvore c

hiling will

pmponent

is negligible, i.e. it is said that if 7 components have already failed similtaneously, then the

likelihood of the 8th component also failing is 100 %.
Thien Table G.1 of CMooN for some typical voting configurations is obtained.

Table G.1 — Suggested Cnmoon factors for different voting logics

M\ N N=2 N=3 N=4 N=5 N=6
ME1 Cloo2=1,0 Cl003=0,5 Cloo4=0,3 Clo05=0,21 Cloo6=0,17
ME 2 - C2003=2,0 C2004 =11 C2005=0,7 C2006 =(0,4
ME - - C3004=29 C3005=1,8 C3006 =(1,1
ME 4 - - - C4005=3,7 C4006=R,4
ME S5 - - % - C5006 =§4,3
Itdhould be pointed out that the above figures are suggested values based on the listed assumptjons. C1¢05
anfl C1006 have been given with two decimals in order to be able to distinguish the two configurations.
Baked on the general formulae for calculating Cvoon-factors as described in the next sectior, the user
can modify these factors basedon experience and knowledge. For example, there might be qrguments
forl using more or less consekvative values for special equipment types.
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G.2 Large similar components number (shock model)

Overall
component failure

Independent Failure on Failure on

Taliure non lethal Shock lethal SNOCK

(1-B).4 YW
| Q |

|
|
|
|
:
|
|
|
|
|
|
|
| Conditional failure Non lethal
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

on non lethal shock shock

D | @

~—
Independent failures

~— -
Commeoncause failures

Figure G.2 — Fault tree illustrating the shock model

If numerous double failures and a few triple failures have been observed from field feedback, it is not

confirmeg
reported.
of affecte
pessimist

For exam
productio
not the c
Thereforg

Several m
paramete
called “bir
improved

| that quadruple failure have been observed: No multiple failures beyond four have ever b¢
The probability of multiple dependent fdilures due to implicit CCF decreases when the num
l components increases and if the S\factor model is realistic for double failures it is slig
c for triple failures and it becomes.too pessimistic for quadruple failures and beyond.

ble it is necessary that all the production wells be closed in case of a “blocked outlet” o
platform. An implicit CGFsmay prevent the closure of 2, 3 or even perhaps 4 wells, but sur
sure of 200 wells (otlierwise the CCF would be explicit and should be analysed as sud
the f factor model igineffective for a big number of affected components.

odels have beenCdeveloped to deal with this difficulty but most of them require too m3
Fs (e.g. multiple )Greek letters or a-models) to be practically used. The exception is the

omial failuretate” (“shock” model) approach which has been introduced by Vesely in 1977 a
by Atwa0od'in 1986(21], (see Figure G.2). The principle is that when a CCF occurs, it provol

factor moflelLwhen the non-lethal shock has only a given probability to fail the affected components. T

en
er

ly

1 a

bly
h).

ny
50-
nd
Kes
e B
he

on the af‘Ected ecomponents a shock which may be lethal or not. The lethal shock is similar to th

probabili

of having k failures due to the non-lethal shock is then binomially distributed.

As shown in Figure G.2, like the f factor model, the shock model is very easy to implement in probability
calculation models. It is a good compromise as only 3 basic parameters are needed.

e Apclethal shock failure rate;

° AnLc

e y co

non-lethal shock failure rate;

nditional probability of failure of a component given a non-lethal shock.

Figure G.2 shows how the shock model is implemented for a single component:

e indep

176

endent failure (Ajng);
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e failure on non lethal shock (A,L¢, ¥);
e failures on lethal shock (AL¢).

If a collection of N similar component is considered and Aqct.t << 1 is obtained, the failure rate due
common cause failure can be written as: A~ A +C2y2 A +Car 3 e +Chy * Ante +Coy° Apre + -

In the above formula, cfy*.2
lethal shock.

qLc 1S the failure rate of k component failures due to the occurrence of a non

Similarly with the f factor model, it can be written:

L }“LC = ﬁLC/’L and

° (CI%IYZ+C1%173+CI%174+C15V7’5+---))~nLc:ﬁnLC')*

=

innally the following results are obtained:

e | overall failure rate: A= 2ind + Ae ¥ AnLe

e | link with conventional f§ factor: B =8.+ B¢

e | failure rate on lethal shock: e = PBLcr

:BnLc
(Chr*+CRr* +C ¥ Cip®+.)
e | independent failure rate: A;,q=A[1-(B.+7-0)]

e | failure rate on non lethal shock: 2

A whichcanbewritten 4, . =p.A

nLc =

Thie problem is now to evaluate the values Aind, ALc A and y. Referencel21] provides some information
abput the evaluation of the shock model parameters but the engineering judgement can be ysed when
no|data are available.

A pragmatic way to do that is to align the shock model to produce the same result as the convientional
fadtor model by considering that common cause cannot produce multiple failures beyond triple failures.

Thiis leads to: p=—Pne ___
TG )
Muyltiple failures beyond triple‘failures being negligible, then the quadruple failures due to a hon lethal
shock are certainly lowermore than 10 times of the double failures due to the same non lethal shock.
2

2
Thiis implies ¢y%%>10.64%* which leads to y< }671"4 and therefore takingy ~ g cprtainly a

10y 10.Cy
cohservative hypothesis.

Finally, for a.seétof N similar components, the model can be implemented in the following wayj:

e | estimation of the lethal part of the beta factor: ¢

o | estimation of the non-lethal part of the beta factor: Snrc = B - BLc

e estimation of the lethal failure rate Apc = fLc.A

2
e estimation of y ~ CN4
10y

ﬂnLc
(CRr®+CRr®)
e estimation of Aypc = p.A

e estimation of p=

e estimation of 2,4 =2A[1-(BL. +7-0)]

The above approach estimates the relevant parameters from the number N of components and the
classical g factor and its repartition between lethal and non lethal parts. When dealing with a big number
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of components (e.g. a great number of wells to close in case of blocked outlet) this provides conservative
results where double and triple failures are the main contributors and where the unrealistic multiple
failures are not completely neglected.

Further detail about shock model can be found in references[20] and.[21]

G.3 Systematic failures considerations

Systematic failures are another kind of dependent failures. As defined in 0, this is the combination
between g pre-existing unknown fault and a given external condition which lead to a systematic faijlure.
This arises in a deterministic way as soon as the given condition occurs as illustrated in Figure G.3:

Depending of the safety system under study the related cause may never, always or randomly)happéns
(e.g. probability p in Figure G.3):

1) Wher the cause is outside the operating range of the safety system, it never happens and, therefdre,
the rglated systematic failure never happens.

2) Wher] the cause belongs to the routine operating range of the safety system,.it occurs very often and
the rglated systematic failure can be quickly detected and, usually, removed by a relevant design
modification.

3) Wherl the cause belongs to the non-routine operating range, it occurs randomly according to the
probdbility to run the safety systemin this non-routine range. Inthis case, even thatitis determinigtic
in nafure, the related systematic failure occurs randomly with the same probabilistic distributjon
of its related cause which, itself, follows the probabilistic distribution of the non-routine operatigns
initiating this cause.

Pre-existing Condition able to
fault "activate" fault'x)
" Failures x | NO
e »>O 1-p No event
-—a” 1-p
-0
i »O p Systematic fail
vee p Systematic failure

Figure G.3 — Illustration of a systematic failure

The case | does:net'matter as long as the operating range is not modified. The analyst should have in
mind thaf a safety system which is free of systematic failures when used under given condition njay
experiencesuch systematic failure when used in different conditions.

The case 2 is the easiest to handle because it can be detected during the commissioning stage and
corrected (e.g. modification of the design of hardware items or debugging of software) before the safety
system is really used.

The case number 3 is the most difficult to handle because it may occurs in situations with very low
probabilities (i.e. not detectable during the commissioning phase). If it is rather unusual for hardware
items this becomes an increasing problem with the software where remaining bugs are likely to lead
to such situations. It is possible to consider the compound event “random condition + pre-existing
systematic fault” as a single random event called “systematic failure” (see Figure G.3). This is used, for
example, for some software reliability approaches. Provided that probabilistic data are available, such
compound random events may be processed as other random event with the approaches described in
this Technical Report.
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It should be noted that systematic failures are not necessarily identified as such when a reliability data
collection is performed. Therefore the failure rates elaborated from the field feedback contain a part of
systematic failures. It should also be noted that the systematic failures are a kind of common cause failures
(in fact the most perfect ones!). Therefore they can be covered by the common cause failure approaches.
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Annex H
(informative)

The human factor

H.1 Introduction

Itis outsizL‘e the scope of this Technical Report to deal in detail with the human factor. An Internatio

Standard
topics are|
References

Human ey
of three t

¢ Memg

deviafes from intention in some unintentional way. Slips and lapses generally occur in routine tas
with pperators who know the process well and are experienced it their work. For example hig

auto

and ofverattention are potential problems leading to omissiens, repetition and routines applied| i

the

e Mist
are b
subse

e Rule
such :

In additio

e  Skill based - predetermined actions carried out in a certain order where performance is control

by std

running on automatic and earrying out routine actions. Routine monitoring and detection tasks ¢

be ind

e Rule
then
wher

mistalkes, for-example misclassification of a situation leading to the application of the wrong rule.

e Know

like IEC 62508 provides valuable information on this subject. Therefore onlyyimport:
pointed out. ISO 20815:2008[16], .10 refers to additional guidance for reducingfurman ery
[36][37],[38],[39],[40],[41],[42] [43] and[44] provide also further guidance.

ror modelling depends on how the error is classified. Error is generally-considered to
ypes:

ry and attention lapses and action slips - here the plan of actjoti-is satisfactory but act

ated action routines can be applied in the wrong situation'due to attention lapses. Inattent

ong situation or at the wrong time.

es in planning actions - inadvertent human effors that occur when the elements of a t3
bing considered by the operator. They are degisions to carry out (or omit) actions that {
quently found to be wrong, although at the.tiime the operator believed them to be correct.

yiolations - Deliberate deviations from'the rules, procedures, instructions and regulatio
IS omitting a step in a procedure in grder to get the job done more quickly

h, three levels of human performance can be considered:

red patterns of behaviour; triggered by stimuli in the environment. The operator is essentia

luded here. Such adevel of operating is primarily concerned with slips and lapses.

based — actions (or inaction) following well defined mentally stored or available rules (i
Ho Y) and jrivolving conscious effort in applying them. This is planned-for-problem solv
e solutions\dre governed by stored rules. Such a level of operating is primarily concerned w|

ledge based - here action follows problem solving in novel situations where no predetermin

hal
hnt
or.

be

on
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on

1sk
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hat

rules apply. Agam such a level of operating is concerned with mlstakes Limited mental resources
and lack of knowledge can cause errors in determining the appropriate rule.

These levels are hierarchical. Performance at the knowledge-based level will call upon rule-based
procedures which will call upon skill-based operations to execute the procedure. Human performance
is most reliable at the skill-based level and least at the knowledge-based level.

H.2 Quantification

In human reliability analysis the ultimate purpose is to reduce the presence of factors which increase
the chance of human error at these different levels of performance and optimize the factors which
increase the chance of success. These performance shaping factors exist in equipment, man-machine
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interface and task design, training and experience, procedures, information, communication, stress and
fatigue, workload, and underlying organizational and management factors. Other factors to be taken into
account are dependencies, for example when the same operator carries out the same task on otherwise
independent systems.

The following rules of thumb are here suggested with respect to the need for probabilistic quantification
of PFDayg (or PFH):

e The contribution from human errors is not included in the quantification if the safety instrumented
function (SIF) is activated automatically without any required operator intervention (e.g. a process

shutdown function (Dcn) activated anfnmafir‘a"y upon hicgh fnmpnrahlrn)
o

e | The contribution from human errors should be considered included in the quantificatign also for
a fully automatic SIF, if the function is frequently inhibited or bypassed during special operational
modes. An example can be a low pressure alarm (PALL) function on the inlet pipihg that frequently
needs to be inhibited during start-up.

e | The contribution from human errors should be included in the quantification if a person/dperator is
an active element in the execution of the SIF. For example, an operator‘may be expected t¢ initiate a
valve closure (shutdown) or valve opening (blow down) upon an alarmfrom the safety instirumented
system (SIS).

Hejnce, human errors should be considered in the reliability calculations if human tasks are lik¢ly to have
adirectinfluence on the performance of the SIF. In addition theprobability of human error degends very
mych on the situation: low for routine operations, high fot/operations under stress and verjy high for
enjergency situations.

At|present there is a lack of measured human error data. For this reason there have been a|wealth of
mgthods derived which compensate for this. In many cases the analyst will look for actual dafa specific
to the task or similar task, but mostly this has tg-be supplemented with a structured judgement method.
Geheric data, distilled from actual data, plays an important role in probability estimates. [There are
seyeral methods to execute a Human Reliability Assessment (HRA). These include THERP (fechnique
fol Human Error Rate Prediction), SLIM (Success likelihood Index Method), and HEART (Human error
asgsessment reduction technique) which are probably the best known methods. Most of th¢ methods
haye components which are based 'en data obtained in real-life situations. So, when HEPs from different
mdthods are compared they should show some agreement for specific types of task. Important
pafameters are:

e | Whether the task is\sKill-based (operator is essentially running on automatic and cafrying out
routine actions), rile~based (actions or inaction following well defined mentally stored oy available
rules and invol¥#ing conscious effort in applying them) or knowledge based (action follows problem
solving in novel situations where no predetermined rules exist and depends instead ugon stored
knowledge'and analytical processes). Quantification is generally in the order of 10-4, 10-f and 10-1
respectiviely for the operator action for these three kinds of task.

e | Whether the task is regularly performed and commonplace, more complex with less time available
Where the operator may make a mistake, or where the operator may omit to carry out gctions for
tasks withdependernce o situatiomat tues amd/or depenmdence upomr nrenoTy tire quartification is
generally in the order of 10-4, 10-3 and 10-2 respectively for the operator action. Complex unfamiliar
tasks under (time) stress typically acquire a value of between 10-1 to 1 per demand on the operator.

Absolute Probability Judgement (AP]), where the expert or group of experts estimate an HEP, frequently
uses nominal probability values in look-up tables and is probably the simplest of all approaches. Another
method, that of Paired Comparisons (PC), makes use of the fact that experts find it easier to make
comparative than absolute judgements.

For example, a look-up table may give generic tasks and associated human error probabilities. An
example for 2 very different task conditions is given in Table H.1 (HEART method):
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Table H.1 — Human error probability

Generic task Nominal human reliability (5th —-95th percentile

bounds)

Totally unfamiliar task, performed at speed with no
real idea of likely consequences.

Restore or shift a system to original or new state fol- {0,003 (0,000 8 - 0,007)
lowing procedures, with some checking.

0,55 (0,35 - 0,97)

The following two sections give examples of approaches to human failure.

H.3 Sigpal detection theory

Signal de

situationd and is a good example of quantification of human performance. The niedel can be used
tasks requiring decision making (yes/no decisions) which may occur in:

e Emer

e Inspefction and checking where it needs to be decided whether a £oniponent of the system is in
accepltable state or not.

e Conti

e.g. process control room tasks, drilling.

The mode

the differ

overlaps yith the distribution of “evidence” of .what constitutes noise. E.g. there may be conflict

evidence
four class

e Hit-the operator correctly detects.the signal (e.g. on checking the equipment the operator identif]

thatt

Hit prjobability = Number of hits/number of signal events.

e  Miss t the operator missed the signal (e.g. on checking the equipment the operator did not ident

thatt

Miss probability'=-Number of missed signals/number of signal events.

e False
altho

fection theory (SDT) is a way to model human performance in uncertain”or ambigud

bency situations where e.g. the operator has to diagnose the causes-of alarms.

huous monitoring of a system state where the operatoriswatching out for signals of deviatid

bnce between signal and noise if the distribution of “evidence” of what constitutes a sig

br weak evidence as to whether a component is mounted the correct way up. Here there 3
s of response to the evidence:

he component was incorreefly mounted when it was incorrectly mounted).

he componentivas incorrectly mounted).

alarm“<"the operator identifies a noise event as a signal (e.g. on checking the equipm
ghthle component is correctly mounted the operator reports that it is incorrect).

us
for

an

ns

applies where signals may not conclusively indicate a given condition. In many cases evidence
(signals) af a particular condition may occur in the pregsence of “noise”. It may not be easy to determ

ne
hal

ng
ire

ies

ify

ent

e Correct reject - the operator identifies a noise event as noise (e.g. on checking the equipment the
operator correctly finds no evidence to suggest the component is incorrectly mounted).

Correct accept probability = Number of events reported as noise / number of noise events.

Hits and correctrejects are good. A graph of the probability of hits against the probability of false alarms
indicates the operator’s performance where optimum performance is p.Hit = 1, p.False Alarm = 0.

Because of signal-noise overlap notall responses can be good. The quality of the signal and the experience
ofthe operator will affect the ability of the operator to make hits and correctrejects. However, in addition,
a criterion will be selected by the operator to separate the distributions which, depending on its position
along the line of evidence, will affect the frequency of false alarms and hits which will either increase or
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decrease together. For example an operator may be biased towards false alarms if not missing signals is
critical or towards misses if false alarms are considered unacceptable. Over time an operator may adjust
their response frequency to match encountered conditions such that in high reliability systems where
signals are unexpected there can be a bias towards rejecting the signal when it does occur.

<«— Criterion response correct reject
A A
:
S miss hit o false alarm
=) =
o o
: 5% :

Evidence Evidence

Figure H.1 — Overlapping noise (left) and signal (right) distributions of prabability of pvidence
when there is a signal event (top) or noise event (below)

Thiese concepts of human performance which split human actions up inte\different types are [mportant
foif linking the human performance into the system. Ultimately the luinan being should do omething
inyolving detection, diagnosis and response. The indicators (displays, signals) are in the|technical
system. The perception of the displays and signals is in the human.component. The internal r¢sponse of
th¢ human is diagnosis and selection of the procedural rule to.apply. The subsequent action fesponses
of the person are through physical interaction with the techinical system.

NOTE Even though an operator makes a correct diagnésis'and selects the right rule to apply, the]action can
still be incorrectly carried out.

H.4 A Paired Comparisons example

In the operation of an emergency system inrésponse to alarms, the uncertainty in the signal car] affect the
probability of the activation of the safetysystem. Indicators of shallow gas blow out are a good example.
Noft only are signals unreliable but drilling personnel can have very little time to make a decisjion.

Thie probabilities of different signals triggering a response can be calculated in a number of different
wdys, e.g.:

e | Absolute probabilityyjudgement (AP]) which might consider different nominal values dlepending
upon the nature 6fthe task and perhaps come up with a nominal value of 0,5 for failing tp respond
to a shallow gdsindicator (whether or not it is a real signal).

e | The method of Paired Comparisons, which compares the different signals with one gnother to
determiné which is considered more likely to be acted upon or ignored.

e lastymethod is developed as a worked example below. It provides a scale of values which can be
calibrated if two known data points are available, preferably around the upper and lower bounds of the
sweHas-the-catibrationpothts-itd tatthatthe-assessorgatherdataontheretevant signals

A"/ C C ) C U ) c
and ask experts to compare one with another in pairs.

Considering, for example, signals which may indicate shallow gas (drilling parameters, mud parameters,
measurement while drilling parameters, electric logging etc.) the experts (drill crew) should be able to
answer to questions like: “What indicator of the two is the least likely to generate a control response:
Increasing mud return flow or Increase in resistivity”

Every item (e.g. shallow gas indicator) is paired with every other one and assigned a row and column in
a table. For each pair the preferred item is specified and then the number of times as item is preferred is
totalled for each column (see Table H.2).
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Table H.2 — Record form for a single evaluator

(8]

A B C D E F G H I |
A A A A A A A A A
B A B B E B G B B |
C A B D C C C C C C
D A B D E D D D D |
E A E C E E E E E E
F A B C D E F F T F
G A G C D E G G G
H A B C D E G I ]
[ A B C D E [ G I ]
J A J C J E F G J J
Choice
score 9 5 6 5 7 3 4 0 2 4

This is reppeated for the sample of experts and the choice scores totalled and averaged and then divided

by n-1 (w

here n is the number of items) to obtain the probability<that the item was preferred (p).|To

avoid zerqs 0.5 is added to each S value. The p is then converted te'a z score, where the z value for a score
is the nurhber of standard deviations from the mean in the@ormal distribution: z=>-" where S ifs a
o
score, m i$ the mean and o is the standard deviation.
Table H.3 — Standard conversion table

Z] 0 [ P07 002]003]0.04]0.05]0.06] 007 [0.08] 0.09] [z ] © ] 0.07]0.02] 0.03] 0.04 ] 0.05 ] 0.06 [ 0.07 ] 0.08 | 0.0p
0 | 0.5000| p.5040| 0.5080| 0.5120| 0.5160| 0.5199| 0.5239| 0.5279| 0:5319| 0.5359 1.6 0.9452| 0.9463| 0.9474| 0.9484| 0.9495| 0.9505| 0.9515| 0.9525| 0.9535| 0.95¢5
0.1] 0.5398| p.5438| 0.5478| 0.5517| 0.5557| 0.5596| 0.5636/0.56,75 |* 0.5714| 0.5753 1.7] 0.9554| 0.9564| 0.9573| 0.9582| 0.9591| 0.9599| 0.9608| 0.9616| 0.9625| 0.96]33
0.2] 0.5793| p.5832| 0.5871| 0.5910| 0.5948( 0.5987| 0.6026] 06064 0.6103| 0.6141 1.8 0.9641| 0.9649| 0.9656| 0.9664| 0.9671| 0.9678| 0.9686| 0.9693| 0.9699| 0.97p6
0.3] 0.6179| p.6217| 0.6255| 0.6293| 0.6331| 0.6368| 0.6406| 10.6443| 0.6480| 0.6517 1.9] 0.9713| 0.9719| 0.9726| 0.9732| 0.9738| 0.9744| 0.9750| 0.9756| 0.9761| 0.97p7
0.4] 0.6554| p.6591| 0.6628| 0.6664| 0.6700| 0.6736| 0.6772| 0.6808| 0.6844| 0.6879 2.0] 0.9772| 0.9772| 0.9783| 0.9798| 0.9793| 0.9898| 0.9803| 0.9808| 0.9812| 0.9817
0.5] 0.6915| p.6950| 0.6985| 0.7019| 0.7054| 0.7088[\0.7123| 0.7157| 0.7190| 0.7224 2.1] 0.9821| 0.9826( 0.9830| 0.9834| 0.9838| 0.9842| 0.9846| 0.9850| 0.9854| 0.9857
0.6] 0.7257| p.7291| 0.7324| 0.7357| 0.7389| 0:7422]/0.7454| 0.7486| 0.7517| 0.7549 2.2 0.9861| 0.9864| 0.9868| 0.9871| 0.9875| 0.9878| 0.9881| 0.9884| 0.9887| 0.98P0
0.7] 0.7580| p.7611| 0.7642] 0.7673| 0.7704[\0.7734| 0.7764| 0.7794| 0.7823| 0.7852 2.3] 0.9893| 0.9896| 0.9898| 0.9901| 0.9904| 0.9906| 0.9909| 0.9911| 0.9913| 0.9916
0.8] 0.7881 .7910] 0.7939| 0.7967| 0.7995| 10.8023| 0.8051| 0.8078| 0.8106| 0.8133 2.4] 0.9918| 0.9920| 0.9922| 0.9925| 0.9927| 0.9929] 0.9931| 0.9932| 0.9934| 0.99B6
0.9] 0.8159| p.8186| 0.8212| 0.8238| 0.8364| 0.8289| 0.8315| 0.8340| 0.8365| 0.8389 2.5] 0.9938] 0.9940| 0.9941| 0.9943| 0.9945| 0.9946| 0.9948| 0.9949( 0.9951| 0.9962
1 0.8413| P.8438| 0.8461| 0.8485] /0:8508| 0.8531| 0.8554| 0.8577| 0.8599| 0.8621 2.6 0.9953| 0.9955( 0.9956| 0.9957| 0.9959| 0.9960| 0.9961| 0.9962| 0.9963| 0.99p4
1.1] 0.8643| p.8665| 0.8686| 0.8708f.'0.8729| 0.8749| 0.8770| 0.8790| 0.8810| 0.8830 2.7] 0.9965| 0.0066( 0.9967| 0.9968| 0.9969| 0.9970| 0.9972| 0.9972| 0.9973| 0.994
1.2] 0.8849| p.8869| 0.8888( 0.8907| 0.8925| 0.8944| 0.8962| 0.8980| 0.8997| 0.9015 2.8] 0.9974] 0.9975| 0.9976| 0.9977| 0.9977| 0.9978| 0.9979| 0.9979| 0.9980| 0.99B1
1.3] 0.9032| p.9049| 0.9066{20'9082| 0.9099| 0.9115| 0.9131| 0.9147| 0.9162| 0.9177 2.9] 0.9981| 0.9982| 0.9982| 0.9983| 0.9984| 0.9984| 0.9985| 0.9985| 0.9986| 0.99B6
1.4] 0.9192| p.9207|, 09222 0.9236| 0.9251| 0.9265| 0.9279| 0.0292| 0.9306| 0.9319 3.0] 0.9987| 0.9987| 0.9987| 0.9988| 0.9988| 0.9989| 0.9989| 0.9989| 0.9990| 0.99P0
1.5] 0.9332| P.93456[\0.9357| 0.9370| 0.9382| 0.9394| 0.9406| 0.9418| 0.9429| 0.9441

By using the areas underneatit normar aistribution curve, the probabitities of different outcomes are

used to determine the number of standard deviations the score is from the mean. The p is converted to a
z score using a standard conversion Table H.3. When p is less than 0,5, use 1-p to find negative z values.

The z scores are then recalibrated as a 0-100 scale where 0 and 100 are used for the extreme values.
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Table H.4 — Paired comparisons arranged in ascending order of S scores

H I F ] G D B A
Choice (S) score 0 2 3 4 4 5 9
Adjusted score S’ 0,5 2,5 3,5 4,5 4.5 5,5 5,5 6,5 7,5 9,5
(add 0.5)
Probability 0,05 0,25 0,35 0,45 0,45 0,55 0,55 0,65 0,75 0,95
P’ = (S"/n)
A -1,64 -0,67 -0,39 -0,13 -0,13 +0,13 +0,13 +0,39 +0,67 | +1,64
Scpling 0 30 38 46 46 54 54 62 70| 100
In fthe example the HEP would be the probability that the indicator is not responded ‘to. Follpwing the

SC{
va
an

Lo,
thg

Su
de

Thien Log10 0,5 = (a x 100) + b and Log10 10-3 = (a x 0) + b whiech is solved as: b =-3,a = 0,033

So
So

In

H these can be used to calibrate the scale where:

mand on operator as the chance of failing to respond to the indieator.

HEP (D) = 0,0606

Ordinal~scale value HEP
100 A [0,5
90
80

70| E ]0,2045

62| c [0,033
54| B, D|0,0606

46| G, J [0,033
38| F_|0,018
30 | 0,0098
ol H 0,001

Figure H.2 — Scale of probability from the score of the pairing method
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01

kuch a way a scale of probabilities for a set.of'items (e.g. A to H in our example) can be deriyed.

le conversion, two seed HEPs are used to calculate the other values. Ideally these)are high and low
ues (e.g. A and H for our example). What this means is that two of the item valiies have knpwn HEPs

710 HEP = a.5 + b where S is the scale value and a and b are constants. This rests on the pr¢mise that

bre is an exponential relationship between the scale values and the absplute probability of failure.

ppose indicator A has a known HEP of 0,5 per demand on operator and H a known HEP of 10-3 per

the value of D, for example, would be calculated as Logio HEP(D) = 0,033 01 x 54 - 3 =-1,2[17 46
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Annex I
(informative)

Analytical formulae

This anngx is based on the approach developed in 6.2.3. It aims to detail the establishment)of the
formulae [related to single, double or triple failures of safety system operating in low demand mofle.
Those forfnulae are valid only if the assumptions described in Clause 7 are met: low probability of failure,
quick repgirs, constant failure and repair rates, test duration small compared to the test interval, etd.

NOTE If the protected installation is stopped during tests and repairs then MRT should be replaced by the
time elapsing between the detection of the fault and the stopping of the installation, and the test duration shopld
be taken el]ual to 0.

1.2 Single failure analysis

>
~
&

Figure I.1 — Single compofient and single failure

The reliability block diagram in Figure 1.1 represents a single element and the corresponding single
failure (A F “component A failed”) which may:b€ a part and a minimal cut set of a complete safety systgm.

1.2.1 Dangerous undetected failures

If the protected system is stopped-during testing and repair of the protection systems, the risk| of
accident i$ absent during the corresponding downtime and very simple formulae can be established for
the dangerous undetected failures:

e Unreljability due tothe single failure: Fqy(t) = Aqut
e Unavgilability,due to the single failure: Ugy(t) = Aqu(t modulo t)

NOTE (t modulo ) represents the remaining part of the division of ¢ by 7 (i.e. the time remaining until the
next test).

In order to simplify the notations, “unreliability” means “unreliability due to single failure” and
“unavailability” means “unavailability due to single failure” in the remaining part of this annex.

Thanks to the hypothesis “as good as new after a test”, the unavailability is similar from a test interval
to another and it is only necessary to develop the calculations over a test interval of length t.

This leads to:

— 2
e Average unavailability over a periodic test interval: Ug, ~ EJOT AgyS-dS =l'ld% :;th“T
T T

_ 2
e Number of accident over the time interval [0, 7] is equal to N, g,(1)~Udu.Aqt :% (according to

Equation D.1)
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2
Hazardous event probability over [0, 7] : Pa,du(r)zNa,du(r):% (according the underlying

hypothesis Aq7 << 1).

Na,du(r) ~ 6 ;td _ ldu’ld‘[
T

Hazardous event frequency: @ ,qu(r)= d .

If the protected system is not stopped during the repair of the safety system then a hazardous event may
arise if a demand occurs during the repair. The probability of a repair is equal to P.(r)~14,r and the

duration of a repair lasts MRTqy = 1/udy- Then:

NO

cotpplicated when repair is considered.

Wi
of
Su
teq

An
Th
be
de

Expected time of unavailability due to repair: ©,.(r)~A4,.7 / gy

Unavailability due to repair: U~ O:() _ Aau
T

Hdau

Number of accident over the time interval [0, T]: N, (r)~Ur.A4 ~ Fdutd? (according to Equat]
Hdu

ion D.1)

Hazardous event probability over [0, T]: Pa,r(r)zNa‘r(r)zM (according the underlying

Hdu
hypothesis A4t << 1)
_ _ N _
Hazardous event frequency: @a,=®a:(r) _Nar(®) ~Urdg= Aautd
T Hau
TE The formula of the instantaneous unavailability U4,(t) Has not been established because

len a test is performed, there is a probability to fail¢he safety system due to the testitselfju
he sudden change of the state of some componerit: This is a failure occurring on demand as |
Ch a failure has to be repaired and the same repair duration MRTyy, as for failures occurred {
tinterval is considered. Therefore, if y is theprobability of failure due to the test:

(ON(4 1
O 1
T HauT

Unavailability due to the tests: U, x

Y Ad
Hdu

Number of accident over [0, T]:\W, , =N, (t)~Uy.Aqr ~ (according to Equation D.1)

Hazardous event probability over [0, 7]: P,, = ay(r)zNay(r)zy’ld
' ’ ' H

(according the y

du

hypothesis Aq7 << 1)

¥ Ad

Na_y (7)
T HauT

Hazardous event frequency: @, (r)= ~UyAg=

it is rather

bt because
per 3.2.13.
within the

nderlying

other kind\of failure occurring on demand can occur when a demand of the safety actign occurs.

e differehee with y is that it cannot be repaired before that the demand occurs. Some of
detected by, e.g. dismantling the device on a workbench to inspect its internals. Others
rected, e.g. mechanical blockage due to a sudden change of the state. As above such failu

them may
cannot be
re may be

md

delled by a simnle not time-depnendent brobability il
"y A i

©lI

Unavailability due the demands themselves: U, =y
Number of accident over [0, T]: N,,, (r)=Uy A4t ~piqr
Hazardous event probability over [0, T]: P, (r)==N,, (:)=y2i4t

Na,y/(f)

Hazardous event frequency: @a, ()= ~Uy Ag =Wiq
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The protected system is not necessarily stopped during the tests. Then, if the safety system is unavailable
for its safety function (e.g. if it is disconnected) during the test, this is necessary to properly consider
that in the calculations. If m is test duration, then:

o Unavailability due to test duration: U, =2~

T

e Number of accident over [0, T]: N, , =N, ,(t)= Uz .Aqr = Aqn (according to Equation D.1)

e Hazardous event probability over [0, T]: P, =N, , = A4.7

e Hazal

If the saf{
test is fin
unavailab)

e Unav:
e Numbh

e Hazai

e Hazai

Other par
when no f]

Gathering

T - Adu:
e Averdge unavailability: U (r)~ d;T +du P oty

e Numbh

e Hazai

Pa,du(ﬂ

e Averdge accident frequency.over [0, 7]:

Ea,du(T

.22 D

Revealed

AL (=)
dous event frequency: dba,ﬂ(r)z%”zuﬂ./ld =4 ?

le until the next test (i.e. during 7). If w is the probability of this human error them

ilability due to human error: U, o= =0
T
er of accident over [0, T]: N, ,(c)=U , A4t ~ 0Aqt

dous event probability over [0, 7]: P, ()~ N, ,(r) = 0A4r

N, ()

dous event frequency: @a,(r)=—22"2~U Ay =0ly
T

hmeters can be introduced accordingly when itis needed\(e.g. no detection of the failure, rep
hilure is present, etc.).

all the results above gives:

)'du 4

Hqu Hul 7T

er of accidents over [0, T]: N, 4,(r) z('ldu'r +@+ r +£+w+y/)/ld.r
2 Hdqu Hqu?t 7T
dous event probability over [0, £]:

2 2
~ N, qu(r)~( du 2wy T ST L vy age
Hau Haud/ T

)= MN(L@ T +—+co+y/)/ld

T 2 Hau Hau?

hngerous immediately revealed/detected failures

failures, as well as failures detected by some diagnostic tests, are known immediat

or almost

ty system is disconnected to perform the test its reconnection can be forgotten when the
shed (human error). If nothing is scheduled to detect this kind of error, then itw/ill remai

air

ely

Immnﬂlafnlv after fhny occur. Thnn restoration nnrm:\”y ]’\ngihc qnir‘l{]y :\nd’ th

Qn’

1/udd = MTTResgq = MRTdd

This case

188

is very similar to Figure D.4 which has been adapted in Figure 1.2:
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Accident

Fignrn L2 — nnngnrnllc detected failures modelling
(=]

Hel

Fr
md
sh

OK

Thierefore the instantaneous state KO can be removed to obtain the equivalent graph in Figure

=

Aq

re the restoration time is short, i.e. the ratio p = MTTD / MTTResqq is high and theappro
rk well:

Safety system unreliability: Fqq(t) ~ Aqqt
Safety system unavailability: U, (t)=—8d (1 ¢ Caa+uaalty
Add * Hdd

Safety system average unavailability: Uqq ZA% (asymptotieyvalue which is reach
dd * HMdd

or 3 MTTResqq)
A

Number of accidents over [0, T]: N, 4q(T)~Udd-Aq.T=—"982 3, T
Adact Hdd
- o A
Hazardous event probability: P, 4q(T) =N, 44(T)~Udd. AT =—94— 14T
dd * Hdd

Na,dd(T) “ idd'ld

T Add + Had
m a theoretical point of view, this model belongs to the “completely and quickly repairable
aning that it spends most of its time in\the state OK. When it jumps to KO, it stays there
prt time (=1/ugq) and KO is almost aninstantaneous” state. When it jumps out of KO, it com

Hazardous event frequency: @, 44(T)=

with the probability % dnd to the accident (or demand) state with the probabilit
dtHdd

~ Agd *4__ s the equiyalent accident (or demand) rate of the safety system.

Aq+ Had

Accident
or succeeding
SB

Accident
or succeedin
SB

Instantaneous
state

Figure 1.3 — Equivalent model for dangerous detected failures

kximations

bd after 2

" systems,
for a very
es back to
y b
d+Hdd
1.3 where

From the equivalent failure rate, the probability of accident over [0, T] is simply the unreliability

provided by this model: P, 44(T)=F(T)~ AqT ~ A4q P ~

Th

©lI

T.

dt Hdd
is is the same result as above found in another way.
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1.2.3 Spurious failures

/’{‘dd
-
Spurious Critical
action /

demand

Failure modeling

£
78T

|

|

|

|

|

|

|

|

|

: dangerous
|

|

:

|

™ Hdd
|

|

|

Figure 1.4 — Model for spurious failures

Figure I.4[models the behaviour of a single component from spurious failure point6fview. The spuriqus
failure rafle is equal to the safe failure rate Asr of the component and the repair rate'is equal to the reppir
rate usrof the component. Such failure is normally immediately revealed: MFDF =0 and MTTRessf= MRTst.

NOTE In “de-energize to trip” design, all the failures able to lead to a spurieus action should be considered
(see 5.3). This may imply other failures than those considered within the dangerous failure analysis (e.g. the links
between the components). The safe failure rate Agf should be evaluated acéordingly

The part rjelated to the dangerous failure is not considered in the-calculations because this simplifies the
calculatiops and provide conservative results.

From Figyre 1.4 the following is obtained:
e Probdbility of spurious failure (i.e. “unreliability*with regard to spurious failures):

Fst(t):st(t) I~ )Lsft

e  Mean|time between spurious failure: MTBF,, = MTBF; = MTTF + MTTRes ¢ :i+i
s Msf
. . T
e Numbler of spurious failure oyexr [0, T]: Ny (T)=N(T)= VITBF
sf

e Averdge spurious failure ftequency is given by:

st(T) = 1 1 _ }'sf:usf

T, “MTBF; MTTFy+MTTResy Ag + figs

D st(T)E D s(T) =

When Fsf([T') << 1, i can be used to provide a conservative value of the average spurious failure frequency

over [0,T]: ®s(F)=@s(T)> MTiF =/157f1T zFSfﬁT). The approximation Fsf(T)/T cannot be used wheny T
sf

becomes large at it goes to 0.

1.3 Double failure analysis

Figure L.5 presents RBD comprising two redundant blocks and the corresponding minimal cut set which
is a double failure.

Even forarather simple system like this one, the number of combinations drastically increases (especially
if the extra parameters like 7, w ... introduced in 1.2.1, are considered). In addition, the tests intervals
are not necessarily identical and even if they are identical they can be performed not at the same time.
Therefore it is almost impossible to treat all the possible cases. The aim of this part of the annex is to give
some advice and to encourage the analysts to understand and develop their own formulae rather than to
provide a catalogue of ready-to-use formulae.
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o >0 <:> {4, B}

Wy

Figure 1.5 — Redundant components and double failure

I.3

Thie system presented on Figure L.5 is failed when both A and B are failed, i.e. whenthey are u
at the same time: Then its unavailability is given by:

Thiis formula comprises three types of terms:

1y
2)
3)
As

va
1y
2)
3)

Gafhering all the results obtained over a given duration T lead to:

S11]

I.3.22” Dangerous undetected failures

Tz[n only:the term Uz(t) = Ua,qu(t).UB,qu(t) is new and is analysed below.

1.3

.1 System unavailability

Ua(t)=UA()Up(t)=[Up qu(t)+Up 44 ()] [Up qu(t)+Up 4q(t)]

one term related to dangerous detected failures: Up,d44(t).Ug,dqft)
one term related to dangerous undetected failures: U2 du(®).Upb,du(t)
two terms related to both type of failures: Ua,aa(t).Ub,du(t), Ua,du(t).Up,dd(t)

seenin [.2.2 Up 44(f) and Ug 44(t) converge quicklytéward asymptotic values which are als
Aadd o mo ABdd

—— ——=Uy, Updd~

Aadd+ Hadd AB,dd + HB,dd

term related to dangerous detected failures: U1(t) = up.up

ues: Uadd = =up . Therefore the above terms can be expre;

term related to dangerous undetected failures: U3(t) = Ua,du(t).Us,du(t)

terms related to both type of failures: U3,a(t) = ua.Ug,qu(t), U3 ,B(t) = Ua,du(t).us

Hazardous event prebability: P,(t)~N,(T)~[U1(T)+U2(T)+U3a(T)+U38(T)| gt =U AB.Ay T

Hazardous event\frequency: @,(T)~U ap.A4

gle failure analysis (cf. L.2).

havailable

averages

sed as:

Thie term Uy (t)and'the terms U3 A(t) and U3 g(t) can be easily evaluated from the results obtained in the

.2.1 Simultaneous tests

The simplest case is presented on Figure 1.6 where the two components are tested at the same time with
the same test interval.
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Test of A

) o
Test of B t

Figure .6 — Two components tested at the same time

Within a test mtarual tha failnra oayy acce 10 foe Asffnrant vzauc Tharafora tha
eSeHreeFvYantHerarare-ay-oeeur ot et rere e ways—ererore—+ne

dangerou$ undetected failures has 4 different terms:

nnavailabhilityy A to
HHavaiasiey-aus

1) AandB are failed undetected: ﬁé(r)

2) AandB are under repair after a test: E%(r)

3) B fail$ during the repair of A: Us(r)

4) A fail$ during the repair of B: E;‘(T)

At the end the average unavailability of the system is obtained as:

U2(0) U 2(0)+U5(0)+ Ua(x)+ U3 (r)

These fouf terms are evaluated hereafter.

I.3.2.2 A and B are failed undetected
If §=tmodfr (i.e.d equal t modulo 7):
 unavgilability: UJ(6)=U 4,(8)Ug qu(8) ~ Ap qudPB,aud = Aa du-tp,qud °

T
2 2
.[0 Apdu-AB,dud “dé _ Aagu Bt

e average unavailability: ﬁ%(r)z 3

: -1 4= =
It is obserjved that U, @%UA,du-UB,du

INFO BOX|: This means that the multiplication of the individual average unavailabilities of A and B does not
provide a fonservative estinmation of the average unavailability of the system AB. Nevertheless these kinds of
calculatiops are often observed.

When the|components are tested at the same time their availabilities are good (just after a test) and had
(just beforetest) at the same time. This introduces a correlation between the component availabilitjies
which is a systemic dependency. The coefficient 4/3 which is greater than 1, only appears when
establishing the formula for the whole system. It is the manifestation of this “systemic dependency”
existing between the components A and B because of the periodic tests.

1.3.2.2.1 A and B under repair after a test
In this case:
o unavailability: U3(8)~(Aa guv)e "4 (A gu)e MBI = 2y 4 Ap gt Ze HAdutHBA)O

. s — A dut
«  average unavailability over [0, T]: Uj(r)~—Adu”Bdu

Hadu T HB,du
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NOTE The implicit hypothesisisthat Aand B has their own repair team. This may be an optimistic hypothesis.
If there is a single repair team, the repair policy should be modelled (e.g. component A repaired first) or an
equivalent repair rate ((aB,du, 4a, 4uB) should be evaluated.

1.3.2.2.2 One component fails during the repair of the other

B fails during the repair of A gives:

o )= A’du.r).e"‘A'duﬁ .JLB_due”l‘id“‘S =2 A,du.r.AB_due’(’lB'd““‘A'd“)S is the probability of failure of B between &

and 6 + dé when A is under repair

. s t A _
o | Unavailability: v3(t)= j F3(8)d5 ~Ap gu ) —2W(1-¢ VBdutHadu )y
0 ’IB,du‘HlA,du
. . —3 Aa qu-t
o | Average unavailability: U3(¢)~—2duBdu_
B,du+.uA,du

e | Afails during the repair of B gives:

t when considering e #A%" ~1 and 1/sx 4y << T.

. . A _
o | Unavailability: U5(t)=(Aggq7) ——28 —(1-¢ HadutBau)ty
)“A,du"':uB,du

Ap,duAB,du

e | Average unavailability: U}(r)~ t when considering ¢ **®’ ~1and 1/ug,qu << T.

A,du + HB,du

I.3l12.3 Non-simultaneous tests

Figure .7 shows an example where the components have different tests intervals. Therefore they are not
teqted at the same time. With such a test pattern, simultaneous tests occurs only when Ga+n.fa = Og+m.
tg[where m and n are integers and 04 and g the length of the first test intervals (if they ar¢ different
frdm the others). This can occur often, rarely or never (every 4 tests of A and 7 test of B in Figure 1.7). It
is the work of the analyst to perform the analysis of this pattern: on Figure 1.7 the time intervhls 2 to 10
stdqrt with the test of one component and end'with the test of the other; intervals 1 and 4 starf after the
teqts of the two components. The interval €1 ends with the tests of the two components.

-y

For the example presented in Figure'li7, the renewal period (i.e. the duration after which|the same
paftern of intervals comes back) is T'r = 4.tpo = 7.tg. This implies that it is necessary to estpblish the
unpvailability formulae for the\11 different intervals comprised within Tr. This can be dope just by
using formulae similar to these established above. Finally the average unavailability can be ¢alculated

ZTI'Edu'I(TI)
over the renewal period by: ﬁdu(TR):"Ti where Ty :ZTi is the renewal duration and T;j is the
R i
lerjgth of the intervabi.
Tgst
ofa @ @ ® ® ® | ® ® @)
[——= TN < (7N A =II: 7N < 7N | >
g e Gy e g P g —H— g~ T
Tgst
of| B

Figure 1.7 — Example of components not simultaneously tested

A difficulty arises when there is no renewal period or when it is larger than the period of interest. In
these cases, all the intervals over the period of interest have to be identified and considered for the
calculations.

Figure 1.8 provides the example of the special case where the test intervals have the same duration (t).
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O

|

! |
Test of A i
|

|

v

[
|<—9 »la T > !

Test of B

In this cad

There is npp renewal period but the test pattern comprises only the two types of intervals identified a

and 2 on j
long rangg
asymptot

A test dur

type 2 (dllration 7-0). A test duration 7 beginning by a test of B comprises one interval of type 2 (durat

7-60) and
test durat|

the asymy

NOTE

with the 3
steady-sta

Interval ¢f type 1:

Within an
7-0+6 med

e Unav:

Figure 1.6 — Example o1 similar test intervals

e, all the time intervals begin after the test of one component and end when the other istest

igure 1.8. In addition, the test interval 7 is the sum of one interval 1 and one interval 2. On {
e (i.e. after 2 or 3 test interval) the average unavailabilities of such a system tonverges tow3
c values in each of the intervals (see the NOTE hereafter).

htion beginning by a test of A comprises one interval of type 1 (duration ) and one interva

ne interval of type 1 (duration 6). Therefore the asymptotic average unavailability over {
jon is the same either it begins by a test of A or a test of B. It ean be established by establish

totic average unavailabilities of intervals 1 and 2 and: EAB,du(r):E(:;d (9)+ﬁ(:;d (z-0)
,du ,du

The asymptotic value ﬁaS(T)zlimi)ﬁ(t,HT) of thexaverage unavailability cannot be mixed

symptotic value U =lim—225U(¢t) of the instantanééus unavailabilities. U% exists only wher]

e is reached and there is no steady-state in this exaniple.

interval of type 1, the instant 6, § €[0,01, measured from the last test of A is also the inst
isured from the last test of B. Then.for the test interval of type 1:

ilability: U(:B]d ()~ 2z quO2g qu(0+T —0) =2 p qu-Ap qud (8 +7 —0)
,du ’ ’ ’ ’

. Averlge unavailability: Ut {

Interval

Within an
0- 6 meas

e Unav

0 2
b (o jo Pnautnau® 466 =008 30 000, 0% 0%c- 0,

AB,du T T 3 2

ftype 2:

interval of type 2, the instant §, § <[6,7], measured from the last test of A is also the inst3
ured from the last test of B. Then for the test interval of type 2:

ilability: U(AZBJcl ()~ Zp qu-Ap,qu (8 —6)

bd.
s 1
he
rd

of
on
he

ng

up

£ a

ant

int

T
[y gl S(5=0)= 20 o3 o3

e Average unavailability: ELA;d (r—6)~=2

" 3
Achrr AATBAe AT T VTV
T T 3 2

Interval of type 1 + interval of type 2:

Gathering the results for type 1 and type 2 gives the average unavailability for a whole test interval of

duration equal to T: ﬁAB,du(r)=l7(:;d (0)+

—(2)

Ap gyt
U" (c-0)xZAWTBAU 5.2 32 94307
AB,du 6

When 1 has a fixed value, the average unavailability is a function of 8. The analysis of the derivative
of %(212—310+392):69—31 shows that:

e U AB,du

194

(r)is minimum when 6 =t /2: EAB,du(T):)*A,du'lB,duz%Tz
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_ ) ) — 1
e Uagdu(r) is maximum when 6 = 0: UAB,du(T):AAldu_,lB_dugfz_

INFO BOX: Therefore the average unavailability decreases with 37,5 % when going from simultaneous tests to
perfectly staggered tests. Whether this “systemic” improvement is significant or not will depend on the appli-
cation.

Thlisanalysis should be completed with the unavailabilities due to repairs but when a failure is discovered
byla test several operational procedures can be considered:

e | nothing is done on the other component which will be tested at its next planned-test;

e | the other component is immediately tested and the protected equipmentis stoppgd if both
components are failed (in this case the risk of accident during repair is removed);

e | the other component is immediately tested in order to verify that'a.common cause failure has
not occurred.

Thie formulae corresponding to all these cases are not established but this can be done in a similar way
to what has been described above.

1.3.3 Double dangerous detected / immediately revealed failures

OK KO Hazardous event
or demand

Hazardous event or
demand on the succeeding
safety system

Figure 1.9 — Dangerous detected failures model for a two-component minimal cut set

Figure 1.9 illustrates the case when both A and B have only dangerous detected failures (see the
Markovian modelling in Clause 9). The system failure occurs when both A and B are failed (state n° 4)
and if a demand occurs in this state then a hazardous event (ultimate safety system) or a demand on the
following safety layer (non-ultimate safety system) occur.

In case of dangerous detected failures, the detection is normally quasi instantaneous and repair can
start quickly. Therefore the times to restore are small compared to the times to fail and, compared to the
state 1, the states 2, 3 and 4 are quasi instantaneous. Then for the overall safety system:

AB,dd vy Aadd

e Equivalent failure rate: A,gq4q ziA,ddli Bdd 7 o
Bdd T Hadd Add T HB,dd
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e (Critical failure rate (see Annex B): 4B dd

¢ Mean

e Mean

e Avera

time do fail (MTTF): 1 / AaB,dd

1

Hadd T HB,dd
MTTRes ApBdd < AaBad
MTTRes+ MTTF  Appgq+HaddtHBdd  Hadd T HBdd

time to restore (MTTRes):

ge unavailability: U agaa =

e  Probability of hazardous event (accident) over [0, T]: P, 44(T)= N aq(T)=UaB(T).A.T (or probability of
a demand on the succeeding safety layer):

e Hazai

Figure 1.1
AAB,dd MO

by ua,dd*t

Comparec
(1A,dd+UB

(1A,dd*HB
hazardou

Then, the
e Hazai

e Probd

Therefore

approach.
compared

dous event (or accident) frequency: @ aqu(T)~U a(T).A4 ~MaBacta

Hadd+ HB,dd

D illustrates a model equivalent to the model of Figure 1.9 where the equivalentfailure r
dels the jump from the OK class to the state AB. The jump from AB state to the OK'elass is giy

B,dd as there is two possibilities to repair the state AB.

to the time spent in the OK class - 1/4aB,dd -, the time spent inAB.is very short -

dd)/(HA,dd+UB,dd*+ Ad) to come back to OK and a probability Aq/(uA@d+uB,dd*+ Ad) to reach {
b event state.

Quasi
instantaneous

Ha,dd + HB,dd

Figure .10 — Equivalent model for immediately revealed failures

accident rate can be found from'the Markov model in Figure 1.10 and:
g A, A

dous event rate: Ay dd = Aak dd PO
Hpdd T HBdd T Ad

3T e ——
Hpdd T MB,dd
A
ABAd ) T
B Hpdd T HB,dd
P, 4q(T)~U A daXy.T which is the same formula as this established just above by a differ
All theseapproximations are valid when the failure rates and the demand rate are negligi

bility of accideng: P, 44(T)~ A, gq.t =

hte
en

1/

dd) - Then when the system jumps to AB its goes out this state very quickly with a probabiljity

he

bnt
ble

1.3.4 S]?urious failures

The number of safe failures needed to lead to a spurious action depends on the design of the safety
system from which the minimal cut set {4, B} is coming. If {4, B} is coming from a 1002 architectures,
then each safe failure of A or B is leading to a spurious action. But if {4, B} is coming from 2003, 3004, etc.
architecture then a spurious action occurs when both A and B have a safe failure.

Figure 1.11 describes the case where a safe failure from any of the components A or B is able to produce
a spurious action (i.e. {4, B} is coming from a 1002).
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> Apgad

==

(48)2"
Spurious : st/ \ Critical

demand 3 /| Failure modeling
/
/

Unlder the same hypothesis as in the previous subclause (i.e. the restoration®imes are short), s

34

Thiis is similar to the same case already analysed in L.2.

-y

Fig
saf
Sp
raf

ABdd

|
|
b
|
|
|
|
action / :l i dangerous
|
|
|
|
|
.!
|
|
|

Figure 1.11 — Spurious failure model - case 1002 -

re quasi instantaneous and it is necessary to consider only state 1:

Spurious failure rate: A,5o ~ A +Ag

ure 1.12 illustrates the case where {4, B} is coming from/a2 out of 3 voting architecture.
e failures (e.g. both A and B) are needed to trigger a spurious safety action. The establishn
irious failure rate is similar to what has been described above for the equivalent dangerd
e AaB dd from Figure 1.9 or Figure 1.10. Then, directly from Figure [.12:

. . A A
Spurious failure rate: A2 ~2, — 282" 4} Ast

+ AR sf
AR st A sf Ap st + HB st

-*» Apgdd

Critical
dangerous
Failure modeling

re MAB,dd

tate 2 and

Then two
lent of the
us failure

Figure 1.12 — Spurious failure model - case 2003 -

In both cases (1oo2 and 2003):

NO

Probability of spurious failure over [0, t] is: Pygg ()~ 1-e MBstt o Appsit When Apg st << 1.

TE When the Agfr are high then, the probability of spurious action may be very high and even e

qual to 1 if

several spurious actions are likely to occur in a given period. In this case, the above probability is useless but can
be replaced by the frequency of spurious failure.
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From Figure [.12:

«  Mean time to spurious failures: MTTF® = —
e
AB,st
e Mean time to repair the spurious failures: MTTRes? S
Hast+ HB st
. . . v T _ T
e Number of spurious failures: N'(T)~ == > -
MTBF®  MTTF® +MTTRes?)

, . —(2) 1
e Average spurious failure frequency: &g =————
8¢ Sp 9 y st M’r‘nr:s(tzl

1.3.5 Cthbination of dangerous detected and undetected failures

As shownlin 1.3.1, the unavailability due to the combination of a dangerous undetected failure 0fA with a
dangerouf detected failure of B is given by Up qu(t).up and the unavailability due to a dangefous detected
failure of A with a dangerous undetected failure of B is given by ua.Ug, qu(£).

up, up arefconstant values and Uy qy(t) and Up qu(t) are related to the instantanepGs-unavailabilitieq of
single corhponent. Therefore the results established in .2 for single failures are‘available to perform
these unayailability calculations and no more development is done in this Teehnical Report.

1.4 Triple failure analysis

simultaneous

— A tests

o1+ B o () (4,8, C

Figure 1.13 — Redundant components and triple failures

The analysis which was not simple for double failures becomes very complicated for triple failures
because the number of situations increases more or less exponentially with the order of the minimal ¢ut
sets undef consideration. Nevertheless this analysis can be performed by skilled reliability enginegers
applying the principles deyeloped above for single and double failures.

Developinlg in this Technical Report the complete general analysis of triple failures would lead to a great
number of pages covered with complicated formulae. This would not be very effective as their meanings
would lik¢ly betnot really understood by users not skilled in probabilistic calculations.

Thereford ohly the more simplistic situation is analysed: three components tested at the same time gnd
with only the basic parameters defined in I.2. None of the extra parameters (y, w, 7, test staggering, etc.)
are considered hereafter.

The basic reliability parameters are the following:

e AA,dw AB,dw Ac,du: dangerous undetected failure rates of components A, B and C (i.e. hidden failures
detected by periodic tests);

e Aa,dd AB,dd, Ac,dd: dangerous detected failure rates of components A, B and C (i.e. immediately
revealed failures or failures detected by diagnostic tests);

*  UAdu UB,du UC,du: Tepair rates of dangerous undetected failure of components A, B and C;

e uqgq: restoration rate of immediately revealed dangerous failure (1/ugq = MTTResqq);
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e T:testinterval of components A, B and C tested at the same time.

As said above, this part of the annex deals only with the simplest case of minimal cut sets of order three
and the reader should be aware that this constitutes a simplification which may be non conservative
when the assumptions are not fulfilled. The aim of this part of the annex is only to provide some guidance
and to encourage the analysts to understand and develop their own formulae rather than to provide a
catalogue of ready-to-use formulae.

1.4.1 Dangerous undetected failures

Th D;llll)l\,ot cdouT ;D Pl \,oblltbd Ull F;EUI < 1-14 VVhbl © th\, thl T \,Ullll,lUll\,lltD alcv t\,ot\,d Clt th\, R ame time
with the same test interval. With this hypothesis the average unavailability of the safety systlem is also
th¢ average unavailability calculated over a test interval.

Test of A, Band C Test of A, B and C

>

Figure .14 — Three components tested at'the same time

In the following, focus is only on the dangerous undetected/failures where 8 cases can be identified:
1)| A, B and C failed undetected: U3(r)

2)| A, Band C under repair just after a test: E%(r)

3)| One component failing during the repair.of the two others: Us(2), Us(c), Us(c)
4) [ Two component failing during the repair of the third one: US(2), Us(),Us(c)

Thie lower index 3 has been kept (e.g. ﬁ%(r)) to remain homogeneous with the analysis of double failures.
At|the end, the total average indvailability of the system is obtained as the sum of the |ndividual

unhvailabilities of the above(séven case: Us(r)=U3(c)+U3(t)+Us(c)+...+Us(c)

Onfly the two first case§ are analysed in this Technical Report but the principles are the saine for the
other ones.

1.441.1 A, B andC failed undetected

e | Unavailability: U3(t)=U, 4,(6)Ug 4u(8)Ucau(6) where & =tmode

o | Unavailability (approximation): U3(t)~ 2, u8-4p,4ud-Ac.aud = Aa.du-AB du-Acdud

T
3
J‘O )‘A,du'lB,du'iC,duﬁ ds _ lA,du'lB,du'AC,duTS
T 4
As for the double failures, it is observed that:

«  Average unavailability: U3(c)~

—1 8 — — — — — —
Us(r)= ZU Adu(T)UBdu(r)Ucdu(r)=2.U Adu(r)UB,du(r)Ucdu(r)

INFO BOX: Again this means that the multiplication of the individual average unavailabilities of A, B and C does
not provide a conservative estimation of the average unavailability of the system ABC. Unfortunately these
kinds of calculations are often observed.
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The coefficient 8/4 = 2 which is greater than 1, only appears when establishing the formula for the whole
system. It is the manifestation of the “systemic dependency” introduced between the components A and
B because of the periodic tests. This is worse than for double failures and the coefficient increases when

the order

of the minimal cut sets increases.

1.4.1.2 A, Band C under repair just after the test

e Unavailability: U3(5) = (A4 guv)e “440° (Ag gur)e B0 (Ag g 0)e #0000 =10 4 A A qur e HAdu B THE W) O

e Avera

NOTE

hypothesig
(e.g. comp
rate (uazc,

As said ab

1.4.2 Ti

The princ
ABC, ABC,

. - —2 A AR du
ge unavailability: /3=~ Adu7BduCdu -2

Hadut HBdu T Hcdu
. If there is a single repair team for the three components then the repair policy should beymodel
u < UA du*B,du +Ucdu) should be evaluated.

ove the other 6 cases may be established by using the same principles.

riple dangerous detected /immediately revealed failures

ABC) instead of 3.

The formilae can be established by using the same principles but they are more complicated. No m

developm

ents are done in this Technical Report.

1.4.3 Spurious failures

Similarly
the minin
failures nj

al cut set come from. According to the logic.ef the system under study 1, 2 or 3 individual s
ay be needed to trigger a spurious failure.

------------------------------------ 4% Appc,ad

|
|
1-
|
|
|
/ 1 :
/
Ansit A s+ Acst ! |
< -(ABC Q ’I: dangerous
| O,/
|
|
|
4o
|
|
|

Spurious Critical
action /
demand ! | Failure modeling

/
\\ ,
\ /
N 7/
N b
\\ - ~
-
4

o AlABC,dd

The implicit hypothesis is that A, B and C have their own repair teams. This may be an optimig§tic

led

nent A repaired first or component with the higher repair rate repaired first) or an equivalént repair

iple is similar as for double failures in 1.3.3 but there are 7 OKstates (ABC, ABC, ABC, ABC,

re

fo double failures, the analysis of the spurious\failure should know from which architectyre

hfe

Fi

gure 1.15 — Spurious idiiure model 1or 5 component minimal cut set (1005 1081C)

Figure 1.15 is related to a safety system implementing a 1003 voting logic where all single safe failures
imply a spurious action of the safety system. The corresponding spurious failure rate is then
ApBcst ®Aas TABs HAcs

Other logics (e.g. 2004, 3005, etc.) should be analysed on a case by case basis as this has been done for
the 2003 configuration in L.3.
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I.5 Example of analytical formulae implementation: the PDS method

I.5.1 Introduction

As shown in Clause 5, predicting the future reliability performance of SIS is a challenging subject full of
pitfalls and conflicting interests. On the one hand, the manufacturer of SIS equipment obviously wants to
demonstrate reliability estimates that are as good as possible. On the other hand, plant operators would
like to have reliability estimates that corresponds to the actual performance in field. Questions are
therefore frequently asked on how the reliability predictions may be performed and what a reliability
analysis should include.

The PDS?) method has been developed to answer these questions in relation to the oil and gas i(kldustries.
It {s usable in the case where the restrictive assumptions described in Clause 7 are fulfilledl and that
anplytical formulae can be implemented. The method comprises two main parts:

e | A method handbook[13] primarily used to quantify the safety unavailability \6f SIS and the loss of
production due to spurious actions.

e | Adata handbookl18] that supplements the method with relevant input data.

Thie main objectives of the PDS method are consistent with the scape of this Technical Report and
principally with the framework and assumptions presented in Clause 7:

e | presentsimple calculation formulae together with reliabilitydata relevant for the oil and gas industries;

e | provide a new common cause failures (CCF) model:\that accounts for different types|of voting
configurations;

e | describe the treatment of some non-hardware er non-random failures (see the note hereafter) in
reliability analyses;

e | describe the treatment of downtime contribution from repair and regular periodic tests,|in light of
strategies for degraded operation.

NQTE The failures other than “randem hardware failures” are named “systematic” failure in the PPS method.
They are different from how the systentatic failures are defined in this Technical Report (see definitipn number
3.2.17). The purpose of this part.ofithe annex is to give a brief summary of some of the mentioned fegtures. The
treatment of CCFs in the PDS method is presented in G.1.2. The failure classification in the PDS method |s different
from the failure classificatiofi given in B.3.

I.5.2 Main features of the PDS method

1.5{2.1 PDS performance measures for loss of safety
In PDS three.nain contributions to the SIS dangerous failures unavailability identified:

1) | Unavailability due to dangerous undetected (DU) failures during the fault detection time (noted PFD
ivthe PDS method), i.e. unavailability caused by dangerous failures not revealed by automatic self-
test (i.e. diagnostic test) and that are detectable only during periodic testing or upon a demand.

NOTE1 PFDayg is used instead of PFD in IEC 61508,[2] IEC 61511[3] and this Technical Report (see
definition 3.1.16).

2) Unavailability due to test-independent failures (noted Ptir by PDS). This does not include the time-
dependent failures and is equivalent to the factor i (probability of failure due to demand) introduced
in Clause 7.

2) PDSis the Norwegian acronym for “reliability of computer-based safety systems”.
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3) Unavailability due to known or planned downtime (noted DTU by PDS). This unavailability is caused
by components either taken out for repair or for testing/maintenance. This downtime unavailability

canb

e split in two main contributors:

i) The known unavailability due to dangerous (D) failures where the failed component should be
repaired (cf. Z.3 and 1.2.1). The average period of unavailability due to these events equals the
mean repairing time (MRT) (see note), i.e. the time elapsing from the failure is detected until
the situation is restored.

NOTE

NOTE
cause

ii) The planned (and known) unavailability due to the downtime/inhibition time during‘perio
¢sting (see 7.3 and 1.2.1) and/or preventive maintenance.

(g

NOTE

availaple during a partial of a full stroking).

NOTE
maint

unavajlability, unless small repair or depending on the operator CMMIS repaxting routines

The sum

which is called critical safety unavailability (CSU) in the PDS approach. It is also referred to as loss of safe

The contrfbution to loss of safety from failures in category 3) (3a'and 3b) is influenced by the operat
philosophly. Temporary compensating measures may, for, ekample, be introduced while a compon
is down fpr maintenance, testing or repair. If the component is considered too critical to continue|
operate tle protected installation (e.g. a critical shutdewn valve in single configuration), the product

may simp

treated sgparately and not as part of category 1).0p2).

The contrbutions 3a) and 3b) are usually small' compared to the contribution from failures in categc
1). That is| usually MRT << 7. This is, however; not always the case; e.g. for subsea equipment in offsh
productiopn, the MRT could be rather long. Category 3b) can often be considered the least critical,
this reprt:E

often per

1.5.2.2

For model

I.5.3 Summary.of PDS calculation formulae

The stron

2 The parameter MRT is not differentiated with the MTTR in the PDS approach.

3 IS0 14224I[15], (C.2.3.2 describes the ‘technical unavailability’ and how its corrective maintena

unavailability (downtime).

4 A component may be available for its safety function during the periodic tests (e.g. a valvg

5 ISO 14224[15], C.2.3.2 describes the ‘operational unavailability’( and how its prevent
bnance (PM) causes unavailability (downtime). If a failure is detected duxing PM this will give techni

f these three unavailability measures provides a measureof the SIS unavailability (PFDay

y be, for example, shut down during the restoration and testing period. Hence, DTU should

ents a truly planned unayailability of the safety system and since testing and maintenancg
rmed during planned shutdown periods.

Modelling of common cause failures (CCF) in PDS

ling of commpircause failures in PDS, reference is made to the separate description givenin G.1.2

nce

dic

is

ive
cal

'g)
ty.

ng
ent
to
on
be

ry
re
as
P is

N

for SIS opgrating in the low demand mode and in the continuous / high demand modes. This section gi
a brief summary of the formulae implemented in PDS for Tow demand systems. Details about developing
such formulae are available in Clause 7 and above in this Annex.

1.5.3.1

b unidérlying assumptions of the PDS method allow relatively simple calculation formula, b$th

es

Formulae for PFD

The analytical formulae for PFD are summarized in Table I.1. As seen in the table, the contribution is
split into two parts: the contribution from independent failures and the contribution from common
cause failures (CCFs). All these formulae are established for similar components and synchronous tests
(i.e. all the components are tested at the same time).
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Table I.1 — Summary of analytical formulae for PFD

PFD calculation formulae

(1.2.1)

Voting logic — — - -
Common cause contribution Contribution from independent failures
lool - Apu -t /2 (L2.1)
loo2 B-Apu -t /2 (L2.1) [Apu - ]2 /3 (L3.2.1)
- 2-Apy-t/2
2002 bu-t/
(L2.1 with 2 possibilities)
(1003 P -ADU " T /2 [Apu-T |° /4
lojo3
(L2.1) (L4.1)
C2003 - B ApU - T /2 [Apu - T]2
2003 (L2.1) (1.3.2.1applied withh3possibiliti¢s of
failures)
- 3-Apyu-1/2
3003 bu -t/
(L2.1 with'3 possibilities of failufes)
CiooN " B-Apu-T/2 1 Gy 1)V
1opN; N=2, 3,... N+1

(generalization from 1.2.1, 1.3.1 aind 1.4.1)

M¢oN, M<N; N=2,3,..

CMooN * B+ Apu - T /2
(L2.1)

N!
(N-M+2)!-(M-1)!

(ADU .T)N—M-Fl

(generalization from 1.2.1, 1.3.1 and 1.4.1)

and common Boolean algebra)

NqoN; N=1,2,3, ...

N-Apy-t/2

(generalization of [.2.1)

When using the formulae of Table L} @rany other formulae from Clause 7 or this Annex, it is
that the analyst is aware of its application area as well as any limitations on the use of the forn
mdin assumptions underlying the analytical formulae are described in 7.2.

1.5.3.2

Formulae for P1yg

Table I.2 — Formulae for Ptjf, various voting logics

mportant
hulae. The

Voting logic TIF contribution to CSU
for MooN voting
lool PIF
loo2 B PR
MooN, M <N CMooN * p - PTIF
NooN, (N=1,2,..) N - Prip

For a single component, Prr expresses the likelihood of a component, to fail on demand (irrespective
of the interval of periodic testing) due to a failure which is caused by the demand itself (e.g. rupture
of the shaft of a valve, of the spring of a relay ...). For redundant components, voted MooN (M < N), the
PDS approach considers that the main contribution is due to the common cause failures. Then, the TIF
contribution toloss of safety is given by the general formula: Cvoon * 5+ PTiF, Where CyvooN is a modification
factor when calculating the common cause contribution from various voting configurations, (see G.1.2).
The formulae for calculation of Prjf for different voting logics are summarized in Table [.2.
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I.5.3.3 Formulae for DTU
The contribution from DTU (category 3a and 3b) is split into two parts:

1) The downtime related to repair of (dangerous) failures. The average duration of this period is the
mean repairing time (MRT);

2) The planned downtime (or inhibition time) resulting from planned activities such as testing and
preventive maintenance.

As discussed in previous sections, the contribution from downtime unavailability will depend on the
operationpl philosophy and the configuration of the process as well as the SIS itself. Further, autherijity
and comppny requirements saying that compensating measures should be introduced upon degradatjon
of a criticql safety function will also affect the operational philosophy. Hence, which formulae)te’ apply,
will depend on several factors. Below, some approximate formulae and the corresponding aSsumptiqns
underlying these formulae are given for downtime unavailability due to repair of dangerous failures
(DTUR). For a discussion of formulae for downtime unavailability due to periodic tests/(DTUT), more
informatipn is available in 7.3 and 1.2.1 or L.2.2.

The apprgximate formulae for the downtime unavailability due to repair, herereferred to as DTUR, gre
comparable to the PFD formulae presented above. However, given that a dangeyous failure has occuried
and has been detected, the average “known” unavailability period is MRT«(or 1/u if u is the repair rdte,
see 7.3 anfl L.2.1 or .2.2) rather than t/2.

In the following formulae it is considered that the fault detection¢bitvie of dangerous detected failures
is negligilble then the MRT of all dangerous failures can be included and for a single component, the
related ddwntime unavailability is then approximately Ap-MRT.Whether it is correct to treat dangerqus
detected ([DD) failures detected during normal operation in the same way as DU failures revealed during
a periodid test or upon a true demand is a matter of discussion. It should be noted that IEC 61508(2]
makes th¢ distinction between the MRT of the DD failures and the MTTRes of the DU failures. With the
above hypothesis, MTTRes *xMRT are obtained for the-dangerous detected failures.

—

When estpblishing formulae for DTUR, the operational philosophy should be specified. Here, thiee
possible operational/repair philosophies are considered:

1) Always shut down (while repairing), This (extreme) philosophy may apply for the most critical safgty
funct{ons, and means that production is shut down (even for redundant systems) whenever| at
least pne component of the safety function experiences a dangerous failure. In such case, the rfsk
disappears during repair andthere will be no contribution to the DTUg. Nevertheless there will|be
a confribution to loss of preduction.

2) Degrdded operation ifpassible; otherwise shutdown. This may be the most common philosophy. If|all
redurjdant compofents have a dangerous failure there will be a shutdown, otherwise there will|be
degraded operation. If there is a single D failure in a 2003 voting, it should be specified whether the
degraded opération is a 1002 or a 2002 voting logic. Note that if a 2003 voting degrades to a 1qo2
configuration, the safety performance actually improves, and no degradation term should be addgd.

3)

the (redundant) components have experienced a dangerous failure, but production is continued
during the repair/restoration period even with no protection available.

Observe that the above list is not complete since alternative operational philosophies can be foreseen
(“combinations” of the above). Also note that the possibility of introducing compensating measures has
not been included in this discussion. Table 1.3 presents DTUg formulae for three common configurations
for the two operational philosophies that may give DTUg contributions.

When the operational /repair philosophy for safe (detected and undetected) failures are specified, similar
DTUR formulae as shown in Table 1.3 can be established also for these failure types. If the same repair
philosophy applies for all critical failures, the approximate DTUR formulae as given in Table 1.3 can be
applied, simply replacing Ap with A¢rit and by replacing the r out of m logics by (m-r+1) out of m logics.
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Similar principles as stipulated above can be applied when establishing formulae for downtime
unavailability due to testing (DTUT). Clause 7 and Annex I may be applied and details are given in
reference.ll] Example of application of the PDS method can be found in reference.[13]
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