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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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ernational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

brnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Pa
e main task of technical committees is to prepare International Standards. Draft™\nternational
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D/TR 11769 was prepared by Technical Committee ISO/TC 204, Intelligent transport systems.
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Intelligent transport systems — Communications access for
land mobiles (CALM) — Data retention for law enforcement
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Scope
s Technical Report reviews the intelligent transport systems (ITS) landscape and the\provisio
ention (DR) to ITS deployments. In particular, it considers the communications atcess for la
ALM) environment and the services offered in the IPv6 domain served by CALM and.ITS in gene

TE The analysis in this Technical Report has been made with respect to the European Data Retenti

Normative references

b following referenced documents are indispensable for ‘the” application of this document.
brences, only the edition cited applies. For undated references, the latest edition of the
cument (including any amendments) applies.

ective 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the n

a generated or processed in connection with, the*provision of publicly available electronic comn
vices or of public communications networks and amending Directive 2002/58/EC

Terms and definitions

[ the purposes of this document, the terms and definitions given in Directive 2006/24/EC and th
Dly.

ctional and physiCal means which serve as the repository where all data to be retained 3
orcing all required security measures

pervisory authority
pliccauthority which has been authorized by national legislation or regulation to act as the superv

ns of data
d mobiles
al.

bn Directive

For dated
referenced

etention of
unications

e following

re stored,

sor for the

a-retention (DR) regulations and procedures in accordance with Directive 2006/24/EC

3.3

target
legal entity for which data retrieval is requested from the communications service provider (CSP), through the
data retention (DR) system
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4 Abbreviated terms

CSP C

DR D

DSL D

ommunications Service Provider
ata Retention

igital Subscriber Line
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ECN Electronic Communication Network

ECS Efectronic-Commmumnicationm Service

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

ITS Intelligent Transport Systems

LEA Law Enforcement Agency

LEMF Lpw Enforcement Monitoring Facility

5 Overnview

The act of |data retention (DR) is primarily to support the actions offaw enforcement agencies acting in supp
of investigption of criminal and terrorist offences, and for support of general forensic investigation resulzng
from crimipal and terrorist offences. In addition, access to retained data may be used in societal suppor
activities, guch as the tracking of missing persons.

The EU difective on data retention (DR), Directive 2006/24/EC, defines the set of data to be retained and
conditionsfunder which the retained data is maintained by communications service providers (CSPs) operagng
within the EU. Within the EU, CSPs are required.io retain data sufficient to identify the form of communica
and the ¢ommunicating parties of all complying communications for all users of the CSP's facili
(irrespectiye of there being a direct relationship between the user and the CSP) for a pre-set period of tir
the retentipn period, after which the data-should be deleted. During the retention period the retained data ¢
subscriber|can be made available to-authorized law enforcement agencies (LEASs).

As the dath may be required te-be’used in legal processes there is an implicit requirement to maintain ang
verify the |integrity, validity,~and quality of the retained data, that does not compromise the privacy
subscriberp and their data.€SPs are also required to report any failure of the DR system.

Data retention applies toall CSPs.

A CSP shquld previde mechanisms to ensure the retention and handover of signalling of specific CSP user
required td by a-lawful authority.

6 Data that can be retained by CSPs

6.1 Data identified in EU Directive 2006/24/EC

Article 5 of the directive identifies a number of categories to be retained. It is only data that falls into these
categories that are considered by this report. Table 1 identifies how CALM/ITS systems may meet the
requirements established by the directive.

It is import

ant to note that the CALM form of ITS is a data only network.
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Table 1 — Retained data identified in Directive 2006/24/EC and provision in CALM/ITS

Class of data

Class of network

Retained data

Provision in
CALM/ITS

Data necessary to
trace and identify the
source of a
communication

Fixed network
telephony and mobile
telephony

The calling telephone number

N/a

The name and address of the subscriber or
registered user

N/a

Internet access,
Internet e-mail and
Internet telephony

The user ID(s) allocated

May be available
from the CALM CSP

Station-ID

The user ID and telephone number allocated to
any communication entering the public telephone
network

N/a

May/be available

Internet telephony

recipient(s) of.an Internet telephony call

from VolIP provider

The name and address of the subscriber or N/a

registered user to whom an Internet Protocol (IP)

address, user ID or telephone number was

allocated at the time of the communication
D3ta necessary to Fixed network The number(s) dialled (the telephéne number(s) N/a
identify the telephony and mobile | called), and, in cases involving supplementary
destination of a telephony services such as call forwarding or call transfer,
communication the number or numbers te.which the call is routed

The name(s) and addreSs(es) of the subscriber(s) [N/a

or registered user(s)

Internet e-mail and The user ID or telephone number of the intended |N/a

The name(s) and address(es) of the subscriber(s)
or registered user(s) and user ID of the intended
recipient of the communication

May be available
from the CALM CSP

D3ta necessary to
idgntify the date, time
and duration of a
communication

Fixed network
telephony and mabile
telephony

The date and time of the start and end of the
communication

N/a

Internet access,
Internet €-mail and
Internet telephony

The date and time of the log-in and log-off of the
Internet access service, based on a certain time
zone, together with the IP address, whether
dynamic or static, allocated by the Internet access
service provider to a communication, and the user
ID of the subscriber or registered user

May be avxilable
from IPv6 host
configuratipn process

The date and time of the log-in and log-off of the

May be available

identify'the type of
communication

telephony and mobile
telephony

Internet e-mail service or Internet telephony from CSP fegistration
service, based on a certain time zone process
D3gta neGessary to Fixed network The telephone service used N/a

Internet e-mail and
Internet telephony

The Internet service used

May be available in
IPv6 header (protocol
field)
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Table 1 (continued)

Class of data

Class of network

Retained data

Provision in
CALM/ITS

Data necessary to
identify users'
communication
equipment or what
purports to be their
equipment

Fixed network
telephony

The calling and called telephone numbers

N/a

Mobile telephony

The calling and called telephone numbers

May be available
from the CALM CSP

The International Mobile Subscriber Identity (IMSI)
of the calling party

Given in CALM
Cellular reqistratio

process

The International Mobile Equipment Identity (IMEI)
of the calling party

N

May form paft of th
user subscriber dath
but not-exchanged
over'the Al

The IMSI of the called party

Given in CALM
Cellular registration
process but only
where the called
party is on the samg¢
CALM CSP

The IMEI of the called party

May form part of th
user subscriber dat
but not exchanged

®

j\)

over the Al

In the case of pre-paid_anonymous services, the | Available at
date and time of the‘initial activation of the service |registration with
and the location label (Cell ID) from which the station-1d
service was activated

Internet access, The callingttelephone number for dial-up access |N/a

Internet e-mail and ~ - ) -

Internet telephony The dlglt.all subscriber line (DSL) or.other end point [ N/a
of the driginator of the communication

Data necegsary to identify the location of The location label (Cell ID) at the start of the Station-Id

mobile conpmunication equipment

communication

(infrastructure)

Data identifying the geographic location of cells by
reference to their location labels (Cell ID) during
the period for which communications data are
retained

Should be availablg
from the CALM CS

U
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6.2 Observations on CALM/ITS adherence to Directive 2006/24/EC

CALM provides IPv6 connectivity for a number of wireless based data link technologies by means of a general
purpose abstraction layer. In addition CALM provides an option that offers link connectivity without IP
connectivity. For consideration of CALM/ITS against Directive 2006/24/EC the characteristics of CALM/ITS as
described in available standards are that CALM does not currently define a subscriber management model,
therefore from the existing CALM/ITS standards it is not clear how a CALM/ITS environment can comply with
any requirement to give data such as name and address of the subscriber or registered user to whom an
Internet Protocol (IP) address, user ID or telephone number was allocated at the time of the communication.

en defined
integrated
equired to

Adfitionally, although the CALM standards do not explicitly define a "home agent" which is required to enable
rodting of communications to a mobile node this is defined for the underlying maobility services of the Internet
Protocol and other Public Land Mobile Services. The provider of a "home agent! service may be clpssified as
a @SP and the obligations outlined in 6.1 apply.
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