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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the

Internation

al Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internation

The main
adopted b
Internation

In excepti
which is n
simple ma
informative
longer vali

Attention i
rights. 1ISO

ISO/TR 11

al Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2
task of technical committees is to prepare International Standards. Draft Internationak Standa
y the technical committees are circulated to the member bodies for voting. Publication as
al Standard requires approval by at least 75 % of the member bodies casting a vote.

bnal circumstances, when a technical committee has collected data of adifferent kind from t
brmally published as an International Standard (“state of the art”, for example), it may decide b

in nature and does not have to be reviewed until the data it proyvides are considered to be
H or useful.

5 drawn to the possibility that some of the elements of this document may be the subject of pat|
shall not be held responsible for identifying any or all suchpatent rights.

636 was prepared by Technical Committee ISO/TC 215, Health informatics.

rds
an

hat
y a

ority vote of its participating members to publish a Technical Report. A”Technical Report is entifely

no

ent

© 1SO 2009 - All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

ISO/TR 11636:2009(E)

Introduction

Currently, healthcare information is normally transferred in the form of paper documents or electronic data
through schemes such as dedicated fixed lines connecting the headquarters and branches within a company,
through public networks such as an Integrated Services Digital Network (ISDN), or through a dedicated
network between specific institutions, enabling a virtual network for the specified users in a dedicated service
nefwork managed by communication providers, such as an Internet Protocol virtual private networK (IP-VPN).
Therefore, healthcare information cannot be transferred easily while maintaining securityin)mpst cases,
betause network configurations adequate to these solutions are limited and the costs are very high.

The uses of various service networks in the healthcare field include online claims for-medical fees, online
mgintenance of medical devices, and remote medical care, such as teleradiology, telepathplogy and
healthcare information services for regional healthcare cooperation. To provide~such services hoyever, it is
negessary for multiple medical institutions to pass healthcare information to each. other. A network|in which a
single medical institution is dynamically connected to multiple medical ingtitutions and switched [to another

To| make such a network available to many medical institutions at lew cost, an open network stich as the
Internet can be used for connecting with different medical institutions, medical device providers, and patients.
can use the following VPNs as secure channel systems in &n open network:

Internet Protocol Security (IPsec) with Internet key exehange (IKE), described as IPsec + IKE which runs
in the network layer with authentication and exchange of encryption keys, and

Secure Sockets Layer (SSL) protocol, whichsfuns in the session layer with encrypted communication
between a Web browser on a client and SSk'servers.

Thps, this is adapted to web applications, but'other applications, such as e-mail, File Transfer Protgcol (FTP),
angl unique client/server systems, cannot be used. On the other hand, the combination of IPsec + IKE can be
used with any application needed by medical institutions to provide secure channels without recpnstructing
any application software. In addition, SSL has an inherent risk because it provides no protection methods
against well-known lower-layerattacks, session hijacking, false Address Resolution Protofol (ARP)
stgtements, and so on.

The conventional VPN~using IPsec + IKE however, requires complicated configuration of netwofk devices,
and setting up the system without expertise could result in failure to protect healthcare information. Also, it is a
fixgd-type VPN and can only be connected with fixed parties.

Lately, telecommunication carriers and online service providers (OSPs) have been developing systems to
prqvide serviees with security on network lines, including setting up network devices to safegugrd against
thgse threats, even for a VPN connected in an open network. When a medical institution uses thesge types of
sefviee,» most of the responsibilities related to managing the communication lines fall to thegse service
praviders (SPs) This reduces the responsibility of the medical insfitution in terms of its security-related
liabilities, which is well suited for organizations without many IT engineers.

A dynamic on-demand VPN, which this Technical Report describes, is one type of VPN. It is not a fixed
connection like 1-to-1, which is generally used in ordinary VPN services. It can easily change connection to
N-to-N, and the connection parameters are provided automatically by the telecommunication carrier. This
makes it suitable for healthcare network infrastructure, as medical institutes are not required to be responsible
for or have expertise in setting up such networks. Also, utilizing the Internet makes the dynamic on-demand
VPN an inexpensive network and thus readily acceptable to medical institutions in terms of cost.

This Technical Report describes the threats anticipated in a healthcare network, as well as how a dynamic
on-demand VPN is actually applied in the healthcare field.
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Health Informatics — Dynamic on-demand virtual private
network for health information infrastructure

1| Scope

Th{s Technical Report explains the network requirements in the healthcare field, the network sequrity of an
open network for the healthcare field, and the minimum guidelines for security managemen{ of health
information exchange, including personal data, between external institutions.

These requirements will assist in understanding the operation of security and.€valuation of security issues in
thg healthcare field, and the usefulness of a managed VPN, like a dynamic en:demand VPN.

Th{s Technical Report introduces examples of security measures takenih a dynamic on-demand VPN for
ex¢hange of medical information; it is not intended to specify the dynamic on-demand VPN itself.

These examples provide network solutions to potential risks in sdch a user environment.

2 | Terms and definitions
For the purposes of this document, the following terms and definitions apply.

21
demilitarized zone

DNIZ

arga of a network in which any data exchange with areas outside is allowed

2.2
high security zone
HSZ

arga of a network in which-no data is exchanged directly with areas outside, except for the purpose of certain
remote maintenance

2,

IPsec
stgndard for\Cipher communication, a protocol that prevents data tampering and provides confidentiality
furlctions:for each IP packet by using an encryption technique

2.
internet VPN
VPN created via the Internet

NOTE By using the Internet, connections between remote networks can be managed as connections in a LAN, while
maintaining confidentiality.

25
IP-VPN
VPN created via a wide-area IP network owned by a communication carrier

NOTE By using an IP-VPN, connections between remote networks can be managed in the same manner as
connections in a local area network (LAN).

© 1SO 2009 — All rights reserved 1
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2.6

local area network

LAN

network in which computers, printers and other equipment are connected and data are transferred within one

building

2.7

OSl reference model
model that divides the functions of communication equipment, such as computers, into a layer structure based
on the design policy of Open Systems Interconnection (OSI) established by ISO for network structuring, in

order to fa

alitota hatara~nan $ k data trancfar

NOTE
defined.

2.8

o aoHe-nabhaaor
PrHtotC o TtCTrog et rCcoao oty oot trar toTreT

Communication functions are divided into seven layers, and the standard function module for each-laye]

provider service

service tha

29
relay sen
service thg

t exchanges data between a telecommunication carrier and an OSP

rice
t establishes a connection for the sole purpose of exchanging data‘between a network-connec

device within a medical institute and an outside device

2.10
remote ac
connectior

NOTE
the user.

2.11

tcess
to a network or computer from outside by using lines such as telephone lines

Remotely accessing a distant computer enables direct operation of the computer as though it is right in fron

social indurance medical fee payment fund

organizatic

NOTE
workers, m
medical bill

n that reviews medical fees invoiced:by medical institutions and makes appropriate payments

The reviews are performed by a_three-party committee consisting of representatives of medical insti
edical insurers (e.g., health insutance companies), and academic experts. The medical institute submit
statement (receipt) and claims a payment for the treatment from the health insurance organization.

organizatiop such as a social insurance’medical fee payment fund reviews the receipt and makes a payment to

medical ins

212

SSL
protocol th
as World
privacy-rel

itution submitting the inveice.

Wide Web' (www) and File Transfer Protocol (FTP) data and securely transmit and rece
ated information and credit card numbers

213

ris

ed

t of

5 a
An
the

at encrypts \and transfers data on the internet being able to encrypt current widely used data, sdich

ive

security zone

SZ

area of a network in which limited data exchange with areas outside is allowed

214

virtual private network

VPN

service in which a public line can be used as if it is a dedicated line

NOTE

It is used for connecting different bases of a company's internal network, instead of installing dedicated lines,
in order to reduce cost.
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215

wide area network

WAN

network in which computers in geographically different locations (e.g., at a headquarters building and multiple
branches) are connected through telephone lines or dedicated lines to transfer data

3 Abbreviated terms

For the purposes of this document, the following abbreviations apply.

AHS Advanced Encryption Standard
AH authentication header

ASP application service provider
ESP Encapsulating Security Payload
FTP File Transfer Protocol

HHASNET HEAlthcare information Secure NETwork consortium
HMAC Hash Message Authentication Code

IC integrated circuit

IKE Internet key exchange

IPgec Internet Protocol Security

IPqVPN Internet-Protocol-based virtual privaternetwork

ISAKMP Internet Security Association and"Key Management Protocol

ISDN Integrated Services Digital-Network
IT information technology.

LAN local area network

L2TP Layer 2 Tunpeling Protocol

NAT network-address translation

oSl Open_Systems Interconnection
O3P online service provider

OSPF Open Shortest Path First

PKl public key infrastructure

QOSs quality of service

RADIUS Remote Authentication Dial In User Service

RFC Request for Comments
SHA Secure Hash Algorithm
SI System Integrator

TLS Transport Layer Security

© 1SO 2009 — All rights reserved 3
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TOS
TTL
WAN

Type of Service
time to live

wide area network

4 Network features in the healthcare field

4.1 Pattern of current or expected information services in the healthcare field

In the hea

thcare field, the information services listed below are provided. In a healthcare network, baoth-d

ata

security amd security by way of access control must be considered so that these services will not.influence

each other
form of se

a) Inform

This is a s
another m

|
QO

3 0

fq

|
=z

o >

1

«Q

b) Intern

Thisis a s
following.

i

Medical in
according
service infi

. In order to clarify the form of network use for currently available or future information services,
vice provision for these services will be defined according to the characteristics of data-access.

ation provision service

ervice to provide a particular medical institution with access to patient healthcare information fr
bdical institution. It includes the following.

bcal collaboration service (for medical institutions and healthcare-related services, such as welf
hd nursing care).

atient medical treatment or nursing care records, including medical records, examination da
edical record summaries, physical check-up data, and_care records are provided in a variety
rms, such as letters of referral and local collaboration databases.

edical treatment/nursing care information provision service (for patient enquiry).

patient's medical treatment and nursing carerecords are disclosed to the patient according
ertain criteria.

edical treatment/nursing care information provision service (for general enquiry).

formation on hospitals, diseases and various medical and nursing care practices are provided
eneral enquiry.

bt connection service

ervice to provide medical institutions with access to information sites on the Internet. It includes

ternet conneetion service (for businesses).

stitutionsaccess sites judged safe by institutions related to business clients, via the Inter|
fo the ‘medical institutions' security policies, obtaining academic information sites and sites provid
brmation, such as that of Japan's Ministry of Health, Labour and Welfare.

he

are

ta,
of

to

for

he

het
ng

c) Storage/relay service

Information is stored in a location within or outside a medical institution and then transferred to another
medical institution in order to exchange the information with the distant institution. This service includes the

following.

— Mail service.

E

-mails are stored and relayed by mail servers.

— Online claim for medical fee service.

© 1SO 2009 — All rights reserved
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Online claims for medical fees are electronically received and transferred to other institutions. For example, a
social insurance medical fee payment fund receives and examines a claim and then relays or transmits the
claim to an insurer.

— Examination data delivery service.
Results of clinical examination or image diagnosis are delivered from an examination company. The

examination results are later used for electronic medical charts and the ordering and information processing
department systems in a hospital, so that the data are readily available in these systems, for reference.

d lnformation nracacoina camiion
O oo PTroceoSomMg—StTrvice

An[ external institution that has been entrusted with information processing functions by a medica| institution
redgeives information from the medical institution and processes the information as a _proxy. This service
indludes the following.

— ASP service.

Sefvices for medical institutions, such as electronic medical charts and online claims for medicql fees, are
prqvided as shared-use services. The healthcare information is externally stored.

— External storage (backup) service.
In the event of faults or disasters, to perform system recovery-of\electronic medical charts and|data from
ordering and information processing department systems in a hospital, backup data are transmifted to and
stdred in an external institution.

e)| Remote maintenance service
Vafious maintenance services, such as fault diagnosis of medical devices and fault recovery, arg remotely
pravided by a subcontracted service company. Qnly connections with specific medical devices whoge services
arg subcontracted should be available to the service company.

f) | Authentication/audit service

Fupdamental authentication and audit services, such as public key infrastructure, digital signatureg and time
delivery, are used by medical jnstitutions to access particular information. These services include thie following.

— Time stamp service:

Time stamps affixed on digital signatures are issued, and a system clock is adjusted to cpllect audit
logs.

— Validation authority (VA) service.
The validity- of public key certificates issued by a certificate authority (CA) is verified.

The ferms of provision of these systems are analysed. and the form of secure connection in the [network is
defined.

4.2 Category of healthcare information to be protected (information assets)

External attacks on networks are becoming more and more frequent. To protect healthcare information
against such network threats requires maintaining its confidentiality, integrity and availability. Information to be
protected in the healthcare field includes the following, in accordance with ISO/IEC 27799:2008, 5.4:

— personal healthcare information;

— pseudonymised data derived from personal healthcare information via some methodology for
pseudonymous identification;
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— statistical and research data, including anonymised data derived from personal healthcare information by
removing personally identifying data;

— clinical/medical knowledge not related to a specific patient or patients, including clinical decision support
data (e.g., data on adverse drug reactions);

— data on health professionals and staff;

— information related to public health surveillance;

— audit trail data produced by healthcare information systems and containing personal healthcare

inform
action

— syster
health

Such heal
online clai
care such
cooperatiol

ation or pseudonymous data derived from personal healthcare information, or data about
s of users in regard to personal health information;

h security data, including access control data and other system-related configuration."data,
care information systems.

hcare information will be used in networks for a variety of healthcare/hygiene services, includ
ms for medical fees for medical treatment, online maintenance of medical devices, remote med
as teleradiology and telepathology, and healthcare information services\for regional healthc
h. Ensuring the security of healthcare information with respect to the qrivacy of patients' perso

information requires a more secure network.

4.3 Net

ork requirements in the healthcare field

The follow|ng are the key features for a network used in the healthcare-field:

— patients' sensitive personal information is handled;

— large-yolume data such as image data are handled;

— medi

— medi

| institutions exchange information in a logal area;

| devices, network devices, and_.users must be authenticated as the number of parties

communication increases;

— network construction expenses willincrease.

In view of
— secur

—  high-s

hese features, the requirements for a network in the healthcare field are as follows:
. communication;

peed commuhbieation of large-volume data;

— implementation.and extension of the network to support N-to-N connection;

— authe

htication of members (users, organizations and devices);

the

for

ng
cal
are
nal

to

— costd

eduction related to secure network connection.

5 Concept of network construction in the healthcare field

5.1 Overview

A typical situation of healthcare information exchange with external institutions involves networks connecting a
regional core hospital, clinics, pharmacies and examination centres as part of regional healthcare cooperation
efforts, together with online maintenance companies for medical devices. Another situation involves online
claims for medical fees to a medical fee payment fund by using ASP-type services.
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If medical institutions use networks to exchange healthcare information with other institutions, the information
must be sent to the intended organization in a secure way that never allows others to have access. This
network security must be guaranteed on the communication path from the sender's device to the recipient's
device. Transmitted data must be protected from threats like wiretapping, tampering, intrusion, spoofing and
interference.

This clause assumes certain situations inherent to healthcare information exchange via networks, focusing on
the network connection methods that are to be used.

5.2 Responsibility to manage security of healthcare information exchange including

pefsonat Information between Independent Institutions

5.4.1 Clear demarcation of responsibility

By|contract, the sender and the recipient must agree on demarcation of responsibility for.data transpmission on
thg communication path, such as handling of communications failure and other accidents. Then,|[they must
degide how to share managerial responsibility among themselves, the OSP and the telecommunication carrier.
They must also clarify the scope of managerial responsibility to be assigned*to another organigation and
define which organization should take the initiative in dealing with possible service failures.

5.4.2 Precautionary measures taken within a medical institution

The medical institution sending healthcare information has managerial responsibility for the information during
thg whole process in which the information is transmitted via‘networks (provided by the telecommunication
carrier) and then received by the intended recipient in an appropriate manner.

Note here that “managerial responsibility” means respensibility for the information in electronic forpn; in other
wofds, it means responsibility for ensuring the authenticity of both the content and the persons refefred to. For
example, encryption here means encrypting healthcare information to prevent outsiders from determining
what the information means, even if they have, 'wiretapped the communication path. Digital signatures are
helpful for detecting tampering.

Frgm these viewpoints, medical institutions that are going to transmit information are responsible for suitably
prqtecting the information and must therefore be aware of the following.

=

a)| Protection against wiretapping

When information is exchanged over networks, it can be stolen by way of, for example, a virtual bypass built
on|the communication path or a physical device attached to a network device. Medical institutions ghould take
praper measures to(protect healthcare information even if it is stolen during transmission or an ynexpected
information leakage) or incorrect transmission occurs. One possible measure is to encrypt the fhealthcare
information itself{ The timing and strength level of the encryption vary depending on the confidentiality level of
thg informationfand the usage of the information system in a medical institution. If healthcare information is
trahsmitted-thfough networks from medical institutions, it is preferable that the information be encrygted.

b) | Protection against tampering

When information is transmitted over networks, the risk of tampering is reduced if it is encrypted. The
information can still, however, be altered intentionally or unintentionally because of a failure on the
communication path or other possible causes. Since information can be transmitted without encryption, the
sender must take precautions against tampering. One tampering detection method is the use of digital
signatures.

c) Protection against spoofing

Since networking is not a face-to-face communication method, medical institutions must ensure that the
recipient medical institution is correct when sending information over networks. Also, medical institutions must
verify the identities of both the medical institution sending the information and the transmitted information itself.
For this purpose, some mutual authentication method should be used to identify the recipient/sender properly

© 1SO 2009 — All rights reserved 7
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at the start/end point of communication, particularly by using proven authentication systems such as public
key and symmetric-key cryptography. In addition to its application for tampering prevention, the use of digital
signatures for healthcare information is also helpful in identifying the medical institution sending the
information.

5.3 Security concepts in network systems for medical institutions

5.3.1 General

Networks with appropriate costs and operation must be selected according to analysis of information security.

Then the Aartiac racnoancihla for o abhaoele ooty oot o Aafi A by canteant th A taloa s it Ao er
y Pt S TCoPOTTSTOTCTOT e T/ O ST TUT Ity oot ot Ot e U oy coTrtrac e toro o rarncator—oart|Cl,

the medical institution or both. This situation roughly divides into the following two cases:

— a protected network path provided by the telecommunication carrier and an OSP;
— a dubjous network path provided by the telecommunication carrier and an OSP.

As stated pbove, medical institutions planning to exchange healthcare information via networks should select
an appropfiate type of network, considering how responsibilities should be shared according to the forn| of
services that they use. They should also understand the characteristics of their security technologies, identify
allowable fisks and, if necessary, explain the risks to their patients in order to demonstrate their accountabiljty.

Among a wide variety of network services, the following sections assume séyeral cases and list some key
points.

5.3.2 Communication via closed networks

A “closed |network” here means a dedicated network for business use and is defined as a network hot
connected| to the Internet. There are three connection forms‘\that offer closed networks: a common carfier
leased ling, a public network and a closed IP communication‘network.

Since thege networks are not connected to the Internet, they are basically at lower risk of wiretappipg,
spoofing and tampering. The risk of wiretapping by.a’/physical method cannot be eliminated however, and it
might be necessary to encrypt the information to be-transmitted.

The differgnt features of the three forms of clesed networks are described below.
a) Conngction over a telecommunication carrier leased line

While network quality is good, extensibility as a form of network connection is low, and the cost is generally
high. Still,| it is worthwhile implementing this line if a large amount of significant information needs to [be
constantly [transmitted.

b) Connegction over a public network

Omitting al mechanism for phone number confirmation can result in connection and information transmissjon
to a wrong number. As with a telecommunication carrier leased line, this public network system has low
extensibilify. The transmission speed is lower than that of currently popular broadband connections. This
system is [B/ot suitable for sending large amounts of information and large files such as those containing image
data.

c) Connection over a closed IP communication network

This form of connection can be implemented at lower cost than connection over a telecommunication carrier
leased line. Appropriate selection of the contract type and the category of network service can ensure enough
bandwidth to transmit large amounts of information and large files.

These three forms of communication via closed networks have no risk of intrusion from outsiders, and in that
sense, they are safe. Connection services generally do not, however, offer encryption of the data to be
transmitted. There can be cases where different networks supported by different telecommunication carriers
are interconnected via connection points. When networks are interconnected in this way, the recipient's
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address can sometimes be interpreted, or additional data can be added to the sender information to be
transmitted. This might cause accidental information leaks.

For these reasons, even with a closed network, medical institutions should take security measures, such as
encryption of healthcare information to make their data harder to discern and introduction of a tampering
detection system, as described in 5.2.2.

5.3.3 Communication via open networks

Considering the wide spread of the broadband network environment, its applications are likely to expand, for
exa@mpte, by Teducing mptermentation costs by usingopem networks—or_buitdinmgextensive mechpnisms for
regional healthcare cooperation. Since there are various threats on the communication path, such as
winetapping, tampering, intrusion, spoofing and interference, sufficient security measures (must| be taken.
Engryption of healthcare information is also necessary.

a) | Connection over a protected network path by telecommunication carriers and OSP
Even with an open network connection, the telecommunication carrier , and OSP might prpvide their
services via a protected network path with security measures against threats. Medical institutions that use
such services can transfer most of their responsibility for communication path management to these
businesses by defining demarcation points of responsibility by contract:

b)| Connection over a medical institution's own open networks

edical institutions use their own open networks to exchange personal information and other |healthcare
information with other institutions, most of the managerial‘responsibility falls on the medical jnstitutions
thgmselves. Hence, they must take full responsibility for-simplementing such networks, and be aware of their
regponsibility for guaranteeing technical safety.

With an open network connection, the necessary.level of security on the network path depends on the layer at
whijch the security is guaranteed, among the seven layers of the OSI hierarchical model. (Refer to Anhnex C).

For example, when communication is made using the SSL protocol, the communication path is encrypted at
thq fifth layer, the Session Layer. Whilerthe path may be encrypted appropriately, there is a possfble risk of
tapping in the course of encryption and an inappropriate path being established, since the nggotiations
before starting communications.ate not encrypted. When IPsec is used, a path is encrypted in a layer below
thg second or third layer, the Network Layer, and thus the risk of wiretapping is lower than for communication
engrypted by the SSL protocol. Exchange of an encryption key for the path uses IKE to encrypt thé details of
thg negotiations (SA pafameter of IPsec). This eliminates the risk of wiretapping, and the compination of
IPgec + IKE ensures safety.

Regarding SSL/ALS (a modified version of SSLv3), RFC3552 specifies that TLS depends on|a reliable
prqtocol, suchtas-the Transmission Control Protocol (TCP) or Stream Control Transmission Protocol (SCTP).
SYL using FCP in the Transport Layer does not support applications using the User Datagram Protpcol (UDP).
is influenced by attacks on the IP Layer without IPsec. Research has pointed out the possible risk of a
se¢urity hole in this approach, such as session hijacking or ARP spoofing at a LAN access poin{. Cases of
fingneial damage have been reported, including data pilferage and data tampering in financial applications or
theTiKe:

6 Threat analysis and measures

To satisfy the requirements of networks in the healthcare field according to the concept of implementation, it is
necessary to perform threat analysis and to take corresponding measures technically or by way of operation.

A network for healthcare information, including patients' personal information, is composed of multiple

elements, such as the players, technology and operation of medical institutions and network devices. To
assure the security of the entire network, the safety of each element should be established. It is necessary to
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examine the technical and operational specifications related to security and considered by medical institutions
throughout the network before designing the network and defining its requirements.

The security of each element is provided by adhering to definite standards, rules and guidelines so as to
maintain a certain level of security. The details are given in Annex A. Threat models are assumed on the basis
of threats to the network or assets to be protected, in terms of RFCs. Guidelines and reference documents
such as RFCs related to security are referenced to examine various security measures and evaluate their
effectiveness. Currently, the protocol of IPsec + IKE as the basis of a VPN system has been concluded to be
effective as a channel security measure using a combination of available technical elements.

7 Netw

7.1 Minjmum guidelines for security management of healthcare information exchange

including

From the
threats, inq

a) Protec

|
[oxe] ©

|
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b) Other
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ork construction in the healthcare field

personal information between external institutions

viewpoint of ensuring channel security, the following measures') are required against netw
luding wiretapping, tampering, and spoofing.

ted path
rotection against message insertion and virus injection into the network path;

fotection against wiretapping by crackers who try to steal passwords or message texts on the p
btween facilities;

rotection against spoofing such as session hijackingand IP address spoofing.
le, the use of IPsec + IKE meets the above reguirements to ensure network path security.

party authentication specified by the user.at the gateways of the sender and recipient instituti
the network devices

measures include
Kl-based authentication;
e of a pre-shared key,
htion of spoofing.as’an authorized user or device.

f network devices that are confirmed as secure and proper routing to prevent communication
nt institutions via a VPN device in the institution.

ty measures, including encryption of information to be transmitted, taken by both the sender 3
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c) Preve
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— use of SSL/TLS;

— use of Secure/Multipurpose Internet Mail Extensions (S/MIME);

— encryption of files;

— use of encryption keys conforming to the e-government recommended cipher list.

1) Details

10

of these guidelines are given in Annex B, 6.10 of Reference [6].
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f)
medical institutions, telecommunication carriers, Sls,
maintenance companies offering remote maintenance services.

g) Avoidance of unnecessary logins if remote maintenance is conducted.

h)
availability, before signing a contract with a telecommunication carrier or OSP.

7.2 Technical and operational checklists for evaluation of network security

Assignment of responsibilities and clarification of demarcation points of responsibility by contracts among
system operation companies and device

Confirmation of the scope of responsibility for threat control and communication line quality, including line

Sefvices using a network in the healthcare field include the following: online claims for medical“f
mgintenance of medical devices, remote medical care, and healthcare information seryvices f
healthcare cooperation. From the viewpoint of a particular medical institution, the connegting part
fix¢d and connections will be switched as required between multiple destinations. In stich’a case

Application of an on-demand VPN

, sophisticated medical devices have penetrated into medical institutions, including m
small-sized institutions. Greater/diagnostic capability is required as devices become more sophisti

pes, online
br regional
es are not
to ensure
nes for the
should be
pcifications
bcifications
elines. The
a medical

hnical and
ng to their
d carry out
e different
ems to be
bPs should
g both the

edium- to
cated. The

prgblem is that the absolute’ number of specialists for sophisticated medical devices is limiteg. What is

expected is utilization efuremote diagnosis support through IT. Remote diagnosis eliminates the
specialist to take up-‘precious time to travel to a requesting hospital, thus enabling quick, simp
Utilization of IT does’ not lead to a decrease in the absolute number of specialists, as the d
didgnosis is incfeasing. If it was possible to send images promptly, the number of requests or
mgdical institutions might grow. The system cooperation between the requesting hospital and
offering remote diagnosis will become closer. With the expansion of available facilities, the comb

heed for a
e support.
emand for
requesting
a hospital
inations of
maintains

ontdemand communication will become more complicated. It is desirable that a network of facilities
h_security while appropriately controlling N-to-N connections. Furthermore, easy, low-cost u

\tlization of

remote diagnosis is necessary even in _medical institutions where network technicians are not resident and

reduced responsibility of the medical institution in terms of a demarcation point is desirable. These
contradictory needs can be satisfied by using a dynamic on-demand VPN for the facility network infrastructure
on an Internet line, as an example satisfying the guidelines given in 7.1.

A dynamic on-demand VPN assures the validity of devices connecting sites to each other. Moreover, the
demarcation of responsibilities between a medical institution and an SP is made clear, and staff configuring or
using the service is reliably authenticated, thus assuring high security in terms of operation. Multiple
combinations of connections can be preset, and secure communication is possible with a particular distant
party alone as required. An outline of the specifications of a dynamic on-demand VPN is shown in Annex D.
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A dynamic on-demand VPN is a kind of managed VPN in which the responsibilities for line connection belong
to an SP, although the medical institution must observe its own obligations. In particular, in a healthcare
network that handles sensitive personal information, it is necessary to monitor the security of such information,

as well as observance of obligations by the SP.

8 Cases of security measures in a dynamic on-demand VPN for exchange of
healthcare information with external institutions

8.1 Introduction

The case|study described here shows examples of security measures for the exchange of healthc
information with external institutions via a dynamic on-demand VPN.

The dynamic on-demand VPN is applicable as an example of a network providing security of cemmunicat
paths that jare guaranteed against network threats, by the telecommunication carrier and OSP-as described
5.3.3, thus| satisfying the network requirements described in 4.3 and the guidelines mentioned in 7.1.

The dynanic on-demand VPN is initially used for regional healthcare cooperation, rémote medical care, onl
maintenance and so forth. The following demonstrates various application models:-

8.2 Redional healthcare cooperation model with a healthcare portal

Figure 1 shows a regional healthcare cooperation model, in which.héalthcare information is exchanged
necessary| among medical institutions (regional core hospitals,. Clinics, etc.), an examination centre 2
pharmaciels over a network in a community. In this model, eaeh ‘patient can check his or her consultat
appointment status and medical examination results from home through the healthcare portal. Through
network, the regional core hospitals receive referrals and medical examination data for patients from clin

are

jon
in

ne

as
nd
on
he
CS,

diagnose the patients, receive medical examination resultsfrom the examination centre, and send prescription

information to pharmacies. In this model, the network: connections are not fixed, and switching of N-¢
connectiorjs among a number of medical institutions-must be supported. Because healthcare informatior
exchanged over the network, the network requires adequate security through the use of a dynamic
demand VPN via the Internet.

To this endl, network devices for the dynami¢ on-demand VPN are installed in the various medical institutiof
and securp communication is providéd“via the Internet under the management of an SP, by way of
dynamic op-demand VPN.

-N
is
bn-

ns,
the
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Figure 1 — Regional healthcare cooperation model with a healthcare portal,
using a dynamic on-demand VPN
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examination record

b Online maintenance model

work, the medical devices and systems installed in institutions. During maintenance work, thq
ual healthcare information stored_in the medical devices for device-status and problem-rg
ecks; furthermore, they can transfer this information over the network. Therefore, the network
Ch provider to connect to warious medical institutions and allow each institution to connect
viders. Moreover, the network must prevent connection to anyone other than contract signers
pport switching of N-to-N~"connections at both the source and the destination. The network
vide IP-level security~To satisfy such requirements, network devices for a dynamic on-deman
talled in the medical institutions and in facilities providing remote services, and secure commtu
formed via the Internet to provide remote maintenance. In this model, a policy related to pr|
sonal information must be exchanged in advance between the medical institutions and the m
hdor.

o L] o Reference of medical information /

ure 2 shows an online maintenance miadel in which medical device providers and Sls maintain, over a

y can use
production
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nication is
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8.4 Redional cooperation model with the lead taken by a regional core hospital

A secure njetwork for regional healthcare cooperation can be implemented using a dynamic on-demand VH
as shown|in Figure 3. In this example, a regional corehospital and clinics cooperate with each other
sharing examination data, introducing patients accerding to their conditions, and providing and shar

/ Remote service \

[

Medial information )

system vendor

Maintenance info

Examination info

Application

VPN

Internet

/Medical device

=

N

vendor

Maintenance’info

Trace info

Application

Figure 2 — Online maintenance model, using a dynamic on-demand VPN

’N,
by
ng

necessary|information. In the network, the purpose-of the service is to provide functions such as creatjng

patient referrals, making consultation appointments, sending secret e-mails including healthcare informati
and sharirjg information. In the network, thé regional core hospital and clinics are authenticated over
network connections by using IKE, before being connected through the VPN by using IPsec/AES so t
threats to {he network paths are eliminated: In the regional core hospital, the external network, which is an
and the infernal network, which is an.HSZ, are separated from each other by a firewall for access control. T

bn,
he
hat
57,
he

personal computers (PCs) at the clinies access the server in the SZ for external connection using the dynamic

on-demangl VPN. After introductien'to medical institutions, this model can be characterized as follows:
— making appointmentsis e€asier;

— work for making-appointments etc. can be done irrespective of the opening hours of the core hospital;

security;-with investment in only a single VPN device.

since |encryption is used, this model has the advantage of providing an excellent system in terms

of

To exchange healthcare information for coordination with acute-phase hospitals for post-operation
long-recovery-type situations and coordination with chronic-phase hospitals, the network devices for a
dynamic on-demand VPN are installed in the different facilities to provide secure communications.
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8.5 Model for teleradiology, remote maintenance and network conferencing with the

peration of university hospitals, research institutions and regional hospitals

Lafge volumes of data for diagnostic imaging are transmitted between medical institutions. Fy

[/

Figure 3 — Regional healthcare cooperation with thedead taken by a regional core hospital,

rthermore,

acfual healthcare information is transmitted over networks for remote maintenance of medical devices.

Therefore, personal information can be transmitted over such networks, resulting in a threat of w
For this reason, a dynamic on-demand VPN can be applied with the purpose of enhancing secur
mgdical device authentication and enabling multiple connections.

iretapping.
ty through

As| shown in Figure 4, a remote maintenance network was built, with a university hospital, & research

regonance imaging (MRI) scanners, by connecting the equipment to the remote maintenance tg
mgdical device providers via the VPN. Since this network uses L2TP tunnelling for LAN connection

diagnostic
ncludes a
ers of the
s by using
ransferring
0 provides
magnetic
rminals of
inside the

university, IRE/PRIauthentication is applied o each session and established at the start and end points of the

tunnel, before the VPN connection is made using IPsec/AES. To verify the security with th
connection to the internal hospital LAN, the university configures the network in such a way that t

e external
he internal

network and the SZ for external connection are switched over properly with a physical change-over switch.
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Figure 4 — Teleradiology, remote maintenance and network conferences,
using a dynamic on-demand.VPN

versity hospital model centred around teleradiology, telepathology and network
ces conducted between a university hospital and regional hospitals

hows a model of a university with a“aetwork connecting hospitals to provide services such|as
) images for diagnosis, sharing pathelogy-related documents, and conducting network conferences.

To overcoine the insufficient number of patholegists, the university can build a pathological diagnosis netwprk

by using a
pathology
within the
image trar
the patho
sample-ca
each regid
communic
For each @
the Interne
each sess
can be elir
of the sen

on-demand VPN, once time synchronization has been established with the NTP (Network Time Protocol)

dynamic on-demand VPN. This network connects the image server installed in the hospital and the
sample capture servers installed in the hospitals where pathological diagnosis doctors are sent
same region. The netwoOrk~provides services such as telepathology sample capture, diagngsis
sfer, and sharing of network conference and pathology-related documents. The image server |for
ogical diagnosis network is located in the university's SZ and linked to other patholpgy
pture servers located in the SZs of hospitals within the prefecture. In the university hospital gnd
nal hospital, .dccess is controlled and viruses are checked through routers and firewalls when
ation is madefrom a PC connected to the LAN inside a hospital to a host on the Internet in the $Z.
f the pathsy*< a path within the LAN between the image server and connection routers, or a path|on
t between"the bases — in the pathological diagnosis network, IKE/PKI authentication is applied to
on established before the VPN connection is made using IPsec/AES, so that threats to the pa
hinated from both inside and outside the hospitals. The communication logs of the network devi

server. Therefore, repudiation regarding access can be prevented, and traceability during system audits can
be ensured. In addition, a secure channel of the dynamic on-demand VPN is used for remote diagnosis of
radiological images and for network conferences via the Internet.
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Annex A
(informative)

Threat analysis and measures

A.1 Extraction of network-related security requirements

To examin
issued so

Glidelines for the Guidelines of Smart Card | |Security and RFC for Security
Sgcurity Management Security for Framework Privat':y
of the Medical online claim for Security | | Requirements
Information System for medical for R.ernote
Yecond Version) fee Servicing

e security requirements, they have been extracted in reference to guidelines and requireme
ar and to RFCs related to security.

nts

Identification of threats to assets to be
protected and measures to take
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Figure A.1 — Threat analysis of network security

Among the related” guidelines, portions of the Guidelines for the Security Management of the Medical
Informatiop System (Second Version) and Guidelines for the Security of Online Claims for Medical Fees, from
Japan's Ministry of Health, Labour and Welfare, are referred to for technical examination and described belpw.
Also described is the guideliné Security and Privacy Requirements for Remote Servicing, examined by
NEMA/COCIR/JIRA Security and Privacy Committee (SPC) in order to comply with regulations related to
privacy protection.

a) Guidelines for the Security Management of the Medical Information System (Second Version) (Refer to
Annex B)

Technical information from the following sections of these guidelines has been referenced:
Section 6.9: Emergency measures for disasters

Section 8: Standard for external storage of medical care history and medical care records
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Section 8.1: External storage on electronic media via network
Section 8.1.1: Observance of three standards for electronic storage
Section 8.1.2: Limitation of institutions entrusted with external storage
Section 8.1.3: Protection of personal information

Section 8.1.4: Specification of responsibilities

b Oodalinac fortha Sang e, of Nplina Olaimaa for A ionl Eanc
OO eSO TGO CCUrity—Orormmc-oraln s 1o e arcar - cts

Technical information from the following sections of these guidelines has been referenced:
Section 5: Technical security: necessity of filtering between networks

Figure A.2 shows filtering between networks that are separated.

/ Pharmacy \ Internet

Medical fee payment fupd
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N
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Online health
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form terminal

Pharmacy main office

\

Internet ;
Medical fee payment fund
/ Pharmacy \ pay
VPN I
i E deyice

. ‘\ Pharmacy main office
= y ——{

Separated

Figure A.2 — Necessity of filtering between networks

c) Security and Privacy Requirements for Remote Servicing

The gquideline Security and Privacy Requirements for Remote Servicing, examined by
NEMA/COCIR/JIRA Security and Privacy Committee (SPC) in order to comply with regulations related to
privacy protection, is described below as a reference for practices in foreign countries proceeding with the
globalization of medical care and communication of insurance information.

— Only one access point shall be provided for the sites of medical institutions and medical-related
institutions.
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— Authentication is performed at a site's access point. While it is desirable to authenticate who has
attempted access, it suffices to authenticate which institution is the source of communication if the
association is made at the source.

— A medical institution must always monitor the access state and block illegal communication, if
detected.

— Encryption is necessary to protect the privacy of communication. If possible, encryption using PKIl is
desirable. Communication logs, including information on who accessed the network, where and when,
must be recorded at three points: the source, the access point for the medical institution and the

a1 EH LE talas bat: 4l 4l 1 + Habkl £ £ j't
aJ\JUDDUU Ueativrrt. 11 ||U\JU°°aly, ||IGll\/IIIII3 VOLWCOTITT UIie uimreo I\JHO MMUuotl VG avdadilduvic TUI OyOLUIII du I .

— Al medical institution must establish a security policy and require other medical institGtions| or
medical-related institutions establishing access via a network to adhere to the security policys

A.2 Chgnnel security and object security as protected assets

RFC3552 defines the requirements for channel security and object security. These-two sets of requirements
complement each other to define the provision of security related to a single cdata object. Object security
means sepurity applied to the entire data object, while channel security provides a secure channel [for
transparently conveying objects.

Clear definition of the scope of examination across the entire netwark“(terminal-network-terminal) leadq to
classificatibn of network devices into “channel security” and “object.security”. The following items must|be
examined ps assets to be protected in the scope of examination.

Channel gecurity between terminals —> Transmit/Receive data

Object segurity of network device —> Configuration file of network device and private key

Object Channel Channel Object

i e-mail, BB information, e-mail, BB information, Medical
Medical cafe | ftp information, ftp information, ‘ef ca Sare
informatioN | |ogin information Channel _{xObject Object | Channel login information information

DB informatjon|z : Software Sottware - DB information
i| Transmit/ Transmit/ ||_Program program || Transmit/ Transmit/
File information E receive data recklvg data ggg:gul::;lon file Conﬂgg;act;g?kfgs receive data receive data File informatio
=N ¥
AR > T ‘

hinal

Protected assets in Network

Figure A.3 — Channel security and object security
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A.3 Component features related to object security of network devices

See Table A.1.
Table A.1 — Functional elements of set information for network devices
Major Minor class Feature outline
class

Key exchange feature
(KE)

Automatically exchanges encryption keys used for VPN connection

VPN management features

Encryption feature (IPsec)

Encrypts data in order to provide confidentiality of communication data

Authentication feature
(IPsec)

Authenticates the source of communication data

VPN control feature

Acquires from the connection management centre the parameters necesgary for

VPN connection

VPN connection feature

Performs connection/disconnection requests for VPN.connection or data
transmission/reception

Initial registration feature

Registers initial information (device information with manufacturer's signgture) in the

secure storage area

Device information
reference feature

Reads out device information stored\in the secure storage area

LLLA-401Y
features

(V4
LAY

Tamper resistance
feature

Logically/physically controls access to the storage area

Encryption processing
feature

Encrypts/decodes a kéyto be stored

AP management feature

Controls writing/déletion of AP or operation of downloaded AP of PKI chip

Storage area
management feature

Performs aceess control of an area into which a key pair or certificate is tp be stored

A.f Location of threats.and problems

—| About 80 % of the threats related to information leakage from companies using LANs or V)
within the organization (on a LAN). Measures against threats to WANs using a closed networ
IP-VPN are not sufficient as security measures on the communication path connecting terrn
each other:

—| An opéenvhetwork performs encryption to mitigate threats to the WAN, through means such
VPN(IPsec) and encrypted communication by SSL protocol or the LAN. Currently, the authe
person or device cannot be assured, so there is a threat of attacks by crackers through
Moreover, communication encrypted by the SSL protocol has vulnerability to attacks from t

layer, which it cannot handle by itself.

ANs exist
k, ISDN or
ninals with

Bs Internet
nticity of a

spoofing.

e lower IP

— Internet VPN currently provides the most secure network environment by implementing an authentication
environment in which spoofing is difficult, through use of the PKI technique and the like. By precluding
spoofing, it is possible to provide secure communication between devices, by detecting hacking
operations, including data tapping and tampering by another party, and by releasing the communication
path while utilizing the features inherent to the protocol in use.

— In any system, it is impossible to prevent illegal operations from an authorized terminal. The user
authentication feature must be reinforced by login authentication using a smart card for personal
identification or by other methods.
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A.5 Summary of threats to the network and security measures (channel security)

A.5.1 Definition of threats to the network

A total of 32 threats related to the Internet have been identified in reference to security-related RFCs, as listed
below:

22

plain t

ext transmission;

shared password;

diction
guess|
Netwd
existe
topolo
detern
attack
intern
illegal
sessid
ARP ¢
acces
TCP
TLS R
seque
unuse

host-t

ary attack;

attack;

rk Information Service (NIS);

hce of cryptanalytic tools;

gy destruction;

hination of being on the same link;
using regular protocol;

bl threat;

copying of information;

n hijacking;

poofing (IP address spoofing);

5 certification;

bYN packet insertion;

ST impersonation;

nce number guess attack;

d Media Access Control (MAC) check;

D-hastSA;

transf

er arter virus contamination,

information destruction/overwriting;

retran

retran

smission after message tapping;

smission through auto-dialling;

TCP SYN flood attack;

Denia

| of Service (DoS);
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— disaster/physical destruction;
— illegal usage;

— inappropriate usage;

— spoofing;

— illegal processing due to service interruption;

6:2009(E)

—| tampering;

—| negligence/theft/loss.

A.5.2 Examination of measures against threats

The technical elements available in measures against channel security have been identified as
assgociation with the threats outlined in RFCs. see Table A.2.

follows, in

Table A.2 — Security-related RFCs indicating direct measures’against network threats
Definition of threat Security-related RFC indicating direct measure

RFC2406

Passive attack <RFC1704>
RFC3552
RFC2406

Active attack <RFC1704>
RFC2828
RFC3631

Replay attack <RFC1704>
RFC4107
Topology destruction <RFC3552> RFC2196
Determination of being on the same-ink <RFC3552> RFC3552
Non-repudiation.<RFC3552> RFC3227
Denial of service attack <RFC3552> RFC2827

In these RFCs, threat‘/models are assumed based on threats to the network or protected assets.

Guidelines

ang reference documents such as RFCs related to security are referenced to examine varioys security
mgasures and\evaluate their effectiveness. Currently, the following measure models are considerdgd effective

as|channelsecurity measures combining available technical elements.
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Threat

Passive attack

Active attack

Replay attack

Attained through use of two traffic security protocols, the authentication
header (AH) and the encapsulating security payload (ESP) of IPsec and
use of the encryption key management technique and its protocol.

Actual encrypted attacks to HMAC-SHA-1-96 do not exist at the time of
publication of this document.

The term “key management” together with the encryption algorithm refers to
establishment of a “material of encryption key” used to provide the security
service of a protocol (in particular integrity, authentication, and privacy).

Topology destruction

Deternpination of the
spme link

Nonqrepudiation

Denial of service attack

24

VNV NV

Figure A.4 — Threat model assuming spécific attack methods

IKE: Supports DES/AES -128 and HMAC-SHA-1-96 for HMAC

IP, ec ESP/AH j + @ + HMAC-SHA-1-96

Verification of TTL

Collection of proof and archiving

Ingress filtering
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Annex B
(informative)

Security management of medical information exchange including
personal data between independent institutions (see reference [6])

B.l Basic concepts

Th|s clause describes some important concepts to remember regarding personal information protection and
nefwork security when medical institutions share information with other institutions. Aipossible gituation of
such information sharing is medical record exchange via computer networks with local medical ipstitutions,
pharmacies and examination centres as part of regional healthcare cooperation: Other situations include
online claims for medical fee bills to a medical fee payment fund and online access-to ASP-type seryices.

If medical institutions use external networks to exchange healthcare infermation with other institutions, the
intended data must be sent to the intended organization in a secure, way that never allows othgrs to have
acgess. This network security must be guaranteed on the communication path from the sender's dgvice to the
regipient's device. Transmitted data must be protected from threats like wiretapping, tampering, network
intfusion and interference.

Note that this guideline does not cover all possible situatiops\but assumes only some of them, focuging on the
nefwork connection methods used for healthcare information exchange. Also, note that protection ¢f personal
information during network-based data exchange will bé\discussed separately from network security, because
thgse two aspects should be considered from different viewpoints.

If medical institutions subcontract storage of personal and other healthcare information, special attgntion must
be|paid to information protection against impreper secondary use or other risks, whether or not mandatory by
law. This topic is detailed in Clause 7.

B.2 Clear demarcation of responsibility

Acpording to Japan's Act.on-Personal Information Protection, there are two types of healthcare information
pravision to other institutions: subcontracting and provision to third parties. Different regulations must be
followed in each situation.

In the case of stbcontracting, the information source (medical institution) assumes managerial regponsibility.
It must create\a-contract and supervise the subcontractor, ensure accountability and take respopsibility for
consequenees. The subcontracted organization is responsible for abiding by the contract and reporting on its
operation;

In the-case of provision to third parties, with a few exceptions stipulated in Article 23 of the Act oh Personal
Information Protection, the information provider must obtain implied or express consent from the people in
question. If the provision fits one of the descriptions from (a) to (d) of 11I-5-(3)-1) in the Guidelines for Personal
Information Management by Medical Treatment and Nursing Care Organizations, implied consent is sufficient,
as stipulated in these guidelines. Otherwise, express consent is necessary. The information provider is also
responsible for identifying its intended purpose, as stipulated in Articles 15 and 16 of the above-mentioned act,
and for ensuring personal information protection in accordance with the above-mentioned guidelines and act.
The information provider is not responsible for the information provided in accordance with these requirements.

When delivered online, patient information leaves the control of the patients themselves. So, at least one of
the involved organizations must be responsible for the delivery, and where the responsibility lies must be clear
and beyond misapprehension. Patients must be informed of the organization against which they can make a
complaint and from which they can request an explanation.

© 1SO 2009 — All rights reserved 25


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

ISO/TR 11636:2009(E)

Involved organizations can include the information sender (medical institution), the OSP, the
telecommunication carrier, the recipient and possible secondary recipients. The demarcation points of
responsibility must be defined based on the following principles.

By contract, the sender and recipient must agree on demarcation points of responsibility for data transmission
on the communication path, such as handling of communication failures and other accidents. Then, they must
decide how to share managerial responsibility among themselves, the OSP and the telecommunication carrier
and define the demarcation points accordingly. They must clarify the scope of managerial responsibility to be
assigned to another organization and specify which organization should take the initiative in dealing with
possible service failure. As described above, however, accountability and responsibility for the consequences
lie with th i i i ipient | ision to
third partigs. Note that the OSP and the telecommunication carrier accept only part of the managerial
responsibility.

The telecgmmunication carrier is not responsible for protecting personal information against wir€tapping:|as
long as transmitted data are encrypted in a suitable manner by the sender and decrypted by, the recipignt,
both functipns are outside the carrier's scope of managerial responsibility. The carrier must. clarify by contract
the scope|of its managerial responsibility for threats like tampering, intrusion and interference, and for the
communicgtion quality that it guarantees, such as line availability.

The OSP |s not responsible for protecting personal information against wiretapping: as long as transmitfed
data are gncrypted in a suitable manner by the sender and decrypted by the recipient, both functions are
outside the OSP's scope of managerial responsibility. The OSP must clarify by contract the scope of|its
managerigd responsibility for threats like tampering, intrusion and interference, and for the communicatjon
quality that it guarantees, such as service availability.

In statutory or other special cases, unencrypted healthcare information might be sent to an OSP or a netwprk
provider. To take necessary measures against wiretapping~during online service provision and on the
communicgtion line, the medical institution with managerial responsibility for the information on the
communicption path must negotiate with the OSP or the network provider to agree upon each party's
managerid responsibility for the information. If all or part of the managerial responsibility is assigned to the
OSP or ngtwork provider, the information source must establish a suitable contract with each of the involyed
parties and oversee the subcontracted work.

If a medical institution transmits data to a single organization or to multiple organizations specified in advance,
the sendell and recipient(s) must fulfil their obligations in accordance with the requirements for subcontracting
or provisioh to third parties.

If a medical institution transmits-data to multiple organizations and there is a possibility that someone hot
specified ip advance will receive the data, healthcare information must not be transmitted in principle, except
as stipulated by law or with some other exceptions.

Typical applications of\data access by remote login include remote system maintenance. Such rempte
maintenange is convenient, but loosely restricted access can lead to unauthorized reading or tampering of
personal or other:healthcare information temporarily stored on a computer disk.

Total prohjbition of remote login, however, makes remote maintenance impossible, resulting in higher cgsts

and Ion er tima of maintananca Pamanta Inain chanld thiie ha anahlad anlvwhan it ic annranriataly cantrall d
geltireof maintenance—Remotelogin-should-thus-be-enabled-only-when-itis-appropriately-controlied.

B.3 Precautionary measures taken within a medical institution

Regarding the responsibilities listed in B.2, this clause describes the precautionary measures a medical
institution should take within its own organization when sending medical records or other healthcare
information via networks.

The most important concept to remember is that a medical institution sending healthcare information has

managerial responsibility for the information during the whole process in which data is transmitted via
networks (provided by the carrier) and then received by the intended recipient in an appropriate manner.
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To avoid misunderstanding, note here that managerial responsibility means responsibility for the information in
electronic form: in other words, responsibility for ensuring the authenticity of both the content and the persons
referred to. The necessary actions differ from the situations described later in B.4. For example, encryption in
this clause means encrypting healthcare information to prevent outsiders from viewing data even if they have
wiretapped the communication path. Digital signatures are helpful for tampering detection. In contrast,
encryption as described in B.4 means encrypting the communication path to prevent information theft during
transmission.

From these viewpoints, medical institutions that are going to transmit data are responsible for suitably
protecting the data and must be aware of the following.

a)| Protection against wiretapping

Wiretapping is one of the most important threats to be dealt with in sending data via networks. Stealing
information is a criminal activity, which can be carried out in various situations, such as‘\by building a virtual
bypass on the communication path or attaching a physical device to a networking device. Therg might be
cases in which the fault cannot be directly attributed to the medical institution. Failure to appropriately
configure networking devices can cause unintended data leaks or transmission toincorrect recipients, and the
sender might be responsible.

Taking such risks into consideration, medical institutions must take appropriate actions to protect [healthcare
information even if it is stolen on the communication path, accidentally. leaked out or transmitted {o a wrong
regipient. One possible action is encryption of healthcare information:” As explained above, encryption here
megans encrypting the information itself.

A guideline cannot simply specify when and to what extent information should be encrypted. That depends on
how sensitive the information is and how the medical ‘institution's information system is operpted. At a
minimum, it is preferable to encrypt data before they are.sént from the sender's networking device.

These measures against wiretapping should also/be taken during system maintenance tasks through ID- and
password-based remote login. The medical institution that owns the computer system is resppnsible for
informing the maintenance company of the abbove-mentioned considerations and supervising the maintenance
tagks.

b) | Protection against tampering
When sending information over networks, the sender should also ensure that it is transmitted “a$ is” to the
regipient. Though data encryption reduces the risk of tampering, transmitted data could still be tampered with
begause of a failure on thescommunication path or other possible causes, whether intended or not.
Depending on the networking configuration, as described later in B.4, data might be transmitted without
engryption. In this_case, the sender must take precautions against tampering. One tampering detection
method is the use of electronic signatures.

c) | Protection against spoofing

efi-sending information over networks, medical institutions must ensure that the recipient is corfect. When
recetving-informationoverne smedicat-institutionsmustconfirm-thetdentt soth-the—sender and the
transmitted data. This is because networking is not a face-to-face communication method.

TTatio OoVve WO gto t O c10C yOT 100

One way to identify the recipient/sender at the start/end point of communication is mutual authentication by
using proven authentication systems, such as public-key and symmetric-key cryptography, at the entry into
and exit from the network. The use of digital signatures for tampering prevention is also helpful in identifying
the sender.

For counteractions against cyber attacks that pose such risks, refer to section 6.9, “Emergency measures for

disasters”, in the Guidelines for Personal Information Management by Medical Treatment and Nursing Care
Organizations. See reference [6].
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B.4 Concepts of appropriate network security

B.4.1 Overview

When considering network security for healthcare information exchange with other institutions via networks,
medical institutions must define demarcation points of responsibility and then identify important considerations
from a viewpoint different from that expressed in B.3, which referred to measures taken within the organization.
This clause focuses on the outside world: networks connecting the sender's external network connection point
to the recipient's. LANs within medical institutions are not taken into account. As stated in B.2, medical
institutions are responsible for being aware of the risk of unintended data leaks due to inappropriate network
configuratipn or communication path design, and for faking necessary measures against this risk.

To configure networks for exchanging healthcare information with other institutions, medical institutions)shopld
first identify the confidentiality of the information to be exchanged. From the same viewpoint;as“for data
encryption| described in B.3, the network type must be selected according to the confidentiality)of the d3ta.
High-level |network security is basically essential to healthcare information exchange, but excessive security
measures [for not-so-sensitive data result in unnecessarily high costs and impractical operation. Networks with
appropriate costs and operation must be selected through analysis of information security: Then, who shopld
be responsible for network security must be defined by contract: the telecommunication carrier, the medical
institution,[or both? There are roughly two cases: network security is guaranteed by the telecommunicatjon
carrier and the OSP, or it is not guaranteed by these businesses.

a) Guardntee of secure network path provided by the telecommunication’carrier and OSP

Among th¢ network services offered by telecommunication carrierssand OSPs, there is a form of netwprk
connectior] whose security is guaranteed by these businessesi mostly in the form of a closed netwprk
connectior] (described in B.4.2). Even in the form of an open network connection, there exist network servi¢es
in which tdlecommunication carriers provide an encrypted communication path, like Internet VPN service. With
this type of network, a medical institution can delegate a large portion of its managerial responsibility to thgse
businesses, though it assumes responsibility for the final consequences of security on the communicatjon
path. As a|matter of course, a medical institution must éxercise due care and ensure security management of
its in-housg system according to organizational, physical, technical and human security management rules.

b) No gugrantee of secure network path provided by the telecommunication carrier and OSP

As an expmple, there might be a ease in which two medical institutions install network devices| to
communichte with each other vial the Internet, based on a mutual agreement. In this case, the
telecommunication carrier and the @QSP do not take responsibility for network security. Therefore, besides the
above-mentioned security management, these medical institutions must appropriately manage their netwprk
devices and encrypt the communication path. All possible measures should be taken to prevent personhel
without sufficient knowledge 0f networking from setting up a network.

Otherwise| healthcareyinformation will be exposed to threats. For this purpose, medical institutions mpust
develop measures.to)identify the sender's and recipient's network devices, the data transmission terminals
installed i) the medical institution, the features of these terminals and their users. Medical institutions mpust
also consifler”signing contracts for information handling with each other, assigning exclusive staff members,
and devel@pihg operational management rules in anticipation of threats. These rules should be stricter than
those a telecommunication carrier would develop to guarantee security on the network path.

As stated above, medical institutions planning to exchange healthcare information via networks should select
an appropriate type of network, by considering how responsibilities should be shared according to the form of
services that the institutions use. They should also understand the characteristics of the security technologies
that they use, identify allowable risks and, if necessary, explain the risks to their patients to fulfil their
accountability.

From among a wide variety of network services, the following subclauses assume several cases and list some
key concepts to remember.
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B.4.2 Communication via closed networks

A “closed network” here means a dedicated network for business use and is defined as a network not
connected to the Internet. There are three connection forms that offer closed networks: a telecommunication
carrier leased line, a public network and a closed IP communication network.

Since these networks are not connected to the Internet, they are basically at lower risk of wiretapping,
intrusion, tampering and interference. The risk of wiretapping by a physical method (described in B.3) cannot
be eliminated, and it might be necessary to encrypt the information to be transmitted. Moreover, the antivirus
software's virus definition files and the operating system's security patches should be applied on a timely basis

to Mmantain cactira comniitar ovctameo
Hotr oS e oure-Corpoter—Iyoterioe

The different features of the three forms of closed network are described below.

a) | Connection over a telecommunication carrier leased line

Th|s is an always-on network connection used only for subscribing machines"between two points with
constant network quality. Because the network quality and transmission speed‘er-bandwidth are guaranteed
by|the telecommunication carrier, this form of connection is used for constantly connecting twq sites and
sending large amounts of data and large files.

While the network quality is good, the extensibility is low and the cost is'generally high. Still, it is wgrthwhile to
implement this line if a large amount of significant data needs to be‘gonstantly transmitted.

Medical institution R Medical _institu tion
(sender) > (recipient)

I:I Telecommunication catrierleased line i I:l
=

Figure B.1 — Connectjon over a telecommunication carrier leased line

b) | Connection over a public network

This is a form of connection)that uses a public network via switches, and it includes ISDN gnd dial-up
connections.

Connection over a_public network here means direct connection to the recipient's phone number) not to the
Internet Service Rrovider (ISP). The latter should meet the requirements described later in B.4.3, bgcause the
dafa enter thednternet at the ISP.

This public:-network system dials directly to the recipient's phone number to establish a network conpnection. A
megchahism to confirm the phone number before network connection establishment ensures communication
with&the recipient.

Omitting this mechanism can result in connection and data transmission to an incorrect number. As with a
telecommunication carrier leased line, this public network system has poor extensibility. The transmission
speed is lower than that of currently popular broadband connections. This system is not suitable for sending
large amounts of data or large files such as those containing image data.
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Medical institution Public network Medical institution

(sender) m (recipient)
= o =
Dial-up O

Figure B.2 — Connection over a public network

p———N
———\

c) Connégction over a closed IP communication network

This conngction uses a communication line that connects a telecommunications carrier's WAN to a user's
(i.e., a medical institution's) network device. This line is shared with no other network services, The guidelines
refer to this connection service as IP-VPN and define it as a closed network. Other forms ‘of connection are
considereq as open network connections. IP-VPN is mainly used as a kind of cerporate LAN to share
information between a company's headquarters and its branch offices in remote lecations, and generally a
single entily is responsible for its operation.

This form pf connection can be implemented at lower cost than connection aver a telecommunication carfier
leased ling. Appropriate selection of the subscription type and network sefvice can be sufficient to transmit
large amouints of data and large files.

Medical institution Medical institution

=

Figure B.3 — Closed network provided by a telecommunication carrier

Medical institution Medical institution
(recipient)

- _(s<|en:d(|er) ’ m Conpr:)?rcﬁion m i —
I S N =

Figure B.4 — Interconnected closed networks

These three forms of communication via closed networks have no risk of intrusion from outsiders, and in that
sense, they are safe. Connection services, however, generally do not offer encryption of data to be
transmitted. There might be a case in which different networks offered by different telecommunication carriers
are interconnected via connection points. When networks are interconnected via connection points,
sometimes the recipient's address is interpreted or additional data are added to the transmitted sender
information.

This might cause accidental data leaks. The Telecommunication Business Law prohibits further spread of the

leaked data, but accidental leaks should be avoided from the viewpoint of healthcare professionals'
confidentiality obligation. Particular attention should be paid to the necessary level of security management,
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because it generally changes at the demarcation points of responsibility, such as a connection point from a
medical institution to a closed IP communication network.

For these reasons, even with a closed network, medical institutions should take security measures, such as
encryption of healthcare information, to make the information hard to access and introduction of a tampering
detection system, as described in B.3.

B.4.3 Communication via open networks

This is a form of connection using the Internet. Considering the wide spread of broadband network
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using open networks or building an extensive mechanism of cooperation for regional healthg
re are various threats on the communication path, such as wiretapping, intrusion,\ tamp
erference, sufficient security measures must be taken. Encryption of healthcare Anformati
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te that, as stated in B.4.1, even with an open network connection, telecommuniecation carriers
pht provide their services by guaranteeing secure network paths as security-measures agair
dical institutions that use such services can transfer most of their responsibility for communig
nagement to those businesses by defining demarcation points of responsibility by contract.

If medical institutions use their own open networks to exchange personal information and other
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prmation with other institutions, most of the managerial responsibility falls on the medical
mselves. Therefore, they must take full responsibility for implementing such networks and be aw|
ponsibility for guaranteeing technical safety.
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Healthcare Information System, published by HEASNET in February, 2007.

Table B.1 — OSI model
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h an open network connection, the necessary level of-security on the network path depends on the layer at
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curity based on the OSI model, refer to A Case Study Report on Guidelines for the Security Management of

Layer 7 Application |Provides FTP,je-mail, and other services

Layer 6 | Presentation | Converts.data into a human-readable form suitable for communication

lLayer 5 Session Related to establishment and release of a data path

Layer 4 Transport (| Stipulated for secure data transmission

lLayer 3 Network Provides address control and path selection

Layer 2 Data.link Stipulated for establishment of a physical communication path

Layer 1 Physical Converts bit data electrically and physically and specifies device shapes and characteristics
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path building. With IPsec, the communication path is encrypted at the third layer, called the Network Layer, or
at lower layers. The risk of wiretapping is lower than with encrypted communication by the SSL protocol, but
still, a standard process of IKE should be combined with encryption key exchange for path encryption to
ensure safety.

2) The OSI hierarchical model is an international standard protocol for communication between heterogeneous systems.
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As described above, medical institutions that are planning to use open network connections should carefully
review different security technologies and their inherent risks to ensure that the possible risks are acceptable.
If medical institutions subcontract network implementation, as is often the case, they should request an
explanation of such risks and understand them.

Medical institution Medical institution

(sender) m (recipient)
I:I Internit = |_|
—% Dial-up w/ %

Figure B.5 — Communication via open networks

B.4.4 Provision of medical records to patients
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the medicallinstitutions, in order to avoid unauthorized intrusion into them. Such technologies
ccess smonitoring, encrypted communication by SSL and PKIl-based personal authentication

ps
ery
ns.
nat
to

hat

atients have different knowledge levels and _different network security environments. Once

nts'
ine

ns
fior

for
en
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res
hat
ns
as
hre

As just d

take

comprehensive action-security management not only of networks but also their internal information systems,
give convincing explanations of possible risks and provision purposes to patients and account for various legal
bases. Before implementation, they must also clarify who is responsible for each activity, and to what extent.

B.5 Minimum guidelines

a) Protection against tampering, such as message insertion and virus injection into the network path.

Protection against wiretapping by crackers who try to steal passwords or message texts on the path

betwe

32

en institutions.
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Protection against spoofing, such as session hijacking and IP address spoofing.

A possible way to obtain such protection is to use IPsec and IKE to ensure communication path security.

Authentication of the sender/recipient at the gateways of their institutions, at their networking devices, at

the functional units of these devices and at other units that the user wants to use. Authenticatio

n methods

must be selected according to the communication system and operation rules. Secure methods are
recommended, such as PKIl-based authentication, key distribution like Kerberos authentication, and use

of a pre-shared key or one-time password.

Praotaction-aaainst snoofina-as - autharized users-or devices-in-the institution Eor infoarmation o
—otecHOR—-agaHistSPp HAg—aS—atHROHLBaHSEf —G8\A H-HReHstHHHeR—Fo—RHeHRaHeR

spoofing,

refer to section 6.5, “Technical safety measures”, of this guideline.

Routers and other network devices must be confirmed safe, and routing must be properly con
that routers cannot be used for communication with different facilities via a VBN Device
confirmed safe meet, for example, 1ISO 15408's security targets or the requiréments of oth
documents stipulating that the security measures of the devices are confirmed to be in confg
this guideline.

Security measures, including encryption of data to be transmitted, must be taken by both the ¢
the recipient. Possible options are SSL/TLS, S/MIME, and file encryption. Encryption keys mu
to the e-government recommended cipher list.

Many other organizations are involved in telecommunication between medical i
telecommunication carriers, Sls, system operation companies, device maintenance companie
remote maintenance services and others. The following responsibilities must be assigned
organizations, and demarcation points of responsibility“among these organizations must be
contract:

— decision on the timing of sending healthe¢are information including medical records and on
of starting a series of information exchange operations;

— handling of the sender's failure inNeonnecting to a network;
— handling of the recipient's failure in connecting to a network;

— handling of connection) failure or considerable communication delay in the middle of th
path;

— handling of theZrecipient's failure in recognising the information that it receives;
— handling.of failure in encrypting transmission data;
— handling of failure in authenticating the sender or the recipient;

——\ Isolation of a failed part in the case of failure;

figured, so
s that are
er, similar
rmance to

ender and
st conform

hstitutions:
5 that offer
o relevant
Clarified by

the action

e network

— handling of the sender's/recipient's termination of information exchange; medical institu
stipulate the following by contract or through operational management rules:

tions must

— clarification of responsibility for managing communication, encryption and authentication

devices; if such management is subcontracted, the demarcation points of responsibili
defined and a contract must be signed;

— clarification of accountability to patients;

ty must be

— designation of an exclusive manager who is responsible for fault restoration and coordination

with other facilities and vendors;
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34

— clarification of responsibility for the consequences to the other party of information exchange;

notification of patients' inquiries about personal information handling to both the sender and the
recipient of the information, and confidential matters regarding such personal information
handling.

Prevention of unnecessary login during remote maintenance by setting appropriate access points, limiting
the protocols to be used, and controlling access privileges, if necessary. For maintenance activities, refer
to section 6.8, “Adaptation and maintenance of the information system”, of the guideline.

When
there

signing a contract with a telecommunication carrier or an OSP, institutions must make sure that

quality

TTOTIOTT

, including line availability, and that the above minimum guidelines a) and d) are followed.
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Annex C
(informative)

Technical and operational checklists for the guideline

C.1 _Introduction

These checklists cover all the requirements, specified in the Guidelines for the Security Managen
Mddical Information System (Second Version)®l, to be met by medical institutions whén they
healthcare information. These checklists range from operational requirements to techriical a
requirements. For ease of reference, the checklists classify medical institutions according to their
For medical institutions to observe the guideline, SIs and SPs must provide services and carr
furfctions in accordance with the guideline. Therefore, a checklist comprises three)kinds of sub-cheg
mgnagers of medical institutions, for Sls, and for SPs — with each item te“be examined by th
prqviders of service functions.

Firgt, stakeholders should identify the type of checklist their organization should use, accord
following definitions:

a

~

Large hospitals

In large hospitals, multiple staff members share personal and other sensitive information, including
information and accounting data, through the LAN in the’hospital. Large hospitals have facilities f
exthange or provide information, some of which is exchanged with different institutions by using t
configuration shown in Figure C.1, which illustrates-a‘network composition example for a large hosp

b)| Small hospitals

In small hospitals, multiple staff members share personal and other sensitive information, including
information and accounting data, threugh the LAN in the hospital. Small hospitals utilize services p
SBs, including Internet access, inforntation exchange by e-mail, information provision, and extern

hent of the
deal with
nd system
functions.
y out their
klists — for
e different

ing to the

healthcare
br users to
he network
tal.

healthcare
rovided by
al storage.

Small hospitals exchange information with different institutions by using the network configuration shown in

Fidure C.2.
c)| SPs

SPs have facilitiesfor externally storing personal and other sensitive information generated
ingtitutions, or foryexchanging information with or giving information to other organizations. Such inf
ex¢hanged with.medical institutions by using the network composition shown in Figure C.3. SPs a
common sefvices, including time stamps, Internet access, and content screening.

Taple,C.1 lists the differences among large hospitals, small hospitals and SPs, with the cor
checklists to be used.

n medical
brmation is
so provide

esponding

Table C.1 — Major differences among the three types of organization

Medical institutions

Parameter SP
Large hospitals Small hospitals
Have equipment for providing Do not have equipment for — .
. . . . S . Telecommunication carriers
Functions and facilities information to differnet providing information to
P . L and OSPs
institutions different institutions
Example figure Figure C.1 Figure C.2 Figure C.3
Corresponding checklist| Checklist for large hospitals Checklist for small hospitals Checklist for SPs
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Internal proxy access
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Figure C.1 — Network composition examplefor large hospitals
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Figure C.2 — Network composition example for small hospitals
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Figure C.3 — Network composition example for SPs
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C.2 Instructions for the checklist for large hospitals

This checklist is intended for medical institutions having equipment for providing information to different
institutions (i.e., medical institutions that can provide SP services to different institutions). Medical institutions
that do not have such equipment should use the checklist for small hospitals instead.

(1) Checklist components

The checklist for large hospitals consists of three sub-checklists for three different organization types: the
sub-checklist for medical institutions, the sub-checklist for SIs and the sub-checklist for SPs.

Table C.2 — Checklist components for large hospitals

Large hospitals
Organizatjon type Definition Sub-checklist for

A Sub-checklist for SIs | Sub-checklist for SPs
medical institutions

The organization or manager Xa
that manages the hospital

The Sl that designs and builds
Si the network and system for the — X —
hospital

Medical institution

The SP or its manager (when
SH the hospital outsources service — — xa
provision to an SP)

2  If the njedical institution finds certain items difficult to handle, it should cérisult the S| or the person in charge of network/system
design.

(2) Items in the sub-checklists

Table C.3 |[shows the relationships between thelorganization types and the items in the sub-checklists. The
items marked with “M” are mandatory. Only the  applicable items (services that the hospital provides or uses)
need be considered for the items markedwith “A”.

38 © ISO 2009 — Al rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

ISO/TR 11636:2009(E)

Table C.3 — Items in the sub-checklists for large hospitals

Service items

Guidelines for the Security
Management of the Medical
Information System: Technical
and operational checklists

Large hospitals

Sub- Sub- Sub-
checklist | checklist | checklist
for medical | for SIs | for SPs
institutions
1.|Form of communication M
2.|Communication policy M M M
3.[Technical security on the premises M M M
4.[Service
type . . - .
4-1 Deployment of ASP information provision services targeted at A A
medical institutions
4-2 Use of ASP information provision services targeted at medical
institutions
4-3 Use of ASP information provision services (external stofage type)
L A A A
targeted at medical institutions
4-4 Deployment of ASP information provision services targeted at
o C A A
organizations other than medical institutions
4-5 Use of ASP information provision services targeted at organizations
other than medical institutions
4-6 Use of ASP information provision services (external storage type)
S AP A A A
targeted at organizations other thansmedical institutions
4-7 E-mail service (provider service) A A
4-8 Internet access service (provider service) A A
4-9 Use of remote maintenance service A A
4-10 Access to external service suppliers/large hospitals (relay service) A A A
5.|Physical security on the premises M M

NQTE

A hospital préyiding or using an individual service must examine all the individual items that are applicable.

©1S0 2009
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Figure C.4 illustrates the checking steps to follow. For this checklist, conformance to the guidelines must be
checked through the steps below.

Step 1 Step 2 Step 3 Step 4
Meqica_l Confirm the connection | ||Collect all the completed |||Determine technical and | ||Go back to Step 2 and
institution | lenvironment with the sub-checklists from the  |loperational solutions to | | [repeat until the number
sub-checklist for connected organizations, |||the items left blank. of nonconforming items
medical institutions. Sls, and SPs. is zero.
v With the three sub- Present the Describe the state of
sl Precsﬁgtctlz‘i";w' plichecklists, check the sub-checklist the system-aceording
state of system to the thregsub-
establishment checklists
v - :
Present the With the three sub- Present the Describe the st.ate of the
SP sub-checklist [ Tchecklists, check sub-checklist. system according to
whether the services it the three sub-checklist
provides are working well

Figure C.4 — Checking steps fordarge hospitals

Managers |of medical institutions must apply this checklist to consider the content and functions of serviges
that Sls apd SPs supply, determine solutions to any-failure to follow the standards, and clarify each party's
responsibility before establishing contracts with Sls*and SPs prior to introduction of a network. Each party's
responsibility must be defined in writing.

Table C.4 pives the checklist for large hospitals.

40 © ISO 2009 — Al rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

‘apew usaq sey
UoNEDIUNWIWO0D NdA UO Juswaaiby

O ‘uo paaibe
(g)ag9 ‘uase) ale Aejal pue paw.yuod aJe uolnelado Jisy) Jo
pazuoyneun yons jsuiebe seinses|y | WIO} 8Y) PUB SBDIAISS JO S)UBJUOD BY | o8}
0} pajoauuod aqg 0} saN|ioe) 8y} | JByjo woly/o) uoposUUOD
:6UIMOJi0} B} BINSUS JSNW WOI}/0} PBJOBUUO0D 8q O} Saljioe) 8yl | uonouny NdA | unm uonesiunwwod up Juswealby |-z-Z Jo BulpueH z-z
‘pajiqiyosd s| BSI9A BOIA
0B} J8UJ0 8J0W IO OM} O} J|8sH
) uonnyIsul 8y} wolj Aejas pazuoyneun “Aeje
oo O JAUIBYM ¥23U2 1SN UORNASUI pazuoyineun Buijuanpid Joy s|qisuodsal
‘usye} ale Ae|ay [EOIPSW B ‘YJOM}BU B BIA SSI)|IOB) st Aipus yoea ‘ssfipus ebe| Jusiayip
pazuoyneun yons jsulebe sainsespy 4QOM]a] LOIIBUUOD B JO 9SED Y] U] ussmjaq suoioBUYOO jdiinu Jo 8sed
ay) u| :Apus ebs| fialayip e 0) Buojeq sylomiau
‘pajqiyoud s BSISA SDIA 1O SBI}|I0B) JOYJO SI0WII0 OM) O} J|9SH UonNIsul 8Y) wolj Aejal 1ey) sanioe; ajdpinw o} uonosUUD uado eIA salioe)
pazuoyineun Jayipym 3o8yo JSn UON}ISUI [EDIPSLU B ‘HIOMIBU B BIA S8l}i|Ioe) USaM}ag UO[08uUU0D B Jo 8sed ay) Ul [ uonouny NdA 10 @seo ay) ul Aejal pazuoyineun L-1-z | ueemjeq uonosuuo) |-z
Aaljod suonesiunwwo) g
'Sjuswalinbal ay) sjeaw
pue ,s1epIAbId/eoiniss 10} ISIDo8YD,
O ay) yum ssaoold 3dalp ay) pajeldwod —
sey 0} pajoauuo0d aq 0f Japirold 8oIAIes
ay] :uepirosd 8oinles €,0)Buiosuuo)
‘sjusldiinbas ayy
sjoaw pue  s|eydsoy ||ews 1o} Is1soayD,
ay} ypm sseoo.d 3oayo ay) paje|dwed
ealo O sey 0} pajosuu0o aq o} [epdsoy ([EWS -
gLk ay] :Aijus [ebaj Jusiayip e 0} sbuojeq
‘Jow aJe s)siposyo Buipuodseiod 18U} [endsoy [lews e o3 BupdsULoD
8y} Ul pa)si| sjuswalinbal ay)
ey os pajesado aq }snw 0} Pa}OBULOD ‘sjuswalinbai ayy
8 0} SalI|Io.) 8y} |V "PalyUeD sjeaw pue  sjendsoy able| o} 1siposyD,
aq 3snw Aped yoes Jo Ayjiqisuodsal ay) yum ssaoold 3oayo ay) paje|dwod
O pue pawuuoo aq jsnw saljod Ajnoss sey 0} pajosuu0d aq o} [ejidsoy ab.e| -
s,Aued ay) ‘Ayus |eba| uaiayip e 0} ay] :Ayjus [eba) juaiaylp e o} sbuojeq 0] pajoauuod aq 0} Aed ay} Aq pamoj|o4 | 0} pajoauuod aq o} Aled
sBuojeq 0} pajoauuod aq o} Aued ey §| 1ey; [eydsoy abue| e 0} Buosuu0) spiepuels A}1In08s JO UOBWILUOD |-|-| 8y} JO uonedynudP| |-L
UO[}eolUNWIWOD JO WIOoS “|
sauljapinb xoq
JUETITETE)
syleway ayj jJo uonoas | ajfjeondde ja2w aq 03} suonIpuoH uoudID way| asoding
Buipuodsalion LB EITE [euoyound

s|eyidsoy abue| 1o} 3siqoayy — ') a|qeL

41

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

'Sysoy a|qeoldde ayy
0} sayojed ay) Bunnquisip pue pamoje

Kot MANC) JOU S| SS909E JauIsiu| S1dam suoz jsoy
(g)gs9 O ay} 0} sayojed Ajunodas buipediumop Aq
(P as9 syoeje ajoy A}unoas jsuiebe sainseaw
o)) Jsnw s|ejdsoy ‘Jouiajujey) wonouny
elA sayojed Ajunoas Buipeojumop ua ‘ajep-0}-dn 1dey aJe sajiy yojed :
¥ seuored A tPeOIUMOP LRUEA jep-ordn ided 14 4oy L Axoudjuonouny | Ayjioey ayy ur suonour)y ajepdn Jayjo pue ELIVES
‘9)ep-0}-dn.ele sayojed Ajndas ay} Jayleym o8y Remajen sayojed Ajunoas jo uojieyuswsaidw) |-g-¢ Ajnoes |euwsaju| g-¢
*SNUIA
. B SUIBJUOD BJEP PaIO)S dJayMm ased ay} ul
(rago O SNJIA e Jo pealds pue uonosjul Juanaid ‘ajep-o0}-dn
0} pasn aq Isnwi 8|1} uonIuap Isaje| ay | 1day.st a1y uonuyep SNUIA 8y L
‘Appadoud pawlopad si 309ya-SniIA 8y} JaYIBYM Yo8YyD 1soy yoeg 1SOY Yoea J@ 399y SNIIA |-Z-€ ZINQ jo Ajunoeg z-¢
‘pawuopad si Bugojiuow ssedoy
‘uase} aJe yjed Uonedunwwod
8y} Jo AJNdas ay} aunsud oy sainseapy
‘uofjoaliuod jo
awi 8y} je pawuopad si uonespuaginy
(a9 “uoner
(v)aso aJe uonddyUI SNUIA Jsulebe sainses|y
(e)as9 O
(22as9 ‘painsse
(1ag9 SI18UI8)U| BU) O} SSB0E 8INJ8S
‘uaye)
ale uoisniul [ebaj|I pue Buuadwey ejep
00]q pue ‘Juanalid }o8)ep 0} saINses|
‘u9E) aJe sainseaw
9S9Y) SS9|UN USBPPIQIO} 8] ISNW ZSH ‘UDY{E} 9JE 9OUBISUBIUI BIIAISS JBYJO
ay) wouy [epdsoy abie| e 0} uondBUUO) pue syoene goq jsulebe sainsesyy uonouny
llemaJy
‘leydsoy ab.e| e 0) uoosuuod Buunp uolsniul pue Buuadwe) | juonouny NdA Ayj1o€} Juasayip e 0} ZSH

woly ZSH S.dS au

$80IASp pue ejep juepodwii 199)01d 0} uaxe) aie sainseaw A}noas Buimo|[o} By} Jaylaym 3oayd

Juonouny Axold

s,[eydsoy afie[e,woy} uoiosuUO) |-|-¢

auoz Ajunoss ybiy L-¢

sos|wald 8

U} uo Ajnoss [eoluyoa] ‘g

syJeway

saulapinb
ay) Jo uonoas
Buipuodsarion

9 MM_DQQN @W 9q 0} suoljipuo uoLajil S wo:
190y JoW aq 0} suoRIPuOY TLTIT) Jeuonouny ]
ue ya1L

asodind

(panupuod) 9 sjqeL

© 1SO 2009 — All rights reserved

42


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

VL
ae.
(8)0o0L9

‘pasn aJe Aay} moy pue papiroid

aJe S92IAI9S JeyMm pue ejep ayj Jo

JoA8| AJINoas 8y} JO sJUI0dMBIA B} WOy
ZSH 8y} Ul pa1eodo| 8q jsnwi jsoy ayl

“ZSH 8U} Ul pajesoT

adAy suoz

‘uoisnJiul pue Buiadwie} woly seoiAep pue ejep

ZSH 3yj oul

juenodwi Joajo.d 0] usye) 8q Jsnw sainsesw Ajnoss BuIMO||0} BY) ‘SUONIISUI [BOIPSW 10} UOISIACID UOHEBWIOU] 10 auoz uole|jeisul 801Aep Jo pbelos eleq p-L-t
(1NotLe
(e)gie
-9 119 ‘Buiyoods juanaid
(8)0o0L9 0} pajdAIous ale syjed uonesIUNWWOY
‘pawlopad s Bulojuow ss800y
(6)0 019 . ‘uoisn.ul pue
(g)gg9 uosniul pue Bupedue) Ew_‘c ZSH wru Buuadwe) Juanaid o} uaye} aJe sjexoed
) 859 U1 S801ASp pue ejep juenoduwl 108]0s [e65]]1 %00|q PUE 19819p O} SOINSEON
hae 0} pajuswa|dwi 89 }SNW SUOROUA}
basg9 Aunoas asay ‘suonn)sul [esIpaw Jo) ‘uaye) aJe syoeje soq pue
2INSO|2SIP 10 UOISIA0ID UOBWIOUI O SaSnuIA Jsulebe sainseaw uoioa)old uonouny
sainsesw AJunoag lemaiy
Juonouny NdA | sxwiomiau uado ein sediaies 4V [euleixa
"sainsesw A)unoas Juauind ay) Ajjusp) | /uonouny Axold Buisn 1oy saunsaw AJUNdag ¢-|- 90INIBS YA -
- 9o1nes dwe)s swi] -
(-op M spoyaw pawlopad s UoRBORUBYINE DLjBWOlg
. asay] Jo auo AjuQ) "ebexes| uonew.oul ; 8dlnies
(®o0L9 Ecu,m w‘_wm:_ MNV_‘_o :v_mCL o .“o_m:‘_hc_ pautiojiad abelojs [euieix3 -
()og9 P peziioyineun Jo uolsnaul s1 uoneouayriebieo pews/o)|
(1)gs9 juanaid 0} SPoyISL UoHEDRUSYINE 92IAISS uoNguUIsIp
9S8} JO BUO YIM pajesnusyne ‘sploMssed/sq| elep 1s8) [e2IPS -
8q Jsnw siasn Buipiroid-soinie M pebeuew aie sjunooo
q1 p! INSS yim p 1 v s0IAIBS
spoyjsw uonesnuayny. diysseuped jeuoibay -
uonouny slasn
‘pajeoiuayINe ale 80IAI8S dSY Buipiroid s1asn 8y} Jayisym ooy, FEINEY Buipirold-eo1AI8s JO UPnEOBUBYINY Z-L-b 90IAISS |lBW-S -
*WI0J}/0] PB}OBULOD 8oInes
aq 0} sen|Ioe) 8Y) YIm uo pasibe ale uoisinoid uonewojul -
@819 Jey} sassalppe d| 82In0s Jo uonleulyssp :swa)l uoisiaoud
®) 2019 Ajuo Bupjiwued Aq pejusaeid aq jsnwi 291AJ9S JO sojdwexg
seI|ioe) pazioyjneun Wo.y/o} SSeode
|eBa)|l pue usye)} 8q JSnNW uone|elsul “asn |eba)|l w:o_é%mc_ [EolpsWw
|lemauly Se yons sainseaw Ajunosg | jusasid 0} pswiopad i [03U0D SS800Y 1€ PBjob.e} S8oIMIBS
uonouny SugINJIISUI [e2IpSW 0} uoisirnoid uonewloul
“asn [eBa)|1 Juanaid 0} usye) S| inseaw AjNoas BUIMO||0) By} JaYIBUM }o8yD |lemaliq 2nSp|osIp 10 uoisinoifl uonewlou| |- |  4SYV 1o Juswkoideq |-y
adA) @o1MI8S ¥
SeSICRIS JusWIdId
syJeway ay} jo uonoas | ajfjesrdde Jow aq 0} suolIpuo uoudID o wa) asoding

Buipuodsaiion

(penupuod) ¥ ajqeL

43

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

. ‘pasn ase Aayy moy pue papiroid
9 v.n 9J€ SOOIAISS JeUM pUE BJEp 8U} JO
( vm_ €L . O lona] AjN28s 8y Jo SJUI0AMBIA BY) WOy
60019 ZSH 8y} Ukpa3eoo| aq jsnwi jsoy ay "ZSH 8yj Ul p8jeso]
adA) suoz
ZSH 8yl
"ZSH 89U} Ul palo)s S| Sa0IARSdSY UBnoiyy pauleb uoljewloul [edlpaw 8y} JaYeym 3oayd auoz ul sjsoy jo abelols pye uone|elsu| y-z-
.E:uom Emu_oa:_ “panqiyosd
ea Lo awWos aJaym aseo ayjul Buipeaids S1 50IAI8S B[ YIIM 9SN PBUIGUIOD
: n woJj sjealy} analid o) paygiyosd
(6)00L9 aQ }SNW 82IAISS 9oUBUS)UIEW BjoUR) ‘payqiyosd
Jo “Japinoid ‘Aejal ypm asn pauiqiuo |, si 9o1A18s Japiaoid ypim asn pauiquio) daIes
Japinolid Jo Aejas Jum 991AI8S dSY JO
‘payqIyold s 80IAIS 43YJ0 Y)M SN PauIqUIOD JBYIBYM 4o8yD — asn pauiquiod jsuiefle uoniqiyolid -Z-v
(LotLo
(e)grg
1-a 119 ‘Bulyoods juanaid
B)D0L9 0] pajdAiola a4e syjed uonesluNwWwoD
‘pawlopad-spBulIo)UOW SSB20Y
(o019 = ‘uoisnijul pue Buuadwe) wouy oISt pue MBS VA -
(g)gg9 : : : Bunedwe) yusnaud o) usyey ale syexoed d _
() aco ZSH 8y} ul seo1Aep pue ejep juepodul [eBay|l 300]q puE 109]9p G}.sainsesy 90IAISS dulels swl |
g JBYJ0 pue uonew.oul [esipaw jo830id aoInes
Lase 0} JaW a4 }shw syuswaiinbal Ajunoss ‘uaye) aJe syoepe sod.pue abelo)s _mc‘_.mﬂxm_ _
9S8y} ‘s92INIBS SV JO asn 8y} Jo4 SasnJIA Jsujebe sainseaw Uoi}98)0id uonouny
__w.>>mE 99IAIBS UONQISIP
sainseawl A}nod: - -
1 L Juonouny NdA S92IAIBS dSV ugisinoid uoljewloyul EIEP 359} [BOIPSIN
‘s|ejdsoy [[ews uj uaye} Ajjualind sainseaw A}undas ay) Ayuap| | /uonouny Axoid 10 @sn 8y} 1o} sainskaw AJN08g Z-Z2-% 90IAIBS
- q diysisuped jeuoibay -
0 (‘op | spoygew | PeWMOKed sI uojeaRUsYINe dLjewolg o0INIBS [IBW-S -
6) 0019 9say} Jo auo AjuQ) abees| uoew.oul “pawopiad : :
(1) o59 O pue sJasn pazioyineun Jo UoisnJul S1 UOHEORUSYINE PIED HEWS/D)| ERIINE
W acg juanaid 0} spoyjew uolpesuayne uoisinold uonewlou| -
9S8} JO BUO Y)im pajeonuayine ‘'spiomssed;sq| swoy uoisinoid
O aq 1snw s1asn Buipiroid-8oinieg yum pabeuew ase Sjunoody S0IAIS 4O .ww_m:._mxm_
Spoyjaw uoleduayINy wonouny sosn suoBMISUl [BOIPBW
"9sN a10Jaq SIasN 99IAI8S SV Buneonuayine jo poyiaw ayy ¥98yd JEINEL 251M8% 4SV 10 upneonuayINy |-z-i Ye pajebiey saoinles
uoisinold uonewoul
dSV o esn g-v
adA} @01M8S
saulapinb X0q owalo
syleway ayj jJo uonoas | ajqeondde jow 3q 03 suolIpuod uouaNI) ¥ I way asoding
Buipuodsaio)y | ue yoil [euoyouny

(panupuod) 9 sjqeL

© 1SO 2009 — All rights reserved

44


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

(1NotLe
(e)gie
-9 119 ‘Buyoods juanaid
(8)o0L9 0} pajdAIous ale syjed uonesIUNWIWOYD
‘pawlopad s| Bulojluow ss800y
O ‘uolsnJjul pue
(9) g muo “uoisn.ul pue Buvisduue woyy Buuadwe) Juanaid o} uaye} aJe sjexoed
(r)ago ZSH 83 uf seoinsp pue ejep juepodul |26l 3120]q PUE 19919p O} SBINSES|
(L)ago j09j01d 0} suonouny AJInoas asay)
swa|dwi }snuM ‘wonewdoyul jJuepodu ‘uaye)} aJe syoeje goQ pue uonouny
sas0josIpo sspinoid [eudsoy ey SasnJIA Jsulebe sainsesw Uoi}oa}0ld [lemaly
sainseaw Ajinoag juonouny
Nd/A/uonouny | syiomiau uado ein sagdinies SV [BUISIXD
'sainseaw A}lIN28s jJuaiind ay} Ayuap| Axold Buisn 1oy sainseaw AJInoas g-y-
. ‘pawlopad s uoieonuayIne oujeWolg SDIMSS YA -
O (op LA — : : 9oIA19s dwels awl] -
(6) 0019 9say} Jo auo AjuQ) -ebees| uoneduojul “pawopiad : ¥ I
(1) 059 O pue siasnh paziioyineun Jo uolshdjul SI UOREORUSINE PIED HeWS/D)| 291MI9S
(1)as9 jJuaAaid 0} SpoyeW uoled)UBY)Ne abelo}s [eusa)x3 -
0 9S8y} JO BUO Y)IMm pajedijuayine 'spiomssed;sq| SOINIBS
aq }shw ssasn Buipirnoid-aoineg ypm pabeuew aie sjunoody disioued [eUoBoY -
SPORE Cepis TERRy uonouny siasn 90IAI8S |lew-s -
‘pajeonuayInNe ale 99IAIss dSY Buipiagid, siasn ayy Jayieym 3osyd FEVNELS Buipiroid-a01A1as JO upneORUBYINY Z-1-1 S0IAIBS
“WO1y/0} PaIoBULIoD uoisinold uonewlou| -
8q 0} SaN||Ioe} SU YIm uo paaibe :sway uoisinoid
@819 dle jey) sassalppe d| 82In0s uoleunssp 99IAI9S JO so|dwex]
(8)0o0L9 O oL BumiLLad AQ pajuanasd 8 jSnu suonn}sul [esipaw
6 Sal}I|I0.) pazZIoyineun WoJuj/o} ssaooe sl [edlp
|eBa)|I pue uase} ag }snw uolje|ejsul -asm jebo)|1 uey Jatpo suoneziuetio
|lemally Se yons sainseaw A}Indag | juanaid o} pawiopad S| [0J3U0D ‘S882DY Je pejebie) saoines
uolouny uoisinold uonewLoul
‘asn |eBa|I Juanaid 0} usye) si ainseaw A}Indas Buimol|o) 8y} Jayym 3d98yo Jlemaliq 2INsO|9sIp 40 uoisirolfl uonewlou| -4~ |  dSY 0 Juswholdeq -
BuroinosynQ -
"ZSH 8y} Ul p8jeoo| sjeulws) 1soy ayy
(6) D019 0} AJuo pamoj|e aq Jsnw aoIAIes abelols ‘sway uoisiroid
®9 7’9 O Jeusaixe apirold jey) seolnep ay) 0} 90IAI8S JO sa|duex3
SS900E ‘sseo0e |ebaj|l ybnoiy) abeyes) suonnyisul [edIpaW
uonewuojur pue Buniedwe) jusasid o "ZSH 8y} ul psjeso’] 1e pajebuie) (adA) abelo)s
20k} oU07 (edA} abeioys |eula)xa) S9oIAIBS
|eusexa) seoinles 49V oS Jey) seolnsp uoisinold uonewLoul
*ZSH 9U} Ul pajedo| 84e pasn 8 0} S8JIASP PUE SISOY ay} JaUIBYM 308y auoz pue sjsoy ay} o uonejelsu| L-¢- dSV Jo 8sn €
adA) @o1MI8S ¥
saulapinb xoq
syleway ayj jo uonoas | ajpesndde jaw aq 0} suonipuo) uoLdID juswsje way asoding
Buipuodsaiion e 3211 [euoyound

(penupuod) ¥ ajqeL

45

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

.m‘_:oom Eon_oac_ “payqiyosd
g 119 aulos,S1aym aseo ayy ul Buipeaids S1 50IAI9S B[ YIIM 9SN PBUIGUIOD
: O wolj siediy) Juanaud oy payqiyoud
(6) o019 9 }SNW 9d|AISS,00UBUSUIBW BjOWal ‘payqiyosd
Jo ‘Japinold ‘AejaLy}im asn pauiquio: S| 90IAISS Japinoid Yim asn pauiquio
p! 191431 pauiquod 1901 p! yy paulquod soinIas Jebinaid Jo ABjol 1M
‘payqiyoud sI 921AI8S JBYJ0 YIIM 9SN PauIquIod Jaylaym 3oayd — asnh paulquoo jsulefle uoniqiyold €-G-
(Lo
(e)aiLo
1-a 119 ‘Buyyoods juanaid
(8)o0L9 0} paydAious aue syjed uopesUNWIWOD
‘pawlopad s Bulojuow ss800y
(8)00L9 0 ‘uolsnJjul pue 90IAI8S WA -
(9)aso . Buadwe) Juanaid o} uaye) ale sjexoed oo1nes dweys swi] -
() 859 uolsniul pue Buladwe) woiy ZSH ay} [eBSjIIN001q PUE 10819p O} SAINSEB
W gs ul S89IA9p pue ejep juenodw 10830.d ELIIVES
basg9 0} }oW a4 }snw spuswalnbai Ajunoss ‘uaye} aJe syoepe soq pue abeloys [eusoixy -
9S8y} ‘S92IAI9S SV JO 8sn ay} Jo4 sasnJIA Jsulefe.sainseaw uonosjold uonouny oolnias
sainseaw AJlinoag lemaiy diysiauped jeuoibay -
Juonouny NdA S30IAIBS dSY ugisinoid uoewoul
‘s|lepdsoy [[ews ul uaye} Ajuanind sainseaw AInoas ay) Ayuapi | uonouny Axoid JO @sn 8y} o} saunspaw AJUN28S zZ-G- 9JIAISS [lew-s -
. ‘pawuopad si uoleanuUBYINEIHaWO! SOINIBS
O fu0) mA op [Im spoyjewy | POUHOHEC St HOREORUSINEDHSWOE uoisiroid uonewop| -
(6)D0L'9 asauy} Jo auo AjuQ) "abexes| uonewioyul “paudiopiad swan torsinosd
. O pue sJasnh pazioyjneun Jo uolsnujul SI UOIEONUBINE PIED LEWIS -Slsyl uols}
Mm_.w M MW juaAa.d 0] spoyjaw uonesnusyNe + UOHBORUBUING PJBO HEWS/OI 99|AI9S Jo sojdwex3
983U} JO U0 yym pajedijuayine ‘spiomssed/sQ| suolnn}sul [esipaw
O a4 Jsnw siasn Buipiroid-aoinies yum pabeuew ase sjunoody uey Jayjo suoneziuebio
Spoyjaw uopesnuayiny ye pajobie} saolnles
dorjouny slasn uolsinoid uonewloul
'asn a10j9q S1asn 99IAI8S 4SY Buneosnuayine jo poyjew ay ¥98yd JENNELS 92IMI9S 4SYV JO upneosnuayiny |-G- dSV Jo asn G-
. ‘pasn aie Aay) moy pue papiroid
0 v.m aJe S92IAI9S JeyMm pue ejep ayj Jo
( vm_ €L . O 1oA8] AJiNoas 8y} Jo syulodmalA 8y} woly
60019 ZSH 8y} Ul pajeso| 8q jsnuwijsoy eyl "ZSH 8y} Ul psjeson
adA) suoz
‘uoisnJjul pue Buuadwe) wolj SedIAep pue ejep ZSH @uj ul|sao1nap jo abelols
juepodwi j0s301d 0} hiSye) 89 Isnw sainseaw Aunoas Buimo||o) sy} ‘suolnisul [BSIPSW oy uolsiAoid uolewIojul Jo auoz Jo ejepjuepodiul jo abelo)s -
adA} @01M8S
saulapinb X0q owalo
syleway ayj jJo uonoas | ajqeondde jow 3q 03 suolIpuod uoudlID y I way| asoding
Buipuodsaiiod | ueyoiL [euonound

(panupuod) 9 sjqeL

© I1SO 2009 — All rights reserved

46


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

_L AO—U ___>> WUO_(ZQE PoUWlIULIgU ST UUHEJJUSYIITE JLIIoWIUTH
asay} Jo auo AjuQ) -abees| uonewioul “pawloyed
(VAKe] m..m O pue si1esn paziioyjneun Jo uoisnJul SI UOJEORUBYINE PIED PEWS/D)|
(1 as9 juanald 0} spoyjew uonesnuayne
9S8} JO BUO Y)im pajesnuayine ‘'spiomssed;sq|
O aq }snw ssasn Buipirnoid-aoineg yum pabeuew aie sjunoody
uoljouny JanIas
SR TR ey Juonouny sJtasn Buipinoid
*90IAISS |leW-9 JO} PAsN PoyjaWl UoIedUBYINE 8y} %980 Aemajes -99IAIBS |lew-d JO upnesuayIny ¢-/-
©as Jlew-s [ebal
g4 m.o O Aq auojs-Buidde)sese\pasn Buiag wouy
(rago pajosjoid aq jsnwiuenoun. - : A -
1}ouny [lew-a ay | pauajsuely Apadold s| jlew-a ew-o
‘pasiajsuel) Aadoud si lew-a Jayieym 3oay9 | uonouny lew-a | [ebaj|1 jo Jaysuel) ayy Jo co:_g_co‘_n_.m-m.v
‘paje|os!
10 paja|ap aJe sabessaw snojoidsns
pue |ilew-a Bujwooul pue Buiobino
(g)gg9 uo pawJopad s| Bujoayd sniip
() ag9 O ‘pasn aq jJou jsnw 92IAI8S 8y} 9sIMIBYIO "pex00[q SI lew weds 9JIAISS [lew-s -
‘uoisnJul pue Buuadwe) woiy ZSH 8y} :swa} uoisinoid
Ul S821A8p pue ejep juepodwi J08j0.d 0} ‘pajoLysal 99IM3s Jo sa|dwex]
uaye} ag Jsnw sainseaw A}INdas asay ] ase'sjisidioal pue siepuss |lew-a
uonouny (e01n48s Japinoid)
‘pPaJInsua S| payoeje SaSnIIA YIM [lew-9 pue [lew weds wioljuonosjold Jayieym 308y Kemaje Buidealos jlew-s |-/-¢ 90IAIBS |lew-2 /-1
Buioinosyno -
. "ZSH 8y} Ul pajedo| sfeulwis) 1soy auy} suiey uoisiaoud
(6)o 019 0 0} AJuo pamojje aq Jshw adiA1es abelo)s 901nI8s Jo sajdwiex3
®av9 |eulaixa apiaoid Jey} Sadlnap ayj 0} suonnysul [BoIpOW
ss9008 ‘ss900e |eba|| ybnouy) abexes| uey) Jayjo suopeziuebio
uonewuojul pue Bupadwe) jusasid o "ZSH 8yj Ul p8jeao e pajoebue} (adA) abelo)s
2dA) oUo7 (edA} abeioys |eula)xa) s9oIAIBS
|eulaixa) saoines 49y osh ey} saoinap uoisinold uonewLoul
"ZSH 8y} Ul pajedo| aJe pasn ag 0} SAJIASP PUE SISOy By} JaY}dum 3oays auoz pue sjsoy ayj o uone|jelsu| L-9- dSV Jo asn 91
. ‘pasn aJe Aay} moy pue papiroid
0 v.m aJe SaJIAISS JeyM pue ejep ay} Jo
Amvm_omuomr.w O o] AjNoas ayy Jo SJUI0dMBIA BY) WOy
ZSH 8y} Ul pajedo| 8q jsnwl jsoy syl "ZSH 8y} Ul psjeso
adAy suoz
ZSH 3y}
"ZSH 9U} Ul paIo}s S| S99IAI8s dSY Ubnouy) pauieb uonewopul Juepodwi sy} JaYydym 3osyd auoz ursjsoy jo abeio}s pye uone|eisu| y-G-
adA) @o1MI8S ¥
saulapinb xoq
jJuawald
syleway ayj jo uonoas | ajpesndde jaw aq 0} suonipuo) uoLdID — wa) asodung
Buipuodsaiion e 3211 [euoyound

(penupuod) ¥ ajqeL

47

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

*SINDD0 JUBPIOUI SWOS SIBYM

"payqiyoud
S1 921AI8S ABJa Y)IM BSn pauiquioD

9Sed oy} ul buipeaids woly syealy)

€g1.lL9 n
O JuaA3id,6) payqiyold aq jsnw o1AIS ‘panquyoud mo_Emm dSv Jo sis|iddns
dSV 10 8o1nIss Aejal yim asn pauiquio) SI 90IAI9S SV YIIM 3Sh pauIquio) >m_mw“_~\w_awvm_uwwﬁwwﬂ mﬂmﬁﬂﬁﬁ%:w“n.__ww
‘payiqIyoud SI 921AISS JBYJO UJIM 8SN PAUIqUIOD JaylayMm 3oayD — asn paulquios jsurefle uoniqiyold £-g-v
0 (G | spoupew | PeWHOLRd SI UofedUBLINE dLnaWOIg
©d1'1'8 9say} Jo auo AuQ) abexes| uonew.oul “pawopiad
10119 O pue siasn pazuoyneurdo uoisniul §1 UOIEORUBYINE PIED HEwS/D)|
g LD Juenald 0} Spoyjew UonEdUBYINE
953U JO BUO Y)IM pajeohusijine ‘spiomssed/sq|
O a4 Jsnw sJasn BuIpInoid-80iAIeS UM pabeuew ale SJUNoodY
uonouny
SpoyaW uonesnuayiN
pous HERUOUINY JoAJas/uonoUNy s1osn 9oIAIeS
‘s1asn 821AI8s SS802e Jaulsiul Buneonisine Joy pasn ABojouyos) ay) Amusp) Kemajeo SS900E JouIau| JO upnesUBYINY Z-8-1
‘Buiuuns
wouf stuesboid pajuemun juanaid
0} paudjopad s Buuayly JUSIUOD
(9)ag9 ] seysqom "sa)isqam
(y)gg9 : ajeldoiddeul Buismalg woly siasn _
[ebajll ynouy) abexes] UOHBWIOJUI PUB | 51 1usnaid o pawlioped s Bulusaiog SOIMBS SSSI08 IR
uonosjul snIA Em>m‘_& 0} pue wno.— ,slasn swa)l Co_w_>o‘_Q
2y} 0 pajejalun Buismoiq 8)Isqem pIgJoy ‘pouLopad 291AJ9S JO sojdwexg
0} BuIyIom a4 1SNW SUOROUN} 8say | s1 Bunsiielym THN Yyim blidsaiog — (601158 JopIAOId) BOINBS
“panqIyoid S S80IAISS JO SN 0 sqol ,S18Sh BU) O} Peje|eIUn BUISMOIG SHSqam Jelgaumapaun | Aemeies Buismouq aysgem Yo uonouysay |-g-v " 550008 JoUIBIU| 8-
*SIN90 JUSPIdUI ‘ponquyosd
aWos aJaym ases ay) ul Buipeaids §1 90IAI9S ABJa1 UM SN PBLIGIOD
eg119 0 woJj s}ealy} uaaaid o} payqiyoid
94 )SNW 99IAI9S 9OUBUSIUIBW S}0W] ‘peyqiyoud
10 ‘dSYV ‘ABjJ yIM 8sn paulquio) S1 90IAI9S JSV Y)IM 8SN pauIquiod an (oo _mv_>owh u_nwwhmwx__wﬂmm_w
‘payqIyoud S| 821AI8S JBYJ0 UYlIM 8SN PaUIqUIOD JaYIayM 30ayD — asn pauiquioo jsurele UORIGIYOId G-
‘uo
paaibe pue siasn sy} 0) paule|dxs usaq
o(l)oelg | Sey ysli JUBASJa) 8Y) SSo|un papiw.ed “Jopinoid 9o1A1eS
94 J0U P|NOYS 99IAISS SS899E JauIalu| | ay) Aq papiaoid ao1A1es SS899E JaUIsU| Jonoun
oy} Jo ped Se [lewgam Jo asn ay | oy Jo ped e S| pasn [lewqgam ay | >xoa\.wo;wc2 s1oqn oup Aq (ewaem)
‘uo peaibe pye paulejdxs usaq sey ysi JUBASISI 8Y} JaYlaYM 408D ‘siasn 8y Jo 1sanbai Aq pasn si [lewqam | Aemeres sianies/iets gsifseuo jo 8sn v~
adA} @01M8S
saulapinb X0q owalo
syleway ay} jo uonoss | sjqeaydde jJoW aq 0} SUOKIPUOD uowLaI) mu:o_ o:.: woay asoding
Buipuodseuio) [ ue yoIL leuofouny

(panupuod) 9 sjqeL

© 1SO 2009 — All rights reserved

48


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

‘Paysiigelse
us9( aABY S|eulwld) ajowal
JO UOI}EO0|8J PUE UOIHPPE UO SBjNY
‘paysijgelse usaq aaey jdioosi/AIanlep
ejep jo Buipuey pue Buipiodal
9ouUBUBUIEW B)OWAI UO SB|NY
‘paje|ndns usaq aney
©®d1'L'8 n Jeulwla) 8jowal pazioyine ue aney
J0u op oym |puuosiad Aq uonelado
pazuoyjneun jsuiebe sainses|y
‘paysi|ge)se usaq aAey S3}Iom}au pue
s|eujwJa) ajowal Buibeuew Joj sajny
‘Juswabeuew
wa)sAs 8I1ndas pue uonew.oul ‘paysiigelse
JleuosJad jo uoposjo.d Joy paysiqelsa u99a( aey slojesado aoueusjulew
uaaq aAey sa|nJ jeuonesado asay | ajowsal Buibeuew Joj sajny
Q)e|ndnys aq 0} sjuswalinba Jojpiado soueusjuEW
PREIngis e o1 ) inbed ajowsal e Ag uoiendiuew Jo uonesado
‘9oUBUSJUIEW S)OWS] 40§S9|NJ JUSLIND BY} ¥98YD — pazuoyneun jsuiepe sainses|\ ¢-6-v
O (‘Op |Im spoyzew ‘pawJopad s| uoeIjlusyine oujeWolg
©01'1'8 asay} Jo auo AjuQ) ‘abees| uonewioul “pawloyed
10119 O pue sJasn paziioyjneun Jo UolsnJul SI UOEORUBYINE PIEOABWS/D)|
-9 juanaid 0} spoyjew uolesuayne
9S8} JO BUO Y)im pajesnuayine 'spijomssed/sql
O aq jsnw ssasn Buipirnoid-aoineg yum pabeuew aie sjuhody
uojjoun
pajusuIB|dui 8q 0} ABojouyos} uojeoRuaLy _mimw.\ﬂco;wce slojgiado soueusuleW
"Jojelado aouBUSBIUIEW BJOWAI B JO UONEIJUBYINE 1SN JO POYaW JualInd ay) Ayjuap| >m>>9mo ajowal Jo upneonuayINy N..m.v
‘elep ELINES
18 pue sadinap wajsAs j08joid 0} ZSH By} SOUBUSUIEW SJOWSY -
O ul pajeoo| 8q Jsnu [eujwls) Buuojuow
2]0Wal PUB SoUBUSIUIBW S)OWal 8y | *ZSH 81 Ul ps1eso] sway r_oﬁ_uw_>o‘_Q
99IMBs Jo sa|dwex]
adA} auo;
; z leqiwe) soueusjulew 90IAIBS BoUBUSJUIEW
*ZSH 9U} Ul pajedo| 84e pasn 8 0} S8JIASP PUE SISOY ay} JaUIBYM 308y auoz ajowal e Jo uone|elsuy| L-6-v ajowsal Jo 8sN 6-1
adA) @o1MI8S ¥
saulapinb xoq Juswele
syleway ayj jo uonoas | ajpesndde jaw aq 0} suonipuo) uoLdID — way asoding
Buipuodsaiion e 3211 [euoyound

(penupuod) ¥ ajqeL

49

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

‘pauieb
u99q SBY UOISSIWPE UOl}o8UU0d
pue apew uaaq sey sJaiddns

(9)aso
. 92IAIBS [BUIBIXD UIM Judswaaib
(80019 O ‘paJinbal Qe UOISSIWPE UOI}oaUUOD ’ |BUIOP® L v
pue justwaaibe uapum ‘siaiddns ‘Bunm ul pawliuoo ale uonesado
901AI9S [BUJS)X 0} UOI}OSUUO0D 104 1O WLIOJ 8Y} puUB SJUSIUOD BIINIBS UoneUL0 pue m‘_w__aamm_ww__ﬁwm
‘sJo)|ddns 991AI8S [BUIBIXS 0} UO[}OBUUOD Jo} Buimo||o) 8y} ¥08yD — |eulaixe 9_3 Jswad.be ng_‘_>> m..o v
‘panqiyoud
] '$IN00 JUBPIOUI BUIOS PIBUM BSBD | g aoinsas JopIACId UjM BSN PBUIGIOD
€-glL9 0 ayy ul Buipeauds woly sjealyyiuanaid
(60019 0] payiqIyoid aq 1SNW 99IAISS ‘peyqiyoud BIIAI9S
payay q | dasv payqly
10 901AI9S JapIA0Id Uyim asn paulqiiod S1 92IAI9S JSV Y)IM 8SN pauIquiod mo_n\_cmmM.HMcmMWWMHWM mﬂw Mﬂ”ﬂ%%ﬁﬂ
‘payiqIyoud S| 8dIAISS-I8YI0 YHIM SN PauIquIod Jayjdaym 3oayd — asn pauiqwoo jsuleb co_:g_c.o‘_n_ y-0L-v
‘pawlopad s Bulojuow ss800y
‘pajeonuayine ale siasn
(60019
(g)ago “uolsnujul pue
(") as9 O P Buuadwe) Juaneid-o} usye) ale sjexoed
. : ; eba)|l ¥00|q PUE J09)ap 0} SaINSEd
(Naso pue Buuadwe) woly ZSH 8y} Ul SedIASp B0l 0019 PHEASSISP 1 W
pue ejep juepodwi Josjo.d 0) Jow aq ‘uaye)} aJe SyaeNe SoQ pue
}snw sjuswalinbai Aunoas ajeldoiddy SasnJIA Jsulebe sainsestu uoljoajold sioyddns|eaines jeusene o)
'sainseaw AJIN2as Jualng dy} Ayuap| — UO[}08UU0D JO} seinse WE.E_Sumw c-0L-¥
O (‘Op |Im spoyzeW ‘pawJopad s| uoijeouayine oujewilg
[CloN F..w 9say} Jo auo AjuQ) -abeyes| uonew.oul “pawopad
-0 119 O pue si1esn pazlioyjneun Jo uoisnJul SI UOJEORUBYINE PIED PEWS/D)|
L-g 119 juanalid 0} spoyjaw uoneonuayne
(6)0 019 9S8y} JO SUO Y}IM pajeonusyine ‘splomssed/sq|
O aq }snw ssasn Buipirnoid-aoineg yum pabeuew aie sjunoody
uopouny, 90INIBS dSY -
SPORE Cepis TERRy Janjas/uiouny | siaiddns aoines [BU)BIX® WO} SBOINISS 59INIBS | -
‘sia)|ddns 991AI8S [BUIBIXD WOJ) SBDIAIBS BSN oym s1asn Bupesnuayine Jo poydw ayy Ayuap| Aemajecy asn oym s1asn Jo uofieonuayiny z-0l-v : X
99IMI8S NdA -
©) 5019 ‘uonewJoul Juepodwi ]
(© 859 n pue sadiA8p wWajsAs 108j0id 0} ZSH ‘swieyl uoisiroud
8y} Ul pa1eo0| 8q 1SNW S80IASP Yonsg *ZSH 81 Ul ps1eso] 901nI8s Jo sajdwiex3
pajeoo| ale sialiddns 801AI8S [BUISIXS O} JOBUUOD JBY) SSOIASP BU} 18UM SU0Z Y| ss0ldans poines feussxe o) 198ULCD Amow_wuw_w\._w_w_wmwm_wﬁm“
*ZSH 8y} ul pajeoo) ale sialjddns a01AI8S [BUISIXS 0} }OBUUOD JBY) S8DIASP dU} JaUIBUM 3oayD auoz Jey) saoIAap 4O m.umu jq uonejeisu; L-0L- | [eussyxe ow wwmuo<.or-v
adA} @01M8S
saulapinb X0q owalo
syleway ayj jJo uonoas | ajqeondde jow 3q 03 suolIpuod uoudlID mu:o_ u:_s way asoding
Buipuodsaio)y | ue yoil I Bound

(panupuod) 9 sjqeL

© I1SO 2009 — All rights reserved

50


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

8-0G6'9

(sejosuoo

O ‘pajousal sT(ssjosuoo sweb se yons) aweb se yons) senem olpels JIWd
sanem olpelqiuia Jey) sedlInap Jo asn Jey} SaoIAap JO SN 8y} JO UONOLISaY

"payqiyoud spow

O Sl apow 90y RE\0}L,SOd Bumes 20y pe 0} sOd Bumes jo uoniqiyoid

salnses|\

NV SS8[e4im 818ym eale sy} Ul 80Us.8)

'ssauisng Joj pasn si

Liojul oipels 0} anp Ny SsajaJim Buisn ul Ajnoiip sy} 1sulebe uaye) a1 sainsesw Jayjeym 38y

‘pawlopad
O s| uondA1ous peseq-S3v/eVdM uondAious peseq-S3v/zvdM
8069
‘pawlopad
(| sI uopdAious pesed-diML/VdM tondAious paseq-diM LIVdM
sainses|\
‘uayje} aJe uolewloul Jo uonisinboe |eba||l jsulebe sainsesw auyj Jayleym 308y
‘Buryoayo ssaooe
O 10} pasn aJe Sa)edli}ad 21uo}O8|] S9}EOI189 21U0J}09|]
. ‘paw.opad si
8069 O Uolj01}SaI SS900E Paseq-ssalppe DY [ uonouisal sseooe paseq-ssaippeQyIN
‘pawlopad
O SI UOIOLI}S8I SSB20B Paseq-(|SS uofjouIsal ssaooe paseq-d|SS
sainsea|\
‘uoe) aJe ssadoe [eb9|| Jsulebe sainsesw ay) Jayieym 3o8yd
O 'paJos|as S| [ESN)aI UOIOBUUOD ANY |ESNjaJ UONOBUUOD ANY
8-069
O "PoJOS|9S S| dpoW Yjesis spow yjes)s
sainsea|\ SIBUILUIS
uopouny 9]IgOW PUE UOI}08UU0D
'uoe) aJe paynuap! Buleq woly N SS9jaJim JO asn ay) JusAaid 0} sainseaw sy Jaylaym 3oay9 SSETENTYY NV Ss9[aiim jo AJunoas L-1-9 [ ssaj@am jo Ajunoas -9
SS9O0E §J0WaJ PUB ‘S|eulw.a) aIqow ‘N SSSJaJIM 9
saulapinb xoq Juswele
syleway ayj jo uonoas | ajfjeordde jow 3q 03} suonIpuod uoudI) [euopouny woy asodung

Buipuodsaiion

e o1

(penupuod) ¥ ajqeL

51

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

8-069

|

‘pajelsul sI |lemally jeuostad v

lemaut

‘pa|[e}SUl S| S1EMYOS SNIIAJUY

|

sasnuIA Jayndwod jsuiebe sainsesyy

salnses|\

"YJiomjau e o} Juswdinbd ]| jo uol

28uu00 Buunp Buuadiue) pue sbexes| ejep Jsuiebe sainseaw UO SUOHONASUL JO SWaY BY} Y98y

O ‘paljidads sI pJomssed ss900y uonoajoud pijomssed
.-06'9
O ‘pajdAious si sdji} pue sysIp ul ejeq uondAioug
sainsea|\
*SS0| JO Yoy} 0} asuodsal uo suonINIISUl 8y} Y98y
O siseq Je|nbai e uo spijomssed jo afueyD
9069 O splomssed ssanb-0)-Asea JO 8oUBPIOAY. Buyoods jsuiebe sainses|y
O ‘payoads si piomssed uibo uonoajoud pijomssed
sainseap\
‘uonjosjoud Juswdinba || Joj Bues piemssed uo suononsul 8y} 308y
o ‘si9)s1681 yum pabeuew
069 O aue juswdinba pue uonew.oyul jo sadA | stioNeoo] Jo uonubooay
sainsesp\
‘paziubooal aie elpaw ajqepnod pue juswdinbe || Bulio}s-uolewIoul JO SUOHEO| 8} JYIBYM o8y
‘s|eujwia) paumo Ajsjeaud
O U}IM UDYE) 8JE S9INSESW SWES 8y | sleuiwua} paumo AjgjeAud
‘poojsiapun [|om pue paule|dxa
O uaaq aAey sajnJ |euonesado ay | uolyeonp3
'sa|nJ [euoelado ayy ul pajeindns
0L-0 69 O uaaq sey ssoj| J0 Yoy 0} asuodsay $S0J JO Yoy} 0} asuodsay
700 1-06%9 ‘paysi|gelsa usaq sey yuswdinba
O 11 pue uonewJoul buibeuew jo Aem ay | juswabeuew jo Aepp
‘paysiigejse
uaaq aABY EaJE PaZIIOYNe Ue apIsjno eaJe pazioyne ue apisino
O juswdinba || pue uonewJojul Buiye) yuswdinba ]| pue uonewJojul Buiyey
J0 Juswabeuew Joy sajnJ jeuonelado Jo Juswabeuew Joy sajnt jeuonesado
sainsesp\
uonouny eaJe pozudyne uelopisino juswdinba
Juswdinba || pue uonewloyul Buibeuew Joy sajnJ jeuonesado ay) JO JUSU0D By} ¥o8YD SSaJ2IIM 11 pue uoneuwiosul buryey Jo |013U0D Z-1-9
SS99JBI4I0WaI PUB ‘S|eulwla) a)iqow ‘N SSajaJIM '
saulapinb X0q
juswvd
syleway ayj} jo uonoas | sjgesrdde Jaw aq 03 suonipuo)d uondI) e way| asodind
Buipuodsaiio) | ueyoil I Bound

(panupuod) 9 sjqeL

© I1SO 2009 — All rights reserved

52


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

‘POMO||e JOoU S| pajjelsul

8-069 O (Auuipp se yons).aaemyos buiddems
-9|l} UM [BUILLIS)-E WOJ) SS90V |  JUSWIUOIIAUS SS9I0B 8Uj} JO UONOLISaY
sainses|\
‘paziifin A||eba)|! S JusWUOIIAUS SSBIE U} JaU}dym 328y
. O ‘pajlejsul s |lemally [euosiady llemauid
8069 O ‘pajleisul S| a1eM}os SnIIARUY sasnuIA Jayndwod jsuiebe sainses|y

sainses|y

"Yiomjau e o} Juswdinba || jo

uoljosuuoo Buunp Buuadwe) pue abeyes)| ejep jsuiebe saiNSeaw o SUOHRONJISUI JO SWa)l 8Y) %08y

O ‘payioads si plomssed SS90y uonoajoid piomssed
1-069
O ‘paydAious s s8I} pue sysIp ul ejeq uopdAioug
sainsesp\
'SSO| JO oy} 0} asuodsal Uo SUONONIISUIYO SWa)l 8y} ¥oayD
O siseq Jeinbai e uo spiomssed jo abuey)
9-069 O spiomssed ssanb-0}-Ases Jo aoUEplOAY Buyoods jsuiebe samnsesp
O ‘payoads si piomssed uibo] uonosjoud piomssed sjeuiw)ey paumo-Ajayeaud
SoInseapy WoJ} passa0oe ale fuonnIsul [eolpaw
uoljouny pue uonewlojul [goIpaw aJaym ased
‘uonosajoud uswdinba || Joj Bunias piomssed UO SUOIIONJISUL JO SWSY Y} ¥o3YD STV 8y} ul Juswabeuew juswuoliaug ¢-1-9
‘pPamol|e jou s| pajjejsul
6-069 O (Auuipp se yons) asemyos buiddems
-9l Y)IM [BUILLIS) B WOJ) SS800Y |  JUSWIUOIIAUS SS90 U]} JO UONOLISaY
sainsea|y
uolouny eale pazuoyine uelapisino juswdinbs
‘pazinn Ajjebaj|l SI JUSWUOIIAUS SSOI9E BU} Jaylaym 3o8yd SS9 1. pde uonewlopur Buryey jo [0RuOD Z-1-9
SS900E §)0Wal PUB ‘S[BUIWLIS)Y 3[IqOW ‘N SSS[_JIM 9
saulapinb xoq
jJuawald
syleway ayj jo uonoas | ajpesndde jaw aq 0} suonipuo) uoLdID euonoUN way asoding
Buipuodsaiion e 3211 [euoyound

(penupuod) ¥ ajqeL

53

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

) . "yjed uoloauuod
1-001'9 O ay} 0} paiidde ale || pue 09Gd| suoleooads uonesIuUNWWo)
sainses|y
‘suonjeolioads a9IAI8S By} WIUOD
: . "uole2IUNWWOD
§-00l'9 O 18'S_2sn ued |eulwla) 8y | suoljeoloads uojesuNWWo)
sainses|y
'aSN 0} [BUIWLS) BY} JO Suofjealyoads ayy WiuoD
(youJalu| BY} BIA SSB2Y)
*|0J}UOD SS800€ 10} pals)siBal
O s Jaquinu auoyd s,904n0s a8y
o9 0 'sq| auoyd s|qepod Jo asn ayy
Aq pajeonuayine ale sadIAep PajosuUO
€-00L'9 qp Y p p 0
‘pawopad si
O uoneonuayne ssedoe paseq-plomssed
awi-auo Jo ‘paseq-plomssed ‘paseq-| uoljeonuayne ssadoy
sainses|y
‘pawJopad S| UOIIEOIUBYINE-S§8I0E JBYIBYM Yo8YyD
20019 O ‘sBunjes sse0oe 8y} oayo juiod ssa93k ay} ¥oayD
sdinsea|
1084109 s1julod s$890€ By} JaYIaUM Hoayo
(y4omjau auoydaja}) suomjau alignd e ybnouyy dn-jeip 10811Q)
O ‘uondAious |lew-s Joy pasn si JNIN/S
G-001'9 O ‘paydAious aie syusuo)
O "uonedIUNWWOD SS JO asn uondAious Jusjuon
sainsea|y
‘pajuswa|dwi s| buuadwe) pue Buiddelaiim jusaaid 0} WISIUBYIBW B JBYIBYM 3o8yD
8-00L9 *SSAUISN] JUBAS|a] BY} UM
9-00L'9 O 10BJJUOD BY} paWILU0D sey [eudsoy ay | UOI}EWLIUOD JOBIJUOD
sainses|y
uolouny s|eujw.a)}
'J09[8S 0} S92IAISS BY]} JO Suoneoloads ay) WiuoD STV ajigow jorasn auy 0} sepnimy -1-9
SS929L4j0Wal puUB ‘S[eulW.d) d|Iqow ‘N SS8[aJIM 9
saulapinb X0q owalo
syleway ay} jo uonoas | ajqeordde Jaw aq 0} suopipuo) uouaNI) mu:o_ u:.: way asoding
Buipuodsaiio) | ueyoil I Bound

(panupuod) 9 sjqeL

© I1SO 2009 — All rights reserved

54


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

2009(E)

ISO/TR 11636

‘paljlield si Ajljiqisuodsal
] . s,Aped yoea pue uaye) ale ‘saljiAljoe
6-0 019 O 1]-uou Joj saseq |eba] Jo Juswysi|ge)ss
ay} Buipnjour suonoe aAisusyaidwo) 1suodsal Jo sjuiod uoneosewaq
sainsea|y
9. JO sjulod uonedIEWSP AU} JAYIBYM 3o8yD
'sjuaned ay) 0} uanib
60019 O s uoisinold udnewioul Jo sesodind pue
sys1 9|qissod jo udneue|dxa Bupuirnuo) sjuanjed o} uoneue|dx3
sainsea|y
‘sjuaned o} uaalb si uoneuejdxa ybnous Jaydym 3o8yo
‘pewlopad
O s uoneonuayine jeuosiad pasegiMd uoneonuayine [euosiad paseq-|yd
‘pawloped
6-001L9 O s| uopdAious paseq-uolesjunwwod 1S’  uondAious paseq-uolesuNwWwod 1SS
O ‘pawioyad si Bulo)uow s$800Yy Buuojuow ss820y
O ‘Pajiesul s [lemaly v llemali4
sainsea|y

Buipinosd Joy pesn wajshs Jsindwiod

;POPIOAE S| UOfEeWIOUI

by ybnoayy [epdsoy sy} ul wa)sAs Jeyndwoo sy} Ojul UOISNIIUI pazueyYieun JaylBUM %8y

“suonnsuI [edIpaW 8y} AQ PaUMO
suonesyidde pue swia)sAs Jayjo woly ("suopmpsul
60019 0 pajeledas ale syuaned 0] UOHBWOUI [esipaw uey Jouo suoneziuebio
[eoipau AIB 0} pasn ale jey) 18 pajebie) saoIAIes ugisiroid uonewloul
suopeoydde pue swa)sAs Jeindwod ay | ‘leydsoy ayy uy waysAs ayy fasln dSV 10 1UBWA0Idaq b-p, 40 SWaY HBLD
ST U} I JUBISISUOP B PINOYS sy 1)
uonouny spJooal [eaiuld yiM syusied Buipiroid
‘pazi|in A|leBaj|i S| JUSWIUOIIAUS SS8II. Y} JaUIBUM 3o3yD ssajeliM 10} pasn sjomiau alfi 0} sepmmy G-1-9
o “uolEDIUNWWOD
0019 O 1SS @SN Ued [eujwis) 8y L suopeoyoads UOREBOIUNWIWOD
sainses|
“3SN 0} [BUIWISY BY} JO SUOREDYIoadS 8y} WUOD
uonouny sleuiw.a)
(NdA-dI) HoM}BU Paso|d B BIA SS800Y) ssajaliM a1gow Jo asn al) o) sepMMY p-1-9
SS800E §]0Wal PUE ‘S[BUIWIS} SIqoW ‘N SSB[JIM 9
saulapinb xoq
syleway ay} jo uonoss | sifjeardde jJaw aq 0} SUORIPUOD uonslI) juswsje wey asoding
: : i S Jeuonoung

Buipuodsaiion

e o1

(penupuod) ¥ ajqeL

55

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=d709ea94f87a1c751c5b7f0c6a4b9a7f

ISO/TR 11636:2009(E)

C.3 Instructions for the checklist for small hospitals
This checklist is intended for medical institutions that do not have equipment for providing information to

different institutions. Medical institutions that have such equipment (i.e., medical institutions that can provide
SP services to different institutions) should use the checklist for large hospitals instead.

a) Checklist components

The checklist for small hospitals (Table C.5) consists of two sub-checklists for two different organization
typesthe sub-checkIistfor medical institttions and the sub-checKIstTor Sis.

Table C.5 — Checklist components for small hospitals

Small hospitals

Organization type Definition Sub-checklist for | Sub-checklist for
medical institutions Sls
Medical institution The organization or manager xa .

that manages the hospital

The Sl that designs and builds

Sl the network and system for — X
the hospital
a If the hospital manager finds certain items difficult to handle, theé.manager should consult the Sl or

the person in charge of network/system design.

b) Items|in the sub-checklists

Table|C.6 shows the relationships between thecerganization types and the items in the sub-checkligts.
The items marked with “M” are mandatory.. Only the applicable items (services that the hospital usps)
need be considered for the items marked with “A”.
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