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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The advancement and spread of technology in the information and communication technology field,
and the infrastructure based on them, have brought many changes in how technology and networks
are used in modern society. Similarly, in healthcare, information systems once closed systems in each

healthcare facility (HCF) are now connected by networks, and are progressing to the point

of being

able to facilitate mutual use of health information accumulated in these information systems. Such

information and communication networks are spreading not only in between HCFs but also
HCFs and vendors of medical devices and healthcare information systems. Maintenance of such

between
systems

i paramount to keeping them up-to-date. By practicing so-called 'remote maintenance service
tlbecomes possible to reduce down-time and lower costs for this maintenance activity.

—e

Whilst there are benefits to remote maintenance, such remote connections with external’orgai
so expose HCFs and vendors to risks regarding confidentiality, integrity and availability of inf
nd systems; risks which previously received scant consideration.

[

This document stipulates the risk assessment to protect remote maintenanece activities, tal
bnsideration the special characteristics of the healthcare field such as¢patient safety, and a
r¢quirements and privacy protections. Although normal remote mainténance is generally
a|contract basis, in the case of medical devices, risk assessmentds-commonly a legal prej
Therefore, appropriate risk assessment where remote maintenance is provided in any hg
C

H

(@)

ntext should be implemented. The risk assessment examples provided in this document su
CFs and RMS providers to implement risk assessment effeetively.

Bly implementing the risk assessment process and employing controls referenced in this d
HCFs owners and RMS providers will be able to obtaifiithe following benefits:

—+ Riskassessment can resultin improved efficiency. If the risk assessment document, created
the use of this document, does not fully conform, it may be used in part in a risk assessm|
incompatible area, thus reducing the risk@ssessment effort required.

— If providing RMS to two or more sites, the provider can apply countermeasures consistg
effectively.

5' (RMS),

hizations
rmation

xing into
bplicable
done on
equisite.
althcare
bport for

bcument,

through
ent of an

—+ Documented validity of the RMS sectirity countermeasures in place will be available to third parties.

ntly and
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TECHNICAL REPORT ISO/TR 11633-2:2021(E)

Health informatics — Information security management
for remote maintenance of medical devices and medical
information systems —

Part 2-

Iknplementation of an information security management
ystem (ISMS)

(7,

Scope

halysis on remote maintenance services (RMS) for information systems in healthcare faciliti¢s (HCFs)
5 provided by vendors of medical devices or health information systems in order to protect bgth sides’
information assets (primarily the information system itself and pérsonal health data) in a|safe and
efficient (i.e. economical) manner.

1]
This document gives a guideline for implementation of an ISMS by showing-practical examplg¢s of risk
a
a

This document consists of:

- application of ISMS to RMS;

- security management measures for RMS;

- an example of the evaluation and effectiveness based on the “controls” defined in the ISMS.
Normative references

bnstitutes requirements of this. document. For dated references, only the edition cited applies. For

2
The following documents are refepred to in the text in such a way that some or all of their content
c
uhdated references, the latest:edition of the referenced document (including any amendments) applies.

[§0/TS 11633-1, Health ‘informatics — Information security management for remote maintgnance of
medical devices and medical information systems — Part 1: Requirements and risk analysis

3] Terms and’'definitions

=]

br the purposes of this document, the terms and definitions given in ISO/TS 11633-1 apply.

[

§0 ahd [EC maintain terminological databases for use in standardization at the following addresses:

——1SOOmtime browsing platformmavaitableat hittps//www.iso-org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Application of ISMS to remote maintenance services

4.1 Overview

The information security management system (ISMS) is a mechanism that operates as a series of plan/
do/check/act processes under the security policy. This series of processes means that the organization
plans out proper security measures (plan), puts those security measures into practice (do), reviews
those security measures (check), and reconsiders them if necessary (act). The ISMS is already

© IS0 2021 - All rights reserved 1
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standardized internationally as ISO/IEC 27001, therefore, it is convenient to construct and operate an
ISMS referring to ISO/IEC 27001. This also helps to persuade patients, medical treatment evaluation
organizations, and others of the efficacity of the security measures.

General steps of ISMS construction are shown in Figure 1.

Determining the context Risk assessment Information security risk treatment Monitoring and review
of the organization

U“de“ta“d‘"a Determining STEP 1 I Asset, Threat, Vulnerability, Effect l
the context of the
the TITOTTITatIo DETIE an Management |
organizatiop security policy information Criteria for performing information -Tl_'le li_St of selected control information review\
Determininf and security security risk assessments (how to objectives and controls security
the scope arld information risk action of the organization, assessment -The list of additional performance ' Q
boundaries pf security risk assessment process, the risk acceptance criteria) control ob]ectlves and
ISMS criteria process controls not 1nc1uded in .
(“ o
s/

Perform|

Accept of the
residual
information
security risks;

& 0= " [
1 | 1~ ¥ v v |v
. (D | (0| (D (G

Scope ¢f Informatio! Identify the Analyze the Evaluate the Apply an
ISMS| security information information information information
policy security risks security } security risks } security
risks risk treatment
process

Determine the
controls that are
necessary to
implement the
information
security risk
treatment option
chosen, and
compare with

I Annex A

information
security risk
treatment pla

v

<t—
<

3 Report of - - Record of.
Catalogue Report of result of Statement Plan of the acceptance
of risks result of information! \, security of information| of the
Catalogue risk security measures Applicability security residual
of assets ¢ risk risk informatio
- treat L treatment w
N
Figure 1 —@S steps
Security|measures for protecting personal i ation in the remote maintenance services (RMS) afe
describefd below in accordance with the c ts of ISMS.
Both th¢ healthcare organization and,the RMS provider should construct the appropriate ISME.
Additionjlly, the healthcare organj n should ideally do the work to adjust the information security
managetpent among all RMS pro s to protect personal information. The RMS connects the netwoik
of the RIS provider and the network of the healthcare organization. After connecting these networkfs,
there arg risks of new security-holes being created. In the RMS, a different problem may occur in system
construdtion in a single anization, because the RMS acts between the healthcare organization arjd

the remdte maintenan¢e) érvice centre (RSC), two organizations that are independent of each other. [It

considergd an i al part of the RMS from the outset. In this regard, using ISMS (a well-evaluatgd
technique) can@s onsidered as a better way to implement RMS security efficiently.

the RMS, the healthcare organization should request, from the RMS provider, appropriate measures
for protecting personal information because the provider will access the target device set up in a
healthcare facility from the RSC through the network. The healthcare organization must independently
adjust all RMS providers' information security management systems that provide the RMS, and confirm
that security holes have not been created. Additionally, the healthcare organization should confirm
each RMS provider's security level is kept appropriate.

The following items should be documented and established in the ISMS:
— security policy;

— security measures standard;

2 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=48def65fa8507686985d1a1b925ee2a8

ISO/TR 11633-2:2021(E)

— mapping of security policy;
— selection of solutions;

— operation execution rule;

— security auditing standards;

— security audit and audit trail.

A healthcare organization should write items into the maintenance contract or agreement between the

healthcare organization and RMS provider that the RSC implements to ensure appropriate. 1]
1} the RSC. As a result, the healthcare organization will distribute the obligation and thexespc
bncerning the protection of personal information during maintenance work to thé¢ |RMS
through the contract and agreement. The healthcare organization should construct the apy
I§MS and, at the same time, should put into writing in the maintenance contract or the
cpnsignment contract the obligation on the part of the RMS provider of providing supervisi
final authority in charge of personal information management.

a o=

The risk analysis and measures are illustrated in this document by the\ISMS method. There
thought that constructing the remote maintenance service security (R$S) with this content v
{vantages to both the healthcare organization and the RSC. When'the content of this risk asj
g not complete, additional risk assessment need only be done onparts that are missing.

— )

S

.2 Compliance scope

—3

he coverage of the ISMS in the operational model described in ISO/TS 11633-1:2019, Anne
fallows:

- target device for maintenance in healthcare\facility (HCF);

— internal network of healthcare organization;

—+ route from an RMS access point infhealthcare organization to the RSC;
— internal network of the RSC;

— equipment managements«in the RSC.

o)

ecause the following risks exist independent of the presence of the RMS, they are excluded
verage of the ISMS of this clause:

Q

— threats relatédito availability of equipment and software that treats protected health inf
(PHI);

— threatSyelated to computer virus;

— threéats related to staff which pertain to adoption, education and training.

heasures
nsibility
provider
ropriate
business
n as the

fore, it is
yill bring
essment

X A is as

from the

rmation

4.3 Security policy

The desired content included in a basic policy is referred to in ISO/IEC 27002:2013, Clause 5.1.1.

When these considerations are applied to RSS, it should be able to secure the availability of the system,

and to secure the integrity, readability, and preservation of patient personal information.

The technical, systematic, human resources and physical safety measures of the RSS should be specified

in a basic security policy of the RSS.

The following explanations assume large-scale integrated HCF. Since it is possible that the RSC which
receives RMS exists in two or more sections of a large-scale HCF, a united management policy is needed.

© IS0 2021 - All rights reserved
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When the HCF scale and the operation form are different from large-scale integrated HCF, itis important
to implement in conformity with the actual situation.

4.4 Assessing risks

In risk assessment, analysis of information assets is performed with regard to the following.

— What threats exists?

— To what extent is each threat possible and what is its frequency of occurrence?

— Whdn the threat is actualized, how much influence does it exert?
The techinique of the analysis is broadly classified into the following four approaches.
a) Basgline approach

This is al technique for analysing risk based on the standards and guidelines that are‘required in t}

target fi

industry

Though it is advantageous from the perspective of time and cost because tHerisk need not be evaluate
by onesglf, the adaptability of the standardized risks to the risks of aspecific organization can

problem

b) Detdiled risk analysis

Carrying out a detailed risk assessment includes risk analysis‘of-details, and an appropriate managemel

plan for
includin

) COmrined approach

This app
of each.

d) Info

This app

method

The RM§ is related to thechealthcare organization and the RSC, so the risk analysis should be what bot

can agre

this model is carried<out. Risk analysis by baseline approach a) and the combined approach of c)

enabled
contains

result of|risk analysis in ISO/TS 11633-1. Table A.1 conforms to ISO/IEC 27001, and is composed of 1
managerpent fields and 114 management plans.

bld. This approach measures security based on standard risk assessment.done beforehand

htic.

management to select. A sizable budget for cost afid time are needed for the risk assessmern
b securing necessary human resources.

oach combines the baseline approach with the detailed risk analysis and it has the advantagg

'mal approach

s not structured.

e upon. In this'document, the typical use case is modelled, and the risk assessment concernir

by using this risk assessment result. See Table A.1 for the result of the risk assessment. Table A
the selection of appropriate control purpose and management plan in ISO/IEC 27001 from th

roach implements risk amalysis by exploiting the knowledge and the experience of the staff
of the organization. It is difficult for a third party to evaluate the resulting risk analysis because t}

e

Nt

ot
N

ES

e

S - »nog o

The measures prescribed here specify the procedures which should be observed, at least in performing
RMS. The healthcare organization, which is also the administrator of personal information, should
evaluate whether the RSC conforms to this document, and should request that appropriate measures be
taken if it does not. Moreover, if the healthcare organization's security level is below the level specified
in this document, appropriate measures should be put in place. Each RMS provider is expected to

impleme

nt appropriate measures in order to achieve the requirements described in ISO/TS 11633-1.

4.5 Risks to be managed

This subclause explains some examples from the viewpoint of personal information protection to avoid
risks, which should be especially noted in an RMS. It is important to implement sufficient measures

© ISO 2021 - All rights reserved
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against these risks. The risk discussed here is a mere example; the management of other risks is also
important.

a) When the RSC handling personal information is managed by the healthcare organization.

In this case, the point that needs particular attention is a leak of information by the third party.
Consideration needs to be given to information displayed on computer screens in the work environment
and information printed out on paper, as well as to the threat of hacking into the system. The main risks
are as follows:

-1 ViCVVills Ufbl,l CCIIS by PCEISUILS U‘LIICI ‘L}ldll PEISUILS LULICCT llCL‘l ill RSC,
— leakage in third party trust;

—+ leakage from logs generated when data is analysed, from printed paper or cache memory, ptc.;
— leakage in the network.

b) When the RSC accesses equipment of the healthcare organization for maintenancg by the
administrative authority.

In this case, the points that need particular attention are operator errorand inappropriate accgss to the
pbmputer (submit operations that are permitted). The main riskscareas follows:

(@)

— destruction of data in target device due to an operator mistake;
— destruction of data in target device due to malicious, or. subversive activities;

—+ leakage and destruction of more important information due to inside intrusion|via the
maintenance device.

c] When the RSC updates the software.

I this case, care is required not to installmalicious software and computer viruses, etc., into the target
dpvices. The main risks are as follows:

- leakage and destruction of data'in target device due to malicious software;

- leakage and destruction«fimportant information via internal intrusion due to a computer virus.

o

L6 Identification of risks that are not described in this document

ses are outside'its scope. If a business model is different from the model that this document assumes,
e risk assessment results of this document can be misappropriated. There is also a possibility that not
a]l cases cantbe covered. When coverage of all cases is not possible, a detailed risk analysis should be
cpnductedidsing the combined risk assessment approach, not described by this document.

}this document,risk’ assessment is performed in accordance with the typical model, so the gther use

The risk assessment method in the detailed risk analy51s is explamed in ISO/TS 11633-1. By ndopting
th usiness model

can be eas11y lntegrated with the results of a rlsk assessment gulded by thls document

4.7 Treating risks

Risk treatment is defined as treatment of the assumed risk in accordance with the results of risk
assessment. Risk treatment choices are shown in Table 1. These choices are combined and implemented
where necessary.

In the usual risk management process, a combination of these measures is selected by making an overall
judgment of the severity of the risk or the ease of implementing the measures. It is especially important
to adopt the risk control(s) specified by information privacy protection law and regulations. In this
case, the risk should be controlled because risk retention or transfer are not typically adequate to meet

© IS0 2021 - All rights reserved 5
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these privacy protection laws, otherwise it would be to adopt risk avoidance, which prevent any data
that falls in scope of privacy protection law and regulations.

In this document, it is recommended that risk control be performed positively based on the ISMS.
Concrete measures are explained in detail in Annex A.

Table 1 — Risk treatment

Risk control: Risk transfer:

Measureg-axe adontad Gmanacamant nlam) 0 nocitivoluy | Maacurac to trancfarto thivd nortinc by contract oo
Cpareotaoproa oo S St e pror o posTory Sy T reao o Coto—troo et oY SrpoaTrtreS oy CoreraeT et

reduce dhmage.

— RisKHprevention — measures to reduce threatsand|— Insurance — utilizes damage insurance and ‘othdr
vulrlerabilities are implemented. types of insurance so that the risk is transfetrred.

— Minjmization of damage — measures to reduce|— Outsourcing — information ~ assets anf
the [damage when the risk is generated are information security measures are’entrusted tp
implemented. an outside party.

Risk retgntion: Risk avoidance:

Approacl] that accepts risk as belonging to the organization. | Approach when appropriatemeasures cannot be found.

— Fingncing — this corresponds to accumulating a|— Abolition of business=- the business is stopped.
resdrve, etc.
— Destruction ,of\Uinformation assets — the
— Nothing is done. managementoObject is lost.

5 Secprity management measures for remote maintenance services

The posgibility of leakage of personal information suchsas patient information from the RMS requirgs
the healtfhcare organization to obtain the help of the RSC to achieve RMS security.

In order| to take appropriate security measures for the actualization of the safety of the RMS, the
healthcafe organization and the RSC should seléct'controls based upon the result of the risk assessmert.
Regardlgss of whether or not the RSC is supervised by the healthcare organization, the RSC should
ensure the RMS meets security requirements.

Annex A illustrates concretely how to proceed with the safety management measures during RMS
for the Healthcare organization afid the RSC. It is expected that referring to Table 1 will reduce rigk
assessment time when preparing the RMS.

Even if the RMS is already ‘eperational, auditing using Table 1 is recommended to make sure that the
risk assessment is adequate.

6 Approvingresidual risks

Residual|risk mieans the following among the risks identified by risk assessment.

N Risk that intantionallu donoc nat tqlbo cufficiant maacurac
;;;;;;;;;;;;;;;;;;; ¥y O ES Ot o e S e e e e ST E5

— Risk that is difficult to identify.
— Risk whose cost is too expensive for complete measures.

When risks remain, even if the HCF performs risk control, risk retention or risk transfer, management
should judge whether or not these residual risks are approved from a management point of view.
When the HCF management approves these residual risks, it means that the HCF accepts the RMS as
constituted by risk assessment based on the ISMS.

The HCF approves the residual risks in the whole contract of the RMS, and the RSC operates the RMS
while paying attention to residual risks. According to the result of the risk analysis in the RMS illustrated
in Annex A, particularly in the RSC, there still is the possibility of leakage of personal information such

6 © IS0 2021 - All rights reserved
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as PHI. The HCF should recognize these dangers, take into account guidelines issued by government,
and audit appropriate security measures that are taken in the actual RMS.

7

7

Security audit

.1 Security audit of remote maintenance services

The purpose of the security audit is to confirm whether the risk management related to security is

—

S
1

L O

v

[

=

=

L AL T

done. The security audit comprehensively assesses the conformity of the information
anagement standard, but it is also possible to focus on auditing the RMS itself. In the secuy
F the RMS, the auditor verifies and evaluates, if appropriate, whether controls based on
ssessment are maintained and operated.

oreover, it is an effective measure for both the HCF and RSC to evaluate the §afety standar
bcurity by means of the security audit because the result of such audits become an effective e
aterial to improve the solidity of the RMS.

.2 Recommendation of security audit by third parties

here are the following problems to conduct information security,audits as internal audits:
- itis hard to notice that the risks to be assessed are misSing;

- objectivity and independence will not be satisfied;

- it takes time to train auditors because specialized knowledge is required;

- itis difficult to make an audit report for thé;purpose of disclosure.

s mentioned above, the HCF should be audited by an external organization and by an audit
gh degree of technical knowledge, in order to objectively evaluate the RMS. Performing an

MS. Finally, the HCF can enhanCe‘its societal reputation. It is also recommended to adopt
hdit to reduce any gap in reliability of the security audit reports of the HCF and RSC.

e"ﬁnrfivp]y implpmpnfpd and to confirm whether an appraopriate control based on the risk assessment

security
ity audit
the risk

ds of the
raluative

br with a
external

1dit based on an appropriate audit procedure facilitates information security certification sufch as the

external
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Annex A
(informative)

Example of risk assessment in remote maintenance services

This ann

ex nrm/ldpc an mmmh]p of risk assessment of remote maintenance services The mmmn]p IS

shown in

Notes fol

Table A.1. The order of the rows in Table A.1 is the same as the relevant clause of ISO/IEC 2700

the interpretation of Table A.1 are found in Table A.2 to Table A.7.

=
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