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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
establish i ttee: i iZatiorTs;, d
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with:-the
Internatignal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part’2.

The main task of technical committees is to prepare International Standards. Draft Interpational Standards
adopted py the technical committees are circulated to the member bodies for voting:\Publication as gn
Internatignal Standard requires approval by at least 75 % of the member bodies casting.a-vote.

In exceplional circumstances, when a technical committee has collected data-of a different kind from that
which is pormally published as an International Standard (“state of the art’, for.example), it may decide by|a
simple mpjority vote of its participating members to publish a Technical Report. A Technical Report is entirely
informatiye in nature and does not have to be reviewed until the data <t provides are considered to be no
longer valid or useful.

Attention|is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISP shall not be held responsible for identifying any or allsuch patent rights.

ISO/TR 11633-2 was prepared by Technical Committee ISQ/TC 215, Health informatics.

ISO/TR 11633 consists of the following parts, under the general title Health informatics — Information security
managerpent for remote maintenance of medical devices and medical information systems:

— Part|1: Requirements and risk analysis

— Part2: Implementation of an information security management system (ISMS)

iv © 1SO 2009 — All rights reserved
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Introduction

Progress and spread of technology in information and communication fields and well-arranged infrastructure
based on them have brought various changes into modern society. In the healthcare field, information
systems formerly closed in each healthcare facility are now connected by networks, and they are coming to

tt
S
a
s

3 T

-

JORgvy)

J @

uch information and communication networks are spreading, not only amongst healthcare facilities
mongst healthcare facilities and vendors of medical devices or healthcare information systems:\By
p-called “remote maintenance services” (RMS), it becomes possible to reduce down-time andilower

owever, such connections with external organizations have come to bring healthcare-facilities ang
bt only benefits but also risks regarding confidentiality, integrity and availability of.information and
ks which previously received scant consideration.

psed on the information offered by this part of ISO/TR 11633, healthcare facilities and RMS provide
ble to perform the following activities:
(RSC) and maintenance target healthcare facility site (HCF) can be selected from the cat

Annex A;

- grasp the essentials of selecting and implementing.both technical and non-technical “contrg
applied in their own facility against the risks described in this part of ISO/TR 11633;

- request concrete countermeasures from business partners, as this document can identify the
security risks;

- plan a programme for risk rétention or transfer as residual risks are clarified when sele
appropriate “controls”.

y implementing the risk-assessment and employing “controls” referencing this part of ISO/T
balthcare facilities owners~and RMS providers will be able to obtain the following benefits:

- it will only be necéssary to do the risk assessment for those organizational areas where th
ISO/TR 11633,is not applicable, therefore, the risk assessment effort can be significantly reduce

- it will be.gasy to show the validity of the RMS security countermeasures to a third party;

- if providing RMS to two or more sites, the provider can apply countermeasures consists
efficiently.

- clarify the boundary of responsibility between the healthcare facility owner and the RMS providet;

1 system.
but also

practicing

costs.

vendors
systems,

rs will be

- clarify risks originating from using the RMS, where environmentahlconditions of the requesting véndor site

blogue in

Is” to be

relevant

cting the

R 11633,

s part of
j.

ently and
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Health informatics — Information security management for

remote maintenance of medical devices and medical
information systems —

Hart Z:
mplementation of an information security management sy
SMS)

p—  —

1 Scope

This part of ISO/TR 11633 provides an example of selected and applied\“Controls” for RMS security
tHe definition in the ISMS, on the basis of the risk analysis result méntioned in ISO/TR 11633-1. TH
I3O/TR 11633 excludes the handling of the communication problems and the use of encryption meth
This part of ISO/TR 11633 consists of:

— a catalogue of types of security environment in healthcare facilities and RMS providers;

— an example of combinations of threats and.\ulnerabilities identified under the environment in
cases”;

— an example of the evaluation and effectiveness based on the “controls” defined in the ISMS.

2| Terms and definitions

n

pr the purposes of this document, the following terms and definitions apply.

N

1
ccountability
operty that ensures that the actions of an entity may be traced uniquely to the entity

T

—

IBO/IEC 13335-1:2004, definition 2.1]

22

stem

based on
is part of
Dbd.

the “use

afset

anytning that Is ot value 10 the organization

NOTE 1 Adapted from ISO/IEC 13335-1.

NOTE 2 In the context of health information security, information assets include:
a) health information;

b) IT services;

c) hardware;

d) software;

e) communication facilities;

© 1SO 2009 — All rights reserved
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f) media;

g) [T facilities;

h) medical devices that record or report data.

2.3

assurance
result of a set of compliance processes through which an organization achieves confidence in the status of its
information security management

24

availabil
property
[1ISO 133

2.5

compliance assessment

processe
operation

NOTE
relevant g

2.6

confidentiality

property
[ISO 133

2.7

data integrity

property
[ISO/IEC

2.8

informat
processe
operation

29
informat

preservation of confidentiality, integrity and availability of information

NOTE
often men

ty
bf being accessible and usable upon demand by an authorized entity

85-1:2004, definition 2.4]

5 by which an organization confirms that the information security controls puf in place remain bo
al and effective

Legal compliance relates specifically to the security controls put in place™to deliver the requirements
gislation such as the European Union Directive on the protection of personalydata.

hat information is not made available or disclosed to unauthorized individuals, entities or processes

B5-1:2004, definition 2.6]

hat data have not been altered or destroyed in an unauthorized manner

9797-1:1999, definition 3.1.1]

on governance
5 by which an organization obtains assurance that the risks to its information, and thereby th
al capabilities and integrity of the organization, are effectively identified and managed

on security

Other_properties, particularly accountability of users, but also authenticity, non-repudiation, and reliability, a
lionéd ‘as aspects of information security, but could be considered as derived from the three core properties

re
in

the definiti

oA

210
risk

combination of the probability of an event and its consequence

[ISO/IEC

2.11

Guide 73:2002, definition 3.1.1]

risk assessment
overall process of risk analysis and risk evaluation

[ISO/IEC

Guide 73:2002, definition 3.3.1]

© 1SO 2009 — All rights reserved
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212
risk management
coordinated activities to direct and control an organization with regard to risk

:2009(E)

NOTE Risk management typically includes risk assessment, risk treatment, risk acceptance and risk communication.

[ISO/IEC Guide 73:2002, definition 3.1.7]

213
risk treatment

process ot selection and implementation of measures 10 modity (typically reduce) risk
NOTE Adapted from ISO/IEC Guide 73:2002.

214

system integrity

ptoperty that a system performs its intended function in an unimpaired manner, ‘free from deli
agcidental unauthorized manipulation of the system

2/15
threat
pptential cause of an unwanted incident, which may result in harm to a system or organization

NOTE Adapted from ISO/IEC 13335-1.
2/16
viulnerability

weakness of an asset or group of assets that can be exploited by a threat

NOTE Adapted from ISO/IEC 13335-1.

3| Abbreviated terms

—+ HCF Healthcare facility

—+ ISP Information-stealing programme

— ISMS Informatiop-security management system
— PHI Persanal health information

—+ RMS Reémote maintenance services

—+ RSC Remote maintenance service centre

— CRSS Remote maintenance service security

berate or

— VPN Virtual private network

4 Application of ISMS to remote maintenance services

4.1 Overview

The information security management system (ISMS) is a mechanism that operates as a

series of

plan/do/check/act processes under the security policy. This series of processes means that the organization
plans out proper security measures (plan), puts those security measures into practice (do), reviews those

© 1SO 2009 — All rights reserved
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security measures (check), and reconsiders them if necessary (act). The ISMS is already standardized
internationally as ISO/IEC 27001, therefore, it is convenient to construct and operate an ISMS referring to
ISO/IEC 27001. This also helps to persuade patients, medical treatment evaluation organizations, and others
of the efficacity of the security measures.

General steps of ISMS construction are shown in Figure 1.

\ /
STEr 1 ! [ ] )
Information assets, threats, vulnerabilities, effects
STEP 2 STEP 3 > 10)
Defining the ) Planning a . : : «List of management . PréParing a
range to vhich Planning systematic Criteria for carrying out risk goals and possible Allowing Statepdent of
the ISMIS ISMS approach to risk managem(:’:nt _ controls ISMS to be " Applicability
appligs policies assessment (the organization’s approach, «List of additional carried out | @
} method of analysis, and level controls that are not in 0
H . . '
L of assurance required) the ISMS criteria y A
. H H
A 4 : : ; a
Y \ 4 \ 4 \ 4 &
4 ' ~ ™~
\ 4 A 4 T
1 1 STEP 4 STEP 5 STEP 6 STEP 7 1 \\
1
- . . Selecting | Approving
) Identifying Performing Performing Management ’ residual risks
Ranpe to Policy risks risk treatment risk treatment goals and Statement of
whichlISMS statement Applicability
. contpols
apgjlies
\ 7 & \ 7
~ ~ R !
A 4 o A 4 o \ 4 o A 4
1 1 | 1 1
1 1 1 1 1
List of Result Reésult Criteria for Record of
risks report for report for measures approving
inventory of risk risk taken residual risks
assets assessment treatment

Figure 1 — ISMS steps

Security
describeq

measures for protecting._personal information in the remote maintenance services (RMS) ar
below in accordance(with the concepts of ISMS.

Both the |healthcare organization and the RMS provider should construct the appropriate ISMS. Additionally
the healthcare organization should ideally do the work to adjust the information security management among
all RMS providers to;protect personal information. The RMS connects the network of the RMS provider and
the network of thé\healthcare organization. After connecting these networks, there are risks of new security
holes bejng created. In the RMS, a different problem may occur in system construction in a single
organizatjion;\because the RMS acts between the healthcare organization and the remote maintenange
service ct[antre (RSC), two organizations that are independent of each other. It will therefore be a burden gn
both the healthcare organization and RSC, if security measures are not considered an integral part of the
RMS from the outset. In this regard, using ISMS (a well-evaluated technique) can be considered as a better
way to implement RMS security efficiently.

Under many jurisdictional laws for personal information protection, the healthcare organization will assume the
obligations and responsibilities of being custodian of the personal information. In the RMS, the healthcare
organization should request, from the RMS provider, appropriate measures for protecting personal information
because the provider will access the target device set up in a healthcare facility from the RSC through the
network. The healthcare organization must independently adjust all RMS providers' information security
management systems that provide the RMS, and confirm that security holes have not been created.
Additionally, the healthcare organization should confirm each RMS provider's security level is kept
appropriate.

© 1SO 2009 — All rights reserved
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It is necessary to document and comply with the following items to adjust the ISMS:
— security policy;

— security measures standard;

— mapping of security policy;

— selection of solutions;

:2009(E)

— operation execution rule;
— security auditing standards;
— security audit and audit trail.

healthcare organization should write items into the maintenance contract or agreement bet
balthcare organization and RMS provider that the RSC implements to ensuré.appropriate measu
SC. As a result, the healthcare organization will distribute the obligation and the responsibility concg
otection of personal information during maintenance work to the RMS provider through the con
greement. The healthcare organization shall construct the appropriate.JSMS and, at the same time
to writing in the maintenance contract or the business consignment-contract the obligation on the f

DS OT 03I >

The risk analysis and measures are illustrated in this part of ISO/TR 11633 by the ISMS method. Th
thought that constructing the remote maintenance setvice security (RSS) with this content
jvantages to both the healthcare organization and the RSC. When the content of this risk assessm

bmplete, additional risk assessment need only be dene-on parts that are missing.

oo F

4|2 Compliance scope

The coverage of the ISMS in the operationallmodel described in Clause 6 of ISO/TR 11633-1 is as fo|
— target device for maintenance in"healthcare facility (HCF);

—t internal network of healthcare organization;

— route from an rms access point in healthcare organization to the RSC;

— internal network of the RSC;

— equipmentsmanagement in the RSC.

veen the
es in the
erning the
tract and
shall put
art of the

IMS provider of providing supervision as the final authority in charge of personal information management.

erefore, it
will bring
ent is not

lows:

Because-the following risks exist independent of the presence of the RMS, they are excluded|from the
copverage-of the ISMS of this clause:
theraate ralaotad $ avalabilitv, of cc i ANt oA cAfh e that teaotc et tad baoaolth tnfaroa ot/ HI)
amnmoedadilo Toratvu ity ClVClIIC{UIIILy T UqUIHIIIUIIl AU ouTLware uriat uurvdadilo 'JIUI.UULUU moantrt IIII\JIIIICII.I\JII\I ]
— threats related to computer virus;
— threats related to staff which pertain to adoption, education and training.
© 1SO 2009 — All rights reserved 5
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curity policy

In 5.1.1 of ISO/IEC 27002:2005, the desired content to be included in a basic policy is prescribed, as follows:

a) a definition of information security, its overall objectives and scope and the importance of security as an
enabling mechanism for information sharing;

b) a statement of management intent, supporting the goals and principles of information security in line with
the business strategy and objectives;

c) afra
man

mework for setting control objectives and controls, including the structure of risk assessment and-ris
bgement;

d) a brjef explanation of the security policies, principles, standards and compliance requifements

parti

Cular importance to the organization, including:

compliance with legislative, regulatory, and contractual requirements,
security education, training, and awareness requirements,

business continuity management,

consequences of information security policy violations;

e) a ddgfinition of general and specific responsibilities for information security management, includir

repo

ting information security incidents;

f) references to documentation which may support the peficy, e.g. more detailed security policies ar

proc

bdures for specific information systems or security\rules users should comply with.

When thgse considerations are applied to RSS, it is necessary to secure the availability of the system, and
secure the integrity, readability, and preservation of (patient personal information.

It is nece
specified

ssary for the technical, systematic, human resources and physical safety measures of the RSS to |
in a basic security policy of the RSS!

The following explanations assume~large-scale integrated HCF. Since it is possible that the RSC whiq

receives

RMS exists in two or mare,'sections of a large-scale HCF, a united management policy is neede

When the HCF scale and the operation form are different from large-scale integrated HCF, it is important
implement in conformity with the actual situation.

44 As
In risk as

— Wha

sessing risks
sessment, analysis of information assets is performed with regard to the following.

| thfeats exists?

5K

g

d

(0]

e

|5

— To what extent is each threat possible and what is its frequency of occurrence?

— Whe

n the threat is actualized, how much influence does it exert?

The technique of the analysis is broadly classified into the following four approaches.

a) Baseline approach

This is a technique for analysing risk based on the standards and guidelines that are required in the target
field. This approach measures security based on standard risk assessment done beforehand in industry.

© 1SO 2009 — All rights reserved
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Though it is advantageous from the perspective of time and cost because the risk need not be evaluated by
oneself, the adaptability of the standardized risks to the risks of a specific organization can be problematic.

b) Detailed risk analysis
Carrying out a detailed risk assessment includes risk analysis of details, and an appropriate management plan
for management to select. A sizable budget for cost and time are needed for the risk assessment, including

securing necessary human resources.

c) Combined approach

This approach combines the baseline approach with the detailed risk analysis and it has the advantages of
efch.

d) Informal approach
This approach implements risk analysis by exploiting the knowledge and the expetience of the staff of the

ganization. It is difficult for a third party to evaluate the resulting risk analysis because the method is not
s{ructured.

(]

The RMS is related to the healthcare organization and the RSC, so the risk“analysis should be what| both can
gree upon. In this part of ISO/TR 11633, the typical use case is ‘modelled, and the risk asfessment
bncerning this model is carried out. Risk analysis by baseline appréach a) and the combined apprgach of c)
enabled by using this risk assessment result. See Table A.1 fotthe result of the risk assessment. [Fable A.1
bntains the selection of appropriate control purpose and management plan in ISO/IEC 27001 from the result

risk analysis in ISO/TR 11633-1. Table A.1 conforms to ISO/IEC 27001, and is composed of
I management fields and 133 management plans.

o O QD

= 0O O

he measures prescribed here specify the procedures.-which should be observed, at least in performing RMS.
he healthcare organization, which is also the administrator of personal information, should evaluat¢ whether
He RSC conforms to this part of ISO/TR 11633,“and should request that appropriate measures be faken if it
pes not. Moreover, if the healthcare organization's security level is below the level specified in this part of
$0/TR 11633, necessary measures will have to be put in place. Each RMS provider is expected to implement
bcessary measures in order to achieve the requirements described in this part of ISO/TR 11633.

o

5 —=

4|15 Risks to be managed

This subclause explains some’examples from the viewpoint of personal information protection to avoid risks,
which should be especijally. hoted in an RMS. It is important to implement sufficient measures against these
igks. The risk discussed-here is a mere example; the management of other risks is also important.

-

QO

When the RSG handling personal information is managed by the healthcare organization.

r this case,\the point that needs particular attention is a leak of information by the third party. Consideration
beds te-be” given to information displayed on computer screens in the work environment and information
inted‘out on paper, as well as to the threat of hacking into the system. The main risks are as follows:

o 3

H H £ la bl bl ol ImYa¥al
_— VICWII Iy Ul SUITCTIIS Uy MCISUTTS ULITT UldlT PJTTSUNTS CUTILETTITU TTT TRNO U,
— leakage in third party trust;
— leakage from logs generated when data is analysed, from printed paper or cache memory, etc.;

— leakage in the network.

© 1SO 2009 — All rights reserved 7
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b) When the RSC accesses equipment of the healthcare organization for maintenance by the administrative
authority.

In this case, the points that need particular attention are operator error and inappropriate access to the
computer (submit operations that are permitted). The main risks are as follows:

— destruction of data in target device due to an operator mistake;

— destruction of data in target device due to malicious or subversive activities;

— |eakage and destruction of more important information due to inside intrusion via the maintenange
Hevice.

c) Wheh the RSC updates the software.

[
—

In this case, care is required not to install malicious software and computer viruses, etc; into the targ
devices. The main risks are as follows:

— |eakage and destruction of data in target device due to malicious software;

— |eakage and destruction of important information via internal intrusion dué to a computer virus.

4.6 Identification of risks that are not described in this part of ISO/TR 11633

In this pafrt of ISO/TR 11633, risk assessment is performed in accordance with the typical model, so the other
use casep are outside its scope. If a business model is different from the model that this part of ISO/TR 11633
assumes| the risk assessment results of this part of ISO/TR 14633 can be misappropriated. There is also|a
possibility that not all cases can be covered. When coverage of all cases is not possible, it is necessary [o
conduct @ detailed risk analysis using the combined risk_assessment approach, not described by this part pf
ISO/TR 11633.

The risk jassessment method in the detailed risk*analysis is explained in ISO/TR 11633-1. By adopting the
methods [of ISO/TR 11633-1, the results of a risk-assessment guided by a different business model can he
easily integrated with the results of a risk assessment guided by this part of ISO/TR 11633.

4.7 Treating risks

—

Risk treatiment is defined as treatment of the assumed risk in accordance with the results of risk assessmer
Risk treatment choices are~shown in Table 1. These choices are combined and implemented whefe
necessaryy.

In the usual risk management process, a combination of these measures is selected by making an overall
judgment of the severity of the risk or the ease of implementing the measures. It is especially important fo
adopt theg risk control(s) specified by information privacy protection law and regulations. In this case, it |is
necessarly to control the risk positively, because measures such as risk retention or transfer are not adequatg,
or to adopt risk avoidance and not treat the personal information object, in law, in the RMS at all.

In this part of ISO/TR 11633, it is recommended that risk control be performed positively based on the ISMS.
Concrete measures are explained in detail in Annex A.

8 © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=e326839765dde1b9811b021cfaeb87dc

ISO/TR 11633-2:2009(E)
Table 1 — Risk treatment
Risk control: Risk transfer:
Measures are adopted (management plan) to Measures to transfer to third parties by contract, etc.
positively reduce damage. - .
¢ Insurance — utilizes damage insurance and

¢ Risk prevention — measures to reduce other types of insurance so that the risk is
threats and vulnerabilities are implemented. transferred.

e Minimization of damage — measures to e Outsourcing — information assets and
reduce the damage when the risk is information security measures are entrusted
gcnmatcd daltc tlllpiﬁlllclltvu‘. tU dll Uutaidc pdlty.

Risk retention: Risk avoidance:
Approach that accepts risk as belonging to the Approach when appropriate measures cannot be
organization. found.

¢ Financing — this corresponds to e Abolition of business —'thie business is
accumulating a reserve, etc. stopped.

e Nothing is done. e Destruction of information assets — th¢

management object is lost.

(3]

Security management measures for remote maintenance services

ne possibility of leakage of personal information such as, patient information from the RMS reg
palthcare organization to obtain the help of the RSC to achieve RMS security.

> -

uires the

ealthcare

r order to take appropriate security measures for the ‘actualization of the safety of the RMS, the h
ganization and the RSC should select controls based upon the result of the risk assessment. Reg

0w s 0

bcurity requirements.

palthcare organization and the RSC. It is expected that referring to Table 1 will reduce risk assess
hen preparing the RMS.

S>>

m

ven if the RMS is already ‘operational, auditing using Table 1 is recommended to make sure thg
Esessment is adequate.

Q

6] Approvingresidual risks

Rlesidual risks are those risks where the HCF does not intentionally take sufficient countermeasures
tHe HCF.s, having difficulty with the identification of these risks, or risks that will incur large costs if
wishes\to'implement full countermeasures as derived by the risk evaluation. When risks remain, e
HCE performs risk control risk retention or risk transfer, it is necessary for management to judge W

rdless of

hether or not the RSC is supervised by the healthcare organization, the RSC should ensure the RMS meets

hnex A illustrates concretely how to proceed with the safety management measures during RMS for the

ent time

t the risk

or where
the HCF
ven if the
hether or

magement

approves these residual nsks it means that the HCF accepts the RMS as const|tuted by rlsk assessment

based on the ISMS.

The HCF approves the residual risks in the whole contract of the RMS, and the RSC operates the RMS while

paying attention to residual risks. According to the result of the risk analysis in the RMS illustrated in
particularly in the RSC, there still is the possibility of leakage of personal information such as PHI.

Annex A,
The HCF

shall recognize these dangers, take into account guidelines issued by government, and audit appropriate

security measures that are taken in the actual RMS.
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7 Sec

urity audit

7.1 Security audit of remote maintenance services

The purpose of the security audit is to confirm whether the risk management related to security is effectively
implemented and to confirm whether an appropriate control based on the risk assessment is done. The
security audit comprehensively assesses the conformity of the information security management standard, but
it is also possible to focus on auditing the RMS itself. In the security audit of the RMS, the auditor verifies and
evaluates, if appropriate, whether controls based on the risk assessment are maintained and operated.

Moreove
security
material {

7.2 Recommendation of security audit by third parties

When thg
— itis K
— obje
— becq
— itis g
As menti
degree O
on an ap

HCF can
reliability

, it is an effective measure for both the HCF and RSC to evaluate the safety standards of th
by means of the security audit because the result of such audits become an effective evaluati
p improve the solidity of the RMS.

HCF performs an information security audit as an internal audit, the following problems may arise:
ard to notice whether there are risks of information having leaked from risk,.assessment;

ttivity and independence will not be satisfied;

use professional knowledge is required, the training of the auditieam takes time;

ifficult to make an audit report for the purpose of disclosure:

bned above, the HCF should be audited by an exterfal organization and by an auditor with a hig
technical knowledge, in order to objectively evaluate the RMS. Carrying out an external audit base
propriate audit procedure facilitates information:security certification such as the ISMS. Finally, th

enhance its societal reputation. It is also recommended to adopt external audit to reduce any gap
of the security audit reports of the HCF andn\RSC.

10
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Annex A
(informative)

Example of risk assessment in remote maintenance services

This annex provides an example of risk assessment of remote maintenance services. The example is shown
| 'I'nlnln. I\ 4 Thn I\v'l\lr\f n‘ +Inn. FOWS .n 'I'nInIA I\ 4 Er\ |>|'\r\ same-as-+t |'|r\r\ rnlnunrﬁ nln. HsSe—o n&' |on/||:r\ ’)7(\(\4

Niotes for the interpretation of Table A.1 are to be found on pages 64 and 65.
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