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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
establish i ttee: i iZatiorTs;, d
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with:-the
Internatignal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft Interpational Standards
adopted py the technical committees are circulated to the member bodies for voting:\Publication as gn
Internatignal Standard requires approval by at least 75 % of the member bodies casting.a-vote.

In exceplional circumstances, when a technical committee has collected data-of a different kind from that
which is pormally published as an International Standard (“state of the art’, for.example), it may decide by|a
simple mpjority vote of its participating members to publish a Technical Report. A Technical Report is entirely
informatiye in nature and does not have to be reviewed until the data <t provides are considered to be no
longer valid or useful.

Attention|is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISP shall not be held responsible for identifying any or allsuch patent rights.

ISO/TR 11633-1 was prepared by Technical Committee ISQ/TC 215, Health informatics.

ISO/TR 11633 consists of the following parts, under the general title Health informatics — Information security
managerpent for remote maintenance of medical devices and medical information systems:

— Part|1: Requirements and risk analysis

— Part2: Implementation of an information security management system (ISMS)

iv © 1SO 2009 — All rights reserved
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Introduction

Progress and spread of technology in information and communication fields and well-arranged infrastructure
based on them have brought various changes into modern society. In the healthcare field, information
systems formerly closed in each healthcare facility are now connected by networks, and they are coming to
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uch information and communication networks are spreading, not only amongst healthcare facilities
mongst healthcare facilities and vendors of medical devices or healthcare information systems:\By
p-called “remote maintenance services” (RMS), it becomes possible to reduce down-time andilower

owever, such connections with external organizations have come to bring healthcare-facilities ang
bt only benefits but also risks regarding confidentiality, integrity and availability of.information and
ks which previously received scant consideration.

psed on the information offered by this part of ISO/TR 11633, healthcare facilities and RMS provide
ble to perform the following activities:
(RSC) and maintenance target healthcare facility site (HCF) can be selected from the cat

Annex A;

- grasp the essentials of selecting and implementing.both technical and non-technical “contrg
applied in their own facility against the risks described in this part of ISO/TR 11633;

- request concrete countermeasures from business partners, as this document can identify the
security risks;

- plan a programme for risk rétention or transfer as residual risks are clarified when sele
appropriate “controls”.

y implementing the risk-assessment and employing “controls” referencing this part of ISO/T
balthcare facilities owners~and RMS providers will be able to obtain the following benefits:

- it will only be necéssary to do the risk assessment for those organizational areas where th
ISO/TR 11633,is not applicable, therefore, the risk assessment effort can be significantly reduce

- it will be.gasy to show the validity of the RMS security countermeasures to a third party;

- if providing RMS to two or more sites, the provider can apply countermeasures consists
efficiently.

- clarify the boundary of responsibility between the healthcare facility owner and the RMS providet;

1 system.
but also

practicing

costs.

vendors
systems,

rs will be

- clarify risks originating from using the RMS, where environmentahlconditions of the requesting véndor site

blogue in

Is” to be

relevant

cting the

R 11633,

s part of
j.

ently and
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TECHNICAL REPORT ISO/TR 11633-1

:2009(E)

Health informatics — Information security management for

remote maintenance of medical devices and medical
information systems —

Hart 1:
equirements and risk analysis

b u |

1 Scope

nis part of ISO/TR 11633 focuses on remote maintenance services (RNIS) for information sy

[V

nd shows an example of carrying out a risk analysis in order to protect both sides' informatig
rimarily the information system itself and personal health data) in a safe and efficient (i.e. ec
anner.

—
i

-4 3

his part of ISO/TR 11633 consists of:

- a catalogue of use cases for RMS;
— a catalogue of information assets in healthcare facilities (HCF) and RMS providers;

— an example of the risk analysis based on usg cases.

2| Terms and definitions

br the purposes of this document, the following terms and definitions apply.

ccountability

F
21
a
ptoperty that ensures that the actions of an entity may be traced uniquely to the entity

[IBO/IEC 13335-1:2004/ definition 2.1]

2|2
agset
anything that'is of value to the organization

NOTEA1 Adapted from ISO/IEC 13335-1.

stems in

palthcare facilities as provided by vendors of medical devices or health information systems (RMS providers)

n assets
bnomical)

NPTE 2 In the context of health information security, information assets include:

a) health information;

b) IT services;

c) hardware;

d) software;

e) communication facilities;
f)  media;

g) [T facilities;

h) medical devices that record or report data.

© 1SO 2009 — All rights reserved
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2.3

assurance

result of a set of compliance processes through which an organization achieves confidence in the status of its
information security management

24
availability
property of being accessible and usable upon demand by an authorized entity

[ISO/IEC 13335-1:2004, definition 2.4]

25
compliance assessment
processep by which an organization confirms that the information security controls put in place remain both
operational and effective

NOTE Legal compliance relates specifically to the security controls put in place to deliver the,requirements pof
relevant Idgislation such as the European Union Directive on the protection of personal data.

2.6
confidentiality
property {hat information is not made available or disclosed to unauthorized individuals, entities or processes,

[ISO/IEC|13335-1:2004, definition 2.6]

2.7
data integrity
property that data have not been altered or destroyed in an unauthofized manner

[ISO/IEC|9797-1:1999, definition 3.1.1]

2.8
informatjon governance
processep by which an organization obtains assurance that the risks to its information, and thereby the
operationjal capabilities and integrity of the organization, are effectively identified and managed

29
informatjon security
preservafion of confidentiality, integritysand availability of information

NOTE Other properties, particularly accountability of users, but also authenticity, non-repudiation, and reliability, are
often menfioned as aspects of information security, but could be considered as derived from the three core properties [in
the definition.

210
risk
combinatjon of the\probability of an event and its consequence

[ISO/IEC|Guide(73:2002, definition 3.1.1]

2.11
risk assessment
overall process of risk analysis and risk evaluation

[ISO/IEC Guide 73:2002, definition 3.3.1]

212
risk management
coordinated activities to direct and control an organization with regard to risk

NOTE Risk management typically includes risk assessment, risk treatment, risk acceptance and risk communication.

[ISO/IEC Guide 73:2002, definition 3.1.7]

2 © 1SO 2009 — All rights reserved
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213
risk treatment
process of selection and implementation of measures to modify (typically reduce) risk

NOTE Adapted from ISO/IEC Guide 73:2002.

214

system integrity

property that a system performs its intended function in an unimpaired manner, free from deliberate or
accidental unauthorized manipulation of the system

215
threat
btential cause of an unwanted incident, which may result in harm to a system or organization

k]

NOTE Adapted from ISO/IEC 13335-1.

N

16
linerability
weakness of an asset or group of assets that can be exploited by a threat

<

NOTE Adapted from ISO/IEC 13335-1.

3| Abbreviated terms

— HCF  Healthcare facility

—+ ISP Information-stealing programme

— PHI Personal health information

—+ RMS Remote maintenance servicés

—+ RSC Remote maintenance service centre
—+ RSS Remote maintenance service security

— VPN  Virtual private network

4 An outline-of remote maintenance services security

4|1 Contents of remote maintenance services security

4111 General

Remote maintenance services (RMS) have three main purposes:
— response at the time of medical equipment malfunction;
— routine maintenance;

— updating of the software.

© 1SO 2009 — All rights reserved 3
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In this part of ISO/TR 11633, a system which consists of target devices and an internal network within
healthcare facilities (HCF) site, an external network connecting HCF and remote maintenance service centre
(RSC), and an internal network and equipments or services within RSC is assumed. See Figure 1.

This part of ISO/TR 11633 introduces the styles of the RMS that each RMS provider provides and the current
state of the security measures.

Target
RSC __
internal HCF (a) \ e
network access  \ S

point
RSC E

services RSC ’
access ’

ékﬂ w_L_point External

RSC =i network

equipment / )
HCF (b)

access

HCF (a)
internal
network

point .
1 we==g  Target
—_— '-#-':'—,,,,gg' devices
HCF (b) “
internal
network Target
Systems

Figure 1 — Assumed remofe maintenance services

4.1.2 Styles of remote maintenance services and technical security measures

4.1.2.1 | Remote maintenance sefvices using a public switched telephone network
HCF setg up a machine for dial-up server function. This machine connects with a public switched telephone
network by modem, etc., and-waits for access from RSC remote equipment. Telecommunications equipmept
that offers all functions such as dial-up routers are in widespread use.

In the use of the publicswitched telephone network, telecommunication lines have the following features:

— a ong-to-one.communication pathway between HCF and RSC can be secured;

— tappingds difficult because a public switched telephone network is fully-digitalized.

Using these features, security is maintained by the following technical measures:

a) determination of caller number — use of call back certification function or caller ID specification
certification function;

b) user certification — use of one-time password and encryption of password;

c) review of communication audit log — detection of illegal access to a computer.

4 © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=96948c4b057c729a6f0164a9ba3a0df3

ISO/TR 11633-1:2009(E)

4.1.2.2 Remote maintenance services using the Internet

A device for internet connection with fixed global IP address is placed on the HCF. The RSC prepares the
Internet connection environment and connects itself to HCF through the Internet.

This part of ISO/TR 11633 specifies more technologies for communication and user authentication between
HCF and RSC, because this is the same as a typical Internet connection and not a one-to-one communication
like the public switched telephone network.

This part of ISO/TR 11633 illustrates the following examples:

[V

erecting a fire-wall;
b) using tools such as anti-virus software;
c] communication using VPN for encryption of the communication path;

d) use of a variety of user authentication methods such as one-time passwords,»password encryption and
use of digital certificates.

4|2 Security requirement of remote maintenance services

4/2.1 Security measures in remote maintenance service operation

Py

egulations are commonly used to securely operate the system and protect the privacy of|personal
nformation. This part of ISO/TR 11633 illustrates the following'@xamples of regulation:

[V

regulations concerning RSC operator;

b) regulation measures for excluding from the eperation of RSC remote terminals those whg are not
authorized;

c] regulations when RSC remote terminals are’increased and moved;
d) regulations concerning access fromumobile terminals.

4/2.2 Contracts between HCF and/RCS

T

he following regulations may-have been put in place in case of unexpected accidents:

[V

regulations for the delineation of responsibility between the HCF and RSC;
conclusion of coentracts concerning confidentiality of information.

here are varigusvmeans for providing security measures in an RMS. Each RMS provider maintaing security
using these~means with original regulations.

owever;.this part of ISO/TR 11633 envisages that the expense for security will increase, and maintaining the
pcurity'level will become more difficult for the HCF in the future, because methods used differ depending on
e-RMS provider. T

0T TH T

4.2.3 Protection of personal information and remote maintenance services

4.2.31 Privacy protection of health information in healthcare organizations

Because of jurisdictional privacy protection acts, the management of personal information confidentiality is
shifting from physicians to the establishment of the right of control over information and its privacy protection
by patients themselves.

Healthcare organizations are required to manage personal information, explain the risks to the confidentiality

of personal information to the patient, and to ensure that healthcare professionals do not use health
information outside the purpose for which it was collected.

© 1SO 2009 — All rights reserved 5
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Because medical information is a particularly important type of personal information, it must be treated
carefully and securely.

4.2.3.2 Responsibility and measures of privacy protection of personal information

United States HIPAA regulations requires healthcare organizations to assign a person to be in charge of
information management, and assigns responsibility to the healthcare organization when personal information
is leaked from the healthcare organization, irrespective of the reasons for the leak.

In Japan ideli i i ion i i i nsibility for the
protection of personal information with healthcare organizations and require the person in charge of-the
protection of personal information at the healthcare organization to carry out this responsibility. The healtheafe
organizations should therefore manage information themselves.

However| this part of ISO/TR 11633 finds cases in which healthcare organizations leave the management pf
medical |[nformation systems entirely to the RMS providers of medical devices and medical informatign
systems.| It might be difficult for the persons in charge of the healthcare organization,toxmanage a crisjs
approprij)tely from the viewpoint that the healthcare organizations manage information; given that they leaye
informatipn management entirely to the RMS providers.

However] in cases of accidents leading to information leakage, etc., the probleni-might arise as to who shoujd
be respgnsible — an RMS provider or a healthcare provider? To resolvé _such a situation, this part pf
ISO/TR 11633 shows that it is preferable to review the system of information management of the healthcare
organizafjon to ensure conformity with any jurisdictional act(s) for privacy-protection of personal information.

4.2.3.3 | RMS coexisting with health information privacy protection

To prote¢t personal information appropriately, healthcare .erganizations should provide security measurgs
appropridte to the responsibility of the healthcare organization, as described in the previous paragraph.

Currently] healthcare organizations are chiefly providing medical centre management rules, instituting
measure$ for appropriate management, impleménting security measures for information systems and
implementing technical measures to protect persénal information.

In particular, on network security measures;-many healthcare organizations provide policy measures such as
“the connection with an external network is not permitted”, “use of VPN”, etc., and defend against outside
hackers frying to invade by way of\the internet. However, even if a healthcare organization's countgr-
measure$ against intrusion from the-outside are almost perfect, RMS is the only route that permits access
from outgide.

Access by an RMS providérs*maintenance worker to the system by way of the RMS line has been taken as|a
necessary service for a-fapid function recovery.

RMS hag advantages for both healthcare organizations and RMS providers, and is therefore a necessary
service, gven afteracts for privacy protection of health information are approved and published.

To use RMS, securely and responsibly, healthcare organizations should correctly understand RMS, contrat
appropria i i i i s ify
responsibility between a healthcare organization and RMS providers, and construct a well-assessed safe
mechanism for such clarifications to conform to privacy protection of health information. Both the healthcare
organization and RMS providers shall recognize each obligation correctly and take appropriate RMS under
mutual agreement.

4.3 Roles of remote service centre and healthcare organization
Where the HCF, by concluding a maintenance contract with the RMS providers, has entrusted the RMS

provider with providing security in RMS, the security is implemented under the judgment and responsibility of
each RMS provider.

6 © 1SO 2009 — All rights reserved
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The following issues arise:

:2009(E)

— there is no statement that the third party can take to mean that the RMS provider is providing enough

security measures;

— HCF has not considered management measures as much as technological measures in present security

measures;

— HCF has insufficiently examined the sequence of events after an accident occurs;

HCF has not examined broad threats such as computer viruses.

Pfivacy protection acts require HCFs to take responsibility for individual medical information-sec
HCF will also have to take responsibility for the security maintenance of the RMS. Therefore, th
I3O/TR 11633 explains the role of HCF and RMS providers. Implementing security in RMS is the rol
ptoviders, because only the RMS provider can implement the RMS function for(the medical in
system. RMS providers should consider that implementing with different security ‘technologies in
spread of RMS.

cpmplicated management allows security breaches to take place. Thérefore each RMS provider
aflopt and implement standard and widely-used security technology.

anagement measures are important, as are technological measures. These are necessary for both

IR

sfandard such as ISO/IEC 27001 that supports the implemeéntation of a security policy. After that, th
bmpare and associate with security policies; it is also important to clarify the minimum standard of s
h RMS. The HCF decides and takes measures based‘on its own security policy and examines and
He security policy and the circumstances of the “security measures in the RMS indicated by
oviders. After that, the HCF contracts withi*RMS providers about compliance on operd
pnfidentiality. As a result, RMS security is assured.

=0 O

Q T

5| Use case of remote maintenance services

5|1 Introduction

his part of ISO/TR 11633\extracts three typical use cases of remote maintenance services consid
odel of basic operational site.

3

a) Trouble shoeting for outages

In case ef‘outages of equipment within the HCF site and responding to a request from the
maintenance operations are done by accessing the targeted devices from the RSC site.

b) Scheduled maintenance

irity. The
s part of
e of RMS
formation
hibits the

IN preparing access points for each RMS, providers can make security"management complicated. Such

needs to

HCF and

SC. They should document a current information security tmnanagement system based on an int¢rnational

by should
ecurity in
bvaluates
the RMS
tion and

bred as a

HCF site,

Schadulad maintananeca Aanaratinne ara ~arrind ALt fram tha DS oibn hyy At
o—SHE—BY—OBt

the HCF

O CHC O THC oo o CC— o poationTo T o~ oo Cc O~ oTt— T o Tt Yo

site. This may cause periodic access to target devices in the HCF.

c) Software updating

Update software of targeted devices within the HCF site by accessing them from the RSC site.

© 1SO 2009 — All rights reserved
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5.2 Trouble shooting for outages

Workflow in case of trouble shooting for outages is shown in Figure 2.

HCF internal External RSC internal

) HCF maintenance target devices network network  hetwork RSC equipment
Site — ~ Y Y N N
Prmery-serv rllyol\.lallo bygt TICT TTCIWOITRK ROU TIEIWUIR RSC-service
personnel etc. administrator administrator administrator personnel

Mgintenance HCF access RSCaccess .
target devices % % % % point ISP point RSC equipment

1. Qutage notification

Autonpatic »

main
notifigation

2. Connection gro¢edure

3. [nitiation

/I ,\
< Repair >
— L—

4.[Disconnectign procedure
5. Data deletio

A

Figure 2 — Workflow in case, of trouble shooting for outages

Steps arg as follows:
a) RS(lis notified by HCF that aproblem occurred (this may be an automatic notification by email).
b) RSC|requests HCF to connect network for the RMS.

c) RSC|performs initiation-for network connection.

d) RSC]service people carry out inspection, treatment, and acknowledgement through the network connection:

1) |mplementation of an automatic inspection programme;

2) tollection of related information from targeted equipments:

i) operation logs;
i) image data;
iii) configuration files/system configurations;

iv) contents of database;

8 © 1SO 2009 — All rights reserved
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3) investigation of the problem;
4) if the problem has its origin in software, modification or update of the targeted equipment:
i)  modification of configuration files;
i) update software;
iii) restoring data;
5—-thepreblemhas—its—eriginrhardware —conrtactofprimaryservcepeoplete—exehange—-damaged
parts;
6) carrying out inspection after repair.
e) RSC reports the work result to the HCF.
f)] RSC disconnects network connection for the RMS.
d) RSC requests the HCF to disconnect network connection for the RMS.
h) If RSC transferred PHI, RSC deletes all copies of the PHI at their site.
5|3 Scheduled maintenance
Workflow in case of scheduled maintenance is shown in Figuré)3:
HCF, internal External RSC internal .
HCF maintenance target devices network network  network RSC equipment
Site — ~ ~ v N N
Primary service Physicians System HCF network RSC network RSC service
personnel etc. administtafor administrator administrator personnel
Maintenance HCF access RSCaccess .
target devices % % % % point ISP point % RSC equiprpent
1. Connection procedure
2. |nitiation >
b ®
] —
< Regular maintenapce -| monitoring >
~ L—
S-pisTonmectio procedure
Figure 3 — Workflow in case of scheduled maintenance
© 1SO 2009 — All rights reserved 9
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Steps are as follows:

d)
e)
f)

9)

RSC requests the HCF to connect the network for the RMS.

RSC initiates the network connection.

RSC service people carry out scheduled inspection through the network connection:

1)

RSC
RSC

If RS

implementation of an automatic inspection programme;

Checking of logs;

5.4 Software updating

Workflow

10

checking image quality (accuracy);
collection of operational information.

reports the work result to the HCF.

disconnects the network connection for the RMS.

in case of software updating is shown in Figure 4.

requests HCF to disconnect the network connection for the RMS.

C transferred PHI, RSC deletes all copies of the PHI at their site,

HCF internal External RSC internal )
HCF maintenance target devices network network  hetwork RSC equipment
Site — ~ ~ N N
Primary service Physicians ~ Systenf HCF network RSC network RSC service
personnel administratgl  administrator administrator personnel
Mgintenance % % % % HCF access RSC access .
. . . RSC equipment
target devices point I point quip

1. Connection grocedure

B 2. Initiation > o
/I ,\
Software ypgrad
\, I/
3. Disconnection procedure

Figure 4 — Workflow in case of software updating
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Steps are as follows:

a) RSC requests the HCF to connect network for the RMS.

b) RSC initiates network connection.

c) RSC service people update the software through the network connection:
1) replacing software;

2) changing configurations;

3) confirmation of functional operations.

d) RSC reports the work result to the HCF.

e) RSC disconnects network connection for the RMS.

f)l RSC requests HCF to disconnect network connection for the RMS.

g) If RSC transferred PHI, RSC deletes all the existing data in their site.

6| Risk analysis

6|1 General

r this clause, a risk analysis based on the use cases in Clause 5 is described.

[=}]

2 Risk analysis criteria

2.1 Policy

plicy requires the information administrator.in charge of the healthcare organization to think abou
nd about the risk to the healthcare organization by the HIPAA method. Therefore, it is nece
edicting risk, and for thinking abeut,'security when information is exchanged with those ou
ganization.

O T T [<2)

his analysis is placed with HCF as a supplementary document or a guide to the contract betwe
anagement needs to perform)the analysis for every extra healthcare organization.

=

6]2.2 Classification-of the site
— RSC equipment.

— RSC internal network.

— Extéernal network.

— CHCF internal network.

2009(E)

t security
ssary for
tside the

ten RSC.

— HCEF target devices.

6.2.3 Protection profile

The protection profile is as follows:

— Confidentiality: shoulder hacking/misappropriation, unauthorized login/hoaxing and trial-and-erro
— Integrity: falsification, substitution, forgery and non-repudiation.

— Availability: equipment trouble, disaster, loss of service by cable interruption/denial of service.

© 1SO 2009 — All rights reserved

r tactics.

11


https://standardsiso.com/api/?name=96948c4b057c729a6f0164a9ba3a0df3

ISO/TR 11633-1:2009(E)

Annex A
(informative)

Example of risk analysis result of remote maintenance services

A.1 Aspetsand threats(siteT RSCequipment)

Site

Primary service
personnel

Maintenance
target devices

Physicians

System ne
etc. administrator administrator

X X X =X

HCF internal External RSC internal
HCF maintenance target devices network network  network RSC equipment
Y 4

HCF network RSC network

administrator

RSC service:
personqel

>

HCF access | ISP | RSC output

point

RSC equipment

informatign

Assets No. Threat (C: confidentiality, I: integrity, A: availability)

1 Exposure [C] by deletion'failure on site [C], peeping [Cl/theft [C],
PHI information on memory, disk, and unauthorized login to ®SC equipment [Cl/hoaxing [C]
screen Exposure [C] by theft from path [C], unauthorized login to RSC

12 . :

equipment [C)/heaxing [C]

Memos ?m print-outs of above PHI 13 | Exposure{C] by peeping of paper records for repair [C], carrying out [C]
informatign
Backup media of above PHI 14 | Exposure [C] by carrying out of recorded media for repair [C]

Software dealing with PHI information 15

Exposure [C] by back door/installation of information-stealing programm

Ul

Exposure [C] by carrying out [C], tampering [C], leakage electromagneti¢

Equipment dealing with PHI 16 radiation [C]
informatign

17 | Service impossible [A] due to failure [A], disaster [A], damage [A]
Eqmpmgnt;ﬂealmg with 2t 18 | Service impossible [A] due to failure [A], disaster [A], damage [A]
informatign
Operatorg dealing.with PHI 19 Exposure by bribery [C], service failure [A] by incorrect input [I]/deletion
informatign failure [A]
Encryptiop @lgorithm, keys, and key 1a | Exposure [C] by decoding of encrypted data [C]

distributiormmethod

a

Indicates the power/disaster facilities. However, the network equipment is not included.

12
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A.2 Assets and threats (site: RSC internal network)

HCF internal External RSC internal
HCF maintenance target devices network network  network RSC equipment
Site R
Primary service  Physicians = System HCF network RSC network RSC service
personnel etc. administrator administrator administrator personnel
Maintenance g} g} g} g} HCF access | ISP | RSC output %2 RSC equipment
f:rgnf devices 'r_\ninf

i

Threat (C: confidentiality, I: integrity, A: availability)

istribution method

Assets No. ;
Without countermeasures on VPN With czunter
measureg on VPN
RHI information on RSC 21 Exposure [C] by peeping of path [C], unauthorized,login to RSC
ivllternal network network equipment [C]/hoaxing [C], tapping [C]
l\hemos and print-outs of . . . .
dommunication trace of 29 Exposure [C] by peeping of monitor recording sheet [C], carrying
. . out [C]
gbove information
HBackup media of
gommunication trace of 23 |Exposure [C] by carrying out.of\monitor recording media [C]
gbove information
Network equipment 24 Exposure [C] by back déor/installation of information-stealing
software programme [l] Threat other than [A]
o5 Exposure [C] by-carrying out [C], tampering [C], leakage 2;;“3%:'3 S
Network equipment electromagnetic radiation [C]
26 |[Service impossible [A] due to failure [A], disaster [A], damage [A]
Bnvironmental facilities 27 Servicel impossible [A] due to failure [A], disaster [A], damage
df network equipment?@ [A], cable discontinuity [A]
Network equipment . . .
dperators 28 \_|Exposure by bribery [C], exposure [C] by incorrect setting [C]
Hncryption algorithm,
Keys, and key 29 [Exposure [C] by decoding of encrypted data [C]
d

Q

Indicates thedpower/disaster facilities.
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