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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

SAE International is a global association of more than 128,000 engineers and related technicgl experts
in the aerospace, automotive and commercial-vehicle industries. Standards from SAE. Jntefnational
are used to advance mobility engineering throughout the world. The SAE Technical Standards
Development Program is among the organization's primary provisions to those ‘mobility ipdustries
it[serves aerospace, automotive, and commercial vehicle. These works are authorized, reviised, and
mfaintained by the volunteer efforts of more than 9,000 engineers, and other lqualified professionals
friom around the world. SAE subject matter experts act as individuals in-thé standards process, not
ag representatives of their organizations. Thus, SAE standards represent optimal technicgl content
d¢veloped in a transparent, open, and collaborative process.

The procedures used to develop this document and those interided for its further mainterjance are
d¢scribed in the ISO/IEC Directives, Part 1 and the SAE Technjcal-Standards Board Policy. In pprticular,
tHe different approval criteria needed for the different typesyof ISO documents should be ndted. This
dIcument was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (fee www

.ijo. org/directives).

Aftention is drawn to the possibility that some of. the elements of this document may be the qubject of
patent rights. ISO and SAE International shall not'be held responsible for identifying any of all such
patent rights. Details of any patent rights identified during the development of the document ill be in
tHe Introduction and/or on the ISO list of patent declarations received (see www. iso. org/patgnts).

SAE Technical Standards Board Rulesprovide that: “This document is published to advance the state of
tgchnical and engineering sciences.The use of this document is entirely voluntary, and its applicability
and suitability for any particularfuse, including any patent infringement arising therefrom, i$ the sole
r¢sponsibility of the user.”

Ahy trade name used in this-document is information given for the convenience of users and|does not
cqnstitute an endorsement:

For an explanation\ef the voluntary nature of standards, the meaning of ISO specific tgrms and
expressions related to conformity assessment, as well as information about ISO's adherenfce to the
World Trade Opganization (WTO) principles in the Technical Barriers to Trade (TBT), see www. iso. org/
isp/forewordd¢html.

This deciment was jointly prepared by Technical Committee ISO/TC 22, Road vehicles, Subcpmmittee
SC 32y Electrical and electronic components and general system aspects, and SAE TEVEES18A Vehicle
Cybersecurity Systems Engineering Committee

This first edition of ISO/SAE 21434 cancels and supersedes SAE J3061:2016[3Z],
The main changes are as follows:
— complete rework of contents and structure.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www. iso. org/members. html. Alternatively, to provide
feedback on this document, please visit https://www. sae. org/standards/content/ISO/SAE 21434/.
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Introduction

Purpose of this document

This document addresses the cybersecurity perspective in engineering of electrical and electronic
(E/E) systems within road vehicles. By ensuring appropriate consideration of cybersecurity, this
document aims to enable the engineering of E/E systems to keep up with state-of-the-art technology
and evolving attack methods.

ThlS dOC tmantnravidoc vocahlaeyy Ao ctivac paoiivearanntc and o dolianc palatad +o0 cubharcaoiied
FHReHtPproviaesvocastratryeojecavesTeqirementsanagtHaeesreratea—~o-€yserseecuryy

engineerfng as a foundation for common understanding throughout the supply chain. This enablgs
organizafions to:

— define cybersecurity policies and processes;
— mangge cybersecurity risk; and
— fostdr a cybersecurity culture.

This dociment can be used to implement a cybersecurity management systemmincluding cybersecurity
risk manpgement.

Organization of this document

An overvjiew of the document structure is given in Figure 1. The elements of Figure 1 do not prescribe
an execufion sequence of the individual topics.
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4. General considerations |

5. Organizational cybersecurity management

5.4.1 5.4.2 5.4.3 5.4.4 5.4.5 5.4.6 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit

6. Project dependent cybersecurity management

6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity Tailoring Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibi- planning out-of-context component case assessment post-
|| tties tdevelopment

7. Distributed cybersecurity activities

7.4.1 7.4.2 7.4.3
Supplier capability Request for quotation Alignment of responsibilities

8. Continual cybersecurity activities

8.3 8.4 8.5 8.6
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management
Concept phase Product development phase Post-development phases
9. Concept 10. Product development 12. Production
9.3 10.4.1 13. Operations and maintengnce
Item definition Design
13.3 13.4
9.4 10.4.2 Cybersecurity Updatles
Cybersecurity goals Integration and verification incident response
9'_5 11« 14. End of cybersecurity
Cybersecurity concept Cybersecurityvalidation support and decomissionilg

15. Threat analysis-and risk assessment methods

15.3 15.4 15.5 15.6 15.7 15.8 15{9
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treptment
identification identification rating analysis rating determination decigion

Figure 1 — Overview of this document
Clause 4 (General considérations) is informational and includes the context and perspectiye of the
approach to road vehicle,cybersecurity engineering taken in this document.

Clause 5 (Organizational cybersecurity management) includes the cybersecurity management and
specification of theorganizational cybersecurity policies, rules and processes.

Clause 6 (Project dependent cybersecurity management) includes the cybersecurity management and
cybersecurity activities at the project level.

Clause.7 (Distributed cybersecurity activities) includes requirements for assigning responsiblilities for
cybersecurity activities between customer and supplier

Clause 8 (Continual cybersecurity activities) includes activities that provide information for ongoing
risk assessments and defines vulnerability management of E/E systems until end of cybersecurity
support.

Clause 9 (Concept) includes activities that determine cybersecurity risks, cybersecurity goals and
cybersecurity requirements for an item.

Clause 10 (Product development) includes activities that define the cybersecurity specifications, and
implement and verify cybersecurity requirements.

Clause 11 (Cybersecurity validation) includes the cybersecurity validation of an item at the vehicle level.
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Clause 12 (Production) includes the cybersecurity-related aspects of manufacturing and assembly of
an item or component.

Clause 13 (Operations and maintenance) includes activities related to cybersecurity incident response
and updates to an item or component.

Clause 14 (End of cybersecurity support and decommissioning) includes cybersecurity considerations
for end of support and decommissioning of an item or component.

Clause 15 (Threat analysis and risk assessment methods) includes modular methods for analysis and
szt ] thot tenotn qnt bhaoiieciia d

ntta datarmaioa th o o antaof culbarca oty il oo o an ba
aSSeSSm\ IITU LU UCULUTIITITIIC LITU CALUTIIU UL b‘y ol ur lL)’ TTOINN OU LIIdtl trvdadtliliviiv vdIir e }Iul SUCTU.

Clauses b through 15 have their own objectives, provisions (i.e. requirements, recommendatiors,
permissipns) and work products. Work products are the results of cybersecurity activities that fulfil
one or mpre associated requirements.

“Prerequlfisites” are mandatory inputs consisting of work products from a previous-phase. “Furthpr
supportihg information” is information that can be considered, which can be made ayailable by sourcgs
that are dlifferent from the persons responsible for the cybersecurity activities.

A summdry of cybersecurity activities and work products can be found in Anhex A.

Provisionms and work products are assigned unique identifiers consisting of a two-letter abbreviatign
(“RQ” for a requirement, “RC” for a recommendation, “PM” for a permission and “WP” for a work
product)| followed by two numbers, separated by hyphens. The fixst number refers to the clause, afd
the second gives the order in the consecutive sequence of provisfens or work products, respectively, of
that clauge. For example, [RQ-05-14] refers to the 14th provisioirin Clause 5, which is a requirement.
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Road vehicles — Cybersecurity engineering

1 Scope

This document spec1f1es engmeermg requlrements for cybersecurlty I‘lSk management regarding

and electronic (E/E) systems in road vehicles, 1nclud1ng thelr components and interfaces.

I

3|1 Terms and definitions

31.1
architecturaldesign
rgpresentdtion that allows for identification of components (3.1.7), their boundaries, interf

i

3

Alframework is defined that includes requirements for cybersecurity processes and a common
far communicating and managing cybersecurity risk.

This document is applicable to series production road vehicle E/E systems, including their cor
and interfaces, whose development or modification began after the publicatien of this docume

This document does not prescribe specific technology or solutions related-to cybersecurity.
2| Normative references
The following documents are referred to in the text in such¥a way that some or all of thei

constitutes requirements of this document. For dated references, only the edition cited ap
undated references, the latest edition of the referenced decument (including any amendments

3| Terms, definitions and abbreviatéd terms

For the purposes of this document, the following terms and definitions apply.

§0 26262-3:2018, Road vehicles — Functional safety- Part 3: Concept phase

§0 and IEC maintain terminelogical databases for use in standardization at the following add

§0 Online browsing platform: available at https://www.iso.org/obp

HC Electropedia: available at https://www.electropedia.org/

12

electrical

language

hponents
nt.

" content
blies. For
applies.

Fesses:

aces and

Teractions

assSTtT
object that has value, or contributes to value

Note 1 to entry: An asset has one or more cybersecurity properties (3.1.20) whose compromise can lead to one or
more damage scenarios (3.1.22).

3.1.3

attack feasibility
attribute of an attack path (3.1.4) describing the ease of successfully carrying out the corresponding set
of actions

© ISO/SAE International 2021 - All rights reserved
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3.1.4

attack path

attack

set of deliberate actions to realize a threat scenario (3.1.33)

3.1.5
attacker
person, group, or organization that carries out an attack path (3.1.4)

3.1.6
audit
examinafion of a process to determine the extent to which the process objectives are achieved

[SOURCH: 1SO 26262-1:2018 [, 3.5, modified — The phrase “with regard to” was substituted by "fo
determir]e the extent to which" and "are achieved" was added.]

3.1.7
component
part that{is logically and technically separable

3.1.8
customer
person of organization that receives a service or product

[SOURCH: 1SO 9000:2015 [2], 3.2.4, modified — The phrase “could_br does receive” was replaced by
“receivey’, the phrase “that is intended for or required by this person or organization” was omitted, and
the examiple and note 1 to entry were omitted.]

3.19
cybersegurity

road vehjcle cybersecurity
conditiony in which assets (3.1.2) are sufficiently protected against threat scenarios (3.1.33) to items
(3.1.25) ¢f road vehicles, their functions and théir-electrical or electronic components (3.1.7)

Note 1 to jentry: In this document, for the sake\0fbrevity, the term cybersecurity is used instead of road vehiqle
cybersecyrity.

3.1.10
cyberse¢urity assessment
judgement of cybersecurity (34:9)

3.1.11
cybersegurity case
structur¢d argument'supported by evidence to state that risks (3.1.29) are not unreasonable

3.1.12
cyberseg¢urityelaim
statemerntabout a risk (3.1.29)

Note 1 to entry: The cybersecurity claim can include a justification for retaining or sharing the risk.

3.1.13

cybersecurity concept

cybersecurity requirements of the item (3.1.25) and requirements on the operational environment
(3.1.26), with associated information on cybersecurity controls (3.1.14)

3.1.14
cybersecurity control
measure that is modifying risk (3.1.29)

[SOURCE: ISO 31000:2018 [3], 3.8, modified — The word "cybersecurity" was added to the term, the
phrase “maintains and/or” was deleted, the notes to entry were deleted.]
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3.1.15
cybersecurity event
cybersecurity information (3.1.18) that is relevant for an item (3.1.25) or component (3.1.7)

3.1.16
cybersecurity goal
concept-level cybersecurity requirement associated with one or more threat scenarios (3.1.33)

3.1.17
cybersecurity incident

cybersecurity property
afftribute that can be worth protecting

Note 1 to entry: Attributes include confidentiality, integrity and/or availability.

3{1.21
cybersecurity specification
cybersecurity requirements and corresponding architectural design (3.1.1)

3/1.22
damage scenario
adverse consequence involving a vehicle.dpvehicle function and affecting a road user (3.1.31)

3/1.23

distributed cybersecurity activities

cybersecurity activities for theitem (3.1.25) or component (3.1.7) whose responsibilities are di
b¢tween customer (3.1.8) apd supplier

3/1.24
impact
egtimate of magnitude of damage or physical harm from a damage scenario (3.1.22)

3/1.25
item
camponent.or set of components (3.1.7) that implements a function at the vehicle level

NoteTto entry: A system can be an item if itimplements a function at the vehicle level, otherwise itis a cd

5 (3.1.23)

stributed

mponent.

[SOURCE: ISO 26262-1:2018 [1], 3.8, modified — The term “system” has been replaced by “component”,

the phrases “to which ISO 26262 is applied” and “or part of a function” have been omitted and
1 to entry has been replaced.]

3.1.26
operational environment
context considering interactions in operational use

the Note

Note 1 to entry: Operational use of an item (3.1.25) or a component (3.1.7) can include use in a vehicle function, in

production, and/or in service and repair.
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3.1.27

out-of-context
not developed in the context of a specific item (3.1.25)

EXAMPLE Processing unit with assumed cybersecurity requirements to be integrated in different items.

3.1.28

penetration testing
cybersecurity testing in which real-world attacks are mimicked to identify ways to compromise
cybersecurity goals (3.1.16)

3.1.29
risk
cybersec
effect of
and impa

3.1.30

urity risk

ct (3.1.24)

risk ma;tagement

coordin
[SOURCH

3.1.31
road used
person w

EXAMPLH

3.1.32
tailor, ve

ed activities to direct and control an organization with regard to risk (31.29)

- 1S0 31000:2018 [3], 3.2]

r
ho uses aroad

Passenger, pedestrian, cyclist, motorist, or vehicle owner.

rb

to omit of perform an activity in a different mannericompared to its description in this document

3.1.33

threat s¢
potential
to realize

3.1.34
triage
analysis
compone

3.1.35
trigger
criterion

3.1.36

enario
cause of compromise of cybersecurity properties (3.1.20) of one or more assets (3.1.2) in ord
a damage scenario (3.1.22)

to determine the/ relevance of cybersecurity information (3.1.18) to an item (3.1.25)
nt (3.1.7)

for trigge(3.1.34)

incertainty on road vehicle cybersecurity (3.1.9) expressed in terms of attack feasibility (3.1.B

D
—

validation

confirmation, through the provision of objective evidence, that the cybersecurity goals (3.1.16) of the
item (3.1.25) are adequate and are achieved

[SOURCE: ISO/IEC/IEEE 15288:2015 [4], 4.1.53, modified — The phrase “requirements for a specific
intended use or application have been fulfilled” has been replaced by “cybersecurity goals of the item
are adequate and are achieved”, note 1 to entry has been omitted.]

3.1.37

verification
confirmation, through the provision of objective evidence, that specified requirements have been

fulfilled

[SOURCE: ISO/IEC/IEEE 15288:2015 [4], 4.1.54, modified — The note 1 to entry has been omitted.]

4
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3.1.38
vulnerability
weakness (3.1.40) that can be exploited as part of an attack path (3.1.4)

[SOURCE: ISO/IEC 27000:2018 [2], 3.77, modified — The phrase “of an asset or control” has been omitted;
the phrase “by one or more threats” has been replaced by “as part of an attack path”.]

3.1.39
vulnerability analysis
systematic identification and evaluation of vulnerabilities (3.1.38)

3{1.40
weakness
dé¢fect or characteristic that can lead to undesirable behaviour

EXAMPLE1  Missing requirement or specification.
EXAMPLE 2 Architectural or design flaw, including incorrect design of a securityprotocol.

EXAMPLE 3  Implementation weakness, including hardware and software defect, incorrect implemgntation of
a fecurity protocol.

EXAMPLE4  Flaw in the operational process or procedure, including misuse and inadequate user trgining.

EXAMPLES5  Use of an outdated or deprecated function, including eryptographic algorithms.

3|2 Abbreviated terms

CAL cybersecurity assurance level

CYSS common vulnerability scoring system
EJE electrical and electronic

ECU electronic control unit

OBD on-board diagnostic

OEM original equipment manufacturer

PM permission

RC recopimendation

R réquirement

RASIC responsible, accountable, supporting, informed, consulted
TARA threat analysis and risk assessment
WP work product

4 General considerations

An item comprises all electronic equipment and software (i.e. its components) in a vehicle involved in
the realization of a specific functionality at vehicle level, e.g. braking. An item or a component interacts
with its operational environment.

The application of this document is limited to cybersecurity-relevant items and components of a series
production road vehicle (i.e. not a prototype) including aftermarket and service parts. Systems external

© ISO/SAE International 2021 - All rights reserved 5


https://standardsiso.com/api/?name=e13f8d362de888a68685f6822ca228ef

ISO/SAE 21434:2021(E)

to the vehicle (e.g. back-end servers) can be considered for cybersecurity purposes but are not in the
scope of this document.

This document describes cybersecurity engineering from the perspective of a single item. The suitable
allocation of functionality to items within the E/E architecture of a road vehicle is not specified in
this document. For the vehicle as a whole, the vehicle E/E architecture or the set of the cybersecurity
cases of its cybersecurity-relevant items and components can be considered. If cybersecurity activities
described in this document are performed on items and components, then unreasonable vehicle
cybersecurity risk is addressed.

The oveqall Tybersecurity TISK Management of an organization described 1nm this document appiips
throughqut all lifecycle phases as illustrated in Figure 2.

product development

concept
cybersecurity risk
management
production
majintenance
operations decommissioning /

end of cybersecurity support

Figure 2 — Qyerall cybersecurity risk management

Cybersedurity risk management_is applied throughout the supply chain to support cybersecurity
engineerfng. Automotive supply chains exhibit diverse models of collaboration. Not all cybersecurity
activitied apply to all organizations involved in a specific project. Cybersecurity activities can lpe
tailored fo accommodate the needs of a specific situation (see Clause 6). Development partners for] a
specific item or componént agree on the work-split so that the applicable cybersecurity activities afe
performed (see Clause 7).

Figure 3 phows.the relationship between an item, function, component and related terms.
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function(s) contains E attribute of cybersecurity road
—Pm > -

property user
implements protects compromises affects
Izem—‘i associated with cybersecurity associated with . realizes damage
e/ goal scenario scenario
consists of allocated to realized by

Cl
Y

A

jof
th

St
re
aq

A
ut
td
th

component requirement

ongoing need to identify and manage weaknesses-and vulnerabilities in road vehicle E/E systg

5
T:t enable cyberseéurity engineering, the organization institutes and maintains cybe
g

| cybersecurity

allocated to

Figure 3 — Relationship between item, function, component and related terms

ause 15 describes modular methods for assessment of cybersecurity Tisk that are inpoked in

'bersecurity activities described in other clauses.

halysis activities in the context of cybersecurity engineering identify and explore potentia
erformed by abstract adversarial actors with malicious intent‘and the damage that can al
e compromise of cybersecurity of the vehicle E/E systems. Coordination between cybe

ecific cybersecurity risks (cf. ISO/TR 4804 [6]). Cybersécu¥ity monitoring, remediation and
sponse activities complement concept and product development activities as a reactive
knowledging the changing conditions in the envirfenment (e.g. new attack technologies)

defence-in-depth approach can be used to mitigate cybersecurity risk. The defence-in-depth
ilizes layers of cybersecurity controls to imiprove the cybersecurity of the vehicle. If an atta
penetrate or bypass one layer, another(layer can help contain the attack and maintain prof
e assets.

Organizational cybersécurity management

1 General

| actions
[ise from
Fsecurity

engineering and expertise from other disciplines can supportithe in-depth analysis and mitfgation of

incident
hpproach

and the
ms.

hpproach
ck is able
ection of

'security

vernance and a‘eybersecurity culture, including cybersecurity awareness management, competence

anagement and.€ontinuous improvement. This involves specifying organizational rules and
at are independently audited against the objectives of this document.

cybersecurity including managing tools and applying a quality management system.

support cybersecurity engineering, the organization implements management sys

rocesses

fems for

5.

2 Objectives

The objectives of this clause are to:

a)
b)

‘)

d)

©

define a cybersecurity policy and the organizational rules and processes for cybersecurity;

assign the responsibilities and corresponding authorities that are required to
cybersecurity activities;

support the implementation of cybersecurity, including the provision of resources
management of the interactions between cybersecurity processes and related processes;

manage the cybersecurity risk;

ISO/SAE International 2021 - All rights reserved

perform

and the


https://standardsiso.com/api/?name=e13f8d362de888a68685f6822ca228ef

ISO/SAE 21434:2021(E)

e) institute and maintain a cybersecurity culture, including competence management, awareness
management and continuous improvement;

f) support and manage the sharing of cybersecurity information;
g) institute and maintain management systems that support the maintenance of cybersecurity;
h) provide evidence that the use of tools does not adversely affect cybersecurity; and

i) perform an organizational cybersecurity audit.

5.3 Inputs

5.3.1 rerequisites

None.

5.3.2 Hurther supporting information
The folloving information can be considered:

— existling evidence of conformity with standards that support quality ‘management.

EXAMPLE IATF 16949 (7] in conjunction with I1SO 9001 [8], ISO40007 [2], Automotive SPICE®L), the
ISO/IEC 330xx family of standards (101, ISO/IEC/IEEE 15288 [11] and ISO/IEC/IEEE 12207 [12],

5.4 Regquirements and recommendations

5.4.1 (ybersecurity governance
[RQ-05-01] The organization shall define a cybersecurity policy that includes:
a) ackr]:Wledgement of road vehicle cyberseéurity risks; and

b) the dxecutive management’s commitimént to manage the corresponding cybersecurity risks.
NOTE 1 | The cybersecurity policy caiinclude links to the organization’s objectives and other policies.
NOTE 2 | The cybersecurity policy/can include a statement regarding the risk treatment of generic thredat

scenarios| with respect to the.organization’s products or services portfolio, considering the context, eithler
external qr internal.

[RQ-05-02] The organization shall establish and maintain rules and processes to:
a) enabfle the implementation of the requirements of this document; and

b) supporttheexecution of the corresponding activities.

EXAMPLH1 Pracess definitions, technical rules, guidelines, methods and templates

NOTE 3  Cybersecurity risk management can include effort-benefit considerations of activities.
NOTE4  Rules and processes cover concept, product development, production, operation, maintenance, and
decommissioning, including TARA methods, information sharing, cybersecurity monitoring, cybersecurity

incident response, and triggers.

NOTES5 Rules and processes regarding vulnerability disclosure, for example as part of information sharing,
can be specified in accordance with 1SO 29147 [14],

1) Automotive SPICE® [13] js an example of suitable products available commercially. This information is given for
the convenience of users of this document and does not constitute an endorsement by ISO of these products.

8 © ISO/SAE International 2021 - All rights reserved
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NOTE 6  Figure 4 outlines the relationship between an overarching cybersecurity policy (see [RQ-05-01]), and
organization-specific cybersecurity rules and processes (see [RQ-05-02]), responsibilities (see [RQ-05-03]) and
resources (see [RQ-05-04]).

cybersecurity policy
enforced by enabled by ensured by
cybersecurity rules cybersecurity cybersecurity
and processes responsibilities resources

Figure 4 — Cybersecurity governance
[RQ-05-03] The organization shall assign and communicate the responsibilities and corregponding
organizational authority to achieve and maintain cybersecurity.

NOTE 7  This relates to organizational as well as to project-dependent activities.
[RQ-05-04] The organization shall provide the resources to address_ eybersecurity.

NDTE8 Resources include the persons responsible for cybersecurity risk management, development, and
inlcident management.

EXAMPLE 2  Skilled personnel and suitable tools to perform'cybersecurity activities.

[RQ-05-05] The organization shall identify disciplines related to, or interacting with, cybefsecurity
and establish and maintain communication chanriels between those disciplines in order to:

a) determine if and how cybersecurity willy€ integrated into existing processes; and
b] coordinate the exchange of relevantiinformation.

NOTE9 Coordination can includesharing of processes and using strategies and tools between djsciplines.
NDTE 10 Disciplines include information technology security, functional safety, and privacy.
EXAMPLE 3  Interdisciplinary exchange of:

— threat scenarios and hazard (cf. ISO 26262-1:2018 [1], 3.75) information;

— cybersecurity §oals and safety goals (cf. ISO 26262-1:2018 [11, 3.139); and/or

— cybersecurity requirements conflicting or competing with functional safety requirements (cf. [$0 26262-
1:2018H]x3.69).

514.2<_YCybersecurity culture

[RQ=05-061T oSttt N , rocrttore

NOTE1 See Annex B for examples.

[RQ-05-07] The organization shall ensure that persons to which cybersecurity roles and responsibilities
are assigned have the competences and awareness to fulfil these.

NOTE 2 A competence, awareness and training program can include:
— organizational rules and processes regarding cybersecurity, including cybersecurity risk management;

— organizational rules and processes regarding disciplines related to cybersecurity, such as functional safety
and privacy;
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— domain knowledge;

— syste

ms engineering;

— cybersecurity-related methods, tools and guidelines; and/or

— known attack methods and cybersecurity controls.

[RQ-05-08] The organization shall institute and maintain a continuous improvement process.

EXAMPLE Continuous improvement process, including:

— learnfing from previous experiences, including cybersecurity information gathered by cybersecurilty

moni

— lear
— deri
— com
—  checl

NOTE 3

oring and observation of internal and external cybersecurity-related information;

ing from information related to cybersecurity regarding products of similar application in the field;
ing improvements to be applied during subsequent cybersecurity activities;

hunicating lessons learned about cybersecurity to the appropriate persons; and

Fing the adequacy of the organizational rules and processes in accordance with JRQ-05-02].

Continuous improvement applies to all cybersecurity activities in this.dogument.

5.4.3 I-formation sharing

[RQ-05-
to cybers

NOTE
—  types
— appr
— requ
— rules
—  types
— vulng
— requ

[RC-05-1
with oth

EXAMPLH

ecurity is required, permitted, or prohibited, internal‘or external to the organization.
Circumstances to share information can be based on:

of information that can be shared;

val processes for sharing;

rements for redacting information;

for source attribution;

of communications for specifieparties;

rability disclosure procedures (see NOTE 5 in 5.4.1); and/or

rements for receivitgparty on handling of highly sensitive information.

0] The organization should align its information security management of the shared da
b1 parties in.accordance with [RQ-05-09].

Alighment of security classification levels of public, internal, confidential, third-party confidenti

5.4.4 lY[anagement systems

9] The organization shall define the circumstances undér which information sharing relatg¢d

ka

1)
—

[RQ-05-11] The organization shall institute and maintain a quality management system in accordance
with International Standards, or equivalent, to support cybersecurity engineering, addressing:

EXAMPLE 1  IATF 16949 [Z] in conjunction with ISO 9001 (8],

a) change management;

NOTE 1

The scope of change management in cybersecurity is to manage changes in items and their

components so that the applicable cybersecurity goals and requirements continue to be fulfilled, e.g. a
review of the changes in production processes against the production control plan to prevent such changes

from

introducing new vulnerabilities.

b) documentation management;

10
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NOTE2 A work product can be combined or mapped to different documentation repositories.
c) configuration management; and
d) requirements management.

[RQ-05-12] The configuration information required for maintaining cybersecurity of a product in the
field shall remain available until the end of cybersecurity support for the product, in order to enable
remedial actions.

NQTE 3 Archiving the build environment can be useful to ensure later usage of configuration information.

EXAMPLE 2  Bill of materials, software configuration.

[RC-05-13] A cybersecurity management system for the production processes should be’estalplished in
order to support the activities of Clause 12.

EXAMPLE 3  IEC 62443 2-1 [15],

54.5 Tool management

e}

[RQ-05-14] Tools that can influence the cybersecurity of an item orccémponent shall be managed.

EXAMPLE1 Tools used for concept or product development, such as model based development, statid checkers,
vdrification tools.

EXAMPLE 2  Tools used during production such as a flash writer, end of line tester.
EXAMPLE 3  Tools used for maintenance, such as an on-beard diagnostic tool or reprogramming too].

NOTE Such management can be established by:

application of the user manual with errata;

protection against unintended usage ordction;
— access control for the tool users; and/or

— authentication of the tool.

C-05-15] An appropriaté environment to support remedial actions for cybersecurity incidents (see
13.3) should be reproducible until the end of cybersecurity support for the product.

EXAMPLE 4  Testing;)software build and development environments for reproducing and [managing
vilnerabilities.

EXAMPLE 5 _ “Poolchain and compilers used for building the software of the product.

5/4.6 _Information security management

[RC-05-16] Work products should be managed in accordance with an information security majagement
SYSTETT.

EXAMPLE Work products can be stored on a file server that protects them from unauthorized alteration or
deletion.

5.4.7 Organizational cybersecurity audit

[RQ-05-17] A cybersecurity audit shall be performed independently to judge whether the
organizational processes achieve the objectives of this document.

NOTE1 A cybersecurity audit can be included in, or combined with, an audit in accordance with a quality
management system standard, e.g. IATF 16949 [Z] in conjunction with ISO 9001 [8],
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NOTE 2 Independence can be based on, for example, the [SO 26262 series [16],
NOTE 3  Persons that perform the audit can be internal or external to the organization.

NOTE4 To ensure that organizational processes remain appropriate for cybersecurity, an audit can be
performed periodically.

NOTES5  Figure 7 illustrates the organizational cybersecurity audit in relation to other cybersecurity activities.

5.5 Work products

[WP-05-01] Cybersecurity policy, rules and processes, resulting from the requirements of 5.4!1 fo
5.4.3

[WP-05-02] Evidence of competence management, awareness management resulting from
[RQ-05-(7] and continuous improvement resulting from [RQ-05-08] of 5.4.2

[WP-05-03] Evidence of the organization's management systems, resulting from the requiremenits
of 5.4.4 apd 5.4.6

[WP-05-04] Evidence of tool management, resulting from the requirements'of 5.4.5

[WP-05-05] Organizational cybersecurity audit report, resulting from the requirements of 5.4.7

6 Project dependent cybersecurity management

6.1 General

This clayse describes the requirements regarding the ‘management of cybersecurity developmeht
activitied for a specific project.

Project dependent cybersecurity management includes the allocation of responsibilities (see 6.4.1) and
planning| of the cybersecurity activities (seex6.4.2). This document defines requirements in a genetic
manner §uch that it can be applied to a vartiety of items and components. In addition, tailoring can lpe
applied (see 6.4.3) that is based on a rationale and is defined in the cybersecurity plan. Examples jof
when tailoring can be used include:

— reusg (see 6.4.4),

— comjponent out-of-context-(see 6.4.5),

— use ¢f an off-the-shelf-‘eomponent (see 6.4.6),
— upddte (see 13.4):

Reuse of fitems.annd components is a possible development strategy that can be applied, with or withopt
modificafiorfs fo an item, component, or their operational environment. However, modifications cgn
introducg ‘vilnerabilities that might not have been considered for the original item or componerijt.
Furthermore, there might have been a change in known attacks, for example:

— an evolution of attack techniques,

— newly emerged vulnerabilities, e.g. learned from cybersecurity monitoring (see 8.3) and/or
cybersecurity event evaluation (see 8.4), or

— achange of the assets since the original development.

If the original item or component was developed in accordance with this document, the reuse of that
item or component is based on the existing work products. If the item or component was not originally
developed in accordance with this document, the reuse can be based on the existing documentation
with a rationale.
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A component can be developed out-of-context, i.e. based on an assumed context. An organization can
develop generic components for different applications and for different customers, prior to engagement
or commercial agreement with a customer. The supplier can make assumptions about the context and
intended use. Based on this, the supplier can derive requirements for the out-of-context development.
For example, a microcontroller can be developed out-of-context.

An off-the-shelf component is a component that is not developed on behalf of a specific customer and
that can be used without modification of its design or implementation, e.g. a third-party software
library, an open source software component. An off-the-shelf component is not assumed to have been
developed in accordance with this document.

Figure 5 shows that both an off-the-shelf component and an out-of-context component can be integrated
into an item or component in accordance with this document. The integration can involve activities
similar to reuse analysis in 6.4.4, and if changes are made to address invalid assumptions then change
anagement (see 5.4.4) applies. The changes can be made to a component thdt_is intended to be
tegrated and/or to the component or item that is the target of the integration.

/ scope of this document \

without context . Wwith context

item

| out-of-context
Ve
e N

e

7
~ Integration
off-the-shelff f——p—————————3—————+——-% component

é J

Figure 5 — Integration of off-the-shelf and out-of-context components

The cybersecurity case (see 6.4.7) is\ani input to a cybersecurity assessment and to the releasq for post-
d¢velopment.

The cybersecurity assessmént’ (see 6.4.8) judges independently the cybersecurity of an| item or
cgmponent and is an input fer the decision to the release for post-development (see 6.4.9).

6{2 Objectives
The objectives.of this clause are to:
a) assignthe responsibilities regarding the project’s cybersecurity activities;

b] plamthe cybersecurity activities, including the definition of the tailored cybersecurity actfivities;

c)L__ereate a cvbersecurity case;

d) perform a cybersecurity assessment, if applicable; and

e) decide whether the item or component can be released for post-development from a cybersecurity
perspective.

6.3 Inputs

6.3.1 Prerequisites

None.
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6.3.2 Further supporting information
The following information can be considered:
— organizational cybersecurity audit report [WP-05-03];

— project plan.

6.4 Requirements and recommendations

6.4.1 (ybersecurity responsibilities

[RQ-06-01] The responsibilities regarding the project’s cybersecurity activities shall be assigned and
communjcated in accordance with [RQ-05-03].

NOTE Responsibilities for cybersecurity activities can be transferred provided that this is.communicat¢d
and that the relevant information is made available.

6.4.2 (ybersecurity planning

[RQ-06-02] In order to decide cybersecurity activities needed for the item’or component, the item pr
component shall be analysed to determine:

a) whether the item or component is cybersecurity relevant;
NOTE1 AnnexD provides a method and criteria that can be used to assess the cybersecurity relevance

NOTE 2  If the item or component is determined as not cybersecurity relevant, then there are ho
cybersecurity activities, thus cybersecurity planning is net.continued.

b) if the item or component is cybersecurity reléwant, whether the item or component is a ngw
development or a reuse; and

c) whether tailoring in accordance with 6.4:3-is applied.

[RQ-06-03] The cybersecurity plan shalliriclude the:

a) obje¢tive of an activity;

b) depegndencies on other activities or information;

c) perspnnel responsiblefor'performing an activity;

d) requlired resourcesfor performing an activity;

e) starfing point or end point, and the expected duration of an activity; and

f) identification of the work products to be produced.

[RQ-O6- DAY Tho rocnagncihilities faor develaning and maintaining tho cuvhorcocurity nlan and F:)r
J R T e T SO PO I T E o T O S SO Pt g ot et TIret T tet Tt 5ttty oo our Ity —prott; ottt

tracking the progress of the cybersecurity activities against the cybersecurity plan shall be assigned in
accordance with [RQ-05-03] and [RQ-05-04].

[RQ-06-05] The cybersecurity plan shall either be:

a) referenced in the project plan for the development; or

b) included in the project plan, such that the cybersecurity activities are distinguishable.

NOTE 3  The cybersecurity plan can incorporate cross-references to other plans (e.g. the project plan) which
are also under configuration management (see also [RQ-06-09]).

14 © ISO/SAE International 2021 - All rights reserved


https://standardsiso.com/api/?name=e13f8d362de888a68685f6822ca228ef

ISO/SAE 21434:2021(E)

[RQ-06-06] The cybersecurity plan shall specify the activities that are required for cybersecurity
during the concept and product development phases in accordance with the relevant requirements of

Clauses 9, 10,11 and 15.

[RQ-06-07] The cybersecurity plan shall be updated when a change or a refinement of the activities to

be performed is identified.

NOTE4  The cybersecurity plan can be refined in incremental steps during development. For

example,

the cybersecurity plan can be updated based on the result of cybersecurity activities, such as the TARA (see

Clause 15).

[I}M-06-08] For threat scenarios of risk value 1 that are determined from an analysis in ac
wlith 15.8, conformity with 9.5, Clause 10 and Clause 11 may be omitted.

NDTES5  These threat scenarios can have consequences with regard to cybersecurity’ and
cqrresponding risks are treated, albeit potentially with less rigour than defined in this document.

NODTE 6  The sufficiency of the treatment of such risks can be argued based on alrationale defix
cybersecurity case. The rationale can be based on conformity with a quality mafagement standar
IATF 16949 [Z] in conjunction with ISO 9001 8], in combination with additional measures, for example:

— cybersecurity awareness assurance;
— cybersecurity training of quality personnel; and/or

— cybersecurity specific measures defined in the organization’s quality management system.

[RQ-06-09] The work products identified in the cybersecurity plan shall be updated and m
for accuracy until and at the release for post-developnient.

[RQ-06-10] If cybersecurity activities are distributed, customer and supplier shall each
cybersecurity plan regarding their respectiveicybersecurity activities and interfaces in ac
ith Clause 7.

cordance

f so, the

ed in the
, such as

hintained

define a
cordance

[RQ-06-11] The cybersecurity plan shall-be subject to configuration management and docunpentation

anagement, in accordance with 5.4.4.

[RQ-06-12] The work products-identified in the cybersecurity plan shall be subject to conf
management, change management, requirements management, and documentation managg
a¢cordance with 5.4.4.

64.3 Tailoring

[1M-06-13] A cybersecurity activity may be tailored.

f—

Q-06-14] If-a cybersecurity activity is tailored, then a rationale why the tailoring is adeq
sufficient'tesachieve the relevant objectives of this document shall be provided and reviewed.

guration
Pment, in

uate and

NOTE Activities that are not performed because they are performed by another entity in the su

ply chain

arje'riot considered as tailored, but as distributed cybersecurity activities (see Clause 7). However, distijibution of

cybersecurity activities can lead to joint tailoring (see 7.4.3).

6.4.4 Reuse

[RQ-06-15] A reuse analysis shall be carried out if an item or component has been developed and:

a) modifications are planned;

b) is planned to be reused in another operational environment; or

EXAMPLE1  Modifications to the environment resulting from the installation of the existing item

or component in a new operational environment, or from the upgrading of other items or co
interacting with it (see Figure 6).
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vehicle A reuse vehicle B
analysis
item X item Xa
item or componentA ., Item or component B
analysis
component X component X2

2 Can be changed as a result of the reuse analysis.

c) ispl
conc

EXAMPLE 2  Change in the known attacks and vulnerabilities, or change of the threat.scenarios.

NOTE 1

NOTE 2

— designmodifications canresultfromrequirement modifications, e.g. funCtional or performance enhancemernt;

— implgmentation modifications can result from corrections to software, or the use of new production

main

Figure 6 — Reuse analysis examples

erning the item or component.

Existing work products are considered in determining whether a reuse is/possible.

Modifications can include design modifications and/or implementationumodifications where:

kenance tools, e.g. model-based development.

A change to configuration data or calibration data@s considered a modification if it impacts t
behaviour, the assets, or cybersecurity properties of'the item or component.

|6] A reuse analysis of an item or componentshall:

ify the modifications to the item or<ecomponent and the modifications of its operation|
fonment;

Ise the cybersecurity implications of the modifications, including the effects on the validity
rsecurity claims and previgusly' made assumptions;

IPLE3  Implications of jeybersecurity requirements, design and implementation, operation
onment, validity of assumptions and operating modes, maintenance, susceptibility to known attac
xposure of known vuliterabilities or assets.

ify the affectedor' missing work products; and

IPLE4  TARA considering new or modified assets, threat scenarios or risk values.

fy the'cybersecurity activities necessary to conform with this document in the cybersecuri
(se€ 6.4.2).

NOTE 3
functiona
[RQ-06-]
a) idenf
envi
b) anal
cybe
EXAN
enviy
and 4
c) idenf
EXAN
d) spec
plan
NOTE 4

hinned to be reused without modification and there are relevant changes to the informatign

gs

Ly

ThisTamimpty taitoring {see 64237-

[RQ-06-17] A reuse analysis of a component shall evaluate whether:

a) the component is able to fulfil the allocated cybersecurity requirements from the item or
component, in which it is to be integrated; and

b) the existing documentation is sufficient to support the integration into an item, or into another
component.

16
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6.4.5 Component out-of-context

[RQ-06-18] Assumptions on the intended use and context, including the external interfaces, for a
component developed out-of-context shall be documented in the corresponding work products.

[RQ-06-19] For the development of a component out-of-context, the cybersecurity requirements shall
be based on the assumptions of [RQ-06-18].

[RQ-06-20] For the integration of a component developed out-of-context, the cybersecurity claims and
assumptions of [RQ-06-18] shall be validated.

64.6 Off-the-shelf component

[RQ-06-21] When integrating an off-the-shelf component, the cybersecurity-relevant docunjentation
shall be gathered and analysed to determine whether:

a)l allocated cybersecurity requirements can be fulfilled;
b)] the component is suitable for the specific application context of the intended use; and
c)| existing documentation is sufficient to support the cybersecurity‘activities.

[RQ-06-22] If the existing documentation is insufficient to suppott the integration of the offithe-shelf
component, then the cybersecurity activities to conform with this document shall be identjified and
pérformed.

EXAMPLE Insufficient documentation concerning vulnetabilities.

NOTE This can imply tailoring (see 6.4.3).

64.7 Cybersecurity case

[RQ-06-23] A cybersecurity case shall hecreated to provide the argument for the cybersecurity of the
item or component, supported by workiproducts.

NDTE1  Parts of the argument can be implicit (e.g. if part of the argument is evident from the compliled set of
wprk products then that part of the’argument can be omitted).

NODTE 2 In distributed development, the cybersecurity case of the item can be a combinatipn of the
cybersecurity cases of the ‘customer and of the suppliers, which references evidence from the worK products

ggnerated by the respective parties. Then the overall argument of the item is supported by arguments from all
pdrties.

NOTE 3  The gybersecurity case considers the cybersecurity requirements for post-development [W[P-10-02].

64.8 Cybersecurity assessment

[RQ-06-24] A decision whether to perform a cybersecurity assessment for an item or compornent shall
b¢ niade supported by a rationale applying a risk-based approach. T

NOTE1 Therationale can be based on:

— TARA esults (see Clause 15);

— complexity of the item or component to be developed; and/or

— criteria defined by organizational rules and processes (see 5.4.1).

NOTE 2 If the cybersecurity assessment is not performed, the rationale can be documented in the
cybersecurity case.
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[RQ-06-25] The rationale of [RQ-06-24] shall be reviewed independently.
NOTE3 Theindependence scheme can be based on the ISO 26262 series [16],
[RQ-06-26] The cybersecurity assessment shall judge the cybersecurity of the item or component.

NOTE4  The available evidence is provided by the documented results of the cybersecurity activities, i.e. the
work products (see Annex A).

NOTES5  Figure 7 illustrates the relationship between the organizational cybersecurity audit, the project level
cybersecurity assessment and other cybersecurity activities.

Organllzatlonal Cybersecurity audit (see 5.4.7)
level
Cybersecurity activities
Cybersecurity Conducting the Argument for
planning to define cybersecurity cybersecurity
which activities will activities defined in
. be performed the cybersecurity
Projeqt plan
level ‘ * *
. Work products )
Cybersecurity plan required by the Cybersecurity case
7 cybersecurity planV 7

Cybersecurity assessment Cybersecurity

- Check of process implementation against activities assessment report
defined in the cybersecurity plan Independent appraisal of

- Independent judgement that the objectives of this the cybersecurity based on
document have been adequately dchiéved by the item or the existing evidence and
component, and the provided arguments are convincing provided rationales 7

Higure 7 — Cybersecurity assessmeént in relation to other cybersecurity activities
NOTE 6 | A cybersecurity assessment.can be performed in incremental steps to facilitate an early resolution jof
identified|issues.

NOTE 7 | A cybersecurity assessment can be repeated or supplemented, e.g. due to a change, when a previopis
cybersecyrity assessment provided a negative recommendation, or when a vulnerability is discovered.

[RQ-06-27] A personvvésponsible to plan and perform independently a cybersecurity assessment shall
be appointed in accardance with [RQ-06-01].

NOTE 8 | The indépendence scheme can be based on the 1SO 26262 series [10].

EXAMPLH A person from a different team or department within the organization such as quality assurange,

H | 1 4 H ey
a person rromatriraepenaeirt orgatiZzation:

[RQ-06-28] A person who carries out a cybersecurity assessment shall have:
a) access to the relevant information and tools; and
b) the cooperation of the personnel performing the cybersecurity activities.

[PM-06-29] A cybersecurity assessment may be based on a judgement of whether the objectives of this
document are achieved.

[RQ-06-30] The scope of a cybersecurity assessment shall include:

a) the cybersecurity plan and all work products identified in the cybersecurity plan;
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b) the treatment of the cybersecurity risks;

c) the appropriateness and effectiveness of implemented cybersecurity controls and cybersecurity
activities performed for the project; and
NOTE9 The appropriateness and effectiveness can be judged by using prior reviews that were performed
for verification purposes.

d) therationales, if provided, that demonstrate the achievement of the objectives of this document.

NOTE 10 A person responsible for the creation of a work product can provide a rationale why the

C(

N

th

6

corresponding objectives of this document are achieved in order to facilitate a cybersecurityas
considering [PM-06-13].

NOTE 11 Fulfilment of all corresponding requirements is sufficient rationale for hdving ac
objective of this document.

[RQ-06-31] A cybersecurity assessment report shall include a recommendation for ac

nditional acceptance, or rejection of the cybersecurity of the item or compenent.

DTE 12 The assessment report can also include recommendations for continueus improvement.

[RQ-06-32] If a recommendation for conditional acceptance in accordance with [RQ-06-31]

en the cybersecurity assessment report shall include the conditiens for acceptance.

4.9 Release for post-development

[RQ-06-33] The following work products shall be available prior to the release for post-develd

a)l the cybersecurity case [WP-06-02];

b] ifapplicable, the cybersecurity assessment,report [WP-06-03]; and

c)] the cybersecurity requirements for post-development [WP-10-02].

[RQ-06-34] The following conditions.shall be fulfilled for the release for post-development of
o1 component:

a) the argument for cyberseeurity provided by the cybersecurity case is convincing;

b] the cybersecurity case’is confirmed by the cybersecurity assessment, if applicable; and
c)| the cybersecurityrequirements for the post-development phases are accepted.

NOTE Changescan resultin re-evaluating the release for post-development, e.g. changes to the cyb
clpims.

6{5 Work products

sessment,

hieved an

Ceptance,

is made,

pment:

the item

Prsecurity

[WP-06-01] Cybersecurity plan, resulting from the requirements of 6.4.1 to 6.4.6

[WP-06-02] Cybersecurity case, resulting from the requirements of 6.4.7

[WP-06-03] Cybersecurity assessment report, if applicable, resulting from the requirements of
6.4.8
[WP-06-04] Release for post-development report, resulting from the requirements of 6.4.9

©
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7 Distributed cybersecurity activities

7.1 General

This clause applies if responsibilities for cybersecurity activities for an item or component are
distributed.

This clause describes management of distributed cybersecurity activities and applies to:

a) items and components developed in a distributed activity;

b) interfactions between a customer and a supplier; and
c) all phases where an agreement is applicable to the customer/supplier interface.

Internal uppliers can be managed in the same way as external suppliers.

4
—

For example, a tier-1 organization can be a supplier to an OEM during developmént“and in anoth
contractyial relationship the tier-1 organization can be a customer of a tier-2-organization for|a
component. This is illustrated in Figure 8.

cybersecurity
interface
agreement

cybersecurity
interface
agreement

OEM customer supplier > tier-1| tier-1 ) customep supplier > tier-2

Figure 8 — Use cases for customer/supplier relationships in the supply chain

7.2 Objectives

The objdctive of this clause is to define thé&linteractions, dependencies, and responsibilities fpr
distributied cybersecurity activities between-customers and suppliers.

7.3 Inputs

None.
7.4 Regquirements and ¥ecommendations

7.4.1 Supplier capability

[RQ-07-01] The.‘capability of a candidate supplier to develop and, if applicable, perform pogt-
development activities in accordance with this document shall be evaluated.

NOTE 1 | This evaluation supports supplier selection and can be based on the supplier’s capability to conformto
this document, or on an evaluation ol the previous implementation of another national or international standard
with regard to cybersecurity engineering.

[RC-07-02] To support a customer’s evaluation of supplier capability, a supplier should provide a
record of cybersecurity capability.

NOTE 2  Arecord of cybersecurity capability can include:

— evidence of the organization’s capability concerning cybersecurity (e.g. cybersecurity best practices from
development, post-development, governance, quality, and information security);

— evidence of continual cybersecurity activities (see Clause 8) and cybersecurity incident response (see
Clause 13); and
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summary of previous cybersecurity assessment reports.

7.4.2 Request for quotation

[RQ-07-03] A request for quotation from a customer to a candidate supplier shall include:

a)
b)

a formal request to conform to this document;

the expectation that cybersecurity responsibilities will be taken on by the supplier in accordance

with 7.4.3; and

c)

7

Y

a)
b)

4.3 Alignment of responsibilities

the cybersecurity goals and/or set of cybersecurity requirements relevant to the item or'cg
for which the supplier is quoting.

EXAMPLE Cybersecurity requirements related to message authentication.

appointment of customer’s and supplier’s points of contact regarding cybersecurity;

identification of cybersecurity activities that are to b€, performed by customer and
respectively;

EXAMPLE1  Cybersecurity validation at the vehicle level performed by the customer.
EXAMPLE 2 The distribution of cybersecurity activities regarding post-development.

EXAMPLE 3  The cybersecurity assessment goncerning the components or work products dey
the supplier can be performed by a third party,the customer or the supplier.

if applicable, a joint tailoring of cybersecurity activities in accordance with 6.4.3;
the information and the work pitoducts to be shared;

NOTE1 The shared information can include:

— distribution,reviews and cybersecurity issue feedback mechanism;

— information exchange procedures for vulnerabilities and other cybersecurity-related
e.g. concerning risk;

— interface-related processes, methods and tools to ensure compatibility between the

mponent

[RQ-07-04] A customer and a supplier shall specify the distributed cybersecurity activities in a
'bersecurity interface agreement including:

supplier,

eloped by

findings,

customer

and the supplier, such as proper handling of data and securing the comnpunication

networks used to pass that data;

— definition of roles,

e)
f)

Z_ methods for communicating and dm‘nmpnfing r‘hnngpc in the item or component

potential reiteration of the TARA;
— alignment on requirements management tools; and/or
— results of cybersecurity assessments.
milestones regarding the distributed cybersecurity activities; and

definition of the end of cybersecurity support for the item or component.

including

[RC-07-05] The cybersecurity interface agreement should be mutually agreed upon between customer
and supplier prior to the start of the distributed cybersecurity activities.
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[RQ-07-06] If there is an identified vulnerability to be managed in accordance with [RQ-08-07], the
customer and supplier shall agree on actions and responsibility for those actions.

[RQ-07-07] If requirements are unclear, not feasible, or conflict with other cybersecurity requirements
or requirements from other disciplines, then customer and supplier shall each notify the other so that
appropriate decisions and actions can be taken.

[RC-07-08] Responsibilities should be specified in a responsibility assignment matrix.

NOTE 2

A RASIC table can be used, see Annex C.

7.5 WOork products

[WP-07-01] Cybersecurity interface agreement, resulting from the requirements of 7.4.3

8 Co

81 G

Continuall cybersecurity activities are performed during all the phases of thelifecycle and can be done

inual cybersecurity activities

eral

outside df a specific project.

Cybersed
informat

Cybersed
an item @

urity monitoring (see 8.3) collects cybersecurity informatioh and analyses the cybersecuri
jon for triage based on defined triggers.

urity event evaluation (see 8.4) determines if the cybersecurity event presents a weakness f
r component.

Vulnerahjility analysis (see 8.5) examines weaknesses‘and assesses if a particular weakness can |

exploited.

Vulneralbjility management (see 8.6) tracks and‘oversees the treatment of identified vulnerabilities

items an

8.2 Ob
The obje

a) mon

1 components until their end of cybersecurity support.

jectives
Ftives of this clause are to:

tor cybersecurity information to identify cybersecurity events;

b) evalfiate cybersecurity?events to identify weaknesses;

c) idenf

d) man

ify vulnerabilities from weaknesses; and

hge identified vulnerabilities.

Ly

DI’

e

LN

83 Cy

bersecurity monitoring

8.3.1 Inputs

8.3.1.1

Prerequisites

The following information shall be available:

— rules and processes included in [WP-05-01] for the development of triggers.
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8.3.1.2 Further supporting information

The following information can be considered:

— item definition [WP-09-01];

— cybersecurity claims [WP-09-04];

— cybersecurity specifications [WP-10-01];

— threat scenarios [WP-15-03];

8

N

N

EJ

N
sy

in

8

— past vulnerability analyses [WP-08-05];

[RQ-08-01] Sources shall be selected for collection of cybersecurity information.

[RQ-08-02] Triggers shall be)defined and maintained for the triage of cybersecurity informat

[RQ-08-03] Cybensecurity information shall be collected and triaged to determine if the cybe

information received from the field.

EXAMPLE Vulnerability scanning reports, repair information, consumer usage information.

3.2 Requirements and recommendations

DTE 1  Internal and/or external sources can be selected.

DTE 2 Internal sources can include those listed in 8.3.1.2.

DTE 3  External sources can include:
researchers;

commercial or non-commercial sources;
organization’s supply chain;

customers of the organization; and/or
government sources.

KAMPLE Sources for state-of-thé-art attack methods.

DTE 4  Triggers can(nclude keywords, reference for configuration information, names of comp
ppliers.

formation beComes one or more cybersecurity events.

3.3 _Work products

[\[VP-08-01] Sources for cybersecurity information, resulting from [RQ-08-01]

on.

onents or

'security

[WP-08-02] Triggers, resulting from [RQ-08-02]

[WP-08-03] Cybersecurity events, resulting from [RQ-08-03]

©
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8.4 Cybersecurity event evaluation

841 1

8.4.1.1

nputs

Prerequisites

The following information shall be available:

— cybe
— cybe

— conf

8.4.1.2
The follo
— item
— cybe

— past

rsecurity events [WP-08-03];

rsecurity requirements for post-development [WP-10-02], if applicable; and

guration information in accordance with [RQ-05-12].

Further supporting information
wving information can be considered:
definition [WP-09-01];

rsecurity specifications [WP-10-01];

vulnerability analyses [WP-08-05].

8.4.2 Requirements and recommendations

[RQ-08-
compons

NOTE 1

NOTE 2
vulnerabi
without a

NOTE 3

D4] A cybersecurity event shall be evaluated to ‘idéentify weaknesses in an item and/
nt.

This activity can be combined with triage of [RQ-08-03].
If a weakness exists and there is a remediation available (e.g. a patch provided by a supplier foy
hy other activity.

Threat scenarios [WP-15-03] can be updated based on the result of this evaluation.

8.4.3 Work products

[WP-08-

04] Weaknesses from cybersecurity events, resulting from [RQ-08-04]

8.5 Vulnerability analysis

851 1

8.5.1.1

nputs

Prerequisites

ity in a component), the organization can handle the remediation (see 8.6) as an assumed vulnerability

a

The following information shall be available:

— item

NOTE

definition [WP-09-01] or cybersecurity specifications [WP-10-01].

cybersecurity specifications are used if the vulnerability analysis is performed on a component.

8.5.1.2

Further supporting information

The following information can be considered:

— weaknesses from cybersecurity events [WP-08-04];

24
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— weaknesses found during product development [WP-10-05];

— past vulnerability analyses [WP-08-05];

— attack paths [WP-15-05];

— verification reports [WP-10-04] and [WP-10-07];

— information from past cybersecurity incidents.

8.5-2—Requirementsand recommendations——Mm
[RQ-08-05] Weaknesses shall be analysed to identify vulnerabilities.

NPTE1  The analysis can include:

— analysis of the architecture;

— attack path analysis in accordance with 15.6; and/or
— attack feasibility rating in accordance with 15.7.

NDTE 2 A root cause analysis can be performed to determine any underlying factors that contribjute to the
possibility of a weakness being a vulnerability.

EXAMPLE 1  Attack path analysis reveals no attack path exists@and therefore, the weakness is not triated as a
vilnerability.

EXAMPLE 2  The attack feasibility rating is very low for¢exploiting the weakness and therefore, the [weakness
is|not treated as a vulnerability.

[RQ-08-06] A rationale shall be provided for a weakness that is not identified as a vulnerability.

8{5.3 Work products
[WP-08-05] Vulnerability analysis, resulting from [RQ-08-05] and [RQ-08-06]

8|6 Vulnerability management
8{6.1 Inputs

8/6.1.1 Prerequisites
The followingdnformation shall be available:

— vulnefability analysis [WP-08-05].

8161.2  Further supporting information

None.

8.6.2 Requirements and recommendations
[RQ-08-07] Vulnerabilities shall be managed such that for each vulnerability:

a) the corresponding cybersecurity risks are assessed and treated in accordance with 15.9 such that
no unreasonable risks remain; or

b) the vulnerability is eliminated by applying an available remediation independent of a TARA.

EXAMPLE Patches for open source software.
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NOTE1 If vulnerability management results in a change to an item or component, change management is
applied in accordance with [RQ-05-11].

NOTE 2  Information about vulnerabilities can be shared within the context of distributed cybersecurity
activities (see 7.4.3, e.g. sharing knowledge of attack paths) and to other interested parties (see 5.4.3).

[RQ-08-08] If a risk treatment decision in accordance with 15.9 necessitates cybersecurity incident
response, then 13.3 shall be applied.

NOTE 3  The cybersecurity incident response process can be applied independent of a TARA.

8.6.3 ork products
[WP-08406] Evidence of managed vulnerabilities, resulting from [RQ-08-07]

9 Confcept

9.1 General

The concept phase involves consideration of vehicle level functionality, as implemented in items. In this
clause, the item and its operational environment are identified as an “Itent definition” (see 9.3). The
item defipition forms the basis for the subsequent activities.

This clayse also specifies cybersecurity goals for the item (see+9.4), which are the highest level jof
requirenjents. For this purpose, cybersecurity risks are assessed, which is achieved by using the
methods|of Clause 15 (see also Annex H, Figure H.1). In addition, 9.4 specifies cybersecurity clainjs,
which arp used to explain why risk retention or sharing aretconsidered adequate.

The cybe¢rsecurity concept (see 9.5) consists of cybersecurity requirements and requirements ¢n
the operational environment, both of which are derived from the cybersecurity goals and based onfa
comprehgnsive view of the item.

9.2 Objectives
The objegtives of this clause are to:

a) defirje the item, its operational.environment and their interactions in the context of cybersecurity;

b) spec|fy cybersecurity godlsiand cybersecurity claims; and

c) spec|fy the cybersectirity concept to achieve cybersecurity goals.
9.3 Item definition

9.3.1 Ipputs

9.3.1.1 Prerequisites

None.

9.3.1.2 Further supporting information
The following information can be considered:

— existing information regarding the item and the operational environment.

EXAMPLE In-vehicle E/E system architecture including in-vehicle network, networks external to the
vehicle; reference model(s) and the documentation of earlier developments.
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3.2 Requirements and recommendations

[RQ-09-01] The following information on the item shall be identified:

a)

item boundary;

NOTE1 The item boundary distinguishes the item from its operational environment. The description of
the item boundary can include interfaces with other items internal to the vehicle and/or with E/E systems

external to the vehicle.

item functions; and

N

N
(g

o)

N
id

N
cd

9

9
9

9

NOTE 2  This describes the intended behaviour of the item during the lifecycle phasese.d
development (testing), production, operations and maintenance, decommissioning] and ineludes t
functionality that is realized by the item.

preliminary architecture.

NOTE 3 A description of preliminary architecture can include identificatignw of components o
and their connections, and external interfaces of the item.

DTE 4  The item definition, especially the item boundary, as described.in this document can diffe
bm definition from another discipline, e.g. such as functional safety in aecardance with the ISO 26262

DTE 5  Information on constraints and applicable cybersecuritystandards can be considered.

DTE6  Development of a component out-of-context (see 6.45Y can be based on a definition of an
eneric) item and description of the functions of the componénts within the item.

e described.

DTE 7  The description of the operational:énvironment and its interactions with the item c
entifying and/or analysing relevant threat scénarios and attack paths.

DTE8  Relevantinformation can inclide-assumptions, e.g. an assumption that every public key infr3
rtificate authority upon which the itemi-relies is appropriately managed.

3.3 Work products

[WP-09-01] Item definjtion, resulting from the requirements of 9.3.2

4 Cybersecurity’goals
4.1 Inputs

4.1.1._\Prerequisites

T

. product
he vehicle

[ the item

from the
seriesl16],

assumed

[RQ-09-02] Information about the operational envirgnment of the item relevant to cybersecufrity shall

hn enable

structure

néfollowing information shall be available:

— item definition [WP-09-01].

9.

4.1.2 Further supporting information

The following information can be considered:

— cybersecurity events [WP-08-03].

©

ISO/SAE International 2021 - All rights reserved

27


https://standardsiso.com/api/?name=e13f8d362de888a68685f6822ca228ef

ISO/SAE 21434:2021(E)

9.4.2 Requirements and recommendations

[RQ-09-03] An analysis based on the item definition shall be performed that involves:

a)
b)

f)

NOTE 1 | Ifthe item definition does not provide sufficient information for the analysis, such information can pe
assumed.

[RQ-09-04] Based on the results of [RQ-09-03], risk treatment options shall be'determined for ea¢h
threat scpnario in accordance with 15.9.

NOTE 2 | Avoiding a risk by removing the risk source can lead to change in the itém in accordance with change
managemient (see 5.4.4).

[RQ-09-05] If the risk treatment decision for a threat scenario includes reducing the risk, then one pr
more corfresponding cybersecurity goals shall be specified.

NOTE 3 | Acybersecurity goal is a requirement to protect assets against a threat scenario.
NOTE 4 | Ifapplicable, a CAL can be determined for cybersecurity goals (see Annex E).
NOTE 5 | Cybersecurity goals can be specified for any lifecycle phase of the item.

[RQ-09-06] If the risk treatment decision for a threat scenario includes:

a)
b)

then onefor more correspondingeybersecurity claims shall be specified.
NOTE 6 | Cybersecurity claims\can be considered for cybersecurity monitoring.

[RQ-09-07] A verification/shall be performed to confirm:

a)
b)

asset identification in accordance with 15.3;

threat scenario identification in accordance with 15.4;

impact rating in accordance with 15.5;

attack path analysis in accordance with 15.6;

attagk feasibility rating in accordance with 15.7; and

risk yalue determination in accordance with 15.8.

shar|ng the risk; or

retaining the risk due to one or more assumptions used during the analysis of [RQ-09-03],

correctness and-completeness of the result of [RQ-09-03] with respect to the item definition;

comjpleteness;correctness and consistency of the risk treatment decisions of [RQ-09-04] with
respgect to'the results of [RQ-09-03];

S 2 e
[RQ-09-04]; and

cybersecurity claims of [RQ-09-06] with respect to the risk treatment decisions of

consistency of all cybersecurity goals of [RQ-09-05] and cybersecurity claims of [RQ-09-06] of the
item.

9.4.3 Work products

[WP-09-02] TARA, resulting from [RQ-09-03] and [RQ-09-04]

[WP-09-03] Cybersecurity goals, resulting from [RQ-09-05]

[WP-09-04] Cybersecurity claims, resulting from [RQ-09-06]
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[WP-09-05] Verification report for cybersecurity goals, resulting from [RQ-09-07]
9.5 Cybersecurity concept
9.5.1 Inputs

9.5.1.1 Prerequisites

The following information shall be available:

— item definition [WP-09-01];
— cybersecurity goals [WP-09-03]; and
— cybersecurity claims [WP-09-04].

955.1.2 Further supporting information

The following information can be considered:

— TARA [WP-09-02].

915.2 Requirements and recommendations

[RQ-09-08] Technical and/or operational cybersecurity:controls and their interactions to achieve the
cybersecurity goals shall be described, taking into acégunt:

a) dependencies between the functions of the item; and/or
b] cybersecurity claims.
NODTE1  The description can include:

— conditions for achieving cybersecurity goals, e.g. prevention of the compromise, detection and monitoring of
the compromise,

— functions dedicated to address specific aspects of threat scenarios, e.g. use of a secure comnjunication
channel.

NDTE 2  The description)can serve to evaluate designs and to determine targets for cybersecurity v4lidation.

[RQ-09-09] Cybersecurity requirements of the item and requirements on the operational envjronment
shall be definedfor the cybersecurity goals in accordance with the description of [RQ-09-08].

NDTE 3  Thecybersecurity requirements can depend on or include, specific features of the item, such|as update
cqdpabilities\or the capability to obtain user consent during operations.

NDTFE4  Requirements on the operational environment are realized outside of the item but they ar¢ included
inLthe cyhersecurity validation for the item to confirm whether the corresponding cyhersecuritylgoals are

achieved.

NOTES5 Requirements on other items as part of the operational environment can be cybersecurity
requirements on those items.

[RQ-09-10] The cybersecurity requirements shall be allocated to the item, and if applicable to one or
more of its components.

NOTE6 The description of cybersecurity controls complements the specification and allocation of

cybersecurity requirements and of requirements on the operational environment, which all together constitute
the cybersecurity concept.
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[RQ-09-11] The results of [RQ-09-08], [RQ-09-09] and [RQ-09-10] shall be verified to confirm:
a) completeness, correctness, and consistency with respect to cybersecurity goals; and

b) consistency with respect to cybersecurity claims.

9.5.3 Work products

[WP-09-06] Cybersecurity concept, resulting from [RQ-09-08], [RQ-09-09] and [RQ-09-10]
[WP-Og 7} ‘V’Cl ifi\,atiuu I CHUI t fUl thC \._ybcl oCLCUl ity LUllLC}Jt, 1 Cou}tius fl UIll [RQ Cf) 11]

10 Product development

10.1 General

This claufse describes the specification of the cybersecurity requirements and architéctural design (s¢e
10.4.1).

Additionally, this clause describes integration and verification activities (see-10.4.2).

These cypersecurity activities are performed iteratively until no furtheryrefinements of cybersecurity
controls pre needed. The cybersecurity specifications are defined afid confirmed through verificati¢gn
activitieq for the fulfilment of the cybersecurity concept.

Figure 9 |llustrates an example of how product development actiyities can be applied to a V-model-bas¢d
workflow, where 10.4.1 corresponds to the left side of the V>model and 10.4.2 corresponds to the right
side. In this example, two layers of abstraction are assuihed under the item level, namely componept
level and[sub-component level. This workflow can be extended to cover any level of abstraction.
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left side of V-model right side of V-model
ey N — ) |
I Clause 9 Clause 11 |
I Concept Cybersecurity validation I
| (item) (item) |
| |

_____________________________________________________ 1

Clause 10 Product development

N
10.4.1 Design 10.4.2 Integration and yverification
(components) (components)
&
10.4.1 Design 10.4.2 Integration and verification
(sub-components) (sub<components)
O\

R
9

Key

t Vertical bi-directional arrows depict verjifications against the cybersecurity specification fror a higher
level of architectural abstraction during design as described in 10.4.1.

1l . Horizontal bi-directional arrows depict verifications of the implemented and integrated cpmponent
against its cybersecurity specificdtions as described in 10.4.2.

Figure 9 — Example of product development activities in the V-model

Development approaches(op methods that differ from the V-model (e.g. agile software developrhent) can
b¢ applied.

CAL can be used to-scale the depth and rigour of the activities in this clause and the methodqd used for
tHem (see Annek.E).

1D.2 Objectives

The objectives of this clause are to:

a) deline cybersecurity specifications;

NOTE1 These can include the specification of cybersecurity-related components that are not present in
the existing architectural design.

b) verify that the defined cybersecurity specifications conform to the cybersecurity specifications
from higher levels of architectural abstraction;

c) identify weaknesses in the component; and
NOTE 2  Vulnerability analysis and management are described in Clause 8.

d) provide evidence that the results of the implementation and integration of components conform to
the cybersecurity specifications.
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10.3 Inputs

10.3.1 Prerequisites
The following information shall be available:
— cybersecurity specifications from higher levels of architectural abstraction [WP-10-01];

NOTE1 This can be limited to the information relevant for the component under development, e.g.

— CyDeTSECUTItY TEqUITEIEItS attocated to tire CoMmpoTent urmder developIernt;

— external interface specifications of the component under development;

— information assumed on the operational environment of the component under development.
NOTE 2  For development at the highest level of architectural abstraction, the cybersecurity concept [W|P-

09-06] for the item and the item definition [WP-09-01] are used instead of the cybersecurity specificatiops
from|higher levels of architectural abstraction.

10.3.2 Hurther supporting information

The folloving information can be considered:
— item|definition [WP-09-01];

— cybersecurity concept [WP-09-06];

— exisfling architectural design;

— alreddy established cybersecurity controls;

— known weaknesses and vulnerabilities from reused components.

10.4 Rejquirements and recommendations

10.4.1 Design
[RQ-10-01] Cybersecurity specifications shall be defined based on:
a) cybefrsecurity specifications from higher levels of architectural abstraction;

b) cybersecurity controls’selected for implementation, if applicable; and

EXAMPLE1  Use-of a separate microcontroller with an embedded hardware trust anchor for secure kpy
store| functionality and isolation of the trust anchor regarding non-secure external connections.

NOTE 1 £ Cybersecurity controls can be selected from trusted catalogues.

3 3 raolhit ol A 4 'y 1 L1
C existimgareniteccuatraraeSighrappricante:

NOTE 2  Cybersecurity specifications include the specification of interfaces between sub-components of the
defined architectural design related to the fulfilment of the defined cybersecurity requirements, including their
usage, static and dynamic aspects.

NOTE3  When defining cybersecurity specifications, cybersecurity implications of post-development phases
can be considered, e.g. secure management of the key store; deactivation of debug interfaces; procedures to
delete personally identifiable information.

NOTE4  The cybersecurity specifications can include the identification of configuration and calibration

parameters relevant for fulfilling the cybersecurity requirements, as well as their settings or permitted range of
values, e.g. the correct configuration for the integration of the hardware security module.
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NOTES5  Capability of a component necessary to implement the cybersecurity controls can be considered, e.g.
processor performance, memory resources.

[RQ-10-02] The defined cybersecurity requirements shall be allocated to components of the
architectural design.

[RQ-10-03] Procedures to ensure cybersecurity after the development of the component shall be
specified, if applicable.

EXAMPLE 2  Procedures for correct integration and initialization of cybersecurity controls, as well as
maintaining cybersecurity throughout production.

[RQ-10-04] If design, modelling or programming notations or languages are used for the ¢ybefsecurity
specifications or their implementation, the following shall be considered when selectingsuch g notation
or language:

a) anunambiguous and comprehensible definition in both syntax and semantics;

b] support for achievement of modularity, abstraction and encapsulation;

c)] support for the use of structured constructs;

d] support for the use of secure design and implementation techniques;

e) ability to integrate already existing components; and

EXAMPLE 3  Library, framework, software component written in another language.

f)| resilience of the language against vulnerabilities duxé to its improper use.

EXAMPLE 4  Resilience against buffer overflows.

NDTE 6  For software development, implementation includes coding using programming languages.

[RQ-10-05] Criteria (see [RQ-10-04]) fefsuitable design, modelling or programming langpages for
cybersecurity that are not addressed‘by the language itself shall be covered by design, moddlling and
cading guidelines, or by the development environment.

EXAMPLES5  Use of MISRA C:2012 {171 or CERT C [18] for secure coding in the “C” programming langufge.
EXAMPLE 6  Criteria for suitable design, modelling and programming languages:
— use of language subSets;

— enforcement ofstrong typing; and/or

— use of defensive implementation techniques.

[RC-10-06]}Established and trusted design and implementation principles should be applied to avoid
or minimize the introduction of weaknesses.

NOTE'7 Examples of design principles for architectural design for cybersecurity are given in NI§T Special
Publication 800-160 Vol. 11191, appendix F.1.

[RQ-10-07] The architectural design defined in [RQ-10-01] shall be analysed to identify weaknesses.
NOTE8 Known weaknesses and vulnerabilities from reused components can be considered.
NOTE9 Identified weaknesses are analysed for vulnerabilities (see 8.5) and identified vulnerabilities are

managed (see 8.6). However, identified weaknesses can be resolved with changes to the architectural design
without performing a vulnerability analysis.
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[RQ-10-08] The defined cybersecurity specifications shall be verified to ensure completeness,
correctness, and consistency with the cybersecurity specifications from higher levels of architectural
abstraction.

NOTE 10 Verification methods can include:

10.4.2 Integration and verification

[RQ-10-09] Integration and verification activities shall verify that the implementation and integrati

review;

analysis;

simulation; and/or

protqtyping.

nents fulfil the defined cybersecurity specifications.

0] The integration and verification activities of [RQ-10-09] shall be specified considering:
efined cybersecurity specifications;

gurations intended for series production, if applicable;

cient capability to support the functionality specified "in the defined cybersecuri
fications; and

brmity with the modelling, design and coding guidelinés of [RQ-10-05], if applicable.
This can include the vehicle integration and verification.
Methods for verification can include:
rements-based test;
Face test;
rce usage evaluation;
cation of the control flow and.data flow;
mic analysis; and/or
analysis.
If verification by testing is adopted, test cases and test environments can be selected, considering:
of integration for testing to achieve the verification objectives;

sitynfor additional tests during subsequent integration activities based on an analysis of the select

hn

ay

d

g

nvironment, e.g. due to different bit widths of data words and address words of the target processor f]

final integration compared to a processor emulation or development environment.

Methods for deriving test cases can include:

analysis of requirements;

generation and analysis of equivalence classes;

dary value analysis; and/or

error guessing based on knowledge or experience.

of comp
[RQ-10-1
a) thed
b) conf
c) suffi

spec
d) conf
NOTE 1
NOTE 2
— requ
— inter
— resou
— verif
— dyna
— stati
NOTE 3
— level
—  neces

teste
NOTE 4
— boun
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[RQ-10-11] If verification by testing is adopted, test coverage shall be evaluated using defined test
coverage metrics to determine sufficiency of the test activities.

NOTES5 Standard test coverage metrics can be inadequate for cybersecurity, e.g. statement coverage for
software.

[RC-10-12] Testing should be performed in order to confirm that unidentified weaknesses and
vulnerabilities remaining in the component are minimized.

NOTE 6  Unnecessary functionalities can contain a weakness.

NOTE 7  Testing methods can include:
— functional testing;

— vulnerability scanning;

— fuzz testing; and/or

— penetration testing.

NDTE 8 Identified weaknesses are analysed for vulnerabilities (see 8.5)"and identified vulnerabjlities are
mhpnaged (see 8.6). However, identified weaknesses can be resolved with-¢hanges to the architectutal design
without performing a vulnerability analysis.

[RQ-10-13] If testing in accordance with [RC-10-12] is not performed, then a rationale|shall be
provided.

NPTE9  The rationale can include the following considerations:
— feasibility to access the attack surface of the compenent;

— capabilities to (directly or indirectly) accessthe component in combination with compromis¢ of other
components; and/or

— simplicity of the component.

1.5 Work products

[WP-10-01] Cybersecurity'specifications, resulting from [RQ-10-01] and [RQ-10-02]
[WP-10-02] Cybersecurity requirements for post-development, resulting from [RQ-10-03]

[\WP-10-03] Doecumentation of the modelling, design or programming languages anfl coding
guiidelines, if applicable, resulting from [RQ-10-04] and [RQ-10-05]

[WP-10-04] Verification report for the cybersecurity specifications, resulting from [RQ-10-08]

[WP-10=05] Weaknesses found during product development, resulting from [RQ-10-07]|and [RC-
10-12], if applicable

[WP-10-07] Integration and verification report, resulting from [RQ-10-09], [RQ-10-11] and [RC-10-
12]

11 Cybersecurity validation

11.1 General

This clause describes activities for cybersecurity validation at the vehicle level for the item (see
Figure 9). The item is considered in its operational environment at the vehicle level along with the
configurations intended for series production.
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11.2 Objectives

The objectives of this clause are to:

a) validate the cybersecurity goals and cybersecurity claims;
b) confirm the item achieves the cybersecurity goals; and

c) confirm that no unreasonable risks remain.

11.3 Inl]!utb

11.3.1 Hrerequisites

The folloving information shall be available:
— item|definition [WP-09-01];

— cybersecurity goals [WP-09-03]; and

— cybersecurity claims [WP-09-04], if applicable.

11.3.2 Hurther supporting information
The folloving information can be considered:
— cybersecurity concept [WP-09-06];

— worlf products from product development (see 10.5).

11.4 Requirements and recommendations

[RQ-11-01] Validation activities at the vehicle‘\level for the item considering the configurations fpr
series prpduction shall confirm:

a) adequacy of the cybersecurity goals with respect to the threat scenarios and corresponding risk;

NOTE 1  If any risks not addréssed by cybersecurity goals are identified during validation, they can pe
addré¢ssed in accordance with 9.4

b) achig¢vement of the cybérsecurity goals of the item;
c) validity of the cybersécurity claims; and
d) validity of therequirements on the operational environment, if applicable.

NOTE 2 | Validation activities can include:

— confifmation of achievement of cybersecurity goals by reviewing the work products of 9.5 and Clause 10;

— penetration testing to demonstrate adequacy and achievement of cybersecurity goals; and/or
— review of all managed risks identified through Clauses 9 and 10.

NOTE 3 CAL can be used to scale the depth and rigour of the penetration testing (see Annex E).

NOTE4  Weaknesses identified during the validation activities of [RQ-11-01] are analysed for vulnerabilities
(see 8.5) and identified vulnerabilities are managed (see 8.6).

[RQ-11-02] A rationale for the selection of validation activities shall be provided.
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11.5 Work products

[WP-11-01] Validation report, resulting from [RQ-11-01] and [RQ-11-02]

12 Production

12.1 General

Production covers the manufacturing and assembly of an item or component, including the vehicle level.

A
a1

p3

N

1

p
N

1R.2 Objectives

The objectives of this clause are to:

production control plan is created to ensure that cybersecurity requirements for post-devi
e applied to the item or component and to ensure that vulnerabilities cannot be introdiice
oduction.

apply the cybersecurity requirements for post-development; and

prevent the introduction of vulnerabilities during production.
2.3 Inputs

P.3.1 Prerequisites
he following information shall be available:
release for post-development report [WP-06*04]; and

cybersecurity requirements for post-development [WP-10-02].

2.3.2 Further supporting informdtion

pne.

2.4 Requirements and recommendations

st-development;

DTE1  The%production control plan can be included as part of an overall production plan.

p—

Q-12-02]/The production control plan shall include:

sequence of steps that apply the cybersecurity requirements for post-development;

blopment
d during

[RQ-12-01] A production control plan shall be created that applies the cybersecurity requirements for

production tools and equipment;

cybersecurity controls to prevent unauthorized alteration during production; and

EXAMPLE1  Physical controls that prevent physical access to production servers holding software.

EXAMPLE 2 Logical controls that apply cryptographic techniques and/or access controls.

d) methods to confirm that the cybersecurity requirements for post-development are met.

©

NOTE 2  Methods can include inspection and calibration checks.
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NOTE3  Tomanufacture an item or component and install the hardware and software, the production process
can use privileged access. Such access can introduce vulnerabilities in the item or component if used in an
unauthorized manner after production.

[RQ-12-03] The production control plan shall be implemented.

12.5 Work products
[WP-12-01] Production control plan, resulting from [RQ-12-01] and [RQ-12-02]

13 Operations and maintenance

13.1 General

This clayse describes cybersecurity incident response (see 13.3) and updates (see 13:4) to items pr
components in the field.

Cybersedurity incident response occurs when an organization invokes it as>part of vulnerability
management (see 8.6).

Updates are changes made to an item or component during post-development and can include additionjal
informatjon, e.g. technical specifications, integration manuals, user manuals. Organizations can issfie
updates [for various reasons, e.g. addressing vulnerabilities or gsafety issues, providing functionjal
improvements. The work products concerning updates are docuniented as work products of othpr
clauses.

Modificafions of items or components that are in the coficept, product development or producti¢n
phases are covered by change management (see 5.4.4) instead of this clause.

13.2 Objectives
The obje¢tives of this clause are to:
a) detefmine and implement remedial actions for cybersecurity incidents; and

b) mairtain cybersecurity duringfand after updates to items or components after production unfil
their end of cybersecurity suppert.

13.3 Cypersecurity incident response
13.3.1 Ipputs

13.3.1.1| Prerequisites

None.

13.3.1.2 Further supporting information
The following information can be considered:

— cybersecurity information related to the vulnerability that caused the cybersecurity incident
response;

— vulnerability analysis [WP-08-05].
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13.3.2 Requirements and recommendations

[RQ-13-01] For each cybersecurity incident, a cybersecurity incident response plan shall be created
that includes:

a)

b)

remedial actions;
NOTE1 Remedial actions are determined by vulnerability management in 8.6.

a communication plan;

f)
g]

NOTE 2  The creation of a communication plan can involve internal interested parties, e.g. ma
public relations, product development teams, legal, customer relations, quality management, purc

NOTE3 Acommunication plan can include identification of internal and external communicatio:t1

(e.g. development, researchers, the general public, authorities) and development of specific infor
these audiences.

assigned responsibilities for the remedial actions;

NOTE4  Those responsible can have:

— expertise in affected items or components, including legaeyitems and components;
— organizational knowledge (e.g. business processes, ggmmunications, purchasing, legal]
— decision authority.
a procedure for recording new cybersecurity information relevant to the cybersecurity in
NOTE5  New cybersecurity information can be¢ollected in accordance with 8.3, e.g. informatio
— affected components;

— related incidents and vulnerabilities;

— forensic data such as datalogs, crash sensor data; and/or

— end-user complaints.

a method for determining progress;

EXAMPLE Meastures of progress are:

— percentage of affected items or components that are remediated; and/or
— percentage of items or components affected by remedial actions.
criteriafor closure of the cybersecurity incident response; and

actions for the closure.

rketing or

hasing.

partners
ation for

; and/or

cident;

n on:

[RQ-13-02} The cybersecurity incident Tesponse pian shall be imptemented:

13.3.3 Work products

[WP-13-01] Cybersecurity incident response plan, resulting from [RQ-13-01]
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13.4 Updates

13.4.1 1

13.4.1.1

nputs

Prerequisites

The following information shall be available:

— release for post-development report [WP-06-04].

13.4.1.2
The follo
— cybe
— cybe

Further supporting information
wing information can be considered:
rsecurity incident response plan [WP-13-01];

rsecurity requirements for post-development [WP-10-02] relevant to the update.

13.4.2 iequirements and recommendations

[RQ-13-
with this

3] Updates and update-related capabilities within the vehicle shallbe developed in accordan
document.

13.4.3 Work products

None.

14 End

14.1 Ge

Decomm

of cybersecurity support and decommissioning

neral

[ssioning is different from end of cybersecurity support. An organization can end cybersecuri

support for an item or component, but thatitem or component can still function as designed in the fiel

Both dec
those im

Decomm
decomm
of this dd

End of

ommissioning and end of cybersecurity support can present cybersecurity implications, b
blications are considered separately.

jssioning can occup~without the organization’s knowledge and in such a way th
ssioning procedures,eannot be enforced, therefore the act of decommissioning is out of scoj
cument.

development phases

14.2 Ob
The obje

jectives

ybersecurity/~support and decommissioning are considered in the concept and produlct

Ce

a4

Ctivesof thisciause are to;

a) communicate the end of cybersecurity support; and

b) enable decommissioning of items and components with regard to cybersecurity.

14.3 En

14.3.1 1

None.

40

d of cybersecurity support

nputs
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14.3.2 Requirements and recommendations

[RQ-14-01] A procedure shall be created to communicate to customers when an organization decides
to end cybersecurity support for an item or component.

NOTE1 These communications can be handled under contract requirements between suppliers and
customers.

NOTE 2 Communication to vehicle owners can be delivered by an announcement.

I‘E:Sﬁ—erlrp'mﬁuua
P-14-01] Procedures to communicate the end of cybersecurity support, resultingfrom [RQ-14-

0]

e

1#.4 Decommissioning
14.4.1 Inputs

14.4.1.1 Prerequisites
The following information shall be available:

— cybersecurity requirements for post-development [WP;10-02].

14.4.1.2 Further supporting information

Npne.

14.4.2 Requirements and recommendations

[RQ-14-02] The cybersecurity requirements for post-development with regard to decommfissioning
shall be made available.

NOTE Appropriate documentation (e.g. instructions, user manuals) relating to such requirements ¢an enable
d¢commissioning with regard to:¢ybersecurity.

14.4.3 Work products

Npne.

15 Threatanalysis and risk assessment methods

15.14General

Thisttausedescribes methodstodetermmine the extent to witichra Toad usSer car be impacted by a threat
scenario. These methods and their work products are collectively known as a threat analysis and risk
assessment (TARA) and are performed from the viewpoint of affected road users. The methods defined
in this clause are generic modules that can be invoked systematically, and from any point in the lifecycle
of an item or component:

— asset identification (see 15.3);

— threat scenario identification (see 15.4);
— impact rating (see 15.5);

— attack path analysis (see 15.6);
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— attack feasibility rating (see 15.7);

— risk value determination (see 15.8); and

— risk treatment decision (see 15.9).

Because these are generic modules, the work products defined in this clause are documented as parts
of work products produced by other clauses.

See Annex H for an illustration of these methods with a practical example.

Organizgtion specific scales for impact rating, attack feasibility rating and risk value determination.c4

be applield and mapped to the corresponding scales defined in this document.

15.2 Ohjectives

The obje

a) idenf

Ftives of this clause are to:

b) identify threat scenarios;

c) dete

'mine the impact rating of damage scenarios;

d) identify the attack paths that realize threat scenarios;

e) dete

f) dete

g) seledt appropriate risk treatment options for threatscenarios.

15.3 As

15.3.1 1

15.3.1.1
The follo
— item
15.3.1.2
The follo

'mine the ease with which attack paths can be exploited;

"mine the risk values of threat scenarios; and

set identification
nputs

Prerequisites
wing information shall bejavailable:
definition [WP-09¢01].

Further supporting information

wing inférmation can be considered:

— cybersecurity specifications [WP-10-01].

ify assets, their cybersecurity properties and their damage scenarios;

L 1)

15.3.2 Requirements and recommendations

[RQ-15-01] Damage scenarios shall be identified.

NOTE 1

— relation between the functionality of the item and the adverse consequence;

A damage scenario can include:

— description of harm to the road user; and/or

— relev

42

ant assets.
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[RQ-15-02] Assets with cybersecurity properties whose compromise leads to a damage scenario shall

be identified.

NOTE 2  The identification of assets can be based on:
— analysing the item definition;

— performing an impact rating;

— deriving assets from threat scenarios; and/or

TSI predetfimed catatogues:

EXAMPLE1 The asset is personal information (customer personal preferences) stored in an infi
sylstem and its cybersecurity property is confidentiality. The damage scenario is disclosure|of the
ormation without the customer’s consent resulting from the loss of confidentiality.

EXAMPLE 2 The asset is data communication of the braking function and its cybersecurity pj
egrity. The damage scenario is collision with following vehicle (rear-end collision) caused by unint

[\WP-15-01] Damage scenarios, resulting from [RQ-15-01]

P-15-02] Assets with cybersecurity properties, resulting from [RQ-15-02]
1p.4 Threat scenario identification
15.4.1 Inputs

15.4.1.1 Prerequisites
The following shall be available:

— item definition [WP-09-01].

15.4.1.2 Further supportinginformation
The following informatiencan be considered:
— cybersecurityspecifications [WP-10-01];
— damage s€enarios [WP-15-01];

— assets\with cybersecurity properties [WP-15-02].

154.2° Requirements and recommendations

tainment
personal

operty is
bnded full

[RQ-15-03] Threat scenarios shall be identified and include:
— targeted asset;
— compromised cybersecurity property of the asset; and

— cause of compromise of the cybersecurity property.

NOTE1  Further information can be included or associated with a threat scenario, e.g. damage scenarios,

technical interdependencies between assets, attackers, methods, tools, and attack surfaces.

NOTE 2  The method for threat scenario identification can use group discussion and/or systematic approaches,

for example:
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— elicitation of malicious use cases resulting from reasonably foreseeable misuse and/or abuse;

— threatmodelling approachesbased on frameworks such as EVITA [20], TVRA [21], PASTA [22], STRIDE (spoofing,
tampering, repudiation, information disclosure, denial of service, elevation of privilege).

NOTE3 A damage scenario can correspond to multiple threat scenarios and a threat scenario can lead to
multiple damage scenarios.

EXAMPLE Spoofing of CAN messages for the braking ECU leads to loss of integrity of the CAN messages and
thereby to loss of integrity of the braking function.

15.4.3 Work products

[WP-15-p3] Threat scenarios, resulting from [RQ-15-03]
15.5 Imlpact rating
15.5.1 Inputs

15.5.1.1| Prerequisites
The follojving shall be available:
— damapge scenarios [WP-15-01].

15.5.1.2| Further supporting information
The folloving information can be considered:
— item|definition [WP-09-01];

— assefs with cybersecurity properties [WP-15302].

15.5.2 (P[equirements and recommendations

[RQ-15-04] The damage scenarios shall'be assessed against potential adverse consequences for rogd
users in the impact categories of safety, financial, operational, and privacy (S, F, O, P) respectively.

NOTE 1 | This document does not provide relationships (e.g. weighting) between different impact categories,
NOTE 2 | Additional impagt categories can be considered.

NOTE 3 | If additionakimpact categories are considered, then the rationale and explanation of these categories
can be shared in the supply chain in accordance with Clause 7.

[RQ-15-05] Thedimpact rating of a damage scenario shall be determined for each impact category to |
one of the following:

=

e

— Severe;

— major;

— moderate; or
— negligible.

NOTE4 Financial, operational and privacy related impacts can be rated in accordance with tables given in
Annex F.

[RQ-15-06] Safety related impact ratings shall be derived from ISO 26262-3:2018, 6.4.3.

NOTES5  Table F.1 in Annex F can be used for mapping safety impact criteria to impact ratings.
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NOTE 6  Evaluation for functional safety can be reused for this purpose.

[PM-15-07] If a damage scenario results in an impact rating and an argument can be made that every
impact of another impact category is considered less critical, then further analysis for that other impact
category may be omitted.

EXAMPLE The safety impact of a damage scenario is rated “severe”, consequently financial impact of that
damage scenario is not further analysed.

15.5.3 Work products

\IVP-15-04] Impact ratings with associated impact categories, resulting from [RQ-15:04] to [RQ-
15-06]

o

1p.6 Attack path analysis
15.6.1 Inputs

15.6.1.1 Prerequisites
The following information shall be available:
— item definition [WP-09-01] or cybersecurity specificationis [WP-10-01]; and

NOTE The item definition is used if the attack path analysis is performed on an item| and the
cybersecurity specifications are used if the attack path.analysis is performed on a component.

— threat scenarios [WP-15-03].

15.6.1.2 Further supporting information

The following information can be considered:

— weaknesses from cybersecuritycevents [WP-08-04];

— weaknesses found during product development [WP-10-05];
— architectural design;

— previously identified attack paths [WP-15-05], if available;
— vulnerability-analysis [WP-08-05].

15.6.2 Regquirements and recommendations

[RQ-15-08] The threat scenarios shall be analysed to identify attack paths.

NDTE'1  An attack path analysis can be based on:

— top-down approaches that deduce attack paths by analysing the different ways in which a threat scenario
could be realised, e.g. attack trees, attack graphs; and/or

— bottom-up approaches that build attack paths from the vulnerabilities identified.

NOTE 2  Ifa partial attack path does not lead to the realization of a threat scenario, the analysis of this partial
attack path can be stopped.
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[RQ-15-09] An attack path shall be associated with the threat scenarios that can be realized by the
attack path.

NOTE 3 In early stages of product development, attack paths are often incomplete or imprecise as specific
implementation details are not yet known to be able to identify specific vulnerabilities. During product
development, the attack paths can be updated as more information becomes available, e.g. after a vulnerability
analysis.

EXAMPLE

— Threat scenario: spoofing of CAN messages for the braking ECU leads to loss of integrity of the CAN messages
and thereby to loss of integrity of the braking function.

— Attadk path realizing the above threat scenario:
i. he telematics ECU is compromised via the cellular interface;
ii. the gateway ECU is compromised via CAN communication from the telematics ECU;

iii. the gateway ECU forwards malicious braking request signals (unwanted rapid decelération).

15.6.3 Work products
[WP-15-D5] Attack paths, resulting from [RQ-15-08] and [RQ-15-09]

15.7 Attack feasibility rating
15.7.1 Inputs

15.7.1.1| Prerequisites

The folloving information shall be available:

— attagk paths [WP-15-05].

15.7.1.2 | Further supporting information
The folloving information can be ¢onsidered:
— archjtectural design;

— vulnprability analysis:[WP-08-05].

15.7.2 Requirements and recommendations

[RQ-15-10] For-each attack path, the attack feasibility rating shall be determined as described fn
Table 1.

Table 1 — Attack feasibility ratings and respective descriptions

Attack fe.asibility Description
rating
High The attack path can be accomplished utilizing low effort.
Medium The attack path can be accomplished utilizing medium effort.
Low The attack path can be accomplished utilizing high effort.
Very low The attack path can be accomplished utilizing very high effort.

46 © ISO/SAE International 2021 - All rights reserved


https://standardsiso.com/api/?name=e13f8d362de888a68685f6822ca228ef

ISO/SAE 21434:2021(E)

[RC-15-11] The attack feasibility rating method should be defined based on one of the following
approaches:

a) attack potential-based approach;
b) CVSS-based approach; or
c) attack vector-based approach.

NOTE1 Selection of the approach can depend upon the phase in the lifecycle and available information.

[RC-15-12] If an attack potential-based approach is used, the attack feasibility rating. should be
dé¢termined based on core factors including:

a) elapsed time;

b] specialist expertise;

c)] knowledge of the item or component;

d] window of opportunity; and

e) equipment.

NDTE 2  The core attack potential factors can be derived from ISO/IEC 18045 [23],

NODTE 3  G.2 provides guidelines on determining attack feasibility based on attack potential.

[RC-15-13] If a CVSS-based approach is used, the attack feasibility rating should be determined based
onm the exploitability metrics of the base metric group; including:

a) attackvector;

b] attack complexity;

c) privileges required; and

d] user interaction.

NDTE4  G.3 provides guidelifies on determining attack feasibility based on a CVSS-based approach.

[RC-15-14] If an attack-vector-based approach is used, the attack feasibility rating should be
d¢termined based on-evaluating the predominant attack vector (cf. CVSS [24]1 2.1.1) of the attadk path.

NDTES5  G.4 prowideés guidelines on determining attack feasibility based on an attack vector-based approach.

NOTE 6  During the early stages of development (e.g. concept phase), when there is insufficient infoymation to
identify spécific attack paths, an attack vector-based approach can be suitable to estimate attack feasibpility.

15.7.3. ‘Work products

[WP-15-06] Attack feasibility ratings, resulting from [RQ-15-10]
15.8 Risk value determination
15.8.1 Inputs

15.8.1.1 Prerequisites
The following information shall be available:

— threat scenarios [WP-15-03];
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— impact ratings with associated impact categories [WP-15-04]; and

— attack feasibility ratings [WP-15-06].

15.8.1.2

None.

Further supporting information

15.8.2 Requirements and recommendations

[RQ-15-15] For each threat scenario the risk value shall be determined from the impact of.the

associatdd damage scenarios and the attack feasibility of the associated attack paths.

NOTE 1
scenario
each of th|

NOTE 2

ratings can be appropriately aggregated, e.g. the threat scenario is assigned the maximum of the attack feasibil

ratings of]

[RQ-15-1
avalue o

EXAMPLH

If a threat scenario corresponds to more than one damage scenario and/or an associated“damag

as impacts in more than one impact category, a separate risk value can be determined, se€parately fpr

bse impact ratings.
If the threat scenario corresponds to more than one attack path, the associdatéd attack feasibil:IE
the corresponding attack paths.

6] The risk value of a threat scenario shall be a value between (@nd’including) 1 and 5, whef
f 1 represents minimal risk.

Methods for risk value determination:

— risk :[atrices;

— risk

15.8.3 Work products

[WP-15-

15.9 Ris

15.9.1 Ipputs

15.9.1.1
The follo
— item
— thre

— risk

rmulas.

P7] Risk values, resulting from [RQ-15-15] and [RQ-15-16]

5k treatment decision

Prerequisites

wing informationzshall be available:
definition [WPR~09-01];

Wt scenatios [WP-15-03]; and

yalues [WP-15-07].

15.9.1.2

Further supporting information

The following information can be considered:

— cybe

— prev

rsecurity specifications [WP-10-01];

ious risk treatment decisions of the item or component, or of similar items or components;

— impact ratings with associated impact categories [WP-15-04];

— attack paths [WP-15-05];

— attack feasibility ratings [WP-15-06].
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15.9.2 Requirements and recommendations

[RQ-15-17] For each threat scenario, considering its risk values, one or more of the following risk
treatment option(s) shall be determined:

a) avoiding the risk;

EXAMPLE1  Avoiding the risk by removing the risk sources, deciding not to start or continue with the
activity that gives rise to the risk.

b)__reducing the risk;

c)| sharing the risk;
EXAMPLE 2  Sharing risk through contracts or transferring risk by buying insurance.
d] retaining the risk.

NOTE The rationales for retaining the risk and sharing the risk are recorded ascCybersecurity claims and are
sybject to cybersecurity monitoring and vulnerability management in accordancé with Clause 8.

15.9.3 Work products
[WP-15-08] Risk treatment decisions, resulting from [RQ-1517]
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Annex A
(informative)

Summary of cybersecurity activities and work products

A.1 Gedneral

Table A.] provides a summary of the cybersecurity activities and their corresponding work products.
This can|help the organization to manage these activities, to ensure coverage of the cybersecurify
activitied, and to understand the potential workload of the project. The activities during, the concept
and product development phases are defined in the cybersecurity plan. The work products of thefe
activitieq are thus in the scope of a cybersecurity assessment. All work products listed’from Clause 15
are documented as work products in other clauses.

A.2 Overview of cybersecurity activities and work products

Table A.1 — Cybersecurity activities and work produets of this document

Organizational cybersecurity gagement

5.4.1 Cybprsecurity governance [WP-05-01] Cyberseetfity policy, rules and processes
5.4.2 Cyblersecurity culture [WP-05-01] Cybensecurity policy, rules and processes

[WP-05-02] Ewidence of competence management, awareness
managementand continuous improvement

5.4.3 Infqrmation sharing [WP-05-01]" Cybersecurity policy, rules and processes
5.4.4 Marjagement systems [WP-05-03] Evidence of the organization’s management systems
5.4.5 Too] management [WP-05-04] Evidence of tool management

5.4.6 Infdrmation security managemenf{{WP-05-03] Evidence of the organization’s management systems

5.4.7 Organizational cybersecurity audit| [WP-05-05] Organizational cybersecurity audit report

,I@i’ect dependent cybersecurity management

6.4.1 Cybprsecurity responsibilities [WP-06-01] Cybersecurity plan

6.4.2 Cyblersecurity planning [WP-06-01] Cybersecurity plan

6.4.3 Tailpring [WP-06-01] Cybersecurity plan

6.4.4 Reulse [WP-06-01] Cybersecurity plan

6.4.5 Conpponentout-of-context [WP-06-01] Cybersecurity plan

6.4.6 Off-fhe=shelf component [WP-06-01] Cybersecurity plan

6.4.7 Cybersecurity case [WP-06-02] Cybersecurity case

6.4.8 Cybersecurity assessment [WP-06-03] Cybersecurity assessment report

6.4.9 Release for post-development [WP-06-04] Release for post-development report
Distributed cybersecurity activities

7.4.1 Supplier capability None

7.4.2 Request for quotation None

7.4.3 Alignment of responsibilities [WP-07-01] Cybersecurity interface agreement

Continual cybersecurity activities
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Table A.1 (continued)

8.3 Cybersecurity monitoring [WP-08-01] Sources for cybersecurity information
[WP-08-02] Triggers
[WP-08-03] Cybersecurity events

8.4 Cybersecurity event evaluation [WP-08-04] Weaknesses from cybersecurity events

8.5 Vulnerability analysis

[WP-08-05]

Vulnerability analysis

86 Vulmerabitity Tramagerent [WP-08-061Evidence of ramaged vulnerabitities N
Concept phase A(]'/\
913 Item definition [WP-09-01] Item definition . q>)
914 Cybersecurity goals [WP-09-02] TARA W
[WP-09-03] Cybersecurity goals '\b‘
[WP-09-04] Cybersecurity claims Q/q/
[WP-09-05] Verification report for ¢ security goals

[Xe)

5 Cybersecurity concept

[WP-09-06]
[WP-09-07]

Cybersecurity con}c§®\

Verification report'of cybersecurity concept

Product development plp,sp‘

-
(N

1D.4.1 Design [WP-10-01] Cyberse@} specifications
[WP-10-02] Cybetx%c rity requirements for post-developmgnt
[WP-10-03] Doc‘&?entation of the modelling, design, or
programmin@-\nguages and coding guidelines
[WP-10- Verification report for the cybersecurity specifications
[Wlf;\l‘G\})S] Weaknesses found during product development

1D.4.2 Integration and verification 10-05] Weaknesses found during product development

C)‘\\:fquo-oe]

[WP-10-07]

Integration and verification specification

Integration and verification report

(@)

lause 11 Cybersecurity vali(}a&é}

[WP-11-01]

Validation report

C)U

Post-development phases

(Clause 12 Productionfo : [WP-12-01] Production control plan
1B.3 Cybersecurity&q\gent response |[WP-13-01] Cybersecurity incident response plan
1.4 Updates AQJ None
14.3 End of c%ecurity support [WP-14-01] Procedures to communicate the end of cybefsecurity
N support
1p.4 Qqﬁmissioning None
o,’\‘ Threat analysis and risk assessment methods
153 Assetidentification [WP-I5-U1] Damage scenarios
[WP-15-02] Assets with cybersecurity properties
15.4 Threat scenario identification [WP-15-03] Threat scenarios
15.5 Impact rating [WP-15-04] Impact ratings with associated impact categories
15.6 Attack path analysis [WP-15-05] Attack paths
15.7 Attack feasibility rating [WP-15-06] Attack feasibility ratings
15.8 Risk value determination [WP-15-07] Riskvalues
15.9 Risk treatment decision [WP-15-08] Risk treatment decisions
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Annex B
(informative)

Examples of cybersecurity culture

Table B.1 provides examples of weak and strong cybersecurity culture.

Table B.1 — Examples of weak and strong cybersecurity culture

Examples indicative of a
weak cybersecurity culture

D

Examples indicative of a
strong cybersecurity cult

Accountdbility for decisions related to cybersecurity is
not tracepble.

The process ensures that accountability for decisior
related to cybersecurity is traceable,

wn

Performapce (of the implemented functionality or feature),
cost or sghedule take precedence over cybersecurity.

Cybersecurity and safety haveithe highest priority.

rd system favours cost and schedule over cy-
ty.

The rewa
bersecur

The reward system supports and motivates the effectiy
achievement of cybersécurity and penalizes those wh
take shortcuts thatjeopardize cybersecurity.

[¢)

Cybersequrity personnel force inappropriate and very
strict adlerence to cybersecurity without considering
specific rleeds of projects/activities.

Cybersecurity pérsonnel act as role models with a goo
sense for appropriateness and practical implementatio
thatleads to ttustin their actions by the entire organizatio

=

Personngl assessing cybersecurity and its governing
processep are influenced unduly by those responsible
for execufting the processes.

The progess provides adequate checks and balances, e.
the appropriate degree of independence in cybersecurit
asséssment.

T

Passive aftitude towards cybersecurity, e.g.:

— heayly dependence on testing at the end .of the
devdlopment;

— not peing prepared for potential weaknesses or
incidents in the field;

— manpgement reacting only (when there is a
cybdrsecurity incident in preduction, in the field
or if|there is a lot of attehtjon in the media about
competitor products.

Proactive attitude towards cybersecurity, e.g.:

cybersecurity issues are discovered and resolve
from the earliest stage in the product lifecyc
(cybersecurity by design);

— the organization is prepared to react fast f
vulnerabilities or incidents in the field.

The requifed resources for'cybersecurity are notallocated.

The required resources for cybersecurity are allocate

Skilled resources have the competence commensurat
with the activity assigned.
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Table B.1 (continued)

Examples indicative of a
weak cybersecurity culture

Examples indicative of a
strong cybersecurity culture

“Groupthink” confirmation bias (i.e. uncritical
acceptance or conformity to prevailing points of
view).

“Stacking the deck” (i.e. choose members to ensure

desired outcome) when forming review groups to
prevent pnh:mfial dissention

The process uses diversity to its advantage:

intellectual diversity is valued and

integrated in all processes;

sought,

behaviour which counters the use of diversity is

Dissenter is ostracized or labelled as “not a team
player” (e.g. uncooperative, intransigent, toxic
person).

Dissent reflects

reviews.

negatively on performance

Minority dissenter is labelled or treated as a
“troublemaker”, “not a team player” or a “whistle-

blower” (i.e. agitator, undesirable or a snitch).

Employees  who fear

repercussion.

express concerns

The supporting communication and decision-malking chan-
nels exist and the management encourages their usage:

1. 1 1 1. 1
UIStUUTdgtU d1IU PTIIdITZTU.

self-disclosure is encouraged;

responsible disclosure ‘by anyone (infernal or
external) of potentialvulnerability is endouraged;

the discovery and resolution process corjtinues in
the field, in manufacturing and in develdpment of
other products’

No systematic continuous improvement processes, learn-
g cycles or other forms of lessons learned.

—n

Continudus improvement is integral to all professes.

Processes are ad hoc or implicit.

Definéd, traceable, and controlled processes are|followed.
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C.1 General

Annex C
(informative)

Example of cybersecurity interface agreement template

In case d
to agree
mileston

This ann

cybersec

Other in
methods

C.2 Expmple template

The colu

a)
b)

c)
d)

e)

f)

54

Phage: phase of this document;

Wor

actilities;

Doc

Supplier: supplier responsibilities by~RASIC;
Custiomer: customer responsibilities by RASIC;

NOTE1 The template uses RASIC to demonstrate the assignment of responsibilities for specific wo

prod

beingmiaderand

ifferent organizations are participating in distributed cybersecurity activities, it is imperta

e, between different organizations.

urity activities between customer and supplier (Figure C.1).

formation can also be added to the template, such as point of (egntact, target milestons
or tools for collaborations.

mn entries in this example template are:

K product: work products of this document®hat are related to the interface of the distribute

ref: relevant clauses of this document:

icts between organizations. RASIC can be used as follows:
R (responsible): the organization that is responsible to conduct the activity;
A (accountable): the organization that has the authority to approve the activity once itis complet
S<(supporting): the organization that will help the organization responsible for the activity;

I (informed): the organization that is informed of the progress of the activity and any decisio

on responsibilities, level of disclosure of information, and level of achievement: for ea¢

ex provides an example template of a cybersecurity interface agreement in accordance wif
[RQ-07-04]. This template gives guidance on how to define roles and responsibiliti€s for distributg

e d

rk

activ

C (consulted): the organization that offers advice or guidance but does not actively work on the

ity.

Level of confidentiality: supplier and customer agree on the confidentiality of each work product;

and

NOTE 2  Possible levels of confidentiality can be:

highly confidential: only the organization who created the work product is allowed to access it;

confidential: both customer and supplier are allowed to access the work product;
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— confidential with third parties: this work product is allowed to be shared with authorized
external parties per 5.4.3; and

— public: the work product can be shared without any restrictions.

g) Comment: additional information concerning results of negotiation and discussion between

organizations.
Phase | Work product | Doc Supplier Customer |Levelof Comment
ref. confidentiality
R—+A+-S+H+E1RTAST+-E
Concept | Item definition
Treat analysis
and risk
assessment
Cybersecurity
concept
Verification
report of
cybersecurity
concept
Product | Cybersecurity
develop- | specification
ment
/’_\\/_ ‘\\ ///F\\\/ [~

Figure C.1 — Example'of a cybersecurity interface agreement template
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Annex D
(informative)

Cybersecurity relevance - example methods and criteria

D.1 General

This anngx provides example methods to determine if an item or component is cybersecuritytelevant
(see [RQ4{06-02]).

D.2 Me¢thods

The cybdrsecurity relevance of a candidate item or component can be determined using the decisign
diagram fin Figure D.1 that gives example criteria.
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Candidate for
pre-evaluation

l

1. Is the 2. Does the
candidate an Yes candidate contribute Yes
E/E item or to the safe operation
component? of the vehicle? 2
No
3. Does the
candidate implement Yes
functions which require collection or
processing of user-related
data?b
4. Does the
candidate implement vehicle
functions based‘on hetworked
components? cde
The candidate is not The candidate is
cybersecurity relevant. cybersecurity relevant.
a| EXAMPLE Motion control m@dules and modules with automotive safety integrity level (ASIL) degignations.
b EXAMPLE Data related te_drivers or passengers, or to potentially sensitive information such ds location
data.
¢| EXAMPLE Internal(connections -- CAN, Ethernet, media-oriented systems transport (MOST), trajpsmission

controlyprotocol/internet protocol (TCP/IP).

d| EXAMPLE External connections -- function interface to backend server; cellular telecommpinications
rietwork, on- board diagnostic (OBD-II) interface.

¢e| EXAMPLE Wireless connected sensors or actuators - remote key-less entry (RKE), near field comnpunication
(NFC), tyre pressure monitoring system (TPMS).

Figure D.1 — Cybersecurity relevance example method and criteria

Cybersecurity relevance can also be determined based on experience and multiple expert judgements,
e.g. involving safety experts and cybersecurity experts.
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Annex E
(informative)

Cybersecurity assurance levels

E.1 Gedneral

This annex describes a cybersecurity assurance level (CAL) classification scheme that canbe’ us¢
and communicate a set of assurance requirements, in terms of levels of rigour {te:provigle

to speci

confidenfe that protection of the assets of an item or component is adequately developed. This CA
classificqtion scheme does not specify technical requirements for cybersecurity controls, however
can be uged to drive the cybersecurity engineering, providing a common language/for‘communicating
cybersecurity assurance requirements among the organizations involved.

A CAL c@n be determined by the organization developing an item or assGmed by an organizatign

developi

Once det
activities
CAL as a1

E.2 De¢

A CALis
because

impleme
level of a

development during the concept phase usiig-parameters that are expected to remain stable until end
ecurity support, for example parameters based on the assets of an item and aspects of thdir
d risks, before considerationtof the implementation of cybersecurity controls. The relationshjip

of cybers
associate
between

g a component out of context.

ermined, a CAL specifies the amount of rigour required in the’subsequent product developme

termining a CAL

indirectly related to risk; however, it cannot;be directly determined from a risk value. This
the risk value is dynamic, varying over time depending on the evolving specification, desig
htation and operational environment of{the item or component, whereas the CAL expresses
ssurance that is to remain fixed overjtithe. Therefore, a CAL can be determined at the start

a CAL and associated riskisillustrated in Figure E.1.

to address threat scenarios requiring reducing the risk. This'can be achieved by assigning the
1 attribute of a cybersecurity goal, which is inherited by refined cybersecurity requirements.

pd

\ L
it

ht

is
n,

a
of
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unreasonable risk

not unreasonable risk

T
| concept |

product development

T
| post-development

time

A
gi

m

T phase 1

Figure E.1 — Relationship between a CAL and risk

phase

Event 5: vulnerability is fixed.
D CAL is determined and assigned.

T phases

Event 1: cybersecurity requirement is specified.
Event 2: cybersecurity control is implemented.
Event 3: test shows cybersecurity control is effective.
Event 4: vulnerability is discovered in the field.

CAL is applied in cybersecurity activities.

Risk value is dynamic and can vary depending on current,specification, design or implementatiqn.

The expected level of assurance determined at E; giventhe criticality of the assets to be protected prescribes
the rigour of subsequent cybersecurity activities atiy) Es.

CAL can be determined based on consideration of the identified threat scenarios (see 15.4).[Table E.1
ves an example based on four CALs,edch corresponding to an increasing level of assurarfce based
om the cybersecurity engineering.miethods used. The example shows CALs assigned based on the
aximum impact and the attack vector of the relevant threat scenarios.

Table E.1 — ExampleCAL determination based on impact and attack vector parameqters

Attack vectorb
Physical Local Adjacent Network
Severe CALZ2 CAL3 CAL4 CAL4
Major CAL1 CAL2 CAL3 CAL4
Impact
Moderate CAL1 CAL1 CAL2 CAL3
Negligible ---2 ---2a ---a ---2a

a

See [PM-06-08].

1Y

Attackvector1s a static parameter of attack feasibility.

Sharing a documented rationale for the determination of a CAL between customer and supplier can
improve mutual understanding. A CAL classification scheme and determined CALs can also be part of
the cybersecurity interface agreement between customer and supplier.

A single CAL can be assigned to all cybersecurity goals of an item or different CALs can be assigned
to each cybersecurity goal. If cybersecurity goals are combined, the highest of the individual CALs is
assigned to the combined cybersecurity goal.
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E.3 Usinga CAL

E.3.1 General considerations

A CAL classification scheme can be used to determine the level of rigour with which cybersecurity
activities are performed, in terms of the effort necessary to provide the required assurance.

A CAL can be used to select:

a) methods used for development and verification;

b) methods to identify weaknesses and analyse vulnerabilities; and
c) apprpaches for cybersecurity assessment.
Table E.4 provides an example of a number of CALs and guidance for their usage during:.the concept
and the 1roduct development phases. For each increase in CAL, the corresponding methods represept
a meanipgful increase in the assurance of the item or component by the desigfy verification, and
cybersecurity assessment. Examples in Tables E.2, E.3 and E.4 are provided/to enable industty
experienfe to be gained in using CALs to scale the activities described in this document.
Table E.2 — Example number of CALs and expected rigour in cybersecurity assurance
measures
CAL Description a) Methods to provide con- |b) Methods/to-provide |c) Independence scheme
fidence that cybersecurity | confidence.that unman- |to provide confidende
activities are performed |aged vulnerabilities do|that the cybersecuri
with appropriate rigour not remain activities performed arne
appropriate
CAL1 |Lowtomoderate cy-|Requirementbased testing|Agtivities such as analysis|Not needed
bersecurity assur- and/or testing to search
hnce is required for vulnerabilities based on
CAL2 |Moderate cyberse- known information Cybersecurity assessmen{s
curity assurance is are carried out by a differemt
Fequired person than the originatgr
CAL3 |Moderate to high cy-|All interastions between |Activities such as analysis|Cybersecurity assessmen{s
bersecurity assur-|compopents are tested and/or testing to search for|are carried out by a persgn
hnce is required vulnerabilities by explora- |in a different team than tHe
tory methods originator
CAL4 |High cybersecurityAll combinations of interac- Cybersecurity assessmen{s
hssurance is requiredy tions between components are carried out by a persgn
are tested who isindependent regardl-
ing management, resourcgs
and release authority fro
the originating department
E.3.2 (oncept

This subclause provides an example on the usage of a CAL classification scheme to adapt the rigour and
extent of development measures.

In the concept phase, with the definition of the cybersecurity concept and the allocation of cybersecurity
requirements to components of the preliminary architecture, CALs can be used as follows as an
extension to [RQ-09-10]:

a)
cybe

b)

rsecurity goal;

cybersecurity requirements derived from a cybersecurity goal inherit the CAL from that

if multiple cybersecurity requirements with different CALs inherited from multiple cybersecurity

goals are allocated to an architectural component, the highest CAL is assigned to the component;
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if the component is confirmed as protected from the other components in the architecture, the CAL
assigned to the component can be reduced or rendered unnecessary, based on a rationale.

An application of a CAL classification scheme in product development can be to use CAL-dependent
methods and measures.

In product development, if cybersecurity requirements are allocated to components, and isolation from
other components cannot be confirmed, then the components can be developed in accordance with the

highest CAL for those cybersecurity requirements.

T4
fu

T

ibles E.3 and E.4 provide examples of how CAL can be applied to a sample of cybersecurity a
rther cybersecurity activities can be addressed in a similar way.

ible E.3 provides an example of how CAL can be used to determine the level,ofsindepends
hich the respective activities are performed.

Table E.3 — Example of level of independence of cyberséecurity activities

ctivities;

nce with

Activity Require- Level of independence Scope
ments applies to?
CAL1 | CAL2 | CAL3-| CAL4

Vgrification of cybersecurity con-| [RQ-09-11] 11 11 12 12

cept and design activities [RQ-10-08]

Vgrification of the implementation| [RQ-10-09] 1 I1 12 12 |Appliestothe highest CAL among
ahd integration of components the cybersecurity reqyirements
Cybersecurity validation [RQ-11-01] [1 11 12 12

Clybersecurity assessment [RQ-06-27] — 11 12 13

considered work product(s);

The notations are defined as follows:

—:no suggestion regarding the independence of this activity;

[1: the activity is performed by a different person in relation to the person(s) responsible for the creatfion of the

[2: the activity is performed by-a‘person who is independent from the team that is responsible for the crea
considered work product(s),.i.e. by a person reporting to a different direct superior; and

I3: the activity is perforimed by a person who is independent, regarding management, resources and release
from the departmentresponsible for the creation of the considered work product(s).

fion of the

authority,

T

ible E.4 provides-an example of how CALs can be used to determine parameters that infly
igour of testing-methods used for verification and validation.

lence the
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Table E.4 — Example of parameters of testing methods

Activity Require- | Testing parameters apply Scope
ments to?
CAL1 | CAL2 | CAL3 | CAL4
Functional testing | [RC-10-12]
T1 T1 T2 T2
[RQ-11-01]
Vulnerability scan-| [RC-10-12]
ning T1 T1 T1 T1
[RO-11.011 A 1 el o L AT ) 1
LT 1 nppucb LU LIIT lllsllcbl. vl dlllUllE LIIT Ly |OAS) BN Ay
Fuzz testjng [RC-10-12] curity requirements
— T1 T2 T2
[RQ-11-01]
Penetratipn testing| [RC-10-12]
— — T1 T2
[RQ-11-01]
a2 The nptations are defined as follows:
—: T1]o suggestion regarding testing parameters for this activity;
T1: tpsting parameter set 1:
— flinctional testing based on requirements;
— Vulnerability scanning for known vulnerabilities;
— fhizz testing with random of selection of inputs;
— penetration testing assuming moderate attacker expertise, knowledge/of the item or component and/or resources;
T2: tpsting parameters set 2:
— fhinctional testing based on requirements and interactions between components;
— Vulnerability scanning for known vulnerabilities;
— fhizz testing with an increased number of test case iterations and/or adaptive selection of inputs;
— Henetration testing assuming higher attacker expertise, knowledge of the item or component and/or resources.
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Annex F
(informative)

Guidelines for impact rating

F,

fi
b

C
Sq
th

1 General

nis annex gives examples of criteria for impact rating (see 15.5) for damage scenarios inyolvi
hancial, operational and privacy damage. The tables (see Table F.1 through Table F.4)sin this a
e used for impact rating.

nsiderations on how the scalability of damage (i.e. impact to multiple road useérs in a singls
enario) modify the impact rating have not been included in the examples,given, but can be
e organization-specific rating criteria as appropriate (e.g. Reference [20])'C.1.2, Table 4).

2 Impact rating for safety damage

Table F.1 — Example safety impact rating criteria

hg safety,
nnex can

e damage
added to

Impact rating Criteriafor safety impact rating
Severe S3: Life-threatening injuries (survival uncertain), fatal injuries
Major S2: Severe and life-threatening injuries (survival probable)

Moderate S1: Light and moderategnjuries
Negligible SO: No injuries 2

5

Rating for SO can be based on ISO 26262-3:2018, Table B.1.

S4
C

ifety impact rating criteria are taken from ISO 26262-3:2018.
1pact on safety, if a rationale'is provided.

3 Impact rating for financial damage

Table F.2 — Example financial impact rating criteria

ntrollability and exposure.in. accordance with ISO 26262-3:2018 can also be considered for rating

Impactrating Criteria for financial impact rating
SWere The financial damage leads to catastrophic consequences which the affected road uper might
not overcome.
Ma()r T}lC fillall\,ia} daunasc lcada tU aubotautial CUIISTYHUTIILTS VVhiLh tllC affcx,tcd I uad taser Wlll be
) able to overcome.

Moderate The financial damage leads to inconvenient consequences which the affected road user will

be able to overcome with limited resources.
Negligible The financial damage leads to no effect, negligible consequences or is irrelevant to the road user.
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F.4 Impactrating for operational damage

Table F.3 — Example operational impact rating criteria

Impact rating Criteria for operational impact rating

The operational damage leads to the loss or impairment of a core vehicle function.

Severe EXAMPLE 1 Vehicle not working or showing unexpected behaviour of core functions such as
enabling of limp home mode or autonomous driving to an unintended location.

The operational damage leads to the loss or impairment of an important vehicle function.

Majjor
EXAMPLE 2 Significant annoyance of the driver.
Mod The operational damage leads to partial degradation of a vehicle function.
odgrate
EXAMPLE 3 User satisfaction negatively affected.
Negligible The operational damage leads to no impairment or non-perceivable impairmerit of a vehicle

function.

These criteria might or might not have safety consequences as well.

E5 Impact rating for privacy damage

Table F.4 — Example privacy impact rating criteria

Impacfrating Criteria for privacy.impact rating

s The privacy damage leads to significant or evenirreversible impact to the road user.
evere

—

The information regarding the road user isthighly sensitive and easy to link to a PII princip3

The privacy damage leads to serious impact to the road user.
Ml The information regarding the road.user is:

djor
a) highly sensitive and difficultto link to a PII principal; or

b) sensitive and easy to linkto a PII principal.

The privacy damage leads-to inconvenient consequences to the road user.
The information regakding the road user is:

Modgrate . M ) o
a) sensitive but difficult to link to a PII principal; or

b) notsensitive but easy to link to a PII principal.

The privacydamage leads to no effect or, negligible consequences or is irrelevant to the road usdr.
Negligible

—

Theinformation regarding the road user is not sensitive and difficult to link to a PII princip3

Personally identiftable information (PII) and PII principal can be defined in accordance with
ISO/1IEC 29100 #31;
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