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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
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Introduction

The purpose of this document is to provide industry-specific guidance on the use of Al systems in safety-
related functions. It is not restricted to specific Al methods or specific vehicle functions.

This document defines a framework for managing Al safety that tailors or extends existing approaches
currently defined in the ISO 26262 series and in ISO 21448.

Functional safety-related risks associated with malfunctioning behaviour of an Al system are addressed by
tailoring or extending relevant clauses from ISO 26262-series.

The risksrelated to functional insufficiencies in the Al system are addressed hy extending the concepts and
guidanc¢ provided by ISO 21448. A causal model for understanding the sources of functional insuffliciencies
in the Al system is proposed. The model is used to derive a set of safety requirements on the~AFsystem as
well as a|set of risk reduction measures.

NOTE 1 | ISO 21448 is applicable to intended functionalities where proper situational awarenessis essential to safety
and wheie such situational awareness is derived from sensors and processing algorithms, especially functiionalities
of emergency intervention systems and systems with ISO/SAE PAS 22736 levels 1 to 5 foridriving automdtion. It is
therefore possible that systems utilize Al technologies that do not fall within the scopeofSO 21448.

EXAMPLE1 SO 21448 does not apply to the development of an engine contpeluhit that uses Al to optimize its
performance whereas this document does.

This dochimentrecognizes that due to the wide range of applications of Al'and associated safety requifements,
as well 3s the rapidly evolving state-of-the-art, it is not possible £o)provide detailed requirements on the
process pr product characteristics required to achieve an acceptably low level of residual risk agsociated
with thq use of Al systems. Therefore, in addition to providirng guidance for tailoring or extending the
ISO 26262 series and ISO 21448, this document focuses-on the principles that support the cr¢ation of
a projecf-specific assurance argument for the safety of:the Al elements within on-board vehicle fystems.
This includes proposing risk reduction measures during the design and operation phases using an fiterative
approach to reducing risk as outlined in ISO/IEC Guide 51.

Hazard gnalysis and risk analysis are beyond the-scope of this document. These are considered a part of the
vehicle lpvel systems safety engineering activities described in the ISO 26262 series and ISO 214¢8, or in
application of specific standards such as SOTS 5083.

ISO/IEC 'R 5469 provides generic guidance for the application of Al technologies as part of safety fiinctions,
indepen{ent of specific industry sectors. Many of the concepts outlined in ISO/IEC TR 5469 can b¢ applied

in the c¢ntext of road vehicles(There is therefore a close relationship to concepts described within this
document and ISO/IEC TR 5469.

ISO/IEC|TR 5469 provides classification schemes to determine the safety requirements on the Al/ML
functionf These includé.the usage level and Al technology class.

The usage level isTelated to the nature of the task being performed by the engineered Al system.

NOTE 2 | Thelusage levels are described in ISO/IEC TR 5469:2024, 6.2.

The technology class is related to the problem complexity and the transferability of existing standards to
demonstrating an adequate level of safety based on properties of the target function and the Al technology used.

NOTE 3  For the technology classes, see ISO/IEC TR 5469:2024, 6.2.
This document does not explicitly call out the classes and usage levels of ISO/IEC TR 5469.

EXAMPLE 2 For some Al technology, the application of ISO 26262 is deemed to be sufficient. This corresponds to
Class I of ISO/IEC TR 54609.

The guidance outlined within this document is relevant for all usage of Al for which safety requirements can
foreseeably be allocated either through:

a) the use of Al for the functionality itself;

© IS0 2024 - All rights reserved
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b) the use of Al as a safety mechanism.

NOTE 4

These usages correspond to the usage levels A1, A2, C of ISO/IEC TR 5469. In all cases, the applicability
of the guidance provided within this document can be determined by the allocation of safety requirements to the Al
technology, whereas the usage levels of ISO/IEC TR 5469 can be used to support the requirements elicitation process.

This document is aligned with standards and documents developed by ISO/IEC JTC1/SC42. Al-specific

definitio

ns are used from ISO/IEC 22989, unless in conflict with safety-specific definitions.

Other documents developed within ISO/IEC JTC1/SC42 can be used to provide additional guidance on
specific aspects of Al that are relevant to safety-related properties. Examples of such documents include
ISO/IEC TR 24027 and ISO/IEC TR 24029-1.

This do
ISO/TS 5
requiren
during tl

ISO/TS 5
The rela

cument harmonizes the concepts already described in ISO 21448:2022, Annex
083:20—1), Annex B whilst extending these with specific guidance regarding the definition
hents of machine learning (ML), ML safety analyses and the creation of associated safety
ne development and deployment lifecycle.

083:20—, Annex B is an application of this document to automated driving systems (ADS).

fionship with the above-mentioned documents is summarized in Table 1+¥.

Table 1-1 — How this document relates to other publications on Al safety

D.2 and
of safety
bvidence

Publication Relationship with this document

1SO/IEC 22989 unless in conflict with safety-specific definitions

describedin ISO/IEC 22989.

Al-specific definitions are used from ISO/IEC 22989,

ty-related.properties are a subset of generic Al pfoperties

Safe-

Thissdocument does not explicitly call out the cla

usage levels of ISO/IEC TR 5469. This document qonsid-
ers and adapts to road vehicles the general framgwork

ISO/IEC TR 5469 described in ISO/IEC TR 5469 on safety propertigs, vir-
tual testing and physical testing, confidence in uge of Al

ses and

Al elements of the system. See Clause 5 for detail

development frameworks and architectural redupndancy
patterns.

1SO 26262 This document is a tailoring or extension of ISO 26262 for
Al elements of the system. See Clause 5 for detailg.

1SO 21448 This document is a tailoring or extension of ISO 41448 for

D.

ISO TS 5083:20—, Annex B is an application of th

IS0 TS 50B5720— ment to automated driving systems (ADS).

fis docu-

This dod

— tailg
(refg

— aco

ument adds the.following contents with respect to the documents listed in Table 1-1:

ring or g€xtensions of ISO 26262 and ISO 21448 required specifically for Al elements of th
rred to.as Al systems);

hceptual model for reasoning about errors and their causes specific to Al systems;

P system

— areference Al safety lifecycle;

— the safety assurance argument for Al systems;

— amethod for deriving Al safety requirements for Al systems;

— considerations for the design of safe Al systems;

— considerations on data management for the Al systems;

1) Under preparation. Stage at the time of publication: ISO/DTS 5083.

© IS0 2024 - All rights reserved
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— averification and validation strategy for Al systems;
— asafety analysis approach for Al systems (focused on insufficiencies);

— activities during operation required to ensure the continuous Al safety.
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Road vehicles — Safety and artificial intelligence

1 Sco

pe

This document applies to safety-related systems that include one or more electrical and/or electronic (E/E)
systems that use Al technology and that is installed in series production road vehicles, excluding mopeds.

It does 11
disabilit
This dod
insuffici

includes
indirect

EXAMPLE
EXAMPLE
EXAMPLE

The dev

es.

interactions with Al elements that are not part of the vehicle itself but that-can have a
impact on vehicle safety.

1  Examples of Al elements within the vehicle include the trained Al modeland Al system.
2 Directimpact on safety can be due to object detection by elements-€xternal to the vehicle.

3  Indirect impact on safety can be due to field monitoring by elements external to the vehicle.

These el

where sych domain-specific guidance does not exist.

This do

ot address unique E/E systems in special vehicles, such as E/E systems designed for drivlers with

ument addresses the risk of undesired safety-related behaviour at the vehicle level“due tpo output
bncies, systematic errors and random hardware errors of Al elements within)the vehicle. This

Hlirect or

elopment of Al elements that are not part of the vehicle‘isvnot within the scope of this dgcument.
ements can conform to domain-specific safety guidance, This document can be used as a rjeference

ment describes safety-related properties of AlSystems that can be used to construct a copvincing
safety a§surance claim for the absence of unreasonablerisk.

This docqument does not provide specific guidelines*for software tools that use Al methods.

This doqument focuses primarily on a subclass-of Al methods defined as machine learning (ML). Although it

covers t
specific

e principles of established and well-understood classes of ML, it does not focus on the deta
Al methods e.g. deep neural networks.

2 Normative references

The folla
requiren
the lates

[SO 2144
[SO 2626

wing documents atereferred to in the text in such a way that some or all of their content co
hents of this doctmient. For dated references, only the edition cited applies. For undated re
t edition of théwreferenced document (including any amendments) applies.

8:2022, Road vehicles — Safety of the intended functionality
2-1:2018, Road vehicles — Functional safety — Part 1: Vocabulary

[SO 2626

2-2:2018, Road vehicles — Functional safety — Part 2: Management of functional safety

Is of any

hstitutes
Ferences,

ISO 26262-6:2018, Road vehicles — Functional safety — Part 6: Product development at the software level

ISO 26262-8:2018, Road vehicles — Functional safety — Part 8: Supporting processes

ISO/IEC 22989:2022, Information technology — Artificial intelligence — Artificial intelligence concepts and
terminology

© IS0 2024 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 26262-1, ISO 21448, ISO/IEC 22989
and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1 General Al-related definitions

311
Al comp
element

EXAMPL
EXAMPL
EXAMPL
EXAMPL

Note 1 to

this docu[[?ent. The integration of these components with Al components(that are Al models or that contain 4

is perfor

onent
pf an Al system (3.1.17)

1 An Al pre-processing (3.1.11) component.

2 An Al post-processing (3.1.9) component.

3 An Al model (3.1.7).

4 A conventional software component inside an Al system.

entry: Al components that are not Al models or that do not contairi,Al'models are not developed acgd

ed according to this document.

ording to
Al models

Note 2 tolentry: See 6.3 for an elaboration of the relationship of the‘different abstraction layers of the ISO 26262 series,
ISO/IEC 42989 and this document with each other.

[SOURCE: ISO/IEC 22989:2022, 3.1.2, modified to be consistent with ISO 26262-1 definitions —"Functional
element| was replaced with "element"”, reworded\f6 not use “construct”, examples and Notes [to entry
were adfled.]

3.1.2

Al contrjollability

ability of an external agent to control the Al element (3.1.3), its output or the behaviour of the item inffluenced
by the Al output in order to preventtharm

EXAMPLE Before setting a pulse-width modulation (PWM) signal of an actor determined by an Al model (3.1.7),
the PWM]| output is limited by a(simple threshold or the consumer substitutes the PWM signal with an apfroximate
physical model.

Note 1 tolentry: An external agent is a person or an element not belonging to the Al system (3.1.17).

3.1.3

Al element

Al compgnent (3:1.1) or Al system (3.1.17)

Note 1 t nnfry- An Al element can refer to a subset of f'nmpnnpnf‘c ('2 g ')) within an Al cycfnm that prnvire related
functionality.

Note 2 to entry: See 6.3 for an elaboration of the relationship of the different abstraction layers of the ISO 26262 series
ISO/IEC 22989 and this document with each other.

3.1.4

Al explainability
property of an Al system (3.1.17) to express important factors influencing the Al system's outputs in a way
that humans can understand

EXAMPLE The Al system can be explainable by natural language or by visualizing feature attribution
like gradient-based heat/saliency maps.

© IS0 2024 - All rights reserved
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Al generalization
ability of an Al model (3.1.7) to adapt and perform well on previously unseen data during inference

3.1.6

Al method
type of Al model (3.1.7)

EXAMPLE1 Deep neural network.

EXAMPLE 2  K-nearest neighbour.

EXAMPLE 3 Support vector machine.

3.1.7

Al modsgl

construdt containing logical operations, arithmetical operations or a combination of both to generate an
inferencg or prediction based on input data or information without being completely defined by human
knowledge

Note 1 to|entry: Inference is using a model to understand the relation between predictorstand a target. Prediction is
using a model to generate a prediction (values close to the real seen or unseen targets)Based on the inputs.

3.1.8

Al modagl validation

evaluatipn of the performance of different Al model (3.1.7) candidate§through testing

Note 1 topntry: There are three terms, "Al model validation", "validation®and "safety validation", that are distinguished
in this dpcument. Al model validation originates from the validation data used by the Al community, yalidation
originatep from classic system development and safety validation originates from the ISO 26262 series.

Note 2 to|entry: The Al model validation is executed using the*Al validation dataset.

3.19

Al post-processing

any progessing that is applied to the output of an Al model (3.1.7) for the purpose of mapping|the raw
output/d to a more contextually relevant and consumable format

EXAMPLE1 A non-maximum suppression and thresholding for a bounding-box generation that serves tp remove
bounding boxes of low relevance and duplicates.

EXAMPLE 2 The outputs of a mikture density network are combined with a physical model (a hybrid modgl).

Note 1 to|entry: Al post-processing also includes any data conversion that is used to bring the output into 4 common
format fof better comparability.

Note 2 td entry: Al po§t-processing can have a positive or a negative impact on the safety-related properties of the
output of|the Al systeni(3.1.17).

3.1.10

Al predictability

ability of the Al system (3.1.17) to produce trusted predictions

Note 1 to entry: Trusted predictions means that the predications are accurate and that this claim is supported by
statistical evidence.

3.1.11

Al pre-processing
any processing that is applied to the input of an Al model (3.1.7)

3.1.12

Al reliability
ability of the Al element (3.1.3) to perform the Al task (3.1.18) without Al error (3.4.1) under stated conditions
and for a specified period of time

© IS0 2024 - All rights reserved
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3.1.13

Al resilience

ability of the Al element (3.1.3) to recover and continue performing the Al task (3.1.18) after the occurrence
of an Al error (3.4.1).

3.1.14

Al robustness

ability to maintain an acceptable level of performance under the presence of semantically insignificant but
reasonably expected changes to the input

EXAMPLE In image data these insignificant input changes can stem from naturally-induced image corruptions or
sensor noise.

3.1.15
Al safety
absence pf unreasonable risk (3.3.10) due to Al errors (3.4.1) caused by faults and functional-insuffi¢iencies

Note 1 t¢ entry: This definition only applies in the context of this document. The term "Al}safety" is commonly
understopd to have a broader meaning which includes ethics, value alignment, long-term considerations, etc

3.1.16
Al safety requirement
safety refjuirement (3.3.14) of an Al element (3.1.3)

3.1.17
Al system
item or glement that utilises one or more Al models (3.1.7)

EXAMPLE An Al system consisting of the Al component (3.1.1).“deep neural network for bounding box generation
(Al mode|)” and of the Al component “non-maximum suppressionsalgorithm (Al post-processing (3.1.9) Al conjponent)”.

Note 1 tolentry: The Al system can use various Al methods (3.1:6) and can utilize different Al technologies (3.[L.19).
Note 2 tolentry: The boundaries of the Al system are determined during the definition of Al system architecfure.

Note 3 tolentry: The Al system can contain one or more Al components.
Note 4 td entry: The term “Al system” serves;in this document as the top level of abstraction of the content to be
developedl in conformity to the corresponding standard. As such it is possible in a distributed development that what
one partyf considers to be an Al component, the other party considers to be an Al system, as for the latter it r¢presents

the top leyvel of the content they develop.

Note 5 tofentry: See 6.3 for an elabopration of the relationship of the different abstraction layers of the ISO 26262 series,
ISO/IEC 42989 and this docurhent with each other.

3.1.18
Al task
action rgquired by the Al element (3.1.3) to achieve a specific goal

Note 1 tp entny=Examples of Al tasks include classification, regression, ranking, clustering and dimensionality
reduction).

Note 2 to entry: The Al task can be seen as a semantic description of the Al model (3.1.7).

[SOURCE: ISO/IEC 22989:2022, 3.1.35, modified — "task" has been replaced with "Al task", "by the Al
element" has been added, "<artificial intelligence>" has been removed; and the Notes to entries have been
modified.]

3.1.19

Al technology

any technology used within the lifecycle of an Al system (3.1.17) to design, develop, train, test, validate and
implement the Al model (3.1.7)

EXAMPLE Examples of Al technologies are provided in 6.6

© IS0 2024 - All rights reserved
4


https://standardsiso.com/api/?name=578259dfa00ca7ce19cab760ca88156a

3.1.20

ISO/PAS 8800:2024(en)

Al testing
testing the Al system (3.1.17) or Al model (3.1.7) to estimate the expected performance and generalization
capability in the field

Note 1 to entry: The Al testing is executed using an Al test dataset.

Note 2 to entry: See also ISO 26262-1:2018, 3.169.

3.1.21

Al system safety validation
confirmation that an Al safety requirement (3.1.16) allocated to the Al system (3.1.17) is fulfilled

e. In this

document, the term is intentionally used in a different way that is common in the ML community, i, to yerify the

Note 1 tu}entry: In other standards, validation indicates that requirements are suitable for the intended\u

impleme

3.1.22
bias

tation of the requirement.

undesirgd, systematic difference in the Al systems (3.1.17) predictions with respectto particular dlasses of

inputs ir] comparison with others due to potential incorrect learning process

EXAMPL

Note 1 td entry: Bias can arise from an undesired systematic difference within the dataset, from limitatio
the training process, or from limitations within the Al model (3.1.7) capability itself to accurately reflect the

) The classes of inputs can refer to images of objects and people in the'cantext of computer visi

on.

hs within
dataset.

[SOURCH: ISO/IEC 22989:2022, 3.5.4, modified —the definition‘was adapted to the Al context, Note 1 to

entry wds replaced, the EXAMPLE was added.]

3.1.23
control
element

related dperations like updates

Note 1 to

3.1.24

data pre¢-processing
part of the Al workflow that transfofms raw data so they are usable as the input to create the Al mod|

Note 1 t

completehess of the dataset.

3.1.25

encomppssing systen

item wh

3.1.26
ground
set of da

Note 1 to

Note 2 to

plement
3.5.4) controlling the execution of the Al task(8.1.18) by the Al element (3.1.3) and other Al

entry: The control element can control non~Al elements as well.

entry: Pre-processing can include reformatting, removal of outliers and duplicates, and ens

ch containssthe Al system (3.1.17)

fruth
faset annotations that are taken to be correct

element-

el (3.1.7)

iring the

entry: Individual annotations are derived from information external to the dataset.

entry: Individual annotations may be refined as new information becomes available.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.34]
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3.1.27

hyperparameter

parameters of the used Al technologies (3.1.19) that affect both the performance of the Al model (3.1.7) and
its learning process

Note 1 to entry: Hyperparameters are selected prior to training and can be used to help estimate model parameters
(3.1.35).

Note 2 to entry: Examples of hyperparameters include the number of network layers, the width of each layer, the type
of activation function, the optimization method, the learning rate for neural networks, the choice of kernel function in
a support vector machine, the number of leaves or the depth of a tree, the number of clusters in K-means clustering, the
maximum number of iterations of the expectation maximization algorithm and the number of Gaussians in a Gaussian
mixture.

[SOURCH: ISO/IEC 22989:2022, 3.3.4, modified — The term has been redefined to be applicable to pll kinds
of Al methods, not only machine learning.]

3.1.28
input space
set of popsible input values

Note 1 td entry: See semantic input space (3.1.34) and syntactic input space (3.1.36).for ways an input spafe can be
specified

3.1.29
maching¢ learning
ML
process pf optimizing model parameters through computational techniques, such that the model's behaviour
aligns with data or experience and enables prediction beyond.the training set

EXAMPLE Learning from experience can mean trying to represent non-static data like simulation, reinfprcement
learning ¢nvironment, etc.

[SOURCH: ISO/IEC 22989:2022, 3.3.5, modified =“"Reflects the data or experience" was repla¢ed with
"aligns with data or experience and enables prediction beyond the training set", the EXAMPLE was pdded.]

3.1.30
ML algorithm
algorithm to optimize parameters of a ML model (3.1.31) from data according to given criteria

EXAMPLE Consider solving a univariate linear function y = 8, + 8;x where y is an output or result, x is|an input,
0y is an iptercept (the value of y where x=0) and 6, is a weight. In ML, the process of determining the intefcept and
weights fpr a linear function isknown as linear regression.

[SOURCH: ISO/IEC 22989:2022, 3.3.6, modified — "determine" was replaced with "optimize".]

3.1.31
ML modeel
mathematical ¢onstruct that generates an inference or prediction based on input data or information and
comprises afunctionality that is created by machine learning (3.1.29)

EXAMPLE H-aumtvartateHmearfomnction (_y = GO + 311&) hasbeemrtratmed USing Hrrear TCETTSSION,; the resulting
model can bey =3 + 7x.

Note 1 to entry: A ML model results from training based on a ML algorithm (3.1.30).

[SOURCE: ISO/IEC 22989:2022, 3.3.7, modified — "And comprises a functionality that is created by machine
learning" was added to distinguish from other mathematical constructs.]
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el training

iterative process to optimize a ML model's (3.1.31) input and output behaviour on a given training dataset
with the intention to improve its quality (e.g. Al accuracy, Al robustness (3.1.14), generalization capability,
run time), based on a ML algorithm (3.1.30) that can adapt ML model parameters, hyperparameters (3.1.27),
cost function or the model structures itself

[SOURCE: ISO/IEC 22989:2022, 3.3.15, modified to elaborate the procedure and intention.]

3.1.33

safety-related Al element
Al element (3.1.3) that contributes to the achievement of an Al safety requirement (3.1.16) allocated to the

Al systil? Or can contribute to the violation of an Al sajety requirement allocated to the Al systein or can
contribufte to both

3.1.34

semantic input space

set of po

EXAMPL
containin
weather

5sible input values on a semantic level

) The semantic input space acquired by a camera sensor can be described as,consisting of stre

onditions.

Note 1 td entry: The semantic values correspond and conform to abstract sémantic concepts expected W

input spa

3.1.35

ce.

semantic output space

set of po

3.1.36

5sible output values on a semantic level

syntactic input space

set of po

EXAMPL
integers.

Note 1 to

3.1.37

Ksible input values on a syntactic level

L

) The syntactic input space acquired<by a camera sensor can be described as an RGB imagg

entry: The syntactic values can correspond and conform to the output values from a low-level sens

syntactic output space

set of po

3.1.38
trained

ksible output values on,aSyntactic level

ML model

ML moddl (3.1.31) with-a set of model parameters as result of ML model training (3.1.32)

[SOURCH: ISO/IEC.22989:2022, 3.3.14, modified — "ML model with a set of model parameters as"

partoft

e term.]

et images

g lane markers of different colours, orientation and degradations that appear in different lighting and

ithin the

array of

hdded as

3.2 Dataretateddefinmitions

3.21

Al test dataset
dataset used to estimate the performance and generalization capability of an Al model or an Al system

Note 1 to

3.2.2
Al valid

entry: See Clause 11 for more details.

ation dataset

dataset used to compare the performance of different candidate Al models (3.1.7)

© IS0 2024 - All rights reserved
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3.2.3
dataset insufficiency
insufficiency of the dataset regarding data-related safety properties under consideration

Note 1 to entry: Dataset insufficiency includes data integrity errors and data distribution errors.

3.24

field monitoring dataset

dataset collected after the release of the Al system (3.1.17) while the product is in operation and used
specifically for field monitoring of the performance of the Al system

3.2.5
hybrld qataset
dataset gomprising data elements that are both real-world data elements and synthetic data elements

3.2.6
in distribution data
data whpse features relevant to the Al task (3.1.18) are present and sufficiently welrepresent¢d in the
training|dataset

Note 1 tolentry: In distribution, input does not guarantee correctness of Al model outptt.

3.2.7
metadata
data that provides additional information about the data element or‘dataset but is usually not|directly
involved|in the training process

Note 1 tolentry: Some metadata (e.g. ground truth) is also used for training.

3.2.8
out of distribution data
data confaining features relevant for the Al task (3.1.18); either absent or not sufficiently well repregented in
the training dataset (3.2.12), that can result in an Al\é¥ror (3.4.1)

Note 1 tolentry: Out of distribution (OOD) refers to data or inputs that fall outside the scope of what an Al or ML model
was trairjed on or is designed to handle. When annAl system encounters OOD data, it can struggle to make| accurate
predictiops or decisions because it lacks the-necessary knowledge and experience to handle such inputs effectively.
00D datd can lead to unexpected or unreliable'model behaviour.

3.29
real-world dataset
dataset ¢omprising data eleménts that have been created by real world acquisitions

3.2.10
safety-related KPI
key perfprmance indi€ator relevant for the achievement of Al safety (3.1.15)

3.2.11
synthetjc dataset
dataset ¢amprising data elements that have been created artificially

Note 1 to entry: "Created artificially” implies that the data was not directly collected from something that happened in
the real world. Additionally, the data does not necessarily represent something that already happened in the real world.

3.2.12
training dataset
dataset used to train an ML model (3.1.31)

[SOURCE: ISO/IEC 22989:2022, 3.3.16, modified — definition reworked to contain the term "dataset".]
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3.3 General safety-related definitions

3.3.1

assurance

grounds

for justified confidence that a claim has been or will be achieved

[SOURCE: ISO/IEC/IEEE 15026-1:2019]

3.3.2

assurance argument
reasoned, auditable artefact created supporting the contention that its top-level claim (or set of claims) is
satisfied, including systematic arguments, its underlying evidence and explicit assumptions that support the

claim(s)
Note 1 to

— one

entry: An assurance argument contains the following and their relationships:

r more claims about properties;

— argurents that logically link the evidence and any assumptions to the claim(s);

— abo
— justi
[SOURCH

3.3.3
claim
true-fals
the clain

y of evidence and possible assumptions supporting these arguments for the claim{s);
fication of the choice of top-level claim and the method of reasoning.

: ISO/IEC/IEEE 15026-1:2019, modified — "argumentation” replaced with "arguments".]

e statement about the limitations on the values of andunambiguously defined property -
h's property — and limitations on the uncertainty<of the property’s values falling with

limitatigns during the claim's duration of applicability undér stated conditions

Note 1 to
Note 2 to
— prop
—  limi
— limit

—  limit

entry: Uncertainties may also be associated with-fhe duration of applicability and the stated condit
entry: A claim can contain the following:

erty of the system-of-interest;

ations on the value of the property'associated with the claim (e.g. on its range);

ations on the uncertainty of the\property value meeting its limitations;

ations on the duration of thé claim's applicability;

— duration-related uncertainty;

—  limit

ations on condifions associated with the claim;

— condition-related’tmcertainty.

Note 3 to
multiple
of thesel

entrys.Fhe term “limitations” is used to fit the many situations that can exist. Values can be a singl
bingle values, a range of values or multiple ranges of values, and can be multi-dimensional. The b
mitations are sometimes not sharp, e.g. they can involve probability distributions and can be incre

— called
in these

ions.

b value or
undaries
mental.

[SOURCE: ISO/IEC/IEEE 15026-1:2019]

3.3.4

undesired safety-related behaviour at the vehicle level
hazardous behaviour, RFIM prevention issue (3.3.9) or malfunctioning behaviour that can cause a hazard
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9


https://standardsiso.com/api/?name=578259dfa00ca7ce19cab760ca88156a

3.3.5
hazard
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potential source of harm

[SOURCE: ISO 26262-1:2018, 3.75, modified — "caused by malfunctioning behaviour of the item" and Note 1

to entry

3.3.6

deleted.]

influencing factor
factor contributing to the achievement or the absence of a safety-related property (3.3.13)

3.3.7

misuse
usage in

[SOURCH
3.3.8

reasonably foreseeable indirect misuse

RFIM
reasona
potentia

[SOURCH
explicitl

3.39
RFIM pr
inability|

3.3.10
risk

combinaltion of the probability of occurrence of harni-and the severity of that harm

Note 1 to
documen|

Note 2 to
of the pd
quantitaf

[SOURCH

3.3.11

Al safet
activity
a combir

EXAMPL

Note 1 to

a way not intended by the manufacturer or the service provider

:1S0O 21448:2022, 3.17 modified — The Note to entry and EXAMPLEs were deleted.]

ly increased severity of an occurring accident or a combination of both

: ISO 21448:2022, 3.17 modified — The term was taken from ‘Note 5 to entry of 3.17 an|
 defined.]

evention issue
to prevent or detect and mitigate a reasonably foreséeable indirect misuse (3.3.8)

entry: Other forms of risk definitions exjst,e.g. risk for other topics like the risk of a project to fail
L focuses on the risk regarding safety. Hence this definition was chosen.

entry: The resulting risk evaluation-of an error of an Al component is typically equivalent to the ¢
tential to lead to a violation, of a’ safety requirement allocated to the Al system. The evaluatid
ive as well as qualitative, depending on the safety requirement.

:1S0 26262-1:2018, 3128, modified — Notes 1 and 2 to entry were added.]

y measure
br technical solution to avoid, detect or control Al errors (3.4.1), to mitigate their harmful g
ation thereof

) Al'safety analysis.

ly foreseeable misuse which leads to a reduced controllability of the/hazardous behavipur, to a

d is now

etc. This

valuation
n can be

ffects or

entry: Safety measures include architectural measures.

Note 2 to entry: The Al safety measures include safety measures of Al elements (3.1.3) as defined in the ISO 26262 series
as well as measures to address functional insufficiencies in conformity to ISO 21448 (e.g. functional modifications
addressing SOTIF-related risks).
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3.3.12

safety validation

assurance, based on examination and tests, that the safety goals are adequate and have been achieved with
a sufficient level of integrity

Note 1 to entry: There are three terms, "Al model validation”, "validation" and "safety validation"”, that are
distinguished in this document. Al model validation originates from the validation data used by the Al community,
validation originates from classic system development and safety validation originates from the ISO 26262 series. The
three validation meanings are not the same.

[SOURCE: ISO 26262-1:2018, modified — Note 1 to entry was replaced.]

3.3.13
safety-related property
property impacting safety

3.3.14
safety requirement
requirernent related to safety

EXAMPLE1  SOTIF requirement.

EXAMPLE 2  Functional safety requirement.
EXAMPLE 3  Technical safety requirement.
Note 1 tofentry: This includes, but is not limited to, safety requirements motivated by functional safety as welllas SOTIF.

3.3.15
work prjoduct
work pr¢duct of the safety lifecycle that can be used as eyidénce within a safety assurance argument

3.4 Safety: Root cause-, error-and failure-related definitions

3.4.1

Al erroy]
one or nfore discrepancies between computed, observed or measured values or conditions of the A element
(3.1.3) and the true, specified or theoretieally correct values or conditions of the Al element

Note 1 tolentry: An Al error can be a single discrepancy or a sequence of discrepancies.
Note 2 tolentry: An Al error can be an error caused by a fault. Faults are typically addressed by the ISO 26262 series.
Note 3 tolentry: An Al error-Can’be an output insufficiency caused by a functional insufficiency.

3.4.2
Al triggering condijtion
specific fonditions,of a scenario that serve as an initiator for a subsequent Al error (3.4.1)

Note 1 td enfry: Functional insufficiencies or faults are themselves not Al triggering conditions but are pptentially
activated|Bythem thus leading to the occurrence of an Al error.

3.4.3

contributing Al error

Al error (3.4.1) which can lead to a violation of an Al safety requirement (3.1.16) allocated to the Al system
(3.1.17), either by itself or in combination with one or more other Al errors

3.44

Al error rate

probability density of Al error (3.4.1) occurrence divided by probability of no Al error occurring until the
measuring point

Note 1 to entry: Measurement units can include errors per h, errors per km, etc.

© IS0 2024 - All rights reserved
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Note 2 to entry: This is an analogue definition to the failure rate.

3.4.5
functional insufficiency
insufficiency of specification (3.4.6) or performance insufficiency

Note 1 to entry: A functional insufficiency activated by a triggering condition leads, per definition, to either an output
insufficiency, a hazardous behaviour, a RFIM prevention issue or a combination of these.

[SOURCE: ISO 21448:2022, 3.8, modified - The EXAMPLEs, Figures and Notes to entry have been removed.
Note to entry 1 has been added.]

3.4.6

insufficjency of specification
specificdtion, possibly incomplete, contributing to either a hazardous behaviour or an RFIM prevention issue
(3.3.9) when activated by one or more triggering conditions

Note 1 to|entry: An insufficiency of specification activated by a triggering condition leads percdefinition toleither an
output inpufficiency, a hazardous behaviour, an RFIM prevention issue or a combination of thése:

Note 2 tolentry: More details can be found in 6.7.1.

[SOURCH: ISO 21448:2022, 3.12, modified - The EXAMPLEs and Notes to entry have been removefd. A new
Note to ¢ntry has been added for clarification.]

3.4.7
output insufficiency
incorrecf output of an element as a result of a triggering conditiondctivating a functional insufficiengy (3.4.5)
of the el¢gment, contributing to either a hazardous behaviour, a*RFIM prevention issue (3.3.9) or both

[SOURCH: ISO 21448:2022, 3.8, modified - The term wastaken from Note 6 to entry and explicitly defined.]

3.4.8
safety-rgelated Al error
Al error (3.4.1) of a safety-related Al element (3.1(33)

3.4.9
safety-related fault
fault of d safety-related Al element (34.3)

3.4.10
systemgdtic error
error dup to a systematic fault

3.5 Miscellaneous'definitions

3.51
architeqtural measure
technicall solution implemented by the Al element (3.1.3) to detect and mitigate or tolerate Al errofs (3.4.1)
in order|to-uphold the ability to execute the Al task (3.1.18) in a safe manner or to achieve or maintain a
dedicated operating mode 1n case of Al errors without unreasonable risk (3.3.10)

EXAMPLE1 Addition of output layers in the Al model for classification. Al models can make incorrect predictions
that can lead to hazardous behaviour. Therefore, it would be beneficial for a model to be cautious in situations where
it is uncertain about its predictions. One way to accomplish this is to design Al models by adding output layer(s) to
represent reject class or reject option. Such models assess their confidence in each prediction and have the option to
abstain from making a prediction when they are likely to make incorrect predictions.

EXAMPLE 2  Addition of redundant Al components (3.1.1).

Note 1 to entry: Architectural measures have a tangible impact on the Al system (3.1.17) or Al component and can
enhance or modify the architecture of Al system or Al component.
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Note 2 to entry: If an architectural artefact is used during development (e.g. using a saliency map to argue the
explainability of the system) but is removed for system deployment, this is not considered an architectural measure.

3.5.2

component

non-system level element that is logically or technically separable and is comprised of more than one
hardware part or one or more software units or a combination of hardware part(s) and software unit(s)

EXAMPLE A microcontroller.
Note 1 to entry: A component is a part of a system.

[SOURCE: ISO 26262-1:2018, modified — "Or a combination of hardware part(s) and software unit(s)"
was addpd.]

3.5.3
development measure
appropriate process step(s) (activity) for the development of an Al system (3.1.17) or anAlcomponeft (3.1.1)
that facilitates fulfilling Al safety requirements (3.1.16) and/or enhancing the Al propérties

Note 1 to|entry: When analysing an Al system or Al component, specific activity used.during or after the training of
the Al component can be a development measure. See 10.4 for more details.

3.5.4
element
system, fomponents (system, hardware or software), hardware part§or software units

[SOURCH: ISO 26262-1:2018, modified — "System" added to the components and both Note 1 and Note 2 to
entry removed.]

3.5.5
item
system ¢r combination of systems, to which ISO 26262 is applied, that implements a function or part of a
function|at the vehicle level

[SOURCH: ISO 26262-1:2018, modified — Note.1 to entry removed.]

3.5.6
off-boarld
property indicating that a given taskis external to the vehicle system

3.5.7
on-boa
property indicating that a given task is internal to the vehicle system

3.5.8

testing
process fof planning, preparing and operating or exercising an item or element to verify that it|satisfies
specified requirements, to detect safety anomalies, to validate that requirements are suitable in the given
context qnd to create confidence in its behaviour

Note 1 to entry: "To create confidence in its behaviour" also includes evaluating the performance of the element or item.

[SOURCE: ISO 26262-1:2018, modified — Note 1 to entry was added]
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3.5.9
validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use

or application have been fulfilled

Note 1 to entry: There are three terms, "Al model validation”, "validation" and "safety validation"”, that are
distinguished in this document. Al model validation originates from the validation data used by the Al community,
validation originates from classic system development and safety validation originates from ISO 26262. The three

validation meanings are not the same.
[SOURCE: ISO/IEC 22989:2022, 3.5.18, modified — Note 1 to entry was added]
3.5.10

verification

confirmation, through the provision of objective evidence, that specified requirements have beenfu

EXAMPLE The typical verification activities can be classified as follows:

— verification review, walk-through, inspection;

— verification testing;

— simylation;

— prototyping;

— analysis (safety analysis, control flow analysis, data flow analysis, etc.)

Note 1 tolentry: Verification only provides assurance that a product ¢enforms to its specification.

[SOURCH: ISO/IEC 22989:2022, 3.5.18, modified — EXAMPLE was added]

4 Abbreviated terms

ACP assurance claim point

ADS automated driving system

Al artificial intelligence

ASIL automotive safety integrity level
DFA dependent failureanalysis

DLC dataset lifecycle

DNN deep neural network

E/E electrical/electronic

FMEA fathtre modeand-effectsanalysis

filled

FN false negative

FP false positive

FPS frames per second

GSN goal structuring notation

HARA hazard analysis and risk assessment
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HAZOP
HMI
KPI

ID

ML

NN
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hazard and operability study
human machine interface
key performance indicator
in distribution

machine learning

neural network

ODD
00D
OTA
PFD
PWM
RFDM
RFIM
SOTIF
TN

TP

5 Regd

5.1 Py
This clay
a) achi
b) inte

c) inte

5.2 G¢€

When cl
applies:

operationat desigm domnTain

out of distribution

over the air

probability of failure on demand

pulse width modulation

reasonably foreseeable direct misuse
reasonably foreseeable indirect misuse
safety of the intended functionality
true negative

true positive

uirements for conformity

rpose

se describes how to:

bve conformity to this document;
'pret the applicabilit{ of each clause;

‘pret the tables and figures used in this document.

neral requirements

himing-conformity to this document, each requirement shall be met, unless one of the f]

pllowing

a) tailoring of the safety activities as defined in Clause 6 or in accordance with ISO 26262-2 has been
performed that shows that the requirement does not apply;

b) arationale is available that the non-conformity is acceptable, and the rationale has been evaluated in

acco

rdance with this document and ISO 26262-2, when applicable.

The results of safety activities are given as work products. “Prerequisites” are information which shall be
available as work products of a previous phase or from an external source. Given that certain requirements
of a clause depend on the automotive safety integrity level (ASIL) or may be tailored, certain work products
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may not be needed as prerequisites. A summary of the normative parts of this document is provided in
Annex A.

NOTE External sources are used in this document to refer to work products that are the result of activities outside
of the defined Al safety lifecycle, such as input received from the development process of the encompassing system
and interpretations of tables and figures.

Tables and figures can be normative or informative depending on their context. Tables and figures that are
referenced by normative requirements are considered normative unless it is explicitly specified otherwise.
Other tables and figures are only informative.

If it is possible to fulfil a requirement with a different combination of methods, a rationale is provided that
the chosen-combination of methods fulfil the reguirement

6 Al within the context of road vehicles system safety engineering and basic
conceplts
6.1 Application of the ISO 26262 series for the development of Al systems

This document is intended to be applied in combination with the ISO 26262 seriés to specifically addiress the
safety off Al systems.

— For Al components that are not Al models, or do not contain Al models, the ISO 26262 serigs can be
applied by itself.

— For Al components that are Al models, or that contain Al models, the ISO 26262 series can be tailpred and
applied in combination with this document (see Figure 6=1).
| Application of ISO 26262 T Application of ISO 26262 (tailored) and —I
' | this document |
| @ |
| ltem L |
| < |
| S |
| L | |
I YN I Y I
I Non-Al systém(s) and its I Al system(s) I
| elements | |
| T | |
[ | |
| %\% | |
[ Q | |
[ | |
| ?9‘ | !
QO v | v |
| N | |
lr'\?” Al components that are I Al components that are I
| not Al models or that do | Al models or contain !
i not contain Al models i ATmodels i
| | |
[ | |
. . ____ il

Figure 6-1 — Visualization of the applicability of the ISO 26262 series and this document to the item
and its elements

NOTE See Annex C for a possible tailoring of ISO 26262-4 and ISO 26262-6 for ML.
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6.2 Interactions with encompassing system-level safety activities

An example interaction of Al system development with the encompassing system development based on
the ISO 26262 series and ISO 21448 can be found in Table 6-1 and in Table 6-2. These tables also include
remarks regarding the interaction and the applicability of the corresponding standards with this document
and the development of the Al elements.

NOTE1 ISO 21448 is applicable to intended functionalities where proper situational awareness is essential to
safety and where such situational awareness is derived from complex sensors and processing algorithms. This
applies in particular to functionalities of emergency intervention systems and systems that have SAE levels of driving
automation from 1 to 5. However, this document applies to all Al systems whose errors can impact safety independent

of the vehicle-level functionality. Systems can utilize Al technologies that do not fall within the scope of ISO 21448 but
that do faH-withinthescepe-ofihis-doctment:

NOTE 2 | Although this document and ISO 21448 both focus on functional insufficiencies, conformityto ong¢ does not
automatifally imply conformity to the other.
During the encompassing system architecture design phase, encompassing system\rvequirempnts are

decompg@sed and allocated to the Al systems as well as other elements of the encompdssing system.

Table 6

with the ISO 26262 series

-1 — Example interaction of the Al element development in conformity to this docunjent and

Interaction of the
Al system with the

Al system: System
component consist-

Al component: Con-

Al compongnt: Al
model implemented

Safety mpnagement
regardinlg production,
operatioh, service and

of the Al safetyis
part of theSafety
management of

dress the management
of Al safety

1SO 26262:2018 encompassing sys- | . ventional 2 hard-
ing of hardware and by software|compo-
tem (the Al system ware component .
. . software components nent(s)
is not an item)
Part 2, Clause 5: Over- Adapted to also ad- Directly applicable Adapted to alfo
all safetyf management - dress the management address the njanage-
of Al safety ment of Al safety
Part 2, Clause 6: Pro- |The management Adapted tozalso ad- Directly applicable Adapted to alfo
ject depgndent safety |of the Al safety is dress the\lanagement address the manage-
managerpent part of the safety of Al.safety ment of Al safety
management of
the encompassing
system
Part 2, Clause 7: The management Adapted to also ad- Directly applicable Adapted to alfo

address the mjanage-
ment of Al safety

ard analysis‘and risk
assessment

decommj|ssioning the encempassing
systeni

Part 3, Clause 5: Potential source of

Item definition input space specifi- - - -
cation

Part 3, Clause 6:'Haz-

Part 3, Clause 7: Func-
tional safety concept

Potential source of
safety requirements
allocated to the Al
system

Part 4, Clause 6: Tech-
nical safety concept

Potential source of
safety requirements
allocated to the Al
system

Applicable (tailoring
can be necessary)

Hardware safety
requirements are de-
rived from technical
safety requirements
allocated to the Al
system

Software safety
requirements are de-
rived from technical
safety requirements
allocated to the Al
system

a2 Conventional hardware is hardware that is not specifically designed to implement an Al model, e.g.

CPUs, GPUs or FPGAs.
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Table 6-1 (continued)

IS0 26262:2018

Interaction of the
Al system with the
encompassing sys-
tem (the Al system

is not an item)

Al system: System
component consist-
ing of hardware and

software components

Al component: Con-
ventional 2 hard-
ware component

Al component: Al
model implemented

by software

compo-

nent(s)

Part 4, Clause 7: Sys-
tem and item integra-
tion and testing

Al system as a sys-
tem component to

be integrated into

the encompassing

system

Integration of the
hardware and soft-
ware components of
the Al system (tailor-
ing can be necessary)

Part 4, CLause 8T Sate-
ty validafion

Potential SOUrce ot
additional valida-
tion strategies and
requirements

Part 5: Pfoduct
developrhent at the
hardwarg level

Potential source of
hardware safety re-
quirements allocated
to the Al elements

Applicable (tailoring
can be necessary)

Applicable

Refinement of

hardware-software

interface

Part 6: Pfoduct
developrhent at the
softward level

Potential source of
software safety re-
quirements allocated
to the Al elements

Applicable (tailoring
can be necessary)

Refinement of
hardwaresoftware
interface

Applicable (t3
can be necess

iloring
ary)

Part 7: Production, Al elements can be |Potential source of re- |Poténtial source of re- | Potential source of re-
operatiof, service and |part of the produc- |quirements and work {qQuirements and work |quirements aphd work
decommjssioning tion process products relevant for«<\|products relevant for |products releyant for
production, operation, | production, operation, | production, operation,
service and decommis- |service and decom- service and d¢com-
sioning missioning missioning
a  Conventional hardware is hardware that is not specifically designed to implement an Al model, e.g. CPUs, GPUs or FPGAs.
Table 6-2 — Example interactions with ISO 21448
Interaction of the Al system development with
ISO 21448:2022, Clause encompassing system activities, motivated py ISO
21448:2022
Clause 51 Specification and design Clause 5 activities:
— provide the interfaces of the Al system pith the
encompassing system;
— determine the semantic input space;
— provide the functionality required by the Alfsystem;
— provide safety requirements allocated tq the Al
system, including, but not limited to, safety-related

KPIs.

Activities of this document:

provide

triggering

conditions
insufficiencies of the Al system;

provide achieved safety-related KPIs;

and functional

provide a description of deployment measures
required to support the Al and data lifecycles.

Clause 6: Identification and evaluation of hazards

Clause 6 is a potential source of safety requirements, in-
cluding, but not limited to, safety-related KPIs, allocated
to the Al system.
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Table 6-2 (continued)

1SO 21448:2022, Clause

Interaction of the Al system development with
encompassing system activities, motivated by ISO
21448:2022

Clause 7: Identification and evaluation of potential func-
tional insufficiencies and potential triggering conditions

Clause 7 activities:

— apotential source of safety requirements allocated to
the Al system;

— apotential source of Al triggering conditions.

Activities of this document:

— provide potential triggering conditions\\of the Al

strategy

system.
Clause 81 Functional modifications addressing SOTIF-re- |Activities of this document:
lated risks
— modification request to the encempassing system in
case safety requirements allocated to the Al system
cannot be fulfilled.
Clause 91 Definition of the verification and validation Clause 9 is a potential source of safety-related KHIs, allo-

cated to the Al systemy

Clause 10: Evaluation of known scenarios

Activities of this doeument:

— provide triggering conditions of the Al syjtem and
the assoCiated Al error modes, error pattdrns or a
combihation of both;

— provide achieved safety-related KPIs.

Clause 1]: Evaluation of unknown scenarios

Thissdocument provides means to achieve safetyirelated
KP¥s.

Clause 12: Evaluation of the achievement of the SOTIF

This document provides a safety assurance arguinent for
the Al system which can be used within the evalyation of
the achievement of the SOTIF.

Clause 18: Operation phase activities

This document provides the Al system requireme¢nts to
the encompassing system regarding the operation phase.

During

levelopment and as part .of\continuous assurance activities during operation, it can

become

necessaiy to adjust the safety req@izements allocated to the Al system leading to an iterative feedback cycle
to the epcompassing system safety concept and safety requirements. Iterations of the requiremlents are

triggeredl for example if:

— an Al system that iseapable of fulfilling its assigned safety requirements and associated safety-related

properties cannet\be feasibly developed (e.g. due to inherent performance limitations in

algofithm used);

— suitable training data and test data cannot be found;

the ML

— evidﬁnce to demonstrate that the safety requirements and associated safety-related properties are
fulfi i TCT i :

In each of these cases, changes to the encompassing system safety concept can be defined, leading to a set of

updated, realisable requirements on the Al system.

NOTE 3
better feasibility can be (see also 10.5):

— restrictions in the ODD;

Measures on the encompassing system safety concept to reduce the safety load of an Al system towards

— implementation of diversity such as different processing algorithms or sensing modalities;

— implementation of redundancy such as multiple hardware components in parallel;
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— acombination of the aforementioned measures.

Once the Al system has reached an adequate level of performance in relation to the safety requirements, the
Al system can be integrated into the encompassing system including evidence to support the achievement
of the safety requirements. This can result in the need for further iterations of the Al safety life cycle, for
example, due to the following conditions:

— Integration tests of the encompassing system reveal previously undiscovered faults or functional
insufficiencies in the Al system that require additional development cycles.

— The encompassing system assurance case requires additional evidence to support safety claims related
to the Al system that require additional effort to collect the required evidence.

Collectedl field data and observations made during operation related to the performance of thetAll system
(e.g. increased number of false positive errors under certain traffic conditions or an increasedrate ¢f out-of-
distribution inputs) can indicate changes in the input space. It may not be possible to address|these{changes
by refining the safety requirements on the Al system or through additional development-activities.[Changes
may neefl to be made at the encompassing system level. This can lead to changes in the‘safety requirements
assigned to the Al system and a repetition of the safety life cycle.

6.3 Mapping of abstraction layers between the ISO 26262 series, ISO/IEC 22989 and fhis
document

The 1SO[26262 series uses the following levels of abstraction: item, system, component, software unit and
hardwarile part. The relationship between these is visualized in Figiite 6-2 (ISO 26262-10:2018, Fjigure 3).
It is typjically used when a given requirement can be applied/on/different levels of abstraction, e.g. on
hardwaile components as well as on hardware parts. An example'item composition is shown in Figure 6-3
(ISO 26262-10:2018, Figure 4).

Item |————& I+ Function

1.* 1.% |
System | ———-
? 0.*
1.* system:

sensor, controller
and actuator

Component ——

7 o

component:
1. e.g. microcontroller,
" application software,

HW-Part/
SW-Unit

e.g. CPU,
SW-RAM Test Module

Key

& realization: one instance is realized by another instance (e.g. a function or part of a function is realized by an

I item)

? aggregation: one instance has a set of other instances (e.g. a system has a set of components)

»n o«

NOTE1 Depending on the context, the term “element” can apply to the entities “system”, “component”, “hardware
part” and “software unit” in this chart, according to [SO 26262-1:2018, 3.41.

NOTE2 "*"means N elements are possible, where N is a positive integer number.

Figure 6-2 — Relationship of item, system, component, hardware part and software unit
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Array of
systems
,—|—| Item
Systems
|
[ I 1
i- Other
E/E systems Comr_num
cation technology
|
[ I 1
Sensor Controller Actuator
4 Element
Hardware Software Hardware Software Hardware Software
components components components components components components
I I I I I I
Hardware Software Hardware Software Hardware Software
parts units parts units parts units

Figure 6-3 — Example item composition

ISO/IEC |22989 uses the following abstraction layers: Al system and Al components, where the Al system
consists|of Al components. ISO/IEC 22989 does not explicitly state if a given“Al component can itself consist
of Al components. In this document this is possible. The Al component¢an be an Al model, a conyentional
element,|i.e. an element not considered to be an Al model, or a combiration of both. The Al system fcontains
at least gne Al model and realizes the Al task. Figure 6-4 uses the'same notation as Figure 6-2 to yisualise
the relatfionship between Al system and Al components.

Al System ———— £ Al task

7.

Al component

7 ke

Fealization: one instance iswrealized by another instance

? hggregation: one instance has a set of other instances

NOTE 1 | Depending.on the context, the term “Al element” can apply to “Al system” and “Al component”.

NOTE 2 | "*" mean$ N elements are possible, where N is a positive integer number.

Figure 6-4 — Relationship of Al system and Al component

This document uses terms from both ISO/IEC 22989 and I1SO 26262-1. The terms from the different standards
do not map one-to-one. So, depending on the context, multiple mappings are possible as shown in Table 6-3.
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Table 6-3 — Possible mappings between ISO/IEC 22989 and ISO 26262-1 terms, depending on

the context

ISO/IEC 22989 terminology IS0 26262-1 terminology
Al system [tem, system, component, software unit or hardware part
Element
Al component System, component, software unit or hardware part
Element

In this document, the term “Al system” is the top level of abstraction of the content to be developed. As such
it is possible in a distributed development that what one party considers to be an Al component, the other

] ] £ + 4+ d

party conpstderste-beanilsystemasforthemitrepresentsthetoplevel ef thecontenttheydevelsp.
Figure 6[-5 provides an example of an item decomposed into its elements. In this example, the-item|consists
of two sfystems: system A and system B. For the sake of simplicity, system B is not furthet,decdmposed.
System A is composed out of the system components A.1 and A.2. System component A.1 does not cqntain an
Al mode]. As such it cannot be an Al system. System component A.2 contains an Al modeland is deglared to
be the Al system in this example.
NOTE It would have been possible to declare system A as the Al system, as it too coxtains at least one Al mjodel. The
decision yegarding the scope of the Al system is made as part of negotiations betweéen the development organisations
responsille for the encompassing system.
The systiem components themselves consist of hardware and software Components. System compdnent A.2
is considered to be an Al component as it composes the Al system. Afurther breakdown into software units
and hardware parts of the components has been omitted for the sake of simplicity.
Item
RO—1—
System A System B
[ I 1
System component A.1: System component A.2:
Non-Al System Al System
[ I 1 [ I 1
Al components: Al components:
SW components HW components SW components HW components
——— | —— |
SWCAL1 SWCA L2 HWC A.1.1 SWCA2.1 SWCA22 HWC A.2.1
(conventional | | (conyentional (conventional (conventional Al d .l (conventional
SW) SW) HW) SW) (Al model) HW)
Figurre 6-5 — Example of a hierarchical decomposition of an item into its elements down to the
component level - decomposition tree view
6.4 Example architecture for an Al system

This document uses the architecture shown in FIgure 6—6 as an example architecture. The Al system receives
its input from the source, executes its task based on the input and the control signals and then provides its
output to the consumer. The Al system itself consists of the Al components Al pre-processing, Al model and
Al post-processing. The Al post-processing uses data provided from the previous process steps (i.e. Al pre-

processi

NOTE 1
systems.

ng and the Al model) in combination with the original input data for monitoring purposes.

This architecture is just an example and has no claim of representing all possible architectures of Al

© IS0 2024 - All rights reserved
22


https://standardsiso.com/api/?name=578259dfa00ca7ce19cab760ca88156a

ISO/PAS 8800:2024(en)

NOTE 2  If the Al system is implemented for a real-time task, the execution of the Al system can be triggered
synchronously or asynchronously depending on the behaviour of the control element, sources of the input streams
and the consumers of the outputs. These considerations can be relevant to the definition of the safety requirements on

the Al system.

Control element

A

Control
y signals

Al System

Input Al pre- Output Al post- Output
Source processing Al model processing > Consumer
Key
[ J| Alsystem
B | AIcomponent
[ J| elementnotbelonging to this Al system

6.5 Types of Al models

Examples for types of Al models include, but are not limited tp, 'deep neural networks, k-nearest nei
support [vector machines, decision trees, symbolic Al andfuzzy logic. These can be clustered in
categorigs. For example, deep neural networks, k-nearest'neighbours, support vector machines and

trees cal be categorized as ML models as shown in Figure 6-7.

Figure 6-6 — Example architecture of an Al'system

Al : Artificial Intelligence

~

Machine learning Symbolic,Pa{‘ Heuristics
\\\‘
Deep neural networks Fuzzy lo@ Genetic algorithm
K-nearest neighbour Casétbased reasoning Differential evolution

Coevolutionary algorithm

A3
Support vector machines ( b @%ert systems

a

(02

6.6 Altechnologies of a ML model

Figure 6= i =

Figure 6-7 — Example of different types of Al models

chbours,
different
decision

I that is

implemented in hardware and software. In addition to the Al method itself, the Al technology also contains

the tools and procedures to generate the Al model.
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ML model specification (including hyperparameters)

ML model
generator

Source code (C++,..)

Compiler and

Executable machine code + configuration data Linker

Hardware platform (including instruction set) V Deployment

Figure 6-8 — Al technologies to create an executable ML model (applicationof1SO 26262)

Untrained ML model (development
environment)

Machine learnil@Q
framework

- Trainin \\

- Al testi

...A\?

+

Trained, validated and tested ML
model (target environment)

Figure 6-9~< Al technologies to create a trained ML model (application of this document)

The Al [technologies listed in Figure 6-8 are not considered to be relevant sources for fynctional
insufficigncies, e.g. compiler and linker are well known technologies already utilized by non-Al fystems.
For these technologies, it is enough to apply the ISO 26262 series to achieve Al safety. The Al technologies
listed in Figure 6-9 are considered relevant sources of functional insufficiencies for which the application of
the ISO 26262 series alone is not considered to be sufficient to achieve Al safety. For these technologies, the
remaining clauses of this document are applied.

6.7 Error concepts, fault models and causal models

6.7.1 Cause-and-effect chain

This document utilizes the concept of Al triggering conditions, faults, functional insufficiencies, Al errors
and the undesired safety-related behaviour at the vehicle level. The mapping of the terms of this document
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to the cause-and-effect chain used by ISO 21448 can be found in Figure 6-10. The mapping of the terms of
this document to the cause-and-effect chain used by ISO 26262 series can be found in Figure 6-11. The Al
triggering condition activates a fault or a functional insufficiency, resulting in an Al error in case of a fault
and a contributing Al error in case of a functional insufficiency.

:_ Al triggering —: I_Contributing Al ) ;_Undesired safety-related_|
| condition b | | error | | behaviour at the vehicle |
| | | | | level |
|
| 150 21448 I I I |
RFIM
| | | | ' ) |
| . . | prevention |
l| Triggering S&;f::g:fl gln I Output contributes 1ssue |
[ conditions y \| insufficiency to either a |
| element level | Hazardous |
| | ! | behaviour on 1 Hazard
| | i | || vehicle level |
! ! | ! ! !
e ———— [ ———— | o —

a2 An output insufficiency, either by itself or in combination with one or more output insufficiencies of other plements,
contfibutes to either a hazardous behaviour at the vehicle level or an inability to prevent-or-detect and mitigate a
reaspnably foreseeable indirect misuse.

b Sinc¢ a triggering condition of ISO 21448 results in a contributing Al error in the{Gontext of this docunpent, they
reprgsent a subset of all Al triggering conditions.

Figure 6-10 — Mapping of the cause-and-effect chain of ISO 21448'to the terms of this document

EXAMPLE An insufficiency of specification can be a missing object ih the Al training, Al validation anpd Al test
dataset of an Al system utilizing an ML model for object classification. In this case, encountering this object during
operation] in the field is the Al triggering condition that activates<this insufficiency of specification, resultng in the
occurrenfe of a contributing error. The contributing Al error wduld be the incorrect classification of the obj¢ct by the
ML mode] and consequently by the Al system.

An Al erfor of an Al component can propagate through the Al system and can result in an Al error jof the Al
system. [[he Al error of the Al system can propagate through the encompassing system and can cqntribute
either by itself or in combination with one or more other errors or output insufficiencies of the elements of
the encompassing system to an undesired safety-related behaviour at the vehicle level.

r Al ) I_ Al I_Undesired safety-—l
: triggering I error I Irelated behaViourI
condifion |at the vehicle level

Malfunctioning
behaviour caus- H4zard
ing a hazard

|
| 1SO 26262

dedicpted Fault Error

term 2 |

r—J

G

. ’ Malfunc-
IEEVE] contributes attunc
5 tioning
ure to .
behaviour

o

h______
I
I

r
I
I

a In the ISO 26262 'series, there is neither a dedicated term for the condition that activates a fault nor is this concept
explicitly utilized.

b Afailurefeither by itself or in combination with one or more failures of other elements, contributes to a malfunctioning
behdviour. UI

Figure 6-11 — Mapping of the cause-and-effect chain of the ISO 26262 series to the terms of this
document

The undesired safety-related behaviour at the vehicle level is used as an umbrella term for the corresponding
terms of the ISO 26262 series (i.e. the malfunctioning behaviour at the vehicle level which can cause hazards)
and ISO 21448 (i.e. the hazardous behaviour at the vehicle level and RFIM prevention issue).
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Different error classes can be distinguished depending on the root cause. The correlation between
contributing Al errors and their different root causes is shown in Figure 6-12.

NOTE1 A contributing Al error of the Al element can lead to the undesired safety-related behaviour at the vehicle
level by itself or in combination with one or more other Al errors.
Performance
insufficiency
. ] . of the Al element
| Output insufficiency Caiised by Functional insufficien- Can be
"] ofthe Al element cy of the Al element classified as
Insufficiency of
specification of
Contr butmg Can be LUHLrl.DLlLlﬂg LU[ILrl.[)uLll'lg the AI elem( nt
Al drror classified as systematic error of systematic fault of
the Al element the Al element
Contributing random Contributing random
» hardware error of Caused by hardware fault of
the Al element the Al element
Figyre 6-12 — Correlation of safety-related errors with their different classes of root causes

The root]

causes for the different kinds of Al errors are:

— insuffficiency of the specification

EXAMPL
dataset. ]

EXAMPL
EXAMPL
EXAMPL
— perf

EXAMPL
condition

NOTE 2
datasetr
in turn cd

— cont

EXAMPLY

EXAMPL
regarded

NOTE 3

E 1 An insufficiency of the specification can be missing datasets'in the Al training, Al validation
he resulting output insufficiency can be a misclassification when exposed to the missing datasets.
2 Specification of a neural network model with insufficient complexity.
3 Aninadequate training loss function.
L4 Inadequate labelling specification.
prmance insufficiency

L5 A performance insufficiency can\be an insufficient range of a sensor in case of certain envir
s. The resulting output insufficiendy ¢an be a false negative detection of an obstacle in the trajectoy

In the case of ML models, performance insufficiencies can be specifically caused by training
blated issues, e.g. insufficiencies in the coverage of the respective input space. These data-related i
nsidered to be insufficiencies of specification, or more precisely as insufficiency of specification of

ributing systematiefault
L6 Acontribiting systematic fault can be to divide by zero in the software or to use incorrect variah

7 Overfitting the DNN resulting in wrong high-confidence classification outputs of corner cas|
to be a centributing systematic fault in the training procedure.

Sometimes the classification of a given issue in either a systematic fault or a functional insuffic

or Al test

bnmental
y.

and test
ssues are
the data.

le names.

es can be

ency can
ssue does

be ambig

ous. Independent of the classification, a safety assurance argument is provided to argue that this i

not represent an unreasonable risk. As long as this safety assurance argument is available, the exact classification is
not relevant.

— contributing random hardware fault

EXAMPLE 8

Physical defect causing a short to ground.

When evaluating the effectiveness of safety mechanisms, it can be necessary to distinguish the different
classes of errors.

EXAMPLE 9
elements,

but it is not effective in detecting systematic errors.
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The different fault classes can also be used within the safety assurance argument by addressing each root
cause class with a dedicated set of safety measures.

EXAMPLE 10 Codingguidelines are ameasure to avoid systematic faults in SW.In combination with other fault avoidance
measures, e.g. as specified in ISO 26262-6, the absence of unreasonable risk due to systematic faults can be argued.

It can also be useful to classify the Al triggering conditions in different categories.

EXAMPLE 11 For ML based Al models, the Al triggering conditions can be distinguished as:

boundaries ("hard" cases), and undecided cases (high aleatoric uncertainty, e.g. due to label noise);

cases that are similar to known training data samples ("in-distribution" cases), such as: cases at decision

uns
(cov

addi

appl

Statistic
about th
conditio

EXAMPL

uncertair
can often|

6.7.3

Comparg

rdll 4= £ i adaasrl Ao n Y 1 1 1o 4= L de Jaifie). 1.
CII CaddstTdS l_ UUtUITUIS I TUULIUIT LQDCDJ, SULIT dS. 1TIUVTC] UUJCLLD kbclllallLlL Dlllll,), Ul 11IUVCI TIIId|

hriate shift);
ion of small changes to a sample which causes no error (e.g. addition of adversarial crafted perturh
ying a maliciously inserted trigger pattern (e.g. inserted via data or model poisoning).

hlly obtained ML models like deep neural networks exhibit for any outputZan inherent ung
eir correctness. Therefore, besides classification of Al errors, root.causes, and Al tr
hs, a classification of uncertainty types and their associated sources cartalso be helpful in

12 The two major types used to model the uncertainty of the ML model are epistemic and

be fixed with more data, aleatoric uncertainty stems from intrinsic noise in the training data.

Error classification based on the safety impact

d to the criticality classification of random hardware faults as described in ISO 2626
document uses a simplified scheme as shown in Figure 6x13.
non safety-
related Al safe Al error
error
no no
Al error of YeS | safety-related yes contributing
the element Al error Al error
(1) (2)

Key
(1) Isth
(2) Can

Figur

b element a safety-telated element?
he error signifieantly contribute to the occurrence of a safety-related undesired behaviour at the veh

p 6-13"— Error classification scheme based on the potential to lead to an undesired s
related behaviour at the vehicle level

e styles

ation);

ertainty

iggering
ractice.

aleatoric

ty. While epistemic uncertainty stems from uncertainty of having thé.right model for the given sample and

2-5, this

cle level?

afety-
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7 Al safety management

7.1 Objectives

The objectives of this clause are:

a) to define an Al safety lifecycle and its activities to ensure that contributing errors of the Al system do
not lead to unreasonable risk of undesired safety-related behaviour at the vehicle-level. The Al safety
lifecycle includes:

1) a definition of activities necessary to develop the Al system, to provide the assurance and the

2)

evidence that the Al system is safe and to ensure the Al safety during operation;

in case of the utilization of ML based Al technologies: a data-driven, iterative dppr

encompassing system's safety lifecycle;

pach for

the development, evaluation and continuous assurance of Al system within the‘\contlext of a

b) to eIsure that overall and project specific safety management processes and actiVities are appropriate

toe

NOT
man

¢) toplan,initiate and conduct the Al safety activities.

7.2 Prerequisites and supporting information

The foll

a) the Al system definition, including:

1)
2)

3)

NOTE 1
regardin
Al errors

NOTE 2

7.3 G¢€

sure the safety of the Al system;

F ISO 26262-2 provides suitable guidance on overall safety managemefnt and project-speci
hgement. This guidance can require extensions based on recommendations_in this document.

the Al system functionality;

the interfaces of the Al system with_the encompassing system, including if applicable,
capability of the inputs to the Al system;

the safety requirements allocated to the Al system, including if applicable:
[) the ASIL rating of the'safety requirements;

ji) the acceptance criteria or validation targets derived in conformity to ISO 21448:2022, Clay
The safety requitements allocated to the Al system from external sources are typically reqy

b the avoidance,or,control of safety-related faults, the allowed maximum error occurrence rate of con
the identification of Al triggering conditions, and the robustness against certain environmental co|

neral requirements

fic safety

pwing information shall be available (from external sources, e.g. the encompassing system
development):

the ASIL

se6o0r9.

irements
tributing
nditions.

For an-elaboration of the fault model, the causal model, and the error concepts used by this document, see 6.7.

7.3.1 An Al safety lifecycle shall be defined that specifies the activities necessary to develop the Al system,
to provide the assurance and the evidence that the Al system is safe and to ensure the maintenance of Al
safety during operation. It can be based on the reference lifecycle (Figure 7-2) and can be tailored according
to project-specific needs. The tailoring is supported by a rationale for why the tailored Al safety lifecycle is
appropriate to achieve Al safety.

7.3.2 At each phase within the Al safety life cycle, work products shall be defined to support the safety
assurance claims of the Al system.
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7.3.3 The activities of the Al safety lifecycle shall be coordinated with the safety lifecycle activities of the
encompassing system as defined by ISO 26262-2 and, if applicable, ISO 21448.

NOTE The Al system can be developed as a safety element out of context. The concept of a safety element out of
context is described in ISO 26262-10:2018, Clause 9.

7.3.4 The activities described in [SO 26262-2 shall be adapted in order to address the management of Al
safety, including:

a) theintegration of the Al safety lifecycle into the ISO 26262 series safety lifecycle (see ISO 26262-2:2018,
Figure 2);

b) the §nhancement of "Tunctional satety to Al salety ;

c) meapures to ensure that a sufficient level of cross domain competences regarding saféty‘and Al are
available, in conformity to ISO 26262-2:2018, 5.4.4.1;

d) adding this document as a relevant standard of [SO 26262-2;
e) the fise of a safety assurance argument as part of the safety case of ISO 26262-2;
f) extending the safety plan of ISO 26262-2 to include the safety activities ofthis document;

g) taildring ISO 26262-2:2018, Table 1, to address the work products of:this’"document (see Table 7-1).
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Table 7-1 — Required confirmation measures, including the required level of independence

Confirmation

Level of independence 2 applies to

Scope
measure QM ASIL A ASILB ASILC ASILD

Confirmation Applies to the
review of the highest ASIL
safety plan among the
Independence safety require-
with regard ments
to the devel- ) o 1 12 13
opers of the
item, P project
managerhent
and the quthors
of the wqrk
product
Confirmation Applies to the
review of the highest ASIL
Al systerp vali- among|the
dation rgport safety fequire-
Independlence ments
with reghard
to the dejvel- - 10 I1 12 12
opers of fhe
item, P project
managerhent
and the quthors
of the wark
product
Confirmation Applieg to the
review of the highest ASIL
Al safety]anal- among|the
yses safety fequire-
Independlence ments
with reghrd
to the dejvel- - 11 11 12 13

opers of the
item, P project
managerhent
and the duthors
of the wqrk
product

a  The rjotations are definedas follows:

— -:norequirement andhorecommendation for or against regarding this confirmation measure;

— 10: tHe confirmation measure should be performed; if the confirmation measure is performed, it shall be perfoimed by a

different person in.relation to the person(s) responsible for the creation of the considered work product(s);

— I1: thq confirtmation measure shall be performed, by a different person in relation to the person(s) responsible for thf creation

of the conisidered work product(s);

— I2: the confirmation measure shall be performed, by a person who is independent from the team that is responsible for the
creation of the considered work product(s), i.e. by a person not reporting to the same direct superior;

— I3: the confirmation measure shall be performed by a person who is independent, regarding management, resources and
release authority, from the department responsible for the creation of the considered work product(s).

b The developers of the item include the developers of the Al system.
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Table 7-1 (continued)

Confirmation Level of independence 2 applies to S
cope
measure QM ASIL A ASILB ASIL C ASILD P

Confirmation Applies to the
review of the highest ASIL
safety assur- among the

ance argument safety require-

ments

In_dependence ) 1 1 12 13

with regard

to the authors

of the safety

assurande

argumer|t

Al safety| audit Applies to the
Indepenglence highest ASIL
with regprd to among|the

the developers - - 10 12 13 safety fequire-
of the itgm b ments

and project

managerpent
Al safety] as- Applieg to the
sessment highest ASIL
Independence amongthe
with regprd to ) ) 10 12 13 safety fequire-
the developers ments

of the itemP

and project

managerpent

a2  The rjotations are defined as follows:

— -:norequirement and no recommendation for or against re€garding this confirmation measure;

— 10: tHe confirmation measure should be performed; if the confirmation measure is performed, it shall be perfoymed by a
different person in relation to the person(s) responsible for'the creation of the considered work product(s);

— I1: thg confirmation measure shall be performed{by a different person in relation to the person(s) responsible for thg creation
of the conjsidered work product(s);

— I2: thp confirmation measure shall be performed, by a person who is independent from the team that is responsilple for the
creation gf the considered work product(s);ize. by a person not reporting to the same direct superior;

— I3: tHe confirmation measure shall pe performed by a person who is independent, regarding management, resojirces and
release aythority, from the departntent responsible for the creation of the considered work product(s).

b The developers of the item«include the developers of the Al system.
7.4 Reéference AKsafety life cycle
The refefence Alsafety life cycle described in this clause covers the activities at the different phages of Al
system develgpiment, deployment and operation: safety-related requirements derivation, Al systerh design,
verificatjon and validation, deployment and operation. The Al safety life cycle is summarised in Figure 7-1
and is usedito-structure-the remainder of this document-A-detailedsdew of the Al sustem -desianhnd V&V

J O
phase is shown in Figure 7-2. Clause 8 through Clause 15 (as indicated by the numbered black circles in
Figure 7-1 and Figure 7-2) are used to describe the activities within the safety life cycle in more detail.
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rocess flow to/from the development and operation of the encompassing system

Key

=
A

——» process flow

< ———» relation

represents the iterative nature, in particular of the Al component design and verification

Specific to ML-based Al technologies.

See Figure 7-2.

Figure 7-1 — Reference Al safety lifecycle
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Al system
design

Al com-
ponent component

design verification

Al component

Key

a clause number(s) g\

-

a

implementation

o Mostemdesignamdvay Qy; ______ 2

represents the iterative nature, in particular of the Al comp@ﬁt design and verification

Specific to ML-based Al technologies. \Q
N

Figure 7-2 — Detailed view of the Al system des;i;LQ?and V&YV phase of the reference Al sa

lifec

N

7.5 It

The Al
implem

rative development paradigms forAl systems

ystem development phase of&?\l safety life cycle covers all activities required td
t, verify and validate the Al sy .

The Al dystem development activi described in Clause 8 through Clause 13 are iteratively p4
until a sufficient level of perfo ce with respect to the safety requirements and the associatg
properties can be demonstra@l.and associated work products are generated.

An esse
insuffici
measure
case of M

NOTE 1
(e.g.inde

&)

ntial characteri of this development process is the analysis to identify potential fu
encies, their causes, and their impact on safety. This analysis is used to derive apq

[L) as w to reduce the impact of contributing errors (through architectural measures)

D nce between training datasets and test datasets). An analysis similar to the dependent failur

fety

design,

rformed
d safety

nctional
ropriate

s to reduce-)S e functional insufficiencies during design (including the selection of traininig data in

propriate
e analysis

(DFA) de

D§ the Al system development, the property of “independence” is considered wherever ap

cribed in ISQ 26262-9:2018 Clause 7 can be nsed

The development model described here reflects the iterative development model typically used in the area
of ML with a focus on activities to identify, analyse, reduce and mitigate functional insufficiencies in the
trained model and the cumulative collection of evidence to support claims regarding safety requirements
allocated to the function. Furthermore, for machine learning, the specification and collection of suitable
training and test data is one of the most influential factors for the performance of the function. Therefore,
the specification, planning, collection, acquisition, preparation and labelling of data related to Al component
implementation and verification is treated as a safety-related development activity in this document, with
specific objectives and associated safety artefacts (see Clause 11).
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The iterative development of the Al system is guided by a set of performance indicators, including safety-
related properties associated with the safety requirements allocated to the Al system.

NOTE 2  “Iteration” in the context of Al system development can be defined as a single repetition of one or more Al
system safety lifecycle phases. It is applied until conditions defined by a set of KPIs or other target parameters are
either fulfilled or demonstrated to be unachievable.

NOTE 3 Considering that there can be multiple, potentially conflicting target KPIs, the presence of contributing
errors in the Al system can be inevitable.

Despite the inherently iterative nature of Al system development, differentiteration cycles of the development
can focus on different sets of performance indicators, depending on the maturity of the development.

Examples of such distinct iteration cycles can include:

— Progf of concept: In this phase of development, Al models are designed, implemented ang,testedl against
a sef of initially defined safety requirements. The objective of this phase is to evaluate thé potentfial of the
choden Al technologies to fulfil the safety requirements, as well as defining a set of‘measures fequired
to nlinimise the number or the impact of functional insufficiencies in the functiony(e.g. optimisation of
model parameters and defining a data collection strategy).

— Serigs development of the Al system: In this phase of development, the Al sysStem is iteratively developed
agaipst all safety requirements. Errors of the Al system or the Al model-are analysed with r¢spect to
their potential root causes. Measures are defined to reduce functional insufficiencies through ddsign and
datq selection or to minimise their impact through architectural nieasures. This phase of dev¢lopment
can [use a host platform to implement and test the Al model and continue until an adequateg level of
perfprmance for all safety-related properties has been met.

— Deployment to the target hardware platform: In this phase)of development, the Al system is transferred
e target hardware platform and target software platform. This can include, for example a change
in niimerical precision used to calculate the results<as well as the consideration of constraint$ such as
timipg, memory limitations (e.g. resulting in the neéed to prune the computational graph) and ropustness
agaipst potential random hardware faults. Thefocus of this development phase is to ensure|that the
safefy requirements are met, despite any limitations of the target hardware platform and the target
software platform.

— Further improvement after deployment: In this phase of development, the Al system is itgratively
updated based on observations made during operation in the field and new requirements nfandated
by the developer. This can include compensating for previously unknown triggering conditjons (e.g.
condept drift) and distributional shift in the environment (e.g. domain shift). Performance irjdicators
witHin this phase of development are monitored to ensure a monotonic safety improvement with respect
to previous iterations of the Al model. This phase of development can also include developmentversions
of the function running.in “shadow” mode within an operational environment in order to collect suitable
datg and evaluate thepotential performance under realistic conditions.

7.6 Wprk products

7.6.1 Alsafety lifecycle resulting from 7.3.1 to 7.3.4.

7.6.2 Work products of ISO 26262-2:2018, 5.5, resulting from 7.3.4.
7.6.3 Work products of ISO 26262-2:2018, 6.5, resulting from 7.3.3 and 7.3.4, in particular the safety plan.

7.6.4 Work products of ISO 26262-2:2018, 7.5, resulting from 7.3.4.
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8 Assurance arguments for Al systems

8.1 Objectives

The objectives of this clause are:

a) to develop an assurance argument demonstrating that the safety requirements allocated to the Al
system are fulfilled;

NOT
enco

E1l
mpassing system.

The assurance argument for the Al system contributes to the safety assurance argument of the

NOT
elem|
assu
safet

2 The assurance argument can be developed independently from the encompassing System a
ent out of context (SEooC) development activity (see ISO 26262-10:2018, Clause 9). In such’q
Fance argument documents all necessary assumptions on the encompassing system for akguing
y requirements allocated to the Al system are fulfilled.

raluate whether the assurance argument reflects the actual residual risk of the’Al system
hfety requirements.

erequisites and supporting information

wing information shall be available at the initiation of these actjvities:
\[ system definition (from external sources), e.g. the encompassing system development, in
h specification of the safety requirements allocated to the’Al system;

h definition of the technical context within the encomipassing system (e.g. definition of inte
hnd from the encompassing system and, if applicable, the environment, conditions under w
Al system functionality is triggered, etc.);

NOTE 1 This includes the ASIL capability:and noise to signal ratio of the input signals provid
source, if applicable.

h specification of the input space;

irements on the assurance argument and work products for the Al system (from external
erequirements can be derived from the assurance argument of the encompassing system g
L'y management procedurés)from Clause 7;

wing information shall be available for the finalization of these activities:
vork products ofthie Al safety lifecycle;

This body ofevidence can be cumulatively collected as part of the iterative development process
within dedic¢ated development process cycles.

wingiinformation can be considered for the finalization of this phase:

5 a safety
ases, the
that the

iolating

cluding:

rfaces to
rhich the

ed by the

bources).
swell as

phases or

ired properties of the encompassing system to achieve Al safety;

relevant properties of the input space (e.g. distribution of critical events, physical constraints on changes

put values over time);

evidence of organization-specific rules and processes for Al safety, evidence of competence management

b) to ej
its s
8.2 Pr
The follg
a) the/
1)
2)
3)
b) requ
The
safe
The follg
c) thej
NOTE 2
produced
The folld
d) reqy
e)
of in
f)
and
g)

evidence of a quality management system, from 7.6.2;

evidence that the organization-specific rules and processes have been followed and that the work
products have the required maturity and quality (see 7.6.3 and 7.6.4).
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8.3 General requirements

8.3.1 Anassurance argument for the fulfilment of the safety requirements allocated to the Al system shall
be provided.

NOTE 1

The assurance argument can be part of the encompassing system's safety case in accorda

ISO 26262-2:2018, 6.4.8.

NOTE 2

The assurance argument can be constructed at the level of the encompassing system. In this

nce with

case, the

development of the Al system-specific contributions and supporting evidence are considered part of the Al safety life

cycle and

therefore within the scope of this document.

8.3.2 1
lifecycle

NOTE
managen

8.3.3 (

NOTE
measuref

activity, flor example in the case of a SEooC (see ISO 26262-10:2018, Clause 9) oxas-part of a distributed deve

8.4 Al
A numbe

a) The

b) Stat

to support the assurance claims.

ent throughout the Al safety life cycle.

onfirmation measures of 7.3.4 shall be applied to the assurance argument,

of the encompassing system (see ISO 26262-2:2018, 6.4.9 and 1SO 21448:2022, 12.3), or as an ind|

system-specific considerations in assurance arguments
r of Al system-specific considerations impact the creation of the assurance argument.
formulation of the Al safety requirements (see Clause 9):

These include quantitative properties expressed in the form of probabilities (e.g. proportio
positive classifications).

Arguments are expressed that demonSstrate that these properties have been achieved wit
pf statistical confidence appropriate;to the quantitative targets associated with the requi
hcceptance criteria.

This can lead to additional requirements on the nature of evidence to support the claim and
validity of this evidence i§ evaluated.

stical arguments related to aggregated performance metrics:

These might not’be sufficient to argue a suitable level of safety in rare but critical situat
pdge cases, sehsor defects or adversarial perturbations).

Arguments'can be required to demonstrate that such input conditions nevertheless lead to 4
evel of-Al’safety.

The probability of unknown triggering conditions leading to a violation of safety requirem

'he assurance argument shall use the relevant work products generated during the. Al safety

Changes to the work products and their impact on the assurance argument are considered as part pf change

The evaluation of the validity of the assurance argument can be perfermed as part of confirmation

ependent
opment.

h of false

h a level
rement’s

how the

ons (e.g.

suitable

ents can

apand-on-

TP ot

— features of the input space not directly related to the function (e.g. due to spurious correlations

in the training data);

— predictions based on past inputs (e.g. the accuracy of previous detections of dynamic objects

can impact the future behaviour of a planning task).

c) Verification of the Al system:

Direct introspective approaches of Al models might not be effective.
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— Alternative means of arguing the correct behaviour of the Al model or an increased reliance on

EXAMPLE

indirect verification (e.g. test) can be required.

Due to the lack of transparency with respect to the individual contributions of the large number

of parameters used in some ML models, introspective approaches to verification can have limited applicability.

d) Reliance on training and test data:

In machine learning-based Al methods, the behaviour of the Al system as well as its verification and
validation are predominantly reliant on the selection of suitable training and test datasets as well as
the training procedures themselves.

Dedicated assurance arguments for demonstrating how the data selection process supp

e) Conglitions during operation:

NOTE

space and operating environment. If the input space, its distribution and change of distribution over time (e

ageing) a

8.5 St

8.5.1

Within t
assuran

The leve¢l of confidence in(the assurance argument should be appropriate to the required
integrity (functional safety)’and acceptance criteria assigned to the Al system within the conte
encompgssing system.

NOTE
evaluatio|
structuri

metamodel (SACM)[24],

hchievement of Al safety can be required (see Clause 11).

These arguments consider the training process and associated tools (see Clause 15)¢

Conditions can occur during operation that invalidate the assurance argument due to the
hature of the environment in which vehicles containing Al systems are déployed.

These conditions might include distributional shift of the input space((e)g. new types of road
changes in road infrastructure), changes to the technical systemiZ(e.g. replacement or up
Kensors) or previously undiscovered unknown triggering conditions.

A continual, periodicre-evaluation and adaptation of the assurance argumentis therefore pe
including an impact analysis of which parts of the assurance argument and associated evid
Lo be re-evaluated (see Clause 14).

The degree to which continual, periodic re-evaluatiof¥ is required depends on the properties of

e well known, re-evaluation can be performed within regular software update activities.
ructuring assurance arguments for.Al systems

Context of the assurance argument

he scope of this document, assurance relates to the claim that the Al system achieves Al s
e argument communicates the relationship between evidence and the Al safety requireme

A model-based graphical representation of the assurance argument can aid the communicg
h of the assurance argument. Examples of graphical notations for assurance arguments includg
hg notatiton (GSN)[22] and claims argument evidence (CAE)[23] based on the structured assurg

orts the

complex

vehicles,
grade of

rformed,
ence are

the input
.g. due to

hfety. An
nts.

level of
kt of the

ition and
the goal
nce case

The str +ilra thao acciivanan gt Sy o Ao lto ana o o copali ot b Coll ozt g o
uUetHre-ertte-asstrance-af SHReRt-Caappearto-oRt-oratomBatio et e To oW g PEerspe

— features of the implemented item (product argument);

— features of the development measures and assessment process (process argument);

pctives:

— factors impacting the residual risk associated with the Al system (e.g. potential causes of insufficiencies

and

failure modes).

EXAMPLE1 Process-focused aspects of the assurance argument for the Al system can include an argume
appropriate tailoring of the Al safety life cycle and the effectiveness with which each activity has been performed,

based on

an evaluation of the work products developed in each phase.
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EXAMPLE 2  Arisk-oriented assurance structure can include an argument that all possible causes of contributing Al
errors are identified (e.g. via safety analyses), and suitable countermeasures for each cause have been identified and
implemented, either through specific development measures or dedicated architectural measures.

The assurance argument for the Al system begins with a claim that the safety requirements allocated to the
Al system are achieved. This can include statements related to a reasonable level of residual Al errors with
respect to the Al safety requirements and the target functionality of the Al system.

An explicit definition of the context, as well as relevant assumptions, increases the transparency of the
assurance argument and limits the scope of the argument to the specific Al system, its technical context
within the encompassing system and its operating conditions.

EXAMPLE 3 Examples of context information that can be referenced by the assurance argument include:

— definition of the technical system context of the encompassing system;
— definition of the set of environmental conditions and operating context for which the assurance.argument is valid;
— potehtial causes of contributing Al errors considered as part of the assurance argument.
EXAMPLE 4  Examples of assumptions that might be discharged as separate arguments_can include:
— assumptions on the usage and operational profile of the Al system;

— assumptions on the reliability of inputs to the Al system;

— assumptions on the fundamental performance potential of the chosen Al technology.

An exanjple of an assurance argument for an Al system structuféd’according to a strategy that afdresses
possible|sources of insufficiencies can be found in Annex B.

8.5.2 (ategories of evidence

The folldqwing categories of evidence in the form of wark products created during the Al safety life ¢ycle can
be consiflered for use within the assurance argument.

a) Addfessing insufficiencies in the specification of the Al safety requirements:

— [Evaluation of the completeness_ of the definition of the environmental conditions and operating
context (input space). This is‘used to confirm completeness requirements on training jand test
datasets (see Clause 9).

— [Evaluation of the validity of the Al safety requirements derived from the safety requirements
hllocated to the Al system (from external sources). This includes traceability to safety requjrements
nllocated to the ARsystem and a review of the completeness and consistency of the safety-related
properties usedto define the Al safety requirements (see Clause 9).

b) Addfessing performance insufficiencies in the design of the Al system:

— Justification for the selection of the chosen Al methods, Al technologies and Al system archfitecture.
This.can include references to performance benchmarks and analysis indicative of the fundamental

otential of the chosen technology and Al system architecture to meet the safety requirements (see
Clause 10).

— Evaluation of the effectiveness of architectural and development measures. This can include an
evaluation of the ability of architectural and development measures (see Clause 10) to limit the
impact of contributing Al errors in the Al model.

NOTE 1 These measures can include hyperparameter optimization (a development measure) as well
as monitoring components (an architectural measure) that detect inconsistencies in the outputs and trigger
a dedicated Al error reaction to ensure Al safety. This can include components that ensure a continuous
availability of the functionality through redundancy and voting, and dynamic adaptation of vehicle behaviour
based on the evaluated performance of the Al system.
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— Evaluation of robustness against hardware and software faults during execution. This can include

an evaluation of the impact of random hardware faults and systematic design faults (i
software) on Al safety (see ISO 26262-5:2018 and ISO 26262-6:2018).

ncluding

— Evaluation of the impact of differences between the development and the target execution

environment.

NOTE 2  This supports the argument that Al safety is achieved (see Clause 10) under the condition that some
parts of the evaluation were performed within a development environment, e.g. software-in-the-loop tests, or

using synthetic data (see Clause 12).

fulfi led (see Clause 11)
NOTE 3  This includes evidence of the independence of the Al test datasets from training datasets.

Evaluation of the fulfilment of the safety requirements. This demonstrates the extent to W
safefy requirements are fulfilled and, where necessary, provides rationale (e.g-sisk analysis

Sultablllty of Al trammg and Al test datasets This can include an evaluation of the suitability of

hich the
) on the

reqUirements that are not fulfilled, or where such fulfilment cannot be demaonstrated. This can include

a quantitative evaluation of functional insufficiencies in the Al system with'\respect to target
and [safety-related properties used to define the requirements (see Clause\9). Approaches to co
catepory of evidence can make use of real, synthetic or hybrid datasets{see Clause 12).

Evaluation of the impact of Al errors. This can include an evaluation of specific properties
system that can lead to Al errors and consequently hazardousbehaviour of the system. Thi
basdd on targeted testing and analysis approaches to evaluate‘the presence and magnitude @
cauges of Al errors such as insufficient generalization g€apability and insufficient robustne
evalpation is made based on an analysis of potential causes of insufficiencies and Al errors
systpm (see Clause 13) and includes a definition of a set’of suitable measures to address the Al

Addressing Al errors during operation:

— [dentification and analysis of previously' undiscovered Al errors. This includes the d
pvaluation of the behaviour of the Al system during operation (see Clause 14).

— I errors discovered during operation are analysed to understand their criticality, and
mitigation measures are identified, including a repetition of relevant phases of the Al safety |

— Re-evaluation of robustnéssagainst changes in the operating conditions over time (distr
Khift). This supports thé argument that the Al system maintains its safety-related propertie
reasonably expected(changes in its deployment environment.

EXAMPLE An analysis©fithe resilience of the Al system to shifts in the distribution of its inputs or the effe]
of architgctural measures to detect out of training/test distribution conditions (see Clause 14).

8.6 The role of quantitative targets and qualitative arguments

Safety rpquiréments allocated to the Al system (from external sources) can include quantita
acceptarjce’eriteria and validation targets (see ISO 21448:2022, Clause 6).

metrics
llect this

bf the Al
s can be
f known
bss. This
n the Al
bITOrS.

ontinual
a set of
ife cycle.
butional

5 despite

ctiveness

five risk

These quantitative targets are considered during the derivation of Al safety requirements and are used to
define target metrics for the safety-related properties (see Clause 9).

A direct mapping between quantitative targets (e.g. accident rates) of the safety requirements allocated to
the Al system and the safety-related properties of the Al system (e.g. robustness to small changes in inputs)
might not be possible.

Safety analyses (see Clause 13) that evaluate the impact and potential causes of Al errors in the Al system
can provide a qualitative argument that the residual risk of violation of quantitative targets defined in safety
requirements allocated to the Al system is acceptably low.
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A demonstration of the correlation between causes of Al errors, the safety-related properties and the
fulfilment of the Al safety requirements increases confidence in the effectiveness of the safety analysis and
thereby the associated assurance arguments and evidence.

EXAMPLE1 The safety analysis hypothesises that an inability to generalise on inputs outside of the training
distribution leads to an unacceptably high rate of Al errors under certain conditions. An out-of-distribution detection
as a post-processing function is therefore proposed as an architectural measure. To argue the effectiveness of this
measure, the assurance argument demonstrates both the achieved coverage of out-of-distribution inputs as well as
the actual contribution of out-of-distribution inputs to the overall contributing Al error rate of the Al system. Thus,
both the effectiveness and the appropriateness of the out-of-distribution detection as a safety measure are argued.

To ensure that evidence referenced by the assurance argument provides sufficient confidence in the
fulfilment of safety requirements, the following assumptions can he supported with dedicated assurance

arguments and additional evidence:

a) The[measurement targets are an adequate proxy for measuring the achievement)of the safety
reqyirements. There is a demonstrable correlation between the collected eviderce, measurement
targets of safety-related properties and risk acceptance criteria associated with thesafety requjrements
allogated to the Al system.

b) The|approach to measuring the achievement of the target values of the)Al safety requirements is
appropriate. This includes assurance arguments for the applicability~'of methods used gnd how
representative and indicative the datasets are that are used to collect eidence. In particular:

1) [The datasets (e.g. test inputs) are representative of the input space.

2) [The datasets used to collect evidence are sufficient to detect critical classes of Al errors |n the Al
Kystem, e.g. by covering known edge cases and triggering'conditions.

3) [The datasets used to collect evidence are representative of the actual Al error rate for all inputs
satisfying the system assumption, including in(the presence of unknown triggering copditions.
This includes an assessment of the statistical\confidence of performance evaluations andl overall
coverage of the input space.

EXAMPLE 2 A method for obtaining a reliable target measurement for computer vision classification tagks based
on a single image might not apply to object detection tasks involving the processing of real-time video streams.

8.7 Ewvaluation of the assurance argument

Confirmption measures according to' 7.3.4 as well as methods and criteria for evaluating SOTIF afcording
to ISO 21448:2022, 12.3 can be 'used to evaluate the achievement of Al safety on the basis of the agsurance
argumeinjt and associated eyiderice. The confirmation of the assurance argument for the Al systein can be
used as p precondition for\the recommendation for SOTIF release at the level of the encompassing system
(see ISO[21448:2022, 12:4)

In case |of "conditional acceptance”, the conditions required for a final release of the systen] can be
documented in the dssurance argument (see ISO 21448:2022, 12.4).

EXAMPLE 1 £ Restricted usage within the operational environment can be required to confirm asspmptions
regarding €he ‘distribution of triggering conditions. Once sufficient evidence has been gathered to suppprt these
assumptium, Ffimatreteasecamrbe cu,u:pwd.

Sources of potential uncertainty in the assurance argument can be used to structure the evaluation
procedure and to identify potential for strengthening the argument. This includes the identification of
defeaters which might contradict assertions within the argument(23], The following types of assertions can
be identified for scrutiny within the assurance argument:

— Asserted context: These assertions are associated with the contextual information and assumptions
that are used to scope the claims within the argument. If these assertions cannot be demonstrated to be
valid, then the conditions under which the assurance argument is valid will be restricted.

EXAMPLE 2  Changes in the operational environment in which the Al system is deployed can undermine the
assumptions made on the input space of the Al system, thus undermining the validity of the assurance argument.
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undermine the validity of the statements made within the assurance argument.

An incomplete documentation or understanding of safety requirements allocated to the Al system will

— Asserted evidence: These assertions relate to the evidence used to support claims in the assurance
argument being both appropriate and trustworthy. This relates to individual pieces of evidence as well as
combinations of evidence that are used to support a specific claim. If these assertions related to evidence
cannot be argued with sufficient confidence, then the veracity of the claim can no longer be asserted.

EXAMPLE 4

Tests based on samples taken from within a test dataset are used to provide evidence for the robustness

of the Al system against rare events (edge cases). However, there are not enough data points representing such events,
which results in test results that are insufficient to demonstrate that the robustness claim has been fulfilled within a

given sta

EXAMPL
are not c
can ensu

synthetidally generated data in comparison to the target environment and the inclusion of real-wotld’samp

test set.

EXAMPL

the configlence in the usage of the software tools. This is achieved by applying the requirements outlined in (
Work prdducts from Clause 15 can be used in the assertion of the validity and integrity of evidence in the
argument.

— Assdrted inference: These assertions relate to the reasoning behind the structuring of the a
argyment itself. In particular, how top-level claims are iteratively refined into detailed sub-clg

can

EXAMPL
overlook
argumen

the Al sygtem are met.

NOTE

that requjire additional confidence arguments.
8.8 Wprk products
8.8.1 Safety assurance argument;resulting from 8.3.1 and 8.3.2.

8.8.2 (onfirmation measure reports, resulting from 8.3.3.

9 Derjivation of Al safety requirements

9.1 Objectives
The objectivessof this clause are:

a) to specify a complete and consistent set of Al safety requirements that are sufficient to ensure A

tistical confidence interval. Therefore, additional or alternative forms of evidence are required.

E5  Synthetic test data can be used to generate a sufficiently large and diverse number of edge ¢
mmonly found in samples taken directly from the operating environment. Additional assurance’a
e the appropriateness of the testing approach to support the claim based on a validation of thefide

L6 When tools are used to produce evidence, the level of confidence in the evidence is directly

be directly supported by evidence.

.7 The set of causes of Al errors in the Al system used\to structure a risk-based assurance
critical exacerbating factors (e.g. variation in sensor positiening and calibration) resulting in an 3
that demonstrates a set of properties that are not sufficient to ensure all safety requirements all

The use of assurance claim points [221.[25] can lse used to elaborate those assertions within a GSN

ases that
fguments
ity of the
les in the

linked to
[lause 15.
ssurance

bsurance
ims that

hrgument
ssurance
ocated to

hirgument

\ safety;

b) torefine Al safety requirements based on learnings from development, verification and validation;

c) tospecify the limitations of an Al system over its input space to be escalated to its encompassing system
development process.
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9.2 Prerequisites and supporting information

The following information shall be available at the initiation of this activity:

a) Alsystem definition (from external sources, e.g. the encompassing system development), including:
1) safety requirements allocated to the Al system;
2) input space definition;
3) functional requirements;

4) impacted stakeholders;

5) fhe interfaces of the Al system with the encompassing system, including if applicable;*the ASIL
capability of the inputs to the Al system;

6) [nterfaces to the environment, if applicable.
NOTE Safety requirements allocated to the Al system are allocated from the encompassing system devielopment
process. They can be motivated by different aspects, e.g. functional safety, SOTIF, or indirectly due to secyrity (e.g.
robustneps against adversarial attacks and data poisoning). In this document, safety.fequirements are not [explicitly
distinguiphed by these aspects.

The follqwing information can be considered during further iterations of.this activity:
b) safefy analysis report, from Clause 13;

¢) evalpation report of functional insufficiencies detected during operation, from Clause 14;

d) spedification of the necessary off-board and on-board.measures ensuring Al safety during operation,
fronp Clause 14.

9.3 G¢neral requirements

9.3.1 The input space definition of the Al system shall be refined to the degree suitable for initiatihg the Al
safety lifecycle.

9.3.2 To provide a connection between each Al safety requirement and the addressed problem, th¢ refined
Al safety requirements shall eithef:

a) tracg to the safety requirements allocated to the Al system (from external sources), assumptions or
critical scenarios; or

b) addfess and trace'to the potential influencing factors or root causes of functional insufficierjcies and
triggering conditions.

9.3.3 justification shall be provided that the refined Al safety requirements are reasonable fo either
ensure theachievement of the safety requirements allocated to the Al system (from external soTrces) or
prevent brmitigate the functional insufficiencies at the Al system level

NOTE Refined Al safety requirements to address functional insufficiencies at the Al system level are identified by
safety analysis as necessary to fulfil the safety requirements allocated to the Al system (from external sources).

9.3.4 To argue for the absence of unreasonable risk due to random hardware faults and systematic faults,
the requirements of the ISO 26262 series shall be fulfilled.

NOTE1 Combining 9.3.1 to 9.3.4, all of the causes defined in Figure 6-12 can be addressed, i.e. functional
insufficiency (9.3.1 to 9.3.3) and contributing systematic faults and contributing random hardware faults (9.3.4).

NOTE 2  Some adaptions can be necessary, in particular for safety requirements motivated by 1SO 21448 activities
with no ASIL rating and since the target is to achieve Al safety and not only functional safety.
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9.3.5 The following cases shall be identified and reported to the encompassing system development
process:

a) the Al system does not fully conform to the Al safety requirements;

b) the Al safety requirements are only fulfilled for a limited part of the input space.

9.3.6 Al safety requirements shall be identified to support the measures ensuring Al safety during
operation.

EXAMPLE Different goals of field observation can be addressed with requirement 9.3.6:

£ 3 £+l it 3 £ ol 3 ol o dtlic o+ i + 11 3 f
da mongeot TS OT e OTICCTtarIIty 1 crCCuT T It STeaa troT coTarCatCtiTS tO e CTIiCOTH P a S STITS Sy STCTITS oI )Wlng or

meagures to prevent hazardous behaviour at the vehicle level;

b) monjtoring of performance and detection of failure to support mitigation measures internal €0 the Al system
(alsqreferring to 10.5);

c) supporting the continuous improvement of the Al system to ensure Al safety (e.g. recording devices tp identify
incopsistency among different sensor modalities and collect data for training and updating Al models);

9.4 General workflow for deriving safety requirements

Figure 9-1 explains the general requirements in 9.3 for deriving Al safety requirements and establishes
their corjnections to the objectives.

— Thesafetyrequirementsallocated tothe Al system (from external seurces) are partofthe Al system definition
proyided by the encompassing system development process. These safety requirements have SPTIF and
fundtional safety aspects and are refined into an initial set'of Al safety requirements. SOTIF requfrements
are flypically identified as allowed maximum error rates #hile being exposed to the input space.

NOTE 1 Safety requirements allocated to the Al system (from external sources) are not work produgts in this
document. "Al safety requirements" refers to all reqirements derived within the scope of this document.

— Refiphed Al safety requirements (quantitative or qualitative) will be derived either by referencing
reqyirements from past products, or byuitilising the safety-related properties of Al systems that can be
releyantto the application. These requirements will control uncertainty in the development process of the
Al system in order to achieve the development quality of Al models and in addressing the safety-related
issugs in the Al system in order to'achieve SOTIF. As the work product 9.6.2 Al safety requirements, these
reqyirements are distributed(to further development tasks in different phases of the Al safety/lifecycle
as described in other clauses_ (see 9.5.1 and 9.5.2).

NOTE 2 | Organizations definié criteria to evaluate the uncertainty in the Al development process, i.e. [rigour in
training, levaluation, data ¢elléction, labelling, etc., to achieve the integrity of Al models, the safety-related|errors in
the Al sygtem, and theiroverall impact to the encompassing system's safety. These criteria capture the organizational
acceptange of uncertaiity in the Al development process and safety-related errors in the Al system. Thus,|it guides
requiremients elicitation, development tasks and decisions.

NOTE 3 | Derived Al safety requirements include SOTIF and functional safety aspects and are allocated to Al
componelts (see Clause 10), Al systems encompassmg systems systems Vehlcles moblhty serv1ces efc. SOTIF
require ave A al s : AS alue the level “QM”,
(quality management) and conform to the appllcable parts of the ISO 26262 series.

NOTE4 Derived Al safety requirements can be allocated to the Al system or the Al system and further to Al
components and tested at the respective level. In particular, the requirements allocated to the Al components, with
appropriate safety metrics and test targets, are derived from the requirements allocated to the Al system. The
derivation of the requirements allocated to Al components considers the complexity of the involved Al models, their
task, and the environment they operate in.
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EXAMPLE1 The Al safety requirements allocated to an Al system for automatic braking, including test targets,
can be derived from vehicle behaviour related to speed, distance to an obstacle, etc. If the Al system is composed of
multiple Al components, the Al system decomposition needs to be accounted for in the derivation of the requirements
allocated to the Al components. Examples of such decompositions are parallel Al model ensembles, parallel heads in
multi-task architectures and sequential components in multi-stage object detectors.

— The input space definition, e.g. ODD in the automated driving context, in the prerequisite 9.2, list item
a) Al system definition (from the encompassing system), is provided by the encompassing system
development process. The definition can require further refinement to be used in Al safety lifecycle, as
described in 9.5.3 and distributed as the work product 9.6.1 input space definition (refined).

— For functional safety requlrements with ASILs (1nclud1ng QM) conformlty to the ISO 26262 series can

: . : : terns might
ring the
engineering of the Al system or during operation. Refined Al safety requirements can be derived to inhibit
the error (sequence) patterns produced by the Al system by understanding the triggering cdnditions
or the safety-related errors. When further performance improvements are unlikely, perfprmance
limifations and relevant triggering conditions can be reported to the encompassingsystem deve¢lopment
prodess. This is described in 9.5.4.

— Safefty analysis (Clause 13) or observations from the field (Clause 14) can’ be used to determine the
reqyired thresholds for particular error (sequence) patterns.

— Thelactivities described in Clause 13 either evaluate the residual ¥isk of the Al system with respect
to the Al safety requirements or identify the safety-related erroers-in the Al system which cah lead to
the Violation of the safety requirements allocated to the Al syStem (from external sources). The work
products resulting from Clause 13 activities are used as an aput for a subsequent iteration of|Clause 9
actiyities.

EXAMPLE 2 A lane detection function produces Al errors atnight and during heavy snow. Continued pperation
under th¢se conditions can lead to the violation of Al safety‘requirements. This information can be comnmunicated
to the engompassing system development, so that measureS'can be taken at the system or vehicle level to restrict the
conditions of operation or otherwise mitigate against Al'érrors under these conditions.

— During the operation phase, field monitorifhg'can be used to detect unknown triggering conditions and
violations of assumptions.
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revigwing the selection of safety-related properties of Al systems based on safety analysis in an iterativg

refinement«efi'input space definition based upon e.g. safety-related errors or component-level f

NOTE
a)
b)
conditions;
c) repol

information from/ t@ external or other clauses

For ease of understanding, the following activities are omitted in the diagram:

manner;

riggering

ystem to

ensure the Al safety requirements and the safety requirements on the encompassing systems and the vehicle
reach consistency.

Figure 9-1 — Conceptual diagram reflecting major activities in derivation of Al safety requirements
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9.5 Deriving Al safety requirements on supervised machine learning

9.5.1 The need for refined Al safety requirements

Based on the ISO 21448 (SOTIF) activities at the vehicle level to identify and evaluate risks, potential
functional insufficiencies and potential triggering conditions, safety requirements allocated to the Al system

(from external sources) are refined into Al safety requirements.

For Al systems operating within a specific input space, Al safety requirements can contain acceptance
criteria similar to the concept of probability of failure on demand (PFD), e.g. “Probability (occurrence of an

error pattern) < a” (see IEC 61508-4:2010).

EXAMPLE1  An Al error (sequence) pattern of a DNN “Consecutive misdetection (False Negatives, FNs),0

a nearby

pedestrign for more than 0,1 seconds” can be refined into “The occurrence of more than three conseciitivg FNs of a

pedestrign @30FPS” if the DNN is triggered at a rate of 30 FPS. Such an Al error (sequence) pattern-with F
verifiablg only if the ground truth is available.

Methodq such as systems-theoretic process analysis (STPA) can be used to refine Al 'safety requ

Ns can be

rements

where al|detailed design is available (see Annex E), i.e. low-level control structure in STPA terms. However,

specific fypes of Al models (e.g. those implemented by supervised learning) cannot-be decomposed
This clayse focuses on the case that the Al model cannot be decomposed.

EXAMPLE 2  An example detailed design in an Al system can be:

dant DNNs for perception task;

— amgdjority voting on the individual results;
— an ofit-of-distribution (OOD) detector to abort the validity of the\miajority voting upon detection of an O

Based on| a detailed design, refined Al safety requirements .car’be derived to address unsafe conditions,
detector provides an incorrect output in rainy situations.

For ML applications, the probability of an error in annAl system may not be computable due to the co
of its input space, e.g. pedestrian detection for-a wide variety of pedestrians in automated driy
the inhefent nature of ML, i.e. in-distribution and OOD error gap. The relative frequency of an er

control ip the Al development process. Requirements on a sufficiently low level of probability of Al e
refined into quantitative requirements and qualitative requirements. Figure 9-2 illustrates the un

approach.

further.

DD input.
e.g. 00D

mplexity
ing, and
for in an
hccuracy

‘'rors are
derlying

EXAMPLE 3 A safety requirement allocated to an Al system (from external sources) “Probability (occurrence of

two consg¢cutive FNs of a nearby pedestrian per hour of operation) < 107°” can be refined into an Al safety req

“The DNN does not produce two consecutive FNs of a nearby pedestrian in 108 hours of driving data with
diversity|Jdemonstrated” under the condition the validity of the refinement is provided. It is assumed that mot
hours car be used €o)prove the hypothesis that the requirement holds.

NOTE 1 | Relative frequency, empirical probability or experimental probability of an event is the ratio of th|

uirement

sufficient
e driving

e number

of outconres in'which a specified event occurs in the total number of trials[26].

NOTE 2  For estimating very low probability using relative frequency, the denominator, i.e. the number o

f samples

to be tested, can be large. Sample size determination for estimating the probability of occurrence of a particular error

pattern can be based on estimation principles and the statistical confidence of experimental results.

Requirements on Requirements on relative Requirements on additional
rgbability of error ~~ frequency of error engineering means to control or
gccurrence being low —_— occurence being low (by an reduce the uncertainty in evaluating
g refined into sampling and counting) quantitative requirements
Quantitative Qualitative
requirements requirements

Figure 9-2 — Understanding refinement of Al safety requirements for supervised learn
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9.5.2 Derivation of refined Al safety requirements to manage uncertainty

For engineering machine learning components, risks can be reduced by managing sources of uncertainty
in the Al development process. Uncertainties exist for each phase of the Al development process, which
are referred to here as potential influencing factors. Influencing factors fall into the following categories:
observation, label, model, and operation. Table 9-1 describes typical approaches to managing influencing
factors in the Al development process, which constructs an abstracted framework to reduce the uncertainty
regarding limited knowledge about the true state of the world.

NOTE 1

Such limited knowledge is expected in any data-driven Al development. Perceptual uncertainty refers to
uncertainty associated with the performance of perceptual components.[27]

Table 9-1 — Managing influencing factors in the Al development process

Infl

hencing factor class

Uncertainty management approach

Observation (1) Enumerate patterns influencing Al outputs both in deductive (top-dpwn)
and in inductive (bottom-up) ways
(2) Define data coverage policy for comprehensive Al performance and pafety
(harm avoidance) trade-off
Label Reduce variation of labelling policy and enhance/efsure labelling work quality
Model Use appropriate model selection and de facto standard approaches for tyning
and evaluation of hyperparameters
Operation Detect deviation in model performance befween development and deployment
Addressing the above influencing factors, Table 9-2 describes a-nion-exhaustive set of example generic Al

safety re

quirements that may be considered for specific applications.

© IS0 2024 - All rights reserved
47


https://standardsiso.com/api/?name=578259dfa00ca7ce19cab760ca88156a

ISO/PAS 8800:2024(en)

Table 9-2 — Example generic Al safety requirements to manage influencing factors

Influencing factor class

Example generic Al safety requirements

Observation — Derive scenes relevant to attributes of inference targets, environmental conditions,
and system configurations (relevance)

— Include scenes which would potentially lead to errors (e.g. FN, FP, substantially
incorrect regression)

— Consider the effects of system configuration change during operation (e.g.
sensor mounting position shift, sensor hardware degradation caused by
ageing)

— Include specific scenes which empirically have led to errors when develgping the
current product and when developing and operating legacy products (3afdty)
— Specify data quantity for each scene or combination of scenes (diversity)

— Explain the rationale for the scenes for which one cannot’define target data

quantity
Label — Specify inference targets

— Describe the necessary quality of labels, @.g* FP rate, bounding [box size
precision, etc.

— Specify labelling procedure

— Define the appropriate type of label) e.g. class, numerical.

— Publish and circulate a labeling policy guideline, e.g. treatment of pccluded
objects, number of annotaters annotating the same data etc., to all{relevant
stakeholders

— Provide clear criteria and lines of accountability about the labelling of data
involving protected characteristics or special category data (or both)

— Specify label evaluation policy, i.e. evaluation timing, procedure and measfires, and
acceptance criteria

— Makesure appropriate processes are in place if using crowdsourced labellers

— ~Assess the risk of incorrect labelling through sample checks of sybmitted
labels

—-_JSpecify label incident reporting and management process to handle labelling errors
and ambiguity in labelling policy
Model — Specify metrics and acceptance criteria for model performance
— Specify model selection policy and ensure an appropriate model is [selected
according to the policy
— Specify hyperparameter search policy and conditions, e.g. bounds, and document
the determined hyperparameter values

Perform safety analysis of the Al model

Introduce the technical capability of checking the plausibility of the output

Introduce the technical capability of de-noising/quantizing the input
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Table 9-2 (continued)

Influencing factor class Example generic Al safety requirements

— Introduce the technical capability of robust training techniques (e.g.
against noise, quantized neural networks)

the decision being made

mechanisms into human-comprehensible rules) can be difficult. Post-

input) is likely, via techniques such as local linearization or heatmaps

— Introduce the technical capability of providing interpretation (explainability) over

— For DNN, pre-hoc global explainability (i.e. converting decision-making

explainability (i.e. the reason why a particular decision is made for a specific

training

hoclocal

[28]

— Introduce the technical capability to measure epistemic uncertainty“fc
model outputs

r the Al

Operatio

S
|

Introduce the technical capability of identifying situations matching
triggering condition or measuring model uncertainty

— Introduce the technical capability of identifying concept/domain drift

— Introduce the technical capability of identifying implausible or otherw
trustworthy Al system behaviour

h known

ise non-

While A
properti
consider

In this
requiren

— Safe
lead
syst
and
ISO
that

— Als
proy

NOTE 2

safety requirements derived using influencing factors are largely qualitative, how safet)
es of Al systems can be used to assist in deriving refined guantitative Al safety require
ed in the following.

document, we establish a differentiation betweenisafety-related properties and A
hents.

ty-related properties are inherent characteristics of engineering Al systems which m4
to the insufficiency of the generalization or-inerely make it difficult to argue the safety
bm. Safety-related properties are a subset afigeneric Al properties; they are application-indg
may include aspects such as robustness or domain shift, incomplete specification as sugg
[EC 22989 and related guidance on safety in ISO/IEC TR 5469. See Annex D for a list of Al pr
may be safety-related.

hfety requirements are application-dependent and can be mapped to one or more safet}
erties.

The term "safety-related-property"” in this document is stated differently in other contexts wit

meaningy
national

The list ¢f safety-related properties of Al systems from Annex D can be used to refine Al safety requi
The safefty-related properties of Al systems considered relevant for the Al system under consider:

. In the French national project DEEL, it is referred to as high-level properties[22], while in thg
roject KI-Absicherurg (EN: Al-assurance), it is referred to as safety concernsl39l,

-related
ments is

I safety

y either
bf the Al
pendent
ested by
operties

y-related

h similar
German

rements.
ition are

identified and instantiated into refined Al safety requirements. These requirements can be associated with

the safetly-related properties of Al systems to support the selection of Al technologies and architect
developmentmeasures, as detailed in Clause 10.

ural and

Deductive safety analysis approaches such as FTA might not directly lead to the identification of safety-
related properties and associated Al safety requirements. This is because a causal analysis of Al errors
might have limited effectiveness due to the complexity of the model and interaction of numerous, potentially
unknown causes. Instead, inductive approaches such as hypothesis testing are used to derive the safety
requirements. First, an initial set of Al safety requirements is identified, then Al safety requirements are

updated

NOTE 3

formal definitions in mathematics. The list of safety-related properties on Al systems, e.g.

and validated through safety analysis.

These safety-related properties of Al systems are currently described conceptually rather than using

The listis based on discussions in Al safety research, etc.
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Refined Al safety requirements can be either qualitative or quantitative, where for quantitative Al safety
requirements, the design of the acceptance thresholds is application dependent. The validity of these
thresholds requires justification with respect to the evaluation criteria and the overall residual risk
acceptable for the Al system. For the example of robustness, the validation means “Can setting such a
threshold positively increase the robustness?”, which is an activity to be evaluated via experimentsin 12.5.7.

EXAMPLE Appropriate safety-related properties are hypothesized at the early stage of development, e.g. based
on past product experiences and identified by safety analysis in an iterative manner to ensure their contribution to
system safety. Safety analysis can include the impact of changing safety-related properties, specific noise robustness
for the equipped hardware characteristics, etc., on the system’s safety. For example, a safety-related property of Al
systems Al robustness is identified by such safety analysis and further refined to different kinds of robustness, then

the following quantitative Al safety requirement can be derived along with justification for the validity of these

“n 11 1 3 3 Lo 1 £ 3 1N 3 N 3 AL L o004
thresholds—Foeral-clearimagesirtheinputspace-ifnoise-perturbationscharacterizedby Ly norm<6;66+qre added

on the irhage, the Al system shall at most introduce 0,01 % of new errors”. This requirement, derived|from “Al
robustnefs,” will lead to additional engineering efforts in Clause 10, such as using robust training techniqueg.

Using saffety-related properties of Al systems to derive refined Al requirements is an inductive approach,
and exhjustiveness is not ensured. Therefore, it can be only a complementary part gfthe verification and
validatidn strategy elaborated in ISO 21448:2022, Clause 9.

9.5.3 Refinement of the input space definition for Al safety lifecycle

The inpyit space defines what workspace, what conditions and around what dynamic elements § system
will opefate to ensure its safe design and operation. If a system depends on Al systems using datla-driven
methodd to build ML models, the input space leads to the definition of‘the dataset requirements, which form
the basig of the data used throughout the lifecycle of the system.

EXAMPLE For autonomous driving, the workspace can be theoad or area where the system operptes. The
conditionfs can be the weather, visibility, illumination and connettivity. The dynamic elements can be tiaffic and
moving debris.

The refihement of the input space is an iterative prgcess. The initial definition provided as a prefequisite
may not pe suitable to be used for ensuring the intended functionality of the Al system. This is also feflected
in the ISP 21448 document, emphasizing that enVironmental factors are essential issues, while systems and
their elements have different concerns depending on the hierarchical layers.

The refinement of the input space definition aims at conforming to the capabilities of the available[systems
(e.g. sengors). Its refinement may alse_consider newly discovered or known triggering conditions that may
lead to gerformance insufficiencies.;"\Regarding where and what kind of refinement of the definitipn of the
input space is needed, the inforntation can be derived from the results of the safety analyses as des¢ribed in
Clause 1B.

The refiped input space-definition forms the basis for the verification and testing of the targef system
performpnce. That is,{the refined input space bounds the performance expectations of the Alf system,
reducing the uncertainty associated with its operation and consequently ensuring the bounds of its safe
operatiop.

9.5.4 Resftricting the occurrence of Al output insufficiencies

Overall, when engineering an Al System, a particular Scenario (0T a SEt Of SCenarios) Where the error rate
of the Al system is too high may be observed, violating the initially derived Al safety requirements. The
predefined list of safety-related properties of Al systems can be used again as a checklist to examine the
potential root causes and subsequently, derive a new set of Al safety requirements with associated metrics.
In the iterations beyond the initial iteration, the safety analysis described in Clause 13 provides additional
input to this activity. Based on observations from the field or from V&V activities, the safety analyses identify
the safety-related properties which maximally correlate with the safety-related issue. The insights into the
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correlation (or if applicable causality) between output insufficiencies and safety-related issues can be used
as a basis for the refinement of the Al safety requirements after the initial iteration.

NOTE1 Currently these safety-related properties are described conceptually rather than using formal definitions.
The consequence is that the derivation of Al safety requirements is not viewed as a (logical) causal derivation but
rather a hypothesis to be validated.

NOTE 2  The vast majority of ML-type statistical models estimate the likelihood of events, which is inferred from
correlations in the data. In such cases, clear causal relationships between the inputs and outputs of these models (and
ultimately the actions taken by the system) cannot be established. Thus, the classic causal fault analysis tools are not
necessarily applicable in this context.

In addition to the analysis results from Clause 13, which are driven by V&V issues or issues observed in the
field, analytic methods can also support the creation and refinement of Al safety requirements, which may
include plausibility checks on the inputs to the Al system and bounding on the outputs from thé Al $ystem.

As illustfated in Figure 9-3, an issue associated with performance insufficiencies may be‘identified from a
too-high|error rate during operation. By conducting appropriately designed experiments{e.g. count¢rfactual
analysis|or hypothesis testing), it may be discovered that the issue is strongly correlated with one{or more
intrinsid Al properties that are safety-related (e.g. robustness), with evidence of-oorrelation enjpirically
manifested in some metrics. The activity can be continued to further refine)the influencing fdctors as
described in Table 9-3, thereby deriving reasonable Al safety requirements\with the aim to prevent or
mitigate| performance insufficiencies. The effectiveness of the refined AlGaféty requirements as counter-
measurds should still be validated (see 12.5.7).

NOTE 3 | The use of correlation-driven analysis techniques is driven by.the practical need as demonstrated in the
field of sypervised ML. It does not inhibit the establishment of an assurariee argument for Al, provided that ddditional
supporting evidence such as experiments can be provided. This document also does not inhibit logical causal analysis
for Al as Ised in establishing the safety case, provided that causality can be rigourously demonstrated.

NOTE 4 | Regarding systematic errors, technical safety requirements allocated to the Al system are achieved by
safety mdchanisms as the countermeasures for systematic exrors.
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Figure9-3 — Conceptual diagram illustrating safety-related properties
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Table 9-3 — Influencing factor classes

Influencing factor class

Description

Examples

Observation

Influencing factors related to data
representing the input space

— Diversity of training and test data

— Coverage of the inference target
data domain

— Distributionaccordingto features
of the inference target domain

Label

Influencing factors related to the data
labels

— Incorrect labels

—  Inconsistentlabels

Model

Influencing factors related to the ML
model itself

— Choice of ML models
— Choice of hyperparametgrs
— Training procedure

— Limited~ computing | power/
timing/memory, or precision
change/constraint during
deploying Al systems info target
environment, e.g. hardwhre

NOTE The impact of differendes due
to deployment constraints between
the ML model developed in the off-
board environment and its or}-board
implementation cannot be anplytical-
ly determined due to the complexity
of ML models and is left as unjcertain-
ty in the Al system.

Operatio

=

Influencing factofS'related to changes
within the input'space during opera-
tion

signs: Introduction of ngw traffic
signs during its operational phase

— For ML models classifyi%g traffic

Table 9-
safety re

4 illustrates an example of connecting insufficiencies, safety-related properties and corlcrete Al

quirements.
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Table 9-4 — Examples for utilizing safety-related properties to derive new safety requirements

Concrete Al safety

is missing (FN)

L-infinity norm <
0,01 is added, the
predicted output

locc chall waa oi
€

Insufficiencies Associated safe- requirement Original error
observed from the | ty-related proper- req . Metrics as KPIs pattern being
. . derived from insuf- .

field ties . . . considered
ficiencies
Under slight input |Robustness (inherent |For any training For each image in the train- |The safety
variations, the ob- |in model training, data, if a Gaussian ing/test data, evaluate the requirements
ject being detected |decision boundary) noise bounded by robustness by creating 1 000 |allocated to the

variations of each image with
additional Gaussian noise,
and derive the number of

acareact pnaeadiobl oo o
e EeohS

Al system (from
external sources)
related to FN

TS S-STIo T CrroTtT

the same with a high
probability (e.g.
99,5 %)

ireorrectpi
KPI returns “violation /
false” if there is an image
where the number of incor-
rect predictions subject to
noise is larger than 5

faults ocfur where
a small ajrea of
pixels hals turned
black, the predic-
tion can pe con-
stantly wrong (FN)

When h}l:dware

Robustness (against
random HW faults)

For any training
data, if 1 % of the
pixels is arbitrarily
changed to com-
pletely black, the
predicted output
class shall remain
the same with a high
probability (e.g.

99,5 %)

For each image in the train-
ing/test data, evaluate-the
robustness by randemly
setting 1 % of the pixels to
black, repeat. 32000 times,
and derive the number of
incorrect predictions

KPI réturns “violation /
false” if there is an image
where the number of incor-
rect prediction subject to
noise is larger than 5

The safety
requiremgnts
allocated to the
Al system|(from
external spurces)
related to|FN

NOTE

example,
=max {|0
the noise,

L-infinity norm quantifies noise by taking the maximum“absolute value of the noise on every input dime
f there are three inputs to the DNN and the noise on-€ach input is 0,1, -0,2, and 0,15 respectively, then L-infihity norm
1], 1-0,2|, |0,15|} = 0,2. The use of L-infinity norm isonly an option; there are other norms (e.g. L1 or L2) for qyantifying

hsion. For

9.5.5

Quantitdtive evidence requires the definition of a set of metrics and target thresholds. The metrics

Metrics, measurements and threshold design

are used

to defing, characterise and theoretically analyse specific properties of Al systems. The selection and design

of these

met
requ

choden for.the Al safety requirements;

defi

meagurements afd-évaluation of the Al systems with respect to these properties;

anallysis of how the Al methods used to develop the Al system impact the metrics/measurement

hition and creation of suitable datasets used to measure each property (see Clause 11). The

metrics and associated measurements and target thresholds involves the following considgrations:

ics and measurement'methods for specific properties of Al technologies referenced in the safety
irements allocated.to the Al system (from external sources);

methods

datasets

are designed to provide a statistically relevant analysis of the property and be representative of the

input space.

Selection of suitable target thresholds for each metric requires justification. The justification can include:

past product experiences

system analysis

expert judgements

commonly agreed industry consensus
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— experiments

The decision may also involve multiple factors where trade-offs (e.g. bias-variance trade-off and robustness-
accuracy trade-off phenomena in machine learning) are taken into consideration.

EXAMPLE

Robustness against noise can be demonstrated by the minimum perturbation needed to change the

output to an incorrect prediction. Different minimum perturbation values can be selected as the acceptance criterion
such as &; (e.g. 0,5) rather than &, (e.g. 0,25). There can be different ways of justifying the threshold by providing

convincing arguments, e.g. the robustness shall be larger than &, since:

— &7 is the maximum possible noise communicated from the complete input pipeline, or

9.5.6

While p
assistan
consider]

NOTE

a) Give
spad
requ

b) Resylts from statistical learning theories are commonlybased on idealistic assumptions. These

(e.g.
of s
mac
whe
sam

c¢) The
real

been considered in this document.

d) The
the
imp

e) Apr
and
und
for v

ig the value that is used in similar standards or products.

noise exceeds &4, or

Considerations for deriving safety requirements

Fevious clauses provide general principles in deriving refined Al safety” requirements
ce of safety-related properties of Al systems, the following is a summary of some practical
ations for the derivation of Al safety requirements.

This list is not exhaustive. Nevertheless, it addresses complementarjrtopics that can be relevant t

n the lack of guarantees on the ability of ML models to genetalize, it is important to specify {
e that defines the workspace, conditions and dynamic élements, thereby limiting the perf|
irements and also the training data needed for that space.

Vapnik-Chervonenkis theory)[31l can nevertheless be used to derive a lower bound on thd

hine). The derived number of samples for-iodel training commonly reflects the best-case

ple).

possibility of relevant foreseeable)adversarial attacks, i.e. foreseeable attacks that are juds
stic, and their impact on the.overall Al system can be considered. However, cybersecurity

side effects of region-specific privacy considerations (e.g. the General Data Protection Regy
Furopean Union) canbe considered, since they can indirectly influence the quality of the
hict the model’s perférmance.

hctical purpéseof improving Al explainability is to ease the engineering of Al systems. For v

via the
example

o safety.
he input

prmance

theories
number

mples needed to ensure a tight generalization-error for a given type of ML model (e.g. suppoft vector

scenario

re the data used in training (in-sample)has the same distribution as the data in operation (out-of-

red to be
' has not

lation in
data and

hlidation

comPonents.

performanege improvement purposes, interfaces to Al components can be specific to improve the
erstanding of the Al component response. Such interfaces can allow for introspective approaches
alidatien and performance improvement, particularly isolating errors of the black-box ML pased Al

f) To reduce gaps or non-conformities to a particular Al safety requirement (e.g. by improving the related
performance), different performance aspects, which are inherent to the selected Al methods, can become
entangled. If overall efforts cannot be increased to meet either of the conflicting safety requirements, a
trade-off (e.g. between robustness and accuracy) is found. As shown in Figure 9-1, such limitations can
be forwarded to the encompassing system development process so that safety requirements on the Al
system and the encompassing system design are updated, and the entire safety requirements are met.

g) Results from the Neyman-Pearson approach (hypothesis testing) can be used to minimize the missed
detection (number of FNs) under a fixed number of false alarms (number of FPs) by considering inputs

like

sample size and signal-to-noise ratio (SNR).[32]
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9.6 Work products

9.6.1 1

nput space definition (refined), resulting from 9.3.1.

9.6.2 Alsafety requirements, resulting from 9.3.2, 9.3.3, 9.3.4, and 9.3.6.

9.6.3 Known insufficiencies of the Al system and the corresponding subdomains of the input space,
resulting from 9.3.5.

10 Selection of Al technologies, architectural and development measures

10.1 Objectives

The obje
a) tose
b) toid
tod
c) toid
syst

ctives of this clause are:
lect and justify appropriate Al technologies for use in the Al system;

entify appropriate architectural and development measures to fulfil the safety requireme
eployment;

entify appropriate architectural measures to mitigate residual functional insufficiencies
em revealed after deployment;

nts prior

pf the Al

d) toidentify measures for ensuring the safety requirements of the/Al system are fulfilled within its target

exed

10.2 Prx
The folld

a) safe

ution environment.

erequisites
wing information shall be available:

[y requirements on the Al system, Clause 9:

b) traiping and validation datasets, Clause1t;

c) Alc
d) Alc

10.3 G¢

10.3.1 4
fulfilling

NOTE

requirem
suitable f]
of such tq

mponent or Al system architecture, if available;

pbmponent or Al system development process, if available.
neral requirements

\ justification<hall be provided that the selected Al technologies and Al methods are c3
the Al safetyyrequirements.

Al techuelogy, its application to road vehicle functionality, as well as methods for ensuring that
ents ape*met are rapidly evolving. However, the most advanced technologies are not necessarily
pr-safety-related applications. This is due to the lack of an appropriate set of methods for ensuring {

pable of

Al safety
the most
he safety

chnologies (see Technology class III, which is outlined in ISO/IEC TR 5469).

EXAMPLE After analysing the benefits and limitations of alternate technologies, an argument is made
why DNNs are selected and used in combination with a set of redundancy and monitoring measures for a potentially
safety-related functionality despite the challenges of demonstrating safety requirements for these approaches.

10.3.2 Al safety requirements shall be allocated to Al components.

NOTE 1

In some exceptional cases, it is possible that not all Al safety requirements are allocated

component, e.g. diagnostics components.

NOTE 2
and on th

to justify

to an Al

The Al safety requirements allocated to the Al component depend on the functionality of the Al component

e Al safety requirements of the system.
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10.3.3 Sufficient measures, such as architectural, development or a combination of both, shall be defined to
ensure the Al safety requirements are fulfilled by the Al components.

NOTE Architectural and development measures help prevent, by design, Al errors of the Al components.

10.3.4 Sufficient measures, such as architectural, development or a combination of both, shall be defined to
reduce the risk resulting from contributing Al errors of the Al components.

EXAMPLE For out-of-distribution error detection, implementation of reject classes implies development measures
as well as architectural measures for ML systems.

10.3.5 The effectiveness of the chosen combination of architectural and development measures resulting
from 10.B.3 and 10.3.4 shall be supported by an argument.

10.3.6 Jafety analysis of the Al system outputs and, where reasonably practicable, of its architectural glements
shall be performed to determine whether the safety requirements allocated to the Al system ean be nijet.

NOTE For DNNs, safety analysis of the architectural entities of the Al model are not always'reasonably practicable.

EXAMPLE Safety analysis can include the analysis of the computational graph of AD components to idenftify if the
intermedjiate (latent space) or final outputs meet the relevant Al safety requirementallocated to the Al comyjonents.

10.3.7 The differences between the development environment and the target execution environment
shall be jdentified and evaluated regarding their potential impact on the safety requirements. If n¢cessary,
approprijate Al architectural and development measures shall be défined.

10.3.8 AI components that are Al models or contain Al models shall be trained using the training dataset
and evalpated using the validation dataset.

10.4 Architecture and development process.design or refinement

The arcHitecture of an Al component or Al systemnbjis designed or updated, to meet its Al safety requifements.
Similarly, an Al system or Al component development process is tailored or designed according fo the Al
safety rdquirements.

Al safety requirements are satisfied by two types of measures, architectural and developmert. There
are two [categories of Al safety reqtiirements, some derived from safety requirements allocated o the Al
system (from external sources) and’some derived from safety related properties of Al system. For the latter
category, Table 10-1 providessome examples of measures that can help meet them.

It is posgible that, duringthe’design process, there is no architecture and/or development process|that can
meet all[Al safety requinements. The challenges can then be discussed with the requirement stakeholders
and the Al safety requirements updated (see Clause 9 for guidance on updating Al safety requirements).

Similarly, there ‘€can be more than one architecture and/or development process that meets all Al safety
requirementsiduring the design process. The benefits and the cost of each option will then be discussed with
the systém-integrator to choose the most appropriate option for the Al component or Al system application.

Once a candidate architecture and development process are identified, the Al component or Al system is
trained using the training dataset and its potential to achieve its allocated safety requirements is evaluated
using the validation dataset.

Al model training is a critical step in the development process where the model learns from data in an
iterative manner by using a preferred optimization algorithm. In “supervised learning”, for example, the
learning process involves learning the weights and biases that minimize the error between the model’s
prediction and the ground truth. The training process relies on several tuneable parameters known as
hyperparameters (e.g. learning rate, regularization strength). Hyperparameter tuning helps optimize
the model's performance. The training process can also involve one or more of the steps such as feature
engineering, regularization, dropout, error analysis, etc.
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10.5 Examples of architectural and development measures for Al systems

Table 10-1 provides guidance on which measures can support the achievement of the Al-property-specific
KPIs and targets associated with Al safety requirements and safety-related properties of Al systems.

NOTE1 Table D-1 (Annex D) provides a definition of the safety-related properties of Al systems listed in Table 10-1.

NOTE 2  Annex G provides a short description of each architectural and development measure listed in Table 10-1.

NOTE 3  The applicability of a safety-related property of an Al system depends on the use case, encompassing
systems Al models, etc. For example, while a self-driving vehicle’s actions, such as acceleration and steering, can be
controllable, the property of Al controllability might not apply to the outputs of a DNN model for object detection in
the perception pipeline.

Acknowledging that there is an overlap between the safety-related properties of Al systems, ratipnales used
for the allocation of measures to the appropriate Al property(ies) can include:

a) Al resilience supports Al robustness. The following rationales were considered.in-the sel¢ction of
recdmmended measures to distinguish Al robustness and Al resilience:

— Meagpures that can guarantee that the system maintains its nominal performance under bounded input
pertjurbations are classified under Al robustness;

— Meapures that mitigate a failure for which the system impact is unclear dve classified under Al r¢silience;
— Somfe measures fall under both categories, Al robustness and Al resilience.

b) Al cpntrollability can support Al resilience, e.g. a supervisgry/system detects an error and fwitches
between redundant systems. The same supervisory system.can also detect an error and trigger a risk
mitigation measure that stops the Al system operation. The following rationales were considergd in the
sele¢tion of recommended measures to distinguish ALeontrollability and Al resilience:

— Thefim of Al resilience is to keep the system runsing.
— Thefim of Al controllability is to keep the system safe.

c¢) Alalignmentand Al predictability have the same objective of establishing confidence in the corfrectness
of the Al system’s prediction but achieve it with different means:

— Meapures to demonstrate that the Al system's behaviour is aligned with the user's expectatjons and
valus are classified under Al@lignment.

— Meapures that provide supporting evidence that the system behaves as expected, i.e. the [system’s
behaviour can be reasgnably predicted based on its inputs, are classified under Al predictabilitly.
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Table 10-1 — Example of measures for Al robustness

Type of measure

Measure

Remarks

Architectural Architectural measures that foster Architectural artefacts such as reject
Al robustness against OOD inputs classes can be required to detect 00D
(G.3.2.1) inputs.
Diverse redundant models (G.1.2.1)  |Architectural redundancy combined
Model ensembles (G.1.2.2) with a voting system provides confi-
N-version diverse programming dence in the Al system generating a
(G.1.2.3) correct output despite some ML ele-
Selection techniques for architectural ments providing wrong predictions.
redundancy (Uatinag and switching)

J U o oJ

(G.1.2.5)

Developinent Fault-aware training (G.4.2) Training the Al system to,recpgnize

faults helps to handle those faults
whilst maintaining.a-hominal or de-
graded mode.

Adversarial training (G.3.2.2, G.4.2)

Adversarial®saining reduces fthe Al
system’s.sensitivity to externjal ma-
levolentperturbations and inkreases
its reliability.

Transfer learning (G.4.3)

Transfer learning relies on the ro-
bustness a given Al model has shown
within its source input domain to
leverage this robustness witHin the
target input domain.

Augmentation of data (G.4¢9)

Using data augmentation to ifcrease
the diversity of data the mod¢l is ex-
posed to helps it generalize better.

Table 10-2 — Example of measures for Al generalization capability

Type of measure

Measure

Remarks

Architecfural and development

Transferlearning (G.4.3)

Transfer learning can leverage the
generalization capability of the foun-
dation model to the target applica-
tion.

Developinent

Regularization (G.4.2)

Regularization methods help|the
model adapt better to small shifts
in the input domain and reject 0OD
inputs.

Hyperparameter tuning (G.4.1)

Hyperparameter tuning can help
reduce the underfitting or overfitting,
thereby improving generalizdtion.

Table 10-3 — Example of measures for Al reliability

Type of measure

Measure

Remarks

Architectural and development

All measures supporting Al robust-
ness, Al resilience and Al generaliza-
tion support reliability

None
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Table 10-4 — Example of measures for Al resilience

Type of measure

Measure

Remarks

Architectural and development

00D data and its mitigation (G.3.1)

Distributional shifts and its mitiga-
tion (G.3.2)

Mechanisms that detect 00D samples
and distributional shifts trigger

the need to update and that contain
actions to ensure the system'’s safety
until the 00D or distributional shift is
addressed.

Qualitative and quantitative analysis
of Al architectures (Clause G.2)

Safety analyses on the architecture
help identify the need for redundant
systems that maintain the Al system

to an initial or degraded perfprmance
in case of Al errors.

Usage of Al-model based and conven-
tional software (G.1.2.6)

Non-Al components can'be uged to
detect errors and s@itch to r¢dun-
dant or fallbacksystems. Redundant
systems providea means to continue
the Al systemjoperation with|the
initial performance.

Developinent

Targeted and controlled model up-
date (G.5.2.2)

Partjal and targeted updates can
allow-simplified degradation jof safety
performance testing and spe¢d up an
issue resolution.

Table 10-5 — Example of measures for Al'controllability

Type of measure

Measure

Remarks

Architecfural

Usage of Al components.and non-Al
components (G.1.2.6)

Non-Al components are used [to de-
tect errors and switch to redyindant
or fallback systems. Fallback pystems
guarantee the Al system's comtrolla-
bility in all situations.

Supervisoky, limiting logic and non-Al
backup'system (G.1.2.4)

The implementation of safetyjmon-
itors provides a means to detgct
errors and take control over ¢ne
element of the Al system to efpsure
the Al system’s safety.

Architecfural and development

Qualitative and quantitative analysis
of Al architectures (Clause G.2)

Safety analyses on the archit¢cture
help identify the need for a mpni-
toring system that can detect{and
control Al errors.
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Table 10-6 — Example of measures for Al explainability

Type of measure

Measure

Remarks

Development

Attention or saliency maps (G.4.7)

Attention/saliency maps provide
information that explains the input
characteristics that strongly influ-
ence the prediction of the ML system.

Structural coverage of Al component
(G.4.9.1)

This is a white (or open) box method.
It can build confidence by identifying
which features of inputs are impor-
tant for the decision/prediction of Al
models.

Identification of SW units (G.2.1)

Breaking down the architectyre into

SW units aims to understand|the
function and performariee of pach
unit, fostering somé explainapility of
the Al componeptoutput out¢ome.
Table 10-7 — Example of measures for Al predictability.
Type of measure Measure Remarks
Architecfural Model ensembles (G.1.2.2) Ensémbles typically increase|the
Techniques for selection of architec- faccuracy of the prediction, which
tural redundancy (G.1.2.5) fosters predictability.
Architecfural and development Criteria for retraining (G.5.2.1) Monitoring criteria for retraihing, e.g.

distributional shift, help identify a
decrease in the performance pf the Al
model to predict the correct gutput.
Consequently, this monitoring also
helps to detect a reduction in|robust-
ness, resilience and generalishtion
capability.

Development

Confidence'calibration and uncertain-
ty quantification of Al models (G.4.4)

Calibrating the Al model’s ungertainty
fosters confidence in the correctness
of the model's predictions.

Structural coverage of Al component
(&4.9.1)

confi-
bss of

Structural coverage provides
dence in the comprehensiven
the testing strategy.

Monitoring multiple scores (G.4.6)

Monitoring model performanfce met-
rics such as precision, recall, F1-score
during training provides insight into
the model’s ability to predict forrect
outputs consistently.

Table 10-8 — Example of measures for Al alignment

Type of measure Measure Remarks
Developl Tent A}isluucut ofintention (C}auac GG) Nomre
Table 10-9 — Example of measures for bias and fairness
Type of measure Measure Remarks

Development

Data coverage techniques for test
data augmentation (G.4.9.2)

This method can help identify and
reduce bias within the datasets by
measuring data distribution across
equivalence classes.
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10.6 Work products
10.6.1 Al component or Al system architecture (refined), resulting from 10.3.1 to 10.3.7.
10.6.2 Al component or Al system development process (refined), resulting from 10.3.1 to 10.3.7.

10.6.3 Implemented Al component, resulting from 10.3.8.

11 Data-related considerations

11.1 Objectives
The objectives of this clause are:

a) to define the dataset lifecycle of activities related to the gathering, creation, analysis, verification and
validlation, management, and maintenance of the datasets used in the developmentiof the Al sygtem;

b) to identify the dataset insufficiencies that may impact the safety of the Al system;

c) toidentify the data-related safety properties that have a bearing on the-safety of the Al system|and that
support dataset safety analysis;

d) to define the countermeasures to prevent or mitigate datasé€t insufficiencies using datas¢t safety
anallysis methods at different steps in the dataset lifecycle;

e) to define the data-related work products that support providing evidence of the safety of the Al system.

This clafise applies to Al systems whose development and/or testing relies on data, including Al|systems
based o1} supervised, semi-supervised, and unsupervisedlearning techniques.

11.2 Prerequisites and supporting information
The folldqwing information shall be used at theinitiation of this phase of activities:
a) Al system definition, including:
1) Al safety requirements, Clause 9;
2) |nput space definition~(refined), Clause 9;
b) field data and functipitabinsufficiencies detected during operation, Clause 14;

c) safefy analysis réport, Clause 13.
11.3 Ggneralrequirements

11.3.1 A dataset lifecycle shall be defined for the datasets used in the development of the Al systen

—

11.3.2 The dataset lifecycle shall be defined such that it supports iterative development of the dataset
taking into account changes in the Al safety requirements and any insufficiencies observed during the Al
system deployment phase.

11.3.3 The dataset lifecycle shall include activities that relate to the gathering, creation, safety analysis,
verification, validation, management and maintenance of the datasets used to develop the Al system.
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NOTE An example dataset lifecycle covers requirements development, design, implementation, verification,
validation, safety analysis and maintenance of the dataset. The dataset verification activity can ensure traceability
from the dataset requirements to the dataset design and implementation. The dataset validation can involve
integration of the Al system and be performed as part of the Al system verification.

11.3.4 Data-related safety properties of the dataset shall be identified and be used as inputs at different
phases of the dataset lifecycle.

11.3.5 The dataset lifecycle activities shall include safety analyses to identify potential dataset
insufficiencies, their root causes and their potential to cause a violation of Al safety requirements.

11.3.6 Ipatasetrequirements shail:
— address the dataset insufficiencies that can lead to violation of the Al safety requirements;

— spedify countermeasures to prevent the dataset insufficiencies, to mitigate them, or both.

11.3.7 Traceability shall be ensured between the dataset requirements and the AlGafety requiremlents.

11.4 D3taset life cycle

11.4.1 Datasets and the Al safety lifecycle

Datasetd play a crucial role in Al system development and testing, MD,'in particular, typically involves an off-
line training process to determine values for the parameters of an Al model. Three types of datasets enable
this traifiing and its usage afterwards: training datasets, Al yvalidation datasets and Al test datasetq.

Examplq flows for dataset creation and supervised learning-are shown in Figure 11-1 and Figure 11-2.
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Figure 11-1 — An example dataset creation flow
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A dataset lifecycle can consist of the following phases:
— dataset safety analysis;

dataset requirements development;
dataset design;

dataset implementation;

dataset verification;
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— dataset validation;
— dataset maintenance.

A dataset lifecycle is created for the Al training, Al validation, and Al test datasets used in the Al system
development (an individual dataset lifecycle can be created for each dataset role, if appropriate).

A dataset lifecycle can be aligned with or defined as part of the dataset creation and management activities
at the level of the encompassing system, since system-level validation typically also relies on datasets.

Figure 11-3 provides an example dataset lifecycle based on the traditional V-model of development. Some
of the salient features of the llfecycle are traceablllty of AI safety requlrements to the dataset requlrements

(which i ends into
operation, where new data can mfluence dataset revision.
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Figure 11-3 — Dataset lifecycle model

Subclauges 11.4.3 to 149 discuss each dataset lifecycle phase in more detail.

11.4.3 Dataset safety analysis

11.4.3.1| General considerations

Dataset safety analyses focus on identifying safety-relevant dataset insufficiencies. When these dataset
insufficiencies have been examined and the causes and consequences have been identified (including risks
of the Al system and encompassing system), that information is fed as inputs to the dataset requirements
development, dataset design, and dataset implementation to realize:

— countermeasures to prevent or mitigate dataset insufficiencies;
— metrics to judge effectiveness of measures to avoid dataset insufficiencies.

Depending on the dataset lifecycle phase, different approaches to dataset safety analyses can be used as
outlined below.
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Dataset requirements development phase:

— A guideword-based approach (such as that applied in HAZOPs) can be used to identify how dataset
insufficiencies impact the safety of the Al system. Using this approach, one can determine what
characteristics of the dataset(s) lead to the Al system performing a function incorrectly, seldom, too
often, too little, too early, or too late.

— A qualitative risk analysis approach can be used to define the rigour applied in the dataset lifecycle to
avoid dataset insufficiencies. This approach is similar to the application of HARAs to determine ASIL in
[SO 26262. The approach considers:

Generall
qualitatively higher assurance level and hence a greater rigour in the robustness of the countern
that can|be applied.

Last, a tesidual risk analysis approach can be applied after the ifapact of the countermeasure

— the severity of the outcome associated with dataset insufficiencies (including the risks of the Al

_yotcul Cllld CllLUllllJaDDills Dy DtClll),
the likelihood of the outcome associated with dataset insufficiencies;
existing countermeasures that can prevent or mitigate dataset insufficiencies;

hdditional countermeasures that can be applied to prevent or mitigate the dataset insuff
and the degree of rigour with which such countermeasures can be applied!

reductio

Dataset

Various

design and can generate additional countermeasures\that were not originally introduced at the

requiren

Dataset

A proceg
in the p
dataset

[SO 26246

EXAMPL
colour im
raises iss

usin
calib

usin
vehi

, more significant risks at the Al system and encompassing systent can be associate

has been considered.
esign phase:

deductive and inductive analysis approaches canbe conducted considering the proposed

hents development phase.
mplementation phase:

s failure mode and effects analysis{(PFMEA) approach can be employed to identify potenti
rocesses, methods and tools of the data preparation and labelling and link these issues
nsufficiencies and/or violations of the Al safety requirements (see Clause 9 of this docun
2-9).

) An Al system clagssifies in-path objects for alert and trajectory planning purposes. The Al syst
age from a camera meunted on the windshield. The Al training data, in particular, is hand-labelled.

Lies that can generate-safety-relevant dataset insufficiencies such as:

rations (data,;reuse impact);

b images-bhiat were collected 10 years ago, even though there has been a considerable change in th
les,that-are on the road in the domain of interest (data ageing impact);

iciencies

1 with a
heasures

5 in risk

dataset
dataset

al issues
with the
hent and

em uses a
A PFMEA

b images thag-wete collected from the same camera on a different vehicle with different mounpting and

e types of

usin

gimages thatwere collected from one region even fhnnuh the system ig f;\ropfpd tooperatein mn]fm

eregions

Wlth

varying types of in-path object behaviour (data bias 1mpact)

using images that have not been labelled in a standard and correct manner (labelling inconsistency impact).

A summary of outputs of the dataset analyses serves as evidence to demonstrate that safety-relevant dataset
insufficiencies are prevented or sufficiently mitigated. This summary can motivate or reference further
artefacts (e.g. dataset tool qualification plan).
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11.4.3.2 Dataset-related safety properties

Dataset insufficiencies are insufficiencies of the dataset regarding data-related safety properties under
consideration. Examples of these data-related safety properties are given in Table 11-1. They encompass
both general properties and properties specific to Al applications.

Table 11-1 — Examples of data-related safety properties

Property

Definition

Accuracy

mantical representation and interpretation.

The data correspond to their source with respect to se-

lated

Completeness

Tha dot 1 o [ Lo o dor )
Fhe-dataelements-tinchidingsmetadatararepop
and the data have defined coverage of the inputss
safety-relevant cases and plausible data perturbg

pace,
tions.

Correctness (or fidelity)

The data correspond to the phenomenon-théy int

characterize the phenomenon.

capture and include features and metadata which help to

end to

Independence of datasets

The datasets sufficiently avoid deakage of inform
amongst themselves with respeéct to data source;
methods used to capture, gather, generate and pr
the data.

htion
and the
ocess

Integrity

The data are not altered by natural phenomenon

compression without consideration of impact to
poisoning),

noise) or intentional action (e.g. usage of lossy daLa

(e.g.
odel,

Representativeness

The distribution of data corresponds to the infor
in the énvironment of the phenomenon to be capt
is fre€jof biases.

mation
ured; it

Temporallity

The'data gives sufficient consideration to time-b
characteristics (e.g. timeliness, ageing, lifetime, t
contributing to distribution shift).

hsed
me

Traceability

information on how they were captured, gathere
ated and processed) is demonstrated.

The derivation of the data from their origin (inclgding

d, gener-

Verifiability

The data include sufficient features to be amenal

le for

verification as prescribed by their requirements pnd
properties.
NOTE 1 | ISO/IEC 5259-1 and Reference [33] detail additional data-related safety properties (e.g. p¢rtability,
understahdability, auditability)-
NOTE 2 | Properties might'not necessarily be mutually exclusive (e.g. a well-known property that is not listed is

independence and identieal distribution, or 1ID, which is covered by the correctness, completeness and inde

propertigs).

pendence

Regarding a dataset insufficiency due to lack of independence of datasets, independence betweedn the Al
training|and\Al Vahdatlon datasets supports detectlng overflttlng Though not requlred the K- fld Cross

validatid

the folds. Independence between the AI training and Al test datasets on the other hand supports providing
areliable statistical estimation of the residual risk of the trained Al component.

Regarding a dataset insufficiency due to lack of representativeness, biases can manifest in different forms.
Human cognitive biases impact how engineering decisions are made and how datasets are sampled.
Non-human cognitive biases (such as sensors failing during data collection) result in systematic dataset
insufficiencies. More information on these forms can be found in ISO/IEC TR 24027:2021, Clause 6.

Generally, a bias in the training dataset impacts the performance of the Al system and is unwanted. However,
intended biases can be used as a design measure to put the Al training focus on some important but rare
features critical to the safety of the Al system (e.g. a training dataset with a higher occurrence rate of corner
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cases can be used to complement an Al test dataset based on the real-world distribution). This design
measure can still be insufficient to capture the true variability of rare safety-relevant cases, however.

Specific examples of dataset insufficiencies and the potential actions to avoid such dataset insufficiencies

can be found in Table 11-2.

Table 11-2 — Examples of dataset insufficiencies

Property

Dataset insufficiency example(s)

Potential actions to avoid insuffi-
ciency

Accuracy

The resolution of camera images is
not sufficient according to expected

— Selection of source sensors
appropriate for the input space

Al model inputs for object detection.

An Al system operates with sensors
detecting certain types of obstacles
at a given distance range and high
speed, but the camera used is not
adapted for the range and speed,
yielding blurry images.

The mesh used in LiDAR imaging of
objects is not fine enough (number
of points, spacing) to properly detect
target obstacles.

and application;

— Inspection of manually| labelled
data.

Complet¢ness

Few images have obstacles close to
the camera in a dataset for obstacle
detection.

No night images are in the dataset
even though the input spaéé.includes
night-time.

Perturbations like noise, brighten-
ing, darkening, vibration, rotation,
turbulence, bluriring, blooming, smear
and interference are not reflected in
the dataset.

An Al syStem for traffic signal identi-
ficationvis trained with a dataset that
does not contain data elements that
have all of the possible variations of
traffic signal shape, height, positions,
etc. outputted by the Al system.
Missing information on the location
of captured data does not allow one
to analyse the geographical distribu-
tion of data and can cause undetected
bias.

2— Investigation of gengral use
cases;

— Calculation of distributipn of the
data and verification fhat the
data cover the input spade;

— Collection of data from
different geographical |experts'
perturbations on data that
represent realities within the
input space;

— Additionofdatathroughgelection,
generation, augmentafion or
synthesis if there afe gaps
identified (e.g. by analysis such
as examination of saliency maps,
training and testing);

— Monitoring and collectign of new
or changing items within input
space;

— Corner and edge case colllection.
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Table 11-2 (continued)

Potential actions to avoid insuffi-

Property Dataset insufficiency example(s) ciency
Correctness (or fidelity) Annotators manually create bounding|— Characterization of the
boxes around objects inconsistently, essential features of the target
which leads to object size per scenar- phenomenon;

io to be calculated differently.

No distinction has been made be-
tween a motorcycle and its rider in an
image label, though this is relevant
for the driving task that the Al system

— Determination of the adequacy
of the sensors to detect, observe
and capture the phenomenon;

— Redundancy of sensors.

£,
lJCl TUTTIIS.

A scene is marked as rain by an anno-
tator although it is in snow.

LiDAR provides ground truth for a
camera outputting distance to an
object. The vehicle collecting data
drives through rain, which causes
the ground truth to be noisier than in
nominal conditions.

Adhesive body markers provide
ground truth for a driver monitoring
system outputting head position, and
the markers shift during the data
collections.

Independlence of datasets

One frame in a sequence is in.thé Al
test dataset and the next frame is in
the training dataset. Due toframe
rate, the frames are nearly identical.
One frame of a certain geo-position
is in the Al test dataset and another
taken later at the same geo-position
is in the traifing dataset. For object
detection,/this can compromise the
independénce of the datasets.

All datasets used to develop an Al
model come from the same exact en-
vironment (e.g. same city street, time
intervals, weather conditions and
traffic load).

All datasets are collected relying
upon the same means (e.g. only one
sensor or database).

The task for dataset creation is al-
ways based upon the same technique,
algorithm or parameters and is con-
ducted by the same person.

— Use of data management|system;
— Use of different sources ¢f data;

— Separation of the teams preparing
the different datasets;

— Use of different technicjl means
for data capturing, e.g. different
sensors, vendors and brgnds;

— Deployment of different
processes/methods for| dataset
creation, e.g. applying two
algorithms for data| sample
generation.
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Table 11-2 (continued)

Potential actions to avoid insuffi-

Property Dataset insufficiency example(s) ciency

Integrity Corruption of hardware storage in- |— General inspection;
troduces error(s) in the dataset. _

Failure of database memory introduc- Analysis ~ of = robustness to
es error(s) in the dataset. adversarial attacks onthe dat-aset
Untrained/careless user inadvert- (e.g. random erasing, corruption);
ently introduces inconsistent data — Standard access controls (e.g.
element (e.g. altered label). authorized users with passwords,
Error is introduced during dataset denial of service protection
processing/manipulation due to techniques);

transfer over lossy channel.

— Built-in features,\for [ntegrity
checks in databases apd other
data storage;

— Inclusion ofintegrity chgck codes
(e.g. «CRE, checksum, Hash) for
stefage and transfer oyer lossy
charnels.

Representativeness An Al system for driver monitoring |—"CAnalysis and comparisdn of the
is going to be used in a region where theoretical and expgrimental
drivers have an even distribution distributions of the phenomenon;
from 20 years old to 100 years old;
but the dataset does not contaifd¥iv- |— Distributional drift analysis.
ers above 80 years old.

Al datasets collected by a headvy truck
fleet can have geospatialdias for an
Al system intended to'perceive as-
pects of roadwayswiith weight limits.
Synthetic data do-hot capture certain
real-world features, such as shadows
in images,to'which the Al system is
sensitivé.

Realsworld data have been captured
with wrong sensor parameters,
resulting in variances to which the Al
system is sensitive.

Sensor data have disturbances due to
a bug on the camera.

Temporallity COVID-19 induced change in distri- — Inclusion of metadata cqntaining
bution of people wearing face masks, details like time of creqtion and
but the dataset for a driver monitor- validity;
ing system does not consider this.

— Usage of version contrdl for the
dataset.
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Table 11-2 (continued)

Property

Dataset insufficiency example(s)

Potential actions to avoid insuffi-

ciency

Traceability

An image lacking information on its
source appears to be complete under
simple visual inspection and is inte-
grated into a dataset.

Two datasets containing the same
category of data are integrated into a
single dataset without their metadata
and attributes. The original datasets

Use of data management

system;

Updating of data management
process to account for all tasks

impacting datasets;

Creation and
appropriate and
metadata to the data

inclusion  of
sufficient

element

Sl H el Al adaal
dllU LIITIT ITIITtdudid dI' T UTICTLTU.

Data samples that were randomly se-
lected for a training dataset decrease
performance of the Al model due to
those samples being corner cases. The
samples are subsequently removed
from the training dataset, but their
metadata do not have an attribute to
label them as corner cases.

A new optimization algorithm is
applied to datasets without properly
tracing its application in the data
management process. The optimized
datasets are still used to replace thé
older ones.

collected and synthesize

d.

Verifiability

A framework that relies on a.random
algorithm generates data samples that
violate a safety indicatorifa simulation
run. Without sufficientiechanisms for
reproducing the same'run, the violation
is likely unverifiable.

No checksum;€RC or hash mechanisms
were actiyated at any time in the data
management process and the datasets
canniotybe integrity-checked.
Datasetimages cover a certain period of
the year (e.g. autumn and winter), but
the camera was not correctly configured
with the actual date and the respective
metadata is unreliable.

Different camera vendors and brands
were used to ensure the independence
of the data. However, all images were
mixed and processed together and the
technical means were not recorded.

Ensuring reproducibility
generation;

Mechanisms to allow vel
of data properties, e.g
featuresin databases for
checks;

Discarding of datase
unreliable or ins
metadata;

Manual analysis;

Use of statistical

methods.

F of data

ification
built-in
integrity

s with
ufficient

bampling

11.4.4

Dataset requirements development

The dataset requirements development follows the activity flow below, assuming that the method specified
in ISO 26262-3 regarding item definition and the method specified in ISO 21448:2022, Clause 7 regarding
triggering conditions have been followed:

a) comprehension of the Al system;

b) dataset safety analysis;

c¢) datasetrequirements formulation;

d) datasetrequirements quality assurance.
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The comprehension of the Al system activity of the dataset requirements development focuses on
understanding the intended functionality of the Al system, including:

— the Al safety requirements, Clause 9;

— the input space definition, Clause 9.

The dataset safety analysis activity is performed in line with 11.4.3. The outputs are fed into the dataset
requirements formulation.

The dataset requirements formulation activity focuses on formulating the dataset requirements that

mitigate

the risks associated with the output of the Al system. It specifies:

— thel

— the

Finally,
requiren

— trac

ogistical aspects, addressing at least the following items:
where the dataset is stored;

who has access to the dataset, what type of access they have and when they hate access, i
consideration given to ensure that this dataset is safe from unintended editing;

how the dataset is version controlled and how changes are tracked;

requirements on the verification and validation processes to be employed to ensure that
within the dataset is correct and appropriate for usage;

hny of the dataset life cycle phases.
echnical aspects, addressing at least the following items:
Kize of the dataset;

format of the data within the dataset, including what syntactic and semantic parameters
the data and what the format for labelling is}

dataset’s role (Al training, Al validation or Al test) and what ensures that it is sufficient for
Fole, including limitations on how-many times it can be used (to avoid overfitting);

constraints affecting creation of the dataset (e.g. region-specific data privacy regulations);
mitigations for the differént manifestations of dataset insufficiencies detailed in 11.4.3;
mmethods to preventundetected data failures.

the datasetrequirements quality assurance activity focuses on ensuring that the

pable.to.the Al safety requirements;

— upd

ncluding

the data

how stakeholders can report known vulnerabilities, risks or biases in the data and/or datas¢t during

describe

boundaries of the data within the dataset (driven by both ground truth and design decisior}s);

its given

dataset

hents followrthe criteria given in ISO 26262-8:2018, Clause 6. These requirements are the following:

table and maintainable upon a change to the encompassing system, the Al system or input{space;

— updatable upon exposure of an insufficiency in the Al system due to the discovery of new safety-relevant
scenarios or other triggers.
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Table 11-3 — Further considerations for requirements development

Requirements topic

Considerations

Input space

For an ADS, “input space” is equivalent to “operational
design domain”.

An input space can also include the user demographic and
user-driven parameters (e.g. a driver monitoring system
can have an input space that includes drivers with face
paint).

Role of the dataset

Regarding the Al test dataset role, the Al test dataset is
used specifically in the Al test verification part of the
process, which can be performed as part of vehicle-level

verification and validation. Ideally, a large Al test dataset
is used to uncover overfitting.

In case of repeated performance measurements ¢n the

same Al test dataset, the statistical validity of th¢ test re-
sults can be threatened by implicitlyeptimizing fowards
the Al test dataset. The dataset requirements can include
countermeasures to address this;Example countprmeas-
ures include:

— employing multiple~independent Al test |datasets
for use across different iterations of Al system
development;

— restrictinglaccess to the Al test dataset quch that
KPIs measured on a random subset of the daftaset are
returned instead of detailed results.

Datasets_ean support another role - providing a ipeans to
monitor the input space while the Al system is infopera-
tign,"11.4.9 covers this use case in more detail.

Boundarjes of data

An example of setting boundaries is a situation iy which
a data element for a particular dataset has the follow-

ing format: <Time>, <Day>, <Traffic heaviness>. Time

is bounded between 00:00 and 23:59 inclusive, djy is
bounded within the (Sunday, Monday, Tuesday, Wednes-
day, Thursday, Friday, Saturday) enumerations and traffic
heaviness is bounded within 0 and 100 % inclusiye.

Constraipts affecting creation

An example of a constraint is a situation where ajregion
in which a vehicle is going to operate has restrictjons
disallowing capturing images of individuals. Thig can
introduce an unwanted bias if the Al system’s furjction is
to classify pedestrians based on the images.

—

Traceability

Traceability from dataset requirements to Al saf¢ty re-
quirements (including those which have been genperated
from consideration of the input space (refined)) dan be
evidence that the Al safety requirements have been suffi-
ciently considered. An example of this is as follows:

— An Al system has an Al safety requirenjent that
cpnr‘iﬁ'pc the acceptable EP rates for the Ifunction

that the Al system performs in two different weather
conditions: sunny and rainy.

— The training dataset has dataset requirements that
specify how much of its data are in sunny conditions
and how much of its data are in rainy conditions.
Similar dataset requirements are created for the
other datasets.

— These dataset requirements link to the Al safety
requirement.
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11.4.5 Dataset design

The data

set design outlines details on:

— data elements that are collected physically, created synthetically and/or created through augmentation
(and how augmentation is applied in dataset generation and on-the-fly in the Al training pipeline, if
applicable);

— which aspects of the data elements comprise the core data;

— the metadata, including any ground truth data associated with objects of interest within the data
elements (also known as the labelling specification for supervised learning);

— the ¢perations to be performed on the dataset (e.g. filtering of irrelevant or invalid data, dimen

redu
appi
— any
and
The detz:
they pre
11.4.5.1
There an
1) Phyy
sens

serve the Al safety requirements and the dataset requirements.

ction, de-identification of data for data privacy purposes, normalization of the data with e
opriate metadata parameters);

ils outlined in the dataset design are to be documented and subjected t0 analysis to eng

Creation of data elements and identification of core data
e three main approaches used for creating data elements in~d.dataset:

ical collection of data elements: Data elements in the dataset are directly obtained using e

sionality
pspect to

mechanisms to be realized for monitoring the distribution shift in the input data’during operation
collecting additional data items for subsequent revision of the dataset.

ure that

ither the

ors used in the encompassing system or their surrogates. In the case of surrogate sensofs, a gap

analysis is done to assess the effects of the difference with the native sensors and countermeas
takegn to contain the effects.

2) Synfhetic creation of data elements: Certain aspécts of the input space might not have been

duri
gene
aspe

3) Aug

augimented to create a new set«ofidata elements that have parameters altered to include pertu

such
inte
test

EXAMPL

background modificationysuperposition of multiple images, flipping, scaling, translation and random croppi

The aspe
Al syste
pixel val

g data collection and various simulation tools. Specialized machine learning meth
rative adversarial networks can be employed to create additional data elements that capty
cts. The adequacy of the synthetic.data elements is considered.

mentation of physically-created "data elements: A physically-created set of data elem

ures are

raptured
ods like
re those

ents are
rbations

as noise, brightening, darkening, vibration, rotation, turbulence, blurring, blooming, smear and

ference. If augmented data are used for testing and if the data even partially replace r¢
b, the adequacy of the.augmentation is considered.

) For computér-vision based data, the means of altering can include colour space transf

al-world

brmation,
ng.

of RGB

cts of thése data elements that serve as the inputs to the Al system during runtime operatity)n of the

m (e.g.“the raw image data from a camera sensor, a three-dimensional 128 x 128 x 3 arra
lesifor an Al system built on computer vision) are the core data.

11.4.5.2

Design of metadata for data elements and datasets

The metadata associated with a data element provides valuable information about the data element that can
be used during training, analysis and verification. For a supervisory ML system, the metadata includes the
ground truth or the label used during the training process. The data type, structure and range of values that
the labels assume are also identified during the design phase. They conform to the functionality of the Al
system and meet the dataset requirements.

EXAMPLE 1

An Al system used to classify objects for an automatic emergency braking system depends on a training

dataset for which the data elements have metadata containing the class of the object (e.g. car, truck, person), the height
and width of the object (the bounding box) and the distance of the object from the subject vehicle.
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Metadata can also be associated with a dataset as a whole. The metadata associated with a dataset serves to
support analysis, verification and validation of the dataset. The metadata can contain the following:

— details on how the dataset was created, e.g. physical collection, details of sensor devices, synthetic
methods and tools that were used for generation, augmentation, etc.;

— statistics of syntactic and semantic parameters of data elements in the dataset;

— information that relates the data elements in the dataset to the Al system and the encompassing system,
input space, object/event detection and response, dynamic driving tasks, edge cases, etc.

EXAMPLE 2  Animage dataset can be defined to be such that 10 % of its data elements contain traffic signals in the
top left corner. In the assessment of completeness, the range of values of various parameters and their combinations
can be uskful.

11.4.6 Dataset implementation

The actjvities in the dataset implementation phase realize a concrete dataset based on the| dataset
requirernents and dataset design. The activities include:

— defining the processes, methods and tools to prepare a given dataset (e.g)physical, synthetic and/or
auginented data generation, cleaning as covered in 11.4.5);

— preparing the dataset;

— defining the processes, methods and tools for labelling the dataset;
— labe]ling the dataset.

NOTE ISO/IEC 23053 identifies the data preparation step ‘as a tool in the development of an A system.
The ISO/[EC 5259 series defines a data quality framework«that can be used as guidance during this phase, and
ISO/IEC 'R 24368 provides guidance on having processesvin place for stakeholders to disclose/report known

vulnerabllities, risks or biases associated with the dataset preparation and labelling, which can then be fed into a
dataset safety analysis.

Regardimg labelling in particular, it is often a human-labour intensive process involving a label supplier, and
label qudlity tests and audits are applied. The'nature and extent of these tests and audits is commgnsurate
with the|complexity of the inputs and outpyits being labelled.

EXAMPLE 1 Ifthe data to be used foran Al system development is LiDAR data involving point clouds, the labelling
to identifly objects in the inputs can(bé complex and error-prone. To address this, the labelling process can employ
multiple |evels of human involvement, e.g. labellers, reviewers and auditors, and possibly also semi-autonjated and

Additionjally, for labelling;consideration is given to how any ground truth is obtained to ensure [that any

EXAMPLE 2 Body\markers used to provide the ground truth positioning of a person for a camera-enabled driver
monitorifg system.can cause interference since the body markers will likely not be a part of the real-world pperation

ion and
labelling are documented as inputs for dataset safety analy51s and dataset verification activities. The
coverage of the input and output spaces and the statistical distribution of the datasets are also recorded.

11.4.7 Dataset verification

Dataset verification applies to the dataset under evaluation. Its purpose is to confirm that the dataset
has been developed correctly. This process comprises product verification complemented by process
verification:

— product verification:

— determining the consistency and correctness of information in a data element;
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— determining the consistency and correctness of information at the dataset and metadata levels, e.g.

lack of outliers, missing data elements, duplicates, wrong data types;

— verifying the conformance of the dataset against dataset requirements, e.g. metrics on distribution

of parameters of the dataset, extreme values and edge cases of parameters and their comb
noise characteristics, independence between datasets;

— process verification:

— checking that the design and implementation phases are performed correctly;

inations,

— checking the correctness of the processes, methods and tools used to create the dataset and its

meracdatd . (1No an QLrne A 1 ] 0 =8 Ae. 0 ala a 406 o

NOTE

users, traffic signals), the dataset is required to have a sufficient number of data elements containing these
so that they can be learned. The Al system metric is that the Al system perceives vulnerable road users und
lighting donditions with an accuracy of X%. This Al system metric relates to dataset requirements that Y
training dlataset and Z% of the Al test dataset contain vulnerable road users under those lighting condition
dataset njetrics are not met, the dataset is enhanced with additional data elements.

Dataset perification is repeated every time dataset requirements are added or refined. The deta
verificatjon carried out are documented as evidence for the verification of the dataset.

11.4.8 DPataset validation

Dataset [validation ensures the correctness of the dataset requirements from the dataset requ
phase, i.¢. if the correct dataset and data elementsiare developed for the Al system with the desiré
properties and if they reflect a correct translation of the Al safety requirements.

There arje two approaches to dataset validation activities which can be applied together or individu

e type of
rollection
Checking
sampling

able road
concepts
br certain
(% of the
5. If these

Is of the

rements
bd safety

ally:

a) reqyirement conformance, which involves checking that the derived dataset requirements meet the

expécted objectives of the dataSet;

b) integration testing, which involves checking that the Al system developed using the datas
traimed and tested with-the dataset(s)) meets the Al safety requirements.

For the first approach,the’ expected objectives of the dataset are adequately articulated at the A
development phase afid*handed over to the dataset development team. Often, the expected objectiv
terms of| use cases and edge cases of the Al system, and checking that these are met is done by ex
and reviewing the.dataset requirements. As part of this evaluation, the consistency and completene
dataset fequitements can be assessed.

et(s) (i.e.

[ system
es are in
amining
ss of the

In additiorn,requirement conformance can be carried out by examining the Al safety requiremen

[s. Every

safety requirement that has a potential impact on a dataset is covered by one or more dataset requirements
(although there can be dataset requirements that do not trace to an Al safety requirement). Requirement
conformance involves checking that a correct and desired traceability exists, and can be carried out

manually and/or using some automated support of analysis of the requirements.

The second approach to dataset validation is integration testing. In this approach, the Al system is derived
or revised using the dataset, and the resulting Al system is verified against its requirements, with the
additional objective of the Al system verification being to check that the right dataset was developed. Any
failure in Al system verification can be traced to deficiencies in the dataset (and subsequently accounted for
in the dataset requirements or design) or to other issues, like an inadequate Al system architecture or an

inadequate training process.
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The dataset validation phase results in evidence describing the relationship of dataset requirements to the
Al safety requirements and summarizing the review results.

11.4.9 Dataset maintenance

Dataset maintenance refers to the set of activities that ensure that a dataset is up-to-date and compliant
with the dataset requirements. These activities are carried out across the entire dataset lifecycle.

According to ISO 26262-8, the dataset maintenance activities can include:

— configurations of the dataset, including what they are, what they do and how they are managed;

— mar
— char
— retil
NOTE

Dataset

— gend
to th
encd

— 00D
— Als)

untered during operation);

rstem adaptation.

agerelTt of datasetTesources; toots; Tepositories; accessT ightb ard-tinretnes;
ge management of datasets including what triggers changes to the dataset;
ement and decommissioning of dataset and their elements.
Guidance on retirement and decommissioning are available in ISO/IEC 5338 and ISO/TEC 8183.
maintenance activities include actions taken during operations (see Clause14) and involve;

ral field data collection and monitoring (e.g. monitoring the inputs to'the Al system for confq
e Al safety requirements and identifying data elements corresponding to safety-relevant ed

data identification, collection and processing;

Table 11-4 — Examples of dataset maintenance activities

rmation
ge cases

Sub-category

Example(s)

00D dat

h identification, collection and processing

When an Al system fails to detect certain objects|
unwanted behaviours at the encompassing syste
data with those objects are collected and uploads
fine-tune the Al model.

An infrastructure feature that was in the Al syst
input space has become obsolete. Data elements
ing that feature are removed from the dataset.

An Al system for driver monitoring performs sub
mally when the driver is wearing a certain thicky
glasses. Data elements containing people wearin
thickness of glasses are added to the dataset.

causing
m level,
dto

bm’s
ontain-

-opti-
ess of
b that

Al systerp adaptation

When an Al system is deployed in another county
might be expected to detect different signage ang
system behaviour according to local laws and reg
tions. Data elements containing that signage are
the dataset.

y, it

| adjust
ula-
hdded to

An ADS that employs an Al system goes from ope

rating

with at-grade crossings. Data elements containin
grade crossings are added to the dataset.

on limited access highways to also operating on highways

gat-

11.5 Work products

11.5.1 Dataset lifecycle, resulting from 11.3.1 and 11.3.2.

11.5.2 Evidence for the outputs of the defined phases of the dataset lifecycle, resulting from 11.3.3.
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11.5.3 Evidence for the safety analyses of the dataset, resulting from 11.3.4 and 11.3.5.

11.5.4 Dataset requirements specification, resulting from 11.3.6 and 11.3.7.

12 Verification and validation of the Al system

12.1 Objectives

The objectives of this clause are:

a) to Vnrif‘y thatthe Al system fulfils its Al caany rpnlln'rpmpnfc;

b) to validate that the safety requirements allocated to the Al system are achieved when integrafting into
the ¢ncompassing system;

NOTE 1 | This clause includes guidance for:
— the gtand-alone performance analysis of the Al system itself;

— testipg at the Al system and Al component level. Testing at the Al component level¢an include Al model| and pre-
and post-processing elements.

NOTE 2 | Within the development of Al systems, the term “validation” is typically used differently to howl|it is used

within sdfety standards and system safety engineering. In this document, the term “Al system safety validation”
(3.1.21) i$ used.

12.2 Prerequisites and supporting information

The folldqwing information shall be available to complete thé’verification and validation activities agsociated
with the|corresponding phases of the Al safety lifecycle:

a) safefy requirements allocated to the Al system(from external sources, e.g. the encompassing system
devglopment);

b) Al safety requirements, Clause 9;
¢) knoyn insufficiencies of the Al system and the corresponding subdomains of the input space, (lause 9;
d) inpyt space definition (refined), Clause 9;

e) Al cpmponent or Al systemyjarchitecture, Clause 10;
f) implemented Al compenent, Clause 10;

g) datdset lifecycle; Clause 11;

h) evidence forsthe outputs of the defined phases of the dataset lifecycle, Clause 11;

i) evidencefor the safety analyses of the dataset, Clause 11;

j) datasetrequirements specification, Clause 11.
12.3 General requirements

12.3.1 The Al system shall be verified to provide evidence for:

a) conformity to the Al safety requirements;

b) confidence in the absence of unintended functionality and properties.

NOTE Confidence in the absence of unintended functionality and properties can be increased, for example, by

following safety standards such as ISO 26262, ISO 21448 and this document during development.
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12.3.2 Testing of an Al system shall be performed on the Al components that can be tested stand-alone and
on the integrated Al system.

NOTE If an Al component cannot be tested stand-alone, the Al component is tested at a higher level of integration.
In this case, the Al system integration strategy is devised to accommodate this testing.

EXAMPLE Figure 12-1 a) shows an Al system with three Al components. Assume Al component C can be
tested stand-alone, but Al components A and B cannot. For example, suppose Al components A and B implement a
convolutional neural network to propose bounding boxes and a non-max suppression algorithm to integrate them.
In another example, suppose Al components A and B implement a backbone/head (neural network), i.e. feature
extraction such as vision transformers, shared with other Al systems and a task-specific neural network for this Al
system. Output A is an intermediate value in these cases and cannot be tested stand-alone. However, Al components A
and B can be tested if integrated together. In such a case, the integrated Al component is considered and tested stand-
alone. Fidure 12-1 b) shows the integrated Al component (Al component D) within the Al system. Here, testihg can be
performegd on Al components C and D and on the integrated Al system.

Al System

»( Al Component A »| Al Component B »| Al Component,€ >
Input Output A Output B

1 a) — An integrated Al system with 3 Alcomponents

Al System

Al Component D

Al Component A » Al Component B Al Component C
Input Output A Output B

1b) — Al components A and B are integrated so that the integrated Al component D can betested
stand-alone

Figure 12-1 — Example of integrating AI components for Al system testing

12.3.3 Test cases for the verification of the Al components shall be derived using best practiceg for test
case derfvation. This includes using an appropriate combination of the methods listed in ISO 26263-6:2018,
Clause 9}i.e. analysis ofthe’requirements, generation and analysis of equivalent classes, analysis of boundary
values and error guessing based on knowledge or experience.

EXAMPLE1  Analysis of the requirements, including the required safety properties, can be used to selecf KPIs for
the V&V {ctivities:

EXAMPLE 2°) Generation and analysis of equivalent classes can be suited to generate complete test sets foi pre- and
post-processing algorithms.

EXAMPLE 3  Error guessing based on knowledge or experience can be suited to identify yet unknown edge cases for
testing.

EXAMPLE 4  Analysis of boundary values can be suited to generate complete test sets for pre- and post-processing
algorithms.

NOTE1 For ML, analysis of requirements relies on statistical tests to analyse whether the safety relevant
performance requirements are met.

NOTE 2  If relevant, error guessing can include evaluation of known and potential triggering conditions and
evaluation of known and potential functional insufficiencies.
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NOTE3 The term “knowledge” is interpreted broadly beyond human knowledge and can include knowledge
automatically derived by an algorithm.

NOTE4  For Al models used in perception modules of an autonomous driving vehicle, verification involves driving
scenes in test datasets. See ISO 34502 for more details on creating test scenarios for such models.

12.3.4 Each test case of an Al component shall include pass/fail criteria.

NOTE Pass/fail criteria can based on the formulation of the thresholds and parameters provided in the Al safety
requirement allocated to the Al component, if applicable.

12.3.5 Test cases of an Al component shall adequately verify the Al safety requirements allocated to the Al
compongnt within the specified input space of the Al system.

NOTE 1 | Al test quality and safety-aware Al testing are considered for these test cases. Al test quality|refers to
the need [for rigourous testing of Al models that goes beyond any simple mean performance calculation with a single
test dataget. Safety-aware testing refers to testing that uses safety-aware metrics and safety-reléyant data(points or
subsets.

EXAMPLE1 Test cases are designed to verify the Al model in terms of OOD perfermance and in-digtribution
performance on samples underrepresented in the training data.

EXAMPLE 2  Test cases reflect data points contributing to unsafe states of véhicles deductively enum¢rated by
safety anplysis such as design FMEA or FTA and inductively known from past products.

NOTE 2 | For automated driving applications, the completeness and sufficiency of the test cases can be ¢valuated
considering the acceptance criteria defined in ISO 21448.

NOTE 3 | If the Al task is implemented by multiple Al models, the relevant sub-domain of the input space for each Al
model is ¢lefined, e.g. one Al model can be used to explicitly identify’vulnerable road users (VRU) while anotHer can be
used to efplicitly identify traffic signs, resulting in a relevantgnput space subdomain VRU and traffic signs| The test
cases arefthen more focused on the relevant input space subdonrains and less on the overall input space of the Al system.

12.3.6 The Al system integration approach shall specify the steps for integrating the indiviidual Al
compongnts hierarchically into higher level Al ecomponents until the Al system is fully integrated.

12.3.7 The Al system integration shall e werified to provide evidence that the hierarchically integrated Al
compongnts and the integrated Al systém achieve:

a) conformity to the Al system.architectural design in accordance with Clause 10;

b) satigfaction of the Al saféty requirements.

12.3.8 Alsystem safety'yalidation shall confirm that the safety requirements allocated to the Al system are
fulfilled when the Al‘system is integrated into the encompassing system.

12.4 Al/ML specific challenges to verification and validation

Al systenis)especially those developed using data-driven methods, pose unique challenges to veyification
and validation, such as:

— They lack a precise statement of Al safety requirements. Al systems are often expected to identify and
quantify human-interpretable high-level semantic concepts like road objects, traffic signals, attendant
driver, etc. Many of these concepts lack precise definitions and are difficult to capture in terms of
mathematical descriptions.

— The inputs to an Al system are often versatile/diversified and from different sources, e.g. radar, LiDAR,
camera etc. whose representation requires high dimensional objects with a very large range of values
and satisfying complex and unknown constraints. Use of traditional input coverage methods would be
incomplete or expensive.
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12.5 Vdrification and validation of the Al system

12.5.1

Verificatfion of the Al system is.applicable to the following phases of the Al system safety lifecycle:

a)

b)

ISO/PAS 8800:2024(en)

Al systems involving DNNs employ complex architectures, especially for perception-based applications
(e.g. long short-term memory networks and encoder-decoder networks) and contain several layers with
millions of parameters whose values are tuned during the training process. Verification, i.e. checking
that these parameters have the desired values for optimum performance and to satisfy Al safety
requirements, leads to scalability issues for many realistic applications.

Training Al models involves the use of various heuristics for identifying parameter values to optimize
appropriate cost functions. These heuristics can lead to locally optimum parameter values without
achieving a globally optimum solution (i.e. model generalization) that can lead to Al errors in the Al
system. The verification task involves checking that the computed parameters are adequate to satisfy
the Al safety requirements.

Al Sy stems I‘Ely ona large datasetfor theirreliable perl ormance. Demons Eraflng the vallalfyana comﬂJleteness

of the verification dataset is a non-trivial task given the complexity and scope of the input space.

The[non-predictable erroneous behaviour in data-driven Al systems, for example, based on fpurious
correlations, limit the ability to predict performance based on a review of the tfaining data or the
implemented model.

NOTE This property is closely related to robustness. This challenge can be furtheréxacerbated by the lack of
explainability of the trained function when using technologies such as DNNs.

Lim{tation of structural coverage: Due to the lack of a detailed specificdtion as well as the depenflency on
pargmeter values (e.g. weight in an NN) during execution, both black’hox and white box coverag¢ metrics
havg limited use when extrapolating the results of executed tests'in evaluating performance [over the
entire input space.

Stabjility of performance due to changes in the environment.or the function. Small changes in the input
spade (e.g. one- or two-pixel values in an image input) cdn-lead to, as yet undiscovered, Al errdrs in the
fundtion. Furthermore, changes to the function (due.te#e-training) can lead to an unpredictable impact
on previously verified properties.

An Al system while training with an inadequate number of examples can reach a local optinjum that
results in behaviours not aligned with the desired outcome.

cope of verification and validation of the Al system

2-2 shows the phases-where verification and validation activities of the Al system|happen.

Whegn defining the AlSafety requirements (Clause 9), verification ensures that the Al safety requirements
are forrect, complete and consistent with each other and with respect to the encompassing system
technical safety~concept and safety requirements. Verification of the Al safety requirementf can be
perfprmed following ISO 26262-8:2018, Clause 9 and ISO 21448.

During/the development phase of the Al system, verification is conducted in different fprms, as
desdribed below:

During the design phase (Clause 10), verification is the evaluation of the work products, such as
architectural design, models or architectural measures, thus ensuring that they meet the Al safety
requirements for correctness, completeness and consistency. Evaluation can be performed by methods
such as review, simulation or analysis. It is planned, specified, executed, and documented in a systematic
manner following ISO 26262-8:2018, Clause 9.

In the data lifecycle (Clause 11), data is verified at each phase for sufficient correctness, consistency and
completeness.
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— Inthe test phase, verification of the Al system is the evaluation of the work products and elements within
a test environment to ensure that they conform to the Al safety requirements. The tests are planned,
specified, executed, evaluated and documented in a systematic manner.

Testing of an Al system is performed at different levels of system integration.

— Al component testing (12.5.2);

— testing of the integrated Al system (12.5.4);

— integration of the Al system with the encompassing system and Al system safety validation (12.5.7);

— post-deployment validation (Clause 14).

In 12.5.2 to 12.5.7, some guidance on the verification and validation of Al systems is provideld whilst
addressing AI/ML specific challenges.
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represents the iterative nature, in particular of the Al component design and verification

Specific to ML-based Al technologies.

See Figure 7-2.

b

Figure 12-2 — Phases of verification and validation activities of the Al system
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12.5.2 Al component testing

12.5.2.1

Figure 1
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Figure 12-3 — Testing workflow of an AI component
-3 shows a typical workflow for the testing of an’Al component, based on the process p

ence [34] for the testing of ML-based systems.Mnitially, the Al safety requirements allg
mponent are analysed to select the most appropriate combination of test methods. The 4
hents can also provide direct input to test.case generation approaches which involve (auton;
test cases for the Al component undentest. The result of the analysis is a definition of exp4
puts, methods, environment and tools-for performing the verification.

Test planning of an Al component includes gathering information about related test meth
h criteria, such as test coverage.or number of tests passed, etc.

Al safety requirements include safety properties of the Al system and safety performance indicat

bllowed by the formulation of the pass/fail criteria (test oracles) to be applied to the test
iteria can include a combination of coverage criteria (e.g. from the input space or from the A
s performancetargets (e.g. at most x% of inputs lead to an output with a deviation from th
ho more tharly%) and safety-related KPIs.

Test inpyts are sampled from the collected data or generated using simulation or other methods. See

and 11.4]
cover th

for more details on test input generation. Test cases are evaluated to ensure that they su
e scenario space considered and that they completely verify Al safety requirements within {

space of

resented
cated to
\] safety
atically)
ctations

ods, test

ors.

results.
I model)
e ground

12.5.2.2
ficiently
he input

the’Al system.

NOTE 3

Adequacy of the test cases for verification of the Al safety requirements can also be evaluated

upon the

execution of the tests. This is an ongoing area of research and the idea is similar to the structural coverage analysis for
conventional software. See 12.5.2.3 for more details.

During the test execution, the Al component is run with the test inputs and test results are generated. The
test results are evaluated with respect to the defined test oracles.

NOTE 4

metrics a

When evaluating the risk due to Al errors, one can consider the required target metrics and KPIs. It is
possible that an Al safety requirement is not violated by the occurrence of a single Al error if the corresponding target

nd KPIs (as defined in Clause 9) associated with the Al safety requirement are nevertheless met.
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If a test fails, a safety analysis is conducted to evaluate the impact of the Al error(s) on safety. If the risk
due to the failed test is deemed unacceptable, the root cause(s) of the Al error(s) are investigated. Then,
depending on the potential root cause(s), appropriate mitigation measures are applied to reduce the risk. If
the Al componentis modified as a result of a risk mitigation measure, the Al component will be retested. The
safety analysis (including risk evaluation, root cause analysis and identifying mitigation measures) will be
discussed in more details in Clause 13.

NOTES5 Itis assumed that at the test execution stage, the Al model is ready to be tested. For ML models, this means
that the model is already trained and model parameters are set and the model is ready to be tested.

12.5.2.2 Test generation

Test generation involves identifying a test dataset that determines whether the Al system meets its Al safety
requirernents. The test dataset contains data elements which are representative of the inputs)that the Al
system rjeceives in operation.

EXAMPLE An Al system used in a camera-based perception component of an automated-driving system might
receive rpad scenes as inputs which are dependent upon the ODD of the underlying feature..FPhe test input scenes
would thé¢n be required to have sufficient coverage over the entire ODD.

NOTE Test generation for validation at the vehicle level is described in ISO 34502;

The Al safety requirements can include some requirements related to Al efrors. Testing these requirements
requires| generating edge cases based on the input space definition. Applying methods for the systematic
exploratjon of the input space can support an argument that both nominal and edge case cdnditions
triggering Al errors are covered during testing. In general, there canjbe an expected distribution offnominal
and edge cases over the input space. The test cases are representative of the input space and cgpable of
uncovering critical Al errors.

In generfl, it is difficult to achieve the desired distribution<for the test data when generating the dpta from
actual measurements taken from the environment and using the target sensor set. Simulation envirpnments
can be ulsed to generate additional (synthetic) test data to achieve the required coverage and distribution
over the|input space. The input space can be described by a set of constraints on the input paramdters and
the desifed coverage can be expressed and achiéved using techniques such as Design of Experiments. When
synthetif test data is used, the test evaluatipfi-activities include checking the validity of the generpted test
data. Dup to the black box nature of certain\ML methods (e.g. CNN), formal validation of the generdted data
is not pdssible. It is also not feasible to determine what features of the data the Al model is sensitive to (e.g.
shadow, dge softness, blurs). Provingthat insights gained on synthetic data can be transferred to real world
data invglves training multiple mgdels on various composition of real and artificial data and compgring the
performpnces.

12.5.2.3| Test case evaluation
When tept cases are geneérated, they are evaluated to make sure they:

a) are pppropriate and correct to evaluate the Al safety requirements allocated to the Al comppnent, in
parflicular.regarding the expected outcome (the ground-truth);

b) adequately cover the Al safety requirements allocated to the Al component within the specified input
space of the Al system;

c) effectively cover the scenario space considered.

In SOTIF, a triggering condition is always characterized by some range of parameters. For example, for a
pedestrian wearing black clothing, there can be different interpretations, reflecting a range of RGB values
that can be defined as black. Another example is the rain intensity, where for heavy rain, the intensity of
precipitation is not a concrete value but instead included in a pre-regulated range. Therefore, the set of
test cases ensures coverage of the range of values within the syntactic space that correspond to triggering
conditions defined in terms of the semantic input space.
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Once the input space has been characterized, methods such as combinatorial testing (see 12.5.3) can be used
to perform such a check on relative completeness, where each relevant input dimension is partitioned into
a set of finite valuations (e.g. for “fog”, further partition the intensity into three discrete classes “strong”,
“moderate” and “low”), followed by ensuring all combinations being considered in the set of test cases.

NOTE Evaluation of test cases at the vehicle level is described in ISO 34505.

For covering the scenario space, for deep neural networks, a complementary method is to perform
interpretability analysis (e.g. saliency maps) to understand the scenario or feature of why a particular
neuron gets excited or suppressed. This can be used to define a coverage criterion to ensure the relative
completeness of learned-feature combinations (e.g. neuron coverage and its variations or k-way
combinatorial testing on neuron activations). However, achieving full coverage using such methods might
not be ppssi that are
never o served in practice.

12.5.3 Methods for testing the Al component

A suitable testing method of an Al component needs to consider, under available résources (e.g| time or
computihg power), both the breadth (to efficiently covering the input space) and depth (to enable gffective
issue/erfor detection) of testing. Practically, a portfolio of diversified methods is used for testing Al
compongnts. The following is an incomplete list of methods for testing Al models:

— Statstical testing: This method evaluates the achieved values of the metrics defined within the Al safety
reqyirements and associated safety-related properties within a given confidence interval. Effective
expérimental design plays a crucial role in statistical inference{including statistical hypothesid testing)
by spfeguarding the validity and reliability of findings, thus preventing the production of spyrious or
distprted associations.

— Datd/scenario replay: This method refers to collectingza set of scenarios (for example, recorded during
testdrives) and subsequently using the collected data.to stimulate the Al model under test and [evaluate
the fresponses. Examples of these scenarios inclide known pre-crash scenarios from the [National
Highway Traffic Safety Administration for motig# planning,[33] or WildDash for perception.[3¢]

— Ranflom testing: This method refers to test'cases created based on randomly generated parameters from
the {nput domain. For automotive, vision-based noise can include Gaussian noise or artificial occlusions.

— Metdgmorphic testing:[371.138] This method refers to defining metamorphic relations to transfornj one test
casqginto another. Metamorphicrelations characterize the relationship between the change of ihput and
the ¢hange of output.

EXAMPLE1 The metamorphictelation can describe that when switching from daytime to night-time while keeping
the rest df the factors the samle;the predicted bounding box size of the pedestrian is the same.

— K-why combinatofial testing[3?] against pre-specified input space dimensions:[#0L[41] This|class of
methods is introdiiced during the definition of test coverage. Dimensions of the input space are analysed
fronp the inpatdomain to identify equivalence classes in which a uniform behaviour of the system is
expected. Then for any K dimensions, test all possible discrete combinations of those parametefs on the
Al njodel.

EXAMPLE2——Censider—a——simple—input—deomain—is—characterized—using—thefollowing—dimensions—timel of-day €
(daytime, evening, night, dawn), weather € (fine, cloudy, rainy, snow, fog) and road-intersections € (lane-diverging,
lane-merging, straight). Two-way combinatorial testing needs to ensure that the set of collected test cases can cover,
for any arbitrary two dimensions (e.g. <time-of-day, weather> or <time-of-day, road-intersections>), every pair of
elements (e.g. <night, snow> or <dawn, lane-merging>) can be covered with a minimum amount of test cases (e.g. at
least 1 test case). Using combinatorial testing, one can argue the relative completeness of testing efforts.

— Boundary value testing or corner case testing: This technique refers to testing boundary values of the
input parameters. Typically, the parametrization of the boundaries of the input domain for complex
tasks can only be accomplished approximately and with significant effort. Thus, testing Al systems at
the boundaries of the input domain requires additional methods as compared to the non-Al case.
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NOTE1 The equivalence classes within the semantic input space do not necessarily correspond to the features
within the syntactic input space learned by the Al model.

Gradient-based search methods or other open-box optimization-based testing methods: This class of
methods utilizes the knowledge of internal model parameters of the ML model to guide the generation
of test cases. One can design optimization objectives such as creating erroneous prediction and,
subsequently, utilize a given input's derivatives (gradient) to move towards the optimization objective.
This is an open-box technique as the gradient is made available to the testing tool. Methods in adversarial
perturbation (e.g. FGSM or PGD)[#21.[43] ytilize this principle.

Genetic algorithms or other closed-box optimization-based testing methods: In contrast to open-box
testing methods where the gradients are made available, closed-box optimization methods still try to
perf . . e . L — . . S use an
initipl population of test inputs and perform mutation of parameters to generate new test\candidates.
The [next-generation of test cases are based on the pool of current-generation test casgs.that|are best
perfprmers, with the definition of best characterized by the degree of violation. Other clesed-box methods
in the falsification of cyber-physical systems (e.g. simulated annealing or Bayesian gptimization)[44] [43]
use fandom samples to guess the gradient direction, in order to transform an input-into anotherfthat can
lead|to undesired situations.

Probabilistic sampling-based test methods:[4¢] These methods assume the avdilability of some prjor belief
abouyt the distribution of Al errors within the input space. The areas with ‘higher Al error distribfition are
ther| sampled more often with the aim of finding triggering condition$.of Al errors more efficiently.

Synthetic test case generation: This method allows generating €dge cases that can be dangerqus to be
reprjoduced in physical world, as well as creating diversities in‘the scenarios being collected.

Testing based on expert knowledge: Knowledge-driven testing refers to applying domain-specific know-
how|to create test cases, thereby checking if the model under analysis exhibits performance lirpitations
that[lead to safety concerns. For example, automotive perception component providers mgintain a
datgbase of edge cases (e.g. jaywalking on a foggy night, pedestrian walking out of a pile of snow] that are
congdidered challenging scenarios in products of the previous generation. These edge cases correspond to
potdntial triggering conditions to the model under analysis.

Tests that analyze resource limitations (e.g. runtime): This method covers activities such as ¢nsuring
that[the model can be operated under'the specified frequency (e.g. 10 FPS).

Robtistness testing: This method, refers to considering the application’s noise patterns or repsonable
transformations and checking~if*the prediction subject to noise or transformation produce$ results
condistent with the input without noise.

EXAMPLE 3  For an Al compenent working on audio data, robustness with respect to noise is of inferest. In
robustnefs testing, noisy audio’signals are applied to the component, and it is verified whether the behavjiour is as
described in the requirements, e.g. that the performance does not fall below a certain threshold for noige up to a

certain amplitude.

EXAMPLE4  Autonomous vehicles rely on their perception capabilities to interact with the surrounding
environnjent, which can be influenced by changes such as weather and lighting conditions. During robustnegs testing,
it is imp¢rtaqtito consider adding perturbations to the test data across multiple dimensions simultanegusly. For
instance,|ifirthe case of image data captured by cameras, various types and intensities of weather conditjons such
as dusk and heavy rain can be introduced under different lighting conditions. INis enablies the evaluation of the
system’s accuracy in perceiving targets under challenging scenarios and assesses the model’s adaptability to different
combinations of disturbances. By subjecting the Al system to diverse and realistic environmental variations during
testing, the effectiveness and robustness of the Al system in handling real-world conditions can be ensured.

Tests based on model analysis/review: The performance on subsets of data is analysed to identify
weak spots and/or lack of fairness. Subsets of data are identified where an Al component has weak
performance. The errors are analysed to determine whether this is due to a systematic problem, e.g. low
perception performance for bright frames because there were no bright frames in the training dataset.
Furthermore, test for potential assumed weaknesses of the model architecture fall into the class of test
methods. For example, if a DNN for object detection is sensitive to rotated objects due to its architecture,
this may motivate tests with rotated objects.
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Apart from testing, one can also apply methods that make use of formal verification. Methods making use of
formal verification can be categorised into those that are sound and complete or just sound.

— Exactmethods (sound and complete) via specialized constraint solvers (e.g. Reference [47]) or areduction
to mixed-integer linear programming or convex optimization.

— Sound methods based on methods such as abstract interpretation.[48][49] These types of methods can
guarantee safety when the solver returns "safe". However, when the solver returns “unsafe” and provides
a counterexample, the counterexample can be spurious due to over-approximating the state-space in the
verification process.

NOTE 2  For formal verification of deep neural networks, beyond the issue of scalability, the lack of a precise
specification—and—<characterisation—of-the—inputspace—is—one—ofthe—eritical-chalenges—in—the—appHeatien—pf formal
verificatipn approaches to Al-components with high-dimensional input spaces (such as images).[50] Therefpre, some
state-of-the-art approaches to image models, due to the inability to mathematically characterize the lingut space,
restrict the use of formal verification to the evaluation of robustness against perturbations over sele¢ted test samples.

12.5.4 Al system integration and verification

Based op ISO 26262-6:2018, 10.2, software integration and verification refers.t0 the activitigs where
suitable [integration levels and the interfaces between the software elements-are'verified according to the
softwarg architectural design. Moreover, ISO 26262-4:2018, Clause 7 discusses system and item integration
and testing. [SO 21448:2022, Table 10 offers an additional list of methods fotintegrated-system veri|fication.
In principle, activities conducted in the ISO 26262 series and ISO 21448 ¢can also be used to support the Al
system iptegration and verification.

If two cpmponents that both contain Al components are integrated and if these Al componentg are not
stochastjically independent, test methods that address the statistical nature of the Al components pre used
to verify] the statistical properties of the composition. This.can be done using the methods listed ipn 12.5.3.
Stochastiic independence, in this context, informally meansthat the correctness of the output of the first Al
compongnt does not influence the probability for a correct output of the second component. Formplly, two
events afre stochastically independent if the probability for the occurrence of both events is equpl to the
product pf the probability of occurrence of the individual events.

EXAMPLE Two object detection components;lene based on camera, and one based on LiDAR, are both affected by
occlusion] of objects. If the component using the.eamera input does not detect an occluded object, it is more ljkely that
the comppnent using the LiDAR input also does not detect it. Thus, the probability that both components do 1ot detect
a certain|object is not the product of the probabilities that each component does not detect the object. They are not
stochastifally independent.

NOTE If statistical properties need to be verified after an integration step, statistical test methods can also be
employed. In more detail, statistical properties of a component can be verified on component level. However| typically
there arefalso statistical properties on higher integration levels or Al system level that are relevant. Often thefse cannot
directly Be taken over fremi.component level because of the effect of other components. Thus, statistical verification
can be deferred to highér'integration levels or the system level.

12.5.5 Yirtual testing vs physical testing

12.5.5.1] Virtual test platforms

ISO/IEC TR 5469 provides a detailed discussion on virtual testing and physical testing for functional safety
in Al systems. In addition, it provides guidance on how to assess the virtual test platforms.

This subclause briefly describes challenges with the physical testing of Al systems and focuses on some of
the advantages of virtual testing for Al systems in road vehicles.

NOTE1 Requirements for using virtual test platforms in the context of validation of whole vehicle systems are
described in ISO 34502:2022, 4.6.4.3.

For Al systems operating within complex environments, there are challenges in physically testing an
adequate range of use case conditions (e.g. weather effects, behaviour of other road users, etc.), in particular
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to achieve a sufficient coverage of edge cases. In these particular situations, virtual test platforms can be
used to simulate all the desired variations.

NOTE 2 Edge cases can be defined as scenarios with very specific and rare conditions, e.g. extreme weather
conditions, sun glare, specific environment conditions (erased road marking).

Another capability of virtual test platforms is the synthetic generation of datasets used for Al system
development. Synthetic data generation allows for the generation of synthetic ground-truth information
automatically from virtual test platforms. Indeed, within a simulation environment, not only the virtual
image as seen by the sensor is simulated, but as an omniscient environment, simulation frameworks can
also generate additional information (also known as ground-truth data) such as depth, object segmentation,
object materials, bounding boxes or optical flow. Those data are important in the evaluation of performances
of the Almodetsas Tt provides data as See fToNT a Perfect SEMSoT. Ground-trutit data are ciatienging o obtain
from regl-world observations and require in most cases a complicated, error-prone and time;ec6hsuming
manual process. Additionally, generating synthetic datasets allows for the training, validation‘and testing of
Al models with independent data, which is key to avoid coincidental correlations, as statedin'11.4.3.2.

NOTE 3 | Independence between synthetically generated data is a complex subject and canbelachieved by|coverage
analysis ¢f the different environment parameters (daytime, weather conditions, sensorspositioning, etc.)| by using
differentsensor types among the available in the catalogues, by using different ground-truth generators, by[variation
of differgnt simulation parameters (e.g. scenario length), by following independent processes when generjating the
synthetiqdata (e.g. relying upon different methods or stakeholders to accomplish progess tasks), etc.

As the dlataset generated for Al training is produced in a virtual efhvironment, the entire generation
workfloyv is validated, and the correlation with real data is determined:To make sure we can rely oh virtual
datasets}, comparisons between virtual and physical datasets is~performed. Real world conditjions, for
instancef adverse weather, can be reproduced, tuned and measured precisely in the laboratory (for gxample,
see Refefrence [51]). Once such data are collected, the same scenario and conditions can be set in the virtual
environinent for advanced correlation. It also helps understanding the gaps and domain of validity.

Moreovdr, the use of physics-based solvers on different'disciplines (optics, electromagnetic, thermal, etc.)
can be validated by independent certification bodies.~Fhis means being able to handle physics-basefl data as
an input|(e.g. materials, emitters, sources), implement laws of physics within the solver but also generate the
outputs fhat imitates the real conditions (e.g. spéstral images, point clouds, range-doppler).

12.5.5.2| Using HiL for synthetic data validation

Hardware-in-the-Loop (HiL) testing tan be also used to test the accuracy of synthetic datasets; itlis one of
the most accurate ways to correlate‘between real and virtual datasets. The sensors can be used tjo record
scenes from the real world and(thus, by reproducing and injecting the exact same scene from thg virtual
world infto the real sensor, comparison between the real and the virtual dataset can be perforjmed (by
comparipg the results of th& HiL testing) as the only changing parameter is the dataset (sensor receivers
and posttprocessing unitdsed in the real and virtual cases are the same).

12.5.5.3| Virtual testing

For Al dystems:operating within complex environments, there are challenges in physically testing an
adequat¢ range of use case conditions (e.g. weather effects, behaviour of other road users), and in particular
to achieve a sufficient coverage of edge cases. In these particular situations, virtual test platformls can be
used to simulate all the desired variations.

NOTE1 Edge cases canbe defined as scenarios with very specific and rare conditions, for example extreme weather
conditions, sun glare, specific environment conditions (erased road marking), etc.

12.5.6 Evaluation of the safety-related performance of the Al system

The performance of an Al system refers to the level of precision for prediction, the accuracy for classification,
and the efficiency of an algorithm. Evaluation of the performance of an Al system is typically carried out with
comparison of the system’s output to the output from a benchmark, using a dataset which is proposed as, or
has become, a standard dataset by which different solutions are evaluated. However, the performance of the
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Al system is brittle in the sense that the Al system that performs well has generally either been tailored to
solve particular problems, or trained on specific set of data relating to the problems in a particular domain.
Therefore, the lack of universally accepted or formalized criteria to assess the safety-related performance of
the Al system poses an additional hurdle for wide adoption or utilization of an Al technology. This subclause
aims to provide some guidance that fits into the framework of evaluation process of the safety-related
performance of the Al system.

NOTE1 Al models, particularly ML-based models, manifest the characteristics of statistical models. Traditional
functional safety requires the system to be predictable, and hence the Al model’s behaviour can be predictable in a
probabilistic sense. Predictability does not equate determinism, as it does in traditional software development. This
implies that the Al system can contribute to a failure which is caused by software itself.

The follgwirg-atre 35 FHROH eEy-Fe Hafce due to
Al errors:

— Inadequacy and uncertainty in the learning process: The learning process is instrumental for[any ML-
basgd system to generate accurate and reliable outputs. Insufficiencies in the training and test data,
dynamically changing environments and unpredictable intentions of road users etc. ean lead to upreliable
learhing results or misinterpretations by the Al system.

— Inappropriate cost function selection: The cost function is either less represéentative, or not affordable to
re-epaluate in a consistent manner. This results in negative side effects ar'veward hacking.

— Inappropriate metrics: using metrics that do not suitably match the actual goals and priorities pbscures
the general system performance.

— Incopnsistency between trained Al model and deployed Al madel

— Lacl{ of benchmarks: Lack of universally adopted benchmarks which are reliable, transparent, §tandard
and [vendor-neutral results in performance differences’between different parameters, even within the
samg application domain.

The applications of ML-based Al systems are usually‘Categorized as follows:
— regression, where the task is predicting a continuous quantity;
— classification, where the task is predicting a discrete class label.

Clearly ;]‘r)ld unambiguously defined metrics are required to evaluate the performance of an Al system, which
in turn implies the safety level of an-Al system (e.g. using performance indicator as a pass/fail criterion of the
system).|A summary of the widely-ddopted performance metrics for both categories are listed in Annex H.
The metfics included in Annex~Hare by no means an exhaustive list of what the industry is currently using.
Other salffety-related metrigs-can be derived, based on particular use cases and domain experts’ knjowledge
and judgement, to evaluafe the Al system from specific aspects of the system requirements.

NOTE 2 | The perforfmance metrics in Annex H are different from the loss functions. Loss functions are measures
to quantify the model's performance during training process, while metrics are used to monitor and evdluate the
performance of traimed models in testing phase.

12.5.7 ALsystem safety validation

In contrast to verification, Al system safety validation refers to checking if the safety requirements
allocated to the Al system (from the encompassing system) are met after the Al system is integrated into
the encompassing system. Al system safety validation activities are usually done by the system integrator
(e.g. original equipment manufacturer), where the validation target is defined separately. The Al system
developer may need to support the activity.

For Al system safety validation, the individual methods listed in 12.5.3 can also be used. However, the focus
is on the systematic exploration of all relevant scenarios within the input space and to examine abnormal
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situations. Systematic random testing by first discretizing the input space is an example of such methods to
argue relative completeness[521[53],

NOTE If the verification of the encompassing system admits the usage of virtual techniques like simulation, then
the safety validation of the Al system, once integrated into the encompassing system, can also be based upon virtual
techniques, for instance simulation can be conducted to systematically explore relevant scenarios and identify corner
cases or abnormal situations.

For DNNs, Al system safety validation using field testing (e.g. by operating a fleet of autonomous driving
vehicles) can be done with the assistance of active learning methods or other methods for detecting out-of-
distribution data. The underlying idea is that active learning methods try to infer if an input can be included
in the training dataset by considering how different this input is with all existing training data.

As expldined in Clause 9, in addition to the standard SOTIF-related Al safety requirements that| directly
address [the performance targets, the workflow can introduce additional Al safety requiremgnts that
concretife Al safety-related properties (e.g. robustness, interpretability). Safety validation of the Al system
also congpiders validating the appropriateness of these additionally introduced requirements. The[purpose
of the validation is to ensure that no insufficiencies of the specification exist. In pdrticular, the| activity
ensures that the quantitative thresholds being set in the requirements are appropriate-(via methodp such as
statistical hypothesis testing) and can positively impact safety (by positively inflyericing the safety-related
properties). Since these requirements are not exposed to the system integraters (OEM), validatipg these
requirerents is the task of the Al component/system provider.

12.6 Wprk products

12.6.1 Al system verification report, resulting from 12.3.1 to 42.3.5 and 12.3.7.

12.6.2 Integrated Al system, resulting from 12.3.6.

12.6.3 Al system validation report, resulting from 12.3.8.

13 Safety analysis of Al systems

13.1 Objectives

The objefctives of this clause are:

a) toidentify safety-related faults and Al errors that can lead to the violation of Al safety requirerments;
b) to identify their potential causes;

c) tosypportthe definition of safety measures to prevent or control safety-related Al errors;

NOTE1 These measures can include improving Al design, Al methods, dataset generation, updating|Al safety
requiirementsand related Al system development processes.

d)

NOTE 2  The objectives, scope, and level of granularity of the safety analysis can depend on the phases of Al safety
life cycle.

NOTE 3  Safety analysis of the Al system complements the safety analysis in accordance with the ISO 26262 series
and ISO 21448.

NOTE 4  Safety analysis of an Al system can be performed within the safety analysis of the encompassing system,
e.g. an item or a vehicle.
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DFA is an important activity that follows the safety analysis of an Al system. DFA of Al systems is a new
area of research and is not covered in this document. The reader can refer to ISO 26262-9:2018, Clause 7 for guidance
on DFA, which can be applicable to Al systems.

This clause aims to provide confidence that the risk of violation of the Al safety requirement at the Al system
level due to Al errors is sufficiently low, i.e. within the acceptable residual risk.

13.2 Prerequisites and supporting information

The following information shall be available at the initiation of the safety analysis activity:

a) Al safety requirements, Clause 9;

b) inpu
c) knoy
d) Alc
e) data
f) data
g) data
h) data
i) data
j) Als)
k) Als)
NOTE 1

safety an
NOTE 2

ofan Al's
NOTE 3

models, o

13.3 Ge

13.3.1 §
systems

13.3.2 §
have the|

t space definition (refined), Clause 9;

vn insufficiencies of the Al system and the corresponding subdomains of the input space, G
mponent or Al system architecture (refined), Clause 10;

set requirements specification, Clause 11;

set design specification, Clause 11;

set verification report, Clause 11;

set validation report, Clause 11;

set safety analysis report, Clause 11;

’'stem verification report, Clause 12;

’stem validation report, Clause 12.

The Al component or Al system architecturé/refined) can be used to determine the boundar
hlysis.

Safety analysis can be performed at different phases of an Al safety lifecycle. Therefore, during ea
ystem development, availability of the\prerequisites can be limited.

Safety analysis can be performed at different levels of integration, e.g. Al system, Al compone
r with different focus, e.g. architectural aspects, data aspects, or combination thereof.

neral requirements

afety analysisteehniques suitable for identifying the safety-related Al errors of the Al mog
shall be applied:

afety analysis of the Al system shall identify the Al errors of the Al system and its compon
potential to violate one or more Al safety requirements.

lause 9;

es of the

ly phases

nts, or Al

lels in Al

bnts that

13.3.3 Safety analysis shall identify the safety-related faults, potential functional insufficiencies and their
potential underlying issues of the identified safety-related Al errors, if one or more Al safety requirements
are violated due to the identified Al errors.

13.3.4 Safety analysis results shall be used to identify prevention or mitigation measures to address the
causes of the Al errors that are potentially violating one or more Al safety requirements.

13.3.5 Safety analysis results shall be used to verify the completeness of the Al safety requirements.
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13.4 Safety analysis of the Al system

13.4.1 Scope of the Al safety analysis

Safety analysis of Al systems includes a systematic identification of Al errors in an Al system and, in
particular, functional insufficiencies and safety-related faults that can lead to the violation of an Al safety

requirement. These Al errors can be related to:
— an Al component consisting of an Al model;

— an Al component not consisting of an Al model.

NOTE Safety-related faults and functional Insulliciencies related to an Al COMpPONENnt can be originated
componeht or be due to the interaction of the Al component with other components within the Al systemor
the Al sygtem.

When A] models are in the scope of the safety analysis, safety analysis addresses the safety-relat
and fungtional insufficiencies of the Al models, their causes and their impact on vehitle behaviou
analysis|starts early during development. Figure 13-1 shows a flowchart of a tpp-down safety
approach in an Al system as an example. In this example, safety analysis is started-upon the obser
an undegired safety related behaviour at the vehicle level. However, in general, safety analysis can st
the level required determined by the team performing the analysis. If safety-related faults and fy
insufficiencies are related to an Al component that does not contain an\Al¥ model, safety analysi
performgd following the requirements and recommendations of ISO 26262-9:2018, Clause 8 and IS
During the development of an Al system, other safety analysis methdds, for example, bottom-up ap]j
can also(be used to identify the faults and potential insufficienciesjwhich might lead to Al errors.

In generpl, Al errors of an Al model are either due to issues in‘data specification and collection or
design apd implementation or issues in requirement specification. Safety analysis to identify issue
specificdtion and collection and to define safety measureSfor prevention or control of safety-relate
is discusgsed in 11.4.3.

Safety amalysis at the design phase identifies designirelated issues which can contribute to Al errors
an Al safety requirement. Safety analysis at the/design phase is discussed in Clause 10. If safety
identifiep insufficiencies in an Al safety requirement specification, the requirement specification n
to be modified or one or more new requiréments may need to be added. Requirement modification
follows the guidance provided for requirement modification/addition in Clause 9.

n that Al
butside of

ed faults
r. Safety
analysis
vation of
art from
nctional
s can be
D 21448.
broaches

issues in
s in data
bd issues

violating
analysis
hay need
addition
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error of an »| related error of a
Al system? non-Al system
ﬁs
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Safety-related error
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consisting of an
Al model?
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safety-related
error of an
Al model?
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safety-related
systematic
error?

Due to a
safety-related
classic systematic
error?

Due to a functiehal
insufficiency

Due toa
data-related
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Due to a safety-
related error of
an Al component
consisting
of no Al models

Safety-related
error is related
to a conventional
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Safety-related
error caused by a
random HW Fault

YES

Duetoa
design related
issue?

NO

NO

Perform safety
=/ analysis according
to IS0 26262

Due to an
insufficiency in
requirement spe-
cification?

Follow safety
analysis guidance
provided in
Clause 11

Figure 13-1 — An example flowchart for a top-down safety analysis in an Al system upon the

Follow safety
analysis guidance
provided in
Clause 10

Follow the
guidance provided
for requirement
modification/
addition in Clause 9

observation of an undesired safety-related behaviour
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13.4.2 Safety analysis based on the results of testing

If testing of an Al system, at any level, reveals the presence of Al errors, the results of the safety

analysis

are used to evaluate the impact of the Al errors on the conformity of the system under test to its Al safety
requirements, to identify the causes of the safety-related Al errors and to define mitigation measures. Here,
safety analysis activities consist of risk evaluation, root-cause analysis and risk mitigation as shown in the

Al component testing workflow in Figure 12-3.

a) Riskevaluation: During this activity, the risk due to the failed test is evaluated to estimate the impact on
safety. In general, if any of the Al safety requirements are violated due to an Al error, it can be concluded

that safety is not achieved.

irements are violated as the result of the failed test, the risk due the violated requirements is-evd
assess the impact on safety.

b) Roof-cause analysis: In this step, underlying issues for the Al error(s) are identified. Issues
model, in general, can be related to many areas including:

— Al sgfety requirements allocated to the Al component consisting of the Al model;
— Al dpta including datasets;
— Al njodel design.

Once a potential category of causes has been identified, a more detailed safety analysis related to {
can be gerformed to evaluate the cause in more detail. For this,the results of safety analysis pe
during Al model design or dataset generation can be used. For saféty analysis on datasets, see Claus
for safety analysis during Al model design, see Clause 10.

c) RisKmitigation: When the root causes of the issues.ate identified, prevention, detection and/o
measures regarding the identified root causes need to be defined. These risk mitigation n
inclyde:

— modification/addition/removal of Al safety requirements;

on-safety
luated to

in an Al

hat area
rformed
P 11, and

 control
heasures

NOTE 2 | For supervised machine learning, the’activities in root-cause analysis and the proposal of modjfication/

addition/removal of Al safety requirements ‘are further detailed in 9.5.3.

— changes in the Al model;

EXAMPLE Testing of an ML model developed for detecting pedestrians in an autonomous driving syste
that the NIL. model does not detect pedestrians which are standing next to a traffic post. Safety analysis show
hyperparameters of the neuralietwork are not selected optimally. The hyperparameters of the Al model ar¢
to mitigate the issue.

— changes in the dataset;

— modificatienof the Al development processes.

n reveals
s that the
changed

Mitigatign-measures are discussed in more detail in Clause 9, Clause 10, and Clause 11. These risk

measures Jehl—heed 0—PE Rpieehtea—as—P- a he—A A VANIES1aaTrATIAVAS TatanaaTe e ‘,_!': irement
derivation, design and dataset creation according to Clause 9, Clause 10 and Clause 11, respectively. This

activity might require the creation of additional safety-related test cases.

13.4.3 Safety analysis techniques

Safety analysis techniques should provide adequate identification of hazards and their potential causes. The

sufficiency of a safety analysis technique to model a system is argued by the following methods:

— proven-in-use-argumentation;
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— critical review of the chosen technique, where pros and cons of the technique for safety analysis of the
system is evaluated and its limitations are identified.

Since safety of Al systems is a relatively new topic, the proven-in-use-argumentation is challenging to apply.
Safe application of Al is challenging, because Al introduces new classes of mechanisms for how risks can
emerge and safety concerns. The concerns include inclusion of training data instead of system specifications,
no clear design as system architecture, uncertainties and the explainability challenges in the models'
outputs. Some of the salient features of Al systems that can impact the safety analysis are:

— Al systems can behave nonlinearly. Depending on their current state and context, they might react to
the same inputs very differently. Additionally, smaller disturbances in the input can produce irregular
outputs.

— In s@me cases, the environment that the Al system is deployed in is ever evolving. For example]in cases
of highly-automated driving vehicles operating in the open context, new traffic participants‘cap appear
over| the course of their operations.

— Al systems can produce complex interactions within its elements and with the enyironment. The models
that|result for such systems might introduce complex correlations.

Safety amalysis techniques analyse the systems and its underlying assumptions{Some of the commdnly used
safety aIalysis methods are shown in Table 13-1. These salient features of @} 'systems require a thorough
understanding of the safety analysis method selected to analyse these systéms. Some of the existinglanalysis
techniqyes have been enhanced to model the Al systems,[541[55] while‘néwer modelling technigies have
been intfoduced with stronger assumptions to model the Al systems/A26H571,[58]
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Table 13-1 — Safety analysis techniques

Safety analysis

Modelling assumptions

Advantages

Limitations

Fault tree analysis [54]

Independence of events
Bernoulli model

Simplified causal
relation

Static temporal concept

Based on Boolean algebraic
concepts

Generally static

Failure mode and effects
analysis [22]

Single point of failure

Documented process

Inability to determine
r‘nmp]nv failure mode

Simplified causal
relation

Static temporal concept

Early design decision

Easy to implement

Cause-and-effect
chains (might not be
predictable)

System theoretic process
analysis [0

Simplified causal
relation

System fails in a
certain pattern

Models' interactions

Implementation is
more comprehensive

ot

Limitédskeyword s¢

Event tr¢e analysis [61]

Single point of initiations

Assessment of multiplée
faults and failure

Probability identifi¢ation is
difficult

Bayesian network/ causal
Bayesiar] network [27]

Model is the best
representation

Probability
distributions are
known

Can model,complex
relations

Hybrid modelling is
possible

Models multiple point
initiations and failure

Can handle conditional
independence concepts

Difficult to moglel

Probability
identification i
difficult

UT

HAZOP [$2]

Single point of initiations

Documented process
Early design decision

Easy to implement

Single point of failure

Propagation offfailures
is not clear

Identification of causes
is weak

13.5 Wprk products

13.5.1 Safety analysis report, resulting from 13.3.1 to 13.3.5.

14 MeTsures during operation

14.1 Objectives

The objectives of this clause are:

a) to define the process requirements to continuously assure Al safety after deployment;

b) to use the measures defined in Clause 8 and/or additional measures for the identification of safety risk
associated with the Al system during operation and measures to maintain Al safety during operation;

c) toensureresponses are in place to address unacceptable safety risks associated with the Al system and
ensure re-approval of the modified Al system before release.
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14.2 Prerequisites and supporting information

The follo

wing information shall be available at the initiation of this phase:

a) Alsystem definition (from external sources, e.g. the encompassing system development), including:

1) interfaces with the encompassing system;

2) assumptions on the use of the Al system;

b) field

data collected by the encompassing system;

c¢) safety requirements on the Al system, Clause 9;

d) Alc
e) data
f) data
g) data
h) knoy

i) resu
syst

j) safe
14.3 Ge
14.3.1 1
argumer

NOTE 1
system r¢

NOTE 2
resolutio

14.3.2 1
develope

EXAMPL
errors, ef

14.3.3 1

counterineasures'shall be taken to mitigate the risk.

vn insufficiencies of the Al system and the corresponding subdomains'of the input space, G

em (if available), Clause 12;

mponent or Al system architecture, Clause 10;
set requirements specification, Clause 11;
set design specification, Clause 11;

set maintenance plan, Clause 11;

Its of verification and validation activities including known fuhctional insufficiencies (¢

[y assurance argument, Clause 8.
neral requirements

'he process and its activities necessary to assure the Al safety and the validity of the a
t during operation shall be specified.

This process can include the procedure:té_terminate the safety support and properly notify the
garding this termination.

These activities include the identification of safety issues of the Al system during operation
h procedure.

'he on-board and off-board measures necessary to execute the specified activities in 14.3.1
d and implemented.

) Measures can‘include monitoring the operational status of the Al system, detecting safet
C.

'he identified safety-related field events shall be evaluated and, if the risk is deemed unac

lause 9

f the Al

psurance

iser of Al

and their

| shall be

y-related

ceptable,

14.3.4

'he’ effectiveness of the countermeasures shall be evaluated after their application d

ring the

operation phase. The countermeasures shall be modified if the residual risk is still unacceptable.

14.3.5 The specified maintenance activities during operation shall be executed in order to continuously
keep Al safety to a reasonable level.

EXAMPLE

continuously maintain the Al safety.
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14.4 Planning for operation and continuous assurance

14.4.1 Safety risk of the Al system during operation phase

Upon achieving recommendation for release, the residual risk is evaluated to be acceptable based on the
evidence and assumptions generated during the development phase. However, post-deployment field risk
evaluation can detect an elevated risk associated with the Al system due to hazards resulting from:

a) development uncertainties, for example:

— incorrect estimation of residual risk;

— pre

— incofrect estimation of the occurrence of Al related faults occurred during operation.

b) incofrect unexpected operation-specific activities, for example:

— during maintenance, e.g. retrofit camera or radar without recalibration or poor tolérance;

— duriing update of the Al system, or update of external systems that interacted with the Al sydqtem, e.g.
outdated software version, out of sync of component updates.

¢) changesin the operation environment, for example:

— new|traffic rules;

— new|traffic facilities;

— new|type of traffic participants;

— charjges of assumptions on the operating conditions.

NOTE Changes in the operation environment can intteduce OOD samples and potentially cause OOD errjrs in the

Al systen].

Specific |activities can be necessary duringtthe operation phase to address these risks and assure a

continudus level of Al safety.

14.4.2 $afety activities during thé&eoperation phase

Figure 14-1 illustrates the flow’ of the activities of this clause to assure the safety of Al during the

operation phase.
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Figure 14-1 — Safety assurance during operation’phase?)

gsurance during operation starts with applying measures toassure Al safety in the operati

bn phase

(14.6). Technical measures are applied to monitor the behaviour of Al systems during operation, and if

anomali

taken (1f.6.2). Some additional measures are introduced to address misuse related risk, e.g. user §
(14.6.3).|Field data will be collected during monitoring (14.7), in order to support afterwards risk ev

mitigati

Risks idpntified in the field are evaluated (14.8:l): If the level of identified risk is acceptable,

further
determi

and re-approval process, if necessary (14:8.3).

14.5 Cdntinual, periodic re-evaluation of the assurance argument

Due to the complexity of the functionality to be implemented, the environment in which it is deploye
as the ndture of the Al technologies themselves, some uncertainty in the assurance argument can r¢

This leadls to a residual.risk that the safety requirements allocated to the Al system are violate
operatiop. This residual risk can be related to previously unknown triggering conditions of
bncies in the-Al system, inadequacies of the assurance argument or to changes within the operating
A continual, periodic re-evaluation of the assurance argument can offset this emergent risK.

insuffici

context.

The res

include:

s or undesired safety-related behaviour at the vehicleNevel are detected, mitigation meas

n and Al system modification.

ctivities are applied. Alternatively, if the risks are found to be unacceptable, countermeag
ed based on the evaluation results (14.8.2). The Al system can go through re-training, re-v

ures are
ruidance
hluation,

then no
ures are
hlidation

1, as well
bmain.

d during
residual

idual risk can be offset by operational restrictions until sufficient evidence can be collected to
increase| confidence in the assurance argument. Examples of operational restrictions that can b

applied

— restricting the set of operational conditions, thus reducing the risk of violating assumptions in the
assurance argument;

— limiting the functionality of the Al system, thus reducing the severity of residual errors.

2) Safety assurance activities during operation phase rely on previous clauses, i.e. 14.6 refers to Clause 10, 14.7 refers
to Clause 11, 14.8 refers to Clause 8, Clause 9, Clause 10, Clause 12 and Clause 13.
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The re-evaluation of the assurance argument can be performed based on the criteria outlined in 8.7. In
particular, evidence collected during operation can be re-used to provide additional support for claims of
the assurance argument, as well as to identify potential defeaters to these claims.

EXAMPLE

An assurance argument uses a set of assumptions on the input space to define the context of the

assurance argument. A run-time anomaly detection identifies OOD inputs that were not considered within the set
of assumptions. In reaction to this new information, the assurance argument is re-evaluated using a wider set of
assumptions, which includes the identified OOD inputs.

Triggers

for the re-evaluation of the assurance argument can include:

— periodic review;

— collg

— analyysis of reported field incidents;

— resu
— chay
— mod

— char
14.6 M

14.6.1

The inte
and trig
measure

14.6.2

Monitor
or insuff
canrely

NOTE 1

NOTE 2

Technical safety measures

ction of observations that can be used as additional evidence in the assurance argument;

Its of on-board and off-board monitoring;
ge in operational parameters or environment conditions;
ification or maintenance of the encompassing system;

ges in operating procedures.
pasures to assure safety of the Al system during operation

Feneral

oer potential updates to the Al system. ThisxSubclause also provides additional non-f
s, for example user involvement to prevent misuse and assure the safe operation of Al, if pq

ng, detection and mitigation, which(are used to evaluate the behaviour of Al systems again
iciencies, are measures used to(assure safety of the Al system during operation. These n
on on-board mechanisms and/or off-board mechanisms (e.g. cloud monitoring).

The architectural measuresto assure safety of Al during the operation phase are defined in Claus

In contrast with the on-board mechanisms which are used to detect and mitigate abnormal behg

htion of this subclause is to give guidance for applying measures to assure Al safety during operation

echnical
ssible.

st errors
leasures

e 10.

viours of

Al systemis and the vehicle equipped with Al, the off-board mechanisms can detect abnormal behaviours with higher

accuracy

NOTE 3
vehicles ¢
overall ri

due to, for examplejlarger computing power and a more precise model.

The off-board measures (e.g. cloud monitoring) can also be used to monitor the general behavid
quippedvith the Al systems. These off-board measures can then be used to support the evaluat
Kk after-deployment of the Al systems.

Regardinmg-moenitoring and detection, the following events, including related context, can be repor
thepurt f findine insufficionci £ AL ifapplicable:

urs of all
on of the

ted with

a) Inputspace related events:

— detection of OOD data and data distributional shift;

— detection of exiting from operating context;

— detection of concept drift or changes in features (e.g. new objects, different behaviours, new or
changed rules);

b) Model behaviour related events:
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— detection of abnormal behaviour;

NOTE4  Some abnormal behaviours can be caused by rare input conditions and these behaviours can be
evaluated as safe after detection. For example, while reversing, the Al model stopped at a shorter distance than
specified from a parked car. Behaviour is detected by the system and logged. After analysis of the report, the
behaviour is considered safe and an update is not necessary.

¢) Outputrelated events:
— detection of abnormal output;
NOTES5  Exercise caution when implementing plausibility checks as these can lead to missed objects and safety

concerns (e.g. rejecting humans taller than 7 ft can lead to mis-detection of a pedestrian carrying a flagpole or on stilts
or havinga child on their shoulders].

— detdction of output bias;
— outputs with low confidence level;
d) Incillents/accidents analysis:

— incidlents/accidents where the Al system was directly or indirectly involved are analysed to support the
improvement of the Al system.

NOTE 6 | For detected errors or insufficiencies of the Al system which can lead tea hazard, the risk can be mitigated
by measures within the Al system or the encompassing system. For example, sWitching to non-Al system or ¢xecuting
a manoeyvre that results in a minimal risk condition.

As the injsufficiencies of the Al system can influence the behaviour of the encompassing vehicle system, any
abnormgl behaviours or emergency events of the vehicle mayyalso imply or influence on insufficiencies of
the Al syjstem, for example:

— fundtion degradation;

— takd-over request;

— emefgency manoeuvre;

— tranisition to a minimal risk condition;

— collision or near-collision event;

— conffradiction between Al system and non-Al system.

EXAMPLE The Al system@nd non-Al systems, which are both used for decision making, may provide diarpetrically
opposed fresults under an unprotected left-turn scenario, for instance, one for “yield” and the other for “not yjield”.

Besides |triggering _modification activities, errors or insufficiencies of the Al system identified during
operation may indicate the weaknesses in the development and safety assurance process, archjtectural
measurgs or ineorrectness of their usage assumptions, thus modification of these measures may be|needed.

14.6.3 $afe operation guidance and misuse prevention in the field

The user of the Al system can lack understanding of its capabilities which results in misuse due to
overconfidence in the Al system. To prevent overconfidence, users are made aware of the limitations of Al
systems via, for example, user training or relevant information through the human-machine interface.

EXAMPLE The user is trained to correctly use the Al system and be informed of scenarios in which the Al system
is intended for use, considering the performance limitations of the Al system within these scenarios.

Another possible prevention of misuse are technical measures (e.g. warning or degradation or disablement
of services) that are triggered when the Al system is misused by the user during operation.
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14.7 Field data collection

The intention of this subclause is to introduce field data collection as a supplementary data source for Al
system maintenance to improve dataset integrity, distribution and usage (see Clause 11).

NOTE1 Field datacollectionisrelated to Al systems whose safety can be affected by field conditions. An autonomous
driving system that makes use of Al technologies is a typical case and selected as example in this subclause.

The motivation to collect field data during operation includes, for example, addressing environment changes
which may affect the behaviour of Al system, identifying and removing residual insufficiencies and collecting
additional training data. The quality of the collected field data needs to be ensured and the data needs to
be transmitted to relevant parties (e.g. manufacturers, suppliers and/or regulators) for use to support the
update oftheAtsystem

Y C V- CTOTITOW F=TOPTC a viomwv, visiEvivmuayie o1re = ercapta:

a) competence management: to ensure the efficiency and quality of the field data collection; competence

management measures can be applied to people responsible for field monitoring, data collectioh or data
sis. All systems involved in field monitoring activities are tested, validated andreleased tp ensure
required reliability level.

b) datd characteristics: the data characteristics of the field data can be defined«dépending on the|planned
usage of the data.

EXAMPLE1 In some cases, a large number of images of a high resolution are(€eded in order to improye the 2D
image pefception performance of the Al system, such as classifying a certain type of traffic sign. In other ¢ases, the
Al-based|image processing algorithm can depend on relationships between seguences of images over time] For such
cases, a thinimum length of video sequences along with other associated.sensor data and the results of the current
iteration pf the Al system are required to improve performance.

When arjalysing the field data, the following data characteristics can be considered:
NOTE 2 | The data characteristics given below are not exhaustive.

— datd categories;

EXAMPLE 2  Data source (radar, LiDAR, camera orHD map).

— datg content;

EXAMPLE 3  Vehicle identification number-(VIN), images from front camera, parsing data from front pgrception,
changes ¢f control mode, received remote.control command, operation status and HMI data.

— datgq format;
EXAMPLE 4 JPEG, PNG and/BIN.
— datgsize.

c) Dat{ collection\trigger and transfer: To ensure that the collected data is sufficient to identify| analyse
and |improveé-\safety-related issues, clear data collection triggering criteria are defined including the
triggering,conditions, triggering interval, start time and end time, triggering priority accdrding to
diffgrent.cases.

EXAMPLE S5  The triggering rules of field data collection can be:
— accident or incident: collision event involving the automatic driving vehicle equipped with Al system;
— functional termination: autonomous function failure/insufficiencies, terminated by the human taking over;

— exiting operational design domain (ODD): the specific objects are detected, such as the red light, stop signs, etc.
which are not within the ODD scope for a highway pilot feature, the value reported by rain sensor exceeds the
threshold for a feature designed for no or small rain weather;

— implausible events: the distance or speed jitter of the detected object exceeds a certain value, the distance deviation
of the detected object is greater than a certain value measured by different sensors;
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— other functional insufficiencies: the target motion predicted by the Al algorithm is inconsistent with the actual
situation;

— diverging decisions of redundant diverse Al elements or between Al and non-Al based elements.

NOTE 3  Triggering rules can be updated over-the-air (OTA) in order to collect different kinds of data. To collect
sufficient data for each event, a timing buffer can be considered, for example: recording starts from at least X s before
the event to at least Y s after the event.

When transferring the data, the conditions that may affect the reliability of the transfer are considered, for
example: the data transfer is interrupted by loss of power and can therefore lead to loss of data.

d) data storage: to ensure the integrity of data storage, safety mechanisms are implemented where
reaspnably practicable, for example, adding data integrity protection. The operation conditions that
may|influence the data storage are also considered.

NOTE 4  The general data storage requirements used for Al data collection can also be msed for field data
storgge.

e) confliguration information: to ensure correctness of data collection, the configuration informatipn about
the field data to be collected is specified, which may include access rights, toels and repositofies, and
alighed with the requirements for datasets (see 11.3).

14.8 Evjaluation and continuous development

14.8.1 Field risk evaluation

Based on field measures (14.6) and data collected (14.7), the~accidents, anomalies and undesired safety-
related behaviour at the vehicle level potentially related to*Al systems can be manually or autommatically
reported to the manufacturers or service providers. The aumber of reported issues can be large dyring the
early phpse after deployment. To solve the reported issues efficiently and economically, the manufacturers
or servide providers investigate the causes and evaluate the field risk of the issues, to determine the proper
reactivefactions to be taken, such as recall or OTAipdate.

The field risk evaluation is different compared to the hazard risk evaluation during the development phase.
In partiqular, field risk evaluation is based.0n the real consequence of issues occurred during the operation
instead ¢f assumptions or estimations made at development phase.

To objectively evaluate the effects of the'issues, the probability of occurrence, the severity and the effe¢tiveness
of countermeasures addressing-the risk of the existing issues can be considered. This is simildr to the
occurrerjce, severity and detegtion parameters used by FMEA method for a systematic evaluation of risk.

NOTE 1 | Alternative riskevaluation methods to FMEA based on a systematic methodology and predefine(d criteria
can also e applied.

Field risk evaluatiofean be based on the following factors:

a) Evaluation“of'the probability of occurrence: as described in Figure 6-12, safety-related issues pf the Al
systpm/can be caused by random hardware faults and/or systematic factors (e.g. systematic [faults or
fundtional insufficiencies).

— For issues associated with random hardware faults, the occurrence considered is determined by the
failure rate and the probability of exposure to a hazardous scenario which has been considered by the
[SO 26262 series.

— For issues associated with systematic faults or functional insufficiencies, the risk is mainly determined
by the probability of the exposure to the critical situations or probability of triggering events.

— As the quantity and location of the vehicles can be known at this phase, it is possible to provide the
occurrence with higher accuracy than during development.
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EXAMPLE The occurrence rate of the issue over a given time period can be predicted based on the failure
rate of the component, the quantity of vehicles in the field and the probability of the vehicles facing the hazardous
scenarios.

Evaluation of the severity: the severity evaluation can be based on the method defined by ISO 26262-3,
which recommends the abbreviated injury scale (AIS) ranking method.

NOTE 2 In addition, other issues that can cause loss due to cybersecurity risk, violation of traffic rules or
serious customer complaints can also be considered.

Evaluation of the detection and mitigation measures: the measuresin 14.6 can help to detect and mitigate
the risk of errors in the Al system. The potential controllability by the driver can also be considered as a
mitigation of the issue, if the field data shows relevant evidence

[tis posgdible to give risk evaluations based on the factors a), b) and c) in a qualitative way or quantitdtive way
(if ratesjare defined for each factor). The evaluation results will support the identification ofthe fesponse

actions tjo be taken.

NOTE 3 | For serious accidents (e.g. fatalities), even if the occurrence is rated as low or defgction as high|based on

predefingd criteria, the rating criteria can be adjusted and risk can be considered differently;

14.8.2 Countermeasures addressing field risk

The safety development of Al systems does not end after the encompassitig system release for operation.
The field risks can be higher than expected in case the on-board meaSures cannot detect and mitigate all

risks. If hazardous events occur in the field, the following additionalountermeasures can be taken

issug investigation actions to determine the causes of risk, e:g.'scenario reconstruction based on[the data
collgcted, especially for Al-related incidents or accidents;

risk|evaluation as introduced in 14.8.1;
restfictions on context of use or functionality deactivation or replacement;

update ofthe Al system, for examplean OTAupdate, when unacceptable systematicfaults orinsuffficiencies
are {dentified;

customer notification, which can be)taken together with the restrictions on context of uge or Al
systpm update actions, or dedicated notification to address misuse risk, e.g. emphasizing the operation
reqyirements to the passengers by placing a warning card in the robotaxi.

NOTE Depending on the urgency of identified field risks, immediate actions or long-term actions can|be taken

based onfrisk evaluation.

An apprppriate issue management process is important to ensure the effectiveness of counternjeasures,
including incidents <@r“accident reporting, issue investigation, risk evaluation and counterfneasure

managemment processes.

D

The effefctiveness of the countermeasures taken are monitored and evaluated after implementation and

adjusted, ifthe risk is still unreasonable.

14.8.3 Al re-training, re-validation, re-approval and re-deployment

The system can be incrementally developed on the basis of collected field data and countermeasures to
compensate for the identified risks, making the system safer and more robust. The intention of this subclause
is to introduce Al model re-training, re-validation, re-approval and re-deployment.

NOTE Al system update and re-approval involves the activities described in Clause 7 to Clause 13, if relevant.

a)

re-training
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During operation, valuable field data can be collected. Together with the data from the previously trained
model, this data can be used to re-train the new model with the expectation of better performance. Re-
training can be achieved by fine-tuning the pre-trained model or by training from scratch.

— fine-tune: this refers to small adjustments to model parameters. The newly acquired field data can be
used to fine-tune the released model. When fine-tuning, a small learning rate is used so as not to over-
distort the existing model.

EXAMPLE1 For some DNN specific multi-task networks, often only one specific task head needs to be fine-tuned
while freezing the backbone and other task heads. For example, only the detection head can be fine-tuned when input
training data are labelled for detection.

— trai :
initiplized to re-train the model from scratch. This approach is expected to get better performalnce than
finejtuning in the original model. However, compared to fine-tuning, this method requires/mlore data
volume, computing time and computing resources. Using a pre-trained backbone is a common|method.
Applying an existing backbone to train on the desired task can reduce the computatienal cost apd speed
up the convergence.

b) re-vhlidation

After rejtraining, the updated Al model is integrated into Al system and re-validated to provide gvidence
that the pafety-related issues are solved and all relevant safety requirements,are met.

EXAMPLE 2  The datasets of known issues can be used to re-validate the updated Al system in virtual or real-world
testing, of a combination of both, and to demonstrate the absence of safety‘performance degradation, if applicable.

c) re-approval and re-deployment

After an|update to the Al system , the safety assurance argument is re-evaluated (see Clause 11).|0Once re-
approvedl, the Al system update can be deployed.

14.9 Wprk products

14.9.1 Specification of the process and its.activities for assuring Al safety during operation, fesulting
from 14.B.1.

14.9.2 $Ypecification of the necessary off-board and on-board measures ensuring Al safety during
operatign, resulting from 14.3.2.

14.9.3 Field data and funetional insufficiencies detected during operation, resulting from 14.8.3.

14.9.4 Evidence of the effectiveness of measures for ensuring Al system during operation, fesulting
from 14.3.4.

version jof the safety assurance argument if applicable, resulting from 14.3.3 and 14.3.5.

14.9.5 lFraluation report of functional insufficiencies detected during operation, and ppdated

15 Confidence in use of Al development frameworks and software tools used for Al
model development

15.1 Objectives

The objective of this clause is:

a) toprovide requirements and guidance to identify, mitigate and document possible sources of errors and
inappropriate biases in the off-line processes, tools and principles used to develop, verify and deploy
safety-related Al models.
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15.2 Prerequisites and supporting information
The following information shall be available at the initiation of this activity:

a) documentation of development processes and tools used within the Al safety lifecycle (from external
sources);

b) Al system-specific development measures and procedures (from Clause 7 to Clause 14).

15.3 General requirements

15.3.1 Pracesses tools and work prnr]m‘tc used to dpvplnp safetv-related Al models shall he ;m"]ysed to
identify,[mitigate and document possible sources of errors.

EXAMPLE Errors can be caused by inappropriate biases in processes such as field data collection, [labelling,
sampling} tools such as data processing, deep learning frameworks, work products such as data, Al models.

NOTE The approaches discussed in ISO/IEC TR 5469:2024, 11.5.3 and ISO 21448:2022;,D.2.5 can b¢ used to
analyse offline training processes.

15.3.2 (onfidence shall be demonstrated that software tools used to develop, verify and deploy safety-
related Al models are suitable to support activities or tasks required by this-document.

NOTE ISO 26262-8:2018, Clause 11 can be used to demonstrate confidencelin the use of software tools.

15.3.3 Appropriate principles for data-driven Al models shalllbe” applied to training and evalyation to
ensure cpntrol or avoidance of safety-related faults in the Al models.

NOTE Design principles that govern software unit design-atid implementation at the source code leve], such as
enforcing a single entry and exit point in subprograms and“functions, have traditionally been employed|to attain
the desirpd quality and robustness in conventional software. However, these principles are applicable solgly to the
software|implementation aspect of data-driven Al models that have been trained and evaluated on data ahd do not
achieve the quality and robustness in the training and evaluation aspects of data-driven Al models.

EXAMPLE The influencing factor classes Misted in Table 9-3 and their managing approaches elabprated in
Table 9-1| can be used as principles.

15.4 Cgnfidence in the use of Al.development frameworks

Using a rjobust process to develop-Al models reduces the risk of introducing errors in the development of the
Al system, thereby making-the' Al system safer. Specific analysis depends on each system, e.g. aytomated
emerger|cy braking systenis-and driver status monitoring systems. Typically, Al models are developed using
a multi-4tep process such-as the one given in Figure 15-1. The offline training used in the process|can be a
source of errors in _the-final Al model. ISO/IEC TR 5469:2024, 11.5.3 proposes the use of a procegs failure
mode and effectsanalysis (PFMEA) to analyse Al offline training. ISO 21448:2022, D.2.5 describes p similar
analysis[approach+ased for SOTIF issues.

Data Data Indexed Data Selected Data
acauisition ata ingestion ata Curation ata Labelling

Labelled
Model data
updates

Data Model Model Model
requests evaluation KPI training

Figure 15-1 — Example offline multistep Al training process for PFMEA
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PFMEA is a well-known technique in the automotive industryl®3l. PFMEA is an inductive method often
applied to manufacturing processes. The analogy is that the offline training process is "manufacturing” an
Al model and many of the benefits of a PFMEA apply. It is beyond current technology to trace Al's safety-
related systematic issues to root causes, e.g. training and deployment errors, SOTIF issues, etc. Therefore,
the overall integrity of training processes, which can be a source of errors in the final Al model, is analysed
during Al development. The perspectives used in the safety analysis of systems, e.g. four influencing factor
classes described in Table 9-1, are connected to PFMEA.

A PFMEA finds failure modes in each element of the Al training processes. Their effects on subsequent
processes and countermeasures to detect such failures are then reviewed. Table 15-1 describes examples of
potential failure modes and effects in the Al training processes of Figure 15-1 which can result in a safety-
related systematic issue, i.e. performance insufficiencies and safety-related systematic faults as included in

Figure 6}-12.

Table 15-1 — Example of potential failure modes and effects in PFMEA

Process Potential failure modes Potential effects
Data acqpisition Specific scenes are missing in test The model has degraded perfprmance
Descriptjon: Process step for collect- datasets. in scenarips.involving missing scenes.
ing data fo be useq in model training | Test data coverage is biased. In the h16del evaluation procgss, eval-
and modgl evaluation uationresults are biased.
Only a small number of routes are Duéto lack of variation, the model

planned for data collection and the training process results in loy-per-
collected training and test dataset$¢ |formance models and test redqults are
lack variation. unreliable in the model evaluption
process.

Unintended data collectiofisdenarios |The mixture of training data famples
are used and the collected,datasets  |using data attributes in the njodel
have inappropriate attributes (meta |training process and scene-wjise
labels), e.g. weathertand time of the  |evaluation based on data attrjibutes in

day. the model evaluation do not work as
intended.
Data ing¢stion Data is corrupted during upload Corrupted or lost data during training

Descriptjon: Process step for upload- |from datacollection vehicles to cloud

ing collegted data to servers used for |Storages.
off-line MIL. model training and model

evaluatign

Data curption Curation recognises edge cases as In the model training process, the
Descriptjon: Process step for gemn= outliers and unintentionally excludes |trained models have performpnce
erating ifpput datasets for furcher them. degradation for these edge cases.
labelling

Data lab¢lling Objects carried or pushed by pedes- |In the model training process, the

Descriptjon: Processistep for identi- |trians may be included or excluded in |trained models perform diffefently
fying andl labelling.objects within the |the boundingbox, leading to incon- for different labelled objects.
datasets|to be uSed for model training |Sistent labelling.

and modgl evaliation Labellers have biases, e.g. omit label- |The trained models have performance
ling motorcycles. degradation due to biases.

Displayed labels and recorded labels |In the model training process, the
are different in data labelling tools.  |trained models learn the wrong
labels.
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Table 15-1 (continued)

Process

Potential failure modes

Potential effects

Model training

Description: Process step for creating
trained model from labelled data (e.g.

Figure 11-2)

Fixed random seeds are used during
the development for debugging and
these are left in the production code.

In the model training process, ran-
dom number generators do not work
appropriately and ML and hyperpa-
rameter optimization frameworks do
not work as intended. As a result, the
trained models have consistently low
performance.

Unintended training datasets and Al
test datasets are loaded.

Within the model training process,
the trained model is optimized to dif-

ferent contexts and has consiptently
low performance.
Model eyaluation The harmonic mean of precision and |As a result, the trainedymodels be-
Descriptfon: Process step for verify- |recall was specified as an evaluation |come recall oriented; i.€. many FP and
ing whether the model meets KPIs. metric, but only recall is evaluated. few FN, which dees)not meet fystem
A decisidn is then made to continue requirements:
with mofe training, collect more data | Training datasets are leaked to Al test|In the modét@valuation procgss, the
or end trpining datasets. evaluation(results are not reljable or

Al test data sets are not covering the
input space definition in a suitable
manner.

are overestimated.

Each ste

for a more detailed analysis.

The pro

b of the process can be further broken down (e.g. model traininig broken down to flow of Figyre 11-2)

Cess analysis may begin as soon as one has a basicyunderstanding of the considered process’s

inputs, g
specifica
to the sp

utputs and internal architecture, even if that means proceeding without a complete requ
tion or a complete architecture specification of the process. This iterative process analysis
ecification of additional requirements and process updates. The analysis completes by cor

rements
may lead
sidering

the fully] refined architecture and requirements. Evéh though the analysis focuses on the procesf for the

creation|of the Al model, the process analysis gan be iterative and may also influence architectural and

design dcisions.

Examplg information to start a PFMEA:

— prodess flow diagram(s) showing'the entire Al model creation process flow;

— block diagram of individual process steps including internal process steps showing major comp¢nents of
the process step;

— boundary showing what is the scope of the analysis, the neighbouring process steps to the copsidered
prodess element;

— idenltified purpase(s) of the individual steps;

— condeptugldata flow(s) between the considered process step, its neighbouring steps and its|internal

comf)onents;

list of tools used in the Al model creation process;

training and evaluation requirements.

15.5 Confidence in the use of tools used to support the Al-safety lifecycle

The training of Al models often involves tools (e.g. data labelling tools, ML frameworks and hyperparameter
optimization frameworks) to train or optimize models. Tools may also be used in the labelling and curation
of data along with other steps in the training process. These tools are potential sources of training and
deployment errors. ISO 26262-8:2018, Clause 11 can be used to ensure that the tools do not cause an
unreasonable safety risk.
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15.6 Principles for data-driven Al model training and evaluation

Training and (data-driven) evaluation form key parts of the development of data-driven Al models. The causes
of insufficiencies of data-driven Al models are classified into the influencing factor classes (Table 9-1), as
depicted in Figure 9-3. The certainty in influencing factor classes during the Al model development process
ensures the development quality of data-driven Al models. Uncertainties in influencing factor classes can
impact a multi-step process like the one given in Figure 15-2. Table 9-1 elaborates on the approaches to
manage the certainty of influencing factor classes. These can be used as the principles for data-driven Al
model training and evaluation.

Source of uncertainty in the Source of uncertainty in the
influencing factor class "observation" influencing factor class "label”
— managed by enumerating patterns — managed by strict labelling

L and defining data coverage policy ) policy and work quality
L— (]/b‘

Data Data Indexed Data Selected Data R
acquisition ingestion data Curation data Labelling QQ N
Fm———————————— — — — Labelled %23
Model data

updates

R

Data
requests

Model
KPI

evaluation

Source of uncertainty in the influen-
cing factor class "model" — managed

by appropriate model selection *Source of uncertainty in th ﬂuencmg factor class "operation”
and de facto standard approaches — managed by detecti @ ation in model performance
for tuning and evaluation of between development d deployment

hyperparameters

‘\

Figure 15-2 — Example offline multistep Al tra@gg process and influencing factor clagses
o
15.7 Wprk products B
xO

15.7.1 Evidence for the analysis of the @)del creation processes, resulting from 15.3.1.

O

15.7.2 Evidence for the confidenc@{frthe software tools, resulting from 15.3.2.

15.7.3 Evidence for the exeCIﬁ?on of the Al model creation processes with the principles, resulting
from 153.3.
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(informative)

Overview and workflow of this document

Table A-1 — Summary of the normative clauses of this document
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a) todefine an Al safety
lifecycle and its activities to
ensure that contributing er-
rors of the Al system do not
lead to unreasonable risk of
undesired safety-related be-
haviour at the vehicle-level;

b) to ensure that overall
and project specific safety
management processes and
activities are appropriate to
ensure the safety of the Al
system;

c) toplan, initiate and con-
duct the Al safety activities.

a) the Al system definition
(from external sources, e.g.
the encompassing system
development), including:

1) the Al system function-
ality;

2) theinterfaces of the Al
system with the encom-
passing system, including
if applicable, the ASIlicapa-
bility of the inputs to.the Al
system.

3) the safetyrequirements
allocated tothe Al system,
includingifapplicable:

i) the ASIL value of the
safety requirements;

ii) the acceptance criteria
or validation targets de-
rived in conformity to ISO

~
o
U

~
o
N

~
o)
w

~
o
o~

21448:2022, Clause 6 or 9.
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Table A-1 (continued)

Clause Objectives Pre-requisites Work products
a) todevelop an assurance |a) the Al system definition
argument demonstrating (from external sources),
that the safety require- including:
ments allocated to the Al 1) aspecification of the
system are fulfilled; safety requirements allocat-
b) to evaluate whether ed to the Al system;
the assurance argument 2) adefinition of the
reflects the actual residual |technical context within
risk of the Al SyStem violat- the encompassing System
ingitssafety requirements; (e g defimiTion of INTETTAcES,
conditions under which the
Al system functionality is
triggered, etc.);
3) aspecification of the
input space; 8.8.1
8 b) requirements on the as- 8.8.2
surance argument and work T
products for the Al system
(from external sources)!
These requirements eafbe
derived from the asSurance
argument of the’eneompass-
ing system as'well as safety
managemefit pfocedures
from Claiise 7;
The following information
shall'be available for the
finalization of these activ-
ities:
c) the work products of the
Al safety life cycle;
a) to specify a complete a) Alsystem definition
and consistent setof safety |(from external sources, e.g.
requirements en'the Al the encompassing system
system, that are sufficient |development), including:
to ensure Al safety; 1) safety requirements
b) tgtefine Al safety re- allocated to the Al system;
guirements based onlearn- |2) input space definition;
1ngs frorr_l developm.ent,. 3) functional require- 9.6.1
verification and validation; ments; 2.2
9 c) to specify the limi_tations 4) impacted stakeholders; 9.6.2
of an Al system over its 5) the interfaces of the Al 26.3
input space to be escalated .
to its encompassing system systgm with the encom-
development process. passing system, including
. if applicable, the ASIL capa-
Elpi’fﬂ?iefglﬁizlg? jo‘f"ghe bility of the inputs to the Al

on-board measures, from
Clause 14.

SysStent;
6) interfaces to the envi-
ronment, if applicable.
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Table A-1 (continued)

Clause Objectives Pre-requisites Work products
a) to select and justify a) safety requirements
appropriate Al technologies |on the Al system, from
for use in the Al system; Clause 9:

b) to identify appropriate |b) training and validation
architectural and develop- |datasets, from Clause 11;
ment measures to fulfil the |¢) Al component or Al sys-

safety requirements prior |tem architecture, if already
to deployment; existing;

¢) toidentify appropriate |d) AI component or Al sys-

—_
S
o
[y

b
=3
—
S
9
NP

arcnitectural measures to tem development process, if
mitigate residual function- |already existing.

al insufficiencies of the

Al system revealed after
deployment;

d) toidentify measures for
ensuring the safety require-
ments of the Al system are
fulfilled within its target
execution environment.

—_
(o)}
0

|

a) to define the dataset a) Alsystem definitiony
lifecycle of activities related |including:

to the gathering, creation, |1) Al safety requirements,
analysis, verification and from Clause.9;

validation, management,
and maintenance of the da-
tasets used in the develop-

ment of the Al system; . ..

¢ t(? ¢ e. SYSteri; insufficiencies detected
b) to identify the dataset during operation, from
insufficiencies that may Clause 14-

impact the safety of the Al
system;

c) to identify the ddta-re-
lated safety properties

11 that have a bearing on the
safety of the ‘Al system and S
that supponrt dataset safety 44.0.%
analysis;

d)~todefine the counter-
measures to prevent or
mitigate dataset insufficien-
cies using dataset safety
analysis methods at dif-
ferent steps in the dataset
lifecycle;

e) to define the data-relat-
ed work products that sup-
port providing evidence of

2) inputspace definition
(refined))from Clause 9;
b) field data and functional

c) safety analysis report,
from Clause 13.

I N Y
N S
vl U1 U1 o
B N =

the safety of the Al system.
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Table A-1 (continued)

Clause Objectives Pre-requisites Work products
a) to verify that the Al a) safety requirements
system fulfils its Al safety |allocated to the Al system
requirements; (from external sources, e.g.
b) to validate that the the encompassing system
safety requirements allo- development);
cated to the Al system are |b) Al safety requirements,
achieved when integrating |from Clause 9;
into the encompassing ¢) known insufficiencies of
system; the Al system and the corre-
Sponding subdomains of the
input space, from Clause 9;
d) input space definition
(refined), from Clause 9;
e) Al component or Al 12.6.1
system architecture, from SN
12 Clause 10; 12.6.2
f) implemented Al compo- 12.6.3
nent, from Clause 10;
g) datasetlifecycle, from
Clause 11;
h) evidence for théoutputs
of the defined phases of
the datasetlifecycle, from
Clause 115
i) eviderce for the safety
analyses of the dataset,
from*Clause 11;
i) datasetrequirements
specification, from
Clause 11.
a) toidentify safety-related|a) Al safety requirements,
faults and Al errors;that can [from Clause 9;
lead to the violation of Al b) input space defini-
safety requirements; tion(refined), from Clause 9;
b) to identify their poten- |¢) known insufficiencies of
tial causes; the Al system and the corre-
c) ~to'support the definition |sponding subdomains of the
of\isafety measures to pre- |input space, from Clause 9;
vent or control safety-relat- |d) Al component or Al sys-
ed Al errors; tem architecture (refined),
d) tosupportthe verifica- |from Clause 10;
tion of Al safety require- e) dataset require-
ments, through modifi- ments specification, from
13 cation or identification of  |Clause 11; 13.51
new Al safety requirements |y qataset design specifica-
on data specificationsand _|i00 from Clanse 11-

collection, design specifi-
cations, and test specifica-
tions.

g) dataset verification
report, from Clause 11;

h) dataset validation re-
port, from Clause 11;

i) dataset safety analysis
report, from Clause 11;

j) Al system verification
report, from Clause 12;

k) Al system validation
report, from Clause 12.
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Table A-1 (continued)

Clause Objectives Pre-requisites Work products
a) to define the process a) Alsystem definition
requirements to continu- (from external sources, e.g.
ously assure Al safety after |the encompassing system
deployment, development), including:
b) to use the measures 1) interfaces with the en-
defined in clause 8 and/ compassing system;
or additional measures for |2) Assumptions of the use
the identification of safety |of the Al system;
risk associated with the Al 1) field data collected by
DyDLClll uul llls UPCI Cl-LlUll. the encompaSSlng System;
and measures to maintain .
Al safety during operation c) safety requirements
' |on the Al system, from
c) toensure responsesare |cjiuse 9
in place to address unac- N o
. . |d) Al component or Al
ceptable safety risks associ- " hitect f
ated with the Al system and system ar.c ltecture, frrom
ensure reapproval of the Clause 10; ) 149.1
modified Al system before |€) datasetrequire- 14.9.2
14 release. ments specification, from 14.9.3
- Clause 11; —
. 2 14.9.4
f) dataset design spegifica-
tion and maintenafige plan, 14.9.5
from Clause 11}
g) datasetdanaintenance
plan, from.Clause 11;
h) knéwn insufficiencies of
the APsystem and the corre-
sponding subdomains of the
input space, from Clause 9
i) results of verification
and validation activities
including known function-
al insufficiencies of the Al
system (if available), from
Clause 12;
j) safety assurance argu-
ment, from Clause 8.
a) ~toprovide requirements |a) documentation of devel-
and.guidance to identify, opment processes and tools
mitigate and document pos- |used within the Al safety
sible sources of errors and |lifecycle (from external 1571
15 inappropriate biases in the |sources); 15.7.2
off-line processes, tools and |b) Al system-specific 15.7.3
principles used to develop, |development measures and
verify and deploy safety-re- |procedures (from Clause 7
lated Al models. to Clause 14).
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Annex B
(informative)

Example assurance argument structure for an Al system

B.1 General

This ann
principle
assuran
given Al

The assy
point for
argumer

Evidencg

Work pr
assuran

A descri

B.2 As

The ass

ex provides an example of how an assurance argument for the safety of an Al system base
s outlined in this document can be expressed using the goal structuring notation (GSN]
e argument structure is expressed as an argument pattern that is intended to be instantia
system.

rance argument depicted in this annex is for illustrative purposes only and cdibe used as
Al system-specific assurance arguments. The argument is not necessarily-complete and a
ts and evidence may be required dependent on the Al system context and(specific requirer

can be referenced multiple times within the assurance argument;

bducts as defined within this document can contain multiple pieces of evidence as referenc
e argument.

btion of the notation used can be found in Reference [22]:

surance argument pattern for supervised machine learning

Al syste

which this pattern can apply include the use of\ADfor image processing tasks such as classification
detectioh or predictive maintenance of safetytcritical components.

The top [evel of the assurance argument.is depicted in Figure B.2-1. Information that is to be rep
an Al syptem-specific instantiation of the pattern are indicated using the following notation: {Ins
element}. The goal of the argument(G.1) is to demonstrate that the Al system satisfies the requ

allocate

The assy

a sef
a sef
ade

ade

rance argument pattern described here cafi“be used to construct an assurance argume
that makes use of supervised machine-learning algorithms (e.g. DNNs). Example applic

to it within the overall’system context. This context is defined in terms of:
of assumptions on‘the'input space (A1.1);
of assumptionsyon the system context (A1.2);

finition of the functionality to be implemented by the Al system (C1.1);

[inition of the safety requirements allocated to the Al system (C1.2).

d on the
[22], The
ted for a

starting
ditional
nents.

ed in the

ht for an
htions to
br object

aced for
antiable
rements

rance argument also assumes that:

— quality management principles have been applied during the development of the Al system and its
assurance argument (A1.3) that reduce the risk of systematic errors and increase the confidence in
the assurance structure and evidence. The assurance argument is supported by a documented and
repeatable development process.

malfunctioning behaviour caused by random hardware faults or systematic faults are adequately
addressed and confirmed through an additional argumentation, not described here. For example, by

follo

wing the guidance of the ISO 26262 series (A1.4).

development frameworks and tooling for the Al system do not impact Al safety (addressed by assumption
A1.5, see Clause 15), which may be justified by the use of pre-qualified development frameworks and tools.
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The argument is structured to demonstrate that all potential functional insufficiencies in the Al system have
been prevented, minimised, or mitigated during the specification, design and operation of the Al system
(S1). This strategy makes use of a set of causes of functional insufficiencies for the type of application and
applied Al technology (C1.3). These causes can include those described within this document as well as Al
system-specific causes that are identified based on safety analyses (see Clause 13).

A1.1: Al system definition:
{Assumptions on the input
space}

A1.3: Quality management
priciples have been applied during the
development of the {Al system} and its
assurance argument

A1.2: Al system definition:
{Assumptions on the technical
system context} G1: The safety requirements

A1.4: Risk associated with systemafi
and random hardware faults hasbe
adequately addressed

i allocated to the Al Systemy
within the defined context are
fulfilled

C1.1: Al system definition:
{Definition of
the functionality}

A1.5: Developmerit frameworks a
tooling for the {Alsystem} do not imjpact

C1.2: Al system definition: Al'safety

{Safety requirements allo-
cated to the Al system}

$1: Functional insufficiencies that

could violate safety requirements C1.3: Safety analysis: {Causes
have been prevented, minimised or of functionaljinsufficiencies,
mitigated during specification, Safety analysis}

design and operation

il N

G2: Botential insufficiencies of the G4: Functional insufficiencies have (.;6: I};.Sl.dua! andfehmergmg functional
iffcation of the {Al system} have been adressed in the design of the insufficiencies of the {Al system} are
speciipca b dd yd (Al system} detected during operation and
een addresse Y mitigation measures defind
Fig B.2-2 \ FigB.2-6 Fig B.2-8

G3: Training and verification )
datasets are sufficient to achieve (_;5' Fulfillment of the safety
and demonstrate Al safety of the requirements on the {Al system} has

{Al system} been demonstrated

Fig BQ3)‘ Fig B.2-7

Figure B.2-1 — Assurance argument pattern for a supervised machine learning-based Al system

Figure B|2-2 elaborates the.claim G2 of the argument pattern that demonstrates that potential insuffjiciencies
of the specification have-been addressed as described in Clause 9. This argument pattern copsists of
demonsfrating:

— asufficient ynderstanding of the input space (G2.1);

— that| theé_derived Al safety requirements are complete and consistent with respect to the safety
reqyireéments allocated to the Al system. This includes demonstrating that each individual Al safety
requirement is well defined on the basis of safety-related properties of ML models (S2.2) as well as that
the combination of all derived Al safety requirements are sufficient to fulfil the safety requirements
allocated to the Al system (G2.2.1);

— the performance limitations of the Al system are sufficiently well defined that a safe behaviour at the
system level can be ensured (G2.3).

The derivation of the Al safety requirements as well as the definition of residual performance limitations
are supported by the use of safety analyses (see Clause 13) that determine the potential for safety-related
functional insufficiencies and potential causes in the Al system.
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C2.1: {Safety
requirements allocated K
to the Al system}

G2: Potential insufficiencies
of the specification of the {Al
system} have been addressed

C2.2: {Safety
requirements on
the Al system}

$2.1: Insufficiencies in the
specification have been identified,
minimised or mitigated

C2.3: {Causes of
insufficiencies in the
specification}

rall DY

G2.1: The input space is
sufficiently well defined to

G2.3: The performance
limitations of the {Al system} are

1 <

eTTSuTeTompieteess vt dertvetd
safety requirements, training
and test data

E2.1.1:
Input space
definition

E2.1.3:
Standardized
definitions de-

definition

G2.2.1: The {Al safety
requirements} are complete
and consistent with respect
to the {safety requirements
allocated to the Al system}

ments

G2.2.x.1: Fulfilling all {Safety-re-
lated properties} referenced within
{safety requirementXhis.sufficient

for the requirement.to fulfilled

E2.2.x.1.1:
Verificatign

E2.2.x.1.2: E2.2.x.1.3:

ments

H-chefrtred-stretr
that a safe behaviour at the
system level can be ensured

£ il
Strrrerenty-v

£2.2.1.1: E2.2.1.2:\ /§22.1.3: is well defined
Verification Safety- Traceability
report of the analysis matrix
safety require- report

Safety Traceability
report/6f'the analysis matrix
safety require- report

E2.3.2:
{Al system}
verification

E2.1.5:
Observations
of the operating

E2.3.1: Known
insufficiencies of
the Al system and

efined) E2.1.2: scribing the E2.1.4: conext (Field ; report report
Verification input space Known data) the i)‘:j”esl:’_ondlfng
report of the triggering subdomains o
input space conditions the input space

G2.2: The {Al safety
requirements} are sufficient to
ensure that the {safety requirements
allocated to the Al system} are mét.

$2.2: Argument,
over each safety
requirément

For each Al safety requirement X

G2.2.x: {Safety
requirement X}

C2.4: {Safety-
related properties K
of Al system}

$2.2.x: Argument over
each safety-related property
of {Safety requirement X}

For each safety-related
property Y assigned to
the requirement

G2.2.x.y: {Safety-related property Y}
includes measurable acceptance
criteria which contribute to
fulfilling the {Al safety requirement X}

E2.3.3:
{Al S§ystem}
validation

E2.2.x.y.4:

Safety]
analys
report

1]

Figure B.2-2 — Assurance argument pattern for demonstrating potential insufficiencies of the

specification

requirements report

of the Al system have been addressed
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Figure B.2-3, Figure B.2-4 and Figure B.2-5 elaborate the claim G3 of the argument pattern that
demonstrates that the datasets used for training and verification of the Al system are sufficient to achieve
and demonstrate Al safety, as described in Clause 11. This claim is further refined as follows:

— the datasets consist of suitable selections of observations from the overall input space (G3.1);

— the integrity of the datasets is maintained throughout the data lifecycle (G3.2).

The assurance argument is supported by a set of safety-related properties of the datasets, which can be

specific to the application and applied Al technology (see 11.4.3.2 for examples).

C3.1: {Safety-
related properties

N

C3.2: {Dataset
implementation}

G3: Training and verification
datasets are sufficient to
achieve and demonstrate the Al
Safety of the {Al system}

C3.3: Dataset safety
analysis report

$3.1: Insufficiencies in the
datasets have been identified,
minimised or mitigated

G3.1: The {Dataset G3.2: The integrity of the
implementation} consists of {Dataset implémentation} is
selections of suitable obser- maintainéd throughout the
vations from the input space data lifecycle

l Fig B.2-5

§3.1: {Safety-related properties
of datasets} are considered
during selection of data

G3.1.1: Data is collected G3.1.2: Indepe_m_ience G3.1.$:.The datasets include G3.1.4: Datasets cover
. between training sufficient coverage of the
frgm a set of suitable P . t ith fficient all known
data sources and verification inputspace with a suticlen triggering conditions
datasets is ensured number of data points
Fig B.2-4
E3.1.2.1: E3.1.2.3: E3.1.3.1: E3.1.3.3: E3.1.4.1: E3.1.4.3: E3.1.
Input space Dataset de- Input space Dataset de- Input space Dataset de- Known
definition sign speci- definition sign speci- definition sign speci- gering
(xéfified) fication (refined) fication (refined) fication ditid
E3.1.2.2: E3.1.2.4: E3.1.3.2: E3.1.3.4: E3.1.4.2: E3.1.4.4:
Dataset re- Dataset Dataset re- Dataset Dataset re- Dataset
quirements verification quiren?ez.nts verification quirerr}e.nts verification
Speleﬁ' reports specifi- reports specifi- reports
cation cation cation
Figllrp B.2-3 — Assurance argument forthe cnffiripnry of the datasets
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G3.1.1: Data is collected from
a set of suitable data sources

'

$3.1.1: Justification of each data
source and the combination
of all data sources used

For each synthetic
data source

For each physical
data source

G3.1.1.1: The combination of G3.1.1.x: {Physical data G3.1.1.y: {Synthetic data
data sources is sufficient to source X} is a sufficient re- source Y} is a sufficient re-
ensure that {Safety-related pro- presentation of the expected presentation of the expected
perties of datasets} are fulfilled operating conditions operating conditions

E3.1.1.x.1:
Input space
definition
(refined)

E3.1.1.x.3:
Dataset de-
sign speci-
fication

E3.1.1.y.1:
Input space
definition
(refined)

E3.1.1.1.1:
Input space
definition
(refined)

E3.1.1y.3:
Ddtaset de-
signrSpeci-
fication

E3.1.1.1.3:
Dataset de-
sign speci-
fication

E3.1.1.1.2:
Dataset re-
quirements
specifi-
cation

E3.1.1.x.2:
Dataset re-
quirements
specifi-
cation

E3.1.1.y.2:
Dataset re-
quirements
specifi-
cation

E3.1.1.1.4:
Dataset
verification
reports

E3.1.1.x.4:
Dataset
verification
reports

E3.1.1.y.4:
Dataset
verification
reports

Figure B.2-4 — Assurance argument for claim G3.1.1

G3.2: The integrity of the
datasets js;maintained
throughoutthe data lifecycle

N

[ 1

G3.2.3: The integrity of
data during maintenance
and update is ensured

-

Appropriate combination of evidences for each dataset

G3.2.1: Integrity of
data (pre-)processing
is ensured

N

G3.2.2: The integrity of
data labelling is ensured

E3.2.1:
Require+
ments on'the
dataset(s)

E3.2.4:
Dataset
verification
strategy

E3.2.5:
Dataset
verification
reports

E3.2.6:
Dataset safety
analysis
report

E3.2.7:
Dataset
lifecycle des-
cription

E3.2.8:
Dataset
maintenance
plan

E3.2.2:
Dataset
design speci-
fication

Figure B.2-5 — Assurance argument for claim G3.2

Figure B.2-6 elaborates the claim G4 that demonstrates that functional insufficiencies have been addressed
in the design of the Al system, as described in Clause 10. This claim is made based on an understanding of the
factors that influence the fulfilment of the Al safety requirements as well as the effectiveness of proposed
development and architectural measures. The claim is further refined as follows:

— the chosen Al technology is inherently suitable for achieving the safety requirements allocated to the Al
system (G4.1);
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— development and architectural measures are chosen that ensure that the Al system meets its Al safety
requirements (G4.2);

— architectural measures are identified to mitigate residual insufficiencies in the Al model (G4.3);
— the functional adequacy and sufficient performance are also ensured within its target environment (G4.4).

NOTE G4.4is not elaborated further in this version of the document.
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G4: Performance in-
sufficiencies have been
addressed in the design

of the {Al system}

$4.1: Argument over de-

velopment and architecture
measures to avoid or

mitigate insufficiencies

C4.1: Safety
analysis report

G4.1: The selected Al

TECNITOI0ZY 1S ITIET eIty

G4.2: Development and

architecturat measures

G4.3: Architectural

G4.4: The functional

suitable for achieving the
safety requirements allo-
cated to the {Al system}

TEasures nmave beelr

TaeUaCy and SutierenT

ensure the {Al system} ful-
fills its safety requirements
{allocated and derived}

identified to mitigate
residual insufficiencies
of the {Al system}

performance of the {Al
system} is ensured with-
in its target environment

E4.1.2:
Safety

analysis
report

C4.2: {Al safety
requirements}

$4.3.1: Argument over
each potential
residual insufficiency

For each potential reSidual
insufficiency Z

$4.2.1: Argument
over each safety
requirement

G4.3.1.x: {Insufficiency Z}

is addressed by
architectural meagsures

For each Al safety
requirement X

or Al systeny
architecture,

G4.2.1.x: {Al safety requi-
rement X} is addressed
by development and
architectural measures

nation of measures is
sufficient to ensure
{Al safety requirement

G4.2.1.x.1: The combi-

C4.3: {Safety
related properties K
of Al systems}

X}

E¢t.2.1.x.1:

E4.2.1.x.2¢

Al fomponent component:
or|Al system or Alsystem
depelopment architecture,

[process

Evidence of
effectiveness
of architecture
measures

sis report

$4.2.1.x.1: Argument
over each safety-
related property

of {Al safety requirement X}

For each derived safety-related
property Y (Requirement X)

G4.2.1.x.1.y.1: {Safety

related property Y} is

addressed by develop-
ment measures

sis report

G4.2.1.x.1.y.2: {For each
derived safety-related
property Y} is addressed by
architectural measures

process

E4.2.1. G4.2.1. G4.2.1. G4.2.1 G4.2.1. G4.2.1.
x.1.y.1.1: Al x1y12: x.1.y.1.3: t g x1y272: x.1.y.2.3
component or | safety analy- Evidenceof | [ "t Safety analy- Evidence of
Al system de- sis report / \ effectiveness of component or sis report effectiveness
velopment development tecture of architecture

measures

Figure B.2-6 — Assurance argument pattern that functional insufficiencies have been addressed
during design
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Figure B.2-7 elaborates the claim that sufficient evidence exits that the safety requirements allocated to the
Al system have been fulfilled as demonstrated through verification and validation as described in Clause 12.
This argument considers:

— the fulfilment of the safety requirements allocated to the Al system in its entirety (G5.1);

— the fulfilment of the derived Al safety requirements allocated to the individual components of the Al
system (G5.2).

In each case, an argument is made over the appropriateness of the verification and validation strategy as
well as the evidence used to evaluate each individual requirement.
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G5: Fulfilment of the safety
requirements allocated to
the {Al system} has been
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v

$5.1: The safety requirements

allocated to the Al system and
the residual risk associated
with Al errors are evaluated
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nents} within the {Al sys-

its Al safety requirements

$5.1.1: Argument
over the V&V strategy
for the {Al system}

$5.1.2: Argument over
each safety requirement
allocated to the {Al system}

temj tulfill their derived
safety requirements

C5.2: Al com-
ponent or Al system
architecture

$5.2.1: Argument
over each
{Al component}

5.1.1.1: The V&V strategy is

For each safety requirement X
allocated to the {Al system}

ficient to demonstrate that all
Al spfety requirements allocated on
e {Al system} are met and the
ponent is free from unintended

G5.1.2.x:
{Requirement
X} is fulfilled

unctionality and properties

E5.1.1.1.2:

E.5.1.2.x.1:

For each component
X of the’{Al'system}

G5.2.1.x: All dekived
Al safety requiréments
allocated to,the.{Al com-

ponent}are fulfilled

No. of safety

requiremengs

allocated to the

(AI compone

G5.1.1.1.1: Al system It
Al system A system - \
V&V strategy validation verification §5.2.1.x.1: Argument C5.2.1:x.2. $5.2.1.x.2: Argument
report Safety requirements over each derived safety
report over the V&V strategy’ i dto th A L #
for the {AI component} allocatd to the requirement allocate:
{Al component X} to {AI component X}
¢ For each safgty
G5.2.1.x.1: The evaluation strategy is requirement]Y
sufficient to demionstrate that all de- allocated to the
rived safety reqiiirements allocated Al componeng X
to the {Al comppnent} are me.t and G5.2.1x2y:
the component is free from uninten- {Requirement Y}
déd functionality and properties is fulfilled
C5.2.1.x.2.y.1: $5.2.1.x.2.y.1:

G5.2.1.1.3:

G5.5.1.1.1:

Safety-related pro-

Argument over each

y:
Al system
verification
report

Al system Al system perties assigned to safety-related property
V&V strategy Ve;gg?::ion the requirement of the requirement
For each safety-re-
lated property Z of
the derived sgfety
requiremenf Y
C5.2.1.x.2.y.1.z: G5.2.1.x.2.y.1.z:
Target values / KPI as- {Safety related
signed to the property property Z} is fulfilled

Figure B.2-7 — Assurance argument pattern that the fulfilment of the safety requirements has been
adequately demonstrated
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Figure B.2-8 elaborates the claim that residual and emerging insufficiencies are identified during operation
and mitigation measures are defined, as described in Clause 14. This argument considers:

— the definition of effective operating procedures for the safe operation of the encompassing system based
on known insufficiencies of the Al system (G6.1);

— the use of effective processes for continuous re-evaluation of residual risk (G6.2);

— that effective countermeasures are taken to address emerging insufficiencies (G6.3). This claim in the
assurance argument can only be made after initial release of the Al system during re-evaluation of the
overall safety assurance argument before deployment of changes.

In each case.an argument is made over the effectiveness of the measures to control risk dnring operation.
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evaluation of the Al
system}

C6.6: {Assump-
tions on the usage of

$6.1: Argument over proce-
dures to control unreasonable
risk during operaction

the Alsystem}

G6.1: Effective procedures for
the safe operation of the {Al
system} have been defined to
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E6.1.1: E6.1.3:
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E6.1.2: Known
insufficiencies of
the Al system and
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G6.2: Effective procedures are
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evaluation of residual risk
related to insufficiencies
in the {Al system}

G6.3: Countermeasures to
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insufficiencies have been
demonstrated to be effective

E6.2.1:
Procedures for
ensuring Al
safety during
operation

ation

E6.2.2:
Measures for
ensuring Al
safety during
operation

Evidence of the
effectiveness of
measures for en-
suring Al system
during oper-

$6.3.1: Argument over
types of countent measures

insufficienc

G6.3.1: Countermeasures are
demonstrated effective at
addressing the emerging

ies

G6.3.2: Previous achieved
safety requirements are not
violated due to changes

G6.3.3: Procedures for safe
integration and operation
of the {Al system} have
been adapted to avoid
residual known insufficiencies

E6.3.1.1:
Field data.and

Sa

E6.3.1.2:

operation

Evaluation re-
port of functional
insufficiencies
detected during

E6.3.1.1:

E6.3.1.3: Field data and

fety assurance

functional functional
insufficiencies argument re- insufficiencies
detéctedduring evaluation detected during

opeération report operation

E6.3.1.2:
Evaluation re-
port of functional

insufficiencies
detected during
operation

E6.3.1.3: 63t E6.3.3.3:
Safety assurance 1? nctaioanZ{l Procedllxres for
argument re- . uff- B ensurmngl
evaluation insufficiencies safety during
report detected 4urmg operation

operation

E6.3.3.2:
Known insuf-
ficiencies of the (Al
system) and the cor-
responding sub-
domains of the
input space

Figure B.2-8 — Assurance argument pattern that emerging and residual insufficiencies are
identified and mitigated during operation
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B.3 Use of assurance claim points to increase confidence in the assurance argument

B.3.1 General remarks on the use of assurance claim points

The GSN pattern outlined in Clause B.2 reflects the basic structure of an assurance argument that safety
requirements allocated to a supervised ML-based Al system are fulfilled. The GSN pattern reflects the
objectives and requirements of this document.

For any given Al system, the strength of the assurance argument may depend on a number of factors related
to the complexity of the task and its environment, the availability of sufficient training and test data and the
types of Al technique used. These factors can lead to uncertainty and therefore diminished confidence in the
argument.

As outlirjed in 8.7, an evaluation of the argument can include identification of defeaters based on the fpllowing
types of assertions within the assurance argument(23]:

— asserted context: relationship between the claim, contextual information and assuniptions;
— assefrted evidence: relationship between the claim and the evidence supportingthat claim;

— assefrted inference: relationship between the claim and the strategies usedto' structure the sup-claims
and evidence to support that claim.

Referende [22] provides the mechanism of assurance claim points (ACPs) to add further, deeper r¢asoning
for partifular relationships that would otherwise potentially undermine-the confidence in the argument.

The readoning linked to a particular ACP can be supplied in varigus forms. A separate GSN model|for each
ACP is ofhe option, evaluation reports with links to further supporting evidence is another.

The folldqwing subclauses provide examples for ACPs to support each of the above types of assertior].

B.3.2 [Example assurance claim points to support assumptions or context: ACP-A2 for
assumption A2

Referring to Figure B.2-1, this subclauses addresses ACP-A2 related to the asserted context associated with
ACP-A2 js illustrated in Figure B.3-1.

The assymption A1.2 reads “{Assumptions on the technical system context}”. This refers to the fechnical
integration of the Al-system into the‘éncompassing system, i.e. this assumption refers to the inteffaces to
the othef systems and sub-systems-as part of the vehicle.

EXAMPLE1 ISO/IEC/IEEE 15289:2019, 10.28 mentions some of the properties which are subject to properfinterface
definitions: “systems or configuration items performing the interface (including human-system and humgn-human
interface§), standards and.protocols, responsible parties, information or data records transmitted by the fnterface,
interfaceloperational sehedule, and error handling”.

The infgrmation{linked to ACP-A2 would demonstrate why the documented interface propefties are
considerfed camplete in the sense that no safety-relevant interface property remains unspecified, i.4. none of
the unspecified interface properties are able to interfere with the achievement of the safety requjrements
allocated tothe Al-system.

EXAMPLE 2  For a camera-based object detection and classification function implemented by an Al system,
information regarding the resolution, depth of focus, quality (e.g. sensor noise), etc., of the camera providing the raw
images is documented and analysed to ensure that it meets the assumptions made during the development and test of
the Al system.
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{Assumptions on the input
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development of the {Al system} and
assurance argument

A1.2: Al system definition:
{Assumptions on the technical
system context}

A1.4: Risk associated with

allocated to the {Al system}
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C1.1: Al system definition:

{Definition of
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- B Acp-s1
C1.2: Al system definition:

A1.5: Development frameworks
and tooling for the {Al system} do
not impact Al safety

priciples have been applied during the

systematic and random hardware faults

its

{Sarety requirements alo- K
\_ cated to the Al system} /

$1: Functional insufficiencies that

could violate safety requirements C1.3: Safety analysis: {Causes
have been prevented, minimised or of functional insufficiencies,
mitigated during specification, safety analysis}

design and operation

O PSS

G2: Botential insufficiencies of the G4: Functional insufficiencies have (.;6: Re.SI.dua! and emerging functional
: . . . insuffictencies of the {Al system} are
speciffcation of the {Al system} have been adressed in the design of the detécted during operation and
been addressed {Al system} mitigation measures defind
Fig B.2-2 Fig B.2-6 Fig B.2-8

G3: Training and verification
datasets are sufficient to achieve
and demonstrate Al safety of the

{Al system}

G5: Fulfillment of the safety
requirements on the {Al system}
has been demonstrated

FigB.2-3 Fig B.2-7

Figure B.3-1 — Example use of ACPs'within the GSN assurance argument pattern

B.3.3 Example assurance claim point to support inference: ACP-S1 for strategy S1

The strafegy S1 reads “Functionalinsufficiencies that can violate safety requirements have been pr

evented,

minimized or mitigated during(specification, design and operation”. S1 is supported by sub-goals which

reflect the various clauses of this document. The ACP-S1 in Figure B.3-1 is inserted in order to streng
assertion that the argumentation strategy based on the set of hypothesized causes of insufficiencies
from safpty analysis is cémplete and sufficient to demonstrate that the safety requirements allocat
Al system have been nief.

This can|be achieved by providing further information on previously (successful) applications of the
Alternatjvely, this’can be achieved by provisioning an evaluation procedure that supervises the
and that| can flag slipped, untreated functional insufficiencies. Additional forms of reasoning car
referencp tojeffectiveness of the safety analysis approach (see Clause 13) to identify potential insuff

then the
derived
cd to the

strategy.
strategy
I include
iciencies

and theircauses tha may otherwise not nave come to 11g uring the development an

B.3.4 Example assurance claim point to support evidence: ACP-E5

| system.

This subclause provides an example of an assurance claim point to support the assertion directly related to
evidence. Figure B.3-2 illustrates the ACP-E5 in the context of the GSN provided previously in Figure B.2-7.
This portion of the argument pattern relates to how a combination of evidence demonstrates that individual

safety requirements are met.

Evidence is asserted to show the achievement of each Al safety requirement. Such evidence can be a collection
of test results documented in one or more test reports. In the case that the safety requirement, test results

and test reports are closely aligned with each other, no additional argumentation may be required.
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However, in some cases the alignment between test cases and requirement might need additional justification.
In other cases, the challenges might be associated with the testability of the requirement itself. Additional
reasoning, such as traceability from requirements to test cases, or a description of the approach to indirectly
verify a requirement, might be added to the argument using an assurance claim point such as ACP-E5.

This additional reasoning may address both the integrity of the evidence (e.g. have the results of the tests
been collected and analysed without loss of critical information?) as well as its validity (e.g. have sufficient
tests been performed to ensure a high level of statistical confidence?).

As in the previous subclauses, the assurance claim point can be linked to yet another separate GSN or be
backed by some argument in natural language or other supporting analyses.

G5.2.1.x.2.y:
{Requirement Y} is
fulfilled

€5.2.1.x.2.y.1: Safety- §5.2.1.x.2.y.1:
. : Argument over each
related properties assigned
. safety-related property
to the requirement .
of the requirement

For each safety-related
property Z of the derived
safety requirement Y

C5.2.1.x.2.y.1.z: G5.2.1:x:2.y.1.z:
Target values / KPI assigned {Safety-related
to the property propérty Z} is fulfilled

5.2.1.x.2.y.1.z1:
Al system

verification
report

Figure B.3-2— Example use of ACP to reason about the asserted evidence
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Annex C
(informative)

ISO 26262 gap analysis for ML

C.1 General
This anrlex presents the results of a gap analysis of the ISO 26262 series related to ML. The gapjanalysis is
in the fofm of an example tailoring and guidance for ISO 26262-4 and ISO 26262-6. The analysi$ did not find
significant gaps related to IS0 26262-1, ISO 26262-2, ISO 26262-3, ISO 26262-5, ISO 26262-7, IS0-262p2-8 and
[SO 26262-9.
C.2 ISP 26262-4:2018 Tailoring and Guidance for ML
Table C.3-1 presents the example tailoring and guidance for the requirements-0fSO 26262-4:2018,(Clause 8
related tp ML. The requirements of ISO 26262-4:2018, Clause 8 that are notdisted in the table are copsidered
to not need any additional tailoring or guidance for ML. Different tailaring can be applied to different Al
technolggies.
Table C.2-1 — ISO 26262-4:2018, Clause 8 example tailoring/guidance for ML
Subclause Requiremeps Proposed tailo;irlllg/guida nce for
The safety validation at the vehicle Additional guidance:
level, based on thessafety goals, the  |intended use includes repres¢ntative
functional safety'requirements and  |input space definition (e.g. oplerating
the intended(se, shall be executed as |environment, input domain, dondi-
planned using: tions of use)
8.4.3.3 a) thesafety validation procedures |a) explicitly includes safety-felated
and tegt cases for each safety goal KPIs
including detailed pass/fail criteria;
b) the scope of application. This may
include issues such as configuration,
environmental conditions, driving
situations, operational use cases, etc.
An appropriate set of the following Guidance
methods shall be applied: b) may be limited (e.g. simulption
a) repeatable tests with specified only)
test procedures, test cases and pass/ |e) is typically not applicable[for ML
fail criteria; validation
b) analyses;
8.4.3.4 ¢) long-term tests, such as vehicle

driving schedules and captured test
fleets;

d) operational use cases under re-
al-life conditions, panel or blind tests,
or expert panels;

e) reviews.
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C.3 IS0 26262-6:2018 Tailoring for ML

Table C.3-1 presents the example tailoring and guidance for the requirements of ISO 26262-6 related to ML.
Where noted, the tailoring/guidance is related to NN models only. The requirements of ISO 26262-6 that are
not listed in the table are considered not to need any additional tailoring or guidance for ML.

Table C.3-1 — ISO 26262-6:2018 example tailoring/guidance for ML

Proposed tailoring/guidance for

Subclause Requirement/method ML
1a Enforcement of low complexity Tailoring
Hb-Use-ofHlanguage-subsets Eor-Mi—appheations—TFabled applies
1c Enforcement of strong typing unchanged for use case _inde pendent
1d Use of defensive implementation elements (e.g. CUDA C+#librafies). Eor
techniques the use case dependént (?lerr_lents (i.e.
le Use of well-trusted design princi- the models), 1c, 1d,.1g, 1i with “o” for
1 all ASILs (justifioation see ISP/IEC TR
ples _ _ 5469:2024 Tables'A.3 and A.4).
5.4.3, Table 1 g Urseesgrfltlarézii;llblguous graphical NOTE Usetdse independentjelements
p i refer to€lements that behave fhe same
1g Use of style guides independent of the use case (].e. CUDA
1h Use of naming conventions librarieés fulfil the same purppse inde-
1i Concurrency aspects pendently if the trained models use case
is in autonomous driving or pfedictive
maintenance). In contrast, us¢ case de-
pendent elements like neurallnetwork
models are dependent on the specific use
case, which changes their prdperties.
The software safety reqéirements Guidance in the form of additjonal
shall be derived considering the re- |considerations
quired safety-related functionalities |Requirements in the form of:
and properties ofithe software, whose a) KPIs;
failures can lead'to the violation of a ’ :
technical safety requirement allocat- b) dataattributes;
ed to software c) datasetrequirements (e.g|input
6.4.1 space definition) specification for
training datasets, Al validatign data-
sets, and Al test datasets
The ML implementation not meeting
its KPIs is an ISO 26262 issue| Incor-
rect or insufficient KPIs are a|SOTIF
concern.
The hardware-software interface Guidance in the form of examples
specification initiated in ISO 26262- |EXAMPLE 1 Software is specified
42018, Clause 6, shall be refined to run on one CPU on a multi-CPU
6an sufficiently to allow for the correct system.
control and usage of the hard_ware by |EXAMPLE 2 NN specified to fun on a
the software, and shall describe each GPU
safety related dependency between
hardware and software
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Table C.3-1 (continued)

Proposed tailoring/guidance for

Subclause Requirement/method ML
The software safety requirements Guidance in the form of additional
and the refined requirements of the |considerations
hardware-software interface specifi- |e) adequate coverage of the input
cation shall be verified in accordance |space of the software.
with ISO 26262-8:2018, Claus.es 6 and Adequate coverage of the input space
9, to provide evidence for their: typically involves:
igesgltablhty for software develop — sufficient labels that comprehend
6.4.7 ’ the entire labelling space (e.g.
b COMTOrmIty To and CoNSISTency labels for emergency veHicles)
with the technical safety require-
ments; — data with multiple) vigws (e.g.
c) conformity to the system design; multiple examples”of emergency
and vehicles)
d) consistency with the hard- f) address théhandling of oyt-of-dis-
ware-software interface. tribution inputs
In order to avoid systematic faults, Guidance
the software architectural design 1) s6ftware components imglement-
shall exhibit the following character- |edGsing ML are difficult to vgrify. A
istics by use of the principles listed in |hetristic component is preferjred over
Table 3: 4 ML component assuming the func-
a) comprehensibility tion can acceptably be implemented
b) consistency using a heuristic component.
) simplicity 2) NN models are considere([ as indi-
74.3 d) verifiability v1d1.131 units. The principles o Table.3
. typically cannot be met for NN appli-
¢) modularlty. cations. Usually, they are geng¢rated
f) encapsulation from higher level languages using
g) maintainability tools. The design principles therefore
are applied to the code that ggnerates
the NN model and tool qualification
are applied to the generator. This is
similar to the usage of code ggnera-
tion in normal SW development.
The software architectural design Guidance
shall be developed down to the level |1} anindividual NN may confist of
where the software units are identi- many nodes and layers butis typlcally
fied. considered as one unit. It may not be
possible to express an NN soffware
design at any level lower thar] the
individual NN level.
2) a SW unit can be an NN sq long as
744 suitable interfaces can be defjned and

requirements allocated to thgse units.

3) anarchitecture descriptign for
an NN model, e.g. in ONNX, can be

created. Nevertheless, explainability
based on the architecture may be low
however a justification for the choice
of the structure can be provided, e.g.
motivated by ablation studies.
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Table C.3-1 (continued)

Proposed tailoring/guidance for

Subclause Requirement/method ML
If a pre-existing software architectur-|Guidance
al element is used without modifica- |For pre-existing ML based software
tions in order to meet the assigned | when the specification characteristics
747 safety requirements without being such as dataset attributes, KPIs, input
o deVelOped aCCOFding to the ISO 26262 space definition and Output met-
series, then it §hall be qualified in rics are articulated, the verification
accordance with ISO 26262-8:2018,  |should ensure that the specification
Clause 12. characteristics are sufficiently met.
An upper estimation of required Guidance in the form of additjonal
resources for the embedded software |considerations
413 shall be made, including: d) parallel computatign-resdurces
o a) execution time
b) storage space
¢) communication resources
The software unit design shall be Guidance in.the form of additjonal
described using the notations listed |considetations
in Table 5 in order to avoid systematic | Additionally, use the derived Al safe-
faults and to ensure that the software ty-related properties for the given Al
unit design achieves the following system as appropriate, for expmple:
propertl'es: e) interpretability (see ISO/IEC TR
a) consistency 5469 for definition);
b) comprehensibility f) explainability (see Annex P and
¢) maintainability ISO/IEC TR 54609 for definition);
d) verifiability g) predictability (see Annex|D for
definition);
8.4.3 h) specificability (see ISO/IHC TR
5469 for definition);
i) generalisation (see Annex|D and
ISO/IEC TR 54609 for definition);
j) domain shift (see ISO/IEC [TR 5469
for definition);
k) robustness-safeness (see |[SO/IEC
TR 5469 for definition);
m) diversity (see ISO/IEC TR 5469
for definition);
n) confidence (see ISO/IEC TR 5469
for definition).
The specification of the software Guidance
units shall describe the functional For the case of a unit containing an
behaviour and the internal design to |NN, the structure of the NN (¢.g. num-
4 the level of detail necessary for their ber Of nodes’ layout’ interconnhects

implementation.

and activation function) and hyper-
parameters and training methods of
NN (e.g learning rate) are part of the

specification of the software unit.
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Table C.3-1 (continued)

Proposed tailoring/guidance for

Subclause Requirement/method ML
Design principles for software unit Guidance
design and implementation at the 1) for NN units, a) and c) may not
source code level as listed in Table 6 | apply since the NN is considered
shall be applled to achieve the follow- as one function and the order of
ing properties: execution of individual nodes is not
a) correct order of execution of sub- |guaranteed.
programs and functions within the 2) for h), the structure of the net-
software units, based on the software |work can be verified, for example, by
architecturat-desigm IMspection that the correctstfucture
b) consistency of the interfaces be- |is implemented.

8.4.5 tween the software units; 3) for Al models traipédusing data,
c) correctness of data flow and the influencing facters'of Tabje 9-1
control flow between and within the |may be consideredas additiopal de-
software units; sign principlesyobservation dertainty,
d) simplicity; label certainty, model certainty and
e) readability and comprehensibility; | OPerationigertainty
f) robustness;

g) suitability for software modifica-
tion;
h) verifiability.
The software unit design and the Guidance
implemented software unit shall a) the NN model software vefrifica-
be verified in accordance withISO tion report documents the test result
26262-8:2018, Clause 9 by'applying  |KPI and the dataset used for fhe
an appropriate combination of meth- |testing.
ods according to Tablé.7 to provide Tailor d) to
evidence for: s ) :

) ) d) confidence in the absence|of unin-
a) con_formlty to_ the rlequlrerr-lents tended functionality and properties
regarding .the.umt design and m- (unintended functionality is grimarily
plementationrin accordance with a SOTIF concern for systems modelled
Clause8; using ML).
b) theconformity of the source code

9.4.2 to its design specification;

¢) conformity to the specification of
the hardware-software interface (in
accordance with 6.4.4), if applicable;
d) confidence in the absence of unin-
tended functionality and properties;
e) sufficient resources to support
their functionality and properties;
and

f) implementation of the safety
measures resulting from the safe-

ty-oriented analyses in accordance
with 7410 and 7411
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Table C.3-1 (continued)

Proposed tailoring/guidance for

Subclause Requirement/method ML
1a Walkthrough Tailoring
1b Pair-programming 1a through 1i for ML "o0" since often
1c Inspection infeasible to do effectively
1d Semi-formal verification Guidance
1e Formal verification 1) for ML, 1] feasible for Only some
1f Control flow analysis properties such as invariants and
1g Data flow analysis equivariants
. . L 2) for ML, 1l fault injection has limit-
9.4.2 Table 7 LI O TOTE dRALYSIS ed applicability
1i Static anglyses based on abstract 3) for ML, 1n applicable’Vheh com-
interpretation . ; S
. i paring off-line versusfoptimized code
1j Requirement-based test versions
1k Interface test
11 Fault injection test
1m Resource usage evaluation
1n Back-to-back test between model
and code, if applicable
To enable the specification of appro- |Guidance
priate test cases for the software unit {for ML, unit test cases can beselected
9.4.3 testing in accordance with 9.4.2, test from test dataset
cases shall be derived using the nieth-
ods as listed in Table 8.
To evaluate the completeness of Tailoring
verification and to provide evidence |Requirement NA for NNs, includes NA
that the objectives foruiiit testing are |for Table 9
adequaFely achieved, the coverage . For NNs without separate prdgram
of requirements at the software unit statements, branches or decigion logic
level shall be determined and the this requirement does not apply.
structural caoverage shall be meas- A le of where thi oo
9.4.4 ured in accordance with the metrics n e;(._am{)_ﬁ ° V‘i ersl s req .}:e 1
as listed(in Table 9. If the achieved men 1stst_1 app'ica T 1S (t:(m 1k10na
struCtuyral coverage is considered in- Con?p“. ation 1n. neurg networks,
55 . o which is sometimes implemented to
sufficient, either additional test cases .
s . reduce latency and save energy (i.e.
shall be specified or a rationale based ) . b L
: only part of a net is activated). It is
on other methods shall be provided. ; . :
possible to select inputs as urit tests
to cover all branches.
The test environment for software Guidance in the form of an expmple
unit testing shall be suitable for EXAMPLE A NN model is trained
achieving the objectives of the unit using fp32 math, but the on-lijne
testing considering the target envi-  |inferencing uses int8 for through-
ronment. If the software unit testing |put and bandwidth savings. Qff-line
is not carried out in the target envi-  |unit testing of the model useqint8 to
9.4.5 ronment, the differences in the source

and object code, as well as the differ-

ancac hatuwaan tha tact anyuiraninant
Hees-Betweeh—+i SRR ReRt

match the target environme

and the target environment, shall be
analysed in order to specify addition-
al tests in the target environment
during the subsequent test phases.
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Table C.3-1 (continued)

Subclause

Requirement/method

Proposed tailoring/guidance for
ML

10.4.2 Table 10

1la Requirements-based test
1b Interface test

1c Fault injection test

1d Resource usage evaluation

1le Back-to-back test between model
and code, if applicable

1f Verification of the control and data
flow

Tailoring

1c) For NNs, targeted SW fault injec-
tion might only be appropriate at cer-
tain interfaces. HW fault injection on
the target environment can test the
response to permanent and transient
faults.

1g) For NNs "o"

1g Static code analysis

1h Static analyses based on abstract
interpretation

1h) For NNs "o"

Justification g) and h) Stdtic gode

analysis aiming to verify-fungtionali-
ty of NN does not scale'beyond small
networks
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Annex D
(informative)

Detailed considerations on safety-related properties of Al systems

This Annex provides a list of properties of Al systems that are considered desirable/necessary from a safety
perspective. These properties are conceptual, and the list is based on past Al development experience and is

not exhaustive. See Table D-1

Safety-r¢lated properties can be quantitative in nature as well as qualitative. As a result, they are hqt always
completely achievable. For example, while the robustness property indicates that a model d5'eithgr robust
or not, 4§ DNN model for classifying objects in an open world is never 100 % robust against all [possible
insignififant input changes. The choice of safety-related properties relevant to the Al-system should be
validatedl through safety analysis to ensure their contribution to the system's safety,and target thiresholds
should b provided with justification.

A safetyrelated property may or may not apply depending on use cases, systems, Al models, etc. For example,
while a delf-driving vehicle’s actions, such as acceleration and steering, carCbe’controllable, the outputs of a

DNN mofel for object detection in the perception pipeline of the vehicle are-not.

The scope of a safety-related property of Al systems refers to the entity to which the property is atfributed.
For example, the organization can effectively and efficiently update’an Al model whenever necessarjy. In this

context, fthe overall system is considered the whole product, e.g:the vehicle.

NOTE

specifies [the acceptable threshold value for these KPIs.

Table D-1 — Safety-related properties of Al systems

One or more KPIs are typically defined to characterizeieach safety-related property. The safety requirement

Property

Description

Scope

Al robusfness

Ability teomaintain an acceptable
level of performance under the pres-
ence of semantically insignificant, but
reasonably expected changes to the
input (see 3.1.12 for the definition of
Al reliability)

NOTE Al robustness focuses on fore-
seeable/relevant perturbations (type
of perturbation as well as amplitude
of perturbation) which can occur in
the real world, to avoid defining un-
necessary safety requirements.

Model, system

Al generalization*capability

Ability of a model to adapt and per-
form well on the previously unseen
data during inference

Model, system

Al reliability

Ability to maintain all functionalities
for a specified period (see 3.1.12 for
the definition of Al reliability)

Model, system

Al resilience

Ability to quickly recover from an
incident (see 3.1.13 for the definition
of Al resilience)

(Overall) system, organization

Al controllability

Ability of an external agent to over-
write the behaviour or output of an Al
system

(Overall) system, organization
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