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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Thle procedures used to develop this document and those intended for its further maijte

lance are

depcribed in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeéded for the

different types of ISO documents should be noted. This document was drafted in accordanct
edjtorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document'may be the
pafent rights. ISO shall not be held responsible for identifying any or all such“patent rights.
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patent rights identified during the development of the document willdbe'in the Introducti
the ISO list of patent declarations received (see www.iso.org/patents))

y trade name used in this document is information given for the convenience of users ang
hstitute an endorsement.

[ an explanation of the voluntary nature of standardg, ‘the meaning of ISO specific t
pressions related to conformity assessment, as welk as information about ISO's adh
e World Trade Organization (WTO) principles in‘the Technical Barriers to Trade (]
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uction

This document is related to ISO/SAE 21434 Road vehicles — Cybersecurity engineering and extends
[SO 19011 Guidelines for auditing management systems to the automotive domain.

This document is intended for organizations involved in automotive cybersecurity engineering in any
part of the automotive supply chain and for organizations needing to conduct audits. This document
can be used for audits of varying scope.

This document is adapted to fit the scope of an automotive cybersecurity engineering audit programme.

CyberseC\Erity audits in this document are aimed at cybersecurity activities at the organizational deyel.

ults from past projects can be used as evidence for implemented and applied processes, the

While res
project arf

This docy
conductin
An audit
based on
adapted.

This docy
their exte
purpose d
or person

d product levels are not in the focus of this document.

hel certification.

ment provides guidelines on the management of an audit programme, on the planning and
g of management system audits, as well as on the competence and evaluation @fian audit tegm.
an be conducted against a range of audit criteria. This document gives a sét of audit critefia
SO/SAE 21434 objectives. In addition, Annex A contains an example questionnaire that canfbe

ment can be used for internal audits (first party), for audits canducted by organizations [on
rnal parties (second party) and for external audits conductedby third parties (e.g. for the
f certification). This document can also be useful to organizations involved in auditor training

Vi
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Road vehicles — Guidelines for auditing cybersecurity
engineering

1 Scope

I Al i 4] el als s 1ICO 10044 s+l | . R | el als 4 H : th t
n aaarcron—to—tne SUIUTIIIITS TIT ToU 1 JU L1, LIS UULUIICIIT PTUVIUTS gUIUTIITIITS TU Ul gdlllZd 1ons d

contribute to the achievement of road vehicle cybersecurity throughout the supply chain en

—| managing an audit programme for a cybersecurity management system (CSMS);
—| conducting organizational CSMS audits;

—| competencies of CSMS auditors; and

—| providing evidence during CSMS audits.

El¢ments of the CSMS are based on the processes described in 1SO/SAE 21434. This dogument is
applicable to those needing to understand or conduct internal or external audits of a CSMS or o manage
a SMS audit programme.

This document does not provide guidelines on cybersecurity assessments.

2 | Normative references

The following documents are referred to in the text in such a way that some or all of thejr content
cohstitutes requirements of this document.\For dated references, only the edition cited applies. For
unjdated references, the latest edition of the'referenced document (including any amendments) applies.

o

ISQ/SAE 21434:2021, Road vehicles <~Cybersecurity engineering

ISQ 19011:2018, Guidelines for auditing management systems

3 | Terms and definitions

For the purposes of'this document, the terms and definitions given in ISO/SAE 21434, 1SO 19011 and
th¢ following apply:

ISQ and IEC maintain terminology databases for use in standardization at the following addrgsses:

—| ISO.Ouline browsing platform: available at https://www.iso.org/obp

—| dEC Electropedia: available at https://www.electropedia.org/

31
audit
examination of a process to determine the extent to which the process objectives are achieved

Note 1 to entry: “Audit” is defined in ISO 19011 and ISO/SAE 21434. The definition of ISO/SAE 21434 is used in
this document to support compatibility between this document and ISO/SAE 21434.

[SOURCE: ISO/SAE 21434:2021, 3.1.6, modified — Note 1 to entry has been added.]

©1S0 2022 - All rights reserved 1
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cybersecurity management system

CSMS

systematic risk-based approach defining organisational processes, responsibilities and governance to
manage risk (3.3) associated with threats to road vehicles and protect them from threats

[SOURCE: Reference [9], 2.3, modified — added “road” to clarify application domain, replaced “treat”
with “manage”, removed “cyber”, replaced “cyber attacks” with “threats”.]

3.3
risk

cybersecy
effect of u

Note 1 to ¢
[SOURCE:

34
supply ch
set of org
supplier,
order, agr

Note 1 to €
vehicles, o

Note 2 to e

[SOURCE:
entry has

4 Pringiples of auditing

The princ

The guidg
cybersecy
cybersecy

componeint.

5 Man

rity risk

ntry: ISO 19011 uses a broader definition of the term risk.

ISO/SAE 21434:2021, 3.1.29, modified — Note 1 to entry has been added.]

ain

anizations with a linked set of resources and processes, each ofcwhich acts as a custom

br both to form successive supplier relationships established upon placement of a purchg
eement, or other formal sourcing agreement.

ntry: A supply chain includes organizations involved in the manufacturing, design and developmen
 service providers involved in the operation, management,.and delivery of services.

ntry: The supply chain view is relative to the position of.the customer.

ISO/IEC 27036-1:2021, 3.10, modified — “acquirer” replaced by “customer” and Note 1
been modified.]

ples of auditing of ISO 19011:2018, Clause 4 apply. In addition, the following guidance appli

lines given in this documefit'are aimed at what ISO/SAE 21434 defines as an organizatiof
rity audit. Product level topics are not in the scope of this document. Regarding products
rity assessment based oh ISO/SAE 21434 is used to judge the cybersecurity of the item

aging an audit programme

5.1 General

:

The guidglines of ISO 19011:2018, 5.1 apply.

ncertainty on road vehicle cybersecurity expressed in terms of attack feasibility and fmpa¢

er,
se

of

to

5.2 Establishing audit programme objectives

The guidelines of [SO 19011:2018, 5.2 apply. In addition, the following guidance applies.

The audit

a) demo

programme objectives can be based on consideration of the following:

nstration of the achievement of the objectives of ISO/SAE 21434;

b) specific cybersecurity risks associated with the auditee's products;

c) specifics related to the organization’s role in the automotive supply chain; and

© IS0 2022 - All rights reserved
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EXAMPLE1  An organization’s role can be original equipment manufacturer (OEM), tier 1 supplier, tier 2
supplier, component manufacturer.

NOTE Organizations in the supply chain include organizations which develop components out of
context, e.g. before the placement of a purchase order, agreement, or other formal sourcing agreement.

d) clarification of whether the audit includes an evaluation of methods applied in the CSMS processes.
EXAMPLE 2 Specific audit programme objectives can include:

— verification of conformity of the CSMS with relevant legal and contractual requirements;

— obtaining and maintaining confidence in the auditee’s CSMS to identify, analyse and
evaluate the cybersecurity risk and to take corresponding necessary actions.and

— evaluating the effectiveness of the CSMS to address cybersecurity risks¢

5.8 Determining and evaluating audit programme risks and opportunities

THhe guidelines of ISO 19011:2018, 5.3 apply.
5.4 Establishing the audit programme

5.4.1 Roles and responsibilities of the individual(s) managing the audit programme

THe guidelines of ISO 19011:2018, 5.4.1 apply.

5.4.2 Competence of individual(s) managing audit programme

T:]e guidelines of SO 19011:2018, 5.4.2 apply. Intaddition, the following guidance applies.
THhe individual(s) managing the CSMS audit.programme should have the following competencgs:

a)| knowledge of the standards regarding cybersecurity that are used by the auditee to establish and
maintain the CSMS;

b)| knowledge of the general ‘processes used by the automotive industry that are relevapt for the
phase of the cybersecurity lifecycle which is evaluated within the specific scope of the pudit (e.g.
processes for software development in the automotive domain);

c) | ability to map thé-organization-specific processes, guidelines and rules with the audit criteria; and

d)| if a combined audit is conducted, the ability to coordinate with other management system audit
programmpies:

EXAMPLE A combined audit with IATF 1694918l

NJTE Considered competence can also include experience in audit or assessment of automotive processes
bagedon automotive standards or guidelines, e.g. IATF 16949 [8] 1SO 9001[2], the ISO 26262 series[3], ASPICE[M0],

5.4.3 Establishing extent of audit programme

The guidelines of ISO 19011:2018, 5.4.3 apply. In addition, the following guidance applies.

The extent of an audit programme can vary and can be impacted by the following factors:

a) size of the auditee and extent to which the auditee is involved in cybersecurity processes;

b) the cybersecurity-related supply chain and determination of which entities in the supply chain are
in scope; and

©1S0 2022 - All rights reserved 3
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c) importance of preserving cybersecurity property of information within the scope of the
cybersecurity processes.

5.4.4 Determining audit programme resources

The guidelines of ISO 19011:2018, 5.4.4 apply.

5.5 Implementing audit programme

551 G

The guiddlines of ISO 19011:2018, 5.5.1 apply.

5.5.2 Deefining the objectives, scope and criteria for an individual audit
The guiddlines of ISO 19011:2018, 5.5.2 apply. In addition, the following guidance applies.

The audiff scope should include the CSMS processes used by the auditee duting the phases of t
cybersecyrity lifecycle that are within the specific scope of the audit.

EXAMPLE

The audit

The audit|scope may include the whole organization or one or more clearly delineated organizatio1

units.

NOTE 1
processes.

If the CSN

NOTE 2
Shared fu

interfaced. If an organization depends on another organization to achieve the objectives of CS
processeq, the contributing organization should be identified. The extent to which the organizati

manages

Distribut¢d cybersecurity-agtivities, defined in a cybersecurity interface agreement, may be includ

in the sco

EXAMPLE

The audit]
applied

1
NI dI

1  Atier 2 supplier might not be audited for all phases of the cybersécurity lifecycle.

criteria should be defined following 6.4.8 and 6.4.9.

Clearly delineated organizational units are those that have separate organizational structures 4

Interfaces can include how work produets are exchanged.

nctions outside the organization may be included in the scope of the audit with clearly defin

he dependencies on extérnal organizations to realize its CSMS should be determined.

be of the audit

2 Cybersecurity monitoring and cybersecurity incident response.

ethiods and criteria to achieve the objectives of ISO/SAE 21434.

he

nal

nd

IS process depends on interactions with-other organizational processes, the interfaces and
dependenjcies should be identified.

objectives can include the confirmation of the suitability of the implemented processes and

The auditee may perform an internal audit to identily and resolve shortcomings in the CSMS before an
external audit is conducted. If an external audit is planned as part of the audit programme, the scope

and objec

tives of both internal and external audits should be aligned.

A subsequent follow-up audit to address identified minor non-conformities of a conditionally-passed
audit may focus solely on the identified deficiencies noted.

5.5.3 Selecting and determining audit methods

The guidelines of ISO 19011:2018, 5.5.3 apply.

© IS0 2022 - All rights reserved
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5.5.4 Selecting audit team members

The guidelines of ISO 19011:2018, 5.5.4 apply.

5.5.5 Assigning responsibility for an individual audit to the audit team leader

The guidelines of ISO 19011:2018, 5.5.5 apply.

5.5.6 Managing audit programme results

Thie guidelines of ISO 190T1:2018, 5.5.6 apply.

5.5.7 Managing and maintaining audit programme records

THhe guidelines of ISO 19011:2018, 5.5.7 apply.

5.6 Monitoring audit programme

The guidelines of ISO 19011:2018, 5.6 apply.

5.7 Reviewing and improving audit programme

The guidelines of ISO 19011:2018, 5.7 apply.

6 | Conducting an audit

6.1 General

The guidelines of ISO 19011:2018, 6.1 apply.
6.2 Initiating audit

6.2.1 General

The guidelines of ISO 1901152018, 6.2.1 apply.

6.2.2 Establishing contact with auditee
The guidelines,of IS0 19011:2018, 6.2.2 apply. In addition, the following guidance applies.
Auditor and auditee should mutually agree on information that is not to be disclosed.

Information can be classified as confidential and sensitive. Access to such information can be [limited to
selected audit team members.

EXAMPLE Documents can only be viewed in an area controlled by the auditee. Transfer and processing of
the documents outside this environment is prohibited.

6.2.3 Determining feasibility of audit

The guidelines of ISO 19011:2018, 6.2.3 apply.
6.3 Preparing audit activities

6.3.1 Performing review of documented information

The guidelines of ISO 19011:2018, 6.3.1 apply.

© IS0 2022 - All rights reserved 5
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6.3.2 Audit planning

6.3.2.1 Risk-based approach to planning
The guidelines of ISO 19011:2018, 6.3.2.1 apply.

6.3.2.2 Audit planning details

The guidelines of ISO 19011:2018, 6.3.2.2 apply. In addition, the following guidance applies.

The audit[should be planned to address the corresponding objectives of ISO/SAE 21434 by meang. df a
questionnaire.

NOTE See Annex A for an example questionnaire.

6.3.3 Apsigning work to audit team

The guidglines of ISO 19011:2018, 6.3.3 apply.

6.3.4 Preparing documented information for audit

The guidglines of ISO 19011:2018, 6.3.4 apply.
6.4 Conducting audit activities

6.4.1 Gpneral
The guiddlines of ISO 19011:2018, 6.4.1 apply.

6.4.2 Apsigning roles and responsibilities of guides and observers

The guiddlines of ISO 19011:2018, 6.4.2 applyx

6.4.3 Conducting opening meeting
The guidglines of ISO 19011:201846:4.3 apply. In addition, the following guidance applies.
The audit|team and the auditee.should agree on:

a) information and/ormaterial types and dissemination of the information to the audit team, location
of thg informationand/or materials, other evidences;

b) the proceduréto'add audit team members on an ad-hoc basis;

c) auditingprocesses and methods of auditing the supply-chain partners (outsourced partners);

d h 41 pa £ - e 1 1 H pa |
t e CLUITUU UT CUITITIIUITICTAUIUIT Ul dIT dAUTIIULU UdS1S, dlITu

e) availability and access to required information.

6.4.4 Communicating during audit

The guidelines of ISO 19011:2018, 6.4.4 apply. In addition, the following guidance applies.
The audit team and auditee should communicate regarding:

a) deviation from audit approaches or methods;

b) deviation from expectations with respect to the objectives of the audit program;

6 © IS0 2022 - All rights reserved
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deviation from the point of contact availability;

deviation from declared communication procedure;

absence of evidence or documentation due to the confidentiality and/or sensitivity of the evidence

or documentation during the audit;
deviation from declared organizational cybersecurity processes; and

cybersecurity risks encountered during the audit.

6.4.5 Audit information availability and access

The guidelines of ISO 19011:2018, 6.4.5 apply. In addition, the following guidance applies:

Relevant third party, partner, supplier, and stakeholder information should ,be. provide

mn

Re
re

NQ
ac(
ha

If
se

6.4

ormation can be shared.

quest for access to confidential information should be justified including\an explanation o
parding scope and depth of the requested information.

ess, in 6.4.4 for the communication of unavailable information during the audit and in 6.6 reg
hdling of information access for auditors in the completion of an addit:

(sitivity, the audit team leader should:
determine the extent to which this affects the cofifidence in the audit findings and concly|

reflect this in the audit report without compromising the sensitivity of the unavailable ey

1.6 Reviewing documented information while conducting audit

The guidelines of ISO 19011:2018, 6.4.6’apply.

6.4

1.7 Collecting and verifying information

The guidelines of ISO 19011:2018, 6.4.7 apply. In addition, the following guidance applies.

Mg

a)
b)

thods to collect relevant information during the audit can include:
review of documented information on policy and rules on the engineering of items and cof
observation of cybersecurity processes and methods; and

EXAMPLE Project related work products.

1, if such

[ the need

TE Audit information availability and access are included in 6.2.2 xegarding the planning of ifformation

arding the

hny audit evidence is unavailable to the audit team dufing the audit due to confidentiality and/or

sion; and

idence.

nponents;

c)

observation of engineering environment.

6.4.8 Generating audit findings

The guidelines of ISO 19011:2018, 6.4.8 apply. In addition, the following guidance applies.

Findings should be graded based on the guidance in Table 1 by conformity or nonconformity to
objectives instead of quantitative gradations.

©lI
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Table 1 — Criteria for grading of findings

Criteria Grade

Objective evidence regarding full achievement of all objectives Conformity

Minor deviations were observed. Minor nonconformity
Major deviations were observed, one or more objectives are not achieved. Major nonconformity
A rationale

6.4.9 D

The guids

termining audit conclusions

lines of ISO 19011:2018, 6.4.9 apply. In addition, the following guidance applies.

The conclusion of the audit should be derived out of the grading of all findings in ageordance with {

criteria d

bfined in Table 2.

Table 2 — Criteria for deriving overall audit conclusions

riteria Audit conclusion

here are no major nonconformities and no minor|Pass
onconformities.

(t
T
1
T

1

—

major nonconformities. Identified minor nonconform-

here is one or more minor nonconformities, but no|Conditional pass

ies do not call into question the overall effectiveness
f the CSMS.

a
d
1
d
1

ne or more major nonconformities or several minor | Fail
onconformities that, due to their number or in their
ependencies, call into question the overall effective-
ess of the CSMS.

For a fail

analyse the root causes and specify corrective measures.

For a cond
by the augd

6.4.10 C
The guids

6.5 Pr¢g

itionally passed audit, ifthe corrective actions are not provided by the auditee or not accept
lit team, the audit conclusion should be a fail.

bnducting closing meeting

lines of [SO 19011:2018, 6.4.10 apply.

paring-and distributing audit report

651 P

eparing audit report

The guidelines of ISO 19011:2018, 6.5.1 apply.

652 D

istributing audit report

The guidelines of ISO 19011:2018, 6.5.2 apply. In addition, the following guidance applies.

he

bd or conditionally passed audit, jcorrective actions should be defined. The auditee shoyld

ed

Appropriate measures to ensure the confidentiality and integrity of the audit report should be applied.

EXAMPLE
EXAMPLE

1  Use of appropriate encryption to ensure confidentiality.

2 Use of digital signatures to ensure and validate integrity.

© IS0 2022 - All rights reserved
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6.6 Completing audit

The guidelines of ISO 19011:2018, 6.6 apply. In addition, the following guidance applies.

If documented information pertaining to the audit are retained by the audit team, an agreement should
be established between the audit team and the auditee for the treatment of information classified as
confidential.

NOTE1 This can include notes that contain sensitive information.

If disclosure to a third party of any information obtained during the audit is required, an agreement

sh

Ift
wl
ac

In1
be

NG

6.

buld be established between the audit team and the auditee for the disclosure.

he auditee provides access to confidential information, then the audit team should inform t}
len access is no longer required so that access can be revoked. For subsequent follow-up
Cess may be re-granted for the duration of the follow-up activity.

ormation classified as confidential should be used only for lessons learnedybased on an 4
fween participating parties.

TE2  Notes taken during the audit can be considered for completing the\audit.

/ Conducting audit follow-up

THhe guidelines of ISO 19011:2018, 6.7 apply. In addition, thefolowing guidance applies.

In
ba

7

7.
ThH

7.

7.3
Th

In

b)

lusion of confidential information in reporting status'and results of follow up activities
Ked on an agreement between auditee and audit team.

Competence and evaluation of auditors

I General

e guidelines of ISO 19011:2018, 7.1 apply.
. Determining auditor,competence

2.1  General
e guidelines of 1ISO 19011:2018, 7.2.1 apply. In addition, the following guidance applies.
deciding the‘hecessary competence of an auditor, the following should be considered:

standards, legal requirements and other requirements relevant to the audit programme;

e auditee
Activities,

greement

should be

and

dependencies between the CSMS and other management systems.

EXAMPLE Information security management system (ISMS), software update management system

(SUMS).

7.2.2 Personal behaviour

The guidelines of ISO 19011:2018, 7.2.2 apply.

7.2.3 Knowledge and skills

7.2.3.1 General

The guidelines of ISO 19011:2018, 7.2.3.1, apply.
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7.2.3.2 Generic knowledge and skills of management system auditors

The guidelines of ISO 19011:2018, 7.2.3.2, apply.

7.2.3.3 Discipline and sector specific competence of auditors
The guidelines of ISO 19011:2018, 7.2.3.3 apply. In addition, the following guidance applies.

The audit team should have knowledge and skills in:

a) automative technolagies;

NOTE|1  See B.4 for examples.

b) cybeirlsecurity processes, in particular road-vehicle cybersecurity and corresponding rjsk
management (to evaluate the methods used by the auditee);

c) cybernsecurity management systems (to evaluate the effectiveness of the cybernSecurity processes
for, ¢.g. cybersecurity control determination planning implementation,\”maintenance and
effecfiveness of the cybersecurity processes); and

d) ISO/9AE 21434.

NOTE[2  SeeB.2 for examples.

EXAMPLE Evidence of competence can be demonstrated through{education, training or overall work|ng
experiencq in the fields of automotive industry, cybersecurity, and technology relevant for the auditee.

7.2.3.4 |Generic competence of audit team leader

The guiddlines of ISO 19011:2018, 7.2.3.4, apply.

7.2.3.5 |Knowledge and skills for auditing multiple disciplines

The guidglines of ISO 19011:2018, 7.2.3.5, apply.

7.2.4 Arhieving auditor competence

The guiddlines of ISO 19011:2018,.2.2.4 apply.

7.2.5 Arhieving audit team'leader competence

The guidglines of SO 19011:2018, 7.2.5 apply.

7.3 Estpblishing auditor evaluation criteria

The guidglines of ISO 19011:2018, 7.3 apply.

7.4 Selecting appropriate auditor evaluation method

The guidelines of ISO 19011:2018, 7.4 apply.

7.5 Conducting auditor evaluation

The guidelines of ISO 19011:2018, 7.5 apply.

7.6 Maintaining and improving auditor competence

The guidelines of [SO 19011:2018, 7.6 apply.
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Annex A
(informative)

Audit questionnaire

A.
TH

implementing the shown objectives of ISO/SAE 21434:2021. This questionnaireycan be

or
su
pr
ca
sh

qustion in this annex. Evidence examples given in A.2 refer to both proeess specifications an

of

NG
IS(

A.

A.2.1 Cybersecurity management

General

is annex gives an example of a questionnaire that the audit team can refer to as.indi
customized as needed. Work products as defined in ISO/SAE 21434:2021 can ‘be cons
bporting documents for implementation of the required processes. The absence of th
bducts is not evidence that the process is non-existent or inadequate. Other appropriate

buld receive from the auditee evidence regarding achievement of the ebjectives defined for

project-related work products of the performed process.

TE References to work products ([WP-XX-YY]) in evidence.examples refer to work products
/SAE 21434:2021.

2 Audit questionnaire

cators for
extended
idered as
ese work
evidences

n also be considered as implementation of the required processes. To pass the audit, the audit team

bach audit
d samples

defined in

Q]

.1  Are cybersecurity policy, rules and g(gc\e‘sses defined?

IS
je

PD/SAE 21434 Ob- |5.2a) define a ¢ybersecurity policy and the organization-specific rules and
Ctives for cybersecurity:

processes

di

Gltidelines for the au-|Auditors should verify that:

or — thescybersecurity policy and the organization-specific rules and pro

cybersecurity are defined; and

£ ‘the cybersecurity policy in this organization commits to managing cyb
risk related to the organization’s activities.

cesses for

brsecurity

Eyidence examples™/ | — [WP-05-01] Cybersecurity policy, rules and processes
Q1.2 | @cybersecurity-relevant processes managed?
ISP/SAE 21434 Ob- |5.2b) assign the responsibilities and corresponding authorities that are required to
ie Ctives pnrfnrm r‘yhnrcpr‘n rify activities;
5.2c¢) supportthe implementation of cybersecurity, including the provision of re-
sources and the management of the interactions between cybersecurity processes and
related processes;
5.2d) manage the cybersecurity risk;
5.2f) supportand manage the sharing of cybersecurity information;
5.2 g) institute and maintain management systems that support the cybersecurity;
5.2h) provide evidence that the use of tools does not adversely affect cybersecurity;
and
5.2i) perform an organizational cybersecurity audit.
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Q1.2  Arecybersecurity-relevant processes managed?

Guidelines for the au- | Auditors should verify that:
ditor

— the organization invests resources to manage the cybersecurity risks;

— the organization assigns and communicates the responsibilities to achieve and
maintain cybersecurity for the relevant phases of the product lifecycle and grants
the corresponding authorization while providing required resources;

— the organization manages cybersecurity risks;

— the organization has defined the circumstances under which sharidg |of
cybersecurity information is required, permitted, and prohibited, within’and
outside of the organization;

— the organization institutes and maintains a quality management system [in
accordance with international standards, or equivalent, to support cybersecurity
engineering; and

— the organization manages tools that can impact the cybersecurity of an item, [or
component.

Evidencelexamples |— [WP-05-01] Cybersecurity policy, rules and processes
— [WP-05-03] Evidence of organization’s management systems
— [WP-05-04] Evidence of tool management

— [WP-05-05] Organizational cybersecutity audit report

Q1.3  Ate cybersecurity culture and cybersecurity a\@gness established, implemented, and maintained?

ISO/SAE 21434 Ob- 5.2 e) institute and maintain a cybersecurity culture, including competence manage-
jectives ment, awareness management and continuous improvement.
Guidelings for the au- |Auditors should verify that:
ditor
— personnel have the competences and awareness to fulfil their responsibilities
through demonstratable experience, awareness and training programmes; and
— the(ohganization has defined processes for competence management, awarengss
management, and continuous improvement.
EXAMPLE Continuous improvements can include:
a) learning from previous cybersecurity experiences, including experiences gatherfed
by field monitoring and observation of internal and external information;
b) learning from information obtained regarding products of similar applicationfin
the field;
) deriving improvements to be applied during subsequent cybersecurity activitis;
d) communicating lessons learned to the appropriate persons; and
e) regularly checking the adequacy of its rules and processes.
Evidence examples |— [WP-05-02] Evidence of competence management, awareness management and
continuous improvement
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Q1.4 Isaprocess established, implemented, and maintained to manage project dependent cybersecurity?
ISO/SAE 21434 Ob- [6.2b) plan the cybersecurity activities, including the definition of the tailored cyber-
jectives security activities;

6.2 ¢c)

6.2d) perform acybersecurity assessment, if applicable.

create a cybersecurity case; and

Guidelines for the au-
ditor

Auditors should verify that:

a process is established for the creation of a cybersecurity plan;

aprocess is established for the creation of a cybersecurity case; and

— aprocess is established for a cybersecurity assessment.
Eyidence examples |— [WP-06-01] Cybersecurity plan
— [WP-06-02] Cybersecurity case
— [WP-06-03] Cybersecurity assessment report
A.R.2 Continual cybersecurity activities
Q2.1 Isaprocess established, implemented, and maintained to moni&r\fb’r cybersecurity informatiion?
ISP/SAE 21434 Ob- (8.2a) monitor cybersecurity information/to identify cybersecurity events.
jertives
Gltidelines for the au- | Auditors should verify that:
dikor — aprocess is established, that éhecks sources of cybersecurity informatign for new
cybersecurity information relevant to the organization’s items and components;
and
— aprocess for triage igiestablished that determines if newly obtained cybgrsecurity
information results-in a cybersecurity event.
Evidence examples |— [WP-08-01] Souxces for cybersecurity information
— [WP-08-02\Triggers
— [WP+«08-03] Cybersecurity events
Q2.2 Isaprocess e\s@l‘[’shed, implemented, and maintained to evaluate cybersecurity events?
ISP/SAE 21434 Ob~~) |8.2b) evaluate cybersecurity events to identify weaknesses.
jertives
Gltidelines forthe au- | Auditors should verify that:
difor — aprocess is established to evaluate cybersecurity events to identify weaknesses in
an organization’s items or components.
Eyidence examples |— [WP-08-04] Weaknesses from cybersecurity events

Q2.3 Isaprocess established, implemented, and maintained to identify and analyse vulnerabilities?
ISO/SAE 21434 Ob- [8.2c) identify vulnerabilities from weaknesses; and
jectives

10.2 ¢) identify weaknesses in the component.

Guidelines for the au-
ditor

Auditors should verify that:
a process is established that analyses weaknesses to identify vulnerabilities.

Evidence examples

[WP-08-05] Vulnerability analysis

© IS0 2022 - All rights reserved
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Q2.4 Isaprocess established, implemented, and maintained to manage identified vulnerabilities?
ISO/SAE 21434 Ob- |8.2d) manage identified vulnerabilities.

jectives

Guidelines for the au-|Auditors should verify that:

ditor — a process is established to manage identified vulnerabilities, including risk
determination and risk treatment.

Evidence examples |— [WP-08-06] Evidence of managed vulnerabilities

A.2.3 Risk assessment and methods

Q3.1 Afe methods established, implemented, and maintained to determine cybersecurity risks for@q/i!(e m
across corjcept, product development and post-development phases?

ISO/SAE 21434 Ob- 15.2 ¢) determine the impact rating of damage scenarios;
jectives

P

15.2 €) determine the ease with which attack paths can be exploited;‘and

15.2f) determine the risk values of threat scenarios.

Guidelings for the au- | Auditors should verify that:

ditor — the organization has defined criteria for rating thecimpacts in different imp3act

categories;

— the organization has defined a method for rating'the attack feasibility for identifipd
attack paths; and

— the organization has defined a method for'risk value determination.

Evidencelexamples |— [WP-15-04] Impactratings with asspciated impact categories

— [WP-15-06] Attack feasibility ratings

— [WP-15-07] Risk values

Q3.2 Islaprocess established, implemente@;\\ld maintained to perform a threat analysis and risk assessmgnt
(TARA) fof an item across concept, product'development and post-development phases?

ISO/SAE 21434 Ob- 15.2 a) identifyassets, their cybersecurity properties and their damage scenarios;
Jectives 15.2 b) identify threat scenarios;

15.2 c)y_determine the impact rating of damage scenarios;

15.2-4) identify the attack paths that realize threat scenarios;

15:2 ) determine the ease with which attack paths can be exploited;
15.2 f) determine the risk values of threat scenarios; and

15.2 g) select the appropriate risk treatment options for threat scenarios.

Guidelingsfor‘the au-|Auditors should verify that:
ditor

— a process 1s established for performing a threat analysis and risk assessment
(TARA) for an item across concept, product development, and post-development
phases; and

— a process is established to determine a risk treatment option considering impact
categories, attack paths and the results from risk value determination across
concept, product development and post-development phases.
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Q3.2 Isaprocess established, implemented, and maintained to perform a threat analysis and risk assessment
(TARA) for an item across concept, product development and post-development phases?

Evidence examples |— [WP-15-01] Damage scenarios

— [WP-15-02] Assets with cybersecurity properties

— [WP-15-03] Threat scenarios

— [WP-15-04] Impact ratings with associated impact categories

— [WP-15-05] Attack paths

— [WP-15-06] Attack feasibility ratings

— [WP-15-07] Risk value

— [WP-15-08] Risk treatment decisions

Q3.3 s aprocess established, implemented, and maintained to treat cyb@}urity risks for the itfem across

concept, product development and post-development phases? K

ISD/SAE 21434 Ob-  |9:2b)  specify cybersecurity goals and cybersécurity claims; and

jeftives 15.2 g) select the appropriate risk treatmenf options for threat scenarios.

Gltidelines for the au-|Auditors should verify that:
dikor — aprocess is established to treat-cybersecurity risks, including the specification of
cybersecurity goals and cybersecurity claims.

Evidence examples |— [WP-09-04] Cybersecurity{claims

— [WP-09-03] Cybersecurity goals

— [WP-09-02] TARAresult

A.2.4 Concept and product development phase

Q4.1 s a process establi , implemented, and maintained to define the item and specify cybersecurity
reguirements? al

ISP/SAE 21434 Ob- .~9.2a) define theitem, its operational environment and their interaction in the context
jettives of cybersecurity;

9.2b) specify cybersecurity goals and cybersecurity claims; and

9.2c) specify the cybersecurity concept to achieve cybersecurity goals.

difor — aprocess is established for item definition; and

Ganelines for the au-|Auditors should verify that:

— a process is established for specification and verification of cybersecurity
requirements.
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Q4.1 Is a process established, implemented, and maintained to define the item and specify cybersecurity

requirements?
Evidence examples |— [WP-09-01] Item definition
— [WP-09-02] TARA
— [WP-09-03] Cybersecurity goals
— [WP-09-04] Cybersecurity claims
— [WP-09-05] Verification report for cybersecurity goals
— [WP-09-06] Cybersecurity concept
— [WP-09-07] Verification report for the cybersecurity concept
Q4.2 Is a process established, implemented, and maintained for verification of cybersea?tg requirements pn
componer]ts during the development phase? N
ISO/SAE 21434 Ob- 10.2 b) verify thatthe defined cybersecurity specifications,conform to the cybersecurjty
jectives specifications from higher levels of architectural abstraction; and
10.2 d) provide evidence that the results of the implementation and integration of cojn-
ponents conform to the cybersecurity specifications:
Guidelings for the au-|Auditors should verify that:
ditor — aprocess is established for verification.of\Cybersecurity specification.
Evidencelexamples |— [WP-10-04] Verification report for the cybersecurity specifications
— [WP-10-05] Weakness found duiing product development, if applicable
— [WP-10-06] Integration and\verification specification
— [WP-10-07] Integration and verification report
Q4.3 Is a process established, implem , and maintained for validation of cybersecurity goals and claims|at
an item lepel? P>
ISO/SAE 21434 Ob- 11.2 a) walidate the cybersecurity goals and cybersecurity claims;
Jectives 11.2 b)_¢onfirm the item achieves the cybersecurity goals; and
14.27) confirm that no unreasonable risks remain.
Guidelings for the au-[Auditors should verify that:
ditor — aprocess is established for validation of cybersecurity goals and claims.
Evidencelexaniples |— [WP-11-01] Validation report

A.2.5 Post-development phase

Q5.1 Is there a process established, implemented, and maintained for release of an item or component for post
development phases?

ISO/SAE 21434 Ob- |6.2¢e) decide whether the item or component can be released for post-development
jectives from a cybersecurity perspective.
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