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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical commlttees Each member body interested in a subject for WhICh a technlcal committee has been
establish and
non-gov
Internatignal Electrotechnlcal Commlssmn (IEC) on all matters of electrotechmcal standardization.

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted |by the technical committees are circulated to the member bodies for voting~ Publication as gn
Internatignal Standard requires approval by at least 75 % of the member bodies casting\a-vote.

In other |[circumstances, particularly when there is an urgent market requirement for such documents, |a
technicall[committee may decide to publish other types of normative document:

— an I$0 Publicly Available Specification (ISO/PAS) represents an agreement between technical experts |n
an 1$0 working group and is accepted for publication if it is approved by more than 50 % of the membefs
of the parent committee casting a vote;

— an I1$0 Technical Specification (ISO/TS) represents an agreement between the members of a technichl
cominittee and is accepted for publication if it is approved.by 2/3 of the members of the committee castirjg

An ISO/RAS or ISO/TS is reviewed after three years'in order to decide whether it will be confirmed for|a
further three years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS js
confirmed, it is reviewed again after a further.three years, at which time it must either be transformed into gn
Internatignal Standard or be withdrawn.

Attention|is drawn to the possibility that\some of the elements of this document may be the subject of patent
rights. ISP shall not be held responsible for identifying any or all such patent rights.

ISO/PAS|22399 was prepared( by Technical Committee ISO/TC 223, Societal security. It includes parts pf
NFPA 1600:2004, BS 25999-1:2006, HB 221:2004, INS 24001:2007 and the compiled work of the Japanege
Industriall Standards Committee.
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Introduction

This incident preparedness and operational continuity guideline establishes the process, princi

ples and

terminology of incident preparedness and operational (business) continuity management (IPOCM) within the
context of societal security. The purpose of this guideline is to provide a basis for understanding, developing

pbnfidence in organization-to-community, business-to-business and organization-to-customer/client
he guideline is a tool to allow public or private organizations to consider the factors and stepsjnec
rfepare for an unintentionally, intentionally, or naturally caused incident (disruption, emergency,
saster) so that it can manage and survive the incident and take the appropriate actiops-to help e

bnsistent and recognized manner. This guideline provides a generic framework applicable to all
zes of organizations enabling consideration of diverse geographical, cultural,ceconomic, nationa
nd social conditions.

D WOOOT 40 W

Interested parties and stakeholders require that organizations proactively.prepare for potential incig
d|sruptions in order to avoid suspension of critical operations and services, or if operations and sef
d|srupted, that they resume operations and services as rapidly as required by those who depend on
shown in Figure 1. IPOCM is a holistic management process thatidentifies potential impacts that th
ofganization and provides a framework for minimizing their effe¢t.

D provide
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'ganization’s continued viability. It also enables the organization to measure its IPOCM capability in a
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Figure 1 — Concept of incident preparedness and IPOCM

This Publicly Available Specification provides a comprehensive set of controls based on IPOCM bes

t practice

and covers the whole IPOCM lifecycle. It is intended for use by anyone with responsibility for public or private
sector organization operations, from directors and executives through all levels of the organization; from those
with a single site to those with a global presence; from small and medium enterprises (SMEs) to organizations
employing thousands of people. It is therefore applicable to anybody who holds responsibility for any
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operation, and thus the continuity of that operation. For purposes of this guide, operational continuity is the
more general term for business continuity and is used to emphasize relevance to all types of organizations in
the public and private sectors.

This guideline details integrated planning and management processes that proactively help organizations to

— understand the environment within which the organization operates, the existence of constraints, and
threats to the organization that could result in a significant disruption;

— quantify the impact of a disruption on critical operational (business) functions and processes;

— determine the parts of the operations and business that are critical to its short- and long-term success;

— idenfify the infrastructure and resources required to enable the organization to continue to operate at|a
minimum acceptable level;

— docyment the key resources, infrastructure, tasks and responsibilities, required to support these critich
operptional functions in the event of a disruption;

— establish processes that ensure the information remains current and relevant)to the changing risk and
operptional environments;

— ensUre that relevant employees, customers, suppliers and other stakeholders are aware of the
preppredness and continuity arrangements and, where appropriate; have confidence in their application;

— implément solutions accordingly and provide for their continuakimprovement.

It is imgortant to recognize that effective IPOCM requires” a fundamental cultural change within the
organizafion including an acceptance of uncertainty and imperfection. All levels of an organization need fo
appreciafe that risk is inherent in every decision and activity, and that a proportion of this risk has the potential
to create|disruption. People at all levels of an organization, therefore, need to consider how they will manage
such disrpptions to their activities.

This IPOCM guideline enables a public or private sector organization to assess and manage risk with the gopl
of assuripg organizational resilience and long-term performance. It does not prescribe any particular model for
applicatign. There are various recognized models and methodologies which weave incident preparedness ard
operational continuity decision-making~into the fabric of an organization's overall operational and businegs
practices| making the organization, more efficient, more competitive, and better able to meet important
challenggs. This guideline provides a set of problem identification and problem-solving tools that can Qe
implemented by any organization in many different ways, depending on its activities and needs. By

t,

n

incorpordting a dynamicC-systematic risk-based process into incident and continuity managemer
organizafions can make.informed decisions tailored to their resources. The model chosen should instill 3
organizational culture that drives continual improvement.

Typically] management models include several common elements: policy, planning, implementation and
operation|, performance assessment, improvement and management review. This Publicly Available

Whichever management model or methodology is chosen, the full set of IPOCM actions should be adopted.
IPOCM is directly linked to organizational governance and establishes good management practice. IPOCM
establishes a strategic and operational framework to implement, proactively, an organization's resilience to
disruption, interruption, or loss in supplying its products and services. It should not be a purely reactive
measure taken after an incident has occurred. IPOCM requires planning across many facets of an
organization; therefore its resilience depends equally on its management and operational staff, as well as
technology, and requires a holistic approach to be taken in establishing the IPOCM model or methodology.

Vi © 1SO 2007 — All rights reserved
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The adoption and implementation of a range of IPOCM techniques in a systematic manner can con
optimal outcomes for all interested and affected parties. However, adoption of this guideline will

2007(E)

tribute to
not itself

guarantee optimal preparedness and continuity outcomes. In order to achieve preparedness and continuity
objectives, the incident preparedness and operational continuity program should encourage organizations to
consider implementation of the best available practices, techniques, and technologies, where appropriate and
where economically viable. The cost-effectiveness of such practices, techniques, and technologies should be

taken fully into account.

IPOCM requires the coordination and collaboration of many different entities in the public and private sectors
(such as government and public authorities at various levels, business and industry, non-governmental

r¢cognized that the key IPOCM program elements relate to and interact with the functions-and in
d|fferent entities that may be involved in an incident. Therefore, the key program areas should’be cq
wlithin the context of all the entities impacted and their relationship to the IPOCM program:

b promoted and recognized as its social responsibility. When a disruptive incident occurs, an org

® VT P>

ssential for its own operational continuity because resources required“for emergency respqg

—

nd cooperate with the first responder community and its stakehelders and partners in human ang
spects.

DYV O

h organization may chose to limit the scope of their implémentation of the guideline elements by
5 application to specific products, services or one or mere geographic locations. Any such limitation
hould be documented.

»n = >

—

should be noted that this guideline does not :establish absolute requirements for incident prepared
operational continuity performance beyond commitments, in the policy statement, to comply with 3
Iggal requirements and with other requirements to which the organization subscribes, proactive
cident/disruption prevention, and to~continual improvement. This guideline has adopted a sy
pntinual improvement, but it is not intended to be used as third-party certification/registration criteria

Q I

ofganizations and individual citizens). Each of these enfities has iIs own focus, unique mijssions and
r@sponsibilities, varied resources and capabilities, and operating principles and procedures.clt ‘should be

erests of
nsidered

h organization’s response to risks, which aims at minimizing their impacts and reducing social loss, should

anization

nould understand that cooperation with other organizations in allocating human and physical respurces is

nse and

gstoration may be scarce or not optimally distributed. An organization should make an active contrjbution to
pmmunity through a cooperative effort with citizens, local governments, etc. by participating in supportive
ctivities to rescue human lives and to offer supplies. It is also negessary for an organization to co¢llaborate

physical

estricting
in scope

ness and
pplicable
risk and
stem for
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Societal security — Guideline for incident preparedness and
operational continuity management

his guideline is applicable to all sizes of public or private organizations engaged in providing
focesses, or services that wishes to:

Scope

understand the overall context within which the organizatien.operates;

identify critical objectives;

understand barriers, risks, and disruptions that may impede critical objectives;
evaluate residual risk and risk tolerance toufderstand outcomes of controls and mitigation strate
plan how an organization can continueto achieve its objectives should a disruptive incident occu
develop incident and emergency response, continuity response and recovery response procedur
define roles and responsibilities, and resources to respond to an incident;
meet compliance with applicable legal, regulatory, and other requirements;
provide mutualiand community assistance;

interface.with first responders and the media;

promote a cultural change within the organization that recognizes that risk is inherent in every
and activity, and must be effectively managed.

his guideline provides general guidance for an organization — private, governmental, and’non-govgrnmental
rganizations — to develop its own specific performance criteria for incident preparédness and operational
pntinuity, and design an appropriate management system. It provides a basis for understanding, developing
hd implementing continuity of operations and services within an organization and ‘to provide con
Isiness, community, customer, first responder and organizational interaetions. It also enz
rganization to measure its resilience in a consistent and recognized manner.,

jdence in
bles the

products,

gies;

decision

T

S _guidetine presents the generat principtes and efements for incident preparedness and o

erational

continuity of an organization. The extent of the application will depend on factors such as the policy of the
organization, the nature of its activities, products and services, and the location where and the conditions
under which it functions.

The scope of this guideline, however, excludes specific emergency response activities following an incident,
such as disaster relief and social infrastructure recovery that are primarily to be performed by the public sector
in accordance with relevant legislation. It is important, however, that coordination with these activities be
maintained and documented.

© 1SO 2007 — All rights reserved
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

documen

t (including any amendments) applies.

ISO/IEC Guide 73:2002, Risk management — Vocabulary — Guidelines for use in standards

3 Terms-and-definitions

For the purposes of this document, the terms and definitions given in ISO/IEC Guide 73 and the followirjg
definitiong apply.

3.1

critical activity

any functjon or process that is essential for the organization to deliver its products and/or services

3.2

consequence

outcome |of an event

NOTE 1 There can be more than one consequence from one event.

NOTE 2 | Consequences can range from positive to negative.

NOTE 3 | Consequences can be expressed qualitatively or quantitatively:

[ISO/IEC|Guide 73]

3.3

crisis

any incident(s), human-caused or natural, that require(s) urgent attention and action to protect life, property, or
environment

3.4

disaster

event that causes great damage or1oss

3.5

disruption

incident, whether anticipated (e.g. hurricane) or unanticipated (e.g. a blackout or earthquake) which disrupfs
the normal course of Operations at an organization location

NOTE A disruption can be caused by either positive or negative factors that will disrupt normal operations.

3.6

emergency

sudden, urgent, usually unexpected occurrence or event requiring immediate action

NOTE An emergency is usually a disruptive event or condition that can often be anticipated or prepared for but

seldom exactly foreseen.

3.7

exercising
evaluating IPOCM programs, rehearsing the roles of team members and staff and testing the recovery or
continuity of an organization's systems (e.g. technology, telephony, administration) to demonstrate IPOCM
competence and capability

© 1SO 2007 — All rights reserved
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NOTE 1 Exercises include activities performed for the purpose of training and conditioning team members and
personnel in appropriate responses with the goal of achieving maximum performance.

NOTE 2  An exercise can involve invoking operational continuity procedures, but is more likely to involve the simulation
of an operational continuity incident, announced or unannounced, in which participants role-play in order to assess what
issues might arise, prior to a real invocation.

3.8
event
occurrence of a particular set of circumstances

NOTE 1 The event can be certain or uncertain.

NOTE 2  The event can be a single occurrence or a series of occurrences.

NOTE 3  The probability associated with the event can be estimated for a given period of time;
[IBO/IEC Guide 73]

3|9

hpzard
ppssible source of danger, or conditions physical or operational, that have a capacity to produce a |particular
type of adverse effects

310
impact
eyaluated consequence of a particular outcome

3|11

impact analysis
pfocess of analyzing all operational functions and-the effect that an operational interruption might have upon
them

3|12
cident
elent that might be, or could lead to, an operational interruption, disruption, loss, emergency or crisis

=1

3{13
ncident management plan

clearly defined and doeumeénted plan of action for use at the time of an incident or disruption| typically
cpvering the key personnel, resources, services and actions needed to implement the incident management
pfocess

3114

ncident preparedness
Ctivities;—programs, and systems developed and implemented prior to an incident that may bg used to
ipport-and enhance mitigation of, response to, and recovery from disruptions, disasters, or emergerjcies

n Q

348
incident preparedness and operational continuity management

IPOCM

systematic and coordinated activities and practices through which an organization optimally manages its risks,
and the associated potential threats and impacts there from

3.16

IPOCM policy

overall intentions and direction of an organization, related to its incident preparedness and operational
continuity, as formally expressed by top management

© 1SO 2007 — All rights reserved 3
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3.17
mitigation
limitation of any negative consequence of a particular incident

3.18

mutual aid agreement

pre-arranged agreement developed between two or more entities to render assistance to the parties of the
agreement

3.19

operatiopal continuity
ocC
strategic |and tactical capability, pre-approved by management, of an organization to plan for and respond o
conditionp, situations and events in order to continue operations at an acceptable predefined level

NOTE Operational continuity is the more general term for business continuity. It applies notyonly to for-profit

companies$, but organizations of all natures, such as non-governmental, public interest, and governmental‘organizations.

3.20
operatiopal continuity management
OCM
holistic n’ranagement process that identifies potential impacts that threaten an-erganization and provides |a
framework for building resilience with the capability for an effective response,that safeguards the interests pf
its key stakeholders, reputation, brand and value-creating activities

NOTE Operational continuity management also involves the management of recovery or continuity in the event of mn
incident, as well as management of the overall program through traifing, rehearsals, and reviews, to ensure the
operationgl continuity plan stays current and up-to-date.

3.21
operatiopal continuity management program
ongoing management and governance process supported by top management and resourced to ensure that
the necegsary steps are taken to identify the impact of potential losses, maintain viable recovery strategigs
and plansg, and ensure continuity of functions/preducts/services through exercising, rehearsal, testing, training,
maintengnce and assurance

3.22
operatiophal continuity management.team
group of |individuals functionally responsible for directing the development and execution of the operationgl
continuity plan, declaring an emergency/crisis situation and providing direction during the recovery procesg,
both pre-gnd post-disruptive ifcident

NOTE The operational continuity management team may include individuals from the organizations as well @s
immediatg and first responders, stakeholders, and other interested parties.

3.23
operational continuity plan
OCP

documentedicollection of procedures and information-that is developed.-compiled and maintained-in readiness
g g Y g

for use in an incident

3.24

operational continuity strategy

approach by an organization that will ensure its recovery and continuity in the face of a disruptive event, crisis
or other major outage

3.25

operational continuity team

group of individuals responsible for developing, executing, rehearsing, and maintaining the operational
continuity plan, including the processes and procedures

4 © 1SO 2007 — All rights reserved
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3.26
organization
group of people and facilities with an arrangement of responsibilities, authorities and relationships

NOTE An organization can be a government or public entity, company, corporation, firm, enterprise, institution,
charity, sole trade or association, or parts or combinations thereof.

3.27
prevention
measures that enable an organization to avoid, preclude, or limit the impact of a disruption

3|28

probability

ektent to which an event is likely to occur

NOTE 1 ISO 3534-1:1993, definition 1.1 gives the mathematical definition of probability as ‘“a‘real number in the scale
of 0 to 1 attached to a random event. It can be related to a long-run relative frequency of occurrence or to a|degree of
belief that an event will occur. For a high degree of belief, the probability is near 1.”

NOTE 2  Frequency rather than probability may be used to describe risk.

NOTE 3  Degrees of belief about probability can be chosen as classes or ranks,such as
—t rare/unlikely/moderate/likely/almost certain, or

—t incredible/improbable/remote/occasional/probable/frequent.

[IBO/IEC Guide 73]

3|29

r¢covery time objective

RTO
ime goal for the restoration and recovery, ©f functions or resources based on the acceptable down time in

—

case of a disruption of operations
3130
reésidual risk

—

isk remaining after risk treatment

3131
resilience
bility of an organization to resist being affected by an event

)

3132
r¢sponse program

plan, precesses, and resources to perform the activities and services necessary to preserve and prptect life,
pfoperty, operations, and critical assets

| T R 'S L H Lol + el 4 H'H U 'H + ol 1 ' 1 t'
N = NCSPUNST—StCpS—grtherany  meioUCTeraCT T T CCOYUmuoT, TOtmCatioTT,— aSSTSSTTICTI Ut Crarator,—pralT xecution,

communications, and resources management.

3.33

risk

combination of the probability of an event and its consequences

NOTE 1 The term “risk” is generally used only when there is at least the possibility of negative consequences.

NOTE 2  In some situations, risk arises from the possibility of deviation from the expected outcome or event.

[ISO/IEC Guide 73]

© 1SO 2007 — All rights reserved 5
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3.34

risk acceptance

decision to accept risk

NOTE 1 The verb “to accept” is chosen to convey the idea that acceptance has its basic dictionary meaning.
NOTE 2 Risk acceptance depends on the risk criteria.

[ISO/IEC Guide 73]

3.35

risk assgssment

overall process of risk identification, analysis and evaluation

the likelihgod of an event arising from such threats or vulnerabilities, defining critical functions necessafy-to continue t
organizatipn's operations, defining the controls in place necessary to reduce exposure, and evaluating,the cost of su
controls.

NOTE Risk assessment involves the process of identifying internal and external threats and vulnerabilities), identifyiu:g
e

h

3.36
risk communication
exchangg or sharing of information about risk between the decision-maker and-other stakeholders

NOTE The information can relate to the existence, nature, form, probability, severity, acceptability, treatment or oth
aspects of risk.

()
=

[ISO/IEC|Guide 73]

3.37
risk criteria
terms of feference by which the significance of risk is assessed

NOTE Risk criteria can include associated cost and benefits, legal and statutory requirements, socio-economic and
environmgntal aspects, the concerns of stakeholders; priorities and other inputs to the assessment.

[ISO/IEC|Guide 73]
3.38

risk management
coordinafed activities to direct and control an organization with regard to risk

NOTE Risk management-generally includes risk assessment, risk treatment, risk acceptance and risk communicatiop.
[ISO/IEC|Guide 73]
3.39

risk redyction
actions takento lessen the probability, negative consequences, or both, associated with a risk

[ISO/IEC Guide 73]

3.40

risk transfer

sharing with another party the burden of loss or benefit or gain, for a risk

NOTE 1 Legal or statutory requirements can limit, prohibit or mandate the transfer of certain risk.

NOTE 2  Risk transfer can be carried out through insurance or other agreements.

NOTE 3  Risk transfer can create new risks or modify existing risks.

6 © 1SO 2007 — All rights reserved
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NOTE 4 Relocation of the source is not risk transfer.

[ISO/IEC Guide 73]

3.41
risk tolerance
total amount of risk that an organization is prepared to accept, tolerate, or be exposed to at any point in time

3.42
risk treatment

p

N

—

= 0

= 0

—

T 0

N
e
§

—

3
tg
fq
a

3

a

O

tabletop exercise

testing

Focess of selection and implementation of measures to modify risk

OTE 1 The term “risk treatment” is sometimes used for the measures themselves.

OTE 2  Risk treatment measures can include avoiding, optimizing, transferring or retaining risk:
SO/IEC Guide 73]

43
mulation exercise
st performed under conditions as close as practicable to real world conditions

44
burce
bm or activity having a potential for a consequence

OTE In the context of safety, source is a hazard.
SO/IEC Guide 73]
45

akeholder (interested party)
brson or group having an interest in the performance or success of an organization

g. customers, partners, employees, ‘shareholders, owners, the local community, first responders, goverr
gulators.

46

st method that preserits a limited simulation of a disruption, emergency or crisis scenario in a
rmat in which pafticipants review and discuss, not perform, the policy, methods, procedures, coo
nd resource asSignments associated with plan activation

47

Ctivity \inm which some part(s) of the operational continuity plan(s) is/are followed to ensure that th
pritain(s) the appropriate information and produces the desired result

OTE The term includes persons and\groups with an interest in an organization, its activities and its achievements,

ment and

narrative
rdination,

e plan(s)

3.48

threat
potential cause of an unwanted incident, which may result in harm to individuals, a system or organization, the
environment or the community

3.49

top management
directors and officers of an organization that can ensure effective management systems, including financial
monitoring and control systems, have been put in place to protect assets, earning capacity and the reputation
of the organization

©
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4 General

The incident preparedness and operational continuity management approach and the ongoing process of
continual improvement are shown in Figure 2. IPOCM is an organizing framework that should be continually
monitored and periodically reviewed to provide effective direction for an organization's incident preparedness
and operational continuity management in response to changing internal and external factors. All levels in the
organization should accept responsibility for working to achieve incident preparedness and operational
continuity improvements, as applicable. IPOCM considerations can be integrated into all the organization's

operational and business decisions.

—

9. Management review

8. Perf¢rmance assessment
8.1 Sysjtem evaluation

8.2 Performance measurement
and mohitoring

8.3 Tes}ing and exercises

8.4 Cor
8.5 Mai
8.6 Inte

ective and preventative action
htenance

Continual
improvement

Start: know your organization
- define scope and boundaries for IPOCM progfam
- identify critical objectives, operation, functions,
products and services

- preliminary determination of likelyyrisk scenarios
and consequences

5. Policy

5.3 Managemeft leadership
and commitment

5.4 Policy.development

6. Planning

6.2 Legal and other requirements

6.3 Risk assessment and impact analysis
6.4 IPOCM programs

6.4.1 Prevention and mitigation programs
6.4.2 Response management programs

Fnal audits and self assessments

7. Implementation and operation

7.1 Resources, roles, responsibility

and authority

7.2 Building and embedding IPOCM

in the organization's culture

7.3 Competence, training and awareness
7.4 Communications and warning

7.5 Operational control

7.6 Finance and administration

Figure 2 — Incident preparedness and operational continuity flow diagram
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5 Policy

5.1 Establishing the program

The purpose of establishing an incident preparedness/operational continuity program is to ensure that all risk
management and continuity activities are conducted and implemented in an agreed and controlled manner
within the organization, thereby achieving a capability that meets the changing operational needs and is
appropriate to the size, complexity and nature of the organization. It establishes a clearly defined framework
for the ongoing management of the operational continuity capability.

The set-up activities, which usually take the form of a project, incorporate the end-to-end designing building,
implementing, and initial testing and exercising of the operational continuity capability. Early~integration of
IROCM techniques and procedures in the organizational or business process design, planning, oierations,
trpining, and financial and economic policies and procedures should be considered. The ofAgoing maintenance
ahd management activities include ensuring that operational continuity is embedded within’' the organjzation, is
ggularly tested and updated, and is considered whenever there is a significant change (e.g. envjronment,
brsonnel, process or technology). IPOCM should also ensure the protection of-stakeholders from possible
Hverse impact due to the disruption of the organization’s operations and functions:

DT I

n summary, the management program represents the set-up, organizatianjand ongoing management of the
operational continuity capability.

a

2 Defining program scope

The organization should establish, document, implement; maintain, evaluate and continually improve its
cident preparedness and operational continuity programs.

=

he organization should determine its critical operational objectives and activities as identified in sfrategies,
Isiness plans, policy and mission statements,_risk management plans, and management tools| such as
WOT analysis (Strengths, Weakness, Opportunities and Threats) and balanced scorecard. Operational
itical processes should be identified and documented. This will allow the organization to focus the fesources
quired to operate the organization’s critical activities and functions within the context of the gconomic
bnstraints of the organization.

Oz 0o o H

The organization should establish ‘a”justification for the IPOCM program to determine the advamptages of
Hopting an organization-wide approach. This may be based on:

QD

— historical risk events within the organization;

— current and emerging risk exposures;

— operationaldisruption trends and prior incidents;

— cost increases and revenue losses arising from potential disruptions;

—+ ~risk financing costs;

— liabilities;

— social responsibilities;

— success and failure of other IPOCM projects and programs.

The organization should define and document the scope of its IPOCM system. An organization has the
freedom and flexibility to define its boundaries, and may choose to implement this guideline with respect to the
entire organization or to specific operating units or activities of the organization. It should consider, however,

relationships with other organizations (partner entities) and stakeholders that contribute to or influence the
organization's operations, including influences due to the outsourcing of processes/activities and the supply
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chain. The scope should be directly related to the critical activities, functions, products, and services of the
organization, defining the parameters for risk assessment and program development based on their criticality
and the potential likelihood and consequences of an incident.

5.3 Management leadership and commitment

To be effective, an IPOCM program should be an integrated management process driven from the top of the
organization, endorsed and promoted by the principal managers and executives. It should be managed at
both the operational and organizational levels.

A numbdr of professional incident preparedness and OCM practitioners and staff from other managemept
disciplings and departments may be required to support and manage the IPOCM program. The quantity pf
resource$ required will be dependent upon the size and diversity of the organization.

5.4 Pdlicy development
The orgahization should develop an IPOCM policy. Initially, this may be at a high level with further refinement
and enhgncement as the capability is developed. The policy should be regularly reviewied and updated in line
with opergtional needs.

The IPOCM policy should provide the organization with documented principles’ to which it will aspire and
against which its IPOCM capability should be measured.

The policly process of an organization should be composed of the following elements:

— top management should decide to develop an IPOCM programyand communicate the decision througholt
the qrganization;

— top management should establish a basic IPOCM poligy;

— top management should communicate IPOCM-activities of the organization to appropriate internal and
extefnal stakeholders;

— top management should ensure the availability of resources, such as budget and personnel necessary {o
perfgrm activities in line with the basic IPOCM policy;

— top management should participate in a process of IPOCM program development.

5.5 Pdlicy review

An organfization should.gstablish regular review of the IPOCM policy, considering the following, including byt
not limitef to:

— results of IPOEM system review;

— charlges)in physical environment;

— changes in risk profile;

— changes in key personnel, operations, services, processes, products, suppliers, distributors, sourcing and
outsourcing arrangements, and market forces;

— mergers and acquisitions;

— significant changes in the legislative and regulatory environment.
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The IPOCM policy review should be integrated as part of the organization-wide business and operational
planning process approved by top management. An organization-wide IPOCM policy should be cascaded
down to each functional IPOCM policy.

5.6 Organizational structure for implementation

Policy and strategy for the program is developed and implemented by the project team. Determine the need
for formal or informal project management structures based on:

reqauirements for continuina top-manacement visibilitv and involvement:
| J ™ B J 4

— skills requirements;

— resource, budget, and financing requirements for the project;
— specialist knowledge of the organization;

— areas of organization involved in the project.

Anh organization may appoint an IPOCM program coordinator who should\have responsibility for esjablishing
the IPOCM program. The IPOCM program coordinator should be “responsible for coordinating incident
pfeparedness and operational continuity projects, managing incidentpreparedness and operational gontinuity
ofganizational structure, obtaining support from top management, developing and implementing the IPOCM
pfogram, providing training, and regularly reviewing the incident preparedness and operational fontinuity
pfogram among others. Responsibility and authority of top management should be defined in order fo make it
clear where ultimate responsibility lies in the organization;

Al cross-functional IPOCM program committee may.be formed. Its members should be composed of those
volved in the major functions relating to the IPROCM program in order to enable it to addresg various
ofganization-wide issues.

=

6 Planning

6/1 General

The organization should (establish, implement, and maintain procedures to perform threat anfl hazard
dentification; risk, vulperability, and criticality assessments; and impact analysis. This phase [sets the
parameters for the strategy and planning stages that will enable the organization to minimize the likglihood of
a| disruption and continue to meet its objectives during a disruption by performing at an acceptablg level of
operation. An understanding of the organization comes from identifying and evaluating potential fisks and
threats of disruptions to the organization as well as determining the duration of a disruption that is toJerable to
itp stakehalders. It is an essential pre-requisite for the following steps in this stage that the organizatipn should
uhderstandits products and services, and how these are delivered by activities within the orgganization.
Process’mapping and other management tools may assist an organization to document this understanding of
their_critical operations.

6.2 Legal and other requirements

The organization should establish and maintain procedures to identify and evaluate the applicable legal,
regulatory, and other requirements to which the organization subscribes that are related to the threats and
risks that are applicable to its facilities, activities, products, services, contractors, and supply chain. The
organization should keep this information up-to-date, and communicate relevant information on legal and
other requirements to its employees and other relevant third parties including contractors.

The IPOCM system should commit to comply with applicable legislation and regulations, conform to directives
and policies, and consider industry good practices concerning IPOCM activities, products, or services.
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6.3 Risk assessment and impact analysis

There are various methodologies for risk assessment and impact analysis which will determine the order of
the analysis steps adopted.

6.4 Hazard, risk, and threat identification

Hazard, risk, and threat identification should include, but not be limited to:

— natura
indir
metq

— hum

— business-related events (positive and negative).

Risk ider
cause dq
services

pct impact on the organization's operations, people, property and/or environment (geologica

bn and technology caused events (accidental and intentional);

mage and identify risks. The organization should consult with appropriate authorities and other public

6.5 Ri

The orgahnization may use a formal and documented evaluation process to identify its risks and threats, the
likelihood of their occurrence, and the vulnerability and criticality of\people, property, the environment, and the
organizafion itself to those threats. An organization should quantitatively or qualitatively estimate likelihood or

probabili
realized.

An organ
as huma
informati

whose cq

The orga

These estimation results should be used as input to.risk evaluation to prioritize the potential risks.

0 lives, assets, compensation, profit, creditand natural environment. An organization should analyz

o

all potentjal risks to its operations that it recognizes~The organization should consider various elements sugh
e

bn on risks, and select those risks .whjch may cause significant consequences and/or those risks

NI coenrrna-hazarde that con anc e atho it tha infliianan Af ~naania and haova natantial far Airnnt or
uu_y uuuuuu-u RaZarasS—that-eah-eceuwhedtthehhdenRee-64 PeCoOpPrCTaroT vy POttt ToT— o e ot

orological and biological hazards);

tification should be an ongoing activity. The organization should find out sotireés and potentials {o

o identify potential risks to the organization and the stakeholders.

k assessment

of the identified potential risks and significance of’/impacts of the potential risks when they afe

zation should assess potential risks on the basis of reasonable criteria by giving due consideration

nsequence is hard to be determingd;in terms of significance.

hization should keep information related to its threat, risk and criticality assessments up-to-date ard

confident
context 0
functions

al, as is appropriate. Threat, risk and criticality assessments should be re-evaluated within the
changes within the organization or made to the organization's operating environment, procedures,
and services.

disruption on operations including, but not I|m|ted to the following:

— health and safety of persons in the affected area at the time of the incident (injury and death);

— health and safety of personnel responding to the incident;

— continuity of operations;

— property, facilities, and infrastructure;

— delivery of services;

12
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— the environment;

— welfare of stakeholders;

— economic and financial impacts (including cost—benefit analysis);
— regulatory and contractual obligations;

— reputation of or confidence in the organization.

Among products and services provided by the supply chain, an organization should identify\which are
ssential for support of the critical operations and take necessary precautions.

D

Qrganizations are dependent on an increasingly complex and interdependent service infrastructure
comprising electricity, water, gas, transport and communications. Almost every organization is depgndent on
ah effective working infrastructure, and hence, on the continuity of utility services. The eorollary to this is that
ofganizations are particularly vulnerable to disruption, from a continuity perspective,»when a utility or critical
infrastructure fails, therefore the organization should evaluate the impact on service disruptions on |ts critical
operations.

The organization should consider the amount of time, cost, and resources required to restore critical

functionality and clear backlogs resulting from the disruption including workarounds and gontinuity
afrangements with other organizations.

6l7 Incident preparedness and operational continuity'management programs

6/7.1 General

The IPOCM program should be measurable where “practicable and consistent with the IPOCM pplicy and
mphasize a commitment to incident and disruption prevention, compliance with applicable legal requirements
nd with other requirements to which the organization subscribes and continual improvement.

O D

The organization should establish, implement, and maintain programs for achieving its objectives and targets
at all relevant functions and levels of the.organization, including:

—+ ameans and timeframe by which they will be achieved;

—+ designation of responsibility for achieving the objectives and targets.

ROCM programs, whether deterrent or responsive in nature, should be aligned and integrated with epch other
ich that there are_no-conflicts of functionality, response, resource requirements or timings. Review plans as
h integrated suit€_ensuring information flows and actions are logical, consistent and coIIaboritive and
¢gsource allocations and usage are efficient, effective, and achievable. An organization may appoint a
ember of top~management as the overall IPOCM program manager or coordinator.

330

6/7.2  Prevention and mitigation programs

The-prevention and mitigation program should be based on the results of a threat and hazard ideptification
and risk assessment. In case of an incident, the program should minimize the effects, plan to respond and
achieve prompt recovery.

The program should consider removing, eliminating, or mitigating the threats and hazards through
methodological and technological options, and the experience of other entities while taking into account
financial, operational and business requirements as well as the views of partner organizations, and
stakeholders.

The prevention and mitigation program should consider benefits and costs. These should include, but not be
limited to, technological solutions, estimates of the effects of IPOCM efforts, the nature and costs of ongoing
efforts, costs in relationship to the strategy's impact on non-IPOCM efforts, and the return on investment for
organizations.

© IS0 2007 — Al rights reserved 13


https://standardsiso.com/api/?name=f236712dc48ad8e24478bca71b297b66

ISO 22399:2007(E)

The prevention and mitigation program should consider removal of people and property at risk; relocation,
retrofitting and provision of protective systems or equipment; information, data, document, and cyber security;
establishment of threat or hazard warning and communication procedures; and redundancy or duplication of
essential personnel, critical systems, equipment, information, operations, or materials, including those from
partner agencies.

The mitigation plan should establish interim and long-term actions to eliminate hazards that impact the entity
or to reduce the impact of those hazards, risks, and threats that cannot be eliminated. The organization should
evaluate these actions to determine if these prevention and mitigation measures have themselves introduced
new risks. Therefore, it is necessary to examine and assess risks associated with the prevention and
mitigatior} solufions when developing the mitigafion plan, as well as consider the consequences of any,rigk
transfer dtrategies.

6.7.3 Response management programs

The organization should plan for incident response and recovery, taking into account;)core activitiep,

planning and implementation in case of a disruptive incident:
— Emergency response: The initial response to a disruptive incident usually involves the protection pf
people and property from immediate harm. An initial reaction by management may form part of the
orgapization's first response;

— Conlfinuity response: Processes, controls and resources are made available to ensure that the
orgapization continues to meet its critical operational objectives;

— Recovery response: Processes, resources and capabilities of the organization are re-established to mept
ongging operational requirements. This will often include the introduction of significant organizationgl
imprpvements even to the extent of refocusing strategic or operational objectives.

All respopse plans have common elements, including:

— the functional roles and responsibilities\of internal and external agencies, organizations, departments, and
indivjduals should be identified;

— lines| of authority for those agencies, organizations, departments, and individuals should be established or
identified;

— the qompetencies required should be specified;

— minimum resouree‘requirements should be identified and locations secured.

The orgahizatiof.should also consider the range and nature of external interdependencies. The organizatign
should identify ‘contact details (business and after hours); stakeholder expectations (agreed minimum servige
levels, mpndatory requirements, etc.); alternate functional relationships (e.g. locations for deliveries, changgd
frequency of Interactions, eic.); and alternate sources for contract requirements. Consideration needs 1o be
given to relationships with customers, suppliers, strategic partners, contractors, regulators, and competitors.

It should be recognized that depending on the severity and impact of the incident an organization, at the top
management level, may make the decision to do nothing. In this case, top management may determine the
risk to be acceptable and within the organization's risk tolerance. However, this should be done explicitly and
documented. In some circumstances, the impact of a risk might be outside the organization's normal risk
tolerance, but, due to the low likelihood of the risk occurring and/or the uneconomic cost of control, top
management may accept the risk.
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6.7.4 Emergency response management program

The principal purpose of the emergency response management program is the preservation of life and
property, see Annex B. It should identify the criteria or triggers for managing the incident and implementing the
emergency response. Incident management should be a process that can be rapidly triggered and should be
activated whenever a likely incident starts to become apparent so that:

— notime is lost;

— decisions are made on what needs to be done;

—+ early steps are taken to contain and control events.

Qrganizations have a direct responsibility to safeguard the welfare of employees, coptractors,
visitors/customers where any incident poses a direct risk to life, livelihood and welfare.” Special | attention
should be paid to any of the above groups with disabilities or other specific needs (e@. pregnancy, temporary
d|sability due to injury). Planning to meet these requirements in advance can reduce-risk, enhance [response
times and reassure those affected. Due to the time sensitive nature of emergencyresponse, scenarips should
be considered based on the risk assessment. Furthermore, organizations shouild establish a system for risk
communication with stakeholders as well as a socially responsible system,for mutual assistance with other
ofganizations and stakeholders.

I order to ensure top management is immediately notified that,anJincident has occurred, an ordganization
should define multiple levels of severity and specify who should be notified and contacted for each level of
severity. The organization should define and communicate what/should be reported including what jhappens,
where it happens, how serious it is, why it happens, how guickly it may be restored, and whether external
agsistance needs to be called in.

Plans should be tailored for the intended level of response and include:
— the role of the team within the organization!s response structure (strategic/tactical/operational);

— a clearly defined process for providing team leaders with the information needed to inform theif decision
as to whether to invoke or mobilize'a response team;

— a location/room/space for the team to meet should be pre-identified. This area will be the focal point for
the organization's respopse: An alternate meeting point should also be nominated in case accgss to the
primary location is denied-

The emergency response management program should outline human welfare strategies that include
emergency responsesprocedures and defined teams with clear roles and responsibilities for cog@rdinating
hbman welfare_needs within the organization. Plans should be prepared including provisions for foles and
¢sponsibilities\of-teams with appropriate training to undertake such activities and functions.

—

D be effective, emergency response and management plans need to be pre-prepared and championed at the
ghest\levels of the organization. They should have top management buy-in, job descriptions for all foles and
brsonnel involved, and a budget. In larger organizations, they may also have an identified program|manager

F coordinator and develonmaent taam racnoncsible for ctrataaic nraoaram davalonmant
COooraatoahaaeveiopHeHtteamTeSpoRSIetor—Stategicprogarm-aevYeopreht:

O T I

Resources for the emergency response and management plans should be specifically identified. A resource
should be available in a timely manner and should have the capability to do its intended function. Restriction
on the use of the resource should be taken into account, and application of the resource should not incur more
liability than would failure to use the resource. The cost of the resource should not outweigh the benefit.
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ontinuity management program

Continuity plans are developed and documented in a comprehensive and simple manner that allows the
organization to respond flexibly to a wide variety of potentially disruptive incident scenarios, see Annex C.

An organization may determine that each operational unit has specialized OCM plans that will be enacted,
and that the organization will have an overarching OCM plan to manage the activities of each operational unit
and to coordinate assets required for restoration and recovery activities.

The OC

the need
that woul
OCM pla

its normgl operations as usual. The OCM plan is developed in response to the anticipated consequences

incidents
and the i
and the
objective
affecting

stabilize {he critical operational functions and activities prior to medium- to long-term\recovery.

The com
of detail
solutions

documents for each of their critical operation areas/functions, whereas smaller organizations might be able

cover wh

The orgdnization should identify equipment, supplies, and supply chain interactions that support its critic

activities
improve
acceptab)

ultimate aim is to re-establish operations within agreed timeframes, whilst maintaining the functions requirg
to maintdin operations and services, and to fulfill the-key deliverables and obligations.

6.7.6 R

The pringiple purpose of the recovery-management plan is the staged return to a level of normal pre-incide

activity

incident/disruption recovery taking” into account contractual obligations, core activities, employee arj

neighbor
process i

The reco
activities
emergen
recovery

predetermined in impact analysis, an organization should prioritize the actual measures, comprehensive]

consideri

plan is the toolbox that the incident management team can call upon and invoke/activate, based

5 of the response to the incident. It helps to provide, through a set of logical sections, the informatiq
 be required to maintain the organization at a time of a disruptive incident. The main objectiye.of &
h is to enable an organization to maintain what is critical in the event of a major interruption‘affectir

and is based on the risk assessment (highlighting the main areas of risk that require,‘/managemer
mpact analysis (which would have identified the specific activities that are critical to"the organizatiq
urgency in which they have to be recovered). The OCM plan describes and ‘details the critic
5, procedures, activities and contact information to be followed in the event of@ disruptive incide
the ability of an organization, in whole or in part, to function at the agreed acteptable level in order

bonents and contents of OCM plans vary from organization to organization and have a different leyv
based on the scale, environment, culture and technical complexity of the industry and associate
risk profile and environment in which it operates. Large ,otganizations might require separa

bt is critical to them within a single document.

and develop strategies to secure operations and‘the supply chain. OCM plan strategies seek
he organization's resilience to a disruptive incidént by ensuring that critical activities continue at 3
e minimum level and to agreed timeframes\‘stipulated within the risk and impact analysis. Th

pcovery management program

while considering improved capabilities and performance. The organization should pla

ng community necessities, operational continuity, risk reduction, environmental remediation, ar
mprovement.

Very managefent plan should set specific recovery targets and procedures for implementing releva
After reviewing information on the extent of the damage and its operational impact collected |
Cy response and continuity teams, top management should select measures to be taken and speci
mileStenes, time and level of resource allocation. Based on the prioritization of operation

y

hg-the extent of damage on equipment_actual availability of personnel and praspective pragress

pf

restoration. In accordance with this priority, the organization should establish a plan for allocation of resources
such as personnel and supplies.

The recovery plan should identify top management, decision makers, and other appropriate parties that will

consider:

— prog

ress and time table for restoration of operations;

— to what extent operations can be restored;

— total

16

or partial suspension of some operations;
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— when to resume all operations;

— additional resource investment required;

— improvement of processes, physical infrastructures, and operations;
— competitor and partner threats and opportunities;

— pre-emptive planning based on lessons learned.

7| Implementation and operation

711 Resources, roles, responsibility and authority

The organization should determine and provide resources and any necessary ‘partnership arrapgements
egsential to the implementation and control of the IPOCM system and to continually improve its effegtiveness.
Resources include human resources performing work affecting the IPOCM)system and specialized skills,
infrastructure, technology and financial resources, and information and/ intelligence. Personnel should be
pmpetent on the basis of appropriate education, training, skills, and experience.

o =

Py

oles, responsibilities, and authorities should be defined, documented) and communicated in order tg facilitate
fective IPOCM.

D

The organization's top management should appoint leadership and a specific management representative(s)
who, irrespective of other responsibilities, should have defined roles, responsibilities and authority for|

— ensuring that IPOCM system elements and processes are established, implemented and maintajned;

— assessing, reviewing and reporting to thé-top management about achieving the performan¢e of the
IPOCM system as a basis for its improuement;

— ensuring the promotion of awareness of the IPOCM system elements throughout the organizatiop.

—

he organization should establish logistical capabilities and procedures to locate, acquire, store, distribute,
aintain, test, and account for.services, personnel, resources, materials and facilities produced or dpnated to
ipport the IPOCM system:

® 3

The resource management objectives established should consider, but not be limited to, the following:

— personnel, gguipment, training, facilities, funding, expert knowledge, materials, and the timeframes within
which theywill be needed from organization's resources and from any partner entities;

— quantity, response time, capability, limitations, cost, and liability connected with using the| involved
resources.

7.2 Building and embedding IPOCM in the organization's culture

Building, promoting and embedding an IPOCM culture within an organization ensures that it becomes part of
the organization's core values and corporate governance, see Annex D. Effectively established, it instills
confidence with stakeholders in the ability of the organization to cope with major disruptions.

To be successful IPOCM should be “owned” by everyone within an organization. All management levels, top
and middle, play an essential role in the initial charting of critical activities and processes, so gaining their
support at an early stage is vital. All staff should be convinced that IPOCM is a serious issue for the
organization and that they have an important role to play in maintaining the delivery of products and services
to their clients and customers. It is essential that awareness and training programs be established as part of
the overall introduction of IPOCM.
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Raising awareness with all the organization's staff is important to ensure that they are aware that IPOCM is
being introduced and why. They will need to be convinced that this is a lasting initiative that has the support of
the leadership of the organization. They need to have confidence that their jobs will be protected whilst any
disruptive incident is being contained. It is also critical that individuals named in the IPOCM plans know what
actions they are required to take when plans are invoked.

New recruits to an organization should be made aware of the IPOCM policy and their part in any plans. This
can be done by incorporating IPOCM material into staff induction programs.

Awareness of the overall IPOCM program should be maintained. Methods may include internal newspapers,
emails, the organization's intranet, team meetings and communications from top management. These might
highlight pxamples where the organization successfully managed an incident or near-miss and praisingthose
involved.|The organization may also draw upon lessons identified from external failures.

7.3 Cdgmpetence, training and awareness

The orgahization should ensure that any persons performing tasks for it or on its behalf that have the potential
to prevent, cause, respond, mitigate or be affected by significant hazards, risks,’threats and thgir
corresponding impacts identified by the organization are competent on the basis .0f appropriate educatiof,
training, ¢r experience and retain associated records.

The orgahization should assess training needs and should develop and implement a training and educationpl
curriculun to support the IPOCM program. The training and education cufriculum should comply with all
applicablg regulatory requirements. The objective of the training shouldbe to create awareness and enhange
the skills| required to develop, implement, maintain and execute the’ IPOCM program. The frequency and
scope of fraining should be identified.

The orgahization should establish, implement and maintain procedures to ensure persons working for it or gn
its behalflare aware of:

— the importance of conformity with the IPOCM policy-and procedures, and with the elements of the IPOCM
system;

— the dignificant threats and risks and relatéd-actual or potential impacts, associated with their work and the
bendfits of improved personal performance;

— their|roles and responsibilities in-achieving objectives and goals of the IPOCM program;
— the grocedures for incident/disruption deterrence, mitigation, response and recovery;

— the potential consequénces of departure from specified procedures.

7.4 Cgmmunications and warning

With regard togits threats and risks and IPOCM system, the organization should establish, implement and
maintain | procedures to disseminate and respond to requests for pre-incident, incident/disruption, and
post-incigent information. This should include procedures to provide information to internal and externgal
audiences, including the media, and deal with their inquiries considering the requirements for routine and
emergency states, for:

— internal communication between the various levels and functions of the organization and with partner
entities;

— receiving, documenting and responding to relevant communication from external interested parties;

— adapting and integrating any national or regional risk or threat advisory system or equivalent into planning
and actual operational use;
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— alerting people potentially impacted by an actual or impending IPOCM incident;

— facilitating structured communication with emergency responders;

— assuring availability of the communication means with emphasis on a crisis situation and disruption;

— assuring the interoperability of multiple responding organizations and personnel;

— recording of vital information about the incident, actions taken and decisions made;

— the need for a central contact facility or communications hub.

The organization should decide, based on life safety as the first priority and in consultation with stak
whether to communicate externally about its significant risks and threats, both before and, after an
ahd should document its decision. If the decision is to communicate, the organization.should esta
implement methods for this external communication, alerts, and warnings. The data communicate
pfeserve the integrity of sensitive information and make only non-sensitive information publicly avail
appropriate to coordinate IPOCM.

Prior to an incident the organization should develop communications strategy ‘based on:

—  who needs information;

— what and when information is needed or required;

— what organizational constraints or restrictions exist;

— who has the authority to approve and disseminaté eommunications;

—+ how to interface with the media and how to.€onduct rumor control.

The organization may develop communicéations for release before an incident including proacti

Lidelines and awareness of the IPOEM program. The strategy should also define the means
fferent types of communications will be promulgated to each of the stakeholders.

[eX(e]

The IPOCM communications system should be regularly tested.

N

5 Operational control

he organization should establish and implement a system of documented operational proced
pntrols consistent<with IPOCM policy, threats, risk and criticality assessment, impact anal
rganizational<objectives. The organization should plan these operations, including maintenance, i
hsure that-they are carried out under specified conditions by:

® O 0O —

— esfablishing, implementing and maintaining documented internal procedures;

eholders,
incident,
blish and
d should
bble as is

e action
by which

ures and
ysis and
order to

ocadurac:
OCCourecs;

establishing implementing and maintaining procedures related to the identified significant risks, threats

and hazards to the organization and communicating applicable procedures and requirements to the

supply chain, including contractors.

To minimize the likelihood of a disruptive incident, these procedures should include controls for the design,
installation, operation, refurbishment, and modification of risk related items of equipment, instrumentation, etc.,

as appropriate. Where existing arrangements are revised or new arrangements introduced, that cou
on operations and activities, the organization should consider the associated minimization of threats
before their implementation.
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The operational procedures and controls should address reliability and resiliency, the safety and health of
people, and the protection of property and the environment impacted by a disruptive incident.

The organization should establish procedures to create and maintain an IPOCM documentation system
necessary to ensure the effective planning, operation and control of processes that relate to its IPOCM system.

7.6 Finance and administration

The organization should develop financial and administrative procedures to support the IPOCM program

before, during.and after an incident Procedures should he established to ensure that fiscal decisions can he
expedited and should be in accordance with established authority levels and accounting principles./The
procedurgs should include, but not be limited to, the following:

8

8.1

The orgahization should evaluate IPOCM plans, procedures, and capabilities through periodic reviews, testing,
post-incident reports, lessons learned, performance evaluations, and exercises. Significant changes in thege
factors ofight to be reflected immediately in the procedures.
Consistent with its commitment to compliancejlthe organization should establish, implement and maintajn
procedurgs for periodically evaluating compliance with applicable legal requirements, industry best practice
and confprmance with its own policy and objectives.

The orgahization should keep records of the results of the periodic evaluations.

8.2 Performance measurement and monitoring

Proactivg monitoring sheuld’ be used to check conformity and effectiveness of the IPOCM program, while

establishing and defining responsibilities for the program;

finarlce authority, including its reporting relationships to the program coordinator(s);
progfam procurement procedures;

payroll;

accdunting systems to track and document costs.

Performance assessment

System evaluation

L4

reactive monitoring should’ be used to investigate, analyze, and record system failures, events and disruptions,

including|near-misses:

The orgahization:should establish and maintain procedures to monitor and measure performance on a regular
basis. These procedures should provide for:

20

both qualitative and quantitative measures, appropriate to the needs of the organization;
monitoring of the extent to which the organization's IPOCM objectives are being met;

proactive measure of performance that monitor conformity with IPOCM program, operational criteria and
applicable legislations and regulatory requirements;

reactive measures for performance to monitor events and disruptions, including near-misses, and other
evidence of deficient IPOCM performance;

recording of data and results of monitoring and measurement sufficient to facilitate subsequent corrective
and preventative action analysis.
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8.3 Testing and exercises

An exercise program should be consistent with the objectives of the organization and the regulatory regimes
to which it is subject. Exercises may include tests which anticipate a predetermined outcome, tabletops,
simulations, and full operational exercises. Exercises should be based on realistic scenarios that are carefully
planned and agreed with stakeholders, so that there is minimum risk of disruption to operational processes.
Every exercise should have clearly defined aims and objectives and a post-exercise report that contains
recommendations. This report should be formalized and used to improve IPOCM arrangements in a timely
manner.

Exercises enable:

— verification that the IPOCM program incorporates the organizational critical activities @nd their
dependencies and priorities;

— orientation and testing of those charged with the responsibility for the IPOCM program with their foles and
responsibilities;

— continuous improvement of the IPOCM program;

— testing of the technical, logistical, administrative, procedural and other operational systems of the IPOCM
plans;

—+ testing of IPOCM organization and infrastructure (including€ommand centers and work areas);
— technology and telecommunications resource recoverys availability and relocation of staff;

— recording of data and results of testing and exercises sufficient to facilitate subsequent corrective and
preventative action analysis.

Testing requirements should include, but not be limited to:

staff plans;

— incident management plans;

— communication plans;

— recovery of critical activities;

— site plans;

— data back=up and recovery, and physical and computer security;

— requirements imposed by law.

8-4 Cuncht;vc ﬂlld PIUVUI |t;vc a\..t;un
The organization should establish, implement and maintain corrective procedures for dealing with actual and
potential program shortfalls and for taking corrective action and preventive action. The procedures should
define criteria for:

— identifying and correcting program shortfalls and taking actions to mitigate their impacts;

— investigating program shortfalls, determining their causes and taking actions in order to avoid their
recurrence;
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— evaluating the need for actions to prevent program shortfalls and implementing appropriate actions
designed to avoid their occurrence;

— recording the results of corrective actions and preventive actions taken;
— reviewing the effectiveness of corrective actions and preventive actions taken.
Actions taken should be appropriate to the magnitude of the problems and the risk and their potential impacts

encountered. The organization should ensure that any necessary changes are made to IPOCM system
documentation.

8.5 Mg3intenance
A clearly[defined and documented IPOCM maintenance program should be established. This program should
ensure that any changes (internal or external) that impact the organization are reviewed in relation to IPOCM.
It should plso identify any new critical activities that need to be included in the IPOCM maintenance program
The IPOCM maintenance program should periodically:

— revigw and challenge any assumptions made in the impact analysis;

— distripute updated, amended or changed IPOCM policy, strategies, solutions, processes and plans to key
perspnnel under a formal change (version) control process.

The outcpmes from the IPOCM maintenance process should include:

— docUmented evidence of the proactive management apnd ‘governance of the organization's IPOCM
progfam;

— verification that effective change (version) control processes or procedures are in place;
— verification that key people who are to implement the IPOCM strategy and plans remain in place;
— idenfification and documentation of the(POCM maintenance schedule;

— verification of the monitoring and_¢oentrol of the IPOCM risks faced by the organization.

8.6 Internal audits and self\assessment

The orgahization should ensure that internal audits and self-assessment of the IPOCM system are conducts
at planndd intervals to_ determine whether the IPOCM system conforms to planned arrangements for IPOC
and that the IPOCM program has been properly implemented and is maintained. The self-assessment shou
take into|consideration the importance of the resilience of operations concerned and the results of previol
audits.

n asQa

Audit ang self-assessment procedures should be established, implemented and maintained that addregs
responsibitittes—and—requirements—for piallllillg and bunduu‘lillg aulits; |cpufﬁ||9 resuits—anc lctaillilg
associated records, determination of audit criteria, scope, frequency and methods, and provide information on
the results of audits to management.

Selection of auditors and conduct of audits should ensure objectivity and the impartiality of the audit process.
Self-assessment of the organization's IPOCM program should incorporate verification that:

— the critical activities and their dependencies have been identified and included in the organization's
IPOCM strategy;
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the organization's IPOCM policy, strategies, framework and plans continue to accurately reflect its

priorities and requirements;

the organization's IPOCM competence and its IPOCM capability are effective and fit-for-purpose and will

permit management, command, control and coordination of a IPOCM incident;

the organization's IPOCM solutions are effective, up-to-date and fit-for-purpose, and appropriate to the

level of risk faced by the organization;

the organization's IPOCM maintenance and exercising program have been effectively implemen

ed;

—

€

©

39

=

elf assessment should be conducted against the organization's objectives. It should also take intg
levant industry standards and good practice.

bp management should review the organization's IPOCM system, at planned intervals, to e
pntinuing suitability, adequacy and effectiveness. Reviews\should include assessing opportu
nprovement and the need for changes to the IPOCM system, including the IPOCM policy an
bjectives. Records of the management reviews should be retained.

put to management reviews should include, but not‘be limited to:

IPOCM strategies and plans incorporate lessons learned from exercises, as contained in a.post
report, and amendments arising from the maintenance program;

change control processes are in place and operate effectively.

Management review

results of internal audits and evaluations’ of compliance with legal requirements and W
requirements to which the organization subscribes;

communication(s) from external interested parties, including complaints;

incident preparedness and operational continuity performance of the organization;
extent to which organizational objectives have been met;

status of corrective‘and preventive actions;

follow-up actions from previous management reviews;

-exercise

account

nsure its
hities for
i1 [IPOCM

ith other

changing(threats and hazards, circumstances, including developments in legal and other requirements

related to its risks, threats and hazards;

recommendations for improvement.

The outputs from management reviews should include any decisions and actions related to possible changes
to IPOCM policy, objectives, targets and other elements of the IPOCM system, consistent with the
commitment to continual improvement.
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A.1 General

When pgrforming an impact analysis for the disruption of operations, an organization should categorize
disruptions by extent in the following way:

a)
b)

c)

A.2 Impact analysis procedure

Depending on the urgency and nature of critical operations affected by an incident, an organization shou|d
make an|overall decision about operational impacts and restoratien measures, including but not limited to the
followinginteractive steps:

a)

b)

d)

24

Annex A
(informative)

Impact analysis procedure

Imp4ct due to an incident limited to the organization's premises;
Imp4ct due to an incident is spread into neighboring areas of the organization;

Impgdcts due to an incident in wide areas and where damage is spread through local citizens, other
orgapizations in the community, community infrastructure, and supply chain,

Estimation of acceptable downtime and treatmentfor a disruptive incident: Estimation of maximum
toleraable period of disruption by considering the .possible reaction of all stakeholders especially those fo
whoin the delivery of products and services wodld be disrupted. Quantifiable costs and intangible impacts
shoyld both be assessed. The organization should evaluate impacts of the high-priority risks determingd
in the risk evaluation and assessment.'oh its organizational management, and estimate how lorg
operptions can be suspended;

Determination of critical operations:“The organization should identify critical operations that are given high
priorjty for continuation when risks are realized. An organization should quantitatively evaluate impacts pf
suspension of the critical operations on its organizational management as these may increase over time

Antigipation of damage.-on the critical operations: The organization should anticipate degree of damage
on the critical operations by considering impacts on various elements such as facilities, equipment,
perspnnel, raw materials, transport, packaging and customers. The organization should primarily consider
the high-priority,xisks when anticipating damage. The organization, however, should note suspension pf
its fynctions,~when anticipating damage, so that it can apply the damage anticipation results to other
poteptial risks and unexpected risks;

Setti ala ; o o analysis —rela S
stakeholders and social mission, an organization should set up RTOs to restore the critical operations
while considering maximum tolerable period of disruption of the critical operations. If the RTO is stipulated
in contracts, special laws or ordinances, an organization should abide by such requirements when setting
up its own RTO. In the event of wide-area disaster such as natural disaster, an organization should
understand that cooperation with other organizations in allocating locally-available human and physical
resources is essential for its own operational restoration because resources required for response or
restoration may be scarce or not optimally distributed. Estimating progress of community recovery
activities, the organization should set up its RTO in a way not to hinder rescue of human lives and local
emergency operations, but to enable an organization to perform assistance activities in collaboration and
cooperation with community's recovery activities;
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