PUBLICLY ISO/PAS
AVAILABLE 21448
SPECIFICATION

First edition
2019-01

Road vehicles — Safety of'the intended
functionality

Véhicules routiers - Sécurité de la faniction attendue

Reference number
ISO/PAS 21448:2019(E)

©1S0 2019


https://standardsiso.com/api/?name=cf0f8391a1c50e313183e3c9d07c7da4

ISO/PAS 21448:2019(E)

/'\ COPYRIGHT PROTECTED DOCUMENT

© 1S0 2019

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address

below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=cf0f8391a1c50e313183e3c9d07c7da4

ISO/PAS 21448:2019(E)

Contents Page
FOT@WOT ... et eeeeeeeeeeeeeeeeeeereeseeeee v
0010 00 Y6 0 ot o (0) o VS0 vi
1 S0P ... 1
2 NOIFINATIVE TEECI@INCES .........ooooooooeeeeeeeeeoeeeeeeeeeeeeeee oottt ettt ettt e eeeeeese e 1
3 R @ T Y 0 Lo 00 = 0 0 o (0] o KOOSO 1
4 Overview of this document’s activities in the development process .6
5 Functional and system specification (intended functionality content) ... ], 11

5.1 (00 1= 0 177 OSSR S

5.2 Functional description ...

5.3 Consideration on system design and architecture
6 Identification and Evaluation of hazards caused by the intended functionality .........}.......... 13

6.1 Objectives.....coconn L vo- ORI SR 13

6.2 Hazard 1dentifiCation .........oeeeeeeeseesesseeseseseespmme b eseeeseeeeseeseeseeseeseessessessesse s 14

6.3 HAazZard analySiS. ...t ietsssesssssessssesssssessssesssseessseesssseessse e 15

6.4 Risk evaluation of the intended fUNCLION ... T 16

6.5 Specification of a validation target ... db e 16
7 Identification and Evaluation of triggering events{ ) ...

7.1 ObBJECHIVES....ooooeesees s o

7.2 Analysis of triggering events..........p ...

7.2.1  Triggering events related to algorithms
7.2.2 Triggering events related tosensors and actuators ... fe 18

7.3 Acceptability of the triggering EVERNTS ... e 19
8 Functional modifications to reduce'SOTIF related riSKS ... 19

8.1 Objectives

8.2 (TS0 U= =1 I O F

8.3 Measures to improvethe SOTIF ...

8.4 Updating the system specification

9 Definition of the verification and validation strategy ... 22
9.1 O DB CTIVES. 1, (e 22
9.2 Planning and specification of integration and testing ... o, 23
10 Verification of,the SOTIF (Area 2)
10.1  ODbjeEtVeS. ..o
10.2  Sensor verification...........
10.3 Decision algorithm VerifiCation ... e 24
104Y)" Actuation VerifiCatION. ... e 25
T05 Integrated SYSteM VETifiCaAtioN ... e 25

1 Validation of the SOTIF (Area 3)
111 ﬂh}'nrﬁvnc

11.2  Evaluation of reSIdUAL FISK ...t

RS T V=0 a = U (0 0 Ty ol oY== 0 0 U] ) OO
12 Methodology and criteria for SOTIF release..............sesnesisssisssssessssessissseies

12.1  ODJECHIVES. ..o

12.2 Methodology for evaluating SOTIF for release..

12.3  Criteria for SOTIF FelEase ...

Annex A (informative) Examples of the application of SOTIF activities

Annex B (informative) Example for definition and validation of an acceptable false alarm
TALE KN AEB SYSTRINIS ...t

Annex C (informative) Validation of SOTIF applicable systems

© 1S0 2019 - All rights reserved iii


https://standardsiso.com/api/?name=cf0f8391a1c50e313183e3c9d07c7da4

ISO/PAS 21448:2019(E)

Annex D (informative) Automotive perception systems verification and validation

Annex E (informative) Method for deriving SOTIF misuse SCeNarios.............ee

Annex F (informative) Example construction of scenario for SOTIF safety analysis method ............. 49
Annex G (informative) Implications for off-line training ... 52
BIDIHOGTAPIY ... 54

iv © IS0 2019 - All rights reserved


https://standardsiso.com/api/?name=cf0f8391a1c50e313183e3c9d07c7da4

ISO/PAS 21448:2019(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeede
djfferent types of ISO documents should be noted. This document was drafted in accordance
eflitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this documént may be the s
htent rights. ISO shall not be held responsible for identifying any or all sueh patent rights. [

o LS >

h the ISO list of patent declarations received (see www.iso.org/patents).

Alny trade name used in this document is information given for the.convenience of users and
cpnstitute an endorsement.

Fpr an explanation of the voluntary nature of standards, /the meaning of ISO specific te
ekpressions related to conformity assessment, as welk as information about ISO's adheren
World Trade Organization (WTO) principles in the {Fechnical Barriers to Trade (TBT) see |
.drg/iso/foreword.html.

This document was prepared by Technical Comimittee ISO/TC 22, Road vehicles, Subcommitts
Efectrical and electronic components and genefal system aspects.
A
c

ny feedback or questions on this document should be directed to the user’s national standard
pmplete listing of these bodies can belfound at www.iso.org/members.html.

ance are
d for the
with the

ubject of
etails of

hy patent rights identified during the development of the document willsbe'in the Introductiopn and/or

does not

rms and
e to the
WWW.iSo

pe SC 32,

5 body. A
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Introduction

The safety of road vehicles during their operation phase is of paramount concern for the road vehicles
industry. Recent years have seen a large increase in the number of advanced functionalities included
in vehicles. These rely on sensing, processing of complex algorithms and actuation implemented by
electrical and/or electronic (E/E) systems.

An acceptable level of safety for road vehicles requires the avoidance of unreasonable risk caused by
every hazard associated with the intended functionality and its implementation, especially those not
due to faflures, e.g. due to performance [imitations. ISO 26262-T defines the vehicle safety as the absenge
of unreakonable risks that arise from malfunctions of the E/E system. ISO 26262-3 specifies a Hazal|d
Analysis|and Risk Assessment to determine vehicle level hazards. This evaluates the potential risks dye
to malfunctioning behaviour of the item and enables the definition of top-level safety requiréments
i.e. the spfety goals, necessary to mitigate the risks. The other parts of the ISO 26262 séries provide
requiremhents and recommendations to avoid and control random hardware failuresrand systematjc
failures that could violate safety goals.

~

For som¢ systems, which rely on sensing the external or internal environment, there can be potentially
hazardoyis behaviour caused by the intended functionality or performance limnitation of a system that |s
free from the faults addressed in the ISO 26262 series. Examples of such limiitations include:

— Thelinability of the function to correctly comprehend the situatiah‘and operate safely; this aldo
inclydes functions that use machine learning algorithms;

— InsuEficient robustness of the function with respect to ‘sensor input variations or diverge
envifonmental conditions.

The absgnce of unreasonable risk due to these potentially hazardous behaviours related to sudh
limitations is defined as the safety of the intended fungtionality (SOTIF). Functional safety (addressgd
by the IS0 26262 series) and SOTIF are distinct and.complementary aspects of safety.

To addrdss the SOTIF, activities are implemented-during the following phases:
— Meapures in the design phase;

EXAMPLE Requirement on sensot performance.
— Meapures in the verification phase;

EXAMPLE Technical Reviews, test cases with a high coverage of relevant scenarios, injection pf
poteptial triggering events)in the loop testing (e.g. SIL/HIL/MIL) of selected SOTIF are relevant use cases.

— Meagpures in the Validation phase.
EXAMPLE Long term vehicle test, simulations.

A proper understanding of the function by the user, its behaviour and its limitations (including the
human/llnachine interface) is the key to ensuring safety.

In many instances, a triggering event is necessary to cause a potentially hazardous behaviour; hence
the importance of analysing hazards in the context of particular use cases.

In this document the hazards caused by a potentially hazardous system behaviour, due to a triggering
event, are considered both for use cases when the vehicle is correctly used and for use cases when it
is incorrectly used in a reasonably foreseeable way (this excludes intentional alterations made to the
system’s operation).

EXAMPLE Lack of driver attention while using a level 2 driving automation.

In addition, reasonably foreseeable misuse, which could lead directly to potentially hazardous system
behaviour, is also considered as a possible triggering event.

vi © IS0 2019 - All rights reserved
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A successful attack exploiting vehicle security vulnerabilities can also have very serious consequences
(i.e. data or identity theft, privacy violation, etc.). Although security risks can also lead to potentially
hazardous behaviour that needs to be addressed, security is not addressed by this document.

It is assumed that the E/E random hardware faults and systematic faults of the E/E system are
addressed using the ISO 26262 series. The activities mentioned in this document are complementary to
those given in the ISO 26262 series.

Table 1 illustrates how the possible causes of hazardous event map to existing standards.

Table 1 — Overview of safety relevant topics addressed by different ISO standarnd

(7]

Source

Cause of hazardous event

Within scope of]

E/E System failures

ISO 26262 series,

Performance limitations or insufficient situa-

tional awareness, with or without reasonably |ISO/PAS$21448
foreseeable misuse
[SO/PAS 21448
Potem 150 26262 seri
Reasonably foreseeable misuse, incorrect HMI series
(e.g. user confusion, user overload) European statement of prjincipal
on the design of human-nja-
chine-interface
Hazards caused by the system techmnology Specific standards
successfql_aFtack exploiting vehigle security 1SO 214344 or SAE 3061
vulnerabilities
Impact from active Infrastrtrcture and/or vehi-
Hxternal cle to vehicle communication, external devices [ISO 20077 series; ISO 262p2 series
fhctor and cloud services,

Impact from car susroundings (other users,
“passive” infrastructure, environmental condi-
tions: weather Electro-Magnetic Interference...)

ISO/PAS 21448
ISO 26262 series

o8]

Under preparation. Stage at the time of publication: ISO/SAE CD 21434.

e

OTE

[—

Options for automated driving level definitions (from NHTSA, SAE and OICA, etc.) are discus
TS-Informal Group ECE/TRANS/WP29.

sed in the
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Road vehicles — Safety of the intended functionality

1 Scope

The absence of unreasonable risk due to hazards resultmg from functlonal insufficiencies of the

The lntended Functlonallty (SOTIF) ThlS document prov1des guldance on the appllcabl
verification and validation measures needed to achieve the SOTIF. This document doe§\not
fgults covered by the ISO 26262 series or to hazards directly caused by the system technology
dpmage from a laser sensor).

3

his document is intended to be applied to intended functionality where proper situational ay
critical to safety, and where that situational awareness is derived from’ complex sen
rocessing algorithms; especially emergency intervention systems (e.g. émergency braking
hd Advanced Driver Assistance Systems (ADAS) with levels 1 and 2 onthe OICA/SAE standd
htomation scales. This edition of the document can be considered. for higher levels of aut
pbwever additional measures might be necessary. This document-is not intended for fun
Kisting systems for which well-established and well-trusted design, verification and validati
easures exist at the time of publication (e.g. Dynamic Stability Control (DSC) systems, airh
bme measures described in this document are applicable to innovative functions of such
situational awareness derived from complex sensors“and processing algorithms is paj
fnovation.

NS 0 SN LT

— s
—_

Intended use and reasonably foreseeable misuse-are considered in combination with pg
hzardous system behaviour when identifying hazardous events.

h
Reasonably foreseeable misuse, which couldilead directly to potentially hazardous system beh
a

et

mtentional alteration to the system.eperation is considered feature abuse. Feature abuse is nof
f this document.

o

Normative referenees

bnstitutes requirenients of this document. For dated references, only the edition cited ap

2
The following documents are referred to in the text in such a way that some or all of their
C
uhdated references, the latest edition of the referenced document (including any amendments)

[§0 26262-1:2018, Road vehicles — Functional Safety Part 1: Vocabulary

3 Terms and definitions

so considered as a possible event that'cpuld directly trigger a SOTIF-related hazardous event].

e Safety
e design,
apply to
(e.g. eye

vareness
bors and
systems)
rd J3016
pmation,
Ctions of
n (V&V)
ag, etc.).
systems,
t of the

tentially

hviour, is

in scope

content
lies. For
applies.

For the purposes of this document, the terms and definitions given in ISO 26262-1:2018
following apply.

and the

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© IS0 2019 - All rights reserved
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31
action
atomic behaviour that is executed by any actor in a scene

Note 1 to entry: The temporal sequence of actions/events and scenes specify a scenario.
EXAMPLE Ego vehicle activates the hazard warning lights.

3.2
erroneous pattern

input th' teattt isscn uu;utcudcd

Lol 3
UTCIliaviuul

3.3
event
occurrerjce at a certain place and at a particular point in time

Note 1 tolentry: The temporal sequence of actions/events and scenes specify a scenario.

Note 2 to pntry: In particular this document addresses triggering events (3.15) and hazardous events. A hazardouys
event is the combination of a hazard (caused by malfunctioning behaviour) and a specifi¢ operational situatiop.
Refer to Higure 12 for details.

EXAMPLE 1  Tree falling on a street 50 m ahead of a vehicle XY.
EXAMPLE 2 Traffic light turning green at time XX:XX.

3.4
functional improvement
modificdtion to a function, system or element specification toreduce risk

3.5
intendedl behaviour
specified behaviour of the intended functionality including interaction with items

Note 1 tolentry: See Clause 5 for additional information about the specification of intended behaviour.

[¢°]

Note 2 td entry: The specified behaviour is"the behaviour that the developer of the item considers to be t}
nominal [(i.e. fault-free) functionality, with its capability limitations due to inherent characteristics of t}
components and technology used.

[¢]

3.6
intended functionality
behaviour specified for a system

3.7
misuse
usage of|the systém by a human in a way not intended by the manufacturer of the system

Note 1 tolentryiMisuse can result from overconfidence in the performance of the system.

Note 2 tolestrw—Misuse-ipelrdes-human-behaviourthatis-net-specified-bt
eHtFy-—iSuSe-herdaeSAtHna-senaveus S5pe e

da dalibaxrata systen
tHaSHet-Speett ee—erett te-5y-5te

ISA~ m - o

alterations.

3.8
misuse scenario
scenario in which misuse occurs

3.9
performance limitation
insufficiencies in the implementation of the intended functionality

EXAMPLE Incomplete perception of the scene, insufficiency of the decision algorithm, insufficient
performance of actuation.

2 © IS0 2019 - All rights reserved
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3.10
Safety Of The Intended Functionality

SOTIF
absence of unreasonable risk due to hazards resulting from functional insufficiencies of the intended

functionality or from reasonably foreseeable misuse by persons

Note 1 to entry: Nominal performance includes intended functionality and the implementation of intended
functionality that can be affected by performance limitations or by foreseeable misuse by persons.

3.11

sfenario
dpscription of the temporal development between several scenes in a sequence of scenes

N
y o9
» e
g -

n...'

Figure 1 — Scenario (dashed) as a temporal'sequence of actions/events (edges) and sgenes
(nodes)

pte 1 to entry: Every scenario starts with an initial scene. Actions and events, as well as goals and vallues, may
e specified to characterise this temporalidevelopment within a scenario. In contrast to a scene, a scendrio spans
certain amount of time.

S Z

o8]

Npte 2 to entry: See Figures 1, 2.and 3[11.

Use-Case Scene Scenario
Functional Dynamic
Range Elements
Action &
Events
Desired
Behaviour Scenery .
audIis X
Values
Functional Self-
System Repre-
Boundaries sentation

Figure 2 — Taxonomy of use case, scene and scenario

© IS0 2019 - All rights reserved 3
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Ego vehicle

Ego vehicle Scenario

Driving function

Driving function

t

Situation

t

Situation

° Scene

{(

N Time

3.12
scene

snapshot of the environment including the scenery, dynamic elements, and all actor and observer sellf-

represerftations, and the relationships between those entities

Note 1 tolentry: See Figure 4.

Note 2 td entry: Only a scene representation in a simulated world can be all-encompassing (i.e. an objectiye
scene, or jground truth). In the real world'the scene is incomplete, incorrect, uncertain, and from one or severpl

observers’ points of view (i.e. a subjectiye scene).

Note 3 tolentry: Refer to Referexce 1.

Figure 3 — Temporal view of scenes, events, actions'and situations in a scenario

Scene

Dynamic elements
¢ Dynamic objects’ states and attributes
¢ Dynamic model-incompliant information

Scenery

¢ Lane network (lanes, conflict areas, ...)

« Stationary elements (obstacles, curbs, traffic
signs, traffic light positions, model-incompliant
information. .)

e Vertical elevation
¢ Environment conditions

Self-representations of actors and observers
« Skills and abilities, e.g., field of view or occlusions
e Actors‘/observers’ states and attributes

Relationships among entities

Figure 4 — Characteristics of a scene

© ISO 2019 - All rights reserved
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3.13
situation
selection of an appropriate behaviour pattern at a particular point of time

Note 1 to entry: A situation entails all relevant conditions, options and determinants for the behaviour. A situation
is derived from the scene, by an information selection and augmentation process that is based on transient (e.g.
mission-specific) as well as permanent goals and values. Hence, a situation is always subjective as it represents
an element’s point of view.

Note 2 to entry: See Figure 5 and Reference [1].

Situation

Relevant dynamic elements
» Dynamic objects’ states and attributes
¢ Dynamic model-incompliant information

Relevant scenery

e Lane network (lanes, conflict areas, ...)

« Stationary elements (obstacles, curbs, traffic signs,
traffic light, model-incompliant information,..\)

e Vertical elevation, trafficability

e Environment conditions

Relevant self-representation
o Skills and abilities
¢ Ego state and attributes

Relevant goals and values
¢ Transient (missidnyéperator commands, ...)
¢ Permanent (regulatory, societal, ...)

Relationships among entities

Relevantfunction-specific situation aspects
e Situatioh assessment results

e Behaviour intentions and options
+Behaviour actions and events

Figure 5 — Characteristics of a situation

3114
test case
bt of conditions to determine if a system is working according to its intended functionality

%)

Npte-1'to entry: A test case entails a (logical) scenario with a specific set of parametric values for each|aspect of

the-S€enario-tosetherwith-the pass-fail eriteria-on-which-to-evaluateit
re-SeceRariortogetRer-WithtRePasSS~reFte o WwiHeR+to-evadate -

Note 2 to entry: Refer to Reference [2].

3.15

triggering event

specific conditions of a driving scenario that serve as an initiator for a subsequent system reaction
possibly leading to a hazardous event

EXAMPLE While operating on a highway, a vehicle’s automated emergency braking (AEB) system
misidentifies a road sign as a lead vehicle resulting in braking at X g for Y seconds.

© IS0 2019 - All rights reserved 5
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3.16

use case
specification of a generalized field of application, possibly entailing the following information about
the system:

— one or several scenarios;

— the functional range;

— the desired behaviour; and

— the s

Note 1 to
use case.

3.17
unexped
unintend

Note 1 to

3.18

validati
set of ac
missions

Note 1 td
of known

ystem boundaries

entry: The use case description typically does not include a detailed list of all relevant scenariés for th
[nstead a more abstract description of these scenarios is used.

ted item behaviour
ed behaviour not specified

entry: The unintended behaviour might be discovered during validation.

bn
Livities gaining confidence that an item is able to accomplish its expected functionalities an

entry: Verification activities address mainly Area 2 of Figures 7, 8 and 9 including the verificatid
use cases, whereas Validation activities address mainly Area 3 of Figures 7, 8 and 9, including t}

validatio of SOTIF in unknown use cases.

4 Ove

The obje]
other co

rview of this document’s activitiesin the development process

ctive sub-clauses of this document (5.1,°6.1, 7.1, 8.1, 9.1, 10.1, 11.1 and 12.1) are normative. A
htent is informative. Compliance to-this document can be claimed by listing the objectives an

providiI an argument that the objectiveshhave been achieved.

A devel
for a dis
project a

ment interface agreement'can be defined between all development parties when applicab
'ributed product development. The goal of an agreement is to confirm in the early stages of]
1l responsibilities of the.SOTIF activities.

Achieving SOTIF requires.Some activities which are complementary to the ISO 26262:2018 series. O

of the m
likelihoo
the remd

i) asyj

hin objectives©fythis document is to outline the process and rationale used to ensure that th
d of a hazardous event is sufficiently low. Furthermore, this document also seeks to assess th
ining residual risk from:

tem fet able to process a given scenario in a safe manner, and

ii) the

nvelv rson river, other vehicle upants, or tanders) are not capable of mitigatin

the hazardous event, is acceptable (see Figure 6).

lis

d

(¢

@ O

ht

The functional and system specification includes relevant use cases and those use cases are comprised
of several relevant scenarios. These scenarios could contain triggering events (see Clause 3 definitions)

that lead

to harm (see Figure 6).

© ISO 2019 - All rights reserved
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Scenario containing
known triggering
events®

Scenario containing
unknown triggering
events®

Potentially hazardous
behaviour of the intended
function due to
performance limitations

Hazard

Scenario containing

ISO/PAS 21448:2019(E)

—>

Hazardous event

-

Scenario containing
reasonably forseeable
misuse®

which the hazard can
lead to harm

Involved persons or

external measures do

not control hazardous
event®

Harm

These scenarios can also be caused by reasonably foreseeable misuse, e.g. activating afunctionality intended for

the highway in an urban setting causes the vehicle to be in a scenario in which it does not detect a red ty

Reasonably foreseeable misuse can lead directly to a hazard, e.g. in case of\mode confusion where
assumes that the system is active even though it is deactivated.

The inability to control the hazardous event can also be the result of a.reasonably foreseeable misug

driver does not supervise the system as he is supposed to do.

Figure 6 — Visualisation of a Potential SOTIF-related Hazardous Event Model

ito four areas (see Figure 7).

4

Unknown

Within this document, the scenarios which are pagt,of the relevant use cases are therefore (
1

affic light.
he driver

e, e.g. the

lassified

e e

Key

Bow N

known safe scenarios (Area 1)

B known unsafe scenarios (Area 2)
unknown unsafe scenarios (Area 3)
unknown safe scenarios (Area 4)

Figure 7 — Visualisation of the Known/Unknown and Safe/Unsafe Scenario categories
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Areas 1, 2 and 3 are used as a mental model to structure this document. Area 4 is referenced for
completeness but is not needed for the purposes of this document and therefore not used further. When
considering the areas in the model, it can be useful to imagine their size as representing the proportion
of each type of scenario that falls within each respective area.

A given use case can include known as well as unknown scenarios.

At the beginning of the development Areas 2 and Area 3 might be too large, resulting in unacceptable
residual risk. The ultimate goal of the SOTIF activities to evaluate the SOTIF in Area 2 and Area 3 and to
provide an argument that these areas are sufficiently small and therefore that the resulting residual risk
is accepffable. While the known scenarios and the corresponding use cases of Area 2 can be explicitly
evaluatefd, the scenarios and corresponding use cases of Area 3 are evaluated by industry best practige
or by otler approaches such as design measures, systematic analyses, or dedicated experiments. THe
results of these evaluations provide an argument that Area 3 is sufficiently small and Area 2 is managegd
through [SOTIF improvements and therefore the probability of encountering these kinds ofscenarios |s
sufficienjtly low.

It is explected that Areas 2 and Area 3 will be reduced and Area 1 will grow during development
(see Figure 8).

Example of an Initial Starting Goal for the Finished
Pointof Development Development

Key
known safe scenarios (Area'l)

known unsafe scenarids [Area 2)

unknown unsafe scenarios (Area 3)

/

unknown safé scénarios (Area 4)

Figure 8 —Evolution of the scenario categories resulting from the ISO/PAS 21448 activities

The goals of the SOTIF process with respect to Area 1, Area Z, and Area 3 and relevant scenarios are:

— Area 1: Maximize or maintain area, while minimizing Areas 2 & 3. This retains or improves safe
functionality.

— Area 2: Minimize area with technical measures to an acceptably small level, with statistical
significance of that level appropriate to the relative impact of the technical measure; evaluate the
potential risk and, if necessary, move hazardous scenarios into Area 1 by improving the function or
by restricting the use/performance of the function.

— Area 3: Minimize area (the risk of the unknown) as much as possible with an acceptable level of
effort (every detected hazardous scenario is moved into Area 2).

8 © IS0 2019 - All rights reserved
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Figure 9 describes a flowchart for the improvement of the intended functionality to ensure its safety.

The circled numbers denote the corresponding clauses within this document.

START
7 ) SOTIF related Hazard

Sy:tl:l:tslo:::iilf?cl:tiion ———————— Identification and Risk __
P ( ) Evaluation °

Functional Modification
to reduce SOTIF risk

Evaluate by Analysis

Review

Evaluate
Known
Hazardous
Scenarios

?\
\Q Area 2
©

Definition of the
Verification and
Validation strategy

Evaluate
gdation Unknown
\ of Hazardous
the Sce:ario;
No SOTIF \ rea
1) @ 11
& es R\
2
Methodology and A\
Criteria for SOTIF <4——
Release \'O
‘ C)k
AN

Fi&s&‘)’ — Flowchart of this document’s activities

[l

Figure 9, the proces@tarts with a definition of the functional and system specification (see (|

lause 5).

The possible hazardous behaviours of the intended function are subjected to a Hazard Identification
ahd Risk Evalu (see Clause 6) that identifies potential hazardous events. If it is shown that these
pptentially h ous events do not lead to harm, then no improvement is necessary and the |ntended

flinctionalit n be considered free from unreasonable risk.

If it is @vn that harm is possible, then an analysis of the possible hazardous triggering ev
isdétéction of certain objects under certain environmental conditions or driver misuse) is cc
(: e@ ause 7).

bnts (e.g.
nducted

Clause 6 and Clause 7 address different aspects of the SOTIF. Clause 6 does not consider the causes of

possible hazardous intended behaviour of the function, but only their consequences for safety.

Clause 6

is, therefore, focused on evaluating hazardous events that could result from hazardous intended
behaviour, and on defining the verification and validation targets to be met. Clause 7 addresses the
analysis of the causes of potentially hazardous behaviour. These are mitigated in Clause 8 and verified

and validated in Clause 9, Clause 10 and Clause 11.

Functional improvement or restrictions of the use cases are applied to avoid these hazards or to further

reduce the resulting risk (see Clause 8).
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Averification and validation strategy is developed to provide an argument that the residual risk is below
an acceptable level (see Clause 9). This includes enforcement of the resulting strategy. Corresponding
verification and validation test cases can be derived from this analysis (see Clauses 10 & 11).

Finally, the residual risk is evaluated (Clause 12) considering the results from verification and validation.
If the risk is determined to be unacceptable, further functional improvement or restrictions of the use
cases can be necessary (Clause 8). This verification and validation strategy can include model-in-the-
loop (MIL), software-in-the-loop (SIL), hardware-in-the-loop (HIL), test track experiments, dedicated
analyses, long-term endurance tests, or other approaches.

Possible[causes of unintended behaviour considered in this document are closely related to tH
performpnce of sensing, processing of algorithms, actuation, and their implementation fot the
functionplity under development. Therefore, this document’s activities are applicable to the-wehicl
system, aind component levels.

)

A

Similarly}, the selection of a capable, overall system architecture becomes a primary concern to ensuie
the SOTIF, and, to ensure that overall capability, corresponding activities take place béth at early stagg
and throughout the overall functional development lifecycle.

v

It can b¢ necessary to include specific mechanisms to ensure the SOTIF. Forlinstance, a dedicatg
Human-Machine Interface (HMI) can be defined to prevent/mitigate some/reasonably foreseeab
misuses |by the driver (see Annex E). During the product development, both’this document’s activitig
and actiyities specified in the ISO 26262:2018 series activities are carbied out and the measures fg

SOTIF arfe evaluated.
Methodology and Criteria -
q for SOTIF Release | Fu:f;g::;]ziiety

| H Definition of the Verification and(Validation Strategy I
l 8

tegn Definition

= »n O S

Vehicle
Validation Test

HARA

Functional Safety
Concept

Verification
Test

; E SOTIF process

‘ SOTIF Clatse A N \ W\ \ N VA 4

Number

Hardware and Software

Development
D 1S026262 process

Figure 10 — Possible interactions of product development activities between this document
and the ISO 26262 series processes

Figure 10 describes possible interactions between this document and the ISO 26262:2018 series
activities. The product development phases will typically require several iterations to produce a final
functional and system specification. These iterations are not represented in the figure.
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A set of methods and measures are selected in order to:

— Identify and evaluate the SOTIF related hazards associated with the intended func
(Clause 6);

— Identify and evaluate hazardous triggering events (Clause 7);

tionality

— Improve the system design as necessary through functional modifications or use case restriction to

reduce SOTIF risk (Clause 8); and

NOTE The hazard identification process is similar to the process described in ISO 26262-3:2018
the vehicle-level effects of SOTIF related potentially hazardous behaviour and the system failures cover
I§0 26262 series can be identical.

Annex A presents an example of application of the SOTIF activities.

This document provides a non-exhaustive collection of methods and measures, from w
development team can select the appropriate combination. Other equivalent methods can
bplied.

[<5)

5 Functional and system specification (intended functionality content)

[9) 1

L1 Objectives

=3

he functional and system specification activity shall:

- Compile and create evidence containing thejinformation sufficient to initiate the SOTI]
activities;

- Update the evidence as necessary aftereach iteration of the SOTIF related activities (see E

.2 Functional description

he functional and system specification includes (where applicable):

[ = u

Lnction related:

The goals of the intended functionality;

—+ The use cases-in'which the intended functionality is activated, deactivated and active;
—+ The description of the intended functionality;

—+ Thedevel of automation/authority over the vehicle dynamics; and

— ~The dependencies on, and interaction with:

11).

, because
ed by the

hich the
also be

F related

igure 9).

— the car driver, passengers, pedestrians and other road users;
— relevant environmental conditions; and
— the interfaces with the road infrastructure.

System related:

— The description of the system and elements implementing the intended functionality.

— The description and behaviour of the installed sensors, controllers and actuators used by the

intended functionality.

© IS0 2019 - All rights reserved
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— The assumptions about how the intended functionality makes use of inputs from other elements.
— The assumptions about how other elements make use of outputs from the intended functionality.
— The concepts and technologies for the system and sub systems.

— The limitations and their countermeasures.

— The system architecture supporting the countermeasures.

— The degradation concept.

— Thewarning strategies.
— The(dependencies on, and interaction with other functions and systems of the vehicle.

NOTE This document and the ISO 26262-3:2018 item definition can contain common information.

5.3 Cdnsideration on system design and architecture

The fungtional and system specification provides an adequate understanding*of the system and its
functionplity so that the activities in subsequent phases can be performed.-This includes a list of qll
performance limitations and their countermeasures. Some limitationsvand countermeasures are
known and documented before the SOTIF related process begins whil€.others are revealed as a resuflt
of the SQTIF activities.

(¢

Each iteffation of the SOTIF related activity (Figure 9) can result in engineering activity and an updat
to this specification. Each iteration relies on this specification.being up to date, such that it reflects 4l
informatjion discovered in previous iterations. Cooperation between all development parties (OEM, Tier
TierN) igused to discover limitations and develop countermeasures during all development phases.

=3
- —)

The fundtional and system specification lists performance limitations of every individual mechanism
algorithis, or elements related to the safety of the intended functionality. The system is thus designdd
considerfing such limitations and ensuring that\¢ountermeasures are taken to mitigate their effect dn
the overall system if needed.

2]
<

As the SQTIF activities identify new limitations and consequences (Clause 7), and define new mitigatign
measures (Clause 8), the functionakand system specification is updated. This will ensure that all the
required work is done both for closure of previous iterations, and at the beginning of the next iteration.

Specificdlly, the design includes considerations of system limitations that can result in erroneous
subsystdm output values being reported with high confidence (low confidence values might be ignoregd

) and which eat/lead to potentially hazardous behaviour. Examples of limitations include
incorrecf classification,vincorrect measurements, incorrect tracking, misdetection, ghosts, incorregt
target sdlection, incorrect kinematic estimation, etc.

The fina] system architecture achieves robustness by considering every component, technology and
system ljmitation. The system development is based on the assumption made about the limitations in
design. Ipplementing measures to ensure SOTIF and integrating them into the functional and systen
specification, decreases the sizes of Area 2 and Area 3, and increases overall robustness by increasing
the size of Area 1. Area 3 testing is used to uncover new issues only when the countermeasures, with
respect to the original system design, are incomplete or not applicable to newly introduced use cases.

NOTE1  Methods such as qualitative fault tree, HAZOP, FMEA, STPA and event tree analysis can be used to
increase the confidence for the SOTIF.

NOTE 2  Performance limitations can be addressed by redundancy, diversity, functional restrictions or other
measures.
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EXAMPLE1 A highway lane boundary detection algorithm, for functions such as lane keeping, might
incorrectly determine the lane due to debris on the roadway. However, lane excursions that result in a collision can
be mitigated by other autonomous driving functionality such as: using a high definition map and localization to
confirm the lane, rationalizing the vehicle trajectory with the trajectory of preceding vehicles, collision avoidance
algorithms maintaining separation with other vehicles even if this implies leaving the perceived lane, etc.

EXAMPLE 2  An object detection algorithm detects a person on a skateboard as a pedestrian but rejects
the object as due to its speed being implausible. A collision with the skateboarder is mitigated by a collision
mitigation braking system which uses sensing and processing that is independent from that of the object
detection algorithm.

EXAMPLE 3  An optical illusion drawing of a child running into the road is used to alert drivers i e areas.
The image is drawn specifically to fool the human perception and can also fool a vision system i ;-
npn-existent object. In this case, an optical flow-based analysis mechanism can prevent falsq*ékin. Optical
flow analyses as well as radar-based environment recognition are alternative countermeasures for such cases, as

>

wlell as other common detection cases such as ghosts that result from classification errors.

<8

Figure 11 — Exampleogg{)ptical illusion drawing that could fool a vision system

s3]

KAMPLE 4  Using an augggted parking system with a big item protruding from the open trunk can lead to
hazardous event. A ¢ measure in the system design can be to only permit automatic parking when the
tifunk is closed. %

2

Identification and Evaluation of hazards caused by the intended functionality

Qo

@)

@)

L1 ctives

hé&tential hazards related to the SOTIF shall be systematically identified and evaluated sugh that:

=3

— The possible hazardous events, caused by functionality that results in potentially hazardous
behaviour and their potential consequences, are identified and evaluated.

— The acceptance criteria (e.g. a validation target) to evaluate the design in the validation phase are
specified.

NOTE Such acceptance criteria could be the minimum length of the required endurance run combined
with a maximum number of observed failures for each type (e.g. false positives, false negatives).

— The possible hazardous events caused by reasonably foreseeable misuse of the function, by the user,
are identified and evaluated.
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6.2 Hazard identification

The hazards, caused by the unintended behaviour of the function, are determined systematically. This
systematic identification is primarily based on knowledge about the function and its possible deviations.
This can be achieved by applying the methods proposed in ISO 26262-3:2018 while considering
performance limitations of the intended functionality. An illustration of the common elements of the
hazard analyse process required by both the ISO 26262 series and by this sub-clause can be found in
Figure 12. Figure 13 uses an automated emergency braking (AEB) system as an example to show how
the terms from Figure 12 are used.

EXAMPLE 1 For an AEB system, an incorrect detection can cause unintended full braking. However,-the
system cfin be designed to limit the allowable braking commanded by AEB. An incorrect detection of aledd
vehicle cqn therefore only trigger braking up to this intended limit. Nevertheless, unwanted braking\(due {o
incorrect|detection) limited to the specified authority can have safety consequences. Such unwanted, ‘braking
events arg considered in the SOTIF related risk evaluation.

EXAMPLE 2 A system specified to implement an adaptive cruise control (ACC) functioh might exhibit
undesiralple behaviour if several vehicles are using ACC to drive one after another in a line. In"such cases, high
control lgop latencies can lead to an “accordion effect” building-up, until the system is,unable to brake hayd
enough apd the driver has to intervene. Although this operational situation might be cohsidered controllable by
the drivef, the need to avoid such build-up effects might still be analysed as part of the,SOTIF.

[ Knoynand \ =«

unkhown |
triggering
evpnts [
(incjuding
reaspnably
foredeeable
misjses)
as paift of the

scepario

v

System

Potentially
hazardous behaviour

Hazardous
Event

Reactions of the
involved persons

Operationa
Situatio
&

N (driver, other vehicle
WO) occupants or other Severity
Occurifence over < [Brobability of infrastructure users;

the operating including reasonably

‘ exposure

litktime foreseeable misuses)
Controllability )
Outputs:
SOTIF relevant hazardous events (leading to credible
harm)
& acceptance criteria (Validation targets)

Key

—P causality

evaluated characteristics

Figure 12 — An illustration of common elements of hazard analysis in the ISO 26262 series and
in this document
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System: AEB

Known
triggering
event:
Can on the road
in front of the
vehicle

Potentially hazardous
behaviour:
Braking request resulting
from mistaken perception

Hazardous event:
Combination of hazard and
operational situation

Hazard: excessive
deceleration

Operational
situation:

~
Reactions of the involved

Harm:
Rear-front
collision

\4

[
I
I
: st Drivar offoll
Occurrence over | high speed, vehicle brakes to avoid N
the operating another vehicle is \ collision Pevelt
lifetime I closely following N

I
I Controllability
I Probability of
! exposure
I

Key

== causality

evaluated characteristics

Figure 13 — An AEB example usingterms from Figure 12

=z

hzardous event. However, the S, E and C parameters ¢an be used to adjust the validation effort.

(@)

.3 Hazard analysis

—3

he harm and controllability of hazardous events can be estimated using the method des
§0 26262-3:2018, Clause 6 but their:évaluation for an individual hazardous event can be spe
ven SOTIF related hazard.

0q —

o [T]

ake intervention magnitude..The magnitude limit can be seen as a safety mechanism to increase contr
" as a modification to the‘intended behaviour. When analysing the hazard, the limit is considered p

o =" O

other safety standards, such as the [SO 26262 series.

The severity«and controllability of the potentially hazardous behaviour, in a given scen
cpnsidered to-determine whether a credible harm can result. For hazardous event classif
delayed orno reaction to control the hazard, from the involved persons, can be considered.
E
C

KAMPLE 2 An environmental condition that is not supported by an ADAS that requires the driver t
ntrol.

ty

OTE Unlike in ISO 26262-3:2018, when analysing’a SOTIF related hazard, no ASIL is determined for a

ribed in
cific to a

KAMPLE 1  The severity ofiarear collision, caused by emergency braking, can be reduced by limiting the

ollability,
art of the

fitended behaviour; whereas functional failures relating to the implementation of the limit would be the subject

hrio, are
cation a

O resume

Delays due to the reaction time of the driver can impact the controllability evaluation and can be a topic

of the SOTIF related analysis.

EXAMPLE 3  Table 2 gives an example of the evaluation of a potential consequence for an AEB system and a

SOTIF related hazardous event.

© IS0 2019 - All rights reserved
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Table 2 — Example of a hazardous event

Potential Severity Controllability
Hazardous event - -
consequence Rating Note Rating Note
Unintended AEB acti- Effective impact The trailing vehicle
vation atx m/s2 fory s |Rear collision with d: might not be able to
: ! : . S>(0 |Speed: C>0 . .
while operating on a following vehicle brake to avoid colli-
highway vzxkm/h sion.

6.4 Riskevaluatiomof theintenmded function

The ris evaluation considers the performance limitations of the intended functionality to judg
whether|controllability or severity is acceptable; that is controllability is “controllable in general” g
severitylis “no resulting harm”. The severity and controllability evaluation can take into.account th
expected system limitations and the measures that have been implemented to mitigatextheir effec
(according to the functional and system specification described in Clause 5).

6.5 Specification of a validation target

wn

Validatign targets take into account any applicable governmental and indtstry regulations as well 3
the currgnt level of functional performance needed to ensure safety. The specified validation targe
will dep¢nd on the methods chosen in the validation strategy.

v

=

EXAMPLE1 Deductive analysis requires a list of all known and releyant triggering events to be considere
For such pnalysis, a relevant validation target would ensure the coverage of all events on this list. In contrag
an inductjive analysis of SOTIF related hazards would involve a search'for previously unknown triggering events
that are relevant to the application. In this case, validation targets,would be defined with a statistical confidenge
that the gmpirical data supports the hypothesis that triggering.évents do not impose unreasonable risk.

Ked

Approaches that can be considered when specifying these targets include:
— the gvailable traffic data for the target market)(e.g. accident statistics, traffic analyses) (see D.3); and

— pre-pxisting targets from similar functions operating in the field.

EXAMPLE 2  The pass/fail criteria for simulation testing, in a given situation, could be defined as: T}
allowabld false positive and false negative rates for a function executing when not required, and, the allowab
false positive and false negative rateg for a function not executing when required.

@ @

If only a fubset of scenarios is relevant to a specific hazard, then the exposure to the relevant scenarigs
(similar fo the exposure inJSO 26262-3:2018, Clause 6) can be considered when determining the target
value for| this hazard and-the associated validation duration.

When evaluating the likelihood that, in a given scenario, a triggering event will violate the quantitatiye
target, the expasuye, controllability and severity of the resulting behaviour are factors that can he
taken info account. This can result in a reduction in the effort required to demonstrate the occurrenge
rate of the tfiggering event in Area 3, see Annex B of this document.

EXAMPLE-3—Comnsider theexample fromr &3 where umnintended braking onty resuttsima rear crastrif atraiting
vehicle is present. The exposure rate to a trailing vehicle can be considered when specifying a validation target.

If applicable traffic statistics or field data are unavailable, then an appropriate target can be chosen
provided a valid rationale is given.

NOTE1 A rationale could be based on a risk tolerability principle, such as the French GAMAB or GAME; both
have the meaning "globally at least as good". Following this principle, the residual risk (with respect to safety)
of any new system is not significantly higher than those of existing systems having comparable functionality
and hazards. The application of such a risk tolerability principle to the overall residual risk, that considers all
hazards of the new system, allows relevant risk trade-offs to be made. For example, a system can be released
even though the residual risk for a given hazard has increased, provided that this is compensated by counter
balancing reductions in one or more other residual risks.
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NOTE 2 A rationale could also be based on the ALARP (as low as reasonably practicable) principle. The
ALARP Risk Management framework can provide a useful risk reduction principle, particularly with regard

to the development and introduction of novel technologies where "good practice”" does not currently
acknowledging that a state of zero/no risk is not possible, the ALARP principle aims to reduce risk

exist. By
to a level

considered "reasonably practicable" by weighing the risk against the sacrifice needed to further reduce it.

7 Identification and Evaluation of triggering events

7.1 Objectives

The triggering events:

- that can trigger potentially hazardous behaviour shall be identified;
—+ shall be evaluated for their acceptability with respect to the SOTIF.

NOTE Triggering event identification can be supported by a detailed environmental model.

.2 Analysis of triggering events

7

Alsystematic method can be established to perform the analysis of\triggering events. This me
cpnsider knowledge gained from similar projects and field experience. The analysis aims to
tme system weaknesses (including those of its sensors, algorithims, actuators) and the related 3
that could lead to an identified hazard.

—3

his analysis can be conducted in parallel, starting fromhboth:

—+ the known limitations of the system compenents to determine scenarios that could
hazardous behaviour due to these limitations; and from

— theidentified environment conditions ahd foreseeable misuses to determine the system lin
that could trigger potentially hazardéus behaviour of the system. Further detail is given in
and Annex F.

=3

hese analyses will increase the understanding of the limitations of the systems and will imp
dentification of unknown triggering events.

—

NOTE The analysis capbe-supported by inductive and/or deductive methods.

N

2.1 Triggering events related to algorithms

Aln analysis of tfiggering events related to algorithms is used to determine:

- SOTIE+xisk mitigation methods and measures according to 8.3;

- decision algorithm verification according to 10.3; and

- ““validation of functionality according to Clause 11.

thod can
identify
cenarios

result in

hitations
Annex E

rove the

The analysis considers categories such as:

— environment and location;

— road infrastructure;

— urban infrastructure;

— highway infrastructure;

— driver behaviour (including reasonably foreseeable driver misuse);

— expected behaviour of other drivers/road users;

© IS0 2019 - All rights reserved
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— driving scenario (e.g. a construction site, an accident, a traffic jam with emergency corridor, driving
the wrong-way); and

— algorithm limitation, (e.g. capability to handle possible scenarios, or non-deterministic behaviour.).

NOTE The identified functional limitations are included in the list mentioned in Clause 5.

7.2.2 Triggering events related to sensors and actuators

An analysis of triggering events related to sensor disturbances and actuator limitations is used to
determite:

— SOTJF risk improvement methods and measures according to 8.3;

— sengdor verification strategy according to 10.2;

— actuptor verification strategy according to 10.4; and

— validation of functionality according to Clause 11.

The anallysis considers categories that can cause triggering events such as:

— weather conditions;

— mechanical disturbance (including installation, design location, fransmission of signals);
— EMllinterference;

— intefference from other vehicles or other sources (e.g. raddr or lidar);

— acoystic disturbance;

— glar

37

— poox-quality reflection;

— accdracy;

— range;

— resplonse time;

— durdbility; and

— autHority capability(applicable to actuators).

EXAMPLE 1 Rain and snow can affect radar performance.

EXAMPLE 2  Rising sun in the front of the vehicle can affect the performance of a video camera.

EXAMPLE 3, * A heavy woollen coat can affect the performance of ultrasonic sensors.

EXAMPLE4  Animproper alignment can affect many sensor types.
NOTE1 The considered sensors can include inertial sensors, cameras, radar, etc.

NOTE 2 A potential scenario can be a scenario resulting from a theoretical combination of already observed
scenarios.

NOTE 3  Forspecificanalysis categories see Annexes D, E and F. For each category, a list of detailed disturbances
is determined based on knowledge and experience (including knowledge gained on similar projects and in field
experience).

In addition, a systematic analysis of each environmental input, in the range of possible values (including
potential and observed scenarios), can be conducted.
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7.3 Acceptability of the triggering events

The identified triggering events are evaluated considering the acceptance criteria that are specified
during the SOTIF risk identification and evaluation (as described in Clause 6).

The response of the system to these triggering events can be considered as acceptable with respect to
the SOTIF without need of further functional improvement (as described in Clause 8) if:

— The probability of the system causing a hazardous event is lower than the validation target value
specified in 6.5; and

—+ There is no systematically unacceptable scenario in relation to a specific vehicle that| has the
potential to lead to a hazardous event.

NOTE Even if a fleet has a very low probability of a triggering event, it can be @nacceptabje if for a
specific systematic vehicle behaviour, the probability is high.

EXAMPLE A particular structure that always causes the AEB system to brake excessively.

8 Functional modifications to reduce SOTIF related risks

o]

L1 Objectives

=3

he development activities of the functional modificationsyto reduce the SOTIF related rigks shall
Chieve the following objectives:

o)

- identification and allocation of measures to avoidjreduce, or mitigate the SOTIF related risks;

- estimation of the effect of the SOTIF related measures on the intended function; and

— improvement of the information requiredtby Clause 5 (Functional and system specificatiof).

.2 General

8

This sub-clause deals with identification of measures to avoid, reduce, or mitigate the SOTIF related
risks. The function and system descriptions are developed through several iterations and epch time
the Functional and System, specification (required by Clause 5) is updated with information gbout the
dentified measures.

—

Al functional modification to reduce SOTIF related risks may be needed when the identified
triggering events:

a) have the possibility to trigger a potentially hazardous behaviour leading to a hazardous eyent with
credible\iarm (according to Clause 6); and

b) cannotbe evaluated as acceptable with respect to the safety of the intended functionality (according
to.Clause 7).

To support achieving the objectives of this clause, the following information can be considered:

a) information on the system architectural design;

b) the functionality which is defined and described in accordance with Clause 5;

c) the evaluation of the potential outcome of possible hazardous events in accordance with Clause 6;

d) the possible scenarios that can trigger an unintended system behaviour leading to a hazardous
event in accordance with Clause 7;
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e) knowledge derived from previous verification results, where the system and components did
not behave as expected for specific use cases during verification in accordance with Clause 10 (if
any); and

f) knowledge derived from previous validation results including real-life use cases, where the function
did not behave as expected and the system and component limitations cause an unreasonable level
of risk in accordance with Clause 11 (if any).

8.3 Measures to improve the SOTIF

s to improve the SOTIF address the identified system limitations (in accordance with 7.2) that
safety violation. Depending on the evaluated SOTIF related risks, the measures to improve the
n be aimed at avoidance, reduction, or mitigation.

‘ovement measures can include:
bm improvement to avoid or reduce the SOTIF related risks, including but not limited to:

ncreased sensor performance and/or accuracy by:

ncreased actuator performanceahd/or accuracy by:

ncreased performance of the recognition and decision algorithms by:

sensor algorithm improvement;
adequate sensor technology;
sensor location modification;

sensor disturbance detection that triggers an @ppropriate warning and degradatign
strategy;

=

recognition of exiting the operational deésign domainl3], i.e. recognition of a know
unsupported environmental condition that requires a transition to an appropriate sensgr
usage strategy;

diverse sensor technology;

adequate actuator techmnoelogy (e.g. increase accuracy, extend range of output, shorter
response times, improve durability, arbitrate authority capability);

algorithmicdmprovements;

recognition” of exiting the operational design domainl3], i.e. recognition of a known
unsupported environmental condition that requires a transition to an appropriate warning
and-dégradation strategy;

design strategy thatincorporates the triggering of an appropriate warning and degradatign

strategv for a known unsupnnorted SOTIF use case:
oJ rr 4

EXAMPLE Lane keeping.

— strategy for mitigation and resolution of functional interference/conflict (avoidance of

unintended behaviour due to inter-system dead lock/live lock);

EXAMPLE Conflict between lane keeping and automatic lane change.

Measure
lead to a
SOTIF c4
The imp
a) Syst
1
2)
3)
4)

Improved testability by:

— allowing verification of system and component behaviour.

20
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b) Functional restriction made to the intended function to reduce, or mitigate the SOTIF related risks,
including but not limited to:

iy

2)

Restriction of the intended function for specific SOTIF use cases;

EXAMPLE Lane keeping assist functionality is reduced to avoid an undesired steering intervention
when lane detection devices cannot clearly detect the lane.

Restriction of authority for the intended function for specific use cases;

EXAMPLE Camera blinded by a reflection of surrounding light caused by the afternoon sun, operation

3)

iy
2)
3)

1) Improving the information provided to the driver about the intended functionality
EXAMPLE User manual.
2) Improving the Human-Machinge Interface;
3) Implementation of a monitoring and warning system.
EXAMPLE Driver warning when the steering wheel is released.
EXAMPLE Table 3 giveS'an’example derivation of SOTIF related measures.

continues with restricted authority using radar and other sensors.

Restriction of overall authority for the intended function for specific use cases.

EXAMPLE All perception sensors blinded by a snow storm, driver requested to take dver contjrol.

Improving the Human-Machine Interface;

Improving the warning and degradation strategy;

Taking guidance from other sources.

EXAMPLE RESPONSE3I4l.

Table 3 — Example of derived SOTIF related measures

c] Handing over the authority from a system to the driver to improve the controllability (the
transition itself being controllable and not representing additional risk to the driver) of the critical
operational situation’s effect, including but not limited to:

d) Reduction or mitigation of reasonably foreseeable misuse effects, including but not limited to:

Causal factor of hazard with example

Example of derived SOTIF measurp

Hactor

H/E System Exceeding E/E System performance

limitation

Reduce the performance of the system pnd

inform the driver of the reduced or disgbled
functionality and hand over the authorfty to
the driver.

Val 4=l d= H PR ) £ den
UCTIILLYy LTIHIIIIIIALT LT TUIIC UL

Degrade and keep the function

Driver
Factor

Reasonably foreseeable misuse

Provide measures against inadvertent or
careless operation by the driver.

Inform driver about correct operation.

Monitor and warn the driver when an incorrect
operation is detected.
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8.4 Updating the system specification

The following information is identified in order to update the functional and system specification:

— measures of system improvements to avoid, reduce, or mitigate the SOTIF related risks;

— measures of functional restrictions to reduce or mitigate critical operational situation effects;

— measures of improvement of the Human-Machine Interface and warning and degradation
strategy; and

— mea

9 Def

9.1 O}

A verific

sures resulting from the handling of reasonably foreseeable misuses.

inition of the verification and validation strategy

)jectives

htion and validation strategy shall be defined such that:

— It supports the rationale for the SOTIF;

— The
— The

The syst

hecessary evidence (e.g. analysis results, test reports, dedicated ifivestigations) is generated; an
procedures to generate the evidence are developed.

em verification and validation activities with regard to the risk of potentially hazardoy

behavioyr (excluding the faults addressed by the ISO 26262 series) include integration testing activitie

to addre
— The

— The
the §

— The
— The
— The

To supp
consider]

— Fun
— Syst

— Veri

5s the following scope:
ability of sensors and the sensor processing algorithms to model the environment;

ability of the decision algorithms to handle both known and unknown situations and to mak
ippropriate decisions according to the ‘environment model and the system architecture;

robustness of the system or function;
nbility of the HMI to preventxeasonably foreseeable misuse; and
manageability of the handever scenario by the driver.

prt the achievement.of the objectives of this sub-clause, the following information can kb
ed:

tional concept,including sensors, actuators and algorithm specifications;
em design specification;

fication and validation targets;

— Vehi

1 Jorde 4o
IT dIClnecetiurc,

— Analysis of triggering events results as described in 7.2;

— System design;

— System integration & testing plan;

— Less

22
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9.2 Planning and specification of integration and testing

A verification and validation strategy is defined to provide evidence that the objectives are achieved
and to state how the targets are to be met. The verification and validation strategy can cover both E/E
elements and elements of other technologies considered relevant to the achievement of the SOTIF.

Verification and validation activities consider calibration and configuration data to achieve the SOTIF.
NOTE1 Variability of the triggering event parameters is considered by evaluating the verification and

validation strategy. See Annex D for further practices for the verification and validation of automotive perception

systenrs:

NOTE 2  As functional improvements are made, the system is analysed to determine if additienal functions
are retested during verification and validation. These dependent functions are verified with‘regresdion tests.
This ensures that known or new triggering events do not cause potentially hazardous behaviour in upchanged
fynctions. Triggering events found during verification and validation activities, where,potentially Hazardous
behaviour is present, are retested on every release. With a proper rationale, the testing/scope can be reduced. To
efsure that correct functional behaviour is maintained, complete testing is documented-for any release intended
fqr production. This includes documentation of parts that have not been affected andretesting of partsfthat have
bgen affected by changes.

Methods to specify the verification and validation activities (e.g. integration test cases, analysis) can
be derived using an appropriate combination of methods, and by considering the integration|level, as
ilJustrated by Table 4.

Table 4 — Methods for deriving verification and validation activities

Methdcta‘

Analysis of requirements

Analysis of external and internal interfaces

Generation and analysis of equivalence classés

Analysis of boundary values

Error guessing based on knowledge or experience

Analysis of functional dependeficies

Analysis of common limit conditions, sequences, and sources of dependent failures

[ |Analysis of environmental'\conditions and operational use cases?

Analysis of field experiénce and lessons learnedb

Analysis of systemrarchitecture (including redundancies)

Analysis of sensors design and their known potential limitations

Analysis of algorithms and their decision paths

1 |Analysig’of system ageing

2l = [ | | [ S e s T [

[ |Analysis of triggering events

8]

Incliding known sources of potentially hazardous behaviour of the element or system.

bl “Fhis considers various driving conditions, driving styles, driving environment and end customer claims

NOTE Annex G discusses verification and validation activities for off-line training such as used for machine learning.

10 Verification of the SOTIF (Area 2)

10.1 Objectives

The system and components (sensors, algorithms and actuators) shall be verified to show that they
behave as expected for known hazardous scenarios and reasonably foreseeable misuse (derived
from previous analyses and knowledge). It shall be verified that system and components are covered
sufficiently by the tests (see Area 2 of Figure 9).
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To support the achievement of the objectives of this clause, the following information can be considered:
— Verification strategy, as defined in Clause 9;

— Functional concept, including sensors, actuators and algorithm specification;

— System design specification;

— Verification targets;

— Vehicle design (e.g. mounting position); and

— Analysis of triggering events results as described in 7.2.

The strufture of 10.2 to 10.5 is following the input (10.2) — process (10.3) — output (10.4) (IPO).patter
and addg an additional 10.5 that specifically addresses integration aspects of the verificatipn-

=

10.2 Sensor verification

Methodd to demonstrate the correct functional performance, timing, accuracy;)and robustness of the
sensors for their intended use can be applied as illustrated by Table 5.

Table 5 — Sensor verification

Methods A(S(

A Verification of standalone sensor characteristics (e.g. range, precision, resolution, timing constraints,
bar,dwidth, signal-to-noise ratio)

Re&l]uirements based test

Inje¢ction of system inputs that trigger the potentially hazardous behavioura

In the loop testing (e.g. SIL/HIL/MIL) on selected SQTIF relevant use cases and scenarios

Veljicle level testing on selected SOTIF relevant.use cases and scenarios

Serfsor test under different environmental.conditions (e.g. cold, damp, light, visibility conditions)

Verjification of sensor ageing effects (e.g~accelerated life testing, etc.)

T|oO|mmo oW

Veifification of vehicle mounted sensing-System characteristicsb

a  In sone cases, it is possible to emulate-a'potentially hazardous behaviour of the sensor by means of error injectioh
at the sinpulation level. A rationale as_to why the error models are able to represent the tested phenomena is provided.
Outcomeq of those simulations can be'combined with results of the analysis of triggering events.

b This fincludes the operation~of-the different sensors under different operating conditions (e.g. where one sensgr
technology is failing, such as fogaffecting a camera)

NOTE Fgr test case derivdtiofn the method of combinatorial testing can be used[5]-

Annex D|provides-examples for the verification of perception sensors.

10.3 D¢cision algorithm verification

Decisioll'dIgUl ithllb dl'c iududcd ill d“ pdares Uf L}IU fullLLiUlldl Lhdill (U.g. lebbifiLdLiUll, SCIISUI dd a
fusion, situation analysis, function). Methods to verify the ability of the decision-algorithm to react
when required and its ability to avoid unwanted action can be applied as illustrated by Table 6.
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Table 6 — Decision Algorithm verification

Methods

A Verification of robustness to interference from other sources, e.g. white noise, audio frequencies, Signal-
to-Noise Ratio degradation (e.g. by noise injection testing)

Requirement-based test (e.g. classification, sensor data fusion, situation analysis, function)

Verification of the architectural properties including independence, if applicable

Vehicle level testing on selected SOTIFE relevant use cases and scenarios

Inject inputs into the system that trigger potentially hazardous behaviour

B
C
D In the loop testing (e.g. SIL/HIL/MIL) on selected SOTIF relevant use cases and scenarios
E
H
N

OTE For test case derivation the method of combinatorial testing can be usedI2].

[y

0.4 Actuation verification

=

ethods to verify the actuators for their intended use and for their reasonably foreseeable misuse in
lne decision algorithm can be applied as illustrated by Table 7.

=

Table 7 — Actuation verification

N
Methods ,s\\
Requirements-based test (e.g. precision, resolution, timing cofistraints, bandwidth)

Verification of actuator characteristics, when integrated within the vehicle environment

Actuator test under different environmental conditions.{e.g. cold conditions, damp conditions)

Actuator test between different preload conditions (e.g. change from medium to maximum load)

Verification of actuator ageing effects (e.g. accelérated life testing)

In the loop testing (e.g. SIL/HIL/MIL) on selected SOTIF relevant use cases and scenarios

NETEEATIENEETEES

Vehicle level testing on selected SOTIF relevant use cases and scenarios

[y

0.5 Integrated system verification

=

ethods to verify the robustness and the controllability of the system integrated into the vehidle can be
pplied as illustrated by Table.8.

O

Table 8 — Integrated system verification

c\\‘o Methods
A Verificatiof of robustness to Signal-to-Noise Ratio degradation (e.g. by noise injection testing)

H Requirement-based Test when integrated within the vehicle environment (e.g. range, precision, r¢solu-
tion,&iming constraints, bandwidth)

( Insthe loop testing (e.g. SIL/HIL/MIL) on selected SOTIF relevant use cases and scenarios

I System test under different environmental conditions (e.g. cold, damp, light, visibility conditions)
Verification of SyStem ageing altects. (€.g. accelerated [ife testing)

F  |Randomized input tests )

G |Vehicle level testing on selected SOTIF relevant use cases and scenarios

H |Controllability tests (including reasonably foreseeable misuse)

a  Randomized input tests can include erroneous patterns e.g. in the case of image sensors adding flipped images or
altered image patches; or in the case of radar sensors adding ghost targets to simulate multi-path returns.

Annex D provides examples for the verification of perception systems.
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11 Validation of the SOTIF (Area 3)

11.1 Objectives

The functions of the system and the components (sensors, decision-algorithms and actuators) shall be
validated to show that they do not cause an unreasonable level of risk in real-life use cases (see Area 3
of Figure 9). This requires evidence that the validation targets are met.

To support the achievement of this objective the following information can be considered:

— Validation strategy, as defined in Clause 9;

— Verification results in defined use cases, as defined in Clause 10;

— Fungtional concept, including sensors, actuators and decision-algorithm specification;
— Systpm design specification;

— Validlation targets, as defined in Clause 6;

— VehI:

le design (e.g. sensor mounting position); and

— Analysis of triggering events results as described in 7.2.

11.2 Evaluation of residual risk

Methodd to evaluate the residual risk arising from real-life situations, that could trigger a hazardous
behaviour of the system when integrated in the vehicle, can.be applied as illustrated by Table 9.

Table 9 — Evaluatiomof residual risk

M\eth})ds

Val{dation of robustness to Signal-to-Noise Ratio degradation (e.g. by noise injection testing)

Verjfication of the architectural properties-including independence, if applicable

In the loop testing on randomized test cases (derived from a technical analysis and by error guessing)

Rarldomized input testsa

Vehlicle level testing on selected test cases (derived from a technical analysis and by error guessing)

Long term vehicle test
Fle¢t tests

Test derived from fieldexperience

Tests of corner casesb and reasonably foreseeable misuse

Comhparisonwith existing systems

Simfulation-of selected scenarios

CR|T| T ERomEm|olo|w| >

Anglysis'of worst case scenarios

a  Randomised input tests can include erroneous patterns e.g. in the case of image sensors adding flipped images, altered
image patches; or in the case of radar sensors adding ghost targets to simulate multi-path returns.

b A corner case is a rare or unusual condition.

11.3 Validation test parameters

For each of the applied methods described in Table 9, an appropriate cumulated test length is selected.
A rationale for the test length selected is provided and correlated with the number and distribution of
scenarios. Generally, for all selected test methods a rationale is provided establishing that the resulting
distribution of system inputs is representative of either the general operational environment or the
specific use case, scene or scenario. Vehicle test length determination (long term tests, fleet tests) can
take into account knowledge from prior vehicle programmes, driver controllability, or the criticality
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of selected test routes. In the case of the use of randomised input tests, the number of scenarios being

simulated in which erroneous patterns are injected can be correlated with the test length
content that is representative of the target market.

Annexes B, C and D provide examples for the validation of SOTIF relevant systems.

and test

EXAMPLE When evaluating an image recognition algorithm using simulation, a cumulated test length
of X hours is selected, with Y different scenarios. The distribution of scenarios is adjusted according to the
challenging scenarios and the distribution of driving use cases from traffic data. The susceptibility of the
algorithm to real-life triggers is identified by analysis of the algorithm and its decision paths. Scenarios with the

scenarios

mestsensitive-aleorithm-characteristicsareincludedwith-a-distribution-emphasizinsthe-challepsine
o5 ISHHve-arSer a1t tHHeSafreHeraae e Witna-aStHpua o empiaSHAR gt enare gt £

anhd representing their statistical relevance. The probabilities of occurrence of the influencing pdra
re¢al-life use cases can also be considered to determine the appropriate test length.

12 Methodology and criteria for SOTIF release

[y

2.1 Objectives
AISOTIF release shall be performed to:

- review the SOTIF activities, and

- evaluate the acceptability of the residual risk consideringthe’findings of the SOTIF activit

—3

b support the achievement of the objectives of this clause;the following information is consid
—+ functional and system specification as defined in¢Glause 5;

—t+ verification and validation targets as defined:in-Clause 6;

— analysis of triggering events as defined imClause 7;

-+ functional improvements as the resulbof Clause 8 activities;

— verification and validation stratégy, as defined in Clause 9;

— results of verification as defined in Clause 10; and

—+ results of the validation of the SOTIF as defined in Clause 11

[y

2.2 Methodology fer evaluating SOTIF for release

—3

he prerequisit€ information is reviewed taking the following into account:

intended functions?

a). ' Did the testing cover identified triggering events?

1) Did the validation strategy take into account all the specified use cases within the scoj

meters in

€s.

ered:

be of the

EXAMPLE Narrow metallic structures for the radars falsely triggering braking.

b) Was it tailored for differences from previous validations?

2) Does the intended functionality achieve a minimum fall-back risk condition[3], when necessary,

providing a state without unreasonable risk to the occupants or other road users:
a) Using only the specified driver intervention;

b) Taking into account reasonably foreseeable misuse; and

© IS0 2019 - All rights reserved
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c¢) Warning to the vehicle occupants and/ or the other road users of the malfunctioning vehicle.

3) Wassufficient verification and validation completed and acceptance criteria met, to have confidence
that the risk is not unreasonable?

a) Has the intended function been exercised sufficiently to evaluate both nominal behaviour and
potential unwanted behaviour?

b) Was no unintended behaviour observed with the possibility to lead to a hazardous event?

4) In case nF ah unInfnnr‘nr‘ hnhavlnnr unﬂf\ H'\n nncclblhtv o ]nar] o-a hazardouc cn'ront, LSS evidnn(‘e
provyfided to argue the absence of unreasonable risk?

EXAMPLE See Annexes B, C and D.

NOTE The examination of the results of the SOTIF activities can be considered in ISQ 26262-2:2018

functiond

12.3 Criteria for SOTIF release

Based oh evidence of the methodology from 12.2, 3) above, a recomméndation of “acceptance

“conditid

a) For

b) For
the 1

c) Neit

See Figu

| safety assessment.

her 12.3 a) nor 12.3 b) are satisfied, the SOTIF release status is “rejection”.

Fe 14 for a flowchart of the SOTIF release decision logic.

”

-

nal acceptance”, or “rejection” for release may be determined usingthe following criteria:
acceptance”, points 1, 2, and 3 of 12.2 are satisfied.

conditional acceptance”, points 1, 2, and 4 of 12.2 are satisfied. The condition is satisfied whegn
isk is shown not to be unreasonable by the specified date:

28
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12.2.1
Did the validation strategy take into account all the
specified use cases within the scope of the intended
functions?

12.2.2
Does the intended functionality achieve a minimum fall-
back risk condition (see SAE]J3016), when necessary,
providing a state without unreasonable risk to the
occupants or others in the general public

Yes s\

12.2.3
Was sufficient verification and validation completel
acceptance criteria met, to have confidenc
that the risk is not unreasonable@

12.2.4
In cas@)an unintended behaviour with the possibility

d to a hazardous event, was evidence provided to
argue the absence of unreasonable risk?

Q
3 |

7o) c D
8 )

Figure 14 — Evaluation of criteria for SOTIF release
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Annex A
(informative)

Examples of the application of SOTIF activities

Elementsof fltowdiagram Exampte 1= Examplte 2 T Areaof SOTIH
Lane Keeping Support Automatic Emergency Braking diagray@)
(LKS) (AEB) (see Figlixe'7)
Start - functional system This function uses a video This function uses a radar sen- NA
specific]jtion camera to detect the lane sor to scan the distance to the
markings ahead of the obstacle (e.g. vehicle) in front. If
vehicle. If it detects that the |it detects an imminent collision,
vehicle is getting too close Automatic Emergency Braking
to the side of its lane, Lane (AEB) will be triggered.
Keeping Support (LKS) will
take action by applying a cor-
responding steering torque.
SOTIF-related hazard identi- | Traffic situation: driving on |Traffic situation: driving on Area 2
fication dnd risk evaluation |the highway with LKS active. |roads with hedyy traffic (e.g. Area 3
The driver might rely on the |suburban road).
function and drive hands-off. .
Potentialhazard: Unwanted
Potential hazard: Unwanted |emergency braking could lead to a
steering activation could rearend collision with the follow-
lead to a collision with on-  |ingVehicle.
coming traffic or with other
obstacles.
Risk of hprm acceptable? No control of the hazard No control of the hazard by the Area 2
(NO) because the driver might rely|driver. Control of hazard by the Area 3
on the function and be driv- |following driver depends on the
ing hands-off afid\be unable |distance between the two vehicles.
to take over in time.
Identification and evalua- Crossinglane marking (e.g. |Special road conditions (e.g. man- Area 2
tion of trfiggering events before'construction zone)[él |hole cover, tunnels, beverage can) A
- . rea 3
N~ can give a radar echo, which could
%O be interpreted as a potential
3 obstacle.
Identifie al fr‘iggnrinn’ events L“Ng”- The SOTIE related risk [The severitv ofthe rear end col Area 2
acceptable? (NO) is not accepted. The control- |lision caused by unwanted emer-
lability of the function by the |gency braking must be reduced.
driver must be ensured.
Functional modification to |Functional improvement: Im- | Limit the duration and/or strength Areal
reduce SOTIF risk plemented detection of driver | of the braking intervention.
) . Area 2
not holding steering wheel.
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Known scenarios are
qufficiently covered?

[s)

ystem and components
Hehave as expected? (Yes)

awareness due to the warn-
ifigs resulting from hands-
off detection. Evidence of
sufficient controllability by
studies with test persons.

of the occurrence of a moving
beverage can in front of the vehi-
cle is very low and so acceptable.

Elements of flow diagram Example 1: Example 2: Area of SOTIF
Lane Keeping Support Automatic Emergency Braking diagram
(LKS) (AEB) (see Figure 7)

Functional and system This function uses a video This function uses a radar sensor Areal
specification camera to detect the lane in order to scan the distance Area 2

markings ahead of the to the vehicle in the front. If it

vehicle. If it detects that the |detects an imminent collision,

vehicle is getting too close to |Automatic Emergency Braking

the side of its lane, LKS will |(AEB) will be triggered.

take action. e e

AdUureortar DPKLIJILULIUH. LITTIICUtIiori

Additional specification: of the braking intervention to min-

Driver warning in case of imise or prevent damage in case of

hands-off, detected based on |unwanted emergency braking.

capacitive sensing, to ensure

hands-on driving maintained.
Identified triggering events |“Yes”: The SOTIF related No further improvements: Arpa 2
dcceptable? (Yes) risk is accepted. No further

improvements.
Definition of the verifica- | Definition of test cases for Definition of test.cdses for evalu- Arga 2
tjon and validation strategy |evaluating the LKS function |ating the AEBAfunction in known Arka 3

in known and unknown and unknown unsafe scenarios

unsafe scenarios based on based on Glause 9, Table 4.

Clause 9, Table 4.
Verification of the SOTIF Verification of hands- Knowan' scenarios which could Arga 2

off detection at system lead to unwanted emergency

integration level, based braking (e.g. manhole, beverage

on Clause 10, Table 8 (e.g. can) are considered in each new

capacitive-measurement'on |project and verified on a test

HIL, robustness tests) track and/or in simulation and/or

Additionally, studies-with during an endurance run.

test persons e.g~using a driv- | Result: All known scenarios are

ing simulator removed except the detection and

reaction to a moving beverage can.
“Yes”. Increasing driver Assumption that the probability Arga 2
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Acceptaljle residual risk?
(YES)

No further unknown unsafe
scenarios identified during
endurance run.

Residual risk acceptable.

demonstrated.

Residual risk acceptable.

Elements of flow diagram Example 1: Example 2: Area of SOTIF
Lane Keeping Support Automatic Emergency Braking diagram
(LKS) (AEB) (see Figure 7)
Validation of the SOTIF Long-term endurance run Vehicle level testing on selected Area 3
based on a knowledge-based |test cases (derived from technical
driving catalogue to prove |analysis and error guessing).
Egglirno(:isgil;tc};ggg;her Endu_rance run for _the function
that is representative of the tar-
Result from endurance run: |get market and that obtains sta-
fatsetramds=omrdetection tisticatevidence about TenTaiing
only possible with intention- [unknown scenarios
al steering wheel alterations.
This is considered as abuse.
System gnd components do |“Yes”. Target level for endur- |Target level for endurance run Area 3
not caus¢ unreasonable risk |ance run complies with the |complies with the state of the art
in real-life scenarios? (Yes) |state of the artand GAMAB |and GAMAB principle (description
principle (description of of GAMAB see 6.5).
GAMAB see 6.3) Reduction in the amount of efi-
durance runs possible by-uising
experience and results from
preceding projects; Justification
of the reusability of test evidence
is necessary.
Methododlogy and criteria  |“Yes”. Verification of hands- |Achievement ef the verification Area 2
for SOTIF release/ off detection done by testing. |and validation target values is Area 3

32
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Annex B
(informative)

Example for definition and validation of an acceptable false alarm
rate in AEB systems

.1 Objective and structure of this annex

he objective of this Annex is to show an example of evaluating SOTIF for release (see 12.2 apd 12.3).
his example demonstrates a method for the validation of an Automatic Emergency Braking system
\EB) based on published traffic accident statistics. Test driving was chosen 43 the validation|method.
he target mileage was calculated using statistical methods and a 4-stép) analysis. The gteps are
pscribed in the individual sub-clauses of this Annex (see also Figure B.1). The list of steps| is given
elow and for each step its partial objective is formulated.

= oS o4 1

Partition of system failures

— For the target system, identify parameters that can lead to a hazardous event cqused by
suboptimal model boundary definitions

— Clarify the relationship between the SOTIF, hazardous event and the combination |of these
parameters

2) Modelling of hazardous events
— Consider representative parameters‘that cause system performance limitations
— Model the scenarios of hazardous events

— Use the derived scenarigs' to assess the influence of the selected parametery on the
probability of harm

3) Analysis of traffic statistics
— Identify statistical variables relevant to the scenarios derived on the previous step
— Calculatefhe probability of occurrence for each hazardous scenario

— Calculate target validation mileage using statistical simulation based on the models of hgzardous
seenarios

4) Défine test scenarios

- Select target validation test scenarios according to the mission profile that relate to the false
alarm rate

NOTE1 This annex is related to Area 3 “Unknown unsafe scenarios” (see Figure 7). Actions to reduce the
risk in Area 2 “Known unsafe scenarios” (Clause 7) and to complete the verification of the SOTIF (Clause 10) are
assumed to be executed prior to production vehicle deployment and are not covered by this annex.

NOTE 2  This annex is based on the presentation[Zl.
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12.2-3 was sufficient verification and
‘validation completed, and acceptance criteria
met, to have confidence that the risk is not
unreasonable?

l(';ﬂr‘n]::fp “target mileage for validation l
test" using statistical method with 5
step analysis as described below

= .at/'\
Step 1. Step 2. Step 3. Ste
Identify partition of Perform SOTIF Analyze traffic e test
system failures HARA statistics C ) enarios

&
¥ y v K Y
- [dentify system - Consider system - Identi gr\ant - Select test
parameters that parameters that statls &larlables scenarios for
mlay lead to SOTIF cause system ate validation of the
viplation by model performance limits p@ablllty of target false alarm
beundaries - Model hazardous @ccurrence in the rate
défination scenarios leading ‘P\+ field for each
- Clarify the to SOTIF violation | hazardous scenario
rglationship - Use the 1denQ[1~ - Calculate target
between SOTIF scenarios t validation mileage
violation and the estimate
parameters possihility of harm
o

Spibclause B.2 Q) Subclause B.3 Subclause B.4 Subclause B.5

B.2 Part

&
<&
?\
O

Figure B.1 — Overview of Annex B

ition of system failures

Vh' l 1 . ) - . el . =l 1 h b L AL b - |
enicle comcror S ySLTIILS, WIIILITNTIAVE SUITIT dAULITUTIL Yy UVET LIIT UTARIITG SYySLTIINC. 5. ALD J, LdIl pULCIILIAI

y

place the driver or other road users at risk through an erroneous actuation. False identification of
the driving scenario might activate emergency braking bringing the vehicle to a complete stop when
not needed.

Some ADAS algorithms (e.g. Bayesian estimators, neural networks) for object recognition are affected
by failures caused by performance limitations — a group of failures different to those defined within

the ISO 26262:2018 series.

34
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In the case of AEB systems as well as other ADAS functions, the causes of hazardous events can be

classified in three categories:

1) Hardware failures (both random and systematic) responsible for safety goal violation can be

controlled by the application of ISO 26262-5;

2) Systematic software failures responsible for safety goal violation can be controlled by the

application of ISO 26262-6;

3) Unintended behaviour due to performance limitations.

UInintended behaviour due to performance limitations can contribute to safety violations. THe's

AEB actuation). The safety analyses according to ISO 26262-3, however, tend to focus on desig
(points 1 and 2 from the list above). This document can consider other sources,6f>hazardg
pasonably foreseeable misuse as a triggering event for the potentially hazardous behaviour of th

—

The AEB system behaviour can be modelled at a very high level through three pdrameters:

- Probability of existence, Pg: How confident we are that an object is ifvfront of us?

- Probability of collision, P¢c: How likely it is that we are going to_collide with the object in fr

- Time to collide, TTC: Time left before collision.

he system commands AEB activation when the conjunction of the following conditior

> T =

ND time to collide (TTC) is below a certain threshold\(-T'TC). Mathematically, this can be writ{]
llowing way:

=

TTC <TTC
Pc > E = AEB activation
Py >Pp

he relationship between a safety violation and the combination of these parameters is n
esides the parameters listed-in the system above, it can depend on multiple external factors.

o~

wel

.3 Modelling ofthe hazardous event

(@)

pnsidering a systém able to perform AEB with the deceleration profile shown in Figure B.2 an
lhe following performance limitations:

(=

—+ AEB.system commands braking with maximum negative acceleration of 0,9 g in respd
moving object;

cenarios

of those violations can be identified in the ISO 26262-3:2018 HARA (e.g. crash due to an @s unjintended

| failures
such as
P System.

bnt?

s holds:

Fobability of existence exceeds a given threshold, probability of collision exceeds a given threshold,

en in the

bt linear.

d within

nse to a

—t CBrake rise time is subject to a brake system pre-fill and limited to 15 m/s3;

— AEB feature is available between 5 km/h and 80 km/h;

— A maximum speed reduction of 50 km/h is allowed;

— Safetymechanismsinthesensorandthebrakingsystemswill prevent AEB commandingdeceleration

outside the designated speed range.

© IS0 2019 - All rights reserved

35


https://standardsiso.com/api/?name=cf0f8391a1c50e313183e3c9d07c7da4

ISO/PAS 21448:2019(E)

Y 10 T T T T T T T T

9 -

g J

7+ 4

6 = -

5 - N -

4 - —

3 - $/ ~

)

2 - N\ -

1 F Q .

0 1 i 1 i 1 i 1 i

0 0,2 0,4 0,6 0,8 i 1,2 1,4 1,6 1,8
X
Key
X  Timq[s]
Y Dece]eration [m/s2]
Figure B.2.— Deceleration profile for AEB

The Safety Goal and relevant hazardous scenario were identified in the HARA performed according o
1SO 26242-3.
Safety Gioal: Unintended AEB braking within design intent for longer than 340 ms should be avoided.
Hazardqgus scenario; AEB event lasting longer than 340 ms at a time when an attentive driver would
not percgeive the.ieed of an AEB actuation.
Possible [SOTIF-relevant causes for the realization of the hazardous scenario include a rear-end cragh
after thq AEB is activated by an algorithm error caused by a suboptimal model boundary definitiop.

The Hazard of unintended deceleration can be modelled as a straignt road car-rollowing scenario for

first order effects (see Figure B.3)I8l.

Figure B.3 — Car-following scenario used in the hazardous event model
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The scenario is based on the following assumptions:
— Both cars are travelling at the same speed, v.
— The headway, d, has known probability distribution.

— The first vehicle’s AEB activates emergency braking, even though the driving situation does not
require that.

— All AEB braking events follow the braking profile pictured on Figure B.2.

—+ The following driver perceives the hazardous situation and reacts by braking. The reactionftime has
a known probability distribution.

he Monte Carlo simulation based on the defined distance between cars in traffic and-respopnse time
jstributions was used to identify the outcome of various brake events. Some lof"them cdn result
11 a collision. The outcome largely depends on the speed of the vehicles when 'the unintended AEB
Ctivation occurs.

= o

—3

he simulation model delivers the percentage of unintended AEB activation cases that repult in a
bllision. The simulation takes the start speed v and interval of differential speed at collisfon év as
jputs, while the percentage of the simulations that result in a callision where start speed was of v
hd speed difference at the time of collision falls into v is considered as the output. The degendency
roduced by the model is formally described by the Formula (B.1)}

T L =0

Peoltision = P(V' 5V) (B.1)

B.4 Analysis of traffic statistics

Alccording to ISO 26262-1:2018, a HARA can identify the mishap(s) associated with an ADAS function.
If is assumed for AEB that the most common mishap related to AEB functionality is associated with
ifjuries arising as a consequence of rear<end collision between two cars in a car-following [scenario
dee Figure B.3). An analysis was performed in order to identify the maximum tolerable (accepted)
ofcurrence rate of rear-end collisions. A rate below the existing occurrence rate is consiflered as
agcepted by the general public. Traffic statistics provided by national road safety authorities fan offer
ah overview of the existingsrate at which the mishap happens in the field, classified by the posted
speed in the locality of thé accident. The data providers include NHTSA for the US, ONISR for France,
ITARDA for Japan, BASt for Germany. Besides statistical overviews of road safety, ONISR also provides
aldatabase listing precise characterization of all accidents in France that resulted in injury or{death of
people (BAAC). Data.with similar granularity can be obtained from the GIDAS study (Germanyj).
T

Faffic statistigs'can provide the following data:

- Numbep of passenger cars in the field (N).

- Average distance travelled by each passenger car per year (K).

AL 1 £ 21 1o . 4l Lo 1l L - dl Y ol | R | A
— INUIITUTT OI'TC4dI TIHIU CUILISTUIT T UIT TICTIU P yTdlD VWILIIIT LT T dlIgC UT UCTIHICTU PpuUsSLttUu SPTey, 1% ( V)'

Based on this information, average distance travelled between collisions in each speed range can be
calculated, see Formula (B.2). An assurance coefficient C,; is adopted to avoid under-estimation of the
target validation mileage distance (e.g. accidents due to justified braking). The confidence of the model
used to determine the probability of collision can be conservative enough not to warrant any further
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consideration of statistical confidence, e.g. much more conservative than a 70 % confidence interval.
However, further statistical confidence can be added, if relevant by using the C, factor.

NK
Ckr_v=""Ca (B.2)

v

The goal of the analysis is that the end user of the vehicle cannot be exposed to a risk of a rear end
collision which is higher than the one normally accepted using a vehicle not equipped with an AEB
system. It is assumed that the use of AEB cannot increase the risk of accidents of types other than rear
end collision

The value CkT v represents the target false alarm rate for the system in each posted speed limit intérvgl.

NOTE The target presented above is only a probabilistic theoretical objective to explain risk that'can he
tolerated|in the decision to release the product to the market. Therefore, even if this probability is aghieved, when
a false alprm occurs in the actual market, the judgment of whether countermeasures are necessary requirés
another donsideration.

Merging| the dependencies taken from the traffic statistics analyses (B.2) with-the results of tHe
simulati¢n as given by Formula (B.1) and taking all feasible values of dv (i.e. |6v]< |v|) into account, it |s
possiblelto identify (in relation to the performance described in B.3) the number of kilometres of data
(Dxm) thpt need to be collected/analysed at each posted speed limit in orderto validate that the systepn
behavioyr is robust enough with respect to the SOTIF requirements:

Dy =P(V)CKT_V =%ZP(V,5V) (B.3)

NOTE 1 | Ifa“greybox” approachisused, and the architecture includes independent elements with independept
logic such that some statistical independence can be shown, then this architecture can be evaluated taking thiis
independgnce into account. Reduction in validation requireiments for each independent element can result. Ay
statistical dependency is considered, e.g. as in the Beta Fagtor in IEC 61508.

NOTE 2 | For all calculations and inferences performed based on statistical data, it is required to utilize
approprigte methods and confidence levels that are standard for the industry.

B.5 De¢finition of the amount.of data collection

The vehicle mission profile can be.used to address the data collection and validation strategy as well
as available data from recognized international standards. As an example, Figure B.4 shows the spedd
intervalg observable on roads’ of different kinds. Colour coding shows the probability of rear-end
collision|as a result of aperroneous AEB activation. The information on “risky” speed ranges can He
used to dddress the data'collection for the AEB system.

NOTE A potential’AEB activation at a speed of more than 80 km/h violates the limitations of the item. Thiis
can, for ekample, beimplemented by an external measure as suggested in ISO 26262-3.
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Figure B.4 — Target validation mileage per poSted speed limit
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Dlepending on the vehicle mission profile and the required performance, the data collection can fnclude a
pbmprehensive variety of driving conditions in terms of weather, time of day, and speed. As an gxample:

Speed: the host vehicle speed can be relevant for,the'feature in scope. For this example, np speeds
above 80 km/h are considered.

Weather condition: the AEB system can he tested according to a representative set of|weather

conditions. This includes dry, fog, snow, rain, overcast, etc.

Time of day: depending on the type of sensor, data collection can include different times of gay, such

as night, dusk, etc.

Table B.1 — Example of data collection specification

1 addition, the data collection cdnjinclude relevant driving situations derived from analysis ¢f sensor
mitations and feature specific limitations.

n example of data collection specification for the feature that is the subject of this example i given in
hble B.1. The specification may be based on real-life profiles for weather, speed and other parpmeters.
n alternative appreaeh suggests choosing the parameters related to the increased probabjlity of a
affic accident of/interest (e.g. rear end collision for the considered example). The relationship between
kternal paraméters and probability of accidents of specific types may be found via statistical pnalysis.

Time of day
Type Percentage
Day 50 %
Night 35%
Dusk 15 %
Vehicle Speed
Speed [mi/h] Speed [km/h] Percentage
0-25 0-40 60 %
26-50 41-80 40 %
>50 >80 0%

Weather condition

© IS0 2019 - All rights reserved
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Table B.1 (continued)

Type Percentage
Dry/Clear sky 65 %
Rain 7%
Fog 5%
Snow 5%
Overcast 10 %

o : C g

Heavy-rain 5%

40
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Annex C
(informative)

Validation of SOTIF applicable systems

hlidation

Technical limitations of the system can be a clonlflr‘nnf source of nrnh]pmc for SQTIF. This
ahnex addresses the validation act1v1t1es for Flgure 9 area 3. Concepts for deriving thelw
targets are presented.

br SOTIF, validation can consist of testing the vehicle under a wide range of operating-conditio

ns. It can

F
be a mixture of SIL, HIL and real-world operation conditions. It may contain some\structured testing,
dedicated analysis and simulation but the key aspect, especially for area 3, is to*have sufficient testing
uhder sufficiently random operating conditions to expose unknown unsafe scendrios.
Typical vehicle software development for SOTIF applicable systems i9 expected to have g history
trajectory of average hours or kilometres per unintended behaviour as schematically shown in
Flgure C.1. As the software is tested and unintended behaviours afeyremoved, the average kiJometres
between unintended behaviours is expected to rise. However, as niew features/functions are infroduced
of enabled, the average hours or kilometres per unintended’behaviours could drop and thep rise as
tme bugs introduced with the new feature/functions are addressed. Eventually, the validatign target
threshold is reached for the specified use case and functionality and the validation activity can be
cpnsidered to be satisfied.
Y 1 | 2
.............................................................. 9 CIITRRRn
1 1
1 1
1 1
1 1
1
1
1
1
1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 il 4>
1 1
a b X
Kley
1—Trew feature/furnctiom imptenrented Y——average KT per umintended betraviour
2 validation target a  Feature/function complete
X  development time b Validation criteria met
Figure C.1 — Expected profile of unintended behaviour rate during development
For example, prior to testing, the item owner specifies the following:
1) Validation target (stopping rule).
2) Weighting between testing modes, real-world tests, HIL, SIL, etc.
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3) Definition of validation unintended behaviours, criterion for restarting distance counter.

The process of validating SOTIF applicable systems starts with the selection of a validation target
(see 6.5). The target can be calculated based on the system use case (e.g. assisted parking, automatic
emergency braking, lane keeping, autonomous parallel parking, low speed autonomous car park shuttle,
highway autopilot, autonomous taxi), crash statistics for the use case and a safety margin.

EXAMPLE For a particular use case, human drivers experience an average of x kilometres between incidents.
For safety reasons an additional margin y is specified. The validation target for the SOTIF applicable system
selected is x - y average kilometres between unintended behaviours or a target incident rate of A = 1/(x - y).
TheStop' C—aSsStnres—Tira re-tretdentshaveaPotssorn—dis 'iui‘ re-Systenrcatioe-Ssnowihtonavegn
incident fate greater than or equal to A with a confidence «, if there is T quantity of driving with no unintehdgd
behavioufs, where Tt is given in Formula (C.1)[9]:

t a V

t=—ln(1-a)/A c.n

NOTE T can be in units of time or distance depending on the units of incident rate.
NOTE2 | Fora=0,63,t=1/A.

In practjce, 1T, the number of validation kilometres or hours to be driven Jcan be quite large and
thereforg not practical in some cases. The real-world driving requirement’can be lessened by using
expert knowledge with similar systems and MIL, SIL and HIL simulated-kilometres. An acceptable split
between| real-world and simulated kilometres can be specified. Real-world and simulated validatign
test conglitions are varied as much as possible (e.g. different weather conditions, time of day, rogd
conditiofs, traffic conditions, pedestrian conditions, etc.) to try.ahd uncover rare operating situationsg.

¢

Especially for ADAS functions it is also possible to reduce the‘validation target x - y by considering th
exposur¢ to hazardous situations. Depending on the function it is possible to calculate the exposui
quantitafively by using data from on-road data collection.

(¢

The critgria that characterise unintended behaviour, are specified. Care is taken if one encounters
an issuelearly in testing. In this case, [2] demonSstrates that the additional amount of testing might h
greater than t (i.e. greater than restarting at-zero kilometres with the original metric) for the sam
confidenfce level.

@ O
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Annex D
(informative)

Automotive perception systems verification and validation

The verification and validation of automotive perception systems is difficult This annex describes

kample practices for the verification and validation of these systems

¢}

Alssumption:

—+ Test drives might not cover every drivable road.
Dlrivers normally drive a small number of routes repeatedly but in different enVironmental corjditions.
Ekample considerations for developing perception systems verification test’plans (not comprehensive):

1) Continuous data collection, in different markets, weather and_illumination conditions. The data
represents the real-world user profile (kilometre distribution over different types of roads,
weather, illumination, etc.).

2) Specific data collection, in conditions which are normally rare and less represented i normal
driving but that might impact perception:

a) Vision perception — data at dusk or dawn;

b) Lidar system — adverse weather;

c¢) Radar system — rain and splash conditions on salt spread roads;
d) All systems — entering, exiting‘or within a tunnel.

3) Specific data collection, in yagemmon scenarios that might increase the likelihood of|a safety
violation:

a) Driving on roads with sparse traffic and no lead cars can increase the probability of failure of
in-path target selection and detection of ghost targets.

b) Overtaking@ine of trucks with long shadows covering the passing lane(s).

c) Snow sprayed when passing by a snowplough can lead to a sudden blindness of one|or more
percéption systems.

4) Specifie'data collection, based on system limitations:

a). ' Based on radar braking in metal bridges:

i) Specific data collection in such bridges will be made, including repetitions in different
driving condition (host and target cars);
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