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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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n-governmental, in liaison with 1SO, also take part in the work. ISO collaborates closely
ternational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization:

ternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part
he main task of technical committees is to prepare International Standards. Draft International §
opted by the technical committees are circulated to the member bodies fér+voting. Publicati

ternational Standard requires approval by at least 75 % of the member bodies ‘¢asting a vote.

other circumstances, particularly when there is an urgent market srequirement for such docu
chnical committee may decide to publish other types of normative document:

an ISO Publicly Available Specification (ISO/PAS) represenis:an agreement between technical
an ISO working group and is accepted for publication if it is ‘approved by more than 50 % of the
of the parent committee casting a vote;

an I1SO Technical Specification (ISO/TS) represents;an agreement between the members of a
a vote.

rther three years, revised to become an International Standard, or withdrawn. If the ISO/PAS or
nfirmed, it is reviewed again after a.further three years, at which time it must either be transform

ternational Standard or be withdrawn:

tention is drawn to the possibility that some of the elements of this document may be the subject
jhts. ISO shall not be held-responsible for identifying any or all such patent rights.

O/PAS 20858 was,- prepared by Technical Committee ISO/TC 8, Ships and marine te
Ibcommittee SC 14\ Jatermodal and short sea shipping.
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Introduction

This Publicly Available Specification addresses the execution of marine port facility security assessments,
development of marine port facility security plans (including countermeasures), and skills and knowledge
required of the personnel involved. This Publicly Available Specification is designed to ensure that the
(;Omplete;I VVUI}\ IIIUUtO thU IU\‘U;IUIIIUI ItO Uf thU :SPS CUdU GII{.I‘I G'JlJIUPI;GtU mrar ;t;IIIU OUUUI;ty PIGUt;UUO tl at
can be verified by an outside auditor.

Users of| this Publicly Available Specification are encouraged to submit their comments and |revisipn
suggestians.

vi
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Facility Security Plan (PFSP).

Scope

his Publicly Available Specification establishes a framework to assist marine port facilities in speq
mpetence of personnel to conduct a marine port facility security assessment and developing a seq
required by the ISPS Code, conducting the marine port facility security assessment, and drafti

addition, this Publicly Available Specification establishes certain documentation requirements dg

view). It is not an objective of this Publicly Available Specification to set standards for a c
vernment or designated authority in designating a Recognized‘Security Organization (RSO), or
e use of an outside service provider or other third party,to perform the marine port facilit
sessment or security plan if the port facility personnel possess the expertise outlined in this specifi

port infrastructure that falls outside the security perimeter of a marine port facility might affect the §
e facility/ship interface. This Publicly Available Specification does not address the requirements of
bde relative to such infrastructures. However, ship operators may be informed that ports receiy
bm other ports that do use this Publicly Available Specification meet an industry-determineq

frastructures from marine incidents occurring outside their marine port facilities. These duties are o
ope of this Publicly Available Specification.

Conformance

andated for all signatory countries, the use of this Publicly Available Specification is volun
ntracting government’establishes requirements that preclude the use of this Publicly Available Spe
cal law takes precedence and compliance with this Publicly Available Specification should not be cl

Terms’and definitions

brithe’ purposes of this document, the following terms and definitions apply.

ifying the
urity plan
ng a Port

signed to

elsure that the process used in performing the duties described above was‘recorded in a manner that would
permit independent verification by a qualified and authorized agency \(if'the port facility has agre

ed to the
bntracting
0 impose
security
Cation.

ecurity of
the ISPS
ing cargo

level of

equate security and the ISPS Code. State*governments have a duty to protect their populations and

utside the

hile compliance with -the”International Ship and Port Facility Security (ISPS) Code is intefnationally

tary. If a
cification,
aimed.

3.

1

cargo
items that are placed on the ship to be transported to another port, such as boxes, pallets, cargo transport
units, and bulk liquid and non-liquid matter

3.

2

consequence
likely loss of life, damage to property, economic disruption (including disruption to transport systems) caused
by an attack on or at the marine port facility

©
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3.3

International Maritime Organization

IMO

a specialized agency of the United Nations whose purpose is “to provide machinery for cooperation among
governments in the field of governmental regulation and practices relating to technical matters of all kinds
affecting shipping engaged in international trade; to encourage and facilitate the general adoption of the
highest practicable standards in matters concerning maritime safety, efficiency of navigation, and prevention
and control of marine pollution from ships.”

34

ISPS Code

the international code for the security of ships and port facilities consisting of Part A (the provisions of-whigh
shall be tfeated as mandatory), and Part B (the provisions of which shall be treated as recommendatory), as
adopted pn 12 December 2002 by Resolution 2 of the Conference of Contracting Governments” to the
Internatiohal Convention for the Safety at Sea, 1974, as may be amended by the Organization

3.5

likelihood

probability of a threat scenario becoming a security incident, considering the resistance that physical and
operationpl security measures in place at the marine port facility provide

3.6

marine pprt facility

those areps of the port and harbour where the ship/port interface takes place

NOTE 1 The ship/port interface means the interactions that occur wher a ship is directly and immediately affected py
actions inyolving the movement of persons and/or goods, or the provisions of port services to and from the ship. This
includes areas such as anchorages, waiting berths, and approaches  from seaward. The marine port facility extenfds
landside t@ the security perimeter. It should be noted that, for the pUrposes of this Publicly Available Specification, thgre
can be mare than one marine port facility in a harbour. In that case, only the anchorages, waiting berths, and approachgs
from seawfard that are used to service the marine port facility, using this Publicly Available Specification are includgd.
There can|be areas of ports and harbours that are addressed\in the ISPS Code, but that are not addressed in this Publi¢ly
Available $pecification.

NOTE 2 | This Publicly Available Specification spécifically addresses the marine port facility. Because other standargds
may addrgss non-marine port facilities and ship security, “marine” usually appears before port facilities in this Publigly
Available $pecification.

3.7

Port Facility Security Plan

PFSP

a plan to |ensure the application’ of measures designed to protect the people, port facility, ships, cargo, cargo
transport units, and ship stores within the port facility from the risks of a security incident

3.8

risk

a level of |consequence and likelihood of occurrence of a security incident

3.9

security

resistance to intentional, unauthorized acts designed to cause harm or damage to ships and ports

3.10

security crisis management team
a group of people who have the knowledge and authority to bring the necessary resources to bear in the event
of an imminent security threat or actual security incident

3.1

security incident

any suspi

cious act or circumstance threatening the security of a ship or port facility

© 1SO 2004 — All rights reserv
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3.12

security personnel
individuals who have assigned security duties defined in the port facility and who may or may not be
employees

3.

13

ship's stores
supplies and spare parts intended for use by a ship calling on a marine port facility

3.
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prloduce a realistic list of threat scenarios that could adversely affect the facility. These potentia

(meeting with the approval ©ofthe contracting government).

14
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rsonnel, ships, cargo, physical assets, and control/documentation systems within a marine port-fag
15

tential means by which a security incident might occur. Because attack methods are nearly infinit
neral postulated threat scenarios are specified to address the full range of |attack scenari
thorities, port facility management, and personnel conducting the security ‘aSsessment may
ecific threat scenarios to the list of general threat scenarios, depending on logal circumstances

Performance of the security assessment

1 Overview of the security assessment

he principle intent of this clause is to provide informative\guidance for the drafters, and later the
-FSAs and their accompanying plans (PFSPs), to illustrate flow logic, originating from the conceptu
sess existing security, and produce a viable and threat-reducing plan.

ne authorized maritime security group conveneéd to compose the PFSA shall be collectively knowj
port/facility operations, security and the potential threats that could occur at the specific site. H
perience and training, they shall review.eurrent conditions (using a provided Performance Re

cidents shall be thoroughly studied,~and then charted with regard to the likelihood of an occurt
bsequent consequences, should it-0ccur. The resultant risk chart for each of these incidents sha
hich are of such gravity as to.need effective human and/or physical countermeasures. The formulg

ility

e, several
ps. Local
hdd more

users, of
Al need to

edgeable
rom their
iew) and
security-
ence and
Il indicate
ting team

Il increasingly apply these countermeasures until the identified risk is reduced to an acceptable level

this stage, the PFSATevolves into the PFSP. The aforementioned process is dealt with in more de

tail within

s document, and-forms the route toward a site-specific facility plan. Although basically stated, nothing here

intended to oversimplify the effort needed to construct a comprehensive quality plan. The above
Il establishta plan for effective security for the standard Security Level 1, following which the
apply thé countermeasures required for the higher Security Levels 2 and 3, as described he
ntracting'government shall review and approve the prepared plan for submission to the IMO.

sequence
group will
rein. The

4

2 _Classification of consequences

Care should be taken in establishing values of “high”, “medium” and “low” consequences. The use of
excessively low threshold values may result in the requirement that countermeasures be considered for more
reat scenarios than are needed. However, using excessively high threshold values may omit
countermeasures for threat scenarios involving consequences that the port facility or nation cannot afford.

th

A “high” consequence classification may be considered as a consequence that would be unacceptable in all
but low likelihood situations.

A “medium” classification of consequence may be considered as a consequence that would be unacceptable

in

©

a high likelihood situation.
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A “low” classification of consequence may be considered as a consequence that is normally acceptable.

Acceptability should not be confused with desirability or approval. Rather, acceptability could be considered as
a judgment of the amount of possible damage that a port facility or port state is willing to accept under certain
conditions related to probability. A nation may determine that the possibility of a certain level of damage may
be undesirable yet acceptable. The relative affluence of a port state can affect its acceptable threshold of
consequences. A less affluent nation might be unable to recover from the same level of damage than a more
affluent nation could, thus it would have a lower damage threshold. A more affluent nation may demand lower
threshold values for issues because of public opinion, for example, potential damage to the environment. A
developing nation may have to accept higher threshold values in spite of potential environmental damage.

4.3 Personnel conducting the security assessment

Those in
relative tg

—  know

olved in a Port Facility Security Assessment (PFSA) shall be able to draw upon expert)assistan

ledge of current security threats and patterns,

— recognition and detection of weapons, dangerous substances, and devices,

—  reco(
likely

— techn

nition, on a non-discriminatory basis, of characteristics and behavioral-patterns of persons who &
to threaten security,

iques used to circumvent security measures,

— methlods used to cause a security incident,

— effec}s of explosives on structures and port facility serviees;

— port business practices,

— contingency planning, emergency preparedness, and response,

— phys
— radig
— trans
— ship

— main
mate|

—  know
interr

cal security measures (e.g. fences),

and telecommunications systems, including computer systems and networks,
port and civil engineering,

and port operations,

fenance of appropriate measures to avoid unauthorized disclosure of, or access to, sensitive secur
rial,

ledge\of the requirements in Chapter XI-2 and part A of the ISPS Code and relevant national a
atignal legislation and security requirements,

re

nd

— knowledge of security and surveillance equipment and systems, as well as their operational limitations.

All personnel involved in a PFSA, including those called on to provide the expertise listed above, shall be
listed in the Port Facility Security Assessment Report as specified in 6.2.
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Security assessment procedures

1 General

A security assessment provides the basis for developing the Marine Port Facility Security Plan. The
methodology used in the assessment is not specified in this Publicly Available Specification. However, the
methodology used in the assessment shall meet the requirements of this Publicly Available Specification.

5.2 Scope of the security assessment

T

ol be used to threaten maritime trade.

T

— where cargo is staged, stowed or handled before/following marine transpoptation within the port

—t attached to the port facility without an intervening security perimeter, and

—t including ship channels used to approach the port facility.

5

T
pl

m
T
in
is
A

In
sh

—t where port facility/ship operations are conducted within the port facility,

—t where cargo documentation for marine transportation is handled/accessible within the port facilit

following performance review list during the port facility security assessment.

performance review list is a generalized method for assessing the current status of a port facility’s §

puit “NA” in‘the “Comments” column (additional comment pages may be added as needed).

e scope of the assessment extends to those port facilities and port infrastructures that could be/t

ne port facility security assessment shall include, as a minimum, all areas

3 Current status of security at the port facility

ne person(s) conducting the security assessmentishall review all current security operations and e
nimum, the person(s) conducting the seeurity assessment should examine and document ite
his performance review list is not allzinclusive, nor does a negative indication concerning any speg
Hicate that security is inadequate. Some items on the list are not appropriate for certain port faci
not intended to set security/requirements.

copy of the completed performance review list shall be included in the assessment report.

the following-Performance Review List, if the factor indicated is in effect at the port facility, the “y
ould be chégked. If the factor is not in effect, the “no” block should be checked. If the factor is not

hreatened

acility,

y

mergency

ans used by the port facility. All reviewed plans shall be listed. The person(s) conducting th¢ security
agsessment shall, in addition, conduct an on=site review of the port facility and surrounding vici

nity. As a
ms in the

ific factor
ities. The
ecurity; it

es” block
hpplicable,
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Factors Yes | No Comments

Do the current port facility security documents address the following?

1 | Security organization of the port facility

2 |Organization's links with other relevant authorities and the necessary
communication systems to enable an effective, continuous operation of the
organization and its links with others, including ships in port

3 |Basic Security Level 1 measures, both operational and physical, that will be in
place

4 | Addltional security measures that will enable the port facility to progress
withput delay to Level 2 and, when necessary, to Level 3

5 |Regplar reviews or audits of the PFSP or its amendments in response to
current experiences or changing circumstances

6 |Repprting procedures, including lists of appropriate contracting governments’
confact points

7 |Rolg and structure of the port facility security organization

8 | Duitips, responsibilities, and training requirements of all port facility personnel
whol| have security roles, and the performance measures needed to assess
thein effectiveness

9 | Port facility security organization's links with other national or local authorities
with|security responsibilities

10 [ Compmunication systems provided to enable effective and continuous
communication among port facility security personnel, ships in pokt,.and when
appropriate, with national or local authorities with security responsibilities

11 [Progedures or safeguards necessary to enable  such continuous
communications to be maintained at all times

12 [Progedures and practices to protect security-sensitive information held in
papegr or electronic format

13 [Maintenance frequency of security equipment and procedures to assess the
confinuing effectiveness of security meéasures and equipment, including
identification of, and responses to, equipment failures or malfunctions

14 [ Progedures that require submissien~and assessments of reports relating to
possible breaches of security oriseeurity concerns

15 | Progedures relating to traffic flow within the facility

16 |Progedures covering the delivery of spare parts and ship's stores

17 [Progedures to maintain and update records of dangerous goods and
hazarrdous substances, including their location within the port facility

18 Meﬂns of aletting and obtaining the services of waterside patrols and specialist
sealch teams; including bomb searches and underwater searches

19 | Progedures for assisting ship security officers in confirming the identity of
thOb DCUII\;IIH tU IUUdId t:IU D:I;'J VV:IUII IUqUUDth

20 |Procedures for facilitating shore leave for ship personnel or personnel
changes, as well as access of visitors to the ship (including representatives of
seafarers, welfare, and labour organizations)

6 © ISO 2004 - All rights reserved
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Factors Yes | No Comments

21 |Procedures for internal and external notifications for the following (if
applicable):

— bombi/terrorist threats

— an actual explosion or detonation

— fire on the port facility or berthed ship
— hostage situation

civildisturbanceMiolent labour Hiepl ite

— emergency evacuation
— informing employees to/not to report to work
— accounting for all personnel on the port facility, including their names

— specific safety guidance on the proper use of fire arms by authorized
personnel in the port facility

22 | Sketches of the port facility, access points, working areas, cargo stowage
areas

23 | Security organization of the port facility

Ate the following true for the organization and performance of port facility
security duties?

24 | Security force is as described in the PFSP’s “Security Forece” and is
adequately equipped with vehicles to patrol, respond, to alarms and
emergencies, and maintain supervision.

25 | Personnel with security roles or access to restricted, areas have passed
background checks performed at the time of employment and periodically
thereafter. This has been documented and the process used explained.

26 | Security personnel are provided with security_updates at the beginning of each
work shift.

27 | Security force orders are reviewed monthly and revised as needed.

28 | Security personnel wear distinct/auUthoritative uniforms.

29 | Security personnel patrols_routinely cover all portions of the port facility,
including all exterior and pringipal interior access points.

B0 | Port facility has an organized/equipped security crisis management team or
local community has,an organized/equipped crisis management team.

B1 | Procedures are_ih place to bring in additional security in an emergency or
crisis situatian:

B2 [Liaison has been established between the port security officer and local
goveroment.

B3 | Seeurity personnel report their status to a designated contact during their
Security patrols.

34T Security personmerassignments—and - patrottimes—and-Toutes arevariedto
prevent predictability.

35 | Training records for security personnel are maintained.

36 | Armed security personnel are properly trained in the use of force and weapons
and certified by appropriate authorities.

37 | Vehicles intended for use in security patrols are conspicuously marked.

38 | Only approved personnel are allowed to carry firearms.

39 | Security force inspects security barriers and clear zones at least monthly.

© 1SO 2004 - All rights reserved 7
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Factors Yes | No Comments

40 |Records of security inspections are maintained and accessible to authorized
personnel.

41 |If fitted, intrusion detection system signals are monitored at a central location
and a security response can be initiated from that point.

42 | All external access points are guarded or secured and locked when not in use.

43 |Security measures are in effect to protect electrical power supplies and
transmission facilities. (If equipped with an emergency generator, it should be
with[n arestricted area.)

44 | Secyrrity measures are in effect to protect communications systems.

45 | Nonfcompliance with the security plan is noted and remedial action is promptly
taken.

46 | Secprrity measures are in place where water bodies form part of the perimeter
barrler to prevent/detect illegal unauthorized access.

47 |Portlfacility has effective after-hours/weekend restricted area security checks.

Access tp the port facility

48 |Perimeter fencing is adequate to prevent unauthorized entry and meets
recdgnized industry standards or government standards (explain which
standard).

49 |If masonry or brick walls form part of the perimeter barrier, they are in§pected
regylarly for effectiveness.

50 |Builglings, floors or roofs that form part of the perimeter barrier are
complemented by intrusion-detection equipment.

51 | Perimeter fences/walls have a 3 m unobstructed zone on each side.

52 |Accgss points through the perimeter are kept to the minimum needed for safe
and |efficient operations.

53 | Gatgs provide equivalent level of security as pefimeter fencing.

54 |Pas$ system is used to identify all personnel entering the port facility and
indigate their degrees of access to portions of the port facility.

55 | Employees display passes when working in restricted areas.

56 | Seclirity personnel certify passes-of bearers upon entry.

57 |Pergonnel pass system.is“managed to prevent unauthorized issuance of
pasges.

58 | Lost passes are replaced with passes bearing different serial numbers.

59 |Pasges are designed to enable security and other personnel to recognize
indiyiduals quickly and positively identify the authorizations and limitations
applicableto-the bearer.

60 | Pas$ procedures cover the resolution of queries by the pass checker.

61 [Procedures ensure the return or disablement of passes upon termination of
employment or assignment.

62 | Procedures are in place to control the whereabouts of visitors.

63 |Procedures are in place to provide security for the port facility to meet
international agreements on the humane treatment of ship crews.

64 | Truck drivers, vendors and other visitors are permitted access only to those
areas required to conduct their business; only authorized personnel are
permitted in warehouses.
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Factors Yes | No Comments

65 | Permanent records of visitors, vendors, and truck drivers entering the port
facility are maintained and easily accessible by authorized personnel for a
defined period.

66 | Random screening (at a minimum) of trucks for explosives and weapons are
made of vehicles entering the port facility.

67 |If parking is allowed on the port facility, access to parking areas is supervised
and restricted by a pass system for all vehicles.

nJo) Dol <l tloot talo 1 N o <l 4
pU T AarRTTg=PaSS— TCLUTUS— tTat ITTiatCrT PCTSUTIITCT WitlT PasSS— Attt artd— TTTotul

vehicle identification are maintained.

b9 [ All vehicles are required to be parked in designated parking areas. Employees,
vendors and visitors going to or from parking areas are required to pass
through an area under the supervision of security personnel.

f0 | Parking for employees, dockworkers and visitors is at least 15 m away from
docks, wharfs and piers, and outside of fenced operational, cargo handling,
and designated storage areas.

1 | Temporary parking passes are issued to vendors and visitors for parking in
designated areas.

F2 [ All openings that permit access to the port facility (such as drainage ditches,
tunnels, manholes for sewers and utility access, and sidewalk elevators) are
properly secured.

Restricted areas within the facility

3 |Restricted areas of the port facility have been designated in.the port security
plan by the port facility operator.

f4 | All restricted-area access points are appropriately poested.

5 [ All restricted areas have clearly marked perimeters.

F6 | All restricted areas have pass systems and entrances and exits are guarded,
controlled, or closed and secured.

7 | Only those personnel whose duties require access to information or equipment
are allowed within restricted areas:

8 | Security personnel perform routine patrols of restricted areas.

9 [ At Security Level 2, procedures are in place to

— enhance the effectiveness of barriers or fencing surrounding restricted
areas by using(either patrols or automatic intrusion-detection devices,

— reduce the-number of access points to restricted areas and increase the
controls~applied at the remaining accesses; restrict parking adjacent to
berthed.ships,

— incrgase supervision of personnel and cargo movement/storage in the
restricted areas,

£—( “continuously monitor and record surveillance equipment,

*— enhance the number and frequency of patrols, including waterside patrols
undertaken on the boundaries of restricted areas and within those areas,

— establish and restrict access to areas adjacent to restricted areas, and

— enforce restrictions on access by unauthorized craft to the waters
adjacent to ships using the port facility

80 | At Security Level 3, procedures are in place to

— set up additional restricted areas within the port facility in proximity to the
security incident or potential location of the security threat to which
access is denied, and

— prepare for the searching of restricted areas as part of a search of all, or
part, of the port facility

© 1SO 2004 - All rights reserved 9
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Factors

Yes

No Comments

Handling of cargo

81

The port facility has measures in place that
— prevent cargo tampering, and

— prevent cargo that is not meant for carriage from being accepted and
stored within the port facility.

82

Security measures in place include inventory-control procedures at access

poipfe to the port f:\r‘ilih}/‘ Qnce cargo within the port fnr\ilify has been identified

as ri?ving been checked and accepted for loading onto a ship or for temporary
stor@ige in a restricted area while awaiting loading. Cargo that does not have a
confirmed date for loading is clearly identified as such, segregated from cargo
to bg loaded, or is prohibited from the port facility.

83

At Security Level 1

— [Cargo, cargo transport units, and cargo storage areas are routinely
checked within the port facility prior to and during cargo handling
operations.

— |Checks are performed to ensure that cargo entering the port facility
matches the delivery notes or equivalent cargo documentation.

— | Vehicle screenings for explosives and weapons are conducted.

— | When cargo enters the port facility, and upon storage there, checks. afe
conducted of the container seals that are used to prevent tampering,

84

Resjricted areas are designated for the safe inspection of cargo.

85

Cargo stored in open areas within 3 m of a fence or port facility perimeter shall
be gpaced to enable security personnel to see between the perimeter barrier
and|the cargo, to minimize the use of stacked cargo to ‘transit over the
perillneter barrier.

86

Cargl;o stored in warehouse facilities is properly stacked and placed so that
secyrity personnel may observe it. (This will minimize areas where people can
hide].)

87

Cargo information and delivery orders for cargo, cargo transport units, and
confainers are checked for accuracy and verified before acceptance.

88

Accgss to areas where documentation is processed is limited to authorized
pergonnel; ship documents are” safeguarded from theft and documentation
fraug.

89

The|placement of cargo_ en.the port facility is controlled and all cargo can be
readily identified by secufity and management personnel.

90

Drivers entering the‘port facility are issued gate passes to control and identify
those authorized topick up or deliver cargo.

91

Cargo is .only released to drivers who have proper documentation and
authorizatign:

92

Befqre-receiving a_shipment, personnel processing delivery orders verify the

identity of the trucker and trucking company.

93

Cargo is moved directly from railcars or ships to storage facilities and directly
from storage facilities to railcars and ships.

94

The master flow and drain valves, and valves that would permit direct outward
flow of a bulk liquid or gas storage tank contents to the surface, are securely
locked in the closed position when in a non-operating or non-standby status.

95

The starter controls on all bulk liquid and gas transfer pumps are locked in the
“off” position, or located at a site accessible to authorized personnel only.

10
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Factors Yes | No Comments

96 |Loading and unloading connections of pipelines, loading arms, or transfer
hoses are securely capped or blank-flanged when not in actual service or
standby service.

97 | Security personnel are kept aware of locations of high-consequence and
dangerous goods. The following is an indicative list of such goods:

— Class 1, Division 1.1 explosives

— Class 1, Division 1.2 explosives

— Class 1, Division 1.3 Compatibility Group C explosives

— Class 1, Division 1.5 explosives

— Class 2.1, flammable gases in bulk

— Class 2.3, toxic gases (excluding aerosols)

— Class 3, flammable liquids in bulk of packing Groups | and Il
— Class 3 and Class 4.1, desensitized explosives

— Class 4.2, goods of Packing Group | in bulk

— Class 4.3, goods of Packing Group | in bulk

— Class 5.1, oxidizing liquids in bulk of Packing Group |

— Class 5.1, perchlorates, ammonium nitrate, and ammonium’nitrate
fertilisers, in bulk

— Class 6.1, toxic substances of Packing Group |
— Class 6.2, infectious substances of Category A

— Class 7, radioactive material in quantities greater'than 3 000 A1 (special
form) or 3 000 A2, as applicable, in Type B or Type C packages

— Class 8, corrosive substances of Packing Group | in bulk

NOTE 1 For the purposes of this list, “in_butk” means transported in quantities
greater than 3 000 kg or 3 000 litres in portablectanks or bulk containers.

NOTE 2 For purposes of non-proliferation of nuclear material, the Convention on
Physical Protection of Nuclear Material ‘applies to international transport (supported by
IAEA INFCIRC/225[Rev.4]).

NOTE 3 For Class 7, A1 and\ A2 refer to maximum activity levels of radioactive
materials. Specifically, A1 means the maximum activity of special-form radioactive
materials permitted in a Type-A package. A2 means the same for other than special-
form radioactive materials.“Special form means the material consists of materials of a
certain minimum size-(not'likely to be distributed by wind).

Delivery of ship stores, including a ship's spare and replacement parts

98 |Drivers entering the port facility obtain gate passes to control and identify
those authorized to deliver ship’s stores.

99 |Procedures are in place to visually, physically, or electronically/chemically
inspect ship's stores.

1|00 Procedures are in place to prevent tampering with ship’s stores.

101 | Restricted areas are designated to perform inspections of ship's stores.

102 | Escorts are provided for delivery vehicles within the port facility where the
PFSP requires it.

103 [ Ship's stores are scheduled in advance of delivery and coordinated between
the port facility and the ship.

104 [ Measures are in place to confirm that stores presented for delivery are
accompanied by evidence that they have been ordered by, or are expected by,
ship personnel.
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Factors

Yes

No Comments

Handling of unaccompanied baggage

105

Security measures are in place which ensure that unaccompanied baggage
(i.e. any baggage, including personal effects that are not with the passenger or
member of ship's personnel at the point of inspection or search) is identified
and subjected to appropriate screening for weapons and explosives before
being allowed access to the port facility. Unaccompanied baggage shall be
screened before it is transferred between the port facility and the ship, at any
time that such baggage is left uncontrolled before being loaded onto a ship.

106

At security Levels 2 and 3, additional security measures are in place, including
100/% screening of all unaccompanied baggage for weapons and explosives.

107

Unapcompanied baggage or personal effects are segregated from cargo in a
secyred area.

108

Progedures are in place to restrict, suspend, or refuse to handle
una¢companied baggage.

Mon

itoring the security of the facility

109

lllunination of the port facility is adequate to allow for the ready detection of
unatyithorized personnel and is free of shadowed areas in which an
unayithorized person would not be detected. lllumination meets recognized
industry or government standards (explain which standards).

110

The| perimeter of the port facility is illuminated, and continuous or standby
lighting with automatic activation is acceptable.

111

The|perimeters of all restricted areas are illuminated. (Continuous orstandby
lighting with automatic activation is acceptable.)

112

All dpen access points are illuminated.

113

All gedestrian entrances are illuminated. (Continuous lighting is required for all
open pedestrian entrances. Pedestrian access points(that are closed shall
hav¢ standby or continuous lighting.)

114

All docks, piers, wharfs and other working areas are illuminated in a manner
that[does not interfere with navigation. (Continuous lighting is required when
there is any activity in these areas. However, 'during times of inactivity, standby
lighting is acceptable.)

115

All Water approaches to dock, piefver wharfs are illuminated. (Continuous
lighting is required when there is-any activity in these areas. However, during
times of inactivity, standby lighting/is acceptable.)

116

All parking lots on the part,facility are evenly illuminated in a manner that
preVents shadows and areas of poor illumination between vehicles.

117

Protective perimeterlighting is arranged so that security force patrol personnel
remain in comparative darkness.

118

The| port facility/has an emergency backup power source for its protective
lighting system.

119

Lighting.is' provided from sunset to sunrise and during periods of low visibility.

120

The port facility uses an intrusion detection system (IDS).

121

The controls for all intrusion detection/surveillance systems are secured with
key locks or screws and equipped with tamper-proof switches.

122

There are alternative or independent power sources available for use on the
system in the event of power failure.

123

The IDS is inspected and/or tested at least monthly.

124

The port facility security force has a reliable direct communication system
between its designated security contact person and each security unit or post.

125

There is an alternative means of security communication available.

12
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Factors Yes | No Comments

126 | The designated security contact is in a physically secure location.

127 [ The communication system is capable of rapidly transmitting instructions to all
security forces and confirmation of reception is provided.

128 | All communications equipment is properly maintained.

Name or location of the port facility being reviewed:

Name(s) of person(s) conducting the performance review:

lw]

ate(s) of the review:

5.1 Identification of assets and infrastructure

In| addition to the security performance review list, the <following information shall be documgnted and
considered during the assessment.

—t Those critical assets within or adjacent to the port'facility that, if damaged, could threaten the ogeration of
the port facility.

—t Those assets adjacent to the port facility that, if damaged, could cause harm to the port facility or could
be used to cause harm to the port fagcility.

—t National or prominent symbols*within, or adjacent to, the port facility that, if attacked, could jaffect the
operations of the port facility:

—1 Areas that can be used for illicit observation of the port facility.

—t Areas adjacent tothe port facility that could be used for diverting attention from security of the port facility.

503.2 Consulfations
Cpntact withJocal law enforcement and other appropriate government officials shall be made concerning

—t ~current and potential threats to the port facility,

— any aspects of the port facility, including the ship traffic using the facility, that make it likely to be the
target of an attack,

— consequences of loss of life, damage to property, economic disruption, including disruption to transport
systems, of a port facility attack,

— the capabilities and intentions of those likely to mount such an attack, and
— the types of possible attacks on the port facility.

The information received shall be documented and considered.
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5.4 Threat scenarios and security incidents

The methodology used to conduct a security assessment shall, as a minimum, identify the threat scenarios
and security incidents listed in Table 1.

Table 1 — Application examples for threat scenarios and incidents

Threat
scenarios

Threat incidents

Application example

take contiol of a

Intrude a10/0r
target within the

INtrude and/or _take control of a target
within the port facility and damage or
destroy the target with explosives

mntruaer plants explosives

the port facility

moving explosives adjacent to the target
from the waterside, the shoreside or
subsurface

ort facilif

P 4 Intrude and/or take control of a target|Intruder takes control of a ship and runs itCaground ¢r
within the port facility and damage or|intentionally collides with something.Vor intruder
destroy the target through malicious |intentionally opens valves to release dangeroys
operations/acts substances, etc.
Intrude and/or take control of a target|Intruder opens valves/vents to release toxic materials ¢r
within the port facility and create a|releases toxic material brought' along, or overridgs
hazardous or pollution incident without|interlocks leading to damage/destruction.
destroying the target
Intrude and/or take control of a target|Goal of the intruder is to kill people.
within  the port facility and take
hostages/kill people

Externally attack | Externally attack the port facility by |Car/truck bemb‘is used to damage/destroy the port facility.

Externally attack the port facility by
ramming a stationary target with a ship or
a land-based vehicle

-~

Intentional collision meant to damage/destroy/blog
operations of the port facility. (NOTE: Evaluate overgll
consequences from the collision, but only evaluate the
vulnerabilities of the target and not the vulnerabilities ¢f
the ship/vehicle used to ram the target)

Externally attack the port( facility by
launching or shooting weapons from a
distance

Shooting at a target using a rifle, missile, etc.

Use the pprt

Use the port facility”"as a means of

Moving people into or out of the country, concealed in

facility as|a smuggling illegal~we&apons or explosives | ship, containers or otherwise hidden on/in a ship/train
means of into or out of the'eountry
li -
smuggiing Use the ‘port facility as a means of
smuggling people into/out of the country
Cyber Cyber~tampering by locally or remotely | Hacking into a port facility's cargo documentation files for
tampering gaining access to facility's or ship's|the purpose of determining which containers have
computer systems for the purpose of|dangerous goods or weapons contained within them.
disrupting operations or facilitating illegal 0
activities r
Hacking into the compuler system that is used to route
cargo flow at a refinery for the purpose of intentionally
overfilling storage tanks.
14 © 1SO 2004 — All rights reserved
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Threat Threat incidents Application example
scenarios
Cargo Cargo tampering/sabotage to create a|Adding reactive chemicals to products being shipped.
tampering/sab- | harmful situation. Rigging the cargo to discharge while in transit. Weakening
otage the cargo restraints or containers so that they fail while
being moved.
Or
Changing the origin of a cargo to avoid/reduce the
probability of government inspections in order to smuggle
devices intended to cause destruction.
Or
Changing the classification of cargo that“Causeg harm or
damage.
Unauthorized Unauthorized operations on a waterfront | Unauthorized personnel arranging to offload cprgo at a
use facility or ship other than those intended | waterfront facility from a ship without the knowlefige of the
by management waterfront facility management.
Qthers added by the contracting government, port facility management, or the _sec€urity professional condycting the
assessment
NOTE  The “targets” include the marine port facility, ships at the port facility, and ships in the approach chanpels.

5
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5 Classification of consequences

N evaluation of consequences shall consider potentialMoss of life and economic loss. The ¢
vernment may also specify that facilities of symbolic ¥alue and/or the threat to government instal
ken into account when evaluating the consequence of a security incident. The consequenceg
curity incident evaluated at a marine port facilityishall be classified as high, medium, or low. If a
stem is used in the assessment process, the\numerical results shall be converted into a qualitativ
ptionales for the classifications of consequences for each security incident shall be documented.

6 Classification of likelihood of-security incidents

he status of physical and operational security measures at the port facility shall be taken into g
hssifying potential securityincidents. Physical security measures include objects that impede
authorized access to a target. Operational security measures include people and procedures that
tect unauthorized access-to a target.

ne likelihood of eachsecurity incident occurring at a particular marine port facility shall be evaluate
edium and low. JLow likelihood should be used in cases where the security measures in p
bstantial resistance to the security incident occurring. Medium likelihood should be used when th
easures in-place offer moderate resistance to the security incident occurring. High likelihood shoul
nen the-security measures in place offer little resistance to the security incident occurring. If a
stem \iS used in the assessment process, the numerical results shall be converted into this

stem. The rationale for the classification of likelihood assigned to each security incident

bntracting
ations be
5 of each
numerical
e system.

ccount in
or detect
mpede or

d as high,
ace offer
e security
H be used
numerical
ualitative
shall be

d ol
(G iapiviplivien

5.

7 Security incident scoring

The following security incident scoring chart shall be used to determine when countermeasures shall be
considered for specific security incidents.

©
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Consequences
High Medium Low
o High Countermeasures Countermeasures
Likelihood
Medium Countermeasures
Low

Identification of countermeasures is required for security incidents that score high in both likelihood and

consequ€
incidents
person ag

5.8 Countermeasures

5.8.1 General

Using the
for effect

incident mo longer requires that countermeasures be considered. The countérmeasure achieving this

considere

5.8.2 C¢

If the co
counterm
counterm
counterm
of the fin
been maq

The IMO

cargo-tramsport units [in Conference Resolution 9 attached to the SOLAS ISPS and entitled, “Enhancement

Security
requested
incorpora

6 Port Facility Security Plan

6.1 General

A maring Port-Facility Security Plan (PFSP) shall be developed to ensure the application of measur
designed |to.protect the personnel, marine port facility, ships at berth, cargo, cargo transport units, and shig

nces, as well as for those scoring at medium likelihood and high consequences. Other secur

methods specified in this Publicly Available Specification, each countermeasure shall be assess¢
veness in lowering the likelihood or consequences (or a combinatien-of them) until the secur

d to be effective, and shall be listed in the PFSP.

buntermeasure exceptions

ntents of a sealed container or cargo transport unit“are judged to present a risk requiri
basures according to the methodology used, the.matine port facility is not required to establi
pasures, unless the Customs Administration “vof the contracting government prescrib
basures. If no such measures are specified, thesport facility shall notify their Customs Administrati
lings of their security assessment in regard_to sealed containers. A statement that notification h
e shall be included in the Port Facility Security Assessment Report.

recognized the role of Customs Administrations in controlling the international movement of clos¢
n Co-operation with the World ‘Customs Organization (Closed Cargo Transport Units)’] and h

measures to be developed.:ifithe contracting government develops such measures, they shall
ed into the port facility countermeasures list and security plan.

need not include countermeasures, unless they are considered advisable by the evaluator.\The
sessing the security shall list each security incident required to be considered for countermeasuresd.

ty

bd

ty
is

g
5h
bsS
DN
5

pd
of
aS
he

ES

stores/sp

6.2 Pri

are_parts within the port facility from the risks of a security incident.

oritization of countermeasures

The countermeasures identified in 5.8 shall be implemented, in priority order, to achieve maximum benefit as
judged by the port facility operator, unless the contracting government sets other priorities. Countermeasures
selected for implementation shall be incorporated into the Port Facility Security Plan in the appropriate section.

16
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6.3 Port Facility Security Plan contents

6.3.1 General

The following items shall be incorporated into the PFSP.
6.3.2 Table of contents

A table of contents shall be provided, that at a minimum identifies all the items listed in this subclause that are

ProTioTes

6.3.3 Items in facility plot plan

The facility perimeters or areas covered by this security plan are as follows:
—t all gates and access points (functional or otherwise);

—1 restricted areas on the port facility;

—t ship berths;

—t emergency equipment and emergency shutdown controls;

—t parking areas;

—t security checkpoints;

—t building/structures within the facility;

—t traffic flow, including emergency vehicle lanes;

—t storage areas for dangerous materials (unless cargo is intermixed with non-dangerous materials, which
should be noted);

—t critical port facility assets.

6.3.4 Security administration and organization of the port facility

Aldescription of the-security organizational structure, including an explanation of duties and respongibilities of
each person in thesecurity organizational structure shall be provided.

Alminimal breakdown of security duties should extend to the following levels:

— management;

Borbfacilibv cacrity, oF r (DM
POTTTaCHty - STCTUTty UmcCT (T OO );

— security personnel;

— personnel handling documentation related to cargo or ships’ stores;
— any contractor with security duties.

6.3.5 Port Facility Security Officer

Provide the name of the Port Facility Security Officer (PFSO) and how the officer can be contacted at any time.
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6.3.6 Changes in security levels

Define procedures for accomplishing the following.

— Ensuring that the facility operates in compliance with the required security level in effect for the port.

inbound when there has been an increase in the security level.

6.3.7 Pr

Define mgasures for interfacing with ships at all security levels.

6.3.8 Declaration of Security (DoS)

Define prpcedures for requesting a DoS and for handling DoS requests from a ship-

6.3.9 Additional requirements for port facility receiving passenger ship‘at'Security Level 1

Define pr
Security
the ship i

6.3.10 Cq

Define th¢ means by which the PFSO can effectively notify facility personnel of changes in security conditior]s.

The systd
ships inte

At each a
centre by
communi

6.3.11 Security systems and equipment maintenance

Define pr

— secu
main

— secu
ident|

ocedures for interfacing with ships

pcedures taken prior to the arrival of a ship at the facility, inwhich the PFSO, master, and SH
Dfficer (SSO) (or their designated representatives) coordinate security needs and procedures wh
5 at the facility.

bmmunications

m shall allow effective and continuous communications among the port facility security personn
rfacing with the facility, the PFSO, and nationhal and local authorities with security responsibilities.
ctive facility access point, a means.-of\contacting police, security control, or an emergency operatio

telephone, cellular phone or portable radios (or equivalent means) shall be provided. Facil
Cations systems shall have backups for internal and external communications.

bcedures to ensurethat the following requirements are met:

ity systems and”/equipment shall be in good working order and inspected, tested, calibrated a
fained according to manufacturers' recommendations;

ity system deficiencies shall be corrected promptly and the results recorded. Procedures f
fying.and responding to security system and equipment failures or malfunctions shall be included.

Ensuring that all additional security requirements are being met, including notifying ships at berths and

At Security Levels 2 and 3, ensuring that the PFSO informs all port facility personnel about identified
threats, emphasizing reporting procedures and the need for increased vigilance.

ip
le

NS
ty

nd

6.3.12 Security measures for access control, including designated public access areas

6.3.12.1

Define se

Introduction

curity measures to

— deter the unauthorized introduction of dangerous substances and devices, including any device intended

to da

mage or destroy persons, ships, facilities or ports,

— secure dangerous substances and devices that are authorized by the appropriate authority to be on the
facility,

18
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— control access to the facility,
— identify authorized and unauthorized persons at any security level,

— allow temporary or continuing access for facility personnel and visitors, including seafarers' chaplains and
union representatives, through the use of a badge or other system to verify their identities,

— allow certain long-term, frequent vendor representatives to be issued non-temporary passes that meet the
requirements specified for employee passes,

—t establish the frequency of application of any access controls,
— screen persons, baggage (including carry-on items), personal effects, and vehicles, including delivery
vehicles, for dangerous substances and devices at the rate specified in the approved/RPFSP for Security
Level 1,

—t deter unauthorized access to the facility and to designated restricted areas within"the facility,

—t screen by hand, or with devices such as X-rays, all unaccompanied baggage prior to loading onfo a ship,

— secure unaccompanied baggage in a designated restricted area, after screening, and maintain security
control during transfers between the facility and a ship,

—t require the checking of identification of any person seeking, to’enter the facility, including ship passengers
and crew, facility employees, vendors, personnel duly autherized by the cognizant authority, and visitors,

—t deny or revoke a person's authorization to be onrthe facility if a person is unable or unwilling to be
identified or account for his or her presence. sT'his procedure shall include methods of reporting this
situation.

6.3.12.2 Additional security measures for,access control, including designated public accesf areas
The PFSC shall define or establish procedures to address the following.

—t Ensure that a system is established for checking the identification of facility personnel or other persons
seeking access to the facility that identifies access points that shall be secured or attended in order to
deter unauthorized access:

—t+ Establish the means’ of identification required to allow access to the facility and for indiviguals and
vehicles to remainon the facility without requiring challenges.

—t Identify theqdocations where screenings of people, personal effects, and vehicles are to be condycted. The
designated screening areas should be covered to provide for continuous operations, regqrdless of
weather’conditions.

—t Cldentify locations within which restrictions or prohibitions that prevent unauthorized access are gpplied for
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— Identify the types of restrictions or prohibitions to be applied and the means of enforcing them.
— Specify regular updating of the security plan.
— Define disciplinary measures to discourage violations of the security plan.

— Specify the conspicuous posting of signs that describe security measures in effect and clearly state the
following:

— entering the facility is deemed as consent to screening or inspection;
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— failure to submit to screening or inspection will result in denial or revocation of authorization to enter
the ship.

— Designate restricted areas and provide appropriate access controls for these areas.

6.3.13 Security measures for access control, including designated public access areas at Security
Level 2

Define additional security measures to be taken at Security Level 2.

6.3.14 SJecurity measures for access control, including designated public access areas at Security
Level 3

Define additional security measures to be taken at Security Level 3.

6.3.15 Security measures for restricted areas

The secufity plan shall define the restricted areas at the port facility. As a minimum, the restricted areas shall

include the following:
— shorg areas immediately adjacent to each ship moored at the facility;
— areas containing sensitive security information, including cargo documentation;

— areas containing security and surveillance equipment and systems and their controls as well as lighting
systgm controls;

— areag containing critical facility infrastructure, including
— \vater supplies,
— felecommunications, and
— electrical systems;
— access points for ventilation and(air~conditioning systems;
— manufacturing or processing areas and control rooms;
— locat|ons in the facility.to’which access by vehicles and personnel is restricted;
— areas designatedfor loading, unloading, or storage of cargo and stores;

— areas containing cargo consisting of dangerous goods.

6.3.16 Aceéss-torestricted-areas

The security plan shall specify or define procedures to

— determine which persons other than facility personnel are authorized to have access,
— determine the conditions under which that access may take place,

— define the extent of any restricted areas,

— define the times when access restrictions apply,
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control the entry, parking, loading, and unloading of vehicles,
control the movement and storage of cargo and ship’s stores,
control unaccompanied baggage or personal effects,

deter cargo tampering,

prevent cargo that is not meant for carriage from being accepted and stored at the facility,

6.

3.17. Security measures for handling cargo at Security Level 2

identify cargo that is approved for loading onto ships interfacing with the facility,
identify cargo that is accepted for temporary storage in a restricted area while awaiting lgading o
restrict the entry of cargo that does not have an appropriate, confirmed date for loading,
ensure that cargo is released to the carrier specified in the cargo documentation,

coordinate security measures with the shipper or other responsible“party in accordance
established agreement and procedures,

create, update and maintain a continuous inventory, including)‘locations of all dangerous
hazardous substances, from receipt to delivery within the facility,

check cargo entering the facility for dangerous substances and devices at the rate specifi
approved PFSP; means for checking cargo include

— visual examination,
— physical examination, and
— detection devices, such as scanners or canines,

ensure routine checks of cargo, _¢argo transport units and cargo storage areas within the faci
and during cargo handling operations in order to deter tampering,

ensure that cargo, containers, or other cargo transport units entering the facility match the deliy
or equivalent cargo documentation,

screen vehicles‘and personnel at the rate specified in the approved PFSP,

when vehicles or persons enter the facility, and upon storage within the facility, check all seals
methodsyused to prevent tampering with cargo.
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6.3.17.1 General

Define additional security measures to be taken at Security Level 2.

6.3.17.2 Security measures for handling cargo at Security Level 3

Define additional security measures to be taken at Security Level 3.
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6.3.18 Security measures for delivery of ship's stores/spare parts and bunkers

6.3.18.1

Introduction

Define the security procedures relating to the delivery of ship’s stores/spare parts as follows

— check ship’s stores for package integrity;

— prevent ship’s stores from being accepted without inspection;

— deter
—  screeg

—  requi
drive

—  screg
— esco
6.3.18.2
Define ad
6.3.18.3

Define ad

6.3.19 Security measures for monitoring

6.3.19.1
For the f4
monitorin
detection
— restri
— ships
6.3.19.2

Define ad|

tampering;
n ship’s stores at the frequency specified in the approved PFSP;

re advance notification of ship’s stores or bunkers delivery, including a list of stores,.delivery vehiq
r information, and vehicle registration information;

n delivery vehicles at the frequencies specified in the approved PFSP;

t delivery vehicles within the facility at the rate specified by the approved-PFSP.

Security measures for delivery of ship’s stores/spare parts and’bunkers at Security Level 2

ditional security measures to be taken at Security Level 2.

Security measures for delivery of ship’s stores/spare parts and bunkers at Security Level 3

ditional security measures to be taken at Security Level 3.

General

cility and its approaches on land, and water, define the security measures that provide continuo
j through a combination of lighting, security guards, waterborne patrols, and automatic intrusio
devices, or surveillance equipment, including the following:

cted areas within the-faeility;

at the facility and areas surrounding the ships.

Security measures for monitoring at Security Level 2

ditiahal security measures to be taken at Security Level 2.

le

6.3.19.3

Define ad

Security measures for monitoring at Security Level 3

ditional security measures to be taken at Security Level 3.

6.3.20 Security incident procedures

Define the procedures which ensure that the PFSO and facility security personnel are able to

— respond to security threats or breaches of security and maintain critical facility and ship-to-facility
interface operations,
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