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Foreword

ISO (the

International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
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aborates closely with the International Electrotechnical Commission (IEC) on all matters of
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19451 consists of the following parts, under the general title Application of ISO 26262:2011;
semiconductors:

¢ 1: Application of concepts
¢ 2: Application of hardware qualification
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Introduction

This document is an informative guideline which provides users of the ISO 26262 series of standards
recommendations and best practices which can be utilized when applying ISO 26262 to semiconductor
components and parts. This document was created by a group of industry experts including
semiconductor developers, system developers, and vehicle manufacturers in order to clarify concerns
seen after the initial release of the ISO 26262 series of standards and when possible to align on common
interpretations of the standard.

This document serves to augment the existing normative and informative guidance in the {SQ) 26262
geries of standards. The approach is similar to that taken in writing ISO 26262-10:2012; Annex A,
11SO 26262 and microcontrollers,” with extension to additional types of semiconductér techhologies
and relevant topics.

© 1S0 2016 - All rights reserved vii
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Application of ISO 26262:2011-2012 to semiconductors —

Part 1:
Application of concepts

Scope

his document is applicable to developers who are evaluating the use of semiconductor.components or
arts in hardware components, systems, or items developed according to [SO 26262.

Normative references

he following documents, in whole or in part, are normatively referenced in this document pand are
indispensable for its application. For dated references, only the edition cited applies. For findated
eferences, the latest edition of the referenced document (including@ny amendments) applies.

SO 26262-1, Road vehicles — Functional safety — Part 1: Vocagbuldry
SO 26262-2:2011, Road vehicles — Functional safety — Pdpt'2: Management of functional safety

SO 26262-9:2011, Road vehicles — Functional safety‘=<-Part 9: Automotive Safety Integrity Level (ASIL)-
riented and safety-oriented analyses

Terms and definitions

or the purposes of this document, the tétms and definitions given in ISO 26262-1 and the following apply.

N

ase failure rate
FR

ailure rate of a hardware(element in a given application use case used as an input to functiongl safety
nalysis according to 1SO_26262-5:2011, 8.4.3

2
uest machine
irtual instapce.of a processing element (3.7)

3
ost nmrachine
rogessing element (3.7) which implements a hypervisor (3.4) and one or more guest machines (3.2)

34
hypervisor
software or hardware that instantiates and manages one or more virtual design elements

Note 1 to entry: A hypervisor is sometimes referred to as a virtual machine monitor.

3.5

microkernel

u-kernel

software which provides the minimal mechanisms needed to implement an operating system

© IS0 2016 - All rights reserved 1
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3.6
multi-core
MC

hardware element which includes two or more hardware processing elements

3.7

processing element

PE

element providing a set of functions for data processing, normally consisting of a register set, an
executi"n unit, and o contral it

EXAMPIE
elements.

3.8

Tt C oI oI

A hardware component consisting of four cores can be described as having four processing

programmable logic device

PLD

device which provides user programmable logic and signal routing functions which.generate application

specific|log

39

ic functions

virtualjzation

creation of a virtual (rather than physical) version of an element, including but not limited to a compute
hardwajre platform, operating system (0S), storage device, or computernetwork resource

4 Symbols and abbreviated terms

ADC
ASET
BIST
CPU
DAC
DFA
DFI
DMA
DMOS
DSP

EMC

Analogue to Digital Converter

Analogue Single Event Transient

Built-In Self-Test

Central Processing Unit

Digital to Analogue Converter

Dependent Failure Analysis

Dependent FailureInitiator

Direct Memory Access

Double'Diffused Metal Oxide Semiconductor (HV MOS)
Digital Signal Processor

Electromagnetic Compatibility

=

EMI
ESD
EVR
FET
FFI
FIT

Electromagnetic Interference
Electrostatic Discharge
Embedded Voltage Regulator
Field Effect Transistor
Freedom from Interference

Failures in Time

© ISO 2016 - All rights reserved
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FMEA Failure Modes and Effects Analysis
FPGA Field Programmable Gate Array
FTA Fault Tree Analysis

GPU Graphics Processing Unit
HV High Voltage

HW Hardware

HS High Side

ISA Instruction Set Architecture
LDO Low Drop Output Regulator
LS Low Side

LSB Least Significant Bit

MMU Memory Management Unit
MPU Memory Protection Unit

DP AMP  Operational Amplifier

DS Operating System

DV Over Voltage

PAL Programmable Array Logic
PLD Programmable Logic Device
IPLL Phase Locked Loop

RF Radio Frequency:

$EB Single Event Burnout

$EE SinglecEvent Effect

$EGR Simgle Event Gate Rupture
$EL Single Event Latch-up

$ET Single Event Transient

SEU Single Event Upset

SMPS Switched Mode Power Supply
SoC System on Chip

SwW Software

uv Under Voltage
VMM Virtual Machine Monitor
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5 Analogue/mixed signal components and ISO 26262

5.1 About analogue and mixed signal components

As described in ISO 26262-10:2012, Annex A, an integrated component is structured in parts and sub-
parts. If the signals that are handled in an element (component, part or sub-part) are not limited to
digital states this element is seen as analogue element. This is the case for all measurement interfaces
to the physical world, including sensors, actuator outputs, and power supplies.

For anafogue components, all elements are analogue and no digital element 15 included. Mixed sl

components consist of at least one analogue element and one digital element. Since analogue and di

elements require different methodologies and tooling for design, layout, verification and testing, i
is recomhmended to clearly partition the analogue and digital blocks. The partitioning can result in
variety |of configurations ranging from analogue dominated components with digital sg&gﬁrt block
(e.g. digiitally configurable voltage regulators or auto zeroing amplifiers) to microcontro with a fey
mixed sfignal peripherals (e.g. analogue to digital converters and phase locked loops). ,\O_)

\V"“(-r

A hierarchy of a typical mixed signal component including exemplary parts and@@-parts is shown in
Figure 1. \Q

Component (a
éﬁpllfler

Component (mixed signal)
e.g. driver

Part (digital)
e.g. state machine

Part (mixed) ,
e.g

]

-parts

() (digital)

») o
S
« igure 1 — Generic hierarchy of analogue and mixed signal components

o)

It can be helpful to choose the partitioning of a mixed signal component in a way that simplifies the
safety analysis. For an easy definition of fault models and failure modes, the analogue part boundaries
can be defined by their function. Additionally, all elements that have freedom of interference or
independence requirements (e.g. redundant paths or functions and corresponding diagnostic functions)
are separated by part or sub-part boundaries. There are several additional criteria to further divide a
mixed signal element (component or part) into sub elements (part or sub-part):

— Signal flow;

EXAMPLE1  Mixed signal control loops can consist of feedback ADC, digital regulator and output driver.

— Connectivity;

4 © IS0 2016 - All rights reserved
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EXAMPLE 2  Reference and bias circuits can serve multiple analogue blocks and oscillators can serve multiple
digital or mixed signal blocks.

— Different technologies;
EXAMPLE 3  HV switch is a DMOS transistor while the gate driver can use conventional MOS devices.

NOTE One benefit for a separation of these parts is that they can have failure rates with different orders of
magnitude or different fault models.

Different sunplv domains:
38 i 7

EXAMPLE 4 Feedback DAC can be supplied with different supplies than the other mixed. signal block
utput driver.

1 Other criteria for partitioning.
EXAMPLES5  High versus low frequency sub-parts.

The level of detail of the analysis and partitioning is determined by the releyant safety requirements,
gafety mechanisms and the need to show independence of safety mechatisms. A higher grapularity
dloes not necessarily result in a significant benefit for the safety analysis:

5.2 Analogue and mixed signal components and failure modes

5.2.1 About failure modes

The failure modes affecting a HW element depend. on its function. The failure mode distribution
depends on the HW element implementation.

INOTE The implementation includes both the agtual circuit and the technology process used.

The classification of a failure mode dependson the functional and safety requirements of the| system
integrating the element. Based on thedntegration, a specific failure mode can or cannot ldad to a
iolation of a safety requirement. Table 1 identifies possible failure modes that can be of concernn for an
nalogue and mixed signal part otr:sub-part. The table can be used to extend the list of failur¢ modes
eported in ISO 26262-5:2011, Annkex D.

he failure modes identified:in Table 1, as well as the mentioned parts and sub-parts, are a[general
eference and can be adjusted on a case by case basis. The actual failure mode list used in a|specific
roject can be adjusted (adding or removing failure modes) based on the specific implemé¢ntation
etails or on the leveljof granularity deemed necessary for the analysis.

t is noted thattherelevance of the failure modes, including but not limited to the ones listed in Table 1
re dependenton the context of the function to be analysed.

XAMPLEY The obvious failure modes of a voltage regulator are over-voltage and under-voltage. These
ailure-niodes can be detected by an over voltage and under voltage (OV/UV) monitor as described in 5.4{.2.

ésides the obvious failure modes reported in the above example, it is important to identify all relevant
failure modes in order to perform a complete and thorough analysis.

EXAMPLE 2 If a voltage regulator used as a sensor supply or as an ADC reference supply, then the failure
modes affecting the stability and the accuracy of the output voltage, even within the OV/UV thresholds, can be
critical. Output voltage with insufficient accuracy and output voltage oscillation within the OV/UV thresholds
can be mitigated by using appropriate measures. An independent ADC (internal or external) can be used to
periodically measure the regulator output voltage with the required accuracy to detect those failure modes.

EXAMPLE 3  Ifavoltage regulator is used as a supply for a radio frequency (RF) module which has tight supply
voltage ripple requirements, the prevention of fluctuation on the regulated output voltage caused by input
voltage variations (i.e. the PSRR, power supply rejection ratio) is an important feature. Failure modes like output
voltage oscillation within the OV/UV (i.e. ripple) limits and spikes affecting the regulated voltage can be relevant.
Alow pass filter as described in 5.4.8 can be used to mitigate these failures.

© IS0 2016 - All rights reserved 5
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EXAMPLE 4 If a voltage regulator is used as an MCU core supply is sensitive to output voltage drops during
start-up (power-up) due to in-rush current exceeding regulator load current and/or current limit, a too fast start-
up time can be critical. A proper regulator soft-start function can be used to mitigate such failure.

If failure modes are classified as not safety related, an argument is provided in the safety analysis to
support the classification.

6 © IS0 2016 - All rights reserved


https://standardsiso.com/api/?name=4411b93a5f30bd145b57b203f927903c

ISO/PAS 19451-1:2016(E)

Table 1 — Possible failure modes of analogue and mixed signal parts and sub-parts

Part/sub-part

| Short description

| Failure modes

Regulators and Power stages

Voltage regulators (linear,
SMPS, etc.)

HW part/sub-part that main-
tains the voltage of a power
source within a prescribed
range that can be tolerated by
elements using that voltage.

age - 0V)

old of the prescribed range (i.e. un

Output voltage higher than a high thresh-
old of the prescribed range (i.e. over volt-

Output voltage lower than a low thresh-

der

voltage - UV)
Output voltage affected by spikesb

Incorrect start-up time (i.e. outside
expected range)

ing driftc

Output voltage-oscillationa within t
scribed range

Output vpltage affected by a fast os
na gutside the prescribed range but
average value within the prescribeq

Quiescent current (i.e. current draw
by the regulator in order to control
internal circuitry for proper operat
exceeding the maximum value

the

Output voltage accuracy too low, imclud-

he pre-

rillatio-

with
range

'n

its

on)

Charge pump, regulator boost

HW part/sub-part that con-
verts, and optionally'regulates,
voltages using switching tech-
nology and capacitive-energy
storage elements, and maintains
a constantioutput voltage with a
varying voltage input.

old of the prescribed range (i.e. ove
age - 0V)

Output voltage lower than a low th
old of the prescribed range (i.e. un|
voltage - UV)

Output voltage affected by spikesb

Incorrect start-up time (i.e. outside
expected range)

Quiescent current (i.e. current draw
by the regulator in order to control
internal circuitry for proper operat
exceeding the maximum value

Output voltage higher than a high tlresh-

" volt-
resh-
der
the
'm

its
on)

High-side/Lowsside (HS/LS)
driver

HW part/sub-part that applies
voltage to a load in a single
direction: high side driver to
connect the load to high rail,
low side driver to connect the
load to low rail.

HS/LS driver is stuck in ON or OFF s

HS/LS driver is floating (i.e. open ci
tri-stated)

turned on

tate

rcuit,

HS/LS driver resistance too high when

HS/LS driver resistance too low wh
turned off

slow

slow

en

HS/LS driver turn-on time too fast or too

HS/LS driver turn-off time too fast or too

© ISO 2016 - All rights reserved
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Table 1 (continued)

Part/sub-part

Short description

Failure modes

Half-bridge driver or
full-bridge (H-bridge) driver

HW part/sub-part that can
apply voltage across a load in
either direction.

A half-bridge driver is built with
two drivers (one HS and one LS
driver).

HS/LS driver is stuck in ON or OFF state

HS/LS driver is floating (i.e. open circuit,
tri-stated)

HS/LS driver ON resistance too high when
turned on

An H-bridge (or full-bridge)
driver is built with four drivers
(two HS and two LS drivers)

A8 YalVA S a0 | - Fat sl al g = 1 1
llJ/ LO UIlIVCT UI'T" TTSISUAIILT TUU TUVY VWIITII
turned off HS/LS driver turn-on time tqo
fast or too slow

HS/LS driver turn-off time too fast or'too
slow

‘Dead time’ is too short (i.e. when turning
off high-side driver and turning on low-
side driver, or when turning off low-side
driver and turning en.trigh-side driver)

‘Dead time’ is tog\leng

High-side/Low-side pre-driver

HW part/sub-part driving a
gate of an external FET that is
used as a HS or LS driver.

HS/LS pre-dtiver is stuck in ON or OFF
states

HS/LS pre-driver output voltage/current
toothigh or too low

HS/LS pre-driver is floating (i.e. open cir-
cuit, tri-stated)

HS/LS pre-driver slew rate too slow or
too fast

Analog

ue to digital and digital to analogue convertersd

N bits a
verters

halogue to digital con-
(N-bit ADC)d

HW part/sub-part converting
a continuous-time’and con-
tinuous-amplitude analogue
signal (i.,e: avoltage value) to a
discrete-titme and discrete-am-
plitude digital signal coded on
“Nhits.”

One or more outputs are stuck (i.e. high or
low)

One or more outputs are floating (i.e. open
circuit)

Accuracy error (i.e. Error exceeds the LSBs)

Offset error not including stuck or floating
conditions on the outputs, low resolution

No monotonic conversion characteristic
(i.e. given two input analogue voltage
V1 > V2, the correspondent digital values
are D1 <D2)

Full-scale error not including stuck or
floating conditions on the outputs, low
resolution

Linearity error with monotonic conversion

curve not including stuck or floating condi-
tions on the outputs, low resolution

Incorrect settling time (i.e. outside the
expected range)
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Part/sub-part

Short description

Failure modes

N bits digital to analogue con-
verters (DAC)d

HW part/sub-part converting
digital data coded on “N bits”
into an analogue signal (voltage
or current).

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)

Offset error (not including stuck or
conditions on the outputs, low resol

floating
ution)

Linearity error with monotonic conversion

des A b 1 £1 o
CuUul vt 11Ul uu,lul,uus SLULKN Ul T1UdLUIT]

tions on the outputs, low resolution

Full-scale gain-error not includin
or floating conditions onnthé outp
resolution

No monotonic conyvexrsion curve

Incorrect settling.time (i.e. outsidg
pected range)

Oscillation@of the output signal includ

condi-

g stuck

lits, low

the ex-

ng driftc

Oscillators and clock generators

Oscillator

HW part/sub-part generating
a periodic, oscillating signal. It
can be used as clock in a digital
circuit.

Output is stuck (i.e. high or loj
Output is floating (i.e. open cirg

Incorrect output signal swing (i.e.
the expected range)

Incorrect frequency of the output

(i.e. outside the expected range, in

harmonics when applicable, for in
EMC emissions)

Incorrect duty cycle of the output
(i.e. outside the expected rang

Driftc of the output frequenc
Jitter too high in the output sig]

V)
uit)

butside

signal
tluding
stance

signal

e)
y
nal

Phase locked loop (PLL)

HW part/sub-part controlling
an oscillator in order to gener-
ate a square wave signal that
maintains a constant phase
angle (i.e.lock) on the frequen-
cy of an input, or reference
signal. It can be used as clock in
a digital circuit.

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)

Incorrect frequency of the output si
(i.e. outside the expected range, inc
ing harmonics when applicable, e.g.
emissions)

Incorrect duty cycle of the output si
(i.e. outside the expected range)

Driftc of the output frequency

gnal
ud-
EMC

gnal

Jitter too high in the output signal

Loss of lock condition (i.e. phase error,
output clock not in sync with input clock
not leading to incorrect frequency and

incorrect duty cycle
Missing pulse in the output signal

Extra pulse in the output signal

Generic
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Table 1 (continued)

Part/sub-part

Short description

Failure modes

Voltage/Current comparator

HW part/sub-part comparing
an input analogue signal with a
predefined threshold (i.e. volt-
age or current constant value)
and producing a binary signal at
the output; the output depends
on which is higher between the

Voltage/Current comparator not triggering
when expected

Voltage/Current comparator falsely trig-
gering

Output is stuck (i.e. high or low)

input signal and the threshold

and it remains constant as the

difference between them stays
with the same polarity.

Fa VN PR | o Lo hY
Ubll.l.)ul. IS lanLllls Ll.C. U}JCII}

Oscillationa of the output

Operatipnal amplifier and buffer

HW part/sub-part integrating
a DC-coupled high-gain voltage
amplifier with a differential
input and, usually, a single-end-
ed output.

Output is stuck (i.e. high or low)
Output is floating (i.e. open,circuit)

Incorrect gain on the output voltage (i.e
outside the expected.range)

Incorrect offset'ofn the output voltage (i.e
outside the expected range)

Incorrectoutput dynamic range (i.e. outsidg
the expetted range)

Incérpect input dynamic range (i.e. outsidg
the expected range)

Outputvoltage accuracy too low, including driftq
Output voltage affected by spikesb
Output voltage oscillationa

Settling time of the output voltage too low

Sample pnd hold

HW part/sub-paftsampling the
voltage of a cehtinuously var-
ying analogue'input signal and
holding itswvalue at a constant
levelifor.a specified minimum
period of time.

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)

Incorrect sampling leading to gain/offset error
on output voltage dependent on input signal

Incorrect gain on the output voltage (i.e
outside the expected range)

Incorrect offset on the output voltage (i.e
outside the expected range)

Incorrect output dynamic range (i.e. outside
the expected range)

Incorrect input dynamic range (i.e. outside
the expected range)

Output voltage accuracy too low during hold

phase including driftc
r 4 (=]

Output voltage during hold phase affected
by spikesb

Output voltage oscillationa during hold phase

Output does not settle sufficiently accurate
during hold time

10
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Part/sub-part

Short description

Failure modes

Analogue multiplexer

HW part/sub-part consisting of
multiple analogue input signals,
multiple control inputs and one
output signal.

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)
Incorrect channel selection

Offset affecting the output signal to

Resistive or capacitive coupling amo

o high
nginput

channels and output signal including g

Resistive or capacitive couplihg anjong se-

rosstalk

lectors and output signal including cfosstalk
Incorrect output dynamicrange (i.e]outside
the expected range)
Attenuation of the-output signal
Driftc affecting’the output signal
Spikesb affecting the output signal (i.¢. during
switching)
Analogue switch HW part/sub-part capable of Output is stuck (i.e. high or low)
switching or routing analogue . S .
signals based on the level of a Outputis floating (i.e. open circuit or trj-stated)
digital control signal. Common-) | Offset too high affecting the outputfsignal
ly implemented using a “traus- . o .
y Imp " & Resistive or capacitive coupling Hetween
mission gate”. . ; . :
control signal and output signal ijcluding
crosstalk
Attenuation of the output signal
Driftc affecting the output signal
Spikesb affecting the output signal, e.g. during
switching
Passive network HW-part/sub-part consisting Output is stuck (i.e. high or low)
of d network of passive devices . . . o
fresistor and capacitor) provid- Output is floating (i.e. open circuit)
ing a specific low pass transfer |Incorrect outputdynamic range (i.ef{outside
function the expected range)
Incorrect attenuation of the outpyt signal
(i.e. outside the expected range)
Incorrect settling time (i.e. outsidq the ex-
pected range)
Driftc affecting the output signal
Oscillationa affecting the output signal (i.e.
due to crosstalk, coupling or parasitig¢ effects)
Spikeshaffectinatheoutputfiedueto cross-
talk, coupling or parasitic effects)
© IS0 2016 - All rights reserved 11
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Table 1 (continued)

Part/sub-part

Short description

Failure modes

Voltage references

HW part/sub-part producing

a constant DC (direct-current)
output voltage regardless of
variations in external condi-
tions such as temperature,
barometric pressure, humidity,
current demand, or the passage

Output is stuck (i.e. high or low)
Output is floating (i.e. open circuit)

Incorrect output voltage value (i.e. outside
the expected range)

Output voltage accuracy too low, including driftc

of time.

Output voltage affected by spikesb

Output voltage oscillationa within tle ex-
pected range

Incorrect start-up time (i.e. outside the ex-
pected range)

Current|source (including bias
current|generator)

HW part/sub-part delivering
or absorbing a current (i.e.
reference current) which is in-
dependent of the voltage across
it. It typically includes multiple
branches which are routed to
other circuits requiring a refer-
ence or bias current.

One or more outputs are stuek (i.e. high or low)

One or more outputsfane floating (i.e. open
circuit)

Incorrect reference current (i.e. outside the
expected range)

Reference\current accuracy too low, includ-
ing driftc

Reference current affected by spikesb

Reference current oscillationa within the
expected range

One or more branch currents outside the ex-
pected range while reference currentis correct

One or more branch currents accuracy tog
low, including driftc

One or more branch currents affected by spikes!

One or more branch currents oscillationd
within the expected range

12
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Table 1 (continued)
Part/sub-part | Short description | Failure modes
a An oscillation is an instability of the part/sub-part caused by internal failure, e.g. regulation loop fail-

ures, lower or negative hysteresis for a comparator, etc.. Oscillation includes any repetitive voltage and current
variation (i.e. periodic pulse)

b A spike is a non-repetitive variation on the output voltage or current, i.e. pulse due to load jumps, etc.

c Drift is a slow and continuous variation of a parameter (i.e. current, voltage, threshold, etc.) outside the
expected range reported into the circuit specification. Slow variation means slower as compared to the fault
tolerant time interval (FTTI). For example drift covers floating or stuck at open failure modes.

d Several of the failure modes reported for the ADC or DAC can be grouped into two main sets: stafic error
and absolute accuracy (total) error

Static errors are errors that affect the accuracy of a converter when it is converting static (DC) signalsfand can
be completely described by four terms:

— offset error;

— gain error;

— integral non-linearity;

— differential non-linearity.

Each term can be expressed in LSB units or sometimes as a percentage-of the full scale range (FSR). For dxample,
an error of 1/2 LSB for an 8-bit converter corresponds to 0,2 % FSR.

The absolute accuracy (total) error is the maximum value of the difference between an analogue valueland the
ideal mid-step value. It includes offset, gain, and integral lineatity errors, and also the quantization err¢r in the
case of an ADC.

[iven the variety of implementations and thelack of data available from the field and from| theory,
Table 1 does not give any indication about\the quantitative impact of the listed failure modes| i.e. the
failure mode distribution. It is the responsibility of the safety analyst to identify such quantitative data.
An example is given in 5.3.3.

INOTE1  Even though it is known(that a single physical root cause can lead to more than one failure mode, it is
4 common simplification that the Sum of the distribution of all failure modes is 100 %.

INOTE 2  Transient failure'modes are considered if they are relevant, for example if for the technology in use
the risk of single-event effects (SEE) is not negligible, see 5.2.3.

5.2.2 About safefaults
ISO 26262-10:2012, 8.1.7 states that safe faults can be faults of one of two categories:

1+ all n\pgint faults with n > 2, unless the safety concept shows them to be a relevant contribytor to a
safety requirement, or

1+="faults that will not contribute to the violation of a safety requirement.

Analogue components are characterized by continuous (output) signal (function) regions and as
such, tolerances shall be taken into consideration when used in systems. The tolerances on analogue
functions as specified as part of the safety requirements allocated to that analogue component can be
less constrained than the actual tolerance of the analogue component itself. For this reason, the fraction
of the failure mode that leads to parametric failure or drift, but which remains within these tolerance
ranges is safe. An analogue component has therefore an inherent capability to tolerate a fault. These
faults are safe faults.

EXAMPLE1  Aresistoris used to limit the current flowing through a specific branch. A failure in the accuracy of
the resistor increasing its value (e.g. of 50 %) but not preventing the current limiting function would be a safe fault.

© IS0 2016 - All rights reserved 13
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A specific fault in an element can have a different classification depending on the specific safety
requirement considered. For more details see [SO 26262-5.

Depending on the system configuration and the system safety requirements some failure modes are
not relevant, i.e. they cannot violate the requirements. In this case, these failure modes can be classified
as safe: They contribute to the safety metrics increasing the failure rate of safe faults

EXAMPLE 2  An output driver can have an output slope control to limit the rise and fall times of the output
value for EMI purposes. If the slew rate is irrelevant for the violation of the safety goal, failures in this slope
control would be safe faults.

EXAMPLE 3  If a voltage regulator is used to supply digital circuits only, failure modes affecting the stahilit
and the accuracy of the output voltage within the OV/UV thresholds can be classified as safe.

~<

5.2.3 [About transient faults

subsequently disappears. Soft errors such as Single Event Upset (SEU) and Single“Event Transien
(SET) are defined as transient faults. ISO 26262-5:2011, 8.4.7 states that transient faults are considere
when shown to be relevant due, for instance, to the technology used and can.be addressed either by &
quantitative approach, specifying and verifying a dedicated target “single-point fault metric” value t
them o1 by a qualitative rationale based on the verification of the effectiveness of the internal safety
mechanfisms implemented to cover these transient faults.

As defined in ISO 26262-1:2011, definition 1.135, a transient fault is a fault that oecurs once an}

<

In terrgstrial analogue circuits, transient faults are caused by alpha-particle or neutron hits or by
electromagnetic interference such as power transients and crosstalk. They can cause SEU or even SET
also called Analogue Single Event Transients (ASETs), such as transient pulses in operational amplifiers,
comparptors or reference voltage circuits.

Due to the intrinsic nature of analogue technology (in Which transient or noise effects are considered
by design), the susceptibility to transient faults is lower than in digital circuits by orders of magnitudd.
Therefore, the analysis of those effects can be limited in a first approximation to their digital part (e.g.
the digital decimation filter of a sigma-delta ADC).

Howevdr in some cases, like in the early.part of the conversion cycle of an ADC (see referencel3Z]
or in BLL (see referencel28]) or differential switched-capacitor circuits (see referencellZ]), th¢
vulnerapility to soft-error can be high. In those cases, more detailed analyses are done and appropriat¢
counterjmeasures are identified (se&referencel8]).

17

For mixed signal components, the impact of soft errors in the digital part is considered as described i
ISO 26262-5.1S0 26262-10,car’also be referred as a guideline.

NOTE If more detailed-analyses are needed in the analogue part, since SER evaluation by irradiation tests i
analogug circuits is ngfasimple task, in those cases measurement is done mainly by analytical.

5.3 Nptes about safety analysis

5.3.1 [General

The examples and guidelines given in ISO 26262-10:2012, Annex A are also valid for an analogue or
mixed signal component. The following paragraphs describe some of the topics that can require
additional clarification for an analogue or mixed signal component.

5.3.2 Level of granularity of analysis

One of the key aspects for the safety analysis of analogue elements is the proper identification of the
level of hierarchy on which to base the analysis. On one hand, a lower level of granularity is beneficial
as it allows for a better understanding of the failure modes and failure mode distributions. On the other,
a higher level of granularity allows for a clear allocation of safety mechanisms. Analogue elements are

14 © IS0 2016 - All rights reserved
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often used to interface with physical objects making it useful to also consider mechanical characteristics
and differentiate the failure modes accordingly.

As seen in ISO 26262-9:2011, 8.2, qualitative and quantitative safety analyses are performed at the
appropriate level of abstraction during the concept and product development phases. The level of
abstraction can be consequently adjusted depending on the target of the analysis. Qualitative analysis
is more suited to identify failure modes while quantitative analysis to quantify their failure rate and
distribution.

voltage
Lvoltage
¢onditions. If the output value, allowed in the working condition to fluctuate in a range around a
nominal value, e.g. 1,2 V + 0,12 V, moves outside that range it is to be considered faulty/ If the fnalysis
focuses on the output of the regulator it can be relatively easy to discriminate between types offfailures
(e.g. safe because within allowed range, over or under voltage) and quantify the protection offered by
the voltage monitor. However it is difficult to quantify the likelihood of each typgeof failure as required
for metric computation. If the analysis goes inside the regulator and focusesMor instance, on faults of
the bandgap it is easier to analyse propagation and likelihood of each failtre of the regulator|but not
Jimple to quantify the protection that the external voltage monitor offers ‘g1 the bandgap itself.

For the safety analysis, the type of safety mechanisms can drive the-selection of the level of abstiraction.
If the safety mechanisms addressing analogue features are located at system level, going down in
the block structure can lead to an overly complex analysis. The quantification of the failuje mode
distribution can require an investigation on lower levels of abstraction. For instance, applying gn equal
distribution to the failure modes of the linear voltage regulator can give less accurate resufts than
dpplying an equal distribution to the blocks composing the linear voltage regulator as, for instance,
the bandgap, the buffer, the driver, etc. With respect®aterminology, in line with the classificatipn done
for microcontroller in ISO 26262-10:2012, Annex AZand according to ISO 26262-10:2012, Table(D.1, the
inear voltage regulator is to be considered a partand the bandgap, the buffer, the driver, etc. sub-parts.

5.3.3 Examples of usage of failure mode distributions

The failure distribution model is dependent on the circuit implementation and targeted procefs. Each
gupplier provides details on the failure mode distribution model used in the analysis.

EXAMPLE1 A simple and pessimistic model can be used for the initial analysis, like considering only failure
nodes capable of violating a safety requirement (i.e. not a safe failure mode) and using a linear distribption for
fhe defined failure modes;-for) instance if five failure modes are defined, each failure mode is allocatied 20 %
distribution.

OTE1 In the EXAMPLE 1 above, this analysis considers all the applicable failure modes except those not
¢apable of violatingthe safety requirement. Safe failure modes are not included in the computation.

If the analysisiusing such failure mode distribution model does not fulfil the required Single Pojnt Fault
and/or Latent Fault metrics for the targeted ASIL level, the definition of the failure modes and related
distribution is further refined.

EXAMPLE 2 Failure mo that are

NOTE 2  The uniform failure mode distribution and the list of safe and not safe failure modes are considered in
the FMEA example in 5.3.5.

EXAMPLE 3 A more detailed distribution for all failure modes can be considered based on area; if the area of
the circuit or circuits identified as the root cause for the defined failure mode is 5 %, then the allocated failure
mode distribution is 5 %.

Applicable failure modes and detailed failure mode distributions are justified according to the circuit
implementation and its physical area and documented in the product safety case.
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5.3.4 Example of failure rates estimation for an analogue part

Calculation methods to derive the base failure rate for analogue and mixed signal components are
described in Clause 9.

The base failure rate is allocated to the different elements composing the hardware component.
Different allocation methods can be applied depending on the type of elements considered.

The base failure rate can be considered proportional to the area of the circuit.

EXAMPIET The base tailure rate divided Dy the overall area ol the component in order to obtain F11/mm410
each relg¢vant fault model as reported in Table 2.

Table 2 — Base failure rate allocation based on area

Fault model Failure rate Unit
value
Permanent faults 2,00E-02 FIT/mm?2
Transient faults 2,00E-05 FIT/mm?2

The failure rate of each sub-part of the analogue and mixed signal compénent shown in Figure 2 i§
computgd by using the FIT/mm?2 reported in Table 2.

The resplts of the computation, considering the block diagrams of Figure 2, Figure 3, and Figure 4 ar¢
reported in Table 3.

Table 3 — Failure rate for each part/sub-part

Block Area Failure rate Failure rate
Part Sub-part Permanent faults Transient faults
2
mm FIT FIT
Regulator Core 0,52 0,0104 0,0000104
BANDGAP 1 0,15 0,0030 0,0000 030
Low Drop | Current Generator > 0,01 0,0002 0,0000002
Regulator
Current Limiter 0,075 0,0015 0,0000015
TOTAL| 0,755 0,0151 0,000 0151
CMP1 0,03 0,0006 0,0000006
CMP2 0,03 0,0006 0,0000006
Voltage I < ive Network 0,08 0,0016 0,0000016
Monitor
BANDGAP 2 0,15 0,0030 0,0000030
TOTAL 0,29 0,0058 0,0000058
ADC ADC 0,85 0,0170 0,0000170
’;[‘g; logue 4 halogue BIST 0,35 0,0070 0,0000070
TOTAL| 2,535 0,0507 0,0000507

NOTE1 The numbers reported in Table 2 and Table 3 are only examples.

NOTE 2  Block area reported in Figure 3 includes internal routing. Routing at top level, if relevant, is included
in a separate block.

In alternative to the area-based approach, as seen in ISO 26262-10:2012, A.3.3.1, the failure rate and
failure mode distribution can be estimated based on the number of equivalent transistors for each
sub-part or elementary part. In the case of mixed signal or analogue components, distinction between
active devices, passive devices and routing can be taken into account in the estimation of the number
of equivalent transistors. The selection of the method used can be based on the layout (or planned
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layout) of the circuit under analysis or on the analysis of how failure modes are shared between
elements.

NOTE 3  For a transient fault model, the base failure rate proportional to area is a simplified example
in reality, not all the elements in a mixed signal circuit have the probability of failure.

the HW

because,

EXAMPLE 2  In switched-capacitor architectures, the capacitors holding the signal are more sensitive with

respect to transient faults than other portions of the circuit because they are used as memory elements.

5.3.5 _Example of safety metrics computation

The following is an example of a quantitative analysis using the method described in ISO 26262-]
M.3.3 in order to calculate the single-point fault metric and the latent-fault metric forra‘give
fequirement allocated to the mixed signal HW element depicted in Figure 2.

The example consists of a mixed signal HW element composed of:

1 alow drop voltage regulator (low drop voltage regulator in Figure 3) providing an output
within a prescribed range;

1— avoltage monitor (voltage monitor in Figure 4) capable of detecting overvoltage (VA > OV

it with two predefined thresholds; the predefined thresholds:are generated from a referencs
provided by an independent bandgap (bandgap?2 in Figure 4)1n order to ensure independer
respect to the voltage regulator;

1 ananalogue BIST controlled through the digital system (the digital controller is not depictd
block diagram in Figure 2);

+ an ADC channel.

|

[he ASIL B safety requirement is: “The regulated voltage output does not go out of regulation
regulated voltage VA is not outside the VA"UV-VA_OV range for more than 1ms.”

The component can be considered if-a safe state when an out of regulation condition is ¢
and signalled to an external element of the system/item. The external system is responsible
feaction including transitioning the system to a safe state.

4dnd a bandgap; the low drop regulator includes a bandgap, a current limiter, the bias generator
fegulator core as shownin Figure 3.

[he ADC is included in the mixed signal HW element but it is not used for any function relate

therefore theADC is assumed not safety related.

INOTE 1< The example shows that parts which could be easily isolated and disabled in a way that thd
¢onsidered not safety-related without risk, can coexist with parts that are safety related.

0:2012,
h safety

voltage

| th) and

under-voltage (VA <UV_th) onthe LDO output by monitoring theregulated voltage VA and coinparing

voltage
ice with

d in the

i.e. the

etected
For fault

As shown in Figure 4, the veltage monitor is composed of two voltage comparators, a passive petwork

and the

d to the

gafety requirement and so its potential failure cannot contribute to the violation of such requirement;

y can be
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Circuit under test !
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Figure 2 — Example of analogue and mixed signal HW element (géaut under analysis)
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?‘ gure 3 — Detailed block diagram of the low drop regulator part
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VA_1 VA

VA_1

VA_OV
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COAEADD

network LUNMI4

ABIST /

GND

Figure 4 — Detailed block diagram of the voltage'monitor part

The following safety mechanisms are considered:

1 The voltage monitor detecting overvoltage (safety mrechanism SM2) and under-voltage| (safety
mechanism SM1) failures with a diagnostic coverageof 99,9 %. The safety mechanism is d¢scribed
in 5.4.2.

1 the analogue BIST detecting failures affecting/the voltage monitor with a diagnostic coverage of
60 % (safety mechanism SM6). The safety mechanism is described in 5.4.10.

The coverage levels claimed by the safety~fmechanisms are reported in the following Table [4. They
ire assumed to be proven with simulatiens, testing to characterize and confirm the behavioyr of the
ilicon and the related evidences are. documented in the product safety case. It is out of the scopg of this
bxample to provide those evidences!

P~ NN

ach safety mechanism signals the detection of a fault to an element of the system/item whicl is then
fesponsible to transition the:system to a safe state.

Under this assumption, the failure mode coverage with respect to latent failures related to the lpw drop
fegulator is claimed-to be 100 % based on the example in ISO 26262-5:2011, Annex E.

Table 4 — Safety mechanisms considered in the example and related coverage for HW element

ID Safety mechanism Claimed failure mode covefrage
SM1 Under-voltage (UV) Monitor 99,9 %
SM2 Over-voltage (OV) Monitor 99,9 %
SM6 Analogue BIST diagnostics 60 %

NOTE 2  The effectiveness of safety mechanisms could be affected by dependent failures. Adequate measures
are considered as described in 5.3.6.

Based on the guidelines provided in ISO 26262-10:2012, A.3.3.1, the failure rates and the metrics can be
computed in the following way for analogue and mixed signal HW elements:

— First, the HW element is divided into parts or sub-parts;

NOTE3  The validity of assumptions on the independence of identified parts is established during the
dependent failure analysis.
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NOTE4  The necessary level of detail (e.g. if analysis at part level or sub-part level) can depend on the stage of
the analysis and on the safety mechanisms.

— Second, the failure rates of each part or sub-part can be computed using one of the methods described
in 5.3.4;

NOTES5 In this example the failure rate distribution is assumed to be proportional to the area both for
permanent and transient faults using the values reported in Table 2.

— For each part/sub-part the relevant failure modes are listed and a failure mode distribution is
ass{gned to eacit of therr;

The failure mode distribution in the examples of Table 5 and Table 6 is considered equally distributed
over the failure modes belonging to each part/sub-part. This assumption is to be understood a$
referenge only, valid for the specific examples.

— Thg evaluation is completed by classifying the faults into safe faults, residual faults,/détected dual
poipt faults and latent dual-point faults;

— Finglly, the failure mode coverage with respect to residual and latent faults.ofthat part or sub-part
is determined.

NOTE 6 | Numbers used in this example (e.g. failure rates, amount of safe faults and failure mode coverage) cap
vary from architecture to architecture.

The exgmple of quantitative analysis, limited to permanent faults;yis reported in Table 5 and Table ‘ﬁ
using t:ﬁf same format of ISO 26262-10:2012, Table A.5. The_quantitative analysis gives the view o
failure fnodes at sub-part level.

NOTE 7 | In this example a separate analysis with respect totkansient faults is not reported but it can be addedl
when relevant.

Dependjng on the system functions and safety requiféments, different operating phases can be relevang
and so ddditional failure modes can be considered.

~<

EXAMPIE For systems that need to fulfil start-stop requirements, the regulator start phase can be safet
relevant|and the failure mode “Incorrect startup time (i.e. outside the expected range) - Voltage ramp too fast
can be aglded.
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Combining together the results of Table 5 and Table 6, the overall values are:

— Single Point Faults Metric = 96,1 %;
— Latent Faults Metric = 95,7 %.

The following example considers the same HW element reported in Figure 2 but a different safety
requirement: "The accuracy and the stability of the regulated voltage is such that VA < VAO + A and
VA > VAO-A where VAQ is within Vyin = Vimax and A = 5mV.”

['Te component can be considered In a sate state wier y letected
and signalled to an external element of the system/item. The external system is responsible’for fault
reaction including transitioning the system to a safe state.

he example of quantitative analysis limited to permanent faults is reported in Table.8'using the same
ormat of [SO 26262-10:2012, Table A.5. The safety mechanisms considered in the @nalysis are:

1= The voltage monitor (voltage monitor in Figure 4) detecting overvoltage/(safety mechanigm SM2)
and under-voltage (safety mechanism SM1) failures.

1- The independent ADC channel detecting variation of the regulated voltage higher than A = 5mV
(safety mechanism SM3). The safety mechanism is described in-5.4.11.

1 A current limiter detecting failures affecting circuits supplied by the low drop voltagel (safety
mechanism SM5). The safety mechanism is described in$&.4.5.

1- An analogue BIST detecting failures affecting the voltage monitor.

INOTE8  The independence of the current limiter with*respect to the regulator core will be evaluatgd in the
gafety analysis.

INOTE9  The ADC used as safety mechanism SM3'is assumed to be external to the HW element under|analysis
gnd so it is not considered in the FMEA. Thereis an ADC included in the HW element which is not §M3: It is
ttherefore reported in the FMEA as not safety-related.

The coverage levels claimed by the safety mechanisms are reported in the following Table 7.

Table 7 — Safety mechanisms considered in the example with the new safety requirement

ID Safety mechanism Claimed failure mode covefrage
SM1 Under-voltage (UV) Monitor 99,9 %
SM2 Over-voltage (OV) Monitor 99,9 %
SM3 Independent ADC monitoring 97 %
SM5 Current limiter 98 %
SM6 Analogue BIST diagnostics 90 %

INOTE 10~ The effectiveness of safety mechanisms could be affected by dependent failures. Adequate measures
dreconsidered as described in 5.3.6.

Moreover, each safety mechanism signals the detection of a fault to an external element of the
system/item which is then responsible to transition the system to a safe state.

Under this assumption, the failure mode coverage with respect to latent failures related to the mission
circuit is claimed to be 100 % according to ISO 26262-5:2011, Annex E.

Table 8 shows the quantitative analysis for the mission part conducted at a finer level of granularity
than the one in Table 5 and Table 6. The examples show that a different safety requirement impacts the
level of partitioning and the diagnostic coverage requirement for one or more safety mechanisms.

NOTE 11 In this example the analysis with respect to transient faults is not reported but it can be added when
relevant.
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5.3.6 Dependent failures analysis

As stated in ISO 26262-9:2011, 7.4.2, the analysis of dependent failures is performed on a qualitative
basis because no general and sufficiently reliable method exists for quantifying such failures.

The steps reported in Clause 10 are applicable also for analogue and mixed signal components. In the
dependent failures analysis, there are aspects that can be clearly considered when addressing analogue
components, parts or sub-parts.

Analogue circuits are by nature sensitive to noise and interference among different blocks or functions.
or this reason, structures to guarantee sufficient independence by means of isolation and separation
(e.g. by implementing barriers and/or guard-rings or placing circuits at certain distances or'separating
the power supply distribution and even the ground layer) are implemented for functional feasons.
In fact, substrate, power supply and global signals like bias, clock or reset are ofter*considered as a
jource of interference and special care is taken to reduce such effect. This good design practice|usually
followed for functional reasons, provides benefits in terms of dependent failure ayoidance.

Analogue circuits can be very sensitive to process variation resulting in-mismatches in the¢ device
behaviour. To ensure the “same” transfer function of two blocks, as in thescase of redundant parts, the
jymmetry of the design and physical layout is a key factor. In such cases, special attention is taken to
¢nsure exactly the same layout of the two blocks including orientation, symmetrical placing,|routing
¢tc.; therefore diversity is not always a viable solution to improvesthé common cause failure avoidance
for analogue circuits.

As a consequence of these aspects, the dependent failure initiators are often addressed by techniques
¢nsuring isolation or separation instead of with techniques aiming to differentiate their effects

In other cases, diversity can still be a valid technique to“achieve the detection or avoidance of dependent
flailures. For instance, in a dual channel approachiSing two diverse ADC architectures (e.g. sugcessive
approximation ADC and sigma delta ADC) can reduce significantly the probability of comman cause
ailures.

5.3.7 Verification of architectural metrics computation

his subclause is addressing a specific part of the safety analysis verification: the verificatiop of the
architectural safety metrics and'in particular the fraction of safe faults and the failure mode coverage
as defined in ISO 26262-10:2012, 8.1.

ossible approaches include:

Expert judgmefit founded on an engineering approach given that any data, either qualitptive or
quantitativefis'supported by rationale and relevant arguments included in the safety case.

OTE1 In‘some cases, such arguments can be derived from the functional characterization of{the HW
¢lements pesponsible for the claimed parameters. The aim of the functional characterization is the syjstematic
ffailure aveidance and not the HW random failure but, in some cases, it can be used as evidence to prove|the level
f covérage with respect to a specific failure mode: This is the case in which the aim of a safety mechanfism is to
detéct 100 % of one of more failure modes and this capability is guaranteed by design.

EXAMPLE1 A voltage monitor is a typical safety mechanism used to detect overvoltage and under-voltage
failure modes affecting the voltage regulator. If, during the HW design verification, the functional characterization
of the voltage monitor shows that:

— any event leading to a regulated voltage outside the expected range defined in the specification for
enough time to make the supplied HW circuit malfunction is detected by the voltage monitor; and

— any eventleading to a variation of the regulated voltage inside the range defined in the specification
for any time does not prevent the correct behaviour of the HW circuit supplied by the regulator;
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then su

ch characterizations can be used as arguments to claim a detection equal to 100 % of the

mentioned failure modes.

— AsmentionedinISO 26262-5:2011, Table 11 and ISO 26262-10:2012, A.3.8.2, faultinjection simulation

dur

ing the development phase is a valid method to verify completeness and correctness of safety

mechanism implementation with respect to hardware safety requirements and fault injection using
design models can be successfully used to assist the verification. This method can be applied to

ana

NOTE 2

logue and mixed signal components.

The faultinjection campaign can be limited to a subset of faults or failures that are judged to be critic

in a spe
claimed
respons

EXAMPI]
candidat

— Ac
arg
met

5.4 E]
The fol

mecharlisms and complement the information contained in ISO 26262-5:2011, Annex D.

Some a
a failurg

be comimunicated through a digital interface. Other analpgue safety mechanisms control or suppress &

fault frd

To comj
require
violatio

The examples included in the following tables are not exhaustive and other techniques can be used.

cific case. The most critical failure modes are identified taking into account their distribution, thej
hmount of safe faults, their claimed level of detection and the safety mechanisms or safety requirement
ble for those levels.

T —

E2 A failure mode is deemed too complex for expert judgement. This specific failuresmode is &
e to be characterized using fault injection.
bmbination of both methods, i.e. fault injection which supports expert judgrment by providing
uments and evidence for the cases judged more critical and/or addressable by fault injection
hod alone.

kamples of safety mechanisms

<

owing tables give a non-exhaustive list of examples of ,commonly used analogue safetj
alogue safety mechanisms have a digital output signal\which is used to control the reaction tJ:
and bring the component to a safe state. In many cases, this information is stored so that it ca

m resulting in the violation of a safety requirement and do not interface with the digital domain.

ply with ISO 26262-5:2011, 8.4.8, the safetyimechanisms described in the following tables cam
additional measures to detect faults affecting them that, as dual point faults, can lead to th¢
h of the safety goal.

Table 9 — Power supply

Safetly mechanism/ See-overview of
. Notes
measure techniques
Ovel.. am.d under voltage 5.4.2 Typically an analogue circuit with an outputlatched in a digital core
monitoiing
Voltageclamp (limiter) 5.4.3 Typically used to suppress voltage transients or spikes.
Over-current monitoring 5.4.4 Typically an analogue circuit with an outputlatched in digital core
CurrentlinfiXg 545 il‘yplcally an apalogue circuit w1th feedback to an analogue control
= oop (e.g. to disable regulator main pass element).
Power on reset 546 Functionat biock which Keeps the circuit in a known initiatize
. state until power supply rails and/or the clock signal are stable.

32

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=4411b93a5f30bd145b57b203f927903c

ISO/PAS 19451-1:2016(E)

Table 10 — Analogue I/0

Safety mechanism/ See overview of
. Notes
measure techniques
Resistive pull up/down 541 Typlcglly used on input s-1g.nals to avoid flo_atlng conditions due to
— pin failure or external pin interconnect failure.
Analogue or digital circuit, typically used to suppress high frequen-
Filter 5.4.8 cy signal variation, like an output from analogue over and under
voltage monitoring circuit.
Table 11 — Component
Safety mechanism/ See overview of
. Notes
measure techniques
Analogue watchdog 54.7
Typically an analogue circuit withsan output latched in digital
Thermal monitor 549 core, or feedback to an analogué.circuit control loop (e.g. ta disable
affected circuit).
ADC monitoring 5411 Ap aqalogue circuit typjically controlled and evaluated by p digital
T circuit.
Typically an analegte circuit controlled by a digital cirquit that
Analogue BIST 54.10 verifies correct functlon_allty of analogug sgfety mechanl sms like
s under/over voltage monitoring, current limit protection ajnd ther-
mal protection circuits.
Table 12 — Analogue to digital converter
Safety mechanism/ See overview of
. Notes
measure techniques
Typically an analogue circuit controlled by a digital cir¢uit that
ADC attenuation detection 5.4:12 validates the ADC conversion path by measuring a knqwn and
stable signal value.
) Typically an analogue circuit controlled by a digital cir¢uit that
ptuck on ADC channel de 5.4.13 validates the ADC conversion path by measuring a knqwn and

tection

stable signal value.

Description: A resistor is connected from a circuit node to either a supply voltage or ground to
defaultyoltage in the event that the driving signal becomes disconnected/high impedance. Co
ised on’1/0 pins.

A pull-up resistor to the [/O s

5.4.1 Resistive pull up/down

Aim: To define‘a.default voltage for a circuit node.

upply

voltage (or module

define a
mmonly

supply voltage) o

ge level.

pull-down resistor to ground is used

to keep the input at a known voltage level. The circuit itself could be a passive resistor or an active circuit like a

current mirror.

5.4.2 Over and under voltage monitoring

Aim: To detect, as early as possible, when a regulated voltage is outside the specified range.
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Description: The regulated voltage is compared via a differential input pair to a low and/or a high
analogue reference voltage representing the limits of the specified operating range. The monitor output
will change state when the regulated voltage is outside of the defined voltage window indicating a fault.

EXAMPLE A window comparator is used to monitor the output of a LDO regulator with reference voltages
set to the minimum and maximum specified voltage levels in regulation.

5.4.3 Voltage clamp (limiter)

acceptaple level determined by system and/or device process capability. Voltage clamps can’be biase
or unbigsed. Unbiased clamps typically use Zener diodes to define the reference voltage while biase
clamps juse a voltage source in combination with specialized diodes (Zener, Schottky).to define th
acceptaple voltage level. Voltage clamps are typically used to protect against transient events.

Description: A voltage clamp limits the positive and/or negative voltage of a circuit node) to af

A3

EXAMPIE An ESD protection circuit is a specialized voltage clamp typically implemerted on I/0 pins. It i§
designed to shunt the energy of a high voltage electrostatic discharge on the I/0 pins away from the internall
circuitry to ensure that internal circuitry is not exposed to excessive voltage levels(during the ESD event.

5.4.4 |[Over-current monitoring
Aim: Td detect, as early as possible, when the output current exceéds'a certain value.

Description: The implementation of over-current monitoring.can vary. A typical approach for a voltagé
regulat¢r circuit with an MOS output device is to add a sense'FET in parallel with a regulator main FET.
The sense FET current, which is proportional to the main’FET current, flows across a sense resistor.
The voltage drop across the sense resistor is amplified\and monitored by a voltage monitor.

NOTE The output of an over-current monitor is adigital output which is subsequently used as feedback t

an analqggue circuit control loop, and/or latched in¢@)digital core which interfaces to the control and/or statuf
monitoring circuits.

5.4.5 [Currentlimiter

=T

Aim: T limit output current to a maximum level in order to maintain a safe operating area of the outpuy
device gnd prevent electrical ovérstress.

Description: A closed loop'system using negative feedback from a current monitor to reduce the drivé
to the optput device thereby limiting the output current.

5.4.6 [Power on reset

Aim: Tqg hold theoutputs of a system in a known state (typically off) until internal nodes have stabilizedl
upon pgwer up or power reset conditions.

Description:—Ttypically,abandgap-derived—voltage referencets—compared—toan—=attentated—supph
voltage in order to detect the minimum specified supply voltage which will ensure correct operation.
Hysteresis is typically required to prevent oscillation as the attenuated supply voltage exceeds the
reference voltage.

EXAMPLE An under-voltage monitor is a mechanism used to detect and drive power-on reset.

5.4.7 Analogue watchdog

Aim: To monitor proper operation of an oscillator.
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Description: Typically implemented with a monostable circuit (one shot) which is reset on each cycle
of the oscillator. If an oscillator transition does not occur within a specified time period defined by the
monostable circuit, a fault signal is produced.

5.4.8 Filter

Aim: A filter can be used in multiple ways as a safety mechanism and depends upon the safety
requirement under consideration including:

nslian An R Raa¥a

antis used to
fault tolerpnt time

I

q rement is within the
interval.

EXAMPLE 2 A digital de-glitch circuit can be used to filter level shifted analogue voltage comparator|outputs.
The de-glitch time duration is defined by the minimum signal transient duration that will be‘detected gs a valid
yoltage fault condition.

5.4.9 Thermal monitor

im: To detect when circuit temperature exceeds a specified limit.

escription: Typically, a PTAT (proportional to absolute temperature) voltage is compared to a
emperature independent reference voltage usually derived from a bandgap. The comparator will
enerate a fault signal when the PTAT voltage exceeds the reference voltage.

4.10 Analogue Built-in Self-Test (Analogue BIST)

im: Typically, to verify correct operation of diagnostic circuits and increase the detection of late:[t faults.

escription: The implementation of analogue\BIST varies according to the diagnostic functi¢n to be
erified. Analogue BIST typically involves exercising diagnostic circuits into and out of fault s¢enarios
y injecting currents or voltages into the didagnostic circuit to ensure the diagnostic circuit can switch
o both faulted and non-faulted states.

4.11 ADC monitoring

im: To measure an analogue'signal by means of digital conversion with an output processed/eyaluated
in the digital core as an independent/ redundant analogue signal monitor.

escription: A critical)analogue signal for which accuracy is relevant is converted in a digital[code by
eans of an independent ADC (e.g. located outside the component or, at least biased by an independent
ource). The digital code is then processed by the CPU or an equivalent digital machine in order
o determine-ifithe original analogue signal has the required performance in terms of accurpcy and
tatic and dynamic behaviour. The frequency of the sampling and the resolution of the ADC andl digital
rocessing/define which failure modes can be detected and to what accuracy.

4,12 ADC attenuation detection

Aim: To detect incorrect conversion of an analogue signal into its digital interpretation.

Description: Upon each background conversion loop, the element performs the conversion of the internal
Vmid voltage both with and without the selectable attenuation switched in. The conversion results are
stored respectively in separate SPI fields. A mathematical operation of dividing the attenuated result by
the non-attenuated result verifies that the attenuation factor is within specified limits.

5.4.13 Stuck on ADC channel detection

Aim: To detect stuck on faults affecting the input signal to be converted by the ADC
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Description: The element provides a multiplexer channel with series resistor RPOST, which is selected
only when converting the test voltage channels (Vhigh, Viow, Vmid), and RPOST is otherwise bypassed.
The value of RPOST is chosen such that a stuck-on channel within the post-buffer mux pulls one or more
of the test voltage channels out of the expected voltage range.

EXAMPLE

Each software loop, the MCU reads the ADC conversion results for the Vhigh, View and Vmid

component ADC channels over SPI, and compares them against fixed detection thresholds.

5.5 About avoidance of systematic faults during the development phase

Analogiie and mixed signal components are developed based on a standardized development process:
The general requirements and recommendations related to HW architecture and detailed de$ign are
defined|in ISO 26262-5:2011, Clause 7.
The guifeline in ISO 26262-10:2012, A.3.7 applies to the analogue and mixed signal components well if]
— 1S0[26262-10:2012, Table A.8 is replaced by the following Table 13.
— 1S0|26262-10:2012, A.3.7 f) is restricted to hard cores only
NOTE Wear and aging are considered during development with proper, -verification and validation
procedufes.
Tabl¢ 13 — Examples of measures to avoid systematic failures.in analogue and mixed signal
components
IS0 262/62-5:2011, | Design phase| Technique/Measure Aim
Sublclause
6.5.1 HWY safety re- Using an appropriate re; | To streamline the identification and tracking of the
quirements speci- quirement managemeént|safety requirements for the HW element.
fication tool
6.5.2 HW/SW inter- Using amodel te'describe | To reduce the risk of misinterpretation and to ensure
face spdcification |Specification| HW/SW interface for crit- | consistency between HW and SW design.
ical elements
7.5.1 HW design Using an'appropriate tool | To streamline the identification and tracking of the
specificption toallecate requirements|design specification for the HW element.
to HW design
7.4.1.6 Properties of Use of modular, hierar-|The description of the circuit’s functionality is struc-
modula HW design Desi chical, and simple design |tured in such a fashion that it is easily to understand
esigh S : L
i.e. circuit function can be intuitively understood by
its description without simulation efforts
7.4.1.6 Pfoperties of HW design using sche-|Schematic entry is the method typically used for
modulaf HW design matics analogue circuitry.
7.4.4 Vefification-of Behavioural model simu- |Behavioural models are simplified models of the
HW desjgn lation for critical elements | design. Behavioural modelling for analogue circuits
allows for the evaluation of functionality in an early
dncign stage (n g.-to prove the dpcign rnnrnpf) an
areduction in simulation time.
7.4.4 Verification of Electrical model simu-|Simulation at transistor level is the method used
HW design lation to verify and validate the functionality of analogue
circuitry.
7.4.4 Verification of Safe operatingarea (SOA) |An analogue circuit is composed of devices with
HW design checks done by design |different current/voltage capabilities. SOA checking
review and/or tools ensures that each device will work safely within its
specific operational area according to its technology.
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Table 13 (continued)

between noisy and sensi-
tive nets; avoid signal path
with minimum width; use
of multiple contacts/vias
to connect layers)

IS0 26262-5:2011,|Design phase| Technique/Measure Aim
Subclause
7.4.4 Verification of Corner simulations (i.e.|In order to ensure block-level functionality, sim-
HW design technology process and|ulations are performed which take the spread of
environmental condi-|process parameters and environmental conditions
tions spread) into account.
7.4.4 Verification of Monte Carlo simulations|In order to ensure block-level functionality of crit-
A dacian ofmastsencitiva blacke lical civrenite thao offoct of on.chin nracacc ¢ read ls
o 4 rr
simulated using a statistical approach (i:4. Monte
Carlo simulations)
7.4.4 Verification of Mixed mode simulations|To ensure the correctness of criticalelemgnts, e.g.
HW design for critical elements analogue to digital interfaces,,analoguel/digital
closed loop control, digital ¢ircuits are simulated
in the analogue domain.
7.4.4 Verification of Design for testability Specific HW structures (e.g. test modes, multplexers)
HW design are included into thé-design and layout in prder to
test otherwise inacgessible circuit nodes and jmprove
the test coverage
7.4.4 Verification of Usage of coverage metrics | Verifies thelcompleteness of the simulation$ and /or
HW design to check the level of the|analysis by means of a quantitative approach (i.e.
verification coverage.metrics).
7.4.2.4 Robust de- Application of schematic | Manual checks
sign principles design guidelines
7.4.4 Verification of Application of schemati¢c{Automatic tools
HW design checkers
7.4.4 Verification of Documentation of'simu-|Documentation of all data needed for a sufcessful
HW design lation results simulation in order to verify the specified circuit
function
7.4.4 Verification of Schematic design inspec-| Design review usually includes inspection pr walk-
HW design tion.or walk-through through.
7.4.4 Verification of Application and valida-|Usage of an already proven schematic or layout is
HW design tion of hard-core (reused | highly recommended, especially for lower ASIL
schematic design and/or|requirements.
layout)
7.4.4 Verification of Verification for behav-|Cross check between behavioural model jand the
HW design ioural models (if used)|transistor level schematic design by simulgtion
against the transistor
level description
7.4.4 Verification.of Simulation of netlist with | Back-annotated netlist simulated by analogue simulator
HW design parasitics extracted from
layout for critical elements
7.4.4 Verification of Verification of netlist with | Back-annotated netlist is checked against the sche-
HW'design parasitics extracted from | matic description in terms of simulation r¢sults in
layout against the sche-|order to take into account parasitic layout gffects.
matic netlist for critical
elements
7.4.4 Verification of Layoutinspection or walk- | The layout of analogue circuits is mainly done man-
HW design through (avoid cross talk |ually (automation is very limited with respect to the

analogue blocks) and so layout inspection is crucial.

The design review usually includes layout inspection

or walk-through.
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Table 13 (continued)

IS0 26262-5:2011,|Design phase| Technique/Measure Aim
Subclause

7.4.4 Verification of Design rule check (DRC) | The layout of analogue circuits is mainly done man-

HW design ually (automation is very limited with respect to the
analogue blocks) and so design rule checking is more
crucial than in the digital domain.

7.4.4 Verification of Layout versus schematic| The layout of analogue circuits is typically done

HW dec gh check (I ‘JQ) mqnnq”y (qnfnmqi—inh ic wavy Limitad rnmpqrnr‘ i
the analogue blocks) and so checking layout versus
schematicis more crucial than in the digital demain

7.4.4 Verification of HW design|Developmentby HW pro- |Verification of implemented functions by prototyps

HW desjgn verification |[totyping (e.g. test chips, boards), can check particularpoints of
the HW design where design review isnot sufficient

6.5.3 HW safety|Verification |HW safety requirement|Provide evidence of consistency with' HW specifica

requirement veri- verification report tion, completeness and correctness

fication|report

10.5.1 HW integra- [ HW integra-|Verification of the|Perform component test§.and reports

tion and testing ac- |tion testing |completeness and cor-

tivities rectness of the design

implementation on the
component level

10.5.1 HW integra- Usage of coverage met- | Verification(ofithe completeness of the component tests
tion and testing ac- rics to check the level of
tivities testability
7.4.5 Production, op- | Safety-related [ Determination of the|Evaluation of the test coverage during production
eration, service and | special Char-|achievable test coverage[tést with respect to the safety-related aspects of
decomnpissioning |acteristics|of production test the component.
9.4.2.4 [Dedicated |4Uring Chip
production
measurgs
7.4.5 Production, op- Determination 6f meas-|Assurance of the robustness of the manufactured
eration, service and ures to detect and cull |component. In most, but not every process, gate oxide
decomnpissioning early failures integrity (GOI) is the key early life failure mechanism
9.4.2.4 [Dedicated T}_lere are multllple n_lethods ofS(_:reemng early life (_}OI
failures including high temp/high voltage operation
measurgs : .
(Burn-In), high current operation and voltage stresg
however these methods could have no benefitif GOI
is not the primary contributor to early life failures
in a process.
7.4.5 Production, op- | Qualification | Definition and execution | For an analogue component with integrated brown-
eration, service and | of HW compo- | of qualification tests like | out detection, the component functionality is tested
decomnpissioning. |fent Brown-out test, High|to verify that the outputs of the analogue circuif
. Temperature Operating|are set to a defined state (for example by stopping
10 Hardware inte- ifeti 0 dlth . fth 1 ircuits in th
ration pndg&Rthg Lifetime (HTOL) testand |the operation of the analogue circuits in the reset
g functional test-cases, state) or that the brown-out condition is signalled
Specification of require ir} an(l)the;“l way (forfe)r(lample Ii)y ralising a safe'-state
ments related to produc- Zlgna ) when any of the supply voltages monitore
. . . y the brown-out detection reach a low boundary
tion, operation, service : .
N as defined for correct operation.
and decommission
HW integration and test- For an analogue component without 1r.1tegr.ate.d
e report brown-out detection, the analogue functionality is
srep tested to verify if the analogue circuit sets its out-
puts to a defined state (for example by stopping the
operation of the analogue circuit in the reset state)
when the supply voltages drop from nominal value
to zero. Otherwise an assumption of use is defined
and an external measure is considered.
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5.6 About safety documentation

Analogue and mixed-signal components are predominantly developed within a distributed development
due to the specific nature of their functionality.

Guidelines reported in ISO 26262-10:2012, A.3.10 for SEooC components can be used as a reference
for the safety work products to be exchanged, however, an adaptation to the different development
approach can be necessary. For example, in the case of an SEooC component, the safety analysis
is usually performed in a worst case condition while for analogue components the analysis is more

ﬁmmww&ammwmerefore
important.

1 The DIA between the component manufacturer and the end user specifies which documents are to
be made available from each party as well as the level of work-share between the parties.

1- Thesafetyrequirementspecification definesthe expected functionality of the comiponent. Iti§ critical
that such specifications are carefully compiled by the end user, according)to 1SO 26262;8:2011,
Clause 6, to ensure that correct functionality is understood by all suppliers in the dis{ributed
development. A description about the usage of the elements of the compopneént as well as ident{fication
of pre-defined on-chip/off-chip safety mechanisms is important to‘allow a proper safety analysis at
a system level (e.g. to allow fault classification into safe, potential'to violate a safety goal,|etc., for
each safety goal considered).

NOTE1 If the component is developed out of context, the requirements derived from the technichl safety
¢oncept are replaced by assumptions of use.

Documentation describing the capabilities of analogueiand mixed signal components are listed below:

1- The results of the checks against the applicablé&requirements of ISO 26262 including confifmation
measures reports (if applicable);

1 Safety analysis results as per agreement{ These can be simply raw failures of the componept, their
distribution and diagnostic coverage.offered from the specified safety mechanisms or a full FMEA
for different safety requirements.)

1- Information regarding the calculation of the failure rate (e.g. number of transistors);
1~ A description of any assumptions of use of the component with respect to its intended usage.

INOTE 2  Such documentation can be combined into one document constituting a “Safety Manual” of “Safety
Application Note” of the-analogue or mixed signal component

6 Intellecttaal property and ISO 26262

6.1 About intellectual property

13.1.1 Understanding intellectual property

Intellectual property (IP) refers to a reusable unit of logical design or physical design intended to be
integrated into a design as a part or a component. The term IP integrator is used in this document for
the organization responsible for integrating intellectual property designs from one or more sources
into a design with safety requirements. The term IP supplier is used in reference to the organization
responsible for developing or having developed the IP design. An IP design can be provided by the
intellectual property integrator or a separate party, possibly in a different organization or company.

In a product development project involving intellectual property, the allocation of responsibilities
between the IP supplier and the [P integrator can vary depending on the project. This division of
responsibility requires effective safety management in terms of safety planning, and agreement on
the development interfaces. For these activities the requirements of ISO 26262-2:2011, Clause 6 and
[SO 26262-8:2011, Clause 5 are applied.
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Based on the requirements in ISO 26262 four possible approaches are identified for IP based designs.
These approaches are shown in Figure 5 with references to appropriate clauses within this document.
The IP integrator typically chooses the approach based on consideration of the information provided

from th

e IP supplier as well as the maturity of the IP.

EXAMPLE If no supporting information is available from the IP supplier, the possible approaches can be
limited to hardware qualification based argument or proven in use argument.

Intellectual property design

considaradforintacration
costaereaTorteSatioh

IP developed IP developed Existing IP with Existing IPwith
as safety element in context supporting supporting
out of context evidence évidence
(SEooC) from hardware frem proven in
qualification use argument

The int¢llectual property can be an existing design with a pré-defined set of features. In this case the
IP integjrator has the responsibility of identifying the set of features which are required to support thé¢

safety c
require
to supp

The gu
unmodji
the app

in ISO

Figure 5 — Four possible approaches for using IP in Safety-related designs

pncept of the design. Intellectual property can also'be designed based on an agreed set of safetj
ments. In this case the IP integrator identifies thé requirements for the IP which are necessary
brt the safety concept of the design. These IRuse models are further described in section 6.

<

dance in this document can be applied to newly developed IP, modified IP, and existin
[fied IP. However, the requirements in-I1SO 26262-8:2011, Clause 13 and Clause 14 can restric
icability of parts of this documentto’existing IP only.

CA S

=T

P6262-2:2011, 6.4.5.6. This,'option is described as safety element out of context (SEooC) i

Concernjing the development of IP, a common approach is to assume the possible target usage as definei

ISO 26262-10:2012, Clause 9. Deyelopment of an SEooC relies on identification of assumed uses an

safety r

6.1.2
Commo

the pos;j
applied

40

pquirements which shall be verified by the IP user.

Types of intellectual property

S

hly used intellectual property types are listed in Table 14. This is not an exhaustive list covering
ible intellectual property types. This document considers both types of intellectual property a$
to semiconductor designs.
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Table 14 — Types of intellectual property

Intellectual property type Description

for a specific cell library for a target manufacturing process.

EXAMPLE A/D converter macro, PLL macro

Physical representation A complete chip layout description, containing instantiations of standard cells

as Verilog or VHDL, or analogue transistor level circuit schematic.

Model representation A description of a design in terms of a hardware description language (HDL) such

a list of

A }Us;\, dco;su ;ll lllUdC} ICPI CDClltat;ULl llCCdD tU bC Dy uthcoibcd ;lltU
gates consisting of basic cells, followed by placement and routing téca
semiconductor design.

Analogue circuit schematic components, such as transistors,diodes, r4

followed by placement and routing to achieve a semiconductor design.

EXAMPLE Processor or memory controller desighiexchanged withd

and capacitors, need to be mapped into target technology library comjponents,

ping to a particular technology, operational amplifier transistor level sclhematic.

Chieve a

bsistors,

ut map-

NOTE 1 IP in the form of chip layout is also known as hard IP.
NOTE 2 1P in the form of logic design as soft IP.

NOTE 3 In addition to digital logic, the guidance in this document is also applicable to analogue IP designs.

Intellectual property in the form of logic design can also be cenfigurable. The configuration opt
tlypically specified by the IP integrator at the time of logic synthesis.

EXAMPLE1  Configuration options to define interface busiwidth, memory size, and presence of fault d
nechanisms.

Intellectual property can also be generated with'dedicated tools. Since the tool output will de
the functionality, sufficient confidence in software tools can be demonstrated using the 1
described in ISO 26262-8:2011, Clause 11.

KFXAMPLE 2 Memory compilers, C to HDLeompilers, Network-on-Chip generators.

b.2 Safety requirements fot intellectual property

In general, two categories ofuintellectual property can be determined based on the allocation ¢
requirements: IP with no.allocated safety requirements, and IP with one or more allocate
requirements. When the-intellectual property has no allocated safety requirements, QM deve
is applicable and ne-additional considerations are required for ISO 26262. For designs incorfy

interference of the integrated IP with other safety-related design elements. For dependent
analysis guidance, see ISO 26262-9:2011, Clause 7.

If the intellectual property is allocated one or more safety requirements, ISO 26262 requirem

jons are

etection

termine
nethods

f safety
1 safety
opment
orating

[P with QM requirements, dependent failure analysis can be used to demonstrate freedom from

failure

bnts are

dpplicable. In particular, ISO 26262-2, ISO 26262-5, ISO 26262-8, and I1SO 26262-9 contain applicable

ements,

for

requirements

[P designs. The following text gives guidance on IP with allocated safety requir

IP with one or more allocated safety requirements can be further classified based on the integration
of safety mechanisms. Two possible cases are illustrated in Figure 6, with subfigure (a) illustrating
IP which has safety mechanisms, and subfigure (b) illustrating IP which has no integrated safety

mechanisms.
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Intellectual property design Intellectual property design
Fault r+——————— Fault
x ;_Safety _‘ x Safety
| rEe_cEaEli_sr_n_, mechanism
Faut | = r——7————
vl | Safety | b)
| mechanism |
a)

Figure 6 — Types of IP with allocated safety requirements

NOTE 1 IP safety mechanisms can be included for detection of faults internal to the IP, as well-as faults externall
to the IP

NOTE 2| Safety mechanismsimplemented in the I[P can also provide a partial coverage of a defined set of faults.
Itis alsojpossible that only fault detection is performed by the IP, with fault control being provided by component}
external|to the IP.

The IP integrator can decide to allocate safety requirements to specifichardware features of the IP. Th
IP integrator is responsible for determining the suitability of the-IR hardware features to satisfy th
technicgl safety requirements and hardware safety requirements.

o

The hardware features of the IP can be initially developed targeting its integration into a safety-relatetﬂ
hardwalre environment, by providing safety mechanismsbased on assumed safety requirements tha

aim at fontrolling given failure modes. In this case the requirements of ISO 26262-2, ISO 26262-5,
ISO 26262-8, and ISO 26262-9, whenever applicable, can be used for the design of the safety mechanisms
during the development of the IP.

EXAMPHE 1  Bus fabric with built-in bus supervisor's including error reporting logic (e.g. interrupt signals) andl
diagnostjics (error capture information).

EXAMPIE 2  Voltage regulator with monitoring (under-voltage and over-voltage detection), protectiom
(current{limit or thermal protection) and diagnostics (monitoring and protection circuit built-in self-tests).

<

Alternatively the IP can be deyeloped with no assumed safety requirements or specific safet)
mechanjisms to detect and control faults.

EXAMPLE 3  Bus fabric mrithout built-in bus supervisors or error reporting logic. Voltage regulator without
monitor|ng, protection orbuilt-in monitoring or protection circuit diagnostics.

EXAMPLE 4  Voltage regulator without monitoring, protection or built-in monitoring or protection circuit
diagnostics.

For IP withesafety mechanisms, safety analyses defined in ISO 26262-9:2011, Clause 7 and Clause 8 ar¢
appllcale A quahtatlve safety analy51s can be prov1ded to the IP 1ntegrator to ]ustlfy the capablhtle
of the sa :

provided to demonstrate required 1ndependence or freedom from interference.

NOTE3  The IP supplier includes example information concerning failure mode distribution in the safety
analysis results, based on specific implementation assumptions. Documentation related to safety mechanisms
can be provided with other safety-related documentation for the IP. This information can also be combined into a
single safety manual or safety application note as described in ISO 26262-10:2012, A.3.10.

NOTE4 This information can be contained within existing documentation (e.g. integration guidelines,
technical reference documents, application notes).

The IP integrator can request additional information from the IP supplier in implementing safety
requirements. The IP supplier can support the request by providing information concerning measures
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used to avoid systematic faults, as well as safety analysis results. Safety analysis results can be

016(E)

used to

support the determination of hardware metrics for the integrated IP, as well as to demonstrate freedom

from interference and independence.

Since the IP will be integrated into a safety-related design, consideration of freedom from interference
is important to ensure that the integrated IP can have no adverse impact on other safety-related
functions. For the freedom from interference and independence claims, dependent failure analysis as
described in ISO 26262-9:2011, Clause 7 can be used, together with the additional guidance in Clause 10

of this document.

XAMPLE5  The IP integrator decides that a JTAG debug IP for a processor core without safety nied
an be integrated without modification as it has no adverse effects on the integrated design.

f the IP integrator determines that the fulfilment of safety requirements is not pessible y
upplied IP, a change request to the supplier can be done as described in ISO 26262-8:2011,
SO 26262-10:2012, 9.2.2 in cases where the IP is an SEooC. Alternatively, other’measures b
integrator to satisfy safety requirements can be applied, including integration of logic t

hanisms

yith the
5.2 and
y the IP
o allow

he use of ASIL decomposition as described in ISO 26262-9:2011, Clause-5 and related example in

SO 26262-10:2012, Clause 11, or additional safety mechanisms at integration level. Additiona
echanisms can be implemented in hardware, software, or combination/of both.

The IP integrator is responsible for all integration and associated verification and testing a
felated to the allocated safety requirements and safety mechanisms, as applicable.

jctivities, including information on the verification and testing done for the IP.

6.3 Intellectual property lifecycle

b.3.1 IS0 26262 and the intellectual property lifecycle

voidance and detection of systematic faults during the intellectual property lifecycle is 1
o ensure that the resulting design is\suitable for use in applications with one or more a
afety requirements. Requirementscfor avoidance and detection of systematic faults are proy
SO 26262-5. 1SO 26262-10:2012, ;Table A.8 provides further guidance for microcontroller

| safety

Ctivities

INOTE5  The IP supplier provides supporting information to~allow the IP integrator to conduct infegration

equired
llocated
Fided in
Hesigns.

his table can be used to determine the general methods that can be used during IP development to

void and detect systematicifaults. Due to the wide range of IP designs with differing functiona
omplexity, guidelines froemJSO 26262-10:2012, Table A.8 need to be appropriately interpreted

or IP which exhibits'\programmable behaviour, ISO 26262-4:2011, 7.4.5.2 can be considered.

lity and

he IP integrator)is responsible for integrating the supplied IP. For the integration activrities the

ssumptions/ofuiise and integration guidelines described for the IP are considered. The i
ssumptionis~of use which cannot be fulfilled or that are invalid with the design into which {
eing infegrated is analysed and considered with change management conducted as desc]
SO 26262-8:2011, Clause 8. Figure 7 illustrates the flow following the guidance already proy
S026262-10:2012,9.2.3.1.

pact of
he IP is
ibed in
yided in
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IP supplier IP integrator

5 Considereot in
-6 | scope of SEooC
7 | IP development 8-8 8-8
8

4-5 | Considered not in
4-8 | scope of SEooC
4-9 | IP development

4-6 | Fully, partially, or 2- Assumptions

4-7 | notin SEooC IP 6.4.5.| on system /
development 6a) | integration level
Not valid
2- Establish
6.4.5.| validity of ||
6b) assumptions
Valid

5-5 | Partially orlly
to in SEooC IP
5-10| development

Figure 7 — IP lifecycle when IP is treated as SEooC

NOTE ISO 26262-5, Clause 10 is shown to be the respeonsibility of the IP supplier. However, this clause has
number pf requirements which are not applicable to IP $uppliers.

about the IP in the form of defined work products. The work products allow the IP integrator t
determine applicable requirements for the supplied IP. Additional information can be provided t
supporf safety analysis activities.

In ordex to support the IP integrator in [P integration activities, the [P supplier can provide informatioi

6.3.2 (Intellectual property as safety element out of context (SEooC)

When developing an SEooGIP-applicable safety activities are tailored as described in ISO 26262-2:2011,
6.4.5.6.|Such tailoring fer.the SEooC development does not imply that any step of the safety lifecycle
can be ¢mitted. In case certain steps are deferred during the SEooC development, they are completed
during the item deyelopment.

The ASIL capability of an SEooC designates the capability of the SEooC to comply with assumed safety
requirementS-assigned with a given ASIL. Consequently, it defines the requirements of ISO 26262 thaf
are applied for the development of this SEooC.

In cases where a mismatch exists between the SEooC ASIL capability and the ASIL requirements
specified by the IP integrator, the IP integrator can implement additional safety mechanisms external
to the IP. Additional safety measures for systematic failure avoidance are also considered. It is possible
to use ASIL decomposition as defined in ISO 26262-9:2011, Clause 5, provided that the methods for
systematic failure avoidance and control for the integrated IP are taken into account.

An SEooC is therefore developed based on assumptions of the intended functionality and use context
which includes external interfaces. These assumptions are set up in a way that addresses a superset of
components integrating the SEooC, so that the SEooC can be used later in multiple different designs. The
validity of these assumptions is established in the context of the actual component integrating the SEooC.

44 © IS0 2016 - All rights reserved


https://standardsiso.com/api/?name=4411b93a5f30bd145b57b203f927903c

ISO/PAS 19451-1:2016(E)

I[P developed as an SEooC can often be configured to target a number of different designs. Configuration
can be done before synthesis, after synthesis, or by programming. Information provided by the IP
supplier can include information on the IP configurations which have been covered by testing and
verification activities.

EXAMPLE Configuration options to determine bus width for interconnects, internal cache memory sizes,
number of interrupts, memory maps.

NOTE IP configuration differs from configuration data for software, as described in ISO 26262-6:2011,
Annex C.

.3.3 Intellectual property designed in context

hen developing IP in context, the IP supplier tailors the safety activities &as-descrjbed in
SO 26262-2:2011, 6.4.5.1. For in context designs, the IP supplier can develop the [P'with know]ledge of
he safety requirements. Similarly safety analyses for the IP can use all availablésinformation included
the item definition.

he documentation for IP designed in context does not differ significantly from documentation for
EooC IP.

.3.4 Intellectual property use through hardware component qualification

n cases where no SEooC or in-context information is available for the IP, hardware qualifichtion as
escribed in ISO 26262-8:2011, Clause 13 can be used-fo)increase confidence in the IP. H4rdware
ualification activities can be applied to IP without supporting information.

6.3.5 Intellectual property use through prover’in use argument

$ince [P tends to be widely re-used, proven in use argument as described in ISO 26262-8:2011, Clause 14
¢an provide a means for the IP integrator toidémonstrate that an IP design is appropriate for a particular
dpplication.

The conditions surrounding the validity of the proven in use argument can be restricting. In pafticular,
g¢nsuring that an effective field monitoring program described in ISO 26262-8:2011, 14.4.5.3 is|in place
an be challenging due to the typically limited field feedback from designs incorporating IP.

6.4 Work products foriintellectual property

b.4.1 IS0 26262 and work products for intellectual property

SO 26262-10:2012, A.3.10 describes example work products for an SEooC microcontroller. Thig section
ontains guidance on contents of work products which can be provided for IP designs in general.

OTE A development interface agreement (DIA) can be used to specify which documents are made available
o the IPintegrator and what level of detail is included.

6.4.2 Safety plan

For IP with one or more allocated safety requirements, the safety plan is developed based on the
requirements in ISO 26262-2:2011, 6.4.3.5. A single plan or multiple related plans can be used.
Detailed plans are included for applicable supporting processes as described in ISO 26262-8, covering
configuration management, change management, impact analysis and change requests, verification,
documentation management and software tool qualification.
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6.4.3 Safety requirements and verification review of the IP design

The safety requirements can be allocated to the IP design as defined in ISO 26262-5:2011, Clause 6.

EXAMPLE The requirement for a safety mechanism in the IP is described, allowing the requirement to be
verified at appropriate level of integration. The integration and test requirements can be linked to requirements
defined in the technical safety concept.

Defining criteria for design verification, in particular for environmental conditions (temperature,
vibration, EMI, etc.) for an [P design which is provided in the form of logic design is not typically possible
since thg physical Characteristics are highly dependent on the physical Implementation of the desigimby
the [P integrator.

A verification report includes results of the activities used to verify the IP design. Verification cam
be dong as described in ISO 26262-8:2011, Clause 9, including planning, execution, and eyaluation of
verificafion activities.

NOTE Fault injection can be done using simulation as described in ISO 26262-5:2011;" 7.4.4.1. Further
guidancg¢ on fault injection for complex IP designs is included given in ISO 26262-10:2012,A-3.8.2.

6.4.4 [Safety analysis report

The requirements for safety analysis in ISO 26262-9:2011, 8.4 are applicable for IP designs. The
selecti:r of appropriate safety analysis methods is based on ISO 26262-5:2011, Table 2.

For quaflitative analysis, to support the integration of the IP theIP supplier can provide information
about identified failure modes for the IP.

For qugntitative analysis, the data included supports the evaluation of hardware architectural
metrics| and evaluation of safety goal violations dueto random hardware faults, as specified i
SO 262/62-9:2011, 8.4.10.

EXAMPIHE Data includes estimated failure rate and\failure mode distribution information.

NOTE 1| ForlIPprovided aslogical design, such.as RTL, quantitative analysis relies on assumptions about failur
rates angl failure mode distributions, and can thérefore not be representative of actual physical designs. The II
integratgr verifies the assumptions and quantitative safety analysis results for the specific implementation.

7

=

12

NOTE 2| In estimating the metrics,safety mechanisms embedded in the IP and their expected failure modg¢
coveragg at a level that is applicable to/given IP can be taken into account.

In the fase of configurable IP, the safety analyses can include information about the impact of
configuration options on.the’failure modes distribution.

Additional safety mechanisms realized by a combination of features internal and external to the IF
as well jas safety rmechanisms implemented outside the IP can be described. These additional safet;
mechanfisms cairely on assumptions of use for SEooC designs, which can be validated at the appropriat
level as|described in ISO 26262-2:2011, 6.4.5.6.

o<

6.4.5 Annlyc1c of dnpendnnt failures

Dependent failure analysis for IP can be performed as described in ISO 26262-9:2011, Clause 7.
Additional guidance on how to apply dependent failure analysis for semiconductor devices is included
in Clause 10 of this document.

6.4.6 Confirmation measure reports

Reports from conducted confirmation measures include evidence and arguments related to the IP
development process and about avoidance of systematic faults. Confirmation measures are described in
[SO 26262-2:2011, Table 1. For semiconductor IP typical confirmation measure reports include:

— Confirmation review of the safety plan;
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— Confirmation review of the safety analyses;
— Confirmation review of the software tool criteria evaluation report;
— Confirmation review of the proven in use arguments, if applicable;

— Confirmation review of the completeness of the safety case;

— Functional safety audit and assessment reports.

______ ' A Fotedance are

0.4.7 Development interface agreement

he requirements for development interface in ISO 26262-8:2011, Clause 5 can be applied to IP fesigns.
A development interface agreement defines the exchanged work products for IB\designs, and the roles
and responsibilities for safety between the IP supplier and the IP integrator,

6.4.8 Integration documentation set

An integration documentation set can include a safety manual or safety application note for IP dejveloped
3s an SEooC. The integration documentation set can also include:the following information:

1 Description of the tailoring of the ISO 26262 lifecycle for\the [P development.
1 Description of the safety architecture, including

— Fault detection and control mechanisms.

— Fault reporting capabilities.

— Self-test capabilities and additional requirements for self-testing for potential latent faults, if
applicable.

— Fault recovery mechanisms,-if applicable.

1+ Assumptions of use for the IP, including for example:

— Assumed safe states of the IP.

— Assumptions.on fault tolerant time interval and multiple-point fault detection interval,
— Assumptions on the integration environment for the IP, including interfaces.

1 Software‘configuration required to support the IP safety mechanisms, and to control failutes after
detection.

1 ADescription of safety analysis results for the IP.

DNDoccorintion ~F mfisaan b s o oo ond Fon b A TD
DCSCTTPTIOT OT COTITIT HITa croT I asur OS5 aSC U TOT CIrC 1T

NOTE1 The above information can be included in one or more separate documents.

It is possible for the IP integrator to formally identify all the hardware properties related to the safety
mechanisms so that a mapping with technical safety requirements and hardware safety requirements
at the level of the IP integrator can be done, and the verification and validation activities that are the
responsibility of the IP integrator can be identified.

NOTE 2  The IP safety mechanism requirements are specified in a way which allows them to be traceable to IP
integrator’s requirements.
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NOTE 3  For IP with no specific features for fault detection, providing the assumptions of use can be sufficient
to meet the [P integrator’s requirements.

For IP developed in-context, similar documentation is typically provided. For in-context IP, assumptions
of use are not required, as the IP is designed with full context information in place.

6.5 Integration of black-box intellectual property

In some projects the IP integrator can encounter a situation where it is necessary to integrate an IP in

Wthh centents-are-not fullz dicclaocad Tha ID 0 ha intaaratad ic o “hlacl bhaow” from +tha narcnactiva of
HeeRtSae-Rotrry—eSer05ea—hHe 0B HhHte fate a1Sa—oaes D ox—Fo—+ne-perspeceve-oyl

the IP integrator.
Reason$ why a black box IP can be integrated include:

— [P ihtegrator’s customer requires use of their proprietary logic, such as a specific commfnication$
intgrface, timer peripheral, or similar logic;

— IPintegrator is asked to integrate logic from a competitor, in order to facilitate a-multi-source supply
agrgement.

Black box IP can be integrated in many forms, including but not limited to:
— Prefhardened, or handed off as a gate level layout;
— As ¢ncrypted netlist, which cannot be meaningfully parsed excépt by trusted tools;

— As |obfuscated RTL source (where meaningful variablesnames are replaced with randomized
chafracter strings and any explanatory comments are removed).

12

NOTE 1| A black box integration approach can also be applied to cases in which no information is available
from thg IP supplier.

When Bblack box IP is integrated, the responsibility between IP supplier, IP integrator and the Ii
integrator’s customer can be defined throughba development interface agreement as described i
ISO 26262-8:2011, Clause 5.

EXAMPHE1 In cases where the IP intégpator is required to use black box IP, for example because of
requirerhent from their customer, the DIA ‘can specify that it is the customer responsibility to evaluate and accep
the suitgbility for the use of the black box'IP in a safety-related context.

[

The devielopment interface agreement can also include details about the tailoring of the safety activitief
as described in ISO 26262-2:2011, 6.4.5.6 and the exchange of documentation across the supply chain.

EXAMPIE 2 A developmeént interface agreement can specify that integration details are provided by the 1P
supplier|in the form of.an.jntegration guide, also containing a set of validation tests which can be used to confirm
proper integration.

[l

Unless fhe [IP<has been developed specifically targeting the automotive market it is possible tha
ISO 26262 specific evidence is not available. In this case the responsibility for the acceptance availabl¢
evidencean be defined in the development interface agreement.

1=

EXAMPLE 3  IP developed according to other functional safety standards such as [EC 61508:2010.

NOTE 2  In this case information on the development lifecycle and associated processes used to develop the IP
can be used to perform a gap analysis to evaluate the suitability of the IP for use in an ISO 26262 context.

The [P integrator does not always have enough data to evaluate the base failure rate of a black box
IP. Since this can affect the results of quantitative analysis, the development interface agreement can
specify the responsibilities between the IP supplier, IP integrator and the IP integrator’s customer for

48 © IS0 2016 - All rights reserved


https://standardsiso.com/api/?name=4411b93a5f30bd145b57b203f927903c

ISO/PAS 19451-1:2016(E)

the estimation of the base failure rate. The responsibilities for safety analysis of the black box IP can be
defined in a similar way.

NOTE 3  The integration of black box IP into a hardware development has parallels in software development,
such as the case in which a developer integrates unit software from a third-party supplier as compiled object
code. As such, the integrator of black box IP into a hardware development can find methods and techniques from
the software domain and specifically ISO 26262-6 helpful in defining their integration strategy.

It is possible that the black box IP does not include diagnostics mechanisms. The ability of the IP
integrator to add diagnostics can be limited due to the limited information about the black box IP. As a
iesult, redundancy based techniques such as lockstep compare and 1002 voters can be used tolprovide

iagnostic capability for black box IP. In addition, state estimation logic as a diagnostic monitor'tan also
e used if enough data can be obtained via testing on the behaviour of outputs for knowminputk.

/  Multi-core components and ISO 26262

/.1 Types of MC components

.

[he following table summarizes the different types of MC components'‘¢considered in this document.

Table 15 — Types of MC components

MC component type Description
Homogeneous MC component Homogeneous MC comp@nents include only identical PE
Heterogeneous MC component Heterogeneous MC components have non-identical PEs, typically with
different ISAs

EXAMPLE Figure 8 shows a diagram of a genefic homogeneous dual-core system, with CPU-locql level 1
¢aches, and a shared, on-die level 2 cache.

CPU core CPU core
and L1 and L1
caches caches

t }
1

Bus Interface
and
L2 caches

Figure 8 — Generic diagram of a dual-core system

7.2 Implications of ISO 26262 on MC components

7.2.1 Introduction

This clause addresses guidance for semiconductor vendors as also for system developers for which
safety requirements - previously allocated to multiple components - are now allocated to a multi-core.
In particular, this clause addresses the following MC related topics and the respective implications of
1SO 26262:

— ASIL decomposition in MC components;
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— Coe

xistence of elements with different ASILs in MC components;

— freedom from interference in MC components;

— dependent failure analysis in MC components;

— impact of timing requirements in MC components and the related implications.

7.2.2

As shown in Figure 9, the initial safety requirement can be decomposed to two (or more) safetj

require

EXAMPIE An ASIL B safety requirement is decomposed in two redundant requirements, ASIL.'B(B)
satisfied by the software running in PE1 - and QM(B), satisfied by the software running in PE2.

NOTE 1
2,the co

NOTE 2
provide

EXAMPIE Examples of $W-redundancies are: SW heterogeneous redundancy; SW architecture in which &

redundal
unit. Th
those ty

This de

applicatlion to-MC components are given in the following sub-clauses.

NOTE 3
clarifica
context.

ASIL decomposition in MC components

<

ments which are allocated to sufficiently independent hardware and/or software elements!

[ mital |
| safety |
|_requ_1rer_nent_,

—T—
T N
,_ Redundant _| ,_ Redundant _|

| safety | | safety |
equlrement requlrement
SW1 SW 2
(PE1) (PE2)

Figure 9 — ASIL decomposition in the context of MC

~

In case that a software or hardware'based comparator is used to compare the results of SW 1 and SW
nparator will be developed according the original ASIL.

SW redundancy can be implemented also outside the ASIL decomposition, as a safety mechanism t¢
Hiagnostic coverage.

~

Int copy of the software is executed by two identical PE in parallel and then compared by another SW
s technique is ysSually referred to as software lock-step or loosely coupled lock-step. A description o
bes of SW redindancies is not in the scope of this clause.

)

composition follows the requirements described in ISO 26262-9:2011, Clause 5. Guidelines of

ASIL decomposition has effect on both HW and SW systematic failures. This section providep
tions only with respect to the SW level, for example how shared resources are considered in that
Moreover, this section provides clarification on how requirements on the evaluation of the hardware

architectural metrics and the evaluation of safety goal violations due to random hardware failures of the MC
component remains unchanged by ASIL decomposition. It also clarifies how the SW redundancy inherently

related t

7.2.2.1

0 ASIL decomposition can be considered in the metrics evaluation.

Requirements decomposition with respect to ASIL tailoring on SW level

Application of ASIL decomposition between two or more diverse software elements is possible
if sufficient independence regarding SW caused dependent failures can be shown between the

corresp

50

onding SW elements.
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Shared resources are a known DFI. For a SW element a shared resource can be a hardware element (e.g.
cores, RAM, cache) as well as a software element (e.g. drivers). Within a MC the issue of shared cores
(e.g. memory, time, execution or exchange of information interferences) can be resolved by assigning
the corresponding SW elements to different PEs. Other issues (e.g. shared memory, commonly used SW
elements) are addressed analogue to a single core system (e.g. memory encapsulation via MPU by the
0S, developing the commonly used SW elements compliant with the initial ASIL).

NOTE Safety mechanisms ensuring the independence of the corresponding SW elements are implemented
compliant with the initial ASIL and not with the decomposed ASIL.

XAMPLE 1  The task to read and monitor an external sensor is allocated to the SW. The initial reqliirement
is rated with an ASIL X. In the further development steps this requirement is allocated to SW elemeht SY_Mon.1
ith an ASIL Y(X) and to software element SW_Mon.2 with an ASIL Z(X). A DFA has shown thatuiext|to other
issues the shared resources (cores, RAM and a SW driver “SW_Peripheral” forwarding the sefisor yalues to
W_Mon.1 and SW_Mon.2) can threaten the independence requirement, i.e. causing memory, time, execution
r exchange of information interferences between SW_mon.1 and SW_mon.2. In this example the shaﬁfed core
issue is addressed by mapping SW_Mon.1 and SW_Mon.2 to two different PEs, thereforeymsharing the cores. The
emory interference aspect is addressed by memory encapsulation via a MPU whichis configured by the OS.
ince in this case the OS is a safety mechanism ensuring the independence between SW_Mon.1 and SWW_Mon.2
it is developed compliant with ASIL X. The issue with the shared SW resourcey'SW_Peripheral” is addressed by
eveloping it compliant with the initial ASIL, ASIL X.

hen applied, ASIL decomposition requires a sufficient level of ihdependence between the redlundant
lements. As stated in ISO 26262-9;2011, 5.4.11 Note b), “sufficient” does not mean corpletely
independent. Sufficient independence can be achieved not‘nly by prevention of dependent [failures
ut also by detection and mitigation of dependent failures,at/appropriate levels depending on ajlocated
afety requirements.

ependent failure analysis (DFA) as describedin" 7.2.6 is conducted to ensure that sufficient
independence exists between the elements implémenting the decomposed requirements. If siifficient
independence cannot be shown, appropriate nieasures are applied at the software, hardware| and/or
ystem levels to achieve sufficient independénce.

ependent failures can also be mitigatéd by using independent hardware units in combinatipn with
ifferent software and/or dedicated software protocols.

EXAMPLE 2 The cross-check between two PEs is implemented by means of a dedicated software [protocol
funning on a third independentand different PE.

7.2.2.2 Application of ISO 26262-9:2011, 5.4.5 to MC components

.

[he requirements.dmthe evaluation of the hardware architectural metrics and the evaluation ¢f safety
goal violations_due'to random hardware failures of the MC component remain unchanged py ASIL
decomposition‘in accordance with ISO 26262-5.

An ASIL décomposition by itself has no impact on the metric evaluation, i.e. no metric requiremgpnts are
dlteredsas a result of ASIL decomposition.

. XAMPLE 1 As descrlbed inthe example ofISO 26262 9: 2011 5.4.9,an ASIL D requlrement 1s first decomposed
i A A fan then
subsequently be decomposed 1nto one ASIL B(D) requlrement and one ASIL A(D) requ1rement each mapped toa
different PE. The decomposition has no impact on the necessity to evaluate the HW metrics compliant with ASIL
D requirements of the item, i.e. the ASIL decomposition procedure does not automatically infers a lower ASIL
requirement as far as the metrics evaluation is concerned: a safety analysis is needed to verify the overall metric

compliance to the initial ASIL requirement.

Because the requirements on the evaluation of safety goal violations due to random hardware failures
of the MC component remain unchanged by ASIL decomposition, the normative requirements for ASIL C
and ASIL D as given in ISO 26262-5:2011, Clause 9 are applicable, including:

— 9.4.2.5,9.4.3.10, and 9.4.3.11 (for ASIL C and ASIL D) on item-level;
— 9.4.3.8 (for ASIL D);
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— 9.4.39 (for ASIL C)

EXAMPLE 2 In the case of an ASIL D decomposition into ASIL B(D) for PE1 and ASIL B(D) for PE2, both PE1
and PE2 will be considered as driven by ASIL D requirement. For example, according to ISO 26262-5:2011, 9.4.3.8,
a dual-point failure is considered plausible if one or both hardware parts involved have a diagnostic coverage
(with respect to the latent faults) of less than 90 %; or one of the dual-point faults causing the dual-point failure
remains latent for a time longer than the multiple-point fault detection interval as specified in requirement
ISO 26262-5:2011, 6.4.8.1S0O 26262-10:2012, Figure A.1 gives a proposal how to define part in this context.

The fact that the requlrements on the evaluation of the hardware architectural metrics and the
evaluat]
unchanged by ASIL decomposition does not mean that the SW redundancy inherently related to ASIL
decomplosition does not bring any contribution to the metrics computation.

EXAMPHE 3  With reference to Figure 9, in the metrics computation and in particular in the evaluation of
diagnostjic coverage of PE1 and PE2, it is still possible to take credit of the fact that a final comparison will occu
between SW1 and SW2. However, in general, that comparison is not able to detect all faults within PE1 or PE2
and therefore the resulting residual failures are also considered in the computation and arejaddressed by othe
measurgs (like periodic SW test, HW test or combination of both). This concept is showmn.in Figure 10 using

simplifiqd FTA.

S

—

= Emas

Key

1 portion of PE1 faults detected by SW1-SW2'comparison

2 portion of PE2 faults detected by SW1-SW?2 comparison

3 portion of PE1 faults not detected by.SW1-SW2 comparison
4  portion of PE2 faults not detected-by SW1-SW2 comparison
5 faulfs of shared logic. e.g. businterfaces and L2 caches

Figure 10 — Simplified FTA to show how to take credit of SW redundancy in ASIL decomposed M(

7.2.3 [Coexistence of elements with different ASILs in MC components

usé addresses safety related MC components 1mplement1ng multiple coex1st1ng requlrement

can be relevant for MC components

ISO 26262-9:2011, Clause 6 shall be considered and in particular according to ISO 26262-9:2011, 6.4.5,
the rationale for freedom from interference is provided and supported by analyses of dependent
failures focused on cascading failures. See 7.2.4 of this document for further details on freedom from
interference in MC components.

NOTE1 Both systematic failures (in hardware or software) and random hardware failures have the potential
to be initiators of dependent failures between elements with different ASILs. See 7.2.6 for further details. In such
cases, independence of elements is ensured in accordance with ISO 26262-9:2011, Clause 7.

NOTE 2  The identification of initiators of dependent failures between elements with different ASIL can be
supported by inductive or deductive analyses.
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EXAMPLE In case of random hardware failures, similar parts or components with similar failure modes that
appear several times in the FMEA can give additional information about the potential for dependent failures.

7.2.4 Freedom from interference (FFI) in MC components

If in a MC context multiple software elements with different ASIL ratings coexist, a freedo
interference analysis according to ISO 26262-9:2011, Clause 6 is carried out.

m from

The exemplary faults listed in ISO 26262-6:2011, Annex D can be a starting point for the analysis.

OTE1 This clause focuses only on cascading faults between software elements implemented|
nterferences can also be caused by HW dependent failures, in this case 1SO 26262-9:2011, Clause Z appl

ith respect to interference against “Memory” entries of ISO 26262-6:2011, D.2.3) the
interference with private resources is considered. This type of interference can affect’'data or
egions belonging to one of the PEs.

XAMPLE 1  Private data can be variables that belong to a safety-related software‘element in one off
corruption of such variables from the other PEs leads to a malfunction of the Sgftware. In this case,
echanism supervising the access and ensuring exclusive access helps to aveid interference. This ex

elated to SW interferences (i.e. the variable corruption is caused by a SW errox): Interferences can also b

y HW dependent failures, in this case ISO 26262-9:2011, Clause 7 applies:

IEemory. In this case a mechanism restricting programming onlyfrom the higher ASIL elements helps
interferences. This example can be applied to SW related interférence (in a case where the program co
is caused by a SW error; for example wrong permissions causing SW to overwrite the program memory
¢ase I1SO 26262-9:2011, Clause 7 applies.

EXAMPLE 2 Private program regions can be related to the corruption of a program in a nor

This type of interference can also affect resources.Shared between different PEs.

EXAMPLE3 A CAN peripheral is used by moreithan one core to exchange information with oth
:qulterference can lead to an incorrect message gransmission. In this case usage of robust end-to-end pf
echanisms (for example the ones listed in ISO26262-5:2011, Table D.8) can help to detect interference

With respect to interference against-“Time and execution” entries of ISO 26262-6:2011, D,
rimary case to consider is interference that affects the execution latency of one core.

XAMPLE 4 A CAN peripheral is used by more than one core to exchange information with other
he PEs, processing tasks with a'lower ASIL continuously request transmissions from the CAN periph¢

in PEs.
es.

case of
rogram

the PEs:
a safety
ample is
e caused

-volatile
to avoid
rruption
). In this

er ECUs.
otection

D.

2.2, the

ECUs. If
bral then

he higher ASIL tasks runming in another core are not able to receive and/or transmit required information. A

ime monitoring mechanism (for example using the principles described for the safety mechanisms
SO 26262-5:2011, Table-P.10) can help to identify such conditions.

OTE2  Additional requirements related to timing are described in 7.2.7.

ith respec€tto the interference against “Exchange of information” entries of ISO 26262-6:201
interferences manifesting as failures in “Memory” or “Time and execution” can be caused by fa
xchange of information between different PEs.

listed in

1, D.2.4,
lures in

XAMPLES5 A message from a non-safety related core is interpreted as safety related (masquerading

fault).

NOTE 3  Usage of robust end-to-end protection mechanisms (for example the ones listed in ISO 26262-5:2011,

Table D.8) can help to detect interference.

7.2.5 Software partitioning in MC components

When software partitioning, e.g. separation of functions or elements to avoid cascading failures

,isused

to implement freedom from interference between software components, ISO 26262-6:2011, 7.4.11 is

applied.

Techniques such as hypervisors can help to achieve software partitioning (e.g. references[34] and[12]).

NOTE1 Other techniques are also possible, such as microkernels (e.g. referencel12]).
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It is worth considering the following points during safety analyses of MC involving hypervisors
technologies:

— Virtualization technologies can support the argument to guarantee freedom from interference
between software elements running in MC. A dependent failure analysis on software level is
required and can be supported by consideration of the failure modes listed in ISO 26262-6:2011,
Annex D.

NOTE 2  Positive effects of virtualization technologies with respect to freedom from interference can be
compromised by systematic faults in hypervisor software. Similarly, virtualization technologies can be affected
by hard‘anre faults in the supporting hardware resources (like memory management unit) or in the relate%

shared resources. Those faults are analysed according to the methods described in ISO 26262-9:2011, Clause
and dedjicated guidance for integrated circuits is described in ISO 26262-10:2012, Annex A. Virtualizatio
technoldgies can also be affected by HW dependent failures; in this case ISO 26262-9:2011, Clause 7 appliés.

NOTE 3| Ifsome of the hypervisor functions are delegated to tasks in the software partitions, then the analysip
mentionpd in Note 1 extends also to the partitions.

— Virtualization technologies are typically not able to provide sufficient prevefition or detection of
perfmanent or transient faults affecting the MC.

NOTE 4| Detection of specific hardware failure modes can be demonstrated by-means of case by case detaile]i

analyseq based on the methods described in ISO 26262-9:2011, Clause 8. Dedicated guidance for integrate
circuits Is described in ISO 26262-10:2012, Annex A.

7.2.6 [Dependent failures in MC component

Dependpnt failure analysis is carried out from both a hardware and software architectural point of
view in pccordance with ISO 26262-9:2011, Clause 7. For a dependent failure analysis of the hardware of
a MC component, the methodologies defined in Clause 1:0\of this document can be applied.

7.2.7 [Timing requirements in MC component
There afe some clauses in ISO 26262-6 related to execution timing requirements, for example:

— 6.4)2 e) requires that the specification of the software safety requirements considers timin
confstraints;

CA S

— 7.4.17 a) requires that an upper estimation of required resources for the embedded software i§
madle, including execution time;

— Tablle 13 Note c) showsthat to ensure the fulfilment of requirements influenced by the hardware
architectural desigirwith sufficient tolerance, properties such as average and maximum processof
performance, minimum or maximum execution times shall be determined;

— Annex D descyibes timing and execution failure modes (including incorrect allocation of execution
timg) as petential initiators of interferences between software elements.

MCs ard potentially subject to timing faults (see referencel34]); therefore the previous listed clauses ar¢
carefullycomsideredwithrdedicatedamatysesamdadequate coumntermeasures demntitied:

EXAMPLE1 Typical dedicated analyses for the identification of timing faults potentially violating the safety
goal are based on the upper estimation of execution time (e.g. referencel13]).

EXAMPLE 2  Typical hardware-based countermeasures for detection of violation of timing requirements
are watchdogs, timing supervision units and specific hardware circuits (e.g. referencel34]). Software-based
countermeasures are also possible (e.g. referencel10]).
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8 Programmable logic devices and ISO 26262
8.1 About programmable logic devices

8.1.1 General

As shown in Figure 11, PLDs can be seen as a combination of configurable 1/0, non-fixed functions

he non-fixed logic functions can include, but are not limited to, simple logic gates, mult
inverters, flip-flops and memory to more complex functions such as digital signal” prd
lunctionality. Signal routing capabilities can range from simple point-to-point solutiens, to
bus interconnects with flexible routing possibilities and clocking options. PLDs 'can differ
implementation of user memory. Some devices provide limited memory capabilities, whilg
provide local or global memory structures that can be used for a wide variety of applicatig
more complex devices can also implement fixed functions such as CPUs, memory controllers,

modules, and others, thus freeing up design resources for user configurability. Clock, power a
¢ircuitries are fixed functions. It is up to the PLD design if single or multiple instances are imple

1
gpecific application needs. The design or configuration of thesdevices can be done with a v3
fools, ranging from very simple to entire development suites supporting complex features
iming analysis and optimization of the design.

Dnce the user design is completed it can be programined into the device. Different technolo
uised to allow either one time programmability or, the reprogramming of the device multipl
These methods can be further distinguished by providing volatile or non-volatile capabilities. A
ils represented in the block diagram by the bloek labelled “configuration technology”.

plexers,
cessing
romplex
in their
others
ns. The
becurity
nd reset
mented.

A\ common feature of PLDs is that users can configure them with/the functionality adapted to the

riety of
such as

bies are
e times.
1 of this
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I/0 I/0 I/0 I/0 I/0 I/0 I/0 I/0 I/0 I/0
I/0 1/0
Logic blocks Logic blocks
Fixed
function
I/0 P 1/0
User memory User memory
I/0 I/0
Logic blocks Logic blocks
Fixed
1/0 function 1/0
IP
User memory User memory
I/0 1/0
Logic blocks Logic blocks
1/0 Fixed 1/0
function
IP
1/0 User memory User memory 1/0
1/0 Configuration technology 1/0
I/0 I/0 I/0 I/0 I/0 I/0 I/0 I/0 I/0 I/0
Figure-11 — A generic block diagram of a PLD
8.1.2 (About PLD typé€s
Table 16 provides a non-exhaustive list of commonly used PLD types.
Table 16 — Commonly used PLD types
Type Description

Programmable Array Logic (PAL)

One-time programmable devices that allow implementing
sum-of-products logic for each of its outputs.

Gate Array Logic (GAL)

Similar functionality as PALs with the feature of being
programmable many times.

Complex Programmable Logic Device (CPLD)

Non-volatile devices with similar functionality as PALs
with a much higher integration rate and additional com-
plex feedback paths.

Field Programmable Gate Array (FPGA)

Mostly volatile implementation of very sophisticated
logic, routing and memory functions.
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8.1.3 IS0 26262 Lifecycle mapping to PLD

8.1.3.1 General

Using the same structure of ISO 26262-10:2012, Figure 20, Figure 12 describes how the ISO 26262
lifecycle is mapping to PLDs.

SEooC PLD hardware component development SEooC PLD hardware component / item development
(PLD manufacturer) (PLD user)
g_g Considered not in Considered not in
) scope of HW SEooC 8-12 | scope of HW SEooC 4
g:g development development Sysge\m evel

8-5
8-6 .
2573 Considered fully or Software Liey
4 g | partiallyin scope of
System Level 810 HW SEooC

development
4-5 | Considered notin 8-11 P
4-8 | scope of HW SEooC 8-13
4-9 development 8-14
Considered fully or 2- Q _
4-6 | partially in scope 6.4. | Assumptions on <O not valid
4-7 of HW SEooC 5.6 system level Q 5
development -
P 2) T - :Q“ 6.4. | Establish validity of

i\ 5.6 assumptions
9 5 b)
Hardware Level >

. . valid
Considered not in 5.5 )
9-5 | scope of HW SEooC 5-6 Cor@ered fully or
development 5-7 ’@tially in scope of T—
9-6 | Considered fully in SR dHWl SEooC Hardware Level
9.7 | scope of HW SEooC 5:9 )t evelopment
9-8 development \5&0

>

\J

\%O Figure 12 — ISO 26262 Lifecycle mapping to PLD

NOTE1 1 @r context of this document, PLD manufacturer means an organization that develops|the PLD
nd ha@ sponsibility for the manufacturing of the PLD as semiconductor product. PLD user njeans an

o

rgani that develops a program for PLD or uses it in the application.

Ngy Providers of IP blocks for PLD are considered in Clause 6.

NOTE 3  Although all the clauses of ISO 26262 are not shown in Figure 12, this does not imply that they are not
applicable.

The following sections give examples with respect to some specific part of ISO 26262 for either PLD
manufacturers or PLD users.
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8.1.3.2 1S0 26262-2 (management of functional safety)

In general, ISO 26262-2 adapted to the appropriate level is applicable for the PLD manufacturer and the
PLD user.

EXAMPLE1 IS0 26262-2:2011, 6.4.2.1 requires that a project manager is appointed at the initiation of the item
development. For a PLD manufacturer it means that a project manager is appointed at the initiation of the PLD
development.

EXAMPLE 2 According to ISO 26262-2:2011, 6.4.3.5 the safety plan shall include the planning of the hazard

al’lalySlS dlll.‘l I lb}\ dSSTOSITITIIL ill dLLUI L‘ldllLl: VViLll ISG 2U2U2'3.2011, Clauac 7. SillLC L}lC lldel L‘{ dlldlybib dllcl I ib
assessmpnt is done on item level only this requirement is not applicable for a safety plan on PLD level.

EXAMPLE 3 IS0 26262-2:2011, 6.4.8.1 requires a functional safety audit to be carried out for the itent. Since it
is not pogsible for the PLD manufacturer to carry out a safety audit on item level he carries it out on the\PLD leve|l
instead.

EXAMPLE 4  ISO 26262-2:2011, 7.4.2.1 requires the organization to appoint persons with(he responsibilit
and the ¢orresponding authority, in accordance with ISO 26262-2:2011, 5.4.2.8, to maintain the functional safet
of the item after its release for production. For a PLD manufacturer this means that a_person is appointed t
maintai:t the functional safety of the PLD after its release for production since he«annot be responsible fo
maintaining the functional safety of the whole item.

—_—e<

8.1.3.3( IS0 26262-3 (concept phase)

With reppect to ISO 26262-3, the PLD manufacturer usually does nothave any responsibility during th¢
concept| phase, unless the PLD manufacturer also assumes the role of item integrator. For the PLD user,
this parntis applicable if the PLD user also has responsibility atthe item level.

8.1.3.4( IS0 26262-4 (product development at the system level)

For a SHooC development, ISO 26262-4:2011, Clause’6' and Clause 7 are partially or fully in scope. Th¢
same principle as discussed in ISO 26262-10:2042, 9.2.3 can be applied, where assumptions on th¢
technical safety requirements and on the system*level design are made.

EXAMPIE Dedicated hardware safety measures can be implemented on the PLD by the PLD manufacturef
to suppdrt the technical safety concept. Other measures can depend on the implemented user circuitry and cap
require ppecific measures (e.g. redundancy in logic, external watchdog) and are the responsibility of the user.
The assymptions made by the PLD manufacturer on the system level measures is documented and verified by th
PLD usef.

33

If the PILD user is also the item/integrator, ISO 26262-4 is fully in scope.

8.1.3.5| IS0 26262-5 (product development at the hardware level)

All the 1SO 26262-5 clauses, including Clause 8 and Clause 9, are applicable to PLD manufacturers and
PLD usdrs according to their level of contribution to the overall safety concept.

EXAMPIE If the PLD does not include any HW safety mechanisms, the main role of PLD manufacturer i
to provide-base failure rate, failure modes, and failure modes distribution using, for example, the method
described in Clause 9 of this document. A reference or exemplary computation of hardware architectural metrics
can be provided but the PLD user computes the metrics for the specific design the user implements in the PLD.

UTUT

With respect to ISO 26262-5:2011, 5.8 and 5.9, the responsibility of PLD manufacturers is generally
limited to providing the distribution of failure modes or the information/methods/tools needed to
enable PLD users to compute/verify the metrics and to provide diagnostic coverage values for the
safety mechanisms that are embedded in the PLD (see 8.4).

With respect to ISO 26262-5:2011, Clause 10, it is assumed in this document that it is not related only
to integration tests but it is applicable as well to PLD manufacturers and PLD users testing activities
according to their level of contribution to the overall safety concept. Regarding evaluation of the
diagnostic coverage (ISO 26262-5:2011, Annex D), please refer to contents of 8.4.
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8.1.3.6 1S0 26262-6 (product development at the software level)

Based on ISO 26262-4:2011, 7.4.5.2 and ISO 26262-5:2011, Clause 1, requirements of ISO 26262-5 and
ISO 26262-6 can be combined in case of programmable logic like PLDs.

In case of a high-level synthesis flow, like developing in OpenCL, C-to-HDL flows, or a model based
approach, interactions with the requirements of ISO 26262-6 are considered for the development of
the high level language code. ISO 26262-5 is considered for follow on steps used for traditional PLD
development.

n the case when the development flow for PLD users and PLD manufacturers is based on HDL larjguages,
his is similar to the one used to develop microcontrollers, so ISO 26262-5 applies. ISO 2626216 is not
onsidered in this case.

OTE Specific techniques and measures for user PLD circuit development are discussed’in 8.5.3. Hor many
ethods there are similarities with respect to what is specified in 1SO 26262-6, e.g. Gbservation df coding
uidelines.

he level of application of ISO 26262-6 also depends on the type of PLD techinology. For example, in case
fa PAL, the partis in general simple enough that ISO 26262-6 is not applied.

.1.3.7 IS0 26262-7 (production and operation)

n general ISO 26262-7 adapted to the appropriate level is applicable for the PLD manufactuter. It is
Iso applicable to the PLD user if he is involved in the production of a HW element of the item ¢r of the
item itself.

EXAMPLE1 InISO 26262-7:2011, 5.4.1.1 the requiremehnt'is to plan the production process by evalusting the
item. In the context of the PLD manufacturer the plannifig is done by evaluating the PLD instead of the item.

EXAMPLE 2 1SO 26262-7:2011, 5.4.1.6 requires<to identify reasonably foreseeable process failures gnd their
¢ffect on functional safety and to implement appropriate measure to address these issues. It is applicpble to a
PLD production without modification.

EXAMPLE 3  ISO 26262-7:2011, 6.4.135_requirements for decommissioning instructions are typigally not
dpplicable for PLDs

EXAMPLE 4  To fulfil ISO 26262-7:2011, 6.4.2.1 the PLD manufacturer implements a field monitoring process
for the PLD.

.1.3.8 1S026262;8 (supporting processes)

n general [SO 26262-8 adapted to the appropriate level is applicable for the PLD manufacturerfand the
LD user.

ith respectto ISO 26262-8:2011, Clause 13, the PLD can be either considered intermediate or fomplex
art: thisidistinction is clarified in I[SO/PAS 19451-2.

XAMPLE A PAL can be considered to be an intermediate part, whereas a FPGA can be considered ajcomplex
art) according to 1SO 26262-8:2011, Clause 13.

NOTE ISO 26262-8:2011, 5.4.1.1 b) applies to either basic or intermediate level hardware parts for which
ISO 26262-8:2011, Clause 13 is applicable.

Regarding ISO 26262-8:2011, Clause 11, please refer to contents of 8.5.2.

8.1.3.9 IS0 26262-9 (Automotive Safety Integrity Level (ASIL)-oriented and safety-oriented
analyses)

All ISO 26262-9 clauses are applicable to PLD manufacturers and PLD users according to their level of
contribution to the overall safety concept.
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Regarding ISO 26262-9:2011, Clause 7, please refer to contents of 8.3.2.

8.1.3.10 IS0 26262-10:2012 (Guideline on ISO 26262)
The contents of ISO 26262-10:2012, Annex A are applicable for PLD manufacturers and, in particular, for

fixed function IPs. Further details about the applicability of ISO 26262-10:2012, Annex A are described
in 8.3.1 and in 8.5.3.

8.2 Fault models and failure modes of PLD

1=

In line With the lifecycle shown in 8.1.3, Table 17 and Table 18 summarize the fault models and\th¢
failure modes that can be of concern for PLD manufacturers and PLD users.

The listings do not claim exhaustiveness and can be adjusted based on additional known faults an$
failure modes. They can be used as a starting point to evaluate the diagnostic coverage ofthe provide
safety shechanisms with the claimed DC. Any such claims are supported by a proper rationale.

NOTE 1| Table 17 and Table 18 address the same elements but on a different level of abstraction (fault model
for PLD manufacturers and failure modes for PLD users). It is not intended that both-will be considered at th
same tinhe (i.e. it is not intended that diagnostic coverages at both levels will be determnined), but one of them wil
be consiflered depending on the respective abstraction level.

T

=

NOTE 2| Table 17 or Table 18 can also be used depending on the safety mechanism.

EXAMPIHE For a redundant structure with a comparison, failure mgdes in Table 18 can be sufficient. For the
evaluatipn of a self-test using test patterns, failure modes in Table 18 dxe not necessarily helpful in the evaluation
of the dipgnostic coverage and a detailed analysis per Table 17 can be'performed.

Table 17 — Analysed faults in the derivation of diagnostic coverage for PLD manufacturers

Element See tables Analysed fault models for 60 %/90 %/99 % DC
(see Higure 11) Low (60'%) Medium (90 %) High (99 %)

ISO 26262-5:2011,

Fixed Fyinction IP As defined in ISO 26262-5:2011, Table D.12
D.2 to D.14
ISO 26262-5:2011,

PLD Digital I/O D7 As defined in ISO 26262-5:2011, Table D.1, element “Digital [/0”
1SO 26262-5:2011,

PLD Anglogue I/0 b7 As defined in ISO 26262-5:2011, Table D.1, element “Analogue 1/0”

As defined in IS0 26262-5:2011, Table D.1, element “Other sub-elementg

Logic Block Lable 26 not belonging to previous classes”
Configuration Tech- Stuck-at Stuck-at at gatelevel ~ DC fault model

1 Table 26
nology Soft error modelb Soft error modelb

1SO 26262-5:2011,

User Mdmeory D6 As defined in ISO 26262-5:2011, Table D.1, element “Volatile memory’
Signal Routing ca- IS0 26262-5:2011, As defined in ISO 26262-5:2011, Table D.1, element “On-chip commu-
pability D.14 nication including bus-arbitration”

a  As described in 8.1, the Fixed Function IPs are a combination of elements similar to the ones that can be found in
microcontrollers. They are typically implemented in a separated area with respect to the non-fixed functions and
therefore they can be considered in all aspects similar to the elements discussed in ISO 26262-5:2011, Table D.1 and
ISO 26262-10:2012, Table A.1

b The relevance of this fault model depends on the type of PLD technology, see 8.1.2.
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Table 18 — Analysed failure mode in the derivation of diagnostic coverage for PLD users

Element

(see Figure 11)

Fixed Function IP

See tables

Analysed failure modes for 60 %/90 %/99 % DC

Low (60 %)

Medium (90 %)

High (99 %)

ISO 26262-5:2011
D.2to D.14

As defined in ISO 26262-5:2011, Table D.12

PLD Digital 1/0

ISO 26262-5:2011,
D.7

As defined in ISO 26262-5:2011, Table D.1, element “Digital I/0”

PLD Analogue I/0

ISO 26262-5:2011
D.7

As defined in ISO 26262-5:2011, Table D.1, element “Analegufe I/0”

[.ogic Block

Table 26

Permanent cor-
ruption of the
function imple-
mented by the
logic block

Permanent corruption of
the function implemented
by the logic block.

Transient corruption of the
function implementeddy,
the logic block.

Permaneént corruption of
the function impl¢mented
byithe logic block.

Transient corruptipn of the
function implemented by
the logic block.

Configuration Tech-
nology

Table 26

Unintention-
al permanent
change of the
configuration
settings

Unintentional permanent
change of the-configura-
tion of the logic’block.

Unintentienal transient
change of the configura-
tion’of one logic block. ¢

Unintentional permanent
change of the configuration
of the logic block.

Unintentional trpnsient
change of the configuration
of one logic block.F

User Memory

ISO 26262-5:2011,D.6

As definedin IS

026262-5:2011, Table D.1,

element “Volatile npemory”

Signal Routing ca-
pability

1S0 26262-5:2011,D.14

Permanent
corruption of
théfunction
implemented
by a group of
logic blocks

Permanent corruption of
the function implemented
by a group of logic blocks,
including time out of the
function.

Transient corruption of
the function implemented

by a group of logic blocks.

Permanent corruption of
the function impl¢mented
by a group of logi¢ blocks,
including time delqy of the
function.

Transient corruptipn of the
function implemerjted by a
group of logic blodks.

R As described in 8.1, the fixed, function IPs are a combination of elements similar to the ones that can be
microcontrollers. They are typically implemented in a separated area with respect to the non-fixed funct
therefore they can be considéred in all aspects similar to the elements discussed in ISO 26262-5:2011, Table
[SO 26262-10:2012, Table A.1

b The relevance of this\failure mode depends on the type of PLD technology and type of Logic Block, see 8.1.2.
L The relevance ¢fthis failure mode depends on the type of PLD technology, see 8.1.2.
[ The I/0 configuration logic can be inside the fixed function IP or in the [/0 itself.

found in
ons and
D.1 and

8.3 Notes about safety analyses for PLDs

831 Quantitative analysis for a PLD

A similar approach as discussed in ISO 26262-10:2012, Annex A can be also used for PLDs. A
quantitative analysis of the PLD including the user design can be performed on different abstraction
levels depending on the information available to the PLD user. Information about the PLD usage and
user design is refined during the development phase of the design and the analysis is repeated based on
the latest information. The quantitative analysis of the PLD design can be augmented by a dependent
failure analysis as described in 8.3.2.

The following two sections describe examples of PLD die failure rate calculations and examples of the
distribution of the failure rate to the identified failure modes.
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The hardware architectural metrics can be determined similar to the example given in
IS0 26262-10:2012, A.3.5. The level of detail required for the analysis depends on the targeted ASIL and
the application.

8.3.1.1 Example of PLD die failure rate calculation per IEC/TR 62380
The failure rates can be estimated as described in ISO 26262-5:2011, 8.4.3.

NOTE If failure rates provided by the PLD manufacturer are used, any de-rating factor applied to the
provlde data aremade auvailahle

This example follows the example given in ISO 26262-10:2012, A.3.4.2. It makes similar assumption$
and notjall notes are repeated in this section. A PLD with the characteristics outlined in Table 19 isused
for the ¢xample.

Table 19 — PLD resource overview

Element Resources Assumed IEC/TR,62380 category
Logic blpcks 1000 CPLD (EPLD, MAX, FLEX, FPGA, etc.)
User mgmory b Low-consummption SRAM
Fixed fynction IP 20 k gates Digital cixeuits, microcontroller, DSP
Configufration technology 10 kb Low-cdonsumption SRAM

Similar|to the example given in ISO 26262-10:2012, Table A.2,/the’ complete PLD failure rate can be¢
computed as shown in Table 20.

Table 20 — Example of the computation ofthe failure rates for the PLD

Element A N . A Base FIT De-rating Effective FIT
for temp
Logic blpcks 2,0 x 10-5 100 000 10 | 34 34,0604 0,17 5,7903
(100 transistors.per
macrocell)
User mgmory 1,7 x 10-7 98 304 10 | 8,8 8,8005 0,17 1,4961
(6 transistors/bit for
dlow-consumption
SRAM)
Fixed fynction IP | 3,4 x 1056 80 000 10 | 1,7 1,7082 0,17 0,2904
(4 transistors / gate)
Configuration| 1;%x10-7 61440 10 | 8,8 8,8003 0,17 1,4961
E)enC}SIEOAlIf)y (based (6 transistors/bit for
a low-consumption
SRAM)
Sum 53,3694 9,0729

NOTE 1 Itis assumed that the number of transistors per macrocell (100, as derived from IEC/TR 62380) does not include
the transistors related to the configuration technology. For this reason the configuration technology is considered as a
separate entry of the computation. An alternative approach could be to adapt the number of transistors and include the
configuration technology in the logic blocks, user memory entries and other relevant elements.

NOTE 2 1 FIT corresponds to 1 failure per 109 h of device operation

NOTE 3 This table can be used also to derive a unitary FIT by dividing the resulting effective FIT with the number of
elements.

EXAMPLE The FIT/logic block can be computed as 5,7903/1 000 = 0,0057

NOTE 4 As shown in ISO 26262-10:2012, A.3.4.2.2 other alternatives are possible for the temperature de-rating factor.
Those alternatives are applicable as well for PLDs.
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The failure rates in Table 20 can be used to calculate the failure rates for this specific user design. The

assumptions made for the user design are given in Table 21.

Table 21 — Example of user design resource usage and failure rate calculation

Element Resource usage Effective FIT
Logic blocks 23 % 1,3318
User memory 10 % 0,1496
Eixed-function R 100-% 02904
Configuration technology (based 15 % 0,2244
on SRAM)
Sum 1,9962

NOTE 1 The unused resources are considered as not safety related. Depending on the PLD
structure, a dependent failure analysis can analyse the influence of the unused lpgi¢ on the
user design.

NOTE 2 An alternative approach is to consider the unused logic as safety related and
to estimate the respective fraction of faults that will lead to a safe failure(Fsafe according
IS0 26262-10:2012, Figure 9). This estimation can be done by means of@quantitative analysis
supported by information provided by the PLD manufacturer.

.

[he data can be further refined if more detail about the user design is available. For example
block has different configuration options and the user design,may only use a certain configurati
3llows to further de-rate the calculated failure rate.

NOTE1 A dependent failure analysis can be used to analyse the influence of the different confi
ptions on the user design.

INOTE 2  The derivation of the de-rating factor canibe'facilitated by appropriate design tools.

8.3.1.2 Example of transient failure rate'ealculation for PLD

The computation of the transient failure rate for PLD can follow ISO 26262-10:2012, A.3
¢onsidering data provided by the PLD manufacturer derived from JEDEC standards such as JH

or, if this data are not availabl€, soft error rate derived from public sources such as Inter
Technology Roadmap for Semiconductors (ITRS).

INOTE In case the transient failure rate provided by the PLD manufacturer includes a de-rating fa
¢xample based on average.PLD utilisation factor or based on operational profile), this factor is explain
PLD user.

Table 21 can be(used to calculate the failure rates for this specific user design in the same
transient faults;.as shown in the previous paragraph.

8.3.1.3 ~Example of distribution of PLD failure rate to failure modes

Dnce.the PLD failure rate has been estimated, it is distributed to the identified failure modes

b a logic
on. This

curation

4.1, i.e.
SD 89A
hational

ctor (for
bd to the

way for

i.e. the

flailure modes distribution is computed.

For PLD manufacturers, the failure modes distribution can be computed as described in

[SO 26262-10:2012, Annex A.

The following are examples of approaches for identification of failure modes and respective

determination of the failure modes distribution for PLD users:

a) Identification of the failure modes at the functional block level of the user PLD design; assumption

of an equal distribution of the PLD failure rate to the identified failure modes;

b) Identification of the failure modes at the functional block level of the user PLD design; estimation
of the distribution of the PLD failure rate to the identified failure modes based on expert judgment
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taking resource estimation (e.g. fixed function IP, number of logic blocks, user memory, etc.) into
account, supported by documented evidences;

c) Identification of the failure modes by means of a partitioning of the implemented user PLD design
in elementary sub-parts; estimation of the distribution of the PLD failure rate to the identified
failure modes based on the implemented user PLD design facilitated by information provided by
the PLD manufacturer taking detailed resource utilisation into account. This could be supported by
appropriate design tools.

NOTE 1

Elementary sub-part is defined as in the example in ISO 26262-10:2012, 4.2, In the context of PL

manufad
same w4
flop in 4
of eleme
applicat

NOTE 2

EXAMPI
highest
modes if

NOTE 3
type of g

EXAMPI
distribu
user PLI]
of the fa

accuracy.

NOTE 4
for diagy

NOTE 5
blocks a
the user

Table 2
implem

y, in the context of PLD users, the elementary sub-part can be intended as the cone constructed of flip,
logic block and the combinatorial logic represented by logic blocks. The level of detail, i.e. thenumbe
ntary sub-parts considered depends on the targeted ASIL, the type of safety mechanism used and th
on.

The level of accuracy of the resulting quantitative data varies based on the approachyirsed.

E1 Ifinformation on the implemented user PLD design is available, then appréach c) can provide th
evel of accuracy. If this information is not available and no argument can be givenwhy one of the failur
more likely than the other, the approach a) can be used.

The required level of accuracy of the failure mode distribution dependS.also on the targeted ASIL, th
hfety mechanism used and the application.

ed value for the failure mode distribution will not affect the €laimed diagnostic coverage. Instead, for
design relying on a SW test library to periodically test the\PLD hardware, if arguments exist that on
lure modes is more likely than the other approaches b) ox'¢) are used depending on the required level o

A detailed failure mode definition like the one_provided by approach c) can help to provide rational
ostic coverage.

For transient faults, the resource utilisation can consider number of flip flops included in the logi
hd the number of user memory bits of the-user PLD design and number of configuration bits utilized b
PLD design

bnted in a PLD.

turer, the elementary sub-part can be intended as a set of flip-flop and gates (e.g. logic cone). Atthe

E2 In case of a user PLD design in lock-step, approach a) ean‘be sufficient because a non-uniform

P shows an example of the three approaches described above. It considers a SPI modulg

o

T

12

=

~<

14
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Table 22 — Example of approaches for PLD failure modes distribution computation at PLD

user level

Failure mode Sub-parts involved a) b) ]

Seenote 1 See note 2

Wrong or no clock Clock generation 25% 10/110=9,09 % 10/90=11,11 %

Wrong or no data reception |Peripheral bus interface

Input shift register
250 40/110=3636% 130/90 =33

3%

Data received register
1/0 pads

Wrong or no data send Peripheral bus interface
Output shift register
Data send register

I/0 pads

25% 40/110 = 36,36 % ¥{80/90 = 33,33 %

Wrong configuration of SPI | Configuration registers

Peripheral bus interface

25% 20/110= 18,18 % [20/90 = 22,42 %

NOTE 1 For this example, it is estimated that each sub-part consumes 10 logicblocks and therefore it is estim
each failure mode has a failure mode distribution proportional to the sunt.of logic blocks consumed by each
involved in the failure mode

NOTE 2 The difference between b) and c) is that the resource usage for the specific failure mode is not estimated
but the actual number of resources which contribute to the failure mode is computed. This is done not necessaril
the sub-part level but also down to the elementary sub-parts level,if the logic blocks contributing to the failure m
different sub-parts. In the example, it is measured that: Input shift register, output shift register, data received reg
data send register are contributing 100 % to the respective(failure mode and 0 % to the others; peripheral bus

is measured to contribute 50 % to each data related failure*mode and 100 % to configuration failure mode; I/0
measured to contribute 50 % to each data related failuré mode.

hited that
sub-part

hnymore
b only on
bde span
ster and
nterface
pads are

.3.1.4 Verification of completenessand correctness of safety mechanism implementati
espect to hardware

s described in ISO 26262-10:2012; A.3.8.2, fault injection simulation during development ph
alid method to verify completeness and correctness of safety mechanism implementation with
o hardware safety requirements as also to assist verification of safe faults and computation
mount and failure mode ‘coverage, as described in ISO 26262-10:2012, A.3.3 and A.3.3.2. Thig
or PLD manufacturers as‘well.

ith respect to P:D-users, in case fault injection is necessary and no detailed information is 3
bout how the aser PLD design is mapped to PLD logic blocks, fault injection can be performe
gic design before mapping.

XAMPLE If fault injection is necessary to provide rationale of the diagnostic coverage claimed
est library periodically testing the user PLD design, then fault injection can be executed at a differ¢
or£xample, starting from the RTL design describing the user PLD design and then synthesizing it to
efervence netlist on which fault injection is performed. If the reference netlist does not correspond to

pn with

ase is a
respect
of their
applies

vailable
1 on the

by a SW
nt level.
obtain a
the PLD

esign €N an argumentation 1S provided to explain why the Injected Iaults are meaningtul with respect to the

assumed implementation of PLD design.

8.3.2 Dependent failure analysis for a PLD

As for any integrated circuit, dependent failures are important to be considered especially if HW safety

mechanisms or requirements for redundancy are implemented in the same component.

The flow for Dependent Failure Analysis (DFA) considered in this clause is the same than

the one

described in Clause 10. Table 23 describes specificities - if any - to be considered in addition with

respect to the steps defined in Clause 10, for both PLD manufacturer and PLD users.
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Table 23 — Specificities of DFA for PLD manufacturers and PLD users with respect to Clause 10

Step (see Figure 24)

PLD manufacturer

PLD user

B1 - Identify HW and SW elements

As defined in Clause 10

As defined in Clause 10

B2 - Identify dependent failures
initiators

Analysis considers also the inter-
actions between configurable and
fixed logic, including interactions
related to reset or the configuration
technology?

Analysis considers also the impact of failures
affecting the configuration technology and
therefore potentially affecting multiple logic
blocks at the same time

B6 - Id
measur
depend

entify necessary safety
bs to control or mitigate
it failures initiators

Analysis considers also the pos-
sibilities for providing separation
between configurable and fixed logic

Analysis considers also the possibilities foq
providing separation between logic block4

B10 - Eyaluate the effectiveness|As defined in Clause 10 As defined in Clause 10
to contrjol or to avoid the depend-

ent failyre

a For example, a fault in the fixed logic causing the configurable logic to lose the configuratign

The list
describ
with re

counterjmeasures.

Tablé

for dependent failure initiators (DFI) considered in this document is the-Same than the on
ed in Clause 10. The following tables describe specificities - if any - to be considered in additio$
spect to DFI defined in Clause 10, for both PLD manufacturer and PLD users, and the relate

24 — Specificities of DFI for PLD manufacturer and PLDdiser with respect to Clause 10

fent Failure Initiators
(DFI)

Depen

PLD manufacturer DFI

PLD user DFI

Failure pf shared resources a

As defined in Clause 10

Potential dependency of the available clock
networks

Failures of configuration technology (e.g
shared short or long distance common
interconnects)

Failures of shared programmable 1/0s

Wrong PLD configuration due to failures of
external configuration memory or related
interconnection

Single physical root cause

As'defined in Clause 10

Faults (e.g. in resetlogic) causing the com-
plete or partial loss of the PLD configuration

Insufficient distance or isolation

Wrong usage of tools provided by PLD|
manufacturer b

Development faults between fixed and configurable logic
See also Clause 10

Manufagturing faults As defined in Clause 10 Wrong usage Sf tools for configuration
programming

Installationdaults As defined in Clause 10 As defined in Clause 10

Repair faults As-definedinClause 10 Wrong usage of online reconfiguration

functions

a

b

In the context of PLD, “common” will be interpreted not only as shared resources within either configurable or fixed
logic but also as shared resources between configurable and fixed logic.

For example, user wrongly applies isolation/separation constraints

66
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Table 25 — Countermeasures related to DFI for PLD manufacturer and PLD user

Dependent Failure Initiators

PLD manufacturer counter-

PLD user countermeasures

(DFI) measures
Analysis of dependency of clock networks
and dedicated clock monitors
Analysis of failures of configuration technol-
ogy and consequent adoption of separation/
isolation techniques
Eailure aofsharod rocaourcoca As defined in Clauce 10

Analysis of failures of shared prog
ble I/0s and consequent adaptatio
safety protocols

ramma-
n of [/Os

%{haustive and other techniques-can be used, provided evidence is available to support the

iagnostic coverage.

Table 26 — Mapping of PLD safety mechanisms with ISO 26262-5:2011, Annex D

CRC check of PLD configuration during
runtime
. . . . Analysis of dependency of the reset fetworks
Single physical root cause As defined in Clause 10 and dedicated Wrtchdogs
Development faults Proper .1solat10n or separation b.e- As defined/in Clause 10
tween fixed and configurable logic
. As defined in Clause 10 Proper)instructions in PLD tool mpnual to
Manufacturing faults
prevent DFI
[nstallation faults As defined in Clause 10 As defined in Clause 10
Repair faults As defined in Clause 10 ?estr_lcted use of online reconfiguration
D unctions
f In the context of PLD, “common” will be interpreted not only~as shared resources within either configurablq or fixed
ogic but also as shared resources between configurable and fixed'logic.
8.4 Examples of safety mechanisms for. PLD
Table 26 lists examples of safety mechanisms defined in [SO 26262-5:2011, Annex D that can befused to
dddress PLD failure modes described in‘Table 17 and Table 18. Table 26 also contains additiondl safety
echanisms not included in ISO 26262-5:2011, Annex D that can be applied to PLDs. This table is not
claimed

Element

Examples of safety mechanisms

Fixed function TP

ISO 26262-5:2011, Tables D.4 to D.13

ISO 26262-5:2011, Table D.10

Clock

On-chip clock status indicationa

ISO 26262-5:2011, Table D.9
Pewer supply

Separate voltage planes b
Digital I/0 1SO 26262-5:2011, Table D.7
Analogue I/0 SO 26262-5:2011, Table D.7

a  Many PLDs offer clock generation and management resources and also provide monitoring of clock

functionality and associated status pins/register to indicate when a specific clock is functioning properly
(e.g. whether or not a clock output is in proper phase with a master clock input).

b Voltage plane means electrically isolated voltage supply plane regions with each plane region being
connectable to an external supply voltage.

¢ Refers to the capability of many programmable devices to check the contents of its configuration
registers and compare those to the intended (design specific) contents. If a mismatch is detected, this
feature can change the status of an output pin or generate an interrupt so that the system can respond
appropriately.
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Table 26 (continued)

Element Examples of safety mechanisms

ISO 26262-5:2011, Tables D.4 and D.13

Mix of spatial and temporal redundancy by means of reconfiguration
Off-chip communication |ISO 26262-5:2011, Tables D.7 and D.8

ISO 26262-5:2011, Table D.5 (non-volatile) and/or Table D.6 (Volatile)

Logic block

Configuration technology
Read-back on download by downloading device ¢

User memory ISO 26262-5:2011, Table D.5 (non-volatile) and/or Table D.6 (Volatile)
Signal routing capability [ISO 26262-5:2011, Table D.14

Many PLDs offer clock generation and management resources and also provide monitoring of clock
nctionality and associated status pins/register to indicate when a specific clock is functioning properly
.g. whether or not a clock output is in proper phase with a master clock input).

Voltage plane means electrically isolated voltage supply plane regions with each plane région being
bnnectable to an external supply voltage.

O T /| =h o

a

Refers to the capability of many programmable devices to check the contents of.its’ configuration
poisters and compare those to the intended (design specific) contents. If a mismateh is detected, this
feature can change the status of an output pin or generate an interrupt so that the\system can respond
ppropriately.

—

Q

8.5 Ayoidance of systematic faults for PLD

8.5.1 [Avoiding systematic faults in the implementation of PLD

Since there are no significant differences in the specification, design and verification flow used
by PLD|manufacturers with respect to the flow useddy microcontroller manufacturers, the same
recommendations given in ISO 26262-10:2012, A.3.7 (and related Table A.8) can be applied.

8.5.2 (About PLD supporting tools

PLD related tools can be distinguished in two-categories:

— tools used prior to the production.(iie. used by PLD manufacturers);
— tools used by PLD users

The conffidence in use of tools-belonging to both categories are analysed according to the requirementg
of ISO 2p262-8:2011, Clause-11.

EXAMPHE1  AccordingiSO 26262-8:2011, Clause 11, a tool used for place and route by the PLD manufacture
can be c¢nsidered T2} sitice its malfunction can introduce an errors in a safety-related element being developed;
If it can be shown that'design rule check (DRC) and layout versus schematic (LVS) with appropriate rule sets, a
foreseen in state~of-the-art IC design flows, can detect possible errors introduced by the tool with a high degre
of confidence,sthen a TD1 can be claimed. In this case it can be considered as TCL1 based on ISO 26262-8:2011],
Table 3.

—

o=

EXAMPLEZ — According ISO Z6Z62Z-8:2011, Clause 11, a tool used for place and route by the PLD users can be
considered TIZ, since its malfunction can introduce an error in a safety-related element being developed. If the
error can be detected with a medium degree of confidence by the consequent HW and integration tests, due to
the complexity of the circuitry, then it can be considered TD2. Therefore it can be considered as TCL2 based
on the ISO 26262-8:2011, Table 3. If the ASIL of the respective item is for example ASIL B, the tool provider can
qualify the SW tool by using an appropriate combination of “increased confidence from use” and “evaluation of
the tool development process”.

8.5.3 Avoiding systematic faults for PLD users

For PLD manufacturers, as for a microcontroller, a PLD is developed based on a standardized
development process for which the example in ISO 26262-10:2012, A.3.7 applies.
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The two following approaches are examples of how to provide evidence that sufficient measures for
avoidance of systematic failures are taken care of by the PLD user during the development,, by using

appropriate processes:

— using a checklist such as the one reported in Table 27; and

— giving the rationale by field data of similar products which are developed based on the same process
as the target device (for example using [SO 26262-8:2011, Clause 14).

Table27—E les.of id ic fail for BLE

ISO 26262-5 require- Design Technique/Measure Aim

ment phase
7.4.1.6 Modular design|Design Structured description and | The description of the PLDs“functiopality is
properties entry modularization structured in such a fashion that it {s easily

readable, i.e. circuit funetion can be infuitively
Wwithout

understood on basis-of description
simulation effornts

7.4.1.6 Modular design
properties

Design description in HDL

Functional description at high level in hardware
description\language, for example sfich like

VHDL or Verilog.

Robust design principles

Observation of coding
guidelines

Strict observation of the coding style results in
asyntactic and semantic correct circulfit code

Robust design principles

Restricted use of asynchro¢
nous constructs

Avoidance of typical timing anomalie$ during
synthesis, avoidance of ambiguity durfng sim-
ulation and synthesis caused by insyfficient

modelling, design for testability.

This does not exclude that for certain fypes of
PLD implementations, asynchronous logic could
be useful; in this case, the aim is to suggest ad-
ditional care to handle and verify thosecircuits.

Robust design principles

Synehronisation of primary
inputs and control of met-
astability

Avoidance of ambiguous circuit behavijour as a
result of set-up and hold timing violation

7.4.4 Verification of HW
design

HDL simulation

Functional verification of circuit described in

VHDL or Verilog by means of simulatign

7.4.4 Verification of HW
design

Functional test on module
level (using for example
HDL test benches)

Functional verification “Bottom-up”

7.4.4 Verification ©f, HW
design

Functional test on top level

Verification of the PLD (entire function)

7.4.4 Verification of HW
design

Functional and structur-
al coverage-driven veri-
fication (with coverage of
verification goals in per-
centage)

Quantitative assessment of the applied verifi-
cation scenarios during the functional est. The
target level of coverage is defined and|shown

7.4.4 Verification of HW
design

Application of code checker

Automatic verification of coding rules (“coding

style”) by code checker tool.

7.4.4 Verification of HW
design

Documentation of simula-
tion results

Documentation of each data needed for a suc-
cessful simulation in order to verify the specified

circuit function.

7.4.4 Verification of HW
design

Integration and verification
of soft IPs

See Clause 6
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Table 27 (continued)
ISO 26262-5 require- Design Technique/Measure Aim
ment phase

7.4.4 Verification of HW |Synthesis,|Check of PLD vendor re-|Requirements and constraints defined by PLD

design mapping,|quirementsand constraints |vendor are considered during PLD design

floor plan-
ning, place-
ment, rout-
ing

7.4.4 Vefification of HW Analysis of PLD supporting | Outputs of PLD supporting tools are analysed

design tool outputs Arguments are provided to waive warningg

and Errors.

7.4.1.6 Modular design Documentation of con-|Documentation of each defined constraint that

propertfes straints, results and tools |is necessary for an optimal synthesis, mapping

placement and routing of the Pl:D"design
7.4.1.6 Modular design Script based procedures |Reproducibility of results‘and automation of
propertjies the synthesis, mapping, placement and routing

7.4.4 Vefification of HW Simulation and timing ver- | Independent verifi€ation of the netlist after

design ification of the final netlist|synthesis, mapping, placement and routing -

including timifdgyerification

7.4.4 Vefification of HW Comparison of the final|Functional equivalence check of the final netlist

design netlist with the reference |with RTL,
model (formal equivalence
check)

Robust flesign principles Adequate time margin for {Assurance of the robustness of the implemented
process technologies in use | circuit functionality even under strong process
for less than three years.”|and parameter fluctuation. A time margin in

the timing analysis is considered either in the
libraries or by PLD user.

7.4.4 Vefification of HW Design rule check (DRC) |Execution of design rule checks on the flooq

design planned [/0 logic

9.4.2.4 Dedicated meas-|PLD inte-|PLD verification Verification of the PLD prototype, including

ures gration and verification of PLD correct configuration (e.g

10 Hardjware integration testing using checksums).

and testing

7.4.5 Prpduction, opera- PLD integration Verification and integration of the PLD in the

tion, seitvice and decom- system

missionfing

9.4.2.4 Pedicated meas~

ures

10 Hardware integration

and testfing

8.6 Safety documentation for a PLD

ISO 26262-10:2012, A.3.10 gives recommendations in terms of the safety documentation for a SEooC
microcontroller and in terms of the contents of the documentation which may be consolidated in a so
called “Safety Manual” or “Safety Application Note”. Those recommendations can be used also by PLD
manufacturers and PLD users, with the following remarks:

70

The DIA between PLD manufacturer and PLD user specifies which documents are made available
and what level of detail is provided to the PLD user;

The main focus of the safety documentation provided by PLD manufacturer is:

the description of the results of the analyses of the development processes of the PLD manufacturer
with respect to the applicable requirements of ISO 26262;
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— the description of the results of the analyses of the PLD supporting tools with respect to the

applicable requirements of ISO 26262;

— the provision of information (for example the PLD failure rate, the PLD failure modes with the

related failure modes distribution, the claimed diagnostic coverage for safety mechanisms
already implemented in the PLD etc.) to be used by PLD users during their safety analyses;

that are

— proposals or examples of safety mechanisms, for example with respect to dependent failures etc.;

— the list of assumptions of use to guide PLD users in the correct utilisation of the safety-related

information provided with the PLD.

1 The work products of the safety lifecycle are provided by the PLD user. The completénes
work products depends on whether the PLD user also assumes the role of the item.integrat

8.7 Example of safety analysis for PLD

.7.1 Architecture of the example

igure 13 is an example system used to demonstrate the concepts outlinied in this paper. The sJ
intended for a safety critical application where two microcontrollers-are used for redundancy
inal control output is implemented using a PLD. The two microcontrollers send their values to

ia SPI (Serial Peripheral Interface) and the PLD communicateSits output via a CAN (Control
etwork) bus. For this example, it is assumed that a calculated output too high (i.e. greater t
alue that would have been determined by a non-faultedystem plus a threshold) is a potentia
ut an output too low is acceptable from a functional:safety point-of-view. It is also assumed

¢omponents receiving the CAN message can detect<the loss of CAN messages and take app
femedial action such as defaulting the receive signalto its minimum value and that the receiving
¢an tolerate corrupted CAN messages (i.e. valuesthigher than intended) for x number of messag

Inputs: sensors, buses
(redundant)

uCaontrollerl ——— Sample ——» uController2

s of the
DT

ystem is
and the
the PLD
er Area
han the
hazard
that the
ropriate
module
ES.

Status —

L Outputl via SPI—{ Switch PLD [=— Output2 via SPI —

Disable —|

Readback of CAN

CAN to system

Figure 13 — Example of PLD usage - output switch
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NOTE
The der

The HW component “Controller” is implemented using two microcontrollers and one PLD.

ived safety requirement for the HW component “Controller” could be:

— SafReq_HW_Comp_Controller_001: The output of a wrong value which is larger than the correct
value plus a threshold for x number of messages in-a-row shall be avoided.

— SafReq_HW_Comp_Controller_002: Undetected lack of CAN outputs for longer than y ms shall be
avoided.

The HYV
uContrd
send th
occurre
output 1
outside

The der]

— Saf
uCd

— Saf
too

The following section addresses, as an example, two different-approaches for the PLD’s safety and

depend
pnContrd

Failured
— Util
— Util
det
dis{
8.7.2
The foll

— Saf
uCd
che

— Saf

As a firs

ller2) and one PLD. Both pController1 and pController2 have the same input/output history an$

bir calculated outputs to the PLD. Both outputs agree within the threshold when no fault hag
d. The PLD is responsible for taking the minimum of the two signals and communicating this
o the rest of the system via CAN. SafReq_HW_Comp_Controller_002 can be fulfilled by entitief
of the controller (e.g. timeout supervision).

ived safety requirement for the PLD could be:

Req_PLD_001: Output of a value larger than the minimum of the two6 input values from
ntrollerl and pController2 shall be avoided (derived from SafReq_HW:\Comp_Controller_001).

Req_PLD_002: Undetected corruption of the CAN output value fromPLD which leads to an outpug
high shall be avoided (derived from SafReq_HW_Comp_Controller_001).

ent failure analysis. The safety analysis and the dependent failure analysis concerning
llerl and pController2 are out of scope of this document.

of the PLD can be addressed by two approaches:

izing safety measures which are external tofhe PLD

izing safety measures which are internal to the PLD. The PLD includes diagnostic measures tJ:
pct faults of the PLD. Faults are communicated via the status signal to pController1, which ca
hble the PLD based on the severity.efthe fault.

PLD external measures
bwing safety mechanismisyare implemented by elements other than the PLD:

Mech_PLD_001: CAN,Read back and comparison. The CAN output of the PLD is read back bj
ntrollerl. pContfeller1 checks if the PLD has output a value equal or less than its output. If this
ck fails the pCantrollerl disables the PLD via the Disable signal.

<

Mech_Network_001: The receivers implement a time-out monitoring.

t stepof the safety analysis the relevant failure modes can be identified. Since none of the safetj

<

mechanfisms.are implemented within the PLD it is sufficient to describe the observable failure modes
on its (;111'})111' level:

— FM_PLD_OP_01: No output;

— FM_PLD_OP_02: Output of old message;

— FM_PLD_OP_03: Corrupt output;

— FM_PLD_OP_04: Do not output minimum value;

— FM_PLD_OP_05: Always output pController1 value;

— FM_PLD_OP_06: Always output pController2 value;
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— FM_PLD_OP_07: Active “Disable” discrete signal does not prevent CAN transmission.

As described in 8.3.1.3, to derive a probability distribution over the above mentioned failure modes
typically detailed knowledge of the PLD internal structure is necessary. If this information is not
available and no argument can be given why one of the failure modes is more likely than the other, the
approach described in 8.3.1.3 a) can be adopted. In this case the safety analysis could be similar to the

one in Table 28.

Table 28 — Example of a PLD safety analysis in case of PLD external measures

Permanent

Transient

CAN transmission

Failure mode distribution | distribution PVSG? | MPF? Safety mec¢hatjisms
FM_PLD_OP_01: No output 14,2 % 14,2 % 1 0 SafMech ‘Network_001
fnl\g;f;gz—op-m: Outputof old| 1, 5o, 14,2 % 1 0  |SafMech_PLD_00]
FM_PLD_OP_03: Corrupt output 14,2 % 14,2 % 1 0 SafMech_PLD_001
fn“fgilﬁfrhofifut Do notoutput 4,5 4 14,2 % 0 1.~ |SafMech_PLD_001
FM_PLD_OP_05: Always output 14,2 % 14,2 % 0 1
LLlControllerl value
ﬁl(\:’lo—f tlll‘]())l_lgfiovz:lﬁcleways output| 1499 14,2 % 0 1 |safMech_PLD_00{
FM_PLD_OP_07: Active “Disable”
discrete signal does not prevent 14,2 % 14,2 % 0 1

NOTE  PVSG = potential to directly violate the safety goal; MPF = multiple point failure

+ PLD and pControllerd;
1+ PLD and pController2;

|

1 wnControllerl and pContreller2;

8.7.3 PLD internal measures

As far as the dependent failure analysis (out of'scope of this document) is concerned the corre
following elements could be of interest:

[he rest of the example considers utilizing safety measures which are internal to the PLD. The
architecture of theyPLD is presented in Figure 14. The data sent from the pController should be |
before it can be transferred via the CAN bus. The buffers are implemented as user memory, \
the state machine controlling the buffer operation, the multiplexer are implemented by logic bla
the CAN.fnodule is a fixed function IP. The functionality of the logic blocks and the routing betw
locks ‘and memory are controlled by the configuration technology. For simplicity the switch
gi€ which determines whether data from Buffer 1 or Buffer 2 is sent is not covered in this exa
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uControllerl SPI uController2 SPI
Bufferl —‘ ’, Buffer2
State State
Machine | |Machine
1 2

CAN

Disable

Figure 14 — PLD architecture

The desjgn is also susceptible to intermittent and permanent hardware failures. Any chip infrastructur
such as{clock or power could be a source of a common mode failure. These failures can be addressed by
redundancy with detection and reporting for single mode failures. Other examples include incorrec
load of qode at initialization and bit flip in memory. Thesecould be detected using checksums and parity}
howevel, some of these failures could result in a possible violation of the safety goal and would be amn
unacceptable risk. Error-detection-correction codes, (EDC) are a superior technique as they correct
errors gnd could report after correction that a potential problem exists in the chip. Single failures in th¢
1/0 of the chip only impact one output and would’represent less risk.

o~ P

NOTE 1| Depending on the functionality.efithe implemented circuitry it is necessary to perform furthef
activitiep besides correcting the fault to restdre the functionality of the design (e.g. a fault in the configuratio
technoldgy leads to a non-recoverableystate of a state-machine, even though the fault in the configuratioI
technoldgy was corrected).

If the fqult has the potential-to-violate the safety goal without being detected by the internal safety
mechaniisms it would be detected by pControllerl through loss of the CAN signal or a mismatch
between commanded outputs and the CAN read. This is acceptable if uControllerl can disable the PLI
via the {Disable” signal.-'A"dependent failure analysis is done to ensure that the risk of the PLD violating
a safety|goal in combination with the failure of the deactivation via the disable signal is sufficiently low.

S

EXAMPIE Avpotential hazard could occur if the switch is unable to respond to the disable command fro

pControllerl, Ehis would be a multiple-point fault situation as if both pControllerl and 2 are good; the PL
output would, still represent safe values. There would not be a potential risk until one of the pControllers fail
and the PED' responds incorrectly. To detect this multiple-point fault, a periodic test of the disable logic can b
implemented. Since this would be performed at system level, the specific details are out of scope of this document
and are not described further.

T

NOTE 2  In this simple example, the external measures can replace the internal safety mechanisms. In general,
cases exist in which the internal measures are necessary to reach the target diagnostic coverage and therefore
the detailed analysis of internal safety mechanisms described in this paragraph is applied.

Random hardware faults can be analysed by applying an inductive fault analysis (e.g. FMEA) on the
design. Faults of the user design, but also faults of the PLD technology are taken into account and
consider permanent and transient faults. The qualitative analysis of the design is followed up with a
quantitative analysis, similar to the one described in ISO 26262-10:2012, A.3.5.

74 © IS0 2016 - All rights reserved


https://standardsiso.com/api/?name=4411b93a5f30bd145b57b203f927903c

ISO/PAS 19451-1:2016(E)

As described in 8.3.1, inputs to the quantitative analysis need to be provided by the PLD manufacturer
with regard to the failure rates of the elementary parts of the PLD and the failure mode distribution.

NOTE 3 Inthis case of PLD internal measures, for failure mode distribution determination the approaches like
described in 8.3.1.3 b) or c) are preferable.

Table 29 provides a framework for a quantitative analysis of the above design, which can be augmented
with information similar to ISO 26262-10:2012, Table A.5.

NOTE4  Asdiscussed in ISO 26262-10:2012, A.3.3, the necessary level of detail can depend on the stage of the

dnalysis and on the saiety mechanisms used.
Table 29 — Example framework for quantitative analysis of scenario 2
Safety related (SR) or
Part Sub-part not safety related (NSR) | Failube modes
element?
I/0 buffer SR Permanent
Configuration tech-|¢p Permanent
/0 interface nology Transient
) Permanent
Routing resources |SR -
Transient
. Permanent
RAM data bits SR -
Transient
Permanent
Address decoder SR -
Transient
Permanent
Buffer 1 Test/redundancy SR -
Transient
Configuration tech-|¢p Permanent
nology. Transient
\ Permanent
Routing resources |SR -
Transient
. Permanent
RAM data bits SR -
Transient
Permanent
Address decoder SR -
Transient
Permanent
Buffeir2 Test/redundancy SR -
Transient
Configuration tech-|cp Permanent
nology Transient
Permanent
Routing resources SR -
Transient
NOTE 1 Depending on the role of each PLD part in the system, a more detailed analysis can be
necessary.
NOTE 2 The example in Table 28 does not list the quantitative numbers for simplicity. An example
for this can be found in 8.3.
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Table 29 (continued)
Safety related (SR) or
Part Sub-part not safety related (NSR) | Failure modes
element?
) Permanent
Logic blocks SR -
Transient
i i - Permanent
State Machine 1 Configuration tech SR :
nology Transient
) Permanent
Routing resources |SR -
Transient
) Permanent
Logic blocks SR -
Transient
i i - Permanent
State Machine 2 Configuration tech SR :
nology Trangsient
. Pertmanent
Routing resources |SR -
Transient
) Permanent
Logic blocks SR -
Transient
i i - Permanent
Multiplexer Configuration tech SR _
nology Transient
. Permanent
Routing resources |SR -
Transient
) Permanent
Logic SR -
Transient
. Permanent
CAN RAM data bits SR -
Transient
Permanent
Address decoder SR -
Transient
NOTE 1 Depending on the rele of each PLD part in the system, a more detailed analysis can be
necessary.
NOTE 2 The example,in Table 28 does not list the quantitative numbers for simplicity. An example
for this can be found.in 8.3.
The anglysis also includ€s PLD related external components such as power supplies, clocks and resef
circuitry. Further, if'the configuration of the PLD is loaded from an external device, it is analysed if
the loading of the ‘configuration into the PLD is considered safety related or if the process of loading
the configuratien.can lead to a failure of the item. In particular, if the PLD is loaded from pController,
common causefailuresin pController1 that affect the loading mechanism and pController1 functionality
is consiflered.

A dependent failure analysis is performed if separate channels or diagnostic measures are implemented
in the PLD. An example of such an analysis can be found in ISO 26262-10:2012, A.3.6. In this example
independence of the individual sub-parts is not considered as the detection of a fault of the PLD is
performed by reading back the output of the CAN module with a pController.
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9 Base failure rate estimation and ISO 26262 (all parts)
9.1 About base failure rate estimation

9.1.1 Impact of failure mechanisms on base failure rate estimation

The scope of this chapter is to give clarifications, guidelines and examples on how to calculate and use
the base (or raw) fallure rate. Base fallure rate is defined as the 1ntr1n51c fallure rate of an element which
ation of

xcludes

lisms to
hniques
dre often due to a lack of consideration for the same set of failure mechanisms amongst techniques.
Results from use of different techniques applied to the same component gre“unlikely to be conparable

ithout harmonization on a common set of failure mechanisms. Attention is taken with failfire rate
ralue provided without reference to the mechanisms and techniquésiused to derive the data] Failure
mechanisms for semiconductors are dependent on circuitry type/ implementation technoldgy, and
¢nvironmental factors. As semiconductor technology is rapidly, evolving, it is difficult for published
lunctional safety standards to keep pace with the state of the art, particularly for deep sulpmicron
process technologies. Because of this, it can be helpful to-consider the publications of industryf groups
juch as JEDEC (Joint Electron Device Engineering Council), ITRS (International Technology Rpadmap
for Semiconductors), and the SEMATECH/ISMI Reliability Council to get a broad view of semicojnductor
gtate of the art.

JEDEC, the Joint Electron Device Engineering Council, is a semiconductor industry standards
:Erganization which publishes several documents which can be helpful in providing refergnces to

nderstand and estimate specific failure models. JEDEC documents have the benefit of frequent updates
and large scale peer review within thé.semiconductor industry. The following JEDEC documénts can
¢urrently be accessed without fee viaregistration at http://www.jedec.org:

+ Referencel24] summarizes ‘many different well understood and industry accepted| failure
mechanisms for silicon.and packaging; it can also be used to provide a physics of failure model for
estimation of failure rates for the identified failure mechanisms.

1+ Referencel25] summarizes a number of transient fault mechanisms related to exposure to npturally
occurring radiation sources and provides guidance on how to experimentally derive failufre rates
for susceptibility to soft error.

.1.2 Considerations in base failure rate estimation for functional safety

SO 26262 makes a distinction between systematic and random failures, as do other functiongl safety
tandards. Most available techniques for base failure rate estimation are intended to provide reliability
stitnates and make no such distinction. The user of such techniques may find that results{may be
excessively conservative due to inclusion of factors which estimate systematic failures. For example,
estimation techniques based on observations of field failures may not have appropriate sample size or
observation quality to differentiate between systematic and random failures. Similarly, models which
include systematic capability as part of the base failure rate calculation may be challenging to use in an
ISO 26262 context (e.g. [Tym and IMyrocess factors defined in referencelle]).

The use of the terms fault, error, and failure is done carefully. In ISO 26262 (all parts), faults create
errors which may lead to a failure. In many reliability modelling standards the terms fault and failure
are used interchangeably. Efforts can be made to harmonize to one set of terminology throughout the
base failure rate estimation activity.
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The user can also consider the modelling of distribution of failure rate over time. Many standardized

models
defects

make use of a “bathtub curve” simplification, which assumes that early life (infant mortality)
have been effectively screened by the supplier and that “wear out” (end-of-life) failure

mechanisms, such as electro-migration, time ~dependent dielectric breakdown, hot carriers, or negative
bias temperature instability will effectively occur at negligible rates during useful mission lifetime.

Another concern with reliability standards is the handling of diagnostics which can be used to enhance
availability. Consider a common SECDED ECC (Single Error Correct/Dual Error Detect Error Correcting
sed in many state of the art automotive funct10na1 safety electronlcs A reported MTTF (mean

Code) u
time to

error - { hus mixing effects ofbase fallure rate and dlagnostlcs Wthh should be separated for calculatioy

of ISO 2

SPFM, ILFM, and failure rates used for the quantitative safety analysis like calculation of PMHF ar¢
sometithes misunderstood as a reliability prediction. A careful distinction between reliability and
functional safety is necessary.

9.1.3

There a

these techniques can be summarized to fit into a few categories:

— Failure rates derived from experimental testing, such as:

— Hig
— Rel

technology.
— Soft
— Cornvergence characteristic of acceleration testfor screening.

— Failure rates derived from observation.of field incidents, such as analysis of material returned a$

fiel

— Failure rates estimated by application of industry reliability data books and/or estimated bj

pro
— IEC
— SN

— FIDESI16].

9.1.4

When
assump

6262 metrics.

Techniques for base failure rate estimation

re many different techniques which can be utilized for base failure rate estimation. In generall

h Temp Operational Life (HTOL) testing for gate oxide breakdown.

ability test chip and/or on-chip test structures tp assess intrinsic reliability of the silicof

error testing based on exposure to radiation sources.

1 failures.

<

cedural models (enhanced data books incorporating physics of failure elements), such as:
TR 62380[23];
P9500(36];

Documéntation on the assumptions for base failure rate calculation

faleulating the base failure rate the supplier provides a documentation describing thé¢
tiefis made and supporting rational.

EXAMPLE The selected method to calculate the failure rate (e.g. industry source or field data), how the non-
operating time and solder joint were taken into account, for failure rate derived from field data which model has
been used Weibull or exponential models, etc.
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9.2 (General) clarifications on terms

9.2.1 Clarification of transient fault quantification

As described in ISO 26262-1, electromagnetic interference (EMI) and soft error are possible causes of
transient faults. Transient faults are defined as faults that occur once and subsequently disappear.

NOTE1 Transient faults can appear due to electromagnetic interference, which can lead to bit-flips in certain
memories. Soft errors such as Single Event Upset (SEU) and Single Event Transient (SET) are transient faults.

ransient faults caused by EMI or cross-talk, even if they may lead to the same effects as othef/transient
aults, are not quantified because they are mostly related to systematic effects that can, be pvoided

ith proper techniques and methods during design phase (e.g. cross-talk analysis during component
evelopment back-end).

.

[ransient faults causing soft error initiated by internal or external «, 3, neutron, ler-y radiation|sources
dre HW random failures that can be quantified with a probabilistic method often supported by
mmeasured data.

The 1SO 26262-1:2011, definition 1.42 specifies that permanent, infermittent and transient faults
especially soft-errors) are considered. ISO 26262-5:2011, 8.4.7, NOTE' 2, specifies that the tfansient
faults are considered when shown to be relevant due, for instance€;-to the technology used. Therefore
those faults are integrated in the safety analysis when judged applicable depending on the impact of
the faults. The analyses for transient faults and permanent{faults are done separately. This holds for
ualitative and quantitative analyses.

ach elementary part type (flip flops, latches, memory elements, analogue devices) is invegtigated
it is relevant to soft error rate, specifically with respect to direct or induced alpha parti¢les and
eutrons. The relevance to those phenomena depéinds on the semiconductor front end technolpgy and
the materials on top of the die’s surface including the package, e.g. the mould compound, the solder
material (flip chip).

EXAMPLE Base failure rate for alpha particles can be influenced by the type of package, e.g. low alpha (LA)
r ultra-low alpha (ULA) emitting semicenhductor assembly materials.

Depending on factors such as the technology and on the operating frequency, transient fault moglels like
gingle event upset (SEU), multiple-bit upset (MBU) and single event transient (SET) are considered as in
feferencesl2] and[30].

INOTE 2  Destructive single event effects like Single Event Latch-up (SEL), Single Event Burnout (SEB), and
§ingle Event Gate Rupture (SEGR) are not considered as transient faults because these faults lead to permanent
¢ffects.

ISO 26262-10:2012, A.3.4 also describes possible sources of base failure rates for transient faults, i.e.
ata provided by semiconductor industries derived from JEDEC standards such as JESD 89A[2}] or the
nternational Technology Roadmap for Semiconductor (ITRS).

ESDP.89AI18] is considered as the main reference related to measurement and reporting of alphajparticle
ndterrestrial cosmic ray-induced soft errors in semiconductors. In that context, the base failpire rate
for soft errors is provided together with the conditions in which it has been computed or measured.

NOTE3 Conditions such as neutron particle flux, altitude, temperature, and supply voltage are relevant to
transient failure rate estimation of soft errors. JESD 89A[18] is used to understand those conditions.

ISO 26262-5:2011, 9.4.2.3, NOTE 5, states that situations when the item is in power-down mode shall
not be included in the calculation of the average probability of failure per hour to prevent the artificial
reduction of the average probability per hour. Therefore the base failure rate for soft errors is provided
without derating it with respect to the operational profile of the item.

NOTE4  The consideration of operation and non-operation time for random hardware failure rates derived

from industry standards cannot be used directly for soft errors in general. A consideration of operation and non-
operation time for transient faults like soft errors can be used only if a supporting rationale is available.
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NOTES5  If semiconductor provider delivers a derated soft error rate, information about the derating factor is
made available for example in the Safety Manual as defined in 1SO 26262-10:2012, A.3.10.

Moreover, the base failure rate for soft errors is provided without derating it with respect to
architectural or application vulnerability factors.

NOTE 6  Architectural vulnerability factor (AVF) is the probability that a fault in a processor structure will
result in a visible error in the final output of a program as described in referencel33].

NOTE 7  Vulnerability factors are considered in the consideration of the amount of safe faults, as described in
SO 26262=16-2012, 4332

9.2.2 [Clarification on component package failure rate

The senmpiconductor providers in the estimation of a hardware component failure rate take jnto accounllf
the failyires related to the silicon die, to the enclosure/encapsulation (e.g. case) and to the connectio
points (e.g. pin). The connections between the connection points to the board (e.g.(S¢lder joint) are
considefed as board failures and are typically taken into account by the system integrator during th
safety analysis at the system level.

A

NOTE 1| The package failure rate Apackage as calculated in IEC/TR 62380:2004, 73:1\Corresponds to the failurg
models inside of the package itself (including for e.g. the connection between the-die and the lead frame) but ljg
also includes the failure rate related to the connection between the package.connection points and the boar

(solder jpints).

NOTE 2| The failure rate of the hardware component calculated in~SV 29500-2 includes the failure model
related Yo the die and to the package however unlike IEC/TR 62380 ‘it does not include the failure rate of th
connectjon between the package connection points and the board wirich is treated separately in SN 29500-5.

T

NOTE 3| FIDES provides separate failure rates for package(cases) and solder joints due to thermal cycling.

9.2.3 |Clarification on power-up and power-down times

times are defined in the mission profile then'they can be used to compute stress factors as foreseen b
reliability handbooks like IEC/TR 62380~(F¢n and tofr) and SN 29500 (7). This is shown, for permanen|
base failure rate, in ISO 26262-10:2012,A.3.4.2.1, using a power-down time equal to zero will provide
conservative values. However powersdown and power-up times are considered in order to harmoniz¢
base failure rate derived from other data sources.

Base fallure rate is provided along with the ‘mission profile used. If the power-up and power—dow%\

9.3 Permanent base failure rate calculation methods
9.3.1 |Permanentbase failure rate calculation using industry sources

9.3.1.1| General

ISO 262p25:2011, 8.4.3 states that failure rates data can be derived from a recognized industry source.
This clause’ give ideli ' : ilure rate '
industry sources:

G&

— SN 29500(3¢];
— 1EC/TR 62380I[23];
— FIDESI16].
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9.3.1.2 1IEC/TR 62380

A calculation method of the base failure rate for both die and package is described in IEC/TR 62380:2004,

7.3.1. Several parameters are required to determine the failure rate:

— Abase failure rate per transistor per type of technology used (11). A A1 value is provided for different

type of integrated circuits families in IEC/TR 62380:2004, Table 16;

— A failure rate related to the mastering of the technology and valid for the whole component

regardless of its complexity (A2);

1 A base failure rate related to the package (13);
1 The number of transistors of the hardware component (N);

1 The difference between the year of manufacturing or technology release/update and the r¢
year (1998) (a);

1 The operating and non-operating phases seen by the hardware compouent (z, Ton and tofr);

1 Atemperature stress factor (¢ applicable to the die part of the cotnponent;

and ATy);
1+~ The mismatch between the thermal coefficients of thedwoard and the package material (as

INOTE In IEC/TR 62380:2004, Table 16, “actual number” corresponds to the real number of tr3
egardless the sizes of those transistors.

.3.1.2.1 Die base failure rate calculation using IEC/TR 62380

ultiple interpretations exist about how to\combine A; and A in case of circuit elements with d
echnologies (CPU, memories, etc.) implemented in the same device.

n ISO 26262-10:2012, A.3.4.2.2,-.€ach circuit element inherits the A1 and Ay of the res
echnologies, so basically the A(and A, are cumulated. As described in ISO 26262-10:2012, A
ote 2, to simplify calculation, éstimation can be done using a single selection of A1 and A, for th
evice. In particular, this is-the case if the user can identify a perfect match between its product
fthe integrated circuitsfamilies type listed in [EC/TR 62380:2004, Table 16 then the user can

pply the failure rate ealctlation method as described in IEC/TR 62380:2004, 7.3.1.

s alternative appredch to the ones described in [SO 26262-10:2012, A.3.4.2.2, if the die of the h3
omponent is composed of different type of elements for which no matching technology can be id
in [EC/TR 62380:2004, Table 16 (for e.g. BICMOS chips with both, linear circuits < 6V ang
ircuits) then the die base failure rate (Agje) can be calculated by summing the products of A
nd Netement vValues corresponding to the different matching types and using a single (conse
aximum Ay value:

ference

1 The number and the amplitude of the temperature cycling seén by the hardware companent (n;

aind ac);

nsistors

ifferent

pective
.3.4.2.2,
e entire
and one
directly

rdware
entified

digital
1,element
rvative)

[

¥ (7,), x5

i=1
+Max(2’2,element) X ﬁ
on off

-0,35xa
Adie = { Z (ll,element X Nelement ) xe

elements

Two examples are given below to illustrate both situations (i.e. matching device type identified
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Table 30 — Microcontroller example with matching device type

Circuit Ele- A N a A Base fail- | De-rating Effective
ment FIT (gate or transistors) FIT ure rate | fortemp | failure rate
FIT FIT
50k gate CPU | 3,4 x 10-6 200 000 10 1,7 1,73 0,17 0,29
(4 transistors/gate)
16kB SRAM 786 432
(6 transistors/bit for
a low-consumption
SRAM)
Die failure rate (FIT) (0,29
Die failure rate (FIT, Toff sets to zero){0,84

NOTE 1 In case 7off time is set to zero then the die failure rate of the microcontroller example given above i
0,84 FIT|as described in ISO 26262-10:2012, A.3.4.2.2.

Table 31 — Mixed signal example without matching device type

Circuit Ele- A N a Base fail- )\z‘\\‘o De-rating | Effective
me¢nt ure rate P for temp failure
FIT (gate or : F
. without A, {( rate
transistors) 0
FIT Q FIT

Digital Circuits | 1,0 x 10-6 28000 10 0,00085 1,7
Linear/digital
circuits Jowvolt-| 2,7 x 10-4 30000 0,25 20
age (<6Y)
Die failpre rate (FIT) 0,25 Max(20,1,7) = 20 0,17 | 3,4

NOTE 2 In the table above, two circuits (one digital and one linear/digital low voltage) are considered with
the respgctive value of A1 and A,. The maximum-value of A3 is selected.

9.3.1.2.2 Package base failure rate'calculation using IEC/TR 62380

The padkage failure rate Apackage‘as calculated in IEC/TR 62380:2004, 7.3.1 corresponds to the failure
modes inside of the package itself (including for e.g. the connection between the die and the lead frame
but it also includes the failure’rate related to the connection between the package connection point§
and the|board (solder joints):

Table 32 — Package base failure rate calculation example

Package typet\ AT; S D Iy A3 De-rating | Effective
?\ o - for tem- | failure rate
& C (Number of pins) mm FIT
perature
CQ . FIT
cycling
PQFP 144 26,27 144 26,58 [1,05 11,87 6027 207

Package failure rate including solder joints between package and board (FIT) 207

Total package failure rate without solder joints between package and board (FIT) |16

NOTE1 The package in the example is a 144 pin quad flat package and cooled by natural convection. The
power consumption is 0,5 W leading to an increase of the junction temperature ATj of 26,27°C. The value of D
and A3 are computed using the Table 17b in referencel23] on the basis of the following values: pitch = 0,5 mm and
width = 20 mm.
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NOTE 2 In the case A3 value provided by IEC/TR 62380 is not suitable, the supplier of the component can
replace this value with supplier’s internal base failure rate or with a more up to date value from other industry
sources. In such case an argument is provided by the supplier to justify the value of the base package failure rate
that has been used.

9.3.1.3 SN 29500

The SN 29500 follows a table look up approach. Expected values for failure rates under specified
reference conditions are given. Values are to be looked up in tables using product type technology and

j rom the
eference condltlons a calculatlon from reference to operatmg condltlons is to be used The ¢alfulation
jakes into consideration temperature, voltage and drift (for analogue elements). For the(temperature
part of the calculation to operating conditions a modified Arrhenius equation is used.

Parameters required for the calculation of the failure rate with SN 29500:

1 N, the number of equivalent transistors;

1= Aref, the basic failure rate for the hardware component, based on the process technology;
1 ATj, the junction temperature increase;

1+ The mission profile of the hardware component.

INOTE In the case the number of equivalent transistors N is ndt’listed in the failure rates families Tgbles 1, 2

r 3 of SN 29500-2:2010 and when possible the user can use ferexample a log linear interpolation to d¢termine
the equivalent Aref value and a logarithmic interpolation to detérmine 6y;j,1 (virtual junction temperaturg).

EXAMPLE For “microprocessors and peripherals, microcontrollers and signal processors” family ag defined
in SN 29500-2:2010, Table 2, the following interpolation-example is done to determine Aref and 6y 1 values.

A

ref

160
140
120 . %
100 7
80
60 7
40 A

+

7

*N

20 A

0

0 2 4 6 8 10 X

Kéy
Aref  26,641*Log10(Nb of transistors) - 80,28
X Complexity - number of transistors (log)

Figure 15 — Log linear interpolation of A,¢f
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0 vj,1
120
100
& [ W $
80 ®
60
40
20
0
0 2 4 6 8 108X
Key
6vj,1 49,582*In(Log10(NDb of transistors)) - 8,7602
X Complexity - number of transistors (log)
Figure 16 — Logarithmic interpolation of the virtual junction temperature 61
So for a|microcontroller which has for example 650 million transistors the corresponding Aref and 6y |
values would be respectively 154,50 FIT and 99,14°C.
9.3.1.3. Failure rate calculation for the microcontroller example without non-operating phase
For the[microcontroller example of ISO 26262-10:2012, A.3.4.2.1 in CMOS technology with 500 k t¢
5 milliop transistors we get 80 FIT at 90 °C refeténce temperature condition.

Tjable 33 — Parameters requiredfor failure rate calculation example with SN 29500

N Technology an%&l;ef AT; Temperature A Eal Ea2
(tramgsistors) il O\ FIT °C I G eV eV
Q ence, Zyef
O 1/eV
986 43P (Digital + | CMOS; micropro- 80 26,27 511 0,9 0,3 0,7
SRAM) céssor
Assumipg 500 working hours per year and using the motor control mission profile as defined in

IEC/TR

62380[23],we have the following result:

Table 34 — Microcontroller failure rate calculation example with SN 29500

Ambient temper- Working time | Junction temper- | Dependence factor | Temperature depend-
ature h ature 7 ence factor
Ou 632 1/ev 117(6v)
°C °C
32 172,4 58,27 2,04 0,27
60 129,3 86,27 4,77 0,85
85 198,3 111,27 6,87 2,51
Overall Temperature Dependent Factor, IIT 1,31
Effective failure rate for the overall hardware component (FIT) 104,65

84
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9.3.1.3.2 Failure rate calculation for the microcontroller example with non-operating phase

There is a difference between IEC/TR 62380 and SN 29500 in the way the non-operating phases
are considered. In IEC/TR 62380 the non-operating hours are by default included in the mission
profile of the product whereas in SN 29500 only the operating hours are by default considered. In
ISO 26262-10:2012, A.3.4.2.2, an alternative approach for calculating failure rate with IEC/TR 62380
was proposed by setting Toff time to zero - this approach is considered to be closer to SN 29500 method.

In a similar way, operating and non-operating phases can also be taken into account in SN 29500 for

. . S . : . 29500-
, Clause 4.4. Using the motor control mission profile as defined in IEC/TR 62380 and ah,javerage
emperature of 10,5 °C gives a stress factor value of 0,06. Applying the calculated stress-factdr to the
icrocontroller example failure rate gives:

Table 35 — SN 29500 failure rate calculation with or without non-operating phase

[2]

N Technology and Aref A Streis:'o A
(transistors) Family FIT | Without non-oper- F?\ r With non-operat-
ating phase \Q ing phafse
rr O FIT
986 432 CMOS, microprocessor 80 104,65 0,06 6,28
(Digital + SRAM)
INOTE The non-operating average temperature is obtained,from the average worldwide night and flay-light

:Lemperatures (respectively 5 °C and 15 °C) as defined in IEC/TR 62380 and considering a 50 % ratio petween
ight and day.

.3.1.3.3 Method to split SN 29500 overall failure rate into die and package failure rates

s stated by the maintainer of SN 29500 thebdse failure rate value calculated with SN 29500 is yalid for
he whole hardware component only and does not provide a method to split between packagg failure
ate and die failure rate. An estimation“of the split of package and die failure rates from an SN 29500
ase failure rate could be calculated by using other industry sources which provide such data|or from
ield data statistics when available:The IEC/TR 62380 and FIDES Guide are possible industry|sources
or this data.

.3.1.4 FIDES Guide

he following is an example of the estimation of hardware failure rate as needed to support quarptitative
nalysis using theinethods detailed in the FIDES guide.[16] The failure rate model for a semicopductor
er FIDES guide ¢onsiders the failure rate of the device to be a factor of:

Physjeal contributions (Aphysical);

Precess contributions (ITprocess);

Part Manufacturing contributions (ITpy).

The first is an additive construction term comprising physical and technological contributing factors
to reliability. The second is a multiplicative term including the quality and technical control over the
development, manufacturing and the usage process for the product containing the device. The third
factor represents for example the quality of the manufacturing site and the experience of the supplier.
Iprocess and ITpy are set to 1 as these factors are related to systematic issues.

The physical contribution is composed of stresses acceleration factors due to usage conditions and
an induced (i.e. unexpected overstress) multiplicative term inherent to the application of the product
containing the device.
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The models used in the FIDES guide for integrated circuits include the following physical stress families:
— thermal;

— temperature cycling;

— mechanical;

— humidity.

N

et ocofhtrorereateahiaP

for opernating conditions), it is necessary to consider the following elements:

— AOTf, the basic failure rate associated with the type of device and process technology;
— phyjsical stress parameters a and b associated with the type of package.

Those fpctors are combined using FIDES. Selection of parameters can be done based’on the proces$
technolpgy, type of circuitry and package utilized by the design. Values are ,available related t¢
Microprocessor, Microcontroller, DSP and SRAM, and PQFP package with 144 pins:

Table 36 and Table 37 below show the computation of the failure rates used in‘the quantitative exampl¢
of a CMOS technology based MCU which consumes 0,5 W power. The microcontroller die is packaged im
a 144 pin quad flat package and cooled by natural convection and low-conductivity board.

Table 36 — Base failure rate of the die from UTE FIDES

Circuit element o § A0y
Q FIT

50 k gate CPU 0,075

16 kB SRAM 0,055
Sum 0,13

Table 37 — Base failure rate of the package from UTE FIDES

Package . (\\0/ TCy_Case AOTCy_Solderjoints
OS b AOTCy_Case a b AOTCy_Solcerjoints
O FIT FIT
144 pin PQFP 12,41 | 1,46 0,0058 10,80 | 1,46 0,029

Once thg base failure ratefor the microcontroller die and package has been generated, a derating factor
is appli¢d based on thermal effects and operating time. The derating factor takes into account:

— Junftion temperature of the microcontroller die, which is calculated based on:

— | power consumption of the microcontroller die;

— package thermal Tesistance, based o package type, TUIMber of package pins and airfiow;

— Anapplication profile which defines 1 to Y usage phases, each of which is composed of an application

” o« » oo«

“on-time”, “cycle time”, “cycle delta temperature”, and “cycle max temperature”, and “ambient
temperature”.

It is noted that the profile for use in the model considers more/other parameters than those provided in
the profile of referencel23].

At first, the simplified mission profile example shown in Table 38 is considered.
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Table 38 — Simplified mission profile example

Thermal Thermal cycling
tannu- NC -an-
Tambi ATyl 0 y Tmax-cycli
PHASE On/Off al-phase ambient cycling cy nual max-cycling
°C °C h °C
h h
non-operational day Off 720 15 10 24,0 30 20
night start On 168 60 55 0,25 670 60
day start On 335 60 75 0,25 | 1340 60
off - operational day Off 7,538 15 10 22,5 30 20

Table 39 — Die base failure rate with temperature derating factor

The die base failure rate with derating factors is as follows:

Circuit element A0Ty Derating for tem- (E ctive failure rate
perature
FIT AYS HT
50k gate CPU 0,075 5,79 0,43
16kB SRAM 0,055 5,79 0,32
Sum 0,13 0,75

For evaluating these derating factors, the junction temperature, i.e. ATj due to self-heating is ca
3s 18K, using the parameters and formula described in FIDES.

Table 40 — Package base failure rate with temperature cycling derating factor

culated

ATCy_case ‘$ - ATCy_solderjoints
Package A0Tcy case | Derating for:\‘(l?lffective A0Tcy solderjoints Derating Eflective
FIT cycllng\o fallElFli?I‘ I)'ate FIT for cycling |failure rate
r\.{‘ FIT
144 pin PQFP 0,0058 130 0,75 0,029 10 D,28
Then, the elaborated mission profile example shown in Table 41 is considered.
Table 41 — Elaborated mission profile example
Thermal Thermal cycling
PHA%_Q\U On/Off tannual-phase Tan:bient ATc;zcling ecy Ncy-annual T4 x;cycling
O h C C h h C
non-operational day Off 720 14 10 24,0 30 19
night'Start On 117 32 22 0,0 670 32
daystart On 58 32 18 0,0 1340 32
full load operation On 201 85 53 1,0 335 85
highway operation On 131 60 28 4,0 30 60
off - operational day Off 7,532 14 10 23,0 30 19

The derating factors are as follows:
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For eva

Table 42 — Effective failure rate

Circuit element A0Ty Derating for tem- |Effective failure rate
FIT perature FIT
50k gate CPU 0,075 12,44 0,93
16kB SRAM 0,055 12,44 0,68
Sum (FIT) 0,13 1,61

nafihg these r]nrai'ing Fnr'fnrc’ theiunction fnmpnvnhn‘n’ ie AT duetoself hnafing is calculated

as 18K,

using the parameters and formula described in FIDES.

Table 43 — Package and solder joints failure rate

ATCy_case )LTCy_solderjoih;:{y
FIT )
Package A0Tcy_case Derating for | Effective | A0Tcy solderjoints D@ﬁng for Effective
FIT cycling [failurerate FIT bo ycling failure rate
FIT ¢ FIT
144 pin PQFP 0,0058 472 0,25 0,029 4 0,12

The component package failure rate is then 0,25 FIT. The solder joints failure rate value in Table 43 i§
given ag information only and is not considered as part of the package failure rate.
9.3.2 |Permanent base failure rate calculation usingfield data statistics
The follpwing section is about the failure rate estimation using field data statistics. As it is very difficulf
to get gn appropriate estimation, field data statistics are only used with special care. A thorough
analysig of the field return process is performed@nd the result of the analysis is used for the quantitative
evaluations. In particular the following topic$.are evaluated:
— How does the field return process handle known quality issues?
— Whpt kind of information is available about the real mission profile?
— Whpat is the effectiveness of-the field monitoring process?
Because the methodology sed to calculate the failure rate from field data has an influence on the
confidefce level of the-reésulting failure rate value, the following points are taken into account by the
semiconductor suppliers:
— A ptoper field data collection system needs to be put in place in accordance with ISO 26262-2:2011),

74.p.4;
— Thd goal of the used method is not to approximate as close as possible the real failure rate but to

provide a failure rate value for which there is a nigh contidence that it 1s above the real faijure

rate value.

— Depending on the quantity and the quality of the field return and on which part of the bathtub
curve we want to model, an exponential model method (9.3.2.1) can be used. The failure rate

dur
exp

con

ing the useful life of the product can be considered as constant and therefore estimated by the
onential model;

ossible approach is that only the failures occurring during the warranty period of the car are
sidered. Over the useful life of the product, the failure rate can be considered as constant;

— Only random hardware faults are considered (for e.g. not considering systematic faults due to

pro

88

cess issue, EOS or weak design, etc.);
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— Because not all failures in the field may reach the semiconductor suppliers, a correction factor can
be applied to the total number of returns. The correction factor may depend on the application and
the device population used to estimate the field based failure rate. A typical value for the correction
factor is between 5 and 10, but it can be more. This number is documented and agreed between
the supplier and the customer. After the warranty period a correction factor cannot be determined
since after this period the failures from the field might not be returned anymore and therefore not
analysed.

— An acceleration factor AF corresponding to the temperature stress or to the thermal cycling stress

Y ot Tt e O o TIT S 1 I C T o T ot T S ot ottt vy e o o p e TTe oo

energy or Coffin-Manson equation;

1- The total operating time of the products in the field can be estimated using the mission prpfiles of
the products when available. If not then typical average yearly operating time of 500 h can|be used
in combination with a standard mission profile as defined for example in IEC/TR 62380 or provided
by any other organizations or industry standard. The variability in car usagefrom the driyers can
also be taken into account by estimating the quantity of hours spent in field using for example a
mean of 500 h a year with a standard deviation of 145 h;

1 Themission profile of the filed data are documented and consideredappropriately in the quantitative
evaluations;

1— Systematic failures are only removed from the field statisties.if the source of the systemati¢ failure
has been mitigated.
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9.3.2.1

The exponential model can be used in general to determine a constant failure rate from field returns.

In the s
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ire rate almost constant (continues to decrease: slightly)
ire rate increases due to wear out failures
bnential model
rate
Figure 17 — Bathtub curve - evolution of failure rate over time
Exponential model method

becial case\of a small number of field returns the exponential model is recommended to be used
of the Weibull model method. By using the exponential model we consider that the failure rat
verdime. Exponential model is suitable to predict the failure rate during the useful life of th
where the failure rate can be considered constant. In this case of a constant failure rate, y}
ared ) Statistical function gives a good approxXimation of the fatture rate. [t 1S proposed to us

<—— T

for example an interval estimator with a one-sided upper interval estimation at 70 % confidence level

instead

of using a point estimator for the failure rate. That means that with 70 % probability, the real

value of the failure rate is below that value. The failure rate can be calculated using the formula below:

FIT

where

90

2 9
XcLzn+2 <10

2x cumulative operational hours x f,_
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n is the number of failures multiplied by the correction factor (f);
CL isthe confidence level value (typically 70 %);

fa  isthe acceleration factor.

NOTE The acceleration factor is used to adapt failure rate values from one mission profile to another one as
described in 9.3.3.

Q-2 Lol A 1 £1L o | il '
wWJed LAILUIAUUIT TAAIIIPIT UT IIdIUwdal © CUIIIPUIITIIt IdITul© 1 dic

In this clause an example of a die failure rate calculation using field data statistics is given uping the
¢xponential model method. The numbers used are arbitrarily chosen and shall be replaced by r¢al data.

Products in the Field

- Mission profile |
- Operating hours :
in the field |

- Nb of field returns
- Die size (mm?)

Technology A
Product 3

- Mission nrofi

Technology A s

Product 2 FIT rate calculated at
Tref using Arrhenius t
. Missi i urn; :
Mission nrafl acceleration factor Product 1

Technology A rs FIT rate e

Product 1 . . P
Projected at
- Mission profile prns B areference |°

- Mission profile
- Operating hours
- 1IfllbtlclJ(fe ff::ll(:.lj returns ) Qp erat'ing LU / i ETERG
- Die size (mmz) in the f.leld | Tref -
- Nb of field returns :
- Die size (mm?) |
- - ]
FIT/mm?
Calculate FIT rate from
Tref to Product X
mission profile using
Arrhenius acceleration
Technolo factor
Produ
(in dev{ﬁ
T« ] Calculate
- MlS-Slol’l proflle Product X
P Estlmate(zi die Fit rate at
size (mm®) Tref
i 10 Na £o31 i 1 ) P o d 2 £:o1d Aok Py Ny
rigure o DreTamtre rare carcuratioimrmetnoa usmg rireraaata statistics

In this example we assume that the semiconductor supplier is collecting statistics from 3 products in
the field as described in table below:
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Table 44 — Mission profile and equivalent junction temperature, Tjeq

Tj Chip 1 Tj Chip 2 Tj Chip 3
°C Phase Duration ®C Phase Duration ®C Phase Duration
h h h
-20 1000 -25 100 -20 500
10 2000 10 500 15 800
30 1500 35 10 000 45 6000
45 6000 55 8000 80 4200
7Q9°C 1000 90°C 1000 100°C 600
10p°C 1300 100°C 200 120°C 300
13p°C 200 120°C 200 150°C 100
Misjsion Mission Mission
profil{Equiv. 55,1°C profile Equiv. 51,4°C profile Equiv. 67,4°C
Temp, Tjeq Temp, Tjeq Temp, Tj,ecp)
Total duration 13000 Total duration 20 000 Total duration 12500
NOTE 1| The mission profile equivalent temperature Tjeq corresponds to the temiperature that would have th

same effpct as the whole mission profile from a temperature stress perspective.[jeq can be calculated using th
Arrheniys equation. In the above example an activation energy Ej of 0,3 eV was'assumed.

Table 45 — Calculation of failure rate per mm? at reference temperature, Tyef

T

Produ¢t | Die Mission Total Arrhenius Equ@ént Equivalent | Number | Number
Nam¢ size profile Device Accelera- | Operating | diearea |offailures| ofFail-
mm? equivalent | Operating | tion Factor s% urs ata | hoursata during | ures with
temp, Tjeq hours Q\ ref 0f 55°C | Trer0f 55°C | warranty a Cor-
o R & . . period rection
(6 in million A\ in million in million
: . 2 factor of 5
device \O device hours| mm?2 hours
hours L
Chip1] 30 55,1 7000 1,00 7 022,67 210 680 1
Chip2 25 51,4 10200 0,89 9 066,96 226 674 1
Chip3 50 674 5900 1,47 7 359,25 367 963 2 10
Total d@r‘ea hours 805 317 Total 20
O A number of
cA failures
_RCF/mm? at Tyer of 55°C 0,029

NOTE 2

calculat¢d using.Arrhenius equation associated with an activation energy E, of 0,3 eV.

NOTE 3

The devicevoperating hours of the different devices can be summed up together if they are referred
to the sgdme referenceé temperature Tyet. In this example Tref is 55°C and the equivalent devices hours at Tyef arg

The'failure rate per mm2 value at the reference temperature Trefis calculated using the y2 statistical
function| frem the total number of failures and the total number of die area hours. In this example an uppel‘

confidence level of 70 % has been used.

As explained in Figure 18, the failure rate per mm? at Ty¢f derived from the field data statistics can then
be used to calculate the failure rate of the target product under design:

92
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Table 46 — Final chip failure rate calculation

dtatistics.

Mission Die size | FIT/mm?2 Arrhenius FIT/mm? at Equiv. | Die base
profile Equiv. 2 at Tref Acceleration Temp ,Tjeq failure
mm 0

Temp, Tjeq Factor rate

°C FIT

UEEE it 75 23 0,029 1,84 0,053 1,22

under design
ed using

[offin-Manson or Norris-Landzberg model (as discussed in reference,[22] subclause 5.2.7.10 “Failure| Modes”,
reference,[24] Chapter 5.14 and reference,[16] Chapter 2.5.1 “Physics of failures and models”) insteadof Arrhenius
nodel. Figure 19 gives an overview of the methods used to calculate the package failure rate'using fleld data
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Figure 19 — Package failure rate calculation method using field data statistics

NOTES5 In case no distinction is done in the field data analysis between die and package (as it is the case for
example in SN 29500) then Arrhenius law can be used to calculate the hardware component (die and package)
failure rate using the mission profile temperatures and reference temperature Tycf as depicted in Figure 18.

9.3.4 Base failure rate calculation using accelerated life tests

To de-rate from the temperature at which the life test is carried out to the maximum operating
temperature an acceleration factor is applied. This calculation uses the Arrhenius equation with typical
activation energy of 0,7 eV.
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The number of faults obtained from the sample is used in the y2 distribution function with a certain
confidence level to obtain the number of faults that would occur over the entire population tested.

Voltage acceleration is also taken into account when determining the life of devices. This is calculated
by taking the oxide thickness into consideration and de-rating from the stress test voltage to the life
operating voltage.

fav=1exp (B) - [Vtest - Vop]

vnere

fav  is the voltage acceleration factor;
Vop is the gate voltage under typical operating conditions (in Volts);

Viest is the gate voltage under accelerated test conditions (in Volts);

B Is the voltage acceleration coefficient (in 1/Volts).

9.3.5 Failure rate distribution methods

.

[he previous section details several methods to determine the base failure rate for the hgrdware
¢omponent. As described the overall hardware compenent failure rate can be available as a single value
r split into package failure rate and die failure ratefeither directly from the failure rate source{used or
gplit using the optional method described previeusly). During the safety analysis the total failjire rate
iis allocated to the different elements composing the hardware component or to the different failure
modes related with those elements.

Different distribution methods can be applied (see also ISO 26262-10:2012, A.3.3.1 and A.3.4.2.3):

1— Failure rate distribution to thedie part: failure rate for internal elements of the componént (like
for example digital blocks, arfalogues blocks and memories): two methods can be considered to
perform the distribution:

— The first methdd )consists of using a failure rate per mm2 value obtained by dividing the die
failure rate dr the whole hardware component failure rate (if not separated into packiage and
die contribufions) by the die area of the hardware component. The failure rate distrilution is
done by.multiplying the part or sub-part area related to the failure mode under analysis by the
failure vate per mm? value.

— The'second method is based on base failure rates and elementary parts. This is done by|making
an estimation of the number of equivalent gates (or number of transistors) for each part, sub-
part or basic/elementary sub-part related to the failure mode under analysis.

— Failurerate diStribution to the package: 1 nis can be derived onty when the fallure rate of acomponent
is split between its package and die contributions. In such a case, for pins that are safety related, the
distribution of the failure rate can be done using a failure rate per pin value which is obtained by
dividing the package failure rate by the total number of pins of the package (safety related or not).

NOTE1 The selection of the method used can be based on the layout (or planned layout) of the circuit under
analysis or on the analysis of how failure modes are shared between the HW elements.

EXAMPLE The area based method could be more suitable when the logic related to the failure mode under
analysis is located in a single region not shared with other failure modes. The base failure rate and elementary
part method are applicable when the logic is spread across a larger area or if the logic is shared between more
failure modes.
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Figture 20 — Failure rate distribution

10 Semiconductor dependent failure analysis and ISO 26262

10.1 Introductiondo DFA for semiconductors

The godl of this:eHapter is to provide guidelines for the identification and analysis of possible commo
cause ahd cascading failures between given elements, the assessment of their risk of violating a safet
goal (or] derived safety requirements), and, the definition of safety measures to mitigate such risk i
necessary: s i =5+ —84~
and to show the fulfilment of requirements concerning independence or freedom from interference
(ISO 26262-9:2011, 7.1).

The scope of this chapter is the DFA between hardware elements implemented within one silicon
die and between hardware and software elements. The elements under consideration are typically
hardware-elements and their safety mechanisms (specified during the activities of ISO 26262-5).

The scope, analysis method(s) and the necessary safety measures can depend on the nature of the given
elements (e.g. just SW elements, just HW elements or a mix of HW and SW elements) and the nature of
the involved safety requirements (e.g. fail safe, fail operational).
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A list of dependent failure root causes, from here on named “DFI” (dependent failure initiator), is
provided as a starting point, considering different systematic, environmental and random hardware
issues. Some random hardware DFI, e.g. shared resources or interfering elements) of the elements
under consideration, can be considered within the standard safety analysis once the dependencies
are identified and can be classified as either residual faults, single-point faults or multiple-point faults
(ISO 26262-5:2011, 9.4.2.3, Note 1). The DFA addresses those DFI, which are not addressable within the
standard safety analysis, in a qualitative way.

The list of DFI also contains some typlcal safety measures used to address these The necessary safety
urrence
[ failure

pccurs the safety goal is not violated.

[he requirements that aim at controlling dependent failures need to precisely identify in which manner
the control measure is intended to operate:

1= In case of a fail-safe requirement of the given elements it is not necessary to avoid the occurrence
of the dependent failure. It is sufficient to detect it and switch the element into a safe stat¢, e.g. by
deactivation of safety critical outputs or by reporting the error to.aniether element that dan take
measures to bring the system into a safe state.

1 In case of a fail-operational requirement, where deactivatingthe given elements might not be
acceptable and no safe state can be defined that does not require atleast an operation with degraded
performance, safety measures might be necessary whielr reduce the probability of the dependent
failure occurring in the field.

10.2 Relationship between DFA and safety analysis

The correlated elements for which a DFA is relevant, can already be identified from the safety gnalyses
dlone in accordance to ISO 26262-5:2011, 7.4.3.5Fhese can be dual-point failure scenarios like:

1 Functions and their safety mechanisms (including the fault reaction path - the chain of elements
and/or tasks that are required to ithplement the fault reaction);

1- Functional redundancies (e.g-two current drivers or two A/D converters).

And single-point (residual)_failure scenarios of shared elements that belong to the semiconductor
infrastructure like:

1 Clock generation;
1 Embedded veltage regulators;
1 Any sharedhardware resource used by the aforementioned correlated elements.

While the.safety analysis primarily focuses on identifying single point faults and dual/multiple-point
faultsito-evaluate the targets for the ISO 26262 metrics and define safety mechanisms to improve the
metrics 1f requlred the DFA complements the analys1s by ensuring that the effectiveness of thee safety

] , 7.4.3.1,
the safety analy51s can be used in a flrst place to support the spec1f1cat10n of the hardware design and
subsequently can be used for the verification of the hardware design. Similarly the DFA can be applied
as well during the specification of the hardware design (e.g. to specify safety mechanisms for the shared
elements that have been identified) and in the second stage to verify that the assumption taken during
the specification are realized and reach the intended effectiveness.

1) Interfering elements have the capability to corrupt resources of other hardware elements as a consequence
of a random hardware fault or systematic fault: e.g. a DMA (direct memory access peripheral) writes to a wrong
address and silently corrupts safety-related data.
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10.3 Dependent failure scenarios

In Figure 21, Element A and Element B are correlated elements that have the potential to fail under the
presence of an external root cause. The root cause can be related to a random hardware fault or to a
systematic fault.

DFI Characterization inuxlt 1 Bl A Failure A
N emen
I \
(Coupling, Mechanism,
Ropt Cause Propagation, Locality,
Effect, Duration)
Fault 2 Failure B
=x ElementB —

Typical

physical root cause. For these situations a failure rate can be quantified and needs to be considered int¢
the safety analysis according to ISO 26262-5.

Typical

etc. For[these situations it is in general not possible to make a quantitative analysis. Additionally th¢
root cayse can be located inside the semicondtictor element under consideration or located outside andl
propagates inside the semiconductor elemengtthrough signal or power supply interfaces for instance.

Figure 22 refers to coupling mechanism-that aims at characterizing some exemplary properties of th

disturb

and as well to define the adequate models that can be used to verify the effectiveness of the mitigation
measurgs (see 10.5.2). They aremnow introduced:

98

Coupling mechanism:“this property characterizes the means by which a root cause induces
disturbance. Knowh“coupling mechanisms are: Conductive coupling occurs when the couplin

pat

example a transmission line, wire, cable, PCB trace or metal enclosure.

Figure 21 — Dependent failure root-cause

situations related to a random hardware fault can include failure of shared resources or singl¢

situations related to systematic faults candnclude environmental faults, development faults,

&

hnces created by a given roet cause. Such properties can help to specify the mitigation measure

— =

h between the source and the receptor is formed by direct contact with a conducting body, fo

Near field coupling occurs where the source and receiver are separated by a short distance
(typically less than a wavelength). Strictly, “Near field coupling” can be of two kinds, electric
induction and magnetic induction. It is common to refer to electrical induction as capaciti\i
coupling, and to magnetic induction as inductive coupling.

— Capacitive coupling occurs when a varying electrical field exists between two adjacent
conductors typically less than a wavelength apart, inducing a change in voltage across
the gap.

— Inductive coupling or magnetic coupling occurs when a varying magnetic field exists
between two parallel conductors typically less than a wavelength apart, inducing a change
in voltage along the receiving conductor.

— Radiative coupling or electromagnetic coupling occurs when source and receiver are
separated by a large distance, typically more than a wavelength. Source and receiver act
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as radio antennas: the source emits or radiates an electromagnetic wave which propagates
across the open space in between and is picked up or received by the receiver.

Propagation medium: this property characterizes the coupling path the disturbance uses
through the semiconductor element. Typically it can be:

Signal lines;

Power supply network;

— SubsTrate;
— Package;
— Air;

— Locality: this property characterizes if the disturbance has the potential to affect fultiple
elements or is limited to a single element. In the latter case the affected-element is assimed to
produce a wrong output that propagates to multiple elements connected to it (cascading effect).

— Effect: this property characterizes in which manner the hardwake is affected by the disturbance.
Possible examples are:

— Timing violation (e.g. caused by crosstalk, timing fault, etc.)
— Incorrect logical behaviour (e.g. caused by latchsup, etc.)

— Timing: this property characterizes some properties of the disturbancerelated toits progagation
delay (e.g. for propagation of temperature gradient) or its timing behaviour like periodi¢ity (e.g.
in case of ripple noise over power supply), €etc...

In order to illustrate the aforementioned properties two examples are given.
Disturbance
activates given
fault(s) in
elements Error Al
- Two instances
of thd same
__—»{ % ElementAl Element C hardwarg element
Through'given " are compared
Root Cause couf)lilglg - by an hhrdware
creates an mechanisms =7 compgrator
un-intended . —
Disturbance disturbance affects —~—. i Element B
elements T HW .
T~ % Element A2 Comparator | HW
Error A2
Eicure 2?2 Denendent failure bvy nhvsical counling
T rOTE T == dd Yhdeahahdanhiishaininiainladiad® Al i 4 bt o 1=]

In Figure 22 two instances of Element A: Element A1 and Element A2 produce erroneous outputs (Error
A1 and Error AZ2) because both elements are affected by a fault that results from a same root cause.
As Element A1 and Element A2 are used as redundant elements compared by Element B, we are in the
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presence of a possible dependent failure if Error A1 and Error A2 cannot be differentiated by Element B
at the time they are compared.

NOTE It is assumed for simplification that Element B itself is not affected by the disturbance. Taking into
account the assumption that Element B is operational it is further assumed that as long as Error Al and Error
A2 present some temporal or spatial dissimilarity, the dependent failure situation can be controlled. Such
dissimilarity can be the consequence of differences in the manner the disturbance propagates to both elements
(e.g. different propagation delay of a signal glitch that takes different physical routes to reach the boundaries of
Element A1 and Element A2) or in differences in the effect (e.g. if the effect is a signal timing violation, it can have
different effect on the respective logic of Element A and Element B).

Error A1

Disturbance
activates given g 3
fault(s) in Twaq, instafices
shared element of the same
Element Al Element C hardware element
Root Chuse Through given are compared
coupling Element X by an hardware
crt?ates an mechanisms ——| 3 (Shared comparator
un-inténded disturbance affects Resource)
Disturhance Element B
elements HW
Element A2 Compéarator | HW
Error X ) Error

Exror A2

Figure 23 — Dependent failure due to résource sharing

Figure 23 extends Figure 22 where Element A1 and Element'A2 produce erroneous outputs caused by
an erroheous output of the shared Element X that is affected by a fault that results from a root caus¢
external to the element itself. The erroneous output.of Element X propagates to both Element Al and
Element A2. Element X is representative of the dépéndent failure initiators that fall into the category
“Shared Resources”.

10.4 Djistinction between cascading failures and common cause failures

Except for ISO 26262-9:2011, Clause\6, no distinctions between common cause failures and cascading
failures|are necessary. Since the exact differentiation between a cascading failure and a common caus¢
failure in a given failure scenario is'not always possible, the two failure scenarios are not differentiatedl
any further within this document. Instead they are merged into dependent failures. If the focus of th¢
DFA is tp show freedom from interference between two given elements (e.g. Element A and Element B

as requested in ISO 26262;9:2011, Clause 6, the following approach is considered sufficient:
— Identify the failtd'e modes of Element A which can have an impact on Element B.

— Identify if these failure modes lead to a possible violation of the safety goal due to the failure of
Element B

— Ifnecessary define appropriate safety measures to mitigate the risk (e.g. for a DMA specify a safety
mechanism that monitors the addresses generated by the DMA).

— Ifnecessary repeat this analysis with switched roles.
10.5 Dependent failure initiators

10.5.1 Dependent failure initiator list
The following classification of DFI is proposed:

— Failure of shared resources;
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Single physical root cause;
Environmental faults;
Development faults;
Manufacturing faults;

Installation faults;
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D
TCPparT Taurcs:

OTE1

or each class of dependent failures possible measures?) are provided. The measures.have bq

Other classifications of DFI are possible.

en split

into measures which prevent the dependent failure occurring during operation and into mleasures

vhich do not prevent the occurrence of the dependent failure but prevent it from wielating a safé¢ty goal.

INOTE 2  DFI that are caused by software are not included in this DFI list. Correct software development is
dddressed by ISO 26262-6. Results of the DFA can affect the ASIL allocation of software elements.

INOTE3  Repair in automotive typically happens on the level of ECUs; 1ot on the level of semic¢nductor
¢omponents. Therefore repair faults are usually no DFI for semiconductof’parts.

Table 47 — Dependent failure initiators due to randonmrhardware faults of shared resoprces
DFI examples Measures to prevent.déeépend- Measures to prevent the pccur-
ent failures from vielating the | rence of dependent failures dur-
safety‘geal ing operation
Common clock (including PLL, clock|Dedicated indepeéndent monitoring|Fault avoidance measures (¢.g. con-

trees, clock enable signals, etc...)

Common testlogicincluding DFT (De-
sign for Test) signals, scan chains
etc..., common debug logic including
debug routing network (network that
provides access to analogue or digital
signals or allows to read digital regis-
ters) and trace signals (mechanism to
trace one or more signals synchronous-
ly (e.g. controlled by triggers'or trace
clocks and read the resultafterwards)

Power supply elementsincluding power
distribution netwoetk, common volt-
pge regulators, c@émmon references
(e.g. band-gaps, bias generators and
related nétwork)

Non simultaneous supply switch-on,
that'can cause effects like latch up or

high in-rush current

of shared resources (e.g. clock mon-
itoring, voltage monitoring, ECC for
memories; CRC over configuration
registey content, signalling of test or
debug'mode)

Confirmation that dependent failure
does not violate a safety requirement
by fault simulation (e.g. to inject faulty
scenarios and evaluate the impact)

Self-tests at start-up or post-run or dur-
ing operation of the shared resources

Diversification of impact (e.g. clock
delay between master and checker
core, diverse master and checker core,
different critical paths)

Indirect detection of failure of shared
resource (e.g. cyclic self-test of a func-
tion that would fail in case of a failure

servative specification), fupctional
redundancies within shared r¢sources
(e.g. multiple via/contacts),

Fault diagnosis (e.g. ability df identi-
fying and isolating or reconfiguring/
replacing failing shared regources,
corresponding design rules) Dedicated
production tests (e.g. end-of-ljne tests
for SRAM capable to find complex faults)

Separate resources to reduce the
amount or scope of shared rgsources

Adaptive measures to reduce sus-
ceptibility (e.g. voltage/operating
frequency decrease)

Common reset logic including reset
signals

Shared modules (e.g. RAM, Flash, ADC,
Timers, DMA, Interrupt Controller,
Busses, etc...)

£l 1. A al
O tIrc—STrarcu TS ourtTy

Indirect monitoring using special
sensors (e.g. delay lines used as com-
mon-cause failure sensors)

2)

The listed measures are examples provided as a non-exhaustive list of possible solutions. Their efficiency

depends on several factors including type of circuits and technology, and they could be not effective at the same
way for all possible DFI. For that reason, evidences are recommended to demonstrate the claimed efficiency. Some
measures by themselves might not be enough to achieve an appropriate risk reduction. In this case an appropriate
combination of different measures can be chosen.
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Table 48 — Dependent failure initiators due to random physical root causes

DFI examples

Measures to prevent depend-
ent failures from violating the
safety goal

Measures to prevent the occur-
rence of dependent failures dur-
ing operation

Short circuits due to e.g.: local defects,
electro migration, via migration, con-
tact migration, oxide break down

Latch up

Confirmation that dependent failure
does not violate a safety requirement
by fault simulation (e.g. to inject faulty
scenarios and evaluate the impact)

Dedicated production tests

Faultavoidance measures (e.g. physical
separation/isolation, corresponding
design rules)

Cross tdlk (substrate current, capac-
itive coyipling)

Local hgating caused e.g. by defective
voltage fregulators or output drivers

Diversificatiomrof Tmpact{egTiock
delay between master and checker
core, diverse master and checker core,
different critical paths)

Indirect detection (e.g. cyclic self-test
of a function that would fail in case
of a failure of the shared resource)
or indirect monitoring using special
sensors (e.g. delay lines used as com-
mon-cause failure sensors)

Physical separation on a single chipg
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