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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for 1ts further maintenance are described
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Introduction

Artificial intelligence (Al) techniques have been applied in domains and markets such as health care,
education, clean energy and sustainable living. Despite being used to enable systems to perform automated
predictions, recommendations or decisions, Al systems have raised a wide range of concerns. Some
characteristics of Al systems can introduce uncertainty in predictability of Al system behaviour. This can
bring risks to users and other persons. For this reason, controllability of Al systems is very important.
This document is primarily intended as a guidance for Al system design and use in terms of controllability
realization and enhancement.
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bcument describes the needs of controllability in a domain-specific context and strengthe
tanding of an Al system’s controllability. Controllability is an important fundamental chiarac
ting Al systems’ safety for users and other persons.

hted systems as described in ISO/IEC 22989:2022, Table 1 can potentially use”Al. The de
hl control or controllability is an important characteristic of automated systéms. Heteron
s range over a spectrum from no external control to direct control. The degree of external

rollability can be used to guide or manipulate systems at various levels(f automation. This
d by the use of controllability features (see Clause 7) or by taking specific preventive actions
age of the Al system life cycle as defined in ISO/IEC 22989:2022, Clause'\6. This document refer
lability by a controller, that is a human or another external agent. It-déscribes controllability fé
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Information technology — Artificial intelligence —
Controllability of automated artificial intelligence systems

1 Scope

This document specifies a basic framework with principles, characteristics and approaches for the
realization and enhancement for automated artificial intelligence (Al) systems’ controllability.

The following areas are covered:

— stdte observability and state transition;

— control transfer process and cost;

— redction to uncertainty during control transfer;
— verification and validation approaches.

This document is applicable to all types of organizations (e.g. commercial enterprises, government agencies,
not-forfprofit organizations) developing and using Al systems durihg their whole life cycle.

2 Normative references

The following documents are referred to in the text in stich'a way that some or all of their content congtitutes
requir¢ments of this document. For dated references,'only the edition cited applies. For undated refefences,
the latgst edition of the referenced document (incliding any amendments) applies.

[SO/IEL 22989:2022, Information technology«= Artificial intelligence — Artificial intelligence concepts and
terminplogy

ISO/IEL 23053, Framework for Artificialdntelligence (Al) Systems Using Machine Learning (ML)

3 Tdrms and definitions

For thg purposes of this document, the terms and definitions given in ISO/IEC 22989, ISO/IEC 23053 and the
following apply.

ISO angl IEC maintain-terminology databases for use in standardization at the following addresses:

— ISQ Online.browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
ontology
conceptualisation of a domain

[SOURCE: ISO/IEC 5392:2024, 3.9]

3.2

knowledge representation

process that designs and constructs symbolic systems (3.9), rules, frameworks, or other methodologies used
to express knowledge which machines can recognize and process

[SOURCE: ISO/IEC 5392:2024, 3.18]

© ISO/IEC 2024 - All rights reserved
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knowledge computing
process that obtains new knowledge based on existing knowledge and their relationships

[SOURCE: ISO/IEC 5392:2024, 3.28]

3.4

knowledge fusion
process that merges, combines and integrates knowledge from different resources into a coherent form

[SOURCE: ISO/IEC 5392:2024, 3.21]

3.5

contrdl, verb

<contrpllability>in engineering, the monitoring of system output to compare with expected-eutfqut and
taking|corrective action when the actual output does not match the expected output

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.846.1]

3.6

contrgller

authorfzed human or another external agent that performs a control

Note 1 o entry: A controller interacts with the control points of an Al system.

3.7

disengagement of control

contrgl disengagement

procesp where a controller (3.6) releases a set of control points(3.16)

3.8

engagement of control

contrgl engagement

process where a controller (3.6) takes over a set of‘control points (3.16)

Note 1 fo entry: Besides taking over a set of control points, an engagement of control can also include a confifmation
about the transfer of control to a controller.

39

system

arrangement of parts or elemernts)that together exhibit a stated behaviour or meaning that the indjividual
constituents do not

Note 1 fo entry: A system is 'sometimes considered as a product or as the services it provides.

Note 2 fo entry: In pragtice, the interpretation of its meaning is frequently clarified by the use of an associatiye noun
(e.g. aiffcraft system)<Alternatively, the word “system” is substituted simply by a context-dependent synonym (e.g.
aircraf{), thoughdhis potentially obscures a system's principles perspective.

Note 3 fo entty: A complete system includes all of the associated equipment, facilities, material, computer programs,
firmwaye;- technical documentation, services, and personnel required for operations and support to the|degree
necessdry-for self-sufficient use in its intended environment

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.47]

3.10

system state

state

one of several stages or phases of system operation

Note 1 to entry: A system state is represented by related internal parameters and observable characteristics.

[SOURCE: ISO 21717:2018, 3.3, modified states as state]
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3.11

system state stability

stable system state

degree to which a system’s parameters and observable characteristics remain invariable during a specified
period of time or another dimension such as space

Note 1 to entry: Invariableness can be defined by means of a variableness tolerance based on business requirements.

Note 2 to entry: When leaving a stable system state, the system’s parameters or observable characteristics change,
regardless of whether the next stable state is safe or unsafe, when the system (3.9) enters an unstable system state.

Note 3 to entry: A system (3.9) can be described as stable, if the system is in a stable state.

3.12
safe state
state (3.10) that does not have or lead to unwanted consequences or loss of control

3.13
unsafe state
state (3.10) that is not a safe state (3.12)

Note 1 fo entry: Uncertain states are a subset of unsafe states.

3.14
failure
loss of pbility to perform as required

[SOURCE: IEC 60050-192:2015, 192-03-01, modified — notes toentry have been deleted.]

3.15
success
simultaneous achievement by all characteristics of required performance

[SOURCE: ISO 26871:2020, 3.1.62]

3.16
contrgl point
part of{the interface of a system (3.9) where controls can be applied

Note 1 o entry: A control point can be @ function, physical facility (such as a switch) or a signal receiving subsystem.

3.17
span of control
subset|of control points, upen which controls for a specific purpose can be applied

3.18
interface
means|of interaction with a component or module

3.19
transfer-oficontrol

controltransfer

process of the change of the controller (3.6) that performs a control over a system (3.9)

Note 1 to entry: Transfer of control does not entail application of a control, but it is a handover of control points of the
system interface between agents.

Note 2 to entry: Engagement of control and disengagement of control are two fundamental complementary parts of
control transfer.

© ISO/IEC 2024 - All rights reserved
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3.20

finite state machine

FSM

computational model consisting of a finite number of states (3.10) and transitions between those states,
possibly with accompanying actions

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.1604]

3.21

system state transition

transition

T

Note 1 o entry: A transition takes place when a condition is satisfied, including an intervention from a centrolfer.
[SOURCE: ISO/IEC 11411:1995, 2.2]

3.22
cost of control
resourfes spent and associated external effects by performing control over an ALsystem

Note 1 fo entry: Resources include time, space, energy, material and any other consumable items.
Note 2 o entry: External effects include all possible effects and side effects of céntrol, e.g. environment changg.

3.23
test completion report

test syummary report

reportithat provides a summary of the testing that was performed

[SOURGE: ISO/IEC/IEEE 29119-1:2022, 3.87]

3.24
process
set of ipterrelated or interacting activities thattransform inputs into outputs

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.27]

3.25
functipn
defined objective or characteristicjaction of a system (3.9) or component

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.1677.1]

3.26
functipnality
capabilities of thevarious computational, user interface, input, output, data management, and other features
provided by a product

[SOURCE: ISOAIEC/IEEE 24765:2017, 3.1716.1, modified — Note 1 to entry has been removed.]

3.27
functional safety

part of the overall safety relating to the EUC (Equipment Under Control) and the EUC control system that
depends on the correct functioning of the E/E/PE (Electrical/Electronic/Programmable Electronic) safety-
related systems (3.9) and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]

3.28

system state observation

observation

act of measuring or otherwise determining the value of a property or system (3.9) state

© ISO/IEC 2024 - All rights reserved
4


https://standardsiso.com/api/?name=d62f43a799aff80a426b9a5fc334b4bc

3.29

ISO/IEC TS 8200:2024 (en)

transaction
set of related operations characterized by four properties: atomicity, consistency, isolation and durability

[SOURCE: ISO/IEC TR 10032:2003, 2.65, modified — Note 1 to entry has been removed.]

3.30

atomic operation
operation that is guaranteed to be either performed or not performed

3.31
out of

ontrol state

unsafe

Note 1 {
defecti

4 At

Al
ML

state (3.13) in which the system (3.9) cannot listen for or execute feasible control instructions

o entry: The reasons for out of control state include but are not limited to communication interruption,
n, resource limitation and security.

)breviations

artificial intelligence

machine learning

5 Overview

5.1 (

Contro
Al syst]
provid

a) Al
IS(

b) Al
th{
pr
do

loncept of controllability of an Al system

[lability is the property of an Al system which allows a controller to intervene in the functionin
em. The concept of controllability is relevant to the following areas for which International Sta
e terminology, concepts and approaches for Alisystems:

concepts and terminology: This document inherits the definition of controllability
/1EC 22989;

system trustworthiness: ISO/IEEFR 24028 describes controllability as a property of an Al

it is helpful to establish trust..Controllability as described by ISO/IEC TR 24028 can be achie
bviding mechanisms by which'an operator can take over control from the Al system. ISO/IEC TR
es not provide a definition)for controllability. Controllability in this document is used in th

sense as in ISO/IEC TR 24028. A controller in the context of this document can be a human. Thi

saj
std
for

c) Al
IS(
the

ne with the philosophy in ISO/IEC TR 24028. When an Al system is in its operation and mon
ge, a human can bein the loop of control, deciding control logics and providing feedback to the
further action;

system quality model: [ISO/IEC 25059 describes user controllability as a sub-characteristic of ug
/1EC 25059 emphasizes the interface of an Al system, which enables the control by a controlle
e controllability defined in this document is more about the functionalities that allow for contr

d) Al

system

b of the
ndards

from

system
ved by
24028
b same
5 is the
itoring
system

ability.
-, while
ol;

system functional safety: ISO/IEC TR 5469 uses the term control with two different meanings

1)

2)

Control risk: This meaning refers to an iterative process of risk assessment and risk reduction. The
term control belongs to the context of management. This meaning differs from the use of control in

this document;

Control equipment: This meaning refers to the control of equipment as well as the needs of control
by equipment that has a certain level of automation. This meaning of control in ISO/IEC TR 5469 is

consistent to the use of control in this document;

e) Alrisk management: ISO/IEC 23894[12] uses the term control in the context of organization management,
meaning the ability of an organization to influence or restrict certain activities identified to be risk
sources. This meaning is different from the meaning of control or controllability in this document;
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f) Al system using machine learning: The meaning of control in this document is the same as the meanings
in [SO/IEC 23053, where reinforcement learning is described as an approach to realize control purpose.
In the context of this document, an external agent can make use of reinforcement learning to realize
control logic.

Based on the definition of controllability in ISO/IEC 22989:2022, 3.5.6, an Al system does not control itself
but is controlled by an external agent. In this document, an Al system that has realized controllability
functionalities is regarded as a system of systems. It is composed of a system realizing Al and a system
realizing controllability. The latter is defined as an external agent in ISO/IEC 22989. This concept is applied
in this document.
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continflous parameter space to a discrete state space. When designing the different states of a sys
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— Al
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plainability or verifiable behaviours. Controllability can enhance the system’s trustwopf
ng its reliability and functional safety:.

ter the automation level of an Al system, controllability of an Al system is important,’so an e
an ensure that the system behaves as expected and to prevent unwanted outcomés.,

sign and implementation of controllability of an Al system can be consideredand performed
f the Al system life cycle defined in ISO/IEC 22989:2022, Clause 6.

[lability is a technical prerequisite of human oversight of an Al system,*So that the human-n
ce can be technically feasible and enabled. The design and implementation of controllability
cidered and practiced by stakeholders of an Al system that can impact users, the environmg
S,

[lability of an Al system can be achieved if the following two)conditions are met:

e system can represent its system states (e.g. internal\parameters or observable characteristi
htroller such that the controller can control the system.

e system can accept and execute the control instiructions from a controller, which causes syste
nsitions.

ystem state

Stem, interacting elements can exchange data and cooperate with each other. These interacti
different sets of values for the.system’s internal parameters and consequently can result in di
able characteristics.

m can have several different states. The different states of a system can indicate a mapping {1

e following recommiendations apply:

states are meaningful to the system’s business logic.

tate is-observable by qualified stakeholders, via technical means, such as system logging, deb
d breakpoints, etc.

yrovide
hiness,

kternal

n each

achine
should
nt and

cs) to a

N state

ns can
fferent

om the
tem, at

e duration\of a state is sufficient so that tests and specific operations against the state can be ade.

ugging

— En

try into a state is possible via a set of defined operations on the system.

The states of an Al system can be identified during the design and development stage in the Al system
life cycle as described in ISO/IEC 22989:2022, Figure 3. The identification of the states of an Al system is
important for the implementation of controllability and can therefore affect the trustworthiness of the Al
system. According to the results of the design and development stages, the states of an Al system can be
organized into the following three categories:

— safe and unsafe;

erating or failing to operate as specified;
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— any other kind of categorizations meaningful to system operation, test and maintenance.

A system can be in a safe state but fail to operate as specified. A system can also be in an unsafe state yet still
operate as specified. Successful operation does not always correspond to safe states and failure to operate
does not always correspond to unsafe states. Success and failure depend on system design and development
for handling internal transitions within and between safe and unsafe states.

EXAMPLE In a financial service, an Al system is used to evaluate credit applications. The approval operation
against a loan is blocked by the Al system component and consequently failed because of an erroneously predicted
credit repayment risk. Such failure of the Al system to operate as specified does not mean that the system entered into
an unsafe state.

5.3 SYystem state transition

5.3.1 | Target of system state transition

The system state transition target is a finite subset of the system’s possible states whieh are accg¢ptable
by staleholders according to a set of requirements. The system state transition target should be idgntified
during|design and development and the transitions to a target state should be stbject to verification and
validatiion during system testing.

The injplementation and enhancement of controllability of an Al system(depends on the ability of an Al
systen] to reach a specified target state. The following attributes of tHejintended target state shquld be
identif]ed by the designers, developers, managers, users and any other'stakeholders of the Al system

— Completeness of the states of an Al system can be checkedsStates that are not noticed or hargl to be
enfirely identified can exist during the design and development stage. This is particularly the casg when
an|Al system is implemented by certain approaches, suchras deep learning. As a deep learning nodel's
oufput universe cannot be entirely determined in advahce, unidentified states can always exist;

— Stdbility of the states of an Al system should meet the requirements about control and state obsernvation.
Thiis attribute is important for the systems which'are designed to be controlled by human, as hurpan-in-
th¢-loop mechanisms are applied to prevent hazards.

5.3.2 | Criteria of system state transition

Target(states should be reachable under.éertain circumstances via actions. Actions can include:
— external control via system-défined operations;

— aufomated state transition-by the system itself, if defined conditions are met;

— forced state transition-by an external event.

Two typpes of conditions can be considered for cause system state transition:

— aspufficienticondition that by itself causes the transition to take place as long as the condition is met;

— arlecessdry condition that is required to be met for the state transition to take place.

The sa icfaction af 4 nacaccaryuy candition dnoc nat 1"\17 Hcalf rrnf\rf\ni'no thatrancition ]“\"\Y\Y\DY\C‘
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

5.3.3 Process of system state transition

Once triggered, a system state transition can occur. Al systems’ state transition processes can differ.
Common subprocesses of a state transition can be identified. A system state transition process contains up
to two subprocesses:

a) Launching: After the condition of a trigger is met, a system can have a set of internal operations
launched according to configurations or implementations of business logic. Such operations can include
invocation of functions, adjustments on system parameters, resources allocation or deallocation, and
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other actions that the system can take internally in order to reach its defined next state. A launching
subprocess can be brief and difficult to capture or even record, depending on a system’s state definitions
and implementations.

EXAMPLE1  Adeeplearningtraining process completes and the change of model parameters in memory stops.
Based on the training configuration, the persistence of that model can be triggered. Correspondingly, the system’s
state transits from model training to model persisting. For this, necessary functions (e.g. write data to disk) are
invoked and resources (space on disk) are allocated.

Adaptation: An Al system state transition can change the environment where that system works in
or objects on which it operates. As a consequence, such environments and objects can react to the Al
system. These reactions can lead to an unstable adaptation period in which the system adjusts internal
paframeters to enter an intended state. An adaptation subprocess is not a necessity that eveny pystem
stdte transition process contains.

EXJAMPLE 2 An Al-based vehicle system automatically transits its state from low speed to high“speed. As the
velpicle speeds up, the resistance (from ground, air, etc.) and running stability can change\To cope with this,
parameters in subsystems (such as electronic stability program) can be adjusted. Oncecthe’target state (high
sp¢ed) is reached, the adjustment approaches applied in the adaptation subprocess can be,stopped.

The efflects of an Al system state transition can include the current state of the'system or an additiondl set of

actiong needed to be taken by the system or its controller. There can be twe types of effects:

a)

b)

5.3.5 | Side effects

For successful state transition: When a system successfully transits to the expected state, the fystem
can function as specified and is prevented from entering a hazardous state.

For unsuccessful state transition: When a system fails to transit to the expected state, it can be guided to
reyert to the original state by configured operations of\parameters (e.g. system reset). The system can
théen retry the requested state transition or stay in~tHe original state. For this, extra time, operations,
power and other resources can be necessary.

Side effects can emerge following a system'state transition and can lead to the changes to the envirgnment
where Ja system is operating or to the gbjects on which the system operates. Not all changes to a system's
envirohment or objects operated on by-a system can be recovered to their original state. The inahility to
revers¢ side effects should be carefully considered when using Al systems in domains such as mjaterial

procesfing and manufacturing.

5.4 (losed-loop and epen-loop systems

In a clgsed-loop system;the output is fed back to the input of the system, where control is determined by
the cortlbination ofisyStem input and feedback (e.g. the control to an air conditioner is subject to bpth the

curren

and tapget temperatures). In an open-loop system, the output is not fed back to the inpuf of the

systen]. Controlis subject to the instructions issued by a controller rather than the output of the syst¢m (e.g.

a TV only accepts and responds to a control signal rather to the results of previous controls).

Systerr state observation measures the appropriate system parameter values or system appearancs It can
be achieved via either system outputs or observation or based on analysis of system parameters without
output. This document does not treat closed-loop and open-loop separately and does not impose specific
settings to the approaches via which the system states are observed. It also does not impose specific settings
to the approaches via which the system states are observed.
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6 Characteristics of Al system controllability

6.1 Control over an Al system

Control over an Al system can help to conduct the intended business logic and to prevent the system from
causing harm to stakeholders. At least the following two ways exist to realize the controllability of an Al system:

— Use the facilities designed and implemented for the purpose of control;

— Take advantage of the functional operations (they are not specifically designed and implemented for
control but can be used for the purpose of control).

Control over an Al system is effective if at least the following are satisfied:

— Coptrol is conducted when the system can be controlled for a specific purpose with acceptahle side

effects.

— Control is conducted via a correct span of control based on control points provided by the systenp.

— Coptrol works as intended.
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Control function implementations

NOTE1 The span of control represented in the diagram is an example. Each specific control can correspond to its
intended span of control that is configured, selected and used.

NOTE2  See ISO/IEC 19505-1[2] for details on the notations in this diagram. The human body notation in Figure 1
does not mean that it is necessarily a human.

Figure 1 — Use case diagram with examples of an Al system under control
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Figure 1 shows a use case diagram as an example of an Al system under control:

a) For a specific purpose of control, a controller can observe system states and issue control instructions
to an Al system via a span of control provided by that system. Observations on system states can be
done by the following:

iy
2)

3)

A controller invokes functionalities that return parameter values on demand.

A controller receives signals sent by the system which contain the information about the current

system state.

A controller observes the physical behaviours of the system.

b) An
Al
6.1

iy

2)

3)

4)

c¢) D¢

) and state observation:

Computing resources can include computing device, memory, storage, data tramsmission
and any other hardware module that improve computing and data exchange¢Status and para

include hardware and associated software used for the formation or finctioning of the Al

Al functionalities abstract those processes used for prediction, recommendation and classif
Parameters and status of an Al functionality can be set and observed for the purpose of cont

can invoke Al functionalities as building blocks. Implémentations in this layer can include
facilities that make sense to business logic.

providing parameter values, returning signals‘and showing observable characteristics. This
is the control point of the system. For a specific control, a span of control can be configured, s
and used.

pendencies can exist between control functionalities provided by different layers.

Al system is designed and implemented with interfaces facilitating control and state obseryation. An
system can have multiple components. Each of the components can provide facilities for\contyol (see

facility
meters

of computing resources can be set and observed for the purpose of control. Physical facilities can

system

(e.g. joysticks or gear shafts). Devices in a component can provide contfel and state observatjon.

cation.
rol.

Business logic implementations are the executable programms that form workflows. Each wdrkflow

rontrol

System interface can contain a subset of declare@functionalities for receiving control instryctions,

subset
blected
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6.2 Process of control

NOTE
The pr
shown
a) A
the
Al
b) An
1)
2)
3)
0

d)

Controller Al system under control

observe state

listen for state observation
request

<

listen for state
information

send state information on ]

demand or periodically
( determine control logics }7
[ — listen for control
—r=need for control?= [N] transfer request
(NI [v]
control transfer  } P
control transfer
|_control transfer - - -
~F—— succeeds? >—%— —(_listen for control instructions )
[Y] change interndhparameters
and exterpal appearances

engagement of control )

issue control
instructions [ [N]

l [Y] [ handle contro
receive results of ]
control

execution excep]

See ISO/IEC 19505-1[2] for details on the notations inthis'diagram.
Figure 2 — Control process activity diagram
pcess of control can involve both the controller and the Al system under control. A general pr¢

in an activity diagram in Figure 2, including the following subprocesses:

ontroller observes the current sgtate of an Al system under control. This is done by interactir
e interface of the Al system. For this, the controller listens for state information that is supplied
system.

Al system under control tan listen for the following types of requests:

State observationzWhen a state observation request is received, the Al system returns infor
about the current state to the controller. Such information can also be periodically reported
controller.

Control transfer. When a transfer of control request is received asking for a control transfer
systém*can hand over control to an authorized controller.

Centrol instructions. When a request is received containing control instructions, the Al

cessis
1g with
by the
mation

to the

the Al

system

4 +1 : 4 e 1 h]
CXCLULES UIT IS UCLIOILS OIT UCIIIdITdUg.

When receiving state information, the controller determines the logic of control. This can start one of
the following options:

1y
2)

If it is determined that the Al system does not need to be controlled, the control process ends.

If it is determined that the Al system needs to be controlled, a subprocess that prepares control

transfer starts.

[f the controller is not able to perform the intended control due to a lack of span of control, the controller
requests a control transfer. This can happen when the needed control points have not been fully handed
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over. If the controller holds all needed control points for this control, the request subprocess is skipped;
otherwise, control is exchanged from the Al system to the controller. A control transfer can also require
authentication and authorization checks.

e) The controller issues control instructions. Once the instructions are received, the Al system changes its
internal parameters or observable characteristics. This can lead to two kinds of results:

1y

2)

If the control instructions are executed successfully, the Al system returns the results
controller.

If the control instructions are executed unsuccessfully, the Al system handles the p
exceptions and returns the results to the controller.

to the

ossible

Al syst|ems with a finite set of system states can be modelled based on an FSM. Applying control m

based
throug

)y

where
S
A
Y

6.3 (

A cont]

— Af
be

— A physical facility. When a system is equipped with physical mechanisms for control, such asas

wh
efff

— As
be
sh

Depengling on the design,\control points of a system can make use of the following:

— fac
thd

When

bn an FSM is possible when the representation of the control transfer between differentcontrc
h the transfer function X which is defined by a 3-tuple:

S,A,7)

is a finite set of system states (see 5.2);
is a set of actions (see 5.3);

is a set of transitions of system states (see 5.3).

lontrol points
ol point of an Al system can include but is not linrited to the following:

unction. When a system is controlled prograsimatically, functions implementing control logics
designed. For this, local invocations or remote procedure calls can be considered.

eel on an assisted-driving vehicle;'safety and usability factors that can affect the effectivens
iciency of control should be considered.

ignal input-output system..When a system is controlled remotely, a signal input-output subsyst
applied. In addition to gensidering the medium (e.g. air or water), distance and noise, the sub
buld also consider expectations for control timeliness and sequencing.

pcifically desighed and implemented facilities that are exclusively used for control;

e pause functions designed for debugging but useful for control in certain cases.

necessary, the invocations of control points can be secured by authentication and author

ethods
llers is

should

reering
bss and

em can
system

ilities th@tiare parts of a system’s functions but can be re-used for control, such as the checkpojint and

ization

mecha

nisms. kor this, certification, encryption mechanisms and even control-specific channels

applied.

EXAMP

can be

LE An Al-based automated metal processing product line can be controlled via a digital control subsystem
as well as a set of physical facilities on the production line. An Al system is used for the analysis of photographs of the
key information of the processed metal (e.g. the position and the pose of a part being processed). The controls can
include starting, stopping and pausing of subprocesses, selecting and changing of chucks, heating, cooling, lathing
and milling of materials, changing of bit tools, etc. The controls of the system can be configured in advance and issued
in real time via the digital control subsystem. Physical facilities can also be used if manual and physical controls are
needed. To use the digital control subsystem and to enter the physical control area can require that the identification
information of human controllers be checked.
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6.4 Span of control

Span of control is a subset of control points upon which a specific control can be applied. A controller’s
processing a span of control reflects the condition that the system is ready to listen for and execute the
instructions issued by the controller for the specific control. Therefore, before an actual control is performed
the following should be confirmed:

— that the system can accept and conduct the control instructions from a specific controller. If not, the
controller cannot fully perform the intended control. An incomplete span of control can lead to a control
transfer from the system to the controller;

—  thatthe controller can handle or operate all the control points of an intended control If not ej

ther an

un|
to

When

certainty handling mechanism should be prepared or the plan for this control should be candel
the lack of feasibility.

the control points.

6.5 Transfer of control

The transfer of control is a prerequisite when an external controller decides todntervene in the func
of an Al system in order to prevent unwanted outcomes. A control transfer\process enables the cof
to obtdin the control from any agent that is controlling the Al system. For this, a preparation prod

contro
span o
estimal

transfer should be considered. Important subprocesses during a' preparation include check
f control, preparing for engagement of control, initializing uncertainty handling strategy as
ting the cost of control and control transfer. The preparation process for the transfer is sh

Figure|3 and described as follows:

ed due

nteracting with the control points in a span of control, rules can exist about the sequence fofr using

tioning
itroller
ess for
ing the
well as
pbwn in
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Controller

Al system under control

| get state information

~

?

determine control logics

default
control

apply default control?=

(" check span of control )

[Y]

prepare engagement
of control

estimate the cost of
control and control

transfer

cost acceptable?

handling strategy

®

[initialize uncertainty ]

asneeded span of control?

b

(

[

send request for
transfer of control

[

listen for control

)_l—"—Z

J— [ listen for control transfer request ]
[N] [ initiate uncertainty handling strategy ]
receive transfer of control request
— >
N] = and response
generate control
transfer request

s uncertainty?

[N]

transfer reply

handle uncertainty
for control transfer

[N]

control transfer
request succeeds?

| go to engagement of control \|

reeord and
réport error

I go to release the control

NOTE

See ISO/IEC 19505-1[2 for details on the notations in this diagram.

Figure 3 — Transfer of control from an Al system to a controller

a) A dontrol transfer preparation proc¢ess is conducted based on the requirements of the control. It ipcludes

a sequence of subprocesses:

1) | The controller checks the span of control that is necessary for the intended control.

2)| If the controller does)not hold all the control points for the required span of control, the cof
generates an additional control transfer request before its engagement of the control. The adg
request declares'the controller's intent about the upcoming operation on a subset of control
and is sentto the Al system. Upon receiving this request, the Al system replies to the controll
a confirmation and the Al system is starting to prepare for its disengagement of control.
systemdisengages its control only if the controller holds the authority for the requested con

3)| When the controller already holds all the needed control points of a span, the actions in

skipped.

itroller
itional
points
er with
The Al
'rol.

2) are

4) A request of control transfer can fail, if uncertainties (see 6.8) appear during the communication
between the controller and the Al system. A failed request can trigger a redetermination of
requirements of the control which can cause the controller to adopt a different strategy for control.

5) If a control transfer request is successful then the preparation for the engagement of the control
is carried out. The controller derives a plan containing a sequence of actions (e.g. move to correct
position for control) that should be taken in order to be ready for the actual operation.

6) The cost of control as well as the possible control transfer are estimated. During this subprocess,
the controller gathers estimates of time, space, energy and material consumptions, as well as the
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effects to the Al system and concerned environments. When the estimated cost exceeds a certain
limit, the requirements of the control can be adjusted. If no suitable control exists, then a default
control strategy can be performed.

7) The controller can also initialize an uncertainty handling strategy to deal with any unpredicted
failures during control and control transfer. A similar strategy can also be initialized by the Al system.

b) A control transfer process and its preparation can be ignored if it is determined that the Al system does
not need to be controlled, according to the observed state.

When a control transfer involves multiple control points during an engagement or disengagement process,
partial success can happen if failed operations occur during an entire procedure, This can lead an Al system
to an apnormal state, where unnecessary occupation of resources or unwanted changes of environmepts can
occur. o handle this, a transaction mechanism should be considered for control transfer which-graantees
either the control transfer is entirely successfully performed or entirely not performed if partial|failure
happers. In a failed or a partially failed case, all operations in a transaction are expected te-be rolled|back.

An Al dystem can physically change the world (e.g. an automated driving system drives‘axcar over a djstance
even during a control transfer to a human driver). Perfect rollback of a transactienZéan be difficulf, since
physical changes (e.g. material processed, distance travelled, power consumed, temperature raised) [cannot
be recpvered easily without external changes or extra expenses. In this situdtion, mechanisms guch as
two- or three-phase commitment can be considered with availability criteria‘on controllability megsaging
channgdl, controller and Al system.

6.6 Engagement of control

An important prerequisite for the controller to control an<Al“system is to engage a specific dontrol.
Engagdment of control means to carry out a sequence of the actions to control the Al system. In addition,
a set of criteria should be met when performing a specific\action or a sequence of actions. Useful actions
includg but are not limited to:

— mgve to a required position;

— wdar or setup a required equipment;

— hahdle a required physical operating equipment;

— ladynch a required control toolkit (software).

The following criteria can also bgselected and used according to control requirements:
— time duration limitatiomen the completion of an engagement of control;

— physical space limitation allowed by an Al system for the engagement of a control;
— order or precedence restriction on the engagement of control when multiple control points are inyolved;

— authority restriction on the engagement of control when security requirements exist on the obtajnment
of pontrel'points;

— completeness of engagement over the entire span of the intended control.

To control the Al system, the engagement of control process should be prepared in advance to plan a
sequence of actions and satisfy the corresponding criteria. The engagement of control should be configured
or planned in advance for each possible control in order to decrease uncertainty and infeasibility. The
preparation for control engagement can happen later during the preparation of control transfer so that an
accurate cost can be estimated.

When an engagement of control process is prepared, the controller is able to take the planned actions and
confirms with the Al system about the needed span of control. A confirmation is a handshake between the
controller and the Al system. The controller declares the use of the required control points, while the Al
system releases those control points and then listens for and executes the instructions from the controller.
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A control transfer can involve multiple control points. If an error happens on a part of a span during a control
engagement process, the overall transfer of control can fail or the further control can be infeasible. To avoid
this situation, it is useful to consider and implement a transactional mechanism for engagement of control.
Keys for such a transactional mechanism can include but are not limited to the following:

— Set up a recovery point during the “initialize uncertainty handling strategy” activity in Figure 3, such
that failures during the engagement of control process can be handled and the system configuration and
data being processed can be recovered (see “handle control execution exception” activity in Figure 1).
In an ML-based Al system, a recovery point can be a set of data including a checkpoint mirror of the ML
model, runtime configurations, etc.

— Ar
wd
(e.g. an ML-based material processing system).

— Implementamechanismto ensure the atomicity ofa control engagement, such thatthe control engagement
process is guaranteed to either successfully occur or entirely not occur. As a resulf, no engagement of
control over a partial span can occur.

6.7 Disengagement of control

The disengagement of control is a process opposite to the engagement of control. Disengagement of fontrol
means(the Al system is about to release and transfer control to the controller. The core task of this process
is to take a sequence of actions and then satisfy a set of criteria. Useful:actions include but are not linmjited to
the following:

— ledve a position;

— take off or set down an equipment;

— release a physical operating equipment;

— tenminate or pause a control toolKit (software):

The crjiteria of the engagement of control précess can be selected and used in the context of fontrol
disengpgement, but with a different meaningfor each:

— time duration limitation on the completion of a disengagement of control;
— physical space limitation allewed by an Al system for a disengagement of a control;
— order restriction on the-disengagement of control when multiple control points are relinquished;

— authority restrictioh.-on the disengagement of control when security requirements exist on the
relinquishment of-centrol points;

— completenessipf'disengagement over the entire span of the intended control.

To hanfover.the control of the Al system, a disengagement of control process should be prepared in adlvance.
This djserigagement process is commonly triggered by a controller that is preparing its disengagement
of contral) Preparation should include the generation of a plan for possible detachment. The plans for
disengagement can be configured in advance in order to decrease uncertainty and infeasibility. The
preparation for control disengagement can also happen within the actual preparation of control transfer

When a control disengagement process is prepared, the Al system is able to take the planned actions and
confirm with the controller about the referenced span of control. A confirmation handshake between the
controller and Al system happens. The Al system releases the control points in the span of control and starts
to listen for other instructions from the controller.

Transactional mechanism should be also prepared for a disengagement of control process where partial
failure can happen during the relinquishment of multiple control points. For this, similar keys in 6.6 should
be considered.
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6.8 Uncertainty during control transfer

For a transfer of control the capacity of the controller should be considered. Capacity refers to whether or
not the controller is able to manage the control transfer. It is a relative concept, which can also depend on the
complexities of the control transfer. Factors that can affect the capacity include:

— number of control points that are supposed to be handed over;

— positions of control points if physical controls are to be performed;

— time duration restrictions required by the transfer of control;

— COo

A tranj
unpred
the cagd
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htroller’'s resources (e.g. 1dle time intervals) that can be used for the control transter.

fer of control can fail if either the controller or the Al system does not prepare well or s affe
icted external factors. Uncertainty should be handled when a failure happens, and-paftticu
es that can lead to loss of asset, performance or any other results and risks unacceptable to b
ler and the Al system. Types of uncertainty include but are not limited to:

mmunication failure;
htrol handover confirmation failure.

case, a default uncertainty handling mechanism should be considered and implemented

5e the current action of an Al system. A more advanced approach manages to store the cur
st acceptable state (e.g. store a checkpoint of the model being trained) of the system, such t
hble state can be recovered. This is particularly useful fer{improving the reliability of a t

D .

a control transfer, situations can exist where the transfer of a part of required control points f
ze the chance of loss of control of an Al system, the’following actions should be considered to
hinty:

ntify atomic operations.

bcify and implement redo and undo procedures for atomic operations. This can involve the reco
vironments changed by control transfer. In such a situation, undo or redo of an atomic operat
influenced.

[ost of control

Consequences of control

m of estimating €he cost of control is to provide information for determining the feasibility
. The following donsequences can occur when controlling an Al system:

omplete-work: The internal parameters or the appearance of the Al system are constantly ch
hen there'are data, communication or materials that have not been completely processed, ther
k of 10Ss of data, incomplete communication or loss of materials.

cted by
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bth the

o stop
rent or
hat the
raining
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b) Re

source consuwmptionThe control instructions via function invocations, signal transmiss

ons or

physical operations can take time, energy, communication bandwidth, storage, space and any other
resources needed. The resources required should be checked when the controller or the Al system
under control has limited resources. An estimation of resource consumption during the process of
control should be considered. There can be additional effects to the environment (e.g. temperature or
electromagnetic change) where the Al system works.
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Cost estimation for a control

The cost of control for the controller, the Al system, other entities and the environment should be estimated
and checked, including the following:

a) whether the magnitude of resources required by a control exceeds the limits of the system. Trade-offs
between the cost of control and the system’s quality requirements based on ISO/IEC 25059 should be
considered;

b) whether the magnitude of resources required by a control affects the system’s functioning currently or
in the future;

c) wh

system’s functioning according to business requirements;

d) cognitive, physiological and physical capabilities of human controllers (e.g., reaction speeds for
of p vehicle).

Once gstimated, the cost of control should be provided to the controller or intended stakeholder

Al sysft
contro

6.10 (ost of control transfer

6.10.1

The aith of estimating a cost of control transfer is useful for detetmining the feasibility of an intended

transfd
contro
a) Ou

po

dug to the possibly large number of control péints or the complexity of the engagement process.

as

system can be lost.

b) Re
ba

6.10.2

The following should be checked when estimating the cost of a control transfer:

a) wh
b) wh
c) wh

ether the possible changes to the environment or entities that the system works with aff]

em, who determines the acceptability of the cost (see Figure 3) and take further actions reg
of the Al system

Consequences of control transfer

r. The following consequences can exist when a control transfer takes place from an Al syste
ler:

t of control state: When a transfer of control happens, the Al system releases a specific set of
nts to the controller. It is possible that the controller is not capable of managing the control

there is at least one control point thateannot be managed by the controller, the control of]

source consumption: Several Kimds of resources, including time duration, signal transy
ndwidth, storage, energy, etc,, can be consumed by a control transfer process.

Cost estimation for aontrol transfer

ether the controltransfer makes use of resources that are required by the system’s functionin
ether the.control transfer makes use of a number of resources exceeding the system limits;

ether.the control transfer can lead to an out of control state.

pct the

drivers

5 of an
arding

rontrol
bm to a

rontrol
points
As long
the Al

nission

g

6.11 C

In an Al system, more than one component can exist that can listen for and execute control instructions.
Based on system design, there can also be multiple controllers. Each controller can issue control instructions
to one or more components. Controllers or controllable components collaborate for achieving a goal.
Collaborative control can be involved in the following cases:

a) Multi-controllable components and one controller: An Al system contains multiple components (e.g. an
Al-based multi-agent system) that each can listen for and execute controllability instructions from the
controller.
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b) One controllable component and multi-controllers: An Al system (e.g. a robot controlled by multiple
external human controllers) contains a component that can listen for and execute controllability
instructions from multiple controllers.

¢) Multi-controllable components and multi-controllers: An Al system (e.g. a group of robots and controlled

by multiple human controllers) contains multiple components and each component can listen for
controllability instructions from multiple controllers.

For each of these cases, controllability characteristics are described in Table 1.

Table 1 — Controllability characteristics for collaborative controls

Multi-controllable
components and one
controller

One controllable component
and multi-controllers

Multi-controllable coknpo-
nents and multi<controllers

Procdss of control

For each controllable
component and a control,
the process in Figure 2
applies

For each control, the process

in Figure 2 applies. Controllers
synchronize (e.g. arrangement of
the order of controls, resources
obtainment and release) their
control processes

For each controllable con-
ponent, the process for dne
and
multiple<controllers applies

controlable component

Conftrol points  |Union of control points of |6.3 applies Union of control points df each
each controllable compo- controllable component
nent

Span of control |For each control, the span |6.4 applies For each control, the span of

applies

bution of control points over
controllers’should be managed by

of control is determinis- control in deterministic{6.4
tic. 6.4 applies applies
Transfer of control |For each control, 6.5 6.5 applies, in which the distri- For each control, 6.5 applies,

in which the distribution of
control points over conttollers

controllers should be managed by c¢ntrol-
lers
Engphgement of |For each control, 6.6 6.67applies For each control, 6.6 applies
control applies
Disenlgagement of |For each control, 6.7 6.7 applies For each control, 6.7 app|lies
Control applies
Uncertainty during | Besides the uncertain- Besides the uncertainties in 6.8, Besides the uncertaintiefs in
control transfer |tiesin 6.8, failures that communication failure between |6.8, failures that can hagpen on
can happepn-ona partof |controllers should be considered |a part of controllable compo-
controllable‘components nents as well as the communi-
should be’considered cation failure between cpntrol-
lers should be consideref
Cost of control |For'each control, 6.9 For each control, 6.9 applies. The |For each control, 6.9 appllies.
applies resources spent during collabora- |The resources spent durfing
tions between controllers should |collaborations between fon-
be considered trollers should be considered
Cost of control For each control transfer, |For each control transfer, 6.10 For each control transfer, 6.10
transfer 6.10 applies applies applies

7 Controllability of Al system

7.1 Considerations
To realize the controllability of an Al system, the following should be considered:

a) The states of an Al system (see 5.2) should be observable and able to be transitioned. For this, an Al
system should provide functionalities by which a controller can observe the system’ states or at least
obtain those internal parameters meaningful for control. The able to be transitioned system state refers
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to the capacities of an Al system to accept and execute authorized control instructions at any intended
time (see 5.3).

b) The following subprocesses of an Al system should be controlled:

iy

Execution of non-fully-explainable processes: For systems that provide non-fully-explainable
subprocesses due to the lack of a completed mapping between mathematic processes (e.g.
mathematic computations defined by a deep learning neural network) and computational logics
(semantically verifiable logic), those subprocesses should be controllable such that the potential

hazards caused by unpredicted behaviours can be intervened and restricted. In this c
controls on the launch and termination of an unexplainable subprocess are important.

ontext,

2)

3)

4)

State observation: For Al systems that provide functionalities for state observatid
subprocesses that carry out sampling to those that return a system state should be controll
this context, a system state should be provided without any precondition except for‘author
and authentication checks.

n, the
hble. In
ization

Control instruction execution: For Al systems that execute control instructionstfrom an authorized

and authenticated controller, the sequence of subprocesses that executethe control instr
should be controllable. In this context, the Al system should be able to aceept and execute all
instructions.

Learning policy determination: For Al systems that can select-the knowledge to learn f
determine the approach for learning (e.g. continuous learning), the subprocesses for such de
should be controllable. This can be crucial for Al systems ofwhich underlying learning pol
affect the Al system’s behaviours towards human beings,

7.2 Requirements on controllability of Al systems

7.2.1

7.2.1.1

Contro|
systen

7.2.1.2

The prj
contro

7.2.1.3
For mg
a) Thi
b) Fo

General requirements

Plan of controllability features

[lability features should be planned during the inception or design and development stages o
life cycle. The use of controllabilitydeatures for risk identification and treatment should be pr§

Description of controllability features

pvider of an Al system shall provide users with descriptions and documentation of the Al sJ
lability features.

Requirements)for ML-based Al systems controllability
chine learning-based Al systems, requirements for controllability include:

e startand termination of an inference process shall be controllable.

ictions
control

rom or
cisions
iCy can

[ the Al
ppared.

rstem'’s

co

I syStems using a sequence of operations realized by executing multiple machine learning rrlodels,

htrals should be available on the transition between the execution of different madels

c) The observation of all system states should be enabled.

d) The observations to the input and output values of the following should be enabled:

1)
2)

entire system,

a module of the system,
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3) specific neurons, layers or structures of a neural network for the systems where neural networks
are used;

e) The observations to machine learning-based Al system execution logs and errors should be enabled.
The availability of such information can help a controller to decide controls for minimizing potential
hazards. When an Al system provides both asynchronous and synchronous modes for the execution of
its subprocesses, controls should be available for controlling switching between the two modes. This
enables an Al system to control the execution mode such that control decisions can be made in a timely
way. Control can be missed if an asynchronous notification comes late and indicates a hazard.

7.2.1.4 Requirements on semantic computing-based Al systems controllability

For serpantic computing-based Al systems, requirements on controllability include:
a) Thie start and termination of a reasoning process should be controllable.

b) Whenasystemisable to perform automated reasoning over multiple kinds of knowledgerepresentations,
the selection and use of reasoners should be controllable.

¢) Thle input data to and the output data from a reasoner should be observable,

d) The observation of system execution logs and errors should be enabled,
7.2.2 | Requirements on controllability of continuous learning systems

7.2.2.1 ML-based continuous learning systems
For malchine learning-based continuous learning systems, requirements for controllability include:
a) Thie start and termination of a learning process shallbe controllable.

b) For Al systems using neural networks, during a-backpropagation, gradient values of a relevant pprt of a
nepiral network should be observable.

c) For those Al systems that automatically determine the content to learn, the selection and changg of the
coptent to learn should be controllable:

7.2.2.2 Semantic computing-based continuous learning system

For serpantic computing-based-centinuous learning systems, the following should be controllable:

a) selection of the ontologies to be built as well as the priorities of new knowledge to be merged dpring a
knbwledge fusion progess;

b) selection of the‘ontologies on which knowledge computing is performed.

7.3 (ontrollability levels of Al systems

The controlability levels of Al systems include:

a) Completely controllable: An Al system, in any state, is able to listen for and execute control and state
observation instructions. The system can respond to control and state observation instructions.
The execution of control (or a sequence of controls) and state observation (or a sequence of state
observations) can be completed within an acceptable resource consumption limitation that meets the
defined requirements. The system can reach the required state within resource constraints, including
energy, time and processing cycles.

b) Partially controllable: An Al system, in a certain set of selected states, is able to listen for and execute
control and state observation instructions. The system can respond to control instructions and
reach the required state. The execution of control can be completed within an acceptable resource
consumption limitation that meets the defined requirements. When the system is in a state other than
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one of the selected states, the system can reach the required state by a sequence of controls, but resource
consumption can be outside of acceptable limits.

Sequentially controllable: An Al system, in any state, can respond to control and state observation
instructions. System cannot reach any required state by the execution of one control, but is able to reach
any required state by a sequence of state observations and controls. Consumed resources can be outside
acceptable limits.

Loosely controllable: An Al system, in any state, can respond to control and state observation
instructions. System cannot reach the required state by the execution of one control. The system cannot
guarantee that it can reach a required state via a sequence of controls and state observations. Consumed

reseurees-can bhaoogutcida accantahla liymaitc

If an Al system is not controllable, all of the following apply at the same time:

1)
2)
3)
4)

not for

NOTE 3  System states can be observed via the approaches in 6.1\a).

8

8.1 [Principles

Design and implementation of controllability of Al systems

Stakeh
develo

a)

b)

Derive controllability features_ based on not only the explicitly specified requirements, but als

im|
ad
1)

2)

1y

2)

Plan ortrollability features depending on the Al system’s functionality, but implement
independently from the Al system’s functionality design and development as follows:

OO T e St o T OOt o T C T CEC Pt T T e O

There is no state identified or defined.
Only part of the parameters or appearances of the Al system are observable.
There are no instructions implemented for state transitions.

The system does not provide any instruction that can be used te/make the system 1
required state.

Control. This feature is not required in the levels of controllabjlity:

plders should consider the following principles during the crucial Al system life cycle desi
bment stage:

plicit necessities indicated by scenarios where the Al system can cause unwanted outcomes V
bquate control. The following specific types of requirements can be considered:

Adapted requirements are not explicitly stated but can be adapted from the environment t
learning.

Delegated.fequirements can come from another Al system, in a system-of-system str
Requiréments delegated from another subsystem or super-system can be another type.

each a

ed.

mented

on and

b those
vithout

hrough

Lcture.

them

Controllability features are required during the Al system’s execution. Implementation and use of

controllability can be subject to what Al system functionality is performed.

To improve the effectiveness and efficiency of controllability, design and development should not

depend on the Al system’s functionality implementation.

It is efficient for control if these state observation and control can be implemented separately:

1y

State observation and control make use of separate communication channels.
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State observation and control are not subject to an identical group of shared resources.

d) A “stop” control that stops an Al system from executing its current task should always be considered
during design and development. Cost of the "stop"” control can be a valuable reference rather than a
determinant of whether the "stop" control is implemented or applied.

For safety-critical Al systems, classical control and monitoring systems typically have an unchanging
performance envelope. This is not the case with some continuous learning Al systems, where the
performance envelope can change over time.

Developers should consider the set points and other forms of algorithmic goals of such systems, the

aApprog

riateness and sufficiency of behavioural constraints put in place, and what bearing these

ave on

ensuri

hg the system remains in a safe state and, in adverse situations, recovers from unsafe states

8.2 Inception stage

During the inception stage of an Al system, controllability functionalities should be considered, inclu

a) Determine the objectives of each controllability functionality of an Al system,ineluding but not

to
1y
2)
3)

the following:
problems this controllability functionality solves;
customer needs or business opportunities that the controllability-functionality addresses;

metrics of success.

b) Ide¢ntify the requirements for each controllability functionality (control or state observation), inc

1y

2)
3)

4)
5)

For each interaction between a controller and an AFsystem, the following should be analy$
recorded:

system should exhibit;
ii) the system state and the control actions that can be applied to the system when it is in thg
iii) after a control, the state inrwhich the system is.
Based on the result of 8.2 b)\1), determine the requirements on control functionalities.

Based on the result(of“8.2 b) 1), determine the requirements on system state obse
functionalities.

A requirement/can contain functional and non-functional concerned aspects.

Each aspectedn contain specific measures (see 9.1.3 and 9.1.4) and values that a tested Al sy
supposed\to meet.

c) Identifyrthe controllability functionalities useful in typical scenarios in which the system is su

to
ra

be'used. This should be done in particular to prevent or stop an Al system from causing har

Hing:

imited

luding:
ed and

i) casual relationship between a controller’s instruction and the behaviour or appearance the

t state;

Fvation

stem is

pbposed
m. The

hge’of identified controllability functionalities by this work is mare extensive in compariso

to the

identification of requirements (see b)) that merely meet system specification. The following should be
performed by stakeholders:

1) Controllability scenario identification discovers the scenarios where control or state observation

functionalities are needed. For each scenario, determine the following:

i) the expected system outputs or behaviours if controllability functionalities are executed

normally;
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ii) the potential unwanted outcomes the system can perform if controllability functionalities are

not executed normally.

Based on the result of 8.2 c) 1), for each scenario, determine the acceptance criteria, including but

not limited to functional and non-functional aspects (e.g. performance efficiency, securi

ty and

stability). Each aspect can correspond to a set of measures and values that a tested Al system is

supposed to meet.

For each controllability functionality identified in 8.2 b) and 8.2 c), determine the state observation technical
features that support system transparency and accountability, as controllability is a technical prerequisite

of hum

an oversight to Al systems (see 5.1).

Analys
a proof
isnotl

In the i
the ter
contro
the Al

For sa
hardw

Constr
interad
Systen]
Refere

8.3 IDesign stage

8.3.1

The dd
accord
can iny

8.3.2

The dg
perfori
depeng

a W
ad
of
Al

-of-concept of the Al system. For a controllability functionality, the analysis on feasibilitydnclu
mited to items specified in 6.9.2 and 6.10.2.

nception stage defined in ISO/IEC 22989:2022, 6.2, the term cost is about funding [t-is differe
m cost used in this document. The term cost in this document refers to the resources contr
transfers consume. The funding-related cost for controllability functionalities’should be fore
bystem over its entire system life cycle.

fety-critical Al systems, requirements should be identified before \the system (any softw
hre) design is undertaken, as it is usually not possible to retrofit safety’design features.

tions, and implement socio-technical controls to ensure they are not violated (see, for ey
s theoretic accident model and process (STAMP), Systems Theoretic Process Analysis (ST
nce [1]).

General

sign stage of an Al system provides.details for the system fulfilling requirements and {
ng to the outcomes of the inceptionstage. In ISO/IEC 22989:2022, 6.2.3, the design of an Al
olve various aspects including approach, architecture, training data and risk management.

Approach aspect

sign of an Al system’s(controllability is subject to the Al system’s set of states since contr
med on a span of confrol. Stakeholders can select from the following models of design and appl
ing on their investigation on the Al system’s states:

hen all the system states can be foreseen by a designer, a good way to realize controllabilif
bpt engineexing methods that ensure computational control of the Al system by using a finite 1

e the feasibility of each controllability functionality identified in 8.2 b) and 8.2 c). It can be doe with

des but

nt with
bls and
rast for

are or

hints on the Al system’s socio-technical (human, procedural ahd technical) components and their

ample,
PA), in

argets,
system

ols are
y them

y is to
umber

States ard state transitions. This design provides a useful approach to ensure the controllabilif
systentbased on the oversight of external agents that use the external interfaces of the syste

b) W

hémsome of the system states cannot be foreseen by a designer, the designer can realize control

y of an

ability

analysing each state an g Sy g . For an Al
component, when its possible states can be entirely predetermined, the model in a) can be applied.

[t is not necessary to design controllability of an Al system from scratch, but to take advantage of features of
computing devices as well as enabling software, such as a machine learning software toolkit. For example,
in a deep learning-based Al system, the capacities of controls and state observations over certain parts of a
model, such as a neuron, a layer or a structure, during a forward propagation or a backpropagation can be

inherit

ed from enabling software.
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Architecture aspect

It is beneficial to design controllability features in line with the formation of an Al system’s architecture,
such that the design of control and state observation can take system functionalities and components into
account. Call backs (e.g. short cuts in procedures) can be used for state observation as well as synchronization
mechanisms (e.g. waiting for the completion of control points’ transfer and notifying the controller or the Al
system) can help to let an Al system be available and meet the criteria (see 6.5 and 6.6) of control or control

transfer.

8.3.4 Training data aspect

The defign of controllability on a learning process can Improve the usage etfectiveness and etiiciencylas well

as secyrity. Controllability on a learning process includes:

a) control of the start and the termination of a learning process;

b) obpervation over interested parts of a deep neural network during forward |propagatidn and
bafkpropagation;

c) control of the selection and change of data to learn from.

8.3.5 | Risk management aspect

Controllability features should be designed in order to technically: satisfy the needs of planng¢d risk

assessment and treatment activities for an Al system, according to JSO/IEC 23894:2023,[12] 6.4 and 6|5.

8.3.6

Safety-critical Al system design considerations

The following can be in addition considered during the desigh of safety-critical Al system’s controllability:

a) u
ing

b) rej

%)

c¢) fay

reinoval, followed by designing for detection and fault tolerance, and communication to control

(sy

d) for

84 §

The de|
observ
etc. TH
with ef
sugges

b of independent safety systems and safeguards;'such as watchdog timers and hardware intg
lependent monitors or simple fail-safe systenis;

1-time systems methods where deterministic timing or other deterministic behaviour is requ

ch as humans or other monitoring systems);

an overview of functiondl safety methods, see ISO/IEC TR 5469.

uggestions for the-development stage

velopment of amAl system’s controllability corresponds to the processes realizing control an
ation functiomalities, including but not limited to programming, documenting, testing, bug
e targetroffdevelopment of an Al system’s controllability is to realize the required functi
fectiveness and without introducing any decline or variation in performance. For this, the fol
tions'should be considered:

rlocks,

red;

It management techniques in Al system architecture, with primacy given to fault avoidance and fault

agents

d state
fixing,
pnality
lowing

a) Se

harate the nurnnrchn\ and use of r‘nmnnhng resgurces (n g2 Nemory, communication handwrid

th and

processor) between controllablhty and system functlonalltles It is important to provide adequate
computing resources for control and state observations when controllability is expected to be executed

im

mediately in time-deterministic cases.

b) Provide proper priorities to controllability instructions execution. In an IT system, computing tasks
are scheduled by fundamental software (e.g. operating system) by a unified component. Equivalent
distribution of priorities over controllability and other tasks can bring risk of late execution of control
or state observations. This is important for those Al systems where controllability is expected to be
executed immediately in time-deterministic cases.
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¢) Make use of controllability functionalities provided by layers of an Al system and avoid redundant
encapsulation or re-implementation, if applicable. Controllability functionalities of an Al system are
used through control points and controllability functionalities can be provided by certain layers (e.g. Al
functionalities and computing resources in Figure 1). It can be more effective and efficient to use those
basic state observation and control functionalities due to their large test and application scales.

9 Ve

rification and validation of Al system controllability

9.1 Verification

9.1.1

Verification process

The aim of the verification of an Al system’s controllability is to confirm whether its‘implemented

contro

NOTE
1SO/IE(

Verification should include the following:

a) Idg
an
ha

b) Te
iy

2)

3)

4)
5)

c) Thi
un
co
scq

22989:2022, Clause 6.

d state observation. This work should be done during the inception stage (see 8.3). If this identif
5 not been done before verification, it should be done before testing of controllability (see 9.1.1

5t the controllability functionalities to confirm they correctly implement the following require

system configuration, input as well as output ahduld be prepared.

with which the intended test is to_be performed. A parameter should be considered iff
potentially affect the results of control or state observation.

Test data and system configuration are the data and settings necessary to drive the system {

Input refers to the control)or state observation instruction.

Output corresponds to the effects (5.3.4) and side effects (5.3.5) that a control or state obse
can lead to. For @-Control, the outputs include the returned messages containing a system’s
For a state obsefvation, the output is the system state.

e actual outputs of a controllability functionality should be compared with the expect
expected effects and side effects. For a requirement on controllability, at least the fun
'rectnéss and efficiency should be compared. Other aspects of efficiency required in a g
bnarioshould be considered.

lability functionalities meet specified requirements. Verification is a stage defined-in)Al system life
cycle i ISO/IEC 22989.

Detailed definition of Al system life cycle processes is specified in ISO/IEC 5338) which is aligngd with

ntify controllability functionality requirements that an Al systemShould provide, including fontrol

ication

b)).

ments:

For a requirement on controllability, design and pétférm a test. The test environment, test data and

Test environment is represented by a settoef parameters (e.g. temperature, humidity, network
bandwidth, processor utilization ratio, process or threads inter-communication, time and fegion)

it can

o bein

specific states such that the tested control or state observation is meaningful and can be perfprmed.

Fvation
states.

bd and
ctional
pecific

d) Theveriffed controtiabitity functionatities stroutd be {isted with their expectations and actuat results.

9.1.2

Output of verification

The verification process of an Al system’s controllability should be documented. Annex A describes a form

that ca

9.1.3

n be used to document the verification process. It can be used in a test completion report.

Functional testing for controllability

Functional testing checks whether an Al system’s controllability functionalities meet requirements. Non-
functional testing is described in 9.1.4. Since Al systems are designed and used in different domains, the
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measures of controllability functional correctness can be diverse and domain-specific. The following types
of measures can be considered for the functional testing of Al systems’ controllability:

a)

b)

Discrete measure: When an Al system’s controllability functionality returns results predefined in a
limited universe with discrete elements (e.g. an integer number representing control execution success),
the measure is to determine the relationship between the actual returned and the expected values given
the designed system configurations and states.

EXAMPLE1 A floor cleaning robot provides a controllability functionality start clean that can be triggered
by a physical button on the robot body. This control can be performed when the system is in the state ready for
control indicated by a light on its body. The expected result of this control is a predefined code called starting to
clean and occurs when the indicator light is on. The functional testing for start clean is to press the button and to
chéck whether the system is able to return the predefined code starting to clean and whether the indicatof light is
on{In this scenario, the measure can only return a Boolean value.

Copntinuous measure: When an Al system’s controllability functionality is required to~return g result
with auxiliary values indicating to what extent the control is performed or the system changes, the
measure is to determine whether the returned auxiliary values are correct given the’designed pystem
configurations and states.

EXIAMPLE 2 A floor cleaning robot provides a controllability functionality go,forward when it is in dleaning
stdte, to provide the ability to a user to manually control and clean irregularx’shaped areas. This control can
be(issued via pressing a button on a remote controlling device and can return\a result going forward with the
digtance the robot actually passes physically. The requirement on this cofitiollability functionality can|be met
when the robot returns going forward and passes a predetermined distance (e.g. 10 cm). In this scengrio the
measure returns not only an indication of going forward but also the difference between the actual distgnce the
rolhot moves forward and the requirement (10 cm).

In an 4l system, controllability functionalities can exist that.are intended to ensure functional safdty (e.g.
the sygtem response duration on controls of a real-time ALsystem, or the power consumption resfriction
of certain controls of a power supply restricted Al system). Functional testing of safety control]ability

functignalities should use 9.1.3 b).

9.1.4 | Non-functional testing for controllability

Non-functional testing includes the tests on performance efficiency, security, stability, usability apd any

other gspects that can influence the execufion of a controllability functionality.

Performance efficiency testing measures the magnitude of resources consumed by executing a controlfability
functignality of an Al system andichecks whether it meets requirements. It can provide evidefpce for
optimiging system controllability/design and implementation. The types of measures include but are not

limited to:

a)

b)

Duration: This measure refers to the length of time needed by a controllability functionality, in¢luding
preparation (see/6.5), instruction execution and communication regarding the outcome of the fontrol
action. The durations of important subprocesses (e.g. transfer of control and engagement of control) can
be|checked:

1) | Forsa'state observation, the duration measures the time from when the controller’s instru¢tion is
issued to when the controller receives the response containing the requested system state.

2) For control, the following durations can be applied based on requirements:

i) the time from when a control is issued by a controller to the time when the controller receives
the requested control;

ii) the time when a control is issued by a controller to the time when the controller receives the
result of the control.

Number of operations: This measure refers to the number of operations needed to be performed by
controllers, when a controllability functionality is performed. This measure indicates the complexity of
control and is important to those controls where physical operations are applied.
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