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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodi

es that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

1 b 41 1
dRT pdl't HT THT WUIL'K.

The procedures used to develop this document and those intended for its further maintena
Hescribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee

pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such|
Fights. Details of any patent rights identified during the development of.the document will b
ntroduction and/or on the ISO list of patent declarations received (seewww.iso.org/patents) or
ist of patent declarations received (see http://patents.iec.ch).

ronstitute an endorsement.

For an explanation of the voluntary nature of standdprds, the meaning of ISO specific ter
expressions related to conformity assessment, as well as information about I1SO's adherencg
World Trade Organization (WTO) principles in the Teéchnical Barriers to Trade (TBT), see www.i
so/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec}
Subcommittee SC 7, Software and systems engineering.

This first edition cancels and replaces ISO/IEC TS 15504-8:2012, which has been technically rey
The main changes compared to the-previous edition are as follows:

— all processes and their base practices are changed to reflect the ISO/IEC TS 33054 processe
— all process related information products and their descriptions are revised;

— this process asSessment model includes a process quality attribute of process performance
be used witlether models of process quality, for instance capability as described in ISO/IEC

Any feedbackior questions on this document should be directed to the user’s national standards
romplete-listing of these bodies can be found at www.iso.org/members.html.

hce are
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the different types of document should be noted. This document was drafted in accordance with the
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Introduction

This document provides a service management process assessment model for use in performing a
conformity assessment of process capability in accordance with the requirements of ISO/IEC 33002.
It is structured in accordance with the requirements of ISO/IEC 33004 to reflect processes associated
with ISO/IEC 20000-1. The scale for assessing the extent of achievement of process capability is based
on [SO/IEC 33020.

This document prnvidnc a framework of reference for the {‘apahi]ify assessment of processes tha

supporf the domain of service management.

An integral part of conducting an assessment is to use a process assessment model that is constiructed
for thaf purpose. A process assessment model is related to a process reference model and is conformant
with ISD/IEC 33004. ISO/IEC 33002 identifies the minimum requirements for performing an assessment
in ordef to ensure consistency and repeatability of the ratings. ISO/IEC 33002 addressesthe assessment
of process and the application of process assessment for improvement and capability, determination
Resultq of conformant process assessments may be compared when the scopes of the assessments are

considdred to be similar.

The requirements for process assessment defined in ISO/IEC 33002 form a stsucture which:

a) facjlitates self-assessment;

b) prqvides a basis for use in process improvement and capability.determination;

c) tales into account the context in which the assessed process-is implemented;

d) prdduces a process rating;

e) addresses the ability of the process to achieve its_purpose;
f) is dpplicable across all application domains and Sizes of organization;
g) maly provide an objective benchmark between organizations.

The rejationship between ISO/IEC TR 24774, ISO/IEC 20000-1, ISO/IEC 33002, ISO/IEC 33004
ISO/IE( 33020, ISO/IEC TS 33054, and this document is shown in Figure 1.

Vi

ISO/IEC 20000~1* Service ISO/IEC TR 24774 - Guidelines for
management systerh requirements process description
provides requirements . \
informs

ISO/IEC 3300% - Requirements

for process reference, process s: &

assessitient and maturity
models ISO/IEC TS 33054 - A process reference
model for service management

\

ISO/IEC 33002 - Requirements provides description of processes assessed by
for performing process assessment
\, ISO/IEC TS 33074 - Process
1SO/IEC 33020 - Process capability assessment model for

7 service management

measurement framework for
assessment of process capability

Figure 1 — Relationships between relevant standards
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Any organization may use processes with additional elements in order to suit it to the environment

and circumstances. This process assessment model contains a set of indicators to be considere

d when

interpreting the intent of its process reference model. It provides greater detail to indicate process

performance and capability. The indicators may also be used when implementing a process impro
program or to help evaluate and select an assessment model, method, methodology or tools.

vement

This process assessment model embodies the core characteristics that could be expected of any process

assessment model consistent with [SO/IEC 33004. Nevertheless, any other process assessment
meeting the requirements of ISO/IEC 33004 may be used in a conformity assessment.

models

Chis document has a similar structure to ISO/IEC TS 33072 and ISO/IEC TS 33073. It may_.be

processes, information security management, and quality management processes
Within this document:

— Clause 4 provides adetailed description of the structure and key components ofa process assé
model, which includes two dimensions: a process dimension and a capability’dimension. Assg
indicators are introduced in this clause.

— Clause 5 addresses the process dimension. The processes are described in the process asse
model in terms of purpose and outcomes. The process assessmernt model includes a set of
performance indicators called base practices for each process. The process assessment
also defines a second set of indicators of process performance by associating inputs and
with each process. Clause 5 is also linked directly toAnnex B, which defines the inputs/
characteristics.

— Clause 6 addresses the capability dimension. It<duplicates the definitions of the capabilit
and process attributes from ISO/IEC 33020, did expands each of the nine attributes thro
inclusion of a set of generic practices. These 'generic practices belong to a set of indicators of

Annex B is also linked directly to Clause6 as it defines the inputs/outputs characteristics.

— Annex A provides a statement of conformance of the process assessment model to the requir
defined in ISO/IEC 33004.

— Annex B provides selected characteristics for typical inputs/outputs to assist the assg
evaluating the capabilitylevel of processes.

— Annex C contains three tables. Table C.1 identifies the base practices linked to requirg
Table C.2 identifies the requirements linked to base practices; and lastly, Table C.3 identi
base practices\net linked to requirements.

used in

ronjunction with these process assessment models to support joint assessment of service management

ssment
ssment

ssment
Drocess

model
butputs
butputs

y levels
igh the
brocess

capability, in association with generic resource indicators, and generic inputs/outputs indjicators.

ements

ssor in

bments;
fies the
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TECHNICAL SPECIFICATION ISO/IEC TS 33074:2020(E)

Information technology — Process assessment — Process

capability assessment model for service management

1 Scope

This document:

— defines a process assessment model that relies on the process reference model |publis
ISO/IEC TS 33054 that meets the requirements of ISO/IEC 33004 and that supports the perfo

and outcomes and the process attributes as defined in ISO/IEC 33020;

Che indicators are used as a basis for collecting the objective evidencethat enables an assessor t
ratings. The set of indicators included in this document is not intenided to be an all-inclusive set,

The process assessment model in this document is directed at assessment sponsors and con
hssessors who wish to select a model, and associated documeénted process method, for assessm|
pither capability determination or process improvement).‘Additionally, it can be of use to dev
bf assessment models in the construction of their ownumodel, by providing examples of good
management practices. It can be used by:

h) service providers to assess and improve a sérvice management system (SMS);

b) service providers to demonstrate theitngdpability for the planning, design, development, tr3
and delivery of services that meet agreed service management requirements.

Any process assessment model meeting the requirements defined in ISO/IEC 33004 concerning
for process assessment can besused for assessment. Different models and methods can be
fo address differing business -néeds. The assessment model in ISO/IEC TS 33074 is provide
hssessment model meetingall'the requirements expressed in ISO/IEC 33004.

2 Normative references

The following decuments are referred to in the text in such a way that some or all of their
ronstitutes requirements of this document. For dated references, only the edition cited app]
indated references, the latest edition of the referenced document (including any amendments)

SO/1E€20000-10, Information technology — Service management — Part 10: Concepts and vocab

SO/IEC 33001, Information technology — Process assessment — Concepts and terminology

— provides guidance, by example, on the definition, selection and use of assessment indicatorsg.

hed as
rmance

of an assessment by providing indicators for guidance on the interpretation of thé)process purposes

A process assessment model comprises a set of indicators of process performance and process caEtability.

assign

hpetent
ent (for
elopers
service

nsition

models
needed
1 as an

content
ies. For
ipplies.

ulary

ISO/IEC TS 33054, Information technology — Process Assessment — Process reference model for service

management

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 33001 and

ISO/IEC 20000-10 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

© ISO/IEC 2020 - All rights reserved
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— IEC Electropedia: available at http://www.electropedia.org/

4 Overview of the process assessment model

4.1 General

ISO/IEC TS 33074 provides a process assessment model that includes examples of assessment indicators.

in ISOAIEC 33020, establish a process assessment model used as a common basis for performing
assessthents of service management system process capability, allowing for the reporting of resultg
using ajcommon rating scale. The process reference model shall be in accordance with ISO/IEC TS 33054

This pr1jocess assessment model is a two-dimensional model of the process quality characteristic of
procesg capability. In one dimension, the process dimension, the processes are definédy-In the other
dimensjion, the capability dimension, a set of process attributes grouped into capabilitylevels is defined
The prqcess attributes provide the measurable features of the process quality characteristic of process
capabiljty.

GAPABILITY
dimension

A ISO/IEC 33020
+Level 5: Innovating (2 attributes) !

+Level 4: Predictable (2 attributes)
+evel 3: Established (2 attributes)

+41evel 2: Managed (2 attributes) Process reference model

ISO/IEC TS 33054

»

PROCESS
dimension

+level 1: Performed (1 attribute)

L ievel 0: Incomplete

Common

processes \ \ / o~

Processes

NV

R Processes
Organizational

processes

Technical
processes

Figure 2 — Relationship between the process assessment model and its inputs

Figure 2 shows the relationship between the general structure of the process assessment model and
ISO/IEC 33020.

A process reference model conformant with the requirements defined in ISO/IEC 33004 and a
capability dimension defined in ISO/IEC 33020 cannot be used alone as the basis for conducting reliable
and consistent assessments of process capability since the level of detail provided is not sufficient. The
descriptions of process purpose and outcomes in a process reference model, and the process attribute
definitions in ISO/IEC 33020, need to be supported with a comprehensive set of indicators of process
performance and process capability that are used for assessment performance.

2 © ISO/IEC 2020 - All rights reserved
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The process assessment model defined in this document is conformant with the ISO/IEC 33004
requirements for a process assessment model, and can be used as the basis for conducting an assessment

of service management process capability.

In order to meet the process assessment model requirements of ISO/IEC 33004, a documented
supporting other requirements of ISO/IEC 33002 is also required. This need may be met, for e
by the adoption of a supporting method for conducting assessments.

process
xample,

Users of this document may freely reproduce the detailed descriptions contained in the assessment

odel as parf of any toolor other materialto cnppr\rf the pnrfnrmanr‘n of process assessments

so that

t can be used for its intended purpose.
4.2 Structure of the process assessment model

1.2.1 General

This subclause describes the detailed structure of the process assessment model and
components.

hssessment indicators. Assessment indicators comprise indicatorsfprocess performance and

mplemented process.

hnd Clause 6 describes the components of the capability*dimension. Annex A provides a state
ronformance of the process assessment model to théxrequirements defined in ISO/IEC 33004.

4.2.2 Processes

Figure 3 shows the processes included\in the process dimension of the process assessment m
service management.

Refer to ISO/IEC 33004 for the requirements forprocesses included in a process reference modsg

its key

This process assessment model expands upon the process reference model by including a defingd set of

process

capability and are defined to support an assessor’s judgment of the performance and capability of an

Clause 5, together with the associated Annex B, describes.the components of the process dinlension,

ment of

—

bdel for

© ISO/IEC 2020 - All rights reserved
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Leadership process
TOP.1 Leadership

Common processes

COM.01 Communication management COM.02 Documentation management
COM.03 Human resource management COM.04 Improvement

COM.05 Internal audit COM.06 Management review
COM-O7Non-conformitymanagement COM-08-Operationalplanning
CQM.09 Operational implementation and control COM.10 Performance evaluation

CQPM.11 Risk management

Relationship and agreement processes

RAA.1 Business relationship management RAA.2 Service level management
RAA.3 Service reporting RAA.4 Supplier management
RAA.5 Service catalogue management

Service delivery process
SI)E.1  Service delivery

Service design, build and transition ServicCe control processes
processes SPC.1 Change management
SI)B.1  Service requirements SPC.2 Cenfiguration management

SI)B.2  Service design
SI)B.3  Service build and transition
SI)B.4 Release and deployment management

Supply and demand processes
SAD.1 Budgeting and accounting for services

SAD.2 Demand management
Resolution and fulfilment processes SAD.3 Capacity management

RAF.1 Incident management
RAF.2 Service request management
RAF.3 Problem management Service assurance processes
SAS.1  Service availability management
SAS.2  Service continuity management
SAS.3 Information security management

Figure 3 — Processes in the process assessment model

4.2.3 |Process.dimension

The process-dimension of the process assessment model includes all processes and shown in Figure 3
Each P Foctss in the prnr‘ncc assessment mndn] 1S dncr‘ribnd interms of o purpnca statement Thag
statements contain the unique functional objectives of the process when performed in a particular
environment. A list of specific outcomes is associated with each of the process purpose statements, as a
list of expected positive results of the performance of the processes.

Satisfying the purpose statements of a process represents the first step in building a level 1 process
capability where the expected outcomes are observable. The processes are described in Clause 5.

4.2.4 Capability dimension

For the capability dimension, the process capability levels and process attributes are identical to those
defined in ISO/IEC 33020.

4 © ISO/IEC 2020 - All rights reserved
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Evolving process capability is expressed in the process assessment model in terms of process attributes
grouped into capability levels. Process attributes are features of a process that can be evaluated on a
scale of achievement, providing a measure of the capability of the process. They are applicable to all
processes. Each process attribute describes a facet of the overall capability of managing and improving
the effectiveness of a process in achieving its purpose and contributing to the business goals of the

organization.

A capability level is a set of process attribute(s) that work together to provide a major enhancement
in the capability to perform a process. The levels constitute a rational way of progressing through

IIpPI OVenTert Ulc tht: Ldpdblhty UlE dlly Proccss dlld dIl'c dEfillCd ill ISO/’IEC 33020.

There are six capability levels, incorporating nine process attributes.

.evel 0: Incomplete process

The process is not implemented, or fails to achieve its process purpose.

At this level, there is little or no evidence of any systematic achievement of the process purpose.
.evel 1: Performed process

The implemented process achieves its process purpose.

Level 2: Managed process

monitored and adjusted) and its work products are’ dppropriately established, controll
aintained.

.evel 3: Established process

The previously described managed process ishhow implemented using a defined process that is
bf achieving its process outcomes.

.evel 4: Predictable process

The previously described established process now operates predictably within defined limits to
ts process outcomes. Quantitative management needs are identified, measurement data are ¢

rauses of variation.
Level 5: Innovating(process

The previously described predictable process is now continually improved to respond to change
with organizational goals.

Within the(process assessment model, the measure of capability is based upon the nine
httributes’(PA) defined in ISO/IEC 33020. Process attributes are used to determine whether a

+Aach lagal +hovn 1o o A dosing bhatyagann +ha e nce Attt e, aoolh bbb S ddeaccnc

The previously described performed process is now implemented in a managed fashion (planned,

cd and

capable

hchieve
llected

hnd analysed to identify assignable causes of variation. Corrective action is taken to address assignable

aligned

process
process

hasaeached a given capability. Each attribute measures a particular aspect of the process capahility.

Yteatrevertaere1SHo-ofratt TS O T TV C eI ot PpTrottsSS ottt To Ut S, CatiT ac e to et aatuT ©SSTS &

aspect of the capability level. The list of process attributes is shown in Table 1.

Table 1 — Capability levels and process attributes

Process attribute ID Capability levels and process attributes

Level 0: Incomplete process

Level 1: Performed process

PA1.1 Process performance

Level 2: Managed process

© ISO/IEC 2020 - All rights reserved
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Table 1 (continued)

Process attribute ID Capability levels and process attributes
PA2.1 Performance management
PA 2.2 Work products management
Level 3: Established process
PA 3.1 Process definition
PA 3.2 Process deployment
Level 4: Predictable process
PA 4.1 Quantitative analysis
PA 4.2 Quantitative control
Level 5: Innovating process
PA5.1 Process innovation
PA5.2 Process innovation implementation

The prpcess attributes are evaluated on a four point ordinal scale of achiewement, as defined in
ISO/IE( 33020. They provide insight into the specific aspects of process capability required to support

procesg improvement and capability determination.

4.3 Assessment indicators

4.3.1 |General

The pracess assessment model is based on the principle thatthe capability of a process can be assessed
by dempnstrating the achievement of process attributes.on' the basis of evidence related to assessment

indicatgrs.

CAPABILITY
dimension For each attribute Process assessment
A PA.1.1to PA 5.2

+ Level 5: Innovating

+ Level 4 : Predictable
1 Level 3 : Established
T Level 2 : Managed

+ Level 1: Performéd

+ Level 0: Incomplete

N

Process capability assessment (Level 1 to 5)
based on process attribute indicators (PAI):
-GP : generic practice

-GR : generic resource

- GIO : generic input/output Amplification
for PA 1.1

Level 1
Additional indicators for process
performance assessment based on
performance indicators:

- BP : base practice

N -10 : input/output
Cpmnan PROCESS
prpcesses i h
Organizational
processes Technical
processes

Figure 4 — Assessment indicators

There are two types of assessment indicators: process capability indicators, which apply to capability
levels 1 to 5 and process performance indicators, which apply exclusively to capability level 1. These

indicators are defined in 4.3.3.

© ISO/IEC 2020 - All rights reserved
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The process attributes in the capability dimension have a set of process capability indicators that
provide an indication of the extent of achievement of the attribute in the instantiated process. These
indicators concern significant activities, resources or results associated with the achievement of the

attribute purpose by a process.
The process capability indicators are:
— generic practice (GP);

— genericresource (GR);

— generic input/output (GI0).

hchievement of the process performance attribute for the process assessed.
The process performance indicators are:

— base practice (BP);

— input/output (10).

The performance of base practices (BPs) provides an indicatién ‘of the extent of achievemen
process purpose and process outcomes. Input/Outputs (IOs) ‘are either used or produced (o
when performing the process.

The process performance and process capability indicators defined in the process assessmen

rould be used to judge achievement of capability,

Figure 4 shows how the assessment indicdtoers are related to process performance and
Capability.

1.3.2 Process capability indicators

hre intended to be applicableito all processes.

As additional indicators for supporting the assessment of a process at level 1, each procesg in the
process dimension has a set of process performance indicators which is used to measure the degree of

t of the
- both),

r model

Fepresent types of objective evidence that might be fownd in an instantiation of a process and thlerefore

process

The three types of process capability indicators related to levels 1 to 5 are identified in Figure|5. They

© ISO/IEC 2020 - All rights reserved
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Measurement framework

Capability
level 1-5
!
Process
attribute

Process
attribute

/ outcome
Prpcess capability indicators
\

\ \ S Generic ¢

Generic Generic
. ice N
resources Gene_rlc practlcQ input/output
Generic practice
(Level 2 to 5 only) practice (Level 2 to 5 only)

Figure 5 — Process capability indicators

All the process capability indicators relate to the process attributes defined in the capability dimension
of the process assessment model. They represent the type of evidence that would support judgmentg
of the extent to which the attributes are achieved. Evidence of their effective performance or existence
supporfs the judgment of the degree pof achievement of the attribute. The generic practices are the
princippl indicators of process capability:

The generic practice (GP) indicatons are indicators of activities of a generic type and provide guidancg
on the Implementation of the dttribute's characteristics. They support the achievement of the process
attribufe and many of them €oncern management practices, i.e. practices that are established to support
the proress performance-asit is characterized at level 1.

During|the evaluatien. of process capability, the primary focus is on the performance of the generig
practices. In generaliperformance of all generic practices is expected for full achievement of the process
attribute.

The generic¢ resource (GR) indicators are associated resources that may be used when performing the
procesg inrorder to achieve the attribute. These resources may include human resources, tools, methods
and infrastructure. The availability of a Tesource indicates the potential to fulfil the purpose ot a

specific attribute.

The assessor should interpret the generic resources according to the process assessed; e.g. for PA2.1
resources (with identified objectives, responsibilities and authorities), an assessor would look for roles
(with identified objectives, responsibilities and authorities) in primary and supporting processes,
but for organizational processes, would look for governance structures (e.g. mandated committees,
positions) with identified objectives, responsibilities and authorities.

The generic input/output (GIO) indicators are sets of characteristics that would be expected to be
evident in inputs/outputs of generic types as a result of achievement of an attribute. The generic inputs/
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outputs form the basis for the classification of the inputs/outputs defined as process performance
indicators; they represent basic types of inputs/outputs from all types of processes.

These three types of indicators help to establish objective evidence of the extent of achievement of the
specified process attribute.

Due to the fact that level 1 capability of a process is only characterized by the measure of the extent to
which the process purpose is achieved, the process performance attribute (PA.1.1) has a single generic
practice indicator (GP.1.1.1). In order to support the assessment of PA.1.1 and to amplify the process

erformance achievement nnn]ycic’ additional process pnrfnrmant‘n indicators are defined. in the

process assessment model.

1.3.3 Process performance indicators

There are two types of process performance indicators: base practice (BP) indicaters'and inputjoutput
(10) indicators. Process performance indicators relate to individual processes ‘defined in the process
Himension of the process assessment model and are chosen to explicitly addresSthe achievemerjt of the
defined process outcomes.

Fvidence of performance of the base practices, and the presence of inputs/outputs with their expected
Characteristics, provide objective evidence of the achievement of the\process outcomes.

A base practice is an activity that addresses the purpose-of a particular process. Congistently
performing the base practices associated with a process will*help the consistent achievement of its
purpose. A coherent set of base practices is associated with each process in the process dimensi)n. The
base practices are described at an abstract level, identifying "what" should be done without specifying
'how". Implementing the base practices of a process should achieve the basic outcomes that reffect the
process purpose. Base practices represent only the'first step in building process capability, put the
base practices represent the unique, functional activities of the process, even if that performande is not
systematic.

n this particular process assessment model the base practices have been used as a vehicle to link the
putcomes of each process in the processreference model with the requirements defined for that process
n ISO/IEC 20000-1. This has been achieved using the following strategy:

— Singular requirements from\SO/IEC 20000-1 have been identified and assigned a unique identifier
(process number plus sequential numbering within the sub-clause).

— Each process outcome-has been linked to a single base practice.

This approach proyides insight on how the singular requirements from ISO/IEC 20000-1 contribute
Lo the achievement of the process purpose and outcomes. The performance of a process requires
nputs and pradyicCes outputs that are identifiable and usable in achieving the purpose of the process.
n this assessment model, each input/output has a defined set of example characteristics that{may be
ised when reviewing the input/output to assess the effective performance of a process. Inputfoutput
Characteristics may be used to identify the corresponding input/output produced/used by the afsessed
brganization.

Clatica O contatnge o comnlata dacerintinan of thao nwacaccne 1ol ding tha bhaca nyacsticac fnd the
oy e coHtaS——coprete—aeSeRpHoh—or—ne—processes e e R e+t e—oa5e paeeees—

associated inputs and outputs.

Annex B contains a list of generic inputs/outputs together with their characteristics.

4.4 Measuring process capability

The process performance and process capability indicators in this model give examples of evidence
that an assessor might obtain, or observe, in the performance of an assessment. The evidence obtained
in the assessment, through observation of the implemented process, can be mapped onto the set of
indicators to enable correlation between the implemented process and the processes defined in this
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assessment model. These indicators provide guidance for assessors in accumulating the necessary
objective evidence to support judgments of capability. They are not mandatory.

An indi

icator is defined as an objective characteristic of a practice or input/output that supports

performing a conformity assessment in accordance with the requirements of ISO/IEC 33004. The
assessment indicators, and their relationship to process performance and process capability, are shown

in Figure 6.
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able (objective) evidence collected during an assessment is used to confirm the indicators (e. g

ag Wore pnrf"nrmnrn All such evidence comes ecither from the examination of lnpnfc /r\nfnnfc Fa

cesses assessed, or from statements made by the performers and managers of the processes.

stence of base practices, inputs/outputs, and input/output characteristics provides evidence of
formance of the processes associated with them. Similarly, the existence of processicapability

prs provides evidence of process capability.
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Figure 6 — Relationship between assessment indicators and process capability

dence obtain€d should be recorded in a form that clearly relates to an associated indicator
the support for the assessor’s judgment can be readily confirmed or verified as required by
33002;

[put from a process assessment is a set of process profiles, one for each process within the

scope
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assessed process. Each attribute rating represents a judgment by the assessor of the extent to which the
attribute is achieved. To improve the reliability and repeatability of the assessment, the judgments of
the assessor are based on a coherent set of recorded objective evidences.

10
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5 The process dimension and process performance indicators (level 1)

5.1 General

This clause defines the processes and the process performance indicators, also known as the process
dimension, of the process assessment model. The processes in the process dimension can be directly

mapped to the processes defined in the process reference model.

The processes are classified into process groups which are shown in Figure 3. The process purposes,

butcomes, the practices, the inputs and outputs of processes are included in this clause.

Che individual processes are described in terms of process name, process purpose;‘and
putcomes:

h) name: a short noun phrase that summarizes the scope of the process, identifying the p
concern of the process, and distinguishes it from other processes within theé)scope of the
reference model;

b) purpose: describes at a high level the overall objectives of performing.the process;

£) outcomes: an outcome is an observable result of the successful achievement of the process p,

Outcomes are observable and assessable.

practice is explicitly associated with a process ottcome;

b) a number of inputs/outputs associated with.each process and their relationship to one or
its outcomes by numbers in square brackets, (i.e. [n]);

) characteristics associated with each.input/output.

The input/output identifiers and characteristics are contained in Annex B.

Che associated inputs/outputs listed in this clause may be used when reviewing potential inp
butputs of an organizatign's process implementation. They provide objective guidance for p
nputs and outputs to(look for, and objective evidence supporting the assessment of a pa
process. A documented ‘assessment process and assessor judgment is needed to ensure that
rontext (applicatien‘domain, business purpose, development methodology, size of the organizati
s explicitly considered when using this information. This list should not be considered as a che

biven the context, the inputs/outputs are necessary and contributing to the intended purpos
process:

NOTE Some outcomes are not linked to specific requirements of ISO/IEC 20000-1. These additional o
have been included in order to present a complete process so that the process purpose can be achiey

process

Finciple
brocess

urpose.

Outcomes are measurable, tangible, technical or business results that are achieved by a process.

n addition, the process dimension of the process assessmerntmodel provides information in the form of:

h) a set of base practices for the process needed to:accomplish the process outcomes; a single base

more of

The base practices and the inputs/outputs constitute the set of indicators of process performance.

uts and
btential
ticular
brocess
bn, etc.)
tklist of

what each organization must have but rather as an example and starting point for considering whether,

b of the

itcomes
red. The

complete list of atfected base practices 1s shown in lable C.Z.
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5.2 COM.01 Communication management

Process ID COM.01
Name Communication management
Purpose The purpose of communication management is to produce timely and accurate infor-

mation products to support effective communication and decision making.

Outcomes As aresult of successful implementation of this process:

1. Information content is defined in terms of identified communication requirements.

2. Parties to communicate with are identified.
3. The party responsible for the communication is identified.
4. Events that require communication actions are identified.

5. The channel for the communication is selected.

6. Information products are communicated to relevant interested parties.
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Process ID COM.01

Name Communication management

Base COM.01.BP.1 Define information content
practices

1. The organization determines the internal and external communications
relevant to the SMS and the services including on what it will communicate.
[Outcome 1]

COM.01.BP.2 Identify parties to communicate with

1 Lanh} H . 1. H H R | L - 4l H dnr
L. I'TIT SCIT VILT llldlldsclllcll\. l_lUll\,_y IS5 CUIITTIUITICALTU VW ILIITIT UIIC Ul SdlllLaLlUll.

[Outcome 2]
COM.01.BP.3 Identify the parties responsible for the communication

1. The organization determines the internal and external communigeations
relevant to the SMS and the services including who will be responsible for th
communication. [Outcome 3]

19%

COM.01.BP.4 Identify events that require communication

1. The organization determines the internal and external communications releyant
to the SMS and the services including when to communicate. [Outcome 4]

COM.01.BP.5 Select the channel for communication
1. The channel for communication is selected, [@utcome 5]
COM.01.BP.6 Communicate information products to relevant parties

2. The service management policy is,available to interested parties, as appropriate.
[Outcome 6]

3. The service management objectives are communicated.

4. The communication promotés understanding of the evolving business environment
in which the services operate and enables the organization to respond to newy
or changed service nequirements.

5. Proposed deployment dates and other deployment details for approved changes
are communicated to interested parties.

7. Top management is informed of major incidents.
8. The information security policy is made available as appropriate.

9. Theerganization communicates the importance of conforming to the information
security policy and its applicability to the SMS and the services to appropriate
persons within the organization.

10. The organization communicates the importance of conforming to the informption
security policy and its applicability to the SMS and the services to appropriate
persons within customers and users.

11. The organization communicates the importance of conforming to the informption
security policy and its applicability to the SMS and the services to appropriate
persons within external suppliers, internal suppliers and other interested pqrties.

12. The organization ensures that the results of the audits are reported to relevgnt
m;m;lgpmpnf

13. Agreed actions arising from service reporting are communicated to interested
parties.
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Process ID COM.01
Name Communication management
Inputs

12-02  Business relationship management process requirements [Outcome 6]

Outputs

08-01 Audit nonconformance communication record [Outcome 6]

12-02  Business relationship management process requirements [Outcome 1,2,3,4,5,6]

04-06 | Change schedule [Outcome 6]

08-11 | Incident stakeholder communication record [Outcome 6]

05-7 Information security policy [Outcome 6]

08-14 | Information security policy communication record [Outcome 6]
03-14 | Management system strategy: Management commitment [Outcome 6]
03-25 | Service management objectives [Outcome 6]

05-9 Service management policy [Outcome 2,6]

08-25 | Service report communication record [Outcome 6]

5.3 (GQOM.02 Documentation management

Procesps ID COM.02

Name Documentation management

Purpoge The purpose of documentation management is to provide relevant, timely, complete,
valid documented information to desigitated parties.

Outcomes As aresult of successful implementation of this process:
1. Documented information to be-documented is identified.
2. The forms of documented.information representation are defined.
[3. The documented information content status is known.]
4. Documented information is current, complete and valid.
5. Documented.information is released according to defined criteria.
6. Documented information is available to relevant interested parties.
7. Documented information is archived, or disposed of, as required.

Base COM:02.BP.1 Identify information to documented.

practides

1.) The organization documents risks related to the organization.
[Outcome 1]

2. The organization documents risks related to not meeting the service
requirements.

3. The organization documents risks related to the involvement of other

partiesin the service lifecucle
r 4

4. The organization documents the impact on customers of risks and
opportunities for the SMS and the services.

14
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Process ID COM.02

Name Documentation management

5. The organization documents the approach to be taken for the management of risks.

6. The documented information for the SMS includes change management policy,
information security policy and service continuity plan(s).

7. The organization retains documented information on the service management
objectives.

‘VAV,llCll Cl catiug dlld updatlug dULulllCllth illfUl 1uatiuu, t}lC Ul 5a111La‘Ciuu cirsyres
that appropriate identification and description (e.g. a title, date, author,
or reference number) is provided.

P

10. The service management policy is available as documented informatioh.
11. The documented information for the SMS includes the scope of the'SMS.

12. The documented information for the SMS includes policy and objectives
for service management.

13. The documented information for the SMS includes a §ervice management plgn.

14. The organization retains appropriate documented.information as evidence
of competence.

15. The documented information for the SMSinecltudes processes of the
organization’s SMS.

16. The documented information for th€ SMS includes service requirements.

17. Documented information of external origin determined by the organization
to be necessary for the planningand operation of the SMS is identified
as appropriate.

18. The documented information for the SMS includes service catalogue(s).
19. The organization documents risk acceptance criteria.

20. The documented information for the SMS includes procedures that are
required by [SQ/IEC 20000-1.

21. The documented information for the SMS includes records required to
demonstrate evidence of conformity to the requirements of this document
and,the organisation's SMS.

22. (The organization determines the knowledge necessary to support the
operation of the SMS and the services.

24. The organization plans, implements and controls the processes needed
to fulfil requirements, and to implement the actions determined in
ISO/IEC 20000-1:2018, Clause 6 by keeping documented information
to the extent necessary to have confidence that the processes have been
carried out as planned.

25. The service requirements for existing services, new services and changes
to services are documented.

26. The organization documents services that are provided or operated by
Other parties.

27. The organization documents service components that are provided or
operated by other parties.
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Process ID COM.02

Name Documentation management

28. The organization documents processes, or parts of processes, in the
organization’s SMS that are operated by other parties.

29. Configuration information is recorded to a level of detail appropriate
to the criticality and type of services.

30. The configuration information recorded for each CI includes unique identification.

24 Tl £ b oo b P . | P al &5 1 a 4l i Voullald
J L. I'TIT LUllllsul dUIUIT TITTUT ITIALIUIT TTLUCUTUCTU 1TUT TACUIT UGT ITICTUUTS UIT l,_leC Ul Ul.
32. The configuration information recorded for each CI includes a description of the CI:
35. The customers, users and other interested parties of the services are documented.

36. For each service delivered, the organization establishes one or more
SLAs based on the documented service requirements.

37. For each external supplier, the organisation agrees a documented-contract.
38. Disputes between the organization and the external supplierare'recorded.

39. For each internal supplier or customer acting as a suppliefithe organization
documents an agreement to define the service level targets, other
commitments, activities and interfaces between, the‘parties.

40. The capacity requirements for human, technical, ihformation and
financial resources are documented.

41. A change management policy is documented.to define service components
and other items that are under the control‘of change management.

42. A change management policy is docuniented that defines categories of
change, including emergency change; and how they are to be managed.

43. A change management policy is, documented that defines criteria to
determine changes with thejpotential to have a major impact on customers
or services.

44. The results and conclusions drawn from the analysis are recorded.

45. The new or changed’services are documented to meet the service requirements
determined in {SO/IEC 20000-1:2018, 8.2.2.

46. The results\and conclusions drawn from the analysis are recorded.
48. The risksto service availability are documented.

49. TheTisks to service continuity are documented.

50.-“The results of the [service continuity] tests are recorded.

510 The information security policy is documented and takes into consideration
the service requirements and the obligations in ISO/IEC 20000-1:2018, 6.2.

52. The information security risks to the SMS and the services are documented.

53. Decisions about security control are documented.

54. The organization retains appropriate documented information as evidence
of the results.

55. The organization retains documented information as evidence of the
implementation of the audit programme and the audit results.
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Process ID COM.02

Name Documentation management

56. The organization retains documented information as evidence of the
results of management reviews.

57. The organization retains documented information as evidence of the
nature of the nonconformities and any subsequent actions taken.

58. The organization retains documented information as evidence of the
results of any corrective action.

59. Opportunities for improvement are documented.
60. Service availability requirements and targets are documented.

RAA.2.BP.1 Define service level targets and workload characteristics
for services in service level agreements.

1. The [documented] information for the SMS includes service level
agreement(s) (SLA). [Outcome 1]

SDB.1.BP.1 The requirements for services are identified.

1. The service requirements for existing services, néw-Services and
changes to services are documented. [Outcomeé 1]

SPC.2.BP.4 Control changes to items under configuration management.

3. Before deployment of a release into the live environment, a baseline
of the affected Cls is taken, if possihléy fOutcome 1]

COM.02.BP.2 Define the forms of documented information representation.

1. When creating and updating documented information, the organization
ensures appropriate format/{e.g. language, software version, graphics)
and media (e.g. paper, eléctronic). [Outcome 2]

COM.02.BP.1 Identify information to documented.

9. Documented infermation of external origin determined by the organization
to be necessary.for the planning and operation of the SMS is controlled.
[Outcome 4

23. The organization maintains the knowledge necessary to support the operatipn
of the SMS and the services.

47. Records of incidents are updated with actions taken.
COM.02.BP.4 Documented information is current, complete and valid.
T. The scope of the SMS is maintained as documented information. [Outcome 4]

2. When creating and updating documented information, the organization
ensures appropriate review and approval for suitability and adequacy.

3. For the control of documented information, the organization addresses
the following activities, as applicable, storage and preservation, including
preservation of legibility.

4. For the control of documented information, the organization addresses
the following activities, as applicable, control of changes (e.g. version control).

The knowledge is relevant and usable.
6. The organization maintains one or more service catalogues.

7. The capacity requirements for human, technical, information and financial
resources are maintained.
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Process ID COM.02
Name Documentation management

8. Records of service requests are updated with actions taken.

9. Records of problems are updated with actions taken.

COM.02.BP.5 Release documented information according to defined criteria.

1. Management with appropriate authority approves an information security
policy relevant to the organization. [Outcome 5]

2. The organization agrees information security controls to address information
security risks related to external organizations.

COM.02.BP.1 Identify information to documented.

34. Configuration information is made available for other service managemént
activities as appropriate. [Outcome 6]

COM.02.BP.6 Make documented information available to relevantinterested
parties.

1. The scope of the SMS is available as documented informatjen.JOutcome 6]

2. Documented information required by the SMS and by this,document is
controlled to ensure it is available and suitable for use, where and when
itis needed.

3. Documented information required by the SMSand by this document is
controlled to ensure it is adequately protectéed\(e.g. from loss of
confidentiality, improper use, or loss of irftegrity).

4. For the control of documented information, the organization addresses
the following activities, as applicable, distribution, access, retrieval and use.
The knowledge is available to appropriate persons.

6. The organization provides.access to appropriate parts of the service
catalogue to its customersyusers and other interested parties.

Access to configurationinformation is controlled.
Information aboutthle success or failure of releases and future release
dates is made available for other service management activities as appropriate.

9. Instructions¥or the fulfilment of service requests are made available
to persons)involved in service request fulfilment.

COM.08.BP¥ Identify process requirements.

15.  Uprto-date information on known errors and problem resolutions are
made available for other service management activities as appropriate. [Outcome 6]

16. The service continuity plan(s) and list of contacts are accessible when
access to the normal service location is prevented.

COM.02.BP.7 Archive, or dispose, of documented information as required.

1. For the control of documented information, the organization addresses
the following activities, as applicable, retention and disposition. [Outcome 7]
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Process ID COM.02

Name Documentation management

Inputs

05-4 Configuration item definition policy [Outcome 1]

03-11 Management system strategy: Documentation [Outcome 1]
Outputs

08-02  Auditresult [Outcome 1]

12-03  Capacity requirements [Outcome 1,4]

09-03 Change analysis report [Outcome 1]

05-2 Change Management policy [Outcome 1]

09-05 Configuration item audit report [Outcome 6]

11-1 Configuration item change request [Outcome 6]

05-4 Configuration item definition policy [Outcome 1]

08-06 Configuration item record [Outcome 1]

06-1 Document management procedure [Outcome 1,2,4,6,7]

05-6 Improvement policy [Outcome 1]

06-2 Incident management procedure [Outcome 4]

12-05 Incident management process requirements [Outcomé 4]
08-12  Information security controls approval record [Outcome 5]
03-04 Information security controls report [Outcome 1]

05-7 Information security policy [Outcome 1]

08-13  Information security policy approval record [Outcome 5]
02-04 Management review issue log [Outcome 1]

03-08 Management review objectives [Outcome 1]

03-11 Management system strategy:"Documentation [Outcome 1]
03-13 Management system strategy: Knowledge [Outcome 1,4,6]
03-14 Management system strategy: Management commitment [Outcome 1]
03-16  MS Measurement information gathering events [Outcome 1]
03-17  New or changed service design [Outcome 1]

04-10 New or.changed service plan [Outcome 1]

12-06  Newyorchanged service requirements [Outcome 1]

08-18 _Non-conformity record [Outcome 1]

06-4 Problem management procedure [Outcome 4]

12-09 Problem management process integration needs [Outcome 6]
06-5 Records management procedure [Outcome 6]

12-11  Release management process integration needs [Outcome 6]
09-16  Release performance analysis report [Outcome 1]

03-22  Risk and opportunity identification [Outcome 1]
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Process ID COM.02
Name Documentation management
03-23  Risk assessment criteria [Outcome 1]
12-12  Service availability requirements [Outcome 1]
03-24  Service catalogue [Outcome 4,6]
12-13  Service continuity management process requirements [Outcome 6]
09-21 _ Service continuity plan test report [Outcome 1]
01-1 Service level agreement [Outcome 1]
03-25 | Service management objectives [Outcome 1]
04-16 | Service management plan [Outcome 1]
05-9 Service management policy [Outcome 1]
03-30 | Service management system scope [Outcome 4,6]
08-23 | Service management training record [Outcome 1]
06-6 Service request procedure [Outcome 6]
02-13 | Service stakeholder list [Outcome 1]
01-2 Supplier agreement [Outcome 1]
06-7 Supplier agreement dispute procedure [Outcome 1]
12-17 | Supplier management process integration needs [Outcome 1
5.4 (OM.03 Human resource management
Procesp ID COM.03
Name Human resource management
Purpos The purpose of human resousce management is to provide the organization with neces-
sary competent human resources and to improve their competencies, in alignment with
business needs.
Outcomes As aresult of successful implementation of this process:
1. The competencies required by the organization to produce products and
services are)identified.
2. Identified’competency gaps are filled through training or recruitment.
3. Uniderstanding of roles and activities in achieving organisational objectives
improduct and service provision is demonstrated by each person.
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Process ID COM.03

Name Human resource management

Base COM.03.BP.1 Identify competencies required by the organisation to
practices produce product and services.

1. The organization determines the necessary competence of persons doing
work under its control that affects the performance and effectiveness of
the SMS and the services. [Outcome 1]

COM.03.BP.2 Fill identified competency gaps through training or recruitment.

1. The organization ensures that these persons are competent on the basis
of appropriate education, training or experience. [Outcome 2]

2. The organization, where applicable, takes actions to acquire the necessdry
competence, and evaluate the effectiveness of the actions taken.

COM.03.BP.3 Each person demonstrates an understanding ofiroles and
activities in achieving organisational objectives.

1. Persons doing work under the organization’s control are aware of the
service management policy. [Outcome 3]

2. Persons doing work under the organization’s coptr'ol are aware of the
service management objectives.

3. Persons doing work under the organization’s control are aware of the
services relevant to their work.

4. Persons doing work under the organization’s control are aware of their
contribution to the effectiveness.ofthe SMS, including the benefits of
improved performance.

5. Persons doing work under thé organization’s control are aware of the
implications of not conforthing with the SMS requirements.

Inputs N

"\

03-09 Management system strategy: Competency [Outcome 3]
12-15  Service management competencyrequirements [Outcome 2,3]

08-23  Service management trainingrecord [Outcome 3]

Outputs .

r' 4 Y

03-09 Management systenistrategy: Competency [Outcome 2]
12-15  Service managefnent competency requirements [Outcome 1]

08-23  Service management training record [Outcome 2,3]

5.5 COM.04 Improvement

nraocesses - nroducts and corviceg
r 7

Process\@‘ COM.04
Naglv?‘ Improvement
Pq'ﬁ)(‘)se The purpose of improvement is to continually improve the management system, 1ts

Outcomes As a result of successful implementation of this process:

1. Opportunities for improvement are identified.

2. Opportunities for improvement are evaluated against defined criteria.
3. Improvements are prioritised.

4. Improvements are implemented.

5. The effectiveness of implemented improvements is evaluated.
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Process ID

COM.04

Name

Improvement

Base
practices

SDE.1.BP.5 Satisfy the defined supplier obligations.

3. Where service level targets are not met, the organization identifies
opportunities for improvement. [Outcome 1]

COM.04.BP.1 Identify opportunities for improvement.

1. Where service level targets are not met, the organization identifies

e b s H PR ¥ a VN 11
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2. Where service level targets or other contractual obligations are not met,
the organization ensures that opportunities for improvement are identified.

3. Where service level targets or other agreed commitments are not met,
the organization ensures that opportunities for improvement are identified.

4. The results are analysed to identify opportunities for improvement.

5. The results and conclusions drawn from the analysis of change management
activities are reviewed to identify opportunities for improvement.

6. The results and conclusions drawn from the analysis of release and
deployment activities are reviewed to identify opportuhities for improvement.

7. After the incident has been resolved, the major incident’is reviewed
to identify opportunities for improvement.

8. Information security incidents are reviewed¢«o,identify opportunities
for improvement.

COM.04.BP.2 Evaluate improvement opportunities against defined criteria.
1. Improvement opportunities are evaldated against defined criteria. [Outcome 2]

2. The organization applies evaluation criteria to the opportunities for
improvement when making decisions on their approval.

COM.04.BP.3 Prioritise improvement opportunities.

1. The organization manages improvement activities that includes
ensuring that improvements are prioritized. [Outcome 3]

COM.04.BP.4 Implement improvements.

1. The organiZation manages improvement activities that include
ensuripgthat improvements are implemented. [Outcome 4]

COM.04.BP.5 Evaluate the effectiveness of implemented improvements.

1. -The’organization manages improvement activities that include measuring
implemented improvements against the target(s) set and where
target(s) are not achieved, taking necessary actions. [Outcome 5]

Inputs

04-07 | Imprevement plan [Outcome 4,5]
05-6 Improvement policy [Outcome 2,3]

04 16 fos . deaal Ok 11
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Process ID COM.04

Name Improvement

Outputs

09-02  Capacity usage analysis report [Outcome 1]

03-02 Change improvement opportunity [Outcome 1]

09-07 Improvement opportunity evaluation report [Outcome 2]
04-07 Improvement plan [Outcome 3,4,5]

05-6 Improvement policy [Outcome 2]

03-05 Information security improvement opportunity [Outcome 1]
03-07  Major incident improvement opportunity [Outcome 1]

03-21  Release performance improvement opportunity [Outcome 1]
03-31  Service provision improvement opportunity [Outcome 1]
03-34  Services improvement opportunity [Outcome 1]

03-35  Supplier performance improvement opportunity [Outcome 1]

5.6 COM.05 Internal audit

Process ID COM.05
Name Internal audit
Purpose The purpose of internal audit is to independently determine conformity of the manage-
ment system, products, services, aid processes to the requirements, policies, plahs and
agreements, as appropriate.
Outcomes As aresult of successful implementation of this process:
1. The scope and purpose-of each audit is defined.
2. The objectivity arid impartiality of the conduct of audits and selection
of auditors arefassured.
3. Conformity of selected services, products and processes with requirements,
plans andagreements is determined.
Base COM.05.BP.1 Define the scope and purpose of each audit.
practices

1.(The organization defines the audit criteria and scope for each audit.
[Outcome 1]

COM.05.BP.2 Assure the objectivity and impartiality of conduct of
audits and the selection of auditors.

1. The organization selects auditors and conduct audits to ensure
objectivity and the impartiality of the audit process. [Outcome 2]

COM.05.BP.3 Determine the conformity of selected services,
products and processes with requirements, plans and agreements.

. The organization conducts internal audits to provide information

on whether the SMS conforms to the organization’s own requirements
for its SMS. [Outcome 3]

. The organization conducts internal audits to provide information
on whether the SMS conforms to the requirements of ISO/IEC 20000-1.

The organization conducts internal audits to provide information
on whether the SMS is effectively implemented and maintained.
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Process ID COM.05
Name Internal audit
Inputs

04-01  Audit plan [Outcome 2]
02-01  Auditor list [Outcome 3]

04-16  Service management plan [Outcome 1]

Outputs
03-01 | Audit objectives [Outcome 3]
04-01 | Audit plan [Outcome 1]
02-01 | Auditor list [Outcome 2]
5.7 (QOM.06 Management review
Procesp ID COM.06
Name Management review
Purpoge The purpose of management review is to assess the performance of the
management system, to identify and maké-decisions regarding potential
improvements.
Outcomes As aresult of successful implementation of this process:
1. The objectives of the review are.established.
2. The status and performanceé-of an activity or process are assessed in
terms of the established‘objectives.
3. Risks, problems and‘opportunities for improvement are identified.
Base COM.06.BP.1 Establish the objectives of the review.
practides 1. The management review includes consideration of the status of
actions from previous management reviews. [Outcome 1]
2. The management review includes consideration of changes in
external and internal issues that are relevant to the SMS.
3. The management review includes consideration of information
\ on the performance and effectiveness of the SMS, including trends
C)C: in monitoring and measurement results.
O + |4. The management review includes consideration of information
C) on the performance and effectiveness of the SMS, including trends
%\ in nonconformities and corrective actions.
Q_9 5. The management review includes consideration of information
?\ on the performance and effectiveness of the SMS, including trends
\Q in audit results.
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Process ID COM.06

Name Management review

6. The management review includes consideration of opportunities
for continual improvement.

7. The management review includes consideration of feedback from
customers and other interested parties.

8. The management review includes consideration of adherence to
and suitability of the service management policy and other policies
required by ISO/IEC 20000-1.

9. The management review includes consideration of achievemeénit
of service management objectives.

10. The management review include consideration ofperformancg
of the services.

11. The management review includes consideration of performante
of other parties involved in the delivery ef.the services.

12. The management review includes consideration of current an¢l
forecast human, technical, information and financial resource
levels, and human and technical capabilities.

13. The management review includés consideration of results of rjsk
assessment and the effectiveness of actions taken to address r{sks
and opportunities.

14. The management réyview includes consideration of changes that
can affect the SMS:and the services.

COM.06.BP.2 Assess the status and performance of an activity or
process interms of the established objectives.

1. Top maragement assigns the responsibility and authority for
ensuring that the SMS conforms to the requirements of
ISQ/TEC 20000-1. [Outcome 2]

2.,.Top management reviews the organization's SMS and the services,
to ensure their continuing suitability, adequacy and effectivengss.

COM.06.BP.3 Identify risks, problems and opportunities for ifn-
provement.

1. The outputs of the management review include decisions relat¢d
to continual improvement opportunities and any need for changes
to the SMS and the services. [Outcome 3]

Inputs

02-04 Management review issue log [Outcome 3]

03-08 Marmnagement review objectives [Outcome 2]

Outputs

02-04¢ Management review issue log [Outcome 2,3]

0308 Managementreview objectives [Outcome 1]

03-29  Service management roles and responsibilities [Outcome 2]

5.8 COM.07 Non-conformity management

Process ID COM.07

Name Non-conformity management

Purpose The purpose of the non-conformity management process is to resolve non-conformities
and to eliminate their causes when appropriate.

© ISO/IEC 2020 - All rights reserved 25


https://standardsiso.com/api/?name=d9ee7ec05624e18127f848792ae3b9b0

ISO/IEC TS 33074:2020(E)

Process ID COM.07

Name

Non-conformity management

Outcomes As aresult of successful implementation of this process:

1. Non-conformities are identified.
2. Non-conformities are resolved and closed.
3. The cause(s) of selected non-conformities is determined.

4. The need for action to eliminate the causes of non-conformities is evaluated.

5. A selected action proposal is implemented.

6. The effectiveness of changes to eliminate the non-conformities is confirmed.

Base
practid

COM.07.BP.1 Identify non-conformities.
1. Non-conformities are identified. [Outcome 1]
COM.07.BP.2 Resolve and close non-conformities.

1. When a nonconformity occurs, the organization reacts to the nonconformity,
and as applicable, takes action to control and correct it. [Outceme 2]

2. When a nonconformity occurs, the organization reacts te.thie nonconformity,
and as applicable, deal with the consequences.

COM.07.BP.3 Determine the cause(s) of selected non-conformities.

1. When a nonconformity occurs, the organizatiotvevaluates the need for action
to eliminate the causes of the nonconformitijnin order that it does not recur
or occur elsewhere by reviewing the noncofiformity. [Outcome 3]

2. When a nonconformity occurs, the organization evaluates the need for action
to eliminate the causes of the noncoftfformity in order that it does not recur
or occur elsewhere by determining.the causes of the nonconformity.

COM.07.BP.4 Evaluate the needfor action to eliminate the causes of
non-conformities.

1. When a nonconformity*eccurs, the organization evaluates the need for action
to eliminate the causes of the nonconformity in order that it does not recur
or occur elsewhere by determining if similar nonconformities exist, or could
potentially occur-{Outcome 4]

2. Correctiveactions are appropriate to the effects of the nonconformities encountered.
COM.07.BR.5," Implement a selected action proposal.

1. When/a nonconformity occurs, the organization implements any action
néeded. [Outcome 5]

2.) When a nonconformity occurs, the organization makes changes to the SMS,
if necessary.

COM.07.BP.6 Confirm the effectiveness of changes to eliminate the
non-conformities.

1. When a nonconformity occurs, the organization reviews the effectiveness

of any corrective action taken. [Qutcome 6]

Inputs

08-07
08-08
08-17

Corrective action cause analysis record [Outcome 4,5]
Corrective action change proposal approval record [Outcome 6]

Non-conformity disposition record [Outcome 2,3]
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Process ID COM.07
Name Non-conformity management
Outputs

08-07 Corrective action cause analysis record [Outcome 3,4]
08-08 Corrective action change proposal approval record [Outcome 5]
08-09 Corrective action record [Outcome 4]

03-08 Management review objectives [Outcome 6]

08-17  Non-conformity disposition record [Outcome 1,2]

5.9 COM.08 Operational planning

1. Process requirements are identified.

[2. Process input and output products are detexmined.]

3. The set of activities that transform the-ifiputs into outputs is determined.

4. The sequence and interaction of the process with other processes is determine|
5. The required competencies and<rales for performing the process are identified
6. The required resources forperforming the process are identified.

7. Methods for monitoring.the effectiveness and suitability of the process are dete

8. Plans for the deployment of the process are developed.

Process ID COM.08

Name Operational planning

Purpose The purpose of operational planning is to define the characteristics of all operatipnal
and organizational processes, and to plan their executien:

Outcomes As aresult of successful implementation of this progcess:

rmined.
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Process ID COM.08

Name Operational planning

Base COM.08.BP.1 Identify process requirements.
practices

1. The organization determines the approach to be taken for the management
of risks. [Outcome 1]

2. When planning how to achieve its service management objectives, the
organization determines what will be done.

Nl
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services in the scope of ISO/IEC 20000-1:2018, 8.5.2 is managed through the change
management activities in ISO/IEC 20000-1:2018, 8.5.1.3.

10. Requests for change not being managed through ISO/IEC 20000-1:2018, 8.5.2 are
managed through the change management activities in ISO/IEC 20000-1:2018,
8.5.1.3.

12. Release and deployment management is used to deploy approvednew
or changed services into the live environment.

14. Changes needed for problem resolution are managed according to
the change management policy.

17. The organization determines when the monitoring apd.measuring
shall be performed.

18. The organization determines when the results/from monitoring and
measurement are analysed and evaluated.

19. The organization determines evaluation.criteria to be applied to the
opportunities for improvement when making decisions on their approval.

20. Evaluation criteria include alignmefb of the improvement with
service management objectives.

COM.08.BP.3 Determine the setof activities that transform the inputs
into outputs.

1. The set of activities thatiransforms the inputs into outputs is determined.
[Outcome 3]

COM.08.BP.4 Determine the sequence and interaction of the process
with other processes.

1. Top mandgement demonstrates leadership and commitment with respect
to the SMS by ensuring the integration of the SMS requirements into the
orgahization’s business processes. [Outcome 4]

2. When planning how to achieve its service management objectives, the
organization determines when it will be completed.
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Process ID

COM.08

Name

Operational planning

COM.08.BP.5 Identify the required competencies and roles for performing
the process.

1. The service management plan includes or contains a reference to
authorities and responsibilities for the SMS and the services. [Outcome 5]

COM.08.BP.6 Identify the required resources for performing the process.

4
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to the SMS by ensuring that the resources needed for the SMS and the
services are available. [Outcome 6]

2. When planning how to achieve its service management objectives,
the organization determines what resources will be required.

3. The service management plan includes or contains a reference.to
human, technical, information and financial resources necessary to operate
the SMS and the services.

4. The organization determines the human, technical, information
and financial resources needed for the establishmentimplementation,
maintenance and continual improvement of the(SMS and the operation
of the services to meet the service requirements and achieve the service
management objectives.

COM.08.BP.7 Determine the methods for'monitoring the effectiveness
and suitability of the process.

1. When planning how to achieve its'service management objectives,
the organization determines how the results will be evaluated. [Outcome 7]

2. The service management plan includes or contains a reference to
how the effectiveness ofithie SMS and the services will be measured,
audited, reported andiimproved.

3. The organization.manages improvement activities that include setting
one of more targets for improvement in areas such as quality, value,
capability, cest; productivity, resource utilization and risk reduction.

RAA.2.BP.1{ Define service level targets and workload characteristics
for services in service level agreements.

3. The'erganization plans, implements and controls the processes needed
to fulfil requirements, and to implement the actions determined in 6
by establishing performance criteria for the processes based on
requirements. [Outcome 7]

RAA.3.BP.3 Produce service reports produced according to the
service report requirements.

5. The effectiveness of problem resolution is monitored and reported.
[Outcome 7]
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Process ID COM.08

Name Operational planning

COM.08.BP.8 Develop plans for the deployment of the process.

1. The organization plans how to integrate and implement the actions
into its SMS processes. [Outcome 8]

2. The service management plan includes or contains a reference to a list of services.

3. The organization creates, implements and maintains a service management plan.

4. The service management plan includes or contains a reference to known
limitations that can impact the SMS and the services.

5. The service management plan includes or contains a reference to obligations
such as relevent policies, standards, legal, regulatory and contractual
requirements, and how these obligations apply to the SMS and the seryices.

6. The service management plan includes or contains a reference to techfiology
used to support the SMS.

7. Planning takes into consideration the service management policy, service
management objectives, risks and opportunities, service réquirements
and requirements specified in ISO/IEC 20000-1.

8. Other planning activities maintain alignment with the’Service management plan.

9. Atplanned intervals the organization verifies the @gcuracy of the
configuration information.

10. The service management plan includes or<contains a reference to the
approach to be taken for working with dther parties involved in the service
lifecycle.

11. At planned intervals the organizatien reviews the performance trends
and the outcomes of the services.

12. At planned intervals, the orgahization measures satisfaction with the
services based on a representative sample of customers.

13. At planned intervals,ithe organization monitors, reviews and reports on
performance agaifist’service level targets actual and periodic changes in
workload compared to workload limits in the SLA(s).

14. At planned intervals the organization reviews the contract against
current sehyice requirements.

15. At planned intervals the organization monitors the performance of the
external supplier.

162At planned intervals, the organization monitors the performance of the
internal supplier or the customer acting as a supplier.

17. At planned intervals, the organization monitors and reports on actual costs
against the budget, review the financial forecasts and manage costs.

18. At planned intervals, the organization determines current demand and
forecast future demand for services;
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Process ID

COM.08

Name

Operational planning

19.

20.

21.

At planned intervals, the organization determines current demand and]
forecast future demand for services.

At planned intervals, the organization monitors and reports on demand
and consumption of services.

At planned intervals, the organization monitors and reports on demand
and consumption of services.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Proposed deployment dates and other deployment details for approved
changes are communicated to interested parties.

The activities to reverse or remedy an unsuccessful change are planied and,
where possible, tested.

At planned intervals, requests for change records shall be analysed to
detect trends.

Planning uses the service requirements for the new or. changed services
determined in ISO/IEC 20000-1:2018, 8.2.2 and includes or contains a referen
authorities and responsibilities for design, build andtransition activities.

Planning uses the service requirements for thiesnéw or changed services
determined in ISO/IEC 20000-1:2018, 8.2.2 and’includes or contains a referen
activities to be performed by the organization or other parties with their tim

Planning uses the service requiremefitsfor the new or changed services
determined in ISO/IEC 20000-1:2018,'8.2.2 and includes or contains a referen
human, technical, information and financial resources.

Planning uses the service requirements for the new or changed services
determined in ISO/IEC 20Q00-1:2018, 8.2.2 and includes or contains a referen
dependencies on other services.

Planning uses the seiice requirements for the new or changed services
determined in ISO/TEC 20000-1:2018, 8.2.2 and includes or contains a referen
testing neededfor the new or changed services.

Planning.uses the service requirements for the new or changed services
determined in ISO/IEC 20000-1:2018, 8.2.2 and includes or contains a referen
service acceptance criteria.

Plahning uses the service requirements for the new or changed services
determined in ISO/IEC 20000-1:2018, 8.2.2 and includes or contains a referen
intended outcomes from delivering the new or changed services, expressed
in measurable terms.

Planning uses the service requirements for the new or changed services
determined in ISO/IEC 20000-1:2018, 8.2.2 and includes or contains a referen
impact on the SMS, other services, planned changes, customers, users and
other interested parties.

For services that are to be removed, the planning additionally includes
the date(s) for the removal of the activities for archiving, disposal or

ce to

ce to

ce to

ce to

ce to

ce to

ce to

ce to

transfer of data, documented information and service components

bscales.

© ISO/IEC 2020 - All rights reserved

31


https://standardsiso.com/api/?name=d9ee7ec05624e18127f848792ae3b9b0

ISO/IEC TS 33074:2020(E)

Process ID COM.08

Name Operational planning

34. For services that are to be transferred, the planning additionally includes
the date(s) for the transfer of the services and the activities for the
transfer of data, documented information, knowledge and service components.

35. The organization plans the deployment of new or changed services and
service components into the live environment.

36. Planning is co-ordinated with change management and include
references to the related requests for change, known errors or problems
which are being closed through the release.

37. Planning includes the dates for deployment of each release, deliverables
and methods of deployment.

38. At planned intervals the effectiveness of problem resolution is monitaned,
reviewed and reported.

39. Atplanned intervals, the risks to service availability are assessé€d and documented.
40. Atplanned intervals, the risks to service continuity are assessed and documented.

41. At planned intervals, the service continuity plan(s) are tested against
the service continuity requirements.

42. Atplanned intervals, the information security risks to the SMS and
the services are assessed and documented.

43. The organization plans actions to address these (information security)
risks and opportunities and their prioritiest

44. The organization conducts internal audits at planned intervals to provide
information.

45. The organization plans, establish€s, implements and maintains an audit
programme(s), including the frequency, methods, responsibilities, planning
requirements and reporting, that takes into consideration the importance
of the processes concegned.

46. The organization plans, establishes, implements and maintains an audit
programme(s), inclirding the frequency, methods, responsibilities, planning
requirements and’reporting, that take into consideration changes affecting
the organization.

47. The organization plans, establishes, implements and maintains an audit
programme(s), including the frequency, methods, responsibilities, planning
requirements and reporting, that takes into consideration the results of
previous audits.

48."Top management reviews the organization's SMS and the services, at
planned intervals, to ensure their continuing suitability, adequacy and
effectiveness.

49. The organization plans how to evaluate the effectiveness of these actions.

Inputs

naa-Ql
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04-18  Service provision review schedule [Outcome 8]
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Process ID COM.08

Name Operational planning

Outputs

04-02  Audit programme [Outcome 8]

04-03  Audit schedule [Outcome 8]

05-2 Change Management policy [Outcome 1]

04-05 Change request analysis schedule [Outcome 8]

04-06 Change schedule [Outcome 8]

04-07 Improvement plan [Outcome 7,8]

05-6 Improvement policy [Outcome 1]

04-08 Managementreview schedule [Outcome 8]

03-14 Management system strategy: Management commitment [Outcome 6]
02-05  MS Implementation log [Outcome 7]

03-16  MS Measurement information gathering events [Outcome 1]
04-09 New and changes services schedule [Outcome 8]

04-10 New or changed service plan [Outcome 8]

12-08 New or changed services process integration needs [Outcome 1]
12-10  Problem management process requirements [Outcome, 1]
08-19  Problem resolution effectiveness review record [Qutcome 7,8]
03-18  Process description [Outcome 3]

04-11  Release plan [Outcome 8]

04-12  Release schedule [Outcome 8]

04-13  Reversing unsuccessful changes plan [Outcome 8]

03-23  Risk assessment criteria [Outecome 2]

04-14  Risk treatment plan [Outeoine 4,8]

04-15  Service continuity plan [Outcome 8]

12-15  Service managemént competency requirements [Outcome 5]
04-16  Service management plan [Outcome 1,4,5,6,7,8]

03-26  Service management planning objectives [Outcome 1,4,6,7]
03-28  Servicesmanagement resource needs [Outcome 6]

04-17  Service management risk assessment schedule [Outcome 8]
04-18 -SService provision review schedule [Outcome 8]

04-20~" Services review schedule [Outcome 8]

04-21  Supplier performance review schedule [Outcome 8]
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5.10 COM.09 Operational implementation and control

Process ID COM.09
Name Operational implementation and control
Purpose The purpose of the operational implementation and control process is to deploy and

control the execution and performance of operational and organizational processes.

Outcompes As aresult of successful implementation of this process:
1. The required roles, responsibilities and authorities are allocated.
2. The required resources are allocated and applied.

3. Actions required to achieve the management system objectives are
implemented.

4. Suitability and effectiveness of the actions taken to achieve the
management system objectives are reviewed.

5. Deviations from planned arrangements are corrected when€argets
are not achieved.

6. Data is collected and analysed as a basis for understanding the
behaviour of, and to demonstrate the suitability and*effectiveness
of the processes.

Base COM.09.BP.1 Allocate the required roles, responsibilities and authorities.

ractides . . .
p 1. Top management demonstrate leadership.and commitment with respect

to the SMS by ensuring that appropridtelevels of authority are assigned
for making decisions related to the SMS and the services. [Outcome 1]

2. Top management ensures that the'responsibilities and authorities for
roles relevant to the SMS and-the services are assigned and communicated
within the organization.

3. The organization has ohe-or more designated individuals responsible
for managing customer relationships and maintaining customer satisfaction.

4. When planning how to achieve its service management objectives,
the organization determines who will be responsible.

5. The organization has one of more designated individuals responsible
for managing the relationship, contracts and performance of external suppliers.

6. Thelovganization assigns responsibility for managing each major incident.
COM:09.BP.2 Allocate and apply the required resources.

1./ The organization provides the human, technical, information and
financial resources needed for the establishment, implementation,
maintenance and continual improvement of the SMS and the operation
of the services to meet the service requirements and achieve the service
management objectives. [Outcome 2]

COM.09.BP.3 Implement actions required to achieve the management
system objectives.

1. Improvement activities, that are to be managed, are approved by
the organization. [Outcome 3]
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Process ID

COM.09

Name

Operational implementation and control

2. When planning for the SMS, the organization considers the issues
referred to in ISO/IEC 20000-1:2018, 4.1 and the requirements referred
to in ISO/IEC 20000-1:2018, 4.2 and determine the risks and
opportunities that need to be addressed to give assurance
that the SMS can achieve its intended outcome(s).

3. The organization operates the SMS ensuring co-ordination of the

iexiis J 41
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4. Major incidents are classified and managed according to a documented
procedure.

5. The organization manages improvement activities that include reyvising
the SMS, if necessary.

RAA.2.BP.2 Monitor services against service level agreements.

1. The organization plans, implements and controls the preotcesses needed
to fulfil requirements, and to implement the actions determined in 6 by
implementing control of the processes in accordanée’with the established
performance criteria. [Outcome 3]

COM.09.BP.4 Review the suitability and effectiveness of the actions
taken to achieve the management system objectives.

1. The organization reviews changes for éffectiveness and takes actions
agreed with interested parties. [Outcome 4]

The success or failure of releases.is monitored.

The effectiveness of problem resolution is monitored, and reviewed.

ok W

If the acceptance criterjia are not met, the organization and interested
parties makes a decision on necessary actions and deployment.

COM.09.BP.5 Correct deviations from planned arrangements when
targets are1iot achieved.

1. The organization controls planned changes to the SMS and reviews
the consequences of unintended changes, taking action to mitigate
anyradverse effects, as necessary. [Outcome 5]

2.( Where a service complaint is not resolved through the normal channels,
a method of escalation is provided.

3. Unsuccessful changes are investigated and agreed actions are taken.

4. The organization makes decisions and takes actions based on the findings
in service reports.

COM.09.BP.6 Collect and analyse data as a basis for understanding
the behaviour of, and to demonstrate the suitability and effectiveness
of the processes.

1._The management review includes consideration of information on

the performance and effectiveness of the SMS, including trends in
nonconformities and corrective actions. [Outcome 6]

2. The management review includes consideration of information on
the performance and effectiveness of the SMS, including trends in
monitoring and measurement results.

3. The management review includes consideration of information on
the performance and effectiveness of the SMS, including trends in audit results.

After the incident has been resolved, the major incident is reported and revieyed.
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Process ID COM.09
Name Operational implementation and control
Inputs
04-16  Service management plan [Outcome 1,2,3,4,5]
Outputs
09-03 Change analysis report [Outcome 5]
09-04 Change effectiveness evaluation report [Outcome 4]
04-07 | Improvement plan [Outcome 3]
08-15 | Major incident review record [Outcome 4]
03-08 | Management review objectives [Outcome 6]
03-10 | Management system strategy: Delivery [Outcome 3]
03-14 | Management system strategy: Management commitment [Outcome 3]
02-05 | MS Implementation log [Outcome 3,5]
08-19 | Problem resolution effectiveness review record [Outcome 4]
08-20 | Release review record [Outcome 4]
04-16 | Service management plan [Outcome 1]
03-26 | Service management planning objectives [Outcome 1]
03-27 | Service management resource allocation [Outcome 2]
03-29 | Service management roles and responsibilities [Outcome.3
02-10 | Service provider role assignments list [Outcome 1]
02-11 | Service provision complaint resolution log [Outcomie 5]
02-12 | Service provision issue log [Outcome 5]
5.11 JOM.10 Performance evaluation
Procesg ID COM.10
Name Performance evaluation
Purpoge The purposeofperformance evaluation is to collect and analyse data that will be used
to evaluatéthe performance of the management system and the business processes in
terms ofthe defined objectives.
Outcomes As aresult of successful implementation of this process:
1-Performance monitoring and measurement needs are defined.
?g [2. Performance measures, derived from the performance measurement
Q needs, are identified.]
% 3. Performance measurement methods, supportive of the performance
&?\ measures, are identified.
% 4BataisecotectedtstetheidentHiedperformateemessurementirethods:
5. The collected performance data is analysed.
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Process ID COM.10

Name Performance evaluation

Base COM.10.BP.1 Define performance monitoring and measurement needs.
practices

1. Measurements include incidents related to a release in the period following
deployment of a release. [Outcome 1]

COM.10.BP.2 Identify performance measures, derived from the
performance measurement needs.
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for the SMS and the services. [Outcome 1]

COM.10.BP.3 Identify performance measurement methods, supportive
of the performance measures.

1. The organization defines and apply controls for other parties thatinclude
measurement and evaluation of the effectiveness of servicesand service
components in the fulfilment of service requirements. [Outcome 3]

2. The organization determines the methods for monitoring,'measurement,
analysis and evaluation, as applicable, to ensure valid\ésults.

COM.10.BP.4 Collect data using the identified performance
measurement methods.

1. The service management objectives are monjtored. [Outcome 4]

2. Customer satisfaction with the servicesds measured, based on a
representative sample of customers,

COM.10.BP.5 Analyse the collected performance data.

1. Theresults are analysed, and,réeviewed. [Outcome 5]

2. Request for change records+are analysed to detect trends.
3. The success or failurexgf releases is analysed.
4

. The organization-analyses the information security incidents by type,
volume and impact on the SMS, services and interested parties.

5. The organization evaluates the SMS performance against the service
managemeént objectives and evaluates the effectiveness of the SMS.

6. The grganization evaluates the effectiveness of the services against
the)service requirements.

RAF:3.BP.2 Identify and classify problems.

T. The organization analyses data and trends on incidents to identify
problems. [Outcome 5]

Inputs

03-20  Reléase measurement information needs [Outcome 2,3]
03-25 <=Service management objectives [Outcome 5]

12¢17" Supplier management process integration needs [Outcome 4]
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Process ID COM.10
Name Performance evaluation
Outputs

09-03  Change analysis report [Outcome 5]
08-10  Customer satisfaction review record [Outcome 4]
09-10 Information security incident analysis report [Outcome 5]

03-16  MS Measurement information gathering events [Outcome 1,3,5]

03-20 | Release measurement information needs [Outcome 1]
09-16 | Release performance analysis report [Outcome 5]
09-18 | Risk assessment report [Outcome 5]

03-25 | Service management objectives [Outcome 4]

02-11 | Service provision complaint resolution log [Outcome 5]

12-17 | Supplier management process integration needs [Outcome 3]

5.12 JOM.11 Risk management

Procesp ID COM.11

Name Risk management

Purpoge The purpose of risk management is to identify, analyse, evaluate, treat and monitor risks.
Outcompes As aresult of successful implementation of this process:

1. Criteria for the assessment of risks and the acceptable level of risk are identified.
2. Risks are identified.

3. Identified risks are analysed.

4. Risks are evaluated against defined criteria.

5. Risks are selected fortreatment.

6. Selected risks aretreated.
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Process ID COM.11

Name Risk management

Base COM.11.BP.1 Establish criteria for risk evaluation and acceptance
RrICtS 1. The organization determines risk acceptance criteria. [Outcome 1]

COM.11.BP.2 Identify risks.

1. The organization determines risks related to the organization. [Outcome 2]

2. The organization determines risks related to not meeting the service requirements.

3. The organization determines risks related to the involvement of other
parties in the service lifecycle.

4. The organization manages identified risks associated with the alignment
of service level targets or other contractual obligations for the exfernal
supplier against SLAs with customers.

5. Therisks to service availability are assessed.

6. The risks to service continuity are assessed.

7. The information security risks to the SMS and the séryices are assessed.

COM.11.BP.3 Analyse identified risks.

1. Identified risks are analysed. [Outcome 3]

COM.11.BP.4 Evaluate risks against defined criteria.

1. The organization determines the impact on customers of risks
[and opportunities] for the SMS and-the services. [Outcome 4]

COM.11.BP.5 Selectrisks for treatment.

1. Risks are selected for treatment. [Outcome 5]

COM.11.BP.6 Treat selected risks.

1. Selected risks are treated. [Outcome 6]

Inputs xS

|

03-08 Management review objectives [Outcome 3]

03-14 Management system strategy: Management commitment [Outcome 2]
09-17  Risk analysis reportifQutcome 4]

03-22  Risk and opportlnity identification [Outcome 3]

03-23  Risk assessment criteria [Outcome 4,5]

09-20  Risk treatment selection report [Outcome 6]

Outputs /)9-'

03-08 Management review objectives [Outcome 2]
09-17 «—Risk analysis report [Outcome 3]
03422% Risk and opportunity identification [Outcome 2]

0323 Risk assessment criteria [f\nfrnmn 1 ’A]

04-14  Risk treatment plan [Outcome 6]
09-19  Risk treatment report [Outcome 6]
09-20 Risk treatment selection report [Outcome 5]

09-24  Supplier performance evaluation report [Outcome 2]
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5.13 RAA.1 Business relationship management

Process ID RAA1
Name Business relationship management
Purpose The purpose of business relationship management is to identify and manage customer
needs and expectations, and to manage customer satisfaction.
Outcomes As aresult of successful implementation of this process:
1. Needs and expectations of customers, users and other interested parties are identified.
2. Customer satisfaction is measured.
3. Service complaints are managed through their lifecycle to closure.
4. Service performance trends and outcomes are reviewed.
Base SDE.1.BP.1 Identify customers for services.
practiges 1. The customers, users and other interested parties of the services
are identified. [Outcome 1]
RAA.1.BP.1 Identify needs and expectations of customers.
1. The organization determines the relevant requirements-ef.these
interested parties. [Outcome 1]
2. The customers, users and other interested parties of the services are identified.
RAA.1.BP.2 Measure customer satisfaction.
1. The organization measures satisfaction with the services based on
arepresentative sample of customers. [Qutcome 2]
RAA.1.BP.3 Manage service complaints'through their lifecycle to closure.
1. Service complaints are recorded,'managed to closure and reported. [Outcome 3]
RAA.2.BP.2 Monitor services against service level agreements.
2. The organization reviews the performance trends and the outcomes
of the services. [Outcome4]
RAA.1.BP.4 Review service performance trends and outcomes.
1. Service performance trends and outcomes are reviewed. [Outcome 4]
Inputs A@
Outpufs Ov
08-10 | Customer satisfaction review record [Outcome 2]
04-16 | Service managenient plan [Outcome 1]
02-11 | Service provision complaint resolution log [Outcome 3]
08-24 | Serviceéprovision review record [Outcome 4]
02-13 | Setvice stakeholder list [Outcome 1]

5.14 RAA.2 Service level management

Process ID RAA.2
Name Service level management
Purpose The purpose of service level management is to ensure that agreed service level targets
for each customer are met.
Outcomes As aresult of successful implementation of this process:
1. Service level targets, workload characteristics and exceptions for
services are defined in service level agreements.
2. Service performance is monitored against service level agreements.
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Process ID RAA.2

Name Service level management

Base RAA.2.BP.1 Define service level targets and workload characteristics
practices for services in service level agreements.

1. The [documented] information for the SMS includes service level
agreement(s) (SLA). [Outcome 1]

2. For each service delivered, the organization establishes one or more
SLAs based on the service requirements.

4. The SLA(s) include service level targets, workload limits and exceptions.
SDE.1.BP.5 Satisfy the defined supplier obligations.

1. The organization monitors and reviews performance against service
level targets actual and periodic changes in workload compared(te
workload limits in the SLA(s). [Outcome 2]

RAA.2.BP.2 Monitor services against service level agreements.

3. The organization monitors and reviews on performance against service
level targets, actual and periodic changes in worklgad.compared to
workload limits in the SLA(s). [Outcome 2]

Inputs \%V
01-1 Service level agreement [Outcome 2]

Outputs /\<<

01-1 Service level agreement [Outcome 1]

08-22  Service level agreement review record [Outcome 2}

5.15 RAA.3 Service reporting

Process ID RAA.3
Name Service reporting
Purpose The purpose of service reporting is to produce timely and accurate service reporf{s to

support effective communication and to make informed decisions.
Outcomes As aresult of successful implementation of this process:

1. The'service reporting needs are identified.

2. Service report content is defined to support identified service reporting

{_) needs and requirements.
-
- N 3. Service reports are produced according to the service report requirements.
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Process ID RAA.3

Name Service reporting

Base RAA.3.BP.1 Identify the service reporting needs.

practices 1. The organization determines reporting requirements and their purpose. [Outcome 1]

RAA.3.BP.2 Define service report content in terms of identified
service reporting needs and requirements.

1. Reports on the performance and effectiveness of the SMS and the
servicesarepr oduced using infornrationrfronrthre-SMSactivitiesand
delivery of the services. [Outcome 2]

2. Service reporting includes trends.

SDE.1.BP.5 Satisfy the defined supplier obligations.

2. The organization reports on performance against service level targets
in terms of actual and periodic changes in workload compared to workload
limits in the SLA(s). [Outcome 3]

COM.01.BP.6  Communicate information products to relevant’parties

6. Following the completion of the transition activities, the orgahization
reports to interested parties on the achievements againstithe intended
outcomes. [Outcome 3]

RAA.3.BP.3 Produce service reports produced according to the
service report requirements.

1. Top management assigns the responsibility.and authority for reporting
on the performance of the SMS and the sexvices to top management.
[Outcome 3]

2. The organization reports on perforimance against service level targets,
actual and periodic changes in workload compared to workload limits
in the SLA(s).

3. The organization reports-on‘actual costs against the budget, review
the financial forecasts and manage costs.

4. The organization reports on demand and consumption of services.

6. Information security incidents are reported and reviewed.

7. The organiZation manages improvement activities reporting on
implemented improvements.

SAS.2.BP4- Evaluate service continuity against the service continuity
requirements.

3~ The organization reports on the cause, impact and recovery when
the service continuity plan(s) has been invoked. [Outcome 3]

Inputs
03-32 | Servieereport content definition [Outcome 3]
03-33 | Service reporting needs definition [Outcome 2]
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Process ID RAA.3
Name Service reporting
Outputs

09-06 Demand analysis report [Outcome 3]
04-07 Improvement plan [Outcome 3]
08-19  Problem resolution effectiveness review record [Outcome 3]

09-21  Service continuity plan test report [Outcome 3]

08-22  Service level agreement review record [Outcome 3]

04-16  Service management plan [Outcome 3]

03-29  Service management roles and responsibilities [Outcome 3]

09-22  Service report [Outcome 3]

03-32  Service report content definition [Outcome 2]

03-33  Service reporting needs definition [Outcome 1]

09-23  Services provision costs against budget variance report [Outcome 3]

08-27  Services stakeholder communication record [Outcome 3]

5.16 RAA.4 Supplier management

Process ID RAA.4

Name Supplier management

Purpose The purpose of supplier management is to ensure supplier products/services/sy§
are selected, managed and int€grated into the delivered services to meet the agrg
requirements

tems
ped

Outcomes As a result of successfulifmplementation of this process:

1. Criteria are identified for the selection of suppliers.

2. Services to be-provided are defined and negotiated with each supplier.
3. Roles and relationships between suppliers are determined.

4. Supplier obligations to meet requirements are monitored.

5. Supplier performance against agreed criteria is monitored and managed.
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Process ID RAA4

Name Supplier management

Base RAA.4.BP.1 Identify criteria to select suppliers.
practices

1. The organization determines and applies criteria for the evaluation
and selection of other parties involved in the service lifecycle. [Outcome 1]

RAA.4.BP.2 Define and negotiate with each supplier services to be provided.

1. Where applicable, other parties are external suppliers, internal
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2. Other parties do not provide or operate all services, service components
or processes within the scope of the SMS.

3. The organization determines services that are provided or operated by
other parties.

4. The organization determines service components that are provided or
operated by other parties.

5. The organization determines processes, or parts of processes;in the
organization’s SMS that are operated by other parties.

6. For each external supplier, the organisation agrees a cotitpact.

7. The contract includes or contains a reference to scapeof the services,
service components, processes or parts of processes to be provided or
operated by the external supplier.

8. The contractincludes or contains a refererce to requirements to be
met by the external supplier.

9. The contract includes or contains a reference to service level targets
or other contractual obligations.

10. The organization reviews the-Contract against current service requirements.

11. For each internal supplier-or‘customer acting as a supplier, the
organization develops,.agrees and maintains an agreement to define
the service level targets, other commitments, activities and interfaces
between, the parties.

RAA.4.BP.3 Determine roles and relationships between suppliers.

1. The contragtincludes or contains a reference to authorities and
responsibilities of the organization and the external supplier. [Outcome 3]

2. The/oxganization defines and manages the interfaces with the
ekternal supplier.

RAA.4.BP.4 Monitor supplier obligations to meet requirements.

1. The organization ensures that outsourced processes are controlled
(see ISO/IEC 20000-1:2018, 8.2.3). [Outcome 4]

2. Disputes between the organization and the external supplier are
managed to closure.

RAA.4.BP.5 Monitor supplier performance against agreed criteria.

1. The organization retains accountability for the requirements specified
in ISO/IEC 20000-1 and the delivery of the services regardless of which
party is involved in performing activities to support the service lifecycle.
[Outcome 5]

3. The organization assesses the alignment of service level targets or
other contractual obligations for the external supplier against SLAs
with customers.

4. The organization monitors the performance of the external supplier.

5. The organization monitors the performance of the internal supplier
or the customer acting as a supplier.
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Process ID RAA4
Name Supplier management
Inputs

12-16  Service management process interface requirements [Outcome 2]
03-27  Service management resource allocation [Outcome 1,2]
03-28  Service management resource needs [Outcome 1,2]

02-10  Service provider role assignments list [Outcome 1]

01-2 Supplier agreement [Outcome 3,4,5]

Outputs

N4

12-01  Alternative party process requirements [Outcome 2]

12-16  Service management process interface requirements [Outcome 1,5]
01-2 Supplier agreement [Outcome 2,3]

06-7 Supplier agreement dispute procedure [Outcome 4]

12-17  Supplier management process integration needs [Outcome 2,4]
09-24  Supplier performance evaluation report [Outcome 5]

08-28  Supplier performance review record [Outcome 2,5]

5.17 RAA.5 Service catalogue management

S

2

R

Process ID RAA.5

Name Service catalogue management

Purpose The purpose of service catalegiie management is to create and maintain one or nmjore
service catalogues that includes the information required by the organization, custom-
ers, users and other intefested parties to describe the services, the dependenciesand
the intended outcomes-of the services.

Outcomes As aresult of successful implementation of this process:
1. Service catalogue content is defined.
2. Service catalogue content is developed.

Base RAA.5:BP.1 Define service catalogue content.

practices

1.( The service catalogue(s) include information for the organization,
customers, users and other interested parties to describe the services,
the intended outcomes and dependencies between the services. [Outcome 1]

RAA.5.BP.2 Develop service catalogue content.

1. The organization creates one or more service catalogues. [Outcome 2]

Inputs \0‘

03-24-. Service catalogue [Outcome 2]

Qutputs

U5-24 Service catalogue [Outcome 1,Z]

5.18 RAF.1 Incident management

Process ID RAF.1
Name Incident management
Purpose The purpose of incident management is to restore the service as soon as possible

and within agreed service level targets in order to minimize the impact on business

operations.
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Process ID RAF.1
Name Incident management
Outcomes As aresult of successful implementation of this process:
1. Criteria are identified for major incidents.
2. Incidents are recorded and classified.
3. Incidents are prioritized.
4.Incidents are escalated, where needed.
5. Incidents are resolved.
6. Incidents are closed.
Base COM.08.BP.1 Identify process requirements.
RESCHIES 13. The organization determines criteria to identify a major incident. [Outceme 1]
RAF.1.BP.1 Identify major incident criteria.
1. Criteria are identified for major incidents. [Outcome 1]
RAF.1.BP.2 Record and classify incidents.
1. Incidents are recorded and classified. [Outcome 2]
RAF.1.BP.3 Prioritize incidents.
1. Incidents are prioritized taking into consideratiomimpact and urgency. [Outcome 3]
RAF.1.BP.4 Escalate incidents, where needed:
1. Incidents are escalated, if needed. [Outcome 4]
RAF.1.BP.6 Resolve incidents.
1. Incidents are resolved. [Outcome’5]
RAF.1.BP.5 Close incidents.
1. Incidents are closed. [Outcome 6]
Inputs \L\V
06-2 Incident management procedure [Outcome 3,4,5,6]
03-06 | Major incident definition [Outcome 3]
Outpufs f-\$\
06-2 Incident management pfogedure [Outcome 2,3,4,5,6]
03-06 | Major incident definition [Outcome 1]
5.19 RAF.2 Service‘request management
Procesk ID \0‘ RAF.2
Name . V?‘ Service request management
Purpog qé\‘ Elfi?plir]g?i? foﬂfvsﬁe:f\iice request management is to fulfil service requests within agreed
Outcomes As aresult of successful implementation of this process:
1. Service requests are recorded and classified.
2. Service requests are prioritized.
3. Service requests are fulfilled.
4. Service requests are closed.
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Process ID RAF.2

Name Service request management

Base RAF.2.BP.1 Record and classify service requests.
practices

1. Service requests are recorded and classified. [Outcome 1]
RAF.2.BP.2 Prioritize service requests.
1. Service requests are prioritized. [Outcome 2]

RAF.2.BP.3 Fulfil service requests.

1. Service requests are fulfilled. [Outcome 3]
RAF.2.BP.4 Close service request.

1. Service requests are closed. [Outcome 4]

Inputs 0\\3 :

03-24  Service catalogue [Outcome 2]

06-6 Service request procedure [Outcome 2,3,4]
Outputs ‘O\-)

06-6 Service request procedure [Outcome 1,2,3,4]

5.20 RAF.3 Problem management

Process ID RAF.3
Name Problem management
Purpose The purpose of problem managenient is to minimise service disruption by eliminpting

recurring incidents, and minimizing the impact of incidents that cannot be prevented.

Outcomes As aresult of successful implementation of this process:
1. Known errors are recorded.

2. Problems are re¢érded and classified.

3. Problems areprioritized.

4. Problems.are escalated, if needed.

5. Problems are resolved, if possible.

6. Fheimpacts of problems are minimized, where possible.

(7yProblems are closed.
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Process ID RAF.3
Name Problem management
Base RAF.3.BP.1 Record known errors.
BUACHICes 1. Known errors are recorded. [Outcome 1]
RAF.3.BP.2 Identify and classify problems.
1. The organization analyses data and trends on incidents to identify
problems. [Outcome 2]
2. Problems are recorded and classified.
RAF.3.BP.3 Prioritize problems.
1. Problems are prioritized. [Outcome 3]
RAF.3.BP.4 Escalate problems, if needed.
1. Problems are escalated if needed. [Outcome 4]
RAF.3.BP.6  Where possible, the impact of problems is minimiséd.
1. The organization undertakes root cause analysis and determines
potential actions to prevent the occurrence or recurrence ofincidents.
[Outcome 5]
RAF.3.BP.5 Resolve problems, if possible.
1. Problems are resolved if possible. [Outcome 6]
RAF.3.BP.6  Where possible, the impact of problems is minimised.
2. Where the root cause has been identified,but the problem has not been
permanently resolved, the organization-determines actions to reduce or
eliminate the impact of the problem‘on the services. [Outcome 6]
RAF.3.BP.7 Close problems.
1. Problems are closed. [Outconie 7]
Inputs xO -
02-06 | Problem management known error logifOutcome 2]
06-4 Problem management procedure(Outcome 3,4,5,6,7]
Outpufs ~\’ .
09-12 | Problem analysis report [Outcome 6]
02-06 | Problem managementknewn error log [Outcome 1]
06-4 Problem managemfent procedure [Outcome 2,3,4,5,7]
09-13 | Problem mitigatien report [Outcome 6]
5.21 SAD.1 Budgeting and accounting for services
Procesp I‘_DQY\ SAD.1
Name | Budgeting and accounting for services
Purpose The purpose of budgeting and accounting for services is to perform activities of budg-
eting and accounting to ensure visibility and control of financial resources for service
provision.
Outcomes As aresult of successful implementation of this process:
1. Budgets are produced using cost estimates.
2. Costs are monitored against budget.
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Process ID SAD.1
Name Budgeting and accounting for services
Base SAD.1.BP.1 Produce budgets using cost estimates.
practices R .
1. Costs are budgeted to enable effective financial control and
decision-making for services. [Outcome 1]
SAD.1.BP.2 Monitor costs against budget.
1. The organization budgets and accounts for services or groups
Uf SCI1 ViLCD ill dCLUI dauu: A 1t}l ltb filldllbid} ulauagculcut pU}iLiCb
and processes. [Outcome 1]
SAD.1.BP.2 Monitor costs against budget.
2. The organization monitors actual costs against the budget, review
the financial forecasts and manage costs. [Outcome 2]
Inputs - (b')
05-1 Budgeting & accounting interface to Financial Management description [Quitcome 2]
04-19  Services provision budget [Outcome 2]
Outputs A\Q(/
05-1 Budgeting & accounting interface to Financial Management description [Outcome 1]
04-19  Services provision budget [Outcome 1]
09-23  Services provision costs against budget variance report{fOutcome 2]

5.22 SAD.2 Demand management

\u
&
?\

o
x

SAD.2.BP.2 Forecast future demand for services.
1. The organization forecasts future demand for services. [Outcome 2]
SAD.2.BP.3 Monitor demand and consumption of services.

1. The organization monitors demand and consumption of services. [Outcome 3]

Process ID SAD.2
Name Demand management
Purpose The purpose of demandtiranagement is to determine current and future customqr de-
mand for services so-that the organization can align and adjust capacity as needed.
Outcomes As aresult of sue¢essful implementation of this process:
1. Current demhand and consumption of services is identified.
2. Future demand for services is forecast.
3. Démand and consumption of services is monitored.
Base SAD/2.BP.1 Identify current demand and consumption of services.
REECHEES C! 1. The organization determines current demand for services. [Outcome 1]

" \J
Idy}ts

12-04 Demand requirements [Outcome 2,3
Outputs

09-06 Demand analysis report [Outcome 3]
12-04 Demand requirements [Outcome 1,2]
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5.23 SAD.3 Capacity management

Process ID

SAD.3

Name

Capacity management

Purpose

The purpose of capacity management is to ensure that the organization has capacity to
meet current and future demands for services and performance requirements.

Outcomes

As aresult of successful implementation of this process:

1. Capacity requirements for human, technical, information and

financial resources are determined.
2. Current and future capacity is planned to meet the demand.

3. Sufficient capacity is provided to meet capacity and performance
requirements.

4. Capacity usage is monitored and analysed.

Base
practides

SAD.3.BP.1 Determine capacity requirements for human, technical,
information and financial resources.

1. The capacity requirements for human, technical, informatiem and
financial resources are determined taking into consideration the
service and performance requirements. [Outcome 1]

SAD.3.BP.2 Plan future capacity.

1. The organization plans capacity to include curfent and forecast capacity
based on demand for services. [Outcome 2]

2. The organization plans capacity to include expected impact on capacity
of agreed service level targets, requirements for service availability and
service continuity.

3. The organization plans capacityitoiinclude timescales and thresholds for
changes to service capacity.

SAD.3.BP.3 Provide sufficient capacity to meet future capacity and
performance requirenients.

1. The organization provides sufficient capacity to meet agreed capacity
and performance requirements. [Outcome 3]

SAD.3.BP.4 Mohnitor and analyse capacity usage.

1. The organization monitors capacity usage, analyse capacity and
performance data. [Outcome 4]

Inputs

e

A

09-01 | Capacity futuremeeds assessment report [Outcome 3,4]
04-04 | Capacity plan.[@utcome 3]

04-18 | Serviceqprovision review schedule [Outcome 2,3]

Outputs @v

09-01 | Capacity future needs assessment report [Outcome 3]

04-04 —tapacity pramrfOutconme21
12-03  Capacity requirements [Outcome 1]
09-02  Capacity usage analysis report [Outcome 4]

04-18  Service provision review schedule [Outcome 4]
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5.24 SAS.1 Service availability management

Process ID SAS.1
Name Service availability management
Purpose The purpose of service availability management is to ensure that agreed service availa-
bility requirements and targets, based on business requirements, service requirements,
service levels and identified risks, will be met.
Outcomes As aresult of successful implementation of this process:
1. Service availability requirements and targets are identified.
2. Service availability is monitored and recorded.
3. Causes of unplanned service non-availability are identified, analysed;
and necessary actions taken.
Base SAS.1.BP.1 Identify service availability requirements and targets.
practices 1. The organization determines the service availability requirements
and targets. [Outcome 1]
2. The agreed requirements take into consideration releyant business
requirements, service requirements, SLAs and risks.
SAS.1.BP.2 Monitor service availability.
1. Service availability is monitored and compared with the targets,
and results recorded. [Outcome 2]
SAS.1.BP.3 Identify and analyse cauSes‘of unplanned service non-availability.
1. Causes of unplanned non-availability are identified, analysed and
necessary actions taken. [Outcome 3]
\4
Inputs O
02-09  Service availability log [Outcome 3]

12-12  Service availability requirements [Outcome 2]
Outputs L, XY

02-08  Service availability action log [Outcome 3]
02-09  Service availability log [Outcome 2]

12-12  Service availability requirements [Outcome 1]

5.25 SAS.2 Servicecontinuity management

Process ID

SAS.2

Name

RN
%

Service continuity management

D

x A

Purposeo\?c

The purpose of service continuity management is to ensure that agreed service cpn-
tinuity requirements can be met within agreed targets and disrupted services can be
resumed.

(@}omes

As aresult of successful implementation of this process:

1. Service continuity requirements are identified.
2. Service continuity is planned to meet the service continuity requirements.
3. Service continuity plans are tested against service continuity requirements.

4. Service continuity is evaluated against the service continuity requirements.

5. Any identified deficiencies in the service continuity planning are addressed.
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Process ID

SAS.2

Name

Service continuity management

Base
practices

SAS.2.BP.1 Identify service continuity requirements.

1. The organization determines the service continuity requirements.
[Outcome 1]

2. The agreed requirements take into consideration relevant business
requirements, service requirements, SLAs and risks.

QAQC 2 ND 23 DI z = : = z =

requirements.

1. The organization creates, implements and maintains one or
more service continuity plans. [Outcome 2]

2. The service continuity plan(s) include or contain a reference
to criteria and responsibilities for invoking service continuity.

3. The service continuity plan(s) include or contain a reference
to procedures to be implemented in the event of a major loss of service.

4. The service continuity plan(s) include or contain a reference
to targets for service availability when the service continuity plan is invoked.

5. The service continuity plan(s) include or contain a refetence
to service recovery requirements.

6. The service continuity plan(s) include or contaiq a reference
to procedures for returning to normal working conditions.

SAS.2.BP.3 Test service continuity plans:against service continuity
requirements.

1. he service continuity plan(s) are teSted against the service continuity
requirements. [Outcome 3]

SAS.2.BP.4 Evaluate service ¢oftinuity against the service continuity
requirements.

1. The service continuity.plans are re-tested after major changes to the
service environmeént’[Outcome 4]

2. Reviews are conducted after each test and after the service continuity
plan(s) has.been invoked.

SAS.2.BP.5~Address any identified deficiencies in the service continuity
planning.

1. Aty)identified deficiencies in the service continuity planning are
addressed. [Outcome 5]

Inputs

QY

04-15 | Service continuity plan [Outcome 3,4]
09-21 | Servieescontinuity plan test report [Outcome 5]

08-21 | Service continuity plan test result review record [Outcome 4]

12_14 (& - i 2k M i Ot 21
JCT VICCCUTITITAUTCy T CHUIT CTITCTICS TO U TCOTITCZ

Outputs

04-15  Service continuity plan [Outcome 2]
09-21  Service continuity plan test report [Outcome 3,4,5]
08-21  Service continuity plan test result review record [Outcome 4]

12-14  Service continuity requirements [Outcome 1]
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5.26 SAS.3 Information security management

Process ID

SAS.3

Name

Information security management

Purpose

The purpose of information security management is to protect the confidentiality, integ-
rity and availability of information relevant to the services at an agreed level within all
service management activities.

Outcomes

As aresult of successful implementation of this process:

1. Information security requirements are identified.

2. Criteria for the assessment of information security risks and the
acceptable level of risk are identified.

3. Information security controls are defined.

4. Information security controls are implemented.

5. Information security incidents are identified, resolved and ‘elosed.

6. Information security controls address identified information security risks.

7. The effectiveness of controls is monitored, reviewedand revised.

Base
practices

SAS.3.BP.1 Identify information security requirements.

1. The information security policy takes into consideration the
service requirements and the obligations in ISO/IEC 20000-1:2018, 6.2. [Outcpme 1]

SAS.3.BP.2 Identify criteria for the assessment of information
security risks and the acceptablé&level of risk.

1. The organization determines fisk acceptance criteria. [Outcome 2]
SAS.3.BP.3 Define information’security controls.

1. The organization implements information security controls to
address informatiof.s€curity controls related to external organizations. [Outdome 3]

SAS.3.BP.4 Implement information security controls.

1. The organization implements information security controls to
address information security risks related to external organizations. [Outconpe 4]

SAS.3.BP.5 | Identify, resolve and close information security incidents.
1. Infermation security incidents are recorded and classified. [Outcome 5]

2. \Information security incidents are prioritized taking into consideration
the information security risk.

3. Information security incidents are escalated if needed.
4. Information security incidents are resolved.
5. Information security incidents are closed.

SAS.3.BP.6 Identified information security risks are addressed by
Information security controls.

1. Identified information security risks. [Qutcome 6]

COM.09.BP.4 Review the suitability and effectiveness of the actions
taken to achieve the management system objectives.

5. The organization monitors and reviews the effectiveness of information
security controls and takes necessary actions. [Outcome 7]

SAS.3.BP.7 Monitor, review and revise the effectiveness of controls.

1. The effectiveness of controls is monitored, reviewed and revised. [Outcome 7]

Inputs

05-7 Information security policy [Outcome 2,3]

04-14  Risk treatment plan [Outcome 3]
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Process ID SAS.3
Name Information security management
Outputs

09-08 Information security controls effectiveness evaluation report [Outcome 7]
09-09 Information security controls objectives [Outcome 3]
03-04 Information security controls report [Outcome 4,6]

06-3 Information security Incident management procedure [Outcome 5]

05-7 Information security policy [Outcome 1]

03-23 | Risk assessment criteria [Outcome 2]

5.27 SPB.1 Service requirements definition

Procesp ID SDB.1
Name Service requirements definition
Purpoge The purpose of service requirements definition is to establish,‘agree and maintain the

requirements for services and align them with business needs,

Outcomes As aresult of successful implementation of this process:
1. The requirements for services are identified.
2. The criticality, dependencies and duplication ef'\Services is identified.

3. Service requirements are continually aligned with business needs.

Base SDE.1.BP.2 Produce a response to a customer's request.

ractides . . . . .
p 1. The service requirements for existing services, new services and

changes to services are determined. [Outcome 1]
SDB.1.BP.2 Identify the criticality, dependencies and duplication of services.

2. The organization determines and manages dependencies and duplication
between services. [Qutcome 2]

SDB.1.BP.3 Servicereéquirements are continually aligned with business needs.

1. The organization prioritizes requests for change and proposals for
new or changed services to align with business needs and service
managernent objectives, taking into consideration available resources.
[Outcome 3]

Inputs C\U

05-2 Change management policy [Outcome 2]
12-06 | New or changed service requirements [Outcome 1,3]

Outputs (\?Q
12-06 | New or-ehanged service requirements [Outcome 1,2,3]

5.28 SDB!2 Service design

Process ID SDB.2

Name Service design

Purpose The purpose of service design is to design new or changed services that fulfil service
requirements.

Outcomes As aresult of successful implementation of this process:

1. New or changed services are designed to meet service requirements.

2. A design specification that defines the attributes of the new or changed
service is prepared.
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12-07

New or changed service specification [Qtitcome 2]

Process ID SDB.2
Name Service design
Base SDB.2.BP.1 Design new or changed services to fulfil business needs and
practices customer requirements;
1. The new or changed services are designed to meet the service requirements
determined in ISO/IEC 20000-1:2018, 8.2.2. [Outcome 1]
SDB.2.BP.2 Prepare a design specification that defines the attributes
of the new or changed service;
1. The design includes, where relevant, authorities and responsibilities
of the parties involved in the delivery of the new or changed services. [Qutconpe 2]
2. The design includes, where relevant, requirements for changes to humah,
technical, information and financial resources.
3. The design includes, where relevant, requirements for appropriate
education, training and experience.
4. The design includes, where relevant, new or changed SLAS; contracts
and other documented agreements that support thesservices.
5. The design includes, where relevant, changes to the SMS including new
or changed policies, plans, processes, procedures;measures and knowledge.
6. The design includes, where relevant items, timpact on other services.
7. The design includes, where relevant, updates to the service catalogue(s).
Inputs QV
03-17  New or changed service design [Outcome 2]
Outputs o;\v
03-17  New or changed service design [Outcome 1

5.29 SDB.3 Service build and transition

Process ID SDB.3

Name Service build and transition

Purpose The purpose of service build and transition is to make the new or changed servicgs
operational.

Outcomes C! As aresult of successful implementation of this process:

%\u 1. New or changed services are built according to the design specification.
2. The new or changed services are tested against the service requirements.

3. The new or changed services are accepted in accordance with the
service acceptance criteria.
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Process ID

SDB.3

Name

Service build and transition

Base
practices

SDB.3.BP.1 Build new or changes services according to the design specification.
1. The new or changed services are built. [Outcome 1]
SDB.3.BP.2 Test new or changed services against the service specification.

1. The new or changed services are tested to verify that they meet
the service requirements, conform to the documented design and

FaUn | - H b . H | o VN 2]
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SDE.1.BP.2 Produce a response to a customer's request.

3. The organization proposes changes where needed to align the
services with the service management policy, service management
objectives and service requirements, taking into consideration known
limitations and risks. [Outcome 3]

COM.09.BP.4 Review the suitability and effectiveness of the actions
taken to achieve the management system objectives.

6. Ifthe acceptance criteria are not met, the organization andinterested
parties makes a decision on necessary actions and depleyment. [Outcome 3]

SDB.1.BP.2 Identify the criticality, dependencies and duplication of services.

3. The organization proposes changes where neededto align the services
with the service management policy, service niahagement objectives
and service requirements, taking into consideration known limitations
and risks. [Outcome 3]

SDB.3.BP.3 Accept new or changed serviees in accordance with the service accept-
ance criteria.

1. Ifthe service acceptance criteria are not met, the organization and
interested parties makes a deeision on necessary actions and

deployment. [Outcome 3]

Inputs

xO

09-11 | New or changed services test report [Outcome 2,3]

Outpuis

[

12-06 | New or changed service requitements [Outcome 3]
08-16 | New or changed services-aceceptance record [Outcome 3]

09-11 | New or changed services test report [Outcome 1,2]

5.30 SPB.4 Release-and deployment management

Procesps ID (\?“

SDB.4

Name Né\/

Release and deployment management

Purpose &\P
<

The purpose of release and deployment management is to deploy releases into the live
environment in a controlled manner.

Outcomes As aresult of successful implementation of this process:
1.Types of releases and their management are defined.
2. Release acceptance criteria are defined.
3. Releases are tested in accordance with defined criteria.
4. Approved releases are deployed.
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Process ID

SDB.4

Name

Release and deployment management

Base
practices

SDB.4.BP.1 Define types of releases and their management

1. The organization defines the types of releases, including emergency
releases, their frequency and how they are to be managed. [Outcome 1]

SDB.4.BP.2 Determine release acceptance criteria.

1. Determine the acceptance criteria. [Outcome 2]

SDB.4.BP.3 Testreleases in accordance with defined criteria.

1. Therelease is verified against the acceptance criteria and approved
before deployment. [Outcome 3]

SDB.4.BP.4 Deploy approved releases.
1. The approved release is deployed into the live environment. [Qutcome 4]

2. If acceptance criteria are not met, a decision on actions ig taken.

Inputs

N
O

04-06

Change schedule [Outcome 2]

03-19  Release acceptance test criteria [Outcome 3]

09-15  Release acceptance test report [Outcome 4]

04-11  Release plan [Outcome 4]

05-8 Release policy [Outcome 2]

Outputs . \\\\ )
09-14  Release acceptance review record [Outcome 4]

03-19  Release acceptance test criteria [Outcome 2]

09-15  Release acceptance test report [Outcome 3]

02-07  Release log [Outcome 4]

05-8 Release policy [Outcome 1]

5.31 SDE.1 Service delivery

%\u

Process ID SDE.1
Name Service delivery
Purpose CThe purpose of service delivery is to provide customers with services that meet 4greed

requirements.

Y
Outcomes Q..
?\

O
S
?\
2D

As aresult of successful implementation of this process:
1. Customers for services are identified.
2. Aresponse to the customer’s request for services is produced.

3. An agreement between the customer and organization is established.

4. A'service 1S provided according to the agreement.

5. Organizational obligations defined in the agreement are satisfied.
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Process ID SDE.1

Name Service delivery

Base SDE.1.BP.1 Identify customers for services.

practices 1. The customers, users and other interested parties of the services
are identified. [Outcome 1]

SDE.1.BP.2 Produce a response to a customer's request.

2. The organization determines the criticality of services based on the
needsoftheor ganizationm,custonrers;users anrdother-interested parties: [C utcomnre 2]

4. Requests for change, including proposals to add, remove or transfer
services, are recorded and classified.

SDB.1.BP.2 Identify the criticality, dependencies and duplication of services.

1. The organization determines the criticality of services based on the
needs of the organization, customers, users and other interested
parties. [Outcome 2]

SDE.1.BP.3 Establish an agreement between the customer and supplier.

1. The organization and the customer agree on the services to.bé
delivered. [Outcome 3]

SDE.1.BP.4 Provide a service.

1. The organisation performs the activities required'to deliver services.
[Outcome 4]

SDE.1.BP.5 Satisfy the defined supplier obligations.

1. The organization monitors and reviews'performance against service
level targets actual and periodic chdnges in workload compared to
workload limits in the SLA(s). [Otitcome 5]

2. The organization reports on performance against service level targets
in terms of actual and periedic changes in workload compared to
workload limits in the SLA(s).

Inputs . (-\,J\~

12-06 | New or changed service requirenients [Outcome 3]
02-13 | Service stakeholder list [Outcome 2]

08-26 | Services approval record.[Outcome 4]

Outpufs r\\)

08-04 | Change requestrecend [Outcome 2]

03-10 | Management system strategy: Delivery [Outcome 4]
12-06 | New or changed service requirements [Outcome 2]
08-22 | Service'level agreement review record [Outcome 5]
02-13 | Service stakeholder list [Outcome 1]

08-26 | Services approval record [Outcome 3]

03-34  Services improvement opportunity [Outcome 5]

01-2 Supplier agreement [Outcome 3]

5.32 SPC.1 Change management

Process ID SPC.1

Name Change management

Purpose The purpose of change management is to ensure all changes are assessed, approved and
implemented in a controlled manner.
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4,

SPC.1.BP.1 Record and classify change requests.
1.

SPC.1.BP.2 Analyse change requests.
1.

2.
TOP.01.BP.4 Determine the management system and operational
15. A change management policy is established that defines criteria
SPC.1.BP.3 Define'criteria for evaluating changes.

1.

COM.08.BP.1-“Identify process requirements.
3.

Process ID SPC.1
Name Change management
Outcomes As aresult of successful implementation of this process:
1. Change requests are recorded and classified.
2. Change requests are analysed.
3. Criteria for evaluating changes are defined.
4. Changes are evaluated using defined criteria.
5. Changes that meet defined criteria are implemented and verified.
6. Changes that do not meet defined criteria are reversed or remedied.
Base SDE.1.BP.2 Produce a response to a customer's request.
practices

Requests for change, including proposals to add, remove or transfer
services, are recorded and classified. [Outcome 1]

Requests for change, including proposals to add, remove or transfer
services, are recorded and classified. [Outcome 1]}

The organization controls planned changes<to the SMS and reviews
the consequences of unintended changes. fOutcome 2]

Changes identified for the contractare assessed for the impact of the
change on the SMS and the servicesthefore the change is approved.

process strategy.

to determine changes;with the potential to have a major impact on
customers or services. [Outcome 3]

Criteria forevaluating changes are defined. [Outcome 3]

Théerganization uses service design and transition in ISO/IEC 20000-1:2018
8.5!2 for transfer of an existing service from a customer or other party to
the organization. [Outcome 4]

The organization uses service design and transition in ISO/IEC 20000-1:2018
8.5.2 for new services with the potential to have a major impact on customers
or other services as determined by the change management policy.

The organization uses service design and transition for categories
of change that are to be managed by service design and transition
in ISO/IEC 20000-1:2018, 8.5.2 according to the change management policy.

The organization uses service design and transition in ISO/IEC 20000-1:2018
8.5.2 for removal of a service

The organization uses service design and transition in ISO/IEC 20000-1:2018,
8.5.2 for transfer of an existing service from the organization to a customer
or other party.

. The organization uses service design and transition in ISO/IEC 20000-1:2018,

8.5.2 for changes to services with the potential to have a major impact on
customers or other services as determined by the change management policy.
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Process ID SPC.1
Name Change management
SPC.1.BP.4 Evaluate changes using defined criteria.
1. The organization and interested parties make decisions on the
approval and priority of requests for change. [Outcome 4]
2. Decision-making takes into consideration the risks, business benefits,
feasibility and financial impact.
3. DC\,ibiUll 1ua}\iug d}DU LUllbidCl N} }JUtClltid} illl}_}abtb Uf t}lC Lhaugc UlIl
existing services.
4. Decision making also considers potential impacts of the change on
customers, users and other interested parties.
5. Decision making also considers potential impacts of the change on
policies and plans required by ISO/IEC 20000-1.
6. Decision making also considers potential impacts of the change on
capacity, service availability, service continuity and information security.
7. Decision making also considers potential impacts of the change on
other requests for change, releases and plans for deployment.
SPC.1.BP.5 Implement and verify changes that meetdéfined criteria.
1. Changes that meet defined criteria are implementéd and verified.
[Outcome 5]
SPC.1.BP.6 Reverse or remedy changes that do'not meet defined criteria.
1. Changes that do not meet defined critexia‘are reversed or remedied.
[Outcome 6]
Inputs . \\S\v

05-2 Change Management policy [Outcome 4]
08-03 | Change requestapproval record [Outcome 57
03-03 | Change request classification criteria.JOutcome 2,4]

02-03 | Implemented changes log [Outcome2,6]

Outputs

\J

.
[ N P

05-2 Change Management policyJOQutcome 2,3]

08-03 | Change request approval pecord [Outcome 4]
03-03 | Change request classification criteria [Outcome 4]
08-04 | Change requestecord [Outcome 1]

02-03 | Implemented.chianges log [Outcome 5]

02-05 | MS Implenientation log [Outcome 2]

04-13 | Reversing unsuccessful changes plan [Outcome 6]

11-2 Supplier agreement change request [Outcome 2]

5.33 SPC.2 Configuration management

Process ID SPC.2

Name Configuration management

Purpose The purpose of configuration management is to identify and control all identified ser-
vice components and to maintain accurate configuration information to support other
service management activities.
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Process ID

SPC.2

Name

Configuration management

Outcomes

As aresult of successful implementation of this process:

1. Items requiring configuration management are identified.

2. The relationship between configuration items is determined.

3. The status of configuration items and modifications is identified.

4. Changes to items under configuration management are controlled.

5. The integrity of systems, products/services and product/service
components is assured.

Base
practices

COM.08.BP.1 Identify process requirements.

11. The CIs affected by new or changed services are managed
through configuration management. [Outcome 1]

SPC.2.BP.1 Identify items requiring configuration management.
1. The types of Cl are defined. Services are classified as €Is. [Outcome 1]
COM.02.BP.1 Identify information to documented.:

33. The configuration information recorded for each/Cl includes
the relationship with other Cls. [Outcome 2]

SPC.2.BP.2 Identify the relationship between CI's.

1. The configuration information recoxded for each CI includes
the relationship with other Cls. [Qufcome 2]

SPC.2.BP.3 Identify the status of configuration items and modifications.

1. The configuration information recorded for each CI includes
status. [Outcome 3]

SPC.2.BP.4 Control changes to items under configuration management.
1. CIs are controlled)[Outcome 4]

2. The configuration information is updated following the deployment
of changes+to Cls.

3. Before'deployment of a release into the live environment, a baseline
of the'affected Cls is taken, if possible.

SRC.2BP.5 Assure the integrity of systems, products/services and
product/service components.

2. Changes to Cls are traceable and auditable to maintain the integrity
of the configuration information. [Outcome 5]

3. The organization verifies the accuracy of the configuration information.

4. Where deficiencies are found, the organization takes necessary actions.

Inputs

08-05 Configuration baseline [Outcome 4]

02-02  Configuration item change log [Outcome 3,5]

05-4 Configuration item definition policy [Outcome 1,2,3,4,5]
08-06 Configuration item record [Outcome 3,4,5]

01-1 Service level agreement [Outcome 1]

01-2 Supplier agreement [Outcome 1]
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Process ID SPC.2
Name Configuration management
Outputs

08-05 Configuration baseline [Outcome 3,4]

09-05 Configuration item audit report [Outcome 5]

02-02  Configuration item change log [Outcome 4,5]

05-4 Configuration item definition policy [Outcome 1,2,3]

05-5 Configuration management policy [Outcome 1]

5.34 T|OP.01 Leadership

Procesps ID

TOP.01

Name

Leadership

Purpose

The purpose of leadership is to direct the organization in the achjevement of its vision,
mission, strategy and goals, through assuring the definition of a management system, a
management system policy, and management system objectives:

Outcomes

As aresult of successful implementation of this process:

1. The context of the organization, including the expectations of
its relevant interested parties, are understood andanalysed.

2. The scope of management system activities is\defined, taking the
context of the organization into consideration.

3. The management system policy and objéctives are defined.
4. The management system and operational process strategy is determined.

5. Commitment and leadership withirespect to the management system
is demonstrated.
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Process ID TOP.01

Name Leadership

Base TOP.01.BP.1 Understand and analyse the context of the organization,
practices including the expectations of its relevant interested parties.

1. The organization determines external and internal issues that are
relevant to its purpose and that affect its ability to achieve the intended
outcome(s) of its SMS. [Outcome 1]

2. The organization determines the interested parties that are relevant
to the SMS and the services.

TOP.01.BP.2 Define the scope of management system activities,
taking the context of the organization into consideration.

1. The organization determines the boundaries and applicability of
the SMS to establish its scope. [Outcome 2]

2. When determining this scope, the organization considers the external
and internal issues referred to in ISO/IEC 20000-1:2018/4.1:

3. When determining this scope, the organization congiders the
requirements referred to in ISO/IEC 20000-1:201854<2.

4. When determining this scope, the organization.censiders the services
delivered by the organization.

5. The definition of the scope of the SMS includes the services in scope
and the name of the organization mafiaging and delivering the services.

COM.01.BP.6 Communicate information products to relevant parties

1. Top management establishes a‘Service management policy that provides
a framework for setting service management objectives. [Outcome 3]

COM.08.BP.2 Determine process input and output products.

1. Top management denfenstrates leadership and commitment with respect
to the SMS by ensuring that the SMS achieves its intended outcome(s).
[Outcome 3]

TOP.01.BP.3_-Define the management system policy and objectives.

1. Top management establishes a service management policy is appropriate
to the.purpose of the organization. [Outcome 3]

2. /Tep' management establishes a service management policy that includes
a commitment to satisfy applicable requirements.

3. Top management establishes a service management policy that includes
a commitment to continual improvement of the SMS and the services.

4. The organization establishes service management objectives at relevant
functions and levels.

5. The service management objectives are consistent with the service
management policy.
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Process ID TOP.0O1
Name Leadership

6. The service management objectives are measurable.

7. The service management objectives take into account applicable
requirements.

8. The service management objectives are updated as appropriate.

TOP.01.BP.4 Determine the management system and operational
processstrategy-

1. The organization establishes, implements, maintains and continually
improves an SMS, including the processes needed and their interactions,
in accordance with the requirements of ISO/IEC 20000-1. [Outcome 4]

2. Top management demonstrates leadership and commitment with
respect to the SMS by ensuring that what constitutes value for the
organization and its customers is determined.

3. Top management demonstrates leadership and commitment with
respect to the SMS by ensuring there is control of other parties
involved in the service lifecycle.

4. Top management demonstrates leadership and commitment with
respect to the SMS by promoting continual improvement of the SMS and the services.

5. When planning for the SMS, the organization considers the factors
referred to in ISO/IEC 20000-1:2018, 4.1 and/the requirements referred
to in ISO/IEC 20000-1:2018, 4.2 and determiné the risks and
opportunities that need to be addressed\te prevent, or reduce,
undesired effects.

6. When planning for the SMS, the arganization considers the factors
referred to in ISO/IEC 20000-1;2018, 4.1 and the requirements referred
to in ISO/IEC 20000-1:2018, 4:2'and determine the risks and
opportunities that need to-bé addressed to achieve continual
improvement of the SMS(and the services.

7. The organization’s SMS-includes documented information required
by ISO/IEC 20000>1:

8. The organization’s SMS includes documented information determined
by the organization as being necessary for the effectiveness of the SMS.

9. Where(applicable, the organization uses suppliers to operate services.

10. Where applicable, the organization uses suppliers to provide service
components.

11y"Where applicable, the organization uses suppliers to operate service
components.

12. Where applicable, the organization uses suppliers to operate processes,
or parts of processes, that are in the organization’s SMS.

13. The organization establishes arrangements for communicating with
its customers and other interested parties

14. A change management policy is established to define service components
and other items that are under the control of change management.
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Process ID

TOP.01

Name

Leadership

16. A change management policy is established that defines categories
of change, including emergency change, and how they are to be managed.

17. Management with appropriate authority approves an information
security policy relevant to the organization.

18. The organization continually improves the suitability, adequacy and
effectiveness of the SMS and the services.

SPC.2.BP.5 Assure the integrity of systems, products/services and
product/service components.

1. The organization ensures that assets used to deliver services are
managed to meet the service requirements and obligations. [Outcome 4]

TOP.01.BP.5 Demonstrate commitment and leadership withmespect
to the management system.

1. Top management demonstrates leadership and commitment with respect
to the SMS by ensuring that the service management policy and service
management objectives are established and are cenipatible with the
strategic direction of the organization. [Outcomnie 5]

2. Top management demonstrates leadershipandcommitment with respect
to the SMS by ensuring that the service management plan is created,
implemented and maintained in order%o support the service management
policy, and the achievement of the service management objectives and
the service requirements.

3. Top management demonstratesléadership and commitment with respect
to the SMS by communicatirigithe importance of effective service
management, achieving the service management objectives, delivering
value and conforming to‘the SMS requirements.

4. Top management demonstrates leadership and commitment with respect
to the SMS by directing and supporting persons to contribute to the
effectiveness of the SMS and the services.

5. Top management demonstrates leadership and commitment with respect
to the SMS by supporting other relevant management roles to demonstrate
theiftleadership as it applies to their areas of responsibility.

RAA\4/BP.5 Monitor supplier performance against agreed criteria.

2y -The organization defines and applies controls for other parties that
include measurement and evaluation of process performance.
[Outcome 5]

212 Sax
TS

03-12  Management system strategy: External and internal issues [Outcome 2]
03-25 «—=Service management objectives [Outcome 4]

0549 Service management policy [Outcome 4,5]
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Process ID TOP.01
Name Leadership
Outputs

12-02  Business relationship management process requirements [Outcome 4]
05-2 Change Management policy [Outcome 4]
05-3 CM interface to financial management policy [Outcome 4]

05-6 Improvement policy [Outcome 4]

05-7 Information security policy [Outcome 4]

03-11 | Management system strategy: Documentation [Outcome 4]

03-12 | Management system strategy: External and internal issues [Outcome 1]
03-14 | Management system strategy: Management commitment [Outcome 4,5]
03-15 | Management system strategy: Suppliers [Outcome 4]

03-25 | Service management objectives [Outcome 3]

04-16 | Service management plan [Outcome 1,3,4,5]

05-9 Service management policy [Outcome 3]

12-16 | Service management process interface requirements [Outcome 5]
03-30 | Service management system scope [Outcome 2]

02-13 | Service stakeholder list [Outcome 1]

6 Prpcess capability indicators

6.1 Introduction

This clhuse presents the process capability indicators related to the process capability attributes
(procegs attribute, PA) associated with capability levels 1 to 5 defined in the capability dimension of
the propess assessment model. Process capability indicators are the means of achieving the capabilitieq
addressed by the considered process €apability attributes. Evidence of process capability indicators
supporfs the judgment of the degree. of achievement of the process capability attribute. Clause 3
describles the assessment indicatprsfor process performance which is characterized by Level 1 process
capabiljty.

6.2 Process capabilitylevels and process attributes

6.2.1 |General

The capabilityprocess quality characteristic of the process assessment model consists of capability
levels gs definted in ISO/IEC 33020. Process capability is defined on a six point ordinal scale thaf
enables capablllty to be assessed from the bottom of the scale, ' Incomplete" through to the top end of
the scale i
failing to achieve the process purpose through to contlnually improved and responding to strategic
organizational change.

NOTE1 In 6.2.2 to 6.2.7, ISO/IEC 33020 process attribute definitions and attribute outcomes are identified
with italic font.

NOTE 2  Following each generic resource and generic work product is '[PA.x.y outcome]". This refers to process
attribute x.y outcome n which is satisfied by this indicator.

6.2.2 Process capability Level 0: Incomplete process

The process is not implemented or fails to achieve its process purpose.
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At this level there is little or no evidence of any systematic achievement of the process purpose.
6.2.3 Process capability Level 1: Performed process

6.2.3.1 General

The implemented process achieves its process purpose. The following process attribute demonstrates
the achievement of this level.

b.2.3.2 PA.1.1 Process performance process attribute

p.2.3.2.1 General

The process performance process attribute is a measure of the extent to which the~process purpose is
nchieved. As a result of full achievement of this process attribute:

h) The process achieves its defined process outcomes.

.2.3.2.2 Generic practice for PA.1.1

PA.1.1.GP1 Achieve the process outcomes

Achieve the intent of the base practices.

Produce work products that evidence the process outcomes.

NOTE The assessment of a performed process is basédon process performance indicators, which areldefined
n Clause 5.

h.2.3.2.3 Generic resources for PA.1.1

— Resources are used to perform the intent of process specific base practices. [PA.1.1 outcomg a]

.2.3.2.4 Generic work productsfor PA.1.1
7.0 Product [PA.1.1 outcome a]

— Work products existthat provide evidence of the achievement of the process outcomes.
b.2.4 Process cdapability Level 2: Managed process

h.2.4.1 General

The previgusly described Performed process is now implemented in a managed fashion (planned,
monitored and adjusted) and its work products are appropriately established, controlled and
maintained.

he following process attributes, together with the previously defined process attribute, demonstrate
the achievement of this level:

6.24.2 PA21 Performance management process attribute

6.2.4.2.1 General

The performance management process attribute is a measure of the extent to which the performance of the
process is managed. As a result of full achievement of this process attribute:

b) Objectives for the performance of the process are identified;

© ISO/IEC 2020 - All rights reserved 67


https://standardsiso.com/api/?name=d9ee7ec05624e18127f848792ae3b9b0

ISO/IEC TS 33074:2020(E)

c) Performance of the process is planned;

d) Performance of the process is monitored;

e) Performance of the process is adjusted to meet plans;

f) Responsibilities and authorities for performing the process are defined, assigned and communicated;

g) Personnel performing the process are prepared for executing their responsibilities;

h) Regources armd imformation mecessary for perforTiing the process are idemntified, made avaitubie
allqcated and used;

i) Interfaces between the involved parties are managed to ensure both effective communication and-clear
assignment of responsibility.

6.2.4.2{2 Generic practices for PA.2.1

PA.2.11GP1 Identify the objectives for the performance of the process.

NOTE Performance objectives may include — (1) quality of the artefacts produegd; (2) process cycle time
or freqyiency, (3) resource usage and (4) boundaries of the process.

Perforfnance objectives are identified based on process requirements,

The scppe of the process performance is defined.

Assumpptions and constraints are considered when identifying the performance objectives.

PA.2.11GP2 Plan the performance of the process to fulfil the'identified objectives.

Plan(s) for the performance of the process are developed.The process performance cycle is defined.
Key milestones for the performance of the process are established.

Estimdtes for process performance attributes are\determined and maintained.

Procesfs activities and tasks are defined.

Schedyle is defined and aligned with thesapproach to performing the process.

Processs work product reviews are planned.
PA.2.11GP3 Monitor the performance of the process against the plans.

The prpcess is performed according to the plan(s).

Processs performance is mosnitored to ensure that planned results are achieved and to identify possi-
ble deyiations.

PA.2.11GP4 Adjustthe/performance of the process.

Process perforurance issues are identified.

The pl

Rescheduling is performed as necessary.

Appropriate-aetions are taken when planned results and objectives are not achieved.
In(s) are adjusted, as necessary.

PA.2.1.GP5 Define responsibilities and authorities for performing the process.

Responsibilities, commitments and authorities to perform the process are defined, assigned and
communicated.

Responsibilities and authorities to verify process work products are defined and assigned.

The needs for process performance experience, knowledge and skills are defined.
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PA.2.1.GP6 Prepare those performing the process to execute their responsibilities.

Competencies for management and execution of the process are ensured by training or work-based
learning.

Required competencies are identified based on the responsibilities.

PA.2.1.GP7 Identify and make available resources to perform the process according to plan.

The human and infrastructure resources necessary for performing the process are identified, made
available, allocated and used.

The information necessary to perform the process is identified and made available.

PA.2.1.GP8 Manage the interfaces between involved parties.

The individuals and groups involved in the process performance are determined.
Responsibilities of the involved parties are assigned.

Interfaces between the involved parties are managed.

Communication is assured between the involved parties.

Communication between the involved parties is effective.

h.2.4.2.3 Generic resources for PA.2.1

Human resources with identified objectives, responsibilities and authorities; [PA.2.1 outco|
f, g h]

Facilities and infrastructure resources; [PA.2.1 outcome a, e, g, h]

me a, e,

Project planning, management and control toels) including time and cost reporting; [PA.2.1 outcome

b, ¢, d]

Workflow management system; [PA.2.1Noutcome e, h]

Email and/or other communicationsmechanisms; [PA.2.1 outcome e, h]
Information and/or experiencerepository; [PA.2.1 outcome b, , f, g]

Problem and issue management mechanisms. [PA.2.1 outcome d]

b.2.4.2.4 Generic work products for PA.2.1
1.0 Plan [PA 2.1 outcome a, b, ¢, d, e, f, g, h]

Defines gbjectives to perform the process.
Deseribes assumptions and constraints considered in defining the objectives.

Includes milestones and timetable to produce the work products of the process.

ldentifies tasks rosaurces resnonsihilities and infrastructure needed tonerform-the nroc
4 4 r r r

Considers risks related to fulfil defined objectives.
Identifies stakeholders and communication mechanisms to be used.

Describes how the plan is controlled and adjusted when needed.

8.0 Record [PA.2.1 outcome ¢, d, e, g, h]

Contains status information about corrections; schedule and work breakdown structure.

Monitors identified risks.
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— States results achieved or provides evidence of activities performed in a process.

— Provides evidence of communication, meetings, reviews and corrections.

9.0 Report [PA.2.1 outcome b, c, d]

— Monitors process performance against defined objectives and plans.

— Identifies deviations in process performance.

— De

— Prqvides evidence of management activities.

6.2.4.3

6.2.4.3

The wo

produced by the process are appropriately managed. As a result of full achievement.of this process attribute
a) Requirements for the work products of the process are defined;

b) Requirements for documentation and control of the work products are'defined;

c) Wolrk products are appropriately identified, documented, and controlled;

d) Wolrk products are reviewed in accordance with planned arrangements and adjusted as necessary td

me
NOTE 1
identific|
product.

NOTE 2
purpose

6.2.4.3

cribesTesultsand status of the process:

PA.2.2 Work product management process attribute

1 General

'k product management process attribute is a measure of the extent to which the work products

bt requirements.
Requirements for documentation and control of“work products can include requirements for thq
ption of changes and revision status, approval gand re-approval of work products, distribution of work
b, and for making relevant versions of applicable work products available at points of use.

The work products referred to in this Clause are those that result from the achievement of the proces
through the process outcomes.

2 Generic practices for PA.2.2

PA.2.2

The re
definin

Quality

Appropriate review and approval criteria for the work products are defined.

.GP1 Define the requirements for the work products.

huirements for the weork products to be produced are defined. Requirements may include
g contents and strueture.

 criteria of the.work products are identified.

PA.2.2
Requir

.GP2 Define the requirements for documentation and control of the work products.

enients for the documentation and control of the work products are defined. Such

requir

Requir

and their components (3) traceability.

Dependencies between work products are identified and understood.

pments may include requirements for (1) distribution, (2) identification of work products

ements for the approval of work products to be controlled are defined.
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PA.2.2.GP3 Identify, document and control the work products.

The work products to be controlled are identified.

Change control is established for work products.

The work products are documented and controlled in accordance with requirements.
Versions of work products are assigned to product configurations as applicable.

The work products are made available through appropriate access mechanisms.

The revision status of the work products may readily be ascertained.

PA.2.2.GP4 Review and adjust work products to meet the defined requirements.

Work products are reviewed against the defined requirements in accordance with planhed
arrangements.

Issues arising from work product reviews are resolved.

b.2.4.3.3 Generic resources for PA.2.2

— Requirement management method / toolset; [PA.2.2 outcome a, b,\¢]

— Configuration management system; [PA.2.2 outcome b, ]

— Documentation elaboration and support tool; [PA.2.2 outcome b, c]

— Document identification and control procedure; [PA¢2.2’outcome b, c]

— Work product review methods and experiences;PA.2.2 outcome d]

— Review management method / toolset; [PA:2:2 outcome d]

— Intranets, extranets and/or other comm@nication mechanisms; [PA.2.2 outcome b, c]

— Problem and issue management mechanisms. [PA.2.2 outcome d]

p.2.4.3.4 Generic work products for PA.2.2

1.0 Plan [PA 2.2 outcome b]

— Expresses selected palicy or strategy to manage work products.

— Describes requirements to develop, distribute, and maintain the work products.
— Defines quality control actions needed to manage the quality of the work product.
7.0 ProductPA 2.2 outcome a, b, c, d]

— Demonstrates process specific work products to be managed.

B{@Record [PA 2.2 outcome c, d]

— Records the status of documentation or work product.

— Demonstrates work product reviews and contributes to traceability.
— Describes non-conformance detected during work product reviews.
— Provides evidence that the changes are under control.

10.0 Repository [PA 2.2 outcome c]

— Contains and makes available work products and/or configuration items.
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— Supports monitoring of changes to work products.

12.0 Sp

ecification [PA 2.2 outcome a, b]

— Defines the attributes associated with a work product to be created.

— Defines the functional and non-functional requirements for work products.

— Identifies work product dependencies.

— ldeptiffesapproval criterta fordocumnents:

6.2.5 |[Process capability Level 3: Established process

6.2.5.1 General

The prgviously described Managed process is now implemented using a defined process that is capablg

of achigving its process outcomes.

The following process attributes, together with the previously defined processattributes, demonstratg

the achjevement of this level:

6.2.5.2| PA3.1 Process definition process attribute

6.2.5.2{1 General

The process definition process attribute is a measure of the exteiit'to which a standard process is maintained

to suppprt the deployment of the defined process. As a resultaf full achievement of this process attribute:

a) Astandard process, including appropriate tailoring.guidelines, is defined and maintained that describes
thelfundamental elements that must be incorporated into a defined process;

b) Th¢ sequence and interaction of the standaré process with other processes is determined;

c) Required competencies and roles for~performing the process are identified as part of the standard
prdcess;

d) Required infrastructure and wark environment for performing the process are identified as part of the
stapdard process;

e) Suitable methods and measures for monitoring the effectiveness and suitability of the process areg
detiermined.

6.2.5.2]2 Genericpractices for PA.3.1

PA.3.1]GP1 Define the standard process that will support the deployment of the defined process.

A stan@lard'process is developed that includes the fundamental process elements.

The standard process identifies the deployment needs and deployment context.
Guidance and/or procedures are provided to support implementation of the process as needed.

Appropriate tailoring guideline(s) are available as needed.

PA.3.1

integrated system of processes.
The standard process’s sequence and interaction with other processes are determined.

Deployment of the standard process as a defined process maintains integrity of processes.

.GP2 Determine the sequence and interaction between processes so that they work as an
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PA.3.1.GP3 Identify the roles and competencies for performing the standard process.
Process performance roles are identified.

Competencies for performing the process are identified.

PA.3.1.GP4 Identify the required infrastructure and work environment for performing the
standard process.

Process infrastructure components are identified (facilities, tools, networks, methods, etc).

Work environment requirements are identified

PA.3.1.GP5 Determine suitable methods and measures to monitor the effectiveness and
suitability of the standard process.

Methods and measures for monitoring the effectiveness and suitability of the process are determined.

Appropriate criteria and data needed to monitor the effectiveness and suitabilityofthe procesg are
defined.

The need to conduct internal audit and management review is established.

Process changes are implemented to maintain the standard process.

p.2.5.2.3 Generic resources for PA.3.1

— Process modelling methods / tools; [PA.3.1 outcome a, b,.c,‘d]
— Training material and courses; [PA.3.1 outcome a, b,]

— Resource management system; [PA.3.1 outcomegb,C|

— Process infrastructure; [PA.3.1 outcome a, bj

— Audit and trend analysis tools; [PA.3.1.outcome €]

— Process monitoring method. [PA.3,1 utcome €]

.2.5.2.4 Generic work productsfor PA.3.1

3.0 Description [PA 3.1 outcome'a, b, c, €]

— Describes the standard process, including the fundamental process elements, interactions with
other processes and appropriate tailoring guidelines.

— Addresses the'pérformance, management and deployment of the process, as described by capability
levels 1 and2"and the PA 3.2 Process deployment attribute.

— Addresses methods to monitor process effectiveness and suitability.

— Identifies data and records to be collected when performing the defined process, in order to improve
the standard process.

— Identifies and communicates the personnel competencies, roles and responsibilities for the standard
and defined process.

— Identifies the personnel performance criteria for the standard and defined process.
— Identifies the tailoring guidelines for the standard process.

— Identifies process measures.

4.0 Plan [PA 3.1 outcome c, d]

— Identifies approaches for defining, maintaining and supporting a standard process, including
infrastructure, work environment, training, internal audit and management review.
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5.0 Policy [PA 3.1 outcome a, b, ¢, d, €]

Provides evidence of organizational commitment to maintain a standard process to support the
deployment of the defined process.

10.0 Repository [PA 3.1 outcome d]

Is used to support and maintain the standard process assets.

12.0 Specification [PA 3.1 outcome a]

6.2.5.3| PA.3.2 Process deployment process attribute

6.2.5.3{1 General

The prgcess deployment process attribute is a measure of the extent to which the) standard process i3
deployed as a defined process to achieve its process outcomes. As a result of full achievement of this process

attribute:

a) A defined process is deployed based upon an appropriately selected ahd/or tailored standard process;

b) Required roles, responsibilities and authorities for performingthe defined process are assigned and
communicated;

c) Pensonnel performing the defined process are competent on the basis of appropriate education
trafning, and experience;

d) Required resources and information necessary for.performing the defined process are made available
allgcated and used;

e) Required infrastructure and work environment for performing the defined process are made available
mapaged and maintained;

f) Appropriate data are collected and analysed as a basis for understanding the behaviour of the process,

6.2.5.3|2 Generic practices'for PA.3.2

Prgvides reference for the standards used by the standard process and identification about how
thgy are used.

to demonstrate the suitability._and effectiveness of the process, and to evaluate where continua
improvement of the process canybe made.

PA.3.2.GP1 Deploy a’defined process that satisfies the context specific requirements of the use of
the standard process:

The defined process is appropriately selected and/or tailored from the standard process.

Conformance-of defined process with standard process requirements is verified.

PA.3.2.GP2 Assign and communicate roles, responsibilities and authorities for performing the
defined process.

The roles for performing the defined process are assigned and communicated.

The responsibilities and authorities for performing the defined process are assigned and
communicated.

PA.3.2.GP3 Ensure necessary competencies for performing the defined process.
Appropriate competencies for assigned personnel are identified.

Suitable training is available for those deploying the defined process.
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Required human resources are made available, allocated and used.

Required information to perform the process is made available, allocated and used.

PA.3.2.GP4 Provide resources and information to support the performance of the defined process.

process.

Required infrastructure and work environment is available.

PA.3.2.GP5 Provide adequate process infrastructure to support the performance of the defined

ﬂrg;mi72’rinn;\] support to pfﬂar‘fivply manage and maintain the infrastructure and work environment

is available.

Infrastructure and work environment is used and maintained.

PA.3.2.GP6 Collect and analyse data about performance of the process to demonstrate its
suitability and effectiveness.

identified.
Data are collected and analysed to understand the behaviour, suitability and effectiveness of the

defined process.

defined process can be made.

Data required to understand the behaviour, suitability and effectiveness of the defined process|are

Results of the analysis are used to identify where continual improvement of the standard and/gr

.2.5.3.3 Generic resources for PA.3.2

— Feedback mechanisms (customer, staff, other stakeholders); [PA.3.2 outcome f]
— Process repository; [PA.3.2 outcome a, b]

— Resource management system; [PA.3.2 outcome b, ¢, d]

— Knowledge management system; [PA:3:2 outcome d]

— Problem and change managementsystem; [PA.3.2 outcome f]

— Working environment and infrastructure; [PA.3.2 outcome e]

— Data collection analysissystem: [PA.3.2 outcome f]

— Process assessmentframework; [PA.4.1 outcome f]

— Audit / review.System. [PA.3.2 outcome f]

p.2.5.3.4 _Generic work products for PA.3.2

P.0 Data\JPA 3.2 outcome f]

— “Provides evidence that the project’s defined process performance data was collected.

4.0 Plan [PA 3.2 outcome a, b, f]

— Expresses the strategy for the organizational support, allocation and use of the process

infrastructure.

— Describes the project’s resources and the elements of the infrastructure needed to deploy the

defined process.

— Expresses the strategy to satisfy the project’s training needs.

— Identifies process improvement proposal(s) based on analysis of suitability and effectiveness.
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3.0 Description [PA 3.2 outcome a]
— Describes the defined process for use by the project.

— Describes the verification activities needed to ensure the conformance of the project’s defined
process with the organization’s standard process.

— Represents the interactions of the project’s defined process with other processes.

8.0 Record [PA 3.2 outcome a, b, ¢, d, €, f]

— Ca]I)tures the project’s work breakdown structure needed to define the tasks and their dependencies

— Prqvides evidence that the project personnel possess the required authorities, skills, experience
andl knowledge.

— Prqvides evidence that project personnel have received the required training to satisfythe needs of
theg project.

— Prqvides evidence that project infrastructure and working environment afeymade available and
majfintained for performing the defined process.

— Regords the status of required corrective actions.
9.0 Repport [PA 3.2 outcome f]

— Prqvides results of the analysis, recommended corrective action, feedback to the process owner and
to the organization’s standard process.

— Identifies improvement opportunities of the defined process.

— Prqvides evidence on the suitability and effectiveness of the defined process.

10.0 Repository [PA 3.2 outcome d]

— Prqvides evidence that information is made available for performing the defined process.
12.0 Spcification [PA 3.2 outcome f]

— Prqvides a basis to analyse data‘associated with the performance of the defined process.
6.2.6 |[Process capability Level 4: Predictable process

6.2.6.1] General

The prgviously described Established process now operates predictively within defined limits to achieve
its prodess outconies. Quantitative management needs are identified, measurement data are collected
and anglysed to‘identify assignable causes of variation. Corrective action is taken to address assignablg
causes pf variation.

Th f 1 - dedesasl 4= 4= 4] rdelad=] . 1 o | dederasl 4= | 4= 4=
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the achievement of this level:
6.2.6.2 PA4.1 Quantitative analysis process attribute

6.2.6.2.1 General

The quantitative analysis process attributes a measure of the extent to which information needs are defined,
relationships between process elements are identified and data are collected. As a result of full achievement
of this process attribute:

a) The process is aligned with quantitative business goals;
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b) Process information needs in support of relevant defined quantitative business goals are established;

c) Process measurement objectives are derived from process information needs;

d) Measurable relationships between process elements that contribute to the process performance are

identified;

e) Quantitative objectives for process performance in support of relevant business goals are established;

f) Appropriate measures and frequency of measurement are identified and defined in line with process

measurement objectives and quantitative objectives for process performance;

)  Results of measurement are collected, validated and reported in order to monitor the exterit t
the quantitative objectives for process performance are met;

NOTE 1  Information needs typically reflect management, technical, project, process or product needs.

NOTE 2  Measures can be either process measures or product measures or both.

.2.6.2.2 Generic practices for PA.4.1

0 which

PA.4.1.GP1 Align the process with quantitative business goals:
Quantitative business goals relevant to the process are identified.

The process supports achievement of the identified business{goals.

PA.4.1.GP2 Identify process information needs, in refation to quantitative business goals.

Business goals relevant to establishing quantitative;ppocess measurement objectives for the pr
are identified.

Process stakeholders are identified and their information needs are defined.

Information needs are relevant to the quantitative business goals.

pCessS

PA.4.1.GP3 Derive process measurement objectives from process information needs.

Process measurement objectives to-satisfy defined process information needs are defined.

process performance.
Relationships between pfogess elements are determined.

Measures of process/performance are justifiable.

PA.4.1.GP4 Identify measurable relationships between process elements that contribute tp the

to the alignment®f the process with the business goals.

Process performance objectives are defined to explicitly reflect the quantitative business goals

PA.4.1.GP5 Establish quantitative objectives for the performance of the defined process, accprding

Process‘performance objectives are verified with process stakeholders to be realistic and usefyl.

PA.4.1.GP6 Identify product and process measures that support the achievement of the
quantitative objectives for process performance.

product goals.
Measures to satisfy process measurement and performance objectives are defined.

Frequency of data collection is defined.

appropriate.

Verification mechanism for base and derived measures is defined.

Detailed measures are defined to support monitoring, analysis and verification needs of process and

Algorithms and methods to create derived measurement results from base measures are defined, as
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PA.4.1.GP7 Collect product and process measurement results through performing the defined
process.

Data collection mechanism is created for all identified measures.

Required data is collected in an effective and reliable manner.

Measurement results are created from the collected data within defined frequency.
Analysis of measurement results is performed within defined frequency.
Measupeme
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Fement results are reported to those responsible for monitoring the extent to which
Fative objectives are met.
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3 Genericresources for PA.4.1

nagement information (cost, time, reliability, profitability, customer benefits, risks etc.); [PA.4.1

blicable measurement techniques; [PA.4.1 outcome f]
duct and process measurement tools and results databases; [PA.4¢L-putcome f, g]
cess measurement framework; [PA.4.1 outcome d, e, f, g]

Is for data analysis and measurement. [PA.4.1 outcome ¢, d, &, f, g]

4 Generic work products for PA.4.1

h [PA 4.1 outcome g]

ines data to be collected as specified in plaris)and measures.
cription [PA 4.1 outcome a, b, d, f]

ines information needs for the process.

cifies candidate measures.

ntifies the objective tobe achieved.

scribes process‘performance goals aligned with business goals and context-specific other
bvant goals.

ines quantitative objectives for process performance.

cifiesimeasures for the process.

e IreTro ey e o T crereor

nﬂ:es tasks 3?\(‘ schadulac to Cn”ar‘t and anq]}rsa data

Allocates responsibilities and resources for measurement.

9.0 Report [PA 4.1 outcome g]

Provides results of process data analysis to identify process performance parameters.

12.0 Specification [PA 4.1 outcome b, ¢, f]
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Describes information needs and performance objectives.

Provides a basis for analyzing process performance.
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— Defines explicit criteria for data validation.

— Defines frequency of data collection.
6.2.6.3 PA.4.2 Quantitative control process attribute

6.2.6.3.1 General

The quantitative control process attribute is a measure of the extent to which objective data are used to
Imanage process performance that is predictable. As a result of full achievement of this process attripute:

h)  Techniques for analysing the collected data are selected;

b) Assignable causes of process variation are determined through analysis of the collected data;
C) Distributions that characterize the process performance are established;

1) Corrective actions are taken to address assignable causes of variation;

P)  Separate distributions are established (as necessary) for analysing the process under the inflyence of
assignable causes of variation;

.2.6.3.2 Generic practices for PA.4.2

PA.4.2.GP1 Select analysis techniques, appropriate to,collected data.
Process control analysis methods and techniques are defined.

Selected techniques are validated against processgontrol objectives.

PA.4.2.GP2 Determine assignable causes of process variation by analysing the collected data.
Variation in process performance is attributed to a specific, unpredictable cause.

Assignable cause indicates a possible problem in the defined process.
PA.4.2.GP3 Establish distributions-that characterize the process performance.

Variation in measurement results)is used to analyse process performance.
Deviations are analysed to identify potential cause(s) of variation.

Trends of process performance are identified.

PA.4.2.GP4 Identify'and implement corrective actions to address assignable causes.
Results are provided to those responsible for taking action.

Corrective actions are determined to address each assignable cause.
Corrective\actions are implemented to address assignable causes of variation.
Correétive action results are monitored.

Corrective actions are evaluated to determine their effectiveness.

PRt CPR Fstablis Hstribations — —— d

assignable causes of variation.

Consequences of process variation are analysed.

Distributions are used to quantitatively understand process performance.

6.2.6.3.3 Generic resources for PA.4.2
— Process control and analysis techniques; [PA.4.2 outcome a, b]

— Statistical analysis tools / applications; [PA.4.2 outcome b, c, €]
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— Process control tools / applications. [PA.4.2 outcome c, d, €]

6.2.6.3.4 Generic work products for PA.4.2
2.0 Data [PA 4.2 outcome b]
— Provides measurement data to identify assignable causes of variation.

3.0 Description [PA 4.2 outcome b, c, €]

— Defines parameters for process control.

— Defines and maintains limits for variation.

4.0 Plan [PA 4.2 outcome a]

— Defines analysis methods and techniques at detailed level.

8.0 Recprd [PA 4.2 outcome c, d, €]

— Prqvides information on defects and problems.

— Regords the changes.

— Doguments corrective actions to be implemented.

— Moitors the status of corrective actions.

9.0 Repport [PA 4.2 outcome a, ¢, d, €]

— Prqvides analysed measurement results of processjperformance.

— Identifies corrective actions to address assignable causes of variation.

— Ensures that selected techniques are effective and measures are validated.
10.0 Repository [PA 4.2 outcome a, b, c, d, €]

— Colllects the data and provides the basis for analysis, corrective actions and results reporting.
12.0 Spcification [PA 4.2 outconie)a, b, €]

— Defines the method for collecting data.

— Mepsures the efficiency of the process.
6.2.7 [Process capability Level 5: Innovating process

6.2.7.1] General

The previously described Predictable process is now continually improved to respond ta
organizational change.

The following process attributes, together with the previously defined process attributes, demonstrate
the achievement of this level:
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6.2.7.2 PAS5.1 Process innovation process attribute

6.2.7.2.1 General

The process innovation process attribute is a measure of the extent to which changes to the process are
identified from investigations of innovative approaches to the definition and deployment of the process. As a
result of full achievement of this process attribute:

a) Process innovation objectives are defined that support the relevant business goals;

b) Appropriate data are analysed to identify opportunities for best practice and innovation;
) Innovation opportunities derived from new technologies and process concepts are identified;

1) An implementation strategy is established to achieve the process innovation objectives.

.2.7.2.2 Generic practices for PA.5.1

PA.5.1.GP1 Define the process innovation objectives for the processthat support the relevant
business goals.

Directions to process innovation are set.

New business visions and goals are analysed to give guidance for new process objectives and
potential areas of process change.

Quantitative and qualitative process innovation objectives are defined and documented.
PA.5.1.GP2 Analyse data of the process to identifyqapportunities for best practice and innovatjion.

Feedback on opportunities for innovation is actiyély sought.
Innovation opportunities are identified.

Industry best practices are identified and.evaluated.

PA.5.1.GP3 Identify innovation oppertunities of the process from new technologies and progess
concepts.

Impact of new technologies on process performance is identified and evaluated.
Impact of new process coneepts is identified and evaluated.
Innovation opportunitiesyare identified.

Emergent risks are ¢onsidered in identifying innovation opportunities.

PA.5.1.GP4 Define an implementation strategy based on long-term innovation vision and objgctives.
Commitmentite/innovation is demonstrated by organizational management and process owner{s).

Proposedprocess changes are evaluated and piloted to determine their benefits and expected impact
on defined business objectives.

Changes are classified and prioritized based on their impact on defined innovation objectives.

W6 ot Ldota ]l 14 £ L dafi dia dos 3 ad
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effectiveness of the process change.
Implementation of the approved change(s) is planned as an integrated program or project.

Implementation plan and impact on business goals are discussed and reviewed by organizational
management.

6.2.7.2.3 Generic resources for PA.5.1

— Process innovation framework; [PA.5.1 outcome a, ¢, d]
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Process feedback and analysis system (measurement data, causal analysis results etc.); [PA.5.1
outcome b]

Piloting and trialling mechanism. [PA.5.1 outcome b, c]

6.2.7.2.4 Generic work products for PA.5.1

2.0 Data [PA 5.1 outcome b, c]

3.0 Desgription [PA 5.1 outcome c, d]

4.0 Plaf [PA 5.1 outcome a, d]

5.0 Policy [PA 5.2 outcome a]

8.0 Recprd [PA 5.1 outcome ¢, d]

9.0 Repprt [PA 5.1 outcome b, c]

6.2.7.3| PA.5.2 Process innovation implementation process attribute

6.2.7.3{1 General

The processinnovation implementation process attribute is a measure of the extent to which changes to thd

deflnltl bn“managaement andnerformanceof-the nrocess achieves the relevant nrocessinnovation obiectives.
7 J J r I g}

vV ICrC ooy creo oot toO- oI PO tutriC o To T D Co T prac trc e o o It oV o croTts

Identifies potential areas of innovation and new technology.

Define and maintain business goals.

Prgvides evidence of management commitment.

Defines innovation objectives for the process

Allpcates resources for innovation activities.

ScHedules activities for root cause analysis.

Defines an approach to implementing selected innovations,

Identifies scope of pilot innovation activities.

Estlablishes expectations for conduct and evaluation of pilot innovations.

Identifies potential innovation oppoértunities.

Re¢ords information on new techinology and techniques.

Identifies potential inhovations and process changes.

J r

As a result of full achievement of this process attribute:

a)

b)

82

Impact of all proposed changes is assessed against the objectives of the defined process and standard
process;

Implementation of all agreed changes is managed to ensure that any disruption to the process
performance is understood and acted upon;

Effectiveness of process change on the basis of actual performance is evaluated against the defined
product requirements and process objectives.

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=d9ee7ec05624e18127f848792ae3b9b0

ISO/IEC TS 33074:2020(E)

6.2.7.3.2 Generic practices of PA.5.2

PA.5.2.GP1 Assess the impact of each proposed change against the objectives of the defined and
standard process.

Objective priorities for process innovation are established.

Specified changes are assessed against product quality and process performance requirements
and goals.

Impar‘f of Phangnc tootherdefined and standard processes is considered

PA.5.2.GP2. Manage the implementation of agreed changes to selected areas of the definedfand
standard process according to the implementation strategy.

A mechanism is established for incorporating accepted changes into the defined and
standard process(es) effectively and completely.

The factors that impact the effectiveness and full deployment of the process change are identified and
managed, such as:
— Economic factors (productivity, profit, growth, efficiency, quality, competition, resources, gnd
capacity);

— Human factors (job satisfaction, motivation, morale, conflict fephesion, goal consensus,
participation, training, span of control);

— Management factors (skills, commitment, leadership, knowledge, ability, organizational culture
and risks);

— Technology factors (sophistication of system, technical expertise, development methodology,
need of new technologies).

Training is provided to users of the process.

Process changes are effectively communicated to all affected parties.

Records of the change implementation aye maintained.

PA.5.2.GP3 Evaluate the effectiveness of process change on the basis of actual performance
against process performance and ¢apability objectives and business goals.

Performance and capability of the changed process are measured and compared with historical data.

A mechanism is availablée for documenting and reporting analysis results to management and owners
of standard and defined process.

Measures are analysed to evaluate the effectiveness of process changes.

v

Other feedbackisrecorded, such as opportunities for further innovation of the standard proces

p.2.7.3.3~ \Generic resources for PA.5.2

— _Change management system; [PA.5.2 outcome a, b, ]

—-Process evaluation system (impact analysis, etc.). [PA.5.2 outcome a, ]

6.2.7.3.4 Generic work products for PA.5.2

3.0 Description [PA 5.2 outcome b]

— Documents changes as a result of process innovation actions.
4.0 Plan [PA 5.2 outcome a, b]

— Defines activities and schedule for pilot change implementation.

— Allocates resources for pilot implementation.
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— Assigns responsibility for pilot implementation.

— Defines activities and schedule for organizational implementation of process change.
— Allocates resources and responsibilities for organizational implementation.

— Specifies scope of pilot implementation of proposed change.

8.0 Record [PA 5.2 outcome b]

— Coptaims Tecords of att completedanmd i=progress pilot implenmentations:

— Regords history of and justification for changes.

9.0 Repprt [PA 5.2 outcome a, b, ]

— Degcribes results of pilot implementation of process change.

— Ev3jluates effectiveness of process compared to process innovation objectives.
— Prqvides details on implementation of organizational changes.

— Describes proposed changes to standard and defined process.

12.0 Spkcification [PA 5.2 outcome c]

— Sp¢gcifies measures derived from process innovation objectives:

6.3 Related processes for process attributes

Certain| processes support achievement of the capabilities addressed by a process attribute. Table 2
lists thpse processes and indicates the relation between those processes and each process attribute
(PA). This information can be used in planning précess assessments and in analysis and validation of
the ass¢ssment results.
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Related processes

Process attributes

PA
2.1

PA
Do

PA
3.1

PA
3.2

PA PA
4.1 4.2

PA
5.1

PA
5.2

COM.01 Communication
COM.02 Documentation management

COM.03 Human resource management

X

COM.0Z4 Tmprovement

COM.05 Internal audit

COM.06 Management review

COM.07 Non-conformity management
COM.08 Operational planning

COM.09 Operational implementation and control
COM.10 Performance evaluation

COM.11 Risk management

RAA.1 Business relationship management
RAA.2 Service level management

RAA.3 Service reporting

RAA.4 Supplier management

RAA.5 Service catalogue management
RAF.1 Incident management

RAF.2 Service request management

RAF.3 Problem management

SAD.1 Budgeting and accounting for services
SAD.2 Demand management

SAD.3 Capacity management

SAS.1 Service availability management
SAS.2 Service continuity management
SAS.3 Information security mianagement
SDB.1 Service requirements

SDB.2 Service design

SDB.3 Service transition

SDB.4 Release.and deployment management
SDE.1 Service delivery

SPC.1 Change management
SPC.2Configuration management

TOP.1 Leadership

Moo X ) X X

R X X X

>

Koo X X X X} X X

N

X

,\b‘
Q
)

X

.

A
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Annex A
(informative)

Conformity of the process assessment model

A.1 General

This dd
defined

assessments that meet the requirements of ISO/IEC 33002. It may also be used as an @xample for 3

processy

This an|
define

are embedded verbatim in the text of this annex. They should not be construed'as normative elementg

of this

A.2 Requirements for process assessment models

A2.1

cument sets out a process assessment model that meets the requirements for conformance
in ISO/IEC 33004. The process assessment model can be used in the perfgrmance of

assessment model developer.

ex serves as the statement of conformance of the process assessment model to the requirements
in ISO/IEC 33004. For ease of reference, the requirements from ISO/IEC'33004:2015, Clause 6

ocument.

General

sourcd
The rd
relatid

This International Standard sets out the requirementscthat shall be met by process models used to
suppolt process assessment. A process assessment model shall be based upon a suitable reference

of process definitions based on one or more process reference model(s) as described in Clause 5.
quirements to be met by a process assessment model in order to claim conformance through its
nship with specific process reference medel(s) are defined in Clause 6.

[ISO/IEC 33004:2015, Clause 4]

The purpose of this process assessment model is to support assessment of process capability using the

processy

A.2.2

measurement framework defined in ISO/IEC 33020.

Process assessmeéent model scope

Procef

measy

and rq

referejice model(s);process attributes and process quality levels (if applicable) are based on the process

In ordpr te gssure that assessment results are translatable into a set of process profiles in a repeatable

ses in a procéss assessment model are based on the process descriptions provided in process

rement framework.

ligble manner, process assessment models shall adhere to certain requirements.

[ISO/IEC 33004:2015, 6.2]

The process capability scope of this process assessment model is defined in the process measurement
framework specified in ISO/IEC 33020, which defines a process measurement framework for process
capability satisfying the requirements of ISO/IEC 33003.
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A.2.3 Requirements for process assessment models

6.3.1 A process assessment model shall relate to a single process quality characteristic.

6.3.2 A process assessment model shall incorporate a single process measurement framework,
conformant with ISO/IEC 33003:2015, based on the selected process quality characteristic.

6.3.3 A process assessment model shall be based on one or more process reference models and a process
measurement framework.

6.3.4 A process assessment model shall relate to at least one process from the selected processreference
model(s).

6.3.5 A process assessment model shall declare its scope of coverage in the terms of:
a) the selected process quality characteristic;

b) the selected process measurement framework;

c) the selected process reference model(s);

d) the selected processes from the process reference model(s);

e) the process attributes and (if relevant) the process quality levels of the process quality characteristic
selected from the process measurement framework.

6.3.6 If the selected process measurement framewqrk_ provides a nominal scale, then the pirocess
assessment model shall, for a given process, address, afl-of the defined process attributes, includipg the
process performance attribute.

6.3.7 If the process measurement framework provides an ordinal or interval scale, then the pirocess
assessment model shall address, for a given process, all, or a continuous subset, of the levels (starting at
process quality level 1) of the process measurement framework for the process quality characterigtic for
each of the processes within its scope.

[ISO/IEC 33004:2015, 6.3]

n the capability dimension of this process assessment model, the model addresses all of the process
httributes and capability levels defined in the process measurement framework in ISO/IEC 33020:2019,
Clause 5.
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A.2.4 Assessment indicators

a)

b)

‘)

a)
b)

A

A process assessment model shall be based on a set of assessment indicators that:

The agsessment indicators generally fall into three types:

explicitly address the purpose and process outcomes, as defined in the selected process reference
model, of each of the processes within the scope of the process assessment model;

demonstrate the achievement of the process attributes within the scope of the process assessment
model;

dé¢monstrate the achievement (where relevant) of the process quality levels within the scope of the
pfocess assessment model.

practices that support achievement of either the process purpose or the specific process-attribute.
information items and their characteristics that demonstrate the respective achievements.

rdsources and infrastructure that support the respective achievements.

HSO/IEC 33004:2015, 6.3.8]

The prqcess assessment model provides a two-dimensional view of process capability for the processes
in the process reference model, through the inclusion of assessment indicators as shown in Figure 4
The asgessment Indicators used are:

as shown in Figure 3. They support the judgment ofthe performance and capability of an implemented
procesy.

A.2.5 [Mapping process assessment models to process reference models

bage practices and work products; and

generic practices, generic resources and generic work products

6.3.9 |Mapping process assessment models

A progess assessment model shall/provide explicit mapping from the relevant elements of the process
assessiment model to the processes of the selected process reference model(s), and to the relevant process
attriblites of the selectedrocess measurement framework. The mappings shall be complete, clear and
unambiguous.

This epables process-assessment models that are structurally different to be related to the same process
referefice model(s) and the process measurement framework.

6.3.9.1 Mapping to process reference models

The mapping of the assessment indicators within the process assessment model shall be to the purpose
and process outcomes of the processes in the selected process reference model;

6.3.9.2 Mapping to process measurement framework

The mapping of the assessment indicators within the process assessment model shall be to the process
attributes (including all the process attribute outcomes listed for each process attribute) in the process
measurement framework.

[ISO/IEC 33004:2015, 6.3.9]

Each of the processes in this process assessment model is identical in scope to the process defined in
the process reference model. Each base practice and work product is cross-referenced to the process
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outcomes it addresses. All work products relate as inputs or outputs to the process as a whole — see
mappings in Clause 5.

Each of the process attributes in this process assessment model is identical to the process attribute
defined in the process measurement framework. The generic practices address the process attribute
outcomes from each process attribute. The generic resources and generic work products relate to the
process attribute as a whole.

Table A.1 lists the mappings of the GPs to the achievements associated with each process attribute.

Table A.1 — Mapping of generic practices

GP Practice name Maps to

PA.1.1: Process performance process attribute

PA.1.1.GP1 Achieve the process outcomes. PA.1.14

PA.2.1: Performance management process attribute

PA.2.1.GP1 Identify the objectives for the performance of the process, PA.2.1 3

PA.2.1.GP2 Plan the performance of the process to fulfil the identified objectives. PA.2.1 4

PA.2.1.GP3 Monitor the performance of the process against the plans. PA.2.1d

PA.2.1.GP4 Adjust the performance of the process. PA.2.1d

PA.2.1.GP5 Define responsibilities and authorities forperforming the process. PA.2.1 €

PA.2.1.GP6 Prepare those performing the processtob.execute their PA.2.1f
responsibilities.

PA.2.1.GP7 Identify and make available resourceés to perform the process PA.2.1 ¢
according to plan.

PA.2.1.GP8 Manage the interfaces between involved parties. PA.2.1 h

PA.2.2: Work product management process attribute

PA.2.2.GP1 Define the requirements for the work products. PA.2.2 3

PA.2.2.GP2 Define the requirements for documentation and control of the work PA.2.2 I
products.

PA.2.2.GP3 Identify, document and control the work products. PA.2.2 ¢

PA.2.2.GP4 Reviewyand adjust work products to meet the defined requirements. PA.2.2 g

PA.3.1: Process definition process attribute

PA.3.1.GP1 Define the standard process that will support the deployment of the PA.3.1 4
defined process.

PA.3.1.GP2 Determine the sequence and interaction between processes so that PA.3.1 1
they work as an integrated system of processes.

PA.3.1.GR3 Identify the roles and competencies for performing the standard PA.3.14
process.

PA.3:1.GP4 Identify the required infrastructure and work environment for PA.3.1d

£, H £l i < |
IJCA IUT lllllls LIIC SsudaliiudIil u lJl ULLOS.

PA.3.1.GP5 Determine suitable methods and measures to monitor the PA.3.1e
effectiveness and suitability of the standard process.

PA.3.2: Process deployment process attribute

PA.3.2.GP1 Deploy a defined process that satisfies the context specific PA.3.2a
requirements of the use of the standard process.

PA.3.2.GP2 Assign and communicate roles, responsibilities and authorities PA.3.2Db
for performing the defined process.

PA.3.2.GP3 Ensure necessary competencies for performing the defined process. PA.3.2c
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Table A.1 (continued)

GP Practice name Maps to

PA.3.2.GP4 Provide resources and information to support the PA.3.2d
performance of the defined process.

PA.3.2.GP5 Provide adequate process infrastructure to support the PA.3.2 e
performance of the defined process.

PA.3.2.GP6 Collect and analyse data about performance of the process to PA.3.2f

Tt eIt OOt DTty ot CIrrc TtV orreoos

PA.4.1|Quantitative analysis process attribute

PA.4.1GP1 Align the process with quantitative business goals. PA.4.1 a

PA.4.1GP2 Identify process information needs, in relation with quantitative PA.411'b
business goals.

PA.4.1.GP3 Derive process measurement objectives from process PA.4.1 c
information needs.

PA.4.1GP4 Identify measurable relationships between process elements that  PA.4.1d
contribute to the process performance.

PA.4.1GP5 Establish quantitative objectives for the performance of-the PA4.le

defined process, according to the alignment of the process
with the business goals.

PA.4.1[GP6 Identify product and process measures that support the PA4.1f
achievement of the quantitative objectives for_process
performance.

PA.4.1[GP7 Collect product and process measurementresults through PA4lg

performing the defined process.
PA.4.2|Quantitative control process attribute

PA.4.2|GP1 Select analysis techniques, appriopriate to collected data. PA4.2 a

PA.4.2|GP2 Determine assignable causés-of process variation by analysingthe = PA.4.2b
collected data.

PA.4.2|GP3 Establish distributiofisjthat characterize the process performance. PA.4.2 c

PA.4.2|GP4 Identify and implement corrective actions to address assignable PA4.2d
causes.

PA.4.2|GP5 Establish sepatate distributions for analysing the process under the PA.4.2 e

influence‘of’assignable causes of variation.
PA.5.1{Process innovation process attribute

PA.5.1)GP1 Define the process innovation objectives for the process that PA.5.1a
support the relevant business goals.
PA.5.1)GP2 Analyse data of the process to identify opportunities for best PA.5.1b

practice and innovation.

PA.5.1|GB3 Identify innovation opportunities of the process from new PA.5.1c
teChIOIOgIeS amd Process CONCEPLS.

PA.5.1.GP4 Define an implementation strategy based on long-term innovation = PA.5.1d
vision and objectives.

PA.5.2 Process innovation implementation process attribute

PA.5.2.GP1 Assess the impact of each proposed change against the objectives of PA.5.2 a
the defined and standard process.

PA.5.2.GP2 Manage the implementation of agreed changes to selected areas of PA.5.2b
the defined and standard process according to the implementation
strategy.
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Table A.1 (continued)

GP Practice name Maps to

PA.5.2.GP3 Evaluate the effectiveness of process change on the basis of actual PA.5.2 ¢

performance against process performance and capability objectives
and business goals.

A.2.6 Expression of assessment results

A process assessment model shall provide a formal and verifiable mechanism for representing the\results
of an assessment as a set of process attribute ratings for each assessed process (the process/pnofiles)
selected from the process reference model(s).

[ISO/IEC 33004:2015, $.3.10]

Che process attributes and the process attribute ratings in this process assessment model are identical
Lo those defined in the measurement framework. Consequently, results of assessments based upon this
process assessment model are expressed directly as a set of process attribute ratings for each process
within the scope of the assessment. No translation or conversion is required.

© ISO/IEC 2020 - All rights reserved 91


https://standardsiso.com/api/?name=d9ee7ec05624e18127f848792ae3b9b0

ISO/IE

CTS 33074:2020(E)

Annex B
(informative)

Input and output characteristics

B.1 G

Charac
and ouf
to look

eneral

reristics of inputs and outputs listed in this annex can be used when reviewing potential inputs
puts of process implementation. The characteristics are provided as guidance for thé‘attributes
for to provide objective evidence supporting the assessment of a particular process:.

domai
using t
and the
context

A docur]:wnted process and assessor judgment is needed to ensure that the process context (application

, business purpose, development methodology, size of the organization, etc.) i$ considered when
is information. Inputs and outputs are defined using the schema in Table B-1. Inputs and outputs
ir characteristics should be considered as a starting point for determining whether, given thg
, they are contributing to the intended purpose of the process.

Table B.1 — Input/Output identification

Input/(

utput identifier # An identifier number for the input/output which is used to reference the
input/output.

Input/(

utput name Provides an example of a typicakirame associated with the input/output char-
acteristics. This name is provided as an identifier of the type of input/output
the practice or process might produce. Organizations may call these input/
outputs by different names. The name of the input/output in the organization
is not significant. Similatly, organizations may have several equivalent input/
outputs which contain the characteristics defined in one input/output type.
The formats for the'input/outputs can vary. It is up to the assessor and the
organizational uhit coordinator to map the actual input/outputs produced in
their organization to the examples given here.

Categor

y A group‘with which an item is associated.

Input/(

utput characteristics  |Provides examples of the potential characteristics associated with the input/
output types. The assessor may look for these in the samples provided by the
organizational unit.

B.2 G

The gemeric work product indicators are sets of characteristics that would be expected to be evident

in inpu
suppor

eneric inputiand outputs

[ /outputs of a generic type as a result of achievement of an attribute. The generic input/outputs
[ the'class structure of the input/outputs defined as process performance indicators. Thesd

input/(1utput types are basic input types to process owners of all types of processes. See Table B.2.
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Table B.2 — Generic inputs and outputs

Reference

Category

Purpose

Typical input/output characteristics

1.0

Contract

A contract (or agreement) is the
formal agreement between an
acquirer and a supplier. Infor-
mally, commitments or agree-
ments may be specified between
parts of the same organization

A contract or agreement addresses the
following:

a.

b.

identification of the performing

organizations and their responsibilities

statement of work to be performed, with

(cnmpfimpc called amemaoran-
dum of understanding).

[1SO/IEC/IEEE 15289]

taa}\a baacd Ull'd oC1'V ;LC ulauasclu
process or a system or softwarelifi
model, and scope of tasks

system requirements andsoftward

requirements definition'‘and analysgi

results
negotiated priceland payment sche

deliverables,including documentat
recordsydnd off-the-shelf products
identified

schedule for suppliers to deliver th
product or service

proprietary rights to systems and
technical data and software intelle
property rights: usage, ownership,
warranty and licensing rights

nt

dule

ion,

3%

ctual

provisions for monitoring; reporting,

verification, validation, and accept
criteria

procedures for contract changes,
exceptions, resolving disputes, and|
closeout, such as supplier responsi
in the event of expected or early
termination of the contract or form
agreement and the transfer of serv
another party.

The contract may specify best practices
include standards and strategies for pr
activities and tasks.

Hnce

al

, to

p-cycle

bilities

ces to

cesses,
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Table B.2 (continued)

Reference Category Purpose Typical input/output characteristics
2.0 Data Ordered informational content [a. Result of applying a measure
b. Available to those who need to know
within defined timeframe
3.0 Description |Information item that repre- A description shall include the following
sents a planned or actual con- |elements:
cent function docian ar ahioct
PR RS T ST UEISEE A, Date ol 1ssue and status
[ISO/IEC/IEEE 15289]
b. Scope
c. Issuingorganization
d. References
e. Context
f.  Notation for description
g. Body
h. Summary
i.  Glossary
j. . ‘Ghange history
4. Plan Information item that presents |A plan shall include the following elements
a systematic course of action a.  Date ofissue and status
for achieving a declared pur; |
pose, including when, how,and | Scope
by whom specific activities are
to be performed. c. Issuing organization
[ISO/IEC/IEEE 152€9] d. References (applicable policies, laws,
standards, contracts, requirements, and
other plans and procedures)
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se,

Reference Category Purpose Typical input/output characteristics

e. Approval authority

f.  Introduction, containing the purpo
audience, and scope of the plan

g. Planned activities and tasks

. —Idemntification of tools, metihods, ang
techniques

i.  Schedules

j.  Budgets and cost estimates

k. Resources and theiriallocation, incl
human resources)technical resour
(infrastructure), and tools

1.  Responsibilities and authority, incl
the sénijor responsible owner and
immhrediate process or service owng

m. ‘Interfaces among parties involved

n. Risks and risk identification, asses
and mitigation activities

0. Quality assurance and performancg
measures

p. Environment, infrastructure, secut
and safety

q. Training

r.  Approach for technical and managg
review and reporting

s.  Other plans (plans or task descript
that expand on the details of a plan

t.  Glossary

u. Change procedures and history

v. Termination process.

uding
Ces

uding

r

tment

ity,

ment

jons
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Table B.2 (continued)

Reference Category Purpose Typical input/output characteristics
5.0 Policy Clear and measurable state- A policy shall include the following elements:
ment of prgferred dlr.egtlon a. Date of issue, effective date, and status)
and behavior to condition the
decisions made within an or- b. Scope
ganization.
[1SO/IEC/IEEE 15289] c. Issuing organization
d. Approval authority and identification of;
those accountable for enforcing the policy
e. Authoritative references for compliarice
or conformance (such as polici€s, Taws
and regulations, standards,contracts,
requirements, and vision 6rymission
statements)
f.  Body, including objectives
g. Glossary
h. Change histery.
6.( Procedure |Information item that presents |A procedureshall include the following
an ordered series of steps to per- |elementss
form a process, activity, or task. 2. Daté ofissue and status
[ISO/IEC/IEEE 15289]
by Scope
c. Issuingorganization
d. Approval authority
e. Relationship to plans and other
procedures
f.  Authoritative references
g. Inputs and outputs
h. Ordered description of steps to be taken
by each participant
i.  Error and problem resolution
j- Glossary
k. Change history.
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Reference Category

Purpose

Typical input/output characteristics

7.0 Product

Output of an organization that
can be produced without any
transaction taking place be-
tween the organization and the
customer.

[1SO 9000:2015, 3.7.6]

Production of a product is achieved without

any transaction necessarily taking place

between provider and customer, but can often
involve this service element upon its delivery

to the customer.

The dominant element of a product is that it is

generatty tangtble.

Hardware is tangible and its amountis a

countable characteristic (e.g. tyres). Prgcessed
isa
boft
drinks). Hardware and priecessed matefi-
als are often referred to.as goods. Software
consists of information regardless of delivery
medium (e.g. computer programme, mopile
phone app, instruction manual, dictiongdry con-
tent, musical'\cemposition copyright, drjver’s

materials are tangible and their amounf
continuous characteristic fe.g. fuel and

license),

8.0 Record

Set of related data items treated
as a unit.

[1SO/IEC/IEEE 15289]

A record-shall include the following elempents:

ar ‘Date of record, date recorded, and
b. Scope

c. Subject or category

d. Issuingorganization

e. References

f.  Body

g. Unique record identifier

ttatus

9.0 Report

Infefmation item that describes
the results of activities such as
investigations, observations,
assessments, or tests.

[1SO/IEC/IEEE 15289]

A report shall include the following elements:

a. Date of issue and status
b. Scope

c. Issuingorganization

d. Contributors

e. Summary

f.  Introduction, including the purpos¢
audience, and scope of the report

g. Context (assumptions)

h. Body (including methods of obtaining

results)
i.  Conclusions and recommendations
j- References

k. Bibliography
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Table B.2 (continued)

Reference Category Purpose Typical input/output characteristics

10.0 Repository |Storage facility for data a. Repository for components
b. Storage and retrieval capabilities
c. Ability to browse content

d. Listing of contents with description of
attributes

e. Sharing and transfer of components
between affected groups

f.  Effective controls over access
g. Maintain component descriptions

h. Recovery of archive.versions of
components

i.  Ability to repont component status

j.  Changestocomponents are tracked to
change(/)user requests

11.p Request Record information needed to  |A requestshall include the following elements:
solicit a response.

[1SO/IEC/IEEE 15289]

a. . Bate of initiation

b.” Scope

c. Subject

d. Originator of request

e. Identification of requested item, service,
or response

f.  Detailed description of requested item,
service, or response, including due date

g. Justifications.

12.p Specification JRrovide requirements for a A specification shall include the following
required service, product, or elements:
process. a. Date of issue and status

[ISO/IEC/IEEE 15289]
b. Scope

c. Issuing organization

d. References

C. AlJlJl UVCl} aut}1u1 lt_y
f.  Body
g. Assurance requirements

h. Conditions, constraints, and
characteristics

i.  Glossary

j.  Change history
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Specific outputs are typically created by process owners and applied by process deployers in order to
satisfy an outcome of a particular process purpose. See Table B.3.

NOTE1 The reference scheme for the specific inputs and outputs associates the item to the first reference
(direct or implied) to an informational element in a subclause of ISO/IEC 20000-1. The set of items in a category is
ordered alphabetically.

NOTE 2 The term 'normative' that appears under the Characteristics column refers to a requirement in

SO/IEC 20000-1 to create an item that contains at least the defined informational characteristics. W
ferm 'informative' appears, it implies that the defined characteristics are recommended good practice,

NOTE 3  Insome cases there are multiple elements to an information item. A single item (for example 0
have more than one descriptive component to it. These elements are differentiated from each'other by m|
hn element reference. For example, in 01-2 there are two descriptive elements.

Table B.3 — Specific inputs and outputs

here the

1-2) can
eans for

Reference

Name

Category

€haracteristics

01-1

Service level agreement

Contract

20000-F¥3ED IS 8.3.3 2.1 For each ser
delivered; the organization shall estal

one ormore SLAs based on the [document-

ed])service requirements.

20000-1 3ED IS 8.3.3 2.2 [For each sej
delivered, the organization shall estal

one or more SLAs based on the] docuinented

service requirements.

20000-1 3ED IS 8.3.3 3. The SLA(s) sh
include service level targets, workloa
and exceptions.

yice
blish

vice
blish

hll
l limits

01-2

Supplier agreement

Contract

20000-1 3ED IS 8.3.4.1 2.1 For each ey
supplier, the organization shall agree
umented] contract.

20000-1 3ED IS 8.3.4.1 2.2 [For each ¢
supplier, the organization shall agree
umented [contract].

20000-1 3ED IS 8.3.4.1 3.1 a) The cont
shall include or contain a reference to
scope of the services, service compon
processes or parts of processes to be

ed or operated by the external supplig

20000-1 3ED IS 8.3.4.1 3.2 b) The cont
shall include or contain a reference to|
requirements to be met by the extern
supplier;

ternal
a [doc-

xternal
a] doc-

ract

a)
ents,
brovid-
b

ract
b)
hl

20000-1 3ED1S8.3.4.1 3.3 c) The con

ract

shall include or contain a reference to

service level targets or other contractual

obligations;

1 C)
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Table B.3 (continued)

Reference

Name

Category

Characteristics

20000-1 3ED IS 8.3.4.1 3.4 d) The contract
shall include or contain a reference to: d)
authorities and responsibilities of the organ-
ization and the external supplier.

20000-1 3ED IS 8.3.4.1 5. The organization
shall define and manage the interfaces with

the externat Suppifer.

20000-1 3ED IS 8.3.4.2 1.1 For each interhal
supplier or customer acting as a supplier-the
organization shall develop, agree arid main-
tain a [documented] agreement tQ define the
service level targets, other comniitments, ac-
tivities and interfaces between, the parties.

20000-1 3ED IS 8.3.4.2 1.2 [For each internal
supplier or customer@cting as a supplier, the
organization shall.d€velop, agree and main-
tain a] documented [agreement to define the
service level targeéts, other commitments, ac-
tivities and.interfaces between, the parties.]

Auditor list

Data

2000051 3ED 1S 9.2.2 1.5 c) The organization
shallre)'select auditors and conduct audits
toenstre objectivity and the impartiality of
the audit process;

02-02

Configuration item change
log

Data

20000-1 3ED IS 8.2.6 5. CIs shall be con-
trolled.

20000-1 3ED IS 8.2.6 7. The configuration
information shall be updated following the
deployment of changes to Cls.

20000-1 3ED IS 8.2.6 6. Changes to Cls shall
be traceable and auditable to maintain the
integrity of the configuration information.

Implemented changes log

Data

20000-1 3ED IS 8.5.1.3 4. Approved changes
shall be prepared, verified and, where possi-
ble, tested.

Management review
issue log

Data

20000-1 3ED IS 9.3 1.1 Top management
shall review the organization's SMS and the
services, [at planned intervals,] to ensure
their continuing suitability, adequacy and
effectiveness.

20000-1 3ED IS 9.3 3. The outputs of the
management review shall include decisions
related to continual improvement opportu-
nities and any need for changes to the SMS

dand the services.

20000-1 3ED IS 9.3 4. The organization shall
retain documented information as evidence
of the results of management reviews.
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Table B.3 (continued)

Reference Name

Category

Characteristics

02-05 MS Implementation log

Data

20000-1 3ED 1S 8.1 1.1 a) The organization
shall plan, implement and control the pro-
cesses needed to fulfil requirements, and to
implement the actions determined in 6 by:
a) establishing performance criteria for the
processes based on requirements;

20000-1 3ED 1S 8T 12 b) The organization
shall plan, implement and control-the|pro-
cesses needed to fulfil requirements, pnd to
implement the actions determined in  by: b)
implementing control of the'processes in ac-
cordance with the established performance
criteria;

20000-1 3ED IS 8.12.1 The organizatjon
shall control planned changes to the §MS
and reviewthe-consequences of unintend-
ed changes; Jtaking action to mitigatelany
adverse. effects, as necessary (see ISO
IEC 20000-1:2018, 8.5.1).]

20000-1 3ED IS 8.1 2.2 [The organization
Shall control planned changes to the §MS
and review the consequences of unintend-
ed changes,] taking action to mitigate|any
adverse effects, as necessary (see I[SO
IEC 20000-1:2018, 8.5.1).

20000-1 3ED IS 8.6.1 4. Major incidents shall
be classified and managed according to a
documented procedure.

02-06 Problem management

known error log

Data

20000-1 3ED IS 8.6.3 7.1 Known erroifs shall
be recorded.

02-07 Release log

Data

20000-1 3ED IS 8.5.3 9. The release shall be
deployed into the live environment sq that
the integrity of the services and servife com-
ponents is maintained.

02-08 Setvice availability

action log

Data

20000-1 3ED IS 8.7.1 6. Unplanned noh avail-
ability shall be investigated and necegsary
actions taken.

02-09 Service availability log

Data

20000-1 3ED IS 8.7.1 5.1 Service availpbility
shall be monitored, [the results recorfled]
and compared with the targets.

20000-1 3ED IS 8.7.1 5.2 Service availpbility
[shall be monitored], the results recorded
and compared with the targets.

20006

SCI ViLC Pl UVidUl I UIU
assignments list

n
Ddld

20000-t3EP15 8323~ TFheor gduiz.dtion
shall have one or more designated individ-
uals responsible for managing customer
relationships and maintaining customer
satisfaction.
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Reference

Name

Category

Characteristics

02-11

Service provision complaint
resolution log

Data

20000-1 3ED IS 8.6.1 6. The organization
shall assign responsibility for managing
each major incident.

20000-1 3ED IS 8.3.2 8.1 The results shall be
analysed, reviewed [to identify opportuni-
ties for improvement and reported.]

20000-1 3ED IS 8.3.2 9. Service complaints
shall be recorded, managed to closure and
reported.

20000-1 3ED IS 8.3.2 10. Where a4ervice
complaint is not resolved throughjthe nor-
mal channels, a method of escalation shall be
provided.

Service provision issue log

Data

20000-1 3ED IS 9.4 4. The'organization shall
make decisions andtake actions based on
the findings in serwie€ reports.

Service stakeholder list

Data

20000-1 3ED 1542 1.1 The organization
shall determine’ a) the interested parties
that are relevant to the SMS and the services;

20000<1 3ED IS 8.3.2 1.1 The customers,
uséps'dand other interested parties of the ser-
vices shall be identified [and documented].

20000-1 3ED IS 8.3.2 1.2 The customers,
users and other interested parties of the ser-
vices shall be [identified and] documented.

03-01

Audit objectives

Description

20000-1 3ED 1S 9.2.1 1.1 a) 1) The organiza-
tion shall conduct internal audits [at planned
intervals] to provide information on wheth-
er the SMS: a) conforms to: 1) the organiza-
tion’s own requirements for its SMS;

20000-1 3ED 1S 9.2.1 1.2 a) 2) The organ-
ization shall conduct internal audits [at
planned intervals] to provide information
on whether the SMS: a) conforms to: 2) the
requirements of this document;

20000-1 3ED IS 9.2.1 1.3 b) The organization
shall conduct internal audits [at planned in-
tervals] to provide information on whether
the SMS: b) is effectively implemented and
maintained.

Change improvement
opportunity

Description

20000-1 3ED IS 8.5.1.3 11.2 [The results and
conclusions drawn from the analysis shall be

recorded and reviewed] to identify apportu-
nities for improvement.
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Reference

Name

Category

Characteristics

03-03

Change request
classification criteria

Description

20000-1 3ED 1S 8.5.1.2 2.1 a) The organiza-
tion shall use service design and transition

in ISO/IEC 20000-1:2018, 8.5.2 for: a)

services with the potential to have a major
impact on customers or other services as de-

termined by the change management

new

policy;

20000-1 3ED1S85:1-2 272 by The org
tion shall use service design and trans
ISO/IEC 20000-1:2018, 8.5.2 fort b)ch
to services with the potential-tahave
impact on customers or other‘services
termined by the change management

20000-1 3ED IS 8.5.1.2)2.3 ¢) The org4
tion shall use serviCe design and tran
for: c) categories of change that are to
managed by’service design and trans
ISO/IEC 20000-1:2018, 8.5.2 accordin
change manhagement policy;

20000-1 3ED 1S 8.5.1.2 2.4 d) The org
zdtion shall use service design and tr:
tion in ISO/IEC 20000-1:2018, 8.5.2 fa
removal of a service;

20000-1 3ED IS 8.5.1.2 2.5 €) The org4
tion shall use service design and tran
in ISO/IEC 20000-1:2018, 8.5.2 for: €)
fer of an existing service from the org
tion to a customer or other party;

20000-1 3ED IS 8.5.1.2 2.6 f) The orgd
tion shall use service design and tran
in ISO/IEC 20000-1:2018, 8.5.2 for: f)
fer of an existing service from a custo|
other party to the organization.

20000-1 3ED IS 8.5.1.3 3.1 a) Decision|
ing shall also consider potential impa
the change on: a) existing services;

20000-1 3ED IS 8.5.1.3 3.2 b) Decisior]
ing shall also consider potential impa
the change on: b) customers, users an|
interested parties;

20000-1 3ED IS 8.5.1.3 3.3 ¢) Decision|
ing shall also consider potential impa
the change on: c) policies and plans re
by this document;

niza-
ition in
hnges

h major
as de-
bolicy;

niza-
sition
be
tion in
o to the

hni-
nsi-

r: d)

niza-
Sition
trans-
Aniza-

niza-
fition
trans-
mer or

mak-
Cts of

mak-
Cts of
d other

mak-
Cts of
quired
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Reference Name Category Characteristics

20000-1 3ED IS 8.5.1.3 3.4.1 d) Decision
making shall also consider potential impacts
of the change on: d) capacity, service avail-
ability, service continuity and information
security;

20000-1 3ED IS 8.5.1.3 3.4.2 d) Decision
Making shatl atso constder potentiat impacts
of the change on: d) [capacity, service avail-
ability, service continuity and] informatign
security;

20000-1 3ED IS 8.5.1.3 3.5 €) Degision mak-
ing shall also consider potentialimpacts of
the change on: e) other requests for change,
releases and plans for deployment.

20000-1 3ED IS 8.5.1.8 2. Decision-making
shall take into consideration the risks, busi-
ness benefits, feasibility and financial impact.

03-04 Information security Description 20000-1 3ER1S)8.7.3.2 2.1 Information
controls report security controls shall be determined,
implemented and operated to support the
infopmation security policy [and address
ideéntified information security risks.]

20000-1 3ED IS 8.7.3.2 2.2 [Information
security controls shall be determined,
implemented and operated to support the
information security policy and] address
identified information security risks.

20000-1 3ED IS 8.7.3.2 2.3 Decisions about
security control shall be documented.

20000-1 3ED IS 8.7.3.2 2.4 The organization
shall [agree and] implement information se-
curity controls to address information secu-
rity risks related to external organizations.

03-05 Information sgcurity Description 20000-1 3ED IS 8.7.3.3 3.2 [Information
improvement opportunity security incidents shall be reported and
reviewed] to identify opportunities for im-
provement.

03-06 Majoy incident definition Description 20000-1 3ED IS 8.6.1 3. The organization
shall determine criteria to identify a major
incident.

03-07 Major incident Description 20000-1 3ED IS 8.6.1 7.2 [After the incident

improvement opportunity has been resolved, the major incident shall

be reported and reviewed] to identify oppor-
Tunities for improvement.
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Reference

Name

Category

Characteristics

03-08

Management review
objectives

Description

20000-1 3ED 1S 6.1.2 1.1 The organization
shall determine [and document]: a) risks
related to: 1) the organization;

20000-1 3ED IS 6.1.2 1.2 The organization
shall [determine and] document: a) risks
related to: 1) the organization;

20000-1 3ED IS 9.3 2.1 a) The managgment
review shall include consideratjon|of:(a) the
status of actions from previous management
reviews;

20000-1 3ED IS 9.3 2.2.B) The managgment
review shall include consideration of:|b)

changes in externaland internal issugs that
are relevant to the SMS;

20000-1 3ED,159.3 2.3 ¢) 1) The mandge-
ment review'shall include consideratipn

of: [c) information on the performancg and
effectiveness of the SMS, including trgnds in:
1) onconformities and corrective acfions;]

20000-1 3ED 1S 9.3 2.4 ¢) 1) [The manjage-
ment review shall include consideratipn of:
¢) information on the performance and effec-
tiveness of the SMS, including trends {n:] 1)
nonconformities and corrective actiops;

20000-1 3ED IS 9.3 2.5 c¢) 2) The mandge-
ment review shall include consideratipn of:[
¢) information on the performance anjd effec-
tiveness of the SMS, including trends in: 2)
monitoring and measurement results}]

20000-1 3ED IS 9.3 2.6 c) 2) [The manjage-
ment review shall include consideratipn of:
¢) information on the performance and effec-
tiveness of the SMS, including trends In:] 2)
monitoring and measurement results

20000-1 3ED 1S 9.3 2.7 ¢) 3) The mandge-
ment review shall include consideratipn

of: [c) information on the performancg and
effectiveness of the SMS, including trgnds in:
3) audit results;]

20000-1 3ED 1S 9.3 2.8 ¢) 3) [The manjage-
ment review shall include consideratipn of:
¢) information on the performance anjd effec-
tiveness of the SMS, including trends in:] 3)

AUdIt Fesults;

20000-1 3ED IS 9.3 2.9 d) The management
review shall include consideration of: d)
opportunities for continual improvement.
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Reference Name

Category

Characteristics

20000-1 3ED 1S 9.3 2.10 e) The management
review shall include consideration of: e)
feedback from customers and other interest-
ed parties;

20000-1 3ED IS 9.3 2.11 f) The management
review shall include consideration of: f)

adherence to and suitabiiity of the Service
management policy and other policies re;
quired by this document;

20000-1 3ED IS 9.3 2.12 g) The manage-
ment review shall include consideration
of: g) achievement of service mahagement
objectives;

20000-1 3ED IS 9.3 2.13'h) The management
review shall include,donsideration of: h)
performance of the‘services;

20000-1 3ED ]S\9.8 2.14 i) The management
review shallinclude consideration of: i)
performance of other parties involved in the
delivery, of the services;

2000041 3ED IS 9.3 2.15j) The management
review shall include consideration of: j)
current and forecast human, technical, in-
formation and financial resource levels, and
human and technical capabilities;

20000-1 3ED IS 9.3 2.16 k) The management
review shall include consideration of: k)
results of risk assessment and the effective-
ness of actions taken to address risks and
opportunities (see 6.1);

20000-1 3ED 1S 9.3 2.17 1) The management
review shall include consideration of: 1)
changes that can affect the SMS and the
services;

20000-1 3ED IS 10.1.1 1.8 d) When a non-
conformity occurs, the organization shall:
d) review the effectiveness of any corrective
action taken;

03-09 Management system
strategy: Competency

Description

20000-1 3ED IS 7.2 1.2 The organization
shall: b) ensure that these persons are com-
petent on the basis of appropriate education,
training or experience;

0B-10 Management system

Description

20000-1 3ED IS 8.2.1 1. The organization

strategy: Delivery

shall operate the SMS ensuring co-ordina-
tion of the activities and the resources.

20000-1 3ED IS 8.2.1 2. The organisation
shall perform the activities required to
deliver services.
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Reference

Name

Category

Characteristics

03-11

Management system
strategy: Documentation

Description

20000-1 3ED IS 7.5.1 1.1 The organization’s
SMS shall include: a) documented informa-
tion required by this document;

20000-1 3ED IS 7.5.1 1.2 The organization’s
SMS shall include: b) documented informa-
tion determined by the organization as being

TIecessary for the effectiveness of the SMS.

20000-1 3ED IS 7.5.4 1.1 a) The documnpented
information for the SMS shall include;a)
scope of the SMS;

20000-1 3ED IS 7.5.4 1,2\b) The documented
information for the SMS-shall includeqb) pol-
icy and objectivesdfor service management;

20000-1 3ED IS 7.5.4 1.3 c) The docunjent-
ed informationfor the SMS shall include: c)
service management plan;

20000-1-3ED IS 7.5.4 1.4 d) The docurhented
information for the SMS shall include;d)

chHange management policy, information se-
curity policy and service continuity plan(s);

20000-1 3ED IS 7.5.4 1.5 e) The document-
ed information for the SMS shall inclulde: e)
processes of the organization’s SMS;

20000-1 3ED IS 7.5.4 1.6 f) The docunjent-
ed information for the SMS shall include: f)
service requirements;

20000-1 3ED IS 7.5.4 1.7 g) The documented
information for the SMS shall include{g)
service catalogue(s);

20000-1 3ED IS 7.5.4 1.8 h) The docurhented
information for the SMS shall includeh)
service level agreement(s) (SLA);

20000-1 3ED IS 7.5.4 1.9 i) The documnient-
ed information for the SMS shall include: i)
contracts with external suppliers;

20000-1 3ED IS 7.5.4 1.10 j) The document-
ed information for the SMS shall inclulde:
j) agreements with internal suppliers|or
customers acting as a supplier;
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Reference

Name

Category

Characteristics

20000-1 3ED IS 7.5.4 1.11 k) The document-
ed information for the SMS shall include:

k) procedures that are required by this
document;

20000-1 3ED IS 7.5.4 1.12 1) The document-
ed information for the SMS shall include: 1)

TECOrds requiTed to deMonstrate evidence
of conformity to the requirements of this
document and the organisation's SMS;

0p-12

Management system
strategy: External
and internal issues

Description

20000-1 3ED IS 4.1 1. The organization‘shall
determine external and internalissues that
are relevant to its purpose andthat affect its
ability to achieve the intendedoutcome(s) of
its SMS.

0B-13

Management system
strategy: Knowledge

Description

20000-1 3ED IS 7.6 1.1 The organization
shall determine [andiraintain] the knowl-
edge necessary to'support the operation of
the SMS and theservices.

20000-1 3ED IS 7.6 1.2 The organization
shall [determine and] maintain the knowl-
edgenécessary to support the operation of
the’ SMS and the services.

20000-1 3ED IS 7.6 2.1 The knowledge shall
be relevant, usable [and available to appro-
priate persons.]

20000-1 3ED IS 7.6 2.2 The knowledge shall
be [relevant, usable and] available to appro-
priate persons.

0B-14

Management system
strategy: Management
commitment

DPescription

20000-1 3ED IS 5.1 1.1 a) Top management
shall demonstrate leadership and commit-
ment with respect to the SMS by: a) ensuring
that the service management policy and
service management objectives are estab-
lished and are compatible with the strategic
direction of the organization;
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Reference

Name

Category

Characteristics

20000-1 3ED IS 5.1 1.2 b) Top management
shall demonstrate leadership and commit-
ment with respect to the SMS by: b) ensuring
that the service management plan is created,
implemented and maintained in order to
support the service management policy, and
the achievement of the service management

objectives and the service requirements;

20000-1 3ED IS 5.1 1.7 g) Top nfanagement
shall demonstrate leadership.and commit-
ment with respect to the SMS'by: g) ensuring
that the resources needéd)for the SM{ and
the services are available;

20000-1 3ED IS 5.11.8 h) Top management
shall demonstrate'leadership and conp-
mitment with'reéspect to the SMS by: }L)
communicating the importance of effgctive
servicemahagement, achieving the sqrvice
management objectives, delivering vallue and
conforming to the SMS requirements;

20000-1 3ED IS 6.1.1 1.1 a) When plarjning
for the SMS, the organization shall copsider
the issues referred to in ISO/IEC 200(00-
1:2018, 4.1 and the requirements refefrred to
in ISO/IEC 20000-1:2018, 4.2 and det¢rmine
the risks and opportunities that need(to be
addressed to: a) give assurance that the SMS
can achieve its intended outcome(s);

20000-1 3ED IS 6.1.1 1.2 b) When planning
for the SMS, the organization shall Coisider
the factors referred to in ISO/IEC 20000-
1:2018, 4.1 and the requirements refefrred to
in ISO/IEC 20000-1:2018, 4.2 and det¢rmine
the risks and opportunities that need|to be
addressed to: b) prevent, or reduce, upde-
sired effects;

20000-1 3ED 1S 6.1.1 1.3 c) When plarining
for the SMS, the organization shall copsider
the factors referred to in ISO/IEC 20000-
1:2018, 4.1 and the requirements refefrred to
in ISO/IEC 20000-1:2018, 4.2 and det¢rmine
the risks and opportunities that need|to be
addressed to: c) achieve continual improve-
ment of the SMS and the services.

20000-1 3ED IS 6.1.2 1.4 The organizhtion

shall [determine and] document: a) risks
related to: 2) not meeting the service re-
quirements;
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Reference

Name

Category

Characteristics

03-15

Management system
strategy: Suppliers

Description

20000-1 3ED IS 8.3.1 1.1 The organization
may use suppliers to: a) operate services;

20000-1 3ED IS 8.3.1 1.2 The organization
may use suppliers to: b) provide service
components;

20000-1 3ED 1S 8.3.1 1.3 The organization

may use suppliers to: ¢) operate service
components;

20000-1 3ED IS 8.3.1 1.4 The organization
may use suppliers to: d) operate pfiocesses,
or parts of processes, that are inthe organi-
zation’s SMS.

0B-16

MS Measurement
information gathering
events

Description

20000-1 3ED IS 9.1 1.1 a) ' FHe organization
shall determine: a) what nieeds to be mon-
itored and measured for the SMS and the
services;

20000-1 3EDAS:941 1.2 b) The organization
shall determiné: b) the methods for monitor-
ing, measuyement, analysis and evaluation,
as applicable, to ensure valid results;

20000-1 3ED IS 9.1 1.3 ¢) The organization
shall determine: c) when the monitoring and
measuring shall be performed;

20000-1 3ED 1S 9.1 1.4 d) The organization
shall determine: d) when the results from
monitoring and measurement shall be ana-
lysed and evaluated.

20000-1 3ED IS 9.1 2. The organization shall
retain appropriate documented information
as evidence of the results.

20000-1 3ED IS 9.1 3. The organization shall
evaluate the SMS performance against the
service management objectives and evaluate
the effectiveness of the SMS.

20000-1 3ED IS 9.1 4. The organization shall
evaluate the effectiveness of the services
against the service requirements.

0B-17

New or changed service
design

Description

20000-1 3ED IS 8.5.2.2 1.1 The new or
changed services shall be designed [and doc-

umented] to meet the service requirements
determined in ISO/IEC 20000-1:2018, 8.2.2.

20000-1 3ED IS 8.5.2.2 1.2 The new or

changed services shall [be designed and] doc-
umented to meet the service requirements
determined in ISO/IEC 20000-1:2018, 8.2.2.

03-18

Process description

Description

The set of activities that transforms the
inputs into outputs is determined.

03-19

Release acceptance
test criteria

Description

20000-1 3ED IS 8.5.3 5. [The release shall be
verified against the] documented acceptance
criteria [and approved before deployment.]

03-20

Release measurement
information needs

Description

20000-1 3ED IS 8.5.3 11. Measurements shall
include incidents related to a release in the
period following deployment of a release.
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Reference

Name

Category

Characteristics

03-21

Release performance
improvement
opportunity

Description

20000-1 3ED 1S 8.5.3 12.2 [The results and
conclusions drawn from the analysis shall be
recorded and reviewed] to identify opportu-
nities for improvement.

03-22

Risk and opportunity
identification

Description

20000-1 3ED IS 6.1.2 1.3 The organization
shall determine [and document]: a) risks

) DR N Lo R b s 4] -
ITIdlTU LU. LJ ITUU lllCCLllls LIIT STI VILT re'
quirements;

20000-1 3ED IS 6.1.2 1.5 The onganization

shall determine [and document]: a) riks re-
lated to: 3) the involvement of other plarties
in the service lifecycle;

20000-1 3ED IS 6.12 1’6 The organizgtion

shall [determine‘and] document: a) rigks re-
lated to: 3) thé involvement of other pjarties
in the service lifecycle;

20000-1 3ED IS 8.7.1 1.1 [At planned ipter-
vals;]'the risks to service availability $hall be
assessed [and documented.]

20000-1 3ED IS 8.7.1 1.2 [At planned ipter-
vals,] the risks to service availability $hall be
[assessed and] documented.

20000-1 3ED IS 8.7.2 1.1 [At planned ipter-
vals,] the risks to service continuity shall be
assessed [and documented.]

20000-1 3ED IS 8.7.2 1.2 [At planned inter-
vals,] the risks to service continuity shall be
[assessed and] documented.

20000-1 3ED 1S 8.7.3.2 1.1 [At planned inter-
vals,] the information security risks tp the

SMS and the services shall be assessefl [and
documented.]

20000-1 3ED 1S 8.7.3.2 1.2 [At planned inter-
vals,] the information security risks tp the

SMS and the services shall be [assessdd and]
documented.

03-23

Risk assessment criteria

Description

20000-1 3ED IS 6.1.2 1.7 The organizgtion
shall determine [and document]: b) the im-
pact on customers of risks and opportunities
for the SMS and the services;

20000-1 3ED IS 6.1.2 1.8 The organizgtion
shall [determine and] document: b) tHe im-

4 4 £oaial pa | i3
Pat T U CUSTOTITCT S UT TSRS AT O ppuUT unities

for the SMS and the services;

20000-1 3ED IS 6.1.2 1.9 The organization
shall determine [and document]: c) risk
acceptance criteria; (general)

20000-1 3ED IS 6.1.2 1.10 The organization
shall determine [and document]: ¢) risk ac-
ceptance criteria; (information security)

20000-1 3ED IS 6.1.2 1.11 The organization
shall [determine and] document: c) risk
acceptance criteria;
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Reference

Name

Category

Characteristics

03-24

Service catalogue

Description

20000-1 3ED IS 8.2.4 1.1 The organization
shall create [and maintain] one or more ser-
vice catalogues.

20000-1 3ED IS 8.2.4 1.2 The organization
shall [create and] maintain one or more
service catalogues.

20000-1 3ED IS 8.2.4 2. The service cata-
logue(s) shall include information for the
organization, customers, users and other
interested parties to describe the séxvices,
the intended outcomes and dependencies
between the services.

20000-1 3ED IS 8.2.4 3. Theorganization
shall provide access to apptopriate parts of
the service catalogue(tojits customers, users
and other interested parties.

03-25

Service management
objectives

Description

20000-1 3ED I1S(6.2.1 1. The organization
shall establish’Service management objec-
tives at releévant functions and levels.

20000<Y 3ED IS 6.2.1 2.1 The service man-
agement objectives shall: a) be consistent
with the service management policy;

20000-1 3ED IS 6.2.1 2.2 The service man-
agement objectives shall: b) be measurable;

20000-1 3ED IS 6.2.1 2.3 The service
management objectives shall: c) take into
account applicable requirements;

20000-1 3ED IS 6.2.1 2.4 The service man-
agement objectives shall: d) be monitored;

20000-1 3ED IS 6.2.1 2.5 The service manage-
ment objectives shall: €) be communicated;

20000-1 3ED IS 6.2.1 2.6 The service man-
agement objectives shall: f) be updated as
appropriate.

20000-1 3ED IS 6.2.1 3. The organization
shall retain documented information on the
service management objectives.
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Reference

Name

Category

Characteristics

03-26

Service management
planning objectives

Description

20000-1 3ED 1S 6.2.2 1.1 a) When planning
how to achieve its service management ob-
jectives, the organization shall determine: a)

what will be done;

20000-1 3ED IS 6.2.2 1.2 b) When planning
how to achieve its service management ob-

jectives, the organization shatt deter
what resources will be required;

20000-1 3ED IS 6.2.2 1.3 ¢) When’pla
how to achieve its service manageme
jectives, the organization.shall detern
who will be responsible;

20000-1 3ED IS 6.2:2 1.4 d) When pla

how to achieve its.sérvice management ob-

jectives, the organization shall detern
when it willbe completed;

20000-13ED 1S 6.2.2 1.5 €) When pla
howto.dchieve its service manageme
jectives, the organization shall detern
how the results will be evaluated.

ine: b)

ning
t ob-
hine: c)

hning
hine: d)
ning

t ob-
hine: €)

03-27

Service management
resource allocation

Description

20000-1 3ED IS 7.1 1.2 The organizati
shall [determine and] provide the hun
technical, information and financial

resources needed for the establishme|

implementation, maintenance and comtinual

improvement of the SMS and the oper]
of the services to meet the service reg
ments and achieve the service manag
objectives.

Ation
uire-
bment

03-28

Service managenient
resource needs

Description

20000-1 3ED IS 7.1 1.1 The organizati
shall determine [and provide] the hun
technical, information and financial

resources needed for the establishme]|

implementation, maintenance and comtinual

improvement of the SMS and the oper;
of the services to meet the service red
ments and achieve the service manag
objectives.

han,
nt,
ation

uire-
Ement

© ISO/IEC 2020 - All rights reserved

113


https://standardsiso.com/api/?name=d9ee7ec05624e18127f848792ae3b9b0

ISO/IEC TS 33074:2020(E)

Table B.3 (continued)

Reference

Name

Category

Characteristics

03-29

Service management roles
and responsibilities

Description

20000-1 3ED IS 5.3 1. Top management

shall ensure that the responsibilities and
authorities for roles relevant to the SMS and
the services are assigned and communicated
within the organization.

20000-1 3ED IS 5.3 2.1 a) Top management

Shattassign the responsibiiity and authority
for: a) ensuring that the SMS conforms to-the
requirements of this document;

20000-1 3ED IS 5.3 2.2 b) Top management
shall assign the responsibility and authority
for: b) reporting on the perforfmarnce of the
SMS and the services to top management.

20000-1 3ED IS 8.3.4.1 1:THe organization
shall have one of moré designated individ-
uals responsible fefdnanaging the relation-
ship, contracts and performance of external
suppliers.

Service management
system scope

Description

20000-1 3ED IS 4.3 1. The organization shall
determine-the boundaries and applicability
of the SMS to establish its scope.

20000-1 3ED IS 4.3 2.1 When determining

this scope, the organization shall consider:
a) the external and internal issues referred
to in ISO/IEC 20000-1:2018, 4.1;

20000-1 3ED IS 4.3 2.2 When determining
this scope, the organization shall consid-
er: b) the requirements referred to in ISO/
IEC 20000-1:2018, 4.2;

20000-1 3ED IS 4.3 2.3 When determining
this scope, the organization shall consider: c)
the services delivered by the organization.

20000-1 3ED IS 4.3 3. The definition of the
scope of the SMS shall include the services
in scope and the name of the organization
managing and delivering the services.

20000-1 3ED IS 4.3 4.1 The scope of the SMS
shall be available [and be maintained] as
documented information.

20000-1 3ED IS 4.3 4.2 The scope of the SMS
shall be [available and be] maintained as
documented information.

200000 420NN I1C 0O 2 9 0 2 Ml

o . s
JCTVICCPTUVTISTOIT

improvement opportunity

AnY H
DCSTTTPTIUTT

~UUUVUUTL OLD 10 0U.0.4 0.4 Ll 1T lCDL{}tD oha}}
be analysed, reviewed] to identify opportu-
nities for improvement and reported.

03-32

Service report content
definition

Description

20000-1 3ED IS 9.4 2. Reports on the perfor-
mance and effectiveness of the SMS and the
services shall be produced using information
from the SMS activities and delivery of the
services.

20000-1 3ED IS 9.4 3. Service reporting shall
include trends.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

03-33

Service reporting
needs definition

Description

20000-1 3ED IS 9.4 1. The organization shall
determine reporting requirements and their
purpose.

03-34

Services improvement
opportunity

Description

20000-1 3ED IS 8.3.3 5. Where service level
targets are not met, the organization shall
identify opportunities for improvement.

03-35

Supplier performance
improvement
opportunity

Description

20000-1 3ED IS 8.3.4.1 7.2 Where seryice
level targets or other contractualobligations
are not met, the organization shall’'enpure
that opportunities for improvenient afe
identified.

20000-1 3ED IS 8.3.4.2 3)2 Where seryice
level targets or other agreed commitrpents
are not met, the.6rganization shall enpure
that opportunities for improvement afe
identified.

04-01

Audit plan

Plan

20000-Y3ED 1S 9.2.2 1.4 b) The organfization
shall:®),define the audit criteria and 4cope
for¢each audit;

04-02

Audit programme

Plan

20000-1 3ED IS 9.2.2 1.1 a) 1) The organiza-
tion shall: a) plan, establish, implement and
maintain an audit programme(s), inclpding
the frequency, methods, responsibilitjes,
planning requirements and reporting, which
shall take into consideration: 1) the impor-
tance of the processes concerned;

20000-1 3ED IS 9.2.2 1.2 a) 2) The organiza-
tion shall: a) plan, establish, implement and
maintain an audit programme(s), inclpding
the frequency, methods, responsibilitjes,
planning requirements and reporting, which
shall take into consideration: 2) changes
affecting the organization;

20000-1 3ED IS 9.2.2 1.3 a) 3) The organiza-
tion shall: a) plan, establish, implement and
maintain an audit programme(s), inclpding
the frequency, methods, responsibilitjes,
planning requirements and reporting, which
shall take into consideration: 3) the r¢sults
of previous audits;

04403

Audit schedule

Plan

20000-1 3ED IS 8.2.6 8.2 At planned ipter-
vals [the organization shall verify thelaccu-
racy of the configuration information].

20000-1 3ED IS 9.2.1 1.4 [The organization

shall conduct internal audits] at planned
intervals [to provide information].
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Table B.3 (continued)

Reference

Name

Category

Characteristics

04-04

Capacity plan

Plan

20000-1 3ED IS 8.4.3 2.1 a) The organization
shall plan capacity to include: a) current
and forecast capacity based on demand for
services;

20000-1 3ED IS 8.4.3 2.2 b) The organization
shall plan capacity to include: b) expected

fmpacton capacity of agreed Service fevet
targets, requirements for service availability
and service continuity;

20000-1 3ED IS 8.4.3 2.3 ¢) The organiza-
tion shall plan capacity to include:\c) times-
cales and thresholds for changes-to service
capacity.

04-05

Change request analysis
schedule

Plan

20000-1 3ED IS 8.5.1.3 10.2-At planned in-
tervals, [request for change records shall be
analysed to detect trends.]

04-06

Change schedule

Plan

20000-1 3ED 1S(825.1.3 5.1 Proposed deploy-

ment dates and other deployment details for

approved changes [shall be communicated to
interested-parties.]

2000071 3ED IS 8.5.1.3 5.2 [Proposed
deployment dates and other deployment
details for approved changes] shall be com-
municated to interested parties.

04-07

Improvement plan

Plan

20000-1 3ED IS 10.2 5.1 The organization
shall manage approved improvement activ-
ities ..

20000-1 3ED IS 10.2 5.2 a) The organiza-
tion shall manage [approved] improvement
activities that include: a) setting one or more
targets for improvement in areas such as
quality, value, capability, cost, productivity,
resource utilization and risk reduction;

20000-1 3ED IS 10.2 5.3 b) The organiza-
tion shall manage [approved] improvement
activities that include: b) ensuring that
improvements are prioritized, [planned and
implemented;]
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Table B.3 (continued)

Reference

Name

Category

Characteristics

20000-1 3ED IS 10.2 5.4 b) The organi

tion shall manage [approved] improvement
activities that include: b) ensuring that
improvements are [prioritized,] planned and

implemented;
20000-1 3ED IS 10.2 5.5 ¢) The organi

Za-

Za-

tion shatt manage fapproved improv
activities that include: c) revising-the
necessary;

20000-1 3ED IS 10.2 5.6 d), The organ
shall manage [approved}improvemer]
ities that include: d) mé€asuring imple
improvements againstthe target(s) se

where target(s) aresot achieved, taking

necessary actions;

20000-1 3EDJS 10.2 5.7 €) The organij
shall manage [approved] improvemer
ities thatinclude: e) reporting on imp
ed improvements.

ment
SMS, if

zation
tactiv-
mented
t and

zation
tactiv-
ement-

04-08

Management review
schedule

Plan

20000-1 3ED 1S 9.3 1.2 [Top managen]
shall review the organization's SMS a
services,] at planned intervals, [to eng
their continuing suitability, adequacy
effectiveness.]

ent
hd the
ure
and

04-09

New and changes
services schedule

Plan

20000-1 3ED IS 8.5.2.1 2. For serviceg
are to be removed, the planning shall
tionally include the date(s) for the ren
of the activities for archiving, dispos3
transfer of data, documented informa|
and service components.

20000-1 3ED IS 8.5.2.1 3. For services
are to be transferred, the planning sh
additionally include the date(s) for th
fer of the services and the activities fd

transfer of data, documented informaltion,

knowledge and service components.

that
addi-
hoval
I or
tion

that
hll

b trans-
r the

04-10

New or changed
service plan

Plan

20000-1 3ED IS 8.1 1.3 ¢) The organiz
shall plan, implement and control the
cesses needed to fulfil requirements,
implement the actions determined in
c) keeping documented information t
extent necessary to have confidence t|
processes have been carried out as pl

htion
pro-
hnd to
6 by:
b the
hat the
hnned.
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Reference

Name

Category

Characteristics

20000-1 3ED 1S 8.5.2.1 1.1 a) Planning shall
use the service requirements for the new

or changed services determined in ISO/

IEC 20000-1:2018, 8.2.2 and shall include or
contain a reference to: a) authorities and re-
sponsibilities for design, build and transition
activities;

20000-1 3ED IS 8.5.2.1 1.2 b) Planning shall
use the service requirements for the neiw

or changed services determined in [SO/

IEC 20000-1:2018, 8.2.2 and shallinelude or
contain a reference to: b) activities to be per-
formed by the organization en.other parties
with their timescales;

20000-1 3ED IS 8.5.2.1-1.3 c) Planning shall
use the service requirements for the new
or changed services determined in ISO/

IEC 20000-1:2018} 8.2.2 and shall include or
contain a reference to: ¢) human, technical,
information.and financial resources;

200001 3ED 1S 8.5.2.1 1.4 d) Planning shall
use-the service requirements for the new
or changed services determined in ISO/

IEC 20000-1:2018, 8.2.2 and shall include or
contain a reference to: d) dependencies on
other services;

20000-1 3ED IS 8.5.2.1 1.5 e) Planning shall
use the service requirements for the new
or changed services determined in ISO/

IEC 20000-1:2018, 8.2.2 and shall include or
contain a reference to: e) testing needed for
the new or changed services;

20000-1 3ED IS 8.5.2.1 1.6 f) Planning shall

use the service requirements for the new

or changed services determined in ISO/

IEC 20000-1:2018, 8.2.2 and shall include or
contain a reference to: f) service acceptance
criteria;

20000-1 3ED IS 8.5.2.1 1.7 g) Planning shall
use the service requirements for the new

or changed services determined in ISO/

IEC 20000-1:2018, 8.2.2 and shall include or
contain a reference to: g) intended outcomes
from delivering the new or changed services,

expressed in measurable terms;

20000-1 3ED IS 8.5.2.1 1.8 h) Planning shall

use the service requirements for the new

or changed services determined in ISO/

IEC 20000-1:2018, 8.2.2 and shall include or
contain a reference to: h) impact on the SMS,
other services, planned changes, customers,
users and other interested parties.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

04-11

Release plan

Plan

20000-1 3ED IS 8.5.3 2. The organization

shall plan the deployment of new or changed

services and service components into
live environment.

the

20000-1 3ED IS 8.5.3 3. Planning shall be

co-ordinated with change management and

Inctude Teferences to the rerated requkrsts for

change, known errors or problemsw
being closed through the release:

ich

are

04-12

Release schedule

Plan

20000-1 3ED IS 8.5.3 4. Planning shall
the dates for deployment.ofieach relea
deliverables and metheds-of deployms

se,
nt.

include

04-13

Reversing unsuccessful
changes plan

Plan

20000-1 3ED IS 8.51.3-6.1 The activiti
reverse or remedy an unsuccessful ch3
shall be [planned and], where possible

reverse(oljremedy an unsuccessful ch
shall]‘be planned and, [where possibl
tested:]

nge

h
2

Ps to

tested.

20000-1 3EBAS 8.5.1.3 6.2 [The activities to
ange

04-14

Risk treatment plan

Plan

20000-1 3ED IS 6.1.3 1.1 The organiz3
shall [plan: a) actions to] address theg

20000-1 3ED IS 6.1.3 1.2 The organiz:
shall plan: a) actions to address these

20000-1 3ED IS 6.1.3 1.3 The organizg
shall [plan: b) how to: 1)] integrate an
plement the actions into its SMS procg

20000-1 3ED IS 6.1.3 1.4 The organizg
shall plan: b) how to: 1) integrate and
ment the actions into its SMS process

20000-1 3ED IS 6.1.3 1.5 The organiz:
shall plan: [b) how to: 2) evaluate the
tiveness of these actions.]

g

g

pSse

bS;

effe

tion
erisks
and opportunities and their prioritieg;

ition
risks
and opportunities and their priorities;

ition
d im-

tion
imple-

ition

S;

C-
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Reference

Name

Category

Characteristics

04-15

Service continuity plan

Plan

20000-1 3ED IS 8.7.2 4. The organization
shall create, implement and maintain one or
more service continuity plans.

20000-1 3ED IS 8.7.2 5.2 b) The service
continuity plan(s) shall include or contain a
reference to: b) procedures to be implement-

€d 1M the event of a Major 10355 Of SEervice;

20000-1 3ED IS 8.7.2 5.3 ¢) The service ¢on-
tinuity plan(s) shall include or containa'ref-
erence to: c) targets for service availability

when the service continuity plan-isiinvoked;

20000-1 3ED IS 8.7.2 5.4 d) The service conti-
nuity plan(s) shall include©r contain a refer-
ence to: d) service recovery requirements;

20000-1 3ED IS 8.7.2,5:5 €) The service
continuity plan(s)\shdll include or contain a
reference to: e) procedures for returning to
normal working conditions.

20000-1 3ED IS 8.7.2 5.1 a) The service
continity plan(s) shall include or contain a
reference to: a) criteria and responsibilities
for invoking service continuity;

20000-1 3ED IS 8.7.2 6.2 At planned inter-
vals, [the service continuity plan(s) shall
be tested against the service continuity
requirements.]

0f-16

Service management plan

Plan

20000-1 3ED IS 4.2 1.2 The organization
shall determine: b) the relevant require-
ments of these interested parties.

20000-1 3ED IS 4.4 1. The organization shall
establish, implement, maintain and continu-
ally improve an SMS, including the processes
needed and their interactions, in accordance
with the requirements of this document.

20000-1 3ED IS 5.1 1.3 ¢) Top management
shall demonstrate leadership and commit-
ment with respect to the SMS by: c) ensuring
that appropriate levels of authority are
assigned for making decisions related to the
SMS and the services;
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Reference

Name

Category

Characteristics

20000-1 3ED IS 5.1 1.4 d) Top management
shall demonstrate leadership and commit-
ment with respect to the SMS by: d) ensuring
that what constitutes value for the organiza-
tion and its customers is determined;

20000-1 3ED IS 5.1 1.5 e) Top management

Shati demonstrate teadership and commit-
ment with respect to the SMS by:e)emsuring
there is control of other parties(inhvolyed in
the service lifecycle;

20000-1 3ED IS 5.1 1.6 f)~Tep management
shall demonstrate leadésship and commit-
ment with respect to the SMS by: f) e{suring
the integration of thé SMS requirements into
the organizatien’s*business processes}

20000-1 3ED’JS 5.1 1.9 i) Top management
shall demognstrate leadership and commit-
ment@ith respect to the SMS by: i) erjsuring
that the SMS achieves its intended out
come(s);

20000-1 3ED IS 5.1 1.10 j) Top manag¢ment
shall demonstrate leadership and commit-
ment with respect to the SMS by: j) directing
and supporting persons to contribute|to the
effectiveness of the SMS and the services;

20000-1 3ED IS 5.1 1.11 k) Top management
shall demonstrate leadership and commit-
ment with respect to the SMS by: k) promot-
ing continual improvement of the SM{ and
the services;

20000-1 3ED IS 5.1 1.12 I) Top managgment
shall demonstrate leadership and commit-
ment with respect to the SMS by: 1) sup-
porting other relevant management rples to
demonstrate their leadership as it applies to
their areas of responsibility.

20000-1 3ED IS 6.1.2 1.12 The organiation
shall determine [and document]: d) agproach
to be taken for the management of risks.

20000-1 3ED IS 6.1.2 1.13 The organization
shall [determine and] document: d) approach
to be taken for the management of risks.
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Reference

Name

Category

Characteristics

20000-1 3ED IS 6.3 1. The organization shall
create, implement and maintain a service
management plan.

20000-1 3ED IS 6.3 2. Planning shall take
into consideration the service management
policy, service management objectives, risks

ANd OpPOTTUNITIES, SETVICE TeqUITEments and
requirements specified in this document;

20000-1 3ED IS 6.3 3.1 a) The service
management plan shall include or contain a
reference to: a) list of services;

20000-1 3ED IS 6.3 3.2 b) Theservice
management plan shall include or contain a
reference to: b) known limitations that can
impact the SMS and theservices;

20000-1 3ED IS 6.3%3v3 c) The service
management planshall include or contain a
reference toscl.obligations such as relevant
policies, standards, legal, regulatory and
contractual requirements, and how these
obligations apply to the SMS and the services;

20000-1 3ED IS 6.3 3.4 d) The service
mmanagement plan shall include or contain a
reference to: d) authorities and responsibili-
ties for the SMS and the services;

20000-1 3ED IS 6.3 3.5 €) The service man-
agement plan shall include or contain a ref-
erence to: €) human, technical, information
and financial resources necessary to operate
the SMS and the services;

20000-1 3ED IS 6.3 3.6 ) The service
management plan shall include or contain
areference to: f) approach to be taken for
working with other parties involved in the
service lifecycle;

20000-1 3ED IS 6.3 3.7 g) The service
management plan shall include or contain a
reference to: g) technology used to support
the SMS;

20000-1 3ED IS 6.3 3.8 h) The service
management plan shall include or contain
areference to: h) how the effectiveness of
the SMS and the services will be measured,

audlted, reported and improved.

20000-1 3ED IS 6.3 4. Other planning ac-
tivities shall maintain alignment with the
service management plan.
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Reference

Name

Category

Characteristics

04-17

Service management risk
assessment schedule

Plan

20000-1 3ED IS 8.7.1 1.3 At planned inter-
vals, [the risks to service availability shall be
assessed and documented.]

20000-1 3ED IS 8.7.2 1.3 At planned inter-
vals, [the risks to service continuity shall be
assessed and documented.]

20000-1 3ED IS 8.7.3.2 1.3 At planned|inter-
vals, [the information security riskstp the
SMS and the services shall be asséssefl and
documented.]

04-18

Service provision review
schedule

Plan

20000-1 3ED IS 8.3.2 6,.Z At'planned if-
tervals [the organization shall review] the

performance trends.and the outcomes of the
services].

20000-1 3ED 15/8.3.2 7.3 At planned i
tervals, [the'eTrganization shall measyre
satisfaction with the services based on a
represéntative sample of customers.]

20000-1 3ED IS 8.4.1 3.2 At planned infervals,
[the organization shall monitor and report on
actual costs against the budget, review the
financial forecasts and manage costs.]

20000-1 3ED IS 8.4.2 1.3 a) At planne
intervals, the organization shall: a) dqter-

mine current demand [and forecast fyture
demand for services;]

20000-1 3ED IS 8.4.2 1.4 a) At planned
intervals, the organization shall: a) [deter-
mine current demand and] forecast future
demand for services;

20000-1 3ED IS 8.4.2 1.7 b) At planned
intervals, the organization shall: b) mpnitor
[and report on] demand and consumption of
services.

20000-1 3ED IS 8.4.2 1.8 b) At planne
intervals, the organization shall: b) [mponitor
and] report on demand and consumption of

services.

04-19

Services provision budget

Plan

20000-1 3ED IS 8.4.1 2. Costs shall be[budg-
eted to enable effective financial contfol and
decision-making for services.

04-20

Services review schedule

Plan

20000-1 3ED IS 8.3.3 4.2 At planned inter-

"-)Ic' [f]r\n oraanization chall mnnif‘nr’ Feview

and report on: a) performance against
service level targets; b) actual and periodic
changes in workload compared to workload
limits in the SLA(s).]
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Reference

Name

Category

Characteristics

04-21

Supplier performance
review schedule

Plan

20000-1 3ED IS 8.3.4.1 6.2 At planned in-
tervals [the organization shall monitor the
performance of the external supplier].

20000-1 3ED IS 8.3.4.1 8.2 At planned inter-
vals [the organization shall review the con-
tract against current service requirements.

20000-1 3ED IS 8.3.4.2 2.2 At planned in-
tervals, [the organization shall monitor,the
performance of the internal supplier o1 the
customer acting as a supplier.]

Budgeting & accounting
interface to Financial
Management description

Policy

20000-1 3ED IS 8.4.1 1. The orgdnization
shall budget and account for sgrvices or
groups of services in accordance with its fi-
nancial management policies and processes.

Change Management policy

Policy

20000-1 3ED 1S 8.5.11 1.1 a) A change
management policyshall be established [and
documented] ta define: a) service compo-
nents and otlenitems that are under the
control of éhange management;

200004} 3ED IS 8.5.1.1 1.2 a) A change man-
agement policy shall be [established and]
doctimented to define: a) service compo-
nents and other items that are under the
control of change management;

20000-1 3ED IS 8.5.1.1 1.3 b) A change
management policy shall be established [and
documented] that defines: b) categories of
change, including emergency change, and
how they are to be managed;

20000-1 3ED IS 8.5.1.1 1.4 b) A change
management policy shall be [established
and] documented that defines: b) categories
of change, including emergency change, and
how they are to be managed;

20000-1 3ED 1S 8.5.1.1 1.5 ¢) A change
management policy shall be established [and
documented] that defines: c) criteria to de-
termine changes with the potential to have a
major impact on customers or services.

20000-1 3ED IS 8.5.1.1 1.6 c) A change man-
agement policy shall be [established and]
documented that defines: c) criteria to de-
termine changes with the potential to have a

malorimpacton customers or services.
7 )

20000-1 3ED IS 8.5.1.2 3. Assessing, ap-
proving, scheduling and reviewing of new
or changed services in the scope of ISO/
IEC 20000-1:2018, 8.5.2 shall be managed
through the change management activities
in ISO/IEC 20000-1:2018, 8.5.1.3.

20000-1 3ED IS 8.5.1.2 4. Requests for
change not being managed through ISO/
IEC 20000-1:2018, 8.5.2 shall be managed
through the change management activities
in ISO/IEC 20000-1:2018, 8.5.1.3.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

05-3

CM interface to financial
management policy

Policy

20000-1 3ED IS 8.2.5 1. The organization
shall ensure that assets used to deliver

services are managed according to legal and
regulatory requirements and contractual

obligations.

05-4

Configuration item

Policy

20000-1 3ED IS 8.2.6 1. The types of Cl shall

3t 1:
UCITIIIITIUIT lJUllL_y

1 I g C H 1 111 1 '
bedefined—Servicesshattbeclassifteq as Cls.

20000-1 3ED IS 8.2.6 2. Configuration
mation shall be recorded to a level of
appropriate to the criticality.and typg
services.

20000-1 3ED IS 8.2.64.2)b) The config
tion information recorded for each CI
include: b) type-of CI;

20000-1 3ED,1S/8.2.6 4.3 c) The configd
tion information recorded for each CI
includef c) description of the CI;

200001 3ED IS 8.2.6 4.4 d) The config
tioninformation recorded for each CI

20000-1 3ED IS 8.2.6 4.5 €) The config
tion information recorded for each CI
include: e) status.

of

’

infor-
etail

rura-
shall

ura-
shall

bura-
shall
include: d) relationship with other Clg;

ura-
shall

05-5

Configuration
management

policy

Rolicy

20000-1 3ED IS 8.5.2.1 4. The Cls affe
new or changed services shall be man
through configuration management.

cted by
aged

05-6

Improvement policy

Policy

20000-1 3ED IS 10.2 1. The organizati
shall continually improve the suitabil
adequacy and effectiveness of the SM
the services.

20000-1 3ED IS 10.2 2.1 The organizafion
be ap-
ment
oval.]

shall determine evaluation criteria to
plied to the opportunities for improvs
[when making decisions on their app

20000-1 3ED IS 10.2 2.2 [The organiz
shall determine evaluation criteria to
plied to the opportunities for improvs
when making decisions on their appr

20000-1 3ED IS 10.2 3. Evaluation crif
shall include alignment of the improwv
with service management objectives.

O
ty,

for

20000-1 3ED IS 10.2 4. Opportunities

improvement shall be documented.

5 and

htion
be ap-
ment]
val.

eria
bment
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Table B.3 (continued)

Reference

Name

Category

Characteristics

05-7

Information security policy

Policy

20000-1 3ED IS 8.7.3.1 1.1 Management with
appropriate authority [shall approve] an
information security policy relevant to the
organization.

20000-1 3ED IS 8.7.3.1 2.1 The information
security policy shall [be documented] and

TaRre IMto consideration the Service require-
ments and the obligations in 6.2.

20000-1 3ED IS 8.7.3.1 2.2 [The information
security policy shall be] documented,.[and
take into consideration the service\require-
ments and the obligations in 6(2:]

20000-1 3ED IS 8.7.3.1 3. The information
security policy shall be made available as
appropriate.

Release policy

Policy

20000-1 3ED IS 8:5.371. The organization
shall define the(types of releases, including
emergency rel€ases, their frequency and
how they are to be managed.

Service management policy

Policy

200004¥ 3ED 1S 5.2.1 1.1 a) Top management
shallestablish a service management policy
that: a) is appropriate to the purpose of the
Qrganization;

20000-1 3ED IS 5.2.1 1.2 b) Top management
shall establish a service management policy
that: b) provides a framework for setting
service management objectives;

20000-1 3ED IS 5.2.1 1.3 ¢) Top management
shall establish a service management policy
that: c) includes a commitment to satisfy
applicable requirements;

20000-1 3ED 1S 5.2.1 1.4 d) Top management
shall establish a service management policy
that: d) includes a commitment to continual
improvement of the SMS and the services.

20000-1 3ED 1S 5.2.2 1.1 a) The service
management policy shall: a) be available as
documented information;

20000-1 3ED 1S 5.2.2 1.2 b) The service man-
agement policy shall: b) be communicated
within the organization;

20000-1 3ED IS 5.2.2 1.3 ¢) The service

4 1 looll TN lalal 4
TTaITag CITCITC pOTIC y - STIATT.CJ ot av aIiraoTe o

interested parties, as appropriate.
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Table B.3 (continued)

Reference Name Category Characteristics
06-1 Document Procedure 20000-1 3ED IS 7.5.2 1.1 a) When creating
management and updating documented information, the
procedure organization shall ensure appropriate: a)

identification and description (e.g. a title,
date, author, or reference number);

20000-1 3ED IS 7.5.2 1.2 b) When creating

and updating documented mformatiopn,
the organization shall ensure appropriate:
b) format (e.g. language, softwate verfion,
graphics) and media (e.g. papernyelectionic);

20000-1 3ED IS 7.5.2 1.3¢) When credting
and updating documented informatiopn,
the organization shall.ensure approptiate:
c) review and approval for suitabilityjand

adequacy.

20000-1 3ED’JS 7.5.3.1 1.1 a) Documented
information' required by the SMS and jpy this
document shall be controlled to ensute: a) it
is available and suitable for use, wherg and
when it is needed;

20000-1 3ED IS 7.5.3.2 1.1 a) For the dontrol
of documented information, the organiza-
tion shall address the following activities, as
applicable: a) distribution, access, retrieval
and use;

20000-1 3ED IS 7.5.3.2 1.2 b) For the dontrol
of documented information, the organiza-
tion shall address the following actiV;Lies,
as applicable: b) storage and preservdtion,
including preservation of legibility;

20000-1 3ED IS 7.5.3.2 1.3 ¢) For the dontrol
of documented information, the organiza-
tion shall address the following activmies, as
applicable: c) control of changes (e.g. yersion
control);

20000-1 3ED IS 7.5.3.2 1.4 d) For the ¢ontrol
of documented information, the orgamiza-
tion shall address the following activities, as
applicable: d) retention and dispositign.

20000-1 3ED IS 7.5.3.2 2.1 Documente¢d

information of external origin deternjined
by the organization to be necessary far the
planning and operation of the SMS shall be

identified as appropriate [and control led],

20000-1 3ED IS 7.5.3.2 2.2 Documented

information of external origin determined
by the organization to be necessary for the
planning and operation of the SMS shall be
[identified as appropriate, and] controlled.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

06-2

Incident
management
procedure

Procedure

20000-1 3ED IS 8.6.1 1.1 Incidents shall be:
a) recorded and classified;

20000-1 3ED IS 8.6.1 1.2 Incidents shall
be: b) prioritized taking into consideration
impact and urgency;

20000-1 3ED IS 8.6.1 1.3 Incidents shall be:

c) escalated if needed;

20000-1 3ED IS 8.6.1 1.4 Incidents shallbe:
d) resolved;

20000-1 3ED IS 8.6.1 1.5 Incidents ‘shall be:
e) closed.

20000-1 3ED IS 8.6.1 2. Re€ords of incidents
shall be updated with actions taken.

Information security
Incident
management
procedure

Procedure

20000-1 3ED IS 8.7.3,3-1.1 a) Information
security incidentsshédll be: a) recorded and
classified;

20000-1 3EDNS 8.7.3.3 1.2 b) Information
security ifncidents shall be: b) prioritized

takingtinto consideration the information
security risk;

20000-1 3ED IS 8.7.3.3 1.3 c) Information
security incidents shall be: c) escalated if
needed;

20000-1 3ED IS 8.7.3.3 1.4 d) Information
security incidents shall be: d) resolved;

20000-1 3ED IS 8.7.3.3 1.5 €) Information
security incidents shall be: €) closed.

Problem management
procedure

Procedure

20000-1 3ED IS 8.6.3 1. The organization
shall analyse data and trends on incidents to
identify problems.

20000-1 3ED IS 8.6.3 3.1 Problems shall be:
a) recorded and classified;

20000-1 3ED IS 8.6.3 3.2 Problems shall be:
b) prioritized;

20000-1 3ED IS 8.6.3 3.3 Problems shall be:
c) escalated if needed;

20000-1 3ED IS 8.6.3 3.4 Problems shall be:
d) resolved if possible;

20000-1 3ED IS 8.6.3 3.5 Problems shall be:
e) closed.

20000-1 3ED IS 8.6.3 4. Records of problems
shall be updated with actions taken.

06-5

Records management
procedure

Procedure

20000-1 3ED IS 7.5.3.1 1.2 b) Documented
information required by the SMS and by
this document shall be controlled to ensure:
b) itis adequately protected (e.g. from loss
of confidentiality, improper use, or loss of
integrity).
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Table B.3 (continued)

Reference

Name

Category

Characteristics

06-6

Service request procedure

Procedure

20000-1 3ED IS 8.6.2 1.1 Service requ
shall be: a) recorded and classified;

20000-1 3ED IS 8.6.2 1.2 Service requ
shall be: b) prioritized;

20000-1 3ED IS 8.6.2 1.3 Service requ
shall be: ¢ fulfilled;

ests

ests

ests

20000-1 3ED IS 8.6.2 1.4 Service reqj
shall be: d) closed.

20000-1 3ED IS 8.6.2 3. Insttructions fj
fulfilment of service requests shall be
a available to persons involved in sery
request fulfilment,

ests

br the
made
rice

06-7

Supplier agreement
dispute procedure

Procedure

20000-1 3ED IS8.3:4.1 10.1 Disputes |
tween the organization and the exter
supplier shall [be recorded and] man3
closure,

2000072 3ED IS 8.3.4.1 10.2 Disputes
tween the organization and the exter
supplier shall be recorded [and mana
closure].

he-
hal
ged to

he-
hal
red to

08-01

Audit nonconformance
communication record

Record

20000-1 3ED IS 9.2.2 1.6 d) The orgarn
shall: d) ensure that the results of the]

are reported to relevant management;

ization
audits

a

08-02

Audit result

Record

20000-1 3ED 1S 9.2.2 1.7 d) The organ
shall: e) retain documented informati
evidence of the implementation of the
programme and the audit results.

ization
on as
audit

08-03

Change request
approval record

Record

20000-1 3ED IS 8.5.1.3 1. The organ
tion and interested parties shall ma

decisions on the approval and priority of

requests for change.

Za-
Ke

08-04

Change request record

Record

20000-1 3ED IS 8.5.1.2 1. Requests fof
change, including proposals to add, re
or transfer services, shall be recorded
classified.

move
and

08-05

Configuration baseline

Record

20000-1 3ED IS 8.5.3 8. Before deployj
of arelease into the live environment

baseline of the affected Cls shall be taken, if

possible.

ment
a

08-06

Configuration item record

Record

20000-1 3ED IS 8.2.6 4.1 a) The config
tion information recorded for each CI
include: a) unique identification;

ura-
shall
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Table B.3 (continued)

Reference

Name

Category

Characteristics

08-07

Corrective action cause
analysis record

Record

20000-1 3ED 1S 10.1.1 1.4 b) 1)When a non-
conformity occurs, the organization shall: b)
evaluate the need for action to eliminate the
causes of the nonconformity in order that

it does not recur or occur elsewhere by: 1)
reviewing the nonconformity;

20000-1 3ED IS 10Tt -5 by 2y Whena non-
conformity occurs, the organization shall:b)
evaluate the need for action to eliminate the
causes of the nonconformity in order-that it
does not recur or occur elsewhere'by* 2) de-
termining the causes of the nonéonformity;

20000-1 3ED IS 10.1.1 1.6 b) 3When a non-
conformity occurs, the organization shall: b)
evaluate the need for,action to eliminate the
causes of the nonconfermity in order that

it does not recur oroccur elsewhere by: 3)
determining if Similar nonconformities exist,
or could potentially occur;

08-08

Corrective action
change proposal
approval record

Record

20000-1 3ED IS 10.1.1 1.7 ¢) When a non-
conforimity occurs, the organization shall: ¢)
implenient any action needed;

20000-1 3ED IS 10.1.1 1.9 €) When a non-
conformity occurs, the organization shall: e)
make changes to the SMS, if necessary.

08-09

Corrective action record

Record

20000-1 3ED IS 10.1.1 2. Corrective actions
shall be appropriate to the effects of the
nonconformities encountered.

08-10

Customer satisfaction
review record

Record

20000-1 3ED IS 8.3.2 7.1 [At planned in-
tervals,] the organization shall measure
satisfaction with the services [based on a
representative sample of customers.]

20000-1 3ED IS 8.3.2 7.2 [At planned
intervals, the organization shall measure
satisfaction with the services] based on a
representative sample of customers.

08-11

Incident stakeholder
commMmunication record

Record

20000-1 3ED IS 8.6.1 5. Top management
shall be informed of major incidents.

08-12

Information security
controls approval record

Record

20000-1 3ED IS 8.7.3.2 3.2 The organization
shall agree [and implement] information se-
curity controls to address information secu-
rity risks related to external organizations.

0813

Information security policy

Record

20000-1 3ED IS 8.7.3.1 1.2 [Management

S aral oo d
TappTovarrccora

skl oo ot ot o ot ot clh o1l oo oo oo
Ve approptriatteattnor ity St approveat

information security policy relevant to the
organization.
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Table B.3 (continued)

Reference Name

Category

Characteristics

08-14 Information security
policy communication
record

Record

20000-1 3ED IS 8.7.3.1 4.1 a) The organi-
zation shall communicate the importance
of conforming to the information security
policy and its applicability to the SMS and
the services to appropriate persons within:
a) the organization;

20000-1 3ED1S 873142 b) The orggni-
zation shall communicate the impextgnce
of conforming to the informatign'sécyrity
policy and its applicability to the SMS|and
the services to appropriaté persons within:
b) customers and users;

20000-1 3ED IS 8.7.3.14.3 c) The organi-
zation shall communicate the importgnce
of conforming-to the information secyrity
policy and its‘applicability to the SMS|and
the services to appropriate persons within:
) external'suppliers, internal suppliefs and
other interested parties;

08-15 Major incident
review record

Record

20000-1 3ED IS 8.6.1 7.1 After the incldent
has been resolved, the major incident|shall
be reported and reviewed [to identify] oppor-
tunities for improvement.]

08-16 New or changed services
acceptance record

Record

20000-1 3ED IS 8.5.2.3 2. If the servicg ac-
ceptance criteria are not met, the orggniza-
tion and interested parties shall makd a deci-
sion on necessary actions and deployinent.

08-17 Non-conformity
disposition record

Record

20000-1 3ED1S10.1.1 1.1 a) 1) When &
nonconformity occurs, [the organizatjon
shall: a) react to the nonconformity, and
as applicable: 1) take action to contro| and
correct it;]

20000-1 3ED IS 10.1.1 1.2 a) 1) When h non-
conformity occurs, the organization shall: a)
react to the nonconformity, and as applica-
ble: 1) take action to control and correct it;

20000-1 3ED IS 10.1.1 1.3 a) 2) When pa non-
conformity occurs, the organization shall: a)
react to the nonconformity, and as applica-

ble: 2) deal with the consequences;

08518 Non-conformity record

Record

20000-1 3ED 1S 10.1.2 1.1 a) The orgahiza-
tion shall retain documented informaltion
as evidence of: a) the nature of the nohcon-
formities and any subsequent actions|taken;

20000-1 3ED IS 10.1.2 1.2 b) The organiza-
tion shall retain documented information
as evidence of: b) the results of any correc-
tive action.
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Reference

Name

Category

Characteristics

08-19

Problem resolution
effectiveness review
record

Record

20000-1 3ED IS 8.6.3 9.1 [At planned inter-
vals] the effectiveness of problem resolution
shall be monitored, reviewed [and reported.]

20000-1 3ED IS 8.6.3 9.2 At planned inter-
vals [the effectiveness of problem resolution
shall be monitored, reviewed and reported.]

20000-1 3ED IS 8.6.3 9.3 [At planned inter<
vals] [The effectiveness of problem reso=
lution shall be monitored, reviewed] and
reported.

20000-1 3ED IS 8.6.3 9.4 [At plahned inter-
vals] The effectiveness of preblem resolution
shall be monitored, reviewed [and reported].

08-20

Release review record

Record

20000-1 3ED IS 8.5.3 10.1°The success or
failure of releases shallbe monitored [and
analysed.]

08-21

Service continuity plan test
result review record

Record

20000-1 3ED 15'8/7.2 9. Reviews shall be con-
ducted after‘each test and after the service
continuityplan(s) has been invoked.

08-22

Service level agreement
review record

Record

20000:1 3ED IS 8.3.3 4.1 [At planned inter-
vals],‘the organization shall monitor, review
[and report on]: a) performance against
service level targets; b) actual and periodic
changes in workload compared to workload
limits in the SLA(s).

20000-1 3ED IS 8.3.3 4.2 [At planned inter-
vals], the organization shall [monitor, review
and] report on: a) performance against
service level targets; b) actual and periodic
changes in workload compared to workload
limits in the SLA(s).
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Reference Name

Category

Characteristics

08-23 Service management
training record

Record

20000-1 3ED IS 7.3 1.1 a) Persons doing work
under the organization’s control shall be
aware of: a) the service management policy;

20000-1 3ED IS 7.3 1.2 b) Persons doing
work under the organization’s control shall
be aware of: a) the service management

ODJeCtiVes;

20000-1 3ED IS 7.3 1.3 c) Person's|dojng

work under the organization’s)centrg¢l shall
be aware of: c¢) the servicesjrelevant fo
their work;

20000-1 3ED IS 7.3 14-dJ Persons doihg
work under the organization’s control shall
be aware of: d) theif contribution to the ef-
fectiveness of the SMS, including the Benefits
of improvedperformance;

20000-1 3ED IS 7.3 1.5 e) Persons doing
workunder the organization’s control shall
be-aware of: e) the implications of not/con-

forming with the SMS requirements.

20000-1 3ED IS 7.2 1.3 The organization
shall: c) where applicable, take actionf to
acquire the necessary competence, and eval-
uate the effectiveness of the actions taken;

20000-1 3ED IS 7.2 1.4 The organization
shall: d) retain appropriate documented
information as evidence of competenge.

08-24 Service provision review
record

Record

20000-1 3ED IS 8.3.2 6.1 [At planned {n-
tervals] the organization shall review| the
performance trends and the outcomes of the
services.

08-25 Serviée report
commumnication record

Record

20000-1 3ED 1S 9.4 5. The agreed actipns
shall be communicated to interested parties.

08-26 Services approval record

Record

20000-1 3ED IS 8.3.3 1. The organizatfion
and the customer shall agree the servjices to
be delivered.

08-27 Services stakeholder
communication record

Record

20000-1 3ED IS 8.5.2.3 4. Following the com-
pletion of the transition activities, thq organ-
ization shall report to interested partjes

on the achievements against the interjded
outcomes.

08-28 Supplier performance
review record

Record

20000-1 3ED IS 8.3.4.1 6.1 [At plannejl
intervals] the organization shall monitor the

performance of the external supplier.

20000-1 3ED IS 8.3.4.1 8.1 [At planned inter-
vals] the organization shall review the con-
tract against current service requirements.

20000-1 3ED IS 8.3.4.2 2.1 [At planned in-
tervals,] the organization shall monitor the
performance of the internal supplier or the
customer acting as a supplier.
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Reference

Name

Category

Characteristics

09-01

Capacity future needs
assessment report

Report

20000-1 3ED IS 8.4.3 3. The organization shall
provide sufficient capacity to meet agreed
capacity and performance requirements.

09-02

Capacity usage analysis
report

Report

20000-1 3ED IS 8.4.3 4.1 The organization
shall monitor capacity usage, analyse ca-
pacity and performance data [and identify

4e s 4= H £ |
UlJlJUl LUIIItITS tU lllllJl uvtc lJCl 1UT llldllLC.J

20000-1 3ED IS 8.4.3 4.2 The organization
shall [monitor capacity usage, analyse-¢a-
pacity and performance data and] identify
opportunities to improve performance.

09-03

Change analysis report

Report

20000-1 3ED IS 8.5.1.3 7. Unsuccessful
changes shall be investigated and agreed
actions taken.

20000-1 3ED 1S 8.5.,1.3 10.1 [At planned
intervals,] request\fér’change records shall
be analysed to detect trends.

20000-1 3EDNS8.5.1.3 11.1 The results and
conclusions'drawn from the analysis shall be
recorded and reviewed [to identify opportu-
nities for improvement.]

09-04

Change effectiveness
evaluation report

Report

20000-1 3ED IS 8.5.1.3 9. The organization
shall review changes for effectiveness and
take actions agreed with interested parties.

09-05

Configuration item
audit report

Report

20000-1 3ED IS 8.2.6 3. Access to configura-
tion information shall be controlled.

20000-1 3ED IS 8.2.6 8.1 [At planned inter-
vals] the organization shall verify the accu-
racy of the configuration information,

20000-1 3ED IS 8.2.6 9. Where deficiencies
are found, the organization shall take neces-
sary actions.

09-06

Demand analysis/report

Report

20000-1 3ED IS 8.4.2 1.5 b) [At planned
intervals,] the organization shall: b) monitor
[and report on] demand and consumption of
services.

20000-1 3ED IS 8.4.2 1.6 b) [At planned in-
tervals,] the organization shall: b) [monitor
and] report on demand and consumption of
services.

09-07%

Improvement opportunity
evaluation report

Report

Improvement opportunities are evaluated
against defined criteria.

Information security
controls effectiveness
evaluation report

Report

20000-1 sED 1S 8.7.3.2 4. The organization
shall monitor and review the effectiveness
of information security controls and take
necessary actions.

09-09

Information security
controls objectives

Report

20000-1 3ED IS 8.7.3.2 3.1 The organization
[shall agree and implement] information se-
curity controls to address information secu-
rity risks related to external organizations.
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Reference Name

Category

Characteristics

09-10 Information security
incident analysis report

Report

20000-1 3ED IS 8.7.3.3 2. The organiza-

tion shall analyse the information security
incidents by type, volume and impact on the
SMS, services and interested parties.

09-11 New or changed
services test report

Report

20000-1 3ED IS 8.5.2.3 1.1 The new or
changed services shall be built [and tested

tover 1f_y thrat thcy nreetthre-servicet quire-
ments, conform to the documented.dgsign
and meet the agreed service acceptance
criteria.]

20000-1 3ED IS 8.5.2.3 1.2'The new or
changed services shall’be{built and] tested
to verify that they meetthe service require-
ments, conform to-the documented dgsign
and meet the agreed service acceptance
criteria.

09-12 Problem analysis report

Report

20000-1L-3ED'IS 8.6.3 2. The organizatfion
shall undertake root cause analysis apd
detetmine potential actions to prever]t the
occlirrence or recurrence of incidents.

09-13 Problem mitigation report

Report

20000-1 3ED IS 8.6.3 6. Where the ro¢t
cause has been identified, but the proplem
has not been permanently resolved, the or-
ganization shall determine actions to|reduce
or eliminate the impact of the problem on
the services.

09-14 Release acceptance
review record

Report

20000-1 3ED IS 8.5.3 7. If the acceptance
criteria are not met, the organization jand
interested parties shall make a decisipn on
necessary actions and deployment.

09-15 Release acceptdnce
test report

Report

20000-1 3ED IS 8.5.3 6. The release shpll be
verified against the [documented] acc¢ptance
criteria and approved before deployment.

09-16 Release performance
analysis report

Report

20000-1 3ED IS 8.5.3 10.2 The succesg or
failure of releases shall be [monitored and]
analysed.

20000-1 3ED IS 8.5.3 12.1 The resultsland

conclusions drawn from the analysis $hall be
recorded and reviewed [to identify ogportu-
nities for improvement.]

09:17 Risk analysis report

Report

Identified risks are analysed.

09-18 Risk assessment report

Report

20000-1 3ED IS 6.1.3 1.6 The organizgtion
shall [plan: b) how to: 2)] evaluate thqg effec-
tiveness of these actions

09-19 Risk treatment report

Report

Selected risks are treated.

09-20 Risk treatment selection
report

Report

Risks are selected for treated.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

09-21

Service continuity plan
testreport

Report

20000-1 3ED IS 8.7.2 6.1 [At planned inter-
vals,] the service continuity plan(s) shall
be tested against the service continuity
requirements.

20000-1 3ED IS 8.7.2 7. The service conti-
nuity plan shall be re-tested after major

Changes 1o the Service environment.

20000-1 3ED IS 8.7.2 8. The results of the
tests shall be recorded.

20000-1 3ED IS 8.7.2 10. Where defiefencies
are found, the organization shall take neces-
sary actions.

20000-1 3ED IS 8.7.2 11,The' organization
shall report on the cause, impact and recov-
ery when the servieé centinuity plan(s) has
been invoked.

09-22

Service report

Report

20000-1 3ED4S:8:7.3.3 3.1 Information
security incidéents shall be reported and
reviewed (to identify opportunities for im-
provement.]

09-23

Services provision costs
against budget variance
report

Report

2000041 3ED IS 8.4.1 3.1 [At planned inter-
vals,] the organization shall monitor [and
report] on actual costs against the budget,
review the financial forecasts and manage
costs.

20000-1 3ED IS 8.4.1 3.2 [At planned inter-
vals,] the organization shall [monitor and]
report on actual costs against the budget,
review the financial forecasts and manage
costs.

09-24

Supplier performance
evaluation report

Report

20000-1 3ED IS 8.3.4.1 4.1 The organization
shall assess the alignment of service level
targets or other contractual obligations for
the external supplier against SLAs with cus-
tomers, [and manage identified risks.]

20000-1 3ED IS 8.3.4.1 4.2 The organization
shall [assess the alignment of service level
targets or other contractual obligations for
the external supplier against SLAs with cus-
tomers, and] manage identified risks.

Configuration item
change request

Request

20000-1 3ED IS 8.2.6 10. Configuration infor-
mation shall be made available for other ser-
vice management activities as appropriate.

11-2

Supplier agreement
change request

Request

20000-1 3ED IS 8.3.4.1 9. Changes identified
for the contract shall be assessed for the
impact of the change on the SMS and the
services before the change is approved.

12-01

Alternative party process
requirements

Specification

20000-1 3ED IS 8.2.3.1 3. Other parties can
be an external supplier, an internal supplier
or a customer acting as a supplier.

20000-1 3ED IS 8.2.3.1 4. Other parties shall
not provide or operate all services, service
components or processes within the scope of
the SMS.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

12-02

Business relationship
management process
requirements

Specification

20000-1 3ED IS 7.4 1.1 a) The organization
shall determine the internal and external
communications relevant to the SMS and
the services including: a) on what it will
communicate;

20000-1 3ED IS 7.4 1.2 b) The organization

Shati determine the imternat and external
communications relevant to the SMS)and the
services including: b) when to communicate;

20000-1 3ED IS 7.4 1.3 c¢) The erganiZation
shall determine the internal and extdrnal
communications relevant’to the SMSjand
the services includingc) with whomito
communicate;

20000-1 3ED(S7.4 1.4 d) The organizption
shall determine the internal and external
commupnications relevant to the SMS and the
servicesincluding: d) how to commurjicate;

20000-1 3ED IS 7.4 1.5 €) The organizjtion
shall determine the internal and external
communications relevant to the SMS and the
services including: €) who will be responsi-
ble for the communication.

20000-1 3ED IS 8.3.2 4. The organizatfion
shall establish arrangements for communi-
cating with its customers and other irfterest-
ed parties.

20000-1 3ED IS 8.3.2 5. The communjca-
tion shall promote understanding of the
evolving business environment in which
the services operate and shall enable[the
organization to respond to new or chpnged
service requirements.

12-03

Capacityrequirements

Specification

20000-1 3ED IS 8.4.3 1.1 The capacityj
requirements for human, technical, inffor-
mation and financial resources shall he
determined, [documented and maintgined]
taking into consideration the service and
performance requirements.

20000-1 3ED IS 8.4.3 1.2 [The capacity
requirements for human, technical, inffor-
mation and financial resources shall he
determined], documented [and maintpined
taking into consideration the service And

performance requirements.]

20000-1 3ED IS 8.4.3 1.3 [The capacity
requirements for human, technical, infor-
mation and financial resources shall be
determined, documented and] maintained
[taking into consideration the service and
performance requirements.]
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Table B.3 (continued)

Reference

Name

Category

Characteristics

12-04

Demand requirements

Specification

20000-1 3ED IS 8.4.2 1.1 a) [At planned
intervals,] the organization shall: a) deter-
mine current demand [and forecast future
demand for services;]

20000-1 3ED IS 8.4.2 1.2 a) [At planned
intervals,] the organization shall: a) [deter-

TITE CUTTeNnt demand andj forecast fiuture
demand for services;

12-05

Incident management
process requirements

Specification

20000-1 3ED IS 8.6.2 2. Records of seryice
requests shall be updated with actions.taken.

12-06

New or changed service
requirements

Specification

20000-1 3ED IS 8.2.2 1.1 The service
requirements for existing services, new
services and changes to services shall be
determined [and documénted.]

20000-1 3ED IS 8.2,21.2 The service
requirements for existing services, new
services and changes to services shall be
[determined and] documented.

20000-1 3ED IS 8.2.2 2. The organization
shall détermine the criticality of services
based on the needs of the organization, cus-
tomiers, users and other interested parties.

20000-1 3ED IS 8.2.2 3. The organization
shall determine and manage dependencies
and duplication between services.

20000-1 3ED IS 8.2.2 4. The organization
shall propose changes where needed to align
the services with the service management
policy, service management objectives and
service requirements, taking into considera-
tion known limitations and risks.

20000-1 3ED IS 8.2.2 5. The organization
shall prioritize requests for change and pro-
posals for new or changed services to align
with business needs and service manage-
ment objectives, taking into consideration
available resources.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

12-07

New or changed service
specification

Specification

20000-1 3ED 1S 8.5.2.2 2.1 a) The design

shall include relevant items from the follow-
ing: a) authorities and responsibilities of the
parties involved in the delivery of the new or

changed services;

20000-1 3ED IS 8.5.2.2 2.2 b) The design

shaltinciude retevant fttems from tie

following: b) requirements for changgs to
human, technical, information dndfinancial

resources;

20000-1 3ED IS 8.5.2.2 2:3'c) The design
shall include relevant itefns from the follow-
ing: c) requirements for appropriate gduca-

tion, training and eXperience;

20000-1 3ED(S8.5.2.2 2.4 d) The des|gn
shall include’relevant items from the follow-
ing: d) mew: or changed SLAs, contractjs and
otherde@cumented agreements that sypport

the.services;

20000-1 3ED IS 8.5.2.2 2.5 €) The design
shall include relevant items from the follow-
ing: e) changes to the SMS including new or
changed policies, plans, processes, prpce-

dures, measures and knowledge;

20000-1 3ED IS 8.5.2.2 2.6 f) The desilgn
shall include relevant items from the follow-

ing: f) impact on other services;

20000-1 3ED IS 8.5.2.2 2.7 g) The des]gn
shall include relevant items from the follow-
ing: g) updates to the service catalogue(s).

12-08

New or changed services
process integtation needs

Specification

20000-1 3ED IS 8.5.2.3 3. Release and|

deployment management shall be useld to
deploy approved new or changed seryices

into the live environment.

12-09

Preblem management
proeess integration needs

Specification

20000-1 3ED IS 8.6.3 8. Up-to-date informa-
tion on known errors and problem resolu-
tions shall be made available for other ser-
vice management activities as appropriate.

12-10

Problem management
process requirements

Specification

20000-1 3ED IS 8.6.3 5. Changes needed
for problem resolution shall be managed
according to the change management|policy.

12-11

Release management
process integration needs

Specification

20000-1 3ED IS 8.5.3 13. Information jabout
the success or failure of releases and future

release dates shall be made avallable Tor

other service management activities as
appropriate.
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Table B.3 (continued)

Reference

Name

Category

Characteristics

12-12

Service availability
requirements

Specification

20000-1 3ED IS 8.7.1 2. The organization
shall determine the service availability re-
quirements and targets.

20000-1 3ED IS 8.7.1 3. The agreed require-
ments shall take into consideration relevant
business requirements, service require-

ments, SEASand risks:

20000-1 3ED IS 8.7.1 4. Service availability
requirements and targets shall be docu-
mented and maintained.

Service continuity
management process
requirements

Specification

20000-1 3ED IS 8.7.2 5.6 f) The Sexvice con-
tinuity plan(s) and list of contacts shall be
accessible when access to the normal service
location is prevented.

[N
N
[y
o~

Service continuity
requirements

Specification

20000-1 3ED IS 8.7.2 2. The organization
shall determine the'Service continuity re-
quirements.

20000-1 3EDNS8.7.2 3. The agreed require-
ments shall take into consideration relevant
busine§s requirements, service require-
ments,)SLAs and risks.

Service management
competency
requirements

Specification

20000-1 3ED IS 7.2 1.1 The organization
shall: a) determine the necessary com-
petence of persons doing work under its
control that affects the performance and
effectiveness of the SMS and the services;

—_
RN
—_
o

Service management
process interface
requirements

Specification

20000-1 3ED IS 8.2.3.1 1. The organization
shall retain accountability for the require-
ments specified in this document and the
delivery of the services regardless of which
party is involved in performing activities to
support the service lifecycle.

20000-1 3ED IS 8.2.3.1 2. The organization
shall determine and apply criteria for the
evaluation and selection of other parties
involved in the service lifecycle.

20000-1 3ED 1S 8.2.3.2 1.1 a) The organiza-
tion shall define and apply controls for other
parties that include: a) measurement and
evaluation of process performance;
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Table B.3 (continued)

Reference

Name

Category

Characteristics

12-17

Supplier management
process integration
needs

Specification

20000-1 3ED IS 8.2.3.1 5.1 The organi
shall determine [and document]: a) se

es that are provided or operated by other

parties;
20000-1 3ED 1S 8.2.3.1 5.2 The organi

shall [determine and] document: a) servic-

zation
rvic-

zation

esthatare provided or operated by o
parties;

20000-1 3ED IS 8.2.3.1 5.3 The\organi
shall determine [and document]: b) se
components that are provided or opet
by other parties;

20000-1 3ED IS 8.2:3.1'5.4 The organi
shall [determiné‘and] document: b) sq
components, that are provided or opet
by other pdxties;

20000-1 3ED IS 8.2.3.1 5.5 The organi
shalhdetermine [and document]: c) pr
cesses, or parts of processes, in the oy
ization’s SMS that are operated by oth
parties.

20000-1 3ED IS 8.2.3.1 5.6 The organi
shall [determine and] document: c) py
cesses, or parts of processes, in the oy
ization’s SMS that are operated by oth
parties.

20000-1 3ED 1S 8.2.3.2 1.2 b) The org
tion shall define and apply controls fo
parties that include: b) measurement
evaluation of the effectiveness of sery
and service components in the fulfilm
service requirements.

20000-1 3ED IS 8.1 3. The organizatig
ensure that outsourced processes are
trolled (see ISO/IEC 20000-1:2018, 8.

her

zation
rvice
ated

zation
rvice
ated

zation
o-
gan-
er

zation
O_
gan-
er

hniza-
I other
and
ices
ent of

n shall
con-
p.3).
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Annex C
(informative)

Mapping between base practices and ISO/IEC 20000-1
requirements

C.1 General

This dgcument provides a process assessment model for assessing the process capability Of processeg
associated with a service management (SMS). ISO/IEC 20000-1 provides requirements for thg
establighment of an SMS System. This annex identifies a process capability profile{level 1) that is
implied by the requirements associated with a management system conformant to 1SO/IEC 20000-1.

C.2 Mappings of base practices with requirements

Table C|1 identifies each base practice with the associated singular requirements from ISO/IEC 20000-1
and thg implied information item.

NOTE Not all the base practices identified in Clause 5 will corr€spond to an entry in Table C.1. Table C.3
identifigs the base practices associated with outcomes that were added to the process reference model in order
to reprelsent well-formed processes.
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C.3 Mapping of requirements with base practices

Table C.2 identifies sub-clauses and singular requirements, associated base practices and implied
information items.
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