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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

SO or IEC participate in the development of International Standards through technical committees

echnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

n the ISO/IEC Directives, Part 1. In particular the different approval criteria needed_for the different

SO/IEC Directives, Part 2 (see www.iso.org/directives).

fights. 1ISO and IEC shall not be held responsible for identifying any_or-all such patent rights. Detall
batent rights identified during the development of the document wilkbe in the Introduction and/or on
ist of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information givenvfor the convenience of users and d
Constitute an endorsement.

For an explanation on the meaning of 1SO specific.tekns and expressions related to conformity asse|

Technical Barriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/IEC JTC 1, Information technology, SC 7, Softw
ystems engineering.

This corrected version of ISO/IEC 33072 incorporates the text that was not visible in Annex B, Table B
references 08-39 and 08-40, in,the column entitled: "Characteristics".

bstablished by the respective organization to deal with particular fields of technical activity. 1IS@-and IEC
echnical committees collaborate in fields of mutual interest. Other international organizations, goverhmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the fieldJof’ infgrmation

The procedures used to develop this document and those intended for its further maifitenance are de¢scribed

ypes of

Hocument should be noted. This document was drafted in accordance with, the editorial ruleq of the

Attention is drawn to the possibility that some of the elements of this document may be the subject df patent

5 of any
the ISO

oes not

ssment,

hs well as information about ISO's adherence tovthe World Trade Organization (WTQO) principles in the

are and

3,
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Introduction

This Technical Specification provides an Information Security Management Process Assessment Model
(PAM) for use in performing a conformant assessment of process capability in accordance with the

requiren

nents of ISO/IEC 33002, It is structured in accordance with the requirements of ISO/IEC 33004 t

reflect
achieve

An integ

related jo a Process Reference Model (PRM) and is conformant with ISO/IEC 33004. ISO/IEC 33002 identifies

the min
the ratin
for impr
when th
defined

a)
b)
c)
d)
e)
f)
9)

The PR
process
capabili
ISO/IEQ

processes that enable implementation of ISO/IEC 27001. The scale for assessing the extent(o
ment of process capability is based on ISO/IEC 33020.

ral part of conducting an assessment is to use a PAM that is constructed for that purpose.‘ A.PAM ig

mum requirements for performing an assessment in order to ensure consistency and, répeatability o
gs. ISO/IEC 33002 addresses the assessment of process and the application of precess assessmen
pvement and capability determination. Results of conformant process assessments-Can be compared
e scopes of the assessments are considered to be similar. The requirements for, process assessmen
in ISO/IEC 33002 form a structure which:

facilitates self-assessment;

provides a basis for use in process improvement and capability determination;

takes into account the context in which the assessed process issimplemented;

produces a process rating;

addresses the ability of the process to achieve its purposg;

is applicable across all application domains and sizes of organization;

can provide an objective benchmark between organizations.

M defined in ISO/IEC TS 33052 has been used as the basis for the PAM in ISO/IEC TS 33072; thd

measurement framework for process *capability defined in ISO/IEC 33020 is the basis for thg
y measurement scale. The relationship between ISO/IEC 24774, ISO/IEC 27001, ISO/IEC 3002
33004, ISO/IEC 33020, ISO/IEC FS'83052 and ISO/IEC TS 33072 is shown in Figure 1.

Vi
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ISO/IEC 27001 — Information ISO/IEC TR 24774 - Guidelines for
Security management system process definition
requirements \
provides requirements informs

L |
ISO/IEC 33004 Requirements for />\ ISO/IEC TS 33052 A process reference

process reference, process model for information security

n‘}angnamanf
assessment and maturity moaels TR

|

ISO/IEC 33002 Requirements for provides description of processes assessed by
performing process assessment L

ISO/IEC TS 33072 — A process
assessment model.for
information security
management

ISO/IEC 33003 Requirements for
process measurement frameworks

v

ISO/IEC 33020 Process
measurement framework for
assessment of process capability

V4

Figure 1 — Relationships betweenrelevant standards

Any organisation can use processes with additional €lements in order to suit it to the environm
Circumstances. This PAM contains a set of indicators to,be considered when interpreting the intent of i
t provides greater detail to indicate process perfarmance and capability. The indicators can also
lvhen implementing a process improvement program or to help evaluate and select an assessmen
method, methodology or tools.

This PAM embodies the core charactefistics that could be expected of any PAM consistg
SO/IEC 33004. Nevertheless any otherPAMs meeting the requirements of ISO/IEC 33004 can be u
conformant assessment.

SO/IEC 33072 has a similan structure to ISO/IEC 15504-5 and ISO/IEC 15504-6. It can be
conjunction with these pracess assessment models to support joint assessment of information
brocesses and system/software life cycle processes.

Within this Technical Specification:

— Clause 4 provides a detailed description of the structure and key components of a PAM
includes two dimensions: a process dimension and a capability dimension. Assessment in
are introduced in this clause;

*— Clause 5 addresses the process dimension. It uses process definitions from ISO/IEC TS 3

ent and
Is PRM.
be used
model,

nt with
5ed in a

used in

security

, which

dicators

3052 to

designate the PRM. The processes of the PRM are described in the PAM in terms of purp

se and

outcomes. The PAM expands the PRM process definitions by including a set of process performance
indicators called base practices for each process. The PAM also defines a second set of indicators of
process performance by associating inputs and outputs with each process. Clause 5 is also linked

directly to Annex B, which defines the inputs/outputs characteristics;

— Clause 6 addresses the capability dimension. It duplicates the definitions of the capability levels and
process attributes from ISO/IEC 33020, and expands each of the nine attributes through the inclusion

of a set of generic practices. These generic practices belong to a set of indicators of

process

capability, in association with generic resource indicators, and generic inputs/outputs indicators.

Annex B is also linked directly to Clause 6 as it defines the inputs/outputs characteristics;

© ISO/IEC 2016 — All rights reserved
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— Annex A provides a statement of conformance of the PAM to the requirements defined in
ISO/IEC 33004;

— Annex B provides selected characteristics for typical inputs/outputs to assist the assessor in
evaluating the capability level of processes;

— Annex C contains three tables. Table C.1 identifies the base practices linked to requirements;
Table C.2 identifies the requirements linked to base practices; and lastly, Table C.3 identifies the
base practices not linked to requirements.

— | a Bibliography contains a list of informative references.

Viii © ISO/IEC 2016 — All rights reserved
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Information technology — Process assessment — Process capabilit
assessment model for information security management

y

1 Scope

This Technical Specification:

supports the performance of an assessment of process capability by providing indicators for guid
the interpretation of the process purposes and outcomes as defined (iny ISO/IEC TS 33052
process attributes as defined in ISO/IEC 33020;

— provides guidance, by example, on the definition, selection and usé-of assessment indicators.
A PAM comprises a set of indicators of process performance and process capability. The indicators g

ndicators included in this Technical Specification is not intended to be an all-inclusive set nor is it intg
be applicable in its entirety.

The PAM in this Technical Specification is directed-at’assessment sponsors and competent assess
vish to select a model, and associated documented process method, for assessment (for either c
Hetermination or process improvement). Additionally it may be of use to developers of assessment m
he construction of their own model, by providing examples of good information security mang
bractices. It can be used by:

a) service providers to assess and improve an Information Security Management System (ISMS)

b) service providers to demanstrate their capability for the design, development, transition and
of services that fulfilHinformation security management requirements.

Any PAM meeting the-requirements defined in ISO/IEC 33004 concerning models for process ass§
can be used for assessment. Different models and methods might be needed to address differing b
heeds. The assessment model in this Technical Specification meets all the requirements expre
SO/IEC 33004

NOTE €apyright release for the PAM: Users of this Technical Specification may reproduce subclauses 5.3
5.2, B.2.and’B.3 as part of any tool or other material to support the performance of process assessments so that
Lised, fop-its intended purpose.

— defines a process assessment model (PAM) that meets the requirements of ISO/IEC 33004 and that

ance on
and the

re used

hs a basis for collecting the objective evidence that enablesy'an assessor to assign ratings. The set of

nded to

brs who
hpability
odels in
gement

delivery

bssment
usiness
ssed in

to 5.27,
it can be

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes

requirements of this document. For dated references, only the edition cited applies. For undated refere
the latest edition of the referenced document (including any amendments) applies.

3 Terms and definitions

nces,

For the purposes of this document, the terms and definitions given in ISO/IEC 33001 and ISO/IEC 27000

apply.

© ISO/IEC 2016 — All rights reserved
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4 Ov

erview of the Process Assessment Model

4.1 Introduction to Overview

ISO/IEC 33072 provides a PAM that includes examples of assessment indicators.

The PR

M defined in ISO/IEC TS 33052, associated with the process attributes defined in ISO/IEC 33020,

establish a PAM used as a common basis for performing assessments of information security management

system

rocess capability, allowing for the reporting of results using a common rating scale.

This PA
dimensi
dimensi

M is a two-dimensional model of the process quality characteristic of process capability. Inen€
pn, the process dimension, the processes are defined. In the other dimension, the capability
pn, a set of process attributes grouped into capability levels is defined. The process attributes providg

the meg

C

Figure ?
33052.

surable characteristics of the process quality characteristic of process capability.

hpability Dimension

ISO/IEC 33020
A r
+ Level 5: INnovating (2 attributes) ISO/IEC TS"33052

-} Level 4 : Predictable (2 attributes)
-+ Level 3: Established (2 attributes) ;
1 Level 2: Managed (2 attributes) Process Reference

Model (PRM)
F Level 1: Performed (1 attribute)
Llevel 0. Incomplete :
PROCESS
Dimension

Common
Integrated \\ //
Management Processes
processes o \\ Va
Organisational 7
processes Processes Technical processes

Figure 2 — Relationship between the Process Assessment Model and its inputs

shows the relationship between the general structure of the PAM, ISO/IEC 33020 and ISO/IEC TS

A PRM

conformant with the requirements defined in ISO/IEC 33004 and a capability dimension defined in

ISO/IEC 33020 cannot be used alone as the basis for conducting reliable and consistent assessments of

process

capability since the level of detail provided is not sufficient. The descriptions of process purpose and

outcomes in a PRM, and the process attribute definitions in ISO/IEC 33020, need to be supported with a
comprehensive set of indicators of process performance and process capability that are used for assessment

perform

ance.

The PAM defined in ISO/IEC 33072 is conformant with the ISO/IEC 33004 requirements for a PAM, and can
be used as the basis for conducting an assessment of information security management process capability.

© ISO/IEC 2016 — All rights reserved
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In order to meet the PAM requirements of ISO/IEC 33004, a documented process supportin

g other

requirements of ISO/IEC 33002 is also required. This need may be met, for example, by the adoption of a

supporting method for conducting assessments.

4.2 Structure of the Process Assessment Model
This clause describes the detailed structure of the PAM and its key components.

This PAM expands upon the PRM by including a defined set of assessment indicators. Assessment in

dicators

FOMPpriSe dicators of process performance and process capabllity and are defined to SUpport an as
udgment of the performance and capability of an implemented process.

Clause 5, together with its associated Annex B, describes the components of the process,'dimensi
conformance of the PAM to the requirements defined in ISO/IEC 33004.

SO/IEC 33004 requires that processes included in a PRM satisfy the following:

' The fundamental elements of a process reference model are the descriptions of the processes within
scope of the model.

brocess which describes at a high level the overall objectives of\performing the process, together with
bf outcomes which demonstrate successful achievement of the\process purpose.
A process description shall meet the following requirements:

h) a process shall be described in terms of its purpese and process outcomes;

C) process descriptions shall not containvor imply aspects of the process quality characteristic bey
basic level of any relevant process measurement framework conformant with ISO/IEC 33003."

As processes are derived directly from ISO/IEC TS 33052, these requirements are satisfied.

1.2.1 Processes

Figure 3 shows the precesses from ISO/IEC TS 33052, which are included in the process dimensio
PAM for information'security management.

D) the set of process outcomes shall be necessary and sufficient to achieve the purpose of the process;

bessor’'s

on, and

Clause 6 describes the components of the capability dimension. Annex A provides 'a stateqment of

the

The process descriptions in the process reference model incorporate a statement of the purposg of the

the set

ond the

n of the

© ISO/IEC 2016 — All rights reserved
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TOP.1 Leadership

Common Integrated Management Organisational Processes

Processes
ORG.1 Asset management

COM.01 Communication management
COM.02 Documentation management
COM.03 Human resource management
COM.04 Improvement

CdM.05 Internal audit ORG.5 Supplier management
CJM.06 Management review

CdM.07 Non-conformity management

C(dM.08 Operational planning

CJdM.09 Operational implementation and control
CdM.10 Performance evaluation

CdM.11 Risk and opportunity management

ORG.2 Equipment management
ORG.3 Human resource employment management
ORG.4 Infrastructure and work environment

Technical Processes

TEL.01 Capacity management TEC.02 Change management
TEL.03 Configuration management TEC.04 Incident management
TEL.05 Product/service release TEC.06 Service availability management
TEL.07 Service continuity management TEC.08 Service requirements

TE(L.09 Technical data preservation and recovery

Figure 3 — Processes in the Process Reference Model

4.2.2 Process dimension

The progess dimension of the PAM includes all processes from the PRM contained in ISO/IEC TS 33052 and
shown ip Figure 3. Each process in the PAM is:described in terms of a purpose statement. These statements
contain [the unique functional objectives of-the process when performed in a particular environment. A list o
specificloutcomes is associated with each-of the process purpose statements, as a list of expected positive
results ¢f the performance of the processes.

Satisfying the purpose statements of a process represents the first step in building a level 1 process capability
where the expected outcomes are observable. The processes are described in Clause 5.

4.2.3 |[Capability dimenRsion

For the capability dimmension, the process capability levels and process attributes are identical to those defined
in ISO/IEC 33020:

Evolving process capability is expressed in the PAM in terms of process attributes grouped into capability
levels. Erocess attributes are features of a process that can be evaluated on a scale of achievement
providing a measure of the capability of the process. They are applicable to all processes. Each process

attribute describes a facet of the overall capability of managing and improving the effectiveness of a process
in achieving its purpose and contributing to the business goals of the organization.

A capability level is a set of process attribute(s) that work together to provide a major enhancement in the
capability to perform a process. The levels constitute a rational way of progressing through improvement of
the capability of any process and are defined in ISO/IEC 33020.

There are six capability levels, incorporating nine process attributes.

4 © ISO/IEC 2016 — All rights reserved
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Level 0: Incomplete process

The process is not implemented, or fails to achieve its process purpose.
At this level, there is little or no evidence of any systematic achievement of the process purpose.

Level 1: Performed process

The implemented process achieves its process purpose.

The previously described Performed process is now implemented in a managed fashion (plannedy.m
hnd adjusted) and its work products are appropriately established, controlled and maintained.

| evel 3: Established process

The previously described Managed process is now implemented using a defined proeess that is ca
hchieving its process outcomes.

| evel 4: Predictable process

The previously described Established process now operates predictively-within defined limits to ach
brocess outcomes. Quantitative management needs are identified, measurement data are collec
hnalysed to identify assignable causes of variation. Corrective action.is\taken to address assignable c3
Variation.

|_evel 5: Innovating process
The previously described Predictable process is now continually improved to respond to change aligne
brganizational goals.

Within the PAM, the measure of capability is based*upon the nine process attributes (PA) defined in
33020. Process attributes are used to determine whether a process has reached a given capabilit
Attribute measures a particular aspect of the process capability.

At each level there is no ordering betweéen the process attributes; each attribute addresses a specifid
pf the capability level. The list of proeess attributes is shown in Table 1.

Tahlte 1 — Capability levels and process attributes

Process Attribute 1D Capability Levels and Process Attributes

Level O: Incomplete process

Level 1: Performed process

PA 1.1 Process performance

Level 2: Managed process

bnitored

bable of

ieve its
ed and
wses of

d with

SO/IEC
y. Each

aspect

PA 2.1 Performance management
PA 2.2 Work Products management
Level 3: Established process
PA 3.1 Process definition
PA 3.2 Process deployment
Level 4: Predictable process
PA 4.1 Quantitative analysis
PA 4.2 Quantitative control
Level 5: Innovating process
PA 5.1 Process innovation
PA 5.2 Process innovation implementation
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The process attributes are evaluated on a four point ordinal scale of achievement, as defined in
ISO/IEC 33020. They provide insight into the specific aspects of process capability required to support

process

43 A

The PA
achieve

improvement and capability determination.

ssessment Indicators

M is based on the principle that the capability of a process can be assessed by demonstrating the
ment of process attributes on the basis of evidence related to assessment indicators.

There 4
to 5 an
defined

The pro
indicatid
significg

process,

The pro

As addi
dimensi
of the p

The pro

The per
purposs
the prog

The pro
evidenc
achieve

Figure 4

fe Two Types of assessment Indicators: process capability indicators, which apply t0 capability Tevels 1
I process performance indicators, which apply exclusively to capability level 1. These indicators.aré
in Clause 4.3.2.
cess attributes in the capability dimension have a set of process capability indicators that ‘provide an
n of the extent of achievement of the attribute in the instantiated process. These indicaters concerr
nt activities, resources or results associated with the achievement of the attributeDpurpose by 3
cess capability indicators are:

Generic Practice (GP);

Generic Resource (GR);

Generic Input/Output (GIO).

ional indicators for supporting the assessment of a process at Level 1, each process in the process
pn has a set of process performance indicators whichi/is used to measure the degree of achievemen
ocess performance attribute for the process assessed.

cess performance indicators are:

Base Practice (BP);

Input/output (10).

formance of Base Practices-(BPs) provides an indication of the extent of achievement of the process
and process outcomes. Anput/Outputs (10s) are either used or produced (or both), when performing
ess.

cess performance.and process capability indicators defined in the PAM represent types of objectivg
e that might keyfound in an instantiation of a process and therefore could be used to judgs

ment of capability.

shows-how the assessment indicators are related to process performance and process capability.
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CAPABILITY _
DimAension For each attribute Process Assessment
. PA.1.1to PA 5.2
T Level 5: Innovating Process capability assessment (Level 1 to 5)
1 . ; based on Process Attribute Indicators (PAI):
Level 4: Predictable -GP :GenericPractice
: -GR : Generic Resource
+ 3. Established
Level = - GIO : Generic Input/Output XAM
1 Level 2: Managed for PA
Level 1
1 Level 1: Performed Additional indicators “for p
performance assessment bag
4+ evel 0: Incomplete performance indicators:
- BP : Base ‘Practice
-10 : Input/Output
Common PROCI
Integrated .
o Dimen
Management Organisational : (25}
processes processes Technicalg ™

processes

Figure 4 — Assessment indicators

1.3.1 Process Capability Indicators

The three types of process capability indicators:related to levels 1 to 5 are identified in Figure 5. T
ntended to be applicable to all processes.

All the process capability indicators relate to the process attributes defined in the capability dimensio

Are achieved. Evidence of their effective performance or existence supports the judgment of the dg
achievement of the attribute. The generic practices are the principal indicators of process capability.

The Generic Practice (GP)-indicators are indicators of activities of a generic type and provide guid
he implementation of/the attribute's characteristics. They support the achievement of the process
and many of them g¢oneern management practices, i.e. practices that are established to support the
berformance as itds,characterized at level 1.

During the evaluation of process capability, the primary focus is on the performance of the generic pf

The,Generic Resource (GR) indicators are associated resources that may be used when perforn
brocess in order to achieve the attribute. These resources may include human resources, tools, meth

nfractriintiirn Tha avadlalilitgy Af A vacariran ndinatac thn antantial +a £0 tha narnaen Af A cnanifin Aty

n general;~performance of all generic practices is expected for full achievement of the process attribute.

ation
1.1

rocess
ed on

-SS
510N

hey are

n of the

PAM. They represent the type of evidence that would support judgments of the extent to which the aftributes

pgree of

hnce on
Attribute
process

actices.

D

ning the
bds and
ute.

T OSTOCTOTC T i ovaiaiointy O o o oSUUTecCTocatC S tC POt it toTaiT o poTrp oSt oo Sspeomec T

NOTE: The assessor should interpret the generic resources according to the process assessed; e.g. for PA2.1

resources (with identified objectives, responsibilities and authorities), an assessor would look for roles (with

identified

objectives, responsibilities and authorities) in primary and supporting processes, but for organizational processes would

look for governance structures (e.g. mandated committees, positions) with identified objectives, responsibil
authorities.
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Capability
level 1-5
\
| Process |
_| Attribute |_

Pracess

attribute
L outcome

v

(Generic : Practice Generic
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Practice

N\

2y

Generic
Practice

Figure 5 — Process capabhility indicators

The Geperic Input/Output (GIO) indicators are sets of gharacteristics that would be expected to be evident i
inputs/outputs of generic types as a result of achievetment of an attribute. The generic inputs/outputs form the
basis fgr the classification of the inputs/outputs_defined as process performance indicators; they represen
basic types of inputs/outputs from all types of processes.

These three types of indicators help to (establish objective evidence of the extent of achievement of thg
specifiefl process attribute.

Due to the fact that Level 1 capability’ of a process is only characterized by the measure of the extent to which
the progess purpose is achieved;“the process performance attribute (PA.1.1) has a single generic practicq
indicatof (GP.1.1.1). In order to’ support the assessment of PA.1.1 and to amplify the process performance
achievement analysis, additional process performance indicators are defined in the PAM.

4.3.2 rocess Perfermance Indicators

There afe two typées of process performance indicators: Base Practice (BP) indicators and Input/Output (10
indicatofs. Precess performance indicators relate to individual processes defined in the process dimension o
the PANI and*are chosen to explicitly address the achievement of the defined process outcomes.

Evidence of performance of the base practices, and the presence of inputs/outputs with their expected
characteristics, provide objective evidence of the achievement of the process outcomes.

A base practice is an activity that addresses the purpose of a particular process. Consistently performing the
base practices associated with a process will help the consistent achievement of its purpose. A coherent set
of base practices is associated with each process in the process dimension. The base practices are described
at an abstract level, identifying "what" should be done without specifying "how". Implementing the base
practices of a process should achieve the basic outcomes that reflect the process purpose. Base practices
represent only the first step in building process capability, but the base practices represent the unique,
functional activities of the process, even if that performance is not systematic.
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In this particular PAM the base practices have been used as a vehicle to link the outcomes of each process in
the PRM with the requirements defined for that process in ISO/IEC 27001. This has been achieved using the
following strategy:

e Singular requirements from ISO/IEC 27001 have been identified and assigned a unique identifier
(process number plus sequential numbering within the sub-clause).

e Each process outcome has been linked to a single base practice.
Fhis—approach—provides—insightomrhow—the—singttarreguirements—from1SOAEC 270081 —contribute to the
hchievement of the process purpose and outcomes. The performance of a process requires, iputs and
broduces outputs that are identifiable and usable in achieving the purpose of the process. In thiSvass¢ssment
model, each input/output has a defined set of example characteristics that may be used whenirevieying the
nput/output to assess the effective performance of a process. Input/output characteristics imay be [used to
dentify the corresponding input/output produced/used by the assessed organization.

Clause 5 contains a complete description of the processes, including the base practices and the asgociated
nputs and outputs.

Annex B contains a list of generic inputs/outputs together with their characteristics.

1.4  Measuring process capability

The process performance and process capability indicators in-this model give examples of evidence| that an
Assessor might obtain, or observe, in the performance of~an/assessment. The evidence obtained in the
hssessment, through observation of the implemented pracess, can be mapped onto the set of indigators to
enable correlation between the implemented process and the processes defined in this assessment model.
These indicators provide guidance for assessors in aceumulating the necessary objective evidence to|support
udgments of capability. They are not mandatory.

An indicator is defined as an objective charagtéristic of a practice or input/output that supports perfgrming a
conformant assessment in accordance with the requirements of ISO/IEC 33004. The assessment indlicators,
And their relationship to process performance and process capability, are shown in Figure 6.

Dbservable (objective) evidence collected during an assessment is used to confirm the indicatofs (e.g.,
bractices were performed). All such evidence comes either from the examination of inputs/output$ of the
brocesses assessed, or from-statements made by the performers and managers of the processes.

The existence of base prdctices, inputs/outputs, and input/output characteristics, provide evidenc¢ of the
berformance of the processes associated with them. Similarly, the existence of process capability indicators
brovides evidence of process capability.

The evidence abtained should be recorded in a form that clearly relates to an associated indicator, so|that the
support for the*assessor’s judgment can be readily confirmed or verified as required by ISO/IEC 33002,

The autput from a process assessment is a set of process profiles, one for each process within the gcope of
he”assessment. Each process profile consists of a set of the process attribute ratings for an agsessed
process. Each attribute rating represents a judgment by the assessor of the extent to which the attfibute is
achieved. To improve the reliability and repeatability of the assessment, the judgments of the assessor are
based on a coherent set of recorded objective evidences.

© ISO/IEC 2016 — All rights reserved 9
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A o r\ Process Attribute
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5.2 Process ?nnovat?on implementation , GR's GP's Indicators
1 5.1 Processinnovation —  ------- -610's-* ) GR's -_—
GIO's GP's
4.2 Quantitative control > 4 GR's GP's
T 4.1 Quantitative analysis ~ ~7777TromTomommomooomomoe oo GIOS™"” 9 GR's
GP's GIO's
| 3.2 Process deployment — ) GR's GP's
3.1 Process definition ~ ------- -610's--* 1 GR's
GIO's [ i
1 2.2 Woek prndllr‘t management gzs (
» 's ]
2.1 Herformance management = -----------sooooooooooooo-oooo- 'GTO*S"'*{ g;'z
GlO's
4.1.1 Hrocess performance — > GP111 { Input/Output
( Process Performance
Indicators
Figure 6 — Relationship between assessmentindicators and process capability
5 The process dimension and process performance indicators (Level 1)
5.1 General
This clguse defines the processes and ‘the process performance indicators, also known as the procesg

dimensi
defined

The prg
outcom

The ind
defined

a)

in the PRM.

s, the practices, thelinputs and outputs of processes are included in this clause.

in ISO/IEC IS.33052:

name:<a-sshort noun phrase that summarizes the scope of the process, identifying the principle
concern of the process, and distinguishes it from other processes within the scope of the PRM;

b)

<)

In additi

a)

10

purpose: descrioes at a nigh level the overall opjectives OT performing tne process,

outcomes: an outcome is an observable result of the successful achievement of the process purpose.

Outcomes are measurable, tangible, technical or business results that are achieved by a process.
Outcomes are observable and assessable.

on, the process dimension of the PAM provides information in the form of:

a set of base practices for the process needed to accomplish the process outcomes; a single base

practice is explicitly associated with one or more process outcomes;
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b) a number of inputs/outputs associated with each process and their relationship to one or more of its

outcomes by numbers in square brackets, (i.e. [n]);
c) characteristics associated with each input/output.

The input/output identifiers and characteristics are contained in Annex B.

The base practices and the inputs/outputs constitute the set of indicators of process performance. The
associated inputs/outputs listed in this clause may be used when reviewing potential inputs and outputs of an

Araanizatinn'e nranncc mnlamantatingn  Thay nrr\\nrJ obhiecetivia cundaneca fr\r notantial |nn||fo and A

PrgarZzat oo PTroct oo |||||u|\.|||\.,|uuuu|| |||\._y Proviot—oojc oty C—gurigoricC o p ottt o rpato oo o

ook for, and objective evidence supporting the assessment of a particular process. A décu
hssessment process and assessor judgment is needed to ensure that process context (application
business purpose, development methodology, size of the organization, etc.) is explicitly considere
ising this information. This list should not be considered as a checklist of what each organization md
but rather as an example and starting point for considering whether, given the context, the inputs/out
necessary and contributing to the intended purpose of the process.

tputs to
mented
domain,
d when
st have
buts are

NOTE Some outcomes are not linked to specific requirements of ISO/IEC 27001. These additional outconpes have
been included in order to present a complete process so that the process purpose can be achieved. The complete list of
hffected base practices is shown in Annex C, Table C.2.
b.2 ORG.1 Asset management
Process ID | ORG.1
Name Asset management
burpose The purpose of Asset Management is to establish.and maintain the integrity of all identified product assets.
Dutcomes | As a result of successful implementation of this process:
1. Items requiring asset management are‘identified.
2. Asset items are classified.
3. Assets are inventoried.
4. The status of assets is identified.
5. Changes to assets(under management are controlled.
Base ORG.1.1 Identify asset items. Identify assets relevant in the lifecycle of information, and their importance.
bractices The lifecyele of information includes creation, processing, storage, transmission, deletion and
destruetion. The asset classification needs to be identified [Outcome 1]
ORG.1.2 classify assets. Identify asset classification. Note: Such a classification may include ref¢rence to
thesasset's legal requirements, value, criticality, and sensitivity to unauthorized disclosure o
madification. [Outcome 2]
ORG.¥.3 Inventory the assets. Assemble an inventory of the information security related assets.
[Outcome 3]
ORG.1.4 Identify asset status. The asset inventory is accurate, up to date, consistent and aligned with
other inventories. [Outcome 4]
ORG.1.5 Manage asset item changes. Manage changes to asset items. [Outcome 5]

nputs

06-0T ASSET management procedure [outcome 1,4]

02-01 Asset register [Outcome 1,4]

12-11 Information asset classification schema [Outcome 2]

03-05 Information asset control objective [Outcome 1]

03-06 Information asset management roles and responsibilities [Outcome 1]
02-05 Information asset register [Outcome 1,3,5]

06-07 Information labelling, handling and storage procedure [Outcome 1]
06-12 Removable media management procedure [Outcome 5]
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Process ID | ORG.1
Name Asset management
Outputs
02-01 Asset register [Outcome 1]
08-33 Information asset classification record [Outcome 2]
02-05 Information asset register [Outcome 1,3,5]
08-52 Portable electronic media control log [Outcome 5]
08-55 Removable media disposition record [Outcome 5]
08-57 Return of assets confirmation record [Outcome 4]
5.3 TEC.01 Capacity management
Process|ID | TEC.01
Name Capacity management
Purpose The purpose of Capacity Management is to ensure that the organization has capacity\to meet current and
future system performance requirements.
Outcomps | As a result of successful implementation of this process:
1. Current and future capacity and performance requirements are identifiee:
2. Capacity is provided to meet current capacity and performance requirements.
3. Capacity usage is monitored, analysed and performance is taned.
4. Capacity is prepared to meet future capacity and performance needs.
Base TEC.01.1 Identify capacity requirements. Identify cutrent and future capacity and performance
Practices requirements. [Outcome 1]
TEC.01.2 Provide capacity. Provide capacity.te.meet current capacity and performance
requirements. [Outcome 2]
TEC.01.3 Monitor capacity usage. Monitor, analyse and performance tune capacity usage. [Outcome
3]
TEC.01.4 Prepare future capacity.(Prepare capacity to meet future capacity and performance needs.
[Outcome 4]
Inputs
12-01 Business continuity requirements{Outcome 1]
09-02 Capacity future needs assessment report [Outcome 4]
04-04 Capacity plan [Outcome 2,4]
12-02 Capacity requirements\[Qutcome 2,3,4]
09-03 Capacity usage analysis [Outcome 1,2,3,4]
02-02 Capacity usage ‘data [Outcome 3]
12-05 Contractualteguirements [Outcome 1]
12-16 New or changed services - system security requirements [Outcome 1]
12-22 Risk acceptance criteria [Outcome 1]
12-23 Service availability requirements [Outcome 1]
12-24 Statutory and regulatory requirements [Outcome 1]
Outputs
09-02 Capacity Tuture needs assessment report (outcome 3]
04-04 Capacity plan [Outcome 2]
11-1 Capacity plan change request [Outcome 4]
12-02 Capacity requirements [Outcome 1]
09-03 Capacity usage analysis [Outcome 3]
02-02 Capacity usage data [Outcome 2]
12 © ISO/IEC 2016 — All rights reserved
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5.4 TEC.02 Change management

Process ID | TEC.02
Name Change management
Purpose The purpose of Change Management is to provide the focus for all activities associated with changes
associated with product, services, processes and systems used to produce a product or deliver a service.
Outcomes | As a result of successful implementation of this process:
1 (‘hnngn requests are classified
2. Change requests are analysed and assessed using defined criteria.
3. Changes are approved or rejected using defined criteria.
4. Changes are implemented, as appropriate.
Base TEC.02.1 Classify change requests. Classify change requests. [Outcome 1]
Practices TEC.02.2 Analyse change requests. Analyse and assess change requests using defined criteria.
[Outcome 2]
TEC.02.3 Approve or reject changes. Approve or reject change requests using defined critefia.
[Outcome 3]
TEC.02.4 Implement changes. Implement changes, as appropriaté. [Outcome 4]
nputs
D8-06 Change request approval record [Outcome 4]
D9-04 Change request evaluation report [Outcome 3]
D8-07 Change request record [Outcome 2]
D8-69 Supplier services change request evaluation record [Qutcome 3]
Dutputs
D8-06 Change request approval record [Outcome 3]
D9-04 Change request evaluation report [Outcome\2]
D8-07 Change request record [Outcome 1]
D4-05 Change schedule [Outcome 4]
D2-03 Implemented changes log [Outcome 4]
D8-69 Supplier services change request-evaluation record [Outcome 2]
.5 COM.01 Communicationsmanagement
Process ID | COM.01
Name Communication’ management
burpose The pufpose of Communication Management is to produce timely and accurate information producis to
support effective communication and decision making.
Dutcomes | As‘a’result of successful implementation of this process:
1. Information content is defined in terms of identified communication needs and requirements.
2. Parties to communicate with are identified.
3. The party responsible for the communication is identified.

= tetloat H H 4 ™ HA P |
CVTTILS Ual TCUuUT CUNMTTIITIATICAtiuTT aCuuUrs arc TUTTIUNcU.

:J:>

The channel for the communication is selected.

I

Information products are communicated to interested parties.
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Process ID | COM.01
Name Communication management
Base COM.01.1 Define information content. Define information content in terms of identified
Practices communication needs and requirements. [Outcome 1]
COM.01.2 Identify parties to communicate to. Identify parties to communicate with. [Outcome 2]
COM.01.3 Identify party responsible for communication. Identify the party responsible for the
communication. [Outcome 3]
COM.01.4 Identify communication events. Identify the events that require comminication actions.
[Outcome 4]
COM.01.5 Select communication channel. Select the channel for the communication. [Outcome 5]
COM.01.6 Communicate information products. Communicate information products to interested
parties. [Outcome 6]
Inputs
12-03 Communication requirements [Outcome 6]
12-19 Process interface requirements [Outcome 6]
Outputs
08-03 Audit result communication record [Outcome 6]
12-03 Communication requirements [Outcome 1,2,3,4,5]
09-10 ISMS Communication records [Outcome 6]
12-19 Process interface requirements [Outcome 2]

5.6 TEC.03 Configuration management

Process|{ID | TEC.03
Name Configuration management
Purpose The purpose of Configuration Management is to identify, control, record, track, report and verify all
identified product/service components.
Outcomps | As a result of successful implementation of this-process:
1. Items requiring configuration managément are identified.
2. The status of configuration items and modifications is identified.
3. Changes to items under cohfiguration management are controlled.
4. The integrity of systems,products/services and product/service components is assured.
5. The configuration.of.released items is controlled.
Base TEC.03.1 Identify configuration items. Identify items requiring configuration management. [Outcome
Practices 1]
TEC.03.2 ldentify configuration status. Record the status of configuration items and modifications.
[OutCane 2]
TEC.03:3 Manage changes to configuration items. Control changes to items under configuration
management. [Outcome 3]
TEC.03.4 Assure the integrity of configuration items. Assure the integrity of configuration item.
[Outcome 4]
TEC.03.5 Control the release of configuration items. Control the configuration of released items.
[Outcome 5]
Inputs
08-10 Configuration item change log [Outcome 4]
08-11 Configuration item record [Outcome 2]
09-06 Configuration item status report [Outcome 3]
03-35 Release notes [Outcome 5]
08-71 Test data change log [Outcome 4]
14 © ISO/IEC 2016 — All rights reserved
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Process ID | TEC.03

Name Configuration management

Outputs

08-09 Configuration item archive [Outcome 5]

09-05 Configuration item audit report [Outcome 4]

08-10 Configuration item change log [Outcome 3]

08-11 Configuration item record [Outcome 1]

09-06 Configuration item status report [Outcome 2]
8-71 Test data change Tog [Ouicome 3]

b.7 COM.02 Documentation management

Process ID | COM.02
Name Documentation management
burpose The purpose of Document Management is to provide relevant, timely, compléte, valid and, if required,
confidential documented information to designated parties.
Dutcomes | As a result of successful implementation of this process:
1. Documented information to be managed is identified.
2. The forms of documented information representation are*defined.
3. The documented information content status is knowny
4. Documented information is current, complete and valid.
5. Documented information is released according-to defined criteria.
6. Documented information is available to designated parties.
7. Documented information is archived, or disposed of, as required.
Base COM.02.1 Identify documented@nformation to be managed. Identify documented informatign of
bractices internal and external origin necessary for the operation of the information security management

system. [Outcome 1]

COM.02.2 The forms of\documented information representation are defined.. Identify the forms of
information to be stared in the repostory. For example, this may include documents, recordd, audio
content, video content, image content. [Outcome 2]

COM.02.3 Identify-documented information content status. The status of the documented
informatieficontent refers to the timeliness of the information content. This includes the confrol of
changesy.for example, by using version control techniques. [Outcome 3]

COM.02.4 Documented information is current, complete and valid.. The documented information
contained in the repository is adequately protected (e.g. from loss of confidentiality, improper use, or
loss of integrity). [Outcome 4]

COM:02.5 The forms of documented information representation are defined.. Identify the forms of
information to be stored in the repostory. For example, this may include documents, records, audio
content, video content, image content. [Outcome 5]

COM.02.5 Release documented information according to defined criteria.. The documented
information release status refers to those situations typically where authorisation is needed, |such as
in situations where: a) agreements are in force, b) policies and procedures are approved by
management and their use in the organisation is thereby obligatory. [Outcome 5]

COM.UZ.6 Make documented information available 1o designated parties.. Manage the distribution,
access, retrieval and use of documented information towards interested parties. [Outcome 6]

COM.02.7 Identify documented information to be managed. Identify documented information of
internal and external origin necessary for the operation of the information security management
system. [Outcome 7]

COM.02.7 Archived, or disposed of documented information. Manage documented information,
including records, through its lifecycle by addressing the following activities: - storage and
preservation, including preservation of legibility; - retention and disposition. [Outcome 7]

Note: Records should be protected in accordance with statutory, regulatory, contractual and
business requirements.
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Process ID | COM.02

Name Documentation management

Inputs

03-17 Management system strategy: documentation [Outcome 1,3,4,7]
Outputs

08-01 Audit (ISMS) log [Outcome 1]

09-01 Audit result [Outcome 1]

06-02 Business continuity procedure [Outcome 1,3]

12-04 Confidentiality requirements [Outcome 1]

12-05 Contractual requirements [Outcome 1,3]

08-14 Corrective action record [Outcome 1]

08-22 Electronic transactions security volations log [Outcome 1]
06-05 Evidence collection and preservation procedure [Outcome 1]
08-32 Information archive log [Outcome 7]

03-05 Information asset control objective [Outcome 1]

08-34 Information disposition record [Outcome 7]

08-35 Information integrity verification record [Outcome 4]

12-13 Information item management requirements [Outcome 2,5]
12-14 Information management requirements [Outcome 2]

03-07 Information publication status [Outcome 6]

09-08 Information security incident report [Outcome 1]

03-08 Information security objectives [Outcome 1,3]

08-36 Information status record [Outcome 3]

05-06 Information system access policy [Outcome 1]

08-41 ISMS Measurement information results [Outcome 1]

08-42 ISMS Policy approval record [Outcome 5]

08-45 Management review record [Outcome 1]

05-08 Management system (ISMS) policy [Outcome 1,6]

03-16 Management system (ISMS) scope [Outcome 1]

03-17 Management system strategy: documentation [Outcome 1,7]
06-10 Operating Procedures [Outcome 1,6]

08-51 Personnel competency records [Odtcome 1]

04-12 Product /service process lifecycle.model [Outcome 1,3]
06-12 Removable media management:procedure [Outcome 7]
08-56 Residual risk approval record [Outcome 5]

09-16 Risk analysis report [Qutcome 1]

03-37 Risk assessment pfogess description [Outcome 1]

08-60 Risk assessment-review record [Outcome 1]

03-38 Risk identification [Outcome 1]

04-15 Risk treatmént plan [Outcome 1]

03-39 Risk treatment process description [Outcome 1]

06-14 Security incident management procedure [Outcome 1]
12-24 Statutory and regulatory requirements [Outcome 1,3]

05-12 Supplier relationship information security policy [Outcome 1,5]
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5.8 ORG.2 Equipment management

Process ID | ORG.2
Name Equipment management
Purpose The purpose of Equipment Management is to ensure integrity of the performance and behavior of
equipment and associated software.
Outcomes | As a result of successful implementation of this process:
1 I:nlllipmnnf is sited to minimize risk of environmental or other dnmngn
2. Continuity in the provision of utilities and services to equipment is assured.
3. Equipment is maintained to ensure its continued availability and integrity.
4. Equipment used offsite is managed to ensure integrity of operation.
5. The integrity of information is assured when equipment is withdrawn from service:
6. Equipment relocation is controlled.
Base ORG.2.1 Site equipment. Site equipment to minimize risk of environmental or other damage. [Outcome 1]
Practices ORG.2.2 Assure continuity in service provision. Assure continuity in,the provision of utilities ang
services to equipment. [Outcome 2]
ORG.2.3 Maintain equipment. Maintain equipment to ensure its. continued availability and integrity.
[Outcome 3]
ORG.2.4 Manage offsite equipment. Manage equipment used offsite to ensure integrity of operation.
[Outcome 4]
ORG.2.5 Assure information integrity. Assure the integtity of information when equipment is withdrawn
from service. [Outcome 5]
ORG.2.6 Control equipment relocation. Control:equipment relocation. [Outcome 6]
nputs
12-08 Equipment environment requirements [Outcome 2,3,4,6]
Dutputs
D8-08 Code validity confirmation record [Quteome 3]
D8-19 Data removal verification record.[Outcome 5]
12-08 Equipment environment requirements [Outcome 1,2]
12-09 Equipment maintenance regtirements [Outcome 3]
D6-04 Equipment offsite management procedure [Outcome 4]
D8-29 Equipment removal ‘approval record [Outcome 6]
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5.9 ORG.3 Human resource employment management

Process ID | ORG.3
Name Human resource employment management
Purpose The purpose of Human Resource Employment Management is to prevent threats to information security by
employees, before hiring, during employment and after termination of employment
Outcomes | As a result of successful implementation of this process:
] Roles and rncpnncihilitinc of pmplnyppg contractors and third party users are defined
2. Prospective employees are screened in accordance with relevant laws, regulations and ethics, andin
proportional to the business requirements and the perceived risks.
Prospective employees agree to the terms and conditions of their employment contract.
4. The terms and conditions of employment are applied.
5. Employees are equipped to apply relevant organizational policies and procedures, as relevant for their
job function.
6. Disciplinary measures are applied to employees that have committed a breech of the agreed
conditions of employment.
7. Responsibilities for performing employment termination or change of employment are defined and
assigned.
8. Employees return all of the organization's assets in their possession upon termination of employment.
9. Employee access to information resources is removed upontermination of their employment.
Base ORG.3.1 Define roles and responsibilities of employees.“Befine roles and responsibilities of
Practices employees, contractors and third party users. [Outceme 1]
ORG.3.2 Screen prospective employees. Screen proSpective employees in accordance with relevant
laws, regulations and ethics, and in proportionalto the business requirements and the perceived
risks. [Outcome 2]
ORG.3.3 Confirm employee agreement. Confitmh agreement of prospective employees to the terms and
conditions of their employment contract-{Outcome 3]
ORG.3.4 Apply employment terms and-conditions. Apply the terms and conditions of employment are
applied. [Outcome 4]
ORG.3.5 Equip employees. Equipemployees to apply relevant organizational policies and procedures, as
relevant for their job function. [Outcome 5]
ORG.3.6 Apply disciplinary measures. Apply disciplinary measures to employees that have committed a
breech of the agreed.conditions of employment. [Outcome 6]
ORG.3.7 Manage employment termination. Define and assign responsibilities for performing
employment termination or change of employment. [Outcome 7]
ORG.3.8 Return.af assets. On termination of employment, employees return all of the organization's
assets in their possession. [Outcome 8]
ORG.3.9 Remove employee access to information resources. Remove employee access to information
resources upon termination of their employment. [Outcome 9]
Inputs
01-2 Employee agreement [Outcome 3,4]
08-27 Employee terms and conditions approval record [Outcome 4,6,8]
08-28 Employment candidate screening review result [Outcome 3]

03-14 —  TSMISTRoOIES and responsibiiities [OUtcome 2]

03-31 Process roles and responsibilities [Outcome 2]

08-61 Roles and responsibilities assignment record [Outcome 2]

03-41 Termination of employment roles and responsibilities [Outcome 9]
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Process ID | ORG.3
Name Human resource employment management
Outputs
08-24 Employee access rights removal record [Outcome 9]
01-2 Employee agreement [Outcome 1]
08-25 Employee disciplinary action record [Outcome 6]
08-26 Employee security performance appraisal record [Outcome 4]
08-27 Employee terms and conditions approval record [Outcome 3]
8-28 Employment candidate screening review result [Outcome 2]
D3-14 ISMS Roles and responsibilities [Outcome 1]
D3-31 Process roles and responsibilities [Outcome 1]
D8-57 Return of assets confirmation record [Outcome 8]
D8-61 Roles and responsibilities assignment record [Outcome 1]
D3-41 Termination of employment roles and responsibilities [Outcome 7]
b.10 COM.03 Human resource management
Process ID | COM.03
Name Human resource management
burpose The purpose of Human Resource Management is to provide-the organization with necessary compgtent
human resources and to improve their competencies, in alignment with business needs.
Dutcomes | As a result of successful implementation of this process:
1. The competencies required by the organizationto produce products and services are identified.
2. ldentified competency gaps are filled through training or recruitment.
3. Understanding of role and activities in‘achieving organsational objectives in product and service
provision is demonstrated by each.individual.
Base COM.03.1 Identify organisatiofial competencies. Identify the competencies required by the
bractices organization. [Outcome 1}
COM.03.2 Take action to acquire ncessary competencies. Where applicable, take actions tp
acquire the necessaftyycompetence (hiring, human resources mobility, sub-contracting, train|ng,
coaching etc) [Qutcome 2]
COM.03.3 Evaluate competence of personnel. Evaluate the competence of the personnel [Qutcome
3]
COM.03.3 Take action to acquire ncessary competencies. Where applicable, take actions tp
acquire_the necessary competence (hiring, human resources mobility, sub-contracting, train|ng,
coaching etc) [Outcome 3]
COM.033 Demonstrate awareness of role. Each individual demonstrates their understanding of their
role and activities in achieving organsational objectives. [Outcome 3]
nputs
12-17 Organisational competence requirements [Outcome 2,3]
D8-51 Personnel competency records [Outcome 3]
Dutputs
| 2-1y7 Organisational competence requirements [Outcome 1]
08-73 Training provision action log [Outcome 2]
08-74 Training record [Outcome 2,3]
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5.11 COM.04 Improvement

Process ID | COM.04
Name Improvement
Purpose The purpose of Improvement is to continually improve the management system, its processes, and
products.
Outcomes | As a result of successful implementation of this process:
] ﬁppnrtl nities for imprn\/nmnnt are identified
2. Opportunities for improvement are evaluated against defined criteria.
3. Improvements are prioritised.
4. Improvements are implemented.
5. The effectiveness of implemented improvements is evaluated.
Base COM.04.1 Identify improvement opportunities. ldentify opportunities for improvement. (NOTE:
Practices Opportunities for improvement could come from any kind of source such as internal audit,
management review, non-conformity management.) [Outcome 1]
COM.04.2 Evaluate improvement opportunties. Evaluate opportunities for improvement against
defined criteria. Determine which ones have to be implemented, and-how they have to be
implemented [Outcome 2]
COM.04.3 Prioritise improvements. Prioritise improvements, and decide when they have to be
implemented. [Outcome 3]
COM.04.4 Implement improvements. Perform activities thatwill improve the suitability, adequacy,
performance, and effectiveness of the management system and its related processes and products.
[Outcome 4]
COM.04.5 Evaluate improvement effectiveness. Evaluate the effectiveness of implemented
improvements. [Outcome 5]
Inputs
11-3 Improvement opportunity approval request [Outcome 5]
12-10 Improvement opportunity evaluation criteria [Outcome 2,4]
08-30 Improvement opportunity evaluation result {Outcome 3,4]
08-31 Improvement opportunity record [Outeame 2,3]
05-05 Improvement policy [Outcome 2]
06-06 Improvement procedure [Outcome.2,3]
03-04 Improvement target [Outcomie 4,5]
Outputs
04-07 Improvement implementation schedule [Outcome 4]
03-03 Improvement oppoftunity [Outcome 1]
11-3 Improvement opportunity approval request [Outcome 3]
08-30 Improvement.opportunity evaluation result [Outcome 2]
02-04 Improvement’opportunity implementation log [Outcome 5]
08-31 Improvement opportunity record [Outcome 1]
03-04 Improvement target [Outcome 3]
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5.12 TEC.04 Incident management

Process ID | TEC.04
Name Incident management
Purpose The purpose of Incident Management is to identify and resolve information security events and incidents
within agreed service levels.
Outcomes | As a result of successful implementation of this process:
1 lncidents are identified
2. Incidents are classified, prioritised and analysed.
3. Incidents are resolved and closed.
4. Incidents are reported and escalated according to agreed service levels.
Base TEC.04.1 Record incidents. Record and classify incidents. [Outcome 1]
Practices TEC.04.2 Analyse incidents. Prioritise and analyse incidents. [Outcome 2]
TEC.04.3 Resolve incidents. Resolve and close incidents. [Outcome 3]
TEC.04.4 Escalate incidents. Incidents are reported and escalated-according to agreed service
levels. [Outcome 4]
nputs
D9-08 Information security incident report [Outcome 2]
D8-62 Security incident disposition record [Outcome 4]
D8-63 Security incident impact evaluation result [Outcome 3]
D8-64 Security incident request record [Outcome 2]
Dutputs
D9-08 Information security incident report [Outcome 1]
D8-62 Security incident disposition record [Outcome3;4]
D8-63 Security incident impact evaluation result [Qutcome 2]
D8-64 Security incident request record [Outcome 1]

.13 ORG.4 Infrastructure and work'‘environment

Fherequirements for infrastructure and work environment to support processes are defined.
Access rights to the information resource are defined.

The infrastructure and work environment elements are identified and specified.

The infrastructure and work environment elements are acquired and commissioned.

The infrastructure and work environment is controlled and maintained.

Process ID | ORG.4

Name Infrastructure and work environment

burpose The purpose of(nfrastructure and Work Environment is to provide the enabling infrastructure and sgrvices
to projects to(support organization and project objectives throughout the life cycle.

Dutcomes | As a result of successful implementation of this process:

P o~ AN

Access-to the information resource-is-controlled

~

The information resource is protected from abuse.
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Process ID | ORG.4
Name Infrastructure and work environment
Base ORG.4.1 Define requirements. Define the requirements for infrastructure and work environment to
Practices support processes. [Outcome 1]
ORG.4.2 Define access rights. Define access rights to the information resource. [Outcome 2]
ORG.4.3 Specify elements. Identify and specify the infrastructure and work environment elements.
[Outcome 3]
ORG.4.4 Acquire elements. Acquire and commission the infrastructure and work environment elements.
[Outcome 4]
ORG.4.5 Maintain infrastructure and work environment. Control and maintain the infrastructure and
work environment. [Outcome 5]
ORG.4.6 Manage changes to configuration items. Control changes to items under configuration
management. [Outcome 6]
ORG.4.6 Control access. Control access to the information resource. [Outcome 6]
ORG.4.7 Protect the information resource. Take steps, as appropriate, to protect the information
resource from abuse. [Outcome 7]
Inputs
05-02 Cryptographic controls usage policy [Outcome 7]
Outputs
08-17 Cryptographic controls application review log [Outcome 7]
08-21 Electronic messaging scan log [Outcome 7]
08-22 Electronic transactions security volations log [Outcome 7]
12-08 Equipment environment requirements [Outcome 5]
12-12 Information infrastructure requirements [Outcome 1,2,7]
08-37 Information system access request approval record [Outcome 6]
09-09 Information system security compliance audit report [Outcome 7]
08-43 Logical access control log [Outcome 6]
09-13 Logical access system attack report [Outcome 7]
03-24 Management system strategy: privacy [Outcome, 7]
08-65 Security vulnerability scan log [Outcome 7]
08-75 User access rights review record [Outcome’6]
12-26 User password system requirements [Qutcome 6]
08-76 Work environment access controlHog [Outcome 5]
12-27 Work environment structure requirements [Outcome 1]
5.14 COM.05 Internal audit
Process|ID | COM.05
Name Internal audit
Purposq The purpose of Internal Audit is to independently determine conformity of the management system,
services, and processes to the requirements, policies, plans and agreements, as appropriate.
Outcomps | As-arresult of successful implementation of this process:
1. The scope and purpose of each audit is defined.
2—The-ebjectivity-anc-mpartiality-of-the-conductof-audits-and-selecton-ef-avditors-are-assured-
3. Conformity of selected services, products and processes with requirements, plans and agreements is
determined.
Base COM.05.1 Define the criteria and scope of each audit. Define the audit criteria and the scope of
Practices each audit. [Outcome 1]
COM.05.2 Select auditors . Select auditors to ensure objectivity and the impartiality of the audit
process. [Outcome 2]
COM.05.3 Conduct audits. Conduct audits according to the defined criteria ensuring objectivity and
the impartiality of the audit process. [Outcome 3]
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Process ID | COM.05
Name Internal audit
Inputs
08-02 Audit log [Outcome 3]
04-02 Audit plan [Outcome 1,2,3]
Outputs
08-01 Audit (ISMS) log [Outcome 3]
8-02 Audit log [Outcome 2]
D3-01 Audit objectives [Outcome 1]
D4-02 Audit plan [Outcome 1]
D8-04 Auditor list [Outcome 2]
D9-07 Information security audit report [Outcome 3]
DO-11 ISMS Implementation audit report [Outcome 3]
D9-22 Supplier surveillance report [Outcome 3]

.15 TOP.1 Leadership

Process ID | TOP.1
Name Leadership
burpose The purpose of Leadership is to direct the organization in,the.achievement of its vision, mission, stiategy
and goals, through the definition and implementation of-a{nanagement system, a management system
policy, and management system objectives.
Dutcomes | As a result of successful implementation of this progess:
1. The context of the organization, including-the expectations of its interested parties, are undersfood and
analyzed.
2. The scope of management system activities is defined, taking the context of the organization ifto
consideration.
3. The management system pelicy and objectives are defined.
4. The management system-and operational process strategy is determined.
5. Commitment and I€adership with respect to the management system is demonstrated.
Base TOP.1.1 Determine external and internal issues that are relevant to the organization and angalyze
bractices their impdets'. Determine external and internal issues that are relevant to the purpose of the

assessed_organization and that affect its ability to achieve the intended outcome(s) of its information
security.management system. (NOTE: Determining these issues refers to establishing the ekternal
and internal context of the organization considered in Clause 5.3 of ISO 31000:2009) [Outcgme 1]
TOP.1sI_Determine the interested parties and analyze their requirements . Determine the intgrested
parties that are relevant to the information security management system and establish apprgpriate
contacts with them. (NOTE: The requirements of interested parties may include legal and regulatory
requirements and contractual obligations.) [Outcome 1]
TOP.1.2 Determine the scope of the information security management system. Determine thg
boundaries and applicability of the information security management system, taking into
consideration the context of the organization, the requirements of the interested parties and|the

interfaces and dependencies between activities performed by the organization, and those that are
pnrfnrmnd hy ather nrgani7atinn [ﬂnfrnmn 7]

D

TOP.1.3 Determine the scope of the information security management system. Determine the
boundaries and applicability of the information security management system, taking into
consideration the context of the organization, the requirements of the interested parties and the
interfaces and dependencies between activities performed by the organization, and those that are
performed by other organization. [Outcome 3]

TOP.1.3 Define an information security policy . Define an information security policy that is appropriate
to the purpose of the organization. [Outcome 3]

TOP.1.3 Define information security objectives. Define information security objectives at relevant
functions and levels, which are measurable, consistent with the information securit ypolicy, and
which take into account applicable requirements and risk assessment and risk treatment results.
[Outcome 3]
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Process ID | TOP.1

Name Leadership

TOP.1.4 Determine process strategy. Determine the management system and operational process
strategy. [Outcome 4]

TOP.1.4 Integrate information security management system requirements into the business
processes of the organization. Ensure the integration of the information securitymanagement
system requirements into the business processes of the organization. [Outcome 4]

TOP.1.5 Integrate information security management system requirements into the business
processes of the organization. Ensure the integration of the information securitymanagement
system requirements into the business processes of the organization. [Outcome 5]

Inputs

03-16 Management system (ISMS) scope [Outcome 3]

03-19 Management system strategy: external and internal issues [Outcome 2]
03-21 Management system strategy: information security objectives [Outcome 4,5]
03-27 MS Interested parties [Outcome 2]

Outputs

08-26 Employee security performance appraisal record [Outcome 5]

03-08 Information security objectives [Outcome 3]

05-08 Management system (ISMS) policy [Outcome 3]

03-16 Management system (ISMS) scope [Outcome 2]

03-17 Management system strategy: documentation [Outcome 4]

03-18 Management system strategy: Establish [Outcome 4]

03-19 Management system strategy: external and internal issues [Outcome 1]
03-20 Management system strategy: improvement [Outcome 4]

03-21 Management system strategy: information security objectives:[Outcome 3,5]
03-22 Management system strategy: management commitment\{Outcome 5]
03-23 Management system strategy: outsourcing [Outcome™4]

03-25 Management system strategy: processes [Outcome 4]

03-27 MS Interested parties [Outcome 1]

12-15 MS Interested parties MS expectations [Outcome 1]

5.16 COM.06 Management review

Process|ID | COM.06

Name Management review

Purpose The purpose of Management Review is to assess the performance of the management system, to identify
and make decisions-fegarding potential improvements.

Outcomps | As a result of’'successful implementation of this process:
1. The/bjectives of the review are established.

2. _Fhe status and performance of an activity or process are assessed in terms of the established
objectives.

3. Risks, problems and opportunities for improvement are identified.
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Process ID | COM.06
Name Management review
Base COM.06.1 Identify the objectives for management system review. Objectives for reviewing the
Practices information security management system include:- the status of actions from previous management
reviews into consideration. - consideration of changes in external and internal issues that are
relevant to the information security management system- consider the information on the information
security performance. - consider the feedback from interested parties. - consider the results of risk
assessment and status of risk treatment plan. - consider the opportunities for continual
improvement. [Outcome 1]
COM.06.2 ASSess status and performance of activities. Top management conduct reviews pf the
organization’s information security management system to ensure its continuing suitability,
adequacy and effectiveness. [Outcome 2]
COM.06.3 Make decisions. Make decisions related to continual improvement opportunities afnd any
need for changes to the information security management system. [Outcome 3]
COM.06.3 Identify risks, problems and opportunities for improvement. Identify risks, problems,
and opportunities related to improvement, and the need for changes to théinformation secufity
management system. [Outcome 3]
nputs
D3-15 Management review objectives [Outcome 2]
D8-46 Management review result [Outcome 3]
Dutputs
D8-44 Management review action log [Outcome 3]
D3-15 Management review objectives [Outcome 1]
D8-46 Management review result [Outcome 2]

.17 COM.07 Non-conformity management

Process ID | COM.07
Name Non-conformity management
burpose The purpose of the Non-conformity Management process is to resolve non-conformities and to elinfinate
their causes when appropriate.
Dutcomes | As a result of successful implementation of this process:
1. Non-conformities are’/identified.
2. Non-conformities are resolved and closed.
3. The cause(syof selected non-conformities is determined.
4. The need for action to eliminate the causes of non-conformities is evaluated.
5. Aselected action proposal is implemented.
6.5 _The effectiveness of changes to eliminate the non-conformities is confirmed.
Base COM.07.1 Identify non-conformities. Identify non-conformities. [Outcome 1]
Practices COM.07.2 Resolve and close non-conformities. Resolve and close non-conformities. [Outcgme 2]
COM.07.3 Determine cause of non-conformities. Determine the cause of selected non-confgrmities.
[Outcome 3]
COM.07.4 Determine the need for action. Determine the need for action to eliminate the causes of
non-conformities. [Outcome 4]
COM.07.5 Implement selected action proposals. Implement a selected action proposal. [Outcome 5]
COM.07.6 Confirm change effectiveness. Confirm the effectiveness of changes to eliminate the non-
conformities. [Outcome 6]
Inputs
08-12 Correction action log [Outcome 3,6]
03-02 Corrective action change proposal [Outcome 5]
08-50 Non-conformity record [Outcome 2,3]
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Process ID | COM.07
Name Non-conformity management
Outputs
08-12 Correction action log [Outcome 1,4]
03-02 Corrective action change proposal [Outcome 4]
08-13 Corrective action change proposal approval record [Outcome 5]
08-15 Corrective action request root cause analysis result [Outcome 3]
08-16 Corrective action verification record [Outcome 6]
08-49 Non-conformity disposition record [Outcome 2]
08-50 Non-conformity record [Outcome 1]
5.18 CIOM.09 Operational implementation and control
Process|{ID | COM.09
Name Operational implementation and control
Purposq The purpose of the Process Implementation and Control process is to deploy and.control the execution and
performance of operational and organisational processes.
Outcomps | As a result of successful implementation of this process:
1. The required roles, responsibilities and authorities are allocated.
2. The required resources are allocated and applied.
3. Actions required to achieve the management system objectives are implemented.
4. Suitability and effectiveness of the actions taken to achieve the management system objectives are
reviewed.
5. Deviations from planned arrangements are corrected when targets are not achieved.
Data is collected and analysed as a basis forrunderstanding the behaviour of, and to demonstrate the
suitability and effectiveness of the processes.
Base COM.09.1 Allocate roles, responsibilities and authorities. Allocate the required roles,
Practices responsibilities and authorities., [Outcome 1]
COM.09.2 Allocate resources.(Allocate and apply the required resources. [Outcome 2]
COM.09.3 Archived, or disposed of documented information. Manage documented information,
including records, through its lifecycle by addressing the following activities: - storage and
preservation, including-preservation of legibility; - retention and disposition. [Outcome 3]
COM.09.3 Identify.process needs and requirements. Identify process needs and requirements.
[Outcome 3]
COM.09.3 Perform process activities. Implement actions taken to achieve the management system
objectives_[Outcome 3]
COM.09.4 Review process activities. Review suitability and effectiveness of the actions required to
achieve the management system objectives. [Outcome 4]
COM.09:5 Correct deviations. Correct deviations from planned arrangements when targets are not
achieved. [Outcome 5]
COM.09.6 Collect and analyse data. Collect and analyse data as a basis for understanding the
behaviour of, and to demonstrate the suitability and effectiveness of the processes. [Outcome 6]
Inputs
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Process ID | COM.09
Name Operational implementation and control
Outputs
08-23 Electronic transactions security volations log review record [Outcome 4]
09-08 Information security incident report [Outcome 3]
08-39 ISMS Implementation log [Outcome 3]
08-40 ISMS Implementation review record [Outcome 4]
08-47 MS Resources provision record [Outcome 2]
8-51 Personnel competency records [Outcome 4]
11-4 Process change request [Outcome 5]
D8-53 Process change request review record [Outcome 4]
D8-54 Process change review record [Outcome 4]
D6-12 Removable media management procedure [Outcome 3]
D8-59 Risk assessment process effectiveness evaluation result [Outcome 4]
D8-61 Roles and responsibilities assignment record [Outcome 1]
D8-70 System activity log review record [Outcome 4]
D8-72 Training effectiveness evaluation result [Outcome 4]

.19 COM.08 Operational planning

Process needs and requirements are identified.

Process input and output products’are determined.

The set of activities that transform the inputs into outputs is determined.

The sequence and interaction of the process with other processes is determined.
The required competencies and roles for performing the process are identified.
The required resources for performing the process are identified.

Methods for monitoring the effectiveness and suitability of the process are determined.

© N o o~ w0 DR

PlansAfar the deployment of the process are developed.

Process ID | COM.08

Name Operational planning

burpose The purpose of Operational Planning is to define the characteristics of all operational and organisagional
processes, and to plan their execution.

Dutcomes | As a result of successful implementation of this process:
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Process ID | COM.08

Name Operational planning

Base COM.08.1 Identify process needs and requirements. Identify process needs and requirements.
Practices [Outcome 1]

COM.08.2 Determine process input and output products. Determine process input and output
products. [Outcome 2]

COM.08.3 Identify documented information to be managed. Identify documented information of
internal and external origin necessary for the operation of the information security management
system. [Outcome 3]

COM.08.3 Identify process needs and requirements. Identify process needs and requirements.
[Outcome 3]

COM.08.3 Determine the set of activities that transform the inputs into outputs. Determiné€the set
of activities that transform the inputs into outputs. [Outcome 3]

COM.08.4 Determine the sequence and interaction of the process with other processes.
Determine the sequence and interaction of the process with other processes. [Outcome’4]

COM.08.5 Identify the required competencies and roles for performing the process. Identify the
required competencies and roles for performing the process. [Outcome 5]

COM.08.6 Identify the required resources for performing the process. Determine what resources
will be required by the information security management system to achieve-its information security
objectives. Make projections of future capacity requirements to ensure\the& required system
performance. [Outcome 6]

COM.08.7 Determine the methods for monitoring the effectiveness and suitability of the
process. Determine the methods for monitoring the effectiveness and suitability of the process.
[Outcome 7]

COM.08.8 Plan the deployment of the process. Plan thelprocesses will be deployed in order to
achieve the information security objectives. [Outcome 8]

Inputs

05-08 Management system (ISMS) policy [Outcome 5]

03-36 Risk and opportunity identification criteria [Outcomé-8]
Outputs

06-01 Asset management procedure [Outcome 3]

04-01 Audit (ISMS) schedule [Outcome 8]

04-03 Audit programme plan [Outcome 8]

06-02 Business continuity procedure [Outcome 1]

01-1 Business information exchange agreement [Outcome 1]
06-03 Change control procedure [Outcome 1]

05-01 Clear desk policy [Outcome 1]

12-04 Confidentiality requirements [Outcome 1]

12-06 Criteria for performing fisk assessments [Outcome 1]

05-02 Cryptographic controls usage policy [Outcome 1]

05-03 Cryptographic’key protection and usage policy [Outcome 1]
05-04 Data bacKuppolicy [Outcome 1]

04-06 Data backup test schedule [Outcome 8]

06-05 Evidence collection and preservation procedure [Outcome 3]
12-10 Improvement opportunity evaluation criteria [Outcome 2]
05-05 Improvement policy [Outcome 1]

06-06 Imprn\/nmnnf prnrnrh e [('\u Hcome. ’2]

12-11 Information asset classification schema [Outcome 1]

03-05 Information asset control objective [Outcome 1]

03-06 Information asset management roles and responsibilities [Outcome 5]
06-07 Information labelling, handling and storage procedure [Outcome 3]
04-08 Information security control verification schedule [Outcome 8]
06-08 Information security incident response procedure [Outcome 3]
05-06 Information system access policy [Outcome 1]

04-09 Information system compliance review schedule [Outcome 8]
05-07 Information transfer policy [Outcome 1]

06-09 Information transfer procedure [Outcome 3]
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Process ID | COM.08

Name Operational planning

03-09 ISMS Measurement information analysis roles and responsibilities [Outcome 5]

03-10 ISMS Measurement information gathering events [Outcome 8]

03-11 ISMS Measurement information gathering roles and responsibilities [Outcome 5]

04-10 ISMS Policy review schedule [Outcome 8]

03-14 ISMS Roles and responsibilities [Outcome 5]

04-11 Management review schedule [Outcome 8]

D3-26 Management system strategy: roles and responsibilitiies [OUtCOMe 5]

D5-09 Mobile device policy [Outcome 1]

D6-10 Operating Procedures [Outcome 3]

12-17 Organisational competence requirements [Outcome 5]

12-18 Process criteria [Outcome 1]

D3-28 Process measures [Outcome 7]

D3-29 Process objectives [Outcome 1]

D3-30 Process resource needs [Outcome 6]

D3-31 Process roles and responsibilities [Outcome 5]

D3-32 Process schedule [Outcome 8]

D4-12 Product /service process lifecycle model [Outcome 1]

D6-11 Protection of intellectual property rights procedure [Outcome 3]

D6-12 Removable media management procedure [Outcome 3]

D4-13 Resources budget [Outcome 6]

1 2-22 Risk acceptance criteria [Outcome 1]

D3-36 Risk and opportunity identification criteria [Outcome_1}

D8-58 Risk assessment action schedule [Outcome 8]

D3-37 Risk assessment process description [Outcome, 1]

D4-14 Risk management plan [Outcome 8]

D3-39 Risk treatment process description [Outcome 1]

D6-13 Secure area operating procedure [Outéome 3]

D5-10 Secure development policy [Outceme 1]

D6-14 Security incident management procedure [Outcome 3]

D4-16 Security policies compliance.review schedule [Outcome 8]

D5-11 Software installation by users policy [Outcome 1]

D6-15 Software installation\procedure [Outcome 3]

D5-12 Supplier relationship‘information security policy [Outcome 1]

D5-13 Teleworking policy [Outcome 1]

D6-16 Teleworkingprocedure [Outcome 3]

D4-19 User acéess rights review schedule [Outcome 8]

D6-17 User ‘aathentication information control procedure [Outcome 1]

.20 COMI0 Performance evaluation

Process’iD | COM.10

Name Performance evaluation

Purpose The purpose of Performance Evaluation is to collect and analyze data that will be used to evaluate the
performance of the management system and the business processes in terms of the defined objectives.

Outcomes | As a result of successful implementation of this process:

1. Performance monitoring and measurement needs are defined.

2. Performance measures, derived from the performance measurement needs, are identified.

3. Performance measurement methods, supportive of the performance measures, are identified.
4. Data is collected using the identified performance measurement methods.
5

The collected performance data is analyzed.
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Process ID | COM.10
Name Performance evaluation
Base COM.10.1 Determine what needs to be monitored and measured. Determine what needs to be
Practices monitored and measured, including information security processes and controls. [Outcome 1]
COM.10.2 Determine appropriate performance measures. Determine appropriate performance
measures that support the performance measurement needs. [Outcome 2]
COM.10.3 Determine the appropriate methods for monitoring, measurement, analysis and
evaluation . Determine the appropriate methods for monitoring, measurement, analysis and
evaluation as well as how the results will be evaluated. [Outcome 3]
COM.10.4 Monitor and measure the information security performance and the information
security management system . Collect and verify data on the information security performance of
the organization, as well as on the information security management system. [Outcome 4]
COM.10.5 Analyse the collected data. Analyze the collected data in order to evaluate the information
security performance, the effectiveness of the information security management system as'well as
the effectiveness of any action taken within the scope of the information security management
system. [Outcome 5]
Inputs
03-10 ISMS Measurement information gathering events [Outcome 2]
03-12 ISMS Measurement information needs [Outcome 2]
03-13 ISMS Measurement methods [Outcome 4]
02-06 ISMS Performance measurement data [Outcome 5]
Outputs
09-08 Information security incident report [Outcome 5]
09-12 ISMS measurement information analysis report [Outcome 5]
03-12 ISMS Measurement information needs [Outcome 1]
03-13 ISMS Measurement methods [Outcome 3]
02-06 ISMS Performance measurement data [Outcome 4]
03-33 Project/service measures [Outcome 2]

5.21 TEC.05 Product/service release

Process|ID

TEC.05

Name

Product/service release

Purposs

The purpose of Product/service’Release is to control the availability of a product/service to the intended
customer.

Outcomps

As a result of successfulimplementation of this process:

The contents ef the release are determined.

[Releaseland acceptance criteria are determined.]

Theselease is assembled from the product/service/system elements.
Tests are defined for the release.

The release is tested in accordance with defined criteria.

1227 SRS A

Products/services/systems are released to the intended customer according to defined criteria.

TEC O 1 afth

Base
Practices

Daotarpmin ralanc Btan ImY aaa-th nianta ral o [Out 11
FECS-65-% Beterrtrerelease-content—Determine-the-cententsofH-therelease—{Outcome3]
TEC.05.3 Assemble the release. Assemble the release from the product/service/system components.
[Outcome 3]
TEC.05.4 Define tests. Define tests for the release. [Outcome 4]
TEC.05.5 Test the release. Test the release in accordance with defined criteria. [Outcome 5]

TEC.05.6 Release product/service/system. Release products/services/systems to the intended
customer according to defined criteria. [Outcome 6]
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Process ID | TEC.05

Name Product/service release

Inputs

08-38 Information system changes security impact evaluation result [Outcome 6]
12-20 Release acceptance test case [Outcome 5]

03-34 Release acceptance test criteria [Outcome 4]

09-15 Release acceptance test report [Outcome 6]

07-1 Release package [Outcome 5,6]

12-21 Release requirements [Outcome 2,3]

12-25 System acceptance criteria [Outcome 4,5]

Dutputs

D8-38 Information system changes security impact evaluation result [Outcome 5]
12-20 Release acceptance test case [Outcome 4]

D3-34 Release acceptance test criteria [Outcome 2]

D9-15 Release acceptance test report [Outcome 5]

D2-07 Release log [Outcome 6]

D3-35 Release notes [Outcome 6]

D7-1 Release package [Outcome 3]

12-21 Release requirements [Outcome 1]

12-25 System acceptance criteria [Outcome 2]

b.22 TEC.08 Product/Service/System requirements

Process ID | TEC.08
Name Product/Service/System requirements
burpose The purpose of Product/Service/System Requirements is to establish and agree to the requirements, for
products/services and systems.
Dutcomes | As a result of successful implementation of this process:
1. The required characteristics-and context of use of products/services/systems are identified.
2. The constraints for asproduct/service/system solution are defined.
3. The requirements for the product/service/system are defined.
4. The requirements for validating the product/service/system are defined.
Base TEC.08.1 Identify required service characteristics. Identify the required characteristics and|context
bractices of use of new or changed services. [Outcome 1]
TEC.08.2 Define service solution constraints. Define the constraints for a service solution.
[Outcome 2]
TEC)08.3 Define service requirements. Define the requirements for the new or changed seryice.
[Outcome 3]
TEC.08.4 Define service validation requirements. Define the requirements for validating thg new or
changed service. [Outcome 4]
nputs
D838 Information system changes security impact evaluation result [Outcome 4]
09-14 New or changed service evaluation report [Outcome 3]
08-48 New or changed service request record [Outcome 2,3]
12-16 New or changed services - system security requirements [Outcome 4]
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Process ID | TEC.08

Name Product/Service/System requirements

Outputs

12-05 Contractual requirements [Outcome 3]

08-38 Information system changes security impact evaluation result [Outcome 3]
09-14 New or changed service evaluation report [Outcome 2]

08-48 New or changed service request record [Outcome 1]

12-16 New or changed services - system security requirements [Outcome 3]
12-24 Statutory and regulatory requirements [Outcome 3]

12-25 System acceptance criteria [Outcome 4]

5.23 COM.11 Risk and opportunity management

Process{ID | COM.11

Name Risk and opportunity management

Purposq The purpose of Risk and Opportunity Management is to identify, analyse, evaluate, tfreat and monitor risks.
Outcomps | As a result of successful implementation of this process:

1. Risks are identified.

2. ldentified risks are analysed.

3. Risks are evaluated against defined criteria.

4. Risks are selected for treatment.

5. Selected risks are treated.

Base COM.11.1 Identify risks. Identify the information.Sécurity risks associated with the loss of

Practices confidentiality, integrity and availability for infermation within the scope of the information security
management system. ldentify the risk owners for each information security risk identified [Outcome
1]

COM.11.2 Assess risks. Assess risks; - the potential consequences that would result if the information
security risks identified were to materialize; - the realistic likelihood of the occurrence of the
information security risks identified; For each identified information security risk, determine its level
of risk, allowing comparisons'with results of previous risk assessments. [Outcome 2]

COM.11.3 Evaluate risks. Compare the results of information security risk assessment with the criteria
established, and prioritize the analyzed risks for risk treatment, according to the defined information
security risk asseSsment process. [Outcome 3]

COM.11.4 Select(risks for treatment. For each identified information security risk select the
appropriate/information security risk treatment option, taking into account of the information security
risk asseSsment results. [Outcome 4]

COM.11.5 Treat risks. Implement and track the actions needed to address the information security
risks, in accordance with the content of the information security risk treatment plan. [Outcome 5]

Inputs

12-06 Criteria for performing risk assessments [Outcome 1]
12-22 Risk acceptance criteria [Outcome 3]

09-16 Risk analysis report [Outcome 3]

08-60 Risk assessment review record [Outr‘nmp A]

03-38 Risk identification [Outcome 2]

04-15 Risk treatment plan [Outcome 5]

Outputs

08-39 ISMS Implementation log [Outcome 5]

09-16 Risk analysis report [Outcome 2]

08-60 Risk assessment review record [Outcome 3]

03-38 Risk identification [Outcome 1]

04-15 Risk treatment plan [Outcome 4]
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5.24 TEC.06 Service availability management

Process ID | TEC.06
Name Service availability management
Purpose The purpose of the Service Availability Management is to ensure that agreed service levels will be met in
foreseeable circumstances.
Outcomes | As a result of successful implementation of this process:
1. Service availability requirements are identified.
2. A service availability plan is developed using the service availability requirements.
3. Service availability is tested against the service availability requirements.
4. Service availability is monitored.
5. Causes of unplanned service non-availability are identified and analysed.
6. Corrective actions are taken to address identified causes for unplanned nen-availability.
Base TEC.06.1 Identify availability requirements. service availability requirements are identified.
Practices [Outcome 1]
TEC.06.2 Develop availability plan. Develop a service availability_ plan using the service avallability
requirements. [Outcome 2]
TEC.06.3 Test service avalability. Test service availability-against the service availability
requirements. [Outcome 3]
TEC.06.4 Monitor service availability. Monitor seryice-availabilit. [OQutcome 4]
TEC.06.5 Identify causes of unplanned servicenon-availability.. Identify and analyse cauges of
unplanned service non-availability. [Outcome(5]
TEC.06.6 Take correction action. Take correetive actions to address identified causes for unplanned
non-availability. [Outcome 6]
nputs
D9-17 Service availability analysis report [Outcame 6]
D2-08 Service availability log [Outcome 5]
D4-17 Service availability plan [Outcome._3]
12-23 Service availability requirements\jOutcome 2]
Dutputs
D3-03 Improvement opportunity [Outcome 6]
DO-17 Service availability analysis report [Outcome 5]
D2-08 Service availabilitylog [Outcome 4]
D4-17 Service availability’plan [Outcome 2]
11-5 Service availability plan change request [Outcome 6]
DO-18 Service availability plan test report [Outcome 3]
D8-66 ServiCeyavailability plan test result review record [Outcome 3]
12-23 Service availability requirements [Outcome 1]
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5.25 TEC.07 Service continuity management

Process ID | TEC.07
Name Service continuity management
Purpose The purpose of Service Continuity Management is to ensure that agreed service continuity commitments
can be met within agreed targets and disrupted services can be resumed.
Outcomes | As a result of successful implementation of this process:
] Service r‘nntinllify rnnlllirnmnntc are identified
2. Service continuity is planned to meet the service continuity requirements.
3. Service continuity is evaluated against the service continuity requirements.
4. Changes in service continuity requirements are monitored.
5. Service continuity is ensured by activating the continuity plan in cases of major loss of Sefvice.
Base TEC.07.1 Identify service continuity requirements. Identify service continuity reguirements.
Practices [Outcome 1]
TEC.07.2 Plan service continuity. Develop a service continuity plan using the, service continuity
requirements. [Outcome 2]
TEC.07.3 Test service continuity. Test service continuity against thesservice continuity requirements.
[Outcome 3]
TEC.07.4 Monitor changes in service continuity requirements. Monitor changes in service
continuity requirements. [Outcome 4]
TEC.07.5 Monitor change in service continuity requiremefts. Ensure that service continuity
planning takes account of changes to service continuity)requirements. [Outcome 5]
Inputs
08-05 Business continuity plan test result [Outcome 2]
12-01 Business continuity requirements [Outcome 4]
04-18 Service continuity plan [Outcome 3,5]
09-19 Service continuity plan test report [Outcome 4]
09-20 Service continuity plan test result finding report [Outcome 4]
Outputs
08-05 Business continuity plan test result.[Qutcome 3]
12-01 Business continuity requirements [@Qutcome 1]
04-18 Service continuity plan [Outcome 2]
11-6 Service continuity plan chahge request [Outcome 4]
09-19 Service continuity plantestreport [Outcome 3]
09-20 Service continuity plan test result finding report [Outcome 3]
5.26 QRG.5 Supplie~management
Process|{ID | ORG.5
Name Supplier management
Purpose The purpose of Supplier Management is to ensure supplier products/services/systems are managed and
integrated into the delivered products/services/systems to meet the agreed requirements.
Outcomes | As a result of successful implementation of this process:
1. Suppliers are identified.
2. Products/services to be provided are negotiated and defined with each supplier.
3. Roles and relationships between suppliers are determined.
4. The capability of subcontracted suppliers to meet obligations is confirmed.
5. Supplier obligations to meet requirements are monitored.
6. Supplier performance against agreed criteria is monitored.
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Process ID | ORG.5
Name Supplier management
Base ORG.5.1 identify suppliers to service provision. identify suppliers to product/service/system provision.
Practices [Outcome 1]
ORG.5.2 Negotiate products/services/systems. Negotiate and define products/services/systems to be
provided with each supplier. [Outcome 2]
ORG.5.3 Determine supplier roles. Determine supplier roles and relationships. [Outcome 3]
ORG.5.4 Confirm supplier capability. Confirm the capability of subcontracted suppliers to meet
obligations. [Qutcome 4]
ORG.5.5 Monitor supplier obligations. Monitor supplier obligations to meet service requirements.
[Outcome 5]
ORG.5.6 Monitor supplier performance. Monitor supplier performance against agreed ctiteria. [Qutcome
6]
nputs
D1-1 Business information exchange agreement [Outcome 5]
D3-30 Process resource needs [Outcome 1,2]
D1-3 Supplier agreement [Outcome 3,4,5,6]
D2-09 Supplier performance data [Outcome 6]
Dutputs
D1-1 Business information exchange agreement [Outcome 2]
D3-40 Sub-contracted supplier roles and responsibilities [Outcome 3]
D1-3 Supplier agreement [Outcome 2]
D8-67 Supplier agreement review record [Outcome 5]
D8-68 Supplier capability assessment record [Outcome 4]
D2-09 Supplier performance data [Outcome 5]
D9-21 Supplier performance evaluation report [Outcome 6]
D2-10 Supplier role assignments list [OQutcome 1]
D8-69 Supplier services change request evaluation record [Outcome 2]

b.27 TEC.09 Technical data preservation and recovery

Process ID

TEC.09

Name

Technical data preservation and recovery

Purpose

The purpose of Technical Data Preservation and Recovery is to backup and preserve data, and to
data from archive.media.

recover

Dutcomes

As a result-ef Successful implementation of this process:
Data backup requirements are identified.
Data restore requirements are identified.
Data backups are executed.

1

2

3

4. Data restoration is performed.

5. Backup media are preserved under controlled conditions.
6

Restored data is verified.

Base
Practices

TEC.09.1 Select data backup media. Select data backup media. [Outcome 1]

TEC.09.2 Identify data restore requirements. Identify data restore requirements. [Outcome 2]

TEC.09.3 Execute data backups. Execute data backups. [Outcome 3]
TEC.09.4 Perform data restore. Perform data restore. [Outcome 4]
TEC.09.5 Preserve backup media. Preserve backup media. [Outcome 5]
TEC.09.6 Verify restored data. Verify restored data. [Outcome 6]
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Process ID | TEC.09

Name Technical data preservation and recovery

Inputs

12-01 Business continuity requirements [Outcome 1]

12-07 Data backup requirements [Outcome 3]

11-2 Data recovery request [Outcome 4]

08-20 Data restore log [Outcome 6]

04-18 Service continuity plan [Outcome 1]

Outputs

08-18 Data backup log [Outcome 3]

12-07 Data backup requirements [Outcome 1]

11-2 Data recovery request [Outcome 2]

08-20 Data restore log [Outcome 4]

6 Prpcess capability indicators

6.1 Intjoduction

This clduse presents the process capability indicators related to the proeess capability attributes (process
attributg, PA) associated with capability levels 1 to 5 defined in theycapability dimension of the process
assessment model. Process capability indicators are the means of achiéving the capabilities addressed by thg
considefed process capability attributes. Evidence of process capability indicators supports the judgment o
the degfee of achievement of the process capability attribute. Clause 5 describes the assessment indicatorg

for proc

6.2 Prg

The caf
defined
enables]
scale, |
achieve
change

NOTE 1

italic fon{.

NOTE 2
X.y outcd

6.2.1

The pro

bss performance which is characterized by Level 1 process capability.

cess capability levels and process attributes
ability process quality characteristic of the-process assessment model consists of capability levels as
in International Standard ISO/IEC 33020- Process capability is defined on a six point ordinal scale thaf
capability to be assessed from thé.pottom of the scale, Incomplete, through to the top end of thd

nnovating. The scale represents“increasing capability of the implemented process, from failing tg
the process purpose through.té continually improved and responding to strategic organizationa

In the next paragraphs; ISO/IEC 33020 process attribute definitions and attribute outcomes are identified with

Following each.generic resource and generic work product is '[PA.x.y outcome]'. This refers to process attributg
me n which is‘satisfied by this indicator.

Process-capability Level 0: Incomplete process

céss is not implemented, or fails to achieve its process purpose.

At this level there is little or no evidence of any systematic achievement of the process purpose.

6.2.2 Process capability Level 1: Performed process

The implemented process achieves its process purpose. The following process attribute demonstrates the

achieve

36

ment of this level.
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6.2.2.1 PA.l.1 Process performance process attribute

The process performance process attribute is a measure of the extent to which the process purpose is

achieved. As a result of full achievement of this process attribute:

a) The process achieves its defined process outcomes.

6.2.2.1.1  Generic practice for PA.1.1

PA.1.1.GP1 Achieve the process outcomes
Achieve the intent of the base practices.

Produce work products that evidence the process outcomes.

NOTE: The assessment of a performed process is based on process performance indicators, which are d
Clause 5 of this document.

5.2.2.1.2  Generic resources for PA.1.1

— Resources are used to perform the intent of process specific base practices. [PA.1.1 outcome

5.2.2.1.3  Generic work products for PA.1.1
7.0 Product [PA.1.1 outcome a]

— Work products exist that provide evidence of the'achievement of the process outcomes.

5.2.3 Process capability Level 2: Managed process

The previously described Performed process-is now implemented in a managed fashion (planned, m
hnd adjusted) and its work products are appropriately established, controlled and maintained.

The following process attributes, together with the previously defined process attribute, demonst
hchievement of this level:

5.2.3.1 PA.2.1 Performance management process attribute

The performance management process attribute is a measure of the extent to which the performanc
brocess is managed. -As a result of full achievement of this process attribute:

D) Obijectivesifor the performance of the process are identified;
L) Perfarmance of the process is planned;

)" Rerformance of the process is monitored;

efined in

al

bnitored

ate the

e of the

e) Performance of the process is adjusted to meet plans;

f) Responsibilities and authorities for performing the process are defined, assigned and communicated;

g) Personnel performing the process are prepared for executing their responsibilities;

h) Resources and information necessary for performing the process are identified, made available, allocated

and used;

i) Interfaces between the involved parties are managed to ensure both effective communication and clear

assignment of responsibility.
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6.2.3.1.1 Generic practices for PA.2.1

PA.2.1.GP1 Identify the objectives for the performance of the process.

NOTE: Performance objectives may include — (1) quality of the artefacts produced, (2) process cycle time or frequency, (3)
resource usage and (4) boundaries of the process.

Performance objectives are identified based on process requirements.

The scope-of-the process pnrfnrmanr‘n is-defined

Assumptions and constraints are considered when identifying the performance objectives.

PA.2.1.GP2 Plan the performance of the process to fulfil the identified objectives.

Plan(s) fpr the performance of the process are developed. The process performance cycle is defined.
Key milestones for the performance of the process are established.

Estimatess for process performance attributes are determined and maintained.

Process jactivities and tasks are defined.

Schedulg is defined and aligned with the approach to performing the process.

Process work product reviews are planned.

PA.2.1.GP3 Monitor the performance of the process against the plans.
The prodess is performed according to the plan(s).

Process jperformance is monitored to ensure that planned results are‘achieved and to identify possible deviations.

PA.2.1.GP4 Adjust the performance of the process.

Process jperformance issues are identified.

Appropripte actions are taken when planned results’and objectives are not achieved.
The plan(s) are adjusted, as necessary.

Rescheduling is performed as necessary:

PA.2.1.GP5 Define responsibilities.and authorities for performing the process.

Respongibilities, commitments @nd authorities to perform the process are defined, assigned and communicated.
Respondibilities and autharities to verify process work products are defined and assigned.

The needls for process’performance experience, knowledge and skills are defined.

PA.2.1.GP6 Prepare those performing the process to execute their responsibilities.

Competgncies for management and execution of the process are ensured by training or work-based learning.

Required competencies are identified based on the responsibilities.

PA.2.1.GP7 Identify and make available resources to perform the process according to plan.

The human and infrastructure resources necessary for performing the process are identified, made available, allocated
and used.

The information necessary to perform the process is identified and made available.
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PA.2.1.GP8 Manage the interfaces between involved parties.

The individuals and groups involved in the process performance are determined.
Responsibilities of the involved parties are assigned.

Interfaces between the involved parties are managed.

Communication is assured between the involved parties.

= H " Lo e " H 1 1 . H e .
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5.2.3.1.2 Generic resources for PA.2.1

— Human resources with identified objectives, responsibilities and authorities; [PA.2.1 outcome g, e, f, g,
h]

— Facilities and infrastructure resources; [PA.2.1 outcome a, €, g, h]

— Project planning, management and control tools, including time(and cost reporting; [PA.2.1 qutcome
b, c, d]

— Workflow management system; [PA.2.1 outcome e, h]
— Email and/or other communication mechanisms; [PA;2.1 outcome e, h]
— Information and/or experience repository; [PA.2:1 outcome b, c, f, g]

— Problem and issue management mecharisms. [PA.2.1 outcome d]

5.2.3.1.3  Generic work products for PA.2.1
1.0 Plan [PA 2.1 outcome a, b, ¢, d, e,f;'g, h]
— Defines objectives to perform the process.
— Describes assumptions and constraints considered in defining the objectives.
— Includes mijlestones and timetable to produce the work products of the process.
— ldentifies tasks, resources, responsibilities and infrastructure needed to perform the process.
— Cansiders risks related to fulfil defined objectives.

—~"|dentifies stakeholders and communication mechanisms to be used.

Iy o la +la 1 H + Hael pu | PAH PP | la. alael
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8.0 Record [PA.2.1 outcome ¢, d, e, g, h]
— Contains status information about corrections; schedule and work breakdown structure.
— Monitors identified risks.
— States results achieved or provides evidence of activities performed in a process.

— Provides evidence of communication, meetings, reviews and corrections.
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9.0 Report [PA.2.1 outcome b, ¢, d]

Monitors process performance against defined objectives and plans.
Identifies deviations in process performance.
Describes results and status of the process.

Provides evidence of management activities.

6.2.3.2

The wo
producH

a) Red
b) Red
c) Wo

d) Wo
me

NOTE 1
changes
relevant

NOTE 2
through

6.2.3.2.

PA.2.2 Work product management process attribute

rk product management process attribute is a measure of the extent to which the work products
d by the process are appropriately managed. As a result of full achievement of this process ‘attribute:

uirements for the work products of the process are defined;
uirements for documentation and control of the work products are defined;
k products are appropriately identified, documented, and controlled;

k products are reviewed in accordance with planned arrangements™and adjusted as necessary tg
bt requirements.

Requirements for documentation and control of work products may)include requirements for the identification o
and revision status, approval and re-approval of work products, distribution of work products, and for making
versions of applicable work products available at points of use.

The work products referred to in this Clause are those fhat result from the achievement of the process purposs
he process outcomes.

|  Generic practices for PA.2.2

PA.2.2.G

The reqy

structure].

Quality d

Appropri

P1 Define the requirements for the work products.

irements for the work products to be.produced are defined. Requirements may include defining contents and

riteria of the work products are identified.

hte review and approval-criteria for the work products are defined.

PA.2.2.G

Require
requirem

Dependsq

P2 Define the requirements for documentation and control of the work products.

hents for the documentation and control of the work products are defined. Such requirements may include
ents for (X) distribution, (2) identification of work products and their components (3) traceability

ncies between work products are identified and understood.

Require

hents far the apprn\ml af wark prndnr‘fq to bhe cantrolled are defined
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PA.2.2.GP3 Identify, document and control the work products.

The work products to be controlled are identified.

Change control is established for work products.

The work products are documented and controlled in accordance with requirements.
Versions of work products are assigned to product configurations as applicable.

The work products are made available through appropriate access mechanisms.

The revision status of the work products may readily be ascertained.

PA.2.2.GP4 Review and adjust work products to meet the defined requirements.
Work products are reviewed against the defined requirements in accordance with planned arrangements.

ssues arising from work product reviews are resolved.

5.2.3.2.2  Generic resources for PA.2.2

— Requirement management method / toolset; [PA.2.2 outcome ‘a;b, c]

— Configuration management system; [PA.2.2 outcome byc]

— Documentation elaboration and support tool; [PA.2.2/outcome b, c]

— Document identification and control procedure; [PA.2.2 outcome b, c]

— Work product review methods and experiences; [PA.2.2 outcome d]

— Review management method / toolset; [PA.2.2 outcome d]

— Intranets, extranets and/or otheércommunication mechanisms; [PA.2.2 outcome b, c]
— Problem and issue managément mechanisms. [PA.2.2 outcome d]

5.2.3.2.3  Generic work-products for PA.2.2

1.0 Plan [PA 2.2 outeome b]

— Expresses selected policy or strategy to manage work products.

— Describes requirements to develop, distribute, and maintain the work products.

—~"Defines quality control actions needed to manage the quality of the work product.

it na L
€ 03

come-arbre6

— Demonstrates process specific work products to be managed.
8.0 Record [PA 2.2 outcome c, d]

— Records the status of documentation or work product.

— Demonstrates work product reviews and contributes to traceability.

— Describes non-conformance detected during work product reviews.
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Provides evidence that the changes are under control.

10.0 Repository [PA 2.2 outcome c]

12.0 Sp

6.2.4

The pre
achievir]

The foll
achieve

6.2.4.1

The pro
to supp

a) As
the

b) The

c) Red
pro

d) Red
sta

e) Suit
det

6.2.4.1.

Contains and makes available work products and/or configuration items.
Supports monitoring of changes to work products.

ecification [PA 2.2 outcome a, b]

Defines the attributes associated with a work product to be created.
Defines the functional and non-functional requirements for work products.
Identifies work product dependencies.

Identifies approval criteria for documents.

Process capability Level 3: Established process

viously described Managed process is now implemented using a defined process that is capable o
g its process outcomes.

pwing process attributes, together with the previously defined‘process attributes, demonstrate thd
ment of this level:

PA.3.1 Process definition process attribute

cess definition process attribute is a measure of the-extent to which a standard process is maintained
brt the deployment of the defined process. As afesult of full achievement of this process attribute:

andard process, including appropriate tailoring guidelines, is defined and maintained that describeq
fundamental elements that must be incorporated into a defined process;

sequence and interaction of the standard process with other processes is determined;

uired competencies and roles for performing the process are identified as part of the standard
Cess;

uired infrastructure Gand work environment for performing the process are identified as part of the
ndard process;

able methods. and measures for monitoring the effectiveness and suitability of the process arg
Ermined.,

| AGeneric practices for PA.3.1

PA.3.1.GP1 Define the standard process that will support the deployment of the defined process.

A standard process is developed that includes the fundamental process elements.

The stan

dard process identifies the deployment needs and deployment context.

Guidance and/or procedures are provided to support implementation of the process as needed.

Appropriate tailoring guideline(s) are available as needed.
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PA.3.1.GP2 Determine the sequence and interaction between processes so that they work as an integrated system of

processes.
The standard process’s sequence and interaction with other processes are determined.

Deployment of the standard process as a defined process maintains integrity of processes.

PA.3.1.GP3 Identify the roles and competencies for performing the standard process.
Process performance roles are identified

Competencies for performing the process are identified.

PA.3.1.GP4 Identify the required infrastructure and work environment for performing the standard process:
Process infrastructure components are identified (facilities, tools, networks, methods, etc).

Work environment requirements are identified.

PA.3.1.GP5 Determine suitable methods and measures to monitor the effectiveness and suitability, of the stand
brocess.

Methods and measures for monitoring the effectiveness and suitability of the process are determined.
Appropriate criteria and data needed to monitor the effectiveness and suitability of the process are defined.
The need to conduct internal audit and management review is established.

Process changes are implemented to maintain the standard process.

ard

5.2.4.1.2  Generic resources for PA.3.1

— Process modelling methods / tools; [PA.3.1 outcome a, b, c, d]
— Training material and courses; [PA.3.1 outcome a, b, c]

— Resource management system; [PA:3@; outcome b, ]

— Process infrastructure; [PA.3.1 outeome a, b]

— Audit and trend analysis tools; [PA.3.1 outcome €]

— Process monitoring method. [PA.3.1 outcome €]

5.2.4.1.3  Generic work-products for PA.3.1
3.0 Description [PA'3:1 outcome a, b, c, €]

— Destribes the standard process, including the fundamental process elements, interactions wi
processes and appropriate tailoring guidelines.

—>~"Addresses the performance, management and deployment of the process, as described by ¢
levels 1 and 2 and the PA 3.2 Process deployment attribute.

th other

hpability

— Addresses methods to monitor process effectiveness and suitability.

— Identifies data and records to be collected when performing the defined process, in order to improve

the standard process.

— ldentifies and communicates the personnel competencies, roles and responsibilities for the standard

and defined process.

— lIdentifies the personnel performance criteria for the standard and defined process.

© ISO/IEC 2016 — All rights reserved

43



https://standardsiso.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IE

C TS 33072:2016(E)

Identifies the tailoring guidelines for the standard process.

Identifies process measures.

4.0 Plan [PA 3.1 outcome c, d]

5.0 Poli

10.0 Repository [PA 3.1 outcome d]

12.0 Spgcification [PA 3.1 outcome a]

6.2.4.2

The prqcess deployment process attribute is a measure of the. extent to which the standard process iS
deployed as a defined process to achieve its process outcomes.-As a result of full achievement of this process
attributd:

a) Ad

b) Required roles, responsibilities and authorities for performing the defined process are assigned and
communicated;

c) Per

and experience;

d) Reduired resources and information necessary for performing the defined process are made available
allgcated and used:;

e) Reduired infrastructure.and work environment for performing the defined process are made available

ma|

f) Apgropriate datarare collected and analyzed as a basis for understanding the behaviour of the process, td
deronstrate’ the suitability and effectiveness of the process, and to evaluate where continua
imgrovement of the process can be made.

6.2.4.2.

Identifies approaches for defining, maintaining and supporting a standard process, including
infrastructure, work environment, training, internal audit and management review.

IDA QD 1 n L
LYy TPA S T ottcome <, 0, ¢, 0, €]

Provides evidence of organizational commitment to maintain a standard process to suppgart, the
deployment of the defined process.

Is used to support and maintain the standard process assets.

Provides reference for the standards used by the standard process and.identification about how they
are used.

PA.3.2 Process deployment process attribute

efined process is deployed based upon an appraopriately selected and/or tailored standard process;

sonnel performing the defined process are competent on the basis of appropriate education, training

naged and maintained;

Generic rr_\r:\r‘rim:c for PA 32

PA.3.2.GP1 Deploy a defined process that satisfies the context specific requirements of the use of the standard process.

The defined process is appropriately selected and/or tailored from the standard process.

Conform

ance of defined process with standard process requirements is verified.
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PA.3.2.GP2 Assign and communicate roles, responsibilities and authorities for performing the defined proce
The roles for performing the defined process are assigned and communicated.

The responsibilities and authorities for performing the defined process are assigned and communicated.

SS.

PA.3.2.GP3 Ensure necessary competencies for performing the defined process.

Appropriate competencies for assigned personnel are identified.

titabtetraimng s avaitable for those deptoyingthedefimed process:

PA.3.2.GP4 Provide resources and information to support the performance of the defined process.
Required human resources are made available, allocated and used.

Required information to perform the process is made available, allocated and used.

PA.3.2.GP5 Provide adequate process infrastructure to support the performance of the défined process.
Required infrastructure and work environment is available.
Drganizational support to effectively manage and maintain the infrastructure and werk environment is available.

nfrastructure and work environment is used and maintained.

PA.3.2.GP6 Collect and analyse data about performance of the process’to demonstrate its suitability and
effectiveness.

Data required to understand the behaviour, suitability and effectiveness of the defined process are identified.
Data are collected and analysed to understand the behaviour, suitability and effectiveness of the defined process.

Results of the analysis are used to identify where continual improvement of the standard and/or defined process ¢
made.

an be

5.2.4.2.2  Generic resources forRA.3.2

— Feedback mechanisms.(Customer, staff, other stakeholders); [PA.3.2 outcome f]
— Process repositary; [PA.3.2 outcome a, b]

— Resource wmahagement system; [PA.3.2 outcome b, c, d]

— Knowledge management system; [PA.3.2 outcome d]

— “Problem and change management system; [PA.3.2 outcome f]

*— Working environment and infrastructure; [PA.3.2 outcome €]

— Data collection analysis system: [PA.3.2 outcome f]
— Process assessment framework; [PA.4.1 outcome f]
— Audit / review system. [PA.3.2 outcome f]

6.2.4.2.3 Generic work products for PA.3.2

2.0 Data [PA 3.2 outcome f]
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— Provides evidence that the project’s defined process performance data was collected.
4.0 Plan [PA 3.2 outcome a, b, f]
— Expresses the strategy for the organizational support, allocation and use of the process infrastructure.

— Describes the project's resources and the elements of the infrastructure needed to deploy the
defined process.

— [Expresses thestrategy tosatisfy theproject s traimng eeds:

— | Identifies process improvement proposal(s) based on analysis of suitability and effectiveness.
3.0 Destription [PA 3.2 outcome a]

— | Describes the defined process for use by the project.

— | Describes the verification activities needed to ensure the conformance of- the project's defined
process with the organization’s standard process.

— | Represents the interactions of the project’s defined process with otherprocesses.
8.0 Recprd [PA 3.2 outcome a, b, ¢, d, e, f]
— | Captures the project’s work breakdown structure needed to-define the tasks and their dependencies.

— | Provides evidence that the project personnel possess‘the required authorities, skills, experience and
knowledge.

— | Provides evidence that project personnel havefeceived the required training to satisfy the needs of
the project.

— | Provides evidence that project infrastructure and working environment are made available and
maintained for performing the defined process.

— | Records the status of required corrective actions.
9.0 Repprt [PA 3.2 outcome f]

— | Provides results of ithe-analysis, recommended corrective action, feedback to the process owner and
to the organizatipn’s’standard process.

— | Identifies improvement opportunities of the defined process.
— | Provides'évidence on the suitability and effectiveness of the defined process.

10.0 Repository [PA 3.2 outcome d]

— Provides evidence that information is made available for performing the defined process.
12.0 Specification [PA 3.2 outcome f]

— Provides a basis to analyse data associated with the performance of the defined process.

6.2.5 Process capability Level 4: Predictable process

The previously described Established process now operates predictively within defined limits to achieve its
process outcomes. Quantitative management needs are identified, measurement data are collected and
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analysed to identify assignable causes of variation. Corrective action is taken to address assignable causes of

variation.

The following process attributes, together with the previously defined process attributes, demonst
achievement of this level:

6.2.5.1 PA.4.1 Quantitative analysis process attribute

The quantitative analysis process attributes a measure of the extent to which information needs are

rate the

defined,

efationships Detween process elements are iaentified and data are cotiected. AS a resuttof futtachi
Df this process attribute:

) The process is aligned with quantitative business goals;

C)  Process measurement objectives are derived from process information needs;

) Measurable relationships between process elements that contribute t0'‘the process performa
identified;

[) Appropriate measures and frequency of measurement arécidentified and defined in line with
measurement objectives and quantitative objectives for process performance;

) Results of measurement are collected, validated and reported in order to monitor the extent to w|
guantitative objectives for process performance are,met;

NOTE 1 Information needs typically reflect management, technical, project, process or product needs.

NOTE 2 Measures may be either process measures or product measures or both.

5.2.5.1.1  Generic practices for PA 4.1

vement

b) Process information needs in support of relevant defined quantitative business goals)are establishé¢d;

hce are

)  Quantitative objectives for process performance in support of relevant business goals are established;

process

hich the

PA.4.1.GP1 Align the process with quantitative business goals.
Duantitative business goals felevant to the process are identified.

The process supports achievement of the identified business goals.

PA.4.1.GP2 Identify-process information needs, in relation to quantitative business goals.

Process:stakeholders are identified and their information needs are defined.

nformation needs are relevant to the quantitative business goals.

Business goals relevant to establishing quantitative process measurement objectives for the process are identified.

PA.4.1.GP3 Derive process measurement objectives from process information needs.

Process measurement objectives to satisfy defined process information needs are defined.

PA.4.1.GP4 Identify measurable relationships between process elements that contribute to the process perfo
Relationships between process elements are determined.

Measures of process performance are justifiable.

rmance.
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PA.4.1.GP5 Establish quantitative objectives for the performance of the defined process, according to the alignment of
the process with the business goals.

Process performance objectives are defined to explicitly reflect the quantitative business goals.

Process performance objectives are verified with process stakeholders to be realistic and useful.

PA.4.1.GP6 Identify product and process measures that support the achievement of the quantitative objectives for
process performance.

Detailed|measures are defined to support monitoring, analysis and verification needs of process and product goals.
Measures to satisfy process measurement and performance objectives are defined.

Frequengy of data collection is defined.

Algorithms and methods to create derived measurement results from base measures are defined, as apprepriate.

Verificatipn mechanism for base and derived measures is defined.

PA.4.1.GP7 Collect product and process measurement results through performing the defined process.
Data collection mechanism is created for all identified measures.

Required data is collected in an effective and reliable manner.

Measureiment results are created from the collected data within defined frequency.

Analysis|of measurement results is performed within defined frequency.

Measureiment results are validated to confirm that the results fulfil the_process information needs.

Measurement results are reported to those responsible for monitoring the extent to which quantitative objectives are met.

6.2.5.1.2  Generic resources for PA.4.1

— | Management information (cost, time, reliability, profitability, customer benefits, risks etc.); [PA.4.1
outcome a, b, ¢, d, e, f, ]

— | Applicable measurement.techniques; [PA.4.1 outcome f]
— | Product and process‘measurement tools and results databases; [PA.4.1 outcome f, ]
— | Process meastrement framework; [PA.4.1 outcome d, e, f, g]

— | Tools for-data analysis and measurement. [PA.4.1 outcome ¢, d, e, f, g]

6.2.5.1.8 «Genheric work products for PA.4.1

2.0 DatafPA4-toutconeu}

— Defines data to be collected as specified in plans and measures.
3.0 Description [PA 4.1 outcome a, b, d, f]

— Defines information needs for the process.

— Specifies candidate measures.

4.0 Plan [PA 4.1 outcome a, b, ¢, e, f]
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— ldentifies the objective to be achieved.

— Describes process performance goals aligned with business goals and context-specific other relevant
goals.

— Defines quantitative objectives for process performance.

— Specifies measures for the process.

— Defines tasks and schedules to collect and analyse data.

— Allocates responsibilities and resources for measurement.

D.0 Report [PA 4.1 outcome g]

— Provides results of process data analysis to identify process performance parameters.
12.0 Specification [PA 4.1 outcome b, c, f]

— Describes information needs and performance objectives.

— Provides a basis for analyzing process performance.

— Defines explicit criteria for data validation.

— Defines frequency of data collection.

5.2.5.2 PA.4.2 Quantitative control process attribute

The quantitative control process attribute is.a>measure of the extent to which objective data are Jused to
manage process performance that is predictable. As a result of full achievement of this process attribute:

) Techniques for analysing the collected data are selected,;

D) Assignable causes of process \ariation are determined through analysis of the collected data;
L) Distributions that charagterize the process performance are established;

) Corrective actionsgare taken to address assignable causes of variation;

) Separate distributions are established (as necessary) for analysing the process under the influence of
assignable,causes of variation;

5.2.5.2.2\ )Generic practices for PA.4.2

PA4.2.GP1 Select analysis techniques, appropriate to collected data.

Process control analysis methods and techniques are defined.

Selected techniques are validated against process control objectives.

PA.4.2.GP2 Determine assignable causes of process variation by analysing the collected data.
Variation in process performance is attributed to a specific, unpredictable cause.

Assignable cause indicates a possible problem in the defined process.
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PA.4.2.GP3 Establish distributions that characterize the process performance.

Variation in measurement results is used to analyse process performance.

Deviations are analysed to identify potential cause(s) of variation.

Trends of process performance are identified.

PA.4.2.GP4 Identify and implement corrective actions to address assignable causes.

Results
Correcti
Correcti
Correcti

Correcti

e providedto those TesporTsibte-for takimgactior:

e actions are determined to address each assignable cause.

e actions are implemented to address assignable causes of variation.
e action results are monitored.

e actions are evaluated to determine their effectiveness.

PA.4.2.G
variation

Conseqy

Distribut

P5 Establish separate distributions for analysing the process under the influence of assignable causes of

ences of process variation are analysed.

ons are used to quantitatively understand process performance.

6.2.5.2.

6.2.5.2.

2.0 Data [PA 4.2 outcome b]

3.0 Des

4.0 Plan

P Generic resources for PA.4.2
Process control and analysis techniques; [PA.4.2 autcome a, b]
Statistical analysis tools / applications; [PA.4.2>0utcome b, c, €]

Process control tools / applications. [PA¥%4.2 outcome c, d, €]

B Generic work products for PA 4.2

Provides measurement data to identify assignable causes of variation.
cription [PA 4.2 outeome b, c, €]

Defines parameters for process control.

Defines.and maintains limits for variation.

[PA4.2 outcome a]

8.0 Rec

50

Defines analysis methods and techniques at detailed level.
ord [PA 4.2 outcome c, d, €]

Provides information on defects and problems.

Records the changes.

Documents corrective actions to be implemented.
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— Monitors the status of corrective actions.
9.0 Report [PA 4.2 outcome a, ¢, d, €]
— Provides analyzed measurement results of process performance.
— ldentifies corrective actions to address assignable causes of variation.

— Ensures that selected techniques are effective and measures are validated.

10.0 Repository [PA 4.2 outcome a, b, ¢, d, €]

— Collects the data and provides the basis for analysis, corrective actions and results repofting.
12.0 Specification [PA 4.2 outcome a, b, €]

— Defines the method for collecting data.

— Measures the efficiency of the process.

5.2.6 Process capability Level 5: Innovating process
The previously described Predictable process is now continually) improved to respond to organ

Change.

achievement of this level:

5.2.6.1 PA.5.1 Process innovation process attribute
The process innovation process attribute is.@ measure of the extent to which changes to the prog
dentified from investigations of innovative(approaches to the definition and deployment of the proces
result of full achievement of this process.attribute:

h) Process innovation objectives ‘are defined that support the relevant business goals;

D) Appropriate data are analysed to identify opportunities for best practice and innovation;

C) Innovation opportunities derived from new technologies and process concepts are identified,;

) An implementation strategy is established to achieve the process innovation objectives.

5.2.6.1.1 <&eneric practices for PA.5.1

zational

The following process attributes, together with the previously defined process attributes, demonstfate the

ess are
5S. As a

PA.5.2,GP1 Define the process innovation objectives for the process that support the relevant business goals.

Directions to process innovation are set.

New business visions and goals are analyzed to give guidance for new process objectives and potential areas of process

change.

Quantitative and qualitative process innovation objectives are defined and documented.
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PA.5.1.GP2 Analyse data of the process to identify opportunities for best practice and innovation.

Feedback on opportunities for innovation is actively sought.

Innovation opportunities are identified.

Industry

best practices are identified and evaluated.

PA.5.1.GP3 Identify innovation opportunities of the process from new technologies and process concepts.

Impact of TTewtechmotogies O process perforarnce s demntifredandevatuated:
Impact of new process concepts is identified and evaluated.
Innovatign opportunities are identified.
Emergent risks are considered in identifying innovation opportunities
PA.5.1.GP4 Define an implementation strategy based on long-term innovation vision and objectives:
Commitrient to innovation is demonstrated by organizational management and process owner(s).
Proposefl process changes are evaluated and piloted to determine their benefits and expeeted'impact on defined business
objectivgs.
Changegq are classified and prioritized based on their impact on defined innovation @bjectives.
Measuress that validate the results of process changes are defined to determine expected effectiveness of the process
change.
Implemeptation of the approved change(s) is planned as an integrated program or project.
Implemeptation plan and impact on business goals are discussed and reviewed by organizational management.
6.2.6.1.2 Generic resources for PA.5.1
— | Process innovation framework; [PA.5.1 outcome a, c, d]
— | Process feedback and analysis system (measurement data, causal analysis results etc.); [PA.5.1
outcome b]
— | Piloting and trialling-mechanism. [PA.5.1 outcome b, c]
6.2.6.1.3  Generic workproducts for PA.5.1
2.0 Datd [PA 5.1 .0utcome b, c]
— | Provides analytical data to identify opportunities for best practice and innovation.
3.0 Deskription{PA-5-+outeome—e—]

Identifies potential areas of innovation and new technology.

4.0 Plan [PA 5.1 outcome a, d]

52

Define and maintain business goals.
Provides evidence of management commitment.

Defines innovation objectives for the process
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— Allocates resources for innovation activities.
— Schedules activities for root cause analysis.
— Defines an approach to implementing selected innovations.
— ldentifies scope of pilot innovation activities.

5.0 Policy [PA 5.2 outcome a]

— Establishes expectations for conduct and evaluation of pilot innovations.
B.0 Record [PA 5.1 outcome ¢, d]

— ldentifies potential innovation opportunities.

— Records information on new technology and techniques.
D.0 Report [PA 5.1 outcome b, c]

— ldentifies potential innovations and process changes.

5.2.6.2 PA.5.2 Process innovation implementation process attribute

The process innovation implementation process attribute is@ measure of the extent to which change
Hefinition, management and performance of the process achieves the relevant process innovation ob
As a result of full achievement of this process attribute:

h) Impact of all proposed changes is assessed against the objectives of the defined process and S
process;

b) Implementation of all agreed changes is managed to ensure that any disruption to the
performance is understood and acted upon;

) Effectiveness of process chafge on the basis of actual performance is evaluated against the
product requirements and process objectives.

5.2.6.2.1  Generic practices of PA.5.2

s to the
ectives.

tandard

[process

defined

Dbjective priorities.for process innovation are established.
Specified ¢hanges are assessed against product quality and process performance requirements and goals.

mpact ef'‘changes to other defined and standard processes is considered.

PA.5.2.GP1 Assess.the/impact of each proposed change against the objectives of the defined and standard process.
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PA.5.2.GP2. Manage the implementation of agreed changes to selected areas of the defined and standard process
according to the implementation strategy.

A mechanism is established for incorporating accepted changes into the defined and standard process(es) effectively and
completely.

The factors that impact the effectiveness and full deployment of the process change are identified and managed, such as:

e Economic factors (productivity, profit, growth, efficiency, quality, competition, resources, and capacity);

e |Human factors (job satisfaction, motivation, morale, conflict / cohesion, goal consensus, participation, training,
span of control);

e |Management factors (skills, commitment, leadership, knowledge, ability, organisational culture and risks);

e [Technology factors (sophistication of system, technical expertise, development methodology, neédof new
technologies).

Training s provided to users of the process.
Process [changes are effectively communicated to all affected parties.

Records|of the change implementation are maintained.

PA.5.2.GP3 Evaluate the effectiveness of process change on the basis of actual performance against process
performgnce and capability objectives and business goals.

Performance and capability of the changed process are measured and cempared with historical data.

A mechgnism is available for documenting and reporting analysis results to management and owners of standard and
defined process.

Measuress are analysed to evaluate the effectiveness of proce€ss changes.

Other feg¢dback is recorded, such as opportunities for futther innovation of the standard process.

6.2.6.2.2  Generic resources for PA.5.2
— | Change management system;*[PA.5.2 outcome a, b, c]

— | Process evaluation system (impact analysis, etc.). [PA.5.2 outcome a, ]

6.2.6.2.8  Generic workproducts for PA.5.2
3.0 Destription [PA5.2 outcome b]
— | Documents changes as a result of process innovation actions.

4.0 Plan [PA 5.2 outcome a, b]

— Defines activities and schedule for pilot change implementation.

— Allocates resources for pilot implementation.

— Assigns responsibility for pilot implementation.

— Defines activities and schedule for organizational implementation of process change.

— Allocates resources and responsibilities for organizational implementation.
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— Specifies scope of pilot implementation of proposed change.

8.0 Record [PA 5.2 outcome b]
— Contains records of all completed and in-progress pilot implementations.
— Records history of and justification for changes.

9.0 Report [PA 5.2 outcome a, b, c]

— Describes results of pilot implementation of process change.

— Evaluates effectiveness of process compared to process innovation objectives.
— Provides details on implementation of organizational changes.

— Describes proposed changes to standard and defined process.

12.0 Specification [PA 5.2 outcome c]

— Specifies measures derived from process innovation objectives:.

5.3 Related processes for process attributes

Certain processes support achievement of the capabilities<@ddressed by a process attribute. Table
hose processes and indicates the relation between those\processes and each process attribute (P
nformation can be used in planning process assessments and in analysis and validation of the assg
results.

Table 11 — Related/processes for process attributes

Process attributes

11 lists
A). This
bssment

Related processes PA PA PA PA PA PA PA
2.1 2.2 3.1 3.2 4.1 4.2 51
Asset management X

Capacity management X
Change management X
Communication X
Configuration management X
Documentation management X
Equipment management

Human resoutrce employment management X
Human resource management X
mprovement

ncident' management X
nfermation environment access management X

X X X X X

x

PA
5.2

nirastructure and work environment

Internal audit X
Leadership X
Management review

Non-conformity management

Operational implementation and control

Operational planning X
Performance evaluation X X X
Product/ service release X

Risk and opportunity management X X

Py

X X X
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Process attributes

Related processes PA PA PA PA PA PA PA  PA
2.1 2.2 3.1 3.2 4.1 4.2 51 5.2

Service availability management X

Service continuity management X

Service requirements X

Supplier management X

Technical data preservation and recovery X
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Annex A
(informative)

Conformity of the process assessment model

A.1 Introduction

This Technical Specification sets out a process assessment model that meets the requirem
conformance defined in ISO/IEC 33004. The process assessment model can be used in the perforn
hssessments that meet the requirements of ISO/IEC 33002. It may also be used as an example for a
hssessment model developer.

This clause serves as the statement of conformance of the process assessmentunodel to the requi
fefined in ISO/IEC 33004. For ease of reference, the requirements from Clause 6 of ISO/IEC 33
embedded verbatim in the text of this clause. They should not be construed-as normative element
nternational Standard.

Since this process assessment model has been explicitly constructed to be an elaboration of the
reference model defined in ISO/IEC TS 33050-4, the conformange claim is relatively simple. For other

pbarticularly ones with a different architecture, the demonstration of conformance may be more
requiring more detail in the mapping.

A.2 Requirements for process assessment models

A.2.1 Introduction

pnts  for
ance of
process

ements
D04 are
5 of this

process
models,
difficult

n order to assure that assessment results*are translatable into the intended process measurement fra
n a repeatable and reliable manner,(process assessment models shall adhere to certain requiremn
brocess assessment model shall Contain a definition of its purpose, scope and elements; its mappin
brocess measurement framework.and specified process reference model(s); and a mechanism for co
pxpression of results.

[ISO/IEC 33(

mework
ents. A
g to the
nsistent

04, 6.1]

The purpose of thisvprocess assessment model is to support assessment of process capability u
brocess measutement framework defined in ISO/IEC 33020.

A.2.2 Process assessment model scope

5ing the

Protess assessment models are related to one or more process reference models and a

process

measurement framework. Processes in process assessment model(s) are based on the process des

Criptions

provided in process reference models; process attributes and process quality levels (if applicable) are
from a process measurement framework.

derived

In order to assure that assessment results are translatable into a set of process profiles in a repeatable and

reliable manner, process assessment models shall adhere to certain requirements.

[ISO/IEC 33004, 6.2]

The process scope of this process assessment model is defined in the process reference model spe

cified in

ISO/IEC TS 33050-4, which defines a process reference model satisfying the requirements of ISO/IEC 33004,

Clause 5. The process capability scope of this process assessment model is defined in the
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measurement framework specified in ISO/IEC 33020, which defines a process measurement framework for
process capability satisfying the requirements of ISO/IEC 33003.

A.2.3 Requirements for process assessment models

6.3.1 A process assessment model shall relate to at least one process from the specified process
reference model(s).

6.3.2 A process assessment model shall address, for a given process, all, or a continuous subset, of
the levgls (starting at process quality level 1) of the process measurement framework for process quality
characteristic for each of the processes within its scope.

NOTE: It would be permissible for a model, for example, to address solely process quality level 1, oro addresq
process fuality levels 1, 2 and 3, but it would not be permissible to address process quality levels 2 and 3 without process
quality Igvel 1.

6.3.3 A process assessment model shall declare its scope of coverage in the terms,6f:

a) the pelected process reference model(s);

b) the gelected processes taken from the process reference model(s);

c) the process quality level of the process characteristic selected from theprocess measurement framework.

[ISO/IEC 33004, 6.3]

This prgcess assessment model is based upon the process reference model defined in ISO/IEC TS 33050-4
addressing all of the processes identified in Clause 4, Figure 3»of this Technical Specification.

In the ¢apability dimension of this process assessment model, the model addresses all of the process
attributgs and capability levels defined in the process measurement framework in ISO/IEC 33020, Clause 5.

A.2.4 Assessment indicators

A proceps assessment model shall be based on a set of indicators that

a) explicitly addresses the purposesvand process outcomes, as defined in the selected process reference
model, ¢f all the processes withinthe’scope of the process assessment model; and

b) dempnstrates the achievement of the process attributes for the process quality characteristic scope of the
process assessment model,

The asdessment indicators generally fall into three types:

a) Pragtices =-institutionalised behaviours that support achievement of either the Process Purpose o
a specifjc process attribute.

b) Informatiomitersard-their characteristics that demonstrate the Tespective achieverments:
¢) Resources and infrastructure that support the respective achievements.

[ISO/IEC 33004, 6.3.4]

The process assessment model provides a two-dimensional view of process capability for the processes in
the process reference model, through the inclusion of assessment indicators as shown in Figure 4. The
assessment Indicators used are:

— base practices and work products; and
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— generic practices, generic resources and generic work products

as shown in Clause 4, Figure 3. They support the judgment of the performance and capability of an

implemented process.

A.2.5 Mapping process assessment models to process reference models

A process assessment model shall provide an explicit mapping from the relevant elements of the
assessment model to the processes of the selected process reference model(s) and to the relevant

process
rocess

httributes of the process measurement framework.

brocess assessment model shall be to:

h) the purpose and process outcomes of the processes in the specified process referehce’ model;

in the process measurement framework.

This enables process assessment models that are structurally different-to be related to the same
reference model(s).

[ISO/IEC 3300

The mapping shall be complete, clear and unambiguous. The mapping of the assessment indicaters wjthin the

D) the process attributes (including all of the process attribute achievements listed fer each process gttribute)

process

1, 6.3.5]

t addresses. All work products relate as Inputs or Outputs to the Process as a whole - see map
Clause 5.

Fach of the process attributes in this process assessment model is identical to the process attribute dg
he process measurement framework. The géneric practices address the characteristics from each
httribute. The generic resources and generic, work products relate to the process attribute as a whole.

Table A.1 lists the mappings of the GPsito the achievements associated with each process attribute.
Table A.1 — Mapping of generic practices

P Practice hame Maps to

A.1.1: Process perfofmance process attribute

Fach of the Processes in this process assessment model is/idéntical in scope to the Process defingd in the
brocess reference model. Each base practice and work product is cross-referenced to the Process olitcomes

pings in

efined in
process

e

P

PA.1.1.GP1 Achieve the process outcomes. PA.l.la
PA.2.1: Performance management process attribute

PA.2.1.GP4 Identify the objectives for the performance of the process. PA2.1a
PA.2.1,GP2 Plan the performance of the process to fulfil the identified objectives. PA.2.1b
PA2.2.GP3 Monitor the performance of the process against the plans. PA.2.1c
PA.2.1.GP4 Adjust the performance of the process. PA.2.1d
PA.2.1.GP5 Define responsibilities and authorities for performing the process. PA.2.1e
PA.2.1.GP6 Prepare those performing the process to execute their responsibilities. PA.2.1f
PA.2.1.GP7 Identify and make available resources to perform the process according to PA.2.1 g

plan.
PA.2.1.GP8 Manage the interfaces between involved parties. PA.2.1 h

PA.2.2: Work product management process attribute
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GP Practice name Maps to

PA.2.2.GP1 Define the requirements for the work products. PA.2.2 a

PA.2.2.GP2 Define the requirements for documentation and control of the work PA.2.2Db
products.

PA.2.2.GP3 Identify, document and control the work products. PA2.2c

PA.2.2.GP4 Review and adjust work products to meet the defined requirements. PA.2.2d

PA.3.1: Process definition process attribute

PA.3.1.G[P1 Define the standard process that will support the deployment of the PA3.1a
defined process.

PA.3.1.GP2 Determine the sequence and interaction between processes so that they PA.3.1 b
work as an integrated system of processes.

PA.3.1.G[P3 Identify the roles and competencies for performing the standard process. RA.3.1c

PA.3.1.GP4 Identify the required infrastructure and work environment for performing< ~PA.3.1 d
the standard process.

PA.3.1.GP5 Determine suitable methods and measures to monitor the effectiveness PA.3.1e
and suitability of the standard process.

PA.3.2: Process deployment process attribute

PA.3.2.G[P1 Deploy a defined process that satisfies the context specific’requirements PA.3.2 a
of the use of the standard process.

PA.3.2.GP2 Assign and communicate roles, responsibilities and*authorities for PA.3.2b
performing the defined process.

PA.3.2.G[P3 Ensure necessary competencies for performing the defined process. PA.3.2c

PA.3.2.GP4 Provide resources and information to support the performance of the PA.3.2d
defined process.

PA.3.2.GP5 Provide adequate process infrastructure to support the performance of the PA.3.2 e
defined process.

PA.3.2.GP6 Collect and analyse dataabout performance of the process to PA.3.2f
demonstrate its suitability'and effectiveness.

PA.4.1 Quantitative analysis process.attribute

PA.4.1.GP1 Align the process’with quantitative business goals. PA.4.1a

PA.4.1.GP2 Identify proeess information needs, in relation with quantitative business PA.4.1 b
goals.

PA.4.1.G[P3 Derive process measurement objectives from process information needs. PA.4.1 ¢

PA.4.1.GP4 ldentify measurable relationships between process elements that PA4.1d
contribute to the process performance.

PA.4.1.GP5 Establish quantitative objectives for the performance of the defined PA4.le
plUbeb, abbUldillg tU thC (JHUIIIIICI It Uf thC pIUbCDD vvith thC bub;llcbb
goals.

PA.4.1.GP6 Identify product and process measures that support the achievement of PA.4.1f
the quantitative objectives for process performance.

PA.4.1.GP7 Collect product and process measurement results through performing the PA.4.1g

defined process.

PA.4.2 Quantitative control process attribute

PA.4.2.G

60

P1

Select analysis techniques, appropriate to collected data. PA.4.2 a
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GP Practice name Maps to

PA.4.2.GP2 Determine assignable causes of process variation by analysing the PA.4.2 b
collected data.

PA.4.2.GP3 Establish distributions that characterize the process performance. PA.4.2 c

PA.4.2.GP4 Identify and implement corrective actions to address assignable causes. PA.4.2d

PA.4.2.GP5 Establish separate distributions for analysing the process under the PA.4.2 e

influence of assignable causes of variation.

PIA.5.1 Process innovation process attribute

PA.5.1.GP1 Define the process innovation objectives for the process that support the PA.5:1'a
relevant business goals.

PA.5.1.GP2 Analyse data of the process to identify opportunities for best practice and \PA.5.1 b
innovation.

PA.5.1.GP3 Identify innovation opportunities of the process from new technologies and PA.5.1 ¢
process concepts.

PA.5.1.GP4 Define an implementation strategy based on long-term innavation vision PA.5.1 d
and objectives.

PIA.5.2 Process innovation implementation process attribute

PA.5.2.GP1 Assess the impact of each proposed change against the objectives of the PA.5.2 a
defined and standard process.

PA.5.2.GP2 Manage the implementation of agreed changes to selected areas of the PA.5.2b
defined and standard process according.to the implementation strategy.

PA.5.2.GP3 Evaluate the effectiveness of process,change on the basis of actual PA.5.2c¢c

performance against process performance and capability objectives and
business goals.

A.2.6 Expression of assessment results

A process assessment model shall provide a formal and verifiable mechanism for representing the rg
AN assessment as a set of process-attribute ratings for each assessed process (the process profiles) 1
rom the specified process reference model(s).

[ISO/IEC 3300

bsults of
belected

1, 6.3.6]

The processes in this.process assessment model are identical to those defined in the process rg
model. The processattributes and the process attribute ratings in this process assessment model are

0 those defined\in’ the Measurement Framework. Consequently, results of assessments based u
brocess assessment model are expressed directly as a set of process attribute ratings for each proces
he scope_ ofthe assessment. No translation or conversion is required.

ference
dentical
bon this
s within
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Annex B
(informative)

Input and output characteristics

B.1 General

Characteristics of inputs and outputs listed in this Annex can be used when reviewing potential inputs and
outputs |of process implementation. The characteristics are provided as guidance for the attributes, ta-look fo
to provifle objective evidence supporting the assessment of a particular process. A documented. process and
assessq@r judgment is needed to ensure that the process context (application domain, businéss purpose
development methodology, size of the organization, etc.) is considered when using this dnformation. Inputs
and outputs are defined using the schema in Table B.1. Inputs and outputs and their characteristics should be
considefed as a starting point for considering whether, given the context, they are contributing to the intended
purposgq of the process.

Table B.1 —Input / Output identification

Input / Output An identifier number for the input / outpdtwhich is used to
identifier # reference the input / output.

Input / Output Provides an example of a typical name associated with the
name input / output characteristics. This’name is provided as an

identifier of the type of input./‘output the practice or process
might produce. Organizations may call these input / outputs
by different names. The-name of the input / output in the
organization is not significant. Similarly, organizations may
have several equiyvalent input / outputs which contain the
characteristics defined in one input / output type. The formats
for the input-/(Qutputs can vary. It is up to the assessor and
the organizational unit coordinator to map the actual input /
outputs produced in their organization to the examples given

heres
Category A group with which an item is associated.
Input / Output Provides examples of the potential characteristics associated
characteristics with the input / output types. The assessor may look for these

in the samples provided by the organizational unit.
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The Generic Work Product Indicators are sets of characteristics that would be expected to be evident in input /
outputs of a generic type as a result of achievement of an attribute. The generic input / outputs support the

class structure of the input / outputs defined as process performance indicators. These input / output types are
basic input types to process owners of all types of processes.

Tabhle B 2 — Generic inputs and outputs

Reference

Category

Purpose

Typical Input / Output Characteris

tics

1.0

Contract

A contract is the formal
agreement  between an
acquirer and a supplier.

[ISO/IEC 15289:2011]

It addresses the following:

a) identification of “\the per
organizations

b) statement of work t0 be performe
tasks based on._a service mana

process or a(System or software life-cycle

model, and. scope of tasks

c) system requirements and s
requirements definition and analysis r

d) negotiated price and payment sche

e) deliverables, including off-th
products identified

f) schedule for suppliers to deliy
product or service

g) proprietary rights to systems and tg
data and software intellectual property
usage, ownership, warranty and li
rights

h) provisions for monitoring; re
verification, validation, and accs
criteria

i) procedures for contract ch
exceptions, resolving disputes, and cl
such as supplier responsibilities in th
of expected or early termination

contract or formal agreement and the

transfer of services to another party.

The contract may specify best pract
include standards and strategie
processes, activities and tasks.

Informally, commitments or agreemer

orming

d, with
jement

pftware
psults

dule

e-shelf

er the

chnical
rights:
ensing

borting,
ptance

anges,
DSeout,
P event
of the

ces, to
bs  for

ts may

L - T R " £ Ll
UC SPELNICU  UTCLWETTT Pdits Ul Ul

organization (sometimes called a

memorandum of understanding).

same

2.0

Data

Ordered informational content

— Result of applying a measure

— Available to those who need to know within

defined timeframe
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Reference

Category

Purpose

Typical Input / Output Characteristics

3.0

description

Information item that
represents a planned or
actual concept, function,
design, or object.

[ISO/IEC 15289:2011]

A description includes the following
elements:

a) Date of issue and status

b) Scope

¢) Issuing organization

d) References

e) Context

f) Notation for description

a) Bodw
gy-Body

h) Summary
i) Glossary
j) Change history

4.(

plan

Information item that presents
a systematic course of action
for achieving a declared
purpose, including when,
how, and by whom specific
activities are to be performed.

[ISO/IEC 15289:2011]

A plan includes the following elemehts

a) Date of issue and status

b) Scope

¢) lIssuing organization

d) References (applicablepolicies, laws,
standards, contracts, requirements, and
other plans and procedures)

e) Approval authority

f)  Approach‘or technical and management
review and reporting

g) Other plans (plans or task descriptions
that expand on the details of a plan)

h) <Planned activities and tasks

i)» Identification of tools, methods, and
techniques

i) Schedules

k) Budgets and cost estimates

I) Resources and their allocation

m) Responsibilities and authority, including
the senior responsible owner and
immediate process owner

n) Interfaces among parties involved

0) Risks and risk identification, assessment
and mitigation activities

p) Quality assurance and control measures

g) Environment, infrastructure, security,
and safety

r) Training

s) Glossary

t) Change procedures and history

u) Termination process

5.0

poticy

clear and measurable
statement of preferred
direction and behavior to
condition the decisions made
within an organization

A policy includes the following elements:

a) Date of issue, effective date, and status
b) Scope

c) lssuing organization

[ISO/IEC 15289:2011]

d) Approval authority and identification of
those accountable for enforcing the
policy

e) Authoritative references for compliance
or conformance (such as policies, laws
and regulations, standards, contracts,
requirements, and vision or mission
statements)

f)  Body, including objectives

g) Glossary

h) Change history

64
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Reference Category Purpose Typical Input / Output Characteristics
6.0 procedure Specified way to carry out an | A procedure includes the following elements:
activity or a process.
a) Date of issue and status
b) Scope
[ISO 9000:2005] c) Issuing organization
d) Approval authority
e) Relationship to plans and other
procedures
H—Autheritativereferenees
g) Inputs and outputs
h) Ordered description of stepsto'bg taken
by each participant
i) Error and problem resolution
i)  Glossary
k) Change history
7.0 product Result of a process There are four genéric product categdries,
as follows:
[1SO 9000:2005] — services (e.g7 transport);
— software‘(e.g. computer program,
dictionary);
— hardware (e.g. engine mechanical part);
+ processed materials (e.g. lubricant).
Service is the result of at least one acfivity
necessarily performed at the interface
between the supplier and customer and is
generally intangible. Provision of a sefvice
can involve, for example, the following:
— an activity performed on a customgr-
supplied tangible product;
— an activity performed on a customgr-
supplied intangible product;
— the delivery of an intangible produdt;
— the creation of ambience for the
customer.
8.0 record Organize the data an A record includes the following elemepts:
organizational entity retains. a) Date of record, date recorded, and
NOTE: Consistent with the status
ISO 9000 series, the purpose b) Scope
of arecord is to ’state results C) Subject or category
achieved or to provide d)  Issuing organization
evidence of actFi)vities €) References
petformedby-att f) Body
X R . g) Unigue record identifier
organizational entity.
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Reference

Category

Purpose

Typical Input / Output Characteristics

9.0

report

Information item that
describes the results of
activities such as
investigations, observations,
assessments, or tests.

[ISO/IEC 15289:2011]

A report includes the following elements:

a) Date of issue and status
b) Scope

¢) Issuing organization

d) Contributors

e) Summary

f)  Introduction

A Conteaxt (acctimntinnc)

97 SOTC AT oS T ItioTTsy)

h) Body (including methods of obtaining
results)

i) Conclusions and recommendations

i) References

k) Bibliography

) Glossary

m) Change history

10.p

repository

Storage facility for data

— Repository for components

— Storage and retrieval, capabilities

— Ability to browse cantéent

— Listing of contents,with description of attributes
— Sharing and transfer of components between
affected groups

— Effective gontrols over access

— Maintain component descriptions

— Recovety of archive versions of components

— Ability to report component status

—.Changes to components are tracked to change
/'User requests

11.p

request

Information item that initiates
a defined course of action or
change to fulfill a need:

[ISO/IEC 15289:2011]

A request includes the following elements:

a) Date of initiation

b) Scope

c) Subject

d) Originator of request

e) lIdentification of requested item, service,
or response

f) Detailed description of requested item,
service, or response, including due date

g) Justifications

12.p

specification

Information item that
identifies, in a complete,
precise, and verifiable
manner, the requirements,
design, behavior, or other
expected characteristics of a
system, service, or process.

A specification includes the

elements:

following

a) Date of issue and status
b) Scope

c) Issuing organization

d) References

e) Approval authority
£\ Badyv

[ISO/IEC 15289:2011]

A A

g) Assurance requirements

h) Conditions, constraints, and
characteristics

i) Glossary

i) Change history
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B.3 Specific inputs and outputs

Specific outputs are typically created by process owners and applied by process deployers in order to satisfy

an outcome of a particular process purpose.

NOTE 1  The reference scheme for the specific inputs and outputs associates the item to the first reference (direct or
implied) to an informational element in a sub-clause of ISO/IEC 27001. The set of items in a category is ordered

alphabetically.

NOTE 2  The term 'normative’ that appears under the Characteristics column refers to a requirement in ISO/H

mplies that the defined characteristics are recommended good practice.

NOTE 3  In most cases the sub-clause reference refers to the second edition of ISO/IEC 27001y For exampl
e have 2ED A.15.1.2. In 02-1 we have 2ED A.08.1.1 (a reference to the second edition) and-A7)1.1, a referen
irst edition of ISO/IEC 27001.

C 27001
0 create an item that contains at least the defined informational characteristics. Where the term 'informative"* appears, it

B in 01-2
ce to the

NOTE 4  In some cases there are multiple elements to an information item. A single-item (for example 01-2) ¢an have
more than one descriptive component to it. These elements are differentiated from €ach other by means for an| element
eference. For example, in 01-2 there are two descriptive elements, 111, and 112,
Table B.3 — Specific inputs and ‘autputs
Reference Name Category Characteristics
D1-1 Business information Contract Agreements shall address the secure transfer of
exchange agreement business information between the organization
and external parties.
D1-2 Employee agreement Contragt The contractual agreements with employees andgl
contractors shall state their and the organization's
responsibilities for information security.
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Reference

Name

Category

Characteristics

01-3

Supplier agreement

Contract

All relevant information security requirements
shall be established and agreed with each
supplier that may access, process, store,
communicate, or provide IT infrastructure
components for, the organization’s information.

Agreements with suppliers shall include
requirements to address the information security

ricke accnaeciatad vwith infarmatinny and
HOSKSaASSOCatea—wrtH—HHor oAt

communications technology services and product
supply chain.

The contract contains or include a reference tp;-a)
scope of the services to be delivered by the
supplier; b) dependencies between servicesy
processes and the parties; c) requirements to be
fulfilled by the supplier; d) service targéts; e)
interfaces between service management
processes operated by the supplier and other
parties; f) integration of the_supplier’s activities
within the SMS; g) worklpad characteristics; h)
exceptions; i) authorities_and responsibilities of
the service provider and the supplier; j) reporting
and communication to be provided by the
supplier; k) basis for charging; I) activities and
responsibilitiesifor the expected or early
termination of the contract and the transfer of
services,to a different party.

02-01

Asset register

Data

All assets shall be clearly identified and an
inventory of all important assets drawn up and
maintained.

02-02

Capacity usage data

Data

The data associated with the need for the service
provider to monitor capacity usage and analyse
data.

02-03

Implemented changes
log

Data

A consequence of executing the schedule of
change containing details of the approved
changes and their proposed deployment dates.

02-04

Improvement
opportunity
implementation-og

Data

Log of actions taken in terms of approved
improvement opprtunities.

02-05

InformatiGn)asset
register

Data

All assets shall be clearly identified [and an
inventory of all important assets drawn up and
maintained.]

[All assets shall be clearly identified and] an
inventory of all important assets drawn up [and
maintained.]

[All assets shall be clearly identified and] an
inventory of all important assets [drawn up and]
maintained.

02-06

ISMS Performance
measurement data

Data

Implied in "The organization retains appropriate
documented information as evidence of the
monitoring and measurement results.'

02-07

Release log

Data

Implied in information about the success or failure
of releases and future release dates is provided to
the change management process, and incident
and service request management process.
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Reference

Name

Category

Characteristics

02-08

Service availability log

Data

Availability of services is monitored, the results
recorded.

02-09

Supplier performance
data

Data

Data relating to the performance by the supplier
against agreed service level targets and other
contractual commitments.

02-10

Supplier role
assignments list

Data

The service provider ensures that roles of, and
relationships between, lead and sub-contracted

suppliers are defined.

D3-01

Audit objectives

Description

a) conforms to 1) the organization’s own
requirements for its information security
management system; and 2) the requiréments g
this International Standard;6. The arganization
shall [conduct internal ISMS auditsto] determing
whether the ISMS:a) conform-to the requiremen
of this International Standafd anhd relevant
legislation or regulations{c) are effectively
implemented and maintained; and d) perform as
expected.

Information systems shall be [regularly] reviewe
for compliance‘with the organization’s informatid
security policies and standards.

—

o

D3-02

Corrective action
change proposal

Description

Corregtive’ actions shall be appropriate to the
effects of the nonconformities encountered.

D3-03

Improvement
opportunity

Description

Anjimprovement opportunity before it is recorde
an prioritised.

Implied in "The outputs of the management revig
shall include decisions related to continual
improvement opportunities and any needs for
changes to the information security managemer;
system.'

W

D3-04

Improvement target

Description

Setting targets for improvements in quality, valu
capabilities, costs, productivity, resource
utilization or risk reduction as appropriate.

D3-05

Information-asset
control objective

Description

Rules for the acceptable use of information and
assets associated with information and
information processing facilities shall be identifig
[documented and implemented.]

Rules for the acceptable use of information and
assets associated with information and
information processing facilities shall be
[identified,] documented and implemented.

D3-06

Information asset
management roles and

Description

Assets maintained in the inventory shall be
owned.

responsibilities

03-07

Information publication
status

Description

a) it is available and suitable for use, where and
when it is needed; and

c¢) distribution, access, retrieval and use;
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Reference Name Category Characteristics
03-08 Information security Description | The information security objectives shall: a) be
objectives consistent with the information security policy;b)
be measurable (if practicable);c) take into account
applicable information security requirements, and
risk assessment and risk treatment results;d) be
communicated; ande) be updated as appropriate.
The information security objectives shall: e) be
updated-as-apprepriate:
The organization shall retain documented
information on the information security objectives,
03-09 ISMS Measurement Description | f) who shall analyse and evaluate these results)
information analysis
roles and
responsibilities
03-10 ISMS Measurement Description | ¢) when the monitoring and measuring shall be
information gathering performed,;
events e) when the results from monitofing and
measurement shall be analyzed and evaluated;
and
03-11 ISMS Measurement Description | d) who shall monitor ‘and measure;
information gathering
roles and
responsibilities
03-12 ISMS Measurement Description | a) what needs to be monitored and measured,
information needs including information security processes and
controls;
The information security objectives shall: b) be
measurable (if practicable);
03-13 ISMS Measurement Description | b) the methods for monitoring, measurement,
methods analysis and evaluation, as applicable, to ensure
valid results;
03-14 ISMS Roles and Description | All information security responsibilities shall be
responsibilities defined [and allocated.]
Conflicting duties and areas of responsibility shall
be segregated to reduce opportunities for
unauthorized or unintentional modification or
misuse of the organization’s assets.
03-15 Management review Description | The management review shall include
objectives consideration of: a) the status of actions from
previous management reviews;b) changes in
external and internal issues that are relevant to
the information security management system;c)
feedback on the information security
performance, including trends in:1)
nonconformities and corrective actions;2)
monitoring and measurement results;3) audit
results; and 4) fulfilment of information security
objectives;d) feedback from interested parties;e)
results of risk assessment and status of risk
treatment plan; and f) opportunities for continual
improvement.
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Reference

Name

Category

Characteristics

03-16

Management system
(ISMS) scope

Description

The organization shall determine the boundaries
and applicability of the information security
management system to establish its scope.

When determining this scope, the organization
shall consider: a) the external and internal issues
referred to in 4.1;b) the requirements referred to
in 4.2; and c) interfaces and dependencies

hatvaan-aetivitiac narformed-byvtha oraanizatio
petWe et ie S PpeHoReauye-orgatittation,

and those that are performed by other
organizations.

The scope shall be available as documentéd
information.4.3.1 The ISMS documentation shal
include: b) the scope of the ISMS(see 4.2.1 a);

D3-17

Management system
strategy:
documentation

Description

The organization’s information security
management system shallificldde:a) documented
information required by this International
Standard; andb) documeénted information
determined by the erganization as being
necessary for thezeffectiveness of the information
security management system.

Documented information required by the
information*security management system and b
this International Standard shall be controlled.

Theyorganization shall keep documented

information to the extent necessary to have
confidence that the processes have been carried
out as planned.

D3-18

Management system
strategy: Establish

Description

The organization shall establish, implement,

maintain and continually improve an information
security management system, in accordance with
the requirements of this International Standard.

D3-19

Management system
strategy: externaland
internal issues

Description

The organization shall determine external and
internal issues that are relevant to its purpose and
that affect its ability to achieve the intended
outcome(s) of its information security
management system.

D3-20

Management system
strategy: improvement

Description

The organization shall continually improve the
suitability, adequacy and effectiveness of the
information security management system.

D3-21

Management system
strategy: information
security objectives

Description

The organization shall establish information
security objectives at relevant functions and
levels.
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Reference

Name

Category

Characteristics

03-22

Management system
strategy: management
commitment

Description

Top management shall demonstrate leadership
and commitment with respect to the information
security management system by:a) ensuring the
information security policy and the information
security objectives are established and are
compatible with the strategic direction of the
organization;b) ensuring the integration of the
information security management system

requirements into the organization’s processes;c)
ensuring that the resources needed for the
information security management system are
available;d) communicating the importance of
effective information security managementcand of
conforming to the information security
management system requirements;e)-ensuring
that the information security management system
achieves its intended outcome(s);f) directing and
supporting persons to contribute to the
effectiveness of the information security
management system;g) promoting continual
improvement; andh) supporting other relevant
management roles ta_demonstrate their
leadership as it applies to their areas of
responsibility.

03-23

Management system
strategy: outsourcing

Description

The organization shall ensure that outsourced
processes.are determined and controlled.

03-24

Management system
strategy: privacy

Description

Privagy-and protection of personally identifiable
information shall be ensured as required in
relevant legislation and regulation where
applicable.

03-25

Management system
strategy: processes

Description

The organization shall plan, implement and
control the processes needed to meet information
security requirements, and to implement the
actions determined in 6.1.

03-26

Management system
strategy: roles and
responsibilities

Description

Top management shall ensure that the
responsibilities and authorities for roles relevant
to information security are assigned and
communicated.

Top management shall assign the responsibility
and authority for:a) ensuring that the information
security management system conforms to the
requirements of this International Standard; andb)
reporting on the performance of the information
security management system to top management.

03-27

MS Interested parties

Description

The organization shall determine: a) interested

parties that are relevant to the information
security management system;

03-28

Process measures

Description

..the organization shall determine: j) how the
results will be evaluated.

03-29

Process objectives

Description

..the organization shall determine: f) what will be
done;

03-30

Process resource
needs

Description

..the organization shall determine: g) what
resources will be required;
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Reference

Name

Category

Characteristics

03-31

Process roles and
responsibilities

Description

..the organization shall determine: h) who will be
responsible;

Management responsibilities [and procedures]
shall be established to ensure a quick, effective,
and orderly response to information security
incidents.

03-32

Process schedule

Description

..the organization shall determine: i) when it will

be completed; and

D3-33

Project/service
measures

Description

Implied in 'When planning how to achieve its XXX
objectives, the organization shall determine’ —
how the results will be evaluated.'

D3-34

Release acceptance
test criteria

Description

Implied in the release is deployed-into the live
environment so that the integrity’af‘hardware,
software and other service cémponents is

maintained during deployment of the release.

D3-35

Release notes

Description

Notes regarding a release” Purpose of Release
Notes; Release Scope; Release Contents;
Release Installation-/ Rollback Procedure;
References.

D3-36

Risk and opportunity
identification criteria

Description

When planning for the information security
management system, the organization shall
consider the issues referred to in 4.1 and the
requirements referred to in 4.2 and determine th
risks and opportunities that need to be addressg
to:a) ensure the information security management
system can achieve its intended outcome(s);b)
prevent, or reduce, undesired effects; andc)
achieve continual improvement.

o d

D3-37

Risk assessment
process description

Déscription

The organization shall define [and apply] an
information security risk assessment process that:
a) establishes and maintains information security
risk criteria that include:1) the risk acceptance
criteria; and 2) criteria for performing informatior
security risk assessments;

The organization shall retain documented
information about the information security risk
assessment process.
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Reference

Name

Category

Characteristics

03-38

Risk identification

Description

When planning for the information security
management system, the organization shall
[consider the issues referred to in 4.1 and the
requirements referred to in 4.2 and] determine the
risks and opportunities that need to be addressed
to:a) ensure the information security management
system can achieve its intended outcome(s);b)
prevent, or reduce, undesired effects; andc)

achieve continual improvement.

c) identifies the information security risks:1) apply
the information security risk assessment process
to identify risks associated with the loss of
confidentiality, integrity and availability for
information within the scope of the information
security management system; and2)ddentify the
risk owners;

The organization shall perfornyinfermation
security risk assessments [at planned intervals or
when significant changes.are proposed or occur,]
taking account of the critéria established in 6.1.2
a).

The organization-shall retain documented
information of/the/results of the information
security risklassessments

03-39

Risk treatment process
description

Description

The organization shall define [and apply] an
information security risk treatment process to:a)
select-appropriate information security risk
treatment options, taking account of the risk
assessment results;b) determine all controls that
are necessary to implement the information
security risk treatment option(s) chosen;c)
compare the controls determined in 6.1.3 b)
above with those in Annex A and verify that no
necessary controls have been omitted;d) produce
a Statement of Applicability that contains the
necessary controls (see 6.1.3 b) and c¢)) and
justification for inclusions, whether they are
implemented or not, and the justification for
exclusions of controls from Annex A;e) formulate
an information security risk treatment plan; andf)
obtain risk owners’ approval of the information
security risk treatment plan and acceptance of the
residual information security risks.

The organization shall retain documented
information about the information security risk

treatmentprocess:

03-40

Sub-contracted
supplier roles and
responsibilities

Description

The service provider ensures that roles of, and
relationships between, lead and sub-contracted
suppliers [are documented].

03-41

Termination of
employment roles and
responsibilities

Description

Information security responsibilities and duties

that remain valid after termination or change of
employment shall be defined, communicated to
the employee or contractor and enforced.
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Reference

Name

Category

Characteristics

04-01

Audit (ISMS) schedule

Plan

[The organization shall conduct internal audits] at
planned intervals [to provide information on
whether the information security management
system:]

[The organization’s approach to managing
information security and its implementation (i.e.
control objectives, controls, policies, processes

and nranadiirac far infarmatinn cantirin chall he
aHopProceatH eSO o HatoR-SECutity)-Stah1B6

reviewed independently] at planned intervals {or
when significant changes occur.]

Organizations shall regularly [monitor feview and
audit supplier service delivery.]

D4-02

Audit plan

Plan

d) define the audit criteria and seope for each
audit;

D4-03

Audit programme plan

Plan

The organization shall: ¢) plan, establish,
[implement and maintain].an audit programme(s
including the frequency;methods, responsibilitie
planning requireménts and reporting.

The audit programme(s) shall take into
considerationthe importance of the processes
concerned.and the results of previous audits;

Audit tequirements and activities involving chec
on gperational systems shall be carefully planng
and-agreed to minimize the risk of disruptions to
pusiness processes.

iz

o n

D4-04

Capacity plan

Plan

A [documented] capacity management plan
should be considered for mission critical systems.

The service provider creates a capacity plan
taking into consideration human, technical,
information and financial resources.

D4-05

Change schedule

Plan

A schedule of change containing details of the
approved changes and their proposed
deployment dates is established.

The schedule of change shall be used as the
basis for planning the deployment of releases.

D4-06

Databackup test
schedule

Plan

[Back-up copies of information and software shdgl
be taken and tested] regularly in accordance wit
the agreed backup policy.

=

D4-07

Improvement
implementation
schedule

Plan

The schedule of planned, approved,
improvements.

D4-08

Information security

Plan

The organization shall verify the established ang

controt verification
schedule

fmpfenTentedmformation security tomntinuity
controls at regular intervals in order to ensure that
they are valid and effective during adverse
situations.

04-09

Information system
compliance review
schedule

Plan

Information systems shall be regularly [reviewed]
for compliance with the organization’s information
security policies and standards.
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Name

Category

Characteristics

04-10

ISMS Policy review
schedule

Plan

The policies for information security [shall be
reviewed] at planned intervals or if significant
changes occur to ensure their continuing
suitability, adequacy and effectiveness.A5.1.2
[The information security policy shall be reviewed]
at planned intervals [or if significant changes
occur to ensure its continuing suitability,
adequacy, and effectiveness.]

04-11

Management review
schedule

Plan

Top management shall review [the organization's
information security management system] at
planned intervals [to ensure its continuing
suitability, adequacy and effectiveness.]

04-12

Product /service
process lifecycle model

Plan

Information security shall be addressed improject
management, regardless of the type of the
project.

Principles for engineering secure systems shall
be established, [documented,@iaintained] and
applied to any information system implementation
efforts.

Principles for engineering secure systems shall
be [established,] documented, [maintained and
applied to any idformation system implementation
efforts.]

Principles for engineering secure systems shall
be [established, documented,] maintained [and
appligd-to any information system implementation
effarts.]

Testing of security functionality shall be carried
out during development.

04-13

Resources budget

Plan

The organization shall determine [and provide]
the resources needed for the establishment,
implementation, maintenance and continual
improvement of the information security
management system.

04-14

Risk management plan

Plan

The organization shall plan: d) actions to address
these risks and opportunities; and e) how to 1)
integrate and implement these actions into its
information security management system
processes; and 2) evaluate the effectiveness of
these actions.

04-15

Risk.treatment plan

Plan

e) formulate an information security risk treatment
plan;

The organization shall retain documented

mfarma-atitaon-af-th X 1t £+l pafavia bl o
o aaoTT o teTeStUTtS Ot roTTacoT

security risk treatment.

04-16

Security policies
compliance review
schedule

Plan

Managers shall regularly review the compliance of
information processing and procedures within
their area of responsibility with the appropriate
security policies, standards and any other security
requirements.

04-17

Service availability plan

Plan

The availability plan(s) shall include at least
availability requirements and targets.
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Reference

Name

Category

Characteristics

04-18

Service continuity plan

Plan

The service provider creates a service continuity
plan(s).

04-19

User access rights
review schedule

Plan

Asset owners [shall review users’ access rights]
at regular intervals.

05-01

Clear desk policy

Policy

A clear desk policy for papers and removable
storage media and a clear screen policy for
information processing facilities [shall be

adopted.]

D5-02

Cryptographic controls
usage policy

Policy

A policy on the use of cryptographic controls for
protection of information shall be developed and
implemented.

D5-03

Cryptographic key
protection and usage
policy

Policy

A policy on the use, protection andifetime of
cryptographic keys shall be develgped and
implemented through their whole lifecycle.

D5-04

Data backup policy

Policy

[Back-up copies of information and software shdl
be taken and tested] régularly in accordance wit
the agreed backuppolicy.

=

D5-05

Improvement policy

Policy

There is a policy‘en continual improvement of thie
MS and the preducts/services.

D5-06

Information system
access policy

Policy

An access_ control policy shall be established,
[documeénted and reviewed based on business
and information security requirements.]

Anraccess control policy shall be [established,]
documented [and reviewed based on business
and information security requirements].

D5-07

Information transfer
policy

Policy

Formal transfer policies, [procedures and
controls] shall be in place to protect the transfer |of
information through the use of all types of
communication facilities.

D5-08

Management system
(ISMS) policy

Policy

Top management shall establish an information
security policy that:a) is appropriate to the
purpose of the organization;b) includes
information security objectives (see 6.2) or
provides the framework for setting information
security objectives;c) includes a commitment to
satisfy applicable requirements related to
information security; andd) includes a
commitment to continual improvement of the
information security management system.

The information security policy shall: e) be
available as documented information;

The information security policy shall: g) be

A set of policies for information security shall be
defined, [approved by management, published
and communicated to employees and relevant
external parties.]

A set of policies for information security shall be
[defined, approved by management], published
[and communicated to employees and relevant
external parties.]
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05-09

Mobile device policy

Policy

A policy and supporting security measures [shall
be adopted to manage the risks introduced by
using mobile devices.]

05-10

Secure development
policy

Policy

Rules for the development of software and
systems shall be established and applied to
developments within the organization.

05-11

Software installation by

Policy

Rules governing the installation of software by

users policy

users shall be established and implemented.

05-12

Supplier relationship
information security

policy

Policy

Information security requirements for mitigating
the risks associated with supplier’'s access to the
organization’s assets [shall be agreed with thé
supplier and documented.]

Information security requirements [for mitigating
the risks associated with supplier’'s aceess to the
organization’s assets shall be agreed with the
supplier and] documented.

05-13

Teleworking policy

Policy

A policy [and supporting security measures] shall
be implemented to protectinformation accessed,
processed or stored at teleworking sites.

06-01

Asset management
procedure

Procedure

Procedures for handling assets shall be
developed [anddmplemented] in accordance with
the informatiofy/classification scheme adopted by
the organization.

06-02

Business continuity
procedure

Procedure

The organization shall establish, [document],
implement [and maintain] processes, procedures
and,controls to ensure the required level of
continuity for information security during an
adverse situation.

The organization shall [establish,] document,
[implement and maintain processes, procedures
and controls to ensure the required level of
continuity for information security during an
adverse situation.]

The organization shall [establish, document,
implement and] maintain [processes, procedures
and controls to ensure the required level of
continuity for information security during an
adverse situation.]

06-03

Changeicontrol
praCedure

Procedure

Changes to systems within the development
lifecycle shall be controlled by the use of formal
change control procedures.

06-04

Equipment offsite
management

Procedure

Security shall be applied to off-site assets taking
into account the different risks of working outside

procedure

the organization’s premises.

06-05

Evidence collection
and preservation
procedure

Procedure

The organization shall define [and apply]
procedures for the identification, collection,
acquisition and preservation of information, which
can serve as evidence.

[The organization shall define and apply
procedures for the identification, collection,
acquisition and preservation of information], which
can serve as evidence.
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06-06 Improvement Procedure | There is a procedure including the authorities and
procedure responsibilities for identifying, documenting,

evaluating, approving, prioritizing, managing,
measuring and reporting of improvements.

06-07 Information labelling, Procedure | An appropriate set of procedures for information
handling and storage labelling shall be developed and implemented in
procedure accordance with the information classification

scheme-adopted-by-the-organization:

D6-08 Information security Procedure | [Management responsibilities] and procedures
incident response shall be established to ensure a quick, effective,
procedure and orderly response to information security

incidents.

D6-09 Information transfer Procedure | Formal transfer [policies], procedures and
procedure controls shall be in place to protect the transfer ¢f

information through the usetof-all types of
communication facilities:

D6-10 Operating Procedures | Procedure | Operating procedures\shall be documented ang

made available to. allusers who need them.]
[Operating praocedures] shall be documented [and
made availahle'to all users who need them.]
[Operating‘procedures shall be documented] angd
madedvailable to all users who need them.

D6-11 Protection of Procedure | Apptopriate procedures [shall be implemented] fo
intellectual property ensure compliance (IPR) with legislative,
rights procedure regulatory, and contractual requirements on the

use of material in respect of which there may be
intellectual property rights and on the use of
proprietary software products.

D6-12 Removable media Procedure Procedures [shall be implemented] for the
management management of removable media in accordancg
procedure with the classification scheme adopted by the

organization.

Procedures shall be implemented [for the
management of removable media in accordancg
with the classification scheme adopted by the
organization.]

Media [shall be disposed of securely when no
longer required], using formal procedures.

D6-13 Secure area operating | Procedure | Procedures for working in secure areas shall be
procedure designed [and applied.]

D6-14 Security incident Procedure | Information security incidents shall be respondef
management to in accordance with the [documented]
prnrndl e prnr‘ndl wes

Information security incidents [shall be responded
to in accordance with the] documented
[procedures.]

06-15 Software installation Procedure | Procedures shall be implemented to control the
procedure installation of software on operational systems.

06-16 Teleworking procedure | Procedure | A [policy] and supporting security measures shall

be implemented to protect information accessed,
processed or stored at teleworking sites.
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06-17 User authentication Procedure | A formal user registration and de-registration
information control process shall be implemented to enable
procedure assignment of access rights.
The allocation of secret authentication information
[shall be controlled] through a formal
management process.
07-1 Release package Product A product/ service/ system assembled as a
release.
08-01 Audit (ISMS) log Record The organization shall conduct internal audits.
g) retain [documented] information as evidence -of
the audit programme(s) and the audit results?
g) retain documented [information as evidence of
the audit programme(s) and the audit results.]
08-02 Audit log Record e) [select auditors and conduct auditsthat] ensure
objectivity and the impartiality of(the audit
process.
08-03 Audit result Record f) ensure that the results of the audits are
communication record reported to relevant management; and
08-04 Auditor list Record e) select auditors and conduct audits that ensure
objectivity and thedmpartiality of the audit
process;
08-05 Business continuity Record The organization shall verify the established and
plan test result implemented information security continuity
controlsZat regular intervals in order to ensure that
they are valid and effective during adverse
situations.
08-06 Change request Record Approved changes are developed and tested.
approval record
08-07 Change request record | Recard Information content related to all aspects of
information captured in relation to a change
request.
08-08 Code validity Record Networks shall be managed and controlled to
confirmation record protect information in systems and applications.
08-09 Configuration itém Record A configuration baseline of the affected Cls is
archive taken before deployment of a release into the live
environment. Master copies of Cls recorded in the
CMDB shall be stored in secure physical or
electronic libraries referenced by the configuration
records. This includes at least documentation,
licence information, software and, where
available, images of the hardware configuration.
08-10 Configuration item Record Modifications to software packages shall be
change log discouraged, limited to necessary changes, and
all changes shall be strictly controlled.
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08-11 Configuration item Record The information recorded for each Cl ensures
record effective control and include at least: a)

description of the CI; b) relationship(s) between
the CI and other Cls; c) relationship(s) between
the ClI and service components; d) status; e)
version; f) location; g) associated requests for
change; h) associated problems and known
errors. 9.1 4 Cls shall be uniguely identified [and
recorded in a CMDB.]

D8-12 Correction action log Record b) evaluate the need for action to eliminatethe
causes of nonconformity, in order that it.does nqt
recur or occur elsewhere, by: 1) reviewing the
nonconformity;

D8-13 Corrective action Record ¢) implement any action needed;2ED e) make
change proposal changes to the information security management
approval record system, if necessary.

D8-14 Corrective action Record The organization shall‘rétain documented
record information as evidence of:f) the nature of the

nonconformities and any subsequent actions
taken, andg) theresults of any corrective action

D8-15 Corrective action Record 2) determining the causes of the nonconformity;
request root cause and 3) determining if similarnonconformities exist,
analysis result or could potentially occur;

D8-16 Corrective action Record d).review the effectiveness of any corrective
verification record action taken;

N8-17 Cryptographic controls | Record Cryptographic controls shall be used in
application review log compliance with all relevant agreements, laws,

and regulations.

D8-18 Data backup log Record Back-up copies of information and software shall
be taken [and tested] regularly in accordance with
the agreed backup policy.

D8-19 Data removal Record All items of equipment containing storage media

verification recerd shall be verified to ensure that any sensitive data
and licensed software has been removed or
securely overwritten prior to disposal or re-use.

D8-20 Data restore log Record [Back-up copies of information and software shdll
be taken] and tested regularly in accordance with
the agreed backup policy.

D8-21 Electronic messaging Record Information involved in electronic messaging shall

scan log be appropriately protected.

D8-22 Electronic transactions | Record Event logs recording user activities, exceptions,
security volations log faults and information security events shall be

produced, [kept and reqularly reviewed.]

Event logs recording user activities, exceptions,
faults and information security events shall be
[produced,] kept [and regularly reviewed].

Information involved in application service
transactions shall be protected to prevent
incomplete transmission, mis-routing,
unauthorized message alteration, unauthorized
disclosure, unauthorized message duplication or
replay.
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08-23 Electronic transactions | Record Event logs recording user activities, exceptions,
security volations log faults and information security events shall be
review record [produced, kept and] regularly reviewed.

08-24 Employee access Record The access rights of all employees and external
rights removal record party users to information and information

processing facilities shall be removed upon
termination of their employment, contract or
agreement-oradjusted-tpoen-echange:

08-25 Employee disciplinary Record There shall be a formal and communicated
action record disciplinary process in place to take action against

employees who have committed an information
security breach.

08-26 Employee security Record Management shall require employees, eontractors
performance appraisal and third party users to apply security-in
record accordance with established policies and

procedures of the organization.

08-27 Employee terms and Record The contractual agreements with employees and
conditions approval contractors shall state their and the organization’s
record responsibilities for informyation security.

Users shall be required'to follow the
organization’s praetices in the use of secret
authentication-infarmation.

08-28 Employment candidate | Record Background-verification checks on all candidates
screening review result for employment shall be carried out in accordance

with relevant laws, regulations and ethics and
shall'be proportional to the business
requirements, the classification of the information
to’be accessed and the perceived risks.

08-29 Equipment removal Record Equipment, information or software shall not be
approval record taken off-site without prior authorization.

08-30 Improvement Record Recorded opportunities for improvement are
opportunity evaluation evaluated against agreed criteria for approval.
result

08-31 Improvement Record Opportunities for improvement, including
opportunity record corrective and preventive actions, are

documented.

08-32 Information-archive log | Record d) storage and preservation, including the

preservation of legibility;

08-33 Information asset Record Information shall be classified in terms of legal
classification record requirements, value, criticality and sensitivity to

unauthorised disclosure or modification.

08-34 Information disposition | Record f) retention and disposition.
nnnnnn

08-35 Information integrity Record b) it is adequately protected (e.g. from loss of
verification record confidentiality, improper use, or loss of integrity).

A.18.1.3 Records shall be protected from loss,
destruction, falsification, unauthorizedaccess and
unauthorized release, in accordance with
legislatory, regulatory, contractual and business
requirements

08-36 Information status Record e) control of changes (e.g. version control); and
record
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08-37 Information system Record Users shall only be provided with access to the
access request network and network services that they have
approval record been specifically authorized to use.

The allocation and use of privileged access rights
shall be restricted and controlled.

[System administrator and system operator
activities shall be logged] and the logs protected
[and regularly reviewed.]

D8-38 Information system Record When operating systems are changed, business
changes security critical applications shall be reviewed and)tested
impact evaluation to ensure there is no adverse impact,on
result organizational operations or security.

D8-39 ISMS Implementation Record The organization shall [define and]-apply an

log

information security risk treathrent process to..

The organization shall also implement plans to
achieve information security objectives
determined in 6.2.

The organization’shiall implement the informatiof
security risk treatment plan.

b) is effectively implemented [and maintained].

c) [plany establish,] implement and maintain an
audit programme(s), including the frequency,
methods, responsibilities, planning requirementg
and reporting.

The organization shall [define and] apply an
information security risk assessment process that:
a) establishes and maintains information security
risk criteria that include: 1) the risk acceptance
criteria; and 2) criteria for performing informatior]
security risk assessments;

A policy and supporting security measures shall
be adopted to manage the risks introduced by
using mobile devices.

A [policy] and supporting security measures sha|
be implemented to protect information accessed,
processed or stored at teleworking sites.

Rules for the acceptable use of information and of
assets associated with information and
information processing facilities shall be
[identified, documented and] implemented.

An appropriate set of procedures for information
labelling shall be [developed and] implemented

acecardanca with tha infarmatinn ~laccifinatiny
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scheme adopted by the organization.

Procedures for handling assets shall be
[developed and] implemented in accordance with
the information classification scheme adopted by
the organization.

Procedures shall be implemented for the
management of removable media in accordance
with the classification scheme adopted by the
organization.
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A formal user registration and de-registration
process shall be implemented to enable
assignment of access rights.

A formal user access provisioning process shall
be implemented to assign or revoke access rights
for all user types to all systems and services.

The allocation of secret authentication information

Shall be controlled [through a formal management
process.].

A policy on the use of cryptographic controls for
protection of information shall be [developed, and]
implemented.

A policy on the use, protection and lifetime-of
cryptographic keys shall be [develop&d and]
implemented through their whole lifecycle.

Procedures for working in secure-areas shall be
[designed and] applied.

A clear desk policy [for papers and removable
storage media and a clear screen policy for
information processing facilities] shall be adopted.

Detection, prevention and recovery controls to
protect against'malware shall be implemented,
combined with appropriate user awareness.

Procedures shall be implemented to control the
installation of software on operational systems.

Rules governing the installation of software by
users shall be [established and] implemented.

The organization shall [establish, document],
implement [and maintain] processes, procedures
and controls to ensure the required level of
continuity for information security during an
adverse situation.

Information processing facilities shall be
implemented with redundancy sufficient to meet
availability requirements.

Appropriate procedures shall be implemented to
ensure compliance with legislative, regulatory and
contractual requirements related to intellectual
property rights and use of proprietary software
products.

08-40

ISMS Implementation
review record

Record

The organization shall [control planned changes]
and review the consequences of unintended

r‘hangnc f::l/ing action to miﬁgnfn any adverse
Aah —taxihrgactonto-Hugatea/aov el

effects, as necessary.
b) is [effectively implemented] and maintained.

The policies for information security shall be
reviewed [at planned intervals] or if significant
changes occur to ensure their continuing
suitability, adequacy and effectiveness

An access control policy shall be [established,
documented and] reviewed based on business
and information security requirements.

84

© ISO/IEC 2016 — All rights reserved



https://standardsiso.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IEC TS 33072:2016(E)

Reference

Name

Category

Characteristics

Audit requirements and activities involving
verification of operational systems shall be
[carefully planned and] agreed to minimise
disruptions to business processes.

Requirements for confidentiality or non-disclosure
agreements reflecting the organization’s needs for
the protection of information shall be [identified,

roaolarbhd raviavwad [and daetimantad 1
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When operating platforms are changed, busines
critical applications shall be reviewed angd,tested
to ensure there is no adverse impact on
organizational operations or security.

The organization shall supervise,and monitor th¢
activity of outsourced system.development.

Organizations shall regularlysmonitor, review [and
audit] supplier service delivery.

The organization shalleérify the established ang
implemented information security continuity
controls at regular-intervals in order to ensure that
they are valid-and effective during adverse
situations

174

[The afganization’s approach to managing
infofmation security and its implementation (i.e.
cantrol objectives, controls, policies, processes
and procedures for information security) shall bg
reviewed independently] at planned intervals [or|
when significant changes occur.]

Managers shall [regularly] review the complianc
of information processing and procedures within|
their area of responsibility with the appropriate

security policies, standards and any other secur|ty
requirements.

Information systems shall be [regularly] reviewe
for compliance with the organization’s informatign
security policies and standards.

The XXX objectives shall: d) be monitored;

The organization shall plan, implement and
control the processes needed to meet

requirements, and to implement the actions
determined in 6.1, by: — implementing control of
the processes in accordance with the criteria;

A1%

o

D8-41

ISMS Measurement
information results

Record

The organization shall retain appropriate
documented information as evidence of the

TIOTtoTINgG and MeasSurenment Tesults.,

08-42

ISMS Policy approval

record

Record

A set of policies for information security shall be
[defined,] approved by management, [published
and communicated to employees and relevant
external parties.]

08-43

Logical access control

log

Record

System administrator and system operator
activities shall be logged [and the logs protected
and regularly reviewed.]

Access to operating systems shall be controlled
by a secure log-on procedure.
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08-44 Management review Record The outputs of the management review shall
action log include decisions related to continual
improvement opportunities and any needs for
changes to the information security management
system.
08-45 Management review Record The organization shall retain documented
record information as evidence of the results of
frafagemeRtFrevews:
08-46 Management review Record Top management shall review the organization's
result information security management system at
planned intervals to ensure its continuing
suitability, adequacy and effectiveness.
08-47 MS Resources Record The organization shall [determine and] provide
provision record the resources needed for the establishment,
implementation, maintenance and€ontinual
improvement of the information security
management system.
08-48 New or changed Record A record of a requests for. change.
service request record
08-49 Non-conformity Record a) react to the nonconformity, and as
disposition record applicable:1) take\action to control and correct it;
and2) deal with)the consequences
08-50 Non-conformity record | Record When a nonconformity occurs,
08-51 Personnel competency | Record d) retaiprappropriate documented information as
records evidence of competence.
08-52 Portable electronic Record Media containing information shall be protected
media control log against unauthorized access, misuse or
corruption during transportation.
¢) all media should be stored in a safe, secure
environment, in accordance withmanufacturers’
specifications;
08-53 Process change Record The organization shall [control planned changes
request review record and] review the consequences of unintended
changes, taking action to mitigate any adverse
effects, as necessary.]
08-54 Process change review | Record The organization shall [control planned changes
record and] review the consequences of unintended
changes, taking action to mitigate any adverse
effects, as necessary.
Changes to the organization, business processes,
information processing facilities and systems that
affect information security shall be controlled.
08-55 Removable media Record Media shall be disposed of securely when no
disposition record longer required, [using formal procedures.]
a) if no longer required, the contents of any re-
usable media that are to be removed from the
organization should be made unrecoverable;
08-56 Residual risk approval | Record f) obtain risk owners’ approval of the information
record security risk treatment plan and acceptance of the
residual information security risks.
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08-57 Return of assets Record All employees and external party users shall
confirmation record return all of the organizational assets in their

possession upon termination of their employment,
contract or agreement.

08-58 Risk assessment Record [The organization shall perform information
action schedule security risk assessments] at planned intervals or

when significant changes are proposed or occur,
Baolcina aceooiint ~f tho ~Avitopris Sotabbobhad 0 2 1 9
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D8-59 Risk assessment Record b) ensures that repeated information security risk
process effectiveness assessments produce consistent, valichand
evaluation result comparable results;

D8-60 Risk assessment Record e) evaluates the information seculrity risks:1)
review record compare the results of risk analysis with the risk

criteria established in 6.1.27a);-and2) prioritise the
analysed risks for risk tréatment.

D8-61 Roles and Record Top management shall’ensure that the
responsibilities responsibilities and authorities for roles relevant
assignment record to information security are assigned [and

communicatedy
All information security responsibilities shall be
[defined and] allocated.

D8-62 Security incident Record Infarmation security incidents shall be respondefl
disposition record todin accordance with the documented

procedures.]

D8-63 Security incident Record Information security events shall be assessed and
impact evaluation it shall be decided if they are to be classified as
result information security incidents.

D8-64 Security incident Record Information security events shall be reported
request record through appropriate management channels as

quickly as possible.

All employees, contractors and third party users
of information systems and services shall be
required to note and report any observed or
suspected security weaknesses in systems or
services.

D8-65 Security vulnerability Record Information about technical vulnerabilities of
scan log information systems being used shall be obtaingd

in a timely fashion, the organization's exposure {o
such vulnerabilities evaluated and appropriate
measures taken to address the associated risk.

D866 Service availability plan | Record Unplanned non-availability is investigated.
test result review
record

08-67 Supplier agreement Record A record of the review conducted to determine
review record that contractual obligations are being met and that

the contract reflects current requirements.

08-68 Supplier capability Record Record of action taken by the service provider

assessment record

verify that lead suppliers are managing their sub-
contracted suppliers to fulfil contractual
obligations.
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08-69

Supplier services
change request
evaluation record

Record

Changes to the provision of services by suppliers,
including maintaining and improving existing
information security policies, procedures and
controls, shall be managed, taking account of the
criticality of business information, systems and
processes involved and re-assessment of risks.

08-70

System activity log

Record

[System administrator and system operator
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and regularly reviewed.

08-71

Test data change log

Record

Test data shall be selected carefully, and
protected and controlled.

08-72

Training effectiveness
evaluation result

Record

¢) where applicable, [take actions to acquire\the
necessary competence, and] evaluate the
effectiveness of the actions taken;

08-73

Training provision
action log

Record

¢) where applicable, take actions.to acquire the
necessary competence, [and evaluate the
effectiveness of the actions taken; ]

08-74

Training record

Record

b) ensure that these persons are competent on
the basis of appropriate‘education, training, or
experience;

All employees of the organization and, where
relevant, conttactors shall receive appropriate
awareness education and training and regular
updates in erganizational policies and
procedures, as relevant for their job function.

Persons doing work under the organization’s
control shall be aware of: a) the information
Security policy;b) their contribution to the
effectiveness of the information security
management system, including the benefits of
improved information security performance; andc)
the implications of not conforming with the
information security management system
requirements.

08-75

User access rights
review record

Record

Asset owners shall review users’ access rights [at
regular intervals.]

Access to program source code shall be
restricted.

08-76

Work.environment
aceess control log

Record

Security perimeters shall be [defined and] used to
protect areas that contain either sensitive or
critical information and information processing
facilities.

Physical security for offices, rooms, and facilities

shall be [designed and] applied.

Physical protection against natural disasters,
malicious attack or accidents shall be [designed
and] applied.

Access points such as delivery and loading areas
and other points where unauthorized persons
could enter the premises shall be controlled and,
if possible, isolated from information processing
facilities to avoid unauthorized access.
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09-01 Audit result Report [The organization shall: g) retain documented
information as evidence of the audit
programme(s) and] the audit results.
09-02 Capacity future needs Report The capacity plan refers forecast demand for
assessment report services.
09-03 Capacity usage Report The use of resources shall be monitored, tuned
analysis and projections made of future capacity
requirements to ensure the required system
performance.
D9-04 Change request Report Implied in requests for change are assessed
evaluation report using information from the change management
process and other processes.
D9-05 Configuration item Report The service provider audits the records stored ir
audit report the CMDB, [at planned intepvals. |
D9-06 Configuration item Report The information recorded-for each Cl ensures
status report effective control and include at least: a)
description of the Ck b) relationship(s) between
the CI and other Cls; c) relationship(s) between
the Cl and service’components; d) status; e)
version; f) logation; g) associated requests for
change; h)d@associated problems and known
errors:
D9-07 Information security Report Managers shall regularly review the compliance |of
audit report information processing and procedures within
their area of responsibility with the appropriate
security policies, standards and any other securfty
requirements.
D9-08 Information security Report Knowledge gained from analysing and resolving
incident report information security incidents shall be used to
reduce the likelihood or impact of future incidents.
[The organization shall define and apply
procedures for the identification, collection,
acquisition and preservation of information], whigch
can serve as evidence.
D9-09 Informatien system Report Information systems shall be regularly reviewed
security.cempliance for compliance with the organization’s informatign
audit.report security policies and standards.
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09-10

ISMS Communication
records

Report

d) communicating the importance of effective
information security management and of
conforming to the information security
management system requirements;

The information security policy shall: f) be
communicated within the organization;

Top management shall ensure that the

responsibilitieS and authoriies for roles relevant
to information security are [assigned and]
communicated.

The information security objectives shall be: d)be
communicated; and

A set of policies for information security'shall be
[defined, approved by management, published
and] communicated to employees and relevant
external parties.

There shall be a [formal andj\communicated
disciplinary process in placeto take action against
employees who have committed an information
security breach.

Information security responsibilities and duties
that remain valid\after termination or change of
employmentshall be [defined,] communicated to
the empléyee or contractor and enforced.

09-11

ISMS Implementation
audit report

Report

The ergahization’s approach to managing
information security and its implementation (i.e.
control objectives, controls, policies, processes
and procedures for information security) shall be
reviewed independently [at planned intervals or
when significant changes occur.]

09-12

ISMS measurement
information analysis
report

Report

The organization shall evaluate the information
security performance and the effectiveness of the
information security management system.

09-13

Logical access system
attack report

Report

Logging facilities and log information shall be
protected against tampering and unauthorized
access.

09-14

New or chahged
service evaluation
report

Report

A report of an evaluation against the criteria in the
Change Management Policy that identifies criteria
to determine changes with potential to have a
major impact on services or the customer.

09-15

Release acceptance
test report

Report

The release is verified against the agreed
acceptance criteria.

09-16

Risk analysis report

Repart

d) analyses the infarmation security risks:1)

assess the potential consequences that would
result if the risks identified in 6.1.2 c) 1) were to
materialize;2) assess the realistic likelihood of the
occurrence of the risks identified in 6.1.2 c) 1);
and3) determine the levels of risk;

09-17

Service availability
analysis report

Report

Availability of services is monitored, the results
recorded and compared with agreed targets.

09-18

Service availability plan
test report

Report

The results of the tests are reported.
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09-19 Service continuity plan | Report The results of tests are reported.
test report
09-20 Service continuity plan | Report Where deficiencies are found during the test, the
test result finding service provider takes necessary actions.
report
09-21 Supplier performance Report The result of actions taken by the service provider
evaluation report to monitor performance of the supplier against
service targets and other contractual obligations|.
D9-22 Supplier surveillance Report Organizations shall regularly [monitor, review ar{d]
report audit supplier service delivery.
11-1 Capacity plan change | Request Changes to the capacity plan are controfled by
request the change management process:
11-2 Data recovery request | Request A request for recovery of data.
11-3 Improvement Request <no defined content requirements>
opportunity approval
request
11-4 Process change Request The organization-shall control planned changes
request [and review the eohsequences of unintended
changes, taking action to mitigate any adverse
effects, asqecessary.]
Changesto the organization, business processes,
information processing facilities and systems that
affect information security shall be controlled.
11-5 Service availability plan | Request Request for change on the service availability
change request plan(s).
11-6 Service continuity plan | Request Request for change on the service continuity
change request plan(s).
12-01 Business continuity Specificatio | The organization shall determine its requirements
requirements n for information security and the continuity of
information security management in adverse
situations, e.g. during a crisis or disaster.
The service continuity requirements include at
least: a) access rights to the services; b) service
response times; c¢) end to end availability of
services.
12-02 Capacity requirements | Specificatio | The result of an assessment based on custome
n needs.
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12-03 Communication Specificatio | (a) The organization shall determine the need for
requirements n internal and external communications relevant to

the information security management system
including: a) on what to communicate;

(b) The organization shall determine the need for
internal and external communications relevant to
the information security management system
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(c) The organization shall determine the need for
internal and external communications relevant to
the information security management system
including: c) with whom to communicate;

(d) The organization shall determine the ,heed for
internal and external communications-relevant to
the information security management-system
including: d) who shall communicate;

(e) The organization shall detefmine the need for
internal and external communications relevant to
the information security. management system
including: e) the processes by which
communication shall'be effected.

12-04 Confidentiality Specificatio | RequirementsAor, confidentiality or non-disclosure
requirements n agreements.reflecting the organization’s needs for
the protection of information shall be identified,
[regularly reviewed and documented.]

Requirements for confidentiality or non-disclosure
agreements reflecting the organization’s needs for
the protection of information shall be [identified,
regularly reviewed and] documented.

12-05 Contractual Specifigatio | All relevant [legislative statutory, regulatory,]
requirements n contractual requirements and the organization’s
approach to meet these requirements shall be
explicitly identified, [documented and kept up to
date for each information system and the
organization.]

All relevant [legislative statutory, regulatory],
contractual requirements and the organization’s
approach to meet these requirements shall be
[explicitly identified,] documented [and kept up to
date for each information system and the
organization.]

All relevant [legislative statutory, regulatory],
contractual requirements and the organization’s
approach to meet these requirements shall be
[explicitly identified, documented and] kept up to
date for each information system and the
organization.

12-06 Criteria for performing Specificatio | a) 2) criteria for performing information security
risk assessments n risk assessments;

12-07 Data backup Specificatio | The backup requirements are identified e.g. files,
requirements n folders, and drives to be backed up.
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12-08 Equipment Specificatio | Equipment shall be sited or protected to reduce
environment n the risks from environmental threats and hazards,
requirements and opportunities for unauthorized access.

Equipment shall be protected from power failures
and other disruptions caused by failures in
supporting utilities.

Power and telecommunications cabling carrying
dafa or supporting informafion Services shall be
protected from interception, interference or
damage.

Users shall ensure that unattended eguipment
has appropriate protection.

12-09 Equipment Specificatio | Equipment shall be correctly maintained to ensure
maintenance n its continued availability and integrity.
requirements

12-10 Improvement Specificatio | Record of opportunities for improvement are
opportunity evaluation | n evaluated against agreed criteria for approval.
criteria

12-11 Information asset Specificatio | Information shall*be classified in terms of legal
classification schema n requirements;-value, criticality and sensitivity to

unautharised disclosure or modification.

12-12 Information Specificatio | The clecks of all relevant information processing
infrastructure n systems within an organization or security domdin

requirements

shall be synchronised to a single reference time
source.

Groups of information services, users, and
information systems shall be segregated on
networks.'

Access to information and application system
functions shall be restricted in accordance with
the access control policy.

Security mechanisms, service levels and
management requirements of all network services
shall be identified and included in network
services agreements, whether these services arg
provided in-house or outsourced.

Development, testing, and operational
environments shall be separated to reduce the
risks of unauthorized access or changes to the
operational environment.

The use of utility programs that might be capabl
of overriding system and application controls sha
be restricted and tightly controlled

1%

Organizations shall establish and appropriately
protect secure development environments for
system development and integration efforts that
cover the entire system development lifecycle.
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Category

Characteristics

12-13

Information item
management
requirements

Specificatio
n

(a) When creating and updating documented
information the organization shall ensure
appropriate: a) identification and description (e.g.
a title, date, author, or reference number);

(b) When creating and updating documented
information the organization shall ensure
appropriate: b) format (e.g. language, software

Marcion ranhico) and madia (A~ o

ol o nor
VeTOTOT groapr oo e (S Yy PPty

electronic);

(c) When creating and updating documented
information the organization shall ensure
appropriate: c) review [and approval] for suitability
and adequacy.

(c) When creating and updating documented
information the organization shall ensufe
appropriate: c) [review and] approval for suitability
and adequacy.

12-14

Information
management
requirements

Specificatio
n

Documented information of éxternal origin,
determined by the organization to be necessary
for the planning and operation of the information
security management-system, shall beidentified
as appropriate,and controlled.

12-15

MS Interested parties
MS expectations

Specificatio
n

The organization shall determine: b) the
requirements of these interested parties relevant
to information security.

12-16

New or changed
services - system
security requirements

Specificatio
n

The information security related requirements
shall be included in the requirements for new
information systems or enhancements to existing
information systems.

Information involved in application services
passing over public networks shall be protected
from fraudulent activity, contract dispute and
unauthorized disclosure and modification.

12-17

Organisational
competence
requirements

Specificatio
n

a) determine the necessary competence of
person(s) doing work under its control that affects
its information security performance;

12-18

Process criteria

Specificatio
n

The organization shall plan, implement and
control the processes needed to meet
requirements, and to implement the actions
determined in 6.1, by: — establishing criteria for
the processes;

12-19

Process interface
requirements

Specificatio
n

Appropriate contacts with relevant authorities
shall be maintained.A6.1.6 Appropriate contacts

wkla ] + +lao H'H laall o HY Al
WILIT TTiCValit Autlriuritics sriall T riairialrcu.

Appropriate contacts with special interest groups
or other specialist security forums and
professional associations shall be maintained.

12-20

Release acceptance
test case

Specificatio
n

Implied in releases are built and tested prior to
deployment.

12-21

Release requirements

Specificatio
n

Requirements for a release.

12-22

Risk acceptance
criteria

Specificatio
n

a) 1) the risk acceptance criteria;
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12-23

Service availability
requirements

Specificatio
n

Information processing facilities shall be
implemented with redundancy sufficient to meet
availability requirements.

The agreed service continuity and availability
requirements shall include at least: a) access
rights to the services; b) service response times;
¢) end to end availability of services.

12-24

Statutory and
regulatory
requirements

Specificatio
n

All relevant legislative statutory, regulatory,
[contractual] requirements and the organization’
approach to meet these requirements shall.be
explicitly identified, [documented and keptup to
date for each information system and\the
organization.]

All relevant legislative statutory, regulatory,
[contractual] requirements and-the organization’
approach to meet these requirements shall be
[explicitly identified,] documented [and kept up t
date for each information system and the
organization.]

U7

U7

o

All relevant legislative statutory, regulatory,
[contractual] rements and the organization’s
approach'to meet these requirements shall be
[explicitly identified, documented and] kept up to
date\for each information system and the
ofganization.

12-25

System acceptance
criteria

Specificatia
n

Acceptance testing programs and related criterig
shall be established for new information systems,
upgrades and new versions.

12-26

User password system
requirements

Specificatio
n

Password management systems shall be
interactive and shall ensure quality passwords.

12-27

Work environment
structure requirements

Specificatio
n

Security perimeters shall be defined [and used] o
protect areas that contain either sensitive or
critical information and information processing
facilities.

Secure areas shall be protected by appropriate
entry controls to ensure that only authorized
personnel are allowed access.

Physical security for offices, rooms, and facilities
shall be designed [and applied].

Physical protection against natural disasters,
malicious attack or accidents shall be designed
[and applied].
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Annex C
(informative)

Association between base practices and ISO/IEC 27001
requirements

This International Standard provides a Process Assessment Model for assessing the process capability 0f(p
associated with a information security management (ISMS). ISO/IEC 27001 provides requirements for the estal
pf an ISMS System. This Annex identifies a Process Capability Profile (Level 1) that is implied by .the requ
hssociated with a Management System conformant to ISO/IEC 27001.

focesses
lishment
irements
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C.1 Associations of base practices with requirements

The following table identifies each bas

NOTE

98

Not all the base practices idel]
in order to represent well-formed processg

S,

Table C.1 — Association of base practices with singular requiremehnts”of ISO/IEC 27001

e practice with the associated singular requirements from ISO/IEC 27001, and the implied information

tified in Section 5 will correspond to an entry in Table C.1. Table C.3 identifies the base practices associated with

item.

outcomes that were added to the PRM

Base practice

Baqg

e practice description

ISO/IEC 27001

Associated-singular requirement

Information item

reference Requirement
reference
ORG.1 Asset management

ORG.1.BP.1 |lIdentify asset it¢gms Identify assets relevant in the A.08.1.1.1 Assets associated with information and information processing 02-01 Asset register
lifecycle of informjation, and their importance. The facilities.shall be identified [and an inventory of these assets shall
lifecycle of informjation includes creation, processing, be dralwn up and maintained.]
storage, transmigsion, deletion and destruction. The
asset classificatipn needs to be identified

ORG.1.BP.1 |lIdentify asset itgms Identify assets relevant in the A.08.1.1.1 Assets associated with information and information processing 02-05 Information asset register
lifecycle of infornjation, and their importance. The facilities shall be identified [and an inventory of these assets shall
lifecycle of informjation includes creation, processing, be drawn up and maintained.]
storage, transmigsion, deletion and destruction. The
asset classificatipn needs to be identified

ORG.1.BP.2 |Classify assets Jdentify asset classification. Note: A.08.2.1.1 Information shall be classified in terms of legal requirements, 08-33 Information asset
Such a classification may include reference to the value, criticality and sensitivity to unauthorised disclosure or classification record
asset's legal reguirements, value, criticality, and modification.
sensitivity to unalithorized disclosure or modification.

ORG.1.BP.3 |Inventory the agsets Assemble an inventory of the A.08.1.1.2 [Assets associated with information and information processing 02-05 Information asset register
information secufity related assets. facilities shall be identified] and an inventory of these assets shall

be drawn up [and maintained.]

ORG.1.BP.5 |Manage asset item changes Manage/changes to A.08.1.1.3 [Assets associated with information and information processing 02-05 Information asset register

asset items. facilities shall be identified] and an inventory of these assets shall
be drawn up] and maintained.

ORG.1.BP.5 |Manage asset item changes'Manage changes to A.08.3.2.2 Media shall be disposed of securely when no longer required, 08-55 Removable media
asset items. [using formal procedures.] disposition record

ORG.1.BP.5 |Manage asset item~changes Manage changes to A.08.3.3.1 Media containing information shall be protected against 08-52 Portable electronic media

asset items.

unauthorized access, misuse or corruption during transportation.

control log
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference
TEC.01 Capacity management
TEC.01.BP.3 | Monitor capacity usage Monitor, analyse and A.12.1.3.1 The use of resources shall be monitored, tuned and_projections 0p-03 Capacity usage analysis
performance tung capacity usage. made of future capacity requirements to ensure-the-required
system performance.
TEC.02 Change management
TEC.02.BP.2 |Analyse changgrequests Analyse and assess A.15.2.2.1 Changes to the provision of services hy.suppliers, including 08-69 Supplier services change
change requests|using defined criteria. maintaining and improving existing-information security policies, request evaluation record
procedures and controls, shall be_.managed, taking account of the
criticality of business informatienysystems and processes
involved and re-assessment of risks.
COM.01 Communication management
COM.01.BP.1 | Define informatjon content Define information 07.4.1 The organization shall-determine the need for internal and 12-03 Communication
content in terms pf identified communication needs external communications relevant to the information security requirements
and requirements. management.system including: a) on what to communicate;
COM.01.BP.2 | Identify parties fo communicate to Identify parties 07.4.3 The organization shall determine the need for internal and 12-03 Communication
to communicate Yvith. externallcommunications relevant to the information security requirements
management system including: ¢) with whom to communicate;
COM.01.BP.2 | Identify parties fo communicate to Identify parties A.06.1.3.1 Appropriate contacts with relevant authorities shall be 12-19 Process interface
to communicate yvith. maintained. requirements
COM.01.BP.2 | Identify parties fo communicate to Identify parties A.06.1.4.4 Appropriate contacts with special interest groups or other 12-19 Process interface
to communicate fvith. specialist security forums and professional associations shall be requirements
maintained.
COM.01.BP.3 | Identify party responsible for communication 07.4.4 The organization shall determine the need for internal and 12-03 Communication
Identify the party|responsible for the communication. external communications relevant to the information security requirements
management system including: d) who shall communicate;
COM.01.BP.4 | Identify commufication events Identify the events 07.4.2 The organization shall determine the need for internal and 12-03 Communication
that require comrinication actions. external communications relevant to the information security requirements
management system including: b) when to communicate;
COM.01.BP.5 | Select communication channel Select the_channel 07.4.5 The organization shall determine the need for internal and 12-03 Communication
for the communidation. external communications relevant to the information security requirements
management system including: e) the processes by which
communication shall be effected.
COM.01.BP.6 | Communicate informationproducts Communicate 05.1.2 Top management shall demonstrate leadership and commitment D9-10 ISMS Communication

information produycts to interested parties.

with respect to the information security management system by:
d) communicating the importance of effective information security
management and of conforming to the information security
management system requirements;

records
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.01.BP.6 | Communicate information products Communicate 05.2.3 The information security policy shall: f) be communicated\within D9-10 ISMS Communication
information prodycts to interested parties. the organization; records

COM.01.BP.6 | Communicate information products Communicate 05.3.2 Top management shall ensure that the responsibilities and P9-10 ISMS Communication
information prodycts to interested parties. authorities for roles relevant to information security are [assigned records

and] communicated.

COM.01.BP.6 | Communicate ifformation products Communicate 06.2.4 The information security objectives shall;\d)’be communicated,; D9-10 ISMS Communication
information prodycts to interested parties. records

COM.01.BP.6 | Communicate information products Communicate 09.2.11 The organization shall: f) ensure.thaf the results of the audits are | 08{03 Audit result communication
information produycts to interested parties. reported to relevant management) and record

COM.01.BP.6 | Communicate information products Communicate A.05.1.1.4 A set of policies for information security shall be [defined, D9-10 ISMS Communication
information produycts to interested parties. approved by management,*published and] communicated to records

employees and relevantiexternal parties.

COM.01.BP.6 | Communicate information products Communicate A.07.2.3.2 There shall be a [formal and] communicated disciplinary process P9-10 ISMS Communication
information produycts to interested parties. in place to take.action against employees who have committed records

an information, security breach.

COM.01.BP.6 | Communicate information products Communicate A.07.3.1.2 Information’ security responsibilities and duties that remain valid D9-10 ISMS Communication
information prodycts to interested parties. after termination or change of employment shall be [defined,] records

communicated to the employee or contractor and enforced.

TEC.03 Configuration managenjent

TEC.03.BP.3 | Manage changep to configuration items Control Al4.24.1 Modifications to software packages shall be discouraged, limited | 0810 Configuration item change
changes to itemq under configuration management. to necessary changes and all changes shall be strictly controlled. log

TEC.03.BP.3 |Manage changef to configuration items Control A148.11 Test data shall be selected carefully, protected and controlled. 08-71 Test data change log
changes to itemd under configuration management.

COM.02 Documentation management

COM.02.BP.1 |Identify documgnted information to be managed 04.3.3 The scope shall be available as documented information. 03-16 Management system
Identify documerjted information of internal and (ISMS) scope
external origin nqcessary for the operation of the
information secuiity management system.

COM.02.BP.1 |Identify documgnted information to be\managed 05.2.2 The information security policy shall: e) be available as 05-08 Management system
Identify documerited information of internal and documented information; (ISMS) policy
external origin nqcessary for the operation of the
information secufity management'system.

COM.02.BP.1 | Identify documgnted information to be managed 06.1.2.9 The organization shall retain documented information about the 03-37 Risk assessment process

Identify documerited information of internal and
external origin nqcessaryfor the operation of the
information secufity.management system.

information security risk assessment process.

description
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.02.BP.1 | Identify documgnted information to be managed 06.1.3.5 The organization shall retain documented information about the (3-39 Risk treatment process
Identify documerited information of internal and information security risk treatment process description
external origin nqcessary for the operation of the
information secu1ity management system.

COM.02.BP.1 | Identify documgnted information to be managed 06.2.6 The organization shall retain documented information on the 03-08 Information security
Identify documented information of internal and information security objectives. objectives
external origin nqcessary for the operation of the
information secufity management system.

COM.02.BP.1 |Identify documgnted information to be managed 07.2.5 The organization shall: d) retain"appfopriate documented (8-51 Personnel competency
Identify documented information of internal and information as evidence of competence. records
external origin nqcessary for the operation of the
information secufity management system.

COM.02.BP.1 |Identify documgnted information to be managed 08.1.3 The organization shall keep documented information to the extent 03-17 Management system
Identify documented information of internal and necessary to have confidence that the processes have been strategy: documentation
external origin nqcessary for the operation of the carried out as planned.
information secugity management system.

COM.02.BP.1 | Identify documgnted information to be managed 08.2.3 The organization shall retain documented information of the 03-38 Risk identification
Identify documenjted information of internal and results<of the information security risk assessments.
external origin ngcessary for the operation of the
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed 08.3.2 The organization shall retain documented information of the 04-15 Risk treatment plan
Identify documenjted information of internal and results of the information security risk treatment.
external origin ngcessary for the operation of the
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed 09.1.8 The organization shall retain appropriate documented information 08-41 ISMS Measurement
Identify documenjted information of internal and as evidence of the monitoring and measurement results. information results
external origin ngcessary for the operation of the
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed 09.2.13 [The organization shall: g) retain] documented [information as 08-01 Audit (ISMS) log
Identify documented information of internal and evidence [of the audit programme(s) and the audit results.]
external origin ngcessary for the operation/of.the
information secufity management system:

COM.02.BP.1 | Identify documgnted information €0 be managed 09.3.5 The organization shall retain documented information as 08-45 Management review
Identify documerited information éfntérnal and evidence of the results of management reviews. record
external origin nqcessary for the operation of the
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed 10.1.9 The organization shall retain documented information as 0B-14 Corrective action record
Identify documerited.ififofmation of internal and evidence of: f) the nature of the nonconformities and any
external origin ngcéessary for the operation of the subsequent actions taken, and g) the results of any corrective
information Secuﬂf\]l mnnngnmnnf e\]lcfnm action
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.02.BP.1 | Identify documgnted information to be managed A.08.1.3.2 Rules for the acceptable use of information and of assets 08-05 Information asset control
Identify documented information of internal and associated with information and information processing.facilities objective
external origin nqcessary for the operation of the shall be [identified,] documented [and implemented}]
information secu1ity management system.

COM.02.BP.1 |Identify documgnted information to be managed A.09.1.1.2 An access control policy shall be [established;},documented [and | 05t06 Information system access
Identify documenjted information of internal and reviewed based on business and informadtion security policy
external origin nqcessary for the operation of the requirements).
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed Al12.11.2 [Operating procedures] shall be'doetmented [and made available P6-10 Operating Procedures
Identify documenjted information of internal and to all users who need them.]
external origin nqcessary for the operation of the
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed A12.41.2 Event logs recording.user activities, exceptions, faults and )8-22 Electronic transactions
Identify documented information of internal and information security events shall be [produced,] kept [and security volations log
external origin nqcessary for the operation of the regularly reviewed].
information secugity management system.

COM.02.BP.1 | Identify documgnted information to be managed A.13.2.4.3 Requirements for confidentiality or non-disclosure agreements 12-04 Confidentiality
Identify documenjted information of internal and reflecting the organization’s needs for the protection of requirements
external origin ngcessary for the operation of the information shall be [identified, regularly reviewed and]
information secufity management system. documented.

COM.02.BP.1 | Identify documgnted information to be managed A.14.25.2 Principles for engineering secure systems shall be [established,] 04-12 Product /service process
Identify documenjted information of internal and documented,[ maintained and applied to any information system lifecycle model
external origin ngcessary for the operation of the implementation efforts.]
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed A.151.1.3 Information security requirements [for mitigating the risks 05-12 Supplier relationship
Identify documenjted information of internal and associated with supplier's access to the organization’s assets information security policy
external origin nqcessary for the operation of the shall be agreed with the supplier and] documented.
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed A.16.1.5.2 Information security incidents shall be responded to in 06-14 Security incident
Identify documented information of internal and accordance with the [documented] procedures. management procedure

external origin ngcessary for the operation/of.the
information secufity management system:

COM.02.BP.1 | Identify documgnted information €0 be managed A.16.1.5.3 Information security incidents [shall be responded to in 06-14 Security incident
Identify documented information éf4ntérnal and accordance with the] documented [procedures.] management procedure
external origin nqcessary for the operation of the
information secufity management system.

COM.02.BP.1 | Identify documgnted information to be managed A16.1.7.1 [The organization shall define and apply procedures for the 06-05 Evidence collection and
Identify documented.ififofmation of internal and identification, collection, acquisition and preservation of preservation procedure
external origin ngcéessary for the operation of the information], which can serve as evidence.

information Secuﬂf\]l mnnngnmnnf e\]lcfnm
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.02.BP.1 |Identify documgnted information to be managed A.17.1.2.3 The organization shall [establish], document, [implement ‘and 06-02 Business continuity
Identify documented information of internal and maintain processes, procedures and controls to ensurée.the procedure
external origin nqcessary for the operation of the required level of continuity for information security‘during an
information secu1ity management system. adverse situation.]

COM.02.BP.1 |Identify documgnted information to be managed A.18.1.1.01.2 | All relevant legislative statutory, regulatory, [contractual] 1p-24 Statutory and regulatory
Identify documenjted information of internal and requirements and the organization’s approach to meet these requirements
external origin nqcessary for the operation of the requirements shall be [explicitly identified,] documented [and kept
information secufity management system. up to date for each information systenihand the organization.]

COM.02.BP.1 | Identify documgnted information to be managed A.18.1.1.02.2 | All relevant [legislative statutory; regulatory], contractual 12-05 Contractual requirements
Identify documenjted information of internal and requirements and the organjzation’s approach to meet these
external origin nqcessary for the operation of the requirements shall be [explicitly identified,] documented [and kept
information secufity management system. up to date for each information system and the organization.]

COM.02.BP.2 | The forms of dojcumented information 07.5.2.1 When creating and_tpdating documented information the 12-13 Information item
representation are defined. Identify the forms of organization shall'ensure appropriate: a) identification and management requirements
information to be|stored in the repostory. For description (e.g. a title, date, author, or reference number);
example, this may include documents, records, audio
content, video cgntent, image content.

COM.02.BP.2 | The forms of documented information 07.5.2.2 Whenscreating and updating documented information the 12-13 Information item
representation are defined. Identify the forms of orgahization shall ensure appropriate: b) format (e.g. language, management requirements
information to be|stored in the repostory. For software version, graphics) and media (e.g. paper, electronic);
example, this may include documents, records, audio and
content, video cgntent, image content.

COM.02.BP.2 | The forms of dojcumented information 07.5.283 When creating and updating documented information the 12-13 Information item
representation are defined. Identify the forms of organization shall ensure appropriate: c) review [and approval] for management requirements
information to be|stored in the repostory. For suitability and adequacy.
example, this may include documents, records, audio
content, video cgntent, image content.

COM.02.BP.2 | The forms of documented information 07.5.2.4 When creating and updating documented information the 12-13 Information item
representation are defined. Identify the forms of organization shall ensure appropriate: c) [review and] approval for management requirements
information to be|stored in the repostory. For suitability and adequacy.
example, this may include documents, records, /audio
content, video cgntent, image content.

COM.02.BP.2 | The forms of dojcumented information 07.5.3.8 Documented information of external origin, determined by the 12-14 Information management

representation
information to be|
example, this mg
content, video cg

re defined. Identifysthe forms of
stored in the repostory. For

y include documents, records, audio
ntent, image-eontent.

organization to be necessary for the planning and operation of
the information security management system, shall be identified
as appropriate, and controlled.

requirements
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Base practice
reference

Bagde practice description

ISO/IEC 27001
Requirement
reference

Associated singular requirement

Information item

COM.02.BP.3

Identify documd
The status of the

This includes the

nted information content status
documented information content

control of changes, for example, by

refers to the time'liness of the information content.

using version co

trol techniques.

06.2.5

The information security objectives shall: ) be updated.as
appropriate.

03-08 Information security

objectives

COM.02.BP.3

Identify documd
The status of the

This includes the|

nted information content status
documented information content

control of changes, for example, by

refers to the timeliness of the information content.

using version co

trol techniques.

07.5.3.6

e) control of changes (e.g. version contral); and

08-36 Information status record

COM.02.BP.3

Identify documd
The status of the

This includes the|

nted information content status
documented information content

control of changes, for example, by

refers to the time'liness of the information content.

using version co

trol techniques.

A.14.2.5.3

Principles for engineering secure systems shall be [established,
documented,] maintained [and applied to any information system
implementation efforts:]

[=]

1-12 Product /service process

lifecycle model

COM.02.BP.3

Identify documd
The status of the|

This includes the

nted information content status
documented information content

control of changes, for example, by

refers to the timeliness of the information content.

using version co

trol techniques.

A.l17.1.2.4

The organization shall [establish, document, implement and]
maintain [processes, procedures and controls to ensure the
required-evel of continuity for information security during an
adverse-situation.]

06-02 Business continuity

procedure

COM.02.BP.3

Identify documd
The status of the|

This includes the]

nted information content status
documented information content

control of changes, for example, by

refers to the time'[iness of the information content.

using version co

trol techniques.

A.18.1.1.01.3

All'relevant legislative statutory, regulatory, [contractual]
requirements and the organization’s approach to meet these
requirements shall be [explicitly identified, documented and] kept
up to date for each information system and the organization.

P-24 Statutory and regulatory

requirements

COM.02.BP.3

Identify documd
The status of the

This includes the

nted information content status
documented information content

control of changes, for example,.by

refers to the time'liness of the information content.

using version co

trol techniques.

A.28:1.1.02.3

All relevant [legislative statutory, regulatory], contractual
requirements and the organization’s approach to meet these
requirements shall be [explicitly identified, documented and] kept
up to date for each information system and the organization.

13

-05 Contractual requirements

COM.02.BP.4

Documented inf
valid. The docun|
repository is ade!
confidentiality, i

ormation is current, complete and
ented information containéd in the
luately protected (e.glfrom loss of
proper use, or loss.of)integrity).

07.5.3.3

b) it is adequately protected (e.g. from loss of confidentiality,
improper use, or loss of integrity)

08-35 Information integrity
verification record

COM.02.BP.4

Documented inf
valid. The docun
repository is adel
confidentiality, in

ormation is curréent, complete and
ented information contained in the
luately protected (e.g. from loss of
proper:use, or loss of integrity).

A.18.1.3.1

Records shall be protected from loss, destruction, falsification,
unauthorized access and unauthorized release, in accordance
with legislatory, regulatory, contractual and business
requirements.

08-35 Information integrity
verification record
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.02.BP.5 | Release documented information according to 06.1.3.4 f) obtain risk owners’ approval of the information security tisk D8-56 Residual risk approval
defined criteria.[The documented information treatment plan and acceptance of the residual information record
release status refers to those situations typically security risks.
where authorisatjon is needed, such as in situations
where: a) agreenpents are in force, b) policies and
procedures are approved by management and their
use in the organigation is thereby obligatory.

COM.02.BP.5 | Release documeénted information according to A.05.1.1.2 A set of policies for information secutity. Shall be [defined,] 08-42 ISMS Policy approval
defined criteria.[The documented information approved by management, [published and communicated to record
release status refers to those situations typically employees and relevant external"parties.]
where authorisatjon is needed, such as in situations
where: a) agreenmpents are in force, b) policies and
procedures are approved by management and their
use in the organigation is thereby obligatory.

COM.02.BP.5 | Release documented information according to A.15.1.1.2 Information security. requirements [for mitigating the risks 05-12 Supplier relationship
defined criteria.[The documented information associated with, supplier's access to the organization’s assets] information security policy
release status refers to those situations typically shall be agreed with the supplier [and documented.]
where authorisatjon is needed, such as in situations
where: a) agreenments are in force, b) policies and
procedures are approved by management and their
use in the organigation is thereby obligatory.

COM.02.BP.6 | Make documented information available to 05.2.4 The information security policy shall: g) be available to interested 05-08 Management system
designated part|es. Manage the distribution, access, parties, as appropriate. (ISMS) policy
retrieval and use|of documented information towards
interested partieq.

COM.02.BP.6 | Make documented information available to 07)5.3.2 a) it is available and suitable for use, where and when it is 3-07 Information publication
designated part|es. Manage the distribution, access, needed; and status
retrieval and usefof documented information towards
interested partieq.

COM.02.BP.6 | Make documented information available to 07.5.3.4 c) distribution, access, retrieval and use; 3-07 Information publication
designated part|es. Manage the distribution; access, status
retrieval and usefof documented information-towards
interested partieq.

COM.02.BP.6 | Make documented information available to A.05.1.1.3 A set of policies for information security shall be [defined, 05-08 Management system
designated part|es. Manage theddistribution, access, approved by management,] published [and communicated to (ISMS) policy
retrieval and use|of documented information towards employees and relevant external parties.]
interested partieq.

COM.02.BP.6 | Make documented infermation available to A12.1.1.3 [Operating procedures shall be documented] and made available D6-10 Operating Procedures
designated part|es.Mahage the distribution, access, to all users who need them.
retrieval and usefof. decumented information towards
interested parties
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference
COM.02.BP.7 | Archived, or digposed of documented information 06.1.2.4 The organization shall [define and] apply an information security 08-39 ISMS Implementation log
Manage documehted information, including records, risk assessment process that: a) establishes and maintains
through its lifecygle by addressing the following information security risk criteria that include: 1) the risk
activities: - storage and preservation, including acceptance criteria; and 2) criteria for performing.information
preservation of Iggibility; - retention and disposition. security risk assessments;
COM.02.BP.7 | Archived, or disposed of documented information 06.1.3.2 The organization shall [define and] apply(anjinformation security 08-39 ISMS Implementation log
Manage documepted information, including records, risk treatment process to..
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or digposed of documented information 07.5.3.5 d) storage and preservatiops,including the preservation of 8-32 Information archive log
Note: Records should be protected in accordance legibility;
with statutory, regulatory, contractual and business
requirements.
COM.02.BP.7 | Archived, or disposed of documented information 07.5.3.7 f) retention and\disposition. 8-34 Information disposition
Note: Records should be protected in accordance record
with statutory, regulatory, contractual and business
requirements.
COM.02.BP.7 | Archived, or digposed of documented information 08.1.2 The,0rganization shall also implement plans to achieve 08-39 ISMS Implementation log
Manage documehted information, including records, infermation security objectives determined in 6.2.
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or disposed of documented information 09.2.4 b) is effectively implemented [and maintained]. 08-39 ISMS Implementation log
Manage documepted information, including records,
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or digposed of documented information 09.2.7 The organization shall: c) [plan, establish,] implement and 08-39 ISMS Implementation log
Manage documehted information, including records, maintain an audit programme(s), including the frequency,
through its lifecygle by addressing the following methods, responsibilities, planning requirements and reporting.
activities: - storage and preservation, including
preservation of Iggibility; - retention and.disposition.
COM.02.BP.7 | Archived, or digposed of documented information A.06.2.1.2 A policy and supporting security measures shall be adopted to 08-39 ISMS Implementation log

Manage docume|
through its lifecy
activities: - storag
preservation of Ig

hted information, including records,
le by addressing the following
e and preservation, including
gibility;< retention and disposition.

manage the risks introduced by using mobile devices.
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Bag

e practice description

ISO/IEC 27001

Associated singular requirement

Information item

reference Requirement
reference

COM.02.BP.7 | Archived, or digposed of documented information A.06.2.2.3 A [policy and supporting security measures] shall be implemented | 08-39 ISMS Implementation log
Manage documehted information, including records, to protect information accessed, processed or storeghat
through its lifecygle by addressing the following teleworking sites.
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.

COM.02.BP.7 | Archived, or disposed of documented information A.08.1.3.3 Rules for the acceptable use of information and of assets 08-39 ISMS Implementation log
Manage documepted information, including records, associated with information and informiation processing facilities
through its lifecygle by addressing the following shall be [identified, documented and}\implemented.
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.

COM.02.BP.7 | Archived, or digposed of documented information A.08.2.2.2 An appropriate set of procedures for information labelling shall be | 08-39 ISMS Implementation log
Manage documehted information, including records, [developed and] implenrented in accordance with the information
through its lifecygle by addressing the following classification scheme-adopted by the organization.
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.

COM.02.BP.7 | Archived, or disjposed of documented information A.08.2.3.2 Procedures for_handling assets shall be [developed and] 08-39 ISMS Implementation log
Manage documepted information, including records, implemented in accordance with the information classification
through its lifecygle by addressing the following schemeradopted by the organization.
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.

COM.02.BP.7 | Archived, or disposed of documented information A.08.3.1.2 [Rrocedures shall be] implemented [for the management of 08-39 ISMS Implementation log
Manage documehted information, including records, removable media in accordance with the classification scheme
through its lifecygle by addressing the following adopted by the organization.]
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.

COM.02.BP.7 | Archived, or disjposed of documented information A09.2.1.2 A formal user registration and de-registration process shall be 08-39 ISMS Implementation log
Manage documepted information, including records, implemented to enable assignment of access rights.
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition,

COM.02.BP.7 | Archived, or disposed of documented information A.09.2.2.1 A formal user access provisioning process shall be implemented | 08-39 ISMS Implementation log
Manage documepted information, including’records, to assign or revoke access rights for all user types to all systems
through its lifecygle by addressing the following and services.
activities: - storage and preservation, including
preservation of Iggibility; - retentiep/and disposition.

COM.02.BP.7 | Archived, or digposed of deesumented information A.09.2.4.2 [The allocation of secret authentication information] shall be 08-39 ISMS Implementation log

Manage docume|
through its lifecy
activities: - storag
preservation of Ig

hted information, including records,
le by addressing the following
e and preservation, including
gibility; - retention and disposition.

controlled [through a formal management process.]
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference
COM.02.BP.7 | Archived, or digposed of documented information A.10.1.1.2 A policy on the use of cryptographic controls for protection of 08-39 ISMS Implementation log
Manage documehted information, including records, information shall be [developed and] implemented.
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or disposed of documented information A.10.1.2.2 A policy on the use, protection and lifetime of cryptographic keys | 08-39 ISMS Implementation log
Manage documepted information, including records, shall be [developed and] implementedithrough their whole
through its lifecygle by addressing the following lifecycle.
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or disjposed of documented information A11.15.2 Procedures for working in secure areas shall be [designed and] 08-39 ISMS Implementation log
Manage documepted information, including records, applied.
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of l4gibility; - retention and disposition.
COM.02.BP.7 | Archived, or digposed of documented information A.11.2.9.2 A clear desKpalicy for papers and removable storage media and | 08-39 ISMS Implementation log
Manage documepted information, including records, a clear screen policy for information processing facilities shall be
through its lifecygle by addressing the following adopted:
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or disposed of documented information Al12.21.1 Detection, prevention and recovery controls to protect against 08-39 ISMS Implementation log
Manage documehted information, including records, malware shall be implemented, combined with appropriate user
through its lifecygle by addressing the following awareness.
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.
COM.02.BP.7 | Archived, or digposed of documented information Ad2.5.1.2 Procedures shall be implemented to control the installation of 08-39 ISMS Implementation log
Manage documehted information, including records, software on operational systems.
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition,
COM.02.BP.7 | Archived, or disposed of documented infarmation A12.6.2.1 Rules governing the installation of software by users shall be 08-39 ISMS Implementation log
Manage documepted information, including’records, [established and] implemented.
through its lifecygle by addressing the following
activities: - storage and preservatior, including
preservation of Iggibility; - retentiep/and disposition.
COM.02.BP.7 | Archived, or disposed of desumented information A17.1.2.2 The organization shall [establish, document], implement [and 08-39 ISMS Implementation log

Manage docume|
through its lifecy
activities: - storag
preservation of Ig

hted information, including records,
le by addressing the following
e and preservation, including
gibility; - retention and disposition.

maintain] processes, procedures and controls to ensure the
required level of continuity for information security during an
adverse situation.
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.02.BP.7 | Archived, or disjposed of documented information A.l17.21.1 Information processing facilities shall be implemented mith 08-39 ISMS Implementation log
Manage documepted information, including records, redundancy sufficient to meet availability requirements:
through its lifecygle by addressing the following
activities: - storage and preservation, including
preservation of Iggibility; - retention and disposition.

COM.02.BP.7 | Archived, or disposed of documented information A.18.1.2.2 Appropriate procedures shall be implemented to ensure 08-39 ISMS Implementation log
Manage documepted information, including records, compliance with legislative, regulatoryéand contractual
through its lifecygle by addressing the following requirements related to intellectual.property rights and use of
activities: - storage and preservation, including proprietary software products.
preservation of Iggibility; - retention and disposition.

ORG.2 Equipment management]

ORG.2.BP.1 | Site equipment Bite equipment to minimize risk of Al11.21.1 Equipment shall be sited and protected to reduce the risks from 1p-08 Equipment environment
environmental or|other damage. environmental threats and hazards, and opportunities for requirements

unauthorized access.

ORG.2.BP.1 | Site equipment Bite equipment to minimize risk of A11.23.1 Power and teleeommunications cabling carrying data or 1p-08 Equipment environment
environmental or[other damage. supporting infermation services shall be protected from requirements

interception) interference or damage.

ORG.2.BP.2 | Assure continuilty in service provision Assure Al11.22.1 Equipment shall be protected from power failures and other 1P-08 Equipment environment
continuity in the provision of utilities and services to disruptions caused by failures in supporting utilities. requirements
equipment.

ORG.2.BP.3 | Maintain equipmient Maintain equipment to ensure Al11.24.1 Equipment shall be correctly maintained to ensure its continued 1P-09 Equipment maintenance
its continued avajlability and integrity. availability and integrity. requirements

ORG.2.BP.3 | Maintain equipmient Maintain equipment to ensure A18.1.1°1 Networks shall be managed and controlled to protect information | 04-08 Code validity confirmation
its continued avajlability and integrity. in systems and applications. record

ORG.2.BP.4 | Manage offsite ¢quipment Manage equipment used A11.2.6.1 Security shall be applied to off-site assets taking into account the 06-04 Equipment offsite
offsite to ensure [ntegrity of operation. different risks of working outside the organization’s premises. management procedure

ORG.2.BP.5 |Assure informafion integrity Assure the integrity of Al11.2.7.1 All items of equipment containing storage media shall be verified | 08-19 Data removal verification
information when| equipment is withdrawn from to ensure that any sensitive data and licensed software has been record
service. removed or securely overwritten prior to disposal or re-use.

ORG.2.BP.6 |Control equipmgnt relocation Control equipment A11.25.1 Equipment, information or software shall not be taken off-site 08-29 Equipment removal
relocation. without prior authorization. approval record

ORG.3 Human resource employjment management

ORG.3.BP.1 | Define roles and responsibhilitiés of employees A.07.1.2.1 The contractual agreements with employees and contractors 01-2 Employee agreement
Define roles and [responsibilities of employees, shall state their and the organization’s responsibilities for
contractors and third party‘users. information security.
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

ORG.3.BP.2 | Screen prospeclive employees Screen prospective A.07.11.1 Background verification checks on all candidates for employment (8-28 Employment candidate
employees in acqordance with relevant laws, shall be carried out in accordance with relevant laws;regulations screening review result
regulations and gthics, and in proportional to the and ethics and shall be proportional to the business
business requirements and the perceived risks. requirements, the classification of the information, td"be accessed

and the perceived risks.

ORG.3.BP.3 | Confirm employee agreement Confirm agreement A.07.1.2.1 The contractual agreements with employees and contractors 08-27 Employee terms and
of prospective employees to the terms and conditions shall state their and the organization’s¢responsibilities for conditions approval record
of their employment contract. information security.

ORG.3.BP.3 | Confirm employlee agreement Confirm agreement A.09.3.1.1 Users shall be required to follow'the‘organization’s practices in 08-27 Employee terms and
of prospective employees to the terms and conditions the use of secret authentication, information. conditions approval record
of their employment contract.

ORG.3.BP.4 | Apply employmgnt terms and conditions Apply the A.07.21.1 Management shall regtiire all employees and contractors to apply 08-26 Employee security
terms and conditfons of employment are applied. information securitydn accordance with the established policies gerformance appraisal record

and procedures of.the organization.

ORG.3.BP.6 | Apply disciplingry measures Apply disciplinary A.07.2.3.1 There shall be«aformal [and communicated)] disciplinary process P8-25 Employee disciplinary
measures to employees that have committed a in place to take“action against employees who have committed action record
breech of the agreed conditions of employment. an information security breach.

ORG.3.BP.7 | Manage employment termination Define and A.07.3.1.1 Information security responsibilities and duties that remain valid 03-41 Termination of
assign responsibjlities for performing employment aftertermination or change of employment shall be defined, employment roles and
termination or change of employment. [communicated to the employee or contractor and enforced.] responsibilities

ORG.3.BP.8 |Return of asset$ On termination of employment, A.08.1.4.1 All employees and external party users shall return all of the 08-57 Return of assets
employees return} all of the organization's assets in organizational assets in their possession upon termination of their confirmation record
their possession. employment, contract or agreement.

ORG.3.BP.9 |[Remove employee access to information A:09.2.6.1 The access rights of all employees and external party users to 0B-24 Employee access rights
resources Remgve employee access to information information and information processing facilities shall be removed removal record
resources upon termination of their employment. upon termination of their employment, contract or agreement, or

adjusted upon change.
COM.03 Human resource management

COM.03.BP.1 | Identify organishtional competencies Identify)the 07.2.1 The organization shall: a) determine the necessary competence 12-17 Organisational
competencies required by the organization. of person(s) doing work under its control that affects its competence requirements

information security performance;

COM.03.BP.2 | Evaluate compgtence of personngl Evaluate the 07.2.2 The organization shall: b) ensure that these persons are 08-74 Training record

competence of t

e personnel

competent on the basis of appropriate education, training, or
experience;
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COM.03.BP.2 | Evaluate compsgtence of personnel Evaluate the 07.3.1 Persons doing work under the organization’s control shall\be 08-74 Training record
competence of tle personnel aware of: a) the information security policy; b) their gantribution to

the effectiveness of the information security management system,
including the benefits of improved information secufity
performance; and c) the implications of not ecénfefming with the
information security management system-requirements.

COM.03.BP.2 | Evaluate compgtence of personnel Evaluate the A.07.2.2.1 All employees of the organization andf{where relevant, 08-74 Training record
competence of tle personnel contractors shall receive appropriate\awareness education and

training and regular updates in organizational policies and
procedures, as relevant for their{ob function.

COM.03.BP.3 | Take action to gcquire ncessary competencies 07.2.2 The organization shall: b) ensure that these persons are 08-74 Training record
Where applicablg, take actions to acquire the competent on the basis’of appropriate education, training, or
necessary competence (hiring, human resources experience;
mobility, sub-contracting, training, coaching etc)

COM.03.BP.3 | Take action to agcquire ncessary competencies 07.2.3 The organizationshall: c) where applicable, take actions to 0B-73 Training provision action
Where applicablg, take actions to acquire the acquire the fiecessary competence, [and evaluate the log
necessary competence (hiring, human resources effectiveness of the actions taken; and]
mobility, sub-contracting, training, coaching etc)

COM.03.BP.3 | Take action to gcquire ncessary competencies 07.3.1 Persans doing work under the organization’s control shall be 08-74 Training record
Where applicablg, take actions to acquire the aware of: a) the information security policy; b) their contribution to
necessary compgtence (hiring, human resources the effectiveness of the information security management system,
mobility, sub-conracting, training, coaching etc) including the benefits of improved information security

performance; and c) the implications of not conforming with the
information security management system requirements.

COM.03.BP.3 | Take action to gcquire ncessary competencies A07R2.2.1 All employees of the organization and, where relevant, 08-74 Training record
Where applicablg, take actions to acquire the contractors shall receive appropriate awareness education and
necessary compgtence (hiring, human resources training and regular updates in organizational policies and
mobility, sub-contracting, training, coaching etc) procedures, as relevant for their job function.

COM.03.BP.4 | Demonstrate awareness of role Each individual 07.2.2 The organization shall: b) ensure that these persons are 08-74 Training record
demonstrates thgir understanding of their role-and competent on the basis of appropriate education, training, or
activities in achigving organsational objectives. experience;

COM.03.BP.4 | Demonstrate awareness of role Each-individual 07.3.1 Persons doing work under the organization’s control shall be 08-74 Training record
demonstrates their understanding of theirrole and aware of: @) the information security policy; b) their contribution to
activities in achigving organsational, objectives. the effectiveness of the information security management system,

including the benefits of improved information security
performance; and c) the implications of not conforming with the
information security management system requirements.
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.03.BP.4 | Demonstrate awareness of role Each individual A.07.2.2.1 All employees of the organization and, where relevant, 08-74 Training record

demonstrates thgir understanding of their role and contractors shall receive appropriate awareness edugation and

activities in achigving organsational objectives. training and regular updates in organizational poli€ies-and

procedures, as relevant for their job function.

COM.04 Improvement
TEC.04 Incident management

TEC.04.BP.1 |Record incidents Record and classify incidents. A16.1.2.1 Information security events shall bereported through appropriate | 08-64 Security incident request

management channels as quickly.as possible. record
TEC.04.BP.1 |Record incidents Record and classify incidents. A.16.1.3.1 Employees and contractors usihg the organization’s information 08-64 Security incident request
systems and services shall’be required to note and report any record
observed or suspectediinformation security weaknesses in
systems or servicest

TEC.04.BP.2 | Analyse incidents Prioritise and analyse incidents. A.16.1.4.1 Information security, events shall be assessed and it shall be 0B-63 Security incident impact
decided if they-ate to be classified as information security evaluation result
incidents.

TEC.04.BP.3 |Resolve incidents Resolve and close incidents. A.16.15.1 Informatien“security incidents shall be responded to [in 08-62 Security incident

accordarnce with the documented procedures.] disposition record
ORG .4 Infrastructure and work environment

ORG.4.BP.1 |Define requirements Define the requirements for Al1111.1 Security perimeters shall be defined [and used)] to protect areas 12-27 Work environment
infrastructure andl work environment to support that contain either sensitive or critical information and information structure requirements
processes. processing facilities.

ORG.4.BP.1 | Define requirements Define the requirements for ATr2.1 Secure areas shall be protected by appropriate entry controls to 12-27 Work environment
infrastructure andl work environment to support ensure that only authorized personnel are allowed access. structure requirements
processes.

ORG.4.BP.1 | Define requirements Define the requirements for A11.1.3.1 Physical security for offices, rooms and facilities shall be 12-27 Work environment
infrastructure andl work environment to support designed [and applied]. structure requirements
processes.

ORG.4.BP.1 | Define requirements Define the requirements for Al11.14.1 Physical protection against natural disasters, malicious attack or 12-27 Work environment
infrastructure andl work environment to support accidents shall be designed [and applied]. structure requirements
processes.

ORG.4.BP.1 |Define requirements Define the requirements for Al12.44.1 The clocks of all relevant information processing systems within 12-12 Information infrastructure
infrastructure andl work environment to support an organization or security domain shall be synchronised to a requirements
processes. single reference time source.

ORG.4.BP.1 | Define requirements Definesthe requirements for A13.1.2.1 Security mechanisms, service levels and management 12-12 Information infrastructure

infrastructure ang
processes.

work eAvironment to support

requirements of all network services shall be identified and
included in network services agreements, whether these services
are provided in-house or outsourced.

requirements
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ORG.4.BP.1 | Define requirements Define the requirements for A14.26.1 Organizations shall establish and appropriately protect-Secure 12-12 Information infrastructure
infrastructure ang work environment to support development environments for system developmentrand requirements
processes. integration efforts that cover the entire system development

lifecycle.

ORG.4.BP.2 | Define access rights Define access rights to the A.09.41.1 Access to information and application system‘functions shall be 12-12 Information infrastructure
information resoyrce. restricted in accordance with the access control policy. requirements

ORG.4.BP.2 | Define access rights Define access rights to the Al12.14.1 Development, testing, and operational énvironments shall be 12-12 Information infrastructure
information resoyrce. separated to reduce the risks of unauthorized access or changes requirements

to the operational environment;

ORG.4.BP.2 | Define access rlghts Define access rights to the A.13.1.3.1 Groups of information services, users and information systems 12-12 Information infrastructure
information resoyrce. shall be segregated on networks. requirements

ORG.4.BP.5 |Maintain infrastfucture and work environment A11.1.1.2 Security perimeters shall be [defined and] used to protect areas 04-76 Work environment access
Control and mairftain the infrastructure and work that contain eithep/sensitive or critical information and information control log
environment. processing facilities.

ORG.4.BP.5 |Maintain infrastfucture and work environment A11.1.3.2 Physical security for offices, rooms and facilities shall be 08-76 Work environment access
Control and mairtain the infrastructure and work [designed,and] applied. control log
environment.

ORG.4.BP.5 |Maintain infrastfucture and work environment A11.14.2 Physical protection against natural disasters, malicious attack or | 08-76 Work environment access
Control and mairtain the infrastructure and work accidents shall be [designed and] applied. control log
environment.

ORG.4.BP.5 |Maintain infrastfucture and work environment A11.1.6.1 Access points such as delivery and loading areas and other 08-76 Work environment access
Control and mairjtain the infrastructure and work points where unauthorized persons could enter the premises control log
environment. shall be controlled and, if possible, isolated from information

processing facilities to avoid unauthorized access.

ORG.4.BP.5 |Maintain infrastfucture and work environment A11.28.1 Users shall ensure that unattended equipment has appropriate 1p-08 Equipment environment
Control and mairjtain the infrastructure and work protection. requirements
environment.

ORG.4.BP.6 |Control access [Control access to the information A.09.1.2.1 Users shall only be provided with access to the network and 08}37 Information system access
resource. network services that they have been specifically authorized to request approval record

use.

ORG.4.BP.6 | Control access [Control access to the information A.09.2.3.1 The allocation and use of privileged access rights shall be 08}37 Information system access
resource. restricted and controlled. request approval record

ORG.4.BP.6 |Control access [Control access.to‘the information A.09.25.1 Asset owners shall review users’ access rights [at regular 04-75 User access rights review
resource. intervals.] record

ORG.4.BP.6 |Control access [Control ageess to the information A.09.4.2.1 Where required by the access control policy, access to systems 08-43 Logical access control log
resource. and applications shall be controlled by a secure log-on

procedure.
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ORG.4.BP.6 | Control access [Control access to the information A.09.4.3.1 Password management systems shall be interactive and shall 12-26 User password system
resource. ensure quality passwords. requirements

ORG.4.BP.6 | Control access [Control access to the information A.09.45.1 Access to program source code shall be restricted. 0§-75 User access rights review
resource. record

ORG.4.BP.6 | Control access [Control access to the information A.12.43.1 System administrator and system operator activities shall be 04-43 Logical access control log
resource. logged [and the logs protected and regulatly reviewed.]

ORG.4.BP.6 | Control access [Control access to the information A.12.4.3.2 [System administrator and system _operator activities shall be 08}37 Information system access
resource. logged] and the logs protected [and regularly reviewed.] request approval record

ORG.4.BP.6 |Control access [Control access to the information A.12.4.3.3 [System administrator and system operator activities shall be 04-43 Logical access control log
resource. logged and the logs protected] and regularly reviewed.

ORG.4.BP.7 |Protect the infoymation resource Take steps, as A.09.44.1 The use of utility programs that might be capable of overriding 12-12 Information infrastructure
appropriate, to pfotect the information resource from system and application)controls shall be restricted and tightly requirements
abuse. controlled.

ORG.4.BP.7 |Protect the infoymation resource Take steps, as Al1241.1 Event logs recerding user activities, exceptions, faults and 18-22 Electronic transactions
appropriate, to pfotect the information resource from information Security events shall be produced, [kept and regularly security volations log
abuse. reviewed.]

ORG.4.BP.7 |Protect the infoymation resource Take steps, as Al1242.1 Logging-facilities and log information shall be protected against 9-13 Logical access system
appropriate, to pfotect the information resource from tampering and unauthorized access. attack report
abuse.

ORG.4.BP.7 |Protect the infoymation resource Take steps, as A126.1.1 Information about technical vulnerabilities of information systems | 08-65 Security vulnerability scan
appropriate, to pfotect the information resource from being used shall be obtained in a timely fashion, the log
abuse. organization's exposure to such vulnerabilities evaluated and

appropriate measures taken to address the associated risk.

ORG.4.BP.7 |Protect the infoymation resource Take steps, as A13.2.3.1 Information involved in electronic messaging shall be 08t21 Electronic messaging scan
appropriate, to pfotect the information resource from appropriately protected. log
abuse.

ORG.4.BP.7 |Protect the infofmation resource Take steps, as A.14.1.3.1 Information involved in application service transactions shall be )8-22 Electronic transactions
appropriate, to pfotect the information resource_from protected to prevent incomplete transmission, mis-routing, security volations log
abuse. unauthorized message alteration, unauthorized disclosure,

unauthorized message duplication or replay.

ORG.4.BP.7 | Protect the infofmation resource Take.steps, as A18.14.1 Privacy and protection of personally identifiable information shall 03-24 Management system
appropriate, to pfotect the information resource from be ensured as required in relevant legislation and regulation strategy: privacy
abuse. where applicable.

ORG.4.BP.7 |Protect the infofmation resource Take steps, as A.18.1.5.1 Cryptographic controls shall be used in compliance with all 8-17 Cryptographic controls

appropriate, to p
abuse.

otect thesinformation resource from

relevant agreements, legislation and regulations.

application review log

COM.05 Internal audit
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COM.05.BP.1 | Define the critelfia and scope of each audit Define 09.2.3 a) conforms to 1) the organization’s own requirements{fonits 03-01 Audit objectives
the audit criteria fnd the scope of each audit. information security management system; and 2) the

requirements of this International Standard,;

COM.05.BP.1 | Define the criteffia and scope of each audit Define 09.2.9 The organization shall: d) define the audit criteria)and scope for 04-02 Audit plan
the audit criteria find the scope of each audit. each audit;

COM.05.BP.1 | Define the criteffia and scope of each audit Define A.18.2.3.1 Information systems shall be [regularly} reviewed for compliance 03-01 Audit objectives
the audit criteria fnd the scope of each audit. with the organization’s information secuirity policies and

standards.

COM.05.BP.2 | Select auditors [Select auditors to ensure objectivity 09.2.10 The organization shall: e) select-auditors and conduct audits that 08-04 Auditor list
and the impartialfty of the audit process. ensure objectivity and the impattiality of the audit process;

COM.05.BP.3 | Conduct audits [Conduct audits according to the 09.2.1 The organization shall gonduct internal audits [at planned 08-01 Audit (ISMS) log
defined criteria epsuring objectivity and the intervals] to provide information on whether the information
impartiality of the audit process. security management.system:

COM.05.BP.3 | Conduct audits |Conduct audits according to the 09.2.12 The organizationshall: g) retain [documented] information as 08-01 Audit (ISMS) log
defined criteria epsuring objectivity and the evidence [ofithe-audit programme(s) and the audit results.
impartiality of the audit process.

COM.05.BP.3 | Conduct audits |Conduct audits according to the A.15.2.1.2 Organizations shall regularly [monitor, review] and audit supplier 09-22 Supplier surveillance
defined criteria epsuring objectivity and the service delivery. report
impartiality of the audit process.

COM.05.BP.3 | Conduct audits |[Conduct audits according to the A18.21.1 The organization’s approach to managing information security 09111 ISMS Implementation audit
defined criteria epsuring objectivity and the and its implementation (i.e. control objectives, controls, policies, report
impartiality of thel audit process. processes and procedures for information security) shall be

reviewed independently [at planned intervals or when significant
changes occur.]

COM.05.BP.3 | Conduct audits |Conduct audits according to the A18.21.1 The organization’s approach to managing information security 09-01 Audit result
defined criteria epsuring objectivity and the and its implementation (i.e. control objectives, controls, policies,
impartiality of thel audit process. processes and procedures for information security) shall be

reviewed independently [at planned intervals or when significant
changes occur.]

COM.05.BP.3 | Conduct audits |[Conduct audits accordingto the A18.2.2.1 Managers shall [regularly] review the compliance of information 09-07 Information security audit
defined criteria epsuring objectivity and-the processing and procedures within their area of responsibility with report
impartiality of thel audit process. the appropriate security policies, standards and any other

security requirements.
TOP.1 Leadership
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reference

Bag

e practice description

ISO/IEC 27001
Requirement
reference

Associated singular requirement

Information item

TOP.1.BP.1

Determine extern
relevant to the g
impacts Determ
are relevant to th
organization and
intended outcom
management syS
issues refers to g

nal and internal issues that are
rganization and analyze their

ine external and internal issues that
E purpose of the assessed

that affect its ability to achieve the
p(s) of its information security

tem. (NOTE: Determining these
stablishing the external and internal
anization considered in Clause 5.3

context of the org
of ISO 31000:20!

9)

04.1.1

The organization shall determine external and internal.iSsues that
are relevant to its purpose and that affect its ability toyachieve the
intended outcome(s) of its information security management
system.

q

03-19 Management system
trategy: external and internal

issues

TOP.1.BP.1

Determine extern
relevant to the g
impacts Determ
are relevant to th
organization and
intended outcom
management sys
issues refers to g
context of the org
of ISO 31000:20

nal and internal issues that are
rganization and analyze their

ine external and internal issues that
E purpose of the assessed

that affect its ability to achieve the
p(s) of its information security

tem. (NOTE: Determining these
stablishing the external and internal
anization considered in Clause 5.3
9)

04.2.2

The organization shall determine: b) the requirements of these
interested parties relevant fo)yinformation security.

13

-15 MS Interested parties MS

expectations

TOP.1.BP.2

Determine the i
requirements D
are relevant to th
system and estal
(NOTE: The reqU
include legal and
contractual oblig

terested parties and analyze their
etermine the interested parties that
e information security management
lish appropriate contacts with them.
irements of interested parties may
regulatory requirements and

tions.)

04.2.1

The organization shall determine: a) interested parties that are
relevant to the information security management system;

03-27 MS Interested parties

TOP.1.BP.3

Determine the s|
management syj
applicability of th
system, taking in|
organization, the
parties and the ir
activities perform|
that are performg

cope of the information security
stem Determine the boundaries and
e information security management
o consideration the context of the
requirements of the interested
terfaces and dependencigs-between
led by the organization;-and'those

d by other organizatign.

04.3.1

The organization shall determine the boundaries and applicability
of the information security management system to establish its
scope.

03-16 Management system

(ISMS) scope
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TOP.1.BP.3 | Determine the sgope of the information security 04.3.2 When determining this scope, the organization shall consider: a) 03-16 Management system
management system Determine the boundaries and the external and internal issues referred to in 4.1; b)the (ISMS) scope
applicability of the information security management requirements referred to in 4.2; and c) interfaces and
system, taking info consideration the context of the dependencies between activities performed bysthe Organization,
organization, the[requirements of the interested and those that are performed by other organizations.
parties and the interfaces and dependencies between
activities performed by the organization, and those
that are performgd by other organization.

TOP.1.BP.3 |Determine the scope of the information security 05.2.1 Top management shall establish an information security policy 05-08 Management system
management sylstem Determine the boundaries and that: a) is appropriate to the purg0se of the organization; b) (ISMS) policy
applicability of the information security management includes information security:objectives (see 6.2) or provides the
system, taking info consideration the context of the framework for setting information security objectives; c) includes
organization, the[requirements of the interested a commitment to satisfy/applicable requirements related to
parties and the irfterfaces and dependencies between information securityf\and d) includes a commitment to continual
activities performed by the organization, and those improvement of the/information security management system.
that are performgd by other organization.

TOP.1.BP.3 | Determine the sgope of the information security 06.2.1 The organization shall establish information security objectives at 03-21 Management system
management system Determine the boundaries and relevant functions and levels. trategy: information security
applicability of the information security management objectives
system, taking info consideration the context of the
organization, the[requirements of the interested
parties and the interfaces and dependencies between
activities performed by the organization, and those
that are performgd by other organization.

TOP.1.BP.3 |Determine the scope of the information security A.05.C11 A set of policies for information security shall be defined, 05-08 Management system
management system Determine the boundaries and [approved by management, published and communicated to (ISMS) policy
applicability of the information security management employees and relevant external parties.]
system, taking info consideration the context of the
organization, the[requirements of the interested
parties and the infterfaces and dependencies between
activities performed by the organization, and those
that are performgd by other organization.

TOP.1.BP.4 | Define an information security policy D€fine an 05.2.1 Top management shall establish an information security policy 05-08 Management system
information seculfity policy that is appropriate to the that: a) is appropriate to the purpose of the organization; b) (ISMS) policy
purpose of the organization. includes information security objectives (see 6.2) or provides the

framework for setting information security objectives; c) includes
a commitment to satisfy applicable requirements related to
information security; and d) includes a commitment to continual
improvement of the information security management system.
TOP.1.BP.4 | Define an informatioh security policy Define an A.05.1.1.1 A set of policies for information security shall be defined, 05-08 Management system

information secuﬂy policy that is appropriate to the
9

purpose of the o

abtization

[approved by management, published and communicated to

emplovees-and-relevantexternal narties-1
oY 1 T

(ISMS) policy
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reference

TOP.1.BP.5 | Define information security objectives Define 05.2.1 Top management shall establish an information security policy 05-08 Management system
information secufity objectives at relevant functions that: a) is appropriate to the purpose of the organization; b) (ISMS) policy
and levels, whicr] are measurable, consistent with the includes information security objectives (see 6.2) or-provides the
information secufit ypolicy, and which take into framework for setting information security objectives; c) includes
account applicable requirements and risk assessment a commitment to satisfy applicable requireménts-felated to
and risk treatment results. information security; and d) includes a commitment to continual

improvement of the information security mmanagement system.

TOP.1.BP.5 | Define information security objectives Define 06.2.2 The information security objectives.shall’ a) be consistent with the 03-08 Information security
information secufity objectives at relevant functions information security policy; b) be. measurable (if practicable); c) objectives
and levels, whicr] are measurable, consistent with the take into account applicable infefation security requirements,
information secuiit ypolicy, and which take into and risk assessment and risk treatment results; d) be
account applicable requirements and risk assessment communicated; and e) be Gpdated as appropriate.
and risk treatment results.

TOP.1.BP.5 | Define information security objectives Define A.05.1.1.1 A set of policies forjnfermation security shall be defined, 05-08 Management system
information secufity objectives at relevant functions [approved by management, published and communicated to (ISMS) policy
and levels, whicr] are measurable, consistent with the employees and.relevant external parties.]
information secutit ypolicy, and which take into
account applicable requirements and risk assessment
and risk treatment results.

TOP.1.BP.6 |Determine procgss strategy Determine the 07.5.1.1 Thelorganization’s information security management system shall 03-17 Management system
management sygtem and operational process include: a) documented information required by this International strategy: documentation
strategy. Standard; and b) documented information determined by the

organization as being necessary for the effectiveness of the
information security management system.

TOP.1.BP.6 |Determine process strategy Determine the 07.5:3.1 Documented information required by the information security 03-17 Management system
management sygtem and operational process management system and by this International Standard shall be strategy: documentation
strategy. controlled to ensure: a) it is available and suitable for use, where

and when it is needed; and b) it is adequately protected (e.g. from
loss of confidentiality, improper use, or loss of integrity).For the
control of documented information, the organization shall address
the following activities, as applicable: ¢) distribution, access,
retrieval and use; d) storage and preservation, including the
preservation of legibility; €) control of changes (e.g. version
control); and f) retention and disposition.

TOP.1.BP.6 |Determine procgss strategy Determine the 08.1.1 The organization shall plan, implement and control the processes 03-25 Management system
management sygtem and operatiohal process needed to meet information security requirements, and to strategy: processes
strategy. implement the actions determined in 6.1.

TOP.1.BP.6 |Determine procgss strategy Determine the 10.2.1 The organization shall continually improve the suitability, 03-20 Management system
management system and’operational process adequacy and effectiveness of the information security strategy: improvement
strategy. management system.
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TOP.1.BP.7 |Integrate informjation security management 04.4.1 The organization shall establish, implement, maintain ahd 03-18 Management system
system requirements into the business processes continually improve an information security management system, strategy: Establish
of the organizat|on Ensure the integration of the in accordance with the requirements of this International
information secufitymanagement system Standard.
requirements intq the business processes of the
organization.

TOP.1.BP.7 |Integrate informjation security management 05.1.1 Top management shall demonstrate |€adefship and commitment 03-22 Management system
system requirements into the business processes with respect to the information securitysmanagement system by: strategy: management
of the organizatjon Ensure the integration of the a) ensuring the information security policy and the information commitment
information secugitymanagement system security objectives are establishe€d and are compatible with the
requirements intq the business processes of the strategic direction of the organization; b) ensuring the integration
organization. of the information security tnahagement system requirements into

the organization’s processes; c) ensuring that the resources
needed for the information security management system are
available; d) communicating the importance of effective
information security management and of conforming to the
information Seclirity management system requirements; e)
ensuring that the information security management system
achievesits'intended outcome(s); f) directing and supporting
persons-to contribute to the effectiveness of the information
seeurity management system; g) promoting continual
improvement; and h) supporting other relevant management roles
to demonstrate their leadership as it applies to their areas of
responsibility.

TOP.1.BP.7 |Integrate informjation security management 07.5.1n% The organization’s information security management system shall 03-17 Management system
system requirements into the business processes include: a) documented information required by this International strategy: documentation
of the organizat|on Ensure the integration of the Standard; and b) documented information determined by the
information secufitymanagement system organization as being necessary for the effectiveness of the
requirements int@ the business processes of the information security management system.
organization.

TOP.1.BP.7 |Integrate informjation security management 07.5.3.1 Documented information required by the information security 03-17 Management system
system requirements into the business pnocesses management system and by this International Standard shall be strategy: documentation
of the organizat|on Ensure the integration_ofthe controlled to ensure: a) it is available and suitable for use, where
information secufitymanagement system and when it is needed; and b) it is adequately protected (e.g. from
requirements intg the business processes of the loss of confidentiality, improper use, or loss of integrity).For the
organization. control of documented information, the organization shall address

the following activities, as applicable: ¢) distribution, access,
retrieval and use; d) storage and preservation, including the
preservation of legibility; e) control of changes (e.g. version
control); and f) retention and disposition.
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TOP.1.BP.7 |Integrate informjation security management 08.1.6 The organization shall ensure that outsourced processes'are 03-23 Management system
system requirements into the business processes determined and controlled. strategy: outsourcing
of the organizat|on Ensure the integration of the
information secufitymanagement system
requirements intg the business processes of the
organization.
COM.06 Management review
COM.06.BP.1 | Identify the objgctives for management system 09.3.3 The management review shall include consideration of: a) the 03-15 Management review
review Objectives for reviewing the information status of actions from previous(mafiiagement reviews; b) changes objectives
security manageent system include:- the status of in external and internal issues that are relevant to the information
actions from preyious management reviews into security management system; c) feedback on the information
consideration. - donsideration of changes in external security performance, ingluding trends in: 1) nonconformities and
and internal issugs that are relevant to the corrective actions; 2)'monitoring and measurement results; 3)
information secufity management system- consider audit results; and4) fulfilment of information security objectives;
the information oh the information security d) feedback from interested parties; e) results of risk assessment
performance. - consider the feedback from interested and status of risk treatment plan; and f) opportunities for continual
parties. - considgr the results of risk assessment and improvement:
status of risk tregtment plan. - consider the
opportunities for pontinual improvement.
COM.06.BP.2 | Assess status gnd performance of activities Top 09.3.1 Top-management shall review the organization's information 0846 Management review result
management cornduct reviews of the organization’s security management system [at planned intervals] to ensure its
information secufity management system to ensure continuing suitability, adequacy and effectiveness.
its continuing suiability, adequacy and effectiveness.
COM.06.BP.3 | Identify risks, pyoblems and opportunities for 09.3:4 The outputs of the management review shall include decisions 08144 Management review action
improvement Identify risks, problems, and related to continual improvement opportunities and any needs for log
opportunities reldted to improvement, and the need changes to the information security management system.
for changes to the information security management
system.
COM.06.BP.4 | Make decisions| Make decisions related to continual 09.3.4 The outputs of the management review shall include decisions 08144 Management review action
improvement opportunities and any need for changes related to continual improvement opportunities and any needs for log
to the information) security management system) changes to the information security management system.
COM.07 Non-conformity management
COM.07.BP.1 | Identify non-corformities Identify fion-conformities. 10.1.1 When a nonconformity occurs .. 8-50 Non-conformity record
COM.07.BP.2 | Resolve and clgse non-conformitieés Resolve and 10.1.2 [When a nonconformity occurs], the organization shall: a) react to | 08t49 Non-conformity disposition

close non-confor|

Mnities.

the nonconformity, and as applicable: 1) take action to control
and correct it; and

record
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COM.07.BP.3 | Determine causp of non-conformities Determine 10.1.4 [When a nonconformity occurs, the organization shall: k) evaluate | 08-15 Corrective action request
the cause of selgcted non-conformities. the need for action to eliminate the causes of nonconformity, in root cause analysis result

order that it does not recur or occur elsewhere, by:L)-reviewing
the nonconformity;] 2) determining the causes of th&
nonconformity; and 3) determining if similar.Aioneonformities exist,
or could potentially occur;

COM.07.BP.4 | Determine the need for action Determine the need 10.1.3 [When a nonconformity occurs], the organization shall: b) 08-12 Correction action log
for action to eliminate the causes of non-conformities. evaluate the need for action to eliminate’the causes of

nonconformity, in order that it does not recur or occur elsewhere,
[by: 1) reviewing the nonconfarmity; 2) determining the causes of
the nonconformity; and 3) détermining if similar nonconformities
exist, or could potentially occur;]

COM.07.BP.4 | Determine the need for action Determine the need 10.1.8 Corrective actions shall‘be appropriate to the effects of the 03-02 Corrective action change
for action to eliminate the causes of non-conformities. nonconformities engountered. proposal

COM.07.BP.5 | Implement seleg¢ted action proposals Implement a 10.1.5 [When a nonconformity occurs], the organization shall: c) 08-13 Corrective action change
selected action pfoposal. implement any_action needed; proposal approval record

COM.07.BP.5 | Implement seleg¢ted action proposals Implement a 10.1.7 [When a nenconformity occurs], the organization shall: €) make 08-13 Corrective action change
selected action pyoposal. changes.to the information security management system, if proposal approval record

necessary.

COM.07.BP.6 | Confirm changgq effectiveness Confirm the 10.1.6 When a nonconformity occurs], the organization shall: d) review 08-16 Corrective action
effectiveness of ¢ghanges to eliminate the non- the effectiveness of any corrective action taken; and verification record
conformities.

COM.09 Operational implementation and control

COM.09.BP.1 | Allocate roles, responsibilities and authorities 05:3.1 Top management shall ensure that the responsibilities and 0§-61 Roles and responsibilities
Allocate the requjred roles, responsibilities and authorities for roles relevant to information security are assigned assignment record
authorities. [and communicated.]

COM.09.BP.1 | Allocate roles, responsibilities and authorities A.06.1.1.2 All information security responsibilities shall be [defined and] 04-61 Roles and responsibilities
Allocate the requjred roles, responsibilities and allocated. assignment record
authorities.

COM.09.BP.2 | Allocate resourg¢es Allocate and apply the-required 07.1.2 The organization shall [determine and] provide the resources 08-47 MS Resources provision
resources. needed for the establishment, implementation, maintenance and record

continual improvement of the information security management
system.
COM.09.BP.3 | Perform process activities Implement actions taken 06.1.2.4 The organization shall [define and] apply an information security 08-39 ISMS Implementation log

to achieve the m

hnagement system objectives.

risk assessment process that: a) establishes and maintains
information security risk criteria that include: 1) the risk
acceptance criteria; and 2) criteria for performing information
security risk assessments;

© ISO/IEC 2016 — All rights reserved

121


https://standardsiso.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IEC TS 33072:2016(E)

122

Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
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COM.09.BP.3 | Perform process activities Implement actions taken 06.1.3.2 The organization shall [define and] apply an information_security 08-39 ISMS Implementation log
to achieve the m@anagement system objectives. risk treatment process to..
COM.09.BP.3 | Perform process activities Implement actions taken 08.1.2 The organization shall also implement plans to achieve 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. information security objectives determined in 6:2-
COM.09.BP.3 | Perform process activities Implement actions taken 09.2.4 b) is effectively implemented [and maintained]. 08-39 ISMS Implementation log
to achieve the m@anagement system objectives.
COM.09.BP.3 | Perform process activities Implement actions taken 09.2.7 The organization shall: c) [plan, estahlish,] implement and 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. maintain an audit programme(s), including the frequency,
methods, responsibilities, planning requirements and reporting.
COM.09.BP.3 | Perform process activities Implement actions taken A.06.2.1.2 A policy and supporting secUrity measures shall be adopted to 08-39 ISMS Implementation log
to achieve the mainagement system objectives. manage the risks introduced by using mobile devices.
COM.09.BP.3 | Perform process activities Implement actions taken A.06.2.2.3 A [policy and suppofting security measures] shall be implemented | 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. to protect information accessed, processed or stored at
teleworking sites:
COM.09.BP.3 | Perform process activities Implement actions taken A.08.1.3.3 Rules for the\acceptable use of information and of assets 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. associated’'with information and information processing facilities
shall be\[identified, documented and] implemented.
COM.09.BP.3 | Perform process activities Implement actions taken A.08.2.2.2 An-appropriate set of procedures for information labelling shall be | 08-39 ISMS Implementation log
to achieve the management system objectives. [developed and] implemented in accordance with the information
classification scheme adopted by the organization.
COM.09.BP.3 | Perform process activities Implement actions taken A.08.2.3.2 Procedures for handling assets shall be [developed and] 08-39 ISMS Implementation log
to achieve the mainagement system objectives. implemented in accordance with the information classification
scheme adopted by the organization.
COM.09.BP.3 | Perform process activities Implement actions taken A:08.3.1.2 [Procedures shall be] implemented [for the management of 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. removable media in accordance with the classification scheme
adopted by the organization.]
COM.09.BP.3 | Perform process activities Implement actions taken A.09.2.1.2 A formal user registration and de-registration process shall be 08-39 ISMS Implementation log
to achieve the management system objectives. implemented to enable assignment of access rights.
COM.09.BP.3 | Perform process activities Implement actions’taken A.09.2.2.1 A formal user access provisioning process shall be implemented | 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. to assign or revoke access rights for all user types to all systems
and services.
COM.09.BP.3 | Perform process activities Implément actions taken A.09.2.4.2 [The allocation of secret authentication information] shall be 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. controlled [through a formal management process.]
COM.09.BP.3 | Perform process activities, Implement actions taken A.10.1.1.2 A policy on the use of cryptographic controls for protection of 08-39 ISMS Implementation log

to achieve the m

hnagement system objectives.

information shall be [developed and] implemented.
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COM.09.BP.3 | Perform process activities Implement actions taken A.10.1.2.2 A policy on the use, protection and lifetime of cryptographic’keys | 08-39 ISMS Implementation log
to achieve the mainagement system objectives. shall be [developed and] implemented through theiryhaole

lifecycle.

COM.09.BP.3 | Perform process activities Implement actions taken A11.15.2 Procedures for working in secure areas shall be“{designed and] 08-39 ISMS Implementation log
to achieve the m@anagement system objectives. applied.

COM.09.BP.3 | Perform process activities Implement actions taken A.11.2.9.2 A clear desk policy for papers and remoyable storage media and | 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. a clear screen policy for information processing facilities shall be

adopted.

COM.09.BP.3 | Perform process activities Implement actions taken Al12.21.1 Detection, prevention and recovery controls to protect against 08-39 ISMS Implementation log
to achieve the mainagement system objectives. malware shall be implemented, ‘combined with appropriate user

awareness.

COM.09.BP.3 | Perform process activities Implement actions taken A.12.5.1.2 Procedures shall be implemented to control the installation of 08-39 ISMS Implementation log
to achieve the m@anagement system objectives. software on operatighal systems.

COM.09.BP.3 | Perform process activities Implement actions taken A12.6.2.1 Rules governing'the installation of software by users shall be 08-39 ISMS Implementation log
to achieve the management system objectives. [establishedtand] implemented.

COM.09.BP.3 | Perform process activities Implement actions taken A.16.1.7.3 The organization shall [define and] apply procedures for the 09-08 Information security
to achieve the m@gnagement system objectives. identification, collection, acquisition and preservation of incident report

information, [which can serve as evidence.]

COM.09.BP.3 | Perform process activities Implement actions taken A17.1.2.2 The organization shall [establish, document], implement [and 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. maintain] processes, procedures and controls to ensure the

required level of continuity for information security during an
adverse situation.

COM.09.BP.3 | Perform process activities Implement actions taken A.2A21.1 Information processing facilities shall be implemented with 08-39 ISMS Implementation log
to achieve the m@gnagement system objectives. redundancy sulfficient to meet availability requirements.

COM.09.BP.3 | Perform process activities Implement actions taken A.18.1.2.2 Appropriate procedures shall be implemented to ensure 08-39 ISMS Implementation log
to achieve the m@anagement system objectives. compliance with legislative, regulatory and contractual

requirements related to intellectual property rights and use of
proprietary software products.

COM.09.BP.4 | Review process| activities Review suitability and 06.1.2.5 b) ensures that repeated information security risk assessments 08-59 Risk assessment process
effectiveness of the actions required to achiéve the produce consistent, valid and comparable results; efffectiveness evaluation result
management sygtem objectives.

COM.09.BP.4 | Review process| activities Review,Suitability and 07.2.4 The organization shall: c) [where applicable, take actions to P8-72 Training effectiveness
effectiveness of the actions required to achieve the acquire the necessary competence, and] evaluate the evaluation result
management system objectiyves. effectiveness of the actions taken; and

COM.09.BP.4 | Review process| activities-Reéview suitability and 08.1.4 The organization shall [control planned changes] and review the D8-40 ISMS Implementation
effectiveness of the actions required to achieve the consequences of unintended changes, taking action to mitigate review record
management systep objectives. any adverse effects, as necessary.

© ISO/IEC 2016 — All rights reserved

123


https://standardsiso.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IEC TS 33072:2016(E)

124

Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.09.BP.4 | Review process| activities Review suitability and 08.1.4 The organization shall [control planned changes] and review the B-53 Process change request
effectiveness of the actions required to achieve the consequences of unintended changes, taking action-to-mitigate review record
management sygtem objectives. any adverse effects, as necessary.

COM.09.BP.4 | Review process| activities Review suitability and 08.1.5 The organization shall control planned changes-{and review] the (8-54 Process change review
effectiveness of the actions required to achieve the consequences of unintended changes, taking‘action to mitigate record
management sygtem objectives. any adverse effects, as necessary.

COM.09.BP.4 | Review process| activities Review suitability and 09.2.5 b) is [effectively implemented] and maintained. D8-40 ISMS Implementation
effectiveness of the actions required to achieve the review record
management system objectives.

COM.09.BP.4 | Review process| activities Review suitability and A.05.1.2.1 The policies for information Security shall be reviewed [at planned D8-40 ISMS Implementation
effectiveness of the actions required to achieve the intervals] or if significant changes occur to ensure their continuing review record
management sygtem objectives. suitability, adequacy angd effectiveness.

COM.09.BP.4 | Review process| activities Review suitability and A.09.1.1.3 An access controlpoliey shall be [established, documented and] D8-40 ISMS Implementation
effectiveness of the actions required to achieve the reviewed based.on\business and information security review record
management sygtem objectives. requirements,

COM.09.BP.4 | Review process| activities Review suitability and A.12.1.2.1 Changes te the organization, business processes, information (8-54 Process change review
effectiveness of the actions required to achieve the processing-facilities and systems that affect information security record
management system objectives. shall be.controlled.

COM.09.BP.4 | Review process|activities Review suitability and A12.41.3 Event logs recording user activities, exceptions, faults and )8-23 Electronic transactions
effectiveness of the actions required to achieve the information security events shall be [produced, kept and] Security volations log review
management system objectives. regularly reviewed. record

COM.09.BP.4 | Review process| activities Review suitability and A.12.4.3.3 [System administrator and system operator activities shall be 08-70 System activity log review
effectiveness of the actions required to achieve the logged and the logs protected] and regularly reviewed. record
management sygtem objectives.

COM.09.BP.4 | Review process| activities Review suitability and A.12.7.1.2 Audit requirements and activities involving verification of 08-40 ISMS Implementation
effectiveness of the actions required to achieve the operational systems shall be [carefully planned and] agreed to review record
management sygtem objectives. minimise disruptions to business processes.

COM.09.BP.4 | Review process| activities Review suitability and A.13.2.4.2 Requirements for confidentiality or non-disclosure agreements D8-40 ISMS Implementation
effectiveness of the actions required to achievé\the reflecting the organization’s needs for the protection of review record
management system objectives. information shall be [identified, regularly] reviewed [and

documented.]

COM.09.BP.4 | Review process| activities Review<uitability and A.14.23.1 When operating platforms are changed, business critical D8-40 ISMS Implementation
effectiveness of the actions required-to achieve the applications shall be reviewed and tested to ensure there is no review record
management sygtem objectives, adverse impact on organizational operations or security.

COM.09.BP.4 | Review process| activities\Review suitability and A14.2.7.1 The organization shall supervise and monitor the activity of D8-40 ISMS Implementation

effectiveness of
management syS

he actiens.required to achieve the
tem/Qbjectives.

outsourced system development.

review record
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COM.09.BP.4 | Review process| activities Review suitability and A.15.2.1.1 Organizations shall regularly monitor, review [and audit] supplier D8-40 ISMS Implementation
effectiveness of the actions required to achieve the service delivery. review record
management sygtem objectives.

COM.09.BP.4 | Review process| activities Review suitability and A17.1.3.1 The organization shall verify the established and implemented D8-40 ISMS Implementation
effectiveness of the actions required to achieve the information security continuity controls [at regular intervals] in review record
management sygtem objectives. order to ensure that they are valid and effective during adverse

situations.

COM.09.BP.4 | Review process| activities Review suitability and A18.21.1 The organization’s approach to managing information security D8-40 ISMS Implementation
effectiveness of the actions required to achieve the and its implementation (i.e. contral~ebjectives, controls, policies, review record
management sygtem objectives. processes and procedures for'information security) shall be

reviewed independently [at-planned intervals or when significant
changes occur.]

COM.09.BP.4 | Review process| activities Review suitability and A.18.2.2.1 Managers shall [regtlatly] review the compliance of information 08-40 ISMS Implementation
effectiveness of the actions required to achieve the processing and pfacedures within their area of responsibility with review record
management sygtem objectives. the appropriatessecurity policies, standards and any other

security requirements.

COM.09.BP.4 | Review process| activities Review suitability and A.18.2.3.1 Information’ systems shall be [regularly] reviewed for compliance D8-40 ISMS Implementation
effectiveness of the actions required to achieve the with the‘organization’s information security policies and review record
management system objectives. standards.

COM.09.BP.5 | Correct deviatigns Correct deviations from planned 08.1.5 The organization shall control planned changes [and review] the 11-4 Process change request
arrangements when targets are not achieved. consequences of unintended changes, taking action to mitigate

any adverse effects, as necessary.

COM.09.BP.5 | Correct deviatigns Correct deviations from planned A12.12:1 Changes to the organization, business processes, information 11-4 Process change request
arrangements when targets are not achieved. processing facilities and systems that affect information security

shall be controlled.

COM.08 Operational planning

COM.08.BP.1 | Identify procesq needs and requirements Identify 06.1.1.1 When planning for the information security management system, 03-36 Risk and opportunity
process needs apd requirements. the organization shall consider the issues referred to in 4.1 and identification criteria

the requirements referred to in 4.2 [and determine the risks and
opportunities that need to be addressed to: a) ensure the
information security management system can achieve its
intended outcome(s); b) prevent, or reduce, undesired effects;
and c) achieve continual improvement.]

COM.08.BP.1 | Identify procesq needs and reguirements Identify 06.1.2.1 The organization shall define [and apply] an information security | 03-37 Risk assessment process
process needs and requirements. risk assessment process that: a) establishes and maintains description

information security risk criteria that include: 1) the risk
acceptance criteria; and 2) criteria for performing information
security risk assessments;
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COM.08.BP.1 | Identify procesq needs and requirements Identify 06.1.2.2 [The organization shall define [and apply] an informatiof security 1p-22 Risk acceptance criteria
process needs and requirements. risk assessment process that: a) establishes and maintains
information security risk criteria that include:] 1) thexisk
acceptance criteria; [and 2) criteria for performing information
security risk assessments;]
COM.08.BP.1 | Identify procesq needs and requirements Identify 06.1.2.3 [The organization shall define [and apply] an information security | 12-06 Criteria for performing risk
process needs and requirements. risk assessment process that: a) establishés and maintains assessments
information security risk criteria that include: 1) the risk
acceptance criteria; and] 2) criteria for performing information
security risk assessments;
COM.08.BP.1 | Identify procesq needs and requirements Identify 06.1.3.1 The organization shall defipe\Jand apply] an information security (3-39 Risk treatment process
process needs apd requirements. risk treatment process to; a)’select appropriate information description
security risk treatment-options, taking account of the risk
assessment results) b)/determine all controls that are necessary
to implement the information security risk treatment option(s)
chosen; c) compare the controls determined in 6.1.3 b) above
with those in*Arinex A and verify that no necessary controls have
been omitted; d) produce a Statement of Applicability that
contains\the necessary controls (see 6.1.3 b) and c)) and
justification for inclusions, whether they are implemented or not,
and the justification for exclusions of controls from Annex A; e)
formulate an information security risk treatment plan; and f)
obtain risk owners’ approval of the information security risk
treatment plan and acceptance of the residual information
security risks.
COM.08.BP.1 | Identify procesq needs and requirements Identify 06.2.7 When planning how to achieve its information security objectives, 03-29 Process objectives
process needs and requirements. the organization shall determine: f) what will be done;
COM.08.BP.1 | Identify procesq needs and requirements Identify A.06.1.5.1 Information security shall be addressed in project management, 04-12 Product /service process
process needs and requirements. regardless of the type of the project. lifecycle model
COM.08.BP.1 | Identify procesq needs and requirements Identify A.06.2.1.1 A policy and supporting security measures [shall be adopted] to 05-09 Mobile device policy
process needs and requirements. manage the risks introduced by using mobile devices.
COM.08.BP.1 | Identify procesq needs and requirements Identify A.06.2.2.1 A policy [and supporting security measures] shall be implemented 05-13 Teleworking policy
process needs and requirements. to protect information accessed, processed or stored at
teleworking sites.
COM.08.BP.1 | Identify procesq needs and requirements Identify A.08.1.3.1 Rules for the acceptable use of information and of assets 08-05 Information asset control
process needs and requirements. associated with information and information processing facilities objective
shall be identified, [documented and implemented.]
COM.08.BP.1 | Identify procesq needs and requirements Identify A.08.2.2.1 An appropriate set of procedures for information labelling shall be 06-07 Information labelling,

process needs a

hd requirements.

developed [and implemented] in accordance with the information
classification scheme adopted by the organization.

hg

ndling and storage procedure
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COM.08.BP.1 | Identify procesq needs and requirements Identify A.08.2.3.1 Procedures for handling assets shall be developed and] 06-01 Asset management
process needs apd requirements. implemented ] in accordance with the information classification procedure
scheme adopted by the organization.
COM.08.BP.1 | Identify procesq needs and requirements Identify A.09.11.1 An access control policy shall be established, [@documented and | 05{06 Information system access
process needs and requirements. reviewed based on business and information security policy
requirements.]
COM.08.BP.1 | Identify procesq needs and requirements Identify A.09.2.1.1 A formal user registration and de-registtation process shall be 06-17 User authentication
process needs and requirements. [implemented] to enable assignment,of access rights. ipformation control procedure
COM.08.BP.1 | Identify procesq needs and requirements Identify A.09.24.1 The allocation of secret authentication information [shall be 06-17 User authentication
process needs and requirements. controlled through] a formal‘management process. ipformation control procedure
COM.08.BP.1 | Identify procesq needs and requirements |dentify A.10.11.1 A policy on the use of cryptegraphic controls for protection of 5-02 Cryptographic controls
process needs and requirements. information shall be developed [and implemented.] usage policy
COM.08.BP.1 | Identify procesq needs and requirements |dentify A.10.1.2.1 A policy on the use¢ protection and lifetime of cryptographic keys 05-03 Cryptographic key
process needs and requirements. shall be developed [and implemented] through their whole protection and usage policy
lifecycle.
COM.08.BP.1 | Identify procesq needs and requirements Identify A11.29.1 A clear déesk policy for papers and removable storage media and 05-01 Clear desk policy
process needs and requirements. a clearscreen policy for information processing facilities [shall be
adopted.]
COM.08.BP.1 | Identify procesq needs and requirements Identify A12.31.4 [Backup copies of information, software and system images shall 05-04 Data backup policy
process needs and requirements. be taken and tested regularly in accordance with an agreed]
backup policy.
COM.08.BP.1 | Identify procesq needs and requirements Identify A.12.5:+1 Procedures shall be [implemented] to control the installation of 06-15 Software installation
process needs and requirements. software on operational systems. procedure
COM.08.BP.1 | Identify procesq needs and requirements |dentify A12.6.2.2 Rules governing the installation of software by users shall be 05-11 Software installation by
process needs and requirements. established [and implemented]. users policy
COM.08.BP.1 | Identify procesq needs and requirements Identify A13.21.1 Formal transfer policies, [procedures and controls] shall be in 08-07 Information transfer policy
process needs and requirements. place to protect the transfer of information through the use of all
types of communication facilities.
COM.08.BP.1 | Identify procesq needs and requirementS.ldentify A13.24.1 Requirements for confidentiality or non-disclosure agreements 12-04 Confidentiality
process needs and requirements. reflecting the organization’s needs for the protection of requirements
information shall be identified[, regularly reviewed and
documented.]
COM.08.BP.1 | Identify procesq needs and réguirements Identify Al14.21.1 Rules for the development of software and systems shall be 05110 Secure development policy
process needs and requiremients. established and applied to developments within the organization.
COM.08.BP.1 | Identify procesq needs.and requirements Identify Al14.22.1 Changes to systems within the development lifecycle shall be 06-03 Change control procedure
process needs and requifements. controlled by the use of formal change control procedures.
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COM.08.BP.1 | Identify procesq needs and requirements Identify A.14.25.1 Principles for engineering secure systems shall be established,[ 04-12 Product /service process
process needs and requirements. documented, maintained] and applied to any information’system lifecycle model

implementation efforts.

COM.08.BP.1 | Identify procesq needs and requirements Identify A.14.28.1 Testing of security functionality shall be carried-out during 04-12 Product /service process
process needs and requirements. development. lifecycle model

COM.08.BP.1 | Identify procesq needs and requirements Identify A.15.1.1.1 Information security requirements for mitigating the risks 05-12 Supplier relationship
process needs and requirements. associated with supplier's access tothé.erganization’s assets information security policy

[shall be agreed with the supplier @hd\documented.]

COM.08.BP.1 | Identify procesq needs and requirements Identify A.16.1.5.2 Information security incidents.shall be responded to in 06-14 Security incident
process needs and requirements. accordance with the [documiented] procedures. management procedure

COM.08.BP.1 | Identify procesq needs and requirements Identify A.17.1.2.1 The organization shall gstablish, [document], implement [and 06-02 Business continuity
process needs and requirements. maintain] processesptocedures and controls to ensure the procedure

required level of continuity for information security during an
adverse situation.

COM.08.BP.1 | Identify procesq needs and requirements |dentify A.18.1.2.1 Appropriate procedures [shall be implemented] to ensure 0p-11 Protection of intellectual
process needs and requirements. compliance with legislative, regulatory and contractual property rights procedure

requirements related to intellectual property rights and use of
proprietary software products.

COM.08.BP.3 | Determine the skt of activities that transform the A.06.2.2.2 Afpolicy and] supporting security measures [shall be (§6-16 Teleworking procedure
inputs into outputs Determine the set of activities implemented to protect information accessed, processed or
that transform th¢ inputs into outputs. stored at teleworking sites.]

COM.08.BP.3 | Determine the skt of activities that transform the A.08.3.1.1 Procedures shall be [implemented] for the management of 06-12 Removable media
inputs into outputs Determine the set of activities removable media in accordance with the classification scheme management procedure
that transform the inputs into outputs. adopted by the organization.

COM.08.BP.3 | Determine the st of activities that transform the A.08.3.2.1 Media [shall be disposed of securely when no longer required,] 06-12 Removable media
inputs into outputs Determine the set of activities using formal procedures. management procedure
that transform the inputs into outputs.

COM.08.BP.3 | Determine the skt of activities that transform(thée A11.15.1 Procedures for working in secure areas shall be designed [and 6-13 Secure area operating
inputs into outputs Determine the set of activities applied.] procedure
that transform th¢ inputs into outputs.

COM.08.BP.3 | Determine the skt of activities that tfansform the A12.11.1 Operating procedures [shall be documented and made available D6-10 Operating Procedures
inputs into outputs Determine the §et)of activities to all users who need them.]
that transform th¢ inputs into outputs.

COM.08.BP.3 | Determine the skt of activities\that transform the A.13.2.1.2 Formal transfer [policies], procedures and controls shall be in 06-09 Information transfer

inputs into outp
that transform th{

uts Determing the set of activities
b inputs.into outputs.

place to protect the transfer of information through the use of all
types of communication facilities.

procedure
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COM.08.BP.3 | Determine the skt of activities that transform the A.16.1.1.2 [Management responsibilities and] procedures shall be 06-08 Information security
inputs into outputs Determine the set of activities established to ensure a quick, effective and orderly response to ncident response procedure
that transform th¢ inputs into outputs. information security incidents.

COM.08.BP.3 | Determine the skt of activities that transform the A.16.1.7.2 The organization shall define and [apply procedutes] for the 6-05 Evidence collection and
inputs into outputs Determine the set of activities identification, collection, acquisition and preservation of preservation procedure
that transform th¢ inputs into outputs. information, [which can serve as evidence.]

COM.08.BP.5 | Identify the reqyired competencies and roles for 05.3.3 Top management [shall assign] the respoensibility and authority 03-26 Management system
performing the process Identify the required for: a) ensuring that the information“security management system strategy: roles and
competencies and roles for performing the process. conforms to the requirements of this’International Standard; and responsibilities

b) reporting on the performance ef the information security
management system to top-thanagement.

COM.08.BP.5 |Identify the reqyired competencies and roles for 06.2.9 When planning how to‘achieve its information security objectives, 03-31 Process roles and
performing the process Identify the required the organization shall determine: h) who will be responsible; responsibilities
competencies and roles for performing the process.

COM.08.BP.5 | Identify the reqyired competencies and roles for 09.1.5 d) who shall, menitor and measure; 03-11 ISMS Measurement
performing the process Identify the required information gathering roles and
competencies and roles for performing the process. responsibilities

COM.08.BP.5 | Identify the reqyired competencies and roles for 09.1.7 f) who shall analyse and evaluate these results. 03-09 ISMS Measurement
performing the process Identify the required imformation analysis roles and
competencies and roles for performing the process. responsibilities

COM.08.BP.5 | Identify the reqyired competencies and roles for A.06.1.1.1 All information security responsibilities shall be defined [and 03-14 ISMS Roles and
performing the process Identify the required allocated]. responsibilities
competencies and roles for performing the process.

COM.08.BP.5 |Identify the reqyired competencies and roles for A06.1.2.1 Conflicting duties and areas of responsibility shall be segregated 03-14 ISMS Roles and
performing the process Identify the required to reduce opportunities for unauthorized or unintentional responsibilities
competencies and roles for performing the process. modification or misuse of the organization’s assets.

COM.08.BP.5 | Identify the reqyired competencies and roles for A.08.1.2.1 Assets maintained in the inventory shall be owned. 03-06 Information asset
performing the process Identify the required management roles and
competencies and roles for performing the process:. responsibilities

COM.08.BP.5 | Identify the reqyired competencies and(foles for A16.1.1.1 Management responsibilities [and procedures] shall be 03-31 Process roles and
performing the process Identify the required established to ensure a quick, effective and orderly response to responsibilities
competencies and roles for performing,the process. information security incidents.

COM.08.BP.6 | Identify the reqyired resources{darperforming the 06.2.8 When planning how to achieve its information security objectives, B-30 Process resource needs

process Determ
by the informatio
achieve its inforn
projections of fut
the required syst

ne what resoutces will be required
h security management system to
ation secutity objectives. Make

ire capacity requirements to ensure
Pm.performance.

the organization shall determine: g) what resources will be
required;
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.08.BP.6 | Identify the reqyired resources for performing the 07.1.1 The organization shall determine [and provide] the reseurces 04-13 Resources budget
process Determ|ne what resources will be required needed for the establishment, implementation, maintehance and
by the informatiop security management system to continual improvement of the information security management
achieve its infornjation security objectives. Make system.
projections of futlire capacity requirements to ensure
the required system performance.

COM.08.BP.7 | Determine the methods for monitoring the 06.2.11 When planning how to achieve its infofmiation security objectives, 03-28 Process measures
effectiveness arjd suitability of the process the organization shall determine: j).how the results will be
Determine the mgthods for monitoring the evaluated.
effectiveness and suitability of the process.

COM.08.BP.8 | Plan the deployment of the process Plan the 06.1.1.3 The organization shall plan:~d) actions to address these risks and 04-14 Risk management plan
processes will bg deployed in order to achieve the opportunities; and e) how to-1) integrate and implement these
information secutity objectives. actions into its informatien security management system

processes; and 2)/evaluate the effectiveness of these actions.

COM.08.BP.8 | Plan the deployment of the process Plan the 06.2.10 When planningshow to achieve its information security objectives, 03-32 Process schedule
processes will bg deployed in order to achieve the the organizatien-shall determine: i) when it will be completed; and
information secutity objectives.

COM.08.BP.8 | Plan the deployment of the process Plan the 08.2.2 [The organization shall perform information security risk 0B-58 Risk assessment action
processes will bg deployed in order to achieve the assessments] at planned intervals or when significant changes schedule
information secufity objectives. are proposed or occur, [taking account of the criteria established

in6.1.2 a).]

COM.08.BP.8 | Plan the deployment of the process Plan the 09.1.4 ¢) when the monitoring and measuring shall be performed; 03-10 ISMS Measurement
processes will bg deployed in order to achieve the nformation gathering events
information secufity objectives.

COM.08.BP.8 | Plan the deployment of the process Plan the 09.1.6 e) when the results from monitoring and measurement shall be 03-10 ISMS Measurement
processes will bg deployed in order to achieve the analyzed and evaluated; and nformation gathering events
information secufity objectives.

COM.08.BP.8 | Plan the deployment of the process Plan the 09.2.2 [The organization shall conduct internal audits] at planned 4-01 Audit (ISMS) schedule
processes will bg deployed in order to achieve the intervals [to provide information on whether the information
information secutity objectives. security management system:]

COM.08.BP.8 | Plan the deployment of the process Plan’the 09.2.6 The organization shall: c) plan, establish, [implement and P4-03 Audit programme plan
processes will bg deployed in order to @ehieve the maintain] an audit programme(s), including the frequency,
information secutity objectives. methods, responsibilities, planning requirements and reporting.

COM.08.BP.8 | Plan the deployment of the process Plan the 09.2.8 The organization shall: The audit programme(s) shall take into D4-03 Audit programme plan
processes will bg deployed ip-erder to achieve the consideration the importance of the processes concerned and the
information seculity objectives, results of previous audits;

COM.08.BP.8 | Plan the deployfment.ofithe process Plan the 09.3.2 [Top management shall review the organization's information 04-11 Management review

processes will bg

deployed in order to achieve the

information secufity’Objectives.

security management system] at planned intervals [to ensure its
continuing suitability, adequacy and effectiveness.]

schedule
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.08.BP.8 | Plan the deployment of the process Plan the A.05.1.2.2 The policies for information security [shall be reviewed].at 04-10 ISMS Policy review
processes will bg deployed in order to achieve the planned intervals or if significant changes occur to ensure their schedule
information secutity objectives. continuing suitability, adequacy and effectiveness(

COM.08.BP.8 | Plan the deploymment of the process Plan the A.09.2.5.2 Asset owners [shall review users’ access rights}at regular 04-19 User access rights review
processes will bg deployed in order to achieve the intervals. schedule
information seculity objectives.

COM.08.BP.8 | Plan the deployment of the process Plan the A.12.3.1.3 [Backup copies of information, softwarg.ahd system images shall | 0406 Data backup test schedule
processes will bg deployed in order to achieve the be taken and tested] regularly [in aCeardance with an agreed
information seculfity objectives. backup policy].

COM.08.BP.8 | Plan the deployment of the process Plan the Al12.7.1.1 Audit requirements and actitities involving verification of D4-03 Audit programme plan
processes will bg deployed in order to achieve the operational systems shall ke)carefully planned [and agreed] to
information secutity objectives. minimise disruptions to.business processes.

COM.08.BP.8 | Plan the deployment of the process Plan the A.15.2.1.3 Organizations shallyegularly [monitor, review and audit supplier 4-01 Audit (ISMS) schedule
processes will bg deployed in order to achieve the service deliverys]
information secufity objectives.

COM.08.BP.8 | Plan the deployment of the process Plan the A.17.1.3.2 The organization shall verify the established and implemented 04108 Information security control
processes will bg deployed in order to achieve the information“security continuity controls at regular intervals in verification schedule
information secufity objectives. order to-ensure that they are valid and effective during adverse

situations.

COM.08.BP.8 | Plan the deployment of the process Plan the A.18.2.1.2 [The organization’s approach to managing information security 4-01 Audit (ISMS) schedule
processes will bg deployed in order to achieve the and its implementation (i.e. control objectives, controls, policies,
information secutity objectives. processes and procedures for information security) shall be

reviewed independently] at planned intervals [or when significant
changes occur.]

COM.08.BP.8 | Plan the deployment of the process Plan the A18.2.2.2 Managers shall regularly [review] the compliance of information 04-16 Security policies
processes will bg deployed in order to achieve the processing and procedures within their area of responsibility with fompliance review schedule
information seculity objectives. the appropriate security policies, standards and any other

security requirements.

COM.08.BP.8 | Plan the deployment of the process Plan the A.18.2.3.2 Information systems shall be regularly [reviewed for compliance 04-09 Information system
processes will bg deployed in order to achieve the with the organization’s information security policies and fompliance review schedule
information secufity objectives. standards.]

COM.10 Performance evaluatio

COM.10.BP.1 | Determine what|needs to be monfitored and 06.2.3 The information security objectives shall: b) be measurable (if 03-12 ISMS Measurement
measured Deternine what needsto be monitored practicable); information needs
and measured, ifjcluding information security
processes and controls,
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requirements for

the new or chahged service.

requirements and the organization’s approach to meet these
requirements shall be explicitly identified, [documented and kept
up to date for each information system and the organization.]

Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference

COM.10.BP.1 | Determine what|needs to be monitored and 09.1.2 The organization shall determine: a) what needs to be.manitored 03-12 ISMS Measurement
measured Determine what needs to be monitored and measured, including information security processes. and information needs
and measured, ifjcluding information security controls;
processes and controls.

COM.10.BP.3 | Determine the appropriate methods for 09.1.3 b) the methods for monitoring, measurement,‘analysis and 03-13 ISMS Measurement
monitoring, megsurement, analysis and evaluation, as applicable, to ensure valid(results; methods
evaluation Detgrmine the appropriate methods for
monitoring, meaqurement, analysis and evaluation as
well as how the results will be evaluated.

COM.10.BP.5 | Analyse the collected data Analyze the collected 09.1.1 The organization shall evaluate, the information security 09-12 ISMS measurement
data in order to gvaluate the information security performance and the effectiveness of the information security information analysis report
performance, the effectiveness of the information management system.
security manageent system as well as the
effectiveness of any action taken within the scope of
the information sgcurity management system.

COM.10.BP.5 | Analyse the collected data Analyze the collected A.16.1.6.1 Knowledge gained from analysing and resolving information 09-08 Information security
data in order to gvaluate the information security security ineidents shall be used to reduce the likelihood or impact incident report
performance, thel effectiveness of the information of futureineidents.
security managenent system as well as the
effectiveness of any action taken within the scope of
the information sgcurity management system.

TEC.05 Product/service release

TEC.05.BP.5 | Test the releaseg Test the release in accordance with A.14.2.3.1 When operating platforms are changed, business critical 08-38 Information system
defined criteria. applications shall be reviewed and tested to ensure there is no changes security impact

adverse impact on organizational operations or security. evaluation result

TEC.08 Product/Service/System requirements

TEC.08.BP.3 |Define service requirements Define the Al14.11.1 The information security related requirements shall be included in | 12}16 New or changed services -
requirements for the new or changed service. the requirements for new information systems or enhancements qystem security requirements

to existing information systems.

TEC.08.BP.3 |Define service requirements Define the Al14.12.1 Information involved in application services passing over public 12116 New or changed services -
requirements for the new or changed service. networks shall be protected from fraudulent activity, contract qystem security requirements

dispute and unauthorized disclosure and modification.

TEC.08.BP.3 | Define service requirements Define‘the A.18.1.1.01.1 | All relevant legislative statutory, regulatory, [contractual] 1p-24 Statutory and regulatory

requirements
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Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference
TEC.08.BP.3 |Define service requirements Define the A.18.1.1.02.1 | All relevant [legislative statutory, regulatory,] contractual 12-05 Contractual requirements
requirements for the new or changed service. requirements and the organization’s approach to meet\these
requirements shall be explicitly identified, [documented and kept
up to date for each information system and the‘organization.]
TEC.08.BP.4 |Define service alidation requirements Define the A14.29.1 Acceptance testing programs and related criteria shall be 12125 System acceptance criteria
requirements for validating the new or changed established for new information systems{upgrades and new
service. versions.
COM.11 Risk and opportunity nfanagement
COM.11.BP.1 | Identify risks Id¢ntify the information security risks 06.1.1.2 [When planning for the information security management system, 03-38 Risk identification
associated with the loss of confidentiality, integrity the organization shall consider the issues referred to in 4.1 and
and availability fdr information within the scope of the the requirements referred ta.in 4.2 and] determine the risks and
information secufity management system. Identify the opportunities that need\to be addressed to: a) ensure the
risk owners for egch information security risk information security,management system can achieve its
identified intended outcome(s); b) prevent, or reduce, undesired effects;
and c) achieve eontinual improvement.
COM.11.BP.1 | Identify risks Id¢ntify the information security risks 06.1.2.6 c) identifies the information security risks: 1) apply the information 03-38 Risk identification
associated with the loss of confidentiality, integrity security fisk'assessment process to identify risks associated with
and availability fdr information within the scope of the the loss ef confidentiality, integrity and availability for information
information secufity management system. Identify the within,the scope of the information security management system;
risk owners for each information security risk and 2) identify the risk owners;
identified
COM.11.BP.1 | Identify risks Id¢ntify the information security risks 08.2.1 The organization shall perform information security risk 03-38 Risk identification
associated with the loss of confidentiality, integrity assessments [at planned intervals or when significant changes
and availability fgr information within the scope of the are proposed or occur], taking account of the criteria established
information secufity management system. Identify the in6.1.2 a).
risk owners for each information security risk
identified
COM.11.BP.2 | Assess risks Agsess risks: - the potential 06.1.2.7 d) analyses the information security risks: 1) assess the potential 09-16 Risk analysis report
consequences that would result if the information consequences that would result if the risks identified in 6.1.2 ¢) 1)
security risks ideptified were to materialize; - the were to materialize; 2) assess the realistic likelihood of the
realistic likelihood of the occurrence of the occurrence of the risks identified in 6.1.2 c) 1); and 3) determine
information secuiity risks identified; For_each the levels of risk;
identified informgtion security risk, determine its level
of risk, allowing domparisons with results of previous
risk assessmentg.
COM.11.BP.3 | Evaluate risks Gompare theresults of information 06.1.2.8 e) evaluates the information security risks: 1) compare the results | 0B-60 Risk assessment review
security risk assgssment with the criteria established, of risk analysis with the risk criteria established in 6.1.2 a); and 2) record
and prioritize the|analyzed.risks for risk treatment, prioritise the analysed risks for risk treatment.
according to the glefined information security risk
assessment prodess:
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be taken [and tested regularly in accordance with an agreed
backup policy.]

Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference
COM.11.BP.4 | Select risks for [reatment For each identified 06.1.3.3 e) formulate an information security risk treatment plap;.and 04-15 Risk treatment plan
information seculity risk select the appropriate
information secutity risk treatment option, taking into
account of the information security risk assessment
results.
COM.11.BP.5 | Treat risks Impl¢ment and track the actions needed 08.3.1 The organization shall implement the infarmation security risk 08-39 ISMS Implementation log
to address the information security risks, in treatment plan.
accordance with fhe content of the information
security risk treament plan.
TEC.06 Service availability manpgement
TEC.06.BP.1 |ldentify availabi|ity requirements service Al17.21.1 Information processing facilities shall be implemented with 12-23 Service availability
availability requirements are identified. redundancy sufficient.to{meet availability requirements. requirements
TEC.07 Service continuity mandgement
TEC.07.BP.1 |Identify service [continuity requirements ldentify Al17.11.1 The organizatien shall determine its requirements for information 12-01 Business continuity
service continuity requirements. security and’the continuity of information security management in requirements
adverse sittations, e.g. during a crisis or disaster.
TEC.07.BP.3 | Test service continuity Test service continuity A17.13.1 The organization shall verify the established and implemented 0B-05 Business continuity plan
against the servi¢e continuity requirements. infofmation security continuity controls [at regular intervals] in test result
order to ensure that they are valid and effective during adverse
situations.
ORG.5 Supplier management
ORG.5.BP.2 | Negotiate prodycts/services/systems Negotiate A.13.2.2:1 Agreements shall address the secure transfer of business 01-1 Business information
and define produfts/services/systems to be provided information between the organization and external parties. exchange agreement
with each suppligr.
ORG.5.BP.2 | Negotiate prodycts/services/systems Negotiate A.15.1.2.1 All relevant information security requirements shall be established 01-3 Supplier agreement
and define produfts/services/systems to be provided and agreed with each supplier that may access, process, store,
with each suppligr. communicate, or provide IT infrastructure components for, the
organization’s information.
ORG.5.BP.2 | Negotiate prodycts/services/systems Negotiate A.15.1.3.1 Agreements with suppliers shall include requirements to address 01-3 Supplier agreement
and define produfts/services/systems to be provided the information security risks associated with information and
with each suppligr. communications technology services and product supply chain.
TEC.09 Technical data preservgtion and recoveéry
TEC.09.BP.3 | Execute data bgckups Execute'data backups. A12.31.1 Backup copies of information, software and system images shall 08-18 Data backup log
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be [taken and] tested [regularly in accordance with an.agreed

backup policy.]

Base practice Bage practice description ISO/IEC 27001 Associated singular requirement Information item
reference Requirement
reference
TEC.09.BP.4 | Perform data reptore Perform data restore. A.12.3.1.2 Backup copies of information, software and system images shall 08-20 Data restore log
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C.2 Associations of requirem

The following table identifies sub-clau

136

ents with base practices

5es and singular requirements, associated base practices and implied information items.

Table C.2 — Association of ISO/IEC 27001 requirements and base ptactices

Reference
Number

Singu

ar requirement

BP Reference

Base practice

nformation item implied

04.1 Understanding the organiz

htion and its context

1

The organization s
internal issues that
and that affect its &
intended outcome(
management syste

all determine external and
are relevant to its purpose
bility to achieve the

5) of its information security
m.

TOP.1.BP.1

Determine external and internalissues that are relevant to the
organization and analyze theirnjmpacts Determine external and
internal issues that are relevant\to the purpose of the assessed
organization and that affect its ability to achieve the intended outcome(s)
of its information security\management system. (NOTE: Determining
these issues refers to establishing the external and internal context of the
organization considéred in Clause 5.3 of ISO 31000:2009)

1

[}

)3-19 Management system

ategy: external and internal
issues

04.2 Understanding the needs ¢

nd expectations of interested parties

1 The organization shall determine: a) interested TOP.1.BP.2 |Determinesthe interested parties and analyze their requirements (3-27 MS Interested parties
parties that are relgvant to the information Determine'the interested parties that are relevant to the information
security management system; security management system and establish appropriate contacts with
them (NOTE: The requirements of interested parties may include legal
and-regulatory requirements and contractual obligations.)
2 The organization shall determine: b) the TOP.1.BP.A2" \\Determine external and internal issues that are relevant to the 12415 MS Interested parties MS

requirements of theg
relevant to informat

se interested parties
ion security.

organization and analyze their impacts Determine external and
internal issues that are relevant to the purpose of the assessed
organization and that affect its ability to achieve the intended outcome(s)
of its information security management system. (NOTE: Determining
these issues refers to establishing the external and internal context of the
organization considered in Clause 5.3 of ISO 31000:2009)

expectations

04.3 Determining the scope of t

he information security'management system

1

The organization s
boundaries and ap
security managemd
scope.

all determine the
blicability of the information
nt system to establish its

TOP.1.BP.3

Determine the scope of the information security management
system Determine the boundaries and applicability of the information
security management system, taking into consideration the context of the
organization, the requirements of the interested parties and the interfaces
and dependencies between activities performed by the organization, and
those that are performed by other organization.

03-1

6 Management system (ISMS)
scope
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and commitment w|
security managems
the information sec
information security
and are compatible
of the organization
of the information S
requirements into t
¢) ensuring that thqg
information security
available; d) comm
effective informatio
of conforming to th
management syste
that the informatior]
system achieves it
directing and supp:
to the effectiveness
management syste
improvement; and
management roles
leadership as it apy
responsibility.

th respect to the information
nt system by: a) ensuring
Lirity policy and the
objectives are established
with the strategic direction
b) ensuring the integration
lecurity management system
le organization’s processes;
resources needed for the
management system are
Linicating the importance of
h security management and
b information security
M requirements; e) ensuring
security management
intended outcome(s); f)
rting persons to contfibute
of the information‘security
Im; g) promoting‘continual
) supporting other relevant
to demonstrate ‘their
lies to theirareas of

into the business.processes of the organization Ensure the
integration of the information securitymanagement system requirements
into the business processes of the organization.

Reference Singular requirement BP Reference Base practice nformation item implied
Number

2 When determining this scope, the organization TOP.1.BP.3 |Determine the scope of the information security management 03-16 Management system (ISMS)
shall consider: a) the external and internal system Determine the boundaries and applicability of the information scope
issues referred to i 4.1; b) the requirements security management system, taking into consideration the context of the
referred to in 4.2; ahd c) interfaces and organization, the requirements of the interested parties and the interfaces
dependencies between activities performed by and dependencies between activities performed by the organization, and
the organization, and those that are performed those that are performed by other organization.
by other organizatipns.

3 The scope shall be|available as documented COM.02.BP.1 |Identify documented information to be managed-ldentify documented | 03-16 Management system (ISMS)
information. information of internal and external origin necessary for the operation of scope

the information security management system.
04.4 Information security management system

1 The organization shall establish, implement, TOP.1.BP.7 |Integrate information security management system requirements )3-18 Management system
maintain and contirjually improve an into the business processes ofthe-organization Ensure the strategy: Establish
information security management system, in integration of the information securitymanagement system requirements
accordance with the requirements of this into the business processes/0f the organization.
International Standprd.

05.1 Leadership and commitmeht
1 Top management ghall demonstrate leadership | TOP.1.BP.7 |Integrate informatien security management system requirements )3-22 Management system

strategy: management
commitment
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Reference Singular requirement BP Reference Base practice nformation item implied
Number

2 Top management ghall demonstrate leadership | COM.01.BP.6 | Communicate information products Communicate information (9-10 ISMS Communication
and commitment wjth respect to the information products to interested parties. records
security management system by: d)
communicating the|importance of effective
information security management and of
conforming to the ipformation security
management systejn requirements;

05.2 Policy

1 Top management ghall establish an information| TOP.1.BP.3 |Determine the scope of the information security management 05-0B Management system (ISMS)
security policy that] a) is appropriate to the system Determine the boundaries and applicability of the information policy
purpose of the orggnization; b) includes security management system, taking into*consideration the context of the
information security objectives (see 6.2) or organization, the requirements of the interested parties and the interfaces
provides the frameyvork for setting information and dependencies between activities performed by the organization, and
security objectives;|c) includes a commitment those that are performed by other0rganization.
to satisfy applicablé requirements related to
information security; and d) includes a
commitment to continual improvement of the
information security management system.

1 Top management ghall establish an information | TOP.1.BP.4 | Define an information security policy Define an information security | 05-08 Management system (ISMS)
security policy that] a) is appropriate to the policy that is apprtopriate to the purpose of the organization. policy
purpose of the orgdnization; b) includes
information security objectives (see 6.2) or
provides the frameyvork for setting information
security objectives;|c) includes a commitment
to satisfy applicablé requirements related to
information security; and d) includes a
commitment to continual improvement of the
information security management system.

1 Top management ghall establish an information| TOP.14BP:5 | Define information security objectives Define information security 05-0B Management system (ISMS)
security policy that]a) is appropriate to the objectives at relevant functions and levels, which are measurable, policy
purpose of the orgdnization; b) includes consistent with the information securit ypolicy, and which take into
information security objectives (see 6.2) or account applicable requirements and risk assessment and risk treatment
provides the frameyvork for setting information results.
security objectives;|c) includes a commitmernit
to satisfy applicablé requirements related-to
information security; and d) includes a
commitment to continual improvement af'the
information security managementsystem.

2 The information segurity policysshall: e) be COM.02.BP.1 |Identify documented information to be managed Identify documented | 05-08 Management system (ISMS)
available as docurrjented information; information of internal and external origin necessary for the operation of policy

the information security management system.
3 The information segutity, policy shall: f) be COM.01.BP.6 | Communicate information products Communicate information 09-10 ISMS Communication

communicated witl

i R oraanization:
H-tHe-efgaht ¥

nraduets-to-taractad-nartiac,
ot tO-Htet P g

records

eSS
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Reference Singular requirement BP Reference Base practice nformation item implied
Number

4 The information segurity policy shall: g) be COM.02.BP.6 | Make documented information available to designated parties. 05-0B Management system (ISMS)

available to interesfed parties, as appropriate. Manage the distribution, access, retrieval and use of documented policy
information towards interested parties.
05.3 Organizational roles, respdnsibilities and authorities

1 Top management ghall ensure that the COM.09.BP.1 | Allocate roles, responsibilities and authorities Allogatethe required 08161 Roles and responsibilities
responsibilities and authorities for roles roles, responsibilities and authorities. assignment record
relevant to information security are assigned
[and communicatedl.]

2 Top management ghall ensure that the COM.01.BP.6 | Communicate information products Comnimunicate information 09-10 ISMS Communication
responsibilities and authorities for roles products to interested parties. records
relevant to information security are [assigned
and] communicated.

3 Top management [ghall assign] the COM.08.BP.5 |Identify the required competencies and roles for performing the )3-26 Management system
responsibility and duthority for: a) ensuring that process lIdentify the required‘competencies and roles for performing the | strajegy: roles and responsibilities
the information security management system process.
conforms to the requirements of this
International Standprd; and b) reporting on the
performance of the|information security
management systejn to top management.

06.1.1 General

1 When planning for fhe information security COM.08.BP.1 |Identify pracess needs and requirements Identify process needs and (3-36 Risk and opportunity
management systejm, the organization shall requirements. identification criteria
consider the issueq referred to in 4.1 and the
requirements referred to in 4.2 [and determine
the risks and oppoftunities that need to be
addressed to: a) erjsure the information
security management system can achieve its
intended outcome($); b) prevent, or reduce,
undesired effects; and c) achieve continual
improvement.]

2 [When planning for|the information security COM.11.BP.1 |Identify risks Identify the information security risks associated with the 03-38 Risk identification

management syste
consider the issueg
requirements referi]

Im, the organization shall
referred to in 4.1 and the
led to in 4.2 and] detefmine

the risks and oppoftunities that need to_be

addressed to: a) er
security managems
intended outcome(
undesired effects; 4
improvement.

sure the information

nt system can\achieve its
), b) prevent, or reduce,
ind c) achieve continual

loss of confidentiality, integrity and availability for information within the
scope of the information security management system. Identify the risk
owners for each information security risk identified
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Reference
Number

Singu

ar requirement

BP Reference

Base practice

nformation item implied

3

The organization s

pall plan: d) actions to

address these riskg and opportunities; and e)

how to 1) integrate
actions into its info
management syste]
evaluate the effecti

and implement these
mation security

Im processes; and 2)
eness of these actions.

COM.08.BP.8

Plan the deployment of the process Plan the processes will be
deployed in order to achieve the information security objectives.

1-14 Risk management plan

06.1.2 Inform

ation security risk

assessment

1

The organization s
information security
that: a) establishes|
security risk criterig
acceptance criterial
performing informa]
assessments;

pall define [and apply] an
risk assessment process
and maintains information
that include: 1) the risk
and 2) criteria for

ion security risk

COM.08.BP.1

Identify process needs and requirements Idéntify process needs and
requirements.

03

37 Risk assessment process
description

[The organization g
information security
that: a) establishes|
security risk criterig
acceptance criterial
performing informa|]
assessments;]

hall define [and apply] an
risk assessment process
and maintains information
that include:] 1) the risk
[and 2) criteria for

ion security risk

COM.08.BP.1

Identify process needs andrequirements Identify process needs and
requirements.

12

-22 Risk acceptance criteria

[The organization g
information security
that: a) establishes
security risk criterig
acceptance criterial
performing informa|]
assessments;

hall define [and apply] an
risk assessment process
and maintains information
that include: 1) the risk
and] 2) criteria for

ion security risk

COM.08.BP.1

Identify prgcess needs and requirements Identify process needs and
requirements.

1

N
h

06 Criteria for performing risk
assessments

The organization s
information security
that: a) establishes|
security risk criterig
acceptance criterial
performing informa|]
assessments;

pall [define and] apply an
risk assessment process
and maintains information
that include: 1) the risk
and 2) criteria for

ion security risk

COM:02:BP.7

Archived, or disposed of documented information Manage
documented information, including records, through its lifecycle by
addressing the following activities: - storage and preservation, including
preservation of legibility; - retention and disposition.

08

39 ISMS Implementation log

The organization s
information security
that: a) establishes|
security risk criterig
acceptance criterial
performing informa|]

assessments;

pall [define and] apply/an
risk assessment'process
and maintains information
that include» 1) the risk
and 2)-criteria for
ion.Security risk

COM.09.BP.3

Perform process activities Implement actions taken to achieve the
management system objectives.

08

39 ISMS Implementation log
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5 b) ensures that reppated information security COM.09.BP.4 | Review process activities Review suitability and effectiveness of the 08159 Risk assessment process
risk assessments groduce consistent, valid and actions required to achieve the management system objectives. effectiveness evaluation result
comparable results

6 c) identifies the infgrmation security risks: 1) COM.11.BP.1 |Identify risks Identify the information security risks associated-with the 03-38 Risk identification
apply the informatipn security risk assessment loss of confidentiality, integrity and availability for information within the
process to identify fisks associated with the scope of the information security management system?ldentify the risk
loss of confidentiality, integrity and availability owners for each information security risk identified
for information withjn the scope of the
information security management system; and
2) identify the risk gwners;

7 d) analyses the infgrmation security risks: 1) COM.11.BP.2 | Assess risks Assess risks: - the potential’ consequences that would D9-16 Risk analysis report
assess the potentigl consequences that would result if the information security risks identified were to materialize; - the
result if the risks identified in 6.1.2 ¢) 1) were to realistic likelihood of the occurrence @fithe information security risks
materialize; 2) asspss the realistic likelihood of identified; For each identified information security risk, determine its level
the occurrence of the risks identified in 6.1.2 c¢) of risk, allowing comparisons.With results of previous risk assessments.
1); and 3) determinge the levels of risk;

8 e) evaluates the information security risks: 1) COM.11.BP.3 | Evaluate risks Compare the results of information security risk 08-60 Risk assessment review
compare the result$ of risk analysis with the assessment with the critetia established, and prioritize the analyzed risks record
risk criteria establighed in 6.1.2 a); and 2) for risk treatment, according to the defined information security risk
prioritise the analyqed risks for risk treatment. assessment proeess.

9 The organization shall retain documented COM.02.BP.1 |Identify docummented information to be managed Identify documented | 03137 Risk assessment process
information about the information security risk informationof internal and external origin necessary for the operation of description
assessment procegs. the information security management system.
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Reference Singular requirement BP Reference Base practice nformation item implied
Number
06.1.3 Information security risk ftreatment

1 The organization shall define [and apply] an COM.08.BP.1 |Identify process needs and requirements Identify process needs and 03-39 Risk treatment process
information security risk treatment process to: requirements. description
a) select appropriate information security risk
treatment options, {aking account of the risk
assessment resulty; b) determine all controls
that are necessary [to implement the
information security risk treatment option(s)
chosen; ¢) comparg the controls determined in
6.1.3 b) above with|those in Annex A and verify
that no necessary gontrols have been omitted;

d) produce a Statement of Applicability that
contains the necesgary controls (see 6.1.3 b)
and c)) and justification for inclusions, whether
they are implemented or not, and the
justification for exclusions of controls from
Annex A; e) formulgte an information security
risk treatment planj and f) obtain risk owners’
approval of the infgrmation security risk
treatment plan and|acceptance of the residual
information security risks.

2 The organization shall [define and] apply an COM.02.BP.7 | Archived, ordisposed of documented information Manage 08139 ISMS Implementation log
information security risk treatment process to.. documented-information, including records, through its lifecycle by

addressing the following activities: - storage and preservation, including
preservation of legibility; - retention and disposition.

2 The organization shall [define and] apply an COM.09.BP.3 | Perform process activities Implement actions taken to achieve the 08139 ISMS Implementation log
information security risk treatment process to.. management system objectives.

3 e) formulate an infgrmation security risk COM.11.BP4” | Select risks for treatment For each identified information security risk 04-15 Risk treatment plan
treatment plan; ang select the appropriate information security risk treatment option, taking

into account of the information security risk assessment results.

4 f) obtain risk ownerg’ approval of the COM02.BP.5 |Release documented information according to defined criteria. The 0B-56 Residual risk approval
information security risk treatment plan and documented information release status refers to those situations typically record
acceptance of the fesidual information security where authorisation is needed, such as in situations where: a)
risks. agreements are in force, b) policies and procedures are approved by

management and their use in the organisation is thereby obligatory.
5 The organization shall retain documented COM.02.BP.1 |Identify documented information to be managed Identify documented 03-39 Risk treatment process

information about t|
treatment process

he informationsecurity risk

information of internal and external origin necessary for the operation of
the information security management system.

description
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06.2 Information security object

ives and plans to achieve them

1 The organization shall establish information TOP.1.BP.3 |Determine the scope of the information security management )3-21 Management system
security objectives pt relevant functions and system Determine the boundaries and applicability of the infermation sfrategy: information security
levels. security management system, taking into consideration the context of the objectives

organization, the requirements of the interested parties and, the interfaces
and dependencies between activities performed by the‘organization, and
those that are performed by other organization.

2 The information segurity objectives shall: a) be TOP.1.BP.5 |Define information security objectives Definéinformation security D3-08 Information security
consistent with the [information security policy; objectives at relevant functions and levels, whichvare measurable, objectives
b) be measurable (|f practicable); c) take into consistent with the information securit ypolicy, and which take into
account applicablelinformation security account applicable requirements and risk-assessment and risk treatment
requirements, and fisk assessment and risk results.
treatment results; d) be communicated; and e)
be updated as appfopriate.

3 The information segurity objectives shall: b) be | COM.10.BP.1 | Determine what needs to be monitored and measured Determine D3-12 ISMS Measurement
measurable (if pradticable); what needs to be monitored and measured, including information security information needs

processes and controls,

4 The information segurity objectives shall: d) be | COM.01.BP.6 | Communicate information products Communicate information (9-10 ISMS Communication
communicated; products to interested parties. records

5 The information segurity objectives shall: e) be | COM.02.BP.3 |Identify documented information content status The status of the 03-08 Information security
updated as appropfiate. documentedrinformation content refers to the timeliness of the information objectives

content. This includes the control of changes, for example, by using
version,control techniques.

6 The organization shall retain documented COM.02.BP.1 |Identify documented information to be managed Identify documented D3-08 Information security
information on the |nformation security information of internal and external origin necessary for the operation of objectives
objectives. the information security management system.

7 When planning how to achieve its information COM.08.BP.1 |Identify process needs and requirements Identify process needs and 03-29 Process objectives
security objectives,|the organization shall requirements.
determine: f) what ill be done;

8 When planning how to achieve its information COM.08.BP.6 |Identify the required resources for performing the process 03-30 Process resource needs
security objectives,|the organization shall Determine what resources will be required by the information security
determine: g) what|resources will be required; management system to achieve its information security objectives. Make

projections of future capacity requirements to ensure the required system
performance.

9 When planning how to achieve its infermation COM.08.BP.5 |Identify the required competencies and roles for performing the 03-31 Process roles and
security objectives,|the organization-shall process lIdentify the required competencies and roles for performing the responsibilities
determine: h) who ill be respansible; process.

10 When planning how to achieve its information COM.08.BP.8 | Plan the deployment of the process Plan the processes will be 03-32 Process schedule

security objectives,
determine: i) when

the/@rganization shall
it Will be completed; and

deployed in order to achieve the information security objectives.
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11 When planning how to achieve its information COM.08.BP.7 | Determine the methods for monitoring the effectiveness and 03-28 Process measures
security objectives,|the organization shall suitability of the process Determine the methods for monitoring’the
determine: j) how the results will be evaluated. effectiveness and suitability of the process.

07.1 Resources

1 The organization shall determine [and provide] | COM.08.BP.6 |Identify the required resources for performing the precess 04-13 Resources budget
the resources needed for the establishment, Determine what resources will be required by the information security
implementation, maintenance and continual management system to achieve its information security objectives. Make
improvement of thq information security projections of future capacity requirements to ensure the required system
management system. performance.

2 The organization shall [determine and] provide | COM.09.BP.2 | Allocate resources Allocate and apply the required resources. 08-47 MS Resources provision
the resources needed for the establishment, record
implementation, maintenance and continual
improvement of thg information security
management system.

07.2 Competence

1 The organization shall: a) determine the COM.03.BP.1 |Identify organisational €cempetencies ldentify the competencies 12-17 Organisational competence
necessary competence of person(s) doing work required by the organization. requirements
under its control that affects its information
security performange;

2 The organization shall: b) ensure that these COM.03.BP.2 | Evaluate competence of personnel Evaluate the competence of the 08-74 Training record
persons are compdtent on the basis of personnel
appropriate educat|on, training, or experience;

2 The organization shall: b) ensure that these COM.03.BP.3 | Take.action to acquire ncessary competencies Where applicable, 08-74 Training record
persons are compgdtent on the basis of take actions to acquire the necessary competence (hiring, human
appropriate educat|on, training, or experience; resources mobility, sub-contracting, training, coaching etc)

2 The organization shall: b) ensure that these COM.03.BP4” | Demonstrate awareness of role Each individual demonstrates their 08-74 Training record
persons are compdtent on the basis of understanding of their role and activities in achieving organsational
appropriate educat|on, training, or experience; objectives.

3 The organization shall: c) where applicable, COM:03.BP.3 | Take action to acquire ncessary competencies Where applicable, 08-73 Training provision action log
take actions to acqpire the necessary take actions to acquire the necessary competence (hiring, human
competence, [and ¢valuate the effectiveness.of resources mobility, sub-contracting, training, coaching etc)
the actions taken; and]

4 The organization shall: c) [where applicable; COM.09.BP.4 | Review process activities Review suitability and effectiveness of the 08-72 Training effectiveness
take actions to acqpire the necessary actions required to achieve the management system objectives. evaluation result
competence, and] ¢valuate the effectiveness of
the actions taken; and

5 The organization shall: d) retaih appropriate COM.02.BP.1 |lIdentify documented information to be managed Identify documented 08-51 Personnel competency

documented inforny
competence.

ation.as’evidence of

information of internal and external origin necessary for the operation of
the information security management system.

records
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07.3 Awareness

1

Persons doing worl

under the organization’s

control shall be aware of: a) the information

security policy; b) tl
effectiveness of thg
management syste
improved informati
and c) the implicati
the information sed
requirements.

heir contribution to the
information security

Im, including the benefits of
n security performance;

bns of not conforming with

Lirity management system

COM.03.BP.2

Evaluate competence of personnel Evaluate the competence-ofthe
personnel

08-74 Training record

Persons doing worl
control shall be aw:
security policy; b) tl
effectiveness of the
management syste
improved informati
and c) the implicati
the information sec
requirements.

under the organization’s
hre of: a) the information
heir contribution to the
information security
Im, including the benefits of
n security performance;
bns of not conforming with
Lirity management system

COM.03.BP.3

Take action to acquire ncessary competencies Where applicable,
take actions to acquire the necessary ‘eompetence (hiring, human
resources mobility, sub-contracting, training, coaching etc)

08-74 Training record

Persons doing worl

under the organization’s

control shall be aware of: a) the information

security policy; b) tl
effectiveness of thd
management syste
improved informati
and c) the implicati
the information sed]
requirements.

heir contribution to the
information security

Im, including the benefits of
n security performance;
bns of not conforming with
urity management system

COM.03.BP.4

Demonstrate awareness of role Each individual demonstrates their
understanding.of their role and activities in achieving organsational
objectives.

08-74 Training record

07.4 Communication

1

The organization s
internal and extern
to the information g
including: a) on wh

all determine the need for
hl communications relevant
lecurity management system
ht to communicate;

COM01.BP.1

Define information content Define information content in terms of
identified communication needs and requirements.

12-03 Communication
requirements

The organization s
internal and extern
to the information S
including: b) when

all determine the need-for
hl communications yelevant
lecurity management.,system
0 communicate;

COM.01.BP.4

Identify communication events Identify the events that require
comminication actions.

12-03 Communication
requirements

The organization s
internal and extern
to the information S
including: ¢) with wj

all determihe the need for
hl commaniéations relevant
lecurity \miahagement system
hom to.communicate;

COM.01.BP.2

Identify parties to communicate to Identify parties to communicate
with.

12-03 Communication
requirements
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