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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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ed in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed fo
the difflerent types of document should be noted. This document was drafted in accordanoce with the
editorigl rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentipn is drawn to the possibility that some of the elements of this document'may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. | Details of any patent rights identified during the development of the’decument will be in thg
Introdyction and/or on the ISO list of patent declarations received (see ww.iso.org/patents).

Any trdde name used in this document is information given for the cofivenience of users and does nof
constitfite an endorsement.

For an|explanation on the meaning of ISO specific terms and“expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technica
Barrierfs to Trade (TBT) see the following URL: Foreword - Stipplementary information

The cofnmittee responsible for this document is ISO/IEC' JTC 1, Information technology, Subcommittee
SC 7, Software and systems engineering.
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Introduction

The purpose of this Technical Specification is to facilitate the development of a process assessment
model (PAM) described in ISO/IEC TS 33072.

ISO/IEC 33002 describes the requirements for the conduct of an assessment. ISO/IEC 33020 describes
the measurement scale for assessing the process quality characteristic of process capability.
ISO/IEC 33001 describes the concepts and terminology used for process assessment.

pf process purpose and outcomes, together with an architecture describing the relationships between

A process reference model (PRM) is a model comprising definitions of processes described i} terms
to the

the processes. Using the PRM in a practical application may require additional elements)suite
environment and circumstances.

The PRM specified in this Technical Specification describes the processes including the infofmation
cecurity management system (ISMS) processes implied by ISO/IEC 27001. Each’process of this PRM
s described in terms of a purpose and outcomes and provides traceability/to requirements. The PRM
does not attempt to place the processes in any specific environment nor dées it pre-determine apy level
bf process capability required to fulfil the ISO/IEC 27001 requirements:The PRM is not intendg¢d to be
lised for a conformity assessment audit or as a process implementation‘reference guide.

The relationships between ISO/IEC TR 24774, ISO/IEC 27001, ISO/IEC 33002, ISO/IEC |33004,
SO/IEC 33020, ISO/IEC TS 33052 and ISO/IEC TS 33072 are shéwn in Figure 1.

ISOIEC 27001 — Information ISOIEC TR 24774 - Guidelines for
Security management system process definition
"‘-.,‘\“_ \

provides requirements )
informs

ISOIEC 33004 Requirements for \ l

process reference, process \
assessment and maturitv modéls ISOIEC TS 33052 A process reference
_ model for information security
management
ISOIEC 33002 —Requirements provides description of processes assessed by
for performing proedss assessment ;

=

ISOTEC TS 33072 — A process
assessment model for
TSOIEC 33020 Process _-_____________________._p- information security
mieasurement framework for management
dssessment of process capability

Figure 1 — Relationships between relevant standards

Any organization may define processes with additional elements in order to suit it to its specific
environment and circumstances. Some processes cover general management aspects of an organization.
These processes have been identified in order to give coverage to the requirements of ISO/IEC 27001.

The PRM does not provide the evidence required by ISO/IEC 27001. The PRM does not specify the
interfaces between the processes.

© ISO/IEC 2016 - All rights reserved v
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This Technical Specification describes a PRM for information security management with descriptions of
processes in Clause 5. Annex A provides the statement of conformity in accordance with ISO/IEC 33002.
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TECHNICAL SPECIFICATION ISO/IEC TS 33052:2016(E)

Information technology — Process reference model (PRM)

for information security management

1 Scope

security management. The model architecture specifies a process architecture for the(dom
comprises a set of processes, with each described in terms of process purpose and outcomnies.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document

references, the latest edition of the referenced document (including anynamendments) applies.

cystems — Requirements

SO/IEC 33001, Information technology — Process assessment— Concepts and terminology

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 270
SO/IEC 33001 apply.

4 Overview of the PRM

management. The process reference model includes processes, which can already exist in the co
h management system of a sexvice provider.

Figure 2 identifies the processes derived from ISO/IEC 27001 requirements.

This Technical Specification defines a process reference model (PRM) for the domain of infoymation

hin and

ind are

ndispensable for its application. For dated references, only the edition cited applies. For yndated

SO/IEC 27001:2013, Information technology — Security techniques—= Information security mandgement

D1 and

Chis Clause describes the strueture of a process reference model to support information gecurity

ntext of

© ISO/IEC 2016 - All rights reserved
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TOP.1 Leadership

Common Integrated Management Organisational Processes

Processes
ORG.1 Asset management

COM.01 Communication management ORG.2 Equipment management
COM.02 Documentation management

ORG.3 Human resource employment management
COM.03 Human resource management

O A lnfractmystiirn amel vyl s sire e st
o e e e e A e R e R e AT

CPM.04 Improvement )
cOM.05 Intemal audit ORG.5 Supplier management
CPOM.06 Management review

CPM.0OT Non-conformity management

CDM. 08 Operational planning

CPM.09 Operational implementation and control

CPM.10 Performance evaluation

C

D, 11 Risk and opportunity management

Technical Proceszes

THC.01 Capacity management TEC.02 Change management
THC.03 Configuration management TEC.04 Incident management
THC.05 Product/service release TEC.06 Service availability management
THC.0T Service continuity management TEC.08 Service requitements

THC.09 Technical data preservation and recovery

5

5.1

Each pifocess in the PRM has the following descriptive elements:

a)

b)

f)

Figure 2 — Processes in the process reference model

Prpcess descriptions

Introduction

Prqcess ID: Each processbelonging to a Group is identified with a Process Identifier [ID] consisting
of the Group abbreviated hame and a sequential number of the process in that Group.

Name: The name ¢f@process is a short phrase that summarizes the scope of the process, identifying
the principal céuncern of the process, and distinguishes it from other processes within the scope of
thg processaeference model.

ContextiFor each process, a brief overview describes the intended context of the application of the
prqcess:

Purpose: The purpose of the process is a high-level, overall goal for performing the process.

Outcomes: An outcome is an observable result of the successful achievement of the process purpose.
Outcomes are measurable, tangible, technical or business results that are achieved by a process.
Outcomes are observable and assessable.

Requirements traceability: The outcomes are based on the requirements of ISO/IEC 27001. The
references identify the applicable subclauses of ISO/IEC 27001, the subclause heading, and the
outcomes that are supported.

© ISO/IEC 2016 - All rights reserved
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In 5.2 to 5.27, all entries in the requirements traceability row end with numbers in square brackets,
(i-e. [n]). Each number in the square brackets is a reference to a numbered outcome. These outcomes are
directly linked to the requirements of ISO/IEC 27001.

Some outcomes

are shown in square brackets. These are only indirectly linked to requirements

of ISO/IEC 27001. The outcomes in square brackets are not referenced by any of the entries in the
requirements traceability row. These additional outcomes have been included because they are
considered necessary in order for this type of PRM to serve as the basis of the PAM (ISO/IEC TS 33072).
With these additional outcomes, the process is complete and the process purpose can be achieved.

5.2 ORG.1 Asset management

Process ID

ORG.1

Name

Asset management

Purpose

The purpose of Asset Management is to establish and maintain the integrit
identified product assets.

y of all

Context

This process is concerned with establishing and maintainingthe identity of the prjoducts
and their configuration information to enable effectivécontrol of the producks. The
scope of assets may include physical assets (e.g. infrastructure, hardware, sofffware)
and intangible assets (e.g. intellectual property).

Outcomes

As aresult of successful implementation of thisprocess:
1. [tems requiring asset management are‘identified.

2. Asset items are classified.

3. Assets are inventoried.

4. [The status of assets is identified.]

5. Changes to assets undernairanagement are controlled.

Requirements
traceability

27001 2ED A.08.1.1
27001 2ED A.08.24
27001 2ED A.08.3:2
27001 2ED+A.08.3.3

Inventory of assets [1,3,5]
Classification of information [2]
Disposal of media [5]

Physical media transfer [5]

5.3 TEC.01 Capacitymanagement

Process ID

TEC.01

Name

Capacity management

Purpose

The purpose of Capacity Management is to ensure that the organization has the c
to meet current and future system performance requirements.

hpacity

Context

This process ensures that there are sufficient resources and capacity to meet qurrent
and future agreed requirements in a cost-effective and timely manner. The grocess

anabhlac 4 cnpvien A Ao bn e da o ffiaiant rac Al ene Norace A At onvvice in
1t T A2 - TTEreee e e-5¢

OvVTOCT tOTpTrUvIacTour ToarcooTTtToSoT™

order to deliver the agreed service performance and meet the service-level targets.

Outcomes

As a result of successful implementation of this process:

1. [Current and future capacity and performance requirements are identified.]

2. [Capacity is provided to meet current capacity and performance requirements.]
3. Capacity usage is monitored, analysed and performance is tuned.

4. [Capacity is prepared to meet future capacity and performance needs.]

Requirements
traceability

27001 2ED A.12.1.3  Capacity management [3]

© ISO/IEC 2016 - All rights reserved
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5.4 TEC.02 Change management

Process ID

TEC.02

Name

Change management

Purpose

The purpose of Change Management is to provide the focus for all activities associated
with changes associated with product, services, processes and systems used to produce
a product or deliver a service.

Context

Changes to products, services and systems, their applications and infrastructure, are

planned and controlled to ensure timeliness without unnecessary disruption.

utcomes

As aresult of successful implementation of this process:

1. [Change requests are classified.]

2. Change requests are analysed and assessed using defined criteria.
3. [Changes are approved or rejected using defined criteria.]

4. [Changes are implemented, as appropriate.]

Requirements
traceability

27001 2ED A.15.2.2 Managing changes to supplier services’]2]

5.5

COM.01 Communication management

Pyocess ID

COM.01

Name

Communication management

Purpose

The purpose of Communication Managemeént is to produce timely and accurate infor-
mation products to support effective communication and decision making.

Context

This process represents the focus for\all communication activities associated with the
management system processes.

utcomes

As a result of successful implementation of this process:

1. Information content is*defined in terms of identified communication needs and
requirements.

2. Parties to commuhicate with are identified.

3. The party responsible for the communication is identified.
4. Events thatrequire communication actions are identified.
5. The chrdhnel for the communication is selected.

6. Information products are communicated to interested parties.

Requirements
traceability,

27001 2ED 05.1
27001 2ED 05.2
27001 2ED 05.3

27001 2ED 062

Leadership and commitment [6]
Policy [6]

Organizational roles, responsibilities and authorities [6]

Information-securityvoghicctives and nlans toachieve them [61
J J r =1

27001 2ED 07.4

27001 2ED 09.2

27001 2ED A.05.1.1
27001 2ED A.06.1.3
27001 2ED A.06.1.4
27001 2ED A.07.2.3
27001 2ED A.07.3.1

Communication [1 to 5]

Internal audit [6]

Policies for information security [6]
Contact with authorities[2]

Contact with special interest groups [2]

Disciplinary process [6]

Termination or change of employment responsibilities [6]

© ISO/IEC 2016 - All rights reserved
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5.6 TEC.03 Configuration management

Process ID

TEC.03

Name

Configuration management

Purpose

The purpose of Configuration Management is to identify, control, record, track,
and verify all identified product/service components.

report

Context

This process is concerned with establishing and maintaining the integrity of product/

service components to enable effective control of the products/services.

Outcomes

As a result of successful implementation of this process:

1. [Items requiring configuration management are identified.]

2. [The status of configuration items and modifications is identified]
3. Changes to items under configuration management are controlled.

4. [The integrity of systems, products/services and producf/service compon
assured.]

5. [The configuration of released items is controlled.]

ents is

Requirements
traceability

27001 2ED A.14.2.4  Restrictions on changes to software packages [3]

27001 2ED A.14.3.1  Protection of test data 3]

5.7 COM.02 Documentation management

Process ID

COM.02

Name

Documentation management

Purpose

The purpose of Document Management is to provide relevant, timely, complet
and, if required, confidentialdocumented information to designated parties.

b, valid

Context

This process consists of ensuring that the required documented information (e

cedures, instructionsiand templates) is available to designated parties for achieving

the information security objectives.

g. pro-

Outcomes

As a result of sticcessful implementation of this process:

1. Documented information to be managed is identified.

2. Theforms of documented information representation are defined.
3. The documented information content status is known.
4.Documented information is current, complete and valid.

5. Documented information is released according to defined criteria.
6. Documented information is available to designated parties.

7. Documented information is archived, or disposed of, as required.

© ISO/IEC 2016 - All rights reserved
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Requirements
traceability

27001 2ED 04.3

27001 2ED 05.2
27001 2ED 06.1.2
27001 2ED 06.1.3
27001 2ED 06.2

Determining the scope of the information security
management system [1]

Policy [1,6]
Information security risk assessment [1]
Information security risk treatment [1,5]

Information security objectives and plans to achieve
them [1,3]

27001 2ED 07.2
27001 2ED 07.5.2
27001 2ED 07.5.3
27001 2ED 08.1
27001 2ED 08.2
27001 2ED 08.3
27001 2ED 09.1
27001 2ED 09.2
27001 2ED 09.3
27001 2ED 10.1
27001 2ED A.05.1.1
27001 2ED A.08.1.3
27001 2ED A.09.1.1
27001 2ED A.12.1.1
27001 2ED A.12.4.1
27001 2ED A.13.2.4
27001 2ED A.14.2.5
27001 2ED A.15.1.%
27001 2ED A 16.1.5
27001 2EDA.16.1.7
270012EP A.17.1.2

Competence [1]

Creating and updating [2,5]

Control of documented information [2-4,6,7]
Operational planning and control [7]
Information security risk assessment [1]
Information security risk treatment [1]
Monitoring, measurement, analysis'and evaluation [1]
Internal audit [1]

Management review [1]

Nonconformity and correetive action [1]
Policies for information security [5,6]
Acceptable use of\assets [1]

Access control policy [1]

Documented operating procedures [1,6]

Event logging [1]

Confidentiality or nondisclosure agreements [1]

Secure system engineering principles [1,3]

Information security policy for supplier relationships [1,5]

Response to information security incidents [1]
Collection of evidence [1]

Implementing information security continuity [1,3]

27001 2ED A.18.1.1.01
27001 2ED A.18.1.1.02
27001 2ED A.18.1.3

Applicable statutory and regulatory requirements [1,3]

Applicable contractual requirements [1,3]

Protection of records [4]

5.8

RG.2 Fqnipmpnf management

Process ID|ORG.2
Name |[Equipment management

Purpose|The purpose of Equipment Management is to ensure integrity of the performance and
behaviour of equipment and associated software.

6 © ISO/IEC 2016 - All rights reserved
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Context| This process is concerned with actions to be taken to protect equipment from changes to
settings (i.e. calibration) or changes in environment that might invalidate those settings.

Outcomes|As a result of successful implementation of this process:

1. Equipment is sited to minimize risk of environmental or other damage.

2. Continuity in the provision of utilities and services to equipment is assured.
3. Equipment is maintained to ensure its continued availability and integrity.

4 Equipment used offsite is mnnngpd to ensure integrity of operation

5. The integrity of information is assured when equipment is withdrawn from-§ervice.

6. Equipment relocation is controlled.
Requirements|27001 2ED A.11.2.1  Equipment siting and protection [1]

traceability| 701 JEp A11.2.2  Supporting utilities [2]

27001 2ED A.11.2.3  Cabling security [1]

27001 2ED A.11.2.4  Equipment maintenance [3]

27001 2ED A.11.2.5 Removal of assets [6]

27001 2ED A.11.2.6  Security of equipment and-assets off-premises [4]
27001 2ED A.11.2.7  Secure disposal or re-use of equipment [5]

27001 2ED A.13.1.1  Network controls{3]

5.9 ORG.3 Human resource employment management

Process ID|ORG.3
Name|Human resource employment management

Purpose|The purpose of Human Resource Employment Management is to prevent threats to
information security'by employees, before hiring, during employment and affer ter-
mination of employment.

Context|This process dddresses security precautions related to employment of indiviiduals.
These precautions refer to actions prior to employment, when employment is [in pro-
gress, and once employment is terminated.

© ISO/IEC 2016 - All rights reserved 7
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Outcomes

As a result of successful implementation of this process:
1. Roles and responsibilities of employees, contractors and third-party users are defined.

2. Prospective employees are screened in accordance with relevant laws, regulations
and ethics, and in proportional to the business requirements and the perceived risks.

3. Prospective employees agree to the terms and conditions of their employment contract.

4. The terms and conditions of employment are applied.

D TEmanlaovnnc arn acaiinan Al valagant nizational nalicia nd dura
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6. Disciplinary measures are applied to employees that have committed a breachrofthe
agreed conditions of employment.

7. Responsibilities for performing employment termination or change of-employment
are defined and assigned.

8. Employees return all of the organization’s assets in their possession upon termina-
tion of employment.

9. Employee access to information resources is removed upen termination of their
employment.

Requirements
trafeability

27001 2ED A.07.1.1  Screening [2]

27001 2ED A.07.1.2  Terms and conditions of endployment [1,3]

27001 2ED A.07.2.1  Management responsibilities [4]

27001 2ED A.07.2.3  Disciplinary process [6]

27001 2ED A.07.3.1  Termination or.clange of employment responsibilities [7]
27001 2ED A.08.1.4  Return of assets [8]

27001 2ED A.09.2.6  Removal.gr adjustment of access rights [9]

27001 2ED A.09.3.1  Use of'secret authentication information [3]

5.10 JOM.03 Human resource mahagement

Process ID

COM.03

Name

Human resource management

Purpose

The purpose’of Human Resource Management is to provide the organization with nec-
essary-cempetent human resources and to improve their competencies in alignment
with bilsiness needs.

Context

This process consists of identifying and developing the competence of individuals in
velation to their activities and the process needs of the organization.

(Jutcomes

As a result of successful implementation of this process:

1. The competencies required by the organization to produce products and services

are identified.
2. ldentified competency gaps are filled through training or recruitment.

3.Understanding of role and activities in achieving organizational objectives in product
and service provision is demonstrated by each individual.

Requirements
traceability

27001 2ED 07.2 Competence [1 to 3]
27001 2ED 07.3 Awareness [3]

27001 2ED A.07.2.2  Information security awareness, education and training [3]
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5.11 COM.04 Improvement

Process ID

COM.04

Name

Improvement

Purpose

The purpose of Improvement is to continually improve the management system, its
processes and products.

Context

This process enables an organization to improve the management system, its processes
and products and services. It includes the identification, evaluation, approval, prioriti-

zation, management, measurement and review of improvements.

Outcomes

As aresult of successful implementation of this process:

1. Opportunities for improvement are identified.

2. [Opportunities for improvement are evaluated against defined.€riteria.]
3. [Improvements are prioritised.]

4. [Improvements are implemented.]

5. [The effectiveness of implemented improvements isievaluated.]

Requirements
traceability

27001 2ED 09.3 Management review [1]

5.12 TEC.04 Incident management

Process ID

TEC.04

Name

Incident management

Purpose

The purpose of Incident Management is to identify and resolve information s¢curity
events and incidents within agreed service levels.

Context

The objective of incident tmanagement is to restore the service within agreed $ervice
levels. The focus is on reducing the duration and consequences of the service outage from
a business and customer perspective and not on finding the root cause of the infcident.

Outcomes

As aresult of successful implementation of this process:
1. Incidents are identified.

2. Incidents are classified, prioritised and analysed.

3. Incidents are resolved and closed.

4JIncidents are reported and escalated according to agreed service levels.]

Requirements
traceability

27001 2ED A.16.1.2
27001 2ED A.16.1.3
27001 2ED A.16.1.4
27001 2ED A.16.1.5

Reporting information security events [1]
Reporting information security weaknesses [1]

Assessment of and decision on information security events [2]

Response to information security incidents [3]

5.13 ORG.4 Infrastructure and work environment

Process ID

ORG.4

Name

Infrastructure and work environment

Purpose

The purpose of Infrastructure and Work Environment is to provide the enabling in-
frastructure and services to projects to support organization and project objectives
throughout the life cycle.
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Context

The infrastructure refers to those physical elements associated with physical plant
within which individuals can be accommodated. The work environment refers to the
arrangements within the infrastructure that facilitate and promote effective human
interactions and activities.

Outcomes

As aresult of successful implementation of this process:

1. The requirements for infrastructure and work environment to support processes
are defined.

2 Access righfc tothe information resource are defined

3. [The infrastructure and work environment elements are identified and specified.}
4.[The infrastructure and work environment elements are acquired and commissioned.]
5. The infrastructure and work environment is controlled and maintained.

6. Access to the information resource is controlled.

7. The information resource is protected from abuse.

Requirements
trageability

27001 2ED A.09.1.2  Access to networks and network services [6]
27001 2ED A.09.2.3 Management of privileged access rights:[6]
27001 2ED A.09.2.5 Review of user access rights [6]

27001 2ED A.09.4.1 Information access restriction(2]

27001 2ED A.09.4.2 Secure log-on procedures{6]

27001 2ED A.09.4.3 Password managementsystem [6]

27001 2ED A.09.4.4 Use of privileged utility programs [7]

27001 2ED A.09.4.5 Access control to)program source code [6]
27001 2ED A.11.1.1  Physical security perimeter [1,5]

27001 2ED A.11.1.2  Physicakentry controls [1]

27001 2ED A.11.1.3  Secuting offices, rooms and facilities [1,5]
27001 2ED A.11.1.4 (Pyotecting against external and environmental threats [1,5]
27001 2ED A.11.1.6\. 'Delivery and loading areas [5]

27001 2ED A41:2.8 Unattended user equipment [5]

27001 2ED(A12.1.4 Separation of development, testing and operational
environments [2]

10
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27001 2ED A.12.4.1 Eventlogging [7]

27001 2ED A.12.4.2 Protection of log information [7]

27001 2ED A.12.4.3 Administrator and operator logs [6]

27001 2ED A.12.4.4 Clock synchronisation [1]

27001 2ED A.12.6.1 Management of technical vulnerabilities [7]
27001 2ED A.13.1.2  Security of network services [1]

27001 2ED A.13.1.3  Segregation in networks [2]

27001 2ED A.13.2.3  Electronic messaging [7]

27001 2ED A.14.1.3  Protecting application services transactions [7]
27001 2ED A.14.2.6  Secure development environment [1]

27001 2ED A.18.1.4 Privacy and protection of personally identifiable informagion [7]
27001 2ED A.18.1.5 Regulation of cryptographic controls [7]

5.14 COM.05 Internal audit

Process ID|COM.05
Name|Internal audit

Purpose|The purpose of Internal Audit is to independently determine conformity of the man-
agement system, services, and processes to the requirements, policies, plahs and
agreements, as appropriate.

Context|This process consists of condueting audits to independently determine whether the
management system and business processes conform to the requirements established
by the organization.

Outcomes|As a result of successful implementation of this process:
1. The scope and putpose of each audit are defined.

2. The objectivityand impartiality of the conduct of audits and selection of apditors
are assured.

3. Conformiity of selected services, products and processes with requirementg, plans
and agreements is determined.

Requirements|27001 2ED 09.2 Internal audit [1 to 3]

traceability 27001 2ED A.15.2.1  Monitoring and review of supplier services [3]
27001 2ED A.18.2.1  Independent review of information security [3]
27001 2ED A.18.2.2  Compliance with security policies and standards [3]
27001 2ED A.18.2.3  Technical compliance review [1]

A= TN 4 1 | "
19 1UILL1L LCAUCIHSIIIp

Process ID | TOP.1
Name|Leadership

Purpose|The purpose of Leadership is to direct the organization in the achievement of its vision,
mission, strategy and goals, through the definition and implementation of a management
system, a management system policy, and management system objectives.
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Context

This process consists in defining the scope of the management system as well as the
policy and objectives.

Outcomes

As aresult of successful implementation of this process:

1. The context of the organization, including the expectations of its interested parties,
is understood and analysed.

2. The scope of management system activities is defined, taking the context of the
organization into consideration.

5. 'he management system policy and objectives are defined.

4. The management system and operational process strategy are determined.

5. Commitment and leadership with respect to the management system are demonstrated.

Requirements
trafeability

27001 2ED 04.1
27001 2ED 04.2

27001 2ED 04.3

27001 2ED 04.4
27001 2ED 05.1
27001 2ED 05.2
27001 2ED 06.2
27001 2ED 07.5.1

Understanding the organization and its context [1]

Understanding the needs and expectations of interested
parties [1]

Determining the scope of the information,security management
system [2]

Information security management system [4]

Leadership and commitment [5]

Policy [3]

Information security objeetives and plans to achieve them [3]
General [4]

27001 2ED 07.5.3
27001 2ED 08.1
27001 2ED 10.2 Continual improvement [4]

27001 2ED A.05.1.1 Policies for information security [3]

Control of documented information [4]

Operational planning and control [4]

5.16 JOM.06 Management review

Pyocess ID

COM.06

Name

Management review

Purpose

The purpose of Management Review is to assess the performance of the management
systefrand to identify and make decisions regarding potential improvements.

Context

Thisprocess checks the management system at planned intervals to ensure its continuing
suitability, adequacy and effectiveness. A review may include any undertaking, ranging
in scope from a complete organization down to a single process and its outcomes and
product delivered. It takes into account the results of audits, the performance of the

processes conformance to product requirements, services, reports, incidents, known
errors, ric](c, cnggpcfinnc and feedback from interested parﬁﬂc

Outcomes

As aresult of successful implementation of this process:
1. The objectives of the review are established.

2. The status and performance of an activity or process are assessed in terms of the
established objectives.

3. Risks, problems and opportunities for improvement are identified.

Requirements
traceability

27001 2ED 09.3 Management review [1 to 3]

12
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5.17 COM.07 Non-conformity management

Process ID

COM.07

Name

Non-conformity management

Purpose

The purpose of the Non-conformity Management process is to resolve non-conformities

and to eliminate their causes when appropriate.

Context

This process establishes that where a non-conformity occurs, a review may indicate
that only correction is required. Alternatively, the causes of the non-conformity are

investigated, with a view to removing the possibility the non-conformity re-oec

urring.

Outcomes

As aresult of successful implementation of this process:
1. Non-conformities are identified.
2. Non-conformities are resolved and closed.

3. The cause(s) of selected non-conformities is determined.

4. The need for action to eliminate the causes of non-conformities is evaluated,

5. A selected action proposal is implemented.

6. The effectiveness of changes to eliminate the nofi-conformities is confirmed.

Requirements
traceability

27001 2ED 10.1 Non-conformity and corrective action [1-5,6]

5.18 COM.09 Operational implementation and control

Process ID

COM.09

Name

Operational implementation and control

Purpose

The purpose of the Process Implementation and Control process is to deploy and
the execution and perforiiance of operational and organizational processes.

rontrol

Context

This process consistsin’supporting the efficient, timely and quality day-to-day

opera-

tions by optimizingresource allocation, and by directing execution of operating policies

to support overall'company policies and objectives.

Outcomes

As aresult of 'successful implementation of this process:

1. The réquired roles, responsibilities and authorities are allocated.

2. The required resources are allocated and applied.

3.Actions required to achieve the management system objectives are impleme

4. Suitability and effectiveness of the actions taken to achieve the management
objectives are reviewed.

5. Deviations from planned arrangements are corrected when targets are not ac

6. [Data is collected and analysed as a basis for understanding the behaviour of

nted.

bystem

hieved.

and to

demonstrate the suitability and effectiveness of the processes.]
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Requirements|27001 2ED 05.3 Organizational roles, responsibilities and authorities [1]
traceability 27001 2ED 06.1.2  Information security risk assessment [3,4]

27001 2ED 06.1.3  Information security risk treatment [3]

27001 2ED 07.1 Resources [2]

27001 2ED 07.2 Competence [4]

27001 2ED 08.1 Operational planning and control [3-5]

27001 2ED 09.2 Internal audit [3,4]

27001 2ED A.05.1.2 Review of the policies for information security [4]

27001 2ED A.06.1.1 Information security roles and responsibilities [1]
27001 2ED A.06.2.1 Mobile device policy [3]

27001 2ED A.06.2.2 Teleworking [3]

27001 2ED A.08.1.3 Acceptable use of assets [3]

27001 2ED A.08.2.2 Labelling of information [3]

27001 2ED A.08.2.3 Handling of assets [3]

27001 2ED A.08.3.1 Management of removable media [ 3]

27001 2ED A.09.1.1 Access control policy [4]

27001 2ED A.09.2.1 User registration and deregistration [3]

27001 2ED A.09.2.2 User access provisionihg[3]

27001 2ED A.09.2.4 Management of secret authentication information of users [3]
27001 2ED A.10.1.1 Policy on the use of cryptographic controls [3]
27001 2ED A.10.1.2 Key management [3]

27001 2ED A.11.1.5 Workingin secure areas [3]

27001 2ED A.11.29 Clear’desk and clear screen policy [3]

27001 2ED A.12.1.2 - Change management [4,5]

27001 2ED A.12:2:1 Controls against malware [3]

27001 2ED A12.4.1 Eventlogging [4]

27001 2EB)A.12.4.3 Administrator and operator logs [4]

270012ED A.12.5.1 Installation of software on operational systems [3]
27001 2ED A.12.6.2 Restrictions on software installation [3]

27001 2ED A.12.7.1 Information systems audit controls [4]

27001 2ED A.13.2.4 Confidentiality or nondisclosure agreements [4]
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27001 2ED A.14.2.3 Technical review of applications after operating platform
changes [4]

27001 2ED A.14.2.7 Outsourced development [4]

27001 2ED A.15.2.1 Monitoring and review of supplier services [4]
27001 2ED A.16.1.7 Collection of evidence [3]

27001 2ED A.17.1.2 Implementing information security continuity [3]

27001 2ED A 171 2 \axifyy vavgianz and avaliiata 1oy o o
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urity-contintity [4]
27001 2ED A.17.2.1 Availability of information processing facilities [3]
27001 2ED A.18.1.2 Intellectual property rights [3]

27001 2ED A.18.2.1 Independent review of information security [4]
27001 2ED A.18.2.2 Compliance with security policies and stafndards [4]

27001 2ED A.18.2.3 Technical compliance review [4]

5.19 COM.08 Operational planning

Process ID |COM.08
Name|Operational planning

Purpose|The purpose of Operational Planning is t6 define the characteristics of all operpational
and organizational processes and to plan their execution.

Context|The scope of this process includes:the creation of all policies, procedures, grocess
descriptions, and plans requiredchy the organizational and operational processes of
the organization. Roles and responsibilities associated with the oversight of biisiness
processes are also identified-Resource needs are identified. The methods for monjitoring
process effectiveness aredescribed.

Outcomes |As a result of successfubimplementation of this process:

1. Process needs.and requirements are identified.

2. [Process inputand output products are determined.]

3. The setofactivities that transform the inputs into outputs is determined.
4. [Thé sequence and interaction of the process with other processes are deterthined.]
5/The required competencies and roles for performing the process are identified.
6."The required resources for performing the process are identified.

7.Methods for monitoring the effectiveness and suitability of the process are deterjmined.

8. Plans for the deployment of the process are developed.
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Requirements
traceability

27001 2ED 05.3
27001 2ED 06.1.1
27001 2ED 06.1.2
27001 2ED 06.1.3
27001 2ED 06.2

Organizational roles, responsibilities and authorities [5]
General [1,8]

Information security risk assessment [1]

Information security risk treatment [1]

Information security objectives and plans to achieve
them [1,5,6,7,8]

27001 2ED 071
27001 2ED 07.2
27001 2ED 08.2
27001 2ED 091
27001 2ED 09.2
27001 2ED 09.3
27001 2ED A.05.1.2
27001 2ED A.06.1.1
27001 2ED A.06.1.2

27001 2ED A.06.1.5
27001 2ED A.06.2.1
27001 2ED A.06.2.2
27001 2ED A.08.1.2
27001 2ED A.08.1.3
27001 2ED A.08.2.2
27001 2ED A.08.2.3
27001 2ED A.08.3.1
27001 2ED A.08.3.2

27001 2ED A.09.1:1
27001 2ED A©09:2.1

27001 2ED.A.09.2.4
270012ED A.09.2.5

27001 2ED A.10.1.1
27001 2ED A.10.1.2
27001 2ED A.11.1.5
27001 2ED A.11.29

Competence[5]

Information security risk assessment [8]
Monitoring, measurement, analysis and evaluation [5,8]
Internal audit [8]

Management review [8]

Review of the policies for information secnirity [8]
Information security roles and responsibilities [5]
Segregation of duties [5]

Information security in project mianagement [1]
Mobile device policy [1]

Teleworking [1,3]

Ownership of assets,[5]

Acceptable use of-assets [1]

Labelling of.information [3]

Handlingof assets [3]

Management of removable media [3]

Disposal of media[3]

Access control policy [1]

User registration and deregistration [1]
Management of secret authentication information of users [1]
Review of user access rights [8]

Policy on the use of cryptographic controls [1]
Key management [1]

Working in secure areas [3]

Clear desk and clear screen policy [1]

16
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27001 2ED A12.1.1
27001 2ED A.12.3.1
27001 2ED A.12.5.1
27001 2ED A.12.6.2
27001 2ED A.12.7.1
27001 2ED A.13.2.1

Documented operating procedures [3]
Information backup [1,8]

Installation of software on operational systems [3]
Restrictions on software installation [1]
Information systems audit controls [8]

Information transfer policies and procedures [1,3]

27001 2ED A.13.2.4
27001 2ED A.14.2.1
27001 2ED A.14.2.2
27001 2ED A.14.2.5
27001 2ED A.14.2.8

27001 2ED A.15.1.1
27001 2ED A.15.2.1

27001 2ED A.16.1.1
27001 2ED A.16.1.5
27001 2ED A.16.1.7
27001 2ED A.17.1.2
27001 2ED A.17.1.3
27001 2ED A.18.1.2
27001 2ED A.18.2.1
27001 2ED A.18.2.2
27001 2ED A.18.2.3

Confidentiality or nondisclosure agreements [1]
Secure development policy [1]

System change control procedures [1]

Secure system engineering principles [1]
System security testing [1]

Information security policy for supplier relationships [1]
Monitoring and review of supplietrservices [8]

Responsibilities and procedurtes'[3,5]

Response to information seetrity incidents [3]
Collection of evidence’}3]

Implementing infgbrmation security continuity [1]

Verify, review and evaluate information security continu
Intellectual@roperty rights [3]

Independent review of information security [8]
Compliance with security policies and standards [8]

Technical compliance review [8]

5.20 COM.10 Performance evaluation

Process ID|COM.10

Name | Performance evaluation

Purpose|Thepurpose of Performance Evaluation is to collect and analyse data that will
toeévaluate the performance of the management system and the business proce
terms of the defined objectives.

e used
ssesin
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Context|This process consists of monitoring the achievement of the information security ob-
jectives as well as the execution and performance of operational and organizational
processes.

Outcomes |As a result of successful implementation of this process:
1. Performance monitoring and measurement needs are defined.

2. [Performance measures, derived from the performance measurement needs, are
identified.]

5. Performance measurement methods, supportive of the performance measures, are
identified.

4. [Data is collected using the identified performance measurement methods.]

5. The collected performance data is analysed.

Requirements|27001 2ED 06.2 Information security objectives and plans to achieve them [1]

traceability 27001 2ED 09.1 Monitoring, measurement, analysis and evaluation [1,3,5]

27001 2ED A.16.1.6  Learning from information security incidents [5]

5.21 TEC.05 Product/service release

Process ID|TEC.05
Name|Product/service release

Purpose|The purpose of Product/service Release is.to‘control the availability of a product/
service to the intended customer.

Context|This process is responsible for creation.@f release packages, i.e. the assembly of prod-
uct/service and associated components with deployment in mind.

(utcomes |As a result of successful implementation of this process:

1. [The contents of the release-are determined.]

2. [Release and acceptanceleriteria are determined.]

3. [The release is assempled from the product/service/system elements.]
4. [Tests are definéd for the release.]

5. The release-is-tested in accordance with defined criteria.

6. [Productsyservices/systems are released to the intended customer according to
defined-cfiteria.]

Requirements|270012ED A.14.2.3 Technical review of applications after operating platform
traceability changes [5]

5.22 TEC.08Product/Service/System requirements

Pyocess ID|TEC.08
Name|Product/Service/System requirements

Purpose|The purpose of Product/Service/System Requirements is to establish and agree to the
requirements for products/services and systems.
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Context

This process gathers requirements for products, services and systems. The product/
service/system may originate from within the service provider (build from catalogue),
or requests from one or more clients (build to order). The requirements may relate
to a new product/service/system or changes to existing products/services/systems.

Outcomes

As aresult of successful implementation of this process:

1. [The required characteristics and context of use of products/services/systems are
identified.]

2 [Thn constraints for a prnr‘hIr‘f/cnrvir‘p/cycfnm solution are defined ]

3. The requirements for the product/service/system are defined.

4. The requirements for validating the product/service/system are defined.

Requirements
traceability

27001 2ED A.14.1.1 Information security requirements analysisand

specification [3]
27001 2ED A.14.1.2
27001 2ED A.14.2.3

Securing application services on public hetworks [3]

Technical review of applications-after operating platfo
changes [3]

27001 2ED A.14.2.9 System acceptance testing([4]
27001 2ED A.18.1.1.01 Applicable statutory and\regulatory requirements [3]
27001 2ED A.18.1.1.02 Applicable contractual requirements [3]

5.23 COM.11 Risk and opportunity management

Process ID

COM.11

Name

Risk and opportunity managenient

Purpose

The purpose of Risk and@pportunity Management is to identify, analyse, evialuate,
treat and monitor risks,

Context

This process consists 0f continually identifying, evaluating and reacting to thie risks
and opportunitiés-eéncountered by the organization.

Outcomes

As a result of.striccessful implementation of this process:
1. Risks ate‘identified.

2. Identified risks are analysed.

3cRisks are evaluated against defined criteria.

4. Risks are selected for treatment.

5. Selected risks are treated.

Requirements
traceability

27001 2ED 06.1.1 General [1]
27001 2ED 06.1.2 Information security risk assessment [1 to 3]
27001 2ED 06.1.3

Information security risk treatment [4]

27001 2ED 08.2
27001 2ED 08.3

Information security risk assessment [1]

Information security risk treatment [5]

5.24 TEC.06 Service availability management

Process ID

TEC.06

Name

Service availability management

Purpose

The purpose of the Service Availability Management is to ensure that agreed service
levels will be met in foreseeable circumstances.
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Context|This process is responsible for safeguarding the interests of the customers and inter-
ested parties by ensuring that agreed service levels will be met. It includes defining,
analysing, planning, measuring and improving all aspects of service availability.

Outcomes |As a result of successful implementation of this process:
1. Service availability requirements are identified.
2.[A service availability plan is developed using the service availability requirements.]

3. [Service availability is tested against the service availability requirements.]

4. [Service availability is monitored.]
5. [Causes of unplanned service non-availability are identified and analysed.]

6. [Corrective actions are taken to address identified causes for unplannedmon-avail-
ability.]

Requirements|27001 2ED A.17.2.1  Availability of information processing facilities [1]
traceability

5.25 TEC.07 Service continuity management

Process ID|TEC.07
Name |Service continuity management

Purpose|The purpose of Service Continuity Managementisto ensure that agreed service con-
tinuity commitments can be met within agreedtargets and disrupted services can be
resumed.

Context|This process is responsible for safeguarding the interests of the customers and inter-
ested parties by ensuring that agreedservice levels will be met. It includes defining,
analysing, planning, measuring and\improving all aspects of service continuity. The
process involves reducing risks t&’an acceptable level and planning for the recovery
of service if a disruption occurs.

Qutcomes |As a result of successful implementation of this process:

1. Service continuity reqitirements are identified.

2. [Service continuity-is planned to meet the service continuity requirements.]
3. Service continuity is evaluated against the service continuity requirements.
4. [Changes-in'service continuity requirements are monitored.]

5. [Service continuity is ensured by activating the continuity plan in cases of major
loss,efservice.]

Requirements|27001 2ED A.17.1.1  Planning information security continuity [1]
tragceability

27001 2ED A.17.1.3  Verify, review and evaluate information security continuity [3]

5.26 QRG.5 Supplier management

Process ID|ORG.5
Name [Supplier management

Purpose|The purpose of Supplier Management is to ensure supplier products, services or sys-
tems are managed and integrated into the delivered products, services or systems to
meet the agreed requirements.
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Context

Suppliers are participants in the supply of a product, service or system, either through
horizontal or vertical integration. The process ensures that the organization establishes
commitments with its suppliers that support the integration and alignment of products

or services and agreements between the organization and customers. It verifi

es that

suppliers are able to demonstrate that they can manage their subcontracted suppliers
to meet their obligations and contractual requirements. Note: This process does not
deal with supply to, for example, a warehouse, nor intermittent supply arrangements

that are not directly involved in one or more services.

Acaracult afcuiccaceful irnlaomantation ~f+hic pvnr'nc'c'-
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1. [Suppliers are identified.]

2. Products or services to be provided are negotiated and defined with'each st
3. [Roles and relationships between suppliers are determined.]

4. [The capability of subcontracted suppliers to meet obligations,is confirmed
5. [Supplier obligations to meet requirements are monitored.}

6. [Supplier performance against agreed criteria is monjtored.]

Ipplier.

I

Requirements
traceability

27001 2ED A.13.2.2
27001 2ED A.15.1.2
27001 2ED A.15.1.3

Agreements on informationtransfer [2]

Addressing security withirLsupplier agreements [2]

Information and communication technology supply chali

5.27 TEC.09 Technical data preservation and recevery

Process ID

TEC.09

Name

Technical data preservation and recovery

Purpose

The purpose of Technical Data Preservation and Recovery is to back up and pr
data and to recover data-from archive media.

eserve

Context

This process addressés-actions taken to preserve electronic data, and those act
restore data, under;controlled conditions, from archive media.

ions to

Outcomes

As a result of successful implementation of this process:

1. [Data backup requirements are identified.]

2. [Datarestore requirements are identified.]

3. Datd backups are executed.

4»Data restoration is performed.

5. [Backup media are preserved under controlled conditions.]
6. [Restored data is verified.]

Requirements
traceability

27001 2ED A.12.3.1  Information backup [3,4]
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Annex A
(informative)

The relationship between management system requirements and
a process reference model

A.1 Introduction

This Anpnex examines the similarities, differences and relationships between an information security
managg¢ment system used in ISO/IEC 27001, a process reference model (PRM) incthis Technica
Specifi¢ation and the assessment of the process quality characteristic of process capability.

ISO/IEQ 27001 defines an information security management system as that part of the overal
manag¢ment system, based on a business risk approach, to establish, implément, operate, monitorj
review|maintain and improve information security.

Procesg reference models are used as a basis for developing process ‘assessment models that arg
used tq assess process capability. A consistent description of procésses within and across process
referenice models allows the combination of processes from differént reference models that can eass
the development of new models and facilitate comparison of models.

A.2 [Processes and process models

A.2.1 Process seen in terms of inputs and outputs

For an prganization to function effectively, it hasto determine and manage numerous linked activities
An actiyity or set of activities using resources,-and managed in order to enable the transformation of
inputs nto outputs, can be considered a progcess. Often the output from one process forms the input to
the nexft as shown in Figure A.1.

Inputs from other processes Inputs from other processes

Process D

Process# - Process B
I'p to A O/p from A

L »
O/p from B O/p from D

b2 J

il

Process C

O/p from C

Figure A.1 — Process seen as a transformation of inputs to outputs
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A2.2 Using a Process Reference Model as a basis for understanding capability

Capability is defined in ISO 9000 as the “ability of an organization, system or process to realize a
product (or service) that will fulfil the requirements for that product (or service).” In ISO/IEC 33020,
process capability is considered to be “characterization of the ability of a process to meet current or
projected business goals.”

Whereas the view of ISO 9000 is on customer satisfaction, process outputs and outcomes,
ISO/IEC 33002 focuses on process outcomes, which are defined to be “observable results of a process.”
CSO/EC TR 2477A alabhaoratac tha dafinition of 2n Antenran ac “Shearyahla racnly of thao c‘nr‘cessful
SOAECTR24774—elaberates—the-definition—of-an—outcome—as—observable—resultofthesu¢

hchievement of the process purpose.” Outcomes are measurable, tangible, technical or businéss|results
that are achieved by a process, for example, the results that are used by other processes. Qutcomes are
bbservable and assessable for a specific process.

A.3 The nature of requirements for a management system

Che requirements for management systems are generic and applicable to organizations in any industry
pbr economic sector. ISO 9000 identifies requirements as a “need or expectation that is stated, ggnerally
mplied or obligatory.”

A.4  The relationship of requirements to a process reference model

The PRM describes individual processes whereas ISO/IEC 27004is that part of the overall management
cystem, based on a business risk approach, to establish, implement, operate, monitor, review, maintain
hnd improve information security.

Processes are instantiated within an organization —*0ften within a quality management syste¢m (e.g.
S0 9001 or ISO/IEC 27001).

SO/IEC 27001 defines the requirements for an ififormation security management system. Somg of the
Fequirements in ISO/IEC 27001 are broaderdhan the requirements for individual processes that can be
represented in a process reference model:

Some requirements are general requirements for an ISMS that are applicable across all processsg

%

For example, ISO/IEC 27001 statesin 5.1, Leadership and commitment:

5.1 Management commitment

Top management shall démonstrate leadership and commitment with respect to the informatioh secu-
rity management system by:

a) ensuring thednformation security policy and the information security objectives are establisled and
are compatiblewwith the strategic direction of the organization;

b) ensuring the integration of the information security management system requirements ifto the
organization’s processes;

c)-ensuring that the resources needed for the information security management system are avdilable,

4 ) CoTmmuITicating the Importarnce of ef fective Mo Tation SECUTity aIagelent and of contorming to
the information security management system requirements;

e) ensuring that the information security management system achieves its intended outcome(s);

f) directing and supporting persons to contribute to the effectiveness of the information security man-
agement system;

g) promoting continual improvement; and

h) supporting other relevant management roles to demonstrate their leadership as it applies to their
areas of responsibility.
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Management system standards include general requirements and specific requirements. They include
specific requirements for a process including requirements for the interaction of processes.

Most of the specific requirements in ISO/IEC 27001 are contained in Annex A (Reference control
objectives and controls).

A5

Illustrative example

An example is presented to explain the relationship between the requirements perspective of processes

ICO/IRC 270NN o d bl o o o oo s amcin oot £I1CA/IDC DDNAND
\ ] o J

(i.e. fro
is that
terms ¢
ISO/IE(

A5.1

Each pj
inform
Specific
subclay
wider t|

Table A

11 thC ViCVV puint Uf lsJ\_I/ g v ¥4 UU.L) aﬁd thc prU\,CDD lJCl DPCL‘I—.;VC Ul an\J/ ) § ] JUVUL. Thc CAamp}
bf the Audit process. This process is well understood in terms of its expected outcomes (i.e\in
f the needs of conformity assessment), and it also has a comprehensive set of requirements’in
27001.

Audit requirements and the Audit process

ocess in 5.2 to 5.27 is supported by a Requirements traceability section. ThisZsection provideg
tion about requirements that are supported by the process outcomes in this Technica
ation. In most cases, the process outcomes are supported by requdirements from severa
ses, indicating that requirements for a process that is implemented within an ISMS are generally
han the headline subclause associated with it.

outcom

Tal

.1 illustrates the relationship between the PRM process perspective (i.e. as indicated by the
es) and the requirements perspective, as indicated by the défined requirements.

ble A.1 — The Internal Audit process: Process outcome and requirements perspective

PRM process perspective ISO/IEC 27001 requirements perspective

Proce
outcor

'S Process outcome description | Reference Requirement definition
he

1

the scope and purpose of each 9.2 a) conforms to 1) the organization’s own requirements
audit is defined; for its information security management system; and
2) the requirements of this International Standard;

A.18.2.3 |Information systems shall be [regularly] reviewed for
compliance with the organization’s information security
policies and standards.

the objectivity and impartiality of 9.2 The organization shall: e) select auditors and conduct
the conduct of audits andselection audits that ensure objectivity and the impartiality of
of auditors are assured; the audit process;
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PRM process perspective

ISO/IEC 27001 requirements perspective

Process
outcome

Process outcome description

Reference

Requirement definition

is determined;

3 conformity of selected services,
products and processes with re-
quirements, plans and agreements

9.2

The organization shall conduct internal audits [at
planned intervals] to provide information on whether
the information security management system:

A15.2.1

Organizations shall regularly [monitor, review] and

audit supplier service delivery.

A.18.2.1

The organization’s approach to managing.infofmation
security and its implementation (i.e. control objectives,
controls, policies, processes and procedures for infor-
mation security) shall be reviewed.independgntly [at
planned intervals or when sigiificant changeq occur.]

A.18.2.2

Managers shall [regularly}review the compliance of
information processing‘and procedures withfn their
area of responsibility with the appropriate decurity
policies, standards ahd any other security requirements.

Managers shallregularly [review] the compljance of
information processing and procedures withjn their
area of responsibility with the appropriate security
policiesystandards and any other security requirements.

4 Audit results are produced.

9.2

The-brganization shall: g) [retain documentef infor-
mation as evidence of the audit programme(s)] and
the audit results.

A.6

Associations of requirements with.process outcomes

Cable A.2 identifies subclauses and singular@equirements and associated outcomes.

Table A.2 — Association of ISO/IEC 27001 requirements with process outcomes

ISO/IEC 27001:2013 Common Integrated Management Processes
Understanding the organization and its|04.1 TOP.1 Leadership
context 1. The context of the organization, ip-
1. The organization shall determine exter- cluding the expectations of its intergsted
nal and internal issues that/are relevant parties, are understood and analysdd.
to its purpose and that affect its ability to
achieve the intended’outcome(s) of its in-
formation security.management system.
Understanding the needs and expecta- |04.2 TOP.1 Leadership
tions of interested parties 1. The context of the organization, ip-
1. The organization shall determine: a) cluding the expectations of its intergsted
interested parties that are relevant to the parties, are understood and analysdd.
information security management system;
lanInrcfnnrh'ng theneeds and nvl;_\nrl-n 04.2 TOP1 L nndnrchip
tions of interested parties 1. The context of the organization, in-
2. The organization shall determine: b) cluding the expectations of its interested
the requirements of these interested par- parties, are understood and analysed.
ties relevant to information security.
Determining the scope of the informa- |04.3 TOP.1 Leadership
tion security management system 2. The scope of management system activ-
1. The organization shall determine the ities is defined, taking the context of the
boundaries and applicability of the infor- organization into consideration.
mation security management system to
establish its scope.
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Table A.2 (continued)

ISO/IEC 27001:2013

Common Integrated Management Processes

Determining the scope of the informa-
tion security management system

2. When determining this scope, the or-
ganization shall consider: a) the external
and internal issues referred to in 4.1; b)
the requirements referred to in 4.2; and
c) interfaces and dependencies between

04.3

TOP.1

Leadership

2. The scope of management system activ-
ities is defined, taking the context of the
organization into consideration.

activitips performed by the organization,
and thqgse that are performed by other
organizations.

Determining the scope of the informa-
tion sefurity management system

3. The dcope shall be available as docu-
mented information.

04.3

COM.02

Documentation management
1. Documented information to(be-managed
is identified.

Informjation security management
syste

1. The qrganization shall establish, imple-
ment, maintain and continually improve
an infoymation security management sys-
tem, in pccordance with the requirements
of this International Standard.

04.4

TOP.1

Leadership
4. The management.system and operation-
al process strategy,is determined.

Leaderjship and commitment

1. Top rhanagement shall demonstrate
leadership and commitment with respect
to the information security management
system|by: a) ensuring the information se-
curity policy and the information security
objectiyes are established and are com-
patible jwith the strategic direction of the
organization; b) ensuring the integration
of the ipformation security management
system|requirements into the organi-
zation'y processes; ) ensuring that the
resourdes needed for the information se-
curity tnanagement system are available;
d) comrnunicating the importance ¢f'ef-
fective [nformation security management
and of donforming to the infopniation se-
curity inanagement system tequirements;
e) ensufing that the information security
managg¢ment system ac¢hieves its intended
outcomie(s); f) directingand supporting
persons to contrjbute to the effectiveness
of the information‘security management
system| g) promioting continual improve-
ment; and-h)supporting other relevant
managément roles to demonstrate their

05.1

TOP.1

Leadership

5¢/Commitment and leadership with
respect to the management system is
demonstrated.

leadership as it applies to their areas of
responsibility.

Leadership and commitment

2. Top management shall demonstrate
leadership and commitment with respect
to the information security management
system by: d) communicating the impor-
tance of effective information security
management and of conforming to the
information security management system
requirements;

05.1

COM.01

Communication management
6. Information products are communicated
to interested parties.
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Common Integrated Management Processes

Policy 05.2 TOP.1 Leadership

1. Top management shall establish an in- 3. The management system policy and
formation security policy that: a) is appro- objectives are defined.

priate to the purpose of the organization;

b) includes information security objectives

(see 6.2) or provides the framework for

setting information security objectives: c)

includes a commitment to satisfy applica-

ble requirements related to information

security; and d) includes a commitment to

continual improvement of the information

security management system.

Policy 05.2 COM.02 Documentation management

2. The information security policy shall: e) 1. Documented information to be mhnaged
be available as documented information; is identified.

Policy 05.2 COM.01 Communication management

3. The information security policy shall: f) 6. Information products are commupicated
be communicated within the organization; to inteérested parties.

Policy 05.2 COM.02 Documentation management

4. The information security policy shall: 6. Documented information is availgble to
g) be available to interested parties, as designated parties.

appropriate.

Organizational roles, responsibilities [05.3 COM.09 Operational implementation and|con-
and authorities trol

1. Top management shall ensure that the 1. The required roles, responsibilitigs and
responsibilities and authorities for roles authorities are allocated.

relevant to information security are as-

signed [and communicated.]

Organizational roles, responsibilities |[05:3 COM.01 Communication management

and authorities 6. Information products are commupicated
2. Top management shall ensure that the to interested parties.

responsibilities and authorities for,roles

relevant to information security are{as-

signed and] communicated.

Organizational roles, responsibilities [05.3 COM.08 |Operational planning

and authorities 5. The required competencies and roles for
3. Top management [shall‘assign] the re- performing the process are identifig¢d.
sponsibility and authority for: a) ensuring

that the information'security manage-

ment system eonforms to the require-

ments of this International Standard; and

b) reportingon the performance of the

information security management system

to tep/management.

General 06.1.1 COM.08 Operational planning

T-When planning for the mformation se-
curity management system, the organiza-
tion shall consider the issues referred to in
4.1 and the requirements referred to in 4.2
[and determine the risks and opportuni-
ties that need to be addressed to: a) ensure
the information security management sys-
tem can achieve its intended outcome(s);
b) prevent, or reduce, undesired effects;
and c) achieve continual improvement.]

T. PTOCESS Needs and requirements are
identified.
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Table A.2 (continued)

ISO/IEC 27001:2013

Common Integrated Management Processes

General

2. [When planning for the informa-
tion security management system, the
organization shall consider the issues
referred to in 4.1 and the requirements
referred to in 4.2 and] determine the
risks and opportunities that need to be

06.1.1

COM.11

Risk and opportunity management
1. Risks are identified.

addresged to: a) ensure the information
security management system can achieve
its intepded outcome(s); b) prevent, or
reduceundesired effects; and c) achieve
continyal improvement.

Generdl
3. The grganization shall plan: d) actions
to addrpss these risks and opportunities;
and e) how to 1) integrate and imple-
ment tHese actions into its information
security management system processes;
and 2) ¢valuate the effectiveness of these
actions

06.1.1

COM.08

Operational planning
8. Plans for the deployment of the process
are developed.

Informlation security risk assessment
1. The grganization shall define [and
apply] dn information security risk as-
sessmeht process that: a) establishes and
maintajns information security risk cri-
teria thiat include: 1) the risk acceptance
criterig; and 2) criteria for performing
information security risk assessments;

06.1.2

COM.08

Operational planning
1. Process needs and requirements are
identified.

Informlation security risk assessment
2. [Thelorganization shall define [and
apply] dn information security risk as-
sessmept process that: a) establishes and
maintajns information security risk cri-
teria thiat include:] 1) the risk acceptance
criterig [and 2) criteria for performing
information security risk assessments;]

06.1.2

€OM.08

Operational planning
1. Process needs and requirements are
identified.

Informlation security risk assessment
3. [Thelorganization shall define' [and
apply] 9n information securxity risk as-
sessmept process that: aJ€stablishes and
maintajns information security risk cri-
teria thiat include: E)s;the risk acceptance
criterig; and] 2).€riteria for performing
information sécurity risk assessments;

06.1.2

COM.08

Operational planning
1. Process needs and requirements are
identified.

Informjation security risk assessment
4, The“Jrganization shall [define and]

06.1.2

COM.09

Operational implementation and con-
trol

apply an information security risk as-
sessment process that: a) establishes and
maintains information security risk cri-
teria that include: 1) the risk acceptance
criteria; and 2) criteria for performing
information security risk assessments;

3. Actions required to achieve the manage-
ment system objectives are implemented.

Information security risk assessment
5.b) ensures that repeated information
security risk assessments produce con-
sistent, valid and comparable results;

06.1.2

COM.09

Operational implementation and con-
trol

4. Suitability and effectiveness of the
actions taken to achieve the management
system objectives are reviewed.

28

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=c76c69c9e50f84c16ff6cff9f04f649d

Table A.2 (continued)

ISO/IEC TS 33052:2016(E)

ISO/IEC 27001:2013

Common Integrated Management Processes

Information security risk assessment
6. ) identifies the information security
risks: 1) apply the information security
risk assessment process to identify risks
associated with the loss of confidentiality,
integrity and availability for information
within the scope of the information secu-

06.1.2

COM.11

Risk and opportunity management
1. Risks are identified.

rity management system; and 2) identify
the risk owners;

Information security risk assessment

7. d) analyses the information security
risks: 1) assess the potential consequenc-
es that would result if the risks identified
in 6.1.2 ¢) 1) were to materialize; 2) assess
the realistic likelihood of the occurrence
of the risks identified in 6.1.2 ¢) 1); and 3)
determine the levels of risk;

06.1.2

COM.11

Risk and opportunity management
2. ldentified risks are analysed.

Information security risk assessment
8. e) evaluates the information securi-

ty risks: 1) compare the results of risk
analysis with the risk criteria established
in 6.1.2 a); and 2) prioritise the analysed
risks for risk treatment.

06.1.2

COM.11

Risk and opportunity management
3. Risks are evaluated against defingd
criteria.

Information security risk assessment
9. The organization shall retain docu-
mented information about the informa-
tion security risk assessment process.

06.1.2

CONLO2Z

Documentation management
1. Documented information to be mhnaged
is identified.

Information security risk treatment

1. The organization shall define [and
apply] an information security risk treat-
ment process to: a) select appropriate int
formation security risk treatment options,
taking account of the risk assessment
results; b) determine all controls'that are
necessary to implement the ififormation
security risk treatment option(s) chosen;
c) compare the controls determined in
6.1.3 b) above with those in Annex A and
verify that no necessary controls have
been omitted; d)\produce a Statement of
Applicabilitythat contains the necessary
controls [see-6.1.3 b) and c)] and justifi-
cation fot ihclusions, whether they are
implerfiented or not, and the justification
for€xclusions of controls from Annex A;
e)formulate an information security risk

06.1:3

COM.08

Operational planning
1. Process needs and requirements aire
identified.

LI CALUITITIIU pldll, dlld f) U‘Ul,dill I lbk OWIICI b’
approval of the information security risk
treatment plan and acceptance of the
residual information security risks.

Information security risk treatment
2. The organization shall [define and]
apply an information security risk treat-
ment process to...

06.1.3

COM.09

Operational implementation and con-
trol

3. Actions required to achieve the manage-
ment system objectives are implemented.

Information security risk treatment
3. e) formulate an information security
risk treatment plan; and

06.1.3

COM.11

Risk and opportunity management
4. Risks are selected for treatment.
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Common Integrated Management Processes

plans to achieve them

8. When planning how to achieve its infor-
mation security objectives, the organiza-
tion shall determine: g) what resources
will be required;

Information security risk treatment 06.1.3 COM.02 Documentation management

4.f) obtain risk owners’ approval of the 5. Documented information is released
information security risk treatment plan according to defined criteria.

and acceptance of the residual informa-

tion security risks.

Information security risk treatment 06.1.3 COM.02 Documentation management

5. The ( I sauibqtiuu Dha}} I thlill dULu 1. DU\. ulllCllth illfUl 1llCltiUll tU bC 1116[11(15Cd
mented information about the informa- is identified.

tion sedurity risk treatment process

Informlation security objectives and 06.2 TOP.1 Leadership

plans tp achieve them 3. The management system poliGy,and
1. The drganization shall establish infor- objectives are defined.

mationfsecurity objectives at relevant

functiops and levels.

Informjation security objectives and 06.2 TOP.1 Leadership

plans tp achieve them 3. The managemerit'system policy and
2. The information security objectives objectives are defired.

shall: a] be consistent with the informa-

tion sedurity policy; b) be measurable (if

practicpble); c) take into account applica-

ble information security requirements,

and risk assessment and risk treatment

resultsj d) be communicated; and e) be

updategl as appropriate.

Information security objectives and 06.2 COM.10 Performance evaluation

plans tp achieve them 1. Performance monitoring and measure-
3. The information security objectives ment needs are defined.

shall: b) be measurable (if practicable);

Information security objectives and 06.2 COM.01 Communication management

plans tp achieve them 6. Information products are communicated
4. The information security objectives to interested parties.

shall: d) be communicated;

Information security objectives and 06.2 COM.02 Documentation management

plans tp achieve them 3. The documented information content
5. The information security objectites status is known.

shall: €] be updated as appropriate.

Information security objegctives and 06.2 COM.02 Documentation management

plans tp achieve them 1. Documented information to be managed
6. The qrganization shathretain docu- is identified.

mented information gh the information

security objectives!

Information security objectives and 06.2 COM.08 Operational planning

plans tp achieve them 1. Process needs and requirements are
7. When planning how to achieve its infor- identified.

mation|seeurity objectives, the organiza-

tion shall determine: f) what will be done;

Information security objectives and 06.2 COM.08 Operational planning

6. The required resources for performing
the process are identified.
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4. The organization shall: c) [where
applicable, take actions to acquire the
necessary competence, and] evaluate the
effectiveness of the actions taken; and

Information security objectives and 06.2 COM.08 Operational planning
plans to achieve them 5. The required competencies and roles for
9. When planning how to achieve its performing the process are identified.
information security objectives, the or-
ganization shall determine: h) who will be
responsible;
'l'ﬁfﬁfma'ﬁﬂﬂ'seeﬁri't‘yhﬂb'i‘ecﬁveﬁud 062 €OM-68 GPCI qt;uua'l‘p'l'auu;us
plans to achieve them 8. Plans for the deployment of theprocess
10. When planning how to achieve its are developed.
information security objectives, the or-
ganization shall determine: i) when it will
be completed; and
Information security objectives and 06.2 COM.08 Operational planning
plans to achieve them 7. Methods for mienitoring the effective-
11. When planning how to achieve its ness and suitability of the process afe
information security objectives, the determined.
organization shall determine: j) how the
results will be evaluated.
Resources 07.1 COM.08 Operational planning
1. The organization shall determine [and 6. The required resources for performing
provide] the resources needed for the the process are identified.
establishment, implementation, mainte-
nance and continual improvement of the
information security management system.
Resources 07.1 COM.09 |Operational implementation and |con-
2. The organization shall [determine and] trol
provide the resources needed for the 2. The required resources are allocgted
establishment, implementation, mainte- and applied.
nance and continual improvement of the
information security management system,
Competence 07.2 COM.08 Operational planning
1. The organization shall: a) determine 5. The required competencies and rples for
the necessary competence of person(s) performing the process are identifigd.
doing work under its control that affects
its information security perforimance;
COM.03 Human resource management
1. The competencies required by th¢
organization to produce products and
services are identified.
Competence 07.2 COM.03 Human resource management
2. The orgatization shall: b) ensure that 3. Understanding of role and activitles
these pefisons are competent on the basis in achieving organizational objectivles in
of apprepriate education, training, or product and service provision is defnon-
experience; strated by each individual.
Competence 07.2 COM.03 Human resource management
3. The organization shall: c) where 2. ldentified competency gaps are filled
applicable, take actions to acquire the through training or recruitment.
necessary competence, [and evaluate the
effectiveness of the actions taken; and]
Competence 07.2 COM.09 Operational implementation and con-

trol

4. Suitability and effectiveness of the
actions taken to achieve the management
system objectives are reviewed.
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1. The organization’s information security
management system shall include: a)
documented information required by this
International Standard; and b) docu-
mented information determined by the
organization as being necessary for the
effectiveness of the information security
management system.

Competence 07.2 COM.02 Documentation management

5. The organization shall: d) retain 1. Documented information to be managed
appropriate documented information as is identified.

evidence of competence.

Awareness 07.3 COM.03 Human resource management

1. Persons doing work under the organ- 3. Understanding of role and activities
lZatlon, L,Ulltl U} aha}} bC avwdl T Uf. d) ill Cl\.hiCVills Ul 5auibatiuual UbjCLtiVCD ill
the infqrmation security policy; b) their product and service provision is demon-
contribjution to the effectiveness of the strated by each individual.

information security management sys-

tem, in¢luding the benefits of improved

information security performance; and c)

the implications of not conforming to the

informgtion security management system

requirgments.

Communication 07.4 COM.01 Communication management

1. The qrganization shall determine the 1. Information centent is defined in terms
need fof internal and external commu- of identified communication needs and
nicatiops relevant to the information requiremerits;

security management system including: a)

on whaf to communicate;

Communication 07.4 COM.01 Communication management

2. The qrganization shall determine the 4¢Events that require communication
need fof internal and external commu- actions are identified.

nicatiops relevant to the information

security management system including:

b) when to communicate;

Communication 07.4 €COM.01 Communication management

3. The qrganization shall determine the 2. Parties to communicate with are identi-
need fof internal and external commu- fied.

nicatiofis relevant to the information

security management system including: c)

with whom to communicate;

Communication 07.4 COM.01 Communication management

4. The ¢rganization shall determinethe 3. The party responsible for the communi-
need fof internal and external commu- cation is identified.

nicatiofs relevant to the information

security management system-including:

d) whoishall communicate;

Commuynication 07.4 COM.01 Communication management

5. The qrganization.shall determine the 5. The channel for the communication is
need fof internakand external commu- selected.

nicatiops relevant'to the information

security management system including:

e) the processes by which communication

shall bd-effected

General 07.5.1 TOP.1 Leadership

4. The management system and operation-
al process strategy is determined.
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6. e) control of changes (e.g. version con-
trol); and

Creating and updating 07.5.2 COM.02 Documentation management

1. When creating and updating document- 2. The forms of documented information

ed information the organization shall representation are defined.

ensure appropriate: a) identification and

description (e.g. a title, date, author, or

reference number);

'erea-t-i-ng-aﬂd-u-pd'atius 0F52 COM-O2 Dut.ulucuta't‘i‘ﬁ‘lrma‘ﬂ'a'ge‘lﬂeﬂt_

2. When creating and updating document- 2. The forms of documented information

ed information the organization shall en- representation are defined.

sure appropriate: b) format (e.g. language,

software version, graphics) and media

(e.g. paper, electronic); and

Creating and updating 07.5.2 COM.02 Documentation niapagement

3. When creating and updating docu- 2. The forms of decumented information

mented information the organization representation are defined.

shall ensure appropriate: c) review [and

approval] for suitability and adequacy.

Creating and updating 07.5.2 COM.02 Documentation management

4. When creating and updating docu- 5, Documented information is released

mented information the organization according to defined criteria.

shall ensure appropriate: c) [review and]

approval for suitability and adequacy.

Control of documented information 07.5.3 TOR.T Leadership

1. Documented information required by 4. The management system and opefation-

the information security management al process strategy is determined.

system and by this International Stand-

ard shall be controlled to ensure: a) it is

available and suitable for use, where and

when it is needed; and b) it is adequately

protected (e.g. from loss of confidentiality,

improper use, or loss of integrity).For the

control of documented information, the

organization shall address the following

activities, as applicable: c) distribution,

access, retrieval and use; d) sterage and

preservation, including the'preservation

of legibility; e) control of ehanges (e.g.

version control); and.f) petention and

disposition.

Control of docamented information 07.5.3 COM.02 Documentation management

2.a) itis available and suitable for use, 6. Documented information is available to

where and when it is needed; and designated parties.

Contrel-ef documented information 07.5.3 COM.02 Documentation management

3. b) itis adequately protected (e.g. from 4. Documented information is current,

lgss of confidentiality, improper use, or complete and valid.

losS nFI'thgvH'y)

Control of documented information 07.5.3 COM.02 Documentation management

4. ¢) distribution, access, retrieval and use; 6. Documented information is available to
designated parties.

Control of documented information 07.5.3 COM.02 Documentation management

5.d) storage and preservation, including 7. Documented information is archived, or

the preservation of legibility; disposed of, as required.

Control of documented information 07.5.3 COM.02 |Documentation management

3. The documented information content
status is known.
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2. [The organization shall perform
information security risk assessments]

at planned intervals or when significant
changes are proposed or occur, [taking ac-
count of the criteria established in 6.1.2 a).]

Control of documented information 07.5.3 COM.02 Documentation management
7. f) retention and disposition. 7. Documented information is archived, or
disposed of, as required.
Control of documented information 07.5.3 COM.02 Documentation management
8. Documented information of external 2. The forms of documented information
origin, determined by the organization representation are defined.
toben cessary forthe p}auulus atre
operatipn of the information security
managé¢ment system, shall be identified as
appropriate, and controlled.
Operatjional planning and control 08.1 TOP.1 Leadership
1. The drganization shall plan, implement 4. The management system and bperation-
and conjtrol the processes needed to meet al process strategy is determjned.
information security requirements, and to
implemlent the actions determined in 6.1.
Operatjional planning and control 08.1 COM.09 Operational implementation and con-
2. The qrganization shall also implement trol
plans t¢ achieve information security 3. Actions required to achieve the manage-
objectiyes determined in 6.2. ment system.ebjectives are implemented.
Operational planning and control 08.1 COM.02 Documeéntation management
3. The qrganization shall keep document- 7. Doetimented information is archived, or
ed information to the extent necessary to dispgsed of, as required.
have confidence that the processes have
been cqrried out as planned.
Operadional planning and control 08.1 COM.09 Operational implementation and con-
4. The qrganization shall [control planned trol
changef] and review the consequences of 4. Suitability and effectiveness of the
uninterjded changes, taking action to miti- actions taken to achieve the management
gate any adverse effects, as necessary. system objectives are reviewed.
Operational planning and control 08.1 COM.09 Operational implementation and con-
5. The grganization shall control planned trol
changep [and review] the consequences 4. Suitability and effectiveness of the
of uninfended changes, taking action to actions taken to achieve the management
mitigate any adverse effects, as necessary. system objectives are reviewed.
COM.09 Operational implementation and con-
trol
5. Deviations from planned arrange-
ments are corrected when targets are not
achieved.
Operational planning-and control 08.1 TOP.1 Leadership
6. The grganizatien'shall ensure that 4. The management system and operation-
outsouyced processes are determined and al process strategy is determined.
controljed.
Informiation security risk assessment |08.2 COM.11 Risk and opportunity management
1- Theng?eauibatiuu oha“ lJCl lcUl 11T ;ll 1- R;D}\D darc ;dcut;f;cd.
formation security risk assessments [at
planned intervals or when significant
changes are proposed or occur], taking ac-
count of the criteria established in 6.1.2 a).
Information security risk assessment |08.2 COM.08 Operational planning

8. Plans for the deployment of the process
are developed.
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1. The organization shall conduct internal
audits [at planned intervals] to provide
information on whether the information
security management system:

Information security risk assessment [08.2 COM.02 Documentation management

3. The organization shall retain docu- 1. Documented information to be managed
mented information of the results of the is identified.

information security risk assessments.

Information security risk treatment 08.3 COM.11 Risk and opportunity management

1. The organization shall implement the 5. Selected risks are treated.

illfUl 111(1tiUll oCLUIL 1t_y I lb}\ tl Cﬂtlllcllt p}au.

Information security risk treatment 08.3 COM.02 Documentation management

2. The organization shall retain docu- 1. Documented information to.be mpanaged
mented information of the results of the is identified.

information security risk treatment.

Monitoring, measurement, analysis 09.1 COM.10 Performance evaluation

and evaluation 5. The collected performance data is

1. The organization shall evaluate the analysed.

information security performance and the

effectiveness of the information security

management system.

Monitoring, measurement, analysis 09.1 COM.10 Performance evaluation

and evaluation 1¢ Performance monitoring and megsure-
2. The organization shall determine: a) ment needs are defined.

what needs to be monitored and meas-

ured, including information security

processes and controls;

Monitoring, measurement, analysis 09.1 €OM.10 Performance evaluation

and evaluation 3. Performance measurement meth¢ds,

3. b) the methods for monitoring, meas- supportive of the performance measgures,
urement, analysis and evaluation, as are identified.

applicable, to ensure valid results;

Monitoring, measurement, analysis 09.1 COM.08 Operational planning

and evaluation 8. Plans for the deployment of the process
4. c) when the monitoring and measuring are developed.

shall be performed;

Monitoring, measurement, analysis 09.1 COM.08 Operational planning

and evaluation 5. The required competencies and rples for
5. d) who shall monitor apd'\measure; performing the process are identifigd.
Monitoring, measurement, analysis 09.1 COM.08 Operational planning

and evaluation 8. Plans for the deployment of the pfocess
6. e) when the restlts from monitoring are developed.

and measuremént shall be analysed and

evaluated; ahd

Monitoring; measurement, analysis 09.1 COM.08 Operational planning

and evaluation 5. The required competencies and rples for
7. £y wiho shall analyse and evaluate these performing the process are identifig¢d.
résults.

Monitoring, measurement, analysis 09.1 COM.02 Documentation management

and evaluation 1. Documented information to be managed
8. The organization shall retain appropri- is identified.

ate documented information as evidence

of the monitoring and measurement

results.

Internal audit 09.2 COM.05 Internal audit

3. Conformity of selected services, prod-
ucts and processes with requirements,
plans and agreements is determined.
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12. The organization shall: g) retain [doc-
umented] information as evidence [of the
audit programme(s) and the audit results.

Internal audit 09.2 COM.08 Operational planning

2. [The organization shall conduct 8. Plans for the deployment of the process

internal audits] at planned intervals [to are developed.

provide information on whether the infor-

mation security management system:|

Internal audit 09.2 COM.05 Internal audit

3. a) CO lfUl 1115 tU 1) thC Ul squibatiuu'a 1. Thc DLUIJC Cllld lJLll lJUDC Ulc Ccl\.h dudlt ib

own refuirements for its information defined.

security management system; and 2)

the reqpirements of this International

Standard;

Internal audit 09.2 COM.09 Operational implementatienand con-

4.D) is ¢ffectively implemented [and trol

maintajned]. 3. Actions required to achigve the manage-
ment system objectivesiare implemented.

Internal audit 09.2 COM.09 |Operational implementation and con-

5.b) is |effectively implemented] and trol

maintajned. 4. Suitability.and effectiveness of the
actions takento achieve the management
system pbjectives are reviewed.

Internal audit 09.2 COM.08 Operational planning

6. The qrganization shall: ¢) plan, estab- 8~Plans for the deployment of the process

lish, [inpplement and maintain] an audit are developed.

programme(s), including the frequency,

methods, responsibilities, planning re-

quiremgnts and reporting.

Internal audit 09.2 COM.09 Operational implementation and con-

7. The drganization shall: c) [plan, estab- trol

lish,] implement and maintain an audit 3. Actions required to achieve the manage-

programme(s), including the frequency, ment system objectives are implemented.

methods, responsibilities, planning re-

quirempnts and reporting.

Internal audit 09.2 COM.08 Operational planning

8. The drganization shall: The audit pro: 8. Plans for the deployment of the process

gramme(s) shall take into consideration are developed.

the importance of the processes ¢on-

cerned pnd the results of previous audits;

Internal audit 09.2 COM.05 Internal audit

9. The qrganization shatk d) define the 1. The scope and purpose of each auditis

audit ctfiteria and scepefor each audit; defined.

Internal audit 09.2 COM.05 Internal audit

10. The|organization shall: e) select 2. The objectivity and impartiality of the

auditors and‘cenduct audits that ensure conduct of audits and selection of auditors

objectiyity and the impartiality of the are assured.

audit process;

Internal audit 09.2 COM.01 Communication management

11. The organization shall: f) ensure that 6. Information products are communicated

the results of the audits are reported to to interested parties.

relevant management; and

Internal audit 09.2 COM.05 Internal audit

3. Conformity of selected services, prod-
ucts and processes with requirements,
plans and agreements is determined.
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2. [When a nonconformity occurs], the
organization shall: a) react to the noncon-
formity, and as applicable: 1) take action
to control and correct it; and

Internal audit 09.2 COM.02 Documentation management
13. [The organization shall: g) retain] 1. Documented information to be managed
documented [information as evidence is identified.
[of the audit programme(s) and the audit
results.]
Management review 09.3 COM.06 Management review
1. TUlJ 111(111(15C111511t aha}} I CViCVV thC 2. ThC atqtub dlld lJCl fUl IIIalIiccT Ulc al aCth-
organization’s information security man- ity or process are assessed in ternis|of the
agement system [at planned intervals] to established objectives.
ensure its continuing suitability, adequa-
cy and effectiveness.
Management review 09.3 COM.08 Operational planning
2. [Top management shall review the 8. Plans for the deployment of the pyocess
organization’s information security man- are developed.
agement system] at planned intervals [to
ensure its continuing suitability, adequa-
cy and effectiveness.]
Management review 09.3 COM.06 Management review
3. The management review shall include 1. The/objectives of the review are gstab-
consideration of: a) the status of actions lished.
from previous management reviews; b)
changes in external and internal issues
that are relevant to the information
security management system; c) feedback
on the information security performance,
including trends in: 1) non-conformities
and corrective actions; 2) monitoring and
measurement results; 3) audit results;
and 4) fulfilment of information security
objectives; d) feedback from interested
parties; e) results of risk assessment and
status of risk treatment plan; and f) op=
portunities for continual improventent.
Management review 09.3 COM.04 Improvement
4. The outputs of the management review 1. Opportunities for improvement afe
shall include decisions related to con- identified.
tinual improvement oppoxtunities and
any needs for changes\to'the information
security managementsystem.

COM.06 Management review

3. Risks, problems and opportunities for
improvement are identified.

Management review 09.3 COM.02 Documentation management
5. The’organization shall retain docu- 1. Documented information to be mhnaged
mented information as evidence of the is identified.
results nFmanagamnnf reviews
Nonconformity and corrective action |10.1 COM.07 Non-conformity management
1. When a nonconformity occurs... 1. Non-conformities are identified.
Nonconformity and corrective action |10.1 COM.07 Non-conformity management

2. Non-conformities are resolved and
closed.
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1. A set of policies for information securi-
ty shall be defined, [approved by man-

agement, published and communicated to
employees and relevant external parties.]

Nonconformity and corrective action |10.1 COM.07 Non-conformity management

3. [When a nonconformity occurs], the 4. The need for action to eliminate the
organization shall: b) evaluate the need causes of non-conformities is evaluated.
for action to eliminate the causes of non-

conformity, in order that it does not recur

or occur elsewhere, [by: 1) reviewing the

nonconformity: 2) determining the causes

of the nonconformity; and 3) determining

if similar nonconformities exist, or could

potentiplly occur;]

Nonconpformity and corrective action |10.1 COM.07 Non-conformity management

4. [Whgn a nonconformity occurs, the 3. The cause(s) of selected non-conformi-
organization shall: b) evaluate the need ties is determined.

for actipn to eliminate the causes of

nonconfformity, in order that it does not

recur of occur elsewhere, by: 1) review-

ing the ponconformity;] 2) determining

the caupes of the non-conformity; and 3)

determfining if similar nonconformities

exist, of could potentially occur;

Nonconformity and corrective action |10.1 COM.07 Non-conformity management

5. [Whgn a non-conformity occurs], the 5. A-sélected action proposal is implement-
organization shall: c) implement any ed

action peeded;

Nonconformity and corrective action |10.1 COM.07 Non-conformity management

6. [Whgn a nonconformity occurs], the or- 6. The effectiveness of changes to elimi-
ganizatfion shall: d) review the effective- nate the non-conformities is confirmed.
ness of pny corrective action taken; and

Nonconformity and corrective action |10.1 COM.07 Non-conformity management

7. [Whdn a nonconformity occurs], the 5. A selected action proposal is implement-
organization shall: e) make changes to ed.

the infgrmation security management

system| if necessary.

Nonconpformity and corrective action, °{10.1 COM.07 Non-conformity management

8. Corr¢ctive actions shall be appropri- 4. The need for action to eliminate the
ate to the effects of the nonconformities causes of non-conformities is evaluated.
encounfered.

Nonconlformity and corregctive action |10.1 COM.02 Documentation management

9. The dqrganization shall ¥etain docu- 1. Documented information to be managed
mented information as‘eyidence of: f) is identified.

the natpre of the nenconformities and

any suljsequent actions taken, and g) the

resultsjof any eerrective action.

Continpalimprovement 10.2 TOP.1 Leadership

1. The grganization shall continually 4. The management system and operation-
improvethe suitability, adequacy and al process strategy 1s determined.
effectiveness of the information security

management system.

Policies for information security A.05.1.1 TOP.1 Leadership

3. The management system policy and
objectives are defined.
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agement

1. Information security shall be addressed
in project management, regardless of the
type of the project.

Policies for information security A.05.1.1 COM.02 Documentation management

2. A set of policies for information securi- 5. Documented information is released

ty shall be [defined,] approved by manage- according to defined criteria.

ment, [published and communicated to

employees and relevant external parties.]

Policies for information security A.05.1.1 COM.02 Documentation management

3. A DCt Uf lJU}lLlCD fUl illfUl llldtiUll DC\.uli (J. DU\.ulllcllth illfUl lllatiUll ib qvqi}( ble tO
ty shall be [defined, approved by manage- designated parties.

ment,] published [and communicated to

employees and relevant external parties.]

Policies for information security A.05.1.1 COM.01 Communication managenment

4. A set of policies for information securi- 6. Information produets’are commujicated
ty shall be [defined, approved by manage- to interested partiés:

ment, published and] communicated to

employees and relevant external parties.

Review of the policies for information |A.05.1.2 COM.09 Operationalimplementation and|con-
security trol

1. The policies for information security 4. Suitability and effectiveness of the
shall be reviewed [at planned intervals] actions taken to achieve the manag¢ment
or if significant changes occur to ensure system objectives are reviewed.

their continuing suitability, adequacy and

effectiveness.

Review of the policies for information |A.05.1.2 CoM.08 Operational planning

security 8. Plans for the deployment of the process
2. The policies for information security are developed.

[shall be reviewed] at planned intervals

or if significant changes occur to ensure

their continuing suitability, adequacy and

effectiveness.

Information security roles and respon+JA.06.1.1 COM.08 Operational planning

sibilities 5. The required competencies and rples for
1. All information security responsibili- performing the process are identifigd.
ties shall be defined [and allocated}-

Information security roles and respon- |A.06.1.1 COM.09 Operational implementation and|con-
sibilities trol

2. All information security responsibili- 1. The required roles, responsibilities and
ties shall be [defined and] allocated. authorities are allocated.

Segregation of duties A.06.1.2 COM.08 |Operational planning

1. Conflicting duties and areas of respon- 5. The required competencies and rples for
sibility shall be ségregated to reduce performing the process are identifigd.
opportunitiesfor unauthorized or unin-

tentionalumodification or misuse of the

organization’s assets.

Contact with authorities A.06.1.3 COM.01 Communication management
1..Appropriate contacts with relevant 2. Parties to communicate with are jdenti-
authorities shall be maintained. fied.

Contact with special interest groups A.06.1.4 COM.01 Communication management

1. Appropriate contacts with special in- 2. Parties to communicate with are identi-
terest groups or other specialist security fied.

forums and professional associations

shall be maintained.

Information security in project man- |A.06.1.5 COM.08 Operational planning

1. Process needs and requirements are
identified.

© ISO/IEC 2016 - All rights reserved

39


https://standardsiso.com/api/?name=c76c69c9e50f84c16ff6cff9f04f649d

ISO/IEC TS 33052:2016(E)

Table A.2 (continued)

ISO/IEC 27001:2013

Common Integrated Management Processes

cation and training

1. All employees of the organization and,
where relevant, contractors shall receive
appropriate awareness education and
training and regular updates in organiza-
tional policies and procedures, as relevant
for their job function.

Mobile device policy A.06.2.1 COM.08 Operational planning
1. A policy and supporting security meas- 1. Process needs and requirements are
ures [shall be adopted] to manage the identified.
risks introduced by using mobile devices.
Mobile device policy A.06.2.1 COM.09 |Operational implementation and con-
2. A policy and supporting security meas- trol
ures shptbe qduptcd to hranage therisks IActionst Cbll.,{il ed-toachitevethe ratrage
introdyced by using mobile devices. ment system objectives are implemented.
Telewdrking A.06.2.2 COM.08 Operational planning
1.A poircy [and supporting security meas- 1. Process needs and requirements-aré
ures]| shall be implemented to protect identified.
information accessed, processed or stored
at teleworking sites.
Telewqrking A.06.2.2 COM.08 |Operational planning
2. A [pdlicy and] supporting security 3. The set of activities that transform the
measuiles [shall be implemented to pro- inputs into outputs is‘determined.
tect infprmation accessed, processed or
stored ft teleworking sites.]
Telewdrking A.06.2.2 COM.09 Operatienalimplementation and con-
3. A [pdlicy and supporting security meas- trol
ures] shall be implemented to protect 3. Actions required to achieve the manage-
information accessed, processed or stored ment'system objectives are implemented.
at teleworking sites.
Screenjing A.07.1.1 ORG.3 Human resource employment manage-
1. Background verification checks on all ment
candidgtes for employment shall be car- 2. Prospective employees are screened in
ried ouf in accordance with relevant laws, accordance with relevant laws, regulations
regulatjons and ethics and shall be pro- and ethics, and in proportional to the busi-
portional to the business requirements, ness requirements and the perceived risks.
the clagsification of the information to be
accessgd and the perceived risks.
Terms and conditions of employment ([A:07.1.2 ORG.3 Human resource employment manage-
1. The dontractual agreements with em- ment
ployeed and contractors shall state their 3. Prospective employees agree to the
and the organization’s responsibilities for terms and conditions of their employment
information security. contract.
ORG.3 Human resource employment manage-
ment
1. Roles and responsibilities of employees,
contractors and third-party users are
defined.
Managpment responsibilities A.07.2.1 ORG.3 Human resource employment manage-
1. Mandgementsshall require all employ- ment
ees and coentractors to apply information 4. The terms and conditions of employ-
security insaccordance with the estab- ment are applied.
lished policies and procedures of the
organization.
Information security awareness, edu- |A.07.2.2 COM.03 Human resource management

3. Understanding of role and activities
in achieving organizational objectives in
product and service provision is demon-
strated by each individual.
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2. Rules for the acceptable use of infor-
mation and of assets associated with
information and information processing
facilities shall be [identified,] documented
[and implemented.]

Disciplinary process A.07.2.3 ORG.3 Human resource employment manage-
1. There shall be a formal [and communi- ment

cated] disciplinary process in place to take 6. Disciplinary measures are applied to
action against employees who have com- employees that have committed a breach
mitted an information security breach. of the agreed conditions of employment.
Disciplinary process A.07.2.3 COM.01 Communication management

2. ThCl C Dhcl]ll lI:IC d [fUl lllol} dlld] LUllllllulli (J. IllfUl 1uatiuu lJl UduLtD dal'T LUlllllllmiCated
cated disciplinary process in place to take to interested parties.

action against employees who have com-

mitted an information security breach.

Termination or change of employment |A.07.3.1 ORG.3 Human resource employment manage-
responsibilities ment I

1. Information security responsibilities 7. Responsibilities fogperforming employ-
and duties that remain valid after termi- ment terminatiobrer change of employ-
nation or change of employment shall be ment are defined and assigned.

defined, [communicated to the employee

or contractor and enforced.]

Termination or change of employment |A.07.3.1 COM.01 Communication management
responsibilities 6, lafermation products are commupicated
2. Information security responsibilities touinterested parties.

and duties that remain valid after termi-

nation or change of employment shall be

[defined,] communicated to the employee

or contractor and enforced.

Inventory of assets A.08.1.1 ORG.1 Asset management

1. Assets associated with information and 1. I[tems requiring asset management are
information processing facilities shall identified.

be identified [and an inventory of these

assets shall be drawn up and maintained.]

Inventory of assets A.08.1.1 ORG.1 Asset management

2. [Assets associated with information 3. Assets are inventoried.

and information processing facilities-shall

be identified] and an inventory of these

assets shall be drawn up [and main-

tained.]

Inventory of assets A.08.1.1 ORG.1 Asset management

3. [Assets associated with information 5. Changes to assets under managerhent
and information proceéssing facilities shall are controlled.

be identified] and-an'inventory of these

assets shall bedrawn up] and maintained.

Ownership ofassets A.08.1.2 COM.08 |Operational planning

1. Assets\maintained in the inventory 5. The required competencies and rples for
shall be.owned. performing the process are identifigd.
Acceptable use of assets A.08.1.3 COM.08 Operational planning

1.-Rules for the acceptable use of infor- 1. Process needs and requirements are
mation and of assets associated with identified.

information and information processing

facilities shall be identified, [documented

and implemented.]

Acceptable use of assets A.08.1.3 COM.02 Documentation management

1. Documented information to be managed
is identified.
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Common Integrated Management Processes

2. Media shall be disposed of securely
when no longer required, [using formal
procedures.]

Acceptable use of assets A.08.1.3 COM.09 Operational implementation and con-
3. Rules for the acceptable use of infor- trol

mation and of assets associated with 3. Actions required to achieve the manage-
information and information processing ment system objectives are implemented.
facilities shall be [identified, documented

and] implemented.

Returmefassets A0814 OR63 Humanresotireeemploymentmanage—
1. All etpployees and external party users ment

shall refurn all of the organizational assets 8. Employees return all of the organi-

in their|possession upon termination of zation’s assets in their possession upon
their employment, contract or agreement. termination of employment.
Classifjcation of information A.08.2.1 ORG.1 Asset management

1. Information shall be classified in terms 2. Asset items are classified?

of legal|requirements, value, criticality

and serysitivity to unauthorised disclosure

or mod]|fication.

Labelling of information A.08.2.2 COM.08 |Operational planning

1. An a;[:)ropriate set of procedures for 3. The set ofactivities that transform the
informgtion labelling shall be developed inputs intosoutputs is determined.

[and implemented] in accordance with the

information classification scheme adopt-

ed by the organization.

Labell'*lg of information A.08.2.2 COM.09 Operational implementation and con-
2. An appropriate set of procedures for trol

information labelling shall be [developed 3. Actions required to achieve the manage-
and] implemented in accordance with the ment system objectives are implemented.
information classification scheme adopt-

ed by the organization.

Handlihg of assets A.08.2.3 COM.08 Operational planning

1. Proc¢dures for handling assets shall be 3. The set of activities that transform the
developjed and [implemented] in accord- inputs into outputs is determined.

ance with the information classification

scheme adopted by the organization.

Handlipg of assets A.08.2.3 COM.09 Operational implementation and con-
2. Proc¢dures for handling assets shall'be trol

[developed and] implemented in ac¢ord- 3. Actions required to achieve the manage-
ance with the information classification ment system objectives are implemented.
scheme adopted by the organization.

Managpment of remoyable media A.08.3.1 COM.08 Operational planning

1. Proc¢dures shall b€)[implemented] for 3. The set of activities that transform the
the mapagement ofiremovable media in inputs into outputs is determined.
accordgnce with‘the classification scheme

adopted by the'organization.

Managpment of removable media A.08.3.1 COM.09 Operational implementation and con-
2. [Prog¢edures shall be] implemented [for trol

the management of removable media in 3. Actions required to achieve the manage-
accordance with the classification scheme ment system objectives are implemented.
adopted by the organization.]

Disposal of media A.08.3.2 COM.08 Operational planning

1. Media [shall be disposed of securely 3. The set of activities that transform the
when no longer required,] using formal inputs into outputs is determined.
procedures.

Disposal of media A.08.3.2 ORG.1 Asset management

5. Changes to assets under management
are controlled.
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Common Integrated Management Processes

1. Asset owners shall review users’ access
rights [at regular intervals.]

Physical media transfer A.08.3.3 ORG.1 Asset management

1. Media containing information shall be 5. Changes to assets under management
protected against unauthorized access, are controlled.

misuse or corruption during transporta-

tion.

Access control policy A.09.1.1 COM.08 |Operational planning

1. All dLUTOO LUlltl Ul }JU}IL)’ th}} bC catab 1. Pl ULTSS llCCdD ﬂlld I Cl{uil ClllClltD lre
lished, [documented and reviewed based identified.

on business and information security

requirements.]

Access control policy A.09.1.1 COM.02 Documentation management

2. An access control policy shall be [estab- 1. Documented information to be mpnaged
lished,] documented [and reviewed based is identified.

on business and information security

requirements].

Access control policy A.09.1.1 COM.09 |Operationalimplementation andcon-
3. An access control policy shall be [estab- trol

lished, documented and] reviewed based 4. Suitability and effectiveness of the

on business and information security actions taken to achieve the manag¢ment
requirements. system objectives are reviewed.

Access to networks and network ser-  |A.09.1.2 ORG.4 Infrastructure and work environment
vices 6. Access to the information resourdge is
1. Users shall only be provided with ac- controlled.

cess to the network and network services

that they have been specifically author-

ized to use.

User registration and deregistration |A.09.2:1 COM.08 |Operational planning

1. A formal user registration and de-regis- 1. Process needs and requirements are
tration process shall be [implemented] to identified.

enable assignment of access rights.

User registration and deregistration A.09.2.1 COM.09 Operational implementation and [con-
2. A formal user registration and dé-reg- trol

istration process shall be implemented to 3. Actions required to achieve the nlanage-
enable assignment of access rights. ment system objectives are implemé¢nted.
User access provisioning A.09.2.2 COM.09 Operational implementation and|con-
1. A formal user access-provisioning trol

process shall be implemented to assign or 3. Actions required to achieve the manage-
revoke access rights for all user types to ment system objectives are implemented.
all systems andrservices.

Managemerit/of privileged access rights|A.09.2.3 ORG.4 Infrastructure and work environment
1. The allecation and use of privileged 6. Access to the information resourde is
accessrights shall be restricted and con- controlled.

trolléd:

Management of secret authentication |A.09.2.4 COM.08 Operational planning

'i'ﬂ'fefmat;uu Uf uosSTI o 1- Pl ULLSOS llCCdD aud I Cl/lu;l ClllClltD re

1. The allocation of secret authentication identified.

information [shall be controlled through]

a formal management process.

Management of secret authentication |A.09.2.4 COM.09 |Operational implementation and con-
information of users trol

2. [The allocation of secret authentication 3. Actions required to achieve the manage-
information] shall be controlled [through ment system objectives are implemented.
a formal management process.]

Review of user access rights A.09.2.5 ORG.4 Infrastructure and work environment

6. Access to the information resource is
controlled.
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Common Integrated Management Processes

2. A policy on the use, protection and
lifetime of cryptographic keys shall be
[developed and] implemented through
their whole lifecycle.

Review of user access rights A.09.2.5 COM.08 Operational planning

2. Asset owners [shall review users’ ac- 8. Plans for the deployment of the process
cess rights] at regular intervals. are developed.

Removal or adjustment of access rights |A.09.2.6 ORG.3 Human resource employment manage-
1. The access rights of all employees and ment

external party users to information and 9. Employee access to information resourc-
informatton Pt U\.caaius facttittes-shatt estsremoved tpotT termimationof-thetr
be rem¢ved upon termination of their employment.

employjment, contract or agreement, or

adjusted upon change.

Use of $ecret authentication informa- |A.09.3.1 ORG.3 Human resource employmentmanage-
tion ment

1. Userg shall be required to follow the or- 3. Prospective employees dgree to the
ganizatfion’s practices in the use of secret terms and conditions of their employment
authentication information. contract.

Information access restriction A.09.4.1 ORG.4 Infrastructure and-work environment
1. Access to information and application 2. Access rights'to.the information re-
system|functions shall be restricted in source are defined.

accordgnce with the access control policy.

Secure|log-on procedures A.09.4.2 ORG.4 Infrastructure and work environment
1. Whefe required by the access control 6. Aceéss to the information resource is
policy, fccess to systems and applications controlled.

shall bqg controlled by a secure log-on

proceduyre.

Passw¢rd management system A.09.4.3 ORG. 4 Infrastructure and work environment
1. Passyvord management systems shall 6. Access to the information resource is
be intefactive and shall ensure quality controlled.

passwdrds.

Use of privileged utility programs A.09.4.4 ORG.4 Infrastructure and work environment
1. The yse of utility programs that might 7. The information resource is protected
be capable of overriding system and ap- from abuse.

plicatign controls shall be restricted and

tightly pontrolled.

Access|control to program source-code [A.09.4.5 ORG.4 Infrastructure and work environment
1. Acces$s to program source codeshall be 6. Access to the information resource is
restricted. controlled.

Policy pn the use of cryptagraphic A.10.1.1 COM.08 Operational planning

controls 1. Process needs and requirements are

1. A pollicy on the use of cryptographic identified.

controlf for protectidrof information

shall bg developed.[arid implemented.]

Policy pn the use of cryptographic A.10.11 COM.09 |Operational implementation and con-
controls trol

2. A poliicy-on the use of cryptographlc 3. Actions required to achieve the manage-
Controla IUT lJl ULCL LlUll Ul llll\Jl lllaLlUll lllCllt D)’ Dtclll Ubjcbt;VCD daltT ;LlllJ}ClllCllth-
shall be [developed and] implemented.

Key management A.10.1.2 COM.08 Operational planning

1. A policy on the use, protection and 1. Process needs and requirements are
lifetime of cryptographic keys shall be de- identified.

veloped [and implemented] through their

whole lifecycle.

Key management A.10.1.2 COM.09 |Operational implementation and con-

trol
3. Actions required to achieve the manage-
ment system objectives are implemented.
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Common Integrated Management Processes

1. Equipment shall be protected from
power failures and other disruptions
caused by failures in supporting utilities.

Physical security perimeter Al11.1.1 ORG.4 Infrastructure and work environment

1. Security perimeters shall be defined 1. The requirements for infrastructure and

[and used] to protect areas that contain work environment to support processes

either sensitive or critical information are defined.

and information-processing facilities.

Physical security perimeter Al11.1.1 ORG.4 Infrastructure and work environment

2. SCLL{I lty yCl illlCtCl S Dha‘l} lI:H: [dcﬁucd 5. Thc illfl abtl bl\.tul C aud vwUl }\ CIIV I'OH-

and] used to protect areas that contain ei- ment is controlled and maintained:

ther sensitive or critical information and

information-processing facilities.

Physical entry controls Al11.1.2 ORG.4 Infrastructure and work'énvironment

1. Secure areas shall be protected by 1. The requirementsforinfrastructfire and

appropriate entry controls to ensure that work environmentto,support procelsses

only authorized personnel are allowed are defined.

access.

Securing offices, rooms and facilities A11.1.3 ORG.4 Infrastructure and work environment

1. Physical security for offices, rooms and 1. The regirirements for infrastructyire and

facilities shall be designed [and applied]. work environment to support processes
aredefined.

Securing offices, rooms and facilities |A.11.1.3 ORG.4 Infrastructure and work environment

2. Physical security for offices, rooms and 5. The infrastructure and work environ-

facilities shall be [designed and] applied. ment is controlled and maintained.

Protecting against external and envi- |A.11.1.4 ORG.4 Infrastructure and work environment

ronmental threats 1. The requirements for infrastructyire and

1. Physical protection against natural dis- work environment to support processes

asters, malicious attack or accidents shall are defined.

be designed [and applied].

Protecting against external and envi- |A.11:1.4 ORG.4 Infrastructure and work environment

ronmental threats 5. The infrastructure and work environ-

2. Physical protection against natural dis- ment is controlled and maintained.

asters, malicious attack or accidents shall

be [designed and] applied.

Working in secure areas A.11.1.5 COM.08 Operational planning

1. Procedures for working in-secure areas 3. The set of activities that transform the

shall be designed [and applied.] inputs into outputs is determined.

Working in secure areas A.11.1.5 COM.09 Operational implementation and|con-

2. Procedures for working in secure areas trol

shall be [designed’and] applied. 3. Actions required to achieve the nlanage-
ment system objectives are implemé¢nted.

Delivery and'loading areas A11.1.6 ORG.4 Infrastructure and work environment

1. Access{points such as delivery and 5. The infrastructure and work environ-

loading:areas and other points where ment is controlled and maintained.

unauthorized persons could enter the

pfenises shall be controlled and, if possi-

b}c, ;au}atcd fl UIll ;llfUl lllat;Ull lJl U\,CDD;IIS

facilities to avoid unauthorized access.

Equipment siting and protection Al11.2.1 ORG.2 Equipment management

1. Equipment shall be sited and protected 1. Equipment is sited to minimize risk of

to reduce the risks from environmental environmental or other damage.

threats and hazards and opportunities for

unauthorized access.

Supporting utilities A11.2.2 ORG.2 Equipment management

2. Continuity in the provision of utilities
and services to equipment is assured.
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Common Integrated Management Processes

1. Changes to the organization, business
processes, information processing facili-
ties and systems that affect information
security shall be controlled.

Cabling security A11.2.3 ORG.2 Equipment management

1. Power and telecommunications cabling 1. Equipment is sited to minimize risk of
carrying data or supporting information environmental or other damage.

services shall be protected from intercep-

tion, interference or damage.

Equipment maintenance Al11.2.4 ORG.2 Equipment management

1. Equl lllCllt Dha}} bC CUI'l CLt}y llldill 3. Equiyulcut ib 1lldilltdillcd tU CIISuUI T ltb
tained fo ensure its continued availability continued availability and integrity.

and intggrity.

Removpl of assets A11.2.5 ORG.2 Equipment management

1. Equipment, information or software 6. Equipment relocation is contrelled.
shall nqt be taken off-site without prior

authorigation.

Security of equipment and assets A11.2.6 ORG.2 Equipment management

off-premises 4. Equipment used offsite is managed to
1. Secutity shall be applied to off-site ensure integrity of,operation.

assets faking into account the different

risks offworking outside the organiza-

tion’s premises.

Secure|disposal or reuse of equipment |A.11.2.7 ORG.2 Equipmént management

1. All items of equipment containing stor- 5. The'integrity of information is assured
age me(lia shall be verified to ensure that when equipment is withdrawn from

any sensitive data and licensed software sérvice.

has bedn removed or securely overwrit-

ten prigr to disposal or reuse.

Unattepded user equipment A11.2.8 ORG.4 Infrastructure and work environment
1. User§ shall ensure that unattended 5. The infrastructure and work environ-
equipment has appropriate protection. ment is controlled and maintained.
Clear desk and clear screen policy A11.2.9 COM.08 |Operational planning

1. A clear desk policy for papers and 1. Process needs and requirements are
removdble storage media and a clear identified.

screen policy for information processing

facilitigs [shall be adopted.]

Clear desk and clear screen policy A11.29 COM.09 Operational implementation and con-
2. A clefr desk policy for papers and trol

removable storage media and aclear 3. Actions required to achieve the manage-
screen policy for information processing ment system objectives are implemented.
facilitigds shall be adopted.

Documented operating procedures A12.11 COM.08 |Operational planning

1. Operpting proceduves [shall be docu- 3. The set of activities that transform the
mented and made-aVailable to all users inputs into outputs is determined.

who nepd them.]

Documented(operating procedures Al1211 COM.02 Documentation management

2. [Operating procedures] shall be docu- 1. Documented information to be managed
mente [Cllld uAadc ava;}ablc tU a“ Uustrlro ;D ;dcut;f;cd.

who need them.]

Documented operating procedures Al12.1.1 COM.02 Documentation management

3. [Operating procedures shall be docu- 6. Documented information is available to
mented] and made available to all users designated parties.

who need them.

Change management A12.1.2 COM.09 |Operational implementation and con-

trol

4. Suitability and effectiveness of the
actions taken to achieve the management
system objectives are reviewed.
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Common Integrated Management Processes

3. Event logs recording user activities,
exceptions, faults and information secu-
rity events shall be [produced, kept and]
regularly reviewed.

COM.09 Operational implementation and con-
trol
5. Deviations from planned arrange-
ments are corrected when targets are not
achieved.
Capacity management A12.1.3 TEC.01 Capacity management
1. ThC ustT Ufl CoOUUILTS aha}} bC lllUlli 3. Cayault_y L{DGSC ib lllUllitUl Cd, dalld ysed
tored, tuned and projections made of and performance is tuned.
future capacity requirements to ensure
the required system performance.
Separation of development, testing and [A.12.1.4 ORG.4 Infrastructure and work'énvironment
operational environments 2. Access rights to the information rfe-
1. Development, testing, and operation- source are defined!
al environments shall be separated to
reduce the risks of unauthorized access or
changes to the operational environment.
Controls against malware A12.21 COM.09 Operational implementation and|con-
1. Detection, prevention and recovery trol
controls to protect against malware shall 3, Actions required to achieve the manage-
be implemented, combined with appropri- ment system objectives are impleménted.
ate user awareness.
Information backup A12.3.1 TEC.09 Technical data preservation and recov-
1. Backup copies of information, software ery
and system images shall be taken [and 3. Data backups are executed.
tested regularly in accordance with an
agreed backup policy.]
Information backup A12.3:1 TEC.09 Technical data preservation and fecov-
2. Backup copies of information, software ery
and system images shall be [taken and] 4. Data restoration is performed.
tested [regularly in accordance with an
agreed backup policy.]
Information backup A12.3.1 COM.08 Operational planning
3. [Backup copies of information, soft- 8. Plans for the deployment of the pfocess
ware and system images shall.be taken are developed.
and tested] regularly [in accordance with
an agreed backup policy]t
Information backup A12.3.1 COM.08 Operational planning
4. [Backup copiesofinformation, software 1. Process needs and requirements fre
and system images-shall be taken and identified.
tested regulafly\in accordance with an
agreed] baékup policy.
Eventlogging Al12.41 ORG.4 Infrastructure and work environment
1. Evéntlogs recording user activities, 7. The information resource is protdcted
exceptions, faults and information secu- from abuse.
rity events shall be produced, [kept and
regularly reviewed.]
Event logging A12.4.1 COM.02 Documentation management
2. Event logs recording user activities, 1. Documented information to be managed
exceptions, faults and information secu- is identified.
rity events shall be [produced,] kept [and
regularly reviewed].
Event logging Al1241 COM.09 Operational implementation and con-

trol

4. Suitability and effectiveness of the
actions taken to achieve the management
system objectives are reviewed.
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Common Integrated Management Processes

2. Rules governing the installation of soft-
ware by users shall be established [and
implemented].

Protection of log information Al12.4.2 ORG.4 Infrastructure and work environment
1. Logging facilities and log information 7. The information resource is protected
shall be protected against tampering and from abuse.
unauthorized access.
Administrator and operator logs A12.4.3 ORG.4 Infrastructure and work environment
1. System administrator and system op- 6. Access to the information resource is
erator getivittesshattbe lusscd [qud the controted:
logs protected and regularly reviewed.]
Adminjstrator and operator logs A12.4.3 ORG.4 Infrastructure and work environment
2. [System administrator and system op- 6. Access to the information resousceis
erator 4ctivities shall be logged] and the controlled.
logs protected [and regularly reviewed.]
Adminjstrator and operator logs A12.4.3 COM.09 Operational implementation and con-
3. [Systpm administrator and system trol
operatqr activities shall be logged and the 4. Suitability and effectiveness of the
logs protected] and regularly reviewed. actions taken to achieve the management
system objectives.are reviewed.
ORG.4 Infrastructure’and work environment
6. Accessitorthe information resource is
controlled:
Clock synchronisation Al12.4.4 ORG.4 Infrastructure and work environment
1. The dlocks of all relevant information 1 THe requirements for infrastructure and
proces§ing systems within an organiza- work environment to support processes
tion or pecurity domain shall be synchro- are defined.
nised t¢ a single reference time source.
Installation of software on operational |A.12.5.1 COM:08 Operational planning
systems 3. The set of activities that transform the
1. Proc¢dures shall be [implemented] to inputs into outputs is determined.
control|the installation of software on
operatipnal systems.
Installjtion of software on operational |A:12.5.1 COM.09 Operational implementation and con-
systenis trol
2. Proc¢dures shall be implemented to 3. Actions required to achieve the manage-
control|the installation of software on ment system objectives are implemented.
operatipnal systems.
Managpment of technical vulnerabili- |A.12.6.1 ORG.4 Infrastructure and work environment
ties 7. The information resource is protected
1. Information about techiical vulnera- from abuse.
bilities jof information systems being used
shall bg obtained in atimely fashion, the
organization’s exposure to such vulnera-
bilities evaluated'and appropriate meas-
ures taken tojaddress the associated risk.
Restrig¢tions on software installation [A.12.6.2 COM.09 Operational implementation and con-
1- Rule~ SUVCI ll;lls thc ;uota}}at;uu Ulc D\th tl U}
ware by users shall be [established and] 3. Actions required to achieve the manage-
implemented. ment system objectives are implemented.
Restrictions on software installation |A.12.6.2 COM.08 Operational planning

1. Process needs and requirements are
identified.
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