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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotec
Commission) form the specialized system for worldwide standardization. National bodies th
members of ISO or IEC participate in the development of International Standards through tec

hnical
at are
hnical

committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part

in the

work.

The procedures used to develop this document and those intended for its further imaintg
are described in the ISO/IEC Directives, Part 1. In particular, the different approeval c
needed for the different types of document should be noted. This document/~was draff

nance
Fiteria
ed in

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iseJorg/directives or

www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this doctument may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development.of'the document will be
Introduction and/or on the ISO list of patent declarations received (se¢ www.iso.org/patents) or 4
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for'the convenience of users and dg
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific tern

ubject
batent
in the
he IEC

es not

s and

expressions related to conformity assessment, as)well as information about ISO's adherefce to

the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TB
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Téchnical Committee ISO/IEC JTC 1, Information techi
Subcommittee SC 40, IT Service Management and IT Governance.

Alist of all parts in the ISO/IEC 30105 series can be found on the ISO and IEC websites.

Any feedback or questions on.this document should be directed to the user’s national star

) see

hology,

dards

body. A complete listingtof these bodies can be found at www.iso.org/members.html and

www.iec.ch/national-comnittees.
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Introduction

ITES-BPO services encompass the provision of one of more IT-enabled business processes by a service
provider. Such a service provider manages the outsourced business processes in accordance with agreed
contractual arrangements. This covers diverse business process areas such as finance, human resource
management, administration, healthcare, banking and financial services, supply chain management,
travel and hospitality, media, market research, analytics, telecommunication, manufacturing, etc. These
services provide business solutions to customers across the globe and form part of the core service
delivery chain for customers.

In an ITES-BPO service provider organization, risks are prevalent due to the nature of the services'that
are oytsourced to service providers. Risks can be financial, regulatory, reputational, technological; etc.
These|risks can impact the ITES-BPO organization, customers and other interested parties{Thus, it is
necesgary for an ITES-BPO organization to incorporate the management of these risks within their risk
management framework. A process should be in place to assess, treat, communicate, monitor and report
risks, with the goal of creating and protecting value for the organization, customersand’end-users.

The changing environment in the ITES-BPO service sector is leading to many challenges, including:

h¢ightened oversight by global regulators of outsourcing engagements;
cllanges to regulations;
nIn-sequential process automations, leading to additional risk’imposed on customers;

n¢n-conformance resulting in fines/sanctions in certain btisiiess segments or processes.

Therefore, managing risk effectively helps ITES-BPO organizations to perform well in an environment
of uncertainty.

These| guidelines are intended to help an ITES-BPO organization improve their risk management
practites by providing sound principles for effectivé risk management.

In adglition, these guidelines are intended to support the effective implementation of the risk
management process within the ISO/IEC 30705 series through:

ripk assessment, including identification, analysis and evaluation at an early stage, and at regular
intervals, to determine risk.levels and required controls to provide assurance for ITES-BPO
onganizations;

appropriate risk treatments;

ayareness of the required controls and adherence;

rigk governaneéfor monitoring, effective treatment and communication;
rgcording-and reporting;

sdaphing environments for emerging risks.

Throughout this document, the term "ITES-BPO organizations" refers to ITES-BPO service provider
organizations.

Vi
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TECHNICAL SPECIFICATION ISO/IEC TS 30105-6:2021(E)

Information technology — IT Enabled Services-Business
Process Outsourcing (ITES-BPO) lifecycle processes —

Part 6:

Guidelines on risk management

1 Scope

This document provides guidance on risk management practices for the IT enabled services-bulsiness
process outsourcing (ITES-BPO) service provider for the outsourced businessprocesses. It prpvides
guidance for planning, establishing, implementing, operating, monitoring, réviewing, maintaining and
improving the risk management framework for the ITES-BPO services.

This document:

— covers IT enabled business processes that are outsourced;
— s applicable to the service provider;

— is applicable to all lifecycle processes of ITES-BPO;

— isnotintended to cover IT services.

The guidelines in this document align to ISO 31000, elaborating the risk principles, risk management
framework and risk management process from an ITES-BPO perspective.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their cpntent
constitutes requirements of this document. For dated references, only the edition cited appli¢s. For
undated references, the latést edition of the referenced document (including any amendments) applies.

ISO Guide 73, Risk management — Vocabulary
[SO 31000:2018, Risk-management — Guidelines

3 Terms’and definitions

For the.purposes of this document, the terms and definitions given in ISO Guide 73 and ISO 31000[apply.

7]

[SO.and IEC maintain terminology databases for use in standardization at the following addresse

— IS0 Online browsing platform: available at https://Www.iS0.0rg/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2021 - All rights reserved 1
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4 Risk principles
4.1 Outcomes

4.1.1 General

The risk principles described in ISO 31000 can be applied in the context of ITES-BPO to ensure a
consistent, effective, efficient and economical approach to risk management. The risk management

principles facilitate the effective planning, managing and treating of risks. They provide guidance on
the characteristics of effective and efficient risk management, communicating its value and explaining
its intention and purpose. These principles should enable an organization to manage the effegts’ of
uncertainty on its objectives.

A riskl management framework should exist to contribute to the achievement of objectives for both
the sefvice provider and the customer. The purpose of the risk management framework'is to increase
the awareness of both existing and emerging risks. Knowledge of these risks, combined with risk
management processes, should enable both organizations to take appropriate and timely mitigation/
reduction measures.

4.1.2 | Value creation and protection

There|are certain risks inherent in the ITES-BPO industry due to the nature of the services and the
engagpment model.

It is important that the risk management framework is designed'to manage the risks for all parties to
the outsourcing arrangement in an open, transparent and mutually beneficial way.

A key|input into strategic decision-making in ITES-BPQ@;services is comprehensive risk assessment,
based|on external intelligence and internal processes,‘€nabling risks to be addressed and treated.

For example, creating market differentiation forthé customer by enhancing the business process with
systernic controls beyond managing the business process.

4.2 Principles

4.2.1 | Integrated risk management

The ITES-BPO organization Has an inherent need to recognize the integrated nature of its relevance
with its customers. Integration from an ITES-BPO organization’s perspective has to consider both
the iffternal organization risk management framework as well as customers’ risk management
requillements and howZthese interfaces and interact. The risks arising from an ITES-BPO organization
will irffluence the riskprofile of the customer.

An ITES-BPO.©rganization’s risk management programme has to ensure all strategic, tactical and
operational Fisks are identified and managed for the IT-enabled business processes delivered. In
additipn,it s necessary for risk management to be integrated to cover the entire outsourcing lifecycle
of each ‘elistomer contract.

For example, the ITES-BPO organization governance model for risk and controls proactively aims to
identify and evaluate all strategic and tactical risks during pre-contract stage, in order to support
decision- making. In addition, at the business process level, all operational risk controls should be part
of the detailed business process operating manuals to mitigate risks. The management of risks, and
the implementation and monitoring of controls, should not be done in isolation but integrated into the
operational delivery controls.

2 © ISO/IEC 2021 - All rights reserved
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4.2.2 Structured and comprehensive

A risk management approach should be systematic and structured and should operate on a regular
basis for the ITES-BPO organization in order to provide consistent and comparable results to the
customer and other interested parties.

The risk profile of an ITES-BPO organization is affected by multiple customers and interested parties.
This increases the need for the risk management programme implementing critical controls and
governance measures to achieve the business objectives of both the service provider and the customers.

Additionally, the enhanced risk management processes can be a market differentiator with compdtitors.

4.2.3 Customized

An ITES-BPO organization should create and maintain a common risk management framework, wjth the
application of the framework customized, for each customer, based on their contractual requirements,
geographic needs and product/service-specific requirements. This enables a common risk management
approach to be easily and cost effectively integrated.

For example, the data privacy risk treatment practices for a business process should be tailored|based
on the applicable data privacy requirements of the respective country and/or product for [which
services are being rendered.

4.2.4 Inclusive

Involving interested parties in risk assessment or risk €reatment will ensure that risk management
remains current and contextual. ITES-BPO organizations should ensure that customers and|other
interested parties are regularly appraised of risk treatment status and open or active risks.

For example, the risk management framework. fe¥mation team should encompass representatiof from
leadership, service delivery, enabling functions,customers and other key interested parties.

In a changing world and business environhient, ITES-BPO organizations should create policies that are
inclusive and transparent to all interested parties.

4.2.5 Dynamic

The risk management procedures should be dynamic in order to adapt to change (taking into
consideration the contimieus changes occurring in the industry) and to regulations, techpology
transformation and contractual requirements. It is therefore important that an ITES-BPO organization
regularly monitors fisks, along with their controls, and maintains procedures to detect risks grising

from change.

For example,for any changes occurring in the regulations, business processes, contractual requirgments
or technology used, an ITES-BPO organization should assess the risk and undertake apprdpriate
treatment.

422.6 Bestavailable information

An ITES-BPO organization will be less effective in decision-making if the data is incomplete. Hence,
they should obtain all possible information to understand the risks as conclusively as possible and from
a number of perspectives.

For example, identification of all possible process design risks at the time of process migration cannot
be fully accurate based only on available data. Historical data and the right expertise, such as inputs
from the customer or experts, should be considered. It is also important to determine, and agree with
the customer, the methods for collecting or generating data early in the lifecycle of the process.

© ISO/IEC 2021 - All rights reserved 3
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4.2.7

An IT
impor

Human and cultural factors

ES-BPO organization’s success revolves around human and cultural factors. Therefore, it is
tant that all aspects of risk are evaluated and managed taking into consideration these human

and cultural factors.

For ex

ample, the attrition rate or resources availability for recruitment should be considered as key risk

factors when selecting a location for delivery of a new business process or existing business process.
In addition, most ITES-BPO contracts demand background checks for on-boarding personnel, which

shoulg

4.2.8

Contir
manag
direct
to enh

Treati
contrg
risk m

5 R

5.1

When
tactic
Clause

be considered as one of the risks related to human factors.

Continual improvement

ual improvement is a basic expectation and should be demonstrated through a rebust risk
rement framework and governance model (see Annex B). Risk assessment and governance provide
ion for enhancements to the controls and processes. This facilitates improved processes, leading
ancement of the ITES-BPO organization.

ng an identified financial risk, relating to high-value fund transfer, by intfoducing an automated
1 to assign high-value fund transfer authorizations to a senior authorizér, is an example of how
anagement can contribute to or even drive the continual improvement of the organization.

sk management framework

General

establishing a risk management framework, ITES-BPO organizations should consider strategic,
] and operational policies, and contractual requirements and risk principles, as explained in

the ri

4 of this document. A risk management framework should cover planning, in terms of setting
ht risk environment, monitoring of contrels on an ongoing basis and appropriate review.

Additionally, ITES-BPO organizations should plan'to establish the required culture and awareness: to
cascade the importance of active engagement-in risk management and adherence to process controls,

inclu

Figurd

ing potential consequences of failure;

1 illustrates the different inputs-to a risk management framework.

Risk principles

Organization strategic and

Contractual requirements ) =
operational policies

Ny

Risk management framework

Figure 1 — Inputs to a risk management framework

This framework should ensure that it includes all components, in terms of design, implementation,
monitoring, review and improvement of the framework.

4
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Refer to Annex A for a case study on the risk management framework and deployment.
5.2 Risk management framework design

5.2.1 General

The risk management framework sets up the appropriate environment through design, implementation,
monitoring and continually improving the risk management framework. It should include a plan,

TeSpONSIDIIITIES and autioTities, TESOUTCES, PrOCESSES and activities, and be aligned to the object
the customer and the ITES-BPO organization.

Top management for the ITES-BPO organization owns the risk management framework g
However, development of the risk management framework should be undertaken colaborativel
interested parties.

The risk management framework should be customized to the objectives and €ontext of the ITE
organization.

5.2.2 Context

The ITES-BPO organization should examine and understand the environment in which it operatg
the internal and external factors that can affect risks or the organizational arrangement nee
manage them.

For example, this can include financial, technical and regulatory factors, relationships with inte
parties, and the organization’s existing governance organizational structure, roles, responsibiliti
authorities.

An ITES-BPO organization should define the risk'management framework appropriate for the ris
threats.

Examples of internal threats and issues include:
— any process design or implementation issues identified through internal audits;

— any changes to standard (operating procedures or policies, by the customer or the ITE
organization that could.impact the service;

— contractrelated risks.and amendments;
— capacity and scheduling-related challenges and threats to providing timely business serviceg
— any incidents and threats that could impact the customer or the ITES-BPO organization;

— changes. due to adoption of newer or changed technologies and processes by the ITH
organization or the customer.

Exanples of external threats and issues include:

ves of

esign.
y with

S-BPO

s, and
led to

rested
bs and

ks and

S-BPO

S-BPO

nauwrarch
TICVYYy—OT—C1T

— customer feedback;
— disasters that threaten the continuity of the ITES-BPO service;

— other political, economic or social changes that are relevant.
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https://standardsiso.com/api/?name=afbe6f480c37d87524719bd91cc46265

ISO/IEC TS 30105-6:2021(E)

5.3 Risk culture

Risk culture is the system of shared assumptions, values and beliefs that govern risk decisions in the
ITES-BPO organization. The culture determines how employees understand and describe the context of
their work, and how they recognize, describe and respond to risks.

The risk culture of the ITES-BPO organization should be enhanced to increase staff awareness of
customer needs, as well as understanding risk and treatments, as appropriate.

maintpined.

Risk gwareness should be embedded from the day an employee is on-boarded and should continue
throughout the term of employment. Employees of the ITES-BPO organization should be aware of
the rigks associated with their domains and the risk management process followed by the,{TES-BPO
organjzation.

Awargness can be driven through training, assessments, campaigns, simulations, continuous
commjunications, etc. This should be an ongoing process.

Leadefship should invest and continuously reiterate the importance of risk’ management to their
employees. Risk management is the responsibility of all employees, starting at entry level.

5.4 Risk management framework implementation

An ITES-BPO organization should define a detailed plan for\implementing the risk management
framework, including plans for design, implementation, monitoring and review.

The r¢quired resources for assessing and implementing the risk management framework should be
determpined, including the required competencies. \Reésource provisioning and retention improves
implementation effectiveness for the risk management framework.

A risk] assessment should be performed in line~with the plan, and the results should be shared with
interefted parties for action and review.

Revieys should be scheduled and implemented at a defined interval to evaluate the implementation
statug. Implementation should be integrated into the change management process to assess the
implementation impact, plan the déployment and gain approval from required approvers.

Once the risk management framework is implemented, it should be monitored for effectiveness.

6 Risk management process

6.1 eneral

The risk management framework should define the risk management process. The subsequent
subclquses consider each component of the risk management process in the context of ITES-BPO.

The riskTmamagement process 15 ittustrated, ata hightevet, im Figure 2:

An ITES-BPO organization should define the roles, responsibilities and authorities to ensure effective
implementation of the risk management framework.

Refer to Annex B for an illustrated structure with three lines of defence for effective risk management.

6 © ISO/IEC 2021 - All rights reserved
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[ Scope, context and criteria
[ Risk assessment ]
[ Risk identification ] [ Risk analysis ] [ Risk evaluation ]
4
[ Risk treatment r\<0
[ Communication and reporting \\<</

Monitoring and revi

Figure 2 — High-level risk management process

6.2 Scope, context and criteria

6.2.1 General

Scope, context and criteria need-to be defined based on an understanding of external and internal

factors. This helps in customizing the risk management process in line with the organizatid
customers’ objectives and risk-appetite.

6.2.2 Scope

The ITES-BPO organization should define the objectives of each application of the risk manag
process, its boundaries and its scope. This should be documented to provide assurance thg
management is’comprehensive, effective and efficient.

6.2.3 “ External and internal context

Risk'management process should consider the following:

n and

ement
1t risk

a) externalintelligence on the current threats and vulnerabilities in the market, developments and/or

customer expectations;

b) internal inputs for capability, risk exposure and severity.

While establishing the risk management process, those undertaking a risk assessment should

understand the internal and external context, such as:
— contractual obligations with customers;

— risk appetite;

© ISO/IEC 2021 - All rights reserved
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NOTE

organi
of rule
framey

6.2.4

The I
risk tq

The r
conse
partic

risk tolerance level;

nature and criticality of the services;

associated business process;

committed service level agreements (SLAs);

relationships with other projects, processes and activities.

W]

A\

Risk appetite is the statement defined by top management that expresses how much risk the
zation is recommended to take in the pursuit of its objectives. This is operationalized into criteria or a'set
s for decisions relevant to the organization where there can be uncertainty and is defined as partof-the
vork.

Criteria

'ES-BPO organization should establish a set of rules or statements that enable decisions about
be made in a consistent way. These decisions can include:

hether a risk needs further treatment;

hen a risk is intolerable and has to be avoided,;

how to allocate resources between risk treatments;

A\

A\

hen an expected benefit is worth the risk;

h¢w to decide between options, when both involve risk and trade-offs are necessary;

hich risks have particularly high significance.

blevant criteria can differ according to the-decision required. For example, a combination of
huence and likelihood (referred to as leveliof risk) can be used to determine the risks that have
ular significance. However, resources_can be allocated on the basis of the cost-benefit of the

treatment options for different risks. Intelerability can be based on maximum credible consequence

alone.
6.3

6.3.1

Risk 4
requip

Risk 4

Risk assessment

General

ssessment is an jmpertant activity that should be performed at the initial stage of a new process
ement or a change'in existing processes, and at a defined frequency for an ongoing process.

5sessment involves meaningful dialogue with customers, reviewing both existing risks, as well as

emer

ent risks.

Risk dsseSsient involves identification, analysis and evaluation of the risks to be treated effectively.
These|steps are described as follows:

a)
b)

<)

risk identification: recognizing and describing risks;

risk analysis: understanding the nature and characteristics of risks;

risk evaluation: supporting decisions including comparing risks with risk criteria to determine

w

hether additional action is required. The evaluation should aggregate analyzed risk, taking into

account level of risk, proximity, manageability, context and the views of the interested parties.

The personnel conducting an assessment should have good domain knowledge and understand the
lifecycle of the product or process in the scope of the assessment.
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6.3.2 Riskidentification

Risk identification helps ITES-BPO organizations to understand the potential risks that could impact
the achievement of the objectives for a system, an ITES-BPO organization or a customer.

Risk identification should consider the following aspects:

a) identify and classify key risks across a number of different aspects. This can be achieved by building
a repository of risks that could impact the achievement of objectives. These include risks from
PTOCESSES, PEOPIE, CUStONTEr potities,; arket amd conformarnce with taws and regutationssugh as:
— design and implementation risks;

— risks identified from applicable regulations for the process or product, and any rélévant laws or
regulations for the geographical region;

— risks identified through feedback from customers;

— risks identified through audits;

— risks due to changes in the market, environment, processes, regulations and policies;

— risks related to human resources.

b) identify both controllable and non-controllable risks fer the ITES-BPO organization and the
customer;

c) ensure that personnel undertaking risk identificatien are competent;

d) adopt a systematic approach to risk identification. Different tools can be used to achievg this,
for example, failure mode and effects analysis (FMEA), a risk prioritization matrix, or the 5 why
analysis.

6.3.3 Risk analysis

Risk analysis involves a detailed consideration of:

— sources and causes of risk;

— the events and scenarjos that can occur;

— possible consequenees and their likelihood;

— the effectiveness of existing controls.

An understanding of causes of risk and scenarios that can lead to these consequences (positlive or

negative) thelps in selecting appropriate treatments and assessing likelihood. Both consequencgs and

likelihded are affected by the effectiveness of existing controls.

Consequences and likelihood can be combined to provide an indication of level of risk. Howeyer, by

doing this, information is lost (for example, whether a risk is high-consequence and low-likelihpod or

vice versa). Separate information on possible consequences and their Iikelihood, and the factors that
affect these, can be of more use to the decision-maker than a single value for level of risk.

Risk analysis should consider risk interactions and common causes. The analysis method and its format
depends on the nature of the decisions to be made apart from the criteria defined for those decisions.

Risk analysis supports decision-making related to risk and risk treatment strategies, based on the
impact, likelihood of occurrence and severity of the consequences. A risk can impact more than one
objective. Risk analysis should consider the effectiveness of existing controls for an identified risk.
Various techniques can be used for risk analysis.
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An ITES-BPO organization should share the results of its risk analysis with its customers. This provides
the customers with an opportunity to respond and collaborate in risk reduction measures.

6.3.4 Risk evaluation

Risk evaluation involves comparing the results of the risk analysis with the established risk criteria to
determine where additional action is required.

The decision of risk treatment can depend on the cost and benefits associated with implementin
improyed controls.

Decisipn-making should consider the context of a risk, risk tolerance, and regulatory and financial
impack. Decisions can include the type of treatment, priority of treatment and the approach.

Varioys decision-making techniques can be used for risk evaluation.

For example, a service provider conducting a risk evaluation to decide whether ‘to "adopt a new
logy or product for the business process in addition to calculating return onnyestment.

6.4 Risk treatment

6.4.1 | General

Risk freatment involves selecting and implementing measures,to” address risks. Risk treatment
measyres can include avoiding, mitigating, transferring or retaining risks. Risk treatment includes
reduction of the likelihood that a risk event will occur. Risk treatment plans typically cover:

— addressing root causes of identified risks in earlier phases of the risk management process;

— identifying alternative mitigation strategies, methods and tools for each risk;
— agsessing and prioritizing treatment alternatives;

— planning for the resources required for specific risk treatment;

— planning for communication of implementation progress and results;

— analyzing the overall impact ofia treatment plan and validation.

6.4.2 | Risk mitigation

Risk mitigation is one type of risk treatment, introducing new or modified controls to reduce residual
risk and its impact on.potential occurrences.

For example:

— impplementation of dual controls or a quality assessment process to identify and rectify input errors

6.4.3 Riskavoidance

Risk avoidance is a risk treatment that removes the possibility of risk occurrence. Typically, this is
achieved through a technology-enabled intervention or complete refresh of the process steps. Impact
from similar occurrences can be avoided by opting to:

— stop, postpone or cancel an existing process activity;

— execute in a different manner (e.g. using technology);

10 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=afbe6f480c37d87524719bd91cc46265

ISO/IEC TS 30105-6:2021(E)

— divert to a different activity.
For example:

— replacing data entry tasks by automation through optical character recognition (OCR) or a screen-
scrape solution to eliminate the risk of data entry errors;

— implementing robotics for data scrubbing and formatting to eliminate the risk of data entry errors.

6.4.4 Risk transter

Risk transfer is a risk treatment that transfers risk ownership to other parties. This can be ‘achieyed by
outsourcing the task to a third party, who specializes in the task, or by co-owning the outcorme beftween
the ITES-BPO organization and the customer, since the impact of non-conformance willbe the same for
both the ITES-BPO organization and the customer.

For example:

— sub-contracting specific tasks to parties specializing in the required provision, e.g. an apgroved
manpower third party providing task specific experts;

— sub-contracting to a third party for data or content enrichment.

In both examples, risk ownership is transferred as part of the risk treatment.

6.4.5 Riskretention

Risk retention is a risk treatment when the decision\is made to retain the risk or its residual ifnpact.
Risk ownership is retained by either the ITES-BPO organization’s management or the custorper or
jointly.

For example:

— identify and prepare customer retaining the risks that cannot be reduced, eliminated or transferred
for authorization;

— implement a risk managenient committee to co-sign residual risks.

Risk retention is an acceptahle treatment option. If risk retention is the appropriate treatment, it $hould
be clearly defined, undefstood, and communicated to all participants.

In general, the cost©fyjmanaging a risk should be compared with the benefits gained or expected. Cost-
benefit assessments should consider all risk perspectives within the risk management framewotk (see
5.1).Itis important to consider all direct and indirect costs, and benefits, whether tangible or intangible,
measured infinancial or other terms.

7 Communication and reporting

Risks and their proposed treatment plans should be communicated to the interested parties. L¢ssons

from the risk framework, process and incidents should be shared as part of ongoing communication
processes. The impact of changes, issues and improvements on risk policy and measures should be
analyzed and reported.

Periodic reporting of the outcome of risk assessments and testing should provide the appropriate level
of details. The report can include:

— summary of risks tested or assessed and their results;
— identified risks and treatments with trends;

— risk treatment plans, status and trends;
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— keyriskindicators status and trends.

8 Monitoring and review

8.1 General

Monitoring and review are critical elements of risk management processes for ensuring the effectiveness
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8.2 Monitoring and management review

8.2.1 Monitoring

An ITES-BPO organization’s risk management framework and process should be monitored to
compare actual performance against the expected performance. Additionally, periodic reviews assure
implementation effectiveness and continued suitability to the current environment.
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An ITES-BPO organization should monitor the sources of risks, the level of risk, effectiveness of the risk
control measures and the treatment of risks. Risk monitoring should include periodic review of risks,
the controls implemented to mitigate the risks and effectiveness of the controls.

An ITES-BPO organization should perform risk monitoring at an appropriate frequency, covering all
key sub-processes, domains, risk families and lines of business or departments.

Risk monitoring responsibilities should be identified and communicated to the relevant interested
parties and roles performing this activity. Risk owners are responsible for the efficient conduct of

risk monitoring activities and should be able to demonstrate adequate efforts taken towards risk
monitoring.

Risk monitoring should cover various elements of the business process, such as risk eyents (potential
and materialized risk events), metrics identified as risk indicators (both lead anddag indicptors),
controls adequacy, results of control testing and control effectiveness.

The ITES-BPO organization should maintain a record of its identified risks. ‘Generally, this includes
information about the nature of the consequences and how they can oceurpas well as the cqntrols
currently in place. The organization should share information about risks pertinent to each cuqtomer
with that customer.

8.2.2 Management review

A risk management review should be conducted in a systeniic and planned manner to continpiously
review the risk status and provide appropriate direction.A risk management review agenda $hould
include:

— risk environment;

— resources;

— control effectiveness;

— risk criteria;

— risklevels and measures;
— risk treatment status;

— risk exposure;

— emerging risks;

— action statls)of the previous review meeting.

An ITES-BPQ organization should define the roles, responsibilities and authorities to ensure effective
impleméntation of the risk management framework. A risk management review should asdertain
whetherthe risk management practices are sufficiently dynamic to meet the changing needs |of the
customer, regulations and the ITES-BPO organization’s strategic, tactical and operational p¢licies.
The review should focus on the current maturity level of risk management and the opportunitjes for

continual improvement.

The outcome of the review and action status should also be reviewed in subsequent updates.

8.3 Keyriskindicators (KRIs)

ITES-BPO organizations operate in a complex environment comprising multiple regulations, different
domains, varieties of risks, multiple risk indicators and calculations, multiple service lines and multiple
businesses spread across multiple geographies.
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This can lead to many silos across an ITES-BPO organization with no unified view of risk and impact.
In addition, multiple metrics are tracked and reported to multiple interested parties, with no unified
reporting across the ITES-BPO organization. This can lead to a cumbersome decision-making process.

To provide a unified view, risk indicators and reporting should be standardized for the decision-makers
through the use of key risk indicators (KRIs). KRIs should be specific, measurable, agreed, controllable
and reportable. This will identify the key risk exposures for the ITES-BPO organization and the
customer.

These[KRIs and trends provide information to top management about risks and performance in order
to make informed decisions, mitigate/minimize risks and ensure an acceptance level of risks to_the

organjzation.

A typical KRI is derived based on the underlying risk of the process. Examples of KRIs are.shown in
Table [L.

Table 1 — Example KRIs

Example # Process Key risk indicator Threshold

#1 Employee onboarding Number of background 100 % completion within
process checks not completed 90 days

#2 Trade business process Number of sanctions missed | Zero sanctions missed

#3 Telecom process Number of calls outside the |Zero calls

calling window

#4 Employee off-boarding Number of instances of 100 % revocation upon

process access revocation not com- |employment/contract ter-

pleted fokexited employees |mination
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