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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

membe

rs of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |
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JTC 1.

pcedures used to develop this document and those intended for its further maintenance are
ed in the ISO/IEC Directives, Part 1. In particular the different approval criteria meeded foq

] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bn is drawn to the possibility that some of the elements of this document’may be the subject
nt rights. ISO and IEC shall not be held responsible for identifying any or all such patent
Details of any patent rights identified during the development of the’dotument will be in the
ction and/or on the ISO list of patent declarations received (see wwi.iso.org/patents).

de name used in this document is information given for the conyvenience of users and does nof
ite an endorsement.

explanation on the voluntary nature of standards, the meaning of ISO specific terms and
ions related to conformity assessment, as well as infermation about ISO's adherence to the
'rade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
ww.iso.org/iso/foreword.html.

This d
Subconi

bcument was prepared by Technical Cominittee ISO/IEC JTC 1, Information technology
mittee SC 27, Security techniques.
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Introduction

An International Standard for identity proofing of natural persons is required, to which other identity

management standards can refer.

Alarge and increasing number of industry and government organizations seek an international identity
proofing standard. This document enables interoperability and federated trust for the purposes of

digital economies and societies, and support international cyber assurance across supply cha
lobal commaons

ins and

Chis document relates to: the ISO/IEC 24760 series which specifies a general framework-for

standards for the issuance and operation of identity management and access mdnagement s

dentity proofing of persons.

This document is intended to be used by any entity that performs identity proofing, such as de
n ISO/IEC 29115 and/or the ISO/IEC 24760 series.

dentity

management, including a life cycle for identity information; and ISO/IEC 29115, which specifies levels
pf assurance for entity authentication. These standards focus primarily on the policy and tgchnical

ystems,

which come after the process of enrolment. The use of these standards can benefitfrom a standard for

scribed
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TECHNICAL SPECIFICATION ISO/IEC TS 29003:2018(E)

Information technology — Security techniques — Identity

proofing

1 Scope

This document:
— gives guidelines for the identity proofing of a person;
— specifies levels of identity proofing, and requirements to achieve these levels.

This document is applicable to identity management systems.

2 Normative references

There are no normative references in this document.

3 Terms, definitions and abbreviated terms
For the purposes of this document, the following terms and definitions apply.

SO and IEC maintain terminological databases for use’in standardization at the following addre

— ISO Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia: available at https://wiww.electropedia.org/

3.1
hpplication
process whereby information to(be-used for identity (3.9) proofing of a subject (3.15) is provided

3.2
puthoritative evidence
evidence that holds identifying attribute(s) (3.8) that are managed by an authoritative party (3.3

Note 1 to entry: ThisiS)one type of evidence of identity.

Note 2 to entryAuthoritative evidence for a particular identifying attribute can be only corroborative ¢
for another.

3.3
huthoritative party
pritity that has the recognized right to create or record, and has responsibility to directly man

sses:

vidence

age, an

200

L1 g PN ) e L
UCTILL VITIY ULLTTUULE (2.0 )

Note 1 to entry: Jurisdiction(s) and/or industry communities sometimes nominate a party as authoritative. It is

possible that such a party is subject to legal controls.

3.4
context
environment with defined boundary conditions in which subjects (3.15) exist and interact

[SOURCE: ITU-T X.1252 (4/2010), 6.20, modified — entities has been replaced by subjects.]
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3.5
corroborative evidence
evidence that holds identifying attribute(s) (3.8) that are not managed by an authoritative party (3.3)

Note 1 to entry: It is possible that the identifying attributes in corroborative evidence are not as up-to-date or
accurate as those in authoritative evidence.

Note 2 to entry: This is one type of evidence of identity.

Note 3 to entry: Corroborative evidence for a particular identifying attribute can be authoritative evidence for
another

credenitial
set of dhta presented as evidence of a claimed or asserted identity (3.9) and/or entitlements

[SOUR(E: ISO/IEC 29115:2013, 3.8, modified — The Note has been deleted.]

3.7
evidenge of identity
EOI
evidende that provides a degree of confidence that a subject (3.15) is représented by the identity (3.9)
being claimed

3.8
identifying attribute
attribufe that contributes to uniquely identifying a subject (3.15)within a context

3.9
identity
set of aftributes related to a person (3.12)

[SOUR(E: ISO/IEC 24760-1:2011, 3.1.2, modified\>— “entity” has been replaced by “person” and the
Notes have been deleted.]

3.10
identity information
set of values of attributes optionallyzwith any associated metadata in an identity (3.9)

[SOUR(E: ISO/IEC 24760-1:2011,'3.2.4, modified — The Note has been deleted.]

3.11
level of identity proofing
LolIP
confidence achieved in‘the identity proofing

3.12
person
human|being

3.13
proofing information
information collected for identity proofing

3.14
proofing party
entity that performs identity proofing of a subject (3.15)

3.15
subject
person (3.12) whose identity (3.9) is being proofed

2 © ISO/IEC 2018 - All rights reserved
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3.16
supporting attribute
attribute that is used in identity proofing but not as an identifying attribute (3.8)

4 Identity proofing concepts

4.1 Identity proofing

dentity proofing is the process to verily identilying attribute(s) to be entered Into an |
management system and to establish that the identifying attributes pertain to the subject to be'e

Peploying an identity proofing function should include:

— documenting the policy for identity proofing, the processes conducted and the'designated 1
person in charge of the process, known as the proofing policy maker;

subject and their identity will interact;
— determining the identifying attributes that are needed to be collécted and proofed;
— determining the supporting attributes that will be collectediin order to carry out identity pt
— establishing the LolP required by the subsequent enrolinént process;
— implementing the infrastructure to deliver identity proofing.
Fach identity proofing instance includes steps to:
— collect the proofing information;
— determine the veracity of the identifyingattributes collected against objectives specified in C
— determine that identifying attributes meet the required LolP to be achieved;

— bind the subject to the claiméd-identifying attributes.

1.2 Enrolment

Fnrolment is the processby which identity information is collected, verified and entered into an {
management system.-The design, implementation and operation of an identity proofing system
hlso consider thellSO/IEC 24760 series and ISO/IEC 29115.

The enrolment-process should record information including the outcome of identity proofing.

4.3 _Proeofing information

dentity
hrolled.

eam or

— determining the context of the identity proofing, the defined boundary and conditions in which the

oofing;

lause 5;

dentity
should

porting

Che proofing party collects proofing information which can include both identifying and sup

subject to receive services and/or credentials.

© ISO/IEC 2018 - All rights reserved
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Table 1 — Proofing information and attributes

:Xlﬁﬁfu(;i Explanation Examples of attributes

Identifying One or more attributes that, when Pseudonym(s)
attributes combined, uniquely identifies the

subject in a context Name(s)

Date of birth
Place of birth

A parent’s name at their birth

Biometric characteristic(s)
Address(es)

Phone number(s)

E-mail(s)

Time of birth (if known)

National identification number(s)

Supporting Attributes that contribute to identity |Other names

attribytes proofing Relationships and assegciations

Reference numbers.from EOI

Relevant infofniation from EOI provided

NOTE Proofing information does not include eligibility or capability attributes. Any assessment of eligibility
or capalpility of a subject is potentially unreliable if the identity has not been proofed to the required LolP. The
nature and accuracy of information collected to determine, eligibility or capability (not identity) for a service
and/or ¢redential is out of the scope of this document.

4.4 RBvidence of identity

4.4.1 |General

Evidenge of identity is used during idéntity proofing to provide confidence that a subject has thg
identity being claimed that is apprepriate to a specific LolP. An application can occur using a number
of chanjnels (e.g. in-person, over‘the phone or online). The subject applies in order to receive serviceg
and/or|credentials, which determine the necessary LolP. The LolP requirements to be met for each of
the LolP objectives are specified in Clause 5.

Evidenge of identity can be either authoritative evidence or corroborative evidence. Evidence of identity
typically includes ore or more of the following:

— prdofing infopmation provided by the subject;

— issyedéevidence containing or linking to subject proofing information;

— databasesamnd egisterscontaining bu‘ujcut 328 quiug frformation;
— proofing information provided by other known sources.

Any evidence used by a proofing party during identity proofing is to contain proofing information
consistent with the application information and with the requirements set forth in Clause 5.

NOTE EOI can be provided in different types. It is possible that the level of identity proofing that can be
achieved depends on the type provided.

4 © ISO/IEC 2018 - All rights reserved
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4.4.2 Authoritative evidence

A subject can use various identifying attributes to create identities in different contexts. For each
identifying attribute, there can be authoritative evidence available. That is evidence recognized as
the point of truth for the identifying attribute, often characterized as being the very first instance of
identity establishment (i.e. the first identity proofing the person is the subject of) and/or controlled by
legislation.

Examples of national authoritative evidence are given in A.1.

L1.4.3 Corroborative evidence

Where the proofing party does not have access to authoritative evidence for an identifying attribute
[or does not need to for the LolP desired), the residual risk may be mitigated by(werifying jagainst
corroborative evidence. Where corroborative evidence stores identifying attributes-from authojritative
bvidence, the attributes are not recognized as authoritative.

F:xamples of national corroborative evidence are given in A.1.
4.5 Actors

#.5.1 General

Checking the evidence of identity involves relationships between subject, proofing party and potentially
h verifier. Evidence of identity performs a role in this process.

1.5.2 Subject

Che subject or other applicant applies for the subject to undergo identity proofing by the proofing party.
An application may be made by either the subject of the application or a person acting on their| behalf.
dentity proofing is carried out on the subject by the proofing party.

1.5.3 Proofing party

A proofing party establishes.the validity of the claimed identifying attributes of the sulpject in
hccordance with the LolP required. Identity information verification is performed against evidence of
dentity for each identifying attribute.

The proofing party chooses to:

— examine evidence of identity, which contains identifying attributes and, for each atfribute,
determines whether to accept the attribute; or

— verifythe presented identifying attributes with a service provider who has authorized accegs to the
evidence for this purpose. The service provider provides a response to the proofing party.

Acproofing party that is carrying out identity proofing relies on the accuracy and integrity of the

raafina 1o aaation 1o o aczid oo idantita o b ol b o0
I UUlllls ITITUT TITAUIVIT TIT LIICU CVIUCLIILUL Ul l\zl\'lll.l\,)’ CU VWITICIT IV T UCICUT O,

4.5.4 Verifier

A verifier is an entity, system, device or software that has the ability to answer a verification request
from a proofing party. They can include entities such as authoritative parties or other parties that
control evidence. The subject themselves can be a verifier if they can activate evidence to respond.

The response provided by the verifier does not necessarily include a verification judgement but can be
proofing information which enables the proofing party to make their judgement on whether successful
verification has occurred.

© ISO/IEC 2018 - All rights reserved 5
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4.6 Evidence of identity strength considerations

Unless

the identity proofing event is the inaugural establishment of identity for the subject, some

evidence (documents, digital identities, etc.) can be the product of an earlier formal identity proofing
process. Registration of birth is an example of an inaugural event where there is no previous identity
proofing activity for the subject.

The proofing party should evaluate the earlier identity proofing event to determine the extent to which
the evidence can be accepted for the current identity proofing event and LolP, and any further validation

that capberecessary

Not all

in whidh it was issued. It is possible that evidence does not contain any proofing information‘dand/oy

cannot

evidende of identity can include anti-tampering and anti-counterfeit features. Where appropriate and

practic
of the

obtaindd in a manner that tampering and counterfeiting can be detected.

The str

— thqoriginal identity proofing undertaken;

— thqg quality and robustness of the security measures to prevent)tampering, counterfeiting and

for

— thg process used to issue it.

The nu

identity proofing objectives. Where multiple pieces of evidence are required, additional strength can bg
achievgd by drawing the evidence of identity from the'whole life of the subject.

4.7 Levels of identity proofing

The Lo

met. The target LolP is determined through an identity-related risk assessment of the subsequent

service

providing the service and/or credential, and can contribute to the design and implementation of the
identity proofing function by the proofing party.

Table 2

bvidence of identity issued is able to be used in subsequent identity proofing outside the context
be linked to proofing information that is externally accessible. Physical documents presented as

], the verification of identity information in physical evidence of identity includesthe checking
inti-tampering and anti-counterfeit features. Electronic forms of evidence, 6fjidentity can be

ength of the evidence includes these three aspects:

pery,

mber of evidence items required depends on the ahility of the evidence of identity to meet the

P for an application is based on thé_extent to which the identity proofing objectives have been

and/or credential to be provided. This risk assessment is undertaken by the organization

describes each LolP.and the objectives that deliver the strength of each.

© ISO/IEC 2018 - All rights reserved
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Table 2 — Levels of identity proofing

LolP Description Objective
Identity is unique within the context
and
LolP 1 .LOW qonfldence in the claimed or asserted there is an assumption the identity exists
identity
and

the cnh}'nr‘f isassumedtobe boundtotheide

ntity

Identity is unique within the context

and
LolP 2 Moderatg conf}dence in the claimed or moderately establish the identityexists a
asserted identity

and

the subject has some binding to the identity

Identity is unique within'the context

and
High confidence in the claimed or asserted

LolP 3 identity

strongly establish'the identity exists a
and

the subject has a strong binding to the identi

Ly

a  The conceptrequires the values of the identifying attribute to match that of the evidence of identity.

NOTE As LolP increases, requirements for processes.to~achieve some objectives become more strij
cpecified in Clause 5.

ndividual implementations of identity proofing processes will vary depending on the pol
evidence of identity available to the subjecfand the proofing party. The reliability and accy
the evidence will impact the LolP that cai*be achieved. Where the identity-related risk is ext
proofing party can achieve one or more(©bjectives in multiple ways.

The LolP is one element that conttibuites to the overall level of assurance, of entity authenticat
more information on levels of assurance refer to ISO/IEC 29115.

[.oIP requirements are defified by the entity handling the subsequent process, for example, enrol
rredential management~This is in order to ensure that the risks involved are assessed and ade
itigated to address both the risks involved in making the determination to accept the identity,
hs those inherent imthe operation of the service.

1.8 One identity per subject

Pependifig)on the context of the application for which the identity proofing is performed, it
hecessary to ensure that each subject is only registered once, i.e. each subject has only one ide
Fhe‘context.

gent, as

cy and
racy of
reme, a

on. For

ment or
quately
as well

can be
ntity in

ossiblecomntrotstoachieve thisare:

— requiring documents or information from authoritative evidence which are known to be one-

per-person;

— comparing the subject’s biometric sample against other biometric samples in the context for
detecting and preventing duplication of a person. The biometric information collected should be

sufficient and effective for de-duplicating the identity:.

© ISO/IEC 2018 - All rights reserved
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4.9 Deceased subjects

The proofing party needs to consider whether the subject is still living or is deceased. This is useful
in the detection of attempts to reuse the identities of deceased persons. If necessary, the verification
against authoritative evidence can be used to accomplish this task.

Where it is determined that the subject is deceased, and enrolment is still required, the relevant parts
of identity proofing should verify the legitimacy of the application and the applicant.

5 Requirements for identity proofing

5.1 Identity proofing policy

The proofing party shall perform identity proofing in accordance with a documented identity
proofing policy.

The identity proofing policy shall state, as a minimum:
— thd LolP(s) at which the identity proofing service is offered;

— thd jurisdiction in which the identity proofing service operates and imwhich it is offered, and the
applicable legislation;

— thegintended context for which identity proofing is being undertaken;
— whether identity proofing is in-person or remote;

— whpt identifying attributes applicants are required to-provide;

— whjich evidence of identity (authoritative or corroborative) for the identifying attributes shall bg
usd¢d, when verifying proofing information;

— whpt are the possible outcomes of the identity proofing operations;

— hoyv the results of the proofing precess will be communicated to the applicant or appropriatg
parties;

— whpt records of the proofing precesses will be retained, by whom and for how long, as determined
by the policy maker.

A proofing party’s identity_proofing policy maker should publish its identity proofing policy. If
publishled, an identity proefing policy document shall be dated.

5.2 Determiningthe level of identity proofing

In order to achieve identity proofing at a specific LolP, the process shall successfully prove both the
existenfce of\identity at that LolP and identity/subject binding at that target LolP. Identity proofing
requirgshat each identity is unique in its context, see 5.3.

Table 3 shows how the resulting LolP is determined.

8 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=1a8e03bc96b1c36362d81a326db79739

ISO/IEC TS 29003:2018(E)

Table 3 — Determining level of identity proofing

dentity uniqueness.
NOTE

h duplication of part of the attributes. The identity proofing policy specifies thesidentifying attributes,
hnd number that are expected to be sufficient for uniqueness. If identifying@ttributes initially provided a

Table 4 — Minimum requirements by LolIP for Identity is unique

Identity exists at LoIP 1 | Identity exists at LoIP 2 Identity exists at LoIP 3
::T:)tli]?;is bound LolP 1 LoIP 1 LolP 1
::il:)t]ilgyzis bound LolP 1 LolIP 2 LolP 2
::il:)t[il:t;};is bound LolP 1 LolP 2 LolIP 3
5.3 Identity is unique

The proofing party shall check the identifying attributes provided by the subject to evaluate the
duplication of those already managed for other subjects within the context. Any duplication detected
s resolved according to the identity proofing policy. Table 4 shows the minimum requiremegnts for

Duplication of identifying attributes can be determined either as full duplication of all attributes or as
p.g. type
re found
hot to be unique either the identity proofing fails or additional attributesiean be obtained from the subje¢t or can
be generated. The identity proofing policy indicates which additional dttributes to obtain or generate, if any.

Objective LoIP 1 LolP 2 LolP

3

Identifying attributes within the context Same as LolP 1 Same as |

shall be checked for a duplicate identity

Identity is unique

LolP 1

5.4 Existence of identity in evidence

For LolP 1, the proofing party shall accept the identifying attributes as provided without c
but any checking. For LolP 2, the proofing party shall check that the identifying attributes
corroborative evidence; for LolP” 3-'the proofing party shall check that identifying attributes
huthoritative evidence, as determined by the proofing policy.

At LolP 2 and LolP 3, if (the identifying attributes cannot be confirmed in evidence of ident
proofing party shall apply a documented exception process as per the proofing policy to attg
determine the existeénde of an identity. Such measures, in the exception process, shall be propq

hrrying
bxist in
exist in

ity, the
bmpt to
rtional

fo the LolP and have‘regard to the effort required to perform them versus terminating the application.

in evidence

fying attributes in evidence
of identity is not checked

that the identifying attrib-
utes exist in corroborative
evidence

Where such checks are not conclusive, the application should, in any event, be terminated. [lable 5
khows the minimum requirements for existence of identity in evidence.
-Table 5 — Minimum requirements by LolIP for Existence of identity in evidence
Objective LolP 1 LolP 2 LolP 3
EXISTence orlacntity | rne existence ol tne 1dentl- [Frooimng pdrty shall Vverlry [Froolring pdarty sidll r1fy

that the identifying attrib-
utes exist in authoritative
evidence

Where additional supporting attributes are required to carry out identity proofing, the proofing party
shall verify them. This process shall yield either valid verified information or non-verified information
(which also includes mismatched information).

NOTE

verification processes and detecting fraud is contained in Annex B.

© ISO/IEC 2018 - All rights reserved
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5.5 Identity is bound to a subject

For LolP 1, the proofing party shall accept the subject is bound to the identity without carrying out

any che

cking. For LolP 2 and above, the proofing party shall establish that the subject is bound to the

identity. The identity being accurate does not mean that the subject is represented by or associated
with the identity. For example, the person can be claiming someone else’s identity.

For LolP 2 and above, if the subject is unable to be bound to the identity, the proofing party shall apply
a documented exception process, as per the proofing policy. Such measures, in the exception process,

shall bg

nnnnnn il +o d b AT ATD ol £ o avasc iadine

This document refers to the following mechanisms for binding identity information as “factors”.

— Somnething the subject knows: binding is established by a subject performing a mental task using
infprmation hidden from public knowledge. This can include verification against evidenceef identity

oth

— Soinething the subject has: binding is established by a subject presenting{physical evidencg

Cor

— Sorpething the subject is: binding is established by comparing a, biological or behavioura

chd
cor

(X

fingerprint by a qualified fingerprint examiner.) with evidence-of identity.

a P F PRV TR L R R VNI TP-W-T L £ L 2P 2O C 0 U0 -G TIE P~ PO ¥ T2 P 3
}Jl UlJUl LIVIIAdI LU UIIU LUIT . 1dUIC U OIIUVVO LIIU TIIIIITIIIuUIILN 1 \,\'lull CIIICIILO 1TUT 1u\.1u.u._y Ulllullls-

er than the evidence provided.
taining identity information to be verified against evidence of identity.

racteristic, observed by the proofing party, with reference biometric information known to
respond to the subject. This can involve automated recognition technology or manual comparison
. face compared manually to a photograph or fingerprint cofopared manually to a referencs

Table 6 — Minimum requirements by LolP for Identity is bound to a subject

Objective LolP 1 LiolP 2 LolP 3
Identity is bound to |Binding to the identityis |The proofing party shall The proofing party shall
a subject not checked checkbinding to the identity |check binding to the identity

using one factor using two or more factors

NOTE 1| Information on the strength of evidence of identity is contained in 4.6. Examples of binding are
given in/A.2.
The pioofing party shall include in its risk assessment, consideration of masquerading and
imperspnation attacks, and apply.Controls to mitigate to an acceptable level the associated risks.

NOTE 2

reduce the likelihood of identity theft and impersonation.

Identity to subject binding is not explicitly mentioned in ISO/IEC 29115 but is required for persons td
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(informative)

ISO/IEC TS 29003:2018(E)

Evidence of identity and binding examples

A.1 Evidence of identity examples

Fable A.1 provides examples of national authoritative and corroborative evidence for-common
dentifying attributes as determined by each jurisdiction. It does not include addifignal com
rorroborative evidence that exist to support digital economies in many developedc@ountries.

Table A.1 — Examples of evidence of identity

ly used
mercial

Identifying C e . Authoritative evidence . .
. Jurisdiction Corroborative evidence exanpples
attribute or party examples
Birth Certificate, Identity
CN Card, Social Security Card,
Driving License, Passport
ES Local/central Civil Registey Passport, driving licence, eID
gxff;:%?;iigficﬁ&&i%eral ICAO biometric passport, EU
GB : . /e EC2252/2004 identity card, UK bijomet-
register of birth gertificate(s) ric residency permit
and Passportdatabase yp
Public Services Card, Social Servig¢es
. . Card, Medical Card, Drug Payment
IR General\Régister Office Scheme (DPS) Card, European Heglth
Insurance Card
Passport, driving licence, nautical
. IT National identity register licence, pension book, firearms lidence,
Name at birth national identity card, national eIp
?D database c_)perated by Mm- Resident Registration ID Card, Certif-
istry of Interior and Security, |. . .
KR drivine li icate for family relation, KR passport,
riving license database, . .
Driver License
passport database
MyKAD, National Registration L .
MY Department (NRD) Passport, Driving License
. . Birth certificate, passport, NL driying
NL Basic Registry of People (BRP) licence, IdentityCard
NZ Birth register N_Z Passport, Birth certificate, Driver
Licence
Rirth Certificate Sacial Securi-
us ty Registry, Passport?, driving |Financial or utility account, credit bureau
licensed, [-90 (“Green Card”)

a  Cited in NIST/SP 800-63-2, Table 3, as an example of a “primary government ID”; therefore, implicitly authoritative.

© ISO/IEC 2018 - All rights reserved

11


https://standardsiso.com/api/?name=1a8e03bc96b1c36362d81a326db79739

ISO/IEC TS 29003:2018(E)

Table A.1 (continued)
ldent_lfymg Jurisdiction Authoritative evidence Corroborative evidence examples
attribute or party examples
Birth Certificate, Identity
CN Card, Social Security Card,
Driving License, Passport
ES Local/central Civil Register Passport, driving licence, elD
HM Passport Office — General |, ~nq v v o . o1t
—— - HADBeonretriepasspersHd
GB Records Office = Retained 507757 /2004 identity card, UK biomets
register of birth certificate(s) ric residency permit
and Passport database yp
Passport, driving licence, nauti€al
IT National identity register licence, pension book, firearms.licence,
national identity card, national eID
Public Services Card, Social Services
. : Card, Medical Card,Driig Payment
IR General Register Office Scheme (DPS) Cafd,European Health
Date oflbirth Insurance Card
%Etl(‘iag;l;?lizr(i)g:gitgg:cyul:'/[itn- Resident Registration ID Card, Certif-
KR dri yorl Y licate for family relation, KR passport,
riving license database, Driver-License
passport database
MyKAD, National Registration . .
MY Department (NRD) Passport, Driving License
. . Birth certificate, passport, NL drivin
NL Basic Registry of People (BRP) licence Identitngrd P §
. . NZ Passport, Birth certificate, NZ
NZ g;;};);gglster, NZ Pggsport Electronic Identity Credential, Driver
Licence, 18+card
B.lrth Ce.rtlflcate, Social Secu- Financial or utility account, credit bu-
UsS rity Registry, Passports, reaux
1-90
Birth-Certificate, Social Secu-
CN rity*Card Database, Identity
Card Database
ES Local/central Civil Register Passport, driving licence, elD
ggfﬁ;ﬁ%ﬁ&gﬁ?;ﬁi&eml ICAO biometric passport, EU
Place of birth GB : . Cre EC2252/2004 identity card, UK biomet-
register of birth certificate(s) ric residency permit
and Passport database yp
Passport, driving licence, nautical
IT National identity register licence, pension book, firearms licence,
national identity card, national eID
IR General Register Office

a  Cited In NIST/SP 800-63-Z, Table 3, as an example of a "primary government ID”; therefore, Iimplicitly authoritative.
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Table A.1 (continued)

ISO/IEC TS 29003:2018(E)

DI

Ident_lfymg Jurisdiction Authoritative evidence Corroborative evidence examples
attribute or party examples
. Resident Registration ID Card, Certif-

KR !D database qperated by Mm- icate for family relation’, KR passport,
istry of Interior and Security Driver License
National Registration Depart-

MY ment (NRD) Passport

. . Birth certificate, passport, NL driyin

NL Basic Registry of People (BRP) licence Identitngrd P &

NZ Birth register, NZ Passport NZ Passport, Birth certifi¢ate, NZ|[Elec-
database tronic Identity Credential
Birth Certificate, Social Secu-

us rity Registry, Passporta, Financial or utility;aécount, creditfbureau
[-90 (Country only)

Birth Certificate, Identity

CN Card, Social Security Card,
Driving License, Passport

ES Local/central Civil Register Passport, driving licence, eID

IR General Register Office

IT National identity register

Other official MY Nati(t)rgle\lllRE]{)e)gistration Depart- Passport
name/s men
NL Basic Registry of Beaple (BRP) |Passport, NL driving licence, IdentfityCard
. . NZ Passport, Birth certificate, NZ
NZ S;Z}ll);c;glster, NZ Passport Electronic Identity Credential, Driver
Licence, 18+card
Social Se.cu.rlty-Reglstry, Pass- Financial or utility account, credif bu-

US poritd, driving licensed, reaux
1~90

CN Identity Card, Driving License

Utility bill, Active insurance policy
. . (health/life/house/car), Bank stafement,
b) General Register Office Letter from Department of Social [Protec-
tion/Revenue
Passport, driving licence, nautical
Address IT National identity register licence, pension book, firearms lidence,
national identity card, national elp
ID database operated by Min-

KR istry of Interior and Security, |Resident Registration ID Card, Ceftifi-
driving license database, cate for family relation, Driver Lidense
passport database

MY MyKAD, National Registration Utility bills, driving license

o L1
DUCPdI'LUIICIIU (ININD]

a  Cited in NIST/SP 800-63-2, Table 3, as an example of a “primary government ID”; therefore, implicitly authoritative.

© ISO/IEC 2018 - All rights reserved
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Table A.1 (continued)

(NRD)

Identifying C 4. . Authoritative evidence . .
. Jurisdiction Corroborative evidence examples
attribute or party examples

NL Basic Registry of People (BRP)

NZ None Driver Licence, Address Verification Ser-

vice, Bank statement, Utility account

us U.S Posta}l Serv1c§, .Soc1.al Secu- Financial or utility account, credit bureau
rity Registry, driving licensea
Telecommunication provider

CN
database
Telecommunication provider

KR
database

Phone fjumber MY Telco providers

NZ Telecommunication provider Telco. utility account
database
Telecommunication provider

uUs
database

Email address usS Financial or\utility account, credit bureau
Identity Card Database, Social

CN Security Card Database, Driv-
ing License Database, Passport
Database
Passport database, driving

ES licence database, elD datahase |Passport, driving licence, elD
(different images)

HMPO passport database/
passport, UK biomeftric resi-

GB dence permit, EEA/EU Gov- EEA/EU full driving licences that comply
ernment issued identity cards |with European Directive 2006/126/EC
that comply'with Council Reg-
ulation (E€) No 2252/2004

Facial ilnage Irish Passport, Driving Licence, or
§ Learner Permit, Irish Public Services
IR General Register Office Card, Irish Certificate of Naturalisation
Passport for all non-Irish citizens, EU ID
card, UK driving licence
Passport, driving licence, nautical
IT National identity register licence, pension book, firearms licence,
national identity card, national eID
ID database operated by Min-
istry of Interior and Security, |Resident Registration ID Card, KR pass-

KR L7 . . .
driving license database, port, Driver License
passport database
MyKAD, Passport, National

MY Registration Department Driving License

a  Cited in NIST/SP 800-63-2, Table 3, as an example of a “primary government ID”; therefore, implicitly authoritative.
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Table A.1 (continued)

Identifying C e . Authoritative evidence . .
. Jurisdiction Corroborative evidence examples
attribute or party examples
NL Basic Registry of People (BRP) |Passport, NL driving licence, IdentityCard
NZ 'cI)‘fh‘fhzef;Sc(i):l‘iNrrrllgéz the subject NZ Passport, Driver Licence, 18+card
Us Passport database, driving
licence database
CN Identity Card Database, Pass-
port Database
ID database operated by Min-
KR istry of Interior and Security, |Resident RegistrationdD-Card
) ) passport database
Fingerprint -
MyKAD, Passport, National
MY Registration Department
(NRD)
NZ The person who is the subject
of the finger print
CN Identity Card Number
] %?tfagﬁii;?g:;itgg;)gulﬁtn_ Resident Registration ID Card, Ceftif-
ReSI'dent . KR ry ot % licate for family relation, KR passplort,
Registration driving license databasey Dri .
river License
Number passport database
(National MyKAD, National Registration o
Identifier) MY Department (NRD) Passport, Driving License
Us Social Security Registry, [-90
(“Green Card”)
a  (Cited in NIST/SP 800-63-2, Table 3, as an example'of a “primary government ID”; therefore, implicitly authoritative.

A.2 Binding examples

Table A.2 — Examples of binding processes

Fable A.2 provides examples of different mechanisms which can be used to establish binding
ctated LolP(s) as determined by each jurisdiction.

v at the

of e.g. LoIP 3 (e.g. Resident Registration ID card)

Jurisdiction Mechanism Lo]P

In-person comparison of the face of a person with a photo of Identity Card/

CN : . 2,13
Social Security Card/Passport

oB In-person comparison of the face of a person with a photo identification 3
document held in Authoritative or Corroborative Evidence

GB Online comparison of the face of the person with a digital image in 2
Authoritative or Corroborative Evidence
Knowledge based questions that only the person who owns the identity

GB 2
would be expected to know

KR In-person comparison of the face of a person with a photo identification 2
of an official ID (e.g. Resident registration ID, Passport, Driver license)
Verification against identity data from prior identity verification processes

KR of e.g. LoIP 3 (e.g. SMS authentication, Internet personal identification num- 3
ber, Licensed public key certificate)

KR Verification against finger print image prior identity verification processes 3

© ISO/IEC 2018 - All rights reserved
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Table A.2 (continued)

Jurisdiction Mechanism LolP
Verification against finger print template and identity attributes (e.g. name,
MY photo, date of birth, ID number) in National Registration Identity Card 3
(MyKad) issued by National Registration Department (NRD)
MY Verification against identity attribute in National Registration Identity Card 2

(MyKad) issued by National Registration Department (NRD)

In-person comparison of the face of a person with a photo identification
document held in Authoritative or Corroborative Evidence

) 8]

s In-person comparison of the face of a person with a photo identification 123
document 4
s CIP requirements of USA PATRIOT Act and other such instruments 17 3

(in-person)

16 © ISO/IEC 2018 - All rights reserved
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