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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

membe

rs of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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pcedures used to develop this document and those intended for its further maintenance
scribed in the ISO/IEC Directives, Part 1. In particular, the different approval .criterig
for the different types of document should be noted. This document was drafted in
nce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives of
c.ch/members_experts/refdocs).
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IEC draw attention to the possibility that the implementation of this document may involve the
a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of
med patent rights in respect thereof. As of the date of publication of this\document, ISO and IEQ

received notice of (a) patent(s) which may be required to implement)this document. However;

from the patent database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shal

implenienters are cautioned that this may not represent the latest information, which may be obtained
not be held responsible for identifying any or all such patent rights:
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de name used in this document is information given forthe convenience of users and does not
ite an endorsement.

explanation of the voluntary nature of standards, the meaning of ISO specific terms and
ions related to conformity assessment, as_well as information about ISO's adherence td
rld Trade Organization (WTO) principles>;in the Technical Barriers to Trade (TBT) seg

o.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This dg
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cument was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology
mittee SC 27, Information security,¢ybersecurity and privacy protection.

edback or questions on this,_document should be directed to the user’s national standards
A complete listing of tliese bodies can be found at www.iso.org/members.html and
c.ch/national-committees-
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Introduction

This document specifies requirements and guidelines for organizations to record information about:

— consent obtained from individuals prior to collecting and processing personally identifiable

information (PII); and

— the means by which individuals keep track of such content.

SO/IEC 29184 specifies controls which shape the content and the structure ot online privacy

principals.

nteraction. We call this record the “consent receipt”.

This document specifies a structure that is used by both principals.iiv¢onsent management:

whose PIl is being processed.

structures for such exchanges.

hotices,

hnd the process of asking for consent to collect and process PII from PII principals. ISO/IEC 29184 is
focused on the obligations of the PII controller, or entities processing PII on behalf of thePIl controller,
Lo inform PII principals of how their PII is processed. ISO/IEC 29184 does not address the needs of PII

[his document builds upon ISO/IEC 29184 by addressing the concept of giving the PII principal 4 record
for their own recordkeeping, which includes information about the PII processing agreemént and

namely

h specification for data to be held by the organization to allow xrecord-keeping with good integrity
[subject to the defined controls), and an artefact (the “consent receipt”) that is given to the individual

This document does not specify an exchange protocol for)consent records or consent receipts, nor

© ISO/IEC 2023 - All rights reserved
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TECHNICAL SPECIFICATION ISO/IECTS 27560:2023(E)

Privacy technologies — Consent record information
structure

1 Scope

This document specifies an interoperable, open and extensible information structure for recop
principals’ consent to PII processing. This document provides requirements and recommendat
Lhe use of consent receipts and consent records associated with a PII principal's PII processing ¢
himing to support the:

— provision of a record of the consent to the PII principal;
— exchange of consent information between information systems;

— management of the life cycle of the recorded consent.

2 Normative references

Che following documents are referred to in the text in such a way that some or all of their
constitutes requirements of this document. For dated references, only the edition cited appl
lindated references, the latest edition of the referenced:document (including any amendments) :

SO/IEC 29100:2011, Information technology — Security techniques — Privacy framework
SO/IEC 29184:2020, Information technology —=\Online privacy notices and consent

3 Terms and definitions

For the purposes of this document,-the terms and definitions given in ISO/IEC 29100, ISO/IE(C
hnd the following apply.

SO and IEC maintain terminology databases for use in standardization at the following address

— ISO Online browsing-platform: available at https://www.iso.org/obp

— [EC Electropedia: available at https://www.electropedia.org/

3.1

consent

personally/identifiable information (PII) principal’s freely given, specific, and informed agreel
Lhe processing of their PII

ling PII
ions on
onsent,

content
ies. For
ipplies.

29184

ment to

Note 1 to entry: Consent is a freely given and unambiguous decision or a clear affirmative action of a PII g

rincipal

agreement to this processing.

by which the PII principal, after being informed about a set of terms for the processing of their PII, denotes an

Note 2 to entry: Processing of PII refers to operations such as its collection, use, disclosure, storage, erasure, or

transfer.

[SOURCE: ISO/IEC 29100:2011, 2.4, modified - Notes 1 and 2 to entry have been added]

© ISO/IEC 2023 - All rights reserved
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3.2

consent receipt

information issued or provided as an acknowledgement of consent record(s), which may contain a
reference to the records and information within it

Note 1 to entry: The consent receipt is intended to facilitate inquiries or complaints by the personally identifiable
information (PII) principal about the processing of PII, and for the PII principal to exercise rights related to their
PIL.

3.3

consert record

information record describing a personally identifiable information (PII) principal’s consent [for
procesging of their PII, and the time and manner of a PII principal’s acceptance of their PII processing
notice

3.4

consent type

description of the way in which consent is expressed by the personally identifiable information (PII}
princippl

Note 1 ffo entry: The criteria or conditions associated with consent type can be derivéd from laws, regulations
standarfls, and domain-specific guidelines.

Note 2|to entry: Commonly used types for consent are: explicit, explicitly expressed and implied. See
ISO/1IEC|29184:2020, 3.1 for further details.

4 Abbreviated terms

ASCII American Standard Code for Information Interchange
GDPR General Data Protection Regulation

HMAC hash-based message authentication‘code

JSON JavaScript object notation

PII personally identifiable information
UTF unicode transformatiof format
UuID universally uniqueidentifier

5 Overview of‘consent records and consent receipts

5.1 QGeneral

PII prirfcipals are often asked to provide PII by organizations who want to process information about
them. A PIT principal can consent to the collection and processing of PII. A standardized record of a
consent enhances the ability to maintain and manage permissions for personal data by both the PII
principal and the PII controller. This document describes an extensible information structure for
recording a PII principal's consent to data processing.

This document elaborates on the example presented in ISO/IEC 29184. See Annex H for the mapping
between the clauses of this document and those in ISO/IEC 29184.

5.2 Consentrecord

A consent record documents the PII principal’s decision regarding consent to process their PII. Prior to
collecting and processing PII, PII controllers typically present a privacy notice describing the proposed

2 © ISO/IEC 2023 - All rights reserved
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processing of PII and relevant information such as relevant privacy rights. The PII principal can decide
to provide their PII for processing. The PII controller can then document that decision and its context in
the form of a consent record, to satisfy their regulatory obligations and recordkeeping requirements.
The PII controller defines the detailed structure.

See Annex A for an example of a consent record in JSON format.

5.3 Consentreceipt

[l CONSENt receipt 1s an authoritative document providing a relerence to a consent record, or infogmation
rontained therein. Receipts are intended for entities to share information regarding conseipt, such
hs a PII controller giving the PII principal a receipt regarding their given consent andits)asspciated
processing. Receipts enable stakeholders such as PII principals to keep their own reconds.and tolensure
Fhat the consent decisions are acknowledged by relevant entities such as the PII gonitroller. Receipts
hlso facilitate inquiries or complaints, such as from a PII principal to a PII contraeller or an aythority
regarding consent or rights associated with their PII.

See Annex A for an example of a consent receipt in JSON format.

b Elements of a consent record and consent receipt

.1 Overall objectives

The first overall objective of this document is to describéa*consent record as an information stfucture
for recordkeeping activities related to:

— the Pll requested by a PII controller to perfornpcertain activities;

— the provision of notices that indicate which treatments or uses of the PII will be made by| the PII
controller and possibly other third parties;

— the reception of PII by the PII controller because it is either provided directly by the PII pring¢ipal, or
derived or inferred from existing:PIl, or obtained from a third party; and

— the dates when: the PII is requested by the PII controller, the PII principal gives consent, and the PII
is received by the PII coritroller.

A second overall objective-0f the document is to describe consent receipt as an information stfucture
for the optional transmission of PII controller to a PII principal. It either refers to a consent] record
pr contains information from a consent record. This information can be used by the PII principal
ndependent of ¢he PII controller to form the basis for the PII principal’s personal recordkeeping
hctivities.

See Annex D for information on the consent record encoding structure.

See Amex G for guidance to implementors of ISO/IEC 27701.

.2 FPll controlier recordkeeping

6.2.1 General

This clause describes requirements for recording details of online privacy notices and consent
exchanged by a PII controller and the PII principal prior to commencement of PII processing. This
clause also describes requirements for recording sufficient details to enable ongoing reference to the
notice provided in accordance with ISO/IEC 29184:2020, 6.2.8 and to enable management of changing
conditions with respect to the notice and consent in ISO/IEC 29184:2020, 6.5.

© ISO/IEC 2023 - All rights reserved 3
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6.2.2 Record keeping for consent records

6.2.2.1 Presentation of notice — control

The organization shall keep records of the specific version or iterations of a notice as it was presented
to the PII principal. Such records shall be kept in a format and manner that provide assurances that the
records’ integrity is maintained over time and accurately reflects the notice, its contents, and context of
use at the time of presentation to the PII principal.

6.2.2.2| Timeliness of notice — control

The organization shall keep records of the time of and the manner in which the notice was presgnted
and if available, the location.

NOTE The content of notices is described in ISO/IEC 29184:2020, 5.3.

6.2.2.3| Obtaining consent — control

Where [consent is the basis for PII processing, the organization shall keep consént records in a format
and majnner that provides assurances that the records’ integrity is maintained‘over time and accurately
reflectq the activities related to obtaining consent.

6.2.2.4| Time and manner of consent — control

The organization shall keep records of the time of and the manwner in which the consent was obtained
and if ayvailable, the location.

6.2.2.5| Technical implementation — control

Technigal implementation shall include communication, storage, security, serialization, modelling
language selection, and other activities related tomaintenance of records and its information described
in this locument (see 6.3).

See Anhex C for information on performarice and efficiency considerations and Annex D for consent
record pncoding structures.

See Annex E for security of consentrecords and receipt.

6.2.2.6( Unique reference — control

The organization shall.assign, maintain and use unique references to the specific version of information
within p consent record where such information is expected to change over time.

NOTE An exdniple of information present within consent records that can change over time includes privacy
notices,[where the unique reference refers to the specific version applicable at the time of record creation.

6.2.2.7| “Legal compliance — control

The organization shall determine and document how its activities and processes comply with
requirements for processing of PIl. Where consent records are used to demonstrate legal compliance,
the organization shall keep records of specific legal requirements which can apply and their relationship
to the information provided in consent records.

NOTE A consent record also serves to demonstrate compliance where consent is used as the legal basis for
processing activities in some jurisdictions.

4 © ISO/IEC 2023 - All rights reserved
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6.2.3 Recordkeeping for consent receipts

6.2.3.1 Provision of consent receipt — control

The organization shall make available information on how the PII controller transmits the consent
record or consent receipt to the PII principal.

NOTE1 This control refers to creation and transmission of the consent receipt from PII controller to PII
principal. The PII principal is then able to establish and maintain their own independent records.

NOTE 2  See Annex F for signals as controls communicating the PII principal’s preferences and deci$ions.

p.2.3.2 Contents of consent receipts — control

The information provided as a consent receipt can include some or all of the informabion preser]t in the
consent record.

NOTE The PII controller decides the contents of the consent receipt, balancing operational requifements
hnd the rights of the PII principal for an independent copy of the consent record.

p.2.3.3 Integrity of consent receipts — control

The information provided as a consent receipt may include infermation integrity controls to| hinder
modification.

.2.3.4 Technical implementation — control

The organization shall determine and document how its implementation of consent receipts cgnforms
fo information requirements related to consenttecords as described in 6.3.

NOTE Technical implementation includes:data serialization, data modelling, language selection and other
hctivities.

.2.3.5 Unique reference — control

Che organization shall assign, maintain, and use unique references to the specific version of infofmation
within a consent receipt where such information is expected to change over time.

NOTE An example oflinformation present within consent records or consent receipts that can chanpge over

Fime includes privacy fotices, where the unique reference refers to the specific version applicable at the time of
Fecord creation.

.2.3.6 Accuracy and verifiability — control

The organization shall ensure information provided in the consent receipt is accurate, traceable, and
verifiable.

NOTE The PII principal can utilize the consent receipt in contexts other than communication with the PII
controller.

6.2.3.7 Use of receipts by PII principal — control

The organization shall make available information necessary for the PII principal to interpret,
comprehend, and use the consent receipt.

Where the consent receipt is provided in a machine-readable format, the receipt interpretation
information may be given directly or given by reference.

© ISO/IEC 2023 - All rights reserved 5
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6.2.4 Relationship between records and receipts — control

The organization shall include sufficient information in the consent receipt such that the PII principal
is able to communicate about the related consent record and its context as referenced by the receipt.
Based on information in the receipt, the PII principal can inform the PII controller or a regulator of the
context of an inquiry, complaint or exercise of rights, even if the original consent record managed by the
PII controller is no longer available.

NOTE1 If the amount of information replicated between the consent record and consent receipt is minimal,
then the Pl controller assumes that the PII prinr‘ipn] will trust the PII controller to maintain the n\mil:\hi]ify an

integrity of the consent records over a given period of time, as indicated by the organization.

NOTE 2| The consent receipt is intended to facilitate inquiries or complaints by the PII principal about the
processing of PII, and for the PII principal to exercise rights related to their PII.

6.3 Record information structure

6.3.1 |General

This clduse describes requirements for the consent record information structure.

NOTE Annex A provides examples in JSON and JSON-LD formats of consent record structure and its contents
6.3.2 [Structure of the consent record

6.3.2.1] Consent record schema — control

Where [the organization creates its own schema for thedimplementation of consent records, it shal
publish| or reference the schema(s) being used and maintain documentation necessary for its correct
technicpl implementation and conformance to the requiirements specified in this document.

6.3.2.2| Structure of consent record — control

The conpsent record should be organized.inte six sections:
— redord header section;

— PIl|processing;

— evgnt;

— purposes;

— PllIfinformation Section; and

— party identification section.

The organization should document the expected (or acceptable) syntax, values and forms for each field

When ckegtine cchamac nvr atiliginagthan in tnchnic ] ran]amantatinnc
St ES-SeRea S o vthAR S e te e ear HRpremeRtatens:

NOTE1 The structure of the record, consisting of its sections, fields, and their expected formats and values, is
collectively referred to as a "schema" so as to permit declaring information about the representation of fields in a
record for its correct technical interpretation.

NOTE 2 Implementers can organize the structure of record and receipt fields within their schema according
to the implementers’ operational needs.

Figure 1 shows one representation of fields in a technical implementation. The “purposes” section in
Figure 1 represents the fields which are directly related to the purposes for PII processing.

6 © ISO/IEC 2023 - All rights reserved
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The PII controller may have one or more services each with its own list of purposes for the PII
processing. Separate records may be created with a single service and one purpose, or they may be
combined all within one record. If the record contains multiple purposes the recorded event applies to

all the purposes.

This document makes no recommendation to combine or have separate records. Implementers shall
organize record contents for the most optimal management of the life cycle of the consent record
and consent receipt (see Annex B). In addition, implementors may choose to make optimizations.
For example, avoiding duplication of information by reorganizing or restructuring the storage and

Record header

schema_version®
record_id®
pii_principal_id®

PII processing

privacy_notice®
language®
purposes”

s — £ 11 . £
LHIZ4UOIT OI'TCLOIUS Dy UsSlily COIITITIIUIT TCICITIILTS.

Purpose

Event

event_timeP
validity_ duration®
entity_id®
event_type®
event_state®

Key

P These fields-are’/mandatory.

v

purpose®
purpose_type
lawful_basis

PII information

pii_information®

pii_controllers®
collection_method
processing_method
storage_locations®
retention_period®
processing_locations”
geographic_restrictions
services

jurisdiction AP

A 4

pii_type ®
pii_attribate~id
pii_optional
senSitive_pii_category
spetial_pii_category

Party identification

recipient_third_party °
withdrawal_method 2°
privacy_rights ®

code_of conduct?
impact_assessment 2

authority party

p(3:3' Record header section contents

party_id®
party_address®
party_email
party_url
party_name”
party_role
party_contact®

party_type®

Figure 1 — Record schema overview

. These fields can be in¢luded under the PII controller party’s identification section instead of under the
section. This document does not prescribe which option is used, leaving that as an implementation dlecision.
Refer to requirements and recommendations associated with the field.

purpose

6.3.3.1 General

Table 1 summarizes the structure and contents of the record header section.
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Table 1 — Record header section

Data element identifier Description Presence
schema_version A unique reference for the implementation documenta- Required
tion describing interpretation of the record structure and
(see 6.3.3.2) . . .
contents in conformance with this document.
record_id A unique reference for a record. Required
(see 6.34.3.3)
pii_principal_id The identifier or reference to the PII principal whose PII  |Required
(see 6.3.3.4) will be processed.

6.3.3.2| schema_version

This refers to a unique reference for the implementation documentation describing interpretation of
the recprd structure and contents in conformance with this document.

NOTE The interpretation of record structure and contents is based on the usé of unique schema_version for
each upflated record structure.

The prgsence of schema_version is required.
Recominended encoding format: string.
See ISOY/IEC 29184.

Requir¢ments and guidance: The schema_version shall(refer to the specific version of PII controlley
implementation documentation in effect at the time the record is created.

6.3.3.3| record._id

This refers to a unique reference for a record:
The prgsence of record_id is required.
Recommended encoding format:UUID-4.[2]
See ISOY/IEC 29184.

Requir¢ments and guidance: The record_id is used by parties to the notice and consent interaction
to idenfify and refer€o)the record. Record IDs shall be unique within the relevant context to enablg
identifying records€xplicitly. While utilizing suggested formats such as UUID-4, which have a low
probabjlity of eollisions between identifiers, the entity creating the consent record should ensurg
identifier uniqueness.

6.3.3.4( “pii_principal_id

This refers to the identifier or reference to the PII principal whose PII will be processed.
The presence of pii_principal_id is required.

Recommended encoding format: string.

See ISO/IEC 29184.

Requirements and guidance: A consent record shall contain an identifier through which the consent
(and its record) is associated with a PII principal. Where such identifiers are not created or provided
by the PII principal or PII controller, one shall be created for the sole purpose of uniquely

specifying the PII principal within the record.

8 © ISO/IEC 2023 - All rights reserved
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Organizations should consider using measures to prevent identification of the PII principal through
using mechanisms such as pseudonyms.

In cases where consent is granted by a PII principal without identifying themselves and where no other
means are available to associate the consent to the PII principal, the value of pii_principal_id should be
a newly generated identifier specific to that consent record, so as to uniquely associate the consent to a
PII principal.

An account identifier, where available, may be used as a pii_principal_id, and where relevant

cnnﬂnnymicnr‘

b.3.4 PII processing section contents

h.3.4.1 General

Fable 2 summarizes the structure and contents of the PII processing section.

Table 2 — PII processing section contents

Data element identifier Description Presence
privacy_notice Identifier or reference to the?PII control- |Required
(see 6.3.4.2) ler’s privacy notice and applicable terms

of use in effect when the‘eonsent was
obtained, and the record was created.

language Language of noticé and interface related |Required
(see 6.3.4.3) to consent.
urposes can bedssociated with multiple pur- |Require

purp PII b iated with multiple p Required
poses that do not share the same lawful

(see 6.3.4.4) basis.

urpose € purpose for whic is processed. equire

purp The purpose f hich PIlis p d. |Required

(see 6.3.4.5)

purpose_type A broad type providing further descrip- |Optional
tion and context to the specified purpose

(see 6.3.4.6) for PII processing.

awful_basis e lawful basis for processing personal |Optiona

lawful_basi The lawful basis f ing 1 |Optional

(see 6.3.4.7) data associated with the purpose.

pii_information A data structure that contains one or Required
more PII type values where each type

(see 6.3.4.8) represents one attribute.

pii_controllers A data structure that contains one or Required
more party_identifier values where each

(see 6.3 identifier represents one PII controller.

collection_method A description of the PII collection meth- |Optional

ods that will be used.

(see 6.3.4.10)

processing_method How the PII will be used. Optional

(see 6.3.4.11)

storage_locations The geo-locations of where the data will |Required
be physically stored.

(see 6.3.4.12)

retention_period The PII controller shall provide informa- |Required

tion about the retention period and/or
(see 6.3.4.13) disposal schedule of PII that it is collect-
ed and processed.
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Table 2 (continued)

Data element identifier Description Presence

processing_locations The locations or geo-locations of where |Optional
the PII will be processed if different from
(see 6.3.4.14) storage_location.

geographic_restrictions Geographic restrictions for processing of | Optional
(see 6.3.4.15) personal data.

QAT L ALY

serviceg A-service-or-businessprocess-within Optional
i which the purpose of PII processing is
(see 6.4.4.16) 1 whe purp p §
applied or interpreted.
jurisdidtion The legal jurisdictions governing the Required

processing of PII.

(see 6.4.4.17)

recipient_third_parties A data structure where each entry de- Required
i scribes a third party in terms of identity,

(see 6.3.4.18) geo-location of data transfer, and wheth-

er it constitutes a jurisdictional change.

withdrawal_method Indicates information or link on how and\{Required
(see 6..4.19) where the PII principal can withdraw
this consent.

privacyl rights Indicates information or locatiomr¢on how |Optional
(see 6.4.4.20) anq wh(.ere the _PII principal can exercise

their privacy rights.
codes_g¢f conduct The PII controller may-follow a code of  |Optional

conduct which sets the)proper applica-
tion of privacy regulation taking into
account specifiefeatures within a sector.

(see 6.3.4.21)

impact]assessment The PII controller may perform a pri- Optional

(see 6.4.4.22) vacy assessiient in order to determine
T privacy-risks and potential impacts of

non-compliance on the PII principals.

authority_party Information about the authority or Optional

. authorities to whom the PII principal
(see 6.34.23) can issue an inquiry or complaint with
regards to the processing of their data
and exercising of rights.

6.3.4.2| privacy_notice

This refers to an identifier or reference to the PII controller’s privacy notice in effect when the consent
was obfained, and the record was created. If a privacy notice changes, the reference specified within
the recprd should\dontinue to point to the version in effect when the record was created.

The prgsenceof privacy_notice is required.

Recomimmended encoding format: URI,

See ISO/IEC 29184:2020, 5.2.8.

Requirements and guidance: The specific version of privacy notice provides context for the consent
obtained. The URL identifier may reflect an identifier for the notice.

6.3.4.3 language
This refers to the language of notice and interface related to consent.

The presence of language is required.

10 © ISO/IEC 2023 - All rights reserved
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Recommended encoding format: ISO 639-1.
See ISO/IEC 29184:2020, 5.2.4.

Requirements and guidance: none.

6.3.4.4 purposes

PII can be associated with multiple purposes that do not share the same lawful basis. Where such PII

ic crnacifiad in 4 cancant racard thao araanigation chall ancurag tha DIT rnyinecinal ic avaqrg Af +
SSpeeateaih—a—€6 —Fecoas S At o h—SHa e RS+t eTrpHRea P ISaWaHe-—o+—+r

e other

T CTT L2 23—

purposes and lawful basis.
The presence of purposes is required.
Recommended encoding format: array.

See ISO/IEC 29184:2020, 5.3.2 and 5.3.3.

business requirements, subscriptions, contractual and many more. For €xample, a covid-19 vacq
fest centre, as the PII controller, can have two purposes for processing péersonal data: 1) a lawf
for processing which is carried out in the public interest and 2) progessing a special category of p|
Hata to assess working capacity. These should be separate purpeses:

NOTE 1  Based on the applicable jurisdiction(s), the specificity‘and scope of consent can require that
be expressed for all purposes expressed in the record collectively or individually, with implications on ut
hnd possible revocation.

NOTE 2  For example, a medical centre can utilize phonenumbers for the separate purposes to "send em

health advice" with a lawful basis for the public interest@nd to "communicate appointment information”
ronsent of the PII principal.

b.3.4.5 purpose

This refers to the purpose for which*PH be processed.
The presence of purpose is requiréd.

Recommended encoding fermat: string.

See ISO/IEC 29184:2020;-5.3.2 and 5.3.3.

Requirements and\gdidance: The description of the purpose should be sufficiently detailed and
hot be ambigueus/so as to enable the PII principal to obtain an overview of the intended proce
their PII.

b.3.4.6purpose_type

Chis‘refers to a broad type providing further description and context to the specified purpose

Requirements and guidance: There can be multiple purposes for processing PII information, legal,

ination
1 basis
ersonal

consent
lization

ergency
with the

should
5sing of

for PII

rocessing
o€

OIS

The presence of purpose_type is optional.
Recommended encoding format: string.

See ISO/IEC 29184:2020, 5.3.2 and 5.3.3.

Requirements and guidance: For example, if the purpose, which should be as specific as possible, is
“sending newsletters for new products and services”, this purpose is then accompanied with the type
“marketing”. This is an abstraction and generalized description of the purpose and further clarifies that

the purpose is a specific form of marketing.

© ISO/IEC 2023 - All rights reserved
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6.3.4.7 lawful_basis

This refers to the lawful basis used by the PII controller for justifying processing of PII stated in the
record. The value of this field shall relate to consent.

The presence of lawful_basis is optional.
Recommended encoding format: string.

See ISO/IEC 29184:2020, 5.4.2.

Requir¢ments and guidance: none.

6.3.4.8| pii_information

This refers to a data structure that contains one or more PII type values where each typeTepresents
one attfibute. A corresponding PII information structure shall exist in the PII information section foq
each el¢ment.

The prgsence of pii_information is required.
Recominended encoding format: array of strings.
See ISOYIEC 29184:2020, 5.3.4.

Requir¢ments and guidance: none.

6.3.4.9( pii_controllers

This refers to a data structure that contains one or more-party_identifier values where each identifier
represgnts one PII controller. A corresponding party\identification structure shall exist in the party
identification section for each element.

The prgsence of pii_controllers is required.
Recomimended encoding format: array of strings.
See ISOY/IEC 29184:2020, 5.3.4.

Requir¢ments and guidance: If there are multiple PII controllers, the array shall list the PII controllerg
and joimt controllers at the time-of collecting or granting consent.

6.3.4.1D collection_method

This reference to a déescription of the PII collection methods that are applicable for the processing of PII
described in thecconsent record.

The prgsenceef collection_method is optional.

Recominénded encoding format: array of strings.

See ISO/IEC 29184:2020, 5.3.5, 5.3.6 and 5.3.7.

Requirements and guidance: The collection method can be directly provided by an individual, observed
for PII principal’s activities, inferred from existing PII, or indirectly collected from a third party or
obtained from another source.

6.3.4.11 processing_method

This is how the PII will be used. If the PII principal was informed of the processing operations employed
by the PII controller(s) to process the PII, under the auspices of this consent, then that information may
be recorded as part of the consent record.
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The presence of processing_method is optional.
Recommended encoding format: array of strings.

See ISO/IEC 29184:2020, 5.3.8.

Requirements and guidance: Where the method of use includes creating or utilizing automated decision-
making systems or large scale of processing or profiling, it can be necessary to provide information

about these depending on legal jurisdictions.

.3.4.12 storage_locations

This refers to the geo-locations of where the data will be physically stored.
The presence of storage_locations is required.

Recommended encoding format: array of strings.

See ISO/IEC 29184:2020, 5.3.9.

Requirements and guidance: PIl may be stored on servers, devices, or inether forms. The PII co
should indicate the applicable locations of storage or their approximiations. The location inform
Felevant for assessing and evaluating jurisdictional obligations,regarding data transfers, stord
Hissemination.

.3.4.13 retention_period

The PII controller shall provide information about the.retention period and/or disposal schedu
that it is collected and processed.

The presence of retention_period is required.

Recommended encoding format: date and-time format and duration format according to the IS
series.

See [SO/IEC 29184:2020, 5.3.11.

Requirements and guidanceaThe recommendation is to use either a date and time format in d
ndicate a scheduled dispesal (e.g. 2023-06-23T14:30) or a duration if PII information is conti
rollected and disposed at,a’regular schedule (e.g. P3Y6M4DT12H30M5S). It is not necessary to
Lime (T) if the granulaxity is not required.

The information~concerning the retention period and/or disposal schedule may be in the fo

specific event, or a specified date (e.g. to be disposed of on 1 January 2025). It may also consis
criteria uSed to determine that period or schedule.

NOTE An organization can collect PII for multiple purposes. Depending on the purposes, the r
period can differ. As such, the data retention period can also be specified per purpose.

htroller
ation is
ge, and

e of PII

0 8601

rder to
huously
include

'm of a

specified peried) (e.g. 5 years) from the date of collection or processing, or from the occurrence of a

t of the

Ptention

6.3.4.14 processing_locations

This refers to the locations or geo-locations where the PII will be processed if different from s
locations.

The presence of processing_locations is optional.
Recommended encoding format: array of strings.

See ISO/IEC 29184:2020, 5.3.9.
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Requirements and guidance: PII can be processed on servers. The PII controller should indicate the
applicable locations of processing if different from storage_locations. The location information
is relevant for assessing and evaluating legal obligations regarding data transfers, storage, and
dissemination.

6.3.4.15 geographic_restrictions

This refers to the geographic restrictions for processing of personal data.

The prgsenceof geographic_tocatiom s optiomnat:
Recominended encoding format: array of strings.
See ISOY/IEC 29184:2020, 5.3.9.

Requir¢ments and guidance: The PII controller should indicate if there are any geographic restrictiong
in the grocessing of personal data for example, based on geo-location or jurisdiction-restrictions. The
restriction also applies to PII processors and third parties.

6.3.4.1p services

This refers to a service or business process within which the purpose 9f PII processing is applied oy
interpreted.

The prgsence of services is optional.
Recomimended encoding format: reference to an array.
See ISOYIEC 29184.

Requir¢ments and guidance: The services may be breken down into independent services offered by 4
PII controller. An example is an automotive business with a sales activity and rental business of theif
fleet of|cars. To understand the use of service and'its relation to purpose, consider the example where
an orggdnization provides an online video streaming service, within which it uses the user's location
to perspnalise language and content. In this; the "online video streaming service" would be a servicsg
and thq "personalisation of language and content” would be the purpose. While separation of service
can aid|in better management of records, both service and purpose can also be described within thg
descripftion of a purpose, such as."personalisation of language and content for online video streaming
service|. Organizations shall determine the appropriate method for service and purpose description
based ¢n relevant factors suchras their use-case, sufficient clarity of information, and any applicablg
requirgments.

6.3.4.1F jurisdiction
This refers to the€legal jurisdictions governing the processing of PII.

The prgsenceof jurisdiction is required.

Recommended pnrnding format: string

See ISO/IEC 29184:2020, 5.3.9.

Requirements and guidance: The scope and granularity of jurisdiction to be specified shall be
determined by the PII controller based on requirements outlined in ISO/IEC 29100:2011, 4.5. The
specification of a jurisdiction indicates the specific laws and regulations the PII controller acknowledges
as being applicable and indicates what rights and mechanisms the PII principal may avail themselves of.

NOTE Examples of jurisdictions are countries specified using ISO 3166-1 and abbreviated terms such as
those for European Union membership e.g. EU.
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Requirements and guidance: This field may be included as part of PII controller party’s identification
(see 6.3.6) instead of under purpose (see 6.3.4.5). This document does not prescribe which option is
used, leaving that as an implementation decision.

6.3.4.18 recipient_third_parties

This refers to a data structure where each entry describes a third party in terms of identity, geo-
location of data transfer, and whether it constitutes a jurisdictional change. A corresponding third-party
structure shall exist in the party identification section for each array element. If no PII information is
Shared, the array is empty.

The presence of recipient_third_parties is required.
Recommended encoding format: array of strings.
See [SO/IEC 29184:2020, 5.3.10.

Requirements and guidance: This field may be a group of third parties where information abjout the
broup’s membership has been provided or made available to the PII principal.

.3.4.19 withdrawal_method
This field indicates information or a link on how and where the Pl principal can withdraw this qonsent.
The presence of withdrawal_method is required.
Recommended encoding format: string.

See ISO/IEC 29184.

Requirements and guidance: Depending on thejurisdiction of the PII controller and/or the PII prjincipal,
egal requirements can apply with regard¢o providing information on how the (given) consent is
withdrawn by the PII principal. Therefore, the information or link specified within the withdrawal field
Can be connected to conformity with obligations and rights.

Requirements and guidance: The-withdrawal of a record may produce an event with state terminated.

Requirements and guidanceiThis field may be included as part of PII controller party’s identification
[see 6.3.6) instead of undey purpose (see 6.3.4.5). This document does not prescribe which option is
ised, leaving that as an{implementation decision.

.3.4.20 privacy rights

This refers t@.instructions or location on how and where the PII principal may exercise their privacy
Fights.

The presence of privacy_rights is optional.

Recommended encoding format: array of strings.

See ISO/IEC 29184:2020, 5.3.13.

Requirements and guidance: Instructions on how to exercise privacy rights shall be provided in the
link.

Requirements and guidance: The organization shall ensure the PII principal has been provided
or is aware of information regarding the existence, applicability, and exercise of applicable rights.
Organizations may provide the ability to update conditions of the consent (for example, modify the PII
retention period) along with the ability to withdraw the consent. According to the jurisdiction of the PII
controller and/or the PII principal, legal requirements can apply with regard to providing information
on how the PII principal exercises their privacy rights. For example, when a PII principal withdraws
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their consent or terminates a service, the record enters a withdrawn state, refer to event_state field.
For consents that offer additional choices to users giving consent, the information or link specified
within this field should allow additional choices to be changed.

Requirements and guidance: This field may be included as part of the PII controller party’s identification
section instead of under the purpose section. This document does not prescribe which option is used,
leaving that as an implementation decision.

6.3.4.21 codes_of_conduct

The PII|controller may follow a code of conduct which sets the proper application of privacy regulation
taking Into account specific features within a sector. The code of conduct shall refer to the name 'of theg
code offconduct and a publicly accessible reference to the code of conduct.

The prgsence of codes_of_conduct is optional.
Recominended encoding format: string.
See ISOYIEC 29184.

Requir¢ments and guidance: The code of conduct does not require an assessment to ensure compliancg
but it mjay be conducted if available for the sector.

Requir¢ments and guidance: This field may be included as part of PIlcontroller party’s identification
section|instead of under the purpose section. This document does-rot prescribe which option is used
leaving|that as an implementation decision.

6.3.4.2P impact_assessment

The PIlj controller may perform a privacy impact assessinent or data protection impact assessment in
order tp determine privacy risks and potential impacts of non-compliance on the PII principals. The
record [shall indicate the latest assessment applicable at the time of creation along with the type of
assessment (e.g. PIA or DPIA). The assessment.inistance is a reference to the latest assessment and shal
include|an assessment name (e.g. PIA or DPIA), when the assessment was signed off and reference to thg
assessment firm. If certification is provided-for the assessment, it shall be included.

The prgsence of impact_assessmentss optional.

Recominended encoding format: ‘string.
See ISOYIEC 29184:2020, 5-2.7/ 5.3.3, and 5.3.16.

Requir¢ments and guidance: The impact_assessment field may be expressed as an URL or an identifieq
to a dofument. The/doeation of an assessment report of the organization’s privacy practices takes the
form oflan URL. It'is-potentially certified and associated with the receipt. The assessment should focug
on riskk and impAdcts, and the security practices used to manage PIl. The impact assessment should
identify risks.and impacts of the specified processing and the adopted mitigation and their effectiveness
The spgcifics'of this information shall be determined by the organization based on factors such as lega
requirdments

NOTE Known risks are listed. It is the responsibility of each regulatory body to determine what type or risk
merits are included.

Requirements and guidance: This field may be included as part of PII controller party’s identification
section instead of under Purpose section. This document does not prescribe which option is used,
leaving that as an implementation decision.

6.3.4.23 authority_party

This refers to the information about the authority or authorities to whom the PII principal may issue an
inquiry or complaint with regards to the processing of their data and exercising of their rights.
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The presence of authority_party is optional.

See ISO/IEC 29184:2020, 5.3.13.

Requirements and guidance: PII controllers are expected to determine the suitable and appropriate
authorities based on the applicable jurisdictions and provide information regarding their contact,

applicability of rights and lodging complaints.

6.3.5 PII information

H.3.5.1 General

Table 3 summarizes the structure and contents of the PII information section.

Table 3 — PII information section

Data element identifier Description Presé¢nce
pii_type An explicit list of PII types, categories or elements to be Required
(see 6.3.5.2) processed for the specified purpose. The Pll{ypes shall be

I defined using language meaningful to thesusers and consist-
ent with the purposes of processing.
pii_attribute_id An unambiguous identifier to the attribute relating to the PII |Optional
(see 6.3.5.3) type.
pii_optional This field is used to indicateqvhether it was mandatory or op-|Optional
tional for the PII principalte,release the PII type for specified
(see 6.3.5.4) purposes.
sensitive_pii_category A PII controller may.explicitly note if the PII type is consid- |Optional
(see 6.3.5.5) ered sensitive where'this has an impact on the consent or its
E— use for the specified purpose, or in other contexts such as the
sharing with ether parties.
special_pii_category A PII contr'oller may explicitly note if the PII type is con- Optional
(see 6.3.5.6) sidered/special where it falls under the special category of
I highly-impactful personal data based on requirements in the
jurisdiction.

.3.5.2 pii_type

This refers to an arrdyyof PII type, category or elements to be processed for the specified purpd
P11 types shall be defined using language meaningful to the users and consistent with the pury
processing. The PII" types may be represented implicitly, across all consent records of this typ
ronsent recordhandling system.

The presence of pii_type is required.

Recomimended encoding format: array.

se. The
oses of
b in the

oo 1ISQAEC 20184

Requirements and guidance: The PII categories expressed in this field shall be sufficiently clear and

comprehensible to the PII principal.

Actual data shall not be conveyed in the pii_type field. For example, if the PII for which consent was
granted is a specific email address, this field shall refer only to the category "email” and not the actual

email address.

6.3.5.3 pii_attribute_id

This refers to an unambiguous identifier to the attribute which is related to the pii_type.
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The presence of pii_attribute_id is optional.
Recommended encoding format: string.
See ISO/IEC 29184.

Requirements and guidance: The attribute ID shall be directly tied to the pii_type. There shall be a one-
to-one relation. The representation of the attribute ID is an implementation decision but can be schema
ID or another form of identification.

6.3.5.4| pii_optional

This figld is used to indicate whether it was mandatory or optional for the PII principal to release the
PII type for specified purposes. A value of “true” indicates the PII_type has been released-by the PI}
princippl, even though the PII principal has been informed that it was not mandatory to release that PII
type. Without the presence of the pii_optional field, the PII category is considered mandatory for thg
specifi¢d purposes.

The prgsence of pii_optional is optional.
Recominended encoding format: True/False.
See ISOYIEC 29184:2020, 5.4.6.

Requir¢ments and guidance: none.

6.3.5.5 sensitive_pii_category

The PII|controller may explicitly denote the sensitivity of Il with respect to its potential for risks and
impacts to the PII, and whose processing requires additional considerations, such as when sharing with
other pprties.

The prgsence of sensitive_pii_category is optional.
Recominended encoding format: True/False;
See ISOYIEC 29184.

Requir¢ments and guidance: none:

6.3.5.6| special_pii_category

A PII controller may explicitly note if the PII category is considered special where it falls under the
special|category of highly impactful personal data based on requirements in the jurisdiction.

The prgsence oféSpecial_pii_category is optional.

Recom(Jnended encoding format: True/False.

See ISOLLEC 29184

Requirements and guidance: For jurisdictions where sensitive PII is regulated or identified with
specific terms, this field may be used to denote this information. For example, "special” referring to
regulated categories of PII under GDPR, Article 9-1.[11 Another example is the "retained personal data"
and "privilege information" under the Act on the Protection of Personal Information of Japan[2l and the
Data Privacy Act of the Philippines.[10] These terms are specific under their jurisdictions and can have a
different treatment or requirement from PII and sensitive PII.
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6.3.6 Party identification section contents

6.3.6.1 General

Table 4 describes the structure and contents of the party identification section.

Table 4 — Party identification section contents

Data element identifier Description Presence
party_id An unambiguous identifier indicating the party within |Required
(see 6.3.6.2) the record.
party_address Contact information in the form of a postal address. Required
(see 6.3.6.3)
party_email Contact information in the form of an email address. Optienal
(see 6.3.6.4)
party_url A url of a website or resource containing informatipn Optional
about the party and/or its services, policies, and cofitact

(see 6.3.6.5) b he party and/or i . polici d

I information.
party_phone Contact information in the form of a phone humber. Optional
(see 6.3.6.6)
party_name The name of the party through which'itis identified as a |[Required
(see 6.3.6.7) legal entity.
party_role Indicates the role of party in eontext of the record itis |Optional
(see 6.3.6.8) specified in.
party_contact Unbounded form of comimunication mediums. Required
(see 6.3.6.9)
party_type The type or category with which the party is relevant |Required
(see 6.3.6.10) for the specifie processing.

H.3.6.2 party_id

[his refers to an unambiguous identifier indicating the party within the record.
The presence of party-id is required.

Recommended-encoding format: string.

See ISO/IE€29184:2020, 5.3.4.

Requirements and guidance: The party_id is used in other sections of the record or receipt strugture to
refet to the party identification information.

6.3.6.3 party_address

This refers to the contact information in the form of a postal address.
The presence of party_address is required.

Recommended encoding format: ISO 19160-4.

See ISO/IEC 29184:2020, 5.3.4.

Requirements and guidance: none.
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6.3.6.4 party_email

Description: Contact information in the form of an email address.

The presence of party_email is optional.

Recommended encoding format: RFC 5322 (Internet Message Format).[16]

See ISO/IEC 29184:2020, 5.3.4.

Requir¢ments and guidance: none.

6.3.6.5| party_url

This refers to a url of a website or resource containing information about the party and/oritSservices
policieq, and contact information.

The prgsence of party_url is optional.
Recomimended encoding format: URL.
See ISO/IEC 29184:2020, 5.3.4.

Requir¢ments and guidance: none.

6.3.6.6 party_phone

This refers to a contact information in the form of a phone number.
The prgsence of party_phone is optional.

Recommended encoding format: ITU-T E.164:2010, Ghapter 6.[17]
See ISOYIEC 29184:2020, 5.3.4.

Requir¢ments and guidance: none.

6.3.6.7| party_name

This inglicates the name of party'in/context of the record it is specified in.
The prgsence of party_nameé.is required.

Recominended encodingformat: string.

See ISO/IEC 29184.

Requir¢ments:and guidance: Name should reflect the legal name of the party.

6.3.6.8( “party_role

This indicates the role of the party in context of the record it is specified in.
The presence of party_role is optional.

Recommended encoding format: string.

See ISO/IEC 29184.

Requirements and guidance: The specific terms used to indicate roles may be based on the applicable
jurisdictions. Examples of roles are PII controller, PII Processor and third party.
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6.3.6.9 party_contact
This refers to an unbounded form of communication medium.
The presence of party_contact is required.

Recommended encoding format: string.

See ISO/IEC 29184.

equirements and guidance:; A party may offer communication througn various meaiums, s
cocial media, or even messaging services. For example, a social media user can provide a conta
pbn their own network, such as a dedicated handle for contact or complaints.

.3.6.10 party_type

This refers to the type or category with which the party is relevant for the-specific process
pxample, as recipients in data sharing.

The presence of party_type is required.
Recommended encoding format: string.
See [SO/IEC 29184.

Requirements and guidance: The expression of party category can assist in informing the PII p
pf the relevance for that party’s involvement (e.g. as recipient) in addition to its legally defined 1|
hs a data processor or third party or authority).

H.3.7 Event section contents

H.3.7.1 General

lable 5 summarizes the structure and contents of the consent section.

Table 5 — Event section contents

ch as a
Ct point

ng. For

rincipal
ple (e.g.

Data element identifier Description Presence
event_time Date and time that the associated event took place, for |Required
(see 6.3.7.2) example, when consent was obtained expressed using

B the date and time format specified in the ISO 8601 se-
ries using the UTC time zone.
validity_duration The duration for which the consent is considered valid |Required
(see 6.3.2.3) for justification of processing based on it, and after
== which it is no longer considered valid. The PII controller
should "refresh”, "confirm" or "re-affirm" consent peri-
odically, where the period is considered the duration of
that consent.
entity_id The 1dentifier or reference to the entity associated with |Required
(see 6.3.7.4) performing the event.
event_type The PII controller shall indicate the event type associat- |Required
ed with the event state change, for example, when con-
(see 6.3.7.5) : L > .
sent is used to justify the validity of expressing consent.
event_state The state of an event specifies its existence and applica- |Required
bility within a life cycle. For consent, state refers to the
(see 6.3.7.6) X o
events related to the request (e.g. notice), provision of or
obtaining consent, or termination due to withdrawal.
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6.3.7.2 event_time

This refers to the date and time that the associated event took place, for example when consent was
obtained, which is expressed using the date and time format specified in the ISO 8601 series using the
UTC time zone.

The presence of event_time is required.

Recommended encoding format: date and time format according to the ISO 8601 series.

See ISOY/IEC 29184.

Requir¢ments and guidance: The time the consent was obtained is considered the time the.usSey
indicat¢d their consent. In case there are substantial processing times, for instance due te~missing
network connections, the time that the consent was received by the pii controller can be diffenént.

6.3.7.3 validity_duration

This refers to the duration for which the consent is considered valid for justificationh,of processing based
on it, aijd after which it is no longer considered valid. The PII controller should.‘zéfresh’, ‘confirm’ or ‘re-
affirm’ consent periodically, where the period is considered the duration of that consent. Duration shal
be present where the event is regarding expression of consent.

The prgsence of validity_duration is conditionally required.
Recommended encoding format: duration format specified in the)}SO 8601 series [P YMWDTHMS].
See ISO/IEC 29184:2020, 5.4.7 and 5.4.8.

Requir¢ments and guidance: The PII controller may utilize this field to denote durations associated
with other events such as notices, consent given and re-dffirm. See Annex C for an example.

The duration of consent is not necessarily the sanie as the duration of processing. It is possible that thg
duration of consent is longer than the duration©f processing.

6.3.7.4| entity_id
This refers to the identifier or referénce to the entity associated with performing the event.

The prgsence of entity_id is required.

Recominended encoding forimat: string.
See ISOYIEC 29184.

Requir¢ments and\guidance: The entity_id captures whose action resulted in the state of the event. For
example, when'Consent is requested, the agent is the PII controller, when given it is PII principal, when
withdrawn itis PII principal, when terminated it is PII controller.

6.3.7.5 event—type

The PII controller shall indicate the event type type associated with the event state change, for example
when consent is used to justify the validity of expressing consent.

The presence of event_type is required.

Recommended encoding format: string.

See ISO/IEC 29184

Requirements and guidance: The definition of the consent type, including specific terms and their

interpretation, can vary depending on the jurisdiction, regulation (e.g. GDPRII), International
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Standard (e.g. ISO 29184), or codes of conducts for specific domains. The organization shall choose the
appropriate consent type based on these criteria for use within the record and shall indicate their basis
for interpretation where it is not clearly evident. The following consent types are given as examples.

— explicit (e.g. indicates consent through explicit action such as clicking on “I agree to...”)
— implicit (e.g. consent is assumed, such as through creation of an account)

— regular (e.g. indicates consent meeting criteria for validity, such as freely given, without additional
requirements such as being expressed in a specific manner).

NOTE The field name event_type was intentionally chosen to allow future compatibility with)a“different
awful basis other than consent.

H.3.7.6 event_state

The state of an event specifies its existence and applicability within a life cycle~For’consent, statp refers
Lo the events related to the request (e.g. notice), provision of or obtaining eénseént, or terminatjion due
Lo withdrawal.

The presence of event_state is required.
Recommended encoding format: string.
See [SO/IEC 29184.

Requirements and guidance: A state or a change to a statecan necessitate the creation and maintenance
bf records describing the state and state change. Such changes can result in additional obligations,
for example halting the processing of personal data based on consent when its state chapges to
'terminated”. The state of a consent determines:itssuitability for justification of processing as g lawful
basis. For example, the state "given" is a valid use of consent as a lawful basis whereas th¢ states
'withdrawal" or "requested” are not. For ariZexample of how the state of the consent can change, refer
fo Annex B.

b.4 Receipt information structure

.4.1 General

The objective is to define the receipt information structure in a manner that enables agcurate
recordkeeping aboutnotice and consent activities and exchange of receipts between PII controller and
PII principal.

p.4.2 Structure of the receipt — control

The receipt shall be organized into four major sections: the receipt metadata section, the PII processing
cectionj.the party identification section, and the consent section.

43 Consent management — control

The organization shall ensure the PII principal is aware of and has the necessary information regarding
how they can change, modify, or withdraw their consent by using the receipt. ISO/IEC 29184:2020, 5.4
and 5.5 provides controls when consent is the legal basis of processing and if there are changes in the
conditions.

6.4.4 PII principal participation — control

Where the consent receipt is intended to be used as a record of information for inquiries, complaints
or exercising of rights, the organization shall include sufficient information in the receipt for how or
where the PII principal may do so.
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Receipt metadata section contents

General

summarizes the structure and contents of the receipt metadata section.

Table 6 — Receipt metadata section contents

Datael

ement identifier Description Presence

schema
(see 6.4

| version A unique identifier for the implementation documen- |Required
5.2) tation describing the interpretation of the receipt

structure and the contents in conformance with this
document.

receipt
(see 6.4

id A unique identifier for a record. Requiréd
.5.3)

6.4.5.2

This re
ofther

The prg

Recomimended encoding format: string.

See ISO

Requirsg

6.4.5.3
A uniqy

Presen

Recommended encoding format: UUID-4.[2]

See ISO)

Requiryg

stakehglders for identifying’and referring to consent records.

schema_version

fers to a unique identifier for the implementation documentation describing the interpretation
bceipt structure and the contents in conformity with this document:

sence of schema_version is required.

IEC 29184.

bments and guidance: none.

receipt_id
e identifier for a record.

fe: Required.

[EC 29184.

ements and guidance:/The consent receipt is used to establish shared information between

6.4.6 |Receipt content — control

The redeipt may.eontain equivalent information from the consent record. All fields in a consent record
that ar¢ expressed as required are also required in a consent receipt.

Where lthe’ information requirements in a receipt are different from that of the consent record thd
implementation documentation associated with schema_version shall specify details of the receipt
structure.
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Annex A
(informative)

Examples of consent records and receipts

A.1 Consent receipt example using JSON

(
"record": {
"schema version": "27560-CIB",
"record id": "63ded36f-4acd-4£f3c-991e-6cb636698523",
"pii principal id": "96121fde-199f-4848-8942-4436e27091%a"
s
"pii processing": {
"privacy notice": "https://example.com/notice/WDS!,
"language": "en",
"purposes": [ {
"purpose": "Send Newsletters with Seagondl Offers",
"purpose type": "Marketing",
"lawful basis": "consent",
"pii information": |

{

"pii type": "email",

"pii optional": trues
"sensitive pii cate€gory": false,
"special pii catedory": false,

"pii typeipassport",
"pii optional": false,
"sensitive pii category": true,
"speedal pii category": true,
}
1,
"pii cgmtrollers": [ "CO1", "cCO2" ],
"colleetion method": [
"Jirectly provided by individual",
"inferred from service use"
Il
"processing method": [ "collect", "store", "profiling"
"storage locations": [ "IE" ],
"retention period": 63115200,
"processing locations": [ "IE" ],
"geographic restrictions": [ "EU" ],
"services": [ "News Website XYZ7 Subscription" 1,

This clause shows an example of how this document can be used to encode and provide-con'sent
ising JSON as the serialization format. It uses a hypothetical schema called “27560,CIB”, as per
hnd 6.3.3.1 to define the structure, requirements, and interpretation of fields and-their values.

I

records
6.3.2.2

"jurisdiction": "EU",

"recipient third parties": [ "TO1", "T02" ],
"withdrawal method": "https://example.com/notice",
"privacy rights": {

"Right to Object": "https://example.com/object-to-direct-marketing",

"Data Portability": "https://example.com/data-portability"

by

"codes_of conduct": "https://example.com/CoC-news-media",

"impact assessment": "https://example.com/dpia",
"authority party": "DPC-IE",

bl
br
"party identification": [

{
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"party id":

"party address":
"party email":

"party url":

"party name":
"party role":

"COl",

"Dublin, Ireland",
"acme@example.com",
"https://example.com/AcmeInc",
"Acme Inc.",

"PIT Controller",

"party contact": {

"SocialMedia":

by

"party type":

"Qacme"

"Service Provider"

"party id":

"party url":

"party type

"party id":

"party url":

"party url":

"eyent": [

"entity id™

"party address":

"party name":
"party role":

"party name":
"party role":

"party name":
"party role":

"event time";
"validity d@zxation": 63115200,
"96121£fde-199f-4848-8942-4436e270513a",
"event fLype":
"eveng)stfate":

Ylevent time":

uco2u’

"Frankfurt, Germany",
"https://example.com/Betalnc",
"Beta Inc.",
"PII Controller",
"Service Provider"

"TOl",
"party address":

"Paris, France",
"https://example.com/Delta",
"Delta",
"PIT Processor",

"party type": "Recipient"
by
{
"party id": "TO2",
"party address": "Dublin, Ireland",

"https://example.com/Epsilon"y
"Epsilon Co.",
"Third Party",

"party type": "Recipient"
by
{
"party id": "DPC-IE",
"party address": "Dublin, Ireland",

"party url": "https://www.dataprotection.ie/",
"party name": "Data Protection Commission",
"party role": "Data Protec¥ion Authority",
"party type": "Lead Autherity"

1'2021-05-28T12:24:00",

"explicit",
"consent given",

"2022-02-21T20:44:00",

"wvalidity duration": O,

"entity id": "96121fde-199f-4848-8942-4436e270513a",
"event type": "explicit",

"event state": "consent withdrawn",

}
A.2 Consent record example using JSON-LD

This clause shows an example of how this document can be used to encode and provide information
from consent records through a consent receipt, by using the JSON-LD serialisation format. The
example uses the external vocabulary, in this case the W3C Data Privacy Vocabulary (DPV)[12] for
defining domain- and jurisdiction-specific terms. It uses a hypothetical schema called “27560-CIB”, as
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per 6.4.5.1, to define the structure, requirements, and interpretation of fields and their values. In this
case, the schema creates a receipt without any identifiers or identifying fields from the record.

{
“Qcontext”: {
“@vocab”: “https://w3id.org/dpv#”,
“dpv”: “https://w3id.org/dpv#”,
“dpv-gdpr”: “https://w3id.org/dpv/dpv-gdpr#”,
“dct”: “https://purl.org/dc/terms/”,
“foaf”: “http://xmlns.com/foaf/0.1/”,
“ex”: “https://example.com
br
“@id”: “ex:al368f5d-0d26-453c-bd55-b7abacc286fa”,
“@type”: “dpv:ConsentReceipt”,
“dct:conformsTo”: “27560-CIB”,
“dct:subject”: {
“@id”: “ex:63ded36f-4acd-4f3c-991e-6cb636698523”,
“@type”: “dpv:ConsentRecord”,
“hasPersonalDataHandling”: {
“hasNotice”: { “@id”: “https://example.com/notice/29184”" },
“hasAuthority”: { “@id”: “https://www.dataprotection.ie/” },
“hasPurpose”: [{
“dct:title”: “Send Newsletters with Seasonal Offers”,
“@type”: “dpv:Marketing”,
“hasLegalBasis”: { “@id”: “dpv:Consent” },
“hasPersonalData”: [
{ “@type”: “dpv:pd Email”,
“hasContext”: “dpv:0Optional” },
{ “@type”: “dpv:pd Passport”,
“@type”: “dpv:SpecialCategoryPersonalBdata”,
“hasContext”: “dpv:Required” }

”

1,
“hasDataController”: [ { “@id”: “ex:CQ1” }, { “@id”: “ex:C02” }1,
“hasStorageCondition”: {
“hasLocation”: “IE”,
“hasDuration”: 63115200
by
“hasJurisdiction”: “EU”,
“dct:subject”: [ “News Website XYZ Subscription” ],
“hasRecipient”: [ { “@id"™ “ex:T01” }, { “@id”: “ex:T02” } 1,
“hasRight”: [
{
“@type”: [ “dpv-gdpr:A7-3”, “dpv-gdpr:A20” 1,
“isExercisedAtY: “ex:notice”
}
1,
“hasOrganisationalMeasure”: [
{
“RLd: “ex:CoC-news-media”,
M@hype”: “dpv:CodeOfConduct”
N
“@id”: “ex:dpia”,
“@type”: “dpv:DPIA”
}
]
H]

Ir
“hasEntity”: [
{
“@id”: “ex:C01”,
“foaf:mbox”: “acme(@example.com”,
“foaf:page”: “https://example.com/AcmeInc”,
“foaf:name”: “Acme Inc.”,
“@type”: [ “dpv:DataController”, “dpv:ServiceProvider” 1],
“foaf:0OnlineAccount”: {
“foaf:name”: “SocialMedia”,
“foaf:accountName”: “@acme”
}
by
{
“@id”: “ex:C027,
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“foaf:page”:
“foaf:name”:

“@type”: [ “dpv:DataController”,

“https://example.com/Betalnc”,
“Beta Inc.”,

“@id”: “ex:T01”,

“foaf:page”:
“foaf:name”:

“https://example.com/Delta”,
“Delta”,

“@type”: [ “dpv:DataProcessor”, “dpv:Recipient” ]

“dpv:ServiceProvider” ]

e T exT
“foaf:page”:
“foaf:name”:

“foaf:page”:
“foaf:name”:
\\@typeﬂ: [ A\

[t :hasPart”: [

“dct:date”:

“dct:date”:

Uz
“https://example.com/Epsilon”,
“Epsilon Co.”,

“@type”: [ “dpv:ThirdParty”, “dpv:Recipient” ]

“@id”: “https://www.dataprotection.ie/”,

“https://www.dataprotection.ie/”,
“Data Protection Commission”,
dpv:DataProtectionAuthority”, “dpv-gdpr

“2021-05-28T12:24:00",

“hasDuration”: 63115200,
“@type”: “dpv:ExplicitlyExpressedConsent”,
“hasConsentStatus”: “dpv:ConsentGiven”

"2022-02-21T20:44:00",

“hasDuration”: O,
“@type”: “dpv:ExplicitlyExpressedConsent®s
“hasConsentStatus”: “dpv:ConsentWithdrawn?

:LeadSA” ]
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Annex B
(informative)

Example of consent record life cycle

B.1 General
ronsent record and receipt.

B.2 Consent record schema governance

B.2.1 General

Prior to requesting consent or generating any consent records,.the PII controller identif
nformation to be maintained in the consent record based on requiréments of organizational pr
hnd practices based on domain or industry sectors it operates within.

NOTE Legal requirements can also apply.

[his information is then used to define the "schema® of the consent record, such as throu
populating fields e.g. PII controller’s information, or adding additional fields as necessary. The

Based on the specifics of each consent record, the organization can opt to distinguish its pi
through separate schema versions, such-as for each "service", or utilize the same schema fo
ronsent requirements with variances in‘the field values, such as purpose descriptions. The orgar
ran also opt to maintain separate schemas based on factors such as temporal periods, jurisdict]
business processes.

When utilizing a schema fortthe creation of a consent for a specific PII principal, the PII conti
required to add the releyant contextual information to the record, such as an identifier for
principal whose consent the record relates to, or the event_times for specified events. The PII co
then stores the consefit record within their system.

n the case of a ptior record existing for the same consent i.e. the same processing conditions in

record) or extended (to maintain all prior interactions) instead of creating a separate record.
cituations,the PII controller should be careful with respect to requirements regarding docume
bf consent which are required in certain jurisdictions. Such requirements can require not overw
prier consent record or ensuring the information is maintained elsewhere.

s given an identifier, which is denoted within the{eonsent record using the schema_version field.

Chis annex provides a reference consent life cycle to help implementers with the deyelopmentt of the

ies the
bcesses

bh pre-
schema

ractices
r all its
ization
ions, or

oller is
the PII
htroller

volving

the same PII principal, the PII controller can choose for the record to be updated (overwriting the prior

In such
ntation
riting a
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B.2.2
The fir

ISO/IE( 29184, to inform the PII principal information of the specific§of the PII processing, identitieg
of releyant parties, and other pertinent details. A notice may alse.be accompanied with a request foy
consent.

Based
choose

example:
— evgnt_time: time at which notice was shown andyor consent was requested;

— duration: optional field indicating temporal-period for which the notice and/or request is valid;
— enffity_id: identifier of the entity thatprevided the notice and/or request;

— typge: the type of consent for which-notice is provided and/or consent is requested;

— stafe: an indication of the state of consent at this point e.g. “notice” or “request”.

B.2.3

Based ¢n the notice afid-tequest, the PII principal may choose to accept the specified processing and
give the¢ir consent, In'this case, the PII controller is required to create a consent record for documenting
this event.

A typic

— evdnt.time: time at which consent was expressed by the PII principal;

Terminated
Withdrawn
Expired 4@
) L
re-confirm . —
Given
NoticeShown |—{ Requested Invalidated
\ \
new request
N Refused Tt

Figure B.1 — Overview of a typical consent record life cycle

Consent notice and request

Kt step in the consent life cycle is the creation and presentation”of a notice, as outlined in

n requirements, such as those arising from jurisdietional obligations, the PII controller may
to maintain a record of the notice and/or request by utilizing the Event section fields. For

Consent given

h] Eventfield reflecting a given consent state would contain:

— duration: temporal period for which the given consent is valid (this field is mandatory i.e.
conditionally required) for this event;

— entity_id: identifier of the entity that provided consent e.g. PII principal or their representative or

del

egate (e.g. parent);

— type: the type of consent expressed by the PII principal e.g. “explicit” or “regular”;

— state: an indication of the state of consent at this point e.g. “given” or “obtained”.

30
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B.2.4 Consent not given or refused

Based on the notice and request, the PII principal may choose to not indicate acceptance or refuse to
give their consent. In this case, the PII controller may choose to create a consent record for documenting

this event.
A typical Event field reflecting a not given of refused consent state would contain:

— event_time: time at which consent was refused by the PII principal, or the time at which

the PII

controller established the consent has not been given;

— entity_id: identifier of the entity that refused consent e.g. PII principal, or the PII |co
establishing consent was not given;

— type: the type of consent requested e.g. “explicit” or “regular”;

— state: an indication of the state at this point e.g. “not given” or “refused”.

B.2.5 Consent withdrawn or revoked

Che PII principal may choose to withdraw their previously given consent.’In this case, the PII co
chall document this event in a consent record.

A typical Event field reflecting withdrawal or revocation of conseént would contain:
— event_time: time at which consent was withdrawn bythe PII principal;

— entity_id: identifier of the entity that withdrew or revoked consent e.g. PII principal
representative or delegate (e.g. parent);

— type: the type of consent that was expressed-by the PII principal e.g. “explicit” or “regular”, 3
has now been withdrawn;

— state: an indication of the state at this point e.g. “withdrawn” or “revoked”.

B.2.6 Consent re-confirmed of-reaffirmed

The PII controller may choose to re-confirm or reaffirm an existing given consent, based on con
rhanges such as lapse ofitemporal period, changes to the underlying processing activi
urisdictional requirements. In this case, the PII controller shall create a consent record for docur

can be considered @ssuch. That is, it can be indicated as consent being given (again) for the s
processing.

[Under these‘circumstances, the PII controller may choose to terminate the earlier consent and
this as anew consent instance or update the earlier consent record to maintain continuation.
rontroller“may also choose to maintain a record of the notice and/or request for re-confirmg
Feaffirmation in a manner similar to the example indicated earlier in this annex.

htroller

htroller

r their

nd that

textual
[ies, or
nenting

Lhis event. A "reaffirmed” consent shall still fulfil the requirements for "given" consent, and thlerefore

hme PII

utilize
The PII
tion or

fypir'a] Event field vnﬂnrfihg re-confirmed or reaffirmed consent would contain:

— event_time: time at which consent was reaffirmed given by the PII principal;

— duration: temporal period for which the reaffirmed consent is valid (this field is mandatory i.e.

conditionally required for this event).

— entity_id: identifier of the entity that provided consent e.g. PII principal or their representative or

delegate (e.g. parent).
— type: the type of consent expressed by the PII principal e.g. “explicit” or “regular”.

— state: an indication of the state at this point e.g. “re-confirmed” or “reaffirmed”.
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B.2.7 Consent terminated

Termination of consent indicates its inability to be used as a justification for further PII processing.
Termination can be a consequence of several distinct events, such as withdrawal by the PII principal,
expiry of the duration for which a consent was valid, termination by the PII controller, or invalidation
by an authority. In case of termination, the PII controller shall create a consent record for documenting
this event. In case of withdrawal, the PII controller may opt to create a separate record denoting
the withdrawal or revocation of consent to distinguish it from other causes of termination. Legal
requirements can also apply in such cases.

A typical Event field reflecting a termination of consent state would contain:

— evgnt_time: time at which the consent was terminated. In this, itis important to note that terminated
corjsent cannot be used as a justification and does not have a specific temporal period afterwhich if
car} be assumed to be given. The PII controller is required to request consent again.

— enfiity_id: identifier of the entity that terminated consent e.g. PII principal incwithdrawing thg
corlsent, or the PII controller as stopping use of this consent.

— type: the type of consent that was expressed by the PII principal e.g. “expli¢it” or “regular”, and that
hag now been terminated.
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Annex C
(informative)

Performance and efficiency considerations

C.1 General

There are technical and implementation challenges for large consent record handling systems,
managing millions, tens of millions or billions of consent records. Optimizations are Tequired when
working at such scales. This annex describes issues that are worth considering'when implerenting
arge-scale consent management systems. This annex also helps to differentiate betwden the
fundamental concepts embodied in consent records in the abstract (conceptual issues), articulation of
fhose concepts as presented in the main body of this document (abstractrepresentation) and ppecific
ssues of practical concern that arise when implementing large scale corsent record handling syjstems.

C.2 System properties

C.2.1 General

n designing a large-scale consent record handlingsystem, a number of practical factory arise,
depending on the specific use cases that are to be supported by that system. These practical factors are
putlined in C.2.2 to C.2.12.

Although this document is primarily focused onrthe structure and content of individual consent ilecords,
some of the implementation challenges arisé because of the implicit and explicit relationships that
pxist involving multiple such records. Fer example, over time a user may grant and withdraw gonsent
Fepeatedly in the context of a specific, form of processing by a single application. Consent can haye been
pranted by that user at times ¢, t,@nd t,, and withdrawn at times ¢t; and t3, with t; < t; <t, 4t3 < t,.
Those five consent-related moments each represent an event at a distinct point in time and cap imply
the existence of (at least) threé consent records with implicit relationships to one another. Simjlarly, if
h user asks an organisation(te provide them with information about the consents that the organization
believes the user has granted, the response implicitly takes the form of a set of consent receipts, but
can also include a symmnrary listing the current set of extant consents omitting those that haye been
withdrawn, for added-clarity. If the consent management system is required to scan all of the fonsent
records in order’to-determine whether consent remains applicable in a specific context, or to|find all
Lhe consent records associated with a particular user, the system will not scale.

PDrganizing\the records to enable rapid determination of the current situation for a specific uper in a
specificeonsent-related context can be achieved in many ways, and this is a technical choice madg by the
cystenmdeveloper. In this annex, when referring to the need for relationships between consent records
Lo'beconsidered by the developer, the term “linking” is used. This is not intended to imply that frecords
.,Ulltclill dll CLt }ill}\b tU UIIT auuthcx, aud 11U bub}l CIUSS™I CfCl CIILTS 4dIT dCfillCd ill t}lib dULulllCllt. nStead,
this is intended to be read as indicating that any necessary meta-structure is in place, or established,
to allow such relationships to be rapidly and efficiently inferred or discovered. These implicit links can
be achieved, for example, by inserting references to the consent records in an indexing system keyed
by the user identity, or by keeping duplicate records in per-user caches that summarise the current
consent status for that user in the context of a specific consent point, or overall, for the application
as a whole. In large scale systems, the chosen approach can lead to challenges related to distributed
consensus or consistency, or involve processing times maintaining indexes or data structures that grow
as the system becomes responsible for handling more records.
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C.2.2 High input rates

For systems supporting large numbers of users, especially in regulatory domains that require explicit
notice and consent on every engagement, consent records are generated in a near continuous stream,
potentially with hundreds of millions of records created per day. One million records per day is
approximately 11 records per second. Each new record potentially shall be linked to existing records
for the same user, system, purpose or application consent point. This introduces the possibility of race
conditions when manipulating the underlying data structures.

C.2.3 [Fine-grained consents

If consgnt records are generated based on user engagement during their use of an application, e.g,‘when
they enpble particular controls in a user interface, the number of records involved is even larger:and thd
system|capacity and throughput shall be planned accordingly. Cross-linking of fine-grained consents ig
then uged in order to create meaningful consent receipts and the need to support this\is‘taken intd
accounf when designing the concrete representation.

C.2.4 |Real-time access and consent propagation

If the cpnsent records are used by applications, in real-time, to determine whether the user has a valid
active donsent in place for the functionality being invoked, the read capacity-and timeliness of responsg
requirg careful consideration. Such approaches assume the consent record system reliably responds
in millisecond timescales, under heavy load. Reliability is essential as such “in-line” systems can bg
critical|single points of failure. This raises new problems including:

— Mofst organizations are unlikely to wish to make large investments in the engineering of such 3
high-reliability high-throughput system.

— Ifthe real-time or in-line consent checking is handléd separately from the consent record handling
sydqtem, new problems arise: for example, if consent data are held in multiple places (e.g. caches), it
carl be temporarily inconsistent.

C.2.5 |Designing for consistent consent experiences

Taken together, the consent system implementation challenges require very careful consideration
As part of that effort, application developers and backend systems architects can work with user
experignce designers and researchers to design user interfaces and application experiences that takg
into acqount special case handling.of critical consents when they are revoked or withheld.

C.2.6 |Acceptable propagation-time delay limits

For any| consent record handling system, whether it incorporates in-line consent-checking functionalityj
or is pufrely a backehd-System of record (i.e. with the primary outputs being consent receipts generated
when requestedbytisers), propagation delays matter. Consider, for example:

— The maximum propagation time, between users giving or revoking consent and the new consent
stz:fus being used by all applications, shall be addressed on a case-by-case basis, to satisfy use
ex

ectations

P

— If there are mandated propagation delay limits, or implicit societal expectations, it is advisable to
create and maintain documentation explaining how related legal or regulatory requirements are
satisfied, as part of the consent handling system’s design material.

C.2.7 Flexibility and evolvability

For organizations with many applications, consideration shall be given to the likely rate of change in
consent record structures. For example, adding new functionality can require re-acquisition of consent,
or acquisition of a supplementary consent. Such changes can lead to new consent records, implicitly or
explicitly linked to other such records. Alternatively, the concrete representation of the consent record

34 © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=79bbc07fe99db4dd1257ffe2e66819fe

ISO/IEC TS 27560:2023(E)

or the linkages between existing fine-grained consents can require modification in line with the newly
acquired consent.

C.2.8 Real-world events

Where large-scale consent systems are being used, awareness of key real-world events is also advisable.
For example, if a significant legislative change, requiring new consents, coincides with a major shopping
event, which triggers substantial and widespread initial use of new devices, the increase in load on
consent record handling systems can be substantial. Handling such peaks in demand relies upon
€mporary INCreases in System capacity, potentially at the same time as data model changes a%e being

Folled out. Advance planning for such events and combinations of events is an important consideration
for engineering teams and company management, if adverse consequences for system availability are
fo be avoided.

C.2.9 User identification

Consent receipts contain information associated with the person giving the.€onsent, and also p¢rsonal,
Hepending on the consent being given. Thus, care should be taken with respect to the user identification
mechanism, during both consent record generation (to avoid impersomnation) and consent [receipt
ssuance (to avoid privacy breaches). Developing a separate identity system for consent management is
Linlikely to be helpful to users. Instead, using the same user identification technology as the application
s more natural. If many applications are sharing a consent record handling system, and also [share a
iser identification mechanism, this is generally not a problem. However, a general-purpose gonsent
handling system that is intended for use in the context of many organizations and applications, with
Hisparate user identification mechanisms, can face additignal challenges.

C.2.10 Privacy risks of linked consent records

Consent records and consent receipts are partictlarly privacy sensitive as they often combine rhultiple
dentifiers that are normally, wherever possible, separated, e.g. identifiers for users and timestamps
hssociated with specific functionality being used. Device identifiers are often held in consent recprds, as
they describe the scope where the consént is effective. Having access to two correlated consent fjecords,
pne for alogged-in user and another ohe for an incognito person implicated in closely correlated actions,
enables linking of their sessions oripotential re-identification of the incognito user.

C.2.11 User deletion requests

Since the consent records are themselves personal data, technical capabilities will be reqyired in
support of user rights 'such as access (transparency), correction (of errors) and erasure (deletion
Fequests by users)-This can be particularly complex where one or more inter-linked consent fecords
nvolving multipl®people are concerned, for example if several family members use a common|device.
Frasure of semie, but not all, of such linked records can require special care and handling. Autgmation
pf such cases-in large-scale high-throughput systems, where it is not feasible to hold a global lock on the
ata strictures, can be even more challenging.

C,2.12 Near-static information

Most consent records are not expected to change over time. Nonetheless, systems storing consent
records shall be able to modify consent records in rare cases, for instance due to companies changing
their physical address or contact details such as telephone numbers. When they do so, it has fundamental
consequences for existing records that contain original contact information. Approaches to identifying
and isolating such materials, so they are held as a single copy, with an explicit plan for updating those
details, are presented in C.3.

C.3 Common near-static data fields

In the case of an organization’s contact details, there are many possible representations with significant
implications for the concrete implementation. The contact details can be described, abstractly, as
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a single complex datum, e.g. as a referenceable record with several fields. The implementation in a
database system is then a record matching a specific data model.

If the contact details record is explicitly referenced from all consent records, this incurs a storage cost
proportionate to the number of records in the system. If this is an eight-byte (64 bit) reference in a
system with a billion records, those links alone occupy 8 GB of space. Alternatively, if the location of
that record is implicitly embedded in the consent record system software, that cost can be avoided.

If, instead, the address was separately copled for each record the overall space requirement would be
vastly ls . 3 .
contairfing perhaps hundreds or thousands of records There is arisk that 1n1t1a1 prototypes are bullt in
this waly and subsequently suffer from scaling problems. Such a risk can be avoided by considering.this
issue frjom the beginning of the development of a consent record handling system.

If the ¢ontact details subsequently change and the concrete record is edited in situ, ft9-apparent
cost is[incurred for the wider system, however important information is lost. For example, a use
who has evidence of communicating with the organization by registered letter, may~wish to be ableg
to dempnstrate the official address of the organization at the time they sent theif letter. Rather than
overwrfiting the contact information, using a new contact detail record would allow the old information
to be rgtained. However, updating every consent record to point at a new contdet details record would
be inefficient and unworkable in large systems.

If consgnt records are directly referencing the contact details valid at their time of creation, a workablg
system|is achievable if the contact records chain together and contain’validity event times. If instead
the conftact detail record is embedded in the application software] this is workable if a chain of records
stretchps into the historical past from the current contact information, relying on the consent record
event tjmes for disambiguation. These concerns are not unique to consent record handling systems
arising|in all complex applications that support changes oyer-time.

Similar| practical concerns arise for other near-static*material in the abstract consent record. Foy
examplg, privacy notices can change very infrequently, but consent handling systems shall be designed
with consideration of the possibility of change in-+otices.

C.4 donsent purpose handling

If an abfstract consent record is associated with a single consent event but multiple purposes, attention
is requfired if the consent for onevof those purposes is subsequently withdrawn. If the conceptua
represgntation distinguishes bgtween purposes, representing them separately, then invalidation of thg
consent for a specific purpose, is likely to be simpler. This suggests fine-grained consents are easier tg
handle [if purpose descripfions are linked to, but separate from, the body of the main consent record
Such ar] approach also allows a single purpose description to be common to all consent records related
to that purpose, avoiding duplication of material. The alternative, in which a separate consent record i
created for each purpose, is workable, provided they are mutually linked to allow a consent receipt tq
be gengrated for the event in which those consents were given. By way of contrast, requiring a separatg
user acfion fofeach purpose risks creating consent blindness. Guidance on online privacy notices and
consent is-available in ISO/IEC 29184.

C.5 Consentreceipt generation

Outbound consent receipts are likely to be created far less often than inbound consent records.
Nonetheless, creation and delivery in near real-time is helpful for users. Ensuring that receipts can be
assembled and returned promptly, without manual intervention, is therefore advisable for large scale
systems. This relies upon access to the same abstract data model as the consent record creation and
update mechanisms, and use of the same user identification facilities.

Requirements and guidance: A new record shall supersede the previous record based on the event
counter. The counter helps to avoid issues of race condition if several events take place in a short period
of time.
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There are multiple reasons that a record can be updated.

a) The record may track the order of events related to the interactions with a PII principal. There can
be a notification event, confirmation event when consent is given and withdrawal event.

b) Conditions relating to the consent can require updating. Here are some examples:
1) new data attributes collected for the same purpose;

2) removed data attributes possibly due to data minimization concerns;

3) change in storage_duration if the PII principal has such a control.
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Annex D
(informative)

Consent record encoding structure

This document defines the encoding structure of a single consent record, but does not specity how a se
of consgnt records should be stored or transmitted.

A congdent record is conceptually composed of a set of elements where each element can ejther be 3
contairfer that contains several other elements or an individual element with a specified semantics and
specifi¢d data type.

A consgnt record may be encoded using one or more encoding techniques.
The en¢oding technique of each container, data type and semantics is not specifiedjin this document.

For eadh individual element of a consent record, this document recommends\its syntax (e.g. an ASCI]
character string, a UTF-8 character string, a UTC date, 8 bits unsigned integer) and its semantics (e.g. g
date/ time of the event, a record identifier unique to the PII controller), It also defines the mandatory oy
optiondl presence of that element and the acceptable values of each.data element, if necessary.

The goal of encoding techniques is to represent different datda/elements using some encoding rules
Some ehcoding techniques may use a fixed length encoding for some types of values, while a variablg
length ¢ncoding for other types of values may also be necessary.

While it is not usually a major problem to encode a single consent record using a verbose encoding
technique (e.g. XML), using the same encoding technique when a large number of consent records are
stored [would lead to storage blow-up and excessive network bandwidth usage. This would not bg
econonjical and would lead to low performance:

A set of consent records may be associatéd with a schema. This offers the advantage of being ablg
to factqrize values and field semantics.when they are present in several consent records. The prime
example is the notice which may consist of several pages. Duplicating the same notice in each individua
consenf record would lead to wastewef storage capacity and/or a loss of throughput.

For a st of consent records, a-schema should be defined. Such a schema can refer to one or morg
dictionfries which contain-values that have been factorized for that set of consent records. In this way
a given|consent record may-then point to any item present in one of the dictionaries.
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Annex E
(informative)

Security of consent records and receipts

E.1 Overview

Since notice or consent receipts can contain PII, transmission of notice and consent receipts ghall be
Hone over secure communications e.g. HTTPS. The requirements for implementers. 6f\consent fecords
hnd consent management solutions include signing, encryption, key management/and other opdrations
for their creation, transmission, use, and storage if the consent record is to be used for proof of notice
hnd consent, withdrawal of consent or any other rights. For more information on these, refer to
SO/IEC 27001, ISO/IEC 27002, and ISO/IEC 27701, with respect to information security technidues.

A simplified threat model for consent records, involving either the PIl eontroller and the PII principal
[the parties), relies on the following:

— compromise of confidentiality, if data-in-motion can be intercepted or storage of recordp is not
adequately secured (such as in a breach);

— non-forgery or unauthorized modification, if a partyproduces records that are not authentif as per
the original context that produced the records;

— repudiation, if a party denies at a later pointdftime not having received the data as is claimed (in
whole or in part);

— auditability, considering records and reéceipts are key instruments in investigations such ag from a
regulator.

E.2 Confidentiality

2

Pata used in populating conisent records and receipts shall be transferred using secure protocol

Consent records or receipts should not hold PII except for the PII principal identification material
Fequired by 6.3.3.4.
E.3 Forgery-or unauthorized modification and repudiation

Consentfrecords and receipts shall be protected against modification by calculating a hash-based
nessage authentication code (HMAC) that protects an appropriate subset of fields.

The consent record shall have, as a minimum, all the information of the consent receipt given tq the PII
principal. The HMAC shall be part of the consent receipt.

The HMAC shall use a sufficiently strong and commonly used algorithm. The associated cryptographic
secret key shall be unique to each PII principal. The secret shall not be shared with the PII principal.

It is presumed that the onus of proving authentic records is on the PII controller and not the PII
principal. It is possible that this is not always be the case, but it is expected to be the most relevant
case. The scenario is a PII principal challenging a PII controller (e.g. after a breach) about having validly
consented in the past. The PII controller shall keep any cryptographic material (such as keys) and the
PII controller shall produce the secret key and related linked information and demonstrate a calculation
of a HMAC that shall match the one in the consent receipt in possession of the PII principal.
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E.4 Auditability

On possession of a consent receipt, its authenticity as a consent receipt (the HMAC) and the identity of
the PII controller should be publicly verifiable. PII controllers shall keep historical records of all linked
information in the consent records or consent receipts, such as the content of the privacy notice at the
time of consent.
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Annex F
(informative)

Signals as controls communicating PII principal’s preferences and

decisions

A consent record is intended to represent the decision and events relevant to using the RH pri
ronsent for processing of PII. In a typical notice and consent process, the PII principal is present
h request (as a notice), following which they make an informed decision regarding their conse
decision is then represented within the consent record.

Where the PII principal makes use of automated signals or communication gqnechanisms to c
preference or a decision alongside their consenting decisions, a PII controller that suppor
cignals may choose to record its application in the consent record to accurately represent all 1
nformation necessary to interpret the validity and applicability of thatrecord towards PII proc

Given that interpretation and applicability of signals can be contextually defined, including for
urisdictions, a PII controller or a relevant stakeholder group can‘decide to create a schema b
the document's consent record structure permitting indication‘ef the signal. An example of this
below.

EXAMPLE The Global Privacy Control (GPC)[L3] is a unary signal indicating prohibition to "sell” oq
Hata with third parties, as legally defined and enforceable’under the California Consumer Privacy Act
[CCPA). [14] A PII principal expressing GPC requires a PIl controller to not share or sell obtained PII wi
third parties. To acknowledge this preference expressed through the GPC, the controller extends the
with a 'signal’ field as follows (indicated using JSONJ:
{
“record”: {
“schema version”: W2/7560-TS-GPC”,
“record id”: M63ded36f-4acd-4f3c-991e-6cb636698523”,
“authortyZ:“*California Privacy Protection Agency”,
“pii _prancipal”: “Jane Doe”
bo

“Pil'processing”: {

“privacy notice”: “https://example.com/notice/wd4”,

ncipal's
ed with
nt. This

bnvey a
s such
elevant
essing.
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of 2018
th other
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}

In recording a signal's expression, this document makes no assumptions about the legality or
enforceability of that signal with the rest of the consent record. For example, in the above EXAMPLE, if
the expression of the GPC, which prohibits selling data to third parties, conflicted with the other fields
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in the record that indicate permission to sell data to third parties, the resulting validity of that signal
should be determined by the PII controller. For example, in jurisdictions where one of the conditions
for valid consent is that it is unambiguous, it is possible that the conflict between the signal and the
expressed consent decision does not fulfill these criteria.
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