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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through

technic

al committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bn is drawn to the possibility that some of the elements of this document nray be the subject
nt rights. ISO and IEC shall not be held responsible for identifying any ‘er all such patent
Details of any patent rights identified during the development of the document will be in the
ction and/or on the ISO list of patent declarations received (see www.isgtetrg/patents) or the IE(
atent declarations received (see patents.iec.ch).

de name used in this document is information given for the convenience of users and does nof
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explanation of the voluntary nature of standards, the’ meaning of ISO specific terms and
ions related to conformity assessment, as well as infermation about ISO's adherence to the
'rade Organization (WTO) principles in the Technical\Barriers to Trade (TBT), see www.iso.org
bword.html.
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cument was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology),
mittee SC 27, Information security, cybersecurity and privacy protection.

dback or questions on this document sheuld be directed to the user’s national standards body. A
Le listing of these bodies can be found'at www.iso.org/members.html.
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Introduction

Cybersecurity is a broad term used differently through the world.

Cybersecurity concerns managing information security risks when information is in digital form in
computers, storage and networks. Many of the information security controls, methods, and techniques
can be applied to manage cyber risks.

[SO/IEC 27001 provides requirements for information security management systems. The focus of
SO/IEC 27001 is on security of information, and associated risks, within environments predenjinantly
inder the control of a particular organization. Cybersecurity focuses on the risks in cyherspace, an
nterconnected digital environment that can extend across organizational boundaries{ and i which
entities share information, interact digitally and have responsibility to respond.-fo)cybergecurity
ncidents.
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TECHNICAL SPECIFICATION ISO/IEC TS 27100:2020(E)

Information technology — Cybersecurity — Overview and
concepts

1 Scope

This document provides an overview of cybersecurity.
Chis document:

— describes cybersecurity and relevant concepts, including how it is related torand different from
information security;

— establishes the context of cybersecurity;
— does not cover all terms and definitions applicable to cybersecurity{.and
— does not limit other standards in defining new cybersecurity-related terms for use.

This document is applicable to all types and sizes of organization (e.g. commercial entefprises,
bovernment agencies, not-for-profit organizations).

2 Normative references

Che following documents are referred to in the~téekt in such a way that some or all of their fontent
ronstitutes requirements of this document. Forvdated references, only the edition cited appljes. For
lindated references, the latest edition of the referenced document (including any amendments) gpplies.

SO/IEC 27000, Information technology — Security techniques — Information security mandgement
kystems — Overview and vocabulary

3 Terms and definitions

For the purposes of this.decument, the terms and definitions given in ISO/IEC 27000 apply.

SO and IEC maintain.terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
cyber/attack
pttack
atfcious attempts 0 expioit vuinerabiiities T information Systems or physical Systems 1 cyberspace
(3.5) and to damage, disrupt or gain unauthorized access to these systems

Note 1 to entry: Expression of an offensive operation in or through the cyberspace leading to unauthorized use of
services, creating illicit services, orchestrating denial of service, altering or deleting data or resources.

3.2
cybersecurity
safeguarding of people, society, organizations and nations from cyber risks (3.7)

Note 1 to entry: Safeguarding means to keep cyber risks at a tolerable level.
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3.3
cybersecurity event
occurrence indicating a possible breach of cybersecurity (3.2) or failure of controls

[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — In the term and the definition, “information security”
has been replaced with “cybersecurity”.]

3.4
cybersecurity incident

one or mn]fip]n related and identified I‘}Il’)DVCDf‘HI"I.f'}I events. (Q '2) that can harm pnr\p]n’ cnr‘in‘l’y

organizations or nations

[SOUR(E: ISO/IEC 27035-1:2016, 3.4, modified — In the term and the definition, “information s€curity’
has bedn replaced with “cybersecurity”. In the definition, new wording has been added after-‘tharm".]

3.5
cyberspace

intercopnected digital environment of networks, services, systems, people, proceSses, organizations
and that which resides on the digital environment or traverses through it

Note 1 tp entry: Interconnected digital environment that traverses public infrastrpeture e.g. the internet, rather
than payts of the organisation’s internal network or air-gapped digital environmentsthat may not traverse publig
infrastrjcture.

[SOURCE: ISO/IEC 27102:2019, 3.6, modified — In the definition, the part after "processes” has
been adlded.]

3.6
cyber threat

potentipl cause of an unwanted cybersecurity incident{(3.4), which can result in harm to a system
people,|society, organization, or other entities in cybetspace (3.5)

[SOUR(E: ISO/IEC 27000:2018, 3.74, modified = The term “threat” has been replaced with “cyber
threat”| In the definition, “incident” has been replaced with “cybersecurity incident”, and new wording
has bedn added after "system".]

3.7
risk
effect of uncertainty on objectives

Note 1 tp entry: Cyber risk can/be expressed as effect of uncertainty on objectives of entities in cyberspace (3.5).

Note 2 tp entry: Cyber riskisdssociated with the potential that threats will exploit vulnerabilities in cyberspace
and thefeby cause harmto-éntities in cyberspace.

[SOUR(E: ISO/IEC\27000:2018, 3.61, modified — Notes 1 to 6 to entry have been replaced.]

4 Colncepts

4.1 Cyberspace

Cyberspace is a complex environment based on digital technologies that provides a global place for
digital interaction among people including formal and informal interactions with public or private
entities such as businesses, governments, non-profit organizations and other groups. Cyberspace
is public but as individual components of cyberspace are owned by a variety of entities, it can be
considered both public and private space. People and entities interact in cyberspace for many different
purposes. This interaction is manifested as sharing, exchange, processing or receipt of information.

Any interaction taken in cyberspace by an individual or an entity potentially has a near-instantaneous
impact anywhere in the world.
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While interactive actions in cyberspace create knowledge and power, the following features of

cyberspace can bring both advantageous and adverse consequences:
a) cyberspace is borderless;

b) anyone can enter and leave cyberspace freely or at a very low cost;
c) cyber actors can be anonymous or obfuscated; and

d) a threat agent can be anywhere in cyberspace from the opposite side of the globe to

a close

neighbour of the target.

ronsequences disproportionate in difficulty and cost of counteraction. In order to take 'advar
Cyberspace, it is important to prevent adverse consequences, that is, to ensure cybersecurity.

4.2 Cybersecurity

The objective of adequate cybersecurity is to maintain an acceptable level,of stability, continy
Kafety of entities operating in cyberspace. While it is not possible to always achieve these obj
Cybersecurity aims to reduce cyber risks to a tolerable level.

Areas of concern for cybersecurity include:

h)  stability and continuity of society, organizations and nations;

b) property (including information) of people and orgattizations; and
£) human lives and health.

Cybersecurity with these characteristics is implemented by individual organizations. In cybg
prganizations need to consider not only themselves, but also other parties who share cyberspace
hn organization needs to manage its vulnerabilities to ensure that the organization does not ad
hffect other actors, it needs to work withJothers to reduce cyber risks. In addition, cybersecurit
fo reduce social and human losses\in real space caused by cybersecurity incidents in cybe
Therefore, immediate detection™and appropriate response of information security incide
mportant elements of cybersecurity.

5 Relationship between cybersecurity and relevant concepts

5.1 Relationship’between information security and cybersecurity

nformationgsecurity and cybersecurity have different perspectives and concerns while they arg
Felated andioverlapping.

nformation security is defined in ISO/IEC 27000 as “preservation of confidentiality, integr

An action in cyberspace and its impacts can be asymmetric. The originating actien “can have

tage of

ity and
pctives,

rspace,
. While
versely
y needs
rspace.
nts are

closely

ity and

hvailability of information”. It primarily deals with information. The definition is general and

oes not

specify its application and subject entity. Once an entity with its context is determined as supject of

information security, concerns of information security can be established, e.g.;
a) confidentiality of information that has value to an organization;
b) integrity and availability of information that is critical to business operation;

c) availability of information and communication technology (ICT) infrastructure on which b
processes depend; and

d) reliable and trusted delivery of ICT services.

Breach of information security in cyberspace can cause a cybersecurity incident. This mea

usiness

ns that

the information security risks are viewed as cyber risks in the context of cybersecurity. However,

© ISO/IEC 2020 - All rights reserved
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cybersecurity and information security differ in their objectives. Cybersecurity is primarily concerned
with protecting entities including people, society, organizations and nations from cyber risks (see
4.2), while information security addresses maintaining confidentiality, integrity and availability of
information with consequences.

Cyberspace can contain information systems controlling physical devices and systems. Compromising
information security of these connected information systems via the cyberspace can have implications
on society or individuals. Cybersecurity reduces the likelihood of such events.

uding sharing
information about cyber risks, implementing protective controls, monitoring and detecting potentia
incidenfs, and cooperating in response and recovery from incidents. Activities of information security
are performed by an entity that handles the information to reduce its own risks. However, cybersecurity
is perfdrmed by an entity to address not only its own risks, but also risks of the other entities that arg
directly or indirectly involved. Those entities can reside anywhere in cyberspace.

5.2 Relationship between ISMS and cybersecurity

5.2.1 |Cyberspace as a field of risk sources for an ISMS

An infgprmation security management system (ISMS) is applicablekwithin an organization with
interfages and interactions with external entities. Specifically, the scope of the ISMS and the scope of
risk idgntification are within an organization [see ISO/IEC 2700432013, 4.3 and 6.1.2 c)]. Information
security objectives (see ISO/IEC 27001:2013, 6.2) aim at protection of information that has value to the
organigation or of the information of other entities that are, in.€ustody of the organization.

Cybersecurity transcends the boundaries and contfol of an organization because of thg
intercopnectedness of cyberspace. Organizations frequently interface and interact with external entitieq
by usinlg cyberspace. As such, the use of cyberspace;represents risks to the organization that need tq
be marjaged as a part of an organization’s ISMS.\If the organization has an ISMS, cyberspace shapeg
part of|context of the ISMS as referred to in ISO/IEC 27001:2013, 4.1. Threat vectors that originate in
cyberspace can expose the organization to fiiformation security risks. The organization identifies risks
from threats in cyberspace, along with other risks, during the process of risk identification as required
in ISO/]EC 27001:2013, 6.1.2 ¢).

5.2.2 |ISMS in support of cybersecurity

An ISMS provides a mechHanism for organizations to use a risk-based, prioritized, flexible and
commujnications-enabling a@pproach to manage information security risks based on their businesg
needs. An organization can operate its ISMS as a means of managing cyber risks. This is facilitated
by a cqnsistent and)itérative approach to identifying, assessing and managing risk and evaluating
implementation of’the ISMS. An ISMS as described in ISO/IEC 27001 is applicable regardless of an
organigation’s sizé and should reflect a clear understanding of the organization’s particular business
drivers| andtsecurity considerations. An ISMS facilitates communication about the implementation
of desifed ‘eutcomes and associated information security activities across the organization, from
the toplmanagement level hy using the management system requirements,_to the implpmpnfn’rin
and operations levels by using the controls. The application of ISMS does not only provide a clear
and understandable set of controls as an outcome but also provide a clear scope, boundaries and
dependencies of cybersecurity activities in the organization.

An example of using an ISMS in support of cybersecurity is the use of ISO/IEC 27001 with ISO/IEC 27019
to establish, implement, maintain and continually improve an ISMS for the energy utility supplier. The
ISMS supports the stability of the energy supply and, hence, contributes to the cybersecurity of a nation.
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5.3 Cybersecurity framework

Cyber threats are continually evolving, making protecting users and organizations a constant
challenge. To address this challenge, business groups, government agencies and other organizations
produce documents and tools called cybersecurity frameworks to help organize and communicate
cybersecurity activities of organizations. Other organizations and people then use or reference

cybersecurity frameworks in their cybersecurity activities.

Cybersecurlty frameworks based on ISO/IEC TS 27110 prov1de a way to organize and communicate

Fepeatable and cost-effective approaches to help cybersecurity framework users manage eyber

hnd ensure continuous improvement of those activities over time. While net required by a

ised together with an ISMS.

5.4 Cybersecurity and safety

Chese systems connect through cyberspace and are‘as’such subject to cyber risks. Organizatio
Lo understand and manage cyber risks related to safety as well as safety risks related to cybers

5.5 Cyber insurance

nsured against potentially significant financial losses associated with a cybersecurity incident
nsurance is provided by an insurer who underwrites risks by signing and accepting liabili
buaranteeing payment to théiinsured in case loss or damage occurs.

Cyber insurance is designmed to compensate for losses from a variety of cybersecurity in
for example, data breaches, business interruption and physical (infrastructure) or
[misconfiguration/malware) network damage.

Adoption of cyberinsurance can assist the insured to:
h) minimize the impact of a cybersecurity incident;

b) provide funding mechanisms for recovery from major losses;

)2 assist the return to normal operations; and

ctured

w1th1n these concepts a cybersecurlty framework can further con51st of standards gu1de11 mes and
practices to promote cyber risk management. Cybersecurity frameworks provide prioritized, flexible,

risks.

Cybersecurity frameworks can be used in conjunction with ISMSs to organize cybersecurity adtivities
hcross multiple layers of an organization, communicate those activities outside ,of the organiization,

n ISMS,

Cybersecurity frameworks can provide additional value to internal and external stakeholders when

Fvents initiated in cyberspace can have consequences in the physical world to include impact tq safety,
human life and health. This is the case for systems that-provide physical infrastructure or| health
functions, such as building systems, manufacturing systems; medical devices and other similar §ystems
that are collectively known as the internet of things (leT) and the industrial internet of thingg (I1oT).

s need
bcurity.

PDrganizations can choose to share or tpansfer their cyber risks. Cyber insurance is one way for an
prganization to transfer its risk. Cyber insurance is a risk treatment option that can compengate the

. Cyber
'y, thus

ridents,
logical

d) increase resilience of the insured business to cybersecurity incidents.

The insured can be required to demonstrate their compliance with any conditions imposed by the cyber

insurance policy relating to the ongoing management of the cyber risks covered.
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6 Risk management approach in the context of cybersecurity

6.1 General

To manage cyber risks, a clear understanding of the organization’s business drivers and security
considerations specific to its use of technology is required. Because each organization’s risks,
priorities and systems are unique, the tools and methods used to achieve the expected outcomes
vary. ISO/IEC 27005 provides information about managing information security risks and can also be
referred to for how to manage cyber risks.

The risk management process should allow for the organization to do the following.

a) Deyelop an organizational understanding of how to manage cyber risks to systems, people, assets
datla and capabilities for safeguarding the organization. This organizational understanding can
alsp contribute to the safeguarding of people, society, organizations and nations. Theese activities
ard foundational. Understanding the business context, the resources that support critical functions

anithe related cyber risks enables an organization to focus and prioritize its efforts, consistent

with its risk management strategy and business needs. Examples of outcomes include: asset

majnagement; business environment; governance; risk assessment; and risk/planagement strategy.

b) Deyelop and implement appropriate safeguards to ensure delivery-of critical services. This
supjports the ability to limit or contain the impact of a potential cybersecurity event. Examples of
oufcomes include: identity management and access control; awareness and training; data security
infprmation protection processes and procedures; maintenanees. and protective controls.

c) Deyelop and implement appropriate activities to identify:the occurrence of a cybersecurity event
This enables timely discovery of cybersecurity eventsi:Examples of outcomes include: anomalies
andl events; security continuous monitoring; and detegtion processes.

d) Deyelop and implement appropriate activities te\take action regarding a detected cybersecurity
incjdent. This supports the ability to contain<the impact of a potential cybersecurity incident
Examples of outcomes include: response. planning; communications; analysis; mitigation; and
improvements.

e) Deyelop and implement appropriate ‘activities to maintain plans for resilience and to restore any
capabilities or services that were ilmpaired due to a cybersecurity incident. This supports timely
redovery to normal operationsto reduce the impact from a cybersecurity incident. Examples of
oufcomes include: recovery planning; improvements; and communications.

6.2 hreat identification

In cybefrspace, varied«Cyber threats can be identified in relation to the concerned business and societa
contexts of the subject’entity. While these threats also relate to information security, the following arg
examples of cyber'threats that require special attention which can be further refined when applied tq
a specific situation of the entity.

er threats related to persons

1) Actors who have malicious intent of attacking or abusing information, systems and services
through network.

2) Software and other tools actors utilize in attacking and abusing information systems and
services.

3) Possibility that persons do not have knowledge and skills required to use or provide a system
or service securely.

6 © ISO/IEC 2020 - All rights reserved
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4) Human errors in the use or provision of the system or service.
b) Cyber threats related to system configurations and environments

1) The system or service is publicly accessible via the internet.

2) Devices, e.g. cameras and other loT devices, are located at physically unprotected places.

c) Cyber threats related to infrastructures

1)—Operatiomof the SyStenT or Service depemnds Ol eleCtric pOWer Supply-
2) Operation of the system or service depends on network services.
d) Cyber threats related to suppliers and ICT supply chain

1) Possibility that developers of the system or service lack knowledge and skills requ
secure development.

2) Vulnerable system or service originating from ICT supply chains.

.3 Risk identification

dentification of cyber threats is followed by identification of cyber risks. Likelihood and conseq
bf conceivable cybersecurity incidents are evaluated. In these processes, the entity should cons
Heveloping matters in cyberspace, e.g.:

h) changing interests of actors and the advent of capable state actors;
b) emerging application areas of the internet;

) lack of visibility into the distributed datalecations;

d) the omnipresence of social media; and

) hostile practices associated with'the above.

SO/IEC 27005 provides guidancé on information security risk assessment commonly applig
Cyber risk assessment.

7 Cyber threats

7.1 General

Che definitioh of cybersecurity is inclusive of varied understandings of the term conceived by
ncluding different persons, organizations and nations and of different roles in society, indus
econemy. Entities from sectors, e.g. general business organizations, persons, government a
public utilities, financial service providers, transport service providers, manufacturers and ICT

ired of

juences
der the

able to

entities
try and
rencies,
service

roviders, can have respective views about cybersecurity characterized by their own threat scq

bnarios.

There can be sector-specific understandings of cybersecurity. Subclauses 7.2 to 7.6 provide descriptions

of cyber threats.

7.2 General business organization

Performance of a business organization is supported by the ICT infrastructure of its own

and its

connectedness to the global network. Cyber threats for the organization communicating and interacting

with other entities in the network can include:

a) attacks through networks, e.g. intrusion to the intranet, malware infection, advanced persistent

threat (APT) attack and a denial of service (DoS) attack;
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b) information theft by personnel to include external parties, external threat actors and remote
workers;

c) quality issues of ICT devices and systems resulting in failure of their operation; and

d) system management and operational issues that result in a failure to effectively implement
cybersecurity controls.

These cyber threats cause consequences impacting the organization. Additionally, an organization’s
behaviour can cause risks and consequences to other entities. Vulnerable devices of the organization
at the hetwork boundary can be maliciously used as a tool for attacks on other entities. Incorreet
configyration of assets can generate abnormal data traffic on the network or provide entry points |foy
threats|

7.3 Ihdustrial organization and industrial automation and control systems

Industyjial organizations have information systems that control operations of productylines, machineg
and eqpipment in the factory, collectively called industrial automation and control systems (IACSs)
While each TACS has processes specific to its application, there is a series/of-processes generally
observed in IACS:

a) serlsing states or movement of equipment or materials;

b) trapsmitting the sensed data over the network to an information system;

c) prdcessing of the data;

d) generating controlling data;

e) trapsmitting the controlling data over the network;‘and

f) actjuating the controlling data into the states erimovement of equipment or materials.
Cyber threats in these processes are:

a) attpcks on the systems and networks;

b) quality issue of the IACS;

c) losp of integrity or availability of the sensed data or control data;

d) failure in operation of hardware and software; and
e) incprrect or halt of physical operations.
Within[these cyber.threats, there are cascading relationships of causes and consequences.

AnTAC$ can be-asystem of devices, machines and other equipment as “things” connected to the networK
through sensors and actuators.

7.4 Products, services, and supplier relationships

Organizations often choose to form and/or retain supplier relationships for a variety of business reasons
to take advantage of the benefits they can provide. Suppliers can provide a multitude of products or
services, including IT outsourcing, professional services, basic utilities (equipment maintenance
service, security guards service, cleaning and delivering services, etc.), cloud computing services, ICT,
knowledge management, research and development, manufacturing, logistics, healthcare services,
internet services, and many others.

Most organizations have suppliers and act as suppliers themselves. Organizations connect to their
suppliers and customers through cyberspace forming lengthy and complex supply chains where
upstream and downstream suppliers are not necessarily known to the organization. Connecting to
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suppliers through cyberspace represents a risk to the organization. Extended supply chains present
additional risks due to lack of transparency or inconsistency of security controls implemented by

suppliers and sub-suppliers.

ICT supply chains present unique cyber risks because ICT forms systems and networks that comprise

cyberspace within and outside of the organization’s boundaries. When organizations acqu

ire ICT

products and services, they inherit vulnerabilities and other quality defects in those products
and services. Limited visibility into quality practices of ICT suppliers represents a cyber risk to the

organization.

CT service providers include telecommunication service providers, internet service providens
cloud service providers and related product and service providers. They provide productscand 3
Lo the wide sectors of general business organizations, industrial organizations, critical infrastr
hnd other organizations and persons.

PDrganizations can manage cyber risks to ICT supply chains by establishing supplier agreeme;
define rules for:

h) governing supplier relationships;

b) stating how suppliers connect to the organization’s systems andmnetworks through cybersp,
) flowing security requirements to suppliers’ suppliers;

1) establishing quality assurance requirements for ICT products and services.

For cases where supplier agreement cannot be establish€d (for example, the organization relie
nformation source that is publicly available for its critical functions), the organization should
hnd appropriately manage resulting cyber risks.

SO/IEC 27036 (all parts) provides principles ‘and guidelines for information security in s
elationships.

7.5 Telecommunications services/internet service providers

The providers of telecommunicatien and internet services provide the entry points to the cyb
Lo all users. They have a key role in protecting, responding and recovering to cybersecurity in
This includes, for example:

response teams (CSIRT) that interact with the national CERTSs or CSIRTs;

b) identifying dnd'reporting threats to help the users and public authorities to prepare themsely

) providing defensive solutions to block the threats at the point of entry to cyberspace.

7.6 Public authorities

(ISPs),
ervices
Lictures

ts that

ace,;

S on an
dentify

upplier

brspace
ridents.

h) activating and operating computer emergency readiness teams (CERT)/computer security incident

res; and

'he public authorities have an important role in the national cyberspace. Some examples of what public

authorities can do include:

a) publishing and enforcing laws and regulations for sound cybersecurity;
b) establishing and operating national CERT or CSIRT:

c) coordinating actions and reactions to wide scale cybersecurity incidents;

d) organizing certifications for security product and service providers, as well as for
infrastructure organizations;

e) organizing public-private partnership to provide a better coordinated response to cybers
incidents and cyber threats; and
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f) encouraging the academia to prepare education programs on cybersecurity.

7.7 C
The cri

ritical infrastructure

tical infrastructure of a nation provides the means and services to enable safe and secure

conduct of the economic, business, and other functions necessary for society’s wellbeing, such as
financial services and public utilities, e.g. electric power supply. These services support lives and safety

of peop
include

le and operations of organizations, society and nation. Cyber threats to critical infrastructure
attacks via network, degradation and other quality issues of the supporting ICT, human errors

in the dperation, or a combination thereof. Dependencies among the functions of critical infrastructuxg

make t
managg

7.8 I
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possibi
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int

Once a
respon

ne cyber threats complex and consequences more severe. An organized approach is requiréd tq
the risks across the organization.

ndividual person

ices, e.g. home electric appliances, home security devices, web cameras, gamémachines, smart
and varied wearable devices, are abundant in personal life. Using these devices can facilitatg
hreats and cause risks to the person. Attacks on the devices can result in-information disclosuré
hge, privacy issues, physical damage to the person or device, compromisé.of personal identity, or
ry losses.

 of [0T devices can also cause cyber threats to the entities other than the owner of the device
ible devices can be abused for attacks on other entities while’the’owner is unaware of the abuse
brations required of 10T device/service developers and pfeviders are that individual persons:
not be expected to have expertise in cybersecurity;‘and

e no support by organizational management forgybersecurity measures.

rident management in cybersecurity

eneral

cybersecurity activities aim, at. preventing occurrence of cybersecurity incidents, there is 3

ity of experiencing a cyberSecurity incident. Cybersecurity incidents can have consequences on
ety, people, environment, erganizations and nations. Cybersecurity incidents can be caused by:

ernance, policy, precedure, process or other relevant failure;
ntentional actiens’or mistakes by organizational personnel or by third parties; and

entional actshor attacks on digital devices, systems, machines, facilities or services or the
brnet.

cybersecurity incident has occurred, it should be responded to appropriately. To prevent and
] to0 cybersecurity incidents, private and public sector organizations and people should have

awareness and knowledge of cybersecurity commensurate with their roles, and be prepared for

protect

ing, detecting, responding to and recovering from the cybersecurity incidents. Prior to taking

these actions, organizations and people need to identify their digital environment, stakeholders,
practices and associated cyber risks. Thus, organizations and people address cybersecurity incidents
through the phases of identifying, protecting, detecting, responding and recovering.

Inciden

a) inc

t management in cybersecurity has three areas:

ident management within an organization (8.2);

b) cross-organizational coordination (8.3); and

c) technical support by product and service supplier (8.4).

10
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ISO/IEC 27035 (all parts) provides principles and guidelines for information security incident
management.

8.2 Incident management within an organization
As an entity in the cyberspace, an organization should be prepared for and react to incidents.

The organization develops and implements a plan for cybersecurity incident management. The plan
can include incident handling processes, incident classification, personnel roles and responsibilities,
A communication scheme both within the organization and with external entities, use of tgchnical
support by external entities, education and training program, performance evaluation scheine, and
Feporting requirements.

To ensure the organization has the capability for cybersecurity incident managemengyit establishes an
ncident response team (IRT) with defined roles in cybersecurity incident manageiment. When defining
Lhe roles of an IRT, the organization determines:

h) the services provided, e.g.:

1) if it provides hands-on cybersecurity incident response orystpport for other partq of the
organization;

2) ifitundertakes cybersecurity monitoring operations; of

3) ifit provides a preventive in addition to a responsivérole;
b) the relationships and communications with other parts of the organization; and
) the relationships and communications with IRFs of other organizations.

A computer security incident response team (CSIRT) is an alternative term for IRT. The termp CSIRT
s also used for a national centre or otherdfunction that coordinates communications betwepn, and
provides support for, organizations in cybersecurity incident management.

f a cybersecurity incident is detected, the organization follows the incident handling processes as
stipulated in the cybersecurity incident management plan.

The incident handling processes can include detection, notification, triage, analysis, resporse and
reporting activities.

B.3 Cross-organizational coordination

Drganizations ofZan industry including those providing critical infrastructure of society and nation
chare cyberypnisk posture of the industry. The organizations recognize common risk sourcef, risks
hnd incidefit'scenarios with consequences characteristic to the industry. To cope with the risks,
prganizations should have a strategy for coordinated risk mitigation and incident management
hctivities. Establishing an organization called information sharing and analysis centre (ISAC) is a way
pbf Supporting coordinated activities and communications in the industry.

There are cases where the risk scenario of causes and consequences extends across industries. For
example, failure to provide electric power or other utility supply, telecommunications or financial
services has impacts on the activities of other industries. Cybersecurity incident management activities
in industries should have mutual links in order to ensure those activities to be effective. National
government can support the industries in organizing cross-industrial cybersecurity information
sharing and incident response activities.

8.4 Technical support by product and service supplier

Networks, devices, systems and services in the cyberspace are provided by product and service
suppliers. These elements can be relevant to cybersecurity incidents whether they have vulnerabilities
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or not. It is possible that a vulnerability of device or system is exploited by a person with malicious
intent. It is also possible that non-vulnerable elements are abused to trigger a behaviour that results in
a cybersecurity incident, e.g. operation of networks, systems and services supporting the activities of
society, people, organizations and nations can be interfered by overloaded traffic.

In this context of cyberspace, product and service suppliers have roles in cybersecurity incident
management. They are expected to take part through the phases of identify, protect, detect, respond
and recover. Their activities can include:

a) opnr:lh'nrr a sunportdesk of the nroduct and service:
s} Pr P 7

b) identifying and reporting about vulnerabilities of the product and service;
c) deflecting and analysing cybersecurity incidents;

d) prdviding software updates, workarounds and other support;

e) regorting of the cybersecurity incidents; and

f) prdviding customers with patch management support.

To meef the needs of these activities consistently and effectively, a product and service supplier can have
the funftion called product security incident response team (PSIRT). For‘a CSIRT of an organization in
need of supplier’s support, the PSIRT can be the contact point of the supplier. Additionally, a vendor
manag¢ment performance evaluation scorecard can be established,to"measure the performance and
effectiveness of vendors and suppliers that provide products, services or support during an incident.
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Annex A
(informative)

A layered model representing cyberspace

A.1 General

This annex provides an example of how to represent cyberspace. This makes possiblé, at
pstablishment, first process step of the risk management, the correct positioning of the prim
supporting assets, their risk sources and the organization’s stakeholders.

This improves the approach for the contextualization of known attack scenarios, the assess
Lheir consequence and likelihood, and optimizes the selection of the defence tactics to prepare
freatment decisions.

A.2 Layered model representing cyberspace

n this annex, a way of modelling the cyberspace is suggéested. A system can be considered
cyberspace by introducing a model made with three funddmental layers:

— the ANTHROPOGENIC layer which represents individuals and groups of individuals orgary
social networks;

— the DIGITAL layer which represents the logical processes, software, and computer d3
configurations. In this layer, a sublayegincludes the cyber persona layer, i.e. digital av{
individuals;

— the PHYSICAL layer which represents physical components and their geographic location.

Figure A.1 shows the structure ¢f the cyberspace consisting of these three layers.

e RN

ARTHROPOGERIC L RITR

AN
AN

DGR LRER

e AN

TSR LRRR

Figure A.1 — Layered cyberspace model
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The layered representation model allows a system and its ecosystem to be modelled with a flexible level
of detail. It is up to the analyst to select it, depending on the required depth of the analysis. The links
between layers are not presented to keep the simplicity of the drawing. The benefit of the layered model
is that it keeps the same regardless the size of the objects (nodes and links) being positioned on it.

A.3 Use of the layered model

Each layer is populated with nodes and links covered by various different flows, depending on the layer

considered. They make up the projection of the system and its essential assets on this layer.
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