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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodi
are members of ISO or IEC participate in the development of International Standards t

technical committees established by the respective organization to deal with particular fi

chnical
es that
hrough
ields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

1 b 41 1
dRT pdl't HT tHT WUIL'K.

The procedures used to develop this document and those intended for its further maintena
Hescribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee

pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such|
Fights. Details of any patent rights identified during the development of.the document will b
ntroduction and/or on the ISO list of patent declarations received (seewWww.iso.org/patents) or
ist of patent declarations received (see http://patents.iec.ch).

ronstitute an endorsement.

For an explanation of the voluntary nature of standdprds, the meaning of ISO specific ter
pxpressions related to conformity assessment, as well as information about ISO's adherence
World Trade Organization (WTO) principles in the\Technical Barriers to Trade (TBT) see W
org/iso/foreword.html.

SO/IEC TS 27008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec
Subcommittee SC 27, IT Security techniques,

This first edition of ISO/IEC TS 27008 cancels and replaces ISO/IEC TR 27008:2011.

Any feedback or questions on this document should be directed to the user’s national standards
complete listing of these bodjes can be found at www.iso.org/members.html.

hce are
ded for

the different types of document should be noted. This document was drafted in accefdance with the

subject

patent
e in the
the [EC

Any trade name used in this document is information given for*the convenience of users and does not

ms and
to the
WwWw.iso

inology,

body. A
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Introduction

This document supports the Information Security Risk Management process pointed out in 1SO/
[EC 27001, and any relevant control sets identified

Information security controls should be fit-for-purpose (meaning appropriate and suitable to the

task at

hand i.e. capable of mitigating information risks), effective (e.g. properly specified, designed,

implemented, used, managed and maintained) and efficient (delivering net value to the organization).

Thisd

ument nvn]:nnc how toassess an nrcanwahnn sinformation cnr‘nrlfv controls qc:nncf those an

other o
(providi
aimis
organiz

manner.

and go
operati
organiz

Please |
ISO/IE(
managg

bjectives in order either to confirm that they are indeed fit-for-purpose, effectlve and efficien
ing assurance), or to identify the need for changes (improvement opportunities). The ultimate
hat the information security controls, as a whole, adequately mitigate information risks that the
ation finds unacceptable and unavoidable, in a reasonably cost-effective and business-aligned
It offers the flexibility needed to customize the necessary reviews based on busjness missionsg
hls, organizational policies and requirements, known emerging threats and ‘Vulnerabilities
pnal considerations, information system and platform dependencies, and thefisk appetite of the
ation.

efer to ISO/IEC 27007 for guidelines for information security managenient systems auditing and
27006 for requirements for bodies providing audit and certification' of information security
ment systems.

Vi
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TECHNICAL SPECIFICATION ISO/IEC TS 27008:2019(E)

Information technology — Security techniques —
Guidelines for the assessment of information security
controls

1 Scope

This document provides guidance on reviewing and assessing the implementation and) oper
nformation security controls, including the technical assessment of information sy$tem cont
rompliance with an organization's established information security requirements(neluding te
rompliance against assessment criteria based on the information security requirements establi
the organization.

Chis document offers guidance on how to review and assess informafign security control
managed through an Information Security Management System specifiéd by ISO/IEC 27001.

t is applicable to all types and sizes of organizations, including”’ public and private con
bovernment entities, and not-for-profit organizations conducting information security revie
fechnical compliance checks.

2 Normative references

Che following documents are referred to in the text in such a way that some or all of their
constitutes requirements of this document. For\dated references, only the edition cited appl
lindated references, the latest edition of the referenced document (including any amendments) :

SO/IEC 27000, Information technology.— Security techniques — Information security mand
kystems — Overview and vocabulary

SO/IEC 27017:2015, Informatiop-technology — Security techniques — Code of practice for info
Kecurity controls based on ISO/IEC-27002 for cloud services

3 Terms and definitions

For the purposesCof this document, the terms and definitions given in ISO/IEC 27000 3
following apply.

SO and IEC maintain terminological databases for use in standardization at the following addre

— 1SQOnline browsing platform: available at https://www.iso.org/obp

— EC Electropedia: available at http://www.electropedia.org/

htion of
rols, in
chnical
shed by
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content
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4 Structure of this document

This document contains a description of the information security control assessment process in
technical assessment.

Clause 5 provides background information.
Clause 6 provides an overview of information security control assessments.
Clause 7 presents review methods.

Clause 8 presents the control assessment process.

© ISO/IEC 2019 - All rights reserved
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Annex A supports initial information gathering.

Annex B supports technical assessment.

Annex C supports technical assessment for cloud services.

5 Background

Information security controls are the primary means of treating unacceptable information risks,

bringi

Parts
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control
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The output of technical assessment accounts for the actual “extent of technical compliance with
inform
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ensure
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from the outset determine and ensure the appropriate competence in those performing the test(s) —

seqd

rel
cofy

inappropriate or unauthorized parties do not receive a copy of the technical assessment report from

the

the
int

ide

nf them within the organization’s risk tolerance level.
0

an organization's information security controls are usually realized by the implementation of
al information security controls.

anization's technical security controls can be defined, documented, implemented and
ned according to technical information security standards. As time passes, internal factorg

amendments of information systems, configurations of security functions’and changes of
nding information systems, and external factors such as advance of attack skills can negatively
ne effectiveness of information security controls and ultimately the quality-of the organization's
ition security standards. Technical assessment is included in ISOAEE 27002, as one of the
5. A technical assessment is generally performed either manually and/or with the assistance
mated tools. A technical assessment may be performed by a role#iot involved in executing the
e.g. a system owner, or by staff in charge of the specific cortrols, or by internal or externa
htion security experts.

ition security implementation standards of the organization. This evidence provides assurance
he status of technical controls comply with information security standards, or otherwise the
r improvements. The assessment reporting chain should be clearly established at the outset of
essment and the integrity of the reporting pracess should be assured. Steps should be taken tqg
that:

6.2,

bvant accountable parties receive; directly from the information security auditors, an unaltered
y of the technical assessmentreport;

information security guditors; and

information s€eurity auditors are permitted to carry out their work without hindrance
brference violating the segregation of duty principle.

hition securtity control assessments, and technical assessments in particular, can help an
ation to:

ntify* and understand the extent of potential problems or shortfalls in the organization's

atios o d nara 3z oo dodd

lm loavaan
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and, consequently, technical information security controls;

ide

ntify and understand the potential organizational impacts of inadequately mitigated information

security threats and vulnerabilities;

prioritize the identified information security risk mitigation activities;

confirm that previously identified or emergent information security vulnerabilities and threats
have been adequately addressed; and/or

support budgetary decisions within the investment process and other management decisions
relating to improvement of organization's information security management.
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6 Overview of information security control assessments
6.1 Assessment process

6.1.1 General

For assessments the assigned information security auditors need to be well prepared, both on the
control side as well as on the testing side (e.g. operation of applicable tools technical aim of the test).
la ntcaoftha accaccrans £ aazo le com b it nd S cons Adinagtatha snrcniva dxiclec it Slca ] dt

lementsoftheassessmentweorkcon-beprioritizedaceordingto-the pereeivedrisks butatseplanned to
follow a particular business process or system, or simply designed to cover all areas of the assgssment
Kcope in sequence.

When an individual information security control assessment commences, the infermation gecurity
huditors normally start by gathering preliminary information, reviewing the planned scope df work,
iaising with managers and other contacts in the applicable parts of the organization and expanding the
risk assessment to develop assessment documentation to guide the actual assessment work. Supporting
nformation can be found in Annexes A to C.

p.1.2 Preliminary information
Preliminary information can come from a variety of sources:

— books, Internet searches, technical manuals, technical security standards and policies| of the
organization, and other general background researchfinto common risks and controls in this area,
conferences, workshops, seminars or forums;

— results of prior assessments, tests, and audits, whether partially or fully aligned with the present
assessment scope and whether or not conducted by information security auditors (e.g. pre{release
security tests conducted by information sectirity professionals can provide a wealth of knqwledge
on the security of major application systems);

— information on relevant informatign security incidents, near-misses, support issues and changes,
gathered from IT Help Desk, IT Chiange Management, IT Incident Management processes and|similar
sources; and

— generic assessment checklists and articles by information security auditors or information gecurity
professionals with expertise in the area related to the scope of the assessment.

t is recommended te-review the planned assessment scope in light of the preliminary information,
pspecially if the assessment plan that originally scoped the assessment was prepared many months
beforehand. For @xample, other assessments can have uncovered concerns that are worth investigating
n more deptlf, o conversely, have increased assurance in some areas, allowing the present york to
focus elsewhére.

[.iaising*with managers and assessment contacts at this early stage is an important activity| At the
end, ofthe assessment process, these people need to understand the assessment findings in qrder to
respond positively to the assessment report. Empathy, mutual respect and making the effort to explain

L. i 3 I 4] 3 £l 1is pa ot il 1
ITC Ao o T O SITITTIU lJl ULLOS Dlslllllbﬂlll—l)’ llllPl UV LT Huallt)’ dIlya lllllJaLL Ul LIICT 1T COUIL.

6.1.3 Assessment checklists

While individuals vary in the way they document their work, many assessment functions utilize
standardized assessment processes supported by document templates for working papers such as
assessment checklists, internal control questionnaires, testing schedules, risk-control matrices, etc.

The assessment checklist (or similar) is a key document for several reasons:

— it lays out the planned areas of assessment work, possibly to the level of detailing individual
assessment tests leading to anticipated/ideal findings;

© ISO/IEC 2019 - All rights reserved 3
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— it provides structure for the work, helping to ensure that the planned scope is adequately covered;

— the analysis necessary to generate the checklist in the first place prepares the information security
auditors for the assessment fieldwork that follows. Completing the checklist as the assessment
progresses, starts the analytical process from which the assessment report will be derived;

— it provides the framework to record the results of assessment pre-work and fieldwork and, for
example, a place to reference and comment on assessment evidence gathered;

— it can be reviewed by audit management or other information security auditors as part of the

as§s

— ong
reg
or

Inform
others 4

6.1.4

essment quality assurance process; and

e fully completed, it (along with the review evidence) constitutes a reasonably detailed historica
ord of the review work as conducted and the findings arising that can be required to subistantiatg
support the review report, inform management and/or help with planning future reviews.

ition security auditors should be cautious of simply using generic review checklists written by
s, aside from perhaps saving time, this would probably negate several of the bénefits noted above

Review fieldwork

The b

[k of review fieldwork consists of a series of tests conducted Gy the information security

auditorp, or at their requests, to gather review evidence and to review it It is often done by comparison
to antigipated or expected results derived from relevant compliange ebligations, standards or a more
general appreciation of good practices. For instance, one test within an information security review
examinling malware controls can check whether all applicablé computing platforms have suitablg

antivir
review
and sit
statisti
in orde
is poss
against
assessr
operati

Eviden
in the

review
as som
review
use of 3
etc. shd
auditon
or mod
securit

Having

s software. Such review tests often use sampling techniques since there are rarely sufficient
resources to test exhaustively. Sampling practices vary between information security auditors
hations. They can include random selection, stratified selection and other more sophisticated
Cal sampling techniques (e.g. taking additional samples if the initial results are unsatisfactoryj
I to substantiate the extent of a control weakhess). As a general rule, more exhaustive testing
ble where evidence can be gathered and-tested electronically, for example using SQL queries
a database of review evidence collatéd from systems or asset management databases. The
hent sampling approach should be guided, at least in part, by the risks attached to the area of
pns being assessed.

re collected in the course ofithe review should normally be noted, referenced or inventoried
review working papers. Along with review analysis, findings, recommendations and reports
evidence need to be adequately protected by the information security auditors, particularly
e is likely to be highly sensitive and/or valuable. Data extracted from production databases for
purposes, for example, should be secured to the same extent as those databases through the
ccess controls,éneryption, etc. Automated review tools, queries, utility/data extract programs
uld be tightly eontrolled. Similarly, printouts made by or provided to the information security
s should generally be physically secured under lock and key to prevent unauthorized disclosure
ficationp the case of particularly sensitive reviews, the risks and, hence, necessary information
y controls should be identified and prepared at an early stage of the review.

completed the review checklist, conducted a series of review tests and interviews with

relevant parties and gathered sufficient review evidence, the information security auditors should be
in a position to examine the evidence, determine the extent to which information security risks have
been treated, and review the potential impact of any residual risks. At this stage, a review report of
some form is normally drafted, quality reviewed within the review function and discussed with
management, particularly management of the business units, departments, functions or teams most
directly reviewed and possibly also other implicated parts of the organization.

The evi

dence should be dispassionately reviewed to check that:

— there is sufficient review evidence to provide a factual basis supporting all of the review findings;

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=67042b200d527c32ab54b5b3c3872ff5

ISO/IEC TS 27008:2019(E)

— all findings and recommendations are relevant with regards to the review scope and non-essential
matters are excluded; and

— the evidence is appropriately recent and valid with regards the system and controls in scope.

If further review work is planned for findings, this should be marked in the report.

6.1.5 The analysis process

A ith Quia

A rew—planning—the—analysisproee is—essentially risk-based—although it is, better
nformed by evidence gathered during the review fieldwork. Whereas straightforward cémpliance
Feviewing can usually generate a series of relatively simple pass/fail results with largely self-evident

hnd discussion before deciding on what actions (if any) are appropriate. In some cases, mana
can choose to accept certain risks identified by information security reviews. In others, they car decide
hot to undertake the review recommendations exactly as stated: this is management's right Qut they
hlso carry accountability for their decisions. In this sense, information security auditors perform an
hdvisory, non-operational role, but they have significant influence and are ‘backed by sound|review
practices and factual evidence.

nformation security auditors should provide the organization subject to review with reafgonable
hssurance that the information security activities (not all organizations implement a management
cystem) achieve the set goals. A review should provide a statement of difference between the| reality
hnd a reference. When the reference is an internal policy, thelpolicy should be clear enough to sefve as a
reference. The criteria listed in Annex B can be consideredto ensure this. Information security guditors
hould then consider internal policies and procedures within the review scope. Missing relevant criteria
may still be applied informally within the organization: The absence of criteria identified as critfcal can
be the cause of potential non-conformities.

.2 Resourcing and competence

The review of information security controls requires objective analysis and professional reporting
Gkills. Where associated with technical assessment, additional specialist skills are required} which
nclude detailed technical knowledge of how security policies have been implemented in sdftware,
hardware, over communicationsJlinks and in associated technical processes. Information gecurity
huditors should have:

— anappreciation of information systems risks and security architectures, based on an understanding
of the conceptualHrameworks underpinning information systems;

— knowledge pf\good information security practices, such as the information security dontrols
promoted¢by”ISO/IEC 27002 and other security standards, including sector-specific decurity
standards-where applicable;

— thesability to examine often complex technical information in sufficient depth to identfify any
sighificant risks and improvement opportunities;

=" pragmatism with an appreciation of the practical constraints of both information security and
information technology reviews;

— broad and deep knowledge of security testing tools, operating systems, system administration,
communication protocols as well as application security and testing techniques;

— the ability to examine physical security requirements;
— the ability to understand social engineering security requirements.
It is recommended that:

— anyone tasked to conduct an information security control assessment, be familiar with the
fundamentals of audit professionalism based on ISO 19011: ethics, independence, objectivity,

© ISO/IEC 2019 - All rights reserved 5
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confidentiality, responsibility, discretion, source of authority for access to records, functions,
property, personnel, information, with consequent duty of care in handling and safeguarding what
is obtained, elements of findings and recommendations, and the follow-up process;

— anyone tasked to lead an information security control assessment have enough experience, like at
least three years’ verified experience, conducting technical information security assessments.

To achieve the review objective, a review team can be created consisting of information security

auditor
immed

s with various relevant specialist competence. Where such skills, or competence, are not

afn]y nvni]ah]n’ the risks and henefits in nngagihg cnh}inrt‘ matter r_\vpnrfc should he considere

in the fi

Inform
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Inform

reviews:

—  prd
—  exd
— tes
— say
Subclay

Testing
of such
review
auditor
establis

Test an
operati

brm of in-house or external resources to perform the review within the required scope.

hition security auditors should also verify that the organization and staff responsible’ for
htion security:

present, sufficiently knowledgeable in information security and their specific missions; and

re the necessary resources at their disposal, e.g. time.

view methods

verview

5ic concept of reviewing controls generally includes review‘procedures, review reporting and
follow-up. The format and content of review procedures/include review objectives and review
S.

htion security auditors can use four review méthods during information security contro

cess analysis;

mination;

ting and validation techniques;

hpling techniques.

ses 7.2 to 7.5 include further considerations for each of the review methods.

and validation candnvolve automated tools that can be resource-intensive. The potential impact
tools on operations should be considered when planning their use, for instance scheduling
5 for off-peak tintés. When a part of the review relies on such a tool, the information security
should defmonstrate, or provide evidence, that the tool provides reliable results, which
hes the intégrity of the tool.

d Valijdate should be mandatory for the following controls if they are marked as “partially
pnal® or “fully operational”.

— B.2.5:ISO/IEC 27002:2013, 9.1 Business requirements of access control

— B.2.5:1SO/IEC 27002:2013, 9.2 User access management

— B.2.5:1SO/IEC 27002:2013, 9.3 User responsibilities

— B.2.5:1SO/IEC 27002:2013, 9.4 System and application access control

— B.2.6:1SO/IEC 27002:2013, 10.1.1 Policy on the use of cryptographic controls

— B.2.8:ISO/IEC 27002:2013, 12.4.2 Protection of log information

— B.2.9:1SO/IEC 27002:2013,13.1 Network security management

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=67042b200d527c32ab54b5b3c3872ff5

ISO/IEC TS 27008:2019(E)

— B.2.10: ISO/IEC 27002:2013, 14.1.2 Securing application services on public networks
— B.2.10: ISO/IEC 27002:2013, 14.1.3 Protecting application services transactions

Review methods may be combined as appropriate depending on the nature of the review and the level
of assurance required. Depth of investigation defined with this approach can be:

LOW-DEPTH ASSESSMENT

— Process analysis

MEDIUM-DEPTH ASSESSMENT

— Process analysis

— Examination OR tests on representative sample
N-DEPTH ASSESSMENT

— Process analysis

— Examination AND tests on extended or exhaustive samples
7.2 Process analysis

7.2.1 General

Directly assessing information security controls such as‘examination and testing is not always possible
pr sufficient to be assured of their effectiveness and, suitability in operation. It can be more apprppriate,
pr necessary, to deduce the effectiveness and saitability of the controls by analysing the asspciated
processes or activities for evidence confirming\that they are:

— designed to provide the desired contrel'effects in theory;

— correctly implemented;

— operating as designed;

— being administered, monitored and managed correctly; and
— actually providing thé intended control effects in practice.

The operational and administrative processes or activities are the context within which dontrols
pperate, and nofrmally provide evidence of their operation in the form of records, log entries| etc. In
particular, the'generation and processing of records such as alerts, alarms, events and incident feports
by controls;generally indicates that they are functional, but can be insufficient to confirm that they are
reliable-and fully effective. Analysis of the associated processes and activities (e.g. checking prodedures,
bbserving and/or interviewing the people involved) in practice provides additional assuranceg, along
with.tests to confirm it, that data, criteria or situations, which are expected to trigger the controls, in
fact'do so.

[SO 19011:2018, B.2 specifies guidelines on how to conduct document reviews.

[SO 19011:2018, B.7 specifies guidelines on how to conduct interviews.
7.3 Examination techniques

7.3.1 General

Examination techniques are a form of review method that facilitates understanding, achieves
clarification, or obtains evidence through checks, inspections, reviews, observations, studies, or

© ISO/IEC 2019 - All rights reserved 7
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analysis of one or more review objects. The purpose of this review is to support the determination of a
controls existence, functionality, correctness, completeness, and potential for improvement over time.

Review objects generally include:

— mechanisms (e.g. functionality implemented in hardware, software, firmware, application,
database); and

— processes (e.g. system operations, administration, management, exercises).

Typical[information security auditor actions can include:
— obgerving system backup operations and reviewing the results of contingency plan exercises;
— obgerving incident response process,

— chgcking, studying, or observing the operation of an information technology mechanism in the
infprmation system hardware/software;

— chdgcking, studying and observing the change management and logging activities relating to an
infprmation system;

— chgcking, studying, or observing physical security measures related to the operation of an
infprmation system (e.g. observing secure transport and destruction of disposed confidential paper
redords);

— revVliewing, studying, or observing the configuration of an information system.

7.3.2 |Procedural controls

The obpgervation of all kinds of processes without minimally interacting with them (or while doing
so) can|allow the auditor to receive immediate evidence on how specific activities are performed. Thg
acquisifion of related documented information -can be used to complete the situation when rare or
specifi¢ events need to be observed.

7.3.3 |Technical controls

Interacfing with the review object (diréctly or via a qualified operator) can allow the auditor to extract
or dire(tly review its configuration ‘settings, predicting its behaviour without actually having to test it
This is|desirable to deal with €ritical review objects which can be disturbed by testing techniques or
with which the auditor does(not have the opportunity to interact.

7.4 Testing an validation techniques

7.4.1 |General

Testing| and validation techniques are a form of review method that exercises one or more review
objects|under specified conditions to compare actual with expected behaviour. The results are used tq
suppor Ctie determmiTation of COMtTol eXISteNTe, et fectiveness, functionality, TOTTeCtIESS, COMpPIEteEness,
and potential for improvement over time.

Testing has to be executed with great care by competent experts. Possible effects on the operation of the
organization have to be considered and approved by management before commencing the testing, and
also considering the options of running tests outside maintenance windows, in low charge conditions
or even in well reproduced test environments. Failures or unavailability of systems due to testing can
have significant impact on the normal business operations of the organization. This can both lead to
financial consequences and impact the reputation of the organization. Therefore, particular care has
to be taken for the test planning and its correct contractualization (including consideration of legal
aspects).
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False positive and false negative results of the tests have to be carefully investigated by the information
security auditor before drawing any conclusion.

Typical review objects include mechanisms (e.g. hardware, software, firmware) and processes
(e.g. system operations, administration, management; exercises).

Typical information security auditor actions can include:

testing access control, identification, authentication and review mechanisms;

7.4.2 Blind testing

The information security auditor approaches the review object with no prior knowledgg
Characteristics other thanSpublicly available information. The review object is prepared

Feview, knowing in advance all the details of the review. A blind review primarily tests the s
the information securityauditor. The breadth and depth of a blind review can only be as vas
nformation security-auditor’s applicable knowledge and efficiency allows. Thus, this testing is of
imited use in security reviews and should be avoided.

7.4.3 Double Blind Testing

The infoermation security auditor approaches the review object with no prior knowledge
rharacteristics other than publicly available information. The review object is not notified in ady
[hescope of the review or the test vectors being used. A double blind review tests the prepared

testing security configuration settings;

testing physical access control device;

conducting penetration testing of key information system components;
testing information system backup operations;

testing incident response capability;

exercising contingency planning capability;

testing the response of security systems capable of detecting, alerting and responding to intj
testing encryption and hashing mechanism algorithms;
testing user id and privilege management mechanisms;
testing authorization mechanisms;

verifying the cascade resilience of security measures;
validating the monitoring and logging;

validating the security aspects in application development or acquisition of applications.

usions;
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nhe review object to unknown variables.

7.4.4 Grey Box Testing

The information security auditor approaches the review object with limited knowledge of its defences
and assets but full knowledge of the test vectors available. The review object is prepared for the review,
knowing in advance all the details of the review. A grey box review tests the skills of the information
security auditor. The nature of the test is efficiency. The breadth and depth depends on the quality of
the information provided to the information security auditor before the test as well as the information
security auditor’s applicable knowledge. Thus, this testing is of limited use in security reviews and
should be avoided. This type of test, often referred to as a Vulnerability Test, is most often initiated by
the target as a self-assessment activity.
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7.4.5 Double Grey Box Testing

The information security auditor approaches the review object with limited knowledge of its defences
and assets but full knowledge of the test vectors available. The review object is notified in advance
of the scope and time frame of the review but not the test vectors. A double grey box review tests the
target's preparedness to unknown variables. The breadth and depth depends on the quality of the
information provided to the information security auditor and the review object before the test as well
as the information security auditor’s applicable knowledge.

7.4.6 [Tandem Testing

The infprmation security auditor and the review object are prepared for the review, both knowing in
advancg all the details of the review. A tandem review tests the protection and controls of thé target
Howevg¢r, it cannot test the preparedness of the target to unknown variables.

The true nature of the test is thoroughness as the information security auditor has a fulllyiew of all thg
tests and their responses. The breadth and depth depends on the quality of the information provided tg
the infqrmation security auditor before the test, as well as the information security auditor’s applicabld
knowleldge. This is often known as an In-House Review and the information seCurity auditor often hag
an actiye part in the overall security process.

7.4.7 |Reversal

The information security auditor approaches the review object with full knowledge of its processeg
and opegrational security, but the review object knows nothing®©f'what, how, or when the information
security auditor will be testing. The true nature of this test is\to review the preparedness of the target
to unkmown variables and vectors of agitation. The breadtli-and depth depends on the quality of thg
information provided to the information security auditor and the information security auditor’s
applicaple knowledge and creativity. This is often calleda Red Team exercise.

7.5 Spmpling techniques

7.5.1 |General

[SO 19(J11:2018, B.3 specifies guidelines on how to perform sampling.

7.5.2 |Representative sampling

Examirfation that uses a representative sample of review objects (by type and number within type) tqg
providg a level of coveragehecessary for determining whether the control is implemented and free of
obvious errors.

7.5.3 |Exhaustive sampling

Examirfatien\that uses a sufficiently large sample of review objects (by type and number within type]
and other-specific review objects deemed particularly important to achieving the review objective ta
provide a Ievel of coverage necessary for determining whether the control 1s implemented and Ire
of obvious errors and whether there are further increased grounds for confidence that the control is
implemented correctly and operating as intended on an ongoing and consistent basis, and that there is
support for continuous improvement in the effectiveness of the control.

8 Control assessment process

8.1 Preparations

Establishing and retaining an appropriate set of expectations before, during, and after the review
is paramount to achieving an acceptable outcome. That means providing information enabling
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management to make sound, risk-based, decisions about how to best implement and operate
information systems. Thorough preparation by the organization and the information security auditors
is an important aspect of conducting effective reviews. Preparatory activities should address a range of
issues relating to the cost, schedule, availability of expertise, and performance of the review.

From the organizational perspective, preparing for a review includes the following key activities:

ensuring thatappropriate policies covering reviewsare in place and understood by all organizational

elements;

ensuring thatall planned steps implementing the controls prior to the review, have been succ
completed and received appropriate management review (this applies only if the controlNs
as “fully operational” and not in or while the preparatory/implementation stage);

ensuring that controls have been assigned to appropriate organizational entities-for devel
and implementation;

establishing the objective and scope of the review (i.e. the purpose of thé réview and what
reviewed);

notifying key organizational officials of the impending review and‘allocating necessary re
to carry out the review;

establishing appropriate communication channels among organizational officials who are
the scope in the review;

establishing time frames for completing the review and key milestone decision points requ
the organization to effectively manage the review;

identifying and selecting a competent information security auditor or audit team th
be responsible for conducting the review,”considering issues of information security
independence;

collectingartefactstoprovide to theihformation security auditors (e.g.information security d
documentation including organizational charts, policies, procedures, plans, specifications, d
records, administrator/operatof manuals, information system documentation, intercon
agreements, asset inventories) previous review results);

establishing a mechanism between the organization and the information security aud
minimize ambiguities-er misunderstandings about control implementation or control weak
deficiencies identified during the review;

minimize ambiguities through a mechanism between the organization and the information
auditors, which can take the form of a follow up/tracker document;

showingthe documents presented (by the organization) or requested (by the auditors),
validity of the documents received in a tracker document. There can be requests for ad
ififormation and it is possible to time track unreasonable delay in the provision process.
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n-addition to the planning activities that the organization carries out in preparation for the

review,

information security auditors should prepare for the review by:

understanding the general organization's operations (including mission, functions, and b

usiness

processes) and how the information assets that are in scope of the review support those

organizational operations;
understanding the general structure of the information assets (i.e. system architecture);
thoroughly understanding all the controls being reviewed;

studying relevant publications that are referenced in those controls;
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identifying the organizational entities responsible for the development and implementation of the
controls under review that support information security;

establishing appropriate organizational points of contact needed to carry out the review;

obtaining artefacts needed for the review (e.g. information security controls documentation
including organizational charts, policies, procedures, plans, specifications, designs, records,
administrator/operator manuals, information system documentation, interconnection agreements,
asset inventories);

obflaining previous review results that can be appropriately reused for the review (e.g. reports
reyiews, vulnerability scans, physical security inspections; developmental testing and evaluation];

meeting with appropriate organizational officials to ensure common understanding for,review

objectives and the proposed rigor and scope of the review; and

— dey
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8.2 Planning the assessment

8.2.1
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assurance neéeds that are not covered in this document.

reloping a review plan.

aration for the review of information security controls, the necessary background information
be assembled and made available to the information security auditors.To-the extent necessary
ort the specific review, the organization should identify and arrange“access to elements of
anization (individuals or groups) responsible for developing, documenting, disseminating
ng, operating, maintaining and updating all security controls, security policies and associated
ires for implementing policy-compliant controls.

ilability of essential documentation as well as access to-key organizational personnel and the
ition system being reviewed are paramount to a successful review of the information security
5.

Overview

htion security auditors developing“plans to review controls should determine the type of
review (e.g. complete or partial-review), and which controls/control enhancements are to bd
d in the review based on the purpose/scope of the review. Information security auditors should
e and reduce the risk and, where possible, impact of the review on the normal operation of the
ation. They should selecthge appropriate review procedures for the review based on:

controls and controlenhancements that are to be included in the review; and
ir associate depth-and coverage attributes.

htion security-auditors should tailor the selected review procedures for the information system
el and the organization’s actual operating environment. If necessary, they should also develop
hal review procedures to address security controls, control enhancements and additiona

Plannin

g the assessment should be documented in an assessment p]an Planning should consider thd
(=]

context, generating the baseline of expected behaviour within the determined context, a specification
of the tests/evaluation and the method of validation of the findings within the context of the evaluation.

The plan should also include the development of a strategy to apply the extended review procedure (if
necessary, optimization of review procedures) to reduce duplication of effort and provide cost-effective

review

solutions. After that, information security auditors should finalize the review plan and obtain

the necessary approvals to execute the plan.

12
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8.2.2 Scoping the assessment

The scope defines the organizational and technical boundaries of the assessment. The scope of the
assessment should be based on a selection of controls depending, for example, on the continuous
monitoring schedule established, items on the plan of action and adequate milestones. Controls with
greater volatility should be reviewed more frequently.

The scope of the assessment needs to be determined by the information security auditor in conjunction
with management, using the organization’s documentation. This documentation should provide an

Y oo O e Tt Ot T T O T C o oo o Tt oo e o T o Tt Corer oo T

planned for meeting those requirements. The information security auditor starts with the’dontrols
described in the information security documentation and considers the purpose of the reyiew. A
Feview can be a complete review of all information security controls in an organization or a|partial
review of the controls protecting information assets (e.g. during continuous monitorning’where pubsets
pf the controls in the information assets are reviewed on an ongoing basis). For\partial revigws, the
nformation assets owner collaborates with organizational officials having an iriterest in the review to
Hetermine which controls are to be reviewed.

B.2.3 Review procedures

A review procedure consists of a set of review objectives, eachwith an associated set of pptential
Feview methods and review objects. The determination statements in a review objective are|closely
inked to the content of the control (i.e. the control functionality). This ensures traceability of|review
results back to the fundamental control requirements. Thé application of a review procedure to a
rontrol produces review findings. These review findings are subsequently used to help deternjine the
pverall effectiveness of the control. The review objects.identify the specific items being reviewed and
nclude specifications, mechanisms, processes, and individuals.

Annex A provides examples of review procedures for technical assessment and control enhanc¢ments.
The Practice guide in Annex A is designed-te compile evidence for determining whether dontrols
hre implemented correctly, operate as inténded, and produce the desired outcome with regard to
meeting the information security requirements of the information asset. For each control and [control
enhancement to be included in the.review, information security auditors develop the corresponding
Feview procedure referring to Annex A. The set of selected review procedures varies from reyiew to
Feview based on the current purpose of the review (e.g. annual control review, continuous moniforing).
Annex A provides a work sheet for selecting the appropriate review procedures for the review based on
the particular review focus.

Review procedures can be tailored by:

— selecting the“review methods and objects needed to make appropriate determinationls most
effectively-and to satisfy review objectives;

— selectinng'the review method depth and coverage attribute values necessary to meet the|review
expéctations based on the characteristics of the controls being reviewed and the ppecific
determinations to be made;

—"eliminating review procedures for controls if they have been reviewed by another adequate|review
process;

— developing information system/platform-specific and organization-specific review procedure
adaptations to carry out the review successfully;

— incorporating review results from previous reviews where the results are deemed applicable;

— making appropriate adjustments in review procedures to be able to obtain the requisite review
evidence from suppliers, if present; and

— selecting review methods with due consideration for their organizational impacts while ensuring
that audit objectives are met.
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8.2.4 Object-related considerations

Organizations can specify, document and configure their information assets in a variety of ways and
the content and applicability of existing review evidence will vary. This can result in the need to apply
a variety of review methods to various review objects to generate the review evidence needed to
determine whether the controls are effective in their application. Therefore, the list of review methods
and objects provided with each review procedure is called “potential” to reflect this need to be able
to choose the methods and objects most appropriate for a specific review. The review methods and
objects chosen are those deemed necessary to produce the review evidence needed. The potential
methodsamdobjects i the Teview procedure are provided a5 a TESOUTTE t0 asSiStim the setection of
appropfiate methods and objects, and not with the intent to limit the selection. As such, information
security auditors should use their judgment in selecting from the potential review methods and thg
general list of review objects associated with each selected method.

Informgition security auditors should select only the methods and objects that contribute most
effectiviely to making the determination process associated with the review, objective.'Measure of thg
quality|of the review results is based on the soundness of the rationale provided, notthe specific set of
methods and objects applied. In most cases, it is not necessary to apply every review method to every
review|object to obtain the desired review results. For specific or compreherisive reviews, it can be
appropriate to use a method not currently listed in the set of potential methods,or not to use a method
that is listed.

8.2.5 |Previous findings

8.2.5.1| Overview

Informgtion security auditors should take advantage of existing control review information to facilitateg
more effective reviews. The reuse of review results from previously accepted or approved reviews of
the infgrmation system should be considered in the body of evidence for determining overall contro
effectiveness.

When ¢onsidering the reuse of previous review results and the value of those results to the current
review)information security auditor should\determine:

— thq credibility of the evidence;
— theappropriateness of previois-analysis; and
— thdapplicability of the evidence to current information asset conditions.

It can bg necessary, in certdin situations, to supplement the previous review results under consideration
for reupe with additional review activities to fully address the review objectives. For example, if an
indepemdent third-party evaluation of an information technology product did not test a particular
configyration setfing that is used by the organization in an information system, then it is possiblg
that the information security auditor will need to supplement the original test results with additiona
testing|to cover that configuration setting for the current information system environment.

Subclayses 8.2.5.2 to 8.2.5.4 should be considered in validating previous review results for reuse in
current reviews.

8.2.5.2 Changing conditions

Controls that were deemed effective during previous reviews can have become ineffective due to
changing conditions relating to the information asset or the surrounding environment. Thus, it is
possible that review results that were found to be previously acceptable, no longer provide credible
evidence for determination of control effectiveness, and a new review is required. Applying previous
review results to a current review requires the identification of any changes that have occurred since
the previous review and the impact of these changes on the previous review results. For example,
reusing previous review results that involved examining an organization's security policies and
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procedures can be acceptable if it is determined that there have not been any significant changes to the
identified policies, procedures and risk environment.

8.2.5.3 Acceptability of reusing reviews.

The acceptability of using previous review results in a control review should be coordinated with and
approved by the users of the review results. It is essential that the information asset owner collaborate
with appropriate organizational officials (e.g. chief information officer, chief information security
officer, mission/information owners) in determining the acceptability of using previous review results.
he decision to reuse review results should be documented in the review plan and the final report.

Security reviews can include the findings from a previous security review as long as:
— itis expressly permitted in the assessment plan;

— any constraints or issues from a previous review should be documented with'their relevancg to this
review. This includes issues partially resolved by ongoing action plans;

— information security auditors have good grounds to believe the findjrgs remain valid;

— any technology or procedural changes to the controls or the progessés to which they are applied are
given adequate security consideration in the current review; and

— the use and any potential risk management implications,of adopting prior assessment findings are
clearly stated in the assessment report.

B.2.5.4 Time aspects

n general, as the time period between current aid previous reviews increases, the credibility/utility
bf the previous review results decreases. This is'primarily due to the fact that information assets, or
the environment in which the information assets operate, are more likely to change with time, possibly
nvalidating the original conditions or assumptions on which the previous review was based.

B.2.6 Work assignments

nformation security auditor independence can be a critical factor in certain types of reviews, especially
for information assets at the moderate and high-risk levels. The degree of independence r¢quired
from review to review shiould be consistent. For example, it is not appropriate to reuse results from
h previous self-assessment where information security auditor independence was not requirgd, in a
current review requiring a greater degree of independence.

B.2.7 Extermal-ssystems

The reviewymethods and procedures in Annex A need to be adjusted as appropriate to accommodate
the review of external information systems. Because the organization does not always have direct
controliover the security controls used in external information systems, or sufficient visibility into the
Hevelopment, implementation, and review of those controls, it can be necessary to apply altdrnative
eview qpprnnrhpc This can result in the need to tailor the review prnrpdnrpc described in Ahnex A.
Where required assurances of agreed-on controls for an information system are documented in
contracts or service-level agreements. The information security auditor should review these contracts
or agreements and, where appropriate, tailor the review procedures to review either the controls or
the control review results provided through these agreements. Additionally, information security
auditors should take into account any reviews that have been conducted, or are in the process of being
conducted, by organizations operating external information systems that are relied on with regard to
protecting the information assets under review. If deemed reliable, applicable information from these
reviews should be incorporated into the report.
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8.2.8 Information assets and organization

Review procedures can be adapted to address system/platform-specific or organization-specific
dependencies. This situation arises frequently in the review procedures associated with the technical
information security controls (i.e. access control, audit and accountability, identification and
authentication, system and communications protection). Recent test results can also be applicable to
the current review if those test methods provide a high degree of transparency (e.g. what was tested,
when was it tested, how was it tested). Standards-based testing protocols can provide examples of how
organizations can help achieve this level of transparency.

8.2.9 |Extended review procedure

Organitations have great flexibility in achieving information security control assurance requirements
For exgmple, for a requirement such as assurance that flaws are addressed in a timely /nariner, thg
organigation can satisfy this requirement on a control-by-control basis, on a by-type-offcontrol basis
on a system-by-system basis, or perhaps even at the organizational level. In consideration of thig
flexibiljty, the extended review procedure is generally applied on a review-by-review/basis according
to how| the organization chose to achieve assurances for the information asset under review. The
method of application should be documented in the review plan. Further, the @tganization selects thg
appropriate review objectives from the extended review procedure based omthe information asset risk
level. The application of the extended review procedure is intended to_Supplement the other review
procedfires to increase the grounds for confidence that controls are implemented correctly, operating
as intended, and producing the desired outcome with regard to meeting the applicable information
security requirements.

8.2.10 | Optimization

Information security auditors can have a certain degree of flexibility in organizing a review plan
that meets the needs of the organization. This is an_@pportunity to obtain the necessary evidence in
determjining security control effectiveness, while reducing overall review costs.

Combirling and consolidating review procedures is one area where this flexibility can be applied
Duringfthe review, review methods are applied numerous times to a variety of review objects within 3
particullar area of information security controls.

To save time, reduce review costs and maximize the usefulness of review results, information security
auditorfs should review the selectedreview procedures for the control areas and combine or consolidatg
the progedures (or parts of procedures) whenever possible or practicable.

For example, information security auditors can wish to consolidate interviews with key organizationa
official$ dealing with a variéty of information security-related topics. Information security auditors can
have ofher opportunities for significant consolidations and cost savings by examining all applicablg
security policies and” procedures at the same time or organizing groups of related policies and
procedfyires thatcgn be examined as a unified entity. Obtaining and examining configuration settingg
from similar hardware and software components within relevant information systems is another
example thatan provide significant review efficiencies.

iadziagtlha warziaray oo cocc o o oo oo

An additienal-area—for—eonsideration—in—optimizing—the—review—process—is—the—sequence——whict
controls are reviewed. The review of some controls before others can provide information that
facilitates understanding and review of other controls. For example, control areas can produce general
descriptions of the information assets. Reviewing these security controls early in the review process
can provide a basic understanding of the information assets that can aid in reviewing other security
controls. The supplemental guidance of many controls also identifies related controls that can provide
useful information in organizing the review procedures. In other words, the sequence in which reviews
are conducted can facilitate the reuse of review information from one control in reviewing other related
controls.
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8.2.11 Finalization

After selecting the review procedures (including developing necessary procedures not contained
in this document), tailoring the procedures for information asset-specific and organization-specific
conditions, optimizing the procedures for efficiency, applying the extended review procedure where
necessary, and addressing the potential for unexpected events impacting the review, the review plan is
finalized and the schedule is established including key milestones for the review process.

Once the review plan is completed, the plan is reviewed and approved by appropriate organizational

nfficindle ta ancurathat thao nlan 1o,
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— complete;
— consistent with the security objectives of the organization and the organization's réview of risk; and
— cost-effective with regard to the resources allocated for the review.

n case the review can interrupt the normal operation of the organization [e,g. by blocking key prsonal
pr possible (temporary) failures of systems due to penetration testing}], the review plan ngeds to
highlight the extent and timeframe of these interruptions.

B.3 Conduction reviews

After the review plan is approved by the organization, the information security auditor execytes the
plan in accordance with the agreed milestones and schedule,

Review objectives are achieved by applying the designated review methods to selected review|objects
hnd compiling/producing the information necessary to make the determination associated with each
review objective. Each determination statement cornitained within a review procedure carried ofit by an
nformation security auditor can have one of thé\following findings:

— Satisfied (S);
— Partly satisfied (P); or
— Not satisfied (O).

‘Satisfied” means that, for the portion of the control addressed by the determination statement, the
review information obtaimed (i.e. evidence collected) indicates that the review objective for the|control
has been met producing ayfully acceptable result.

‘Partly satisfied” ndeans that a portion of the control is not addressing its objective or that, at the time
pf the review, thé-implementation of the control is still in progress, with reasonable assurance that the
control will reach a satisfied result (S).

‘Not satisfied” means that, for the portion of the security control addressed by the deternfination
statemehnt; the review information obtained indicates potential anomalies in the operafion or
mplementation of the control that need to be addressed by the organization. If the finding|is “not
catisfied”, it can also indicate that, for reasons specified in the review report, the information gecurity
autitorwas ot abte toobtaimrsuffictent imformmatiomr to make the particatar determimation requested in
the determination statement.

The information security auditor findings (i.e. the determinations made) should be an unbiased, factual
reporting of what was found concerning the control reviewed. For each “not satisfied”, information
security auditors should indicate which parts of the security control are affected (i.e. the aspects of the
control that were deemed not satisfied or were not able to be reviewed) and describe how the control
differs from the planned or expected state. The information security auditor should also note the
potential for compromises to confidentiality, integrity, and availability due to findings “not satisfied”. If
the review reveals major non-conformities (i.e. findings “not satisfied” which deviate significantly from
the planned status), which can create a significantly increased risk for the organization, the information
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security auditor should immediately inform the person responsible for this control and management so
that mitigation procedures can be initiated immediately.

8.4 Analysis and reporting results

The review plan provides the objectives for the review and a detailed roadmap of how to conduct
such a review. The output and end result of the review is the review report, which documents the
information assurance level based on the implemented information security controls. The report
includes information from the information security auditor (in the form of review findings) necessary
to det;[mine the effectiveness of the controls employed and the organization's overall effectiveness-in

implementing appropriate controls based on the information security auditor’s findings. The report g
an impg¢rtant factor in determining the information security risks to operations (i.e. mission, functiens)
organigational assets, individuals and other organizations.

Review| results should be documented at the level of detail appropriate for the review:in"accordancs
with a|reporting format prescribed by organizational policy. The reporting format should also bg
appropriate for the type of control review conducted (e.g. self-assessment by iifermation system
ownersd, independent verification and validation, independent control reviews byauditors).

The information system owner relies on the information security expertise and the technica
judgment of the information security auditor to review the security controls and provide specifig
recommendations on how to correct weaknesses or deficiencies in the econtrols and reduce or eliminatg
identified vulnerabilities.

The reyiew information produced by the information security anditor (i.e. findings “satisfied” or “nof
satisfied”, identification of the parts of the security control that'did not produce a satisfactory result
and a (lescription of resulting potential for compromises:to the information asset) is provided tq
manageérs in the initial (draft) security review report. Assét owners can choose to:

— actjon selected information security auditor recommendations before the report is finalized if therg
ard specific opportunities to correct weaknessés or deficiencies in the controls;

— or fo correct/clarify misunderstandings otiihterpretations of review results.

The information security auditor should\review again the controls which are modified, enhanced
or add¢d during this process before producing the final report. The delivery of the final report tq
manag¢ment marks the official end of the information security control review.

Since results of the review ultilmately influence the content of information security controls and the
plan of|action and milestones,-the information asset owner reviews the findings of the information
security auditor and, withthe concurrence of management, determines the appropriate steps required
to corrpct weaknesses @nd deficiencies identified during the review. By using the tags satisfied (S)
partly gatisfied (P) and/other than satisfied (0), the reporting format for the review findings provides
visibilify for managers into specific weaknesses and information security deficiencies, and facilitates
a disciglined and structured approach to mitigating risks in accordance with the information security
risk manageniernt process.

For exajnple, the information asset owner in consultation with managers can decide that certain review
finding%@mmm—mmlg—nﬂm
organization. Alternatively, the asset owner and managers can decide that certain findings marked as
not satisfied are significant, requiring immediate remediation actions. In all cases, the organization
reviews each information security auditor finding of not satisfied and applies its judgment with regard
to the severity or seriousness of the finding (i.e. the potential adverse effect on the organization's
operations and assets, individuals, other organizations, etc.), and whether the finding is significant
enough to justify further investigation or remedial action. Senior management involvement in the
mitigation process can be necessary in order to ensure that the organization's resources are effectively
allocated in accordance with organizational priorities. This can be by providing resources firstly to
the information assets that are supporting the organization’s most business-critical processes, or by
correcting the deficiencies that pose the greatest degree of risk. Ultimately, the review findings and any
subsequent mitigation actions initiated by the information asset owner in collaboration with designated
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organizational officials trigger updates to the information security risk management process and
information security controls. Therefore, the key documents used by the managers to determine the
information security status of the information assets are updated to reflect the results of the review.

At pre-determined milestones or fixed periods after the review, e.g. three months after final reporting,
a follow-up review focusing on the outstanding or open issues is performed. This includes verifying
the validity of implemented solutions to previous findings. Organizations can also choose to conduct
follow-up activities at the next review, especially for the issues that are non-critical or urgent.
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Annex A
(Informative)

Initial information gathering (other than IT)

A.1 (eneral
A.1.1 |Human resources and security
a) Doegs the personnel feel responsible and/or accountable for his/her actions?
b) Is there security and information security knowledge available on-site to<answer questions
moftivate the personnel and provide the needed guidance?
c) Ar¢ applicable policies and procedures clear and SMART (specific, measurable, acceptable, realistig
andl time-related)?
d) Ispersonnel hired in accordance with the expected operational knowledge?
e) Arg¢ the personnel trustable to handle sensitive information dand systems that would endanger thg
surjvival of the organization?
f) Arg¢ the personnel effectively trusted?
g) Hoyw is this trust defined and measured?
h) Ar¢ background checks performed?
A.1.2 |Policies
a) Strptegic alignment:
1) | Are the information securitypolicies derived from the business objectives and from the overal
security policy?
2) | How the link is made with the IT, HR, acquisition policies, etc.?
b) Coinprehensive:
1) | Are the poliCies addressing information security in all business activity sectors (HR, physical
IT, sales; production, R&D, contacts, etc.)?
2) | Are'the policies complete in their design encompassing strategy, tactics, and operations?
c) Foimulation:
1) Are the policies a “copy-paste” of ISO/IEC 27002, or are the control objectives and controls
tailored to the specific context?
2) Are the policies written to clearly identify the responsible actor(s)?
3) An action expected within a policy or a procedure should consider the fundamental questions:
who, when, why, what, where, how.
i) If the person responsible (who) to perform the action is not defined, who will achieve the
set objectives?
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If the target time (when) for performing the action is not defined, will it be started or
finished in due time?

If the aim or objective of an action is not defined (why), will the action be correctly
understood and its importance adequately considered?

4)

5)

iv) If the action itself (what) is not defined, how will it be possible to perform it?

v) If an action doesn't define the object, place, process, information asset or “control” on
which it has to have an effect, how will it be effective (where)?

vi) If an action in a procedure doesn't clearly define how things have to be done,"hoW can it

correctly performed (how)?

vii) If an action doesn't also define the indicators and controls aimed at vefifying it cqrrectly

evolves and achieves its objectives, how can an organization make sutie-the objectiyes are,
or can be, achieved?

Are there controls and a checking environment in place to identify if the policy statemgnts are

enforced implemented and the goals achieved?

The objectives in a policy statement should consider the SMART criteria. If not:

i)

A.1.3 Organization

b) s the linkivith external authorities defined?
£) AreSecurity responsibilities outsourced if the organization has no internal capability?

) Als(information security addressed in contracts?

unspecific objectives are not easy to clearly recognize and the person(s) responfible to
achieve it is generally not defined;

if the objective is not measurable, there is littleé'chance that an organization will be able to
verify if it is achieved or not;

if the objective is not communicated afid acceptable to the personnel who have to cope with,
there is great chance the control will'’be misunderstood, circumvented or “disconng¢cted”;

if the objective is not realisticsifrrelation to the real capability of the organization, there is
little chance it will ever be achieved; and

if the objective is not.defined in relation with time (when it has to be achieved, when the
action is supposed t0 start, etc.) there is a good chance that no action will be taken pnd the
objective never met.

h) Is the set of rojes-and responsibilities defined and allocated, which are necessary and sufficient to
meet business objectives taking into account the specific context and constraints?

A.2 Physical and environmental security

A.2.1 Are the sites safe for information?

a) Zones

1) Are areas accessible to the public sufficiently isolated from business areas?

2) Are there zones defined where more critical information is handled (by people or ICT system)?
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3)

Are these secured zones appropriately segregated to avoid information exchange?

b) Locations

1y
2)

3)

c) Gafes — access points

1y

2)
3)
4)

d) Cofridors and paths

1y

2)
3)

e) Mopitoring

1
2)
3)
4)

f)  Fufniture

1y
2)
3)

A.2.2

Are the different zones clearly identified and appropriately situated?

Are the borders (walls, ceiling, floor, etc.) clearly defined and their solidity appropriate for the
protection of the contained assets?

Are the locations appropriately labelled and the critical ones out of sight of external people?

Do doors, windows and openings in the borders provide the same protection as the borders
when they are closed?

[s an appropriate access control in place to enter and exit the zone?
[s there an anti-intrusion system?

Are there emergency exits allowing for enough mobility of informationippeople and equipment?

Are paths to the zones and locations identified:
i) Paths for people;

ii) Cables (paths for information).

Are there alternative paths?

Are these paths protected and monitored?

Can the monitoring resources see without being seen?
Can the monitoring resources see an intrusion coming from a distance?
When is monitoring actiye?

Where and how arerecords kept and analysed?

Appropriatéfor information storage?
Correctly)located?

Operating as expected?

Are the sites safe for ICT? (Environmental aspects)

a) Power provision

iy
2)

Enough/Appropriate

Alternate?

b) Air conditioning provision

1y

22

Enough/Appropriate
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2) Alternate?
c) Fire-fighting provision
1) Enough/Appropriate

2) Alternate?

A.2.3 Are the sites safe for people?

h) Do emergency exits exist (and with appropriate controls)?

b) s leakage (power supply, water, gas, liquids) a potential danger for people?

) Are temperature, humidity, stuff and vibrations a potential danger for people?
1) s equipment located so that people cannot be injured?

) Are the gates installed and operated so that people cannot be injured?

f) Is furniture installed and maintained so that people cannot be injuted?

A.3 Incident management

h)  Are information security incidents defined?

b) Is there a capability build to respond to information Security incidents?
1) Guidelines?

2) Roles and responsibilities?
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Annex B
(informative)

Practice guide for technical security assessments

B.1 General

This anmnex provides a set of practical guides for technical assessment by using typical technica
controlk depicted from ISO/IEC 27002. Each control in this annex is basically organized by thefollowing
structufre of statements and guidance. ISO/IEC 27001 does not require the controls that arl\organization
uses tolbe selected from ISO/IEC 27002. Other controls, such as the sector-specific controls in standards
such as{ISO/IEC 27010 and ISO/IEC 27017 can be necessary. Moreover, organizationsimay design thei
own coptrols. However, using examples from ISO/IEC 27002 is enough for the purposes of this annex
since itfaims to illustrate various technical assessment techniques that can be ¥sed.

Subclayses B.2.1 to B.2.14 present a table for each control from ISO/IEE 27002, whose contents are
groupefl by the following terms.

"Techn]cal control” (with "additional technical information")

1) Sedurity implementation standard (with "technical note on'security implementation standard")
1.1) Practice guide, Evidence assumed, Method
1.2) Practice guide, Evidence assumed, Method

2) Sedurity implementation standard (with "techiical note on security implementation standard")
2.1) Practice guide, Evidence assumed, Method
2.2) Practice guide, Evidence assumed,"Method

Each tgchnical control has additiofial ‘technical information to give further support to information
security auditors. It basically conSists of a series of "security implementation standards" which should
be regylarly reviewed by the organization to verify whether applicable standards are appropriately
implemented and operated ¢r'not.

Each ‘'lsecurity implementation standard”" has a supplementary "technical note on security
implemlentation standard" to give further technical information for the reviewing process. It alsg

non

providgs a series of,*Practice guide", "Evidence assumed" and "Method".

"Practife guide™provides a compliance checking procedure to be applied for the security implementation
standard. “Evidence assumed" gives some examples of systems, files, documents or other items, which
can be ficcepted as "evidences" in the compliance checking procedure. Please note that the names of the
evidencecam differamong organizations. HOWEVET, the aImes USed 11 TS anmex call De CONSIaered as
generally accepted in the field of technical assessment. "Method" provides an appropriate approach to
technical assessment in accordance with the Practice guide above.

This annex does not provide exhaustive Practice guides for technical assessment, but will still
greatly help organizations to review whether security implementation standards are appropriately
implemented, and operated, or not.
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B.2 Assessment of controls from ISO/IEC 27002

B.2.1 ISO/IEC 27002:2013, Clause 5 Information security policies

ISO/IEC 27002:2013, 5.1 Management direction for information security

Control ISO/IEC 27002:2013, 5.1.1, Policies for information security
A set of policies for information security should be defined, approved by management,
published and communicated to employees and relevant external parties.

Control ISO/IEC 27002:2013, 5.1.2, Review of the policies for information security

The policies for information security should be reviewed at planned intervalsor if]
cant changes occur to ensure their continuing suitability, adequacy and effectiven

signifi-
PSS.

B.2.2 ISO/IEC 27002:2013, Clause 6 Organization of information security

ISO/IEC 27002:2013, 6.1 Internal organization

Control

ISO/IEC 27002:2013, 6.1.1, Information security roles and responsibilities

All information security responsibilities should be defined and allocated.

Control

ISO/IEC 27002:2013, 6.1.2, Segregation of duties

Conflicting duties and areas of responsibility should be segregated to reduce oppo
ties for unauthorized or unintentional modification or misuse of the organization’s

rtuni-
assets.

Control

ISO/IEC 27002:2013, 6.1.3, Contact with authorities

Appropriate contacts with relevant authorities should be maintained.

Control

ISO/IEC 27002:2013, 6.1.4, Contaetwith special interest groups

Appropriate contacts with relevant authorities should be maintained.

Control

ISO/IEC 27002:2013, 6.1.5;\Information security in project management

Information security shouild be addressed in project management, regardless of th
of the project.

e type

ISO/IEC 27002:2013, 6.2 Mobile devices and teleworking

Control ISO/IEC 27002:2013, 6.2.1, Mobile device policy
A-policy and supporting security measures should be adopted to manage the risks|intro-
duced by using mobile devices.

Control ISO/IEC 27002:2013, 6.2.2, Teleworking

A policy and supporting security measures should be implemented to protect infor
tion accessed, processed or stored at teleworking sites.

ma-

B.2,3ISO/IEC 27002:2013, Clause 7 Human resource security

_LSO,LI_E(‘ 27002:-201 '2’ 71 Priorto nm?lnymnnf

Control

ISO/IEC 27002:2013, 7.1.1 ,Screening

the business requirements, the classification of the information to be accessed an
perceived risks.

Background verification checks on all candidates for employment should be carried out
in accordance with relevant laws, regulations and ethics and should be proportional to

d the

Control

ISO/IEC 27002:2013, 7.1.2, Terms and conditions of employment

organization’s responsibilities for information security.

The contractual agreements with employees and contractors should state their and the
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ISO/IEC 27002:2013, 7.2 During employment

Control

ISO/IEC 27002:2013, 7.2.1, Management responsibilities

Management should require all employees and contractors to apply information security
in accordance with the established policies and procedures of the organization.

Control

ISO/IEC 27002:2013, 7.2.2, Information security awareness, education and training

All employees of the organization and, where relevant, contractors should receive appro-

priate awareness, education and training and regular updates in organizational policies
and procedures, as relevant for their job function.

Control

ISO/IEC 27002:2013, 7.2.3, Disciplinary process

There should be a formal and communicated disciplinary process in place to take'action
against employees who have committed an information security breach.

ISO/IEC 27002:2013, 7.3 Termination and change of employment

Control

ISO/IEC 27002:2013, 7.3.1, Termination or change of employment responsibilities

Information security responsibilities and duties that remain-valid after termination or
change of employment should be defined, communicated to‘the employee or contractor
and enforced.

B.2.4 |ISO/IEC 27002:2013, Clause 8 Asset management

ISO/IEC 27002:2013, 8.1 Responsibility for assets

Control

ISO/IEC 27002:2013, 8.1.1, Inventory of assets

Assets associated with information and information processing facilities should be iden-
tified and an inventory of these assets should be drawn up and maintained.

Control

ISO/IEC 27002:2013, 8.1.2, Ownership of assets

Assets maintained in the inventory should be owned.

Control

ISO/IEC 27002:2013,.8:1.3, Acceptable use of assets

Rules for the acceptable use of information and of assets associated with information
and informationyprecessing facilities should be identified, documented and implemented.

Control

ISO/IEC 27002:2013, 8.1.4, Return of assets

All employees and external party users should return all of the organizational assets in

their possession on termination of their employment, contract or agreement.

ISO/IEC 27002:2013,8.2 Information classification

(ontrol

ISO/IEC 27002:2013, 8.2.1, Classification of information

Information should be classified in terms of legal requirements, value, criticality and
sensitivity to unauthorised disclosure or modification.

(Jontrol

ISO/IEC 27002:2013, 8.2.2, Labelling of information

An appropriate set of procedures for information labelling should be developed and
implemented in accordance with the information classification scheme adopted by the
organization.

Control

ISO/IEC 27002:2013, 8.2.3, Handling of assets

Procedures for handling assets should be developed and implemented in accordance
with the information classification scheme adopted by the organization.
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ISO/IEC 27002:2013, 8.3 Media handling
Control ISO/IEC 27002:2013, 8.3.1, Management of removable media

Procedures should be implemented for the management of removable media in accordance
with the classification scheme adopted by the organization.

Control ISO/IEC 27002:2013, 8.3.2, Disposal of media

Media should be disposed of securely when no longer required, using formal procedures.
Control ISO/IEC 27002:2013, 8.3.3, Physical media transfer

Media containing information should be protected against unauthorized access, misiise or
corruption during transportation.

B.2.5 ISO/IEC 27002:2013, Clause 9 Access control

ISO/IEC 27002:2013, 9.1 Business requirements of access control
Control ISO/IEC 27002:2013, 9.1.1, Access control policy

An access control policy should be established, docuntented and reviewed baged on
business and information security requirements.

Additional technical |Access control rules should be supported by fogmal procedures and defined rg-
information on the |sponsibilities. Role based access control is anapproach used successfully by hany
Control organisations to link access rights with business roles.

1 |Security implemen- |Access control can be implemented through many different methods includinjg:

tation standard — PIM (Privileged Identity Managenient);

— electronic locking systems;
— porter services;

— SIEM (Security Information and Event Management).

NOTE Some of these methods have limitation. For instance, SIEM can only anjalyse

and store logs occurring while using some form of access control. Electronic Ipcking
systems can.be Used to control physical access to a resource. And PIM can be jised to
manage idefnbtities and their access rights.

Technical note on The complexity of access controls increases with the asset it protects, the thrgat of
Security implemen- |an attack, and the impact of a successful attack.
tation standard

1.1 Bractice guide Check that only authorized people get access to a respurce

Evidence assumed — Access logs

— Access to an access control mechanism
Method Test and Validate

1.2 Practice guide Check if access rights will be removed, when they ar¢ no
longer necessary

Evidence assumed — Revoked identity for testing

nnnnnnnnnn
TYEEES5TOES

— Access to a user administration
Method Test and Validate

1.3 Practice guide Check if the process of access requests can be bypassed
without a privileged account
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ISO/IEC 27002:2013, 9.1 Business requirements of access control

Evidence assumed — Accesslogs
— Identity without access rights
— Identity with privileges for comparison
— Access to an access control mechanism
Method Test and Validate
1.4 Practice guide Check that all access events get logged and can be analysed
for forensic purposes
Evidence assumed — Logfiles
— Business requirements for logs
Method Test and Validate
1.5 Practice guide Check if it is possible escalate privileges to-access resources
Evidence assumed — Accesslogs
— Identity without access rights
— Access to an access control mechanism
Method Test and Validate
1.6 Practice guide Check that it is not possible to bypass the access controls
Evidence assumed — Accesslogs
— Identitytwithout access rights
— Accessto an access control mechanism
Method Test and Validate
1.7 Practice guide Cheek if access rights are black or whitelisted and check
that no assets are missing
Evidence assumed — Business requirements
— Business requirements of access control
— Access to access control management interface
Method Test and Validate
1.8 Practice guide Check that it is not possible to clone or reproduce access
tokens or to impersonate someone else
Evidence assumed — Identity without access rights
— Identity with access rights to be impersonated
— Access to an access control mechanism
Method Test and Validate
Conptrol ISO/IEC 27002:2013, 9.1.2, Access to networks and network services
Users should only be provided with access to the network and network services that
they have been specifically authorized to use.
Additional technical |Unauthorized and insecure connections to network services can affect the whole
information on the |organization. This control is particularly important for network connections to sen-
Control sitive or critical business applications or to users in high-risk locations, e.g. public or
external areas that are outside the organization’s information security management
and control.
1 |[Security implemen- |A policy should be formulated concerning the use of networks and network services.
tation standard
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ISO/IEC 27002:2013, 9.1 Business requirements of access control

Technical note on
Security implemen-
tation standard

This policy should cover:

a) the networks and network services which are allowed to be accessed;

b) authorization procedures for determining who is allowed to access which
networks and networked services;

c) management controls and procedures to protect access to network connections
and network services;

d) the means used to access networks and network services (e.g. use of, V\PN or
wireless network);

e) user authentication requirements for accessing various netwotrkjservices;

f) monitoring use of network services.

The policy on the use of network services should be consistent'with the orgariza-
tion’s access control policy.

1.1 Practice guide Use network sniffing to identify emanating protocol$ from
network service responses‘ft requests where applicpble.
For example, Netbios, ARP, OSPF, etc.
Evidence assumed — Access to nefwork traffic
Method Test and Validate
1.2 Practice guide Verify broadcast requests and responses from all taijgets
are in lin€with network diagrams and other documgnts.
Evidence assumed —  Access to network diagrams
—CAccess to network traffic
Method Tést and Validate
1.3 Practice guide Discover and identify all open ports and services within
the authorized network by running port scans. Requiest all
service banners (flags) for discovered TCP and UDP ports.
Verify that the discovered services are justified based on
user privileges and system functions.
Evidence assumed — Access to system specifications
— Portscanning is allowed in the subject network
Method Test and Validate
1.4 Practice guide Test measures to access services within the networkl or
other networks via address spoofing.
Evidence assumed — Address-spoofing can be conducted in a test pr non-
critical environment
Method Test and Validate
15 Practice guide Enumerate and identify all systems with footholds inp other
restricted networks via multiple network cards. Attégmpt
to compromise these entry points in order to pivot into
restricted networks.
Evidence assumed — Complete Network diagrams
Method Test and Validate
1.6 Practice guide Enumerate and identify all remote desktop services which

can be used to gain access to systems outside of the au-
thorized network. Attempt to gain unauthorized access via
remote desktop in order to pivot into restricted networks.

Evidence assumed

— Complete Network diagrams

— Remote desktop services available connected to
systems outside of the authorized network
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ISO/IEC 27002:2013, 9.1 Business requirements of access control

Method Test and Validate
1.7 Practice guide Examine and validate firewall rules to ensure only intended
access is granted to networks and network services.
Evidence assumed — Access to firewall rules
— Access to firewall logs
Method Test and Validate
ISO/IEC 27002:2013, 9.2 User access management

Colntrol

ISO/IEC 27002:2013, 9.2.1, User registration and de-registration

A formal user registration and de-registration process should be implemented to
enable assignment of access rights.

Additional techni-
cal information on
the¢ Control

Formal processes should be utilized to allocate, restrict and contrel privileged user
access to networks, services and resources.

1 |Sefurity implemen- |The following processes should be documented and impleménted:
tafion standard — Userregistration and de-registration;
— User access provisioning;
— Management of privileged access rights;
— Management of secret authenticatien information of users;
— Review of user access rights;
— Removal or adjustment of access rights.
Terhnical note on | The allocation of privileged aécess rights should be controlled through a formal
Sefurity implemen- |authorization process in aceordance with the relevant access control policy
tation standard
1.1 Practice guide Verify that all user ID's are unique and person-specific. Val-
idate through spot checks that former employee accounts
are no longer active. Verify that there are no user ID's which
have not been used for an abnormally long period of time.
Evidence.assumed — Access to the user management administration
— Access to alist of former employees or user ID's
Method Test and Validate
1.2 Practice guide Ensure that the password complexity makes guessing pass-
words difficult and that the username is not public informa-
tion such as email address or social security number.
Evidence assumed — Access to the password policy
— Username and password-based authorization
Method Iestand Validate
1.3 Practice guide Ensure that the user must respond to a secret answer or
secret question or other predetermined information before
passwords can be reset.
Evidence assumed — Access to the password policy
— Username and password-based authorization
— Access to a password reset function
— Authorized test account
Method Test and Validate
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ISO/IEC 27002:2013, 9.2 User access management

The status of allocation of privilegé should be described in the documents, wh
defines privilege (privilege definition document). Because the access privileg
associated with each system preduct (operating system, database manageme
tem, and each application) ate different.

Example of types of privilege are:
— Root (UNIX, Linux),

— Administrator (Windows),
— Backup.Operator (Windows),
— Power User (Windows),
-"SA (DBMS), and

— DB admin (DBMS).

The allocation of privilege should be minimum on a need-to-use basis. Also, it
necessarily to be allocated constantly.

The method of privilege management is different in systems. Example of priv
management based on systems are:

— Inoperating system, ACL (Access Control List) defines privilege,

— In DBMS, it defines variety of default privileges,

1.4 Practice guide Ensure that the users account is locked out for a period of
time when the incorrect password is entered more than a
specific number of times.

Evidence assumed — Authorized test account
— Username and password-based authorization
Method Test and Validate
5 Practice guide —FEmumrerate thre use of defauttaccounts o targgts. Test
access to authenticated access points through/the most
appropriate and available cracking techniques.
Evidence assumed — Username and password-based authorization
Method Test and Validate
Control ISO/IEC 27002:2013, 9.2.2, User access provisioning
A formal user access provisioning process should be implemented to assign of re-
voke access rights for all user types to all systems and-services.

Control ISO/IEC 27002:2013, 9.2.3, Management of priviléged access rights

The allocation and use of privileged access rights should be restricted and con-
trolled.

Additional Privilege management is important, becayse the inappropriate use of privilege caus-

technical es significant impact to the systems.

information

ich
b

lege

— In application, it may define variety of default privileges for application's
management function, so information security auditors should determine level

of check in advance, and

— Insecure OS, it has a function of mandatory access control.

nt sys-

is not

1 |[Security implemen-
tation standard

The access privileges associated with each system product, e.g. operating system,
database management system and each application, and the users to which they

need to be allocated should be identified.
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Technical note on
Security implemen-
tation standard

The activity of privilege users should be monitored, because of inappropriate use of
privilege causes a significant impact the systems. The methods for detecting inap-
propriate use of privilege are different if system architecture is different.

NOTE Representative system architectures are:

— Mainframe,

—  Windows,

— UNIX, Linux, and

— Secure OS.
1.1 Practice guide Check that allocation of privilege has been described in
privilege definition document.
Evidence assumed Privilege definition document
Method Examine/Observe
1.2 Practice guide Check that setting of system configuration as described in
documents which defines privilegé/The checking method of
privilege's operation is differept.jn*system architecture.

Examples of checking method of privilege's operation.

1) (In case of Mainframe) Check the status of utilization
of privileges is agpropriate by checking RACF report.

2) (In case of UNIX; Linux, or Windows) Check that
status of utilization of privileges is appropriate by
investigating logs, which show use of privilege.

NOTE:

1) RACF (Resource access control facility) is a security
tanagement middleware in mainframe.

2) In UNIX or Linux, it is dangerous to check only log-on
by root to investigate inappropriate use of root. The
reason for it is that normal user may become root by
using 'su’ command after log-on in UNIX or Linux.

Evidence assumed — Privilege definition document
— Access Control List
— RACF report
Method Examine/Observe
2 |Sefurity implemen+/|Privilege should be assigned to a different user ID from those used for normal busi-
tation standard ness use.
Terhnical note on  |In case of access by privilege, it has a possibility of unauthorized operation by
sefurityrimplemen- |contingent, and the situation of using the privilege regularly become hotbeds for
tatiod standard unauthorized access.
UDCI ) D}lUu}d usStT t}lcil I csu}ax ID if t}lc U}JCI OltlUll dUCD 11Ut llCCd t}lC Pl iVi}CBC. If t}lC
login by 'root' privilege is permitted, it is impossible to identify who was login to the
system from the log.
2.1 Practice guide Check whether privileged users have normal user ID beside
privilege ID by observing the ACLs of the systems.
Evidence assumed — Access Control List
Method Examine/Observe
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2.2 Practice guide Check that the privileged user uses a different user ID for
normal business by observing log files.
In case of UNIX or Linux, check the system configuration
promotes that the system denies login by 'root".
NOTE Information security auditors should try interview
to check the privileged user uses a different user ID for
normal business use when the log indicates that privileged
USEer uses onty privitege 1D:
Evidence assumed — Logfile
— System configuration of login by 'root’
Method Examine/Observe
Control ISO/IEC 27002:2013, 9.2.4, Management of secret authentication information
of users
The allocation of secret authentication information should be controlled throfigh a
formal management process.
Control ISO/IEC 27002:2013, 9.2.5, Review of user access rights
Asset owners should review users’ access rights at regular intervals.
Control ISO/IEC 27002:2013, 9.2.6, Removal or adjustment of access rights
The access rights of all employees and-&xternal party users to information anfl infor-
mation processing facilities should’béxremoved on termination of their employment,
contract or agreement, or adjustéd on change.

ISO/IEC 27002:2013, 9.3

User responsibilities

cal information on
the Control

Control ISO/IEC 27002:2013, 9.3.1, Use of secret authentication information
Users should be required to follow the organization’s practices in the use of sg¢cret
authentication information.

Additional techni- |The main méthods for using secret authentication information are using biometrics

of the userdirectly, using devices such as IC cards, which contain the secret a
tication‘information, and using the passwords. Technical assessment for the u
necessary for the password management in the three methods. In order to pr
fremr'an unauthorized access to the computer resources, the password should
created and kept secret from those not allowed to access to them.

Password authentication is the method of user authentication used by severa
resources such as operating systems, programs, databases, networks or web
The quality of passwords depends on the length and the type of characters su
alphanumeric characters and marks.

It may be possible for users to configure the parameters of password policy t
operating systems such as Windows. On the other hand, the developers of app
tions may develop the authentication function to configure the password poli

Auditors should assess that the authorization functions with passwords are p

ithen-
sers is
bvent
be

bites.
ch as

some
lica-
Cy.

laced

atthe comnuter rosaurcos offoctivoly and thase functions wark annranriatols
L J7 Fr P "

Security implemen-
tation standard

Select quality passwords with sufficient minimum length which are:

1) Easy toremember;

2) Notbased on anything somebody else can easily guess or obtain using person
related information, e.g. names, telephone numbers, and dates of birth, etc.;

3) Notvulnerable to dictionary attacks (i.e. do not consist of words included in

dictionaries);
4) Free of consecutive identical, all-numeric or all-alphabetic characters;

5) Different of previous passwords (take into account n generations).
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Technical note on
Security implemen-
tation standard

The passwords that are easy to remember for another user are vulnerable in general.

1.1 Practice guide Check that rule of password selection has been described in
Organization's password policy.
Evidence assumed Organization's password policy
Method Examine/Review
1.2 Practice guide Check that setting of system configuration (System pass-
word policy) is as described in Organization’s password
policy.
Evidence assumed — System configuration (System password policy)
— Organization's password policy
Method Examine/Observe
1.3 Practice guide Check that log file shows users have changed passwords

Evidence assumed

Log file

Method

Examine/Observe

ISO/IEC 27002:2013, 9.4

System and application access control

Colntrol

ISO/IEC 27002:2013, 9.4.1, Information aceesSs restriction

Access to information and application systemm functions should be restricted in ac-
cordance with the access control policy.

Copntrol

ISO/IEC 27002:2013, 9.4.2, Securelog-on procedures

Where required by the access control policy, access to systems and applications
should be controlled by a secure'log-on procedure.

Colntrol

ISO/IEC 27002:2013, 9.4.3, Password management system

Password management'systems should be interactive and should ensure quality

passwords.

Colntrol

ISO/IEC 270022013, 9.4.4, Use of privileged utility programs

The use of utility programs that can be capable of overriding system and application
controls should be restricted and tightly controlled.

Colntrol

ISO/IEC27002:2013, 9.4.5, Access control to program source code

Access to program configuration files should be restricted and configuration file

should be encrypted

34
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ISO/IEC 27002:2013, 10.1 Cryptographic controls
Control ISO/IEC 27002:2013, 10.1.1, Policy on the use of cryptographic controls

A policy on the use of cryptographic controls for protection of information should be
developed and implemented.

Additional techni- |Cryptography is a tool to protect information in computing systems and commu-
cal information on |nications. Cryptographic systems are an integral part of standard protocols, most

the€omtrot notabty tire-framsport tayerSecurity { TES) protocol, raking iteasy toimcorporate
strong encryption into a wide range of applications.

Those cryptographic controls can be used to achieve different informatien sefurity
objectives, including:
1) confidentiality: using encryption of information to protect §ensitive or critical

information, either stored or transmitted;

2) integrity: cryptographic hash-functions can be usedto-verify the integrity of
information;

3) authentication: Cryptographic protocols can bevsed to authenticate users and
systems, requesting access for a resource;

4) authenticity: non-repudiation of communications or information can be
achieved using cryptographic techniques like signature algorithms.

To protect information, it should be determined which threats should be prevented
through the use of cryptography.

1 |Security implemen- |Cryptographic algorithms have.an inherent complexity which impedes the seture
tation standard usage of cryptographic contrgls. While implementing those controls, it must be
insured to:

1) use a sufficient keyrlength;

2) use protocols Which are considered strong;

3) use of ctyptographic algorithm which are considered to be strong;
4) uselofiimplementations which are tested and known to be secure;

5) «~continuous evaluation.

Technical note on (The implementation of cryptographic controls should be done by using strong and
Security implemens [tested algorithms and implementations. It's not recommended to use internally-de-
tation standard veloped cryptographic algorithms and implementations.

1.1 Practice guide Check that network services with implemented cryp}
tographic controls have a sufficient key length and dp not
utilize weak algorithms.

Evidence assumed — Standard encryption methods

— Access to encrypted services
Method Test and Validate

1.2 Practice guide Check that the used implementations for cryptographic
controls are considered to be secure

Evidence assumed — Implementations of cryptographic controls

— Version control mechanism for the used

implementations
Method Test and Validate
1.3 Practice guide Check that mobile and removable media devices are pro-

tected with cryptographic controls using strong algorithms
and sufficient key length.
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Evidence assumed — Standard encryption methods
— Access to mobile media devices
Method Test and Validate
1.4 Practice guide Check that all cryptographic keys are stored safely and
secure and can only be accessed by authorized persons
Evidence assumed — Access control methods for cryptographic keys
— store process for cryptographic keys
Method Test and Validate
1.5 Practice guide Check that communication services with implemented
cryptographic controls have a sufficient key length and do
not utilize weak algorithms.
Evidence assumed — Standard encryption methods
— Access to encrypted services
— Access to Cryptographic Comrunication Information
(e.g. Certificates)
Method Test and Validate
Copntrol ISO/IEC 27002:2013, 10.1.2, Key management
A policy on the use, protection and lifetime.0f cryptographic keys should be devel-
oped and implemented through their whol&lifecycle.

B.2.7 (ISO/IEC 27002:2013, Clause 11 Physical and environmental security

ISO/IEC 27002:2013,11.1 Secure areas

Colntrol

ISO/IEC 27002:2013, 11.1.1; Physical security perimeter

Security perimeters shéuld be defined and used to protect areas that contain either
sensitive or critical information and information processing facilities.

Colntrol

ISO/IEC 27002:2013, 11.1.2, Physical entry controls

Secure areas.should be protected by appropriate entry controls to ensure that only
authorized personnel are allowed access.

Colntrol

ISO/IEC 27002:2013, 11.1.3, Securing offices, rooms and facilities

Physical security for offices, rooms and facilities should be designed and applied.

Colntrol

ISO/IEC 27002:2013, 11.1.4, Protecting against external and environmental
threats

Physical protection against natural disasters, malicious attack or accidents should
be designed and applied.

Copntrol

ISO/IEC 27002:2013, 11.1.5, Working in secure areas

Procedures for working in secure areas should be designed and applied.

Control

ISO/IEC 27002:2013, 11.1.6, Delivery and loading areas

Access points such as delivery and loading areas and other points where unauthor-
ized persons can enter the premises should be controlled and, if possible, isolated
from information processing facilities to avoid unauthorized access.
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Control ISO/IEC 27002:2013, 11.2.1, Equipment siting and protection
Equipment should be sited and protected to reduce the risks from environmental
threats and hazards, and opportunities for unauthorized access.

Control ISO/IEC 27002:2013, 11.2.2, Supporting utilities
Equipment should be protected from power failures and other disruptions caused by
failures in supporting utilities.

Control ISONEC27002:2012 11 2 2 Cahlinoccacurify

Contrel ISOAEC27002:2013 123 ~Gablin g securit y
Power and telecommunications cabling carrying data or supporting informatjon
services should be protected from interception, interference or damage:

Control ISO/IEC 27002:2013, 11.2.4, Equipment maintenance
Equipment should be correctly maintained to ensure its contipyed availability and
integrity.

Control ISO/IEC 27002:2013, 11.2.5, Removal of assets
Equipment, information or software should not be taken off-site without prior au-
thorization.

Control ISO/IEC 27002:2013, 11.2.6, Security of equipment and assets off-premises
Security should be applied to off-site assets taking into account the different risks of
working outside the organization’s premises.

Control ISO/IEC 27002:2013, 11.2.7, Secure-disposal or re-use of equipment
All items of equipment containing storage media should be verified to ensure|that
any sensitive data and licensed software has been removed or securely overwritten
prior to disposal or re-use.

Control ISO/IEC 27002:2013, 11:2.8, Unattended user equipment
Users should ensure that unattended equipment has appropriate protection.

Control ISO/IEC 27002:2013, 11.2.9, Clear desk and clear screen policy
A clear desk policy for papers and removable storage media and a clear screen policy
for information processing facilities should be adopted

B.2.8 ISO/IEC 27002:2013, Clause 12 Operations security

ISO/IEC 27002:2013, 121 -Operational procedures and responsibilities

Control

ISO/IEC 27002:2013, 12.1.1, Documented operating procedures

Operating procedures should be documented and made available to all users who
need them.

Control

ISO/IEC 27002:2013, 12.1.2, Change management

Changes to the organization, business processes, information processing facilities
and systems that affect information security should be controlled.

Control

ISO/IEC 27002:2013, 12.1.3, Capacity management

Thc usc Url SSO0UIrces b}lUuld ‘UC lIlUlliLUl Cl,‘l, LullCL‘l dllli PI UjCLLiUIlb llldch Uf fuLuI‘e
capacity requirements to ensure the required system performance.

Control

ISO/IEC 27002:2013, 12.1.4, Separation of development, testing and operation-
al environments

Development, testing, and operational environments should be separated to reduce
the risks of unauthorized access or changes to the operational environment. Devel-
opment and testing environment should have anonymized data to reduce the risks
to have indication on operational data.
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Control

ISO/IEC 27002:2013, 12.2.1, Controls against malware

Detection, prevention and recovery controls to protect against malware should be
implemented, combined with appropriate user awareness.

Additional technical
information

Malware is a generic term used to refer to a code including a software, program,
script that is designed to damage a computer system by means of stealing informa-
tion, fraud, espionage, sabotage, and vandalism.

When malware has been introduced into a computer system, the system may be

damaged, or the information of the system may be stolen. It is also possible that its
behaviour will damage other systems.

Malware includes computer viruses, worms, Trojan horses, bot, spyware, dishen-
est adware, and other malicious and unwanted software.

Under the condition of connecting organization network to the Interfiet/informa-
tion security auditors should review that the detection/prevention functions of
malware are placed at the boundary of the Internet comprehensively and effective-
ly, and those functions work appropriately.

Especially, to review whether the detection/prevention farictionality is working
appropriately, information security auditors have to cenfirm whether the pattern
files or signatures used to detect malware have beerripdated.

Some of the detection/prevention systems are architected to detect malware by
using the pattern files or signatures, and some ofthem are architected to detect
abnormal behaviour of the computer systemwithout using any pattern files or
signatures.

Since there are some patterns to connect to the Internet such as connecting or-
ganization network to the Internetyia the gateway or connecting each PC to the
Internet directly, information security auditors should ensure that the detection/
prevention system works appropriately under each circumstance.

NOTE Information securjty/auditors should be aware that the ability of detection/
prevention system is limited for unknown malware such as Zero day attack.

Secpirity implementa-
tior} standard

Installation and regular update of malware detection and repair software to scan
computers and média as a precautionary control, or on a routine basis; the checks
carried out shoujd include:

1) Checkingrany files on electronic or optical media, and files received over
networks, before use;

2)_. CGhecking electronic mail attachments and downloads before use; this check
should be carried out at different places, e.g. at electronic mail servers,
desktop computers and when entering the network of the organization;

3) Checking web pages.

Technical note on-se-
curfty implemehtation
stapdard

At the gateway, the entrance of the organization's network, the detection/pre-
vention system of malware should work appropriately for a variety of services or
protocol over networks such as WWW, Mail and FTP.

1.1

B.2.8.1 Following Practice guides are applied for 'Security imple-
Practice gnidp mentation standard’ 1) ?) and '2) rr—\cpr—\(‘fivp]v

1) Check that detection of malicious code and repair
system is placed comprehensively and effectively
for any files on electronic or optical media, and files
received over networks by reviewing the system
specification or network diagrams.

Information security auditors should check that the detec-
tion/prevention system is placed comprehensively and ef-

fectively by reviewing the system specification or network
diagrams.
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2)

Check that detection of malicious code and repair
system is placed comprehensively and effectively
for any electronic mail attachments and downloads
by reviewing the system specification or network

diagrams which include electronic mail servers,
desktop computers, and the gateway.

The detection of malicious code and repair system is

times clearly described in the system specification as an

some-

exclusive device, however, information security audi
note that it is also placed in the servers which are.de
to provide some other functions/ services (WWW, M
FTP) and thus it locates inherently in the system spe
tion without clear description.

For desktop PCs, information security auditors note
the detection of malicious code and repair system lo
inherently in the system specification without clear
scription.

3) Check that detection‘ofmalicious code and repa
system is placed comprehensively and effectivel
web pages by reviewing the system specificatio
network diagtams which include web server.

For desktop PLs, Which are used for reviewing or brg
ing web pages) information security auditors note th|
detection‘ef malicious code and repair system locate
herently.in the system specification without clear de
tion. Inthis case, the detection of malicious code and
system may locate inherently in browser.

For web server, the detection of malicious code and 1
system is sometimes clearly described in the system
specification as an exclusive device, however, inform|
security auditors note that it is also placed in the we
servers inherently in the system specification witho
description.

tors
signed
ail, and
cifica-

that
rates
He-

r
y for
h or

WS-

at the
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scrip-
repair

epair

ation
)
it clear

Evideneé assumed
Method

— Contractual document,

— Network service design document,
— System specification,

— Network diagram,

— Examine/Review.

1.2

Practice guide

Following Practice guides are applied for 'Security if
mentation standard' 1), 2), and 3) respectively.

1) Check that detection of malware and repair syst
placed, and it is working appropriately for deted

hple-

em is
ting

any files on electronic or optical media, and filed

received over networks by observing the information

processing facilities.

Check whether management software is working appro-

priately in the integrated system under the circumst

where detection of malware and repair system is managed

into an integrated system.

ance
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2) Check that detection of malware and repair system is
placed, and it is working appropriately for detecting
any electronic mail attachments and downloads at
electronic mail servers, sampled desktop computers,
and the gateway by observing the information
processing facilities.

For electronic mail, check that detection system works not
only for attachment files but also malware in the html mail.

3) Check that detection of malware and repair system is
placed, and it is working appropriately for detecting
any web pages by observing the information
processing facilities.

For desktop PCs which are used for reviewingor browsing
web pages, check that detection system works for unau-
thorized Active X control, scripts, etc.

For web server, check that detectionsystem works not only
for html files but also the malware/in-the web services such
as apache, IIS, etc.

Evidence assumed
Method

Facilities of detection of malware and repair system is
placed, for example:

— File server;

— E-mail server;

— Sampled desktop PCs;
— Mobile‘computers;

— An‘exclusive d detection of malware and repair
system placed at the gateway (boundary between
organizational network and the Internet);

— Web server;
— PROXY server;
— Web browser;

— Others (the device to block USB to be inserted
physically);

— Examine/Observe.

1.3 Practice guide

Collect log files from the detection and repair system and
check that the records of the logs show that the system

has been running and the necessary action has been taken
when malware has been detected. Check that detection of
malware and repair system is placed comprehensively and
effectively for web pages by uploading the EICAR test virus.

NOTE For desktop PCs, the typical output logs from the de-
tection and repair system are stored in the PCs. For servers
and external devices, those logs are sometime transferred
and stored in other systems via transferring protocol such
as syslog.

For desktop PCs, which are used for reviewing or browsing
web pages, the detection function in the web browser may
not produce records of the logs, which shows that the func-
tion has been running. Rather most of the browser shows
the message when unauthorized scripts are detected.
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Evidence assumed — The detection system in service,
Method

— Log files output from detection system,
— Records of detection system alert,
— Message from detection system in web browser,

— Web server with upload function in web browser,

— Examine/Observe,
— Testand Validate.
2 |Security implementa- |Malware detection and repair software to scan computers and-thedia as a precau-
tion standard tionary control should be regularly updated or on a routine basis.

Technical note on se-  |In most cases, there are functions to update pattern files or sighatures automatically.
curity implementation

standard
21 B.2.8.2 Check the design of Malware-detection and repair software
Practice guide to update the pattern files or signatures automatically or on
aroutine base.
Evidence assumed The design or specification of detection system
Method Examine/Review
2.2 Practice guide Check thatsetting of Malware detection and repair spft-
ware toupdate the pattern files or signatures automptically
or ontawoutine base.
Evidence assumed Thélsetting of detection system
Method Examine/Observe
2.3 Practice guide Check that pattern files or signatures have been updpted

via observing the product name, version and the update log
of their pattern files or signatures.

NOTE Information of product name and its version ¢f de-
tection and repair system may be observed in the help file
of the product.

Evidence assumed Information of detecting/preventing system, i.e.:

— Name of product;
— Version of the product;

— Version of the pattern file or signature.
Method Examine/Observe
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information on the

Coprtrot

Control ISO/IEC 27002:2013, 12.3.1, Information backup
Backup copies of information, software and system images should be taken and
tested regularly in accordance with an agreed backup policy.

Additional technical |To take backup appropriately, organization standard should be defined in accord-

ance with backup policy and it should be reflected to backup design document.

Backups are used to recover the essential information or software in case of a data
loss event such as a disaster or a media failure.

When an organization designs backup, adequate backup site, backup path and/back-
up method should be selected in accordance with the organization's backup policy.

In terms of backup site, the organization should select whether onsité or offsite as
a backup site. Onsite backup is considered to be much faster as compared to offsite
backup to take backup and restore. Offsite backup is often selected in order to pre-
vent from the influence of local disasters such as fires, floods, orearthquakes.

In terms of backup path, whether online or offline should®be Selected. Online
backup means that data is backed up via network or cemithunication line. Offline
backup means that backed-up data is physically trapsperted with removable
media such as DLTs or CD/DVDs.

Backup method is classified several options such-as full backup, incremental back-
up and differential backup.

Full backup means backup of all the data that are selected to be backed up are
taken. It will need more time and data‘capacity than the other methods, but it is
the most simple and easiest method to restore. Incremental backup means to take
backup the data that have changed-since the last backup. It will need less time and
data capacity than the other methods, but it is the most complicated method to
restore.

Differential backup means to take backup the data that have changed since the
last full backup. It willneed less time and data capacity than full backup and more
simple and easier method to restore than incremental backup.

1 |Sefurity implementa-
tign standard

The extent (e.g. full or differential backup) and frequency of backups should reflect
the businessrequirements of the organization, the security requirements of the
informatien‘involved, and the criticality of the information to the continued opera-
tion of thé organization.

Tefhnical note on
Sefurity implementa-
tign standard

Inaccordance with the business requirement, the organization should select the ad-
equate backup/restore time and data capacity for backups. Auditors should assess
that the adequate backup method is selected to satisfy the business requirement.

Examples of frequency to be concerned are:
— Mirroring or real time replication (when the criticality of the information is
the highest level);

— Daily (when the restoration of the data which is backed-up at least within a day
is required);

—  Weekly;
— Monthly.
1.1 Practice guide Check that backup design is based on security implementa-
tion standard.
Evidence assumed — Backup specification document

— Business and security requirements definition
document

— Backup design document
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Method Examine/Review
1.2 Practice guide Check that setting of system configuration files for backup
is as described in backup design document.
Evidence assumed — Backup design document
— Backup system configuration files
Method Examine/Review
1.3 Practice guide Check that backup has been taken as documentedin backup
design document.
Evidence assumed — Backup design document
— Logfiles
— Backup media
Method Examine/Observe
1.4 Practice guide Check that backup is stored in a secure correctly siZed and

isolated location

Evidence assumed

Backup location specification document

Method

Examine/Review

2 |Security implementa-
tion standard

Restoration procedures should be regularly checked and tested to ensure tH
are effective and that they can be cenipleted within the time allotted in the
tional procedures for recovery.

at they
bpera-

Technical note on
Security implementa-
tion standard

Complexity and required time-for restoration differ by the methods taken;
full or differential backup. Tést'and check plan of restoration procedures sh
prepared and documenteds

uch as
buld be

21 Practice guide Check that test and check plan is regularly checked.
Evidence assumed Records of check on the test and check plan
Method Examine/Review

2.2 Practice guide Check that the test and check plan has been tested rggu-

larly to ensure that they are effective and that they ¢
be completed within the time allotted in the operati
procedures for recovery.

an
nal

Evidence assumed

— Records of recovery test

— testand check plan

Method

Examine/Review
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Control ISO/IEC 27002:2013, 12.4.1, Event logging
Event logs recording user activities, exceptions, faults and information security
events should be produced, kept and regularly reviewed.

Additional technical |To detect unauthorized information processing activities, it is important to record

information on the
Control

the audit logs that are used to trace the activities of users, system operators, secu-
rity events and systems.

The audit logs should contain the following information in order to analyse

whether unauthorized activities, security events are occurred:

— user IDs;

— date and time;

— key events such as log-on and log-off;
— terminal identity;

— network address and protocols.

In order to produce the necessary record including the-above information, the
equipment, which produce the logs, should have beeh-tuned up or some rules are
applied to them.

The method of logging depends on system structure, architecture and implement-
ed applications.

Information security auditors should také.into account the difference of logging
method for different system architecture such as servers and PCs.

NOTE Examples of the System structures to be concerned are:

— Client Server system;
— Web-based system;
— Thin client system;
— Virtualization;

— Utilization of ASP (Application Service Provider), SaaS (Software as a Service)
or €loutd Computing.

Examples of the System architectures to be concerned are:
~_/UNIX, Linux;

— Windows;
— Mainframe;
— Examples of the Log types to be concerned are:

— System log;

— Application log.
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1 |Security implementa-
tion standard

Audit logs recording user activities, exceptions, and information security events

should be produced. Audit logs should include, when relevant:

a) userIDs;

b) dates, times and details of key events, e.g. log-on and log-off;

c) terminal identity or location if possible;
t—recordsofsuceessfulandrejected-systenraceessattempts:

e) records of successful and rejected data and other resource access-attempts;
f) changes to system configuration;

h) use of system utilities and applications;

i) files accessed and the kind of access;

j)  network addresses and protocols;

k) alarms raised by the access control system;

1) activation and de-activation of protection systems, such as anti-virus s

and intrusion detection systems.

ystems

Technical note on
Security implementa-
tion standard

In accordance with the business requifement, the organization should selec

adequate backup/restore time and'data capacity for backups. Auditors should
assess that the adequate backup method is selected to satisfy the business 1
ment. Event logs can contain,sensitive data and personally identifiable infor
tion. Appropriate privacy protection measures should be taken. Where pos§

system administrators should not have permission to erase or deactivate lo
their own activities.

Examples of frequency to be concerned are:

Mirroring(or real time replication (when the criticality of the inform
the highest level);

Daily (when the restoration of the data which is backed-up at least with
is required);

L the
equire-
ma-

ible,
s of

htion is

naday

—* Weekly;
— Monthly.
1.1 Practice guide Check that system design of logging is based on Seculrity
implementation standard.
Evidence assumed — Specification document
— Requirement definition document
— Software design document
Method Examine/Review
1.2 Practice guide Check that setting of system configuration files of logging is

as described in system design documents.

Evidence assumed — Software design document

— System configuration file

Method Examine/Review
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1.3 Practice guide Check the records of actual audit log files are as described
in the system design documents.
NOTE In the audit logs, there are some records, which
appear constantly, and some of the records such as error
records do not. To check whether the system records the
records which appear only in some specific case, informa-
tion security auditors may need to use various measures
including producing the test case, checking a system design
documents.
Evidence assumed — Logfile
Method Examine/Observe
1.4 Practice guide In some cases, the storing periods of audit logs are defined
by business purpose, contract, and law/regulations’. For ex-
ample, the audit logs, which contain alarms raised by the ac-
cess control system, should be stored untilthe investigation
of the events, causality of incidents has been completed.
NOTE Relatively young system of which operation has just
begun, its audit logs have not been stored in the period of
agreement. In such a case, ta’a¢hieve the following Practice
guide 2.3, the following Practice guide 2.1 and 2.2 are nec-
essary to be checked.
Evidence assumed — Logfile
Method Examine/Obserye
2 |Sepurity implementa- |Audit logs should be kept for an agréedperiod to assist in future investigations and
tign standard access control monitoring.
Tefrhnical note on In some cases, the storing periods of audit logs are defined by business purpose
Sefurity implementa- |contract and law/regulationss For example, the audit logs, which contain alarms
tign standard raised by the access control'system, should be stored until the investigation of the
events, causality of incidents has been completed.
NOTE Relatively young system of which operation has just begun, its audit logs
have not been stored in the period of agreement. In such a case, to achieve the
following Practice guide 2.3, the following Practice guide 2.1 and 2.2 are necessary
to be checked:
2.] Practice guide Check the storing period of audit logs is as described in
system design documents.
Evidence assumed — Logfile
— System design document
Method Examine/Review
2.2 Practice guide Check the setting of the storing period of audit logs in the
system are as described in system design documents, or the
setting of overwriting nor erasing the audit logs before the
storing period is not applied.
A A | < L £31
LVIUUCIICU dSOSUIIICU LAUB I1IIc
— System design document
Method Examine/Review
2.3 Practice guide Check the storing period of audit logs is longer than the
period agreed by observing the timestamps of log files or
time record in the log.
Evidence assumed — Logfile
— System design document
Method Examine/Review
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Control ISO/IEC 27002:2013, 12.4.2, Protection of log information
Logging facilities and log information should be protected against tampering and
unauthorized access.

Additional technical |System logs often contain a large volume of information, much of which is extra-

information on the neous to information security monitoring. To help identify significant events for

Control information security monitoring purposes, the copying of appropriate message

types automatically to a second log, or the use of suitable system utilities or audit
tUU}D tU lJCl fUl 111 ﬁ}c iutc1 I UBdtiUll aud I atiuua}ioatiuu ahuu}d bC \,Ullbidcl Cdl
1 |Security implementa- |Controls should aim to protect against unauthorized changes to log informaftion
tion standard and operational problems with the logging facility.

Technical note on — System logs need to be protected, because if the data can belmeodified [or data

Security implementa- in them deleted, their existence may create a false sense efisecurity. Rqal-time

tion standard copying of logs to a system outside the control of a syStem administfator or

operator can be used to safeguard logs.
1.1 Practice guide Check that only authorized and’privileged users can pccess
log files. Both read and writ€ access should be restrigted to
privileged users.
Evidence assumed — Access to log servér

— Access to logs

— Aprivilegéd and an unprivileged user account
Method Test and Validate

1.2 Practice guide Check that all log files are transmitted over a secure ¢onnec-

tion to-the management system (i.e. logging server o1 SIEM)
Evidence assumed =% Access to log server
— Access to network services used for transmitting log
information
Method Test and Validate

1.3 Practice gtide Check that all changes in log files can be tracked by 4 man-

agement system

Evidence assumed — Access to the log management system
— Access to log files

Method Test and Validate

1.4 Practice guide Check that all unprivileged or unexpected changes in log

files can be identified.
Evidence assumed — Use of Hashes/Signatures

— Access to Log Management
Method Test and Validate

1.5 Practice guide Check that privileged and authenticated users canngt ma-

ninulate their own logo files
r l=]
Evidence assumed — Privileged user account
— Access to log management
Method Test and Validate
1.6 Practice guide Check that users can only access log files that match with
their privileges.
Evidence assumed — Access to log management system
— Access to logs
— Access to two user accounts with differing privileges
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Method Test and Validate
1.7 Practice guide Check that all changes in log files can be tracked by a man-
agement system
Evidence assumed Check that log files are sufficiently encrypted.
Method Test and Validate
1.8 Practice guide Check that unauthorized access to the log management
system is strictly prohibited.
Evidence assumed — Network access to log management system
Method Test and Validate
1.9 Practice guide Verify the unprivileged access to alarm, log, and nétifica-

tion storage locations and property.

Evidence assumed

— Access to the log management system

— Access to log files

Method

Test and Validate

2 |Sefurity implementa-
tign standard

Audit logs should be kept for an agreed period to assist itnfuture investigations and
access control monitoring.

Tefhnical note on
Sefurity implementa-
tign standard

—

In some cases, the storing periods of audit logs ane déefined by business purpose
contract and low/regulations'. For example, the audit logs, which contain alarms
raised by the access control system, should be/stored until the investigation of the
events, causality of incidents has been completed.

NOTE Relatively young system of which operation has just begun, its audit logs
have not been stored in the period ofagreement. In such a case, to achieve the
following Practice guide 2.3, the féllowing Practice guide 2.1 and 2.2 are necessary

to be checked.

Copntrol

ISO/IEC 27002:2013, 12.4.4;*Clock synchronisation

The clocks of all relevant information processing systems within an organization
or security domain should be synchronised to a single reference time source.

ISO/IEC 27002:2013, 12.5 Control of operational software

Control

ISO/IEC 27002:2013, 12.5.1, Installation of software on operational systems

Procedures should be implemented to control the installation of software on
operational systems.

ISO/IEC 27002:2013, 1206, *Technical vulnerability management

Control

ISO/IEC 27002:2013, 12.6.1, Management of technical vulnerabilities

Information about technical vulnerabilities of information systems being used
should be obtained in a timely fashion, the organization’s exposure to such vulner-
abilities evaluated and appropriate measures taken to address the associated risk.

Conttel

ISO/IEC 27002:2013, 12.6.2, Restrictions on software installation

implemented.

Rules governing the installation of software by users should be established and

ISO/IEC 27002:2013, 12.7 Information systems audit considerations

Control

processes.

ISO/IEC 27002:2013, 12.7.1, Information systems audit controls

Audit requirements and activities involving verification of operational systems
should be carefully planned and agreed to minimize disruptions to business
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B.2.9 ISO/IEC27002:2013, Clause 13 Communications security

ISO/IEC 27002:2013, 13.1 Network security management
Control ISO/IEC 27002:2013, 13.1.1, Network controls

Networks should be managed and controlled to protect information in systems
and applications.

Additional technical |Network service is the service, which is provided on the networked computing
information on the |environment whether it is in-house or outsourced. When an organization uses the
Comtrot TEtWOTK SETVITeS, Confiderntiat informration of the orgamnization may be transmit-
ted in way of outsourced network service. So, auditors should take into,aecpunt
that the necessary security functions such as encryption and/or authénticqtion
are provided by the outsourced network service provider.

Example of systems used for network service are:
— DNS

— DHCP
— Firewall/VPN

— Anti Virus detector

— IDS/IPS
1 Security implemen- |The security arrangements necessary, for particular services, such as securfity
tation standard features, service levels, and management requirements should be identified. The
organization should ensure that'wetwork service providers implement these
measures.
Technical note on To use network service, security arrangement is important to protect information

Security implemen- |passing over it.

tation standard . . . . . .
Requirements aboutsecurity features are typically included in business 1je-
quirements.

Examples of sé€curity features related to network service are depicted as fo|lows;

— Encryption against eavesdropping,

— Network access control against unauthorized access,
=" IDS/IPS against malicious activities,

— URL filtering against unauthorized WEB access, and

— Incident response for unexpected security events.

1.1 B.29.1 Check that contractual document including SLA (Servjce
Practice guide Level Agreement) provided from service provider satisfies
the organization's business, legal, and security requirgments.

Evidence assumed — Contractual document

— Requirement definition document

Method Fvnminpllnnvipur
1.2 B.29.2 In case of in-house, check that the setting of system used for
Practice guide network service is as described in network service design
document.
Evidence assumed — System Configuration

— Network service design document

Method Examine/Review
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1.3 B.2.9.3 In case of in-house, check the records of actual log files
Practice guide from network service systems are as described in the net-
work service design documents.
Example of records of network service:
— Authentication;
— Encryption;
— Network connection controls;
— Speed of circuit;
— Response (In case of on-line system);
— Length of downtime
Evidence assumed — Logfiles
— Alert message
— Network service design dgcument
Method Examine/Observe
(jontrol ISO/IEC 27002:2013, 13.1.2, Security of network services
Security mechanisms, service levels and maitagement requirements of all net-
work services should be identified and ini¢cluded in network services agreements,
whether these services are provided in-house or outsourced.
Additional technical |Network service is the service, which'is provided on the networked computing

hformation on the
(fontrol

[

environment whether it is in-heuse or outsourced. When an organization uses the
network services, confidential information of the organization may be transmit-
ted in way of outsourced network service. So, auditors should take into account
that the necessary security functions such as encryption and/or authentication
are provided by the outsourced network service provider.

Example of systems-used for network service are:

— DNS (Domtain Name System)
— DHCP(Dynamic Host Configuration Protocol)
— (Firewall/VPN (Virtual Private Network)

—_/ Anti Virus IDS/IPS (Intrusion detection system/Intrusion prevention system)

Security implemenc
pation standard

ot

The ability of the network service provider to manage agreed services in a secure
way should be determined and regularly monitored, and the right to audit should
be agreed.

The security arrangements necessary for particular services, such as security
features, service levels and management requirements, should be identified. The
organization should ensure that network service providers implement these
measures.

Technical note on
Security implemen-
tation standard

Network services include the provision of connections, private network services
and value added networks and managed network security solutions such as fire-
walls and intrusion detection systems.

These services can range from simple unmanaged bandwidth to complex val-
ue-added offerings.

1.1

Practice guide Verify that security mechanisms included in network ser-

vices agreements are regularly tested and validated.

Evidence assumed |— Access to network service agreements

— Access to security test reports

Method Examine
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Network security management

1.2

Practice guide Verify that the IDS/IPS recognizes various automated at-
tacks as well as manual malicious activities.

Evidence assumed — IDS/IPS is implemented

— Access to IDS/IPS logs

Method Test and Validate

1.3

Practice guide In case of in-house, check the records of actual log files

fromrmetwork service systents are as described i the net-
work service design documents.

Example of records of network service:

— Authentication;

— Encryption;

— Network connection controls:

— Speed of circuit;

— Response (In case/©f on-line system);

— Length of downtime.

Evidence assumed — Access toa test separate test environment

— Documernted anti-virus / malware protection p¢licy

Method Test and\Validate

1.4

Practice guide Verify'that access to VPN and other remote access mgcha-
nismis is properly restricted through authentication festing
and environment breakout testing techniques.

Evidence assumed — VPN and/or other remote access servicps are
implemented which allow access to the network

— List of remote access points

Method Test and Validate

Control

ISO/IEC 27002:2013, 13.1.3, Segregation in networks

Groups of information services, users and information systems should be s¢gre-
gated on networks.

Additional techhigal
information-om_the
Control

One method of managing the security of large networks is to divide them irfto
separate network domains. The domains can be chosen based on trust levels
(e.g. public access domain, desktop domain, server domain), along organizafional

units (e.g. human resources, finance, marketing) or some combination (e.g.server
domain connecting to multiple organizational units). The segregation can He done
using either physically different networks or by using different logical networks

(e.g. virtual private networking).

1 Security implemen-
tation standard

The perimeter of each domain should be well defined. Access between network
domains is allowed, but should be controlled at the perimeter using a gateway (e.g.

firewall, filtering router). The criteria for segregation of networks into domains,
and the access allowed through the gateways, should be based on an assessment
of the security requirements of each domain. The assessment should be in accord-
ance with the access control policy (see 9.1.1), access requirements, value and
classification of information processed and also take account of the relative cost
and performance impact of incorporating suitable gateway technology.

Wireless networks require special treatment due to the poorly defined network
perimeter. For sensitive environments, consideration should be made to treat all
wireless access as external connections (see 9.4.2) and to segregate this access
from internal networks until the access has passed through a gateway in accord-
ance with network controls policy (see 13.1.1) before granting access to internal
systems.
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Technical note on Networks often extend beyond organizational boundaries, as business part-
Security implemen- |nerships are formed that require the interconnection or sharing of information
tation standard processing and networking facilities. Such extensions can increase the risk of

unauthorized access to the organization’s information systems that use the net-
work, some of which require protection from other network users because of their
sensitivity or criticality.

1.1

Practice guide Validate that virtually segregated networks cannot be
reached through ping scanning, VLAN hopping and/or the

introduction of new virtual interfaces.

Evidence assumed |— Network segregation through VLANs
Method Test and Validate

Practice guide Test firewalls to confirm that attackers cannotaccess unau-
thorized networks and that control points aré\net suscepti-
ble to common vulnerabilities.

Evidence assumed |— Networks are segregated by firewalls
Method Test and Validate

Practice guide Validate that systems with network‘interfaces in separate
networks regularly receive security updates and are not
vulnerable to common vulnetabilities. Vulnerable systems
with interfaces in multiplé\networks can be used to pivot to
other restricted networks.

Evidence assumed |— Documentatieinlisting all wireless networks
Method Test and Validate

Practice guide Validate that'tliere are no existing rogue access points on
the premisés that are undocumented and may grant access
to normally segregated networks.

Evidence assumed —._(Documentation listing all wireless networks
Method Test and Validate

ISO/IE

[ 27002:2013, 13.2 Information transfer

Conf

rol

ISO/IEC 27002:2013, 13.2.1, Information transfer policies and procedures

Formal transfer policies, procedures and controls should be in place to protect the transfer
of information-through the use of all types of communication facilities.

Cont

rol

ISO/IEC 27002:2013, 13.2.2, Agreements on information transfer

Agreements should address the secure transfer of business information between the organ-
izatier’and external parties.

Conf

rol

ISO/TEC 27002:2013, 13.2.3, Electronic messaging

Information involved in electronic messaging should be appropriately protected.

Cont

rol

ISO/IEC 27002:2013, 13.2.4, Confidentiality or non-disclosure agreements

Requirements for confidentiality or non-disclosure agreements reflecting the organiza-

tion'sneeds forthe nraotection of information-should bhe identified reaularly reviewed and
r 4 o J

documented.
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B.2.10ISO/IEC 27002:2013, Clause 14 System acquisition, development and

maintenance

ISO/IEC 27002:2013, 14.1 Security requirements of information systems

Control

ISO/IEC 27002:2013, 14.1.1, Information security requirements analysis and
specification

The information security related requirements should be included in the requirements

for new information systems or enhancements to existing information systems.

Control

ISO/TEC 27002:2013, 14.1.2, Securing application services on public netwotks

Information involved in application services passing over public networks-should be
protected from fraudulent activity, contract dispute and unauthorized disctosure and

modification.

Additional techni-
cal information on
the Control

Communication between a client and an application service should\be handled sgecure-

ly. This can be done by:

1) using authentication

2) using documented processes for approving content

3) ensuring that communicating partners are fully informed of their authorizations

for the use of the service

4) determining that all communication parties fulfill all security requirementp

5) using mechanisms to ensure the‘communication and its information is [nteger,

confidential, and authentic

— Most of these requirements ¢an be achieved by using cryptographic controlg (A.10).

Legal aspects should be handled in service agreements.

Security im-
plementation
standard

The security of application services on public networks is closely related to cryptpgraph-
ic controls. These controlsican be used to achieve many of the goals described abgve.

The authentication and authorization can be achieved by using well known and frusted
authentication proefocols. To ensure the communication between a client and anfappli-
cation service oyer a public network is confident, this service can be secured by [using
known publickéy cryptography for key exchange and symmetric cryptography,|like

Block — orStream-Ciphers, for encryption.

The integrity of the communication over a public network can be reached by usipg

strong'cryptographic signature algorithms.

Technical note
on Security

To-ensure that the application service on a public network is secure against varipus
forms of threats and attacks, it should be determined that all cryptographic protocols

implementation /| and algorithms fulfill the controls defined in A.10 Cryptographic Controls.

standard Applications accessible via public networks are subject to a range of network related
threats, such as fraudulent activities, contract disputes or disclosure of information to
the public. Therefore, detailed risk assessments and proper selection of controld are
indispensable. Controls required often include cryptographic methods for authgntica-
tion and securing data transfer.

1.1 Practice guide Check that the authentication and authorization informa-
t;Ull alld yl ultilosoltos dre ;lll}l}\,lllbllt\,d uD;lls Otl Ulls‘ \A4 :ll
known, and tested protocols and algorithms.

Evidence assumed — Access to the implemented authentication and
authorization process
— Access to the algorithms and protocols
— Valid authentication information
Method Test and Validate
1.2 Practice guide Verify that the application is resistant against various pro-

tocol level threats and attacks.
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Evidence assumed

Access to the communication protocol

Access to the communication channel

Method Test and Validate
1.3 Practice guide Verify that the communication is resistant against various
application level threats and attacks such as code injection,
privilege escalation, session hijacking and insecure direct
object references
Evidence assumed — Non-privileged access to the application
— Privileged access to the application
Method Test and Validate
1.4 Practice guide Enumerate and test for use or inadequacies from'mon-
itors and sensors to properly identify and log,access or
interactions with assets for specific evidente to challenge
repudiation. Document the depth of the interaction which
is recorded.
Evidence assumed — Access to logs and monitoring'system
Method Examine
1.5 Practice guide Verify that all methods ofinteraction are properly recorded
with proper identification.
Evidence assumed — Access to logsyand monitoring system
Method Examine
1.6 Practice guide Verify that application logs cannot be deleted by applica-
tion users:
Evidence assumed — Access to application
Method Test@dnd Validate
Control ISO/IEC 27002:2013, 14,13, Protecting application services transactions
Information involved in‘application service transactions should be protected to pre-
vent incomplete tranismission, miss-routing, unauthorized message alteration, unau-
thorized disclosure;-unauthorized message duplication or replay.
Addlitional techni- |Protecting application services transactions is an important factor when implement-
calfinformation on |ing and maintaining security relevant services. Those services use information for
thel Control authentication, system control or general communication. This information can include
login ¢redentials, system commands, private information or much more, which need to
be protected.
Information needed in application services should be protected against various attacks
dnd threats.
1 |[Sedurity im- To protect information transmitted to an application service, it is recommended to
plementation ensure to:
stahdard 1) use digital signatures for each involved party;
2) useencryptiomron thecommumnication path betweenrattinvotved parties;
3) use protocols that are tested and known to be secure;
4) use protocols that ensure that the transaction remains valid, confidential and
private;
5) use asystem which is not publicly accessible to store transaction details.
Technical note The extent of the controls adopted needs to be commensurate with the level of the risk
on Security associated with each form of application service transaction.
implementation
standard
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@

1.1 Practice guide Validate that all SSL certificates are valid and issued from
a trustworthy certificate authority for the specific organ-
ization.

Evidence assumed —  SSL certificate in use
— Access to the application service
Method Test and Validate

12 Practice guide treck that the commumicatiomr betweematt parties 1s
encrypted using strong cryptographic algorithms-wijth a
sufficient key length.

Evidence assumed — Standard encryption methods and keyplength
— Access to encrypted communication
Method Test and Validate

1.3 Practice guide Verify that the communication/s résistant against various
application level threats andattacks such as cross-site
scripting, cross-site request forgery and invalidated|redi-
rects and forwards.

Evidence assumed — Non-privileged acgess to the application
— Privileged acgess to the application
Method Test and Validate

1.4 Practice guide Test whether the application or protocol implementdtion
are vulnerable to known attacks like man-in-the-middle or
replay-attacks.

Evidence assumed =~" Access to communication
— Standard Communication Protocols
Method Test and Validate

1.5 Practice guide Validate that all confidential data saved by the appli¢ation
is stored securely.

Evidence asstmed — Access to the application database
Method Test and Validate

1.6 Practice guide Validate that external access to the database is prohtbited
and all access is restricted through secure authenticption
mechanisms.

Evidence assumed — Access to the application database
Method Test and Validate

1.7 Practice guide Validate that the transaction remains valid even if the
connection is lost through miss-routing or incomple
transmissions.

Evidence assumed — Access to communication
— Access to the application logs
Method Test and Validate

1.8 Practice guide Validate that only minimal rights are used by the applica-

tion. Ensure there are no more rights than needed.
Evidence assumed Access to application’s database user information
Method Test and Validate
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ISO/IEC 27002:2013, 14.2 Security in development and support processes

Control

ISO/IEC 27002:2013, 14.2.1, Secure development policy

Rules for the development of software and systems should be established and applied
to developments within the organization.

Control

ISO/IEC 27002:2013, 14.2.2, System change control procedures

Changes to systems within the development lifecycle should be controlled by the use of
formal change control procedures.

TICTr OT

IC!\ Ill:‘l" ')"I{\n') ')n1 Q 1/1 2 '2 Tachnical raviaw of anmnlicatiane aftar anarating nlat
o/ 23 Fechriealreview ofappleationsafteroperating plat
form changes

When operating platforms are changed, business critical applications should be pe-
viewed and tested to ensure there is no adverse impact on organizational operatiohs or
security.

Control

ISO/IEC 27002:2013, 14.2.4, Restrictions on changes to software packages

Modifications to software packages should be discouraged, limited té-necessary chang-
es and all changes should be strictly controlled.

Control

ISO/IEC 27002:2013, 14.2.5, Secure system engineering prineiples

Principles for engineering secure systems should be established, documented, main-
tained and applied to any information system implementation efforts.

Control

ISO/IEC 27002:2013, 14.2.6, Secure development ehvironment

Organizations should establish and appropriately\protect secure development envi-
ronments for system development and integration efforts that cover the entire system
development lifecycle.

Control

ISO/IEC 27002:2013, 14.2.7, Outsourcéd.development

The organization should supervise and‘monitor the activity of outsourced system
development.

Control

ISO/IEC 27002:2013, 14.2.8, SyStem security testing

Testing of security functionality should be carried out during development.

Control

ISO/IEC 27002:2013, 14.2.9, System acceptance testing

Acceptance testingprograms and related criteria should be established for new infor-
mation systems, upgrades and new versions.

ISO/IEC 27002:2013, 14.3 Testdata

(Jontrol

ISO/IEC 27002:2013, 14.3.1, Protection of test data

Testdata should be selected carefully, protected and controlled.

B.2.11JISO/IEC 27002:2013, Clause 15 Supplier relationships

ISO/IEC 27002:2013, 15.1 Information security in supplier relationships

(ontrol

ISO/IEC 27002:2013, 15.1.1, Information security policy for supplier relationships

Infermation-securityreguirementsformiticatine the risksassociatedwith-suppler’s
............. £y G -

access to the organization’s assets should be agreed with the supplier and documented.

Control

ISO/IEC 27002:2013, 15.1.2, Addressing security within supplier agreements

All relevant information security requirements should be established and agreed with
each supplier that may access, process, store, communicate, or provide IT infrastruc-
ture components for, the organization’s information.

Control

ISO/IEC 27002:2013, 15.1.3, Information and communication technology sup-
ply chain

Agreements with suppliers should include requirements to address the information
security risks associated with information and communications technology services
and product supply chain.
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ISO/IEC 27002:2013, 15.2 Supplier service delivery management

Control ISO/IEC 27002:2013, 15.2.1, Monitoring and review of supplier services
Organizations should regularly monitor, review and audit supplier service delivery.
Control ISO/IEC 27002:2013, 15.2.2, Managing changes to supplier services

involved and re-assessment of risks.

Changes to the provision of services by suppliers, including maintaining and improv-
ing existing information security policies, procedures and controls, should be man-
aged, taking account of the criticality of business information, systems and processes

B.2.12ISO/IEC 27002:2013, Clause 16 Information security incident management

ISO/IEC 27002:2013, 16.1 Management of information security incidents and improvenients

Control

ISO/IEC 27002:2013, 16.1.1, Responsibilities and procedures

Management responsibilities and procedures should be established o ensure a qui
effective and orderly response to information security inciderts:

bk,

Control

ISO/IEC 27002:2013, 16.1.2, Reporting information security events

Information security events should be reported through appropriate management
nels as quickly as possible.

than-

Control

ISO/IEC 27002:2013, 16.1.3, Reporting information security weaknesses

Employees and contractors using the organization’s information systems and servi
should be required to note and report any‘bserved or suspected information secu
weaknesses in systems or services.

Ces
rity

Control

ISO/IEC 27002:2013, 16.1.4, Assessment of and decision on information secur
events

Information security events shoutld be assessed and it should be decided if they are
classified as information segurity incidents.

to be

Control

ISO/IEC 27002:2013, 16.1.5, Response to information security incidents

Information security‘incidents should be responded to in accordance with the docu
ed procedures.

ment-

Control

ISO/IEC 27002:2013, 16.1.6, Learning from information security incidents

Knowledge.gained from analysing and resolving information security incidents shg
used tereduce the likelihood or impact of future incidents.

uld be

Control

ISO/IEC 27002:2013, 16.1.7, Collection of evidence

The organization should define and apply procedures for the identification, collecti
acquisition and preservation of information, which can serve as evidence.

bn,
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B.2.131SO/IEC 27002:2013, Clause 17 Information security aspects of business
continuity management

ISO/IEC 27002:2013, 17.1 Information security continuity

Control

ISO/IEC 27002:2013, 17.1.1, Planning information security continuity

The organization should determine its requirements for information security and the
continuity of information security management in adverse situations, e.g. during a crisis
or disaster.

Co

htrol

I5SO/1EC 27002:2013, 17.1.2, Implementing information security continuity

The organization should establish, document, implement and maintain processes, pre-
cedures and controls to ensure the required level of continuity for information security
during an adverse situation.

Co

htrol

ISO/IEC 27002:2013, 17.1.3, Verify, review and evaluate information security conti-
nuity

The organization should verify the established and implemented information security
continuity controls at regular intervals in order to ensure that they.are valid and effective
during adverse situations.

ISO/IE

[ 27002:2013, 17.2 Redundancies

Col

ntrol

ISO/IEC 27002:2013, 17.2.1, Availability of information processing facilities

Information processing facilities should be implemented with redundancy sufficient to
meet availability requirements.

B.2.14

ISO/IEC 27002:2013, Clause 6 Compliance

ISO/IEC 27002:2013, 18.1 Compliance with legal and contractual requirements

Coptrol ISO/IEC 27002:2013, 18.1.1, Identification of applicable legislation and contractual
requirements
All relevant legislative statutory, regulatory, contractual requirements and the organi-
zation’s approach to megét'these requirements should be explicitly identified, document-
ed and kept up to date for each information system and the organization.

Copntrol ISO/IEC 27002:2013, 18.1.2, Intellectual property rights
Appropriate(pocedures should be implemented to ensure compliance with legislative,
regulatory. and contractual requirements related to intellectual property rights and use
of propfietary software products.

Colntrol ISOAEC 27002:2013, 18.1.3, Protection of records
Records should be protected from loss, destruction, falsification, unauthorized access
and unauthorized release, in accordance with legislatory, regulatory, contractual and
business requirements.

Copntrol ISO/IEC 27002:2013, 18.1.4, Privacy and protection of personally identifiable
information
Privacy and protection of personally identifiable information should be ensured as re-
quired in relevant legislation and regulation where applicable.

Control ISO/IEC 27002:2013, 18.1.5, Regulation of cryptographic controls
Cryptographic controls should be used in compliance with all relevant agreements,
legislation and regulations.
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ISO/IEC 27002:2013, 18.2 Information security reviews
Control ISO/IEC 27002:2013, 18.2.1, Independent review of information security

The organization’s approach to managing information security and its implementation
(i.e. control objectives, controls, policies, processes and procedures for information
security) should be reviewed independently at planned intervals or when significant
changes occur.

Control ISO/IEC 27002:2013, 18.2.2, Compliance with security policies and standards

Managers should regularly review the compliance of information processing and
procedures within their area of responsibility with the appropriate security pelidies,
standards and any other security.

Control ISO/IEC 27002:2013, 18.2.3, technical compliance review

Information systems should be regularly reviewed for compliance withythe organfiza-
tion’s information security policies and standards.
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Annex C
(informative)

Technical assessment guide for cloud services (Infrastructure as a

service)

C1 F

This ar
implem

guidange for that provided in Annex B, which addresses the controls, and implementation guidancg
given ifp ISO/IEC 27002.

The pufpose of this annex is to provide a reviewer with understanding of xegiew points specific tq
cloud services, assuming infrastructure as a service (see Figure C.1). The syStems, which provide cloud
servicep, are diverse and keep changing due to significant technology infieyation. This annex does nof

assumg
targets

In addition, this annex gives insights to the engineers of thé cloud service provider, which would

incorpd

technicpl assessment trail should be shown. Following this girideline allows not only reviewers to workK

on a pr
service

ositioning and purpose

nex provides guidance for reviewing the implementation and operation of the,€ontrols and
entation guidance given in ISO/IEC 27017. This annex is assumed to be used as\the additiona

a specific system but targets to be used as a practice for review methods, notes, and review

rate adopted security controls, to be reviewed how-the service should be verified and thd

pper review but also the cloud service providertg’design specific controls to make their own
comply with ISO/IEC 27017.

Security Controls

Operation

Figure C.1 — Scope of this annex

C.2 Relationship with other international standards

The following standards are related to this annex in addition to ISO/IEC 27017.

a) ISO/IEC 27018, which defines Personally Identifiable Information (PII) in cloud services.

This annex covers infrastructure as a service. In infrastructure as a service, cloud service
customers are responsible for their own information security on the information stored in a virtual

ma
abl

60

chine used by the cloud service customers. This means that the cloud service provider is not
e to administer PII in the virtual machine, causing this to be outside the scope of this document.
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PII, which should be maintained by the cloud service provider, includes information on cloud service
customers. This is managed by and stored in the Service management of the Implementation Model
explained later. In addition, PII should be handled in the Service management according to 1SO/
[EC 27018.

b) ISO/IEC 17788, of which this annex applies overview and vocabulary on cloud computing.
c) ISO/IEC 17789, which applies for basic ideas on components which configure cloud services.

While ISO/IEC 17789 defines architecture of cloud computing in terms of its role and activities,
cloud system implementation-conscious viewpoints are required in the review, cincluding
confirmation of a virtualization mechanism configuration.

Therefore, this annex presents the Implementation model which models a cloud system and maps
functional components defined in ISO/IEC 17789 to review items.

C.3 Structure of this annex

Chis annex first suggests a cloud service environment modelling with infrastructure as a service agsumed.
This model describes the relationship between resource types and virtualization, and the concept pf cloud
Kervice customers and tenant. Server, network and storage are identified as a resource type.

The technical assessment requirements are described in the sante format as in Annex B in the ¢rder of
rommon topics through the model, individual resource type‘and Service management.

See B.1 for the structure.
h) Explanation of the typical technologies

Explanation of technological elements and-guideline related to virtualization implementation.
When multiple implementation methodssexist, typical methods are explained.

b) The controls defined in ISO/IEC 27017

Reference of the controls in ISQ/IEC 27017, which related to the virtualization.
) Technical assessment method for the controls of ISO/IEC 27017

Guideline of the review\ymethod for the controls of ISO/IEC 27017.

When multiple implementation methods exist, one of them is explained.

C.4 Cloudservices (infrastructure as a service) environment model

C.4.1 Meaning of the model introduced

As eloud service technologies are diverse, dealing with them in detail, one by one, is too individual and
cpecific. In addition, computing technologies used in the cloud service are new and still in the process of
echnical devetopment. Considering this, standardizing tecnnical assessment methods based on these
individual/specific technologies is not appropriate. The information security auditor (or reviewer) can
keep this methodological model in mind and recall whether the actual technologies implemented for a
control have been designed based on the idea of the control and how evidences for assessment should
be collected before the actual evaluation.

C.4.2 Model and components

In infrastructure as a service, as assumed in this annex, an environment is a precondition which
provides cloud services consisting of:

a) virtual resources directly used by the cloud service customers;
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b) virtualization mechanisms that install those resources; and
c) service management to control and provide the virtualization mechanisms.

Figure C.2 shows the Implementation Model for systems, which provide cloud services.

/Virtual resources h (" Service management
(" tenant A
— | | User portal/APIs
| | Virtual machine |
[ '
| | Virtual disc |
|| —
| | | Operational| Business
Service Resources [ || | support support
| - | _||systems systems
\_ ] J
o J

Virtualization mechanisms
(Resource abstraction & Direct

control)

[ Physical resources j L—/ Nl

N

Figure C.2 — Implementation/medel

An impprtant concept of this model is the virtualization and separation of the resource.

In the irtualization mechanisms, physical resources ‘are provided as virtual resources with theiy
access Tights separated by tenant with resource abstraction and control components.

A tenarlt is an area where virtual resources allgcated to each access controlled are aggregated. Multiplg
tenantq can be provided to a cloud servicelcustomer by request. Generally, multiple users access 3
tenant and execute information processing;

This mpdel has four components. Three of them, physical resources, virtualization mechanisms and
virtualresources, are categorized-into server, network and storage as resource types.

a) Physical resources arephysical equipment required for providing cloud services. They consist of
serjver equipment, network equipment, and storage equipment as components.

The physical network equipment includes a physical Network Interface Card (NIC), which connects
the server to the’nétwork. The physical storage equipment includes a Host Bus Adapter (HBA) and
FC pwitcheswhich connect the server to the storage.

b) Vintualization mechanisms are used to produce virtual resources provided by the cloud services

c) Virtual resources are created by the function for virtualization and are provided to cloud service
customers in the cloud service such as virtual machines, virtual networks and virtual storages.
"The virtual resources" indicate the concept of collection of resources virtually produced.

NOTE Network and storage can be virtualized by servers. For instance virtualized switches configuring
the virtual network can be created by Hypervisor, which virtualizes the server.
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Service management is a system to enable the cloud service provider to provide cloud services,
and provide an interface for the cloud system to the cloud service customer.

Using the above function for virtualization, it provisions virtual resources required for the cloud
service. It also monitors and manages the physical resources and ensures to control that the entire
cloud environment can function appropriately.

This Service management also includes portal functions, utilities, and Application Program
Interfaces (APIs), which allow for cloud service customers to work on allowable operation, including

prnvicinning and ar‘h'vnh'nh/dnar‘fivnfinh of 2 VM

C.4.3 Correspondence to ISO/IEC 17789

Take Access Control as an example:

C.5 Common practice in the Implementation Model

C.5.1 General

C.5.2 Application of virtualization technologies in the cloud service

Functional components defined in ISO/IEC 17789 are actually implemented in this)framework by
mplementation elements used to implement each component depending on the target resourge type
b1 layer.

Access control of physical disks Disk unit
Access control per tenant Virtualization mechanisms
Access control of virtual disks ~ Virtualization mechanisms

Access control in each VM 0S of the VM

Multi-layer functions and components defined in, [SO/IEC 17789, which serve cloud serviges, are
ncluded in the Service management in the Implementation Model of this annex. Business support
systems (BSS) or operational support systems\((OSS) defined in ISO/IEC 17789 are included in the
mplementation Model of this annex.

Multi-layer functions in relation to integration and security are implemented in its target mechanisms
hs with the above access rights.

[his clause describesa checking practice common to server virtualization, network virtualization, and
storage virtualizatien explained later.

As explained above, virtualization consists of functions for virtualization and virtual resoufces. In
nfrasfructure as a service, these virtual resources are to be accessed by cloud service users.

The following assessments are required for the virtualization mechanisms in a technical review of the

a)

b)

cloudSystenT:

Operations security

As operation of the virtualization mechanisms has direct impact on virtual resources, make sure
that the operation is performed properly.

Definition of environment

Check if logs and events which need to be provided to cloud service customers (error notification,
warning, and a value beyond the threshold, etc.) are defined as parameters of the virtualization
mechanisms so that the information is collected and logged.
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Check if redundancy of the virtualization mechanisms and virtual resources is also defined as
parameters of the virtualization mechanisms and is to be reviewed regarding their availability.

c) Capacity management

In each virtualization, check if the relationship of virtual resources provided to cloud service
customers with physical resources is managed.

In general, cloud computing provides logical resources available concurrently with a statistical
approach. Therefore, the total virtual resources provided are larger than the total physica
resources (oversubscription, overcommit).

C.5.3 |Carrying out the technical assessment for the common aspects in the
virtualization mechanism

C.5.3.1| Operation Security

Controll ISO/IEC 27017:2015, 12.1.2 Change management

Implenentation The cloud service provider should provide the cloud service custemer with informa-
guidange for cloud tion regarding changes to the cloud service and the systems on which it runs that can
service|provider adversely impact the cloud service customer’s informatidn-security. The following will

help the cloud service customer determine the effect the changes can have on informa-
tion security:

— Categories of changes;
— Planned date and time of the changes;
— Technical description of the changes;to the cloud services and underlying systems;

— Notification of the start and thé completion of the changes.

When a cloud service provider offérs a cloud services that depends on a peer cloud
service provider, then the cloud'service provider can need to inform the cloud service
customer of changes caused.by the peer cloud service provider.

Additional technical |Potentially significant.changes for a cloud service customer are as shown below:
informgtion
Server:

— Update orupgrade of Hypervisor

— Changes in Hypervisor parameters and environmental definitions
Network;
—Ehanges in virtual LAN definitions

=/ Changes in configuration, environment definitions and parameters of network
devices including a switch, router, firewall and load balancer
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Control

ISO/IEC 27017:2015, 12.1.2 Change management

Storage:

— Changes in device definitions

— Changes in SAN zoning, etc.
Hardware:
— Firmware upgrade

Software:

— Software upgrade
— Application of program fixes (patches)

— Application of security fixes

These changes can have varied impacts on the cloud service custemer. The cloud
customer and the cloud service provider should agree with the.changes to be not
base on the level of impacts they have.

kervice
fied

1 |Security im-
plementation
standard

In change management, cloud service customers who ape(directly or indirectly af
should be identified and notified appropriately.

fected

Technical note
on security

As the IT resources are mutually dependent, cloud_service customers using other
sources, which are dependent on the relevant resources will be affected.

;r;;ﬁcelg%ntatlon In general, hardware and software configiirations of the cloud service are maintdined in
the CMDB (Configuration Management-atabase).
Hardware and software resources forneach cloud service customer are also manajged by
CMDB, 0SS (Operation Support System), or BSS (Business Support System).
The relationship of hardwareand software with the cloud service customers affected by
the changes of that hardware and software is managed by these systems.
1.1 Practice guide Check if cloud service customers who are using IT resgurces
to be changed are identified.
Evidence assumed Search result of CMDB, etc.
(Search result of cloud service customers who are utiljzing
specific IT resources specified.)
Method Examine/Observe
1.2 Practice guide Check if the relevant relationship is understood when de-
pendencies or impacts between IT resources exist.
Evidence assumed Search result of CMDB, etc.
(Search result of other IT resources affected by specific IT
resources specified when dependencies exist between|the IT
resources.)
Method Examine/Observe
1.3 Practice guide Check if information on the change management, whidh

should be provided to cloud service customers, is prov

ided

nronerls
r r J

Check the following on the information provided:

(Indirect impacts should also be provided.)

level of impacts are provided.

— The changes are related to cloud service customers, and

— Agreements with customers or reasonably appropriate

Evidence assumed Mail to cloud service customers

Portal intended for cloud service customers

Method Examine/Observe
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Control

ISO/IEC 27017:2015, 12.1.3 Capacity management

Implementation guid-
ance for cloud service

The cloud service provider should monitor the total capacity of computing resources to
prevent information security incidents caused by resource shortages.

provider
Additional technical |Computing resources provided by the cloud service provider should include:
information — CPU processing capacity, core memories

— Network band

— Storage capacity

In the cloud system, the capacity management is mandatory to prevent computing
resources from getting short at peak hours because a temporary use of computing|re-
sources involves the peak hours.

The capacity management should be implemented not only across the cloud'system but
also in each block because the computing resources may not be provided beyond the
block of the cloud system.

1 [Security im- Define a level beyond which computing resources should be added and take necessary
plementation actions when the level is reached.
starjdard
Teclpnical note Specify a certain threshold on computing resources and conduct monitoring to issue an
on security alarm when the usage may exceed the threshold.
impjementation Monitor the usage of the computing resources by using the cloud system, IT equipment,
starjdard
and software, etc.
1.1 Practice guide Check if computingreésources, which need the capacity man-
agement, are monitored as requirements.
Evidence assumed Definition of ngonitoring the cloud system
Report output of the capacity usage
Method Examirné/Observe
1.2 Practice guide Checkif an alarm is issued when the capacity used exceeds the
threshold.
Evidence assumed Alarm setting for the cloud monitoring system (check if an
alarm is defined to be triggered by the threshold)
Event log of the cloud monitoring system (check if an alarm
was issued in the past)
Method Examine/Observe
Controll ISO/IEC 27017:2015, CLD.12.1.5 Administrator's operational security
Implementation guid~)Fhe cloud service provider should provide documentation about the critical operations
ance for cloud servieefand procedures to cloud service customers who require it.
providgr
Additional teghnical |In general, if changes to the cloud computing environment fail, cloud service customers
informatioh will be affected and prevented to use the cloud service.

Ecnacially dalation and docteotinn Af d b o tho ctoragn avratha oot cxitical dosnaan
=H5peeittr Vrraere et ae Straeeo -6 aata- o te-Stefragearetne-moesSteracar-aaage

to customers’ assets.

Itis assumed that a temporary service breakdown or the disabled cloud computing envi-
ronment may not destroy the assets even if transactions being processed are discarded.

1 |Security im-
plementation
standard

Only preauthorized operators are able to delete the data.

Technical note
on security
implementation
standard

Operation with administrative privileges with which data on the storage used by the
cloud service customers can be deleted requires authentication different from that for
the normal operation.
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Control ISO/IEC 27017:2015, CLD.12.1.5 Administrator's operational security
1.1 Practice guide Check if IDs, which allow operation with administrative priv-
ileges, are limited and used with a different procedure than a
normal one.
Evidence assumed List of user IDs including the storage operation utility, etc.
Operation when using administrative privileges
Method Examine/Observe
Control ISO/IEC 27017:2015,12.4.1 Eventlogging

guidanee for cloud
service provider

Implementation guid- | The cloud service provider should provide logging capabilities to the cloud'servige
ance for cloud service | customer.
provider
Additional technical |As described in ISO/IEC 27017 "Other information for cloud services", the cloud sprvice
information provider is responsible for logging and monitoring cloud computing infrastructure com-
ponents in [aaS covered in this document.
They include:
— Logs and events of Hypervisor
— Logs and events of firewall and a load balancep
— Logs and events of a storage device and SAN equipment
As these infrastructure components areshared between cloud service customert, logs
and events of all cloud service customers as a whole are logged.
Therefore, a log only related to thesrelevant cloud service customer should be extracted
and provided.
1 |Security im- Alog to be provided to servicecustomers is collected and events are monitored.
plementation
standard
Technical note Cloud computing infrastructure components’ function is used to output a log and col-
on security lect events.
;rg};lg;r;edntatlon Log output is'defined by the definition of the cloud computing infrastructure conjpo-
nents' parameters.
1.1 Practice\guide Check if log or event collection settings are defined for the floud
computing infrastructure components.
Evidence assumed |Definition of the cloud computing infrastructure componets'
parameters
Method Examine/Observe
Control ISO/IEC 27017:2015, 12.4.4 Clock synchronization
Implemeértation The cloud service provider should provide information to the cloud service customer

regarding the clock used by the cloud service providers logged putting infrastrud
components in Service customer can synchronize local clocks with the cloud cloc

ture
k.
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service customers in IaaS.

Generally VM time synchronization methods are as follows:
NTP (Network Time Protocol) method

Hypervisor method
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Control ISO/IEC 27017:2015, 12.4.4 Clock synchronization
1 |Security im- The cloud service provider uses either NTP or Hypervisor method to provide the means
plementation for synchronizing VM time.
standard
Technical note The cloud service customers need to set up time synchronization of their own VMs
on security based on the method provided.
implementation
standard
1.1 Practiceguide Checkifthe-cloud-serviceproviderprovidesa-method-fortime
synchronization.
Evidence assumed |Result of checking if NTP server is provided and cloud service cus-
tomers have an access to the server via NTP protocol.
Result of checking if Hypervisor provides time synchronization and
cloud service customers can use the function to synchxonize time.
Method Test
Control ISO/IEC 27017:2015, CLD.12.4.5 Monitoring of cloud services

providgr

Implementation guid-
ance fof cloud service

The cloud service provider should provide capabilities thatenable the cloud service
customer to monitor specified aspects, relevant to the cloud-service customer, of the
operation of the cloud services. For example, to moniter aind detect if the cloud services
is being used as a platform to attack others or if sensifive data is being leaked from the
cloud services. Appropriate access controls should$ecure the use of the monitoring
capabilities. The capabilities should provide ageess only to information about the cloud
service customer's own cloud service instances.

The cloud service provider should providé.documentation of the service monitoring
capabilities to the cloud service customer.

Monitoring should provide data consistent with the event logs described in 12.4.1 and
assist with SLA terms.

Additional technical
information

In general, as defining nefarjous use of cloud services is difficult, network traffic which
exceeds a certain amount dnd storage access as such will be detected.

1 [Secyrity im-
ple:il\entation

starjdard

Use a logging or monitoring function to detect the occurrence of status defined as nefar-
ious use of cloud sefvices.

Tec}lnical note

See 12.4.1.

on security
impJementation
starldard
1.1 Praetice guide Check if the monitoring system is defined so that an event defined
as nefarious use of cloud services will be detected.
Evidence assumed |Definition of the monitoring system parameters
Method Examine/Observe
Controf ISO/IEC 27017:2015, 12.6.1 Management of technical vulnerabilities

Implementation guid-
ance for cloud service

The cloud service provider should make available to the cloud service customer in-
formation about the management of technical vulnerabilities as it applies to the cloud

provider services and the information systems it uses.
Additional technical |Technical vulnerabilities depend on the software version. In general, as cloud comput-
information ing infrastructure components use more than one version from the same software, it is

required to determine if the vulnerabilities exist in computing resources in use.

1 |Security im-
plementation
standard

When technical vulnerabilities are found in cloud computing infrastructure compo-
nents, identify cloud service customers who are using the computing resources with the
vulnerabilities and provide them with information on those vulnerabilities.

See the description in "12.1.2 Change management" for searching for the relationship of
computing resources with cloud service customers.
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Control ISO/IEC 27017:2015, 12.6.1 Management of technical vulnerabilities
Technical note See the description in "12.1.2 Change management" for searching for the relationship of
on security computing resources with cloud service customers.
implementation
standard
1.1 Practice guide Check if service customers who are using the computing resourc-

es with the vulnerabilities found are identified and provided with
information on technical vulnerabilities.

Evidence-assumed— Notification-mailentechnical vulnerabilitiesand Portalsereen, etc

Method Examine/Observe

C.6 Server virtualization

C.6.1 Overview of server virtualization

Server virtualization abstracts a physical server (consisting of a CPU, memory, and I/0 devices,|etc.) to
h logical resource. Generally, the server virtualization is structured as shown in Figure C.3.

Applications

(e . o ) Virtual Resources
Virtual Machine (VM)

Virtual Virtual Virtual Virtual 1/0

CPU ;
(vCPU) memory NIC device

Virtual machine monitor (VMM)

Virtualization mechanism
Kernel/Driver Virtual Switch Virtual Storage

Physical Server

Physical Resources

‘ CPU ‘ ‘ Memory ‘ ‘ NIC ‘ ‘I/O Device

Figure C.3 — Overview of server virtualization

CPU virtualization dllocates customer VMs to the physical CPU on the Virtual Machine Monitor
(VMM) on a physical server as virtualization resources on a virtual "core" basis.

CPU virtualization enables to oversubscribe or allocate more virtual CPUs than the number of
physical€RU cores for the entire server.

At gver*subscription, VMM performs CPU scheduling and such processing as switchover of|virtual
CPUs allocated to physical CPU cores. Therefore, note that simultaneous heavy procesging by
more than one VM increases the contention rate of the physical CPUs, consuming CPU resources
for the CPU scheduling as well as latency before the CPU resources are allocated, which cap affect

b)

processing performance.

Memory virtualization allocates virtual machine's memories on the physical server memories.
Similar to the CPU virtualization, virtualizing the memory allows over-subscription, meaning that
the total memory size seen from the virtual machine is larger than the actual memory size on the
physical server. Memory over-subscription includes a method in which memories are allocated
dynamically to a VM (ballooning) and another method in which more than one VM can share the
identical memory. In both methods, the sum of the minimum values of the memory allocated to
each VM should be smaller than the size of the memory equipped with the physical server.

Storage virtualization: The storage of a virtual machine is handled as a file set on the storage
of a physical server. However, the problem is an occupied band and storage speed, etc., at the
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d)

C.6.2 |Application of server virtualization in the cloud services

a)

b)
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transmission of large amount of data when migrating a virtualized server between physical
servers. Therefore, generally, the system which provides cloud service is often designed so that
access is via the SAN (storage area network) by installing a common storage server.

I/0 virtualization virtualizes a series of peripherals, including a NIC, HBA, and serial port adapter.
Virtualized adapter port is used by connecting to a virtual machine, which is set to work on VMM
with VMM settings, or by connecting to a physical adapter port on the physical server. Note that
[/0 function of the HBA and NIC are highly shared hardware compared to memories and CPUs and
often becomes a bottleneck particularly in the function for virtualization.

Tenjant separation in the server virtualization

In the general virtualized environment design, virtualized servers are designed as_completely
independent resources and connected via a virtual network between VMs.

Therefore, the minimum network security measures are required for separating VM resources
In [addition, what specially should note on the virtualization environment is to correct the
vulnerability of the virtualization environment itself provided by a legitimdté source.

Furthermore, a special virtualization environment provides a fast cémmunication route between
VMs for mutual connection or enables data exchange between VMs via a physical port of the
physical server. Therefore, attention should be paid to other [/Os than NIC.

To [protect virtual resources, a technology by which memories and I0s are accessed on VMM oy
a privileged VM exists. Using this technology, the behaviour on the VM can be monitored and an
invlid program operation can be detected to protectithe resources. However, remember not tg
insfall this technology carelessly even though an ace€ss from VMM or the privileged VM is usefu
for|the security of virtual resources, because this can provide an attack route to bad users.

Engured availability in the server virtualization

Live migration is a function that migrates'the VM operation environment onto a different physica
serjver without deactivating the VM: Live migration is implemented by starting up a VM image
stored on a shared storage on the{V\MM of the destination physical server, transferring data on
cadhe memory via LAN, as well ‘as succeeding the virtualized [/0. This mechanism allows the
mefmory content to flow on LAN\at the live migration, and memory data security and LAN security
critical. In the live migration, the administrator migrates the VM between physical servers
h high-availability teehnology is provided, by which the VM can be migrated between physica

3 failure is detected by monitoring with this kind of high-availability technology, provided
ices will béssuspended for a certain period of time because the image of the virtual maching

e of service suspensions which occur in the high-availability technology. The failure-resistant
virfualization environment includes implementation that operates the primary and secondary VMs
on more-thatronrephystealserverand-synchrontzesboth-VMseachotheratattimes—Hnd O 3
operation, the primary VM provides the service and the secondary VM can take it over the moment
a failure occurred to provide the failure resistance. Note that both technologies require available
resources on another physical server, not on the same physical server.

Capacity administration in the server virtualization

Virtualized memories or CPU resources can be allocated dynamically during operation by using an
appropriate OS. Because up to the resources on the physical server can be allocated, free space can
need to be assured by using the above live migration technology to migrate the VM to another physical
server, considering the resources used by other VMs. Physical server resources are indexed by:

— number of CPU cores;
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— memory size;

— disk I/0 performance;

— disk size;

— network I/O performance.

The total required resources can be calculated by multiplying the total of these indexes provided
as services for a simple virtualized environment by overhead loaded for the virtualization. When
service availability is considered, a margin should be assured per physical server, as well as
resources.

The focus of the indexes, and the way services are provided, depends on the businéss model or
SLA of the cloud service provider. In any case, it is critical that resources currently provided and
available resources should be monitored to continue to provide hardware’resource. This kind
of monitoring is performed mainly at the Service management for integrity of the entine cloud
services environment. However, note that a resource usage monitoring to6/can be installed on the
VMM or privileged VM on the server virtualization.

C.6.3 Carrying out the technical assessment for the server virtualization

C.6.3.1 Access Control

For the segregation in server virtualization, see C.6.2 a).

Control ISO/IEC 27017:2015, CLD.9.5.1, Segregation in virtual computing environments

Implementation guid- |The cloud service provider sheuld enforce appropriate logical segregation of clpud
ance for cloud service |service customer data, virtualized applications, operating systems, storage, anfl net-
provider work for:

— the separation ofiresources used by cloud service customers in multj-tenant
environments;

— the separation of the cloud service provider's internal administration from
resources used by cloud service customers.

Where, the cloud service involves multi-tenancy, the cloud service provider should
implemeént information security controls to ensure appropriate isolation of resources
used by different tenants.

Tle cloud service provider should consider the risks associated with running clpud
service customer-supplied software within the cloud services offered by the cloud
service provider.

Additional techmnical |Implementation of the logical separation depends on the technologies applied td the
information virtualization

1 |Security im- Separation of cloud service customers in multi-tenant environments.
plementation
standard
Technical note There is a communication path between VMs using memory and virtual ports, which
on security may become a communication path between “virtual resources”.
implementation
standard
1.1 Practice guide Make inactive functions accessed directly between VMs

Evidence assumed |Confirm that functions accessed directly between VMs within
VMM are made inactive

Method Examine/Observe, Examine /Review
2 |Security im- Separation of the cloud service provider’s internal administration from the cloud ser-
plementation vice customers’ virtual environments.

standard
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Control

ISO/IEC 27017:2015, CLD.9.5.1 Segregation in virtual computing environments

Technical note
on security

Within VM-VMM separation, VM-VM management is active in the same way as noted in
previous section. In addition, as communication path may be created with tools imple-

implementation |mented from security or availability aspect in VM-VMM, vulnerabilities in those tools
standard may prove to be a loophole in VM-VMM configuration.
2.1 Practice guide Applying segregation functions of virtualization software
Enable the partition function on virtualization environment.
Evidence assumed |Confirmation of Access Control Policy in VMM
Confirm that Transparent Page Sharing is inactive in VMM
Method Examine/Observe, Examine/Review
2.2 Practice guide Physical segregation of a cluster of virtual systems
Evidence assumed |Confirm that Virtualization support function in physical server
is active
Method Examine/Observe, Examine/Review
3 |Segurity im- Perform vulnerability management
plgmentation
standard

Te¢hnical note
onfsecurity
implementation

Products built with security measures (Common Criteria-qualified, etc.) should be used
in virtualization platform (host OS, Hypervisor, etc.)

standard
3.1 Practice guide Confirm that products Wsedin virtualization platforms are built
with security measures.in mind.
Evidence assumed |Base design document for virtualization platform
Method Examine/Review
3.2 Practice guide Sharing of viilnerability information within operations
Evidence assumed |Confirmation of status of vulnerability information sharing
(Chetk’posted information on portal page, etc.)
Method Examine/Observe
Control ISO/IEC 27017:2015, CLD.9.5.2 Virtual Machine Hardening

Implementation guid-
ance fof cloud service
providgr

When configuring virtual machines, cloud service customers and cloud service pro-
viders sheuld ensure that appropriate aspects are hardened (e.g. only those ports,
protocols'and services that are needed to run the cloud services are enabled) and the
appropriate technical measures are in place (e.g. anti-malware, logging) for each virtu-
almachine used.

Additiopal technical< /- The VM/VMM and physical server achieve not only by the VM operating system,
information but virtual machine hardening also. As these are all closely related, virtual machine
hardening requires cooperation from the cloud service customer and cloud service
provider.
1 |[Segurityim- When configuring virtual machines, only necessary device and/or service remain
pldmentation in effect
standard

Technical note
on security

Regarding the Virtual Machine Hardening, this control does not explain anew about
enhancing a virtualized server because general server enhancing technologies can

implementation |be applied to it. However, there is a technology providing security for a server from a

standard VMM. If this technology is used, its review method should also comply with the method
defined in ISO/IEC 27002.

1.1 Practice guide Confirm that provided VM functionality within VMM is config-

ured as the bare minimum.

Evidence assumed Result of confirmation

Method

Examine/Observe, Examine /Review
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