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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrote
Commission) form the specialized system for worldwide standardization. National bodi
are members of ISO or IEC participate in the development of International Standards t
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technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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World Trade Organization (WTO) principles in theTechnical Barriers to Trade (TBT), see www.i
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This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec]
Subcommittee SC 7, Software and systemsyengineering.
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Introduction

0.1 Ge

neral

This document is a part of the Systems and software Quality Requirements and Evaluation(SQuaRE)
series of documents, which provides a set of measures for the quality characteristics of IT service that
are defined in ISO/IEC TS 25011. It can be used for specifying requirements, measuring and evaluating

the IT s

ervice quality, in conjunction with other SQuaRE series of documents.
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division.

of quality measures in this document are selected based on their practical value. They are not
d to be exhaustive, therefore users of this document are encouraged to refine them if necessary,

1ality measurement division
cumentis a part of the ISO/IEC 2502n division that currently consists of the following documents

/IEC 25020 — Quality measurement framework: provides a reference model-and guideline for
hsuring the quality characteristics defined in ISO/IEC 2501n quality model division.

/IEC 25021 — Quality measure elements: provides a format for spécifying quality measurg

ments and some examples of quality measure elements that can beused to construct software
1lity measures.
/IEC 25022 — Measurement of quality in use: provides measures including associated

psurement functions for the quality characteristics in the quality in use model.

/IEC 25023 — Measurement of system and software product quality: provides measures including
ociated measurement functions for the quality characteristics in the product quality model.

/IEC 25024 — Measurement of data quality: provides measures including associated
psurement functions for the quality characteristics in the data quality model.

/IEC TS 25025 — Measurement of IT service quality: provides quality measures useful foy
uirements and evaluation of IT service ‘quality.

| depicts the relationship betwegh this document and the other documents in the ISO/IEC 2502n

Vi
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25020:
Quality
measurement framework

7

25020 gives guide for developing and
specifying Quality Measures
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0.3 Outline and organization of SQuaRE series

product quality

25021 is used for developing and /

specifying Quality Measure elements

25021:
Quality
measurement elements
Revision of TR 25021

Figure 1 — Structure of the quality measurement division

ISO/IEC 2500n — Quality management division. The standards that form this division de
common models, terms and definitions referred further by all other standards from the §
series. The division also provides requirements and guidance for the planning and manage
a project.

ISO/IEC 2501n — Quality model division. The standards that form this division provide
models for systein/software products, quality in use, data and IT service. Practical guidanc{
use of the quality model is also provided.

ISO/IEC,2502n — Quality measurement division. The standards that form this division in
systemysoftware product quality measurement reference model, definitions of quality mq
and.jpractical guidance for their application. This division presents internal measures of s
quality, external measures of software quality, quality in use measures, data quality m
and IT service quality measures. Quality measure elements forming foundations for the

nt of
ality

The SQuaRE series consists of five main divisions and an extension division. An outline of each division
within the SQuaRE series is as follows:

fine all
QuaRE
ment of

quality
b on the

clude a
asures,
ftware
basures
quality

measures are defined and presented.

ISO/IEC 2503n — Quality requirements division. The standards that form this division
specify quality requirements. These quality requirements can be used in the process of

help to
quality

requirements elicitation for a system/software product to be developed, designing a process for

achieving necessary quality, or as inputs for an evaluation process.

ISO/IEC 2504n — Quality evaluation division. The standards that form this division provide
requirements, recommendations and guidelines for system/software product evaluation, whether
performed by independent evaluators, acquirers or developers. The support for documenting a

measure as an Evaluation Module is also presented.
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ISO/IEC 25050 to ISO/IEC 25099 are reserved for SQuaRE extension International Standards, Technical
Specifications, Publicly Available Specifications (PAS) and/or Technical Reports.
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TECHNICAL SPECIFICATION ISO/IEC TS 25025:2021(E)

Information technology — Systems and software Quality
Requirements and Evaluation (SQuaRE) — Measurement of
IT service quality

1 Scope

This document defines quality measures useful for requirements and evaluation of IT service qyality in
ferms of characteristics and sub-characteristics defined in ISO/IEC TS 25011.

This document contains a basic set of quality measures for each characteristic andrstib-charactgristic.

This document does not assign ranges of values of the quality measures to xated levels or to grades of
rompliance. Such values are defined based on the nature of the IT service, and so depends on|factors
such as category of the IT service or users' needs. Some attributes can have'a desirable range of{values,
which does not depend on specific user needs but generic factors, for-example, service downtime. This
Hocument includes, in Annex A, considerations for the selection and-application of quality measyres.

The quality measures in this document are primarily intended)to be used for quality evaluatjon and
mprovement of IT services during or after the developmentlife cycle.

The main users of this document are people carrying®out quality requirements specification and
bvaluation activities for IT services as part of the follewing:

— development: including requirements analySis, design, implementation, testing and deplpyment
during the development life cycle;

— quality management: monitoring activities of quality assurance and performing quality copntrol of
an IT service;

— supply: making a contract with:the user for supplying an IT service under the terms of a contract;

— acquisition: including IT service selection, when acquiring or procuring an IT service from alservice
provider;

— maintenance: improvement of an IT service based on quality measurement.

The relationship,of this document to domain-specific IT service quality model and its precedence over
this documentis determined by the user in a specific context of use.

2 Normative references

Thelfollowing documents are referred to in the text in such a way that some or all of their fontent
constitutes requirements of this document. For dated references, only the edition cited appljes. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 25000, Systems and software engineering — Systems and software Quality Requirements and
Evaluation (SQuaRE) — Guide to SQuaRE

ISO/IEC TS 25011:2017, Information technology — Systems and software Quality Requirements and
Evaluation (SQuaRE) — Service quality models

ISO/IEC 25021:2012, Systems and software engineering — Systems and software Quality Requirements
and Evaluation (SQuaRE) — Quality measure elements

© ISO/IEC 2021 - All rights reserved 1
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 25000 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
quality measure
derived measure that is defined as a measurement function (3.5) of two or more values_¢f qualityj
measuie elements

[SOURUE: ISO/IEC 25021:2012, 4.13]

3.2
IT service

information technology service

service|that makes use of IT systems as tools to provide value to an individual user or a business by
facilitaging results the user or business wants to achieve

Note 1 tp entry: IT services can be delivered remotely by people, or by an {F application that could be in a local of
remote Jocation.

[SOURQE: ISO/IECTS 25011:2017, 3.3.2, modified — "information technology service" has been changed
from a preferred term to an admitted term.]

3.3
IT seryice quality
degree|to which an IT service (3.2) satisfies stated and implied needs when used under specified
conditipns

[SOURCE: ISO/IEC TS 25011:2017, 3.3.10]

3.4
IT service function
collectipn of related steps performed as a part of an IT service (3.2), or features provided by an IT system

EXAMPLE The service status monitoring or data backup of an internet banking service.

Note 1 fo entry: ISO/ IEC-has software functionality identification, classification and sizing standard methods
that provides consisteney identifying unique IT service functions; these include: ISO/IEC 20926 (IFPU(Q
method), ISO/IEC 19761 (COSMIC method), ISO/IEC 29881 (FiSMA method), ISO/IEC 20968 (MarkIl method)
ISO/IEC|24570 (NESMA method).

3.5
measureément function
algorithmmorcatcutatiomr performedtotombime two or more quatity Teasure elemerts

[SOURCE: ISO/IEC 25021:2012, 4.7, modified — Note 1 to entry has been removed.]

3.6
service provider
organization that manages and delivers a service or services to customers

[SOURCE: ISO/IEC 20000-1:2018, 3.2.24]

2 © ISO/IEC 2021 - All rights reserved
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3.7

service level agreement

SLA

documented agreement between the IT service (3.2) provider and the user that identifies services and
their agreed performance

Note 1 to entry: A service level agreement can be included in a contract or another type of documented agreement.

[SOURCE: ISO/IEC 20000-1:2018, 3.2.20, modified — "the organization and the customer” has been

"hangnd to "the IT service prnviﬂp and the user™ the nriginn] note 1 to entry has been remoyed; the

priginal note 2 to entry has become note 1 to entry.]

4 Conformance
Any quality requirements specification or quality evaluation that conforms to this‘document shpll:

h) select the quality characteristics and/or sub-characteristics to be specified-or evaluated as defined
in ISO/IEC TS 25011;

b) provide the rationale for any modifications of quality measures;

) define any additional quality measures and quality measure elements from ISO/IEC 25021 that are
not included in this document.

5 Use of IT service quality measures

5.1 IT service quality measurement concepts

This document provides quality measures.ffor the characteristics and sub-characteristics| of the
cervice quality model defined in ISO/IEC TS 25011. IT service quality characteristics are defined in
SO/IEC TS 25011 that categorizes IT service quality into 8 characteristics.

The quality of an IT service is the degree of satisfying the stated and implied needs of its users and thus
provides value. These stated and implied needs are represented in the SQuaRE series of standprds by
quality models that categorize IT service quality into characteristics, which in most cases are [further
subdivided into sub-characteristics.

The quality characteristic and sub-characteristic can be quantified by applying measurement
functions. The measurement function of a quality measure is defined using a mathematical formula
by combining quality measure elements. Quality measures enable us to quantify the quality ¢f an IT
service. More than' one quality measure can be used for the measurement of quality characteristics and
sub-charactepistics.

5.2 Approach to IT service quality measurement

This‘document provides a possible, suggested set of IT service quality measures to be used with the

1is dal s ICO/IbcTC O9CN14 Tl £ilo Jd i 1 i italal it f
udlic INMIUUCT TIT 1OV /J1ILGUG 1T U 4JULL. 1T1IC UoUl Ul UIIIO UULTUIIITIIU CUdIT SUITUCLU SouItaduIlIcT udalit jesiere ) res Or
! J / 4 J

a specific service and assign different weighting to these quality measures for different types of IT
services.

When selecting the appropriate IT service quality measures, the factors which can influence the
selection can include the following:

— the importance of the property to quantify;
— the type of the target IT service;

— the user requirements.

© ISO/IEC 2021 - All rights reserved 3
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If necessary, the user can modify the quality measures defined in this document and can also define
new measures or use ones from the other documents.

When using a newly defined or modified quality measure, the user should specify how the measure

relates

to the ISO/IEC TS 25011 quality model or any other substitute quality model that is being used.

Most of the quality measures defined in this document use measurement functions which provide

normal
ifitisd

ized values ranging from 0 to 1. The users can change the value range, for example, low or high,
esirable.

6 Fo
The fol
a) ID:

b) Na
c) De
d) Me

Cor

7 IT

71 G

The qu
order u

NOTE 1
docume

rmat used for documenting the IT service quality measures
owing information is given for each quality measure in Tables 1 to 27:
identification code of the quality measure. Each ID consists of the following two pasts:

abbreviated alphabetic code representing the quality characteristics as one ‘capital X and sub-
characteristics as one capital X followed by lower-case x (for example,~“UUe” denotes “User
error protection” measures for “Usability”);

serial number in sequential order within quality sub-characteristic.
me: quality measure name.
scription: the information provided by the quality measure:

hsurement function: mathematical formula showingshow the quality measure elements are
hbined to produce the quality measure.

service quality measures

eneral

hlity measures in this clause are listed by quality characteristics and sub-characteristics, in the
sed in ISO/IEC TS 25011; and the-word “measures” in this clause means quality measures.

The list of quality measures;shown in Table 1 is not final, and can be revised in future editions of thig
ht. Users of this documentratre’/invited to provide feedback.

Table 1 — IT service quality measures

Characteristics Sub-characteristics Measures

Functional coverage

Completeness Goals and objectives achievement

Data items populated

IT service function correctness

Suitability Compliance of defined process
) IT service function appropriateness for context of use
Appropriateness - - - -
IT service function appropriateness to service users
) IT service consistency
Consistency

IT service process quality consistency

© ISO/IEC 2021 - All rights reserved
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Table 1 (continued)
Characteristics Sub-characteristics Measures
Appropriateness Description completeness
recognizability Demonstration coverage
User guide completeness
Learnability User guide effectiveness
User guide efficiency
Message clarity
. . Understandable categorization of service
Usability Operability - -
IT service automation
Effort time estimabjlity
) Avoidance of user opergdtion error
User error protection -
User error cérpection
. Accessibility for users with disabilities
Accessibility —
Languagésupportability
Courtesy Courteous service language, behaviour and attitude
Access controllability
Confidentiality Completeness'of access.corlltrol methods to protedt confi-
dential information
Security Effectiveness of confidentiality protection
Integrity Data integrity
o User audit trail completeness
Traceability —
Traceability completeness
Coverage of IT service continuity plan
o Completeness of IT service risk prevention actjons
Continuity —— —— ]
Completeness of IT service risk mitigation actions
IT service reliability Effectiveness of IT service risk mitigation actipns
. . Effectiveness of recovery
IT seryice recoverability -
Timely recovery
Availability IT service availability
o Visibility of IT service functions delivery
Visibility — - -
Visibility of IT service functions progress
Process adaption maturity
Tangibility professionalism Personnel qualification
IT service developer professionalism
IT service interface User interface appearance satisfaction
appearance IT service interface satisfaction
Timeliness IT service delivery timeliness
. Response timeliness
Responsiveness )
Reactiveness Responsiveness of request for modification and en-
hancement

© ISO/IEC 2021 - All rights reserved
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Table 1 (continued)

Characteristics Sub-characteristics Measures
o IT service function customizability
Customizability - ———
User interface customizability
) Satisfaction of users’ goals
IT service - -
adaptability o Proactive change suggestion
Initiative Change suggestion acceptance
Effectiveness of implementing accepted change
suggestions
Analysability IT service analysis effectiveness
IT service Modifiability IT service function modifiability
maintainability N Completeness of testing criteria
Testability - -
Testing completion

7.2 Suitability measures

7.2.1 |General

Suitability measures are used to assess the degree to which an IT s€pvice meets stated and implied
needs Wwhen used in a specified context of use.

7.2.2 [Completeness measures

Completeness measures are used to assess the degree to-Wwhich an IT service supports all the specified
goals, gbjectives and data specified by the user.

Table 2 — Completeness measures

ID Name Description Measurement function
SCp-1& Functional What propottion of specified X=1-A/B
coverage functionshas been implemented?

A =Number of IT service functions missing

B = Number of IT service functions

specified
SCp-2 Goals and objec-{_) What proportion of specified X=1-A/B
tives achievement goa.ls and objectives has been A = Number of goals and objectives that
achieved? .
have not been achieved
B = Number of goals and objectives intend-
ed to be supported by the fully implement-
ed service
SCp-3¢ Data items What proportion of the specified X=A4/B
Populated data items has been populated MR Y N
T data? A=Numberofdataitemspopriated

B = Number of data items specified

a2 Functions can be specified in SLA (service level agreement), the design specification, the user manual or all of these.
b Missing service functions are detected when the service does not have the ability to perform a function thatis specified.

¢ “populated data” means a set of data to be inserted into database for each data item required to provide IT services.

7.2.3 Correctness measures

Correctness measures are used to assess the degree to which an IT service uses the correct process and
produces the correct results with accurate data.

6 © ISO/IEC 2021 - All rights reserved
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Table 3 — Correctness measures

ID Name Description Measurement function

SCr-13bc [T service func- What proportion of IT service =~ X=1-A/B

tion correctness functions produces correct . .
p A = Number of IT service functions that

defined process

B = Number of IT service functions

results? produce incorrect data
B =Number of IT service functions considered
SCr-2 Compliance of =~ What proportion of IT service ~ X=A/B
CCHed Process ;:,222:;;5 Hees te derned A =Number of IT service functions usirlg the

a2 The service function is incorrect if it does not provide reasonable and acceptable results ta' achieve the
intended objective.

b The service functions considered for evaluation can be all the functions provided by an AT setvice or a speci
functions required for a particular usage.

¢ Service provider possibly examines an individual function by reviewing or testing and determines whe
function successfully provides suitable outcomes to specific objectives as defined in the requirements specificatio

specific

ic set of

ther the
h or not.

7.2.4 Appropriateness measures

Appropriateness measures are used to assess the degree torwhich an IT service provides resu
hre appropriate for the user needs.

Table 4 — Appropriateness measures

Its that

ID Name Description Measurement function

SAp-1 IT service function What proportion ofiIT service X=A/B
appropriateness for functions providéd is appropri-

context of use ate for context-of use? A = Number of IT service functions sati

service users

B =Number of IT service functions proy

fied by

rided

SAp-2 IT service function What proportion of IT service X=A/B
appropriateness to functions is appropriate to the
service users level of education, skills, exper-

tise and qualifications of users
receiving the IT service?

A =Number of IT service functions appr
to the level of education, skills, expertis
qualifications of users receiving the IT s

B = Number of IT service functions

opriate
b and
ervice

7.2.5 Consistency measures

Consistency’measures are used to assess the degree to which repeated or similar related IT s
provided consistent quality.

Table 5 — Consistency measures

ervices

ID Name Description Measurement function

SCs-12 [T service pro-  What proportion of repeated or X=A/B
cess consistency similar IT service subprocess-
es is performed in a consistent

) repeated or similar across the IT service
manner?

functions

A = Number of IT service subprocesses that are

tions which perform in a consistent manner

B = Number of IT service subprocesses that
are repeated and similar across the IT service

func-

a2  The process of IT service would consist of several subprocesses, and the subprocess should be provided in the
similar manner.

same or

© ISO/IEC 2021 - All rights reserved
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Table 5 (continued)

ID Name Description Measurement function
SCs-22 [T serviceout-  What proportion of repeated or X=A/B
come quality similar IT service su_bprocesses 'S 4 = Number of IT service subprocesses that
consistency performed in a consistent level of . .
outcome quality? are repeated or similar across the IT service
' functions which produce a consistent level of
outcome quality
B = Number of IT service subprocesses that
are repeated or similar across the IT service
functions
a2  The|process of IT service would consist of several subprocesses, and the subprocess should be provided in the same or
similar pmanner.
7.3 Usability measures
7.3.1 |General
Usabilify measures are used to assess the degree to which an IT service cap-be*used by specified userg
to achigve specified goals with effectiveness, efficiency and satisfaction ima;specified context of use.
7.3.2 |Appropriateness recognizability measures

Appropriateness recognizability measures are used to assess the degree to which users can recognizg

whethe

r an IT service is appropriate for their needs.

Table 6 — Appropriateness recognizability measures

ID Name Description Measurement function
UAr-12| Description What proportion of IT service X=A/B
mpleten functions i ri in the servi . .
completeness alll‘ti(;;cotsg s describg-n the service A = Number of IT service functions
' described in the service artefacts
B =Number of IT service functions specified
UAr-2 Demonstration What proportion of IT service func- X=A4/B
overa tions i ered by demonstration . .
coverage orz R Joverec by cemo 0 A = Number of IT service functions that are
features to help users understand :
. . covered by demonstration features
the appropriateness of the service
functions to their needs? B = Number of IT service functions requir-
ing demonstration features to help users un-
derstand the appropriateness of the service
functions to their needs
a  Seryice artifagtsiinclude service plan, service report etc.
7.3.3 |Learnability measures

Learnability measures are used to assess the degree to which an IT service can be learned by users
to achieve a specified level of effectiveness, efficiency, freedom from risk and satisfaction within a
specified amount of time and context of use.
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Table 7 — Learnability measures

specified time period using a
user guide?

ID Nam Name Description Measurement function
ULe-1  User guide What proportion of IT service X=A/B
completeness flflrl}((j:g?ons is described in a user A =Number of IT service functions described in a
§ ' user guide
B = Number of IT service functions that should be
described in a user guide
ULe-2—User guide What proportion of user gutde 15 X = 4/8
effectiveness effective for users to operate IT . . ,
: A =Number of IT service functions inla user
systems by themselves without . .
. guide which enables users to operate-T systems
the support of an IT service :
(Yo by themselves without the suppost-of an IT ser-
provider? ! )
vice provider
B = Number of IT service functions described in a
user guide
ULe-3  User guide What proportion of IT service =~ X=A/B
efficiency functions can users learnin a

A = Number of ITservice functions that us
learn in a specified time period

ers can

B = Numbetof IT service functions descrilped in a
user guide

7.3.4 Operability measures

mation of human effort time
estimates needed to complete
the functions by users?

Dperability measures are used to assess the degree to,which an IT service has attributes that make it
pasy to operate and control.
Table 8 —-Qperability measures
ID Name Description Measurement function
UOp-12 Message clarity What proportion of messages X=A/B
from IF ervice functllons '8 A = Number of messages which are described
clearly described which enables
clearly enough to enable users to operateland
user to operate and control the . X . )
. : ) control the service without making trial and
service without trial and error?
error
B = Number of messages implemented
UOp-2 Understandable To what extent is the service X=A/B
categerization  categorization understandable A = Number of service categories that arq under-
of service to the intended users :
standable to the intended users
B = Number of service categories used
UOp-3 IT service What proportion of autom- X=A/B
automation atable IT service fqnctlon_s IS~ Number of fully-automated IT servick
fully-automated without inter- :
. . : functions
vention of the service provider
or human support? B = Number of automatable IT service functions
UOp-4 Effort time What proportion of IT service X=A/B
estimability functions provides the infor-

A = Number of IT service functions providing
the information of human effort time estimates
to complete the functions by users

B = Number of IT service functions

a

Messages should provide all possible information that enables users to understand how to operate and control.
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7.3.5 User error protection measures
User error protection measures are used to assess the degree to which an IT service protects users
against making errors.
Table 9 — User error protection measures
ID Name Description Measurement function
UUe-1 Avoidance of user What proportion of user ac- X=A/B
operation error tloqs and 1nputs 'S protecged A = Number of user actions and inputs that are
against causing any error? :
actually protected from causing any errors
B = Number of user actions and inputs that
should be protected from causing any errors
UUe-2 User error What proportion of user errors X=A/B
i ?
correction can be corrected: A = Number of user error which.are corrected
B = Number of user error,which could occur
during operation
7.3.6 |[Accessibility measures
Accessipility measures are used to assess the degree to which an IT setVvice can be used by people with
the widest range of characteristics and capabilities to achieve a spegified goal in a specified context of use
Table 10 — Accessibility measures
ID Name Description Measurement function
UAc-12p¢  Accessibility for To what extent can intended X=A/B
users with disa- - users with specific dlsabl.htles A = Number of IT service functions successfully
bilities successfully use the services . RS,
. Y : usable by users with specific disabilities
(with assistive technology if
appropriate)? B = Number of IT service functions provided
UAc-24 Language What proportionof languages X=A/B
- : ; ”
supportability  required is spported: A = Number of languages actually supported
B = Number of languages specified in the speci-
fications to be supported
a  Spefific disabilities include cognitive disability, motor disability, hearing/voice disability, visual disability and so on.
b Thelrange of capabilities-includes disabilities associated with age.
¢ Any|person becomes®possibly a user with limited cognitive, physical, hearing or visual ability under specific situations
or envirpnments, for example, in darkness, in low atmospheric pressure at high altitude, in water and so on.
d  When users u§e'an IT service in a language from other than native one, they often experience operational errors and
sometinpes giveup'without achieving their intended goals. Such a case is one example of decreasing accessibility and causes
misundg¢rstanding of the service outputs. Therefore, language support should be considered, specified and implemented
for user from various countries.
7.3.7 Courtesy measures

Courtesy measures are used to assess the degree to which the IT service is provided in a polite,
respectful and friendly way.

10
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Table 11 — Courtesy measures

ID Name Description Measurement function
UCo-1 Courteous ser-  What proportion of the IT X=A/B
vice language, service functions is delivered

B = Number of IT service functions

A = Number of IT service functions that are de-

behaviour and using language, behaviour and . . . .
. ng‘anguag livered using language, behaviour and attitude
attitude attitudes that are courteous to
the user? that are courteous to the user

NUTE 1 Courteous service language, benaviour, and attitude can be medsured throughn user satistaction surveys

NOTE 2 ‘Courteous service language’ means using user-friendly words instead of IT specific terminologies.

7.4 Security measures

7.4.1 General

Security measures are used to assess the degree to which an IT service protects both user’s asg
hecess to their information so that users have the degree of information-access appropriate
evels of authorization.

NOTE This document focuses on security measures of the IT service, and security measures for §
product are in ISO/IEC 25023.

7.4.2 Confidentiality measures

Confidentiality measures are used to assess the degree to which an IT service ensures that d
hccessible only by authorized users.

NOTE This explanation is modified from ISO/IECTS 25011 to clarify its meaning.

Table 12.— Confidentiality measures

ets and
fo their

oftware

ata are

ID Name Description Measurement function

SCo-1 Access What proportion of confidential X=A/B
controllability data items is protected from unau-

trolmfethods access controls? - .
R dential information that has access cor

. A = Number of confidential data items pro-
therized accesses? .
tected from unauthorized accesses
B = Number of confidential data items that
require access control
SCo-22 Completenress  What proportion of the methods X=A/B
of agCess con-  for accessing confidential data has A = Number of methods for accessing cpnfi-

trols

?
that data’ ized to access that information

formation

toprotect
confidential B = Number of methods for accessing cpnfi-
information dential information specified

S€o-3 Effectiveness =~ What proportion of the accesses of X=1-A4/B
of confidential- confidential dataisnotmadebyvun-
) . . . ¢ A=Number of accesses of confidential infor-
ity protection authorized people trying to access

mation made by people who are not author-

B = Number of accesses of confidential in-

a2 Examples of access controls include login, biometric authentication, etc.
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Integrity measures

Integrity measures are used to assess the degree to which an IT service prevents unauthorized access
to or modification of data whether accidently or intentionally.

NOTE The definition of integrity in ISO/IEC TS 25011 is different from the definition in ISO/IEC 27001.
Table 13 — Integrity measures
ID Name ngscl:iption Measurementfunction
SIn-1 Data integrity =~ What proportion of the data X=1-A4/B
ftems IS not mo.dl.fled 4°C" 4 = Number of data items that are modified
dentally or maliciously? . .
accidentally or maliciously
B = Number of data items which requirelintegrity
7.4.4 |[Traceability measures

Tracealpility measures are used to assess the degree to which the IT service outcomes can be traced tq

or fromnj

the user needs.

Table 14 — Traceability measures

ID Name Description Measurement function
STr-12 User audit trail How complete is the audit X=A/B
completeness  trail concerning the user ac- A = Number of accesses recorded in all logs
cess to the system and data?
B.&Number of accesses to system or data required
to be traced
STr-2 Traceability What proportion of out: X=A/B
completeness comes of the service fugg: A = Number of IT service functions where out-
tions can be traced.bagk to
comes can be traced back to or from user needs
or from user needs?
B =Number of IT service functions
a  Trageability is the sub-characteristic of security, “user audit trail completeness” measure is defined in the security
point of [view.
7.5 IT service reliability measures
7.5.1 |[General
IT service reliability,méasures are used to assess the degree to which an IT service provides consistent

and staple IT service outcomes.

7.5.2

Continuity measures

S ma oo ciiac o 1o dtao sccacc thodogranto bbb th A TT cni oo e i dad e d o 1l oo

Contind

Ty TIICOSUT CS AT Ca ST TtOaSSCo S Tt O ET C CTOvWITICIT ChC T T SCT vV ICT TS proviIiaCoanacT ol tOT es5eeantt

circumstances, including mitigating the risks resulting from interruption to an acceptable level.

12
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Table 15 — Continuity measures

Table 16 — IT service recoverability measures

ID Name Description Measurement function
RCo-1 Coverage of IT  What proportion of the risks X=A/B
service continu- that coqld cause IT SEIVICE N 4 — Number of risks that are addressed in the IT
ity plan terruption is specified in the ) A
: L service continuity plan
IT service continuity plan?
B = Number of risks that could cause interrup-
tions to IT services
RCo-2 Completeness  What proportion of the risks— X = 4/B
o.f IT service hSt.Ed n th? IT services contl- ) _ Number of risks addressed in the IT|sefvice
risk prevention nuity plan is addressed with - ) X
: . . . continuity plan that are addressed @ith defined
actions defined prevention actions? . .
prevention actions
B = Number of risks addressedinl the IT service
continuity plan
RCo-3 Completeness  What proportion of the risks X=A/B
O.f IT service hSFed n th? IT services conti- A = Number of riskS listed in the IT servicgs con-
risk mitigation nuity plan is addressed with . . / o 1.
; . e : tinuity plan thatis, addressed with risk mitiga-
actions defined mitigation actions? . .
tion actions
B = Numberof risks listed in the IT servicep conti-
nuity plan
RCo-4 Effectiveness What proportion of IT service X=41~A/B
O.f IT service mitigation actions r_edl_lces A=Number of mitigation actions that failefl to
risk mitigation subsequent IT service inter- L :
: e prevent subsequent IT service interruptiors dur-
actions ruptions? : ; . L
ing simulation training
B = Number of mitigation actions in the IT $ervic-
es continuity plan
NOTE Examples of risk can be the interruption ofservice, the delay of service function completion, etc.
7.5.3 IT service recoverability measures

T service recoverability measunésare used to assess the degree to which, in the event of an interpuption
pr a failure or disaster, the original IT service and its functions and data can be re-established and
made accessible.

ID Name Description Measurement function
RRc-1 Effectiveness of What proportion of functions X=A/B
Lecovery Ofth? I.T servicels recgvered A = Number of functions of the IT service recov-
to original state after inter- . . .
. . . ered to the original state after the interrugtion or
ruption or failure, or disaster ) .
. : X failure/disaster events have occurred
events listed in the IT service
recovery plan has occurred? B = Number of functions of the IT service tTat
have heen stonned
rr
RRc-2 Timely recovery What proportion of interrup- X=A4/B

tion or failure, or disaster
events is resolved within the
time requirement specified in
the service level agreement
and service contract?

A = Number of interruption or failure/disaster
events that are resolved within the time require-
ment of the service level agreement and service
contract

B = Number of interruption or failure/disaster
events

© ISO/IEC 2021 - All rights reserved
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7.5.4 Availability measures

Availability measures are used to assess the degree to which an IT service is available to users
when needed.

Table 17 — Availability measures

ID Name Description Measurement function
RAv-1 IT service How much of IT servicesat- X=1-A/B
availability 1sty the availability require-

A = Time duration of IT service not available due

men ified in an SLA? . . . .
ents specified inan S to interruption, failure or disaster events

B = Availability requirements specified in an'SLA

NOTE Hxample of availability requirements can be described as service downtime, MTTF (mean time to failure); etc.

7.6 Tangibility measures

7.6.1 |General

Tangibility measures are used to assess the degree to which the tangible_aspects of the IT service
effectiely communicate and support the service.

NOTE The term tangibility is newly defined and is different from thedefinition in ISO/IEC 20000-1.

7.6.2 |Visibility measures

Visibility measures are used to assess the degree to whichusers have insight into the capabilities of the
IT servjce, how they will be delivered and progress toward their completion during delivery.

Table 18 — Visibility measures

ID Name Description Measurement function
TVi-1 Visibility of IT What proportion of IT service X=A/B
service functions functions provides adequate

A = Number of IT service functions which
have provided adequate information about
when and how the service functions will be
delivered

delivery information to users about when
and howsthe service function is to
be-delivered?

B =Number of IT service functions which
need information when user using the service

TVi-2 Visibility of TI' What proportion of service X=A/B

service functions functions provides adequate

progress information to let users know the
progress toward completion?

A =Number of IT service functions which
provide adequate information to let users
know the progress toward completion

B= Number of IT service functions which
can provide the progress information when
using the service

NOTE Information can be about when the IT service output is delivered, how the IT service functions are provided, etc.

7.6.3 Professionalism measures

Professionalism measures are used to assess the degree to which the content of the IT service is based
on appropriate education, skill, expertise and qualification.
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Table 19 — Professionalism measures

ID Name Description Measurement function
TPr-1 Process conform- To what extent does the IT ser- X=A/B
ance maturity vice function personnel follow

i ?
the defined process? following the defined process

A = Number of IT service function persons

B =Number of IT service function persons

TPr-22 Personnel What proportion of the people X=A/B

quatification providing IT Services nas appro-
priate credentials or experience
for the services they deliver?

A = Number of the people providing]’
vices who have appropriate credentid
experience for the services they deliv|

B = Number of the peopleproviding I
services

[ ser-
Is or
er

I

TPr-3b IT service devel- What proportion of IT service X=A/B
oper profession- developers has appropriate
alism credentials for the services they

develop?

A = Number of the IT service developg
have approprniate credentials for the
they develdp

B = Nuraber of the IT service developg

rs who
ervices

a  Appropriate credentials mean the education, expertise and qualification appropriate for an IT service.

b Aservice developer is an individual who is involved in the specification,development, or testing of an IT servi

7.6.4 IT service interface appearance measures

T service interface appearance measures are used to assess the degree to which the interfac
service has an appearance or other physical propetties that are pleasing and satisfying for the

Table 20 — IT service interface appearance measures

b of the
ser.

A = Number of service interfaces that 4

i ?
fying to users? pleasing and satisfying to users

B = Number of service interfaces throt
which users interact

ID Name Description Measurement function
Tla-12 User interface Whatproportion of user X=A/B
appedrance 1nter_faces h?S an appearance -, _ Nymber of user interfaces having gdppear-
satisfaction that is pleasing and satisfying : : e
ance that is pleasing and satisfying to lisers
to users?
B = Number of user interfaces describgd in
the service requirement
Tla-2b IT serviceintérface ~What proportion of service X=A/B
satisfaction interface is pleasing and satis-

gh

a  Thewser interface can be described in the design documents, user interface prototype, etc.

b~ _ The service interface implies the interaction point between users and IT service providers.

7.7 Responsiveness measures

7.7.1 General

Responsiveness measures are used to assess the degree to which an IT service responds and provides

outcomes in a prompt and timely way.

© ISO/IEC 2021 - All rights reserved
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7.7.2 Timeliness measures

Timeliness measures are used to assess the degree to which an IT service delivers outcomes within
time limits.

Table 21 — Timeliness measures

ID Name Description Measurement function

RTi-1 IT service deliv- What proportion of service func- X=A/B

ery timeliness  tions1s delivered within time limits
required by a service level agreement
and service contract?

A = Number of IT service functions delivered
on time as required by service level agree-
ment and service contract

B = Number of IT service functionsto-be
delivered

7.7.3 |Reactiveness measures

Reactiveness measures are used to assess the degree to which the IT service promptly responds to user
requests.

Table 22 — Reactiveness measures

ID Name Description Measutrement function
RRe-12| Response What proportion of service requests X</A/B
timeliness is processed within the response

A = Number of the service requests that
are processed within the response time
specified in the service level agreement and

time requirements specified in the
service level agreement and seryiée

contract? .
service contract
B = Number of the service requests
RRe-2bf Responsiveness What proportion of requests for X=A/B
of request for modifications or enhancements to

A = Number of requests for modifications or
enhancements to service functions that are
responded to within time limits specified
in service level agreement and the service
contract

modification and service functions.istresponded to

enhancement within time lifmits specified in the
service level'agreement and the ser-
vice contract?

B = Number of requests for modifications or
enhancements by users

a2 The|response time requirements can be specified in the SLA and service contract or decided by discussion with
stakeholders.

b Auger request shoudd be within the scope of the SLA and service contract.

¢ Response methods and time limits depend on the SLA and service contract.

7.8 ITservice adaptability measures

7.8.1 General

IT service adaptability measures are used to assess the degree to which an IT service can configure
itself or be modified to meet new needs.

7.8.2 Customizability measures

Customizability measures are used to assess the degree to which the IT service can be customized at
the request of users.
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Table 23 — Customizability measures

customizability

interface elements can be custom-
ized by users?

ID Name Description Measurement function
ACu-1 IT service func-  What proportion of the service X=A/B
tion customiza- functions is customized by users . .
e . y A = Number of IT service functions that can
bility for their needs? .
be customized
B = Number of IT service functions that need
to be customized
ACU-27 User Interface Witat proportion of graphicat user X =4/B

A = Number of graphical user interfad
ments which can be customizéd-by us

B = Number of graphical user'interfad
ments which need to he'cuStomized b

e ele-
ers

e ele-
y users

a  Graphical user interface means a form of user interface that allows users to interact with,the functions d
services through graphical icons.

f the IT

7.8.3

Initiative measures

nitiative measures are used to assess the degree to which the IT-service recognizes users’ ga
service suggests changes to meet users’ needs.

Table 24 — Initiative méeasures

als and

implementing
accepted change
suggestions

change suggestions is actually
implemented?

ID Name Description Measurement function
Aln-1 Satisfaction of How do the service functions X=A/B
’ : ’ 7
users’ goals satisfy users’ goals? A = Number of IT service functions sqtisfy-
ing users’ goals
B =Number of IT service functions
Aln-2 Proactive change How proactively does the service X=A/B
Suggestion pro‘”fier suggest changes to meet A =Number of IT service functions tHat the
users’.needs? . X
service provider suggests to change
B =Number of IT service functions rgquired
to be changed to meet users’ needs
Aln-3 Change suggés-y~ What proportion of suggestionsis X=A4/B
i ?
tion acceptapce  accepted by users A = Number of change suggestions acgepted
by users
B = Number of change suggestions by the
service provider
Aln-4 Effectiveness of ~ What proportion of accepted X=A/B

A = Number of change suggestions im
mented

ple-

In] DL 1 L 1 b
D = INUuIliuc<l1 Ul Luausc DUSSCDLIUIID dl
for implementation

epted

NOTE 1 Change suggestions mean here proposal by IT service providers to improve the service.

NOTE 2 The initiative can derive not only from the service itself but from internal assessments, evaluations, lessons
learned and other sources of improvement recommendations.
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