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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
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Introduction

0.1 General

There is an increasing recognition that the software components of critical real-time applications can be
demonstrated as predictable. This is particularly the case for a hard real-time system, in which the failure
of a component of the system to meet its timing deadline can result in an unacceptable degradation of the
whole system. The choice of a suitable design and development method, in conjunction with supporting tools
that enable the real-time performance of a system to be analysed and simulated, can lead to a high level of
confidence that the final system meets its real-time constraints.

Traditkonal methods used for the design and development of complex applications, which coricentrate
primafily on functionality, are increasingly inadequate for hard real-time systems. This is bécats¢ non-
functipnal requirements such as dependability (e.g. safety and reliability), timeliness, memory usage and
dynamic change management are left until too late in the development cycle.

The tijaditional approach to formal verification and certification of critical real-time systems has bgen to
dispense entirely with separate processes, each with their own independent thread-of control, and [to use
a cyclic executive that calls a series of procedures in a fully deterministic manner~Such a system becomes
easy tp analyse but is difficult to design for systems of more than moderate complexity, inflexible to change,
and ngt well suited to applications where sporadic activity can occur and where‘error recovery is impgrtant.
Moredver, it can lead to poor software engineering if small procedures mustbe artificially constructedl to fit
the cyflic schedule.

The u$e of the Ada programming language has proven to be of great'value within high-integrity ang real-
time gpplications, albeit via language subsets of deterministiciconstructs, to ensure full analysability of
the cdde. Such subsets have been defined for ISO/IEC 8652:1987 (conventionally known as “Ada 13" by
langugge users), but these have excluded tasking on the grounds of its non-determinism and ineffi¢iency.
Subsefjuent advances in the area of schedulability analysis have allowed hard deadlines to be checked, even
in the presence of a run-time system that enforces preremptive task scheduling based on multiple prigrities.
This valuable research work has been mapped onteya number of new Ada constructs and rules that have
been‘%corporated into the Real-Time Annex of the Ada language Standard (ISO/IEC 8652:2023, Annex D).

This gvolution has opened the way for these tasking constructs to be used in high integrity subsets| while
retainfing the core elements of predictability and reliability.

The Ravenscar profile is a subset of thetasking model as defined in ISO/IEC 8652:2023. Itisrestricted tp meet
the repl-time community requirementsfor determinism, schedulability analysis and memory-boundefdness,
and isfalso suitable for mapping te.asmall and efficient run-time system that supports task synchronigzation
and communication, and whicl_c¢an be certifiable to the highest integrity levels. The concurrency model
promated by the Ravenscar profile is consistent with the use of tools that allow the static properties of
programs to be verified. Applicable verification techniques include information flow analysis, schedulability
analydis, execution-order-analysis and model checking. These techniques allow analyses of a systen} to be
perforimed throughout-its development life cycle, thus avoiding the common problem of discovering only
during system integration and testing that the design fails to meet its non-functional requirements.

It is importantto note that the Ravenscar profile is silent on the non-tasking (i.e. sequential) aspects|of the
language. Ferexample, it does not dictate how exceptions should, or should not, be used. For any application
in thelintended domain, it is likely that Constralnts on the sequentlal part of the language will be req uired.
Theselcan be : ecution
time 1nf0rmat10n to be derived for the sequent1al code. See ISO/IEC TR 15942 fora detalled dlscussmn on all
aspects of static analysis of sequential Ada.

The Ravenscar profile has been designed such that the restricted form of tasking that it defines can be used
even for software that should be verified to the very highest integrity levels. The Ravenscar profile has
already been included in ISO/IEC TR 15942.

0.2 Structure

The document is organized as follows. The motivation for the development of the Ravenscar profile is given
in Clause 4. Clause 4 also includes the definition of the profile as specified by ISO/IEC 8652:2023 (the Ada
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Standard); the definition is included here for convenience, but this document is not the definitive statement
of the profile. In Clause 6, the rationale for each aspect of the profile is described. Examples of usage are then
provided in Clause 7. The need for verification is an important design goal for the Ravenscar profile: Clause 8
reviews the verification approach appropriate to Ravenscar programs. Finally, in Clause 9 an extended
example is given.

0.3 Conventions

For all Ada-related terms, this document follows the style of the ISO/IEC 8652:2023 (the Ada standard): it
uses a distinct font where there is a reference to defined syntax entities (e.g. delay relative statement).

© ISO/IEC 2025 - All rights reserved
vii


https://standardsiso.com/api/?name=850feadd25799370b24ac90dffc829c2



https://standardsiso.com/api/?name=850feadd25799370b24ac90dffc829c2

Technical Specification ISO/IEC TS 24718:202

5(en)

Information technology — Programming languages —
Guidance for the use of the Ada Ravenscar Profile in high
integrity systems

1 Sdtope
This document provides guidance on the use of the Ravenscar profile for concurrent Ada software int
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execu
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ification up to, and including, the very highest levels of integrity.
5 end, this document provides a complete description of the motivations behind theRavenscar g

w how conformant programs can be analysed, and to give examples of usage.

hs, those responsible for defining company or project guidelines, and a€adémics. Familiarity w

prmative references

are no normative references in this document.

erms and definitions
e purposes of this document, the following terms and definitions apply.
d IEC maintain terminology databases for.use in standardization at the following addresses:

0 Online browsing platform: available at https://www.iso.org/obp

C Electropedia: available at https://www.electropedia.org/

f operation performed‘by a task that is guaranteed to always produce the same effect as if i
ed in total isolation-and without interruption

bd
g for mutuahy exclusive access to a shared resource that is currently held by a lower priority ta

bounLed error

imple

ended

rofile,

h-time
th the

[ were

entation- or language-defined error in the application program whose effect is predictab

e and

documented

3.4

ceiling priority
static default priority of a shared resource greater than or equal to the highest priority of any accessing task

3.5

context switch

replac

ement of one task by another as the executing task on a processor

© ISO/IEC 2025 - All rights reserved
1


https://www.iso.org/obp
https://www.electropedia.org/
https://standardsiso.com/api/?name=850feadd25799370b24ac90dffc829c2

3.6

ISO/IEC TS 24718:2025(en)

critical region
sequence of statements that appear to be executed indivisibly

3.7

critical task
task whose deadline (3.10) is significant and whose failure to meet its deadline can cause system failure

3.8
cyclic

executive

system scheduler that uses procedure calls to execute each periodic process in a predetermined sequence at

a predetermined rate

39

cyclic
perioc
task w

3.10
deadl

maxinmum time allowed to a task to produce a response following its invocation

3.11
deadl
situat

3.12

dynarnic testing

analys
Note 1

3.13
epilog
code €

3.14

event
task v
stimu

3.15
finali
opera

Note 1
3.16

jitter
variat

task
ic task
hose execution is repeated based on a fixed period of time

ine

pck
on in which a group of tasks (possibly the whole system) block €ach other permanently

is method that determines properties of the software-by observing its execution

to entry: See static analysis (3.28).

ue
xecuted by the Ada run-time system to finish service to protected calls

triggered task
'hose invocation is triggered either by an asynchronous action by another task, or by an ex
us such as an interrupt

yation
ion which occursfor'controlled objects at the point of their destruction

to entry: SeedSO/IEC 8652:2023, 7.6 for further information.

jonrin‘time between the occurrence of a periodic event and a period of the same frequency

ternal

3.17

livelock
situation in which several tasks (possibly comprising the whole system) remain ready to run, and execute,
but fail to make progress

3.18

liveness
system property implying that a set of tasks will reach all desirable states

© ISO/IEC 2025 - All rights reserved
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3.19

mode change

change in operating characteristics of a system that requires a co-ordinated change in the operation of
several different processes in the system

3.20

monitor

module containing one or more critical regions (3.6) such that all variables potentially accessed under
mutual exclusion are hidden and all procedure calls are guaranteed to execute with mutual exclusion

3.21
mute
lockinig mechanism used to ensure mutually exclusive access to a shared resource

3.22
overhlead
execution time within the Ada run-time system which is included in the schedulability analysis

3.23
priority inversion
situatfon in which a high-priority task is blocked (3.2) waiting for a shared respurce (including the professor
itself)|currently in use by a low-priority task

3.24
race dondition
timing condition that causes processes to operate in an unpredictable sequence so that operation [of the
systern can be incorrect

3.25

ready
state ¢f a task when it is no longer suspended (3.29) (butnot necessarily executing, depending on available
processor resources)

3.26
safety
systerh property implying that a set of taské-cannot reach any undesirable state from any desirable state

3.27
sporadic task
event-triggered task (3.14) with defined minimum inter-arrival time

3.28
staticlanalysis
group|of analysis technigui€s that determine properties of the system from analysis of the program sourde code

Note 1|to entry: Seedynamic testing (3.12).

3.29
suspended
state ¢f a'task when its execution is stopped due to execution of a language-defined construct that wdits for
a giventime (e.g. a delay statement) or an event

3.30

suspending operation

operation which causes the current task to be suspended (3.29) until released by another task, a timer event
or an interrupt handler

3.31

suspension object

Ada construct which is used for basic task synchronization, i.e. suspend and resume, which does not involve
data transfer

© ISO/IEC 2025 - All rights reserved
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Note 1 to entry: See ISO/IEC 8652:2023, D.10.

3.32
time-triggered task
task whose invocation is triggered by the expiry of a delay set by that task

3.33
worst-case execution time
maximum bound on the time required to execute some sequential code

have these programs implemented reliably and efficiently.

nd its
hnd to

This clause examines mainly scheduling theory, as this is the main driver for the definition of the restrictions
of the| Ravenscar profile. In addition, there is a subclause that summarize$ other program verification

techniques that can be used with the profile.

4.2

4.2.1| General

State-pf-the-art research in scheduling theory has found, that accurate analysis of real-time behav
possiljle given a careful choice of scheduling or dispatching method together with suitable restricti
the inferactions allowed between tasks. An example,gf\a scheduling method is fixed priority pre-ef
schedtiling, in which each process has a static priority and the scheduler ensures that the currently se
proce

Fixed{priority pre-emptive scheduling is“nermally used with a Priority Ceiling Protocol (PCP) to
unboynded priority inversion and the+isK of circular deadlock on access to shared resources. Adop
the P(P provides a model suitable for the analysis of concurrent real-time systems. The approach suj
cyclic(and sporadic activities, theinotions of hard, soft, firm, and non-critical application compqg
and controlled communication(and synchronization among application components. It is also scalg
programs for distributed and‘multiprocessor systems.

Tool spipport exists for RMA and RTA, and for the static simulation of concurrent real-time program
primafy aim of analysing the real-time behaviour of a system is to determine whether it can be schg
in sud

4.2.2 L_Tasks characteristics

Scheduling theory

our is
bNs on
nptive
lected

s is the ready process with the highest priority. Examples of analysis schemes are rate monptonic
analydis (RMA)[2] and response time analysis (RTA).L¢]

avoid
fion of
bports
nents,
ble to

s. The
rduled

h a way that)it/is guaranteed to meet its timing constraints. Whether the timing constraints are
appropriate for meeting the requirements of the application is not an issue for scheduling analysig
verifidation requires a more formal model of the program and the application of techniques such as
checking, see\4.5.

. Such
model

The various tasks in an application will each have timing constraints, which correspond to deadlines.

Each task is classified into one of the following four basic levels of criticality according to the importance of
meeting its deadline.

Hard: a hard deadline task is one that is required to meet its deadline. The failure of such a task to meet

its deadline can result in an unacceptable failure at the system level.

Firm: a firm deadline task is one that is required to meet its deadline under “average” or “normal”
conditions. An occasional missed deadline can be tolerated without causing system failure (but can

© ISO/IEC 2025 - All rights reserved
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4.2.3 | Scheduling model

At any
if progessor time is made available. Others are suspended, meaning that they cannot execute until
event jpccurs, or blocked, meaning that they await access to a shared resource that is currently excly
owned by another task. Suspended tasks can become ready synchronously (as a result of an action
by a qurrently running task) or asynchronously (as a result of an external event; such as an interr
timeofit, that is not directly stimulated by the current task).

With priority-based pre-emptive scheduling on a mono-processor, a priority.istassigned to each task a
scheduiler ensures that the highest priority ready task is always executingIf a task with a priority
than the currently running task becomes ready, the scheduler performs a'context switch, as soon as it
enablg the higher-priority task to begin or resume execution. The terfn “pre-emptive” indicates that th
occur pecause of an asynchronous event (i.e. one that is not causedby the running task).

ISO/IEC TS 24718:2025(en)

result in degraded system performance). There is no value, and thus there is a system-level degradation

of service, in completing a firm task after its deadline.

Soft: a soft deadline task is also one that is required to meet its deadline under “average” or “normal”
conditions. An occasional missed deadline can be tolerated without causing system failure (but can
result in degraded system performance). There is value in completing a soft task even if it has missed its

deadline.

Non-critical: a non-critical task has no strict deadline. Such a task is typically a background task

that performs activities such as system logging. Failure of a non-critical task does not endang
performance of the system.

er the

moment in time, some tasks can be ready to run, meaning that they are able to execute.instrulctions

some
sively
taken
upt or

nd the
higher
Can, to
is can

Tasks will normally be required to interact as a result of contention for shared resources, exchange of data,

and tHe need to synchronize their activities. Uncontrolledcuse of such interactions can lead to a num
problgms:

The restricted schéduling model that is defined by the Ravenscar profile is designed to minimi
upper|bound ofi"blocking time, to prevent deadlocks and (via tool support) to verify that there is suf]
processing poewer available to ensure that all critical tasks meet their deadlines.

In thig model, tasks do not interact directly, but instead interact via shared resources known as pro

b' I 1 4+ PEpn | 1o i H 1 A | 1l i 1 _C iy Ls 1
0 ]eC - LAUIDN PpruttliTu UUJTLl Ty pitdlily pPprUvVIUTS TIULITT d TTSUUTTLT 4dliTSS LUIILTUT TUIICLIUIT (IIICIU

Unpbounded priority inversion (also known as blocking): where a high-priority task is blocked aw
a resource in use by a low-priority task. As aresult, ready tasks of intermediate priority can hold
hilgh priority task for an unbounded amount of time since they will run in preference to the low p
talsk that has locked the resource.

Deadlock: where a group of tasks (possibly the whole system) block each other permanently
cifcularities in the ownership of-and the contention for shared resources.

Livelock: where several tasks (possibly the whole system) remain ready to run, and do indeed e
byt fail to make progress‘due to circular data dependencies between the tasks that can never be b

Miissed deadline: wheérea task fails to complete its response before its deadline has expired due to f]
sych as system overjoad, excessive pre-emption, excessive blocking, deadlocks, livelocks or overr

ber of

aiting
up the
riority

Hue to

ecute,
roken.

actors
[1ns.

ve the
ficient

tected

ing a

repository for the private data to manage and implement the resource), or a synchronization function, or a
combination of both.

A protected object that is used for resource access control requires a mutual exclusion facility, commonly
known as a monitor or critical region, where a maximum of one task at a time can have access to the object.
During the period that a task has access to the object, the task is not allowed to perform any operation
that can result in it becoming suspended. Ada directly supports protected objects and disallows internal
suspension within these objects.

© ISO/IEC 2025 - All rights reserved
5


https://standardsiso.com/api/?name=850feadd25799370b24ac90dffc829c2

ISO/IEC TS 24718:2025(en)

A protected object that is used for synchronization provides a signalling facility, whereby tasks can signal
and/or wait on events. In the Ravenscar profile definition, the use of protected objects for synchronization
by the critical tasks is constrained so that at most one task can wait on each protected object. A simplified
version of wait/signal is also provided in the Ravenscar profile via the Ada real-time annex functionality
known as suspension objects (see ISO/IEC 8652:2023, D.10). These can be used in preference to the protected
object approach for simple resumption of a suspended task, whereas the protected object approach should
be used when more complex resumption semantics are required, for example, including deterministic (race-
condition-free) exchange of data between signaller and waiter tasks.

The Ravenscar profile definition ensures the absence of deadlocks by requiring use of an appropriate locking
policy. This policy requires a ceiling priority to be assigned to each protected object that is no lower than
the highest priority of all its calling tasks, and results in the raising of the priority of the task thatiq using
the protected object to this ceiling priority value. In addition to the absence of deadlocks, this polidy also
allowq an almost optimal time bound on the worst-case blocking time to be computed for use'within the
schedyilability analysis, thereby eliminating the unbounded priority inversion problem. Thi§time bound is
calculpted as the maximum time that the object is in use by lower-priority tasks. Therefore, the smaller
the wprst-case time bound for this blocking period, the greater the likelihood that-the task set will be
schedtpilable.

The upe of priority-based pre-emptive dispatching defines a mechanism for cheduling. The schefduling
policy| is defined by the mapping of tasks to priority values. Many differefit schemes exist for different
tempdral characteristics of the tasks and other factors such as criticality, What most of these schemes
requirle is an adequate range of distinct priority values. Ada and the Rayénscar profile ensure this.

The Ada programming language also provides another facility to help control object sharing: the gtomic
aspect. All reads and updates applied to an object marked with the atomic aspect are indivisible. Morjeover,
all tasks of the program (on all processors) that read or update an object marked atomic will see thg same
order [of updates, as that marking also makes the object welatile. The language defines such reads and
updates as interactions of the program with the external’eénvVironment (memory in this case). Howeyer, for
safe sharing of atomic objects, static assurance of a profier read/write protocol is highly recommended. In
order to map Ada to the scheduling model being discussed here, however, protected objects are the pifimary
and pteferable abstraction as they are inherently safe.

4.3 Mapping Ada to the scheduling medel

The analysis of an Ada application that'makes unrestricted use of Ada run-time features including tasking
rendetzvous, select statements and abert is not currently feasible. In addition, the non-deterministiic and
potentially unbounded behaviour‘tef many tasking and other run-time calls can make it impossible to
provide the upper bounds on exécution time that are used to perform schedulability analysis and scheduling
simulgtion. Thus, Ada coding'style rules and subset restrictions should be followed to ensure that all code
within critical tasks is statically time-bounded, and that the execution of the tasks can be defined in tefms of
response times, deadlines,cycle times, and blocking times due to contention for shared resources.

The application is dee@mposed into a number of separate tasks, each with a single thread of control, with all
interaftion between these tasks identified. Each task has a single primary invocation event. The tasks are
categdrized as‘time-triggered (meaning that they execute in response to a time event), or event-triggered
(mearnfing that they execute in response to a stimulus or event external to the task). If a time-triggered task
receives dregular invocation time event with a statically-assigned rate, the task is termed periodic or|cyclic.

Protected objects are introduced to provide mutually exclusive access to shared resources (e.g. for
concurrent access to writable global data) and to implement task synchronization (e.g. via some event
signalling mechanism). This decomposition is normally the result of applying a design methodology suitable
to describe real-time systems.

In order to be suitable for schedulability analysis, the task set to be analysed should be static in composition
with all its dependencies between tasks set via protected objects. Tasks nested inside other Ada structures
incur unwanted visibility dependencies and termination dependencies. Therefore, this model only permits
tasks to be created at the library level, at system initialization time.

Hence, in the Ravenscar profile, all tasks in the program are created at the library level.
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Another consequence of requiring a static task set for schedulability analysis purposes is that the Ravenscar
profile prohibits the dynamic creation of tasks and protected objects via allocators. This implies that
the memory requirements for the execution of the task set (e.g. the task stacks) are resolved prior to, or
during, the elaboration of the program. In addition, the Ravenscar profile prohibits the implementation
from implicitly acquiring dynamic memory from the standard storage pool (see ISO/IEC 8652:2023, 13.11.
The data structures that are required by the run-time system should either be declared globally, so that
the memory requirements can be determined at link time, or in such a way as to cause the storage to be
allocated on the stack (of the environment task) during elaboration of the run-time system.

The Ravenscar profile places no restrictions on the declaration of large or dynamic-sized Ada objects in the
application other than prohibiting the implementation from implicitly using the standard storage pool to
acquitle the storage for these objects. The storage that holds such objects can be allocated on the task ptack.

4.4 Non-preemptive scheduling and Ravenscar

The dé¢finition of the Ravenscar profile requires a pre-emptive scheduling of tasks. Howeyer, a similar profile
can bg¢ defined that specifies non-pre-emptive execution. Much of the material and guidélines contaiped in
this dpcument would also apply to the non-pre-emptive case. Non-pre-emptive impleméntation for a mono-
processor is in between the cyclic executive approach and the pre-emptive taskihg approach with fegard
to ease of timing analysis, flexibility with regard to change, and responsivenéess to asynchronous gvents.
In compmon with the cyclic executive approach, there is no contention for shared resources, and therg¢ is no
need to analyse the impact from asynchronous events. There is still, howevern, the need to break up long code
sequehces using voluntary suspension points (e.g. a delay until statémeht with a wakeup time arghment
that denotes a time in the past) to obtain reasonable responsiveness texasynchronous events.

4.5 Pther program verification techniques

4.5.1 | General

In addition to the provision of support for schedulability analysis, the rationale behind the Ravé¢nscar
profilg definition is also to support other static prggram verification techniques, and to simplify the formal
certification process. The following clause discusses these other techniques briefly.

4.5.2 | Static analysis

Static[analysis is recognized as a valuable mechanism for verifying software. For example, it is mandated
for safety critical applications thattare certified to the UK Defence Standard 00-55.[4] Industrial expefrience
showgthat the use of static analysis during development eliminates classes of errors that can be hard to find
during testing. Moreover, these errors can be eliminated by the developer before the code has been compiled
or entgred into the project's ¢onfiguration management system, saving the cost of repeated code revigw and
testing which ensues fromfaults that are discovered during testing.

Staticjanalysis as a-technology has a fundamental advantage over dynamic testing. If a program propgrty is
shown) to hold using static analysis, then the property is guaranteed for all scenarios. Testing, on theg other
hand, |can denjonstrate the presence of an error, but the correct execution of a test only indicates that the
program behaves correctly for the specific set of inputs provided by the test, and within the specific cpntext
that the téstharness sets up. For all but the simplest systems, exhaustive testing of all possible combinations
of inputvalues and program contexts is infeasible. Typically, test cases are devised to represent|broad
classes of inputs, so that tests can be created that use a representative value from each possible input class.
However, complex program state contexts are usually only creatable during integration and system testing,
when it can be very difficult to simulate all possible operational states. Further, the impact of correcting
errors that are found only at this stage of the lifecycle is generally large in comparison to errors found during
development.

There are many methods of static analysis. By using combinations of these methods, a variety of properties
can be guaranteed for a program. The following list of forms of analysis is drawn from a study of a variety of
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standards presented in ISO/IEC TR 15942. 8.3.1 discusses how these analyses can be applied in the context
of a concurrent Ravenscar profile program.

— Control flow

Control flow analysis ensures that code is well structured and does not contain any syntactically or
semantically unreachable code.

— Data flow

Data flow analysis ensures that there is no executable path through the program that would result in
access to a variahle that does not have a defined value. Data flow analysis is only feasible on caode that
has valid control flow properties.

— Infformation flow

Information flow analysis is concerned with the dependencies between inputs and“outputs yithin
the code. It checks the specified dependencies against the implemented dependencies to g¢nsure
cqnsistency. To be effective, information flow analysis should be performed with knowledge |of the
system requirements. It can be a powerful tool for demonstrating properties‘such as non-interference
bé¢tween critical and non-critical data.

— Symbolic execution

Syymbolic execution generates a model of the function of the software in terms of parallel assignments
off expressions to outputs for each possible path through the code: This can be used to verify the code
wijithout the need for a formal specification.

— Fgrmal code verification

Fgrmal code verification is the process of proving the code is correct against a formal specification of its
rgquirements. Each operation is specified in terms(of'the pre-conditions that should be satisfied for the
o%eration to be callable, and the post-conditions that hold following a successful call to the operation.

The verification process demonstrates that, given the pre-conditions, execution of the operation glways
gives rise to the post-conditions. The level of proof depends on the information provided in the formal
specification. This can vary depending on-the aspects of the code that should be verified; this caph vary
frpm the proof of a single invariant right up to full functional behaviour.

Proof of absence of run-time errors’is a special form of formal code verification. This does not rgquire
the provision of a formal spetification of the program. Instead, formal code verification techpiques
aile used to demonstrate that; at every point in the code where a run-time error can occur, the pre-
cqnditions on execution of that code and the current set of data values in the expression guarantge that
the run-time error cannot occur. This is a very valuable property to be able to demonstrate, especially in
systems where the eccurrence of an unexpected run-time exception is generally unrecoverable, and the
oVyerhead of dynaini¢ defensive mechanisms for preventing all such faults is unacceptable.

4.5.3 | Formal-analysis

The formalanalysis of concurrent programs has been a fruitful research topic for a number of years. Cprrent
standard techniques allow many important properties of programs to be statically checked.

Concurrent programs, while more expressive than their sequential counterparts, have a number of distinct
error conditions to address during program development. The most common of these is deadlock, where
all processes are blocked on a synchronization primitive with no processes left to undertake the necessary
unblocking actions. In general, a concurrent program should possess two important properties:

1. Safety: the system of tasks should not get into an unsafe (undesirable) state (for example, deadlock or
livelock).

2. Liveness: all desirable states of the task are reached eventually (that is, useful progress should always
be made).
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In a real-time concurrent system, "liveness" becomes "bounded liveness" as desirable states should be
reached by known deadlines.

Ada, like all other engineering languages, does not have its semantics defined in a formal mathematical way.
Hence, it is recommended to link a model of the program with the program itself. This link cannot be formal
but can be precise. The use of standard patterns for Ada tasks helps this linkage. The formal model can be
derived from the code or, more likely in an engineering process, the model is derived from requirements,
and the code is obtained via a series of refinements from the model.

There are two general forms for these models and two methods of extracting properties (behaviours)
from these descriptions. First, an algebraic form can be used in one of the concurrency languages that does
have mﬂmmmﬂf@mus of
Commfunicating Systems (CCS).[16] The other more common approach is to view the program as argollection
of statle-transition systems.

Verifi¢ation comes either from a proof theoretic approach or via model checking. An algebraic descijiption
can be proved to be deadlock-free, for example, by the use of a theorem prover. Alternatively, a|state-
transifion description (or an algebraic one) can be exercised by an exhaustive search 6f the set of states the
program can enter. This 'checking of the model' can deduce that all safe states, and 10 unsafe states, gan be
reached.

The disadvantage of model checking is that an explosion of states can make\timpossible to termingte the
searcll. However, there have been considerable (and continuing) advances_in the tools for model chgcking,
and npw sizeable systems can be verified in a respectably small number of hours of processing time.
Theorem proving does not have this problem, but it is a more skilled*activity and theorem proving tools
are ndt simple to use (i.e. the verification process is not automati¢) A proof theoretic approach also has the
advantage that it can show that a property is true "for any number/of tasks", whereas model checking ¢annot
generdlize in this way. For example, it can show that it is true.for six client tasks, say, but this claim ddes not
hold automatically for seven or more tasks. Combinations¢of)proof and model checking are possible apd are
the supject of current research.

For real-time systems, it is possible to add time tosthe concurrency model and to then validate temporal
aspects of program. Timed versions of formalisinis such as CSP exist and state-transition systems$ with
clockgallow timing requirements to be expressed and subsequently verified by model checking. A common
formalism for this type of state-transition system is called timed automata. Again, tool support for model
checking sets of timed automata is well advanced. One of the very useful features of model checking tpols is
that they all produce a well-defined cotinter example for any failed check.

4.5.4 | Formal certification

In order to achieve formal-certification of a software architecture and of its Ada implementation, it is
recomimended to provideverification evidence of safety and reliability of the Ada run-time system gs well
as for|the application-specific components. The run-time system that is needed to implement the dyjnamic
semar]tics of the fulkAda concurrency model is complex, and the number of states that can be represented
by its|dynamic data structures is large. As a result, it is very challenging for a commercial Ada vendor to
produge certification evidence to the highest integrity levels for an entire Ada run-time system.

The Ravenscar profile definition greatly reduces the size and complexity of the run-time system, to simplify
the prjocess of providing evidence of its safety and reliability. Ada concurrency features that have major
impactefthe-run-time-systemSsemanties—stechasabort-asyrehronous—transfer-of-eontrelmultiple entry
queues each with a list of waiting tasks, requeue statements, task hierarchy and dependency, and finalization
actions of local protected objects, are eliminated. As a result, it is possible to create not only a small and
highly efficient run-time system implementation, but also one that is amenable to the forms of verification
applicable to sequential code as described in ISO/IEC TR 15942, which can then be used as evidence to
support the formal certification of an entire software system to the highest integrity levels.
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The Ravenscar profile definition

5.1 Background

The 8th International Real-Time Ada Workshop (IRTAW) was held in April 1997 in Ravenscar, UK. Two
position papers!Z-8] led to an extended discussion on tasking profiles. By the end of the workshop, the
Ravenscar profile had been defined[1% in a form that is almost identical to its current specification.

At the 9th IRTAWILL (March 1999), the Ravenscar profile was again discussed at length. The definition was
reaffirmed and clarified. The most significant change was the incorporation of Suspension Objects. An Ada

Letters pnppr[m] became the de facto dpfining statement of the Ravenscar prnfﬂp

By th¢ 10th IRTAWILZ] (September 2000), many of the position papers were on aspects of the-Rav
profil¢ and its use and implementation. No major changes were made, although an attempt to standard
the reptriction identifiers was undertaken.

At the|11th IRTAW3] (April 2002), the formal definition of the profile as formulated by, the Ada Rapp
Group|(ARG) was agreed. It was confirmed that the Ravenscar profile requires task dispdtching policy]
Withip_Priorities and locking policy Ceiling_Locking.

Since P002, the Ravenscar profile has been a formal part of the definition of Ada. Each time the lan
is upgraded, the profile is revisited to make sure that it continues to have-the right set of restriction
series|of IRTAW workshops continues to review the Ravenscar profile’s definition. The last review too}
at the [19th IRTAW, in April 2018.

5.2

The definition of the Ravenscar profile is now included, inISO/IEC 8652:2023 (the Ada Standard|
definition is reported here for information only.

An application requests the use of the Ravenscar profile by means of the configuration pragma Profil
the Rqvenscar identifier:

There|are, in general, two distinct ways of defining the details of a profile: either by defining what is i
by dedlaring those parts of Ada that age hot. The official definition specifies the restrictions that are 1
to reduce the full tasking model to Ravenscar. However, this gives a rather negative definition. The
this sybclause introduces the profile by focusing on the features it does contain.

Following from the discussionJon verification in 4.5, an adequate set of tasking features is define
Ravenscar profile allows ptograms to contain:

Definition

p¥fagma Profile (Ravenscar);

Task types and objects, defined at the library level.

Protected typé&s and objects, defined at the library level, with a maximum of one entry per obje
wijith a magimum of one task queued at any time on that entry. The entry barrier can only be a
Bpoleanwariable (or a Boolean literal).

Atomic and Volatile aspects.

bnscar
ize on

brteur
FIFO_

guage
s. The
t place

). The

e with

h it, or

eeded
refore,

d. The

ct and
single

Delay_until statements.

Ceiling_Locking policy and FIFO_Within_Priorities dispatching policy.

The E’Count attribute for protected entries except within entry barriers.

The Ada.Task_Identification package plus task attributes T'ldentity and E'Caller.
Synchronous task control.

Task type and protected type discriminants.
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— The Ada.Real_Time package.

— Protected procedures as statically bound interrupt handlers.

— Static allocation of task to cores on a multicore (or multiprocessor) platform so that each core hosts a
separate set of tasks, to which the Ravenscar profile’s scheduling and locking policies apply locally.

Together, these form a coherent set of features that define an adequate language for expressing the
programming needs of statically defined real-time systems.

5.3 Summary of implications of pragma Profile (Ravenscar)

The fq
Some
certai
Raven

The p1

)
j
I
)

6 R

6.1

ragma
ragma
ragma
ragma

llowing restrictions apply to the alternative mode of operation defined by the Ravenscar j
restrictions require language features to be omitted, others can be achieved by simply requitin
h defined (standard) library packages are not incorporated into the program that is conforming
scar profile (i.e. there is no semantic dependency on the specified package).

ofile is defined as follows (see ISO/IEC 8652:2023, D.13):

Task Dispatching Policy (FIFO Within Priorities);
Locking Policy(Ceiling Locking);
Detect Blocking;
Restrictions (
No Abort Statements,
No Dynamic Attachment,
No Dynamic CPU Assignment,
No Dynamic Priorities,
No Implicit Heap Allocations,
No Local Protected Objects,
No Local Timing Events,
No Protected Type Allocators,
No Relative Delay,
No Requeue Statements,
No Select Statements,
No_ Specific Termination*Handlers,
No Task Allocators,
No Task Hierarchy,
No Task Terminatioen,
Simple Barriersy
Max Entry Queue Length => 1,
Max Protecfed Entries => 1,
Max Task Entries => 0,
No Dependence => Ada.Asynchronous Task Control,
No Dépendence => Ada.Calendar,
No Dependence => Ada.Execution Time.Group Budgets,
O\ Pependence => Ada.Execution Time.Timers,
No” Dependence => Ada.Synchronous_ Barriers,
No Dependence => Ada.Task Attributes,
No Dependence => System.Multiprocessors.Dispatching Domains) ;

ationale

General

rofile.
g that
to the

This clause provides a description of each restriction, a detailed rationale for the imposition of each
restriction and some general discussion about how to work within the restrictions while still retaining
flexibility in the design and coding processes.

6.2 Ravenscar profile restrictions

6.2.1 Static existence model

The restrictions listed below ensure that the set of tasks and interrupts to be analysed is fixed and has static
properties (in particular, base priority) after program elaboration. If a variable task set were to exist, then it
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would be impractical to perform static timing analysis of the program because of the dynamic nature of the
requirements for execution time and the meeting of deadlines.

N

o_Task_Hierarchy
(see ISO/IEC 8652:2023, D.7) No task depends on a master other than the library-level master.

The restriction No_Task_Hierarchy prevents the declaration of tasks local to procedures or to other
tasks. Thus, tasks may only be created at the library level, i.e. within the declarative part of library

level package specifications and bodies, including child packages and package subunits.

2Z.

o_Task_Allocators

The restriction No_Task_Allocators prevents the dynamic creation of tasks yia the execution
allocators (see ISO/IEC 8652:2023, 4.8)

o_Task_Termination

(see ISO/IEC 8652:2023, D.7) All tasks are non-terminating. It isimplementation-defined what hg
if a task attempts to terminate. If there is a fall-back handler(set for the partition it should be
when the first task attempts to terminate.

(see ISO/IEC 8652:2023, D.7) There are no allocators for task types or types containing task subcom-

ponents.

pf Ada

ppens
called

The restriction attempts to mitigate the hazard that can be caused by tasks terminating silently.

Real-time tasks normally have an infinite loop as their last outermost statement.

o_Specific_Termination_Handlers

(see ISO/IEC 8652:2023, D.7) There isno use of a name denoting the Set_Specific_Handler and Spe-

cific_Handler subprograms in TaskTermination.

The restriction No_Specific_Termination_Handlers ensures that the only termination handler d|
for the program is a fall-back handler (see ISO/IEC 8652:2023, C.7.3).

o_Abort_Statements

(see ISO/IEC 865272023, D.7) There are no abort_statements, and there is no use of a name de
Task_Identification.Abort_Task.

The restriction No_Abort_Statements ensures that tasks cannot be aborted. The removal of

efined

noting

abort

statements (and select then abort) significantly reduces the size and complexity of the run-tinge sys-

temzit also reduces non-determinacy.

No_Dynamic_Attachment

(see ISO/IEC 8652:2023, D.7) There is no use of a name denoting any of the operations defi

ned in

package Interrupts (Is_Reserved, Is_Attached, Current_Handler, Attach_Handler, Exchange_Handler,

Detach_Handler, and Reference).
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The restriction No_Dynamic_Attachment excludes use of the operations in predefined package Ada.
Interrupts, which contains primitives to attach and detach handlers dynamically during program
execution. In conjunction with restriction No_Local_Protected_Objects (see below) this implies that

interrupt handlers can only be attached statically using Attach_Handler applying to protecte

d pro-

cedures within library-level protected objects. Note the types and names defined in Ada.Interrupts

can be used.

No_Dynamic_Priorities

6.2.2

The re
proteq
accesy
amend

N

Z.

(cnn IQ(\I/IE(1 QA':Z:Z“ZQ‘ D_"7) There areno-semantic r‘npnndnnninc on-the par‘lzagn Ada Dunam

c_Pri-

........ d nth AdaDynam
orities, and no occurrences of the attribute Priority.

The restriction No_Dynamic_Priorities disallows the use of the predefined package' Ada.D
ic_Priorities, thereby ensuring that the priority assigned at task creation is unchanged durin
execution, except when the task is executing a protected operation, during which time it in
the ceiling priority. Protected objects also have unchanging ceiling priorities ¢this follows frc
restriction to not use the Priority attribute (see ISO/IEC 8652:2023, 4.1.4).

o_Local_Timing_Events

(see ISO/IEC 8652:2023, D.7) Timing events are declared only atlibrary level.

The restriction No_Local_Timing_Events prevents the declatation of timing events local to procg
or tasks. Thus, Timing_Events may only be created at thé library level.

Static synchronization and communication model

strictions listed below are a natural consequencg.0f the static existence model, since a locally de

ynam-
g task
herits
m the

pdures

clared

ted object is meaningless for mutual exclusien and task synchronization purposes if it can oply be

ed by one task. Furthermore, a static set ofgrotected objects should be used to render the pr
ble to schedulability analysis.

o_Local_Protected_Objects
(see ISO/IEC 8652:2023, D.7) Protected objects are declared only at library-level.
The restriction No_Local) Protected_Objects prevents the declaration of protected objects 1

subprograms, tasks, or-other protected objects.

o_Protected_Type_Allocators

bgram

cal to

(see ISO/TE€ 8652:2023, D.7) There are no allocators for protected types or types containing profected

type subcomponents.

Phe restriction No Protected Typp Allocators prevents the dynqmir creation of prnfpt‘fnd fa

via Ada allocators (see ISO/IEC 8652:2023, 4.8).

No_Select_Statements

(see ISO/IEC 8652:2023, D.7) There are no select statements.

© ISO/IEC 2025 - All rights reserved
13

bjects


https://standardsiso.com/api/?name=850feadd25799370b24ac90dffc829c2

ISO/IEC TS 24718:2025(en)

Max_Task_Entries= >N

(see ISO/IEC 8652:2023, D.7) Specifies the maximum number of entries per task.

For the Ravenscar profile, the value of Max_Task_Entries is zero.

The restrictions Max_Task_Entries = > 0 and No_Select_Statements prohibit the use of Ada rendezvous for
task synchronization and communication. This ensures that these operations are achieved using only the

two syipported task synchronization primitives: protected object entries and suspension objects; b

which|

6.2.3

The R
alloca

pool or a user-defined storage pool via explicit allocators. However, if there is no application-level vig

or cor
recom

N

Z.

6.2.4

The fdllowingrestrictions ensure deterministic execution:

Max_Protected_Entries= >N

exhibit the time-deterministic execution properties needed for static timing analysis.

Deterministic memory usage

avenscar profile contains two restrictions that are designed to prevent implicit“dynamic m
Fion by the implementation. The Ravenscar profile does not prevent the use ©of the standard s

trol over how the storage in the standard storage pool is managed, the use of this pool is
mended.

o_Implicit_Heap_Allocations

(see ISO/IEC 8652:2023, D.7) There are no operations thatimplicitly require heap storage allo
to be performed by the implementation. The operations that implicitly require heap storage allo
are implementation defined.

The restriction No_Implicit_Heap_Allocations prevents the implementation from allocating m
from the standard storage pool other than as part of the execution of an Ada allocator.

o dependence on Ada.Task_Attributes
(see ISO/IEC 8652:2023, C.7.2) Therelare no semantic dependencies on the package Ada.Task_Attr

The restriction No_Task_Attributes_Package prevents use of the predefined package Ada.Ta
tributes (see ISO/IEC 8652:2023, C.7.2), which is used to dynamically create attributes of eag
in the application. Attnibitte creation can cause implicit dynamic allocation of memory. Alt
an implementation is_allowed to statically reserve space for such attributes and then to im
restriction on usage)it is felt that support of this feature is not compatible with the static naf
Ravenscar programs.

Deterministic execution model

oth of

EMory
forage
ibility
hot be

cation
cation

EMory

butes.

sk_At-
h task
hough
bose a
ure of

(see ISO/IEC 8652:2023, D.7) Specifies the maximum number of entries per protected type. The bounds
of every entry family of a protected unit are static or defined by a discriminant of a subtype whose

corresponding bound is static.

For the Ravenscar profile, the value of Max_Protected_Entries is 1.
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Max_Entry_Queue_Length = >N

(see ISO/IEC 8652:2023, D.7) Defines the maximum number of calls that are queued on an

entry.

Violation of this restriction results in the raising of Program_Error exception at the point of the call.

For the Ravenscar profile, the value of Max_Entry_Queue_Length is 1, and a call can only be queued

on a protected entry, since Max_Task_Entries is 0.

Restrictions Max_Protected_Entries = > 1 and Max_Entry_Queue_Length = > 1 ensure that at most

one task can be suspended waiting on a closed entry barrier for each protected object which i

used

90

Z.

as a task synchronization primitive. This avoids the possibility of queues of task calls formihg
entry, with the associated non-determinism of the length of the waiting time in the queue.
avoids two or more barriers becoming open simultaneously as the result of a protected|actioy
the associated non-determinism of selecting which entry should be serviced first. The testrictid
enables a tight time bound on the epilogue code to be determined.

The Max_Entry_Queue_Length restriction can only be checkable at run time, in which case

is consistent with the Ada rule that states that Program_Error exception is raised upon callin
pend_Until_True if another task is waiting on that suspension object.(ien pragma Detect_BI
is enabled as it is in the Ravenscar profile) (see ISO/IEC 8652:2023; D.10). An application can f
restrict a Ravenscar program so that only one task is able to calkofie specific entry. A static che
then be provided, but this goes beyond what the Ravenscar profile defines.

When the restriction Max_Entry_Queue_Length = > 1 is in fofee, Queuing_Policy (see [SO/IEC 8652
D.4) has no effect, since there are no queues.

imple_Barriers

(see ISO/IEC 8652:2023, D.7) The Boolean expression in an entry barrier is either a static expr
or a name that statically denotes a compofiént of the enclosing protected object.

execution time and absence of side €ffects for the evaluation of entry barriers at the epilogue
tected actions within a protectedobject that is used for task synchronization. There is also sc¢
additional optimization by the implementation since the barrier value is either static or can b

If the application requires composite entry barrier expressions, this can be achieved by deq
an additional Boolean-in the protected data and assigning the composite expression to the B
whenever its evaluation result can change. The Boolean variable used for the barrier expres
declared withjn'the protected object (or type).

0_Requeune(Statements

(see ISO/IEC 8652:2023, D.7) There are no requeue statements.

on an
[t also
1, with
nalso

viola-

tion would result in the raising of the Program_Error exception at the point of the entry call. This

g Sus-
bcking
irther
ck can

12023,

ession

The restriction Simple_Barriers, coupled with Max_Protected_Entries = > 1, ensures a determjinistic

bf pro-
pe for
e read

directly from one of the protected object components, without needing to be computed sepajrately.

laring
bolean
sion is

The restriction No _Requene Statements ensures deterministic task release from protected

entry

barriers used for task synchronization. The requeue statement in Ada causes the current caller of a
protected entry to be requeued to a different entry dynamically, thereby making it difficult to perform

static analysis of task release.

No dependence on Ada.Asynchronous_Task_Control

(see ISO/IEC 8652:2023, D.13) There are no semantic dependencies on the package Ada.Asynchro-

nous_Task_Control.
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The restriction No_Asynchronous_Control excludes the use of asynchronous suspension of execution.
This ensures that task execution is temporally deterministic. See also the comments made on restric-

tion No_Abort_Statements in 6.2.1.

No_Relative_Delay

The r¢striction No_Calendar ensures that all timing is performed using-the high precision afforded

time
type.

device
much foarser precision than the real-time clock, due to the ne€d to support a 200-year range and caf]
backward or forward in the event of calendar adjustments (e.g., leap years, leap seconds). Its use ca

resul

6.2.5

Tore

Ravenjscar profile, in particular, time-triggered tasks.

A Ravenscar runtime can“monitor the execution time of tasks, but it does not support the sharing
execution-time budget within a group of tasks. Neither does it require a handler to be executed if
executes beyond_ d\defined level of execution time (hence the next restriction). This simplifies the ry
but makes it harder to construct programs that can recover from timing errors.

Z.

(see ISO/IEC 8652:2023,D.7) There are no delay relative statements,and thereisno useofa
that denotes the Timing_Events.Set_Handler subprogram that has a Time_Span parameter.

name

The restriction No_Relative Delay prohibits use of the delay relative statement based on type

and should be used for accurate release of time-triggered tasks.

o dependency on Ada.Calendar

(see ISO/IEC 8652:2023, D.13) There are no semantic dependencies on.the package Ada.Calen

flype in package Ada.Real_Time (see ISO/IEC 8652:2023, D.8), pt.by an implementation-define
[he Ada.Real_Time time type has a precision of the same arder of magnitude as the real-time

tlin less accuracy in task release times.

Simple run-time behaviour

duce the overheads associated with supporting the full Ada model, some features are removed fr

No dependency on Ada.Execution Time.Group_Budgets

(see ISO/IEC 8652:2023, Dit3) There are no semantic dependencies on the package Ada.Execution
Group_Budgets.

No dépendency on Ada.Execution_Time.Timers

Duration. This statement exhibits non-determinism with respect to the absolute time at which the
delay expires in the case when the delaying task is pre-empted after calculating the specified r¢lative
delay, but before actual suspension occurs. In contrast, the delay until statement is.determifinistic

Har.

by the
1 time
clock

on the underlying processor board. In contrast, the titmhe)type in package Calendar generally has

1 jump
n thus

m the

| Time.

of an
a task
ntime

Q
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Timers.

6.2.6 Parallel semantics

" Time.

More recent definitions of the Ada language have included features that provide more control over the
execution of multi-tasking programs on parallel hardware. Such hardware includes multiprocessors (with
various memory configurations), multi-core processor and various forms of heterogeneous architectures.
The definition of the Ravenscar profile has been extended to deal with these forms of truly parallel (rather
than just concurrent) execution. The basic approach chosen for the Ravenscar profile has been to support the
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static allocation of tasks to processors. Conformance with this choice is achieved by applying the following
restrictions:

N

0_Dynamic_CPU_assignment

The abbreviation CPU stands for Central Processing Unit, and can be understood as “processor”. All of
the tasks in the partition will execute on the same processor, unless the programmer explicitly uses

aspect CPU to specify the task-to-processor assignment (see ISO/IEC 8652:2023, D.13).

This results in tasks being statically assigned to processors.

Z.

Z.

6.2.7

The s
result
restri

6.3

6.3.1

The t
Priori

6.3.2
Thelo

o dependency on Ada.Synchronous_Barriers

(see ISO/IEC 8652:2023, D.13) There are no semantic dependencies on the package-Ada.Sy}
nous_Barriers.

Synchronous barriers (see ISO/IEC 8652:2023, D.10.1) are used on some forms of parallel har¢
Asthey can be programmed by the user in a Ravenscar application, the use6f the predefined ps
is not explicitly supported by the Ravenscar profile.

o dependency on System.Multiprocessors.Dispatching_Domains

(see ISO/IEC 8652:2023, D.13) There are no semantic dependencies on the package System
processors.Dispatching_Domains.

Dispatching domains allow more structured approaches to parallel execution to be supporte

therefore not included in the Ravenscar profile,

Implicit restrictions

bt of restriction identifiers for Adazdoes not represent an orthogonal set of restrictions wi
that some restrictions are implied\by others. For example, restriction No_Select_Statements i
rtion Max_Select_Alternatives will be set to zero.

Ravenscar profile dynamic semantics

Task dispatching-policy

sk dispatching)policy that is associated with pragma Profile(Ravenscar) is set to FIFO_W
[ies (see ISOMEC 8652:2023, D.2).

LocKing policy
rKing policy thatgoes with pragma Profile(Ravenscar)issetto Ceiling_Locking (seeISO/IEC8652:202

hchro-

lware.
iIckage

Multi-

l. Cur-

rently, this leads to programs that are deemed to*be beyond what can be easily analysed; they are

th the
mplies

([ithin_

3,D.3).

This p

therefore maximizes the schedulability of the task set when pre-emptive scheduling is used

6.3.3

Queuing policy

olicy provides one ol the lowest worst-case blockKing times Ior contention for shared resources, and

The queuing policy is not meaningful for pragma Profile(Ravenscar) since no entry queues can form. Thus,
queuing policy identifiers FIFO_Queuing and Priority_Queuing have no effect.
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6.3.4 Additional run-time errors defined by the Ravenscar profile

ISO/IEC 8652:2023 (the Ada Standard) defines a number of concurrency-related run-time checks that can
lead to the raising of an exception. The Ravenscar profile restrictions greatly reduce the quantity of these
checks, and thus the number of exception cases that can occur. The two concurrency-related run-time checks
that apply to Ravenscar programs are:

a) detection of priority ceiling violation as defined by Ceiling_Locking policy;

b) detection of violation of not more than one task waiting concurrently on a suspension object (via the
Suspend_Until_True operation).

The Ravenscar profile introduces some additional concurrency-related checks that are potentially dételctable
only af execution time:

¢) the maximum number of calls that are queued concurrently on an entry is not alléwed to ¢xceed
one. Program_Error exception is raised if the error occurs [pragma Restrictions(Max_Entry_Queue_
L¢ngth = > 1)];

d) all tasks are non-terminating [pragma Restrictions(No_Task_Termination)].

A conforming implementation documents the effect of a task that attempts to terminate. Possible effedts can
inclu

e) allowing the task to terminate silently;
f) holding the task in a permanent pre-terminated state;
g) ejecuting a task termination handler.

Whatgver action is taken by the implementation, the application cannot assume that full task termipation
actionis (including finalization) have been executed.

6.3.5 | Potentially-blocking operations in protécted actions

The Rpvenscar profile requires detection of'the following bounded error with the consequential raiging of
Program_Error exception:

— eyecution of a potentially-blocking.@peration during a protected action (pragma Detect_Blocking).

The Ravenscar profile definition-dees however significantly reduce the list of potentially-blocking operfations
that chn occur during a protected action. In particular, the following potentially-blocking operatiops are
elimirfated by the Ravenscarprofile definition:

— d select_statement
— dn accept <gEadtement
— a task-éntry call

— aMelay relative statement

- dll abortistatement
— task creation or activation
— an external requeue_statement with the same target object as that of the protected action.

The Ravenscar profile definition does not require detection, at compile time, of other potentially blocking
operations defined by the language standard (see ISO/IEC 8652:2023, 9.5.1). In this case, the detection may
occur at the point of execution of the potentially blocking operation within the called subprogram body.

The rationale for requiring detection of potentially-blocking operations in protected actions is to allow
a highly efficient and temporally deterministic implementation of Ceiling_Locking policy on a mono-
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processor. In effect, the ceiling priority alone is sufficient to provide mutual exclusion without the need to
use locks such as mutexes once it is guaranteed that the task cannot suspend co-operatively while inside
the protected operation. This form of locking is also non-queuing on a mono-processor, with the associated
benefit of removing the need to compute the worst-case duration that a task call can wait in the queue.

6.3.6 Exceptions and the No_Exceptions restriction

The general concern within high-integrity systems of the occurrence of unhandled exceptions is not
addressed directly by the Ravenscar profile since exceptions relate to the sequential, rather than the
concurrent, part of the language. Consequently, whereas an unhandled exception will cause a sequential
program to terminate, and hence offer an immediate opportunity for some program level control to invoke
recovgry actions, an unhandled exception during the execution phase of a concurrent program~g¢an go
undetgcted. In particular, an unhandled exception can cause any of the following effects:

— silent abandonment of the execution of an interrupt handler;
— silent termination of a task;
— piremature exit from a protected action.

The Rpvenscar profile statically avoids the possibility that an exception cane-raised by an entry Harrier
via the restriction Simple_Barriers. In addition, the Ravenscar profile impeses the restriction No|Task_
Termipation that requires the implementation to document the effect of.a task attempting to ternpinate.
Nevertheless, this is inadequate for most high integrity applications, that require static demonstration of
absenge of exceptions due to run-time check failure. Some techniquesyare presented in 8.3.3 to addrgss the
topic ¢f proof of absence of the concurrency-related run-time errers that can occur in a Ravenscar profile
program, using static analysis.

ISO/IHC 8652 includes the identifier No_Exceptions as a.valid argument for the Restrictions pragma. It
should be noted that the inclusion of this pragma does net provide a static guarantee of exception fr¢edom
- it mprely guarantees that the application code does\niot contain any explicit raise statement, nof code
generdtion for language-defined checks, nor any exception handlers. However, it is possible for an exception
to be ffaised automatically by the underlying hardivare, or by built-in code in the run-time system. There is a
docunjentation requirement on the implementation to define such cases (see ISO/IEC 8652:2023, H.4)

In addjition, the language standard defines-€xecution of a program to become erroneous if a language-defined
checkfis suppressed via restriction No/Exceptions and the conditions arise that would have caused the|check
to fail|(see ISO/IEC 8652:2023, H.4). This is consistent with the suppression of checks using pragma sugpress
(see I§0/IEC 8652:2023, 11.15). Sinee erroneous execution results in the behaviour of a program becpming
undefined, the recommendatiof for high integrity systems is that restriction No_Exceptions should only be
used in conjunction with verification and analysis techniques that can statically prove that no exceptions
due tq run-time check failure can occur. In this case, restriction No_Exceptions is providing the addjtional
safegyard that exceptieh\raising via explicit raise statements will be prohibited at compile time.

6.3.7 | Access to shared variables

The Ravensearvprofile requires all synchronization and communication between tasks and interrupt
handlérs towuse data that are guaranteed to have mutually exclusive access. This prevents any errqneous
execufion, that can arise if concurrent access (that includes a write operation) to the same unprofected

h L I P skt d C 1 i 1. P PRSI Al H £ £o11 o i .
Sharedavartaorets PCETIHIITITU. SULIT ALLTSS CUTILTUT IS PIUVIUTUIIIN AUd USTITE ULIT UL LIIT TUTTUW IS CUIIS UL CtS.

— aprotected object;
— asuspension object;
— an atomic object (to which the Atomic aspect applies).

This access control model applies to the operational phase of the application, after program initialization via
elaboration of library-level packages is complete. For each class of object above, it is possible to ensure that
its initialization is completed as part of program elaboration.
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There is an issue however, in that the semantics of Ada define task activation and interrupt handler
attachment to occur during library-level elaboration code for objects that are declared within library-level
packages. Consequently, it is the case that tasks will execute their declarative part and can proceed into
their sequence of statements, and that interrupt handlers can execute, prior to the elaboration code for
program initialization being completed. This scenario can give rise to the following undesirable effects:

— atask body or interrupt handler can suffer an access-before-elaboration exception;
— atask body or interrupt handler can access uninitialized data;

— atask body or interrupt handler can access unprotected data concurrently that it shares only with the

t raod oF cop bl bl okt o o g bl Aok ol o o
ICcdUu Ul LUITILTI UT UITdAdl 10 l.l\,l 1IUI lllllls CIIC Udild TITILIAdITIZAatIVUIL.

It is ppssible to program each task such that it suspends itself at the start of its sequence of statements,
but thiis is not possible for interrupt handlers (although an application can inhibit interrupts if the fevice
allowg). Furthermore, the code executed as part of task activation (prior to the suspension point) can
suffer|the effects listed above. In order to address this issue, the Partition_Elaboration,Pelicy is defiped in
ISO/IHC 8652:2023 (see 6.3.8).

6.3.8 | Elaboration control

The npw pragma Partition_Elaboration_Policy (see ISO/IEC 8652:2023, H.6).1s not part of the Ravenscar
profilg, but it is closely related to it. If given the argument Sequential, this defines an alternative elabagration
behavjour in which all tasks declared at the library level proceed“te their activation only after the
envirgnment task has completed all its elaborations and the main program is leaving its declarative| part.
It is only at that point that interrupt handlers are attached (so that no interrupt can be delivered earlier),
and alll tasks eventually start their concurrent execution. Thisspragma complements those that are defined
by thg Ravenscar profile and helps achieve the goal that controlled access to global shared variables|is met
during program initialization.

7 Examples of use

7.1 [General
This clause illustrates some simple patterns of use of the Ravenscar profile.

The Rpvenscar profile can be used with a variety of coding styles. However, if the user performs prpgram
analy{is, for example to check the-schedulability of the tasks, then the adoption of certain coding styles is
recommended. Indeed, a small-number of templates can cater for a large class of application needs. In 7.2 to
7.9, examples are given to ilustrate the straightforward use of the Ravenscar profile. Thereafter, in }.10 to
7.13, examples show howthe’'Ravenscar profile can deal with requirements that would appear to lie outside
of its qcope.

To copform with ¢he”Ada language specification as per ISO/IEC 8652:2023, aspects should be uped in
place pf most pragmas. Accordingly, all occurrences of the obsolete pragmas have been replaced with the
corregponding.aspect.

7.2 [yelic task

The task body for a cyclic (or periodic) task typically has, as its last statement, an outermost infinite loop
containing one or more delay until statements. The basic form of a cyclic task has just a single delay
statement either at the start or at the end of the statements within the loop. The Ravenscar profile supports
only one “time” type for use as the argument - Ada.Real_Time.Time, although a user-defined time type can
be used.

Task termination is considered an error condition in Ravenscar-compliant code since there is no dynamic
task creation (and hence the thread of control would be permanently lost). Hence, the loop that is presented
in the template below is infinite.
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A cyclic task will not usually contain any other form of voluntary-suspension statement in the infinite loop,
since this would undermine the schedulability analysis.

The Ravenscar profile supports the use of discriminants for task types and protected types. One use of a
discriminant is to set differing priorities for task objects or protected objects that are of the same type by
using it as the argument of the Priority aspect.

Discriminants can also be used to indicate the period of a cyclic task or other task parameters, including the
assigned priority.

EXAMPLE Cyclic Template

tdsk type Cyclic(Pri: System.Priority; Cycle Time: Positive)
with Priority => Pri;

task body Cyclic is
Next Period: Ada.Real Time.Time;
Period: constant Ada.Real Time.Time Span:=
Ada.Real Time.Microseconds (Cycle Time);
-- Other declarations as needed
b¢gin
-- Initialization code
Next Period:= Ada.Real Time.Clock + Period;
loop
delay until Next Period; -- Wait one whole period beforg'executing
-- Non-suspending periodic response code
-- May include calls to protected procedures
Next Period:= Next Period + Period;
end loop;
epd Cyclic;

-1t Declare two task objects of this type
Cl: Cyclic(20,200);
C?: Cyclic(15,100);

Cyclic| tasks normally exchange data through protected operations. In this coding style, there 4re no
protedted entries since the only activation eventis®n delay until. Conformance with the Ravenscar profile
involves all shared data being placed in protected objects to avoid corruption. As noted in 4.2.3, jtomic
objectfs can also be used to help share objects-safely, together with a read/write protocol statically proven
free of race conditions.

7.3 [Loordinated release of cyclic tasks

The simple example illustrated i’ 7.2 has two cyclic tasks that read the clock and then suspend for the time
duration specific in the constant "Period". It can however by useful for all such tasks to coordinat¢ their
start imes so that they share a common epoch. This can help to enforce precedence relations across|tasks.
To achlieve this, a protected object is used, which reads the clock on creation and then makes this clock value
availaple to all cycli¢.tasks.

EXAMPLE1 Protected object implementing an Epoch
pfrotected Epoch

wAtR Priority => System.Priority'Last
i

LULILLJI_ULL oLldl L,7¢i1uc LTLULII nda.r\calilj_ulc. Liul‘:,
private

Start: Ada.Real Time.Time:= Ada.Real Time.Clock;
end Epoch;

protected body Epoch is
function Start Time return Ada.Real Time.Time is
begin
return Start;
end Start Time;
end Epoch;
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A protected object is not strictly needed to this end, since a shared variable appropriately initialized will
suffice. A more robust scheme, which only reads the epoch time once a task actually needs it, is as follows.

EXAMPLE 2 Caller initialized Epoch

protected Epoch
with Priority => System.Priority'Last

is

procedure Get Start Time(T: out Ada.Real Time.Time);
private

Start: Ada Roal Time Timo:

First: Boolean:= True;
end Epoch;

pfotected body Epoch is
procedure Get Start Time(T: out Ada.Real Time.Time) is

begin
if First then
First:= False;
Start:= Ada.Real Time.Clock;
end 1if;
T:= Start;
end Get Start Time;
end Epoch;

This leads to the following further example.
EXAMPLE 3  Cyclic task with Offsets

tdsk type Cyclic(Pri: System.Priority; Cycle Times Rositive)
with Priority => Pri;

task body Cyclic is
Next Period: Ada.Real Time.Time;
Period: constant Ada.Real Time.Time Span:=
Ada.Real Time.Microseconds (Cycle Time);
-- Other declarations as needed
b¢gin
-- Initialization code
Epoch.Get Start Time (Next Period);
Next Period:= Next Period { Period;
loop
delay until Next Pexiod; -- Wait until next period after epoch
-- Non-suspending (periodic response code
-- May include calLI's to protected procedures
Next Period:= MNext Period + Period;
end loop;
efhd Cyclic;

7.4 [Lyclic tasksswith precedence relations

The use of priorities and a shared epoch can be used to enforce precedence between tasks with thg same
period, given that the application can be restricted so that the tasks do not block during executipn. An
alternptive'scheme is to use an offset in time. Here, scheduling analysis is used to ensure that each tagk has
been (.Uluplcu:d beforetherexttaskisTeteased:

EXAMPLE Cyclic task using Epoch

task type Cyclic(Pri: System.Priority;
Cycle Time, Offset: Natural)
with Priority => Pri;

task body Cyclic is
Next Period: Ada.Real Time.Time;
Period: constant Ada.Real Time.Time Span:=
Ada.Real Time.Microseconds (Cycle Time);
-- Other declarations
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begin

-- Initialization code
Next Period:= Epoch.Start Time + Ada.Real Time.Microseconds (Offset);
loop
delay until Next Period; -- Wait until next period after offset
-- Non-suspending periodic response code
-- May include calls to protected procedures
Next Period:= Next Period + Period;
end loop;

end Cyclic;

First: Cyclic(20,200,0);
Second: Cyclic(20,200,70); -- Required to complete with deadline 70

7.5

The t3sk body for an event-triggered task that conforms to the Ravenscar profile typicallyhas, as i
statenpent, an outermost infinite loop whose first statement is either a call to a protected*entry or

to Ad4

used when no other effect is required in the signalling operation; for example, no data are to be trans

from §

additipnal operations accompany the resumption of the event-triggered task.

An event-triggered task will not usually contain any other form of voluntary-suspension statement
infinite loop.

EXAMPLE An event-triggered task

b¢gin

ephd Sporadic;

Sp:

7.6 PBhared resource-control using protected objects

A protected objectsused to ensure mutually exclusive access to a shared resource, such as globa

typicd
used d
be use

should be‘used for information retrieval from the protected data, when the data remains unchanged.

- A suspension object, SO, 1is declared in a visiblegNlibrary unit and is
- set to True in another (releasing) task

vent-triggered tasks

.Synchronous_Task_Control.Suspend_Until_True using a Suspension Object. The-suspension oh

ignaller to waiter. In contrast, the protected entry is used for more elaborate event signalling

sk type Sporadic (Pri: System.Priority)
with Priority => Pri;

sk body Sporadic is
-- Declarations

-- Initialization code

loop
Ada.Synchronous Task Contrgly:Suspend Until True (SO);
-- Non-suspending sporadic.‘response code

end loop;

Sporadic(17);

Illy contains.Only protected subprograms as operations, i.e. no protected entries. Protected entr

ts last

a call
ject is
ferred
when

in the

data,
esare

nly for task'synchronization purposes where data exchange is involved. A protected procedure should

d when the internal state of the protected data are intended to be altered, and a protected fu

nction

[SO/IEC 865272023,79.5.1, 5tates that the USe of any form of voluntary-suspension statement durt

g the

execution of a protected operation is a bounded error. The Ravenscar profile requires, via pragma Detect_
Blocking, an implementation to detect this error (and hence to raise the Program_Error exception), other
than in the case when suspension is due to execution outside of the Ada environment, for example within an
underlying operating system call or within imported code that is written in another language.

Itis essential to choose the correct value for the ceiling priority of the protected object. By default, the value is
System.Priority’Last, unless the protected object contains interrupt handlers (see below). The chosen value
is recommended to be at least as high as the highest priority task that calls one of the protected operations.
If this is not the case, the Ada Reference Manual requires the Program_Error exception to be raised when a
task with a priority higher than the ceiling priority makes a call to one of the protected operations. However,
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if the ceiling value is higher than necessary, there can be an increase in the blocking time that high priority
tasks will suffer, and consequently a decrease in the overall schedulability of the system. Tool support can
be available to determine the optimal ceiling value when the calling sequences can be statically analysed.

EXAMPLE Use of protected object for mutual exclusion

protected Shared Data

with Priority => 10 -- All callers will have priority no greater than 10

is

function Get return Data; -- For some global type, Data
procedure Put(D: in Data);

private

Current+—Datai—— Shorad dot+to d 1l oratiocn

e

P

7.7

Task s
using

The s
Synch
primit
The u

The p
beas

hd Shared Data;

rotected body Shared Data is
function Get return Data is
begin

return Current;
end Get;
procedure Put(D: in Data) is
begin

Current:= D;
end Put;
pd Shared Data;

Task synchronization primitives

ynchronization, in the form of a wait/signal event model,~ean be achieved in the Ravenscar |
bither a protected entry or a suspension object, as described above for event-triggered tasks.

Ispension object is the optimized form for a simple suspend/resume operation. The packag
ronous_Task_Control (see ISO/IEC 8652:2023, D.10) is used to declare a suspension object, a
ives Suspend_Until_True and Set_True are used:for the suspend and resume operations respecti

se of protected objects with entries for taskisynchronization is restricted by the Ravenscar g
fotected object can have a maximum of one entry declaration. The entry barrier is recommen
mple value that is either a Boolean litéral or a Boolean variable that is part of the protected s

brofile

> Ada.
hd the
vely.

rofile.
ded to
rate. A

maximum of one task is allowed to wait o the protected entry at any time (see 6.2.4). These restrictions

provig
becon{
suspe

— D
off

Additional code can be)executed atomically as part of signalling by use of the bodies of the pro

opera
EXAM

P

i 3

e the necessary determinism i khowing which waiting task is serviced first when entry bz
e true, since there can be at most one such task call enqueued at it. This model is very similar
hsion object approach exceptithat:

hta can be transferred from signaller to waiter atomically (i.e. without risk of a race condition)
parameters to the ptotécted operations and additional protected data.

ions.
PLE Event-Triggered Tasks Suspending on a Protected Entry

rotected type Event (Ceiling: System.Priority)
Wigh Priority => Ceiling -- Ceiling priority defined for each object

rriers
to the

by use

tected

entry Wait (D: out Data);
procedure Signal (D: in Data);

private

Current: Data; -- Event data declaration
Signalled: Boolean:= False;

end Event;

protected body Event is

entry Wait (D: out Data) when Signalled is
begin

D:= Current;

Signalled:= False;
end Wait;
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procedure Signal (D: in Data) is
begin
Current:= D;
Signalled:=
end Signal;

end Event;

Event Object: Event (15);

task Event Handler

with Priority => 14; -- 1I.e. this must be not greater than 15

task body Event Handler is

b¢gin

7.8

To eng

sporadlic tasks so that they cannot execute more frequently than some agreed value. This is easily acl
delay until statement. Doing so however, introduces a second activation event into the cpde of

the ta
howey
This h

EXAM

t

7.9

The c(
becau

== DeClarations, INCIUding U Of TYDPE Data

-- Initialization code
loop
Event Object.Wait (D);
-- Non-suspending event handling code
end loop;
hd Event Handler;

Minimum separation between event-triggered tasks

5k’s outer loop. In general, this can make the task more difficult to analyse. In the following ex

Event Object.Wait. (D)’

Next:= Ada.Real Time.Clock + Minimum Separation;

-- Non-suspendihg event handling code

delay until WNexXt; -- this ensures minimum temporal separation
end loop;
hd Event_Handler;

Interrupt handlers

deof@an interrupt handler will often be used to initiate a response in an event-triggered task. |

ure the timely execution of all tasks in a system, it can be necessary-tg‘enforce a separation between

hieved

ample

er, it actually facilitates the analysis by ensuring a minimiim separation between task activations.
appens because the two activation events are in effect subséquent.
PLE Event-triggered task with minimum separation
sk Event Handler
with Priority(14);
sk body Event Handler is
-- Declarations, including D of type Data
Minimum Separation: constant Ada™Real Time.Time Span:=
-- some appropriate value
Next: Ada.Real Time.Time;
Egin
-- Initialization code
loop

his is

séthe code in the handler itself executes at the hardware interrupt level, and typically the majd

r part

of the processing of the response to the INterTupt 15 moved INto an event response task, which executes at a
software priority level with interrupts fully enabled.

In the previous example, if signalling is intended to be achieved via an interrupt, then the procedure Signal
should be defined as parameterless, and be identified as an interrupt handler by the aspect Attach_Handler.
This aspect includes an argument of type Ada.Interrupts.Interrupt_ID that identifies the interrupt to which
the handler applies.

The ceiling priority of a protected object that contains an interrupt handler is recommended to be in the

range

of System.Interrupt_Priority.
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EXAMPLE Interrupt handling via a protected entry

protected Interrupt Event

with Interrupt Priority => System.Interrupt Priority'Last

is

entry Wait (D: out Data);
procedure Signal
-- Must be parameterless
with Attach Handler => Some Interrupt Id;
-- Wait and Signal will execute with full interrupt lockout

private

end Interrupt Event;

7.10

710t
the R4

that fyll Ada covers. The tasking features of Ada represent a powerful setof abstractions for prograr

concu
drop 1
tricks

outside of the Ravenscar profile’s definition. These can often bé catered for by straightforward tech

thatb
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Current: Data; -- Event data declaration
Signalled: Boolean:= False;

Fotected body Interrupt Event is -- Similar to the code in the previous example
-- except that the setting of Current is obtained via a register during
-- the execution of Signal rather than as an in parameter

Catering for entries with multiple callers

venscar profile. It should not be assumed that the Ravenscar subseti5'able to deal with all situ

Frent and real-time systems. To gain predictability and efficiericy, the Ravenscar profile has
hany of these features, and it is not appropriate to reintroducé them via a combination of prograr
and conventions. However, situations can arise when a réquirement in just part of a program

bnefit from the other restrictions of the Ravenscar profile.

ibclause focuses on the requirement for two (orumere) tasks to call the same entry of some pro
As an illustration, consider a situation in which a series of tasks create work items, while
me them. For example, if more than 10 outstanding items ever accumulate, then the two se
triggered tasks are released. An atomicity-requirement is that the two tasks are only released
pilable and only when new work items:are created.

PLE1 A non Ravenscar Example

Fotected Controller is

entry Overload; -- cad4led by two tasks
procedure Create;

procedure Consume;

rivate

Work Items: Intg€detr:= 0;

Released: Booteanh:= False;

hd Controllerxs

otected body Controller is
entry Overload when Released is
begin
f" Overload’Count = 0 then —-- barrier is closed when both tasks have left
Released:= False;

7.13 illustrate how to cater for situations that appear to need more functionality than provided by

ations
nming
had to
nming
seems
niques

tected
bthers
barate

f both

end if;

end Overload;
procedure Create is

begin
Work_Items:= Work_Items + 1;
Released:= (Work Items > 10 and Overload’Count = 2);

-- barrier is opened when more than 10 items and both tasks are waiting
end Create;
procedure Consume is
begin
Work Items:= Work Items - 1;
end Consume;

end Controller;
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To conform with the Ravenscar profile restrictions, two Controller protected objects are needed, one for

each task. To obtain the required atomicity, the second Controller is called from the first.
EXAMPLE 2  Using multiple protected objects to mimic an entry queue

protected First Controller is

entry Overload; -- called by one task

procedure Check Called(OK: out Boolean);
private

Released: Boolean:= False;

end First Controller;

protected body First Controller i

entry Overload when Released is
begin
Released:= False; -- barrier set to False once task has been released
end Overload;
procedure Check Called(OK: out Boolean) is

begin
Released:= (Overload’Count = 1);
OK:= Released; -- returns True 1if task waiting

end Check Called;
efnd First Controller;

pfotected Second Controller is

entry Overload; -- called by the other task
procedure Create;

procedure Consume;

private
Work Items: Integer:= 0;
Released: Boolean:= False;

end Second Controller;

pfotected body Second Controller is
entry Overload when Released is
begin
Released:= False; -- barrier set to.False once task has been released
end Overload;
procedure Create is
begin
Work Items:= Work Items + 1;
if Work Items > 10 and Overlead’Count = 1 then
First_Controller.Check_Called(Released);
end 1if; -- if Released “#s true then the first task has been released
-- and the &second one must also be released
end Create;
procedure Consume is
begin
Work Items:=_Work Items - 1;
end Consume;
end Second Contfeller;

It shouyld be noted that in the Ravenscar profile, once a task calls an entry, it cannot cancel the call; hen
abovelalgorithimys safe. In the full language, task calls can be cancelled and therefore the above apprq

not guaranteed to work.

7.11 Catering for protected objects with more than one entry

ce the
achis

To illustrate the way a two-entry protected object can be transformed, consider the standard buffer with
one task calling the buffer to extract an item and another task calling it to place items into the buffer. Usually,
both of these calls are made via entries in a protected object as the extract call is required to block if the
buffer is empty, and the place call is required to block if the buffer is full. To comply with the Ravenscar
profile restriction of only one entry in any protected object, a protected object is used for mutual exclusion

only and two suspension objects are introduced for the necessary conditional synchronization.

EXAMPLE A bounded buffer example in Ravenscar
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package Buffer is
procedure Place Item(Item: Some Type);
procedure Extract Item(Item: out Some Type);
end Buffer;

package body Buffer is
protected Buff is

procedure Place (Item : in Some Type;
Success: out Boolean);
procedure Extract (Item : out Some Type;
Success: out Boolean);
private
Buffer Full: Boolean:= False;
BUTfer EMpPLYy: BOOI€an:= TIUE;
-- other declarations
end Buff;

Non Full, Non Empty: Ada.Synchronous Task Control.Suspension Object;

procedure Place Item(Item: Some Type) is
OK: Boolean;
begin
Buff.Place (Item, OK);
if not OK then
Ada.Synchronous Task Control.Suspend Until True (Non Fuld);
-- note this is a task activation event
Buff.Place(Item, OK); -- OK must be true
end if;
Ada.Synchronous Task Control.Set True (Non Empty);
end Place Item;

procedure Extract Item(Item: out Some Type) is
OK: Boolean;
begin
Buff.Extract (Item, OK);
if not OK then
Ada.Synchronous Task Control.Suspend Until True (Non Empty);
-- note this is a task activation‘event
Buff.Extract (Item, OK); -- OK mtst be true
end if;
Ada.Synchronous Task Control.§gt True (Non Full);
end Extract Item;

protected body Buff is
procedure Place (Item : in Some Type;
Suceess: out Boolean) is
begin
Success:= notl Buffer_Full;
if not Buffex.Full then
-- puty_Itém into Buffer
BuffenEmpty:= False;
-vset Buffer Full if appropriate
end/ 1
end BRlake;

precedure Extract(Item : out Some Type;
Success: out Boolean)) 1is
Pegin
Success:= not Buffer Empty;

if not Buffer Empty then
-—- extract Item from Buffer
Buffer Full:= False;
-- set Buffer Empty if appropriate
end if;
end Extract;
end Buff;
end Buffer;
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7.12 Programming timeouts

There can be situations where a call to a protected object's entry should be retracted after a period of time if
the event that should release it has not occurred. In full Ada, this would be:

select
PO.Call;
Timeout:= False;
or
delay until Some Time;
Timeout:= True;

end select;

Identifal functionality can be achieved in Ravenscar using an extra task that is event-triggerédj|and a
protedted object that is used to pass the timeout value to this task. This is illustrated in the example below;
it is important to note the expansion in code needed to accommodate this effect. The full language ¢learly
has significant superior expressive power in this area as well as others.

EXAMPLE Programming timeouts in Ravenscar

pfotected PO is

entry Call (Timeout: out Boolean);
procedure Used To Release Call;
procedure Too Late;

private
Timed Out: Boolean:= False;
Release: Boolean:= False;
end PO;

protected body PO is
procedure Too Late is
begin
if Call’Count = 1 then
Timed Out:= True;
Release:= True;
end if;
end Too Late;
procedure Used To Release Call is

begin
Timed Out:= False;
Release:= True;

end Used To Release Call;
entry Call (Timeout: out Booltean) when Release is
begin

Timeout:= Timed Outy

Release:= False;

-- further non=stspending code if necessary
end Call;
end PO;

pfotected Timex JControl is
entry Wai¥(Wait Time: out Ada.Real Time.Time);
procedux€ Set Time (Wait Time: Ada.Real Time.Time);

private
Timegut: Ada.Real Time.Time;
Réleased: Boolean:= False;

end-Timer Control;

protected body Timer Control is
entry Wait (Wait Time: out Ada.Real Time.Time) when Released is
begin
Wait Time:= Timeout;
Released:= False;
end Wait;
procedure Set Time (Wait Time: Ada.Real Time.Time) is
begin
Timeout:= Wait Time;
Released:= True;
end Set Time;
end Timer Control;
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task Timer; -- note this task has more than one activation event

task body Timer is

T: Ada.Real Time.Time;

begin

loop
Timer Control.Wait (T);
delay until T;
PO.Too Late;

end loop;

end Timer;

7.13
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apprication carls the forlowing
Timer Control.Set Time (Some Time);
PO.Call (Timeout) ;

Further expansions to the expressive power of the Ravenscar profile

ic timing analysis is not of interest to the application program and a more géngeral model of
terrupts is required, this can still be achieved with reasonable expressive power within the
rion. However, as noted earlier, the Ravenscar profile is not a substitute for-the'full language whe
f expressive power is needed.

hic creation and termination of tasks can be simulated by declaring'apool of event-triggered tz
\m start-up, each containing an infinite loop which has a suspending operation as its first state
hat its execution can be invoked dynamically by one of the taskysynchronization primitives. Th
ng the settings of suspension objects and entry barriers, itfis possible for certain tasks to hav
ion disabled while others have execution enabled.

hic exchange of interrupt handlers, often required foryapplications performing mode change,
ited by embodying all the different handling code for a particular interrupt in one interrupt h
ted procedure, with each of the different actions®being coded as case alternatives in a case statg

tasks
subset
n that

sks at
rment,
us, by
b their

tan be
hndler
bment,

dent on a mode selector. By changing the value, of the mode selector, the same handler procedufre can

m different response actions at various timés during program execution.

hic task priority change is also generalljassociated with mode change. This can be simulated y
ite event response task for each mode-of operation (and assigning a different priority to each t
ed), such that the execution of each-task that belongs to a dormant mode is suspended until sig
ts mode becomes active.

lar effect to requeue can pe‘achieved by completing the protected entry body and returning a
to the caller, which can(then emit a subsequent protected entry call to the intended destination

sing a
sk as
nalled

status
of the

he statement. If each protected entry is called only by a single task, then this alternative technique

ot introduce any race conditions.

Simil
achie

rly, if static titning analysis is not of interest, the classic non-timed rendezvous operations can 5
ed within thé subset definition by use of suspension objects for synchronization and protected

data Wthh controls the synchromzatlon (1 e. the barrier Boolean).

8 Verification of Ravenscar programs

8.1 General

till be
object

d if a

The Introduction described the motivation for the Ravenscar profile in terms of the need to verify the
temporal behaviour of concurrent real-time programs. This clause provides an introduction to the forms of
verification that can applied to Ravenscar applications to deliver dependable systems.
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The approach to verification in the presence of Ada tasking is similar in many ways to that traditionally
used for cyclic executives. Each thread of control is independently verified for conformance with its precise/
formal specification, for example by performing requirements-based testing or by use of static analysis
tools on its sequential behaviour. Then, the program as a whole is verified against all its timing constraints.
This latter stage differs from the cyclic executive approach in the presence of priority-based pre-emptive
task scheduling, in that it can be automated by the use of, for example, a response time analysis (RTA) tool
to verify that a given task set meets its deadlines. The tool-based approach greatly simplifies the process of
verification of timing constraints during development, and of re-verification after the system has undergone
modification during maintenance.

The effects of arbitrary dynamic pre-emption can be statically analysed by considering all accesses to the
globalfstate of the program as being volatile, e.g. two successive reads to the same global state variahle can
deliver different values (as for reads of values delivered by an external device).

The cdre set of Ravenscar profile run-time system packages can be developed to the most stringent software
develdpment standards so that these packages are suitable for inclusion in an application that refuires
certification against an applicable standard such as RTCA D0O-178C.[3]

This clause looks at four levels of verification:
— stptic analysis of sequential code (8.2)

— stptic analysis of concurrent code (8.3)
— sdheduling analysis (8.4)

— formal analysis (8.5)

8.2 PBtatic analysis of sequential code

As didcussed in the introduction, the Ravenscar profile’ is silent about those features of the sequential
langugge that should be used with the profile (apart from requiring no implicit use of the heap). Sinpilarly,
it is n¢t appropriate here to discuss the forms of static analysis that should be used to verify the fungtional
behavjour of each task. See ISO/IEC TR 15942 forsfurther information.

8.3 Ptatic analysis of concurrent code

8.3.1 | General
The two main goals of applying static analysis techniques to Ravenscar programs are:

— td obtain the same Jevel of proof and data/information flow analysis for concurrent programs as is
cyrrently achievable.for a sequential program;

— tdobtain proofefabsence of the concurrency-related run-time errors, to supplement the proof of alpsence
oflrun-time.errors that is currently achievable for sequential code.

The cancurrency-related run-time errors that apply to Ravenscar programs are described in 6.3.4 and 6.3.5.

In addition, it is highly desirable to eliminate the implementation-defined effect of task termination|in the
presence of the No_lask_lermination restriction.

8.3.3 to 8.3.10 address various techniques for producing static analysis evidence to meet the above goals.
These verification processes are made possible by the following assertions about the behaviour of a valid
Ravenscar program:

— Each task and interrupt handler execution is deferred until after program elaboration is complete.
— Tasks do not terminate.

All task communication is made via protected shared variables preferably using protected objects, or atomic
objects accompanied by a read/write protocol statically proven free of race conditions.

© ISO/IEC 2025 - All rights reserved
31


https://standardsiso.com/api/?name=850feadd25799370b24ac90dffc829c2

ISO/IEC TS 24718:2025(en)

All protected shared variables are initialized during library-level elaboration code.

8.3.2 Program-wide information flow analysis

Current technology supports data flow analysis, information flow analysis, and proof based on pre- and
post-conditions and invariants, for sequential code only. The goal is to extend this to Ravenscar programs
that include tasks, protected objects and interrupt handlers.

The data dependency information that is currently used to analyse sequential programs can be applied to
each task and each interrupt handler in the concurrent program as an independent entity. Thus, the existing
tools and techniques can verify each thread of control in isolation, including its use of privately accessed
globalf data. This then leaves only the issue of the verification of the interactions between the threads of
contral as represented by the set of protected shared variables.

The protected shared variables present in the program should be initialized by library-level elaboration code
in order to ensure that no shared data are uninitialized at the point of use. If initializatign‘was perfprmed
during the operation phase instead, a race condition can be introduced. For a suspension object, initialization
is defiped in ISO/IEC 8652 as occurring at the point of declaration. For a protected objector an atomic pbject,
all fields should be initialized either as part of object elaboration, or using library-level package elabdration
code. |n conjunction with the use of pragma Partition_Elaboration_Policy(Sequéntial), this ensures that no
thread of control can access any shared state that has not been fully initialized;

After fthe initialization phase is complete, the protected shared variables’can be modelled for data and
infornpation flow analysis purposes, assuming that their data are volatil€. Since the data can be upddted at
any time due to the effects of pre-emption and interrupt occurrencefany specific task necessarily assumes
that the value of a protected shared variable can change at any tithe. For example, two successive reads by
a task of a protected shared variable can deliver different results and similarly, the value read by fa task
followfing a write by the same task cannot be assumed to be.the written value. This volatility is thg same
abstrgction as that used to model access to external program data, such as that which has an address clause
or is ah imported variable (via the Import aspect). Thus,das5uming that the static analysis technique supports
accesq to volatile external data, concurrent access to protected data can be modelled in the same waj. As a
result| each thread of control can now be describgd both in terms of its sequential data and information
flow, dnd in terms of its interactions with volatilé protected shared variables.

Having obtained the analysis of each thread of control that includes its interactions with the protected state,
itis thien possible to combine the analyses'to form the overall data and information flow for the prograjm as a
wholef across the task and interrupt handler boundaries. This allows the designer to make assertions{about
how the entire program should behave in terms of the effect that it has on its external inputs (incjuding
interrlipts) to produce its extermaloutputs. These assertions can then be verified by the analysis to th¢ same
degree of confidence as is currently achievable in a sequential program.

This fprm of static analysis-does not address the timing or ordering properties of the program. 8.444 and
8.5 address these topics'by describing the use of RTA and other forms of formal analysis, such as model
checking, which can{ppove statically the timing properties of the program.

8.3.3 | Absence of run-time errors

Existipg static analysis techniques can be used to prove absence of run-time errors due to language-defined
exceptions within sequential code. The corresponding guidance on the sequential code constructs that
can beused to achieve this goal 1s contained 1 ISU/TIEC TR 15942, These techniques can be independently
applied to each individual thread of control (i.e. task, main program or interrupt handler) of a Ravenscar
program.

In order to extend these existing techniques to a full Ravenscar program, the various forms of run-time
check failure that relate directly to the concurrency features should be addressed. These can be broken
down into the following groups:

— Errors during program elaboration, such as access-before-elaboration or use of uninitialized data.
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— Errors after program elaboration is complete, during the normal operation phase of the application, in
particular the exceptions that are cited in 6.3.4 and 6.3.5.

— Erroneous behaviour during normal operation, in particular concurrent access to unprotected shared
variables (see 6.3.7).

— Implementation-defined behaviour as a result of violation of the No_Task_Termination restriction.

8.3.4 to 8.3.10 discuss various techniques that can be applied to verify statically that these forms of error
cannot occur.

Elaboration errors

a sequential program, detection of access before elaboration errors is generally straightforward
during program development due to the repeatable nature of the elaboration order, and,the raiging of
Program_Error exception at the point of failure, causing the program to terminate. Having obtained a cprrect
elaborfation order during development, this ordering is usually predictable except when ‘there is a $witch
to a djfferent compiler vendor, or an upgrade to a new product version from the same-vendor that uses a
different algorithm for any units that have implementation-defined ordering. Thjs implicit order variation
can bg prevented by the explicit use of elaboration order pragmas, once a correctorder has been established.

Withip a concurrent program however, access to global data that is not yetuinitialized by the elabdration
code dan occur as a result of race conditions that vary between development mode and deployment|mode,
due tq factors such as the use of hardware of differing performance ormemory access times, includion or
exclugion of checking code, differences in interpretation of prioritysscheduling variations etc. These race
condifions are more likely to be present because of the Ada rule-that a library-level task is activated| by its
mastefr package prior to the execution of that master's body elaboration code, and also prior to the exefution
of thelelaboration code of later library units in the overall pregram elaboration order. Another contriputing
factor|to the race condition is that having completed its activation, the Ada task proceeds into its normal
execufion code, and hence is programmed to immediately’suspend to prevent this code from executing while
program elaboration is still incomplete. Similar concérns apply to the execution of interrupt handler§ after
attachment. An interrupt can trigger execution of a-hrandler prior to the completion of program elaboration,
and in|this case, the handler cannot be programmed to suspend. Such an error can actually occur silent]y. The
task of interrupt handler can read an uninitialized value of a shared variable and not cause any exception to
be raised, even in the presence of pragma Normalize_Scalars.

There|are several solutions that can niitigate this hazard statically. The most obvious one is to ensufe that
all shared variables of a Ravenscar'program are initialized at the point of declaration. However, fhis is
inappropriate in the case when elaboration code in the body is needed to set a correct initial value. Logically,
it is hjghly desirable to assert that the dynamic semantics of the program are unaffected whether |global
sharedl data are initialized at the point of declaration, or by library package body elaboration code, asspming
a corrpect elaboration orderfor the sequential elaboration code has been enforced using elaboration dontrol
pragnjas.

In order to achievé/thie static guarantee that all library units have been elaborated prior to the actiyation
of any| task and-prior to the invocation of any interrupt handler, the Partition_Elaboration_Policy pfagma
was aflded toISO/IEC 8652. If this pragma is used with argument Sequential, then all task activation and
interrpipt handler attachment is deferred until after all program elaboration code is complete, i.e. jusf prior
to the|call of the main subprogram (see also 6.3.8).

8.3.5 Execution errors causing exceptions

6.3.4 and 6.3.5 identify the concurrency-related run-time checks that are required of a conformant
implementation of the Ravenscar profile. 8.3.6 to 8.3.10 examine techniques for static elimination of these
error conditions.

8.3.6 Max_Entry_Queue_Length and suspension object check

The static detection of absence of entry queue length violation can be achieved by applying further
constraints on the application code, namely that a maximum of one task object can call each protected entry.
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This also implies that the task objects, protected objects and protected entries are statically identified. Static
identification of an object excludes its name being determined dynamically such as via a function result, a
dynamic array index, the dereferencing of an access value etc. More extensive analysis would be required for
a less restrictive scheme showing that there is no program state in which more than one task can be calling
the same protected object. Such analysis includes the use of model checking (see 4.5). The same approach
can be applied to the static detection of absence of more than one task waiting on each suspension object at
any time.

8.3.7 Priority ceiling violation check

The static detection of ahsence of priority ceiling violation can be achieved assuming the following further
constifaints:

— all task objects and protected objects have a static priority (this can be supplied via a static expression
ofla type discriminant for example);

— the protected object call chain (including nested protected object calls) that is made by each task|object
and each interrupt handler is statically determinable, by requiring static identification of the target
piotected object in all cases.

8.3.8 | Potentially blocking operations in a protected action

The static detection of the absence of execution of a potentially blocking operation within a profected
action| is feasible, given the additional constraint on the use of indire¢ct subprogram calls. This then allows
the call trees to be statically determined. The presence of any of the‘following constructs in any profected
or sufprogram body in the call tree that is rooted in a protectéd)operation body would then be stafically
disallowed:

— aprotected entry_call_statement;
— aflelay_statement;
— afall to Ada.Synchronous_Task_Control.Suspend_Until_True;

— a|call to any other language-defined ‘subprogram that is defined to be potentially blocking (see
ISO/IEC 8652:2023,9.5.1) .

In addition, the determination of the ‘eall trees would enable static detection of an external subprpgram
call wjth the same target protected object as that of the protected action, assuming the restriction thjat the
target] protected object is always statically identified.

A slightly less restrictive Scheme is possible using formal verification methods such as model ch¢cking
(see 415) to determine if-@ program state exists such that a protected action would cause executign of a
potentially blocking operation (which may be within conditionally-executed code, although this style is not
recomimended).

It is qlso possible to support detection of potentially blocking operations in the presence of indirect
proceglure calls'if a pre-condition that specifies a non-blocking property is asserted prior to each indirect
call, and that property is shown to be satisfied statically by all possible procedures that can be invoked by
that call-Similarly, the check for circularity in the protected object call chain is possible even in the case
of non-statically identified protected objects, by imposing a pre-condition whereby none of the potentially
called protected objects invoke operations of any protected objects that are higher in the call chain.

8.3.9 Task termination

The Ravenscar profile defines a static task set and prohibits dynamic task creation. The intent is that all
tasks are created during program start-up, but in any mode of operation, some of them can be dormant,
waiting on a synchronization event. A task that is no longer required to be executed would wait on its event
indefinitely. In this model, task termination is considered to be an error case and hence the restriction No_
Task_Termination is required by the Ravenscar profile. The effect of violation of the No_Task_Termination
restriction is implementation-defined.
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Task termination within the restrictions of the Ravenscar profile can occur only as a result of normal exit
from the task body, or as a result of an unhandled exception.

The case of avoidance of normal exit can be statically analysed if a coding restriction is placed on the task
body code. The final statement is either an infinite loop or else a compound statement (such as a conditional
or case statement) that can only cause an infinite loop to be executed.

The case of showing absence of exceptions by static analysis has already been covered in 6.3.6 and 8.3.3 to 8.3.8.

The combination of these two techniques can be used to ensure statically that task termination cannot
occur, and hence also that no implementation-defined behaviour that results from task termination can be
invoked-

8.3.1( Use of unprotected shared variables

The intent of the Ravenscar profile is that tasks and interrupt handlers should not make, coencurrentfuse of
an unprotected shared variable. All interactions involving tasks or interrupt handlers are‘\recommengded to
be vial protected or suspension objects, or by appropriate use of atomic objects (see 4.2.3). The avoidance
of ungrotected shared variables is generally a requirement of high integrity systems,although detection of
this erfroneous case is not mandated by the Ravenscar profile definition.

The stiatic detection of the absence of unprotected shared variables can be achieved assuming the restriction
that the use of all global variables of unprotected type by each task objeet.and by each interrupt hazEler is

statically identifiable. All visible objects of a protected type can be saféely-shared. Objects of an atomijc type
can bg safely shared too, but only provided that they are accessed by aread/write sequence that is stafically
proveh free of race conditions. In addition to that, static verification can then ensure that no unprogected
globalfvariable is accessed by more than one thread of control.

It shoyld be noted that if a task object or interrupt handlershares global data only with program elabgration
code, (i.e. the elaboration code initializes global data that,is subsequently used privately by a single tfask or
interrpipt handler), then this data does not need protection if the Partition_Elaboration_Policy pragma is
used yvith the argument Sequential. This is because:the pragma ensures that the elaboration is complete
prior fo any task execution or interrupt attachment’(and hence there can be no sharing violation).

8.4 PBcheduling analysis

8.4.1 | General

8.4 prpvides more details on theyprocedure to be followed. The aim is to introduce the form this analysis
takes ps it is not appropriate ithin this document to give a full tutorial on this material; such material can
be found in text books (e.g. References [13] and [14]). Ravenscar facilitates the use of these techniques as
it supports priority-baseddispatching and ceiling locking on protected objects. To apply these techniques,
however, further constraints on application code are recommended. All tasks should have a single invocation
event pnd allow otherparameters to be analysed or measured.

In 8.4.p to 8.4.5, priority assignment is considered, then two forms of analysis are introduced: rate monfptonic
analygis and¥esponse time analysis.

8.4.2 [ Priority assignment

The use of priority-based pre-emptive dispatching defines a mechanism for scheduling. The scheduling
policy is defined by the mapping of tasks to priority values. Many different schemes exist depending on the
temporal characteristics of the task and other factors such as criticality. For hard deadline tasks, whose
failure to meet a deadline can cause a failure of the application program, it is usually assumed that the
following three parameters are known:

T - Period; time interval between consecutive arrivals of the task

D - Deadline; required latest completion time for the task (relative to its arrival)
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C - Computation time; worst-case execution time needed for the task to complete one activation.

For periodic tasks, T is the time interval between releases. For sporadic tasks, T is the minimum inter-arrival
time for the event that releases the task. The three parameters (T, D, C) are always given in the same time
units. Therefore (30 ms, 20 ms, 2.73 ms) defines a task that (at maximum) is released every 30 ms; completes
within 20 ms; and has a maximum computation time of 2.73 ms. These latter values are obtained either by
measurement or by some form of static timing analysis (or a combination of the two).

If all tasks are hard and criticality itself is not taken into account (because all tasks are required to always
meet their deadlines) then there is an optimal algorithm for assigning priority if D < =T for all tasks. The
term “optimal” means that the algorithm is as good as any other fixed priority scheme. The optimal algorithm
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where

n isthe number of tasks;
i isarunningindex across all individual tasks;

C.

1

T.

1

is the worst-case computation time of task i;
is the period of the task i.

As n gets arbitrarily large, this expression converges on a single value. This is the famous rate monotonic
resultfwitichrstates thatautitizatiomrof Tess tham 065 wittatways furmistraschedutable systen

Once protected objects (POs) are introduced, blocking can occur. Here, when a task is released, it ¢an be
prevented from executing by the currently ‘low’ priority task running with a ‘high’ ceiling value while in
a PO. For each task, the maximum blocking time, B, can be calculated. This is the maximu time allower
priorify task can execute with a priority equal to or higher than the task currently under ‘consideration. As
noted|in 4.2.1, the use of a priority ceiling protocol such as Immediate Priority Ceiling/Protocol (IPCP) on
POs dpes reduce blocking to its minimum value. The utilization test is now augmeinted with the resullt that
each tpsk is examined in turn. Taskj can be calculated using Formula (2):

i[%}%s;‘(zlﬁ—g @)

i\ i J

wherq B; is the worst-case blocking time of task i.

The b]::king term for the lowest-priority task is 0, as it cannotSuffer blocking by definition.

The simplicity of the utilization-based test makes it a very.attractive one to use. Yet, it only applies|to the
constifained set of task characteristics. Moreover, it is asufficient but not necessary test. If the application
passe§ the test, all timing constraints will be metxlf"it fails the test, instead, the system can sfill be
schedyilable. A better test is needed in these circumstances. 8.4.4 shows one such example.

8.4.4 | Response time analysis

Response time analysis is a general technique, whose stipulations are both necessary and sufficient to
the fepsibility of a given task. Resporise time analysis will deal with any priority assignment schenje and
any rqlationship, between D, the task deadline, and T, the task period, (although its simple form reguires
D < A4 T). and T, (although its siimple form requires D < = T). Moreover, it is a necessary and sufficient
schemle for most situations. Like-the utilization-based method, it is easily incorporated into tools - miany of
which|already exist.

The fgrm of the analysis™is quite straightforward. Firstly, the worst-case (longest) completion time for
each tpsk is calculatéd."This is known as the task response time, R. Secondly, these R values are compared,
trivially, with the ‘deadlines to make sure that R is less than D for all tasks. The response time equagion is
showr) in Formuld (3):

R; ]

L)
T y

where R;is the value to be computed by the fixed-point equation, which denotes the response time of task i.
As ceiling functions are used, the unit for time is chosen so that all parameters are represented as integers.

Formula (4) shows a solution by forming a recurrence relation.
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where w; *1 is the solution of the fixed point equation for task i at the k-th iteration of the calculation.

The initial value of the iteration variable is the task’s computation time. Iteration continues until either the
same value is obtained on two successive iterations (in which case the response time has been calculated) or

the value rises higher than the task’s deadline (in which case the task is not schedulable).

The above description represents the textbook version of the analysis. The engineering version requires

extra fermrstocapture the overtread of actuat-imptemrentationFirstly, overheads suchras comtextsw
can bd assigned to the task that caused them (by incorporating them into the C parameter). Next, the

overhg¢ads associated with manipulating the delay queue, handling clock interrupts and the-reléag
tasks,|is factored in. The specific form this takes will depend on the structure of the kernel;,but the

necesgarily provides the data needed to model this overhead. This is a documentation requirement sp4
in ISOJIEC 8652:2023, Annex D, which is discussed further in 8.4.5.

NOTE For an example on how to include this term in the analysis, see References [13] and[14].

Finally, the overheads incurred by the application’s interrupts are accounted'for. A known bound
arrival of such interrupts, and the execution time of each attached handleti-is important. Putting]
valueq together allows a set of interrupt overhead terms to be included in.theé response time analysis.

The appropriate use of the Ravenscar profile and the scheduling results‘outlined in 8.4.1 to 8.4.3 prd
sound| engineering basis for constructing high integrity real-time’ systems. The theory is mature arn
support is available.

8.4.5 | Documentation requirement on run-time overhead parameters

itches
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ing of
kernel
pcified

bn the
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There|are a number of places in ISO/IEC 8652:2023 whére documentation requirements and metrics are

requirjed of an implementation. Those of most relevance to Ravenscar are:

/IEC 8652:2023, C.3 concerning the interrupt model;

/1EC 8652:2023, D.2.3 concerning maximum duration of priority inversion;
/1EC 8652:2023, D.8 concerning clock accuracy;

/IEC 8652:2023, D.9 concerning the precision of delay until;

/IEC 8652:2023, D.12 cohcerning interrupt blocking;

/IEC 8652:2023,D712 concerning overhead involved with the use of protected objects.

— the costeficontext switches between tasks;

— thecost of handling delay queue operations.

by the

Both of these factors can, contingent on the implementation of queues with the run-time system, depend
on the number of tasks in the application's program. Nevertheless, if timing analysis is used on a Ravenscar

program, it is recommended to have one of the following:
— evidence of all necessary parameters;
— ameans by which the programmer can measure these parameters;

— formulae by which these parameters can be calculated.
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8.5 Formal analysis of Ravenscar programs

The Ravenscar profile supports only a simple concurrency model with the error conditions being relatively
easy to avoid. For example, the use of shared resources (via projected objects with ceiling priorities) cannot
lead to deadlock. Nevertheless, to gain a very high level of assurance, it can be necessary to formally analyse
a Ravenscar program. As outlined in 4.5, such analysis takes the form of either mechanized proof (via a
theorem prover) or model checking.

There is already experience of using model checking to validate Ravenscar programs. It is possible to add
worst-case and best-case execution times for state transitions and to then check that deadlines are never
missed. Alternatively, model checking can be used to validate the top-level description of the timing
constifaints, leaving scheduling analysis to check deadline satisfaction once execution times from the
implementation are known. This type of verification method can check that the end-to-end deadlines of
some fasks are met provided that each individual tasks meets its own timing requirementsq~Each task is
repregented by an automaton and each protected object by a shared variable.

NOTE There are no problems with mutual exclusion in these formal models.

As with Ada itself, there can never be a formal map between a Ravenscar program and its model. However,
the use of standard paradigms and libraries of associated (reusable) models allows"a high integrity process
to be defined.

This demonstrates that formal approach can be applied effectively to Ravenscar programs, but this dges not
imply [that all high integrity Ravenscar programs need this level of verification. For many systems,| static
analydis of each task is sufficient to generate the appropriate level of gonfidence.

9 Extended example

9.1 [General

The eyample presented in this clause is designed taillustrate the expressive power of the Ravenscar profile
and the associated coding paradigms (discussed<dn Clause 7), which aim to facilitate off-line schefduling
analydis in the form outlined in 8.4.

The ektended application example uses all“of the concurrency components permitted by the Ravenscar
profil¢. The structure of the example models the operation of real-world embedded real-time systenis on a
reduce¢d and simplified scale. The presentation of the example also outlines the information required for, and
obtairled from, the execution of deadline monotonic priority assignment and off-line scheduling analykis.

9.2 Ravenscar application example

The ekample system includes a periodic process that handles orders for a variable amount of worfkload.
Whengver the requesttevel exceeds a certain threshold, the periodic process farms the excess load |out to
a supporting sporadic process. While such orders are executed, the system can receive interrupt reuests
from fn extermal(source. Each interrupt treatment records an entry in an activation log. When specific
conditlions held,the periodic process releases a further sporadic process to perform a check on the intgerrupt
ion entries recorded in the intervening period. The policy of work delegation adopted by the system
allowq the periodic process to ensure the constant discharge of a guaranteed level of workload. The correct
imple . . . . . . S . . those
assigned to the sporadic processes, so that guaranteed work can be performed in preference to subsidiary
activities.

Figure 1 shows an HRT-HOOD-like representation of the system,[12] while the legend recalls the meaning of
the symbols and notations used in the diagram.

In HRT-HOOD terms, the system comprises:

— 4 active (i.e. threaded) objects respectively called Regular_Producer, On_Call_Producer, Activation_Log_
Reader and External_Event_Server;
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— 1 passive (i.e. unthreaded) object called Production_Workload;

— 3 protected objects respectively called Request_Buffer, Event_Queue and Activation_Log.

(C| Regular_Producer (‘S| On_Call Producer ) m Request_Buffer

[ Regular._Producer_Operation J
—>| Signal

_
Wait
ﬁ ‘ External_Event_Servem t

[ExternaLEvent,Server,Operatimﬂ

External interrupt

[On,CulI,Pmducer,Operation ]

P

[
lSmall_Whetstonel

N

Production_Workload (S ‘ ActivationfLogFReada

LActivatiun_Log_Reader_Operatior]

Key
C cyclic object (threaded object incorporating a periodic task)
S sporadic object (threaded object incorporating a sporadic task)
Pr protected object (unthreaded object providing protécted operations)
I interrupt sporadic object (threaded object incorp@rating sporadic task with release event deliveregl by an
interrupt)
P passive object (unthreaded object providing unprotected operations)
| ApA | operation exported by the object for user's to invoke

— 11— objectinvocation of exported operation

[ 4 internal operation of threaded object

Figure 1 — Schematic architecture of the example Ravenscar application

The operation of the system proceeds as follows:

Regular_Producer, which Figure 1 tags as Cyclic, embeds a fixed-rate periodic task that carries out a given
amount of workload.*The example represents the execution of this workload by the invocation of th¢ well-
known Small_Whetstone procedure exported by the shared Passive object Production_Workload.

When|Regular_Producer determines that the required amount of workload exceeds its ceiling caparity, it
delegdtes‘the excess workload out to On_Call_Producer. On_Call_Producer, which Figure 1 tags as Sporadic,
embedsa’sporadic task whose activation is specifically invoked to take over the excess workload of Regular_
Producer.

The sporadic activation and the associated workload transfer occur by means of a typical Ravenscar data-
oriented synchronization: Regular_Producer invokes the Start operation exported by On_Call_Producer
with a parameter characterizing the service request. The Start operation enqueues the request in a private
queue embedded within the Protected object Request_Buffer. The buffer is protected because new service
requests are allowed to come in while the sporadic task is busy executing old ones. This follows from the
decision to assign Regular_Producer a higher base priority than that of On_Call_Producer, which ensures the
discharge of a guaranteed level of workload in preference to the execution of subsidiary activities.
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A successful enqueueing releases the On_Call_Producer sporadic task, which indefinitely waits on an
empty queue. The sporadic task fetches the request parameter from the top of the queue and performs the
requested amount of workload in the same way as Regular_Producer. An invocation of Start fails when the
queue held within Request_Buffer is full; for example, as a result of a (transient) rate of requests faster than
service execution. Static analysis of the relationship between the maximum frequency of activation requests
and the longest service time incurred by the sporadic task of On_Call_Producer should be used to prevent
failure events of this kind.

While the system carries out the required level of workload (whether regular or excess), an external
device can occasionally raise an interrupt to signal its call for attention. In keeping with the Ravenscar
programming model, the example application maps the arrival of the external interrupt to the invocation of
a protected procedure. Object Event_Queue exports the procedure in question, called Signal.

The s¢rvice associated with the raising of the interrupt is carried out by the sporadic task embedfled in
Extermal_Event_Server, which is tagged Interrupt-activated sporadic. To simplify the codingef the example,
and inf keeping with the programming model that minimizes the amount of activity performed at interrupt
priority, the extent of this interrupt service is limited to the storing of an activation regord in a profected
buffer] The recording occurs by invocation of procedure Write exported by Protected object Activation_Log.
The uge of a protected buffer to hold the activation record offers the natural mechanism to preserve data
integrjity in the face of independent read and write activities.

In order for the system to monitor the arrival of service requests from the eXternal device, when dertain
conditlions hold, the periodic process embedded in Regular_Producer requests the task embedded |in the
Sporaglic object Activation_Log_Reader to examine the latestactivationrecord stored by the interrupt service
carried out by External_Event_Server. Activation_Log_Reader does(this by invoking the Read progedure
of Actjivation_Log. This style of work partitioning between Regular_Producer and Activation_Log_Reader
uses the Ravenscar concurrency mechanisms to allocate activities with differing degrees of importance to
distinft tasks. This approach aids system modelling. It also-favours the specialization of tasks, whith is a
way of using the Ravenscar profile definition to facilitate static analysis of the system.

The agtivation request issued by Regular_Producer for this purpose uses the other form of synchronigzation
permifted by the Ravenscar profile: the data-less synchronization supported by suspension opjects.
Proceflure Signal exported by Activation_LogiR€ader performs this synchronization on a suspg¢nsion
object{internally held by the object. As HRT-HOOD provides no specific object representation for suspension
objectss, the adopted convention is that procedures by the name Signal exported by Sporadic objedts are
underptood as implemented by invocation of a private suspension object embedded within the ¢bject.
Convefsely, procedures by the name Start exported by Sporadic objects are implemented by invocation of
the Dgposit procedure exported byzan-associated Protected object.

NOTE Signal is also the name-ofthe protected procedure attached to an interrupt, which dispatches the actjvation
event flo Interrupt-activated sporadic objects.

9.3 [Code

9.3.1| General

The Rpvenscar profile model does not inherently require the application to use any particular coding style
for the execution of cyclic and sporadic tasks, protected objects, and interrupt handlers. However if the
applicption is required to pass schedulability analysis, certain task templates (patterns or stereofypes)
and corresponding coding styles are useful in defining the activities that are to be analysed. These task
templates are described in Clause 7 and are used to code the example application outlined in 9.2.

In order to emphasize the stereotypical nature of the task templates in the example, parametric components
of the application code have been relegated into support packages named with “_Parameters” trailer added
to the name of the corresponding base package.

NOTE The code of these support packages is provided in 9.3.4 to 9.3.6.

The Ravenscar-compliant HRT-HOOD coding convention has individual terminal objects in the system
implemented as distinct library-level packages that carry the name of the corresponding object. An HRT-
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