Technical
Specification

ISO/IEC-TS 2446

2

Information security, cybersecurity
and privacy protection — Ontology
building blocks for security and risk
assessment

Sécurité de l'information, cybersécurité et protection de la vie

privée —|Blocs de construction pour l'ontologie de l'évaluatieitde
la sécuritg et des risques

First‘edition
2024-03

Reference number
ISO/IEC TS 24462:2024(en)

© ISO/IEC 2024


https://standardsiso.com/api/?name=eaee64becb2348d990ba552b92b653f4

ISO/IEC TS 24462:2024(en)

/!\\ COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2024
All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2024 - All rights reserved

ii


https://www.iso.org
https://standardsiso.com/api/?name=eaee64becb2348d990ba552b92b653f4

Contents
Foreword
Introduction
1
2
3
4 Symbols and abbreviated terms
5 BaCKGIOUIM ...t s L) o
6 MEEROAOIOGY ..o e
7 Building blocks: collection and SEFUCTUT ... e
7.1 =) 4T 7 OSSOSO s, SO
7.2 Application SECUTILY aSSESSIMENT . . ... seeeseeesieesseeeesseseespoes e
7.3 Risk assessment
7.4 Application security controls Validation ... i
7.5 RISK @NALYSIS 1o s
8 Ontology capturing relationships among BBs......
8.1 GENETAL...ooooos s
8.2 Building block: application security assessment.
8.3  Building block: risk asse@SSmMeNt ...
8.4 Building block: application SECUTIty QUAIt.......cpmhudoiieeieeeeeeeeeeee e
8.5  Building block: application security controls validation
8.6 Building block: risk analysis
8.7  Lifecycle of building blocks ...
8.8 USING BBS ...ooocciiiiisiss X
8.8 1 GEINEIAL ..ot e
8.8.2 Using the ontology to structife an assessment based on an existing standard......
8.8.3 Using the ontology to obtain components for an assessment based on a revised
€dition Of @ STANAATT, (..o
8.8.4 Using the ontology.fo obtain structural components for an assessment based
on the first editionyof a standard
9 Standard inventory of uniform components
9.1 Structural BBs..(.)
9.1.1 Description...
0,12 IVEIIEOTY oo
9.2 SEMANTICBBS ...t
9.3 Assessntent BBs.........
9.3.1) Description...
9,332~ INVENTOTY ..o
9.4 Assessment component BBs
0.4.1 Description ...,
.42 INVEINEOTTY oot
10 Complete XML €MCOMIINE oo
BIDLIOGIAPIY ...

ISO/IEC TS 24462:2024(en)

© ISO/IEC 2024 - All rights reserved

iii



https://standardsiso.com/api/?name=eaee64becb2348d990ba552b92b653f4

ISO/IEC TS 24462:2024(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop thls document and those 1ntended for 1ts further maintenance are descrlbed
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Introduction

The assessment of trustworthiness within information and computer technologies (ICT) is associated with
various types of best practices and evaluations, such as governance, secure development lifecycle, security
evaluation and risk assessment.

This document was developed to build upon international standards dealing with ICT assessment such as
ISO/IEC 27034-7,1SO/IEC 27007 and ISO/IEC 27036-1.

When a new technology or use case becomes prominent, novel approaches to assessments should be defined,

3 istingframew A rsideration—The—dyramie-eyele e gies : nt and
ated environments increase the need for international standards. This document aims to simpljfy the
approfch for creating new assessments and for analysing existing assessments for their applicability|in the

inventory of uniform components of assessment-related standards, called building blocks (BB§), and
their structure;

b) o:[tology capturing relationships among BBs;
¢) guidelines for using standardized BBs.

Figurd 1 and Figure 2 provide an overview of a representative hierarchy of BBs from this document. Figure 1
depictis the top-level classes of the hierarchy. Figure 2 illustrates.the semantic building block branch|of the
hierarfchy, with its building blocks for assessments and assessment components.

Building Block

Structural Semantic
Building Block Building Block

Definitions Principles Concepts Guidelines

Figure 1 — Top levels of the ontology
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Figure 2 — Semantic Building Block branch(of the ontology
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Technical Specification ISO/IEC TS 24462:2024(en)

Information security, cybersecurity and privacy protection —
Ontology building blocks for security and risk assessment

1 Scope

This document defines an inventory of building blocks conceptually associated with different, types of
assesgments of information and communication technology (ICT) trustworthiness. These assessfitentd apply
to aredas such as governance, risk management, security evaluation, secure development lifeeycle [(SDL),
supply chain integrity and privacy. This document also defines an ontology that organizes,these byilding
blockq and provides instructions for using the inventory of building blocks and the ontolegy.

Formgdlizing the types, categories, and structural characteristics of building blocks,inthe area of
ICT trpstworthiness assessment aims to increase efficiency and improve future harmonization in
standards development and their use. Building blocks can refer to structural components as well as
semarltic components. These components can be connected to a variety of concépts and activities reldted
to trugtworthiness assessments, including process related, such as traceability or elements of assessjuent
methddologies.

2 Nprmative references

There|are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following\terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— IHC Electropedia: available athttps://www.electropedia.org/

31
structural building block
structjural units that are independent of the particular assessment type, such as definitions and principles

Note 1f to entry: Structural building blocks are found in many assessment-related standards, e.g. ISO/IEC 27034-7,
ISO/IEC 27007 andJSO/IEC 27036-1.

3.2
semanticbuilding block
conceptual'units that are specific to assessment types

Note 1 to entry: Examples of semantic building blocks can be found in ISO/TR 11633-2:2021, ISO/IEC 29134:2023: 3.7,
ISO/IEC/IEEE 26514:2022, 4.4 and ISO/IEC 27034-3:2018, 3.1.

3.3
assessment building block
semantic building block (3.2) describing a type of information and communication technology assessment

Note 1 to entry: Information and communication technology assessment is the action of applying specific documented

criteria to a specific software or hardware module, package or product for the purpose of determining acceptance or
release of the software module, package or product.

© ISO/IEC 2024 - All rights reserved
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3.4

assessment component building block

semantic building block (3.2) constituting an element of an assessment building block (3.3) that cannot be
further fragmented

3.5
data property
properties that connect individuals with data values such as particular strings or integers

Note 1 to entry: In some knowledge representation systems, functional data properties are called attributes.

[SOUD CE:- OWT 2 A abh Ontalagor | angiiagn Owicle Rafaranen i dn (Cacan d D) 9N 91
IO OV IO ZZ VVC IO Ulll.\.ll\.l&_y uull&uus\. \(ul\’l\ INCICTCIIve UuuIvuc LU\'\'UII\.{ l_A\.llLlUllJ, l_nULLnJ
datatype

entitigs that refer to sets of data values such as particular strings or integers

Note 1|to entry: In this sense, datatypes are analogous to classes, the main difference being that the former dontain
data v4lues such as strings and integers, rather than individuals.

[SOURCE: OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

3.7
extengsible markup language
XML
subsef of the Standard Generalized Markup Language (SGML)

Note 1fto entry: The goal of XML is to enable generic SGML to be served;received, and processed on the Web in the way
that isjnow possible with HTML. XML has been designed for ease of ithplementation and for interoperability with both
SGML @nd HTML.

[SOURCE: OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

3.8
individual
syntagtic element of owl 2 web ontology langudge (OWL) (3.11) representing actual objects from the ddmain

[SOURCE: OWL 2 Web Ontology Language.Quick Reference Guide (Second Edition), 2012]

39
object property
propefties that connect sets of-individuals (3.8)

[SOURCE: OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

3.10
ontology
formal description-of a domain of interest, consisting of the following three different syntactic categories:
(@) entities, such as classes, properties (3.12), and individuals (3.8), identified by IRIs; (b) expressions,
repregenting.complex notions in the domain being described; (c) axioms, formalizing statements that are
assertedte be true in the domain being described

Note 1 to entry: Entities form the primitive terms of an ontology and constitute the basic elements of an ontology. For
example, a class a:Person can be used to represent the set of all people. Similarly, the object property a:parentOf can
be used to represent the parent-child relationship. Finally, the individual a:Peter can be used to represent a particular
person called “Peter”.

[SOURCE: OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

© ISO/IEC 2024 - All rights reserved

2


https://standardsiso.com/api/?name=eaee64becb2348d990ba552b92b653f4

3.11
owl 2
OWL

ISO/IEC TS 24462:2024(en)

web ontology language

ontology language for the Semantic Web with formally defined meaning

Note 1 to entry: OWL 2 ontologies provide classes, properties (3.12), individuals (3.8), and data values and are stored
as Semantic Web documents. OWL 2 ontologies can be used along with information written in RDF (3.13), and OWL 2
ontologies themselves are primarily exchanged as RDF documents.

[SOURCE: OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

3.12

prope
qualit

[SOUR
3.13

rty
y common to all members of an object class

CE: ISO/IEC 11179-1:2023, 3.3.2, modified — Domain and Note 1 to entry added.]

resoufrce description framework

RDF
frame

Note 1
and an|

[SOUR

3.14
subcli
class d

[SOUR
3.15

applic
datas

4 Sy

ASC
ASMP
BB
ICT
IRI
OWL

work for representing information in the Web

to entry: The core structure of the abstract syntax is a set of triples, each-consisting of a subject, a pr
object. A set of such triples is called an RDF graph.

CE: OWL 2 Web Ontology Language Quick Reference Guide (Seeond Edition), 2012]

1SS
erived from another class by specialization

CE: ISO/IEC 10165-1:1993, 3.8.32]

ation security control
fructure, which includes requirements, descriptions, graphical representations, and XML (3.7) s

'mbols and abbreviated térms

application securitycontrol

application security management process
building block

information and communication technologies
internationalized resource identifier

owl 2 web ontology language

bdicate

rthema

RDF
SDL
URI
XML

resource description framework
security development lifecycle
uniform resource identifier

extensible markup language
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5 Background

There are a large number of international standards dealing with ICT assessments covering ICT areas
such as governance, secure development lifecycle, deterministic testing, or risk assessment. This body of
knowledge also includes reports and best practices documents[21][26] as well as position papers[39],[32]
focusing on different approaches to ICT assessments.

When a new technology or use case becomes prominent, it is necessary to define new approaches to
assessments which consider existing frameworks. However, aligning new approaches to existing standards
and developing new standards is a resource intensive process that requires specialized expertise (see
Reference [26] for an example). Furthermore, the dynamic cycle of technological development, and the
massi‘Ke need for integration of multiple systems, where independent technology domains are connected,
as welll as the global nature of the digital infrastructure, has elevated the need for international standprds.

As thg body of available standards continues to grow and the diversification of the ICT spage intensifies, it
has bgcome more difficult to ensure consistency of approaches used in similar standard ICT assessments.
At thef same time, the need to streamline, harmonize, and quickly develop assessmentis€levant standards
has bgcome acute, brought on to the dynamic technology development, increasing concerns about sefurity,
privady, and assurance, and growing diversity in the technology space and<centexts where gimilar
technglogies are used.

Thus, new frameworks and standards for developing new ICT assessments.and analysing the existing ones
with greater efficiency would be useful. Defining these methodologies ean-also lead to the development of
more focused and context specific requirements in the area of ICT assessment, which is the purpose pf this
document.

It is worth noting that significant work has been done in interpational standards bodies with regprd to
using [ontologies to harmonize concepts within specific domains. For example, ISO/IEC 21838-1 defines
charagteristics of a top-level ontology that can be used)with lower-level domain-specific onto|ogies.
Standardization work using ontologies to improve the efficiency of building, analysing, and implempnting
standqrds has been more limited, but it has been *covered in research literature. Reference [27]| uses
ontoldgies to link standardized tags related to properties of the IoT space to the descriptions pf the
functipns they denote. In the medical field, Reference [28] uses an ontology to standardize and classify
adverse drug reactions based on the Adverse Prug Reaction Classification System. Reference [29] describes
how optologies can be used to map existing security standards, and Reference [30] developed ontologies to
formalize security knowledge and make it more amenable to various analyses. Reference [31] developed an
ontoldgy for ISO software engineering standards, complete with a prototype demonstrating their appjroach.

6 Methodology

A methodology was devised to build this document. The methodology consists of:

a) the methodologyfaridentifying and describing BBs and their relationships with each other;
b) the approach+£or using the ontology and its BBs to build new assessment standards and frameworks;

c) the approach to the governance of the ontology and its elements; and

d) themethodology for the maintenance of the BBs.

The inventory of the BBs was informed by the study and analysis of standards, specifications, guidelines and
best practices documents as well as research output in the area of the ICT assessments. The elements of the
documents were examined, yielding the times and instances of BBs.

[t should be noted that there are structural similarities in the structural organization, semantic affinities of
similar elements, and similarities among relationships linking various elements in documents related to ICT
assessments. This document builds upon the observation that these documents include similar components,
especially in a given field of application, e.g. security assessment and privacy assessment.

A number of standards documents from different standards development organizations were examined to
identify the recurrent elements (building blocks). It was observed that, while semantically these parts are

© ISO/IEC 2024 - All rights reserved
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not always identical, in a given field there is a shared high-level compatibility of the semantics. For example,
deterministic security assessment is used in both References [19] and [24] and examples of guidelines are

available in Reference [21].

These structural and semantic similarities in assessment-related standards documents are generali

zed in

structural and semantic building blocks (BBs). Semantic BBs can be composed of one or more structural

BBs.

An inventory of BBs was iteratively created from a representative sample of standards documents related to
assessments and analysis of experts’ contributions. The complete inventory is available in Clause 9. For each

BB, the inventory includes the type, location and description of the BB. The typology of BBs was then r

efined

through the analysis of relevant ontologies, Such as in Retferences [32] to [35]-

inimal possible number of structural and semantic BBs were identified. The following(steps
d to develop the inventory of BBs:

ntify pertinent structural BBs, such as definitions or principles;
ntify semantic BBs.

The irfjventory was then organized in a hierarchy that reflects the logical link§ among BBs. The lin

were

ks are

based|on the observed similarities in structural organization and the abovefwentioned semantic affinities,

as welll as the relationships between components as they were found to oceunin the documents.

Drawing from the inventory, an ontology was created that included BBs, types, and relations from the

inventory and made them more precise. Additional information on the types and nature of BBs is des
in Clatise 7. The inventory of the BBs is presented in Clause 9. The‘organization follows these core cj
which|are expected to be generally applicable.

The cijiteria include:
g) BBsare divided into structural and semantic (seefigure 3);

h) sgmantic BBs are partitioned in assessments’and “assessment components”. The difference be
them is that assessment BBs can contain other semantic BBs, while assessment components are §
objects that are not further fragmented. This is illustrated in Figure 4, where the UML annotation
a flass indicates that the relationship.€an apply to an arbitrary set of instances of that class, as op
td a single instance;

i) within the above categories, BBs dre hierarchically organized by a class-subclass relation (see Figt

j)  tHerelationship between@sséssments and BBs that occur in them is captured by a containment rg
(see Figure 5);

rribed
iteria,

tween
itomic
D..n on
posed

ire 5);

lation

k) the containment nelation is inherited at the class level, i.e. if a BB type A contains certain types ¢f BBs,

then any sub-cldss of A also contains those types of BBs (see Figure 5).

Building block
Structural Semantic
Building block Building block

Figure 3 — BBs divided into structural and semantic BBs
© ISO/IEC 2024 - All rights reserved
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Semantic
Building block
0..n
0..n 0..n
[ ]
Assessment Semantic
component Building block

Figure 4 — Semantic building blocks

Containment
Building block Assessment
Hierarchy Containment Hierarchy
dependent dependent
Building block assessment

Figure 5 — Building block and assessment hierarchy

The characterization of the structure ofstandards documents presents certain challenges. Certain copcepts
are ufed in different documentstwith somewhat different informal meanings. Additionally, repeated
comp@nents are present in certgin‘assessment documents.

The ontology should be used to assist in planning new ICT assessment standards or use cases associated
with ¢xisting standardsC-Ahe ontology is not intended to suggest alteration to any existing assegsment
standards. The developer* of the new assessment should follow the steps included below, which can glso be
automfated by software tools.

— The develaper should identify pertinent structural building blocks for the proposed assessment fr¢m the
entory;stch as definitions or principles and observe their positioning in the ontology.

— Thedeveloper should identify semantic building blocks by considering whether the new assessment has

— Ifthere are similarities with a single existing assessment, then the new use case should include the
assessment components from the existing assessment.

— Ifthere are similarities with multiple existing assessments, then the new use case should include the
assessment components of all of them.

As an example, an application security assessment of optical eye-level displays is considered. A standard
for the application security assessment of video displays already exists (in this example). In the first
step of the process, inspection of the existing standard enables definitions to be identified as a pertinent
structural building block that is present in the video displays standard. Next, the similarities between the

© ISO/IEC 2024 - All rights reserved
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new assessment and the existing assessments are considered at the level of the semantic building blocks.
Application security audit and application security testing are identified as relevant assessment component
building blocks from the existing standard(s). These building blocks are then considered for inclusion in the
standard. Additionally, the availability of machine-readable XML supports the automation of the process.
The approach to automation has been demonstrated in a more general context in Reference [37].

7 Building blocks: collection and structure

7.1 General

The tgrm building blocks (BBs) shall refer to structural components as well as semantic components. The
inventory of BBs is provided later in Clauses 8, 9 and 10.

Structjural BBs cover characteristics that are independent of the assessment type and die-intendled to
capture kinds of information that is found in most standards. Examples of structural BBs.iaclude concepts,
definifions and guidelines.

contain other semantic BBs, while assessment components should be atomic gbjects that are not flirther

Sema:Eic BBs shall be further divided into assessment and assessment componentBBs. Assessment BBs can
fragmented.

For the purpose of the ontology developed in this document, the inventory-of assessment BBs (see Clause 9
for details) shall include:

a) sdcurity assessment;

b) ptivacy assessment;

¢) cdmpliance assessment;

d) gavernance assessment;

e) ripk assessment.

These|BBs can be further broken down. For example, security assessment can contain:
f) SDL (secure development lifecycle);

g) dg¢terministic security assessment;

h) application security assessmént.

© ISO/IEC 2024 - All rights reserved
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The assessment component BBs can also be broken down. The current inventory of assessment component
BBs and associated children shall include:

— audit;

— application security audit;

— analysis;

— risk analysis;

— verification;

— V4

Asses
compd

-
.
.
.

Each |
date s

Examj]

is rep
adopt

7.2

Applid
and cd

The cy
See NI

In thi
prope

application security verification;
lidation;

application security controls validation;
sting;
application security testing.

ment BBs can contain one or more other semantic BBs. The application security asses
nent can contain assessment components such as:

plication security audit;

plication security verification;
plication security controls validation;
plication security testing.

B shall contain at a minimum: a name, a description, a source, and a creation date, where the cr
hall indicate the date in which the BB was_introduced in the collection.

ples of BBs, and XML encoding of BBs are presented in 7.2 to 7.6. In these examples, each BH
resented by an ontological class with'a matching individual. The properties provide the BBs w
bd description and its source.

Application security assessment

nfirming that intefagtions with users, other applications and environments are secure.
eation date is€hepublication date of this document.
ST SP 800-115:2008, Appendix C.

b inventory, application security assessment is represented by an XML block as shown beloy
ties\provide the adopted description and source of the assessment.

sment

cation

term
ith an

ation security assessment is the evaluation of applications, with the intent of identifying vulnerabiilities,

v. The

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Security Assessment">

<ts:adoptedDescription>Evaluation of applications with intent of identifying

vulnerabilities, and confirming interactions with users, other applications and environme
are secure.</ts:adoptedDescription>

<ts:creationDate>[release date of this TS]</ts:creationDate>
<ts:adoptedDescriptionSource> NIST SP800-115:Appendix C </ts:adoptedDescription>

</owl:NamedIndividual>

7.3 Risk assessment

Risk a

ssessment covers risk identification, analysis and evaluation.

© ISO/IEC 2024 - All rights reserved
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The creation date is the publication date of this document.
[SO 22734:2019, 3.30.

In this inventory, risk assessment is represented by an XML block as shown below. The properties provide
the adopted description and source of the assessment.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Risk

Assessment">
<ts:adoptedDescription> Assessment covering risk identification, analysis, and
evaluation.</ts:adoptedDescription>
<ts:creationDate>[release date of this TS]</ts:creationDate>
toradeoptedbeseriptionSouree> NS SRECIAT—PURTTCATION—800—160+ S ME——Apperdisg B</
ts:ad¢ptedDescriptionSource>
<fowl:NamedIndividual>

Appli¢ation security audit
Applidation security audit is the process through which it is determined if all application segurity cdntrols
(ASCs] have successfully passed their verification process.

The cijeation date is the publication date of this document.
See ISP/IEC 27034-3:2018, 3.1.

In thig inventory, application security audit is represented by an XML block as‘shown below. The properties
provide the BBs adopted description and its source.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/onkology-24462-current.
owl#Application Security Audit”>
<ts:adoptedDescription>Process through which it is¥determined if all Application
Secur]ty Controls (ASC&apos;s) have successfully passedsbheir verification process.</
ts:ad¢ptedDescription>
<ts:creationDate>[release date of this TS]</b&*creationDate>
<ts:adoptedDescriptionSource> ISO/IEC 27034=3:2018: 3.1</ts:adoptedDescriptionSoufrce>
<fowl:NamedIndividual>

7.4 Application security controls validation

Applidation security controls validation is the objective confirmation that all requirements for application
security controls (ASC) have been fulfilled.

The cijeation date is the publication dateef'this document.
See ISP/IEC 27034-1 and 1SO 9000:2015, 3.8.13.

In thig inventory, application seeurity controls validation is represented by an XML block as shown pelow.
The properties provide the-adopted description and source of the BB.

<¢pwl:NamedIndividuad rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Application Seeufity Controls Validation">
<ts:adoptedlDescription> Objective confirmation that all requirements for Applicatfion
Secur]lty Controls, (ASC) have been fulfilled. </ts:adoptedDescription>
<ts:creadtionDate>[release date of this TS]</ts:creationDate>
<tsgadéptedDescriptionSource> ISO/IEC 27034-1:2011; ISO 9000:2015:3.8.13</
ts:ad¢ptedbDescriptionSource>

<fowlyNamedIndividual>

7.5 Riskamalysis

Risk analysis is the process through which the level and nature of risk can be determined.
The creation date is the publication date of this document.

See I1SO/Guide 73:20009, 3.6.1.

In this inventory, risk analysis is represented by an XML block as shown below. The properties provide the
adopted description and source of the BB.
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<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Risk
Analysis">
<ts:adoptedDescription> Process through which the level and nature of risk can be
determined.</ts:adoptedDescription>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<ts:adoptedDescriptionSource> ISO/Guide 73:2009: 3.6.1</ts:adoptedDescriptionSource>
</owl:NamedIndividual>

8 Ontology capturing relationships among BBs

8.1 General

Ontolggies are used to capture the salient aspects of a domain and to answer queries about them in a
mathgmatically precise and explainable way. While ontologies can seem analogous to taxonomies, there are
imporfant distinctions. Similar to a taxonomy, an ontology provides uniform terminology for the-domain of
interept, assuring interoperability and accurate communication among researchers, operators) practitioners,
reguldtors, and other interested parties. The ontology also captures the structural relationships frqm the
domain at hand, e.g. an ontology individual John belongs to class software-developeryand class software-
develdper is a subclass of class person. Differently from a taxonomy, an ontology, can also inclugle the
specifjcation of dependencies, constraints, and other rule-based relationships aniong entities in the odel.
Additionally, ontologies come with associated inference mechanisms that,énable drawing conclpsions
over Virtually arbitrary combinations of structural relationships, dependencies, constraints and rulle-like
relatignships.

The BBs are organized according to these core criteria.
— BBsare hierarchically organized by a class-subclass relation:

— BBs are partitioned in structural and semantic categoriés. Structural BBs are found in many standards
and cover concepts that are independent of the pafticular assessment type, such as definitipns or
ptinciples. Semantic BBs describe specific types ofsassessment, such as privacy assessment qr risk
agsessment, or parts thereof, such as risk analysist

— Sé¢mantic BBs are further divided into assessfients and “assessment components”. The distingujishing
feptureisthatassessment componentsrepresent BBsofassessments thatare notassessmentsthemselves.

— The relationship between assessments:and BBs that occur in them is captured by a containment refation.

— The containment relation is inherited. That is, if a BB class A contains a set of BBs, then any sub-c]ass of
Aflso contains those BBs.

— The ontology is subject ta/the following structural constraints:
— Classes for structural BBs should not be subclasses of semantic BBs.
— Classes for semrantic BBs should not be subclasses of structural BBs.
— A class.should not be a subclass of multiple parent classes.
— Andindividual should not belong to multiple classes.

Thus, thejinventory and corresponding hierarchy are represented in the ontology as follows.

— All BBs are represented by ontology classes and by identically-named ontology individuals.

— The class-subclass relation between BBs is represented by the class-subclass relation between ontology
classes that is built into ontologies.

— The containment relation is represented by an object property “contains”.

— The adopted description of a BB is represented by a data property “adoptedDescription” of type string.
The source(s) of the description are represented by a data property “adoptedDescriptionSource”.
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— Object property “subsumes” (with domain and range corresponding to the class of all BBs) and data
properties “creationDate” and “endDate” (with the class of all BBs as domain and xsd:dateTime as the
range) are introduced for managing the lifecycle of BBs. Property “subsumes” represents the fact that
one BB subsumes another. Property “creationDate” specifies the creation time of a BB and “endDate”
specifies its end date. More details on the lifecycle can be found in 8.7.

Figure 6 and Figure 7 provide an illustration of a representative hierarchy of BBs. Figure 6 depicts the top-
level classes of the ontology. Figure 7 illustrates the semantic building block branch of the ontology, with its
building blocks for assessments and assessment components.

P

BuildineBlock
=3

Structural Semantic

Building Block

[ I I ]
[ Definitions] { Principles ] [ Concepts ] { Guidelines ]

Building Block

Figure 6 — Top levels of the ontology
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s \
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Security Risk Analysis Security Controls Security
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S
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Figure 7 — Semantic building block branch of the ontology

The ontology is encoded using XML. The XML encoding uses tags indicating the type of XML object: owl:
Class, owl:NamedIndividual, owl:ObjectProperty, or owl:DatatypeProperty. The rdf:about attribute defines
the name of the object. The content enclosed by the beginning and ending tags provides further information,
such as the parent class in a class-subclass relation (tag rdfs:subClassOf, used in conjunction with attribute
rdf:resource, which indicates the name of the parent class), the parent class of an individual (tag rdf:type,
also used in conjunction with rdfiresource), as well as information about the containment relation, the
adopted definition and adopted definition’s source (tags ts-v04:contains, ts-v04:adoptedDescription and ts
-v04:adoptedDescriptionSource, respectively). For example, Assessment is defined by the XML blocks:
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owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#

tic Building Block"/ >

/owl:Class>

owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
ssessment">

<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-current.
ssessment"/>

<ts:creationDate>[release date of this TS]</ts:creationDate>
/owl :NamedIndividual>

where the first block states that Assessment is a class (first line), and that it is a subclass of class Semantic_

Buildihg_Block (second line). The second block states that name Assessment is also associated w

indivi

The rdlations of the ontology are defined by the following XML code:

<
owli#c

Block

Block
<

<
owli#s

Block

Block

owl#a

Block

owlfa

Block

owli#c

Block

<

<
owli#e

Block

<

ual (first line) of class Assessment (second line).

wl:0bjectProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
ntains”>
<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-gurrent.owl#Buil
/>
<rdfs:range rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Build|
/>
owl:0ObjectProperty>

wl:ObjectProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
hbsumes”>
<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Buil
/>
<rdfs:range rdf:resource="http://mbal.asklab.negkhontology-24462-current.owl#Build|
/>
owl:0ObjectProperty>

wl:DatatypeProperty rdf:about="http://mbal,.&5klab.net/ontology-24462-current.
optedDescription”>

<rdfs:domain rdf:resource="http://mbalkiasklab.net/ontology-24462-current.owl#Buil
/>
owl:DatatypeProperty>

wl:DatatypeProperty rdf:about="Qittp://mbal.asklab.net/ontology-24462-current.
optedDescriptionSource”>

/>
owl:DatatypeProperty>

wl:DatatypeProperty @dftabout="http://mbal.asklab.net/ontology-24462-current.
reationDate”>

/>
<rdfs:rangge tdf:resource="http://www.w3.0rg/2001/XMLSchema#dateTime”/ >
owl:DatatypeRroperty>

wl:DatatypeProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
pdDatelZ>

/>
drdfs:range rdf:resource="http://www.w3.0rg/2001/XMLSchema#dateTime”/ >

ith an

ding

ing

ding

ing

ding

<rdfs:domain rdf:resourcef”ittp://mbal.asklab.net/ontology-24462-current.owl#Building

<rdfs:domain rdfuresource="http://mbal.asklab.net/ontology-24462-current.owl#Building

<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Building

owl:DatatypeProperty>

The first two blocks (ObjectProperty blocks) define the containment relation “contains” and relation
“subsumes” as relations that hold between pairs of BB individuals. The remaining blocks (Datatype Property
blocks) define the “adoptedDescription”, “adoptedDescriptionSource”, “creationDate”, and “endDate”
relations.

In 8.2 to 8.6, examples of the XML encoding of BBs is provided. The complete encoding can be found in
Clause 10.
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8.2 Building block: application security assessment

A hierarchical placement of the application security assessment is a subclass of the security assessment.
Application security assessment contains the BBs application security audit, application security controls
validation, application security testing, and application security verification.

XML encoding:

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Security Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Security Assessment"/>
<fowl:Class>

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Assessment'">
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl4Applicaltion
Secur]ty Assessment"/>
<ts:adoptedDescription>Evaluation of applications with intent of identiftying
vulnefabilities, and confirming interactions with users, other applications‘and environments
are s¢cure.</ts:adoptedDescription>
<ts:adoptedDescriptionSource> NIST SP800-115:Appendix C </ts:addptedDescription>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<ts:contains rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Audit"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontolegy=24462-current.
owl#Application Security Controls Validation"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Testing"/>
<ts:contains rdf:resource="http://mbal.asklab.negr#ontology-24462-current.
owl#Application Security Verification"/>

<fowl:NamedIndividual>

The XML encoding can be explained as follows: the firstithree lines describe the ontology class associated
with the BB and indicate of which BB it is a subclass.«The next line, which contains tag “NamedIndiviidual”,
states|the name of the individual that represents.the BB. The following line indicates its class. Th¢ lines
with tiags “adoptedDescription” and “adoptedDescriptionSource” encode the adopted description of the BB
and the description’s source. The lines tagged with “contains” state that application security assegsment
contains BBs: application security audit, application security controls validation, application security
testing, and application security validation;

8.3 Building block: risk assessment

A hierjarchical placement of the-risk assessment is as a subclass of the ICT assessment. Risk assegsment
contains the BB risk analysis,

XML encoding:

<pwl:Class rdfébout="http://mbal.asklab.net/ontology-24462-current.owl#Risk Assessmept” >
<rdfs:spk€lassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#[ICT
Assesgment”/ &
<fowl:Ctass>
<pwl wNemedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Risk
Assesgment' >
<rdf:tvpe rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Risk
Assessment"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Risk
Analysis"/>
<ts:adoptedDescription>Overall process of risk identification, risk analysis, and risk
evaluation.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>NIST SPECIAL PUBLICATION 800-160, VOLUME 1 Appendix B</
ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>
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The first line states the name of the individual and the second line its class. The third line states that risk
assessment contains a risk analysis BB (risk analysis is another individual). The fourth and fifth lines
provide the adopted description of the BB and the source of the description.

8.4 Building block: application security audit
A hierarchical placement of the application security audit is as a subclass of audit.

XML encoding:

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application

Secur fpty AudTt®
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Apdit” />

<fowl:Class>

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-currenty.
owl#Application Security Audit”>
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-currentpowl#Applicajtion
Securjty Audit”/>
<ts:adoptedDescription>Process through which it is determined if &ll Application
Securlty Controls (ASC&apos;s) have successfully passed their verificat¥on“process.</
ts:ad¢ptedDescription>
<ts:adoptedDescriptionSource>ISO/IEC 27034</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate®
<fowl:NamedIndividual>

8.5 Building block: application security controls validation
A hierprchical placement of the application security controls validation is as a subclass of validation.

XML encoding:

<pwl:Class rdf:about="http://mbal.asklab.net/oritology-24462-current.owl#Application
Securjty Controls Validation">
<rdfs:subClassOf rdf:resource="http:/,Atbal.asklab.net/ontology-24462-current.
owl#Validation"/>

<fowl:Class>

<¢pwl:NamedIndividual rdf:about="hkEp://mbal.asklab.net/ontology-24462-current.
owl#Application Security Controls Velddation">
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Applicajtion
Securjty Controls Validation"/%
<ts:adoptedDescriptiofxObjective confirmation that all requirements for Applicatipn
Secur}ty Controls (ASC) havé been fulfilled.</ts:adoptedDescription>
<ts:adoptedDescriptilonSource>ISO/IEC 27034-1:2011; ISO 9000:2015:3.8.13</
ts:ad¢ptedDescriptionSodree>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndiyitdial>

8.6 Building block: risk analysis
A hierprchical placement of the risk analysis is as a subclass of analysis.

XML encoding:

< bwlnCl o cdf - oot _"hi o . mbhal ookl b oot ntolocz24 0672 coirvvant Wl iR ol ol sl >
L e #

<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Analysis"/>
</owl:Class>

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Risk
Analysis">
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Risk
Analysis"/>
<ts:adoptedDescription>Process to comprehend the nature of risk and to determine the
level of risk</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISO/TS 13131:2014 3.5.3</ts:adoptedDescriptionSource>
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<ts:creationDate>[release date of this TS]</ts:creationDate>

</owl:NamedIndividual>

8.7 Lifecycle of building blocks

The lifecycle of ontology building blocks is important to ensure consistency, as specified in ISO/IEC 21823-3.
8.8 describes how the ontology and its elements are used at different stages in the lifecycle.

8.8 Using BBs

8.8.1

General

8.8.2 1
strear
the ex

0 8.8.4 describe the lifecycle of the ontology and building blocks. The intent of this documen
hline the creation of assessments based on existing standards. It does not intend to amend\or d
isting standards in any way. The example use cases explain the use of this document.

Using the ontology to structure an assessment based on an existing standard

bfine the nature of the new assessment based on its objectives, e.g. secuxity of eye level di
sed on ISO/IEC 27034. The objectives should be defined in terms of classes in the ontology, e.
sessment or governance assessment.

e the ontology to assist in the creation of the description of the new form of assessment.
e building blocks under consideration should include semantic-and structural building blocks.
re building blocks selected should inform a primary outline of the assessment.

bfinitions and other information from the standard, for which the assessment is created to i
ntent (definitions, concepts, audience, etc.) should be.used.

desired, create tools to support the assessment or enable self-assessment under the standa
hich the assessment is created. Such tools-cah include automatic harvesting of building blo
tomatic comparison of building blocks.

llowing is an example of the use of the ontology for this purpose:

ne creators of the assessment define the focus of the assessment in question.

ey pick structural and semantic building blocks from the ontology.

e ontology provides the initial outline, to speed up the assessment development process.

automated tools havebeen set up, the building blocks can be harvested automatically and com
ith building blodksused in other assessments.

h XML representation of the assessment can be created at the same time, based on the ontolo
rther machine-readable applications.

llowitig'is an example of how to create tools for automation. In order to speed up the developnj
sessment and to ensure harmonization with other assessment under a certain standard, a tool
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standards documents, for example, definitions. The tool can also assist in the generation of the OWL2.0
machine readable version of the assessment.

8.8.3 Using the ontology to obtain components for an assessment based on a revised edition of a
standard

1. Define the nature of the new standard assessment after the revision of the existing standard, e.g.
assessment of eye level displays based on a revised edition of ISO/IEC 27034. The objectives should be

m

apped to the semantic building blocks, e.g. risk management.
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8.8.4 | Using the ontology to obtain structural components for an assessment based on the first
edition of a standard

1.

N o 1o W DN

The fallowing is an example of the use of the ontology for this purpose:

a)
b)
9
d)

e)
f)

with

g)
h)

The fq!lowing is an example of how to create tools to harmonize information in the new standard asseg
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Use the ontology to assist in the creation of the new standard assessment.
The building blocks under consideration should include semantic and structural building blocks.

The building blocks selected should form a primary outline of the assessment.

Definitions and other information from the standard, for which the assessment is created to include

content (definitions, concepts, audience, etc,) should be used.

If needed, new building blocks specific to the new part of the standard should be created and ad
the ontology.

ded to

[f|desired, create tools to support the assessment or enable self-assessment under the standa
which the assessment is created.

Define the nature of the new standard assessment based on the first edition”of a standar
agsessment of eye level displays based on the first edition of an ISO/IEC standard:. The objectives s
b¢ mapped to the semantic building blocks, e.g. risk management.

Define the topical areas for the assessment, e.g. assessment for fully homomorphic encryption.
Use the ontology to assist in the creation of the new assessment standard.

The building blocks under consideration should include semafntic and structural building blocks.
The building blocks selected should form a primary outliné\of the assessment.

Ifjneeded, new building blocks found in the new standard should be created and added to the ontg

[f|desired, create tools to support the assessment or enable self-assessment under the standa
which the assessment is created.

The creators of the assessment defing the nature of the assessment.
They use the ontology to determine which semantic and structural building blocks (BBs) are neeq
The initial set of building blo¢ks is used to create a preliminary outline.

Based on the outline, it\is possible to harvest content, including definitions, from similar or ad
standards and specifications.

Baised on the outline and the ontology, additional building blocks are created if needed.

[flautomationtools are available, some of these steps can be automated.

isting standards and specifications:

rd, for

d, e.g.
hould

logy.
rd, for

led.

jacent

sment

Use or create a repository that contains the full text of relevant standards.

Build simple tools to locate information in structural and semantic building blocks present in different

standards.

With the tools, identify differences in content that may require harmonization (e.g. definitions or

processes).
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9 Standard inventory of uniform components
9.1 Structural BBs

9.1.1 Description

Structural BBs are found in a majority of ICT assessment standards and cover concepts that are independent
of the particular assessment type, such as definitions and principles.

9.1.2 Inventory

9.1.2.1 General

This clause provides the inventory of structural BBs.

9.1.2.2 Concepts BB
The cancepts BB is a structural BB defining key concepts of an assessment.

In thig inventory, concepts BB is represented by an XML block as shown belew«The properties provide the
adopte¢d description and source of the BB.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontodogy-24462-current.
owl#Cé¢ncepts Building Block">
<ts:adoptedDescription> Structural BB defining key/toncepts of an assessment</
ts:ad¢ptedDescription>
<ts:adoptedDescriptionSource>WG</ts:adoptedDescLiptionSource>
<ts:creationDate>[release date of this TS]</ts»creationDate>
<fowl:NamedIndividual>

9.1.2.83 Definition BB

The d¢finition BB provides a representation of a concept by an expression that describes it and differentiates
it from related concepts. See ISO 1087:2019, 3.3

In thig inventory, definition BB is representied by an XML block as shown below. The properties provide the
adopted description and source of the BB:

<¢pwl:NamedIndividual rdf:akout="http://mbal.asklab.net/ontology-24462-current.
owl#D¢finition Building Block"x
<ts:adoptedDescription> Structural building block defining key concepts of an
assespment</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISO 1087:2019: 3.3.1</ts:adoptedDescriptionSource>
<ts:creationDdte>[release date of this TS]</ts:creationDate>
<fowl:NamedIndivyidual>

9.1.2.4 Guidelines.BB
The ghnidelines BB captures a principle put forward to set standards or determine a course of action.

This ysually“consists of a recommendation or advice without the requirement of law, however pullished
guideline$.can in some circumstances become a legal requirement. See ISO/TR 17427-10:2015, 2.6.

In thisTnventory, g D y ~The properties provide the
adopted description and the source of the BB.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Guidelines
Building Block">
<ts:adoptedDescription>Principle put forward to set standards or determine a course
of action; usually, but not always, as a recommendation or advice without the requirement of
law but adherence to published guidelines may in some circumstances become a requirement of a
regulation.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISO/TR 17427-10:2015: 2.6</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>
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9.1.2.5 Principles BB

The principles BB is a structural BB that introduces fundamental, primary assumptions. See
ISO/IEC 15944-5:2008, 3.80.

In this inventory, principles BB is represented by an XML block as shown below. The properties provide the
adopted description and source of the BB.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Principles Building Block">
<ts:adoptedDescription>Structural BB that introduces fundamental, primary
assumptions.</ts:adoptedDescription>
TS:adoptedDescriptionsource>1s0/ IEC 159424-5:2008: 3.80/ts:adoptedDescriptionsource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.2 BSemantic BBs

Semarntic BBs describe specific types of assessment, such as privacy assessment or_tisk assessm¢nt, or
parts fthereof, such as risk analysis. Semantic BBs are further divided in assessment BBs and assegsment
compq@nent BBs, where the latter are parts of assessments but are not assessmentsithemselves.

9.3 HAssessment BBs

9.3.1 | Description

Assessment BBs are semantic BBs that describe an entire assessmént.
9.3.2 | Inventory

9.3.2.1 General

This clause provides the inventory of assessment BBs.

9.3.2.2 Application security assessment

The application security assessment BB-captures the evaluation of applications with the intentfion of
identifying vulnerabilities, and confirming that interactions with users, other applications and environments
are sefure.

See NIST SP 800-115, Appendix E:

In thi$ inventory, applicatien security assessment is represented by an XML block as shown below. The
properties provide the-assessment’s adopted description and its source.

<owl:NamédIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#ApplicationSecurity Assessment">

<ts:adoptedDescription>Evaluation of applications with intent of identifying
vulnefabilit®es, and confirming interactions with users, other applications and environments
are s¢cupe\X/ts:adoptedDescription>
<ts:adoptedDescriptionSource>NIST SP800-115:Appendix C</ts:adoptedDescriptionSourfce>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

9.3.2.3 Application security risk assessment

The application security risk assessment BB corresponds to the second step of the Application Security
Management Process (ASMP), which evaluates/assesses risks on the application level. See NIST SP 800-30,
8.2.1.

In this inventory, application security risk assessment is represented by an XML block as shown below. The
properties provide the assessment’s adopted description and its source.
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<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Risk Assessment">
<ts:adoptedDescription>Second step of the Application Security Management Process
(ASMP), which evaluates/assesses risks on the application level.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>NIST SP800-30: 8.2.1</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

9.3.2.4 Assessment

The assessment BB corresponds to the undertaking of an investigation in order to arrive at a judgement,
based on evidence, of the suitability of a product.

In thi§ inventory, assessment is represented by an XML block as shown below. The properties provide the
adopted description and source of the BB.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-currenta
owl#Agsessment">
<ts:adoptedDescription>Undertaking of an investigation in order to arriwe at a
judgethent, based on evidence, of the suitability of a product.</ts:adoptedDes¢fiption>
<ts:adoptedDescriptionSource>electropedia.org</ts:adoptedDescriptienSburce>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.p Compliance assessment

The cpmpliance assessment BB describes an assessment with the intent of determining whethper the
infornmpation security controls within a given organization remain&both operational and effectivie. See
ISO/IBC 29169:2016.

In thi§ inventory, compliance assessment is represented by am)XML block as shown below. The properties
provide the assessment’s adopted description and its source:

<¢pwl:NamedIndividual rdf:about="http://mbal.agklab.net/ontology-24462-current.
owl#Cpmpliance Assessment">
<ts:adoptedDescription> Assessment with the intent of determining whether the
inforation security controls within a givensorganization remain both operational and
effective.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISOAIEC 29169:2016 (en)</ts:adoptedDescriptionSource>
<ts:creationDate>[release date, o0& this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.6 Data privacy assessment

The data privacy assessment BB.¢orresponds to the evaluation of the current state of an organization|s data
privady, with the intent to implement a data security plan. See Reference [39].

In thig inventory, data privacy assessment is represented by an XML block as shown below. The properties
provide the assessment’s.adopted description and its source.

<owl:Named®ndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Dg@ta Privagy. Assessment'>

<ts:adoptedDescription>Evaluation of the current state of an organizationé&apos;s data
privag¢y, wielhthe intent to implement a data security plan.</ts:adoptedDescription>
<tradoptedDescriptionSource>www.s2lsec.com</ts:adoptedDescriptionSource>
<tS:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.7 Deterministic security assessment

The deterministic security assessment BB described an assessment that assumes certainty of meeting all
security requirements. See ISO/TR 10400:2018, NIST SP 800-53A.

In this inventory, deterministic security assessment is represented by an XML block as shown below. The
properties provide the assessment’s adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#
Deterministic Security Assessment" >
<ts:adoptedDescription>Assessment assuming certainty of meeting all security
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requirements.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISO/TR 10400:2018;NIST SP 800-53A</
ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

9.3.2.8 Governance assessment

The governance assessment BB described an assessment with a focus on measuring the performance,
accountability, responsiveness and capacity of formal institutions. See Reference [40].

In this inventory, governance assessment is represented by an XML block as shown below. The properties
provide the assessment’s adapted description and its source

<pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Gpvernance Assessment">
<ts:adoptedDescription>A focus on measuring the performance, accountability,
respofsiveness and capacity of formal institutions.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>gsdrc.org</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.9 Information security risk assessment

The ilformation security risk assessment BB describes an assessment cofiducted to identify potential
security risks or threats with the intent of mitigating harm to sensitive data) See Reference [41].

In thig inventory, information security risk assessment is representedby'an XML block as shown below. The
properties provide the assessment’s adopted description and its souree.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/on¥ology-24462-current.owl#Informajtion
Secur}jty Risk Assessment">
<ts:adoptedDescription>Assessment to identidiy\ypotential security risks or threats| with
the iptent of mitigating harm to sensitive data.</ts%adoptedDescription>
<ts:adoptedDescriptionSource>TBD</ts:adeptedDescriptionSource>
<ts:creationDate>[release date of this, TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.10 Organization risk assessment

The offganization risk assessment BB corrgsponds to the assessment of all security and privacy risks yithin
an organization. See NIST SP800-37 r2:3:1.

In thif inventory, Organization Risk<Assessment is represented by an XML block as shown beloy. The
propefties provide the assessment’s adopted description and its source.

<pwl:NamedIndividual-r&f:about="http://mbal.asklab.net/ontology-24462-current.
owl#Ofganization Risk Assessment">
<ts:adoptedDegscription>Assessment of all security and privacy risks within an
organ}zation.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>adapted from NIST SP800-37 r2: 3.1</
ts:ad¢ptedDescriptionSource>
<ts:credtionDate>[release date of this TS]</ts:creationDate>
<fowl:NamédIndividual>

9.3.2.11 APrivacy assessment

The privacy assessmrent BB destribesamassessment tomducted-wittrtheimtentt of ensuringattapplicable
privacy laws, policies, and processes are adhered to within a specific system. See NIST SP 800-53A: 2.1.

In this inventory, Privacy Assessment is represented by an XML block as shown below. The properties
provide the assessment’s adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Privacy
Assessment">
<ts:adoptedDescription>Assessment with the intent of ensuring all applicable privacy
laws, policies, and processes are adhered to within a specific system.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>NIST SP 800-53A: 2.1</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>
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9.3.2.12 Privacy impact assessment

The privacy impact assessment BB describes the evaluation of potential privacy impacts as related to the
processing of personally identifiable information. See ISO/IEC 29134:2023, 3.7.

In this inventory, Privacy Impact Assessment is represented by an XML block as shown below. The properties
provide the assessment’s adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Privacy
Impact Assessment">
<ts:adoptedDescription>Evaluation of potential privacy impacts as related to the
processing of personally identifiable information.</ts:adoptedDescription>
TS:adoptedDesCcriptionsource>1s0/ IEC 291324:2023: 3.7/ ts:adoptedDescriptionsource
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.13 Process privacy assessment

The pyocess privacy assessment BB corresponds to an assessment of the current privacy,state of a prjocess,
activity, or set of interrelated activities. See ISO 9000 and ISO/IEC 29134.

In thip inventory, Process Privacy Assessment is represented by an XML block as shown beloy. The
propefties provide the assessment’s adopted description and its source.

<pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontologyy24462-current.owl#Process
Privag¢y Assessment'">
<ts:adoptedDescription>Assessment of the current privéacy state of a process, actipity,
or set of interrelated activities.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>IS0O 9000:2015;ISO/IEC/29134:2023</
ts:ad¢ptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:¢reationDate>
<fowl:NamedIndividual>

9.3.2.14 Risk assessment

The risk assessment BB describes an assessment ceyering risk identification, analysis, and evaluatign. See
1SO 24734:2019, 3.30.

In thig inventory, risk assessment is representéd by an XML block as shown below. The properties provide
the aspessment’s adopted description and its source.

<pwl:NamedIndividual rdf:about='http://mbal.asklab.net/ontology-24462-current.owl#Risk
Assesf$ment">

<ts:adoptedDescriptiohx®ssessment covering risk identification, analysis, and
evalugtion.</ts:adoptedDescription>

<ts:adoptedDescriptilonSource>NIST SPECIAL PUBLICATION 800-160, VOLUME 1 Appendix| B</
ts:ad¢ptedDescriptionSodree>

<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.3.2.15 Securitydevelopment lifecycle (SDL)

The sdcurity dévelopment lifecycle BB describes a method through which the security and privacy is erjsured
through all.phases of development. See ISO/IEC 27034.

In thi$ dayventory, SDL is represented by an XML block as shown below. The properties provide the BBs
adopteddescription and 1ts Source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Security Development Lifecycle">
<ts:adoptedDescription>A method through which the security and privacy is assured
through all phases of development.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISO/IEC 27034</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>
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9.3.2.16 Security assessment

The security assessment BB captures an assessment with the intent of identifying security vulnerabilities
and risks.

In this inventory, security assessment is represented by an XML block as shown below. The properties
provide the assessment’s adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Security
Assessment">

<ts:adoptedDescription>Assessment with the intent of identifying security

vulnerabilities and risks.</ts:adoptedDescription>

<
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are ndt limited to risk analysis, SDL, governance,deterministic testing, and other. See ISO/IEC 20924:
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<
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TS :adOpPLEdDESCTripPLloNSoOUrces wikipedia.org<l/ts:adoptedDescriptionsource
<ts:creationDate>[release date of this TS]</ts:creationDate>
owl :NamedIndividual>

|7 System risk assessment

ystem risk assessment BB describes a risk assessment with the express purpese of allow

inventory, system risk assessment is represented by an XML block as shown below. The prop
e the assessment’s adopted description and its source.

hssessment">
<ts:adoptedDescription>Risk assessment with the expregs“purpose of allowing
akeholders to make a final decision on all necessary,sédurity controls.</
ptedDescription>
<ts:adoptedDescriptionSource>NIST SP800-30:2.4.3</kts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:¢reationDate>
owl :NamedIndividual>

|8 Trustworthiness assessment

ustworthiness assessment BB describes techiiques, mechanisms, and approaches used to ev
borthiness of a system, environment, organjzation, technology or products. The approaches inclu

ties provide the assessment’s adopted description and its source.

wl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
Fustworthiness Assessmentl>

<ts:adoptedDescripgion>Techniques, mechanisms, and approaches used to evaluate
vorthiness of a system,/ environment, organization, technology or products.</
ptedDescription>

<ts:adoptedDegehiptionSource>ISO/IEC 20924:2021</ts:adoptedDescriptionSource>

<ts:creationbate>[release date of this TS]</ts:creationDate>
owl:NamedIndividual>

Assessment component BBs

Deseription

ng all

erties

wl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Sysfcem

aluate
e, but
021.

5 inventory, trustworthiness assessment is represented by an XML block as shown below. The

thems

9.4.2

elves.

Inventory

9.4.2.1 General

9.2.4 provides the inventory of assessment component BBs.
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9.4.2.2 Analysis

The analysis BB describes a process focused on specifying types of users and how to best fulfil their
informational needs. See ISO/IEC/IEEE 26514:2022, 3.1.5.

In this inventory, analysis is represented by an XML block as shown below. The properties provide the BBs
adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.

owl#Analysis">
<ts:adoptedDescription>Process focused on specifying types of users and how to best

fulfil their informational needs.</ts:adoptedDescription>
TS:adoptedDescriptionsource>1s0/ IEC/ IEEE Z60124:2022,3-.1.0
ts:ad¢ptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.4.2.83 Application security audit

The application security audit BB describes a process through which it is determined if all application
security controls (ASCs) have successfully passed their verification process. See ISOAEC 27034-3:2018, 3.1.

In thig inventory, application security audit is represented by an XML block as;shown below. The properties
provide the BBs adopted description and its source.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontolegy-24462-current.
owl#Application Security Audit”>
<ts:adoptedDescription>Process through which it is déBermined if all Application
Secur]ty Controls (ASC&apos;s) have successfully passed tHeir verification process.</
ts:ad¢ptedDescription>
<ts:adoptedDescriptionSource>ISO/IEC 27034-3:2048: 3.1</ts:adoptedDescriptionSourfce>
<ts:creationDate>[release date of this TS]</ts»creationDate>
<fowl:NamedIndividual>

9.4.2.4 Application security controls validation

The application security controls validation BB @escribes a validation aimed at providing an objective
confirmation that all requirements for application security controls (ASC) have been fulfilled. See
ISO/IBC 27034-1 and ISO 9000:2015, 3.8.13.

In thig inventory, application security controls validation is represented by an XML block as shown pelow.
The pfoperties provide the BBs adopted/description and its source.

<¢pwl:NamedIndividual rdfszabout="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Centrols Validation">
<ts:adoptedDescription>Objective confirmation that all requirements for Applicatifn
Secur]ty Controls (ASC)(have been fulfilled.</ts:adoptedDescription>
<ts:adoptedDegediptionSource>ISO/IEC 27034-1:2011; ISO 9000:2015:3.8.13</
ts:ad¢ptedDescriptidnSource>
<ts:creati¥onDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.4.2.5 Application security testing

The application security testing BB describes an evaluation of the overall efficacy of a computer system or a
netwdrk’s security.

In this inventory, application security testing is represented by an XML block as shown below. The properties
provide the BBs adopted description and its source.

<<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Testing”>
<ts:adoptedDescription>Evaluation of the overall efficacy of a computer system or
networksé&apos security.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>0WASP.org</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>
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9.4.2.6 Application security verification

The application security verification BB describes the process of reviewing and verifying security
activity outcomes of an application by performing the associated verification-measurement activity. See
ISO/IEC 27034-3:2018, 3.2.

In this inventory, Application Security Verification is represented by an XML block as shown below. The
properties provide the BBs adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Verification”>
<ts:adoptedDescription>Process of reviewing and verifying security activity outcomes
of an|application by performing the associated verification-measurement activity.</
ts:ad¢ptedDescription>
<ts:adoptedDescriptionSource>ISO/IEC 27034-3:2018: 3.2</ts:adoptedDescriptiohSdurfce>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

9.4.2.Y Assessment component
Assesgment component BBs are semantic BBs that are not assessments themselves:

In thig inventory, Assessment Component is represented by an XML block as,shown below. The properties
provide the BBs adopted description and its source.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontolegy-24462-current.
owl#Agsessment Component">
<ts:adoptedDescription>Represent BB of assessments that are not assessments
thems¢lves.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>WG</ts:adoptedDescriptionSource>
<fowl:NamedIndividual>

9.4.2.8 Audit

The audit BB describes the independent process for thelexpress purpose of obtaining all relevant inforrhation
as to the fulfilment, or lack thereof, of specified requirements.

In thi$ inventory, audit is represented by an XML block as shown below. The properties provide thhe BBs
adopted description and its source.

<¢pwl:NamedIndividual rdf:about=""ittp://mbal.asklab.net/ontology-24462-current.owl#Audfit">
<ts:adoptedDescription>Independent process for the express purpose of obtaining afll
relevant information as to the fulfilment, or lack thereof, of specified requirements.</
ts:ad¢ptedDescription>
<ts:adoptedDescriptionSource>electropedia.org</ts:adoptedDescriptionSource>
<ts:creationDate>[r&lease date of this TS]</ts:creationDate>
<fowl:NamedIndividudl®

9.4.2.9 Risk analysis

The risk analysis BB describes the process through which the level and nature of risk can be determined.
See ISP/Guide 73:2009, 3.6.1.

In thig inventory, risk analysis is represented by an XML block as shown below. The properties provide the
BBs adopted description and its source.

<owI:Namedlndividual rdi:about="hCLip://mbal.asklab.net/ontology-2446Z-Current.owl#Risk
Analysis">
<ts:adoptedDescription>Process through which the level and nature of risk can be
determined.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>IS0/Guide 73:2009: 3.6.1</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

9.4.2.10 Testing

The testing BB represents the determination of one or more characteristics of an object of conformity
assessment, according to a relevant procedure.
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In this inventory, Testing is represented by an XML block as shown below. The properties provide the BBs
adopted description and its source.

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Testing">
<ts:adoptedDescription>Determination of one or more characteristics of an object of
conformity assessment, according to a procedure.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>electropedia.org</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

9.4.2.11 Validation

The vplidation BB corresponds to an evidence-based confirmation that an application meets spe¢cified
requirlements for its intended use.

In thig inventory, validation is represented by an XML block as shown below. The properties provide the BBs
adopt¢d description and its source.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-clrrent.
owl#Validation">
<ts:adoptedDescription>Evidence based confirmation that an applfcation meets specfified
requifements for its intended use.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>electropedia.org</ts:adoptedDegsttiptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate®
<fowl:NamedIndividual>

9.4.2.12 Verification

The verification BB corresponds to an evidence-based confirmatién that a requirement has been fulfilled.
See ISP/IEC 12207:2017, 3.1.72.

In thig inventory, verification is represented by an XML bleck as shown below. The properties provide the
BBs adlopted description and its source.

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Ve¢rification">
<ts:adoptedDescription>Evidence based confirmation that a requirement has been
fulfi]lled.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISOYIEC 12207:2017: 3.1.72</ts:adoptedDescriptionSoufrce>
<ts:creationDate>[release date of this TS]</ts:creationDate>
<fowl:NamedIndividual>

10 Complete XML encoding

The fpllowing is the compléte XML encoding of the ICT Trustworthiness (security, privacy, risk, and
governance) assessment gntology:.

<?xml|version="1.0"72>

<rdf:RDF xmlns="http://mbal.asklab.net/ontology-24462-current.owl#"
kml :base="http://mbal.asklab.net/ontology-24462-current.owl"
kmlns:owl=Uhttps://www.w3.0rg/2002/07/owl#"

kmlns: rdf€7"https://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
kmlnsexml="https://www.w3.0rg/XML/1998/namespace"
kml{s{xsd="https://www.w3.0rg/2001/XMLSchema#"

kr{lns: rdfs="https://www.w3.0rg/2000/01/rdf-schema#"

e o=l /ot —asktabret o 24450 L 1in

) o0 S
<owl:0Ontology rdf:about="http://mbal.asklab.net/ontology-24462-current.owl"/>

<l--
N N N,

//

// Object Properties

//
N N NN,

-—>
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<!-- http://mbal.asklab.net/ontology-24462-current.owl#contains -- >

<owl:ObjectProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#contains">

<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Buil

Block"/>

<rdfs:range rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Build

Block"/>
</owl:0ObjectProperty>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#subsumes -- >

<
owl#s

Block
Block

<

<
/11177
/

/
/
/17177

owl#a

Block

owlfa

Block

owl#c

Block

ding

ing

wl:0bjectProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
hbsumes">

<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Buil]
/>

<rdfs:range rdf:resource="http://mbal.asklab.net/ontology-24462-current \OW1l#Build|
/>
owl:0ObjectProperty>

LI1TTT7 0007777700077 7700777777777 7777777777707 7777777777778 )7777777777777777
Data properties

S NNy,

>

<!-- http://mbal.asklab.net/ontology-24462-cuxrent.owl#adoptedDescription -- >

wl:DatatypeProperty rdf:about="http://mbalgsdsklab.net/ontology-24462-current.
optedDescription">

<rdfs:domain rdf:resource="http://mbalitasklab.net/ontology-24462-current.owl#Buil]
/>
owl:DatatypeProperty>

-- http://mbal.asklab.net/ontobldgy-24462-current.owl#adoptedDescriptionSource -- >

wl:DatatypeProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
optedDescriptionSource"

<rdfs:domain rdf:redource="http://mbal.asklab.net/ontology-24462-current.owl#Buil]
/>
owl:DatatypeProperty>

-— http://mhal~édsklab.net/ontology-24462-current.owlf#creationDate -- >

wl:DatatypeProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
FeationbBate">

<rdfssdomain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Buil
/>

<wdfs:range rdf:resource="http://www.w3.0rg/2001/XMLSchema#dateTime"/>

ding

ing

ding

ding

ding

owd : DatatypeProperty>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#endDate -- >

<owl:DatatypeProperty rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#endDate">

<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Buil

Block"/>

<rdfs:range rdf:resource="http://www.w3.0rg/2001/XMLSchema#dateTime"/>

</owl:DatatypeProperty>

<!-- http://www.w3.0rg/2002/07/owl#topDataProperty -->
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<rdf:Description rdf:about="http://www.w3.0rg/2002/07/owl#topDataProperty">
<rdfs:domain rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Building
Block"/>
</rdf:Description>

<!--
L1017 7777 777777777777 7777777777777777777777777777777777777777777777777777777777777777777
//
// Classes
//
L7771 7777 7777770777777 7777777777777777777777777777777777777777777777777777777777777777777

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Analysis -- >

<¢pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Ahalysis">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#A$sessment Component"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Applicatison Security Assessmen|t

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Secur]ty Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab=et/ontology-24462-current.
owl#S¢curity Assessment"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-ecpr¥ent.owl#Application Security Audit --

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Securjty Audit">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Apdit" />

<fowl:Class>

<]-- http://mbal.asklab.net/ontology-24462-current.owl#Application Security Controls |
Validgtion -- >

<¢pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Securfty Controls Validatien">
<rdfs:subClassOf~rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Validation"/>

<fowl:Class>

<|-- httpl/fmbal.asklab.net/ontology-24462-current.owl#Application Security Testing -} >

<pwl ;Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Secur]ty Testing">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Testing"/>

</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Application Security Verification
-— >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Application
Security Verification">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Verification"/>
</owl:Class>
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<!-- http://mbal.asklab.net/ontology-24462-current.owl#Assessment -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Semantic Building Block"/>
</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Assessment Component -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Assessment
Component">
TOLSTSUPCIassOr AL TesoUrCe="NCttp://Mbal.ask1ap.Net/ ONtoI0gy-24462-CUrTent.
owl#S¢mantic Building Block"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Audit -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Audit">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Afsessment Component"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Building Block -- >

<¢pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Building Blocfk"/>

<|-- http://mbal.asklab.net/ontology-24462-current /OwlCompliance Assessment -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Compliance
Assesgment">
<rdfs:subClassOf rdf:resource="http://meal~“asklab.net/ontology-24462-current.
owl#Tfustworthiness Assessment"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology~24462-current.owl#Concepts -- >

<pwl:Class rdf:about="http://mbaldasklab.net/ontology-24462-current.owl#Concepts">
<rdfs:subClassOf rdf:resofrge="http://mbal.asklab.net/ontology-24462-current.
owl#Structural Building Block"/>

<fowl:Class>

<|]-- http://mbal.asklab.net/ontology-24462-current.owl#Data Privacy Assessment -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Data Privacy |
Assesgment">
<rdfs:supCldssOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Pfivacy Assessment"/>

<fowl:Clalss>

<]+~ http://mbal.asklab.net/ontology-24462-current.owl#Definitions -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Definitions">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Structural Building Block"/>
</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Deterministic Security Assessment
-— >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Deterministic_
Security Assessment">

<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Security Assessment"/>
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</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Governance Assessment -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Governance

Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Trustworthiness Assessment"/>
</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Guidelines -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Guidelines!¥>

<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-currentg
owl#Structural Building Block"/>
<fowl:Class>

<]-- http://mbal.asklab.net/ontology-24462-current.owl#Information Secufity Risk
Assesgment -- >

Securjty Risk Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#R]sk Assessment"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owbfMisc -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Misc">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Structural Building Block"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Organization Risk Assessment -

Assespment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#R}sk Assessment"/>

<fowl:Class>

<|]-- http://mbal.asklab.net/ontology-24462-current.owl#Principles -- >

<pwl:Class rdf:abqolt="http://mbal.asklab.net/ontology-24462-current.owl#Principles">

<rdfs:subClassQf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Structural Buidding Block"/>
<fowl:Class>.

<|-- https7/mbal.asklab.net/ontology-24462-current.owl#Privacy Assessment -- >

<pwd:€lass rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Privacy
Assesgment'>

<¢pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current jowl#Information

<¢pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Organization |

Risk

<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Trustworthiness Assessment"/>
</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Privacy Impact Assessment -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Privacy Impact

Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Privacy Assessment"/>
</owl:Class>
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<!-- http://mbal.asklab.net/ontology-24462-current.owl#Process -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Process">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Structural Building Block"/>
</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Process Privacy Assessment -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Process Privacy
Assessment">
TOLSTSUPCIassOr AL TesoUrCe="NCttp://Mbal.ask1ap.Net/ ONtoI0gy-24462-CUrTent.
owl#Pfivacy Assessment"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Purpose -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Burpose">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Structural Building Block"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Risk Analysis -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Risk Analysis|'>
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Analysis"/>

<fowl:Class>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Risk Assessment -- >

<¢pwl:Class rdf:about="http://mbal.asklab.netontology-24462-current.owl#Risk Assessmepnt">
<rdfs:subClassOf rdf:resource="http:/Almbal.asklab.net/ontology-24462-current.
owl#Tfustworthiness Assessment"/>

<fowl:Class>

<]-- http://mbal.asklab.net/ontobdgy-24462-current.owl#SDL -- >

<pwl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#SDL">
<rdfs:subClassOf rdf:sesource="http://mbal.asklab.net/ontology-24462-current.
owl#S¢curity Assessment"/>

<fowl:Class>

<|-- http://mbalrasklab.net/ontology-24462-current.owl#Scope -- >
<pwl:Class rdfirdbout="http://mbal.asklab.net/ontology-24462-current.owl#Scope">
<rdfs:spk€lassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.

owl#Structural \Building Block"/>
<fowl:Cédass>

<|-=http://mbal.asklab.net/ontology-24462-current.owl#Security Assessment —-- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Security
Assessment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Trustworthiness Assessment"/>
</owl:Class>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Semantic Building Block -- >
<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Semantic Building

Block">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
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owl#Building Block"/>
</owl:Class>

<!

-- http://mbal.asklab.net/ontology-24462-current.owl#Structural Building Block -- >

<owl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Structural
Building Block">

<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.

owl#Building Block"/>
</owl:Class>

Asses$

owl#R]

owl#St

owl#A$

Asses

owl#A$

owl#A$

<

== LHNTLP~* noal.asKlab.nNet/0Ntology=2440Z=CUrrelit .owl#oystell RISK ASSesSshient ==

wl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#System Risk/
ment">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
sk Assessment"/>
owl:Class>

-- http://mbal.asklab.net/ontology-24462-current.owl#Test —-- >

wl:Class rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Test">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.

ructural Building Block"/>

owl:Class>

-— http://mbal.asklab.net/ontology-24462-current.owhfflesting —-- >

wl:Class rdf:about="http://mbal.asklab.net/ontQlogy-24462-current.owl#Testing">
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.

sessment Component"/>

owl:Class>

-- http://mbal.asklab.net/ontology-24462-current.owl#Trustworthiness Assessment --

wl:Class rdf:about="http://mbal.askdab.net/ontology-24462-current.owl#Trustworthine|
ment">

<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.
sessment" />
owl:Class>

-— http://mbal.asklab.net/ontology-24462-current.owl#Validation -- >

wl:Class rdf:abolt="http://mbal.asklab.net/ontology-24462-current.owl#Validation">
<rdfs:subClassQf rdf:resource="http://mbal.asklab.net/ontology-24462-current.

sessment Comperént"/>

owl:Class>,

-— hteps7//mbal.asklab.net/ontology-24462-current.owl#Verification -- >

wid:€lass rdf:about="http://mbal.asklab.net/ontology-24462-current.owl#Verification"
<rdfs:subClassOf rdf:resource="http://mbal.asklab.net/ontology-24462-current.

ISS

owl#As
</

<!
/11777
//
//
//
/11777

sessment Component"/>
owl:Class>

NN,

Individuals

NN,

->
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<!-- http://mbal.asklab.net/ontology-24462-current.owl#Analysis -- >

<owl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Analysis">
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Analysis"/>
<ts:adoptedDescription>Process focused on specifying types of users and how to best
fulfil their informational needs.</ts:adoptedDescription>
<ts:adoptedDescriptionSource>ISO/IEC/IEEE 26514:2022 3.1.5 </
ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Application Security Assessmen|c

<¢pwl:NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-currentf.
owl#Application Security Assessment">
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-currenthowl#Applicajtion
Secur]ty Assessment"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontology-24462-&uxrrent.
owl#Application Security Audit"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Controls Validation"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontology=%4462-current.
owl#Application Security Testing"/>
<ts:contains rdf:resource="http://mbal.asklab.net/ontodogy-24462-current.
owl#Application Security Verification"/>
<ts:adoptedDescription rdf:datatype="http://www.w3zorg/2001/
XMLSchema#string">Evaluation of applications with intent of identifying vulnerabilities, jnd
confifming interactions with users, other applicationsand environments are secure.</
ts:ad¢ptedDescription>
<ts:adoptedDescriptionSource rdf:datatype="http://www.w3.0rg/2001/
XMLSchema#string">NIST SP800-115:Appendix C</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this T8J|</ts:creationDate>
<fowl:NamedIndividual>

<|-- http://mbal.asklab.net/ontology-24462-current.owl#Application Security Audit --

<¢pwl:NamedIndividual rdf:about="hklp://mbal.asklab.net/ontology-24462-current.
owl#Application Security Audit">
<rdf:type rdf:resource="hftp://mbal.asklab.net/ontology-24462-current.owl#Applicajtion
Secur]ty Audit"/>
<ts:adoptedDescription>A systematic, independent and documented process used to
deterhine if all Application Seécurity Controls (ASC&apos;s) identified by the Level of Trfust
of an|application, have been implemented and successfully passed their verification procefss.</
ts:ad¢ptedDescription>
<ts:adoptedDesCxiptionSource>ISO/IEC 27034</ts:adoptedDescriptionSource>
<ts:creationPaté>[release date of this TS]</ts:creationDate>
<fowl:NamedIndiwvidual>

<|-- httpl /jfmbal.asklab.net/ontology-24462-current.owl#Application Security Controls |
Validgtion ==

<¢pwad :NamedIndividual rdf:about="http://mbal.asklab.net/ontology-24462-current.
owl#Application Security Controls Validation">
<rdf:type rdf:resource="http://mbal.asklab.net/ontology-24462-current.owl#Application
Security Controls Validation"/>
<ts:adoptedDescription rdf:datatype="http://www.w3.0rg/2001/
XMLSchema#string">0bjective confirmation that all requirements for Application Security
Controls (ASC) have been fulfilled.</ts:adoptedDescription>
<ts:adoptedDescriptionSource rdf:datatype="http://www.w3.0rg/2001/
XMLSchema#string">ISO/IEC 27034-1:2011; ISO 9000:2015:3.8.13</ts:adoptedDescriptionSource>
<ts:creationDate>[release date of this TS]</ts:creationDate>
</owl:NamedIndividual>

<!-- http://mbal.asklab.net/ontology-24462-current.owl#Application Security Testing -- >
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