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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

This document is laid on the ground of ISO/IEC 7816 (all parts) specifying integrated circuit cards and
the use of such cards for interchange, and on ETSI TS 102 622 defining the HCI core that is an application
independent logical interface.

ETSI TS 102 622 is referenced in this document as a well-known HCI specification, however it should
be noted ETSI TS 102 622 describes another host network with the host controller implemented by
he CL F/NF(‘ controller and with hosts rnciding on IIIFFQI/QFQ all connected to the hast caontroller.
ETSI TS 102 622 allows for other interfaces than SWP for data link layer of HCI, and does not\npandate
1sing the SWP but just describes the condition if the SWP is used.

© ISO/IEC 2021 - All rights reserved v
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TECHNICAL SPECIFICATION ISO/IEC TS 22924:2021(E)

Identification cards — Transport layer topologies —
Configuration for HCI/HCP interchange

1 Scope

This document specifies the requirements for a protocol derived from HCI/HCP (see ETSI TS'1
pnabling communication for devices regardless of data link and physical layers. This documeént
the following:

h) outline of a system comprised of one or more hosts and one controller;

b) extension of connection topology between hosts and host controller (i.€. star topolo
additional other topologies);

) segregation between existing system using ETSI TS 102 613 and1iew system compliant]
document (this document refers ETSI TS 102 613, but does not charige its specification and d
use RFU).

For ETSI TS 102 622, data link layer and physical layer like SWP specified in ETSI TS 102 613 i
the scope.

Albeit questioned in this document, the duplication of OSI transportlayer by e.g. enforcing encaps
pbf HCP into T=1 or the reverse, is out of the scope.

2 Normative references

The following documents are referred to-in the text in such a way that some or all of their
ronstitutes requirements of this docuiment. For dated references, only the edition cited appl
indated references, the latest edition‘of the referenced document (including any amendments)

SO/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contacts — E]I
interface and transmission protocols

SO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, secur
rommands for interchange

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

SO and'1EC maintain terminological databases for use in standardization at the following addr¢

D2 622)

covers

gy and

to this
oes not

s out of

ulation

content
ies. For
ipplies.

ectrical

ity and

sses:

——1S0 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
APDU gate
entry point to a service processing command APDU inside a host (3.6) or returning response AP

3.2
APDU application gate
entry point to a service sending command APDU and retrieving correspondent response APDU

© ISO/IEC 2021 - All rights reserved
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3.3
gate
entry point to a service that is operated inside a host (3.6)

[SOURCE: ETSI TS 102 622]

3.4
HCI network

star-topology network comprised of a host network (3.8) where hosts (3.6) are interconnected with a
host contraller (ﬂ) H‘\rnngh HCI

3.5
HCP stack
layout ¢gomprised of a routing layer, a messaging layer and a collection of gates (3.3)

3.6
host
logical pntity that operates one or more service(s)

[SOURQE: ETSI TS 102 622]

3.7
host cgntroller
host (3.J6) that is also responsible for managing a host network (3.8)

[SOURCE: ETSI TS 102 622]

3.8
host ngtwork
network of two or more hosts (3.6)

[SOURQE: ETSI TS 102 622]

3.9
managjing host
host (316) which is in charge of resolving conflicts and interoperability issues between different
contactlless applications provided by different hosts

[SOUR(E: ETSI TS 102 622]

3.10
pipe
logical fommunication ehatinel between two gates (3.3) from different hosts (3.6)
[SOUR(E: ETSI TS 102-622]

3.11
terminfal host
host (3.6)-alocated a static identifier HID '01'

4 Symbols and abbreviated terms

ADM_x  arbitrary command for administration gate, see ETSI TS 102 622 clause 6.1, e.g. ADM_CRE-
ATE_PIPE

APDU application protocol data unit

API application programming interface

2 © ISO/IEC 2021 - All rights reserved
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ANY_x  arbitrary command for all gates, see ETSI TS 102 622 clause 6.1, e.g.
ANY_OPEN_PIPE

CB chaining bit

CLF contactless front end

COoS card operating system
PY centralprocessitgumit

CRC cyclic redundancy code
DF dedicated file

EVT x arbitrary event, see ETSI TS 102 622 clause 6.3, e.g. EVT_HOT_PLUG

GID gate identifier

HCI host controller interface

HCP host controller protocol

HID host identifier

2C inter-integrated circuit

cc integrated circuit card

FD interface device

RQ interrupt request

[.RC longitudinal redundancy codé

NAD node address

NEFC near field communication

N(S) send sequencge humber

DSI Open System Interconnection
PCB protogol control byte

PID pipe identifier

PPS protocol and parameter selection
RE radio frequency

RFU reserved for future use

SCL smart secure platform common layer
SE secure element

SS SPI slave select wire

SSP smart secure platform

SWP single wired protocol

© ISO/IEC 2021 - All rights reserved 3
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TPDU transmission protocol data unit

UART universal asynchronous receiver and transmitter
UICC Universal Integrated Circuit Card

USB universal serial bus

eSE (embedded) secure element

5 Arghitecture

5.1 System architecture view

5.1.1 |General

This supclause describes the reference use case architecture where APDU gate fits,This architecture is
based dn a star topology where one or more hosts (e.g. secure element, ICC-mahaged device) physicallyj
connecf to a component (e.g. IFD, device controller, contactless frontend) acting as a host controller. In
this togology, the HCI defines the interface between hosts.

outside world

arbitrary communiction path

Host ontroll\er\ 1 pipe N
(IFD, device controller, o Host A
}Qe‘n/d/@ (COS, ICC, eSE, ...)

contactless fro )

pipe

(X
Host'B
(electronic-component, !

off-eard device, ...) system!
I

Eigure 1 — System architecture for reference use case

ICC-mahaged devices may also make use of off-card devices (see ISO/IEC 18328-1 for use cases and
ISO/IEQ 18328-3:2016, Clause 7, for architecture description). The usage of ICC-managed off-card
deviceg needs-a communication with an ICC (or a secure element) through an IFD. The prerequisite foy

NOTE For simplification, drivers and interfaces are not represented on Figure 1.

The reference use case on Figure 1 is deployed on Figure 2 over a general HCP stack. The route conveying
instructions over a pipe created between the two gates is represented.

4 © ISO/IEC 2021 - All rights reserved
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i hostA” 1 I hostcontroiler i | hostB |
1 \ 1
H 1 1 1 H 1
1 1
i gate { ! command, response, event, ... 1 } gate |
! s I :
i HPC | |/ L | N/ HPC !
i messaginé\ \N : message 1 l,i/ messaging | |
| 1 1 ! 1
' HP.C K ipacket HPC routing KIpacket} » HP.C i
: routing \ﬁ—l,:/ \¥;—|(I routing 1
'l physical | i | [ physical physical | | ! ' | physical |
'l anddatal| 1 pipe i |/ and data and data \ | ! pipe !'| /and data |
i | link layer A \i\_/i/ link layer A | | link layer B H———link layer B i
1 | 1
Lmm e ! L & | !

Figure 2 — HCI general stack representation

5.1.2 Hosts

This subclause contains a subset of information from ETSI TS 102 622 about hosts.

Che identity of a host is coded in a byte named HID. Table 1 lists‘the reserved values for the HID

Table 1 — Host identifiers

host HID RN
host controller '00'

terminal host '01'

RFU '02"to "7F2

dynamically allocated '80" to 'BF"

proprietary 'CO" to 'FE'

not allowed 'FF'b

a  Inthis table the value '02" is RFU whereas in ETSI TS 102 622 it is used for UICC host.
b In this table the value 'FF' issnot allowed whereas in ETSI TS 102 622 it is proprietary.

The generic term "host'_is used to refer to any host (e.g. terminal host, UICC host) excluding t
controller.

The dynamically-allocated range of values shall be used by the host controller to assign a HID
host not identified in Table 1. The host controller shall always assign the same HID to a giv|
Fhroughout different sessions as long as there is no modification in the hardware configuratio
Hevice.

NOFEWY InETSITS 102 622, there is no statement that a HID has to be unique.

he host

to any
en host
h of the

I o
NUTL 4

halsalal dizafal
] ]

4003 233 1 1 -1 1 1 11 . R R 2 nY 1
1UZ OZZ UUCS TIULUTSLTTUTTIOW 4 TTUOSUT CUIILT UTICT dS5S51511S dINTTTD TU 4 TIOS L.

5.1.3 Gates

This subclause contains a subset of information from ETSI TS 102 622 about gates.

A gate provides an entry point to a service that is operated inside a host. The HCP enables gates from

different hosts to exchange messages. There are two types of gates:
— management gates that are needed for the management of the host network;

— generic gates that are not related to the management of the host network.

© ISO/IEC 2021 - All rights reserved
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The type of a gate is identified by a GID. GIDs are listed in Table 2 and are either unique within the scope
of a host ('10' to 'FF"), or their values refer to the same gate type for every host ('00' to 'OF").

The GII) for the application gates are dynamically assigned by the host running the application gate.

The fol
a) Al
b) All

majnagement gate.

c Al
d) All
e) Al
5.1.4

This su
A pipe i
— sta

— dynamic pipes that can be created and deleted.

The st
down 4
networ
creatio

Table 2 — Gate identifiers

gate GID
reserved for proprietary use '00"to '03'
loop back gate '04'
iL‘lCIlLil,_y HIdIId gCITIITIIL 54l 'GS'
RFU '06' to 'OF"
host specific '10" to 'EF"
reserved for proprietary use 'FO' to 'FF'

owing rules apply to hosts and gates.
hosts and the host controller shall have one administration gate.

hosts may have one link management gate and the host contreller shall have one linK

hosts and the host controller shall have one identity managément gate.
hosts and the host controller shall have one loop back gate.

hosts and the host controller may have one or more generic gates.
Pipes
bclause contains a subset of information from ETSI TS 102 622 about pipes.

s a logical communication channel between two gates. There are two types of pipes:

ic pipes that are always available)i.e. they do not need to be created and cannot be deleted;

te of a pipe is either open or closed. The state shall remain persistent if the hosts are powered
nd up again. It shall_also remain persistent if a host is temporarily removed from the host
k and is not replaced by a different device in the meantime. The state of a dynamic pipe after
h and the initial'state of a static pipe shall be closed.

The PID is 7 bits 1ong. The value of PID is used in the header of HCP packets as routing information (seq
B.6). Fdr staticpipes the PIDs are predefined with values as defined in Table 3. For dynamic pipes, PIDs
are dyrlamically allocated by the host controller.
Talhla D Dinnaidaoniifiarc
LTAUIC J x IP\, IUTCIIVITIVI O
PID pipe ending at: pipe type
'00' link management gate i
static
'01' administration gate
'02' to '6F' other gate dynamic
'70" to '7F" RFU

The following rules apply to gates and pipes.

a) A static pipe always connects a gate of a host to a gate of the host controller.

© ISO/IEC 2021 - All rights reserved
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b) A dynamic pipe connects two gates from different hosts.
c) Static and dynamic gates connect to different types of gates; see Table 3 for the mapping.

d) Dynamic PIDs shall be unique in the host network.

5.1.5 Host controller

The host controller can be a dedicated physical device or a software component on a device exposing

ha haoct cantrallar and 7ara anag ar ymnarg hacte in tha HCT natwarlk Tha hact cantrallar can
TS+ ot e raha74Aero, e o—1hore 1oS5tSHh—+ e e - Wohs—1e-1oS ot orer—cadh

brovide

more than one physical interface. The host controller allocates dynamic HIDs and PIDs as-apq
A host can request the host controller to create a new dynamic pipe between two gates”T
Fequesting the pipe is the source host. If successful, then a pipe is created between the source h
h destination host. The host controller uses the WHITELIST defined by the destination‘host in ¢
verify that the source host is authorized to create a pipe.

Dnce a pipe is open between the gates of two hosts, the host controller handles’packets of data b
the two hosts based on the routing information provided by the PID in the'network field of t
header. In case a packet length exceeds the physical buffers sizes present.dn the host and on ¢t
controller, data are transferred in multiple subsequent fragments of\the packet, with fragm
rhaining mode specified by the CHAINING field in the HCP header. As.the physical buffer size pre
each host interface may vary with each implementation, the host\Controller may need to perfof

ink layer rules applicable for each physical interface is performed on each connection betwee
hnd the host controller. The host controller should have the ability to set a host into a power savin
hnd resume a host for access with a sequence specific to each physical interface and host archif
These elements of the OSI physical layer and datalink layer are not defined in this document.

5.1.6 General aspects on APDU gate

According to ETSI TS 102 622, the hostsending the APDU command is called the "client APDI
hnd the host receiving and processingthe APDU commands is called the "server APDU host". Thg
APDU host has an APDU gate with GID="30". The client APDU host has an APDU application gate.

APDUs shall be as defined inISO/IEC 7816-4. Usage of both the basic logical channel and furthef
Channel(s) is allowed.

Assume a secure element with a physical interface receives command APDU and sends corresy

f such a secure-element acts as a server APDU host in an HCI network, then this secure element ¢
hn APDU gate) The physical interface of such a secure element acts as a pipe to APDU applicatig
pf other hoSts. The APDU gate within such a secure element is the APDU handler of its COS.

A cliedtAPDU host shall not create more than one pipe to the APDU gate of a server APDU hg
APDU‘gate may accept only an implementation specific maximum concurrent number of pip

re-assembly and re-segmentation before forwarding it, according to each interface specificatior].

licable.
he host
ost and
rder to

etween
he HCP
he host
ents in
sent on
m data

Pata integrity checking and flow control for communications with each host according to speci]lfic data

a host
g mode
ecture.

J host";
b server

logical

onding

response APDU. Its-physical interface has a data link layer and a transport protocol for communjication.

1lso has
n gates

st. The
bs from

bther client APDU hosts.

The general rules are as follows.
a) A pipe bridges between two gates from two hosts.

b) A pipe identifier in a host shall address a unique gate within the other host.

c) A gate shall only accept a command or an event on a pipe when the state of that pipe is open unless

determined otherwise by the application.

d) A gate shall not send a command or event on a pipe when it is waiting for a response to a p
command on that pipe.

© ISO/IEC 2021 - All rights reserved
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HCl interface operates as an abstraction layer regardless of the underlying data link and physical layers,
which leaves to the implementation a wide range of possibilities fitting the eSE with the context.

Interface activation, presence of power saving modes, entering and exiting a power saving mode,
electrical parameters for a certain interface and handling of communication errors are outside the
scope of this document and dedicated to physical layer and data link layer.

The underlying data link layer may vary depending on the ecosystem. As a general rule it is expected
that a data link layer definition should meet the following properties.

5.2 System architecture with legacy COS

The data link layer ensures data is error free and the order of the received/sent data is respected,
The data link layer provides its own data flow control.

The data link layer delivers packets of the upper layer up to a maximum size specific to the data linKk
laypr.

The data link layer reports the size of each received packet to its upper layer.

In this

of the ¢SE is not compatible with the HCI (legacy COS). In that case the implementation of the server
APDU Host (host A in Figure 3) connects to the eSE using a specific driver. Figure 3 shows the completg

ulgication path from a client APDU host (host B in Figure 3), ¥idthe host controller, through host A
ri

comm
and d

is identjfical to Figure 2, although Figure 3 does not show any detail from Figure 2.

Figure

subclause it is assumed that an eSE is connected to an HCI netwatk;-but the physical interface

er to the eSE. Please note, that the communication pati{between host A and host B in Figure 3

3 shows how HCI is an abstraction layer to the €SE, and how the route through an HCI pipg

stretchps from the APDU application gate to the legacy*COS of the eSE. This pipe is logical and does nof
requirg necessarily a wired connection.

NOTE 1
that emfyilates the eSE.

Host A in Figure 3 can run on the same hardware as the host controller e.g. as an embedded softward

NOTE 2| Host B can run on the same hardware as the host controller e.g. a mobile controller.
eSE driver host A host controller host B
egacy COS APDE APDU gate APDU application gate
° ISO/IEC 7816-4 1 GID="30" ° ,dynamlcally assigned GID
| |
I | HPC _
T=p, T=1, T=CL, ... : T=0, T=1, T=CL, ... " HPC
ISO/IEC 7816-3, ISO/IEC 7816-3, | : :
ISQ/IEC 14443-4, : ISO/IEC 14443-4, : routing HPC routing HPC routing
| |
: '} layer A / layer A link I;{yer B link layer B
phyisical medium' | | physical medium/ . . \ 1
ISPAIEC 7816-3, \ | 1SO/IEC 7816-3,.7 physical sical phys physical layer B
——————————— -~ layer A layer A laver B
ISO/TEC 1233371, ... TSO/IEC 1243431, -
Key
*————— ° legacy route
— o HCP route

Figure 3 — HCI stack representation with legacy COS support

Further architecture variants with legacy secure element are described in Annex A.
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https://standardsiso.com/api/?name=fbcc793e499f8d5c606a363c60f858ec

ISO/IEC TS 22924:2021(E)

6 Configuration requirements

6.1 General

This clause describes the required configuration for a host providing APDU gate service.

6.2 Logical components of an APDU-enabled host

host anpnrfing the present H(‘I/H(‘P cppr‘ifir‘nfinn and able to handle APDUs shall he imp]p

ented

J

)

iy

2)

3)
4)

with, in addition to the APDU gate, the following other gates:

h) one (mandatory)administration gate allowing:

to create and delete dynamic pipes (access to services that manage the npetwork of pipes in

HCI);

the management of permissions through WHITELISTS (each host inférms the host co
with its WHITELIST about which other hosts are allowed to communicate with it);

the discovery of hosts at the first start-up or when configurationhas changed;

the management of sessions (session ID changes wheneyerthe host configuration chang

one link management gate allowing:

iy

2)

the management of the underlying transport layer(i.e. number of invalid or lost frame
communication error);

EVT_HCI_END_OF OPERATION to be sert) by a host to the host controller over tl
connecting the host and host controllér*link management gate to announce host ent
a power saving mode and requiringia resume sequence before a next access (the

sequence is expected to be defined in other specifications describing the lower OSI laye

one (mandatory) loopback gate allowing to verify pipe connectivity (for tests purposes);

htroller

pes);

b due to

e pipe
ry into
resume
rs).

one (mandatory) identity mtanagement gate allowing the discovery of software and hardware
information about the APDU-enabled host;

generic (optional) gate(s) allowing various service(s) supported by the host.

6.3 Gates registry

.3.1 General

A registry template defining parameters related to the gate may be associated with such a g

This subclause describes the required entries of the registry respective to each gate present i a host
hnd inthe host controller. General rules related to registries are as follows:

ate.

b)

Within a registry, parameters are identified by identifiers consisting of one byte; parameter
identifiers are unique within the scope of the gate; a new instance of the registry is created for
every pipe that connects to the gate.

Upon pipe creation all registry parameters shall be set to their default values. A host is responsible
for managing its associated registries. When a pipe is deleted, its registry instance is also deleted.

© ISO/IEC 2021 - All rights reserved
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6.3.2 Administration gate registry

6.3.2.1 Host controller administration gate

This subclause contains a subset of information from ETSI TS 102 622 about host controller
administration gate.

The administration gate in the host controller provides access to services that manage the network of
pipes in the HCI network. In addition, this gate provides access to services that allow the discovery of

hosts 3| i T W igurati W iSTrYy
shall bg persistent.
Table 4 lists the entries in the gate registry. The values of HOST_LIST and HOST_TYPE_LISTshal
be updpted if a host is connected to or disconnected from the host controller. The value of MH |
AVAILABILITY_STATE shall be updated to reflect current managing host availability.
Table 4 — Entries in the host controller administration gate registry
\J Len/
a b c
Type? || ID Parameter AR Comment A\\Q/ byte Default
'FFFF
' Session identifier that is used to detect if FFFF
M 01" |SESSION_IDENTITY RW the connected host configipation changed. 8 FFFF
FFFF'
. Maximum number ¢fcreated dynamic pipes P
M 02" |MAX_PIPE RO supported by thehost controller per host. 1 10
List of hosts_that may communicate with
M 03" |WHITELIST RW |the host confected to this administration|N, empty
gate. Each'entry in this list is a HID.
Thelist of the hosts that are accessible from
M 04" |HOST_LIST RO |thisthost controller including the host con-|N; '00'
troller itself. Each entry in this listis a HID.
M 05" |HOST ID RG HID _ofthe host conngcted on this pipe either 1 no default
statically or dynamically assigned. value
Type of host connected on this pipe. The first
' byte defines the host type family and the ' '
M 06' |HOSTTYPE RW second byte defines variant of this type and 2 FFFF
is defined by the respective organizations.
The list of the host types that are accessible
from this host controller including the host
M 07" |HOST_TYPE-LIST RO |controller itself. Each entry in this listisa|2x N; ['0000'
HOST_TYPE. This list follows the same order
as the HOST_LIST.
08" |MANAGING_HOST_ID RO |HID ofthe hostacting as the managing host.|0 or 1 |empty
M 09" \|MH_CAPABILITY WO !ndicates ifthe host writi_ng this to this reg-| 00"
istry entry has the managing host capability.
M '0A' |MH_AVAILABILITY STATE |RO Indicates t_he current availability state of 1 FF'
the managing host.
M '0B' |HOST VERSION RW H(;I_V_ERSION of the host connected on 1 FF'
this pipe.
a2  Column Type: M = mandatory.
b Column ID indicates the identifier.
¢ Column AR indicates access rights: RW = read/write, RO = read only.

The SESSION_IDENTITY shall be modified by the host whenever a modification of the configuration is
performed by the host. The default value of the SESSION_IDENTITY shall never be written by a host.
The SESSION_IDENTITY shall use random values.

10
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Every host writes its WHITELIST into the host controller administration gate in order to inform the
host controller which hosts are allowed to communicate with it. The host controller shall reject create
pipe requests if the source host is not listed in the WHITELIST of the destination host unless otherwise
specified (e.g. for the managing host).

The WHITELIST shall not contain neither the HID of the host controller identifier nor the HID of the
host accessing the WHITELIST.

The WHITELIST is an array containing a list of host identifiers as defined in Table 1.

Coding of the HOST_TYPE is defined as follow:

h) '0000' = host controller;

b) '0100' = terminal host;

£)  '0200' = UICG;

d) '0300' = eSE;

) '04XX' =secure digital cards (SD cards) as defined by SD Associatien;
f) 'FFFF' = Unknown host type;

b)  all other values are RFU.

The second byte of HOST_TYPE for SD cards is defined by-SD’Association.

HOST_TYPE and HOST_VERSION shall be written by thehost into the host controller administration gate
Fegistry during the session initialization, prior to any'pipe creation, and shall not be further mogified.

p.3.2.2 Host administration gate

The administration gate at a host provides‘access to services involved in the management of tHe pipes
fowards that host.

The administration gate at a host'has no registry entries defined.

For support of TODO A.1.4 ‘usé case, the host may need to expose on the static pipe somg of the
nformation in the host cantroller administration gate registry.

p.3.3 Link management gate

The link management gate of host controller (always present) and host (if present) provides infoffmation
hbout the underlying layer. The registry may not be persistent.

able 5 lists the entries in the registry.
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Table 5 — Entries in the link management gate registry

ID2 | Parameter | ARP Description t;ltlé Default
Number of invalid or lost frames previously sent by an enti-
o d S . .
'01' |RC_ERROR |RW ty® 4 due to communication errors at the data link layer. This 2 '0000"
parameter can only be set to 0 in order to restart an error rate
measure. When 'FFFF' is reached, the counter stops.

b Col

¢ Fro

d  Fro

a  Column ID indicates the identifier.

is a host.

host comtroller.

mn AR indicates access rights: RW = read/write.

n the perspective of the link management gate registry of the host controller, the sending centity

m the perspective of the link management gate registry of a host, the sending entity" is the

6.3.4

This supclause contains a subset of information from ETSI TS 102 622 about identity management gate

The id¢ntity management gate provides software and hardware information about the host. Thg

registr

This gqte shall be provided by all hosts and the host controller,As’ destination gate, the identity
managg¢ment gate shall accept at least one pipe from each host in its)WHITELIST.

Table 6|lists the entries in the registry. The values of VERSION_SW and MODEL_ID may change if thg

Identity management gate

 shall be persistent.

identity management gate host or host controller is updated:

Table 6 — Entries of identity mahagement gate registry

Type2|| IDP Parameter ARC¢ A\v Description )/ Default
«O byte

0 o1 VERSION_SW RO-\{ Version of the software defined by the vendor. | 3 '000000'

M 02' HCI_VERSION RO | Version of HCI supported by the host. 1 '03'

0 03' VERSION_HARD RO Version of the hardware defined by the 3 '000000'
vendor.

' Vendor name UTF-8 coding. The maximum _

0 04'  |VENDOR_NAME RO value for N, shall be 20. No No=0

0 05' MODEL_ID RO |Model identifier assigned by the vendor. |1 '00'

M 06’ GATE_LIST RO T_he list of_all gates that accept dynamic N, '0405'
pipes as a list of GID.
The maximum current provided / required

0 08' MAX_CURRENT RO |by the host controller / host during oper-|1 10="0A'
ation / [mA].

a  Col

mmType: M = mandatory, O = optional.

b Column ID indicates the identifier.

¢ Column AR indicates access rights: RO = read only.

6.3.5
The loo

Loop back gate

p back gate provides access to services for testing the HCI network. As destination gate, the loop

back gate shall accept at least one pipe from each host in its WHITELIST.

The loo

12

p back gate has no registry entries defined.
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This subclause contains a subset of information from ETSI TS 102 622 about APDU gate registry.

The APDU gate provides the registry shown in Table 7. The registry shall be persistent.

Table 7 — Entries in the APDU gate registry

IDA Parameter ARD

Description

Len/

byte Default

'01' |MAX_C_APDU_SIZE RO

in EVT_C-APDU event.

Maximum acceptable total length of a command APDU 0

105" =
261

'02'" |MAX_WAIT_TIME RO

APDU / [ms].

Maximum wait time for the execution of a command 2

'03E8'
1000

a  Column ID indicates the identifier.

b Column AR indicates access rights: RO = read only.

An APDU gate has no registry.

.3.7 APDU application gate registry

.4 Example of exchanging APDU via HCI/HCP

Figure 4 shows an example of exchanging one command-response pair between two hosts. That
pxchange starts with pipe creation, opening the newly-ereated pipe and using that pipe.

ADM CREATH PIPE  _

host A host controller host B
. \ .
APDU | | admin. o . admin. | | APDU link
ate gate mgmt. Jp gate gate gate mgmt.
& gate’\\e gate
T~

» ADM_NOTIFY|PIPE_CREATED
O Sy
N . ANY.OK
O ANY_OK [
ANY_OPEN_RIPE _
_ ANY_OK
EVT_ATR

<l
-«

EVT_GET_PARAMETER (MAX C-APDU_SIZE)

»

<

ANY_OK (MAX_C-APDU_SIZE)

-«

EVT_GET_PARAMETER (MAX WAIT_TIME)

»

ANY_OK (MAX_WAIT_TIME)

>
«

EVT_C-APDU

»

EVT WTX_

B

<l

EVT_R-APDU

-«

EVT_END_OF_APDU_TRANSACTION

»

EVT_HCI_END_OF_OPERATION

|

<l
-«

Figure 4 — Use of client and server APDU gates

© ISO/IEC 2021 - All rights reserved

13


https://standardsiso.com/api/?name=fbcc793e499f8d5c606a363c60f858ec

ISO/IEC TS 22924:2021(E)

6.5 APDU transport versus HCP frames

6.5.1 General

Encapsulation of HCP frames into T=1 blocks is definitely not an optimal option because of its restrictive
aspects with regard to HCI/HCP. Definitions of client APDU hosts and server APDU hosts are provided
by ETSI TS 102 622 (see also 5.1.6) for the purposes of client/server APDU legacy. See Annex B for ICC
and HCI/HCP communication within OSI model (B.1 and B.2) and for detailed comparison of T=1 versus
HCI/HCP (B.3).

Figure b describes from left to right respectively:

— thg OSI layout for ICC featuring T=1 protocol as per ISO/IEC 7816-3 (with specific layers, Wwhitg
bagkground);

— thg HCI/HCP layout according ETSI TS 102 622 (with specific layers, grey background);

— thg merge of ISO/IEC 7816-3 with HCI/HCP showing how the layers are intérspersed (note thg
colpur coding). Note, that the transport layers (messaging, routing, chaining) from ISO/IEC 7816-3
and HCI/HCP are fused, whereas data link and underlying half-duplex prote€dl framing are fully re-
usd¢d according to the ISO/IEC 7816-3 T=1 protocol.

flow coutrol

physical:
electrical character

flow control

physical:
electrical character

T=1 HCI network T=1
according to according to used to transport
ISO/IEC 7816-3 ETSITS 102 622 HCI/HCP packets
physically independent: physically independent:
link management, \: link management,
indentity manageme f\ indentity management,
NAD loop back, ,\\g\ loop back,
end-to-end power management, power management,
session idéntity session identity
HCI eﬁ\;ork: HCI network:
ho\sF ~gates, pipes hosts, gates, pipes
transport ‘\C)ﬁansport transport
(chaninig) A (chaninig) (chaninig)
data link layer N . data link layer
half-duplex, data link layer half-duplex,
command-response-pair, command-response pair,
protocol rules, fraiming protocol rules, framing

flow control

physical:
electrical character

Figure 5 — T=1 protocol fit with HCI/HCP

The physical-independent layer properties and features are:

a) Identification: SESSION_IDENTITY (host controller administration gate) for HCI pipes persistency.
b) Identity management gate contains information according to Table 6.

c) Visibility of other hosts present in the HCI network, and host type information, with the possibility
to condition creating and opening of dynamic pipes between the gates of two hosts on the
WHITELIST configured by the target host.

d) Routing of messages between hosts over opened pipes between the gates of two hosts handled in
the HCI network layer in Figure 5.

14 © ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=fbcc793e499f8d5c606a363c60f858ec

ISO/IEC TS 22924:2021(E)

e) APDU transport capability using the pre-defined gates/pipes, events, registry.

f) Possibility to define generic gates and pipes with dedicated registry for specific data transfers.

g) Link management gate for evaluation of error rates, power management and a loop back gate both

independent of the physical layer.

ISO/IEC 7816-3 T=1 protocol enables a half-duplex communication that can be adapted for various

physical interfaces following the same data link layer rules and framing definitions; and it
ossible transport of HCI frames containing APDU or other types of data.

makes

.5.2 Chaining of T=1 message blocks wrapping HCP packets

SO/IEC 7816-3 T=1 protocol defines the data link layer. The ISO/IEC 7816-3 T=1 frames:shall w
HCI/HCP frames. Both, the ISO/IEC 7816-3 T=1 and ETSI TS 102 622 define chaining support
SO/IEC 7816-3 integrates the chaining in the data link layer rules for frames and efrors handlj
rhaining should be actually used whenever necessary while the HCI/HCP chajining information 1
redundant, unused.

p.5.3 Handling of error recovery with T=1 features

SO/IEC 7816-3 T=1 defines a half-duplex communication protocel which includes document
data link layer rules.

n accordance with the error handling rules defined by ISO/IEC 7816-3, data link layer can be
ndependent of the physical interface over which this protocol is running, assuming specified
Structure is maintained.

6.6 APDU fragmentation

n accordance with ISO/IEC 7816-4 for comfimand and response chaining and payload fragme
rules, HCP messaging layer can handle APDU command/response and encapsulate fragmente
within HCP packets (see Figure B.1). The HCP routing layer conveys HCP packets towards t
Henoted by its identifier. The size ofithe message contained in a packet is application specific.

The source gate is responsible for fragmenting messages. The host controller may need to re-as

cpecific to capabilities of the interface module of the destination host.

When transmitting (oversize APDU command/response payloads, the HCP packet (accor
ETSI TS 102 622, 5.3) applies the following rules.

h) Packet header is mandatory in all message fragments.
b) Message header shall only be in the first message fragment.

) «Chaining bit = 0 in all packet headers except the last one.

rap the
As the
ng, T=1
emains

ing the

re-used
frames

ntation
1 APDU
he pipe

semble

data from the source hostsand perform data fragmentation according to maximum fragmemts size

ling to

6.7 Supported set of commands and events

The type of an instruction can be: command, event, response to a command (see ETSI TS 102 622,

clause 6).

The type of an instruction is indicated by the TYPE field of the HCP message header, see B.7.

© ISO/IEC 2021 - All rights reserved
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A.1 Architecture variants

A1l1

Descrigtions of the main features (see Figure A.1) are as follows.
a) eSHisafulllegacy secure element e.g. compliant with ISO/IEC 7816 (all parts) and’supporting T=1.

b) Hogt A, host B and host controller perform communication with HCI/HCPA.e.they handle routine
andl packing according HCI/HCP standard requirements.

c) Hoft B may be a software hosted on a microcontroller on board the.device; host B is called "client
APDU host". Host B has an APDU application gate. Host B acts asia host calling a service on the
APDU gate of another host (here host A). Host B does not necessarily generate and process APDUs

on

thrjough the device baseband radio processor and over the dir (OTA) operator network (not shown
in Figure A.1). Host B may exchange back and forth with.-host A command/response APDU pairs.

Annex A
(informative)

Examples of architecture variants

Variant with full legacy secure element

its own; it may instead hand on back and forth APDU-exchanged with a remote server e.g

d) Ho
iy
2)

Driver

into APDUs transported over a transmission protocol supported by the eSE application T=1 in case of

Figure

5t A and driver may be software components either

running as application on host controller,.or

built in the host controller's operating system (more efficient).

component carries out the mapping of de-encapsulated payload, passed on from APDU gate

A1

16
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eSE driver host A host controller host B
legacy COS APDU APDU gate APDU application gate
sacy ° ISO/IEC 7816-4 1 GID="30" ° ,dynamically assigned GID
i |
l. : HPC. \ HPC messaging
| i | messaging
TPDU ! TPDU Il
ISO/IEC 7816-3 | ISO/IEC 7816-3, | HP_C HPC routing HPC routing
T=1 ! T=1 i routing
| |
: 1 linklaver All link laver A link ]:&vpr R l link laver B
L l
| |
physical medium | | physical mediuny | physical sical phys\lbal_/ .
ISO/IEC 7816-3 | |—-IS6AEG-7816-3" layer A 1 A 1 B physicahlayer B
yer ayer ayer
\ )\ |
o N\ s\ /

full legacy chip SW running on an

supporting T=1 arbitrary CPU
______________ 1 ——— )
Key
PN ° legacy route
— o HCP route

A.1.2 Variant with ICC-managed device

for clarity onto ISO/IEC 18328-3:2016, Figure 5.

— C

:r SW running on an CPU
! under device |
i manufacturer contrdll

——— =

SW running on gn “:
arbitrary CPU arld !
J 1

Figure A.1 — Architecture variantwith full legacy eSE

An application (either rich operating system (rich OS) or trusted execution environmen
application) running on the sante'CPU as the host controller, or on another host, acts as IFD.

Host A stands for APDU gate otfering APDU protocol service and acting as a proxy to the legz

Host B provides ani abstraction of the device manager piloting the off-card device (i.e. eld
display); instructions)addressed to this device are controlled by the eSE acting behind host

The architecture on Figure A.2 can be applied*to off-card ICC-managed devices. Figure A.2 is mapped

- (TEE)

iIcy eSE.

ctronic
A.
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| “components representing |

-

(PR [+ H O FD______ A v off-card-device ___J
T T T T T T T T L N7 T T~ L N, T T T T T T e \
! eSE driver host A host controller host B device manager elec. display !
C . APDU
legacy COS APDU APDU gate APDU application gate | 15 /¢ 7g16.4, device
. ISO/IEC 7816-4 ,|-® GID="30' o ,dynamlcally assigned GIDe~ 1SO/IEC 18328 14
! | mec | '
! ! . HPC messaging ' device API !
| I'| messaging | |
TPDU | TPDU I L |
1SO/IEC 7816-3 : ISO/IEC 7816-3, : HP_C (HPC routing ) HPC routing ,' ldevice controller
T=1 | T=1 : routing ] ] " device driver I'
l\ T[TmK Iayer AJ[TInK lﬂyer A [Nk 1;1yer B TInK layer B T 7
AN
________ - No -
physicallmedium physical medium | physical \ng/sical phys¥ca.L, . Bt inty T . .
physical layer B physical medium physical médium
ISO/IE( 7816-3 ISO/IEC 7816-3 layer A layer A layer B
|
\ I\ J
_____ ’_____- \________I________/\______I_______/\____________I____________— _____I_____-
l'_f_ll_l_ L__h_ I'_S_‘A]___J' _____ i re———= J' ______ hl I'_S_W__J' _____ i l'____J'____'l
I full feggey cup : I running on an : l'sw running on an CPU : I runmng on an : ! dlectronic display :
I supporting T=1 I arbitrary CPU ! . I arbitrary CPU | - s
| | | under device | | | I/ with specific |
| managing off- | | (e.g.sameCPUas | | manufacturer control ! | (e.g.sameCPUas | I conmectivit |
L carddevice | | hostcontroller) [ | J L _ hostcontroller) _ | b -
Key
o-———— ° specific route
o— o HCP route
Figure A.2 — Architecture variant with ICC-managed device
The sequence of operations may comprise the following main‘steps:

a) IFD, host A and host B write their respective WHITELIST into the host controller administration
gate in order to inform the host controller which hosts are allowed to communicate with them. As
exgmple, [FD will put in its WHITELIST the HIof host B and HID of host A. The host B will put on
its WHITELIST the HID of host A and HID of HD.

b) IFD) opens a pipe with host A.

c) The host A opens a pipe with host B,

d) IFQ} sends to host A an HCP.temmand packet encapsulating an APDU with ADM function (se€
ISA/IEC 18328-3:2016, 7.2);-this command being intended to the ICC-managed device.

e) The host A conveys tothe/driver the APDU payload to the attention of eSE.

f) The eSE returns te.qiost A a device related command to the attention of host B.

g) Then host A sends to host B an HCP command packet encapsulating the device related command.

h) Deyice manager component handles the electronic display instruction i.e. implements the electronic
display API.

l) Th..« I CD}JUIIDC fl UIIll thC Uff vdal d dCV;LC ;D I Ctul ucd by llUDt B tU llUDt X thCll CUIIV CyCd tU IFD.

Whereas outside HCI/HCP enabled environment, the card-originated byte string (see

ISO/IEC 18328-3:2016, 7.1 and 7.2) can be used for the communication between the eSE and an off-card
device, when HCI/HCP is supported, there is no need for the IFD component to:

— retrieve information from the ICC dedicated to an off-card device using the card-originated byte
string mechanism;

— dispatch the received byte string to the off-card device for the purposes of processing and retrieving
information;
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— send to the ICC the result after processing of the device related information by the off-card device.

Consequently, off-card device management by eSE with HCI/HCP does not require card-ori

ginated

byte string and can take place directly between two hosts over a dedicated pipe. The IFD intervening
only to deliver the ADM command received from the outside world or from an application running

on arich operating system (Rich OS) or a trusted execution environment (TEE).

A.1.3 Variant with application interface to secure element

The architecture described in Figure A.3 may be applied with legacy eSE hosting a data element

)
p)

)

It is possible that host A offers a generic gate (i.e. not necessarily APDU gate in this,case).

EXported as an APL. That APT 1S interpreted by NosSt B Which USES 1ts entry points to request jervices
from host A. The API can as well be interpreted by a remote server connected to host B.

It is possible that host B offers a generic gate (i.e. not necessarily APDU application gate| in this

case).
The host B opens a pipe with host A.

Then host B send a request to host A to read a dedicated data elementArom host A.

The eSE stores a data element (e.g. data object (DO)). Thatdata element possibly encagsulates

references to objects within the eSE, which can be used frenthe interface. Additionally, t
element possibly stores sequence of instructions along with their respective descripto
request from host B, the data element is read out of the-eSE and interpreted by host B as an
set of inputs to be used as arguments for a generic application interface.

Then host B can call an application interface funietion, and the related message is encapsu
HCP packets and conveyed to host A through the pipe.

he data
r. Upon
rdered

ated in

The host A unwraps the application interface function call and passes it on to the driver component
implementing the application interface;i-e. the application interface function call is serializ¢d in an

HCP packet.

The driver component translates;the incoming data of each function call into a command AHDU and

sends it to the eSE.

The driver component processes the response APDU returned by eSE and translates
application interface function outgoing data and delivers it to host A.

The host A wrapsthe outgoing data payload in an HCP packet and returns it to host B over t

it into

he pipe.

© ISO/IEC 2021 - All rights reserved
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eSE driver host A host controller host B
API any gate any gate
legacy COS . implementation | e GID="xx . odynamically assigned GID
l |
\ APDU ! HPC \ HPC messaging
| ISO/IEC 7816-4 || messaging
TPDU | T ThC
ISO/IEC 7816-3 ! TPDU | . HPC routing HPC routing
T=1 ! 1SO/IEC 7816-3, || __routing
“ T=1 /JI link layer Al’ link layer A ]inkl;{ver l link layer B
\
phyfsical medium | | physical medium | physical sical phyS\ltﬂl—/ .
physical layer B
190/IEC 7816-3 ISO/IEC 7816-3 layer A layer A layer B
| [ | |
N JoON . _ e INC . N ___ O\NY____ /
| | | |
r______"'_______i r—-————=— _‘_______I r_______,_‘ _________ ] |_ ______________
L full legacy chip ! | SW running on an ! : SWrunning on an CPU P hest calling :
I . ! I . ! I under device P! . I
I supporting T=1 | I arbitrary CPU | I i ! ~ API functions !
U ; A j | manufacturer control 1 L () " ___ /
Key
PN ° legacy route
o o HCP route
Figure A.3 — Architecture variant with application interface to eSE
NOTE Figure A.3 is similar to Figure 3 and Figure A.1. Boxes with grey background show differences.

Since djfifferent application interfaces can be used depending on the use case, it is recommended foy
host A fo offer one gates per supported application@nterface. Upon selection of an application interfacg
by host| B (possibly identified by its unique identifier or its object identifier), host A is able to load the
appropriate driver component.

For the[architecture model of Figure A.3;'host B can either interpret the data element, or just relay it tg

a remo

eSE serfvices through host B.

A1l

In systgms where only twohosts are present and can be connected through the same physical interface
usual hpst controller responsibilities are not necessary:

a)
b)

c)

d)

4

Prgvide informdtion on the available hosts or regarding a host connection or disconnection.

Support the process of creating pipes between gates of the hosts according to the WHITELIST
infprmation of the destination host.

Ro

e server that will interpret it and’call the application interface functions in order to access the

Variant in a simplified HCI architecture when only two hosts are present

rS leat a3 i 3 Y 3 ilal £, A FSN| 3 i £ ot L. rS
LT lJCl\,I\CI.D dlUlUI Llllls U PIPCD ITIITUT IIIAatIVUIl PUDDIUI)’ IUT lllulLllJlC ITISLAIILT S Ul TIILCT T'TIUOS LS

communication.

Re

ceive EVT_HCI_END_OF_OP sent by a host on the link management gate signalling host entry into

power saving mode and that an interface specific resume will be required for a subsequent access.
The same can be handled by the other host.

For best usage of resources, performance and power efficiency, it can be considered that main necessary
pipes are default created. Opening pipes is performed using only the gates available on the two hosts
- as per the GATES_LIST available in the identity management gate of each host. CONNECTION_TYPE
can indicate a direct host-to-host connection or through a host controller. The requirement for a host
controller software component on one of the two hosts can be avoided.
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Annex B
(informative)

Background information

)

D)

B.1 ICC communication within the OSI model

From the OSI model comprised of seven layers, five layers are applied to ICC and to eSE;thdt are

B.2 HCI/HCP communication within the OSI model

Fable B.1 provides a mapping of OSI layers to HCI/HCP functionality and identifiers the functid

application layer, serving to business logic data i.e. based on APDU protocol (see ISO/IEC
ISO/IEC7816-7,ISO/IEC7816-8,1SO/IEC7816-9,ISO/IEC7816-11,1SO/IEC 7816-13,1SO/IEC7
ISO/IEC 18328-3 and ETSI TS 102 622);

network layer for addressing as per ISO/IEC 7816-3 (i.e. with NAD byté), or performing ro
packets (see ETSI TS 102 622) based on HID, GID and PID;

transport layer (i.e. TPDU), building datagrams and performiig segmentation and reasse
data (see ISO/IEC 7816-3, ISO/IEC 14443-4 and ETSI TS 102:622);

data Link layer managing structure and exchange of blocks of asynchronous characters cg
on the connection line (see ISO/IEC 7816-3, ISO/IEC44443-2 and ETSI TS 102 613);

Physical layer transmitting signals organized f’asynchronous characters (see ISO/IEC
ISO/IEC 14443-1 and ETSI TS 102 613).

hre addressed by this document.

Table B.1 — 0SI layers based equivalence between ISO and ETSI

7816-4,
816-15,

iting of

mbly of

\ptured

7816-3,

ns that

Corresppn“dﬂfg features between OSI and HCI/HCP Addressed in this

0SI modeln&l HCI/HCP model document

Application layer Command/Response APDU No
PID information in HCP packets corresponding to the

Netwogk\gyer pipes created based on HID and GID Yes
Data\link layer Link management gate provided for retrieving com- Yes onlv exchaneine il

i munication error rate from these layers and informing forr’nati(};n in thes%z 1age1 s
Physical layer power saving mode y

B.3 Comparison of HCI/HCP versus T=1

T=1 protocol defined in ISO/IEC 7816-3 is similar to HCI/HCP defined in ETSI TS 102 622. Both are
derived from HDLC (high-level data link control, see ISO/IEC 13239). Table B.2 describes the common
parts, similarities and differences of ETSI TS 102 622 HCI/HCP protocol and ISO/IEC 7816-3 T=1
protocol.
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