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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotec
Commission) form the specialized system for worldwide standardization. National bodies th
members of ISO or IEC participate in the development of International Standards through tec
committees established by the respective organization to deal with particular fields of tec

hnical
at are
hnical
hnical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part

in the

work. In the field of information technology, ISO and IEC have established a joint technical comi
ISO/IEC]TC 1.

described in the ISO/IEC Directives, Part 1. In particular the different approval critéria nee
the different types of document should be noted. This document was drafted in@accordance w
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

The procedures used to develop this document and those intended for its further maintenar:{e are

Attention is drawn to the possibility that some of the elements of this doctument may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development-of'the document will be
Introduction and/or on the ISO list of patent declarations received (see'www.iso.org/patents).

Any trade name used in this document is information given for thé convenience of users and do
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific tern;
expressions related to conformity assessment, as wellras information about ISO's adherence

nittee,

ed for
th the

ubject
batent
in the

es not

s and
to the

World Trade Organization (WTO) principles in theFechnical Barriers to Trade (TBT) see the following

URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information techi
Subcommittee SC 39, Sustainability for and by Information Technology.

Alist of all parts in the ISO/IEC TS 22237 series can be found on the ISO website.

pology,
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to
an exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres
are housing and supporting the information technology and network telecommunications equipment
for data processing, data storage and data transport. They are required both by network operators
(delivering those services to customer premises) and by enterprises within those customer premises.

Data ¢entres need to provide modular, scalable and Ilexible facilities and Inirastructures to easily
accommodate the rapidly changing requirements of the market. In addition, energy consumption of data
centrgs has become critical both from an environmental point of view (reduction of carbon footprint)
and wijith respect to economical considerations (cost of energy) for the data centre operator.

The implementation of data centres varies in terms of:

a) purpose (enterprise, co-location, co-hosting, or network operator);
b) sdcurity level;

c) plysical size;

d) aqcommodation (mobile, temporary and permanent constructions),

The needs of data centres also vary in terms of availability of service, the provision of security and
the ohjectives for energy efficiency. These needs and objectives<itifluence the design of data centres
in terms of building construction, power distribution, envirghimental control and physical security.
Effectjve management and operational information is requited to monitor achievement of the defined
needs|and objectives.

The I$0/IEC TS 22237 series specifies requirements;and recommendations to support the various
partiefs involved in the design, planning, procurement, integration, installation, operation and
maintenance of facilities and infrastructures within data centres. These parties include:

1) oyners, facility managers, ICT managers;project managers, main contractors;

2) architects, consultants, building desighers and builders, system and installation designers;
3) farility and infrastructure intégrators, suppliers of equipment;

4) injstallers, maintainers.

At the time of publication of this document, the ISO/IEC TS 22237 series will comprise the following
documents:

ISO/IRC TS 222374 Hnformation technology — Data centre facilities and infrastructures — Part 1: General
concepts;

ISO/IHC TS-22237-2, Information technology — Data centre facilities and infrastructures — Part 2:
Buildi:lzg coustruction;

ISO/IEC TS 22237-3, Information technology — Data centre facilities and infrastructures — Part 3: Power
distribution;

ISO/IEC TS 22237-4, Information technology — Data centre facilities and infrastructures — Part 4:
Environmental control;

ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:
Telecommunications cabling infrastructure;

ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:
Security systems;
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ISO/IEC TS 22237-7, Information technology — Data centre facilities and infrastructures — Part 7:

Management and operational information;

The inter-relationship of the specifications within the ISO/IEC TS 22237 series is shown in Figure 1.

Part 2
Building construction

A 4

A 4

——
Part3

”|  Power distribution >

Part 4

> Environmental control
Part1
General concepts g
P Part 5
» Telecommunications
cabling infrastructure
Part 6 N

A 4

”|  Security systems
Part7

Management aif
operational inforn

L

Figure 1 — Schematic relationship between the)ISO/IEC TS 22237 series of document

ISO/IEC TS 22237-2 to ISO/IEC TS 22237-6 specify requirements and recommendations for part

facilities and infrastructures to support the relevant classification for “availability”, “physical sed
and “energy efficiency enablement” selected from EN 50600-1.

This document, addresses the physical-security of facilities and infrastructure within data c
together with the interfaces for monitering the performance of those facilities and infrastructy
line with ISO/IEC TS 22237-7 (in accordance with the requirements of ISO/IEC TS 22237-1).

d
hation/

T

icular
urity”

entres
res in

ISO/IEC TS 22237-7 addresses‘the operational and management information (in accordance with the

requirements of ISO/IEC TS22237-1.

This document is intended for use by and collaboration between architects, building designe
builders, system and-installation designers and security managers among others.

The ISO/IEC T$:22237 series does not address the selection of information technology and n¢g
telecommunications equipment, software and associated configuration issues.

s and

twork
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Information technology — Data centre facilities and
infrastructures —

Part 6:

Security systems

1 Scope

This document addresses the physical security of data centres based upon the criteriag-and classifid

» o«

for “availability”, “security” and “energy efficiency enablement” within ISO/IECTS22237-1.
This document provides designations for the data centre spaces defined inISO/IEC TS 22237-1.

This document specifies requirements and recommendations for thoSe data centre spaces, aj
systems employed within those spaces, in relation to protection agginst:

a) unauthorized access addressing constructional, organizatignal and technological solutions;
b) fire events igniting within data centre spaces;

c) other events within or outside the data centresspaces, which would affect the defined 4
protection.

Safety and electromagnetic compatibility (EME]requirements are outside the scope of this doc

ations

hd the

vel of

Lment

and are covered by other standards and regulations. However, information given in this document may

be of assistance in meeting these standard§’and regulations.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document a
indispensable for its applitation. For dated references, only the edition cited applies. For uy
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC TS 22237-1/nformation technology — Data centre facilities and infrastructures — Part 1: G
concepts

ISO/IEC TS 22237-2:2018, Information technology — Data centre facilities and infrastructures —
Building construction

ISO/IECTS 22237-3, Information technology — Data centre facilities and infrastructures — Part 3:
distribution

nd are
)dated

eneral

Part 2:

Power

[SO/IEC TS 22237-4, Information technology — Data centre facilities and infrastructures — B

art 4:

Environmental control

ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:

Telecommunications cabling infrastructure

IEC 60839-11-1, Alarm and electronic security systems — Part 11-1: Electronic access control systems —

System and components requirements

IEC 62676-1-1:2014, Video surveillance systems for use in security applications — Part 1-1: System

requirements — General

EN 3 (all parts), Portable fire extinguishers

© ISO/IEC 2018 - All rights reserved
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EN 54 (all parts), Fire detection and fire alarm systems
EN 54-13, Fire detection and fire alarm systems — Part 13: Compatibility assessment of system components
EN 54-20:2006, Fire detection and fire alarm systems — Part 20: Aspirating smoke detectors

EN 1047-2, Secure storage units — Classification and methods of test for resistance to fire — Part 2: Data
rooms and data container

EN 13 QR-Q’ Elire resistance. I'acl'cfnr service installations — Part 3: Penetration seals.

EN 16R7:2011, Pedestrian doorsets, windows, curtain walling, grilles and shutters — Burglar resistange
Requinements and classification

EN 1634 (all parts), Fire resistance and smoke control tests for door and shutter assemblies), bpenable
windows and elements of building hardware

EN 12845, Fixed firefighting systems — Automatic sprinkler systems — Design, installation and
maint¢nance

EN 13p65-2, Fixed firefighting systems — Foam systems — Part 2: Design, constfuction and maintenance
CEN/TS 14816, Fixed firefighting systems — Water spray systems — Design\installation and maintenance
CEN/TS 14972, Fixed firefighting systems — Watermist systems — Design and installation

EN 16750, Fixed firefighting systems — Oxygen reduction systenisy>— Design, installation, planning and
maintenance

EN 50[131 (all parts), Alarm systems — Intrusion and hold-up;systems
EN 50[136 (all parts), Alarm systems — Alarm transmission systems and equipment

EN 50p18 (all parts), Monitoring and alarm receiviag centre

3 Terms, definitions and abbreviated terms

3.1 [ferms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC TS 22237-1 and the
follow]ing apply.

ISO anld I[EC maintain terminological databases for use in standardization at the following addresses:

— IHC Electropediaavailable at http://www.electropedia.org/

— IS0 Onlinglbrowsing platform: available at https://www.iso.or

3.1.1
forciblé-threat

threatexhibited Dy physical 1orce

3.1.2

hold time

time during which a concentration of fire extinguishant is maintained at an effective level with the
space being protected

3.1.3

information technology equipment

equipment providing data storage, processing and transport services together with equipment
dedicated to providing direct connection to core and/or access networks

2 © ISO/IEC 2018 - All rights reserved
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314

residual risk

remaining risk(s) posed to the data centre assets requiring protection following the deployment of
appropriate countermeasures

3.1.5

security manager

individual with overall responsible for all operational security aspects of the data centre, including
logical and physical control mechanisms or processes

3.1.6

surreptitious attack
compromise of an asset via logical or physical means with the objective that the attdck rgmains
undetected

3.1.7

surreptitious threat
threat of a surreptitious attack by entities via logical or physical means leading to the compromise of
that asset

3.2 Abbreviated terms

For the purposes of this document, the abbreviated terms%given in ISO/IEC TS 22237-1 apd the
following apply.

I&HAS  intruder and holdup alarm systems

VSS video surveillance system

4 Conformance

For a data centre to conform to this document:
1) therequired Protection Class 0f'Clause 5 shall be applied to each of the spaces of the data ceijtre;
2) therequirements of the relevant Protection Class of Clauses 6, 7, 8 and 9 shall be applied;
3) the systems to supp0rtthe requirements of Clause 6 shall be in accordance with Clause 10;

4) local regulations)jincluding safety, shall be met.

5 Physical security

5.1 General

THe degree of physical security applied to the facilities and infrastructures of a data centre has an
mfluence on both the availability of function of, and the integrity/security of the data stordd and

processed within, the data centre.

5.3 provides minimum requirements for the data centres spaces defined in ISO/IEC TS 22237-1. The
requirements and recommendations for those data centre spaces, and the systems employed within
those spaces, address protection against:

a) unauthorized access (see Clause 6);
b) fire events originating within data centres spaces (Clause 7);
c) other events within (see Clause 8) or outside (see Clause 9) the data centre spaces, which would

affect the defined level of protection.

© ISO/IEC 2018 - All rights reserved 3
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Constructional requirements for walls and penetrations are provided in ISO/IEC TS 22237-2 and
relevant cross-references are provided from this document.

In order for a space within the data centre to be considered to be of a given Protection Class the
architectural and engineering design of the space (or entry to that space) shall meet or exceed that
Protection Class for all aspects detailed above.

5.2 Risk assessment

The requirements for operational security should be determined by the organization responsible for
data dentre assets. The requirements should be determined following a risk assessment basegd. on
the threats posed to the data, and the “classification” of that data. See ISO/IEC TS 22237-1 for farther
information regarding risk assessment methodologies.

2 illustrates the concept of the risk assessment which is described as follows:

set value: the classification of the material should be determined at an early stage, so that is
ssible to deploy appropriate protection countermeasures. The nature of\ the “classification”
ybe “native”, or “raised” due to the effects of data aggregation;

ikelihood: the probability of some form of attack against the protected-assets;

reat (forcible or surreptitious) analysis: for example, posed by unauthorized access to the assets
rgsulting in loss or unavailability of the assets;

Inerability analysis: for example, inadequate physicalssecurity or technical controls of the
sted data.

=<

Assets Likelihood Threats Vulnerabilities

— Y _/ Analysis

RISKS

|

Deployment;: df countermeasures

l Management

Management of Residual Risk

Figure 2 — Risk assessment concepts

Theselfour items are‘analysed during the risk assessment process, to identify the baseline risk posed to
the data centre. Management of the identified baseline risk employs appropriate technical, physical and
proceglural cotintermeasures or a combination thereof.

Following/the deployment of baseline countermeasures, further decisions shall be taken relating to the
residualrisk(s) as follows, driven by the acceptance of risk of the asset owner:

1) toleration — the remaining risk(s) are accepted and no additional countermeasures deployed;
2) treatment — additional measures are deployed to counter the remaining risk(s);

3) transferral — the risk(s) are transferred to another party, for example obtaining additional
insurance cover the mitigate the risk(s);

4) termination — the activity posing the risk is terminated.

4 © ISO/IEC 2018 - All rights reserved
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5.3 Designation of data centre spaces — Protection Classes

18(E)

Each of the data centre spaces, independent of the size or purpose of the data centre, is designated as

being of a particular Protection Class. There is no concept of a data centre of a given Protection C

lass.

The requirements for the Protection Class to be applied to the elements of the following facilities and

infrastructures within the data centre are defined in:

a) ISO/IEC TS 22237-3 for the power distribution system;

b) ISO/IEC TS 22237-4 for the environmental control system.

All telecommunications equipment and connections to the telecommunications cabling infrastr
shall be in areas of Protection Class 3. Where pathways containing telecommunicatjon cabli
routed in areas of a lower Protection Class they shall be monitored for unauthorizedaccess.

In addition, the risk assessment of 5.2 together with the construction and configuration of th

icture
g are

e data

centre described in 6.2 will require other spaces to be defined in terms of Protection Class. An eample

of this is shown in Table 1.

Table 1 — Examples of Protection Classes for data.centre spaces

Building entrance facili-

spaces ing the interface between tiosb

Protection Classes 1 and 2)

. . |€omputer room spaces
External premises securic
ty spaces Control room space

Personnel entrances'to the |Data centre security spaces
data centre spaces

Storage spaces
Holding:$paces

Testing spaces

Data centre office spaces

Protection Class 1 Protection Class 2 ProtectionClass 3 Protection Clas$ 4
Personnel entrances to The internal access to Premises entrance facil- Cabinets, cages or rows of
buildings or structures docking bays (the barrier |ityab cabinets within the qom-
containing data centre of the docking bay provid- puter room space

a  This applies to premisés entrance facilities which are within the control of the data centre.

b Access restrictions apply to pathways leading to areas of Protection Classes of a lower Protection Class.

6 Protection Class against unauthorized access

6.1 _General

This ‘document applies the four Protection Classes in relation to access to spaces accommodati

hg the

elements of the different facilities and infrastructures as detailed in Table 2 (in accordance wit

IEC TS 22237-1).

© ISO/IEC 2018 - All rights reserved
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Table 2 — Protection Classes against unauthorized access

Type

of protection Class 1 Class 2 Class 3 Class 4

Protection against  |Public or semi-pub- |Areathatis accessi- |Arearestricted to Arearestricted to
unauthorized access |lic area. ble to all authorized |[specified employees |specified employees

personnel (employ- |and visitors (other |who have an identi-
ees and visitors). personnel with ac-  |fied need to have ac-
cess to Class 2 shall |cess (other personnel
be accompanied by |with access to Class

personnel author- Zor 3 areas shall be
ized to access Class |accompanied by per-
3 areas). sonnel authorized to

access Class 4 areas).

The PJ
the gr|
highes

a) al
P1
b) pé
Pi
This ¢
The a

securi
the “O

otection Classes feature increasing levels of access control. The areas of the data centne requiring
patest physical protection against unauthorized access will be accommodated in spaees with the
t Protection Class. Further guidance can be found in the IEC 60839-11 series.

It shon[ld not be assumed that:

areas of a given Protection Class are accessible to persons having.aCeess to an area of that
otection Class;

brsons having access to an area of that Protection Class have access to all areas of a lower
otection Class.

ause defines the rules for implementing such Classes.

Ccess to spaces and systems shall be limited to the. jnevitable necessary operative minimum.

y shall be effected according to the philosophy.shown schematically in Figure 3, referred to as
ion Skin” or “Defence in Depth” approach/maodel.

This alEplies to the aspects of spaces, time, personnel amd knowledge. The implementation of physical

Protection Protection

Class 3 Class 4

Figure 3 — Protection Classes within the 4-layer physical protection model

In order to be applicable to more general implementations of data centres, the simplistic model of
Figure 3 may be visualized as series Protection Class islands as shown in Figure 4.

© ISO/IEC 2018 - All rights reserved
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—_—— —~—

Protection
Class 4

Protection Class 3

Protection
Class 4

Protection
Class 1

Protection
Class 3

Protection
Class 2

Protection
Class 3

Protection
Class 2

-
- — —

Figure 4 — Protection Class islands

5.3 provides examples of the Protection Classes applied to data centre spaces but the techno
solutions to the control of unauthorized access vary across the particular data centre spaces w
Protection Class.

All elements of the border/barrier of an area with a given Protection:Class shall have the same |
resistance to unauthorized access. Where the data centre infrastructures specified in ISO/IEC TS }

ogical
thin a

bvel of
2237-

2 to ISO/IEC TS 22237-6 cross boundaries from one Protection Class to another they shall be provided

with protection suitable to the highest Protection Class intercannected as shown in Figure 5.

NOTE National or local regulations can prevent security: measures being applied to pathway
maintenance holes, etc.) for infrastructures external to the premises.

Infrastructure connecting
areas of the same Protection Class

—_ ——

Protection
Class 1

Protection
Class 3

Protection
Class 2

Protection
Class 3

Protection
Class 2

——

Infrastructure connecting
areas of different Protection Class

Figure 5 — Interconnection between Protection Class islands

s (e.g.

ACcess control systems of a given Protection Class shall be managed from areas with the same or

higher

Protection Class.

Pathways of the data centre infrastructures (e.g. power supply, environmental control and
telecommunications cabling) shall be designed to prevent unauthorized passage between areas of

different Protection Class.

Data centres and their complementary functions of technical infrastructure shall be organized in areas
which mirror the needs of security, safety and availability of the data centre which match the assumed

risks and protection goals.

© ISO/IEC 2018 - All rights reserved
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The risk bearing elements of the data centre should be located as far from the public or other
unauthorized personnel as possible. Where this is not practicable, additional protection measures may
be required as determined by the output of the risk assessment process or the site security assessment.

6.2

6.2.1

Implementation

General

The b
centrgq
a sing
struct

If the
struct
repreq

a) th
ol
S|
b) th
dd

rq

d) th
w|
bé
aq

ATTIer defining pProtection Class 1 15 the outer perimeter of the premises containing the data
. The facilities and infrastructures of the data centre may be accommodated in part or allhof
le building or structure within the premises or may be distributed across several buildipgs or
ures.

premises enable full and unrestricted public access to the boundaries of the buildingfs) or other
ures, the exterior walls (or other defined internal barrier) of the building(s)/structures(s)
ent the boundary of Protection Class 1. In such a case, as shown in the example of Figure 6:

e boundary of Protection Class 2 would represent the barrier between any.entrances of buildings
structures comprising the premises and the areas comprising the data.centre and its associated
aces (these spaces may be in separate buildings or structures of Protection Class 1);

e boundary of Protection Class 3 would represent the barrier between the entrance to the
signated data centre space and the area requiring Protection Class 3;

e boundary of Protection Class 4 would represent the barrier between the entrance to the area
quiring Protection Class 3 and the area requiring Protection Class 4;

e Protection Class system operates horizontally ‘and vertically (e.g. risers, lift shafts, stair

2] [i]] = | [e]3[]

Building/structure C

ells, atriums, light-wells) for the buildings andstfuctures i.e. if the roof-top is considered to
of Protection Class 1, appropriate barriers will be required to any roof-top structures which
commodate facilities or infrastructure requiting a higher Protection Class.
: 1 1 |
: N i
||| - EREIERE|
i " i
| S\t :
E Building/structure A Building/structure B E
E 1 !
| E
| .
! |
: E

Premises boundary

without physical barrier

Figure 6 — Example of Protection Classes applied to data centre premises without external

barriers

If the premises are provided with an external physical barrier that provides a demarcation of Protection
Class 1 then, as shown in the example of Figure 7:

1) the number of penetrations of the boundary of Protection Class 1 for personnel and vehicular
access shall be minimized;

© ISO/IEC 2018 - All rights reserved
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2) the boundary of Protection Class 2 would represent the exterior walls and associated entrances of
the buildings and other structures comprising the data centre and its associated spaces;

3) the boundary of Protection Class 3 would represent the barrier between any entrances of buildings
or structures comprising the premises and the areas comprising the data centre and its associated
spaces (these spaces may be in separate buildings or structures of Protection Class 2);

4) the boundary of Protection Class 4 would represent the barrier between the entrance to the
designated data centre space and the area requiring Protection Class 4;

5) the Protection Class system operates horizontally and vertically (e.g. risers, lift shafts| stair
wells, atriums, light-wells) for the buildings and structures i.e. if the roof-top is considefed to
be of Protection Class 2, appropriate barriers will be required to any roof-top structures [which
accommodate facilities or infrastructure requiring a higher Protection Class;

This only applies in relation to protection against unauthorized access~For the purposes of
protection against external environmental events a roof-top is considered ‘to.be a Protection Class
1 boundary only and any roof-top structures require additional protection

\
2 2&
N\~
I\
4 (3|4 4 (3|4 43,\4\%’434
()
‘/, —4
Building/structure A Building/structure B
5O
Protection \‘\S‘
Class 1 4 3\1&4 4 (3] 4
R
S\
Building/structure C

Premises boundary
with physical barrier

Figure 7 — Example-of Protection Classes applied to data centre premises with externpl
barriers

In Figure 7, the-Buildings/structures shown may be dedicated to specific spaces serving the various
data centre/infrastructures e.g. generator space or transformer space. Each building/structur¢ shall
apply appropriate barriers to protect the relevant infrastructure element. In addition, the barriefs may
be required to provide visual and acoustic screening.

As'described above, roof-tops may be considered Protection Class 1 or 2, depending on the configufration
ofthe premises containing the data centre. Any openings in roof-tops shall be protected in accoiydance

with the Protection Class of the space immediately below the opening. In addition, any roof-top
structures dedicated to specific spaces serving the various data centre infrastructures shall apply
appropriate barriers to protect the relevant infrastructure element.

Any access routes to the roof, for purposes of maintenance and repair of the roof, roof-top structures
and, where relevant, to infrastructure elements, shall be within areas of Protection Class equal to or
higher than that of the roof-top.

The requirements for the barriers between areas of different Protection Class in relation to protection
against unauthorized access are not based on their physical construction i.e. they may be fences, exterior
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or interior walls of buildings together with doors and other penetrations fitted with appropriate
systems (see Clause 10).

Any access points to spaces of a given Protection Class that are dedicated to a particular facility or
infrastructure shall not provide an access route to general data centre spaces, or spaces which are
dedicated to other facilities or infrastructures, of either the same or higher protection Class.

The combination of resistance offered by the boundaries of each Protection Class together with the
monitoring of those boundaries shall present a person attempting unauthorized access by means of
forcibJe threats with increasingly ditficult challenges. The materials comprising those barriers shall be
considered in terms of:

the tools and equipment against which they are proven to provide resistance;

the time required to penetrate those barriers using those tools and equipment.

Any durveillance and monitoring equipment shall take the penetration times into laccount. The
requirlements for access control systems which allow persons to cross the boundaries are described in
Claus¢ 10.

When|a building houses more than the data centre, each boundary whichis shared with external
parties shall be considered as an external wall, i.e. a boundary of Protection Class 1. Any boundary
which|is shared with an adjacent building, not part of the data centre, shallbe considered as an external
wall, ile. a boundary of Protection Class 1.

6.2.2 | Access to the data centre premises

6.2.2.1 General

6.2.2.1.1 Requirements

Access$ routes shall be clearly signed to segregaté,employees, visitors and deliveries to the data centre.

Plans phall exist which address operation ingsituations where the primary access routes are unavailable.

6.2.2.1.2 Recommendations

Considleration should be given tg-any requirements for:

a)
b)
‘)
d)
e)

ethanced lighting on aeeess approach routes;

hgstile vehicle mitigation on data centre approach routes;

fejnces and othérboundary controls;

sterile zoes for the management and handling of visitors or deliveries;

sgdconddry access route, in case the primary route becomes unavailable.

6.2.2.2 Parking

6.2.2.2.1 Requirements

The requirements of a given Protection Class address vehicular access to the premises containing the
data centre.

10
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The outcome of a risk analysis, taking into account the security requirements of the site and the

importance of the data involved, may place restrictions upon:

a) the designated location, and minimum distance from the data centre spaces, of any parking areas

for visitors and unauthorized vehicles;

b) the designated location, and minimum distance from the data centre spaces, of any parking areas

for employees;

o | | . b J1 e Al . . - b L ol | b d L )
L} LIIC UCblglldLCu 10CAULIUL, dIIU ITIIIITUIIT UISUAIICT 1T UIIT LT Udld CTIILI© bl)dLCb, Ul dll_y pdl KIII
for delivery vehicles;

d) the designated location, and minimum distance from the data centre spaces, of any parking
for maintenance and emergency vehicles.

6.2.2.2.2 Recommendations

Consideration should be given to:

a) video surveillance system (VSS) monitoring of the parking area;

b) location of the vehicle parking outside of the data centre perimeter;
c) lighting requirements;

d) vehicle searching requirements;

e) passage of vehicle occupants from the parking logation to the data centre, including access g
requirements;

f) operational security process requirements:;
6.2.2.3 Visitors

6.2.2.3.1 Requirements

Suitable space shall be allocated.for the processing of visitors.

6.2.2.3.2 Recommendations

Any doors leading o) the data centre spaces should have appropriate door mechanisms in pl
provide access tg-authorized personnel and authorized visitors only. The use of anti-passbacl

areas

areas

ontrol

ace to
t door

controls should-be considered based upon either the overall security requirements of the data centre or

to meet operational requirements.

Consideration should be given to VSS monitoring of the visitor access.

6.2.2.4 Deliveries

6.2.2.4.1 Requirements

Movement of goods and personnel from the loading bay to other data centre spaces shall be controlled
by appropriate security mechanisms (e.g. interlocks) applied at the inner boundary of the loading bay.

© ISO/IEC 2018 - All rights reserved
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To accommodate deliveries in data centres requiring high levels of security control, additional
operational controls shall be employed to support the delivery process. These may include but are not
limited to:

a) provision of a sterile zone, or ‘airlock’ system at an external barrier of the loading bay by which
goods are moved into the loading bay following which the external barrier is closed while the goods
are unloaded;

b) provision for VSS monitoring.

6.2.2.

No req
6.2.3
6.2.3.

6.2.3.

The e
physid

All pe
Class

Doors
any cd
from

proteq

Pedes
access
shall |

Anyp
vehicl

a) sy

b) re

6.2.3.

1.2 Recommendations

ommendations.
Protection Class 1
I Requirements

[.1 Construction

kternal boundary of areas designated Protection Class 1 shall besprovided with an identifiable
al barrier.

estrian doorsets, windows, grilles and shutters which fornithe external boundary of Protection
| shall meet EN 1627:2011, Resistance Class 2.

(and windows) at the boundary of Protection Class . 1)shall be designed such that, when locked,
mponents (e.g. hinges) which would allow the door(and windows) to be opened are inaccessible
the areas outside Protection Class 1. Where tliis is not possible, the door (window) shall be
ted by the use of a dowel and socket arrangements (i.e. dog bolts).

frian access to an area of Protection Class 1 shall be physically separated from the pedestrian
to any contained areas of a Protection.€lass 2. Vehicular access to an area of Protection Class 1
e physically separated from the vehicular access to any contained areas of a Protection Class 2.

enetrations of the physical barrier’defining the outer boundary of Protection Class 1 shall prevent
e access to the premises except for those necessary to:

pport operation (i.e. émployee vehicles and associated parking facilities subject to the risk

analysis of 6.2.2.2) and'maintenance of the premises;

spond to emergency situations.

1.2 Organizational processes

Desigmnated parking areas should be provided for visitors and other unauthorized vehicles.

6.2.3.

P “_Recommendations

Consideration should be given to:

a) pedestrian barriers or defined security boundary;

b) level and nature of security lighting;

c) type and style of VSS;

d) physical delay measures for buildings;

e) operational security procedures;

12
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f) hostile vehicle mitigation;

g) perimeter intruder and holdup alarm systems (I&HAS);
h) access control requirements;

i) internal I&HAS;

j) mail and delivery screening protocols.

Where possible, the area outside but in close proximity to the physical barrier defining the
boundary of Protection Class 1 should be subject to monitoring/surveillance subject to\re
controls for management and handling of images and other data (see Clause 10).

The areas of Protection Class 1:

outer
levant

1) should be subject to monitoring/surveillance subject to relevant controls for management and

handling of images and other data;

2) should not contain objects (temporary or permanent) that would- disrupt the effectiveness of

monitoring/surveillance (e.g. any planting should be low growing; e parking outside desig
areas, no shelters, etc).

6.2.4 Protection Class 2

6.2.4.1 General

Outer boundaries of areas of Protection Class 2 may be‘co-located with those of Protection Class
6.2.4.2 Requirements

6.2.4.2.1 Construction

The external boundary of areas designated Protection Class 2 shall be provided with an ident

nated

ifiable

physical barrier. If the boundary of@Protection Class 2 area is co-located with one or more boundaries of

areas of Protection Class 1 ther the boundary of the lower Protection Class shall meet the require
of the Protection Class 2.

If deemed necessary following the risk assessment of 5.2, all pedestrian doorsets, windows, ¢
walling, grilles and-shutters which form the external boundary of Protection Class 2 shall
EN 1627:2011, Resistance Class 3 unless alternative mitigation is employed.

Doors (and windows) at the boundary of Protection Class 2 shall be designed such that, when 1
any compouents (e.g. hinges) which would allow the door (and windows) to be opened are inaccq
from the.areas of Protection Class 1. Where this is not possible, the door (window) shall be proted
the use.of a dowel and socket arrangements (i.e. dog bolts).

Any penetrations of the physical barrier defining the outer boundary of Protection Class 2 shall p

ments

Lirtain
meet

bcked,
pssible
ted by

revent

personnel access except for those persons authorized (both employees and visitors) to ent

er the

spaces of the data centre. Such penetrations include those which are open or may be opened to enable
normal or emergency function of the data centre infrastructures (such as pressure relief for gaseous
extinguishing systems) where the prevention mechanisms shall be taken into account in the functional

design of the penetration.

Vehicular access to an area of Protection Class 2 shall be physically separated from the vehicular access

to any contained areas of a Protection Class 3.
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Any penetrations of the physical barrier defining the outer boundary of Protection Class 2 enabling
vehicular access shall incorporate a system which restricts access. Access shall only be allowed to those
vehicles and personnel necessary to:

a) support operation and maintenance of the data centres facilities and infrastructures;

b) respond to emergency situations.

Access to areas of Protection Class 3 from docking bays, for receipt and dispatch of materials and
equipprent;stattbeseparate fromrpersonmetentrances toareas of Protectiomr tlass 3
6.2.4.2.2 Organizational processes

The d|ffering nature and function of the spaces serving the facilities and infrastructures of the data
centrq may allow/demand separate rules for access provision (i.e. if the premises contain multiple
buildihgs/structures each which has specific functions or if the data centre spaces accomhmodate assets
owned or operated by multiple entities).

Proceflures shall be in place to detect and prevent:
a) u]:desirable or unnecessary access between areas of Protection Class 2;
b) unauthorized access from an area of Protection Class 2 to areas of alligher Protection Class.

Such procedures include an inspection by security personnel or scanning devices.

Proceglures shall be in place to detect and prevent pedestrian{access to the data centre spaces e.g. by
meang of an interlock for materials only.

Any opening of an emergency exit door shall trigger an@larm with the intrusion alarm system which
initiatles an appropriate response.

6.2.4.3 Recommendations

Monitpring/surveillance should be applied.to areas of Protection Class 2 subject to relevant controls for
management and handling of images and-\bther data.

Excepf in emergency situations, thete should be only one penetration of the barrier to allow general
personnel access to, and egress from, each area of Protection Class 2.

Any flttings attached to penetrations of the Protection Class 2 boundaries with the intention of
restri¢ting access from ,areas of Protection Class 1 (intrusion bars fitted to windows) should be
designed to prevent attachiment of towing cables, etc.

6.2.5 | Protection{Class 3

6.2.5.1 Requirements

6.2.5.1L1 Construction

The external boundary of areas designated Protection Class 3 shall be provided with an identifiable
physical barrier.

If deemed necessary following the risk assessment of 5.2, all pedestrian doorsets, windows, grilles and
shutters which form the external boundary of Protection Class 3 shall meet EN 1627:2011, Resistance
Class 4 unless alternative mitigation is employed.

The boundaries of areas of Protection Class 3 shall not be co-located with those of Protection Class 1
(e.g. external walls or roof-tops of premises) unless appropriate constructional aspects ensure
resistance equivalent to those of any pedestrian doorsets, windows.
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If a boundary of an area of Protection Class 3 is co-located with one or more boundaries of areas of
Protection Class 2 then the resistance to forced entry across the combined boundary shall be the sum

of those applicable to Protection Class 2 and Protection Class 3.

Doors (and windows) at the boundary of Protection Class 3 shall be designed such that, when locked,
any components (e.g. hinges) which would allow the door (and windows) to be opened are inaccessible

from the areas of Protection Class 2. Where this is not possible, the door (window) shall be protec
the use of a dowel and socket arrangements (i.e. dog bolts).

ted by

Any penetrations of the physical barrier defining the outer boundary of Protection Class 5 shall.p
personnel access except for those persons authorized to enter areas of:

a) Protection Class 3;

b) Protection Class 2 provided that they are accompanied by personnel authorized to enter af
Protection Class 3.

Such penetrations include those which are open or may be opened to enable normal or emej
function of the data centre infrastructures (such as pressure relief for gaseous extinguishing sy
where the prevention mechanisms shall be taken into account in the funetiohal design of the penet

Any penetrations of the physical barrier defining the outer boundaxyof Protection Class 3 shall p
vehicle access other than by emergency response vehicles unless.accompanied by personnel auth
to access relevant areas of Protection Class 3.

6.2.5.1.2 Organizational processes
Procedures shall be in place to:
a) detect and prevent undesirable or unnecessary access between areas of Protection Class 3;

b) detect and prevent unauthorized access from an area of Protection Class 3 to areas of a Prot]
Class 4;

c) monitor and/or control the number of persons entering and leaving areas of Protection Clasg
d) monitor and/or control materials and equipment entering and leaving areas of Protection Cl
Such procedures:

1) include a single pevson interlock for general pedestrian access together with or separate
interlocks for materials and equipment;

2) shall take into account any requirements for emergency exit functionality and for any vel
access in‘emergency situations.

Any opening of an emergency exit door shall trigger an alarm with the intrusion alarm system
initiates an appropriate response.

revent

eas of

gency
tems)
ration.

revent
brized

ection

3;

1SS 3.

from

icular

which

6.2.5.2 Recommendations

Monitoring/surveillance should be applied to areas of Protection Class 3 subject to relevant contr
management and handling of images and other data.
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6.2.6

Protection Class 4

6.2.6.1 Requirements

6.2.6.1.1 Construction

The external boundary of areas designated Protection Class 4 shall be provided with an identifiable
physical barrier.

If deellned necessary following the risk assessment of 5.2, all pedestrian doorsets, windows, grilles and

shuttd
Class

The b
(e.g. €
resist
assesq

If a bo
Prote
those

Doors
any cd
from t
the us

Any p

rs which form the external boundary of Protection Class 4 shall meet EN 1627:2011, Resistance
L unless alternative mitigation is employed.

bundaries of areas of Protection Class 4 shall not be co-located with those of Protection Class 1
xternal walls or roof-tops of premises) unless appropriate constructional aspects ensure
ince equivalent to those of any pedestrian doorsets, windows (where justified following the risk
ment of 5.2), grilles and shutters.

undary of a Protection Class 4 area is co-located with one or more boundaries of areas of a lower
tion Class then the resistance to forced entry across the combined boutidary shall be the sum of
hpplicable to all the Protection Classes.

(and windows) at the boundary of Protection Class 4 shall be designed such that, when locked,
mponents (e.g. hinges) which would allow the door (and windows) to be opened are inaccessible
he areas of Protection Class 3. Where this is not possible, theydoor (window) shall be protected by
e of a dowel and socket arrangements (i.e. dog bolts).

bnetrations of the physical barrier defining the outerboundary of Protection Class 4 shall prevent

personnel access except for those persons authorized te.énter areas of:

otection Class 4;

otection Class 3 provided that they are-accompanied by personnel authorized to enter areas of
otection Class 4.

penetrations include those which are open or may be opened to enable normal or emergency
bn of the data centre infrastructures (such as pressure relief for gaseous extinguishing systems)
the prevention mechanisms.shall be taken into account in the functional design of the penetration.

1.2 Organizationalprocesses

Hures shall be inplace to:

tect and preVent undesirable or unnecessary access between areas of Protection Class 4;
tect and\prevent unauthorized access into areas of Protection Class 4;

onitotf and/or control the number of persons entering and leaving areas of Protection Class 4;

a) Pi
b) P1

P1
Such }
functi
whersg
6.2.6.
Proce
a) dg
b) dg
) m
d) m

TITtOT amd;/OT COMtTol TTateT tats and equipnTent entering and teaving areas of Protection Class=-

Such procedures:

1) in
in

clude a single person interlock for general pedestrian access together with or separate from
terlocks for materials and equipment;

2) shall take into account any requirements for emergency exit functionality and for any vehicular
access in emergency situations.

Any opening of an emergency exit door shall trigger an alarm with the intrusion alarm system which

initiat

16

es an appropriate response.
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6.2.6.2 Recommendations

The boundary of a Protection Class 4 area should not be co-located with boundaries to Protection
Classes 1 or 2.

Monitoring/surveillance should be applied to areas of Protection Class 4 subject to relevant controls for
management and handling of images and other data.

6.2.7 Cabinets and arrangement of cabinets

Undesirable or unnecessary access to equipment inside cabinets or arrangements of cabinéts; where
justified following the risk assessment of 5.2, shall be controlled by applying mechanical access gontrol
and, where appropriate, by monitoring unauthorized opening of the cabinets.

7 Protection Class against fire events igniting within data centre spaces
7.1 General

7.1.1 Protection Classes
This document applies the four Protection Classes in relatien’to fire originating within $paces

accommodating the elements of the different facilities and infrastructures as detailed in Tabl¢ 3 (in
accordance with ISO/IEC TS 22237-1).

Table 3 — Protection Classes against internal fire events

Type of protection Class 1 Class 2 Class 3 Class 4
Protection against  |No special protec- Thearearequires to |The area requires to |The area requifes to
internal fire tion applied beprotected against |be protected against |be protected against

fire by a detection fire by a detection |fire by a detectjon
and suppression sys- |and suppression and suppressiop
tem which maintains |system which main- |system which ¢n-
the function of that |tains the function ables critical dqta
area during a firein |of that area during |centre functior to
thatareaoroneina |afireinthatareaor |besecured durjnga
Class 1 area. oneina Class 1 or fire in that ared or
Class 2 area. one elsewhere |n the
data centre.
NOTE1 For thepurposes of this clause the term “fire suppression system” is synonymous with the term “fixed
firefighting system™
NOTE 2  Ferthe purposes of this clause the term “fire detection system” is synonymous with the term “fire
detectiomand alarm system”.
The type of fire detection (and alarm) system and firefighting system selected for each space shall take

1mp1ement a dlsaster recovery programme ie. by transferrmg the functlon of the data centre space to
another space within or external to the data centre.

The Protection Classes feature increasing levels of fire detection and reaction. The areas of the data
centre requiring the greatest protection against internal fire events will be accommodated in spaces
with the highest Protection Class.

This Clause addresses the fire detection and alarm, fixed and portable firefighting systems to be
applied to the data centre spaces. It does not intentionally conflict with national or local regulations
concerning fire safety. The impact of fire-fighting procedures on the availability of the facilities and
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infrastructures in the data centre spaces shall be considered, including fire-fighting procedures, which
require the disruption of all power supplies (including back-up systems) in non-data centre spaces.

7.1.2 Fire compartments and barriers

7.1.2.1 Requirements

The data centre spaces shall be considered as a series of fire compartments each with its own objectives

for firpdetection, atarmrand Suppression:

All the components comprising, and any pathways that penetrate, the boundary of a fire compartment
shall tpke into account the potential for spread of fire and combustion products (smoke and toxic gases).

The wplls and barriers separating the fire compartments shall have a minimum fire rating injaccordance
with the requirements of the highest Protection Class present at the boundary of the fire.compartment.
The rgsistance rating of doors or windows in a wall shall comply with the resistance rating of the walls
and bgrriers. Their ability to resist the impact of firefighting water shall be taken intejaccount.

Advic¢ regarding the scheduling, installation sequence and suitability of papticular fire-stopping
techniques shall be sought from both the manufacturer and specialist centractors at the earliest
possiljle opportunity.

Fire-sfopping techniques applied to pathways that penetrate the bouridary of a fire compartment shall
be spdcified in terms of:

a) the fire rating, construction details and orientation of the fire‘compartment structure;
b) tHe type, size and material of the fire barrier penetration to be fire-stopped;

c) where there is no housing surrounding the compotients passing through the fire barrier, the size of
the fire barrier penetration and the percentage fill at the penetration;

d) where there is a housing surrounding the components passing through the fire barrier, the size of
tHe penetration internally and the percentdge fill within the housing;

e) adetailed description of the fire-stopping system including any additional supports required for
the components passing through the penetration.

The fifre-stopping technique applied shall be proven to meet the specification criteria using the test
methdds given in EN 1366-3( Techniques based upon interacting components shall be regarded as a
complete system and should only be used as such.

NOTE Additional information regarding high performance fire-stopping techniques can be sought from the
offshore and petrochetnical industries.

The system specifier shall:

1) obtaindocumentary evidence from the manufacturer/supplier which defines the capability of the
fire-Stopping technique;

2) verify that the proposed specification is covered within the scope of this document;
3) ensure that the fire-stopping technique is fit for purpose.

Fire-stopping techniques shall be installed in accordance with the manufacturer’s/supplier’s
installation instructions. Each fire stop shall be clearly labelled or otherwise marked to indicate its
function so as to be identifiable during future penetrations.

The design of, and access, to fire barriers shall enable periodic inspection in accordance with established
schedules.

In the case of a fire alarm, fire damper devices shall close.
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7.1.2.2 Recommendations

Fire damper devices should be equipped with their own power source and should be able to close

automatically.
7.1.3 Fire detection and fire alarm systems

7.1.3.1 Requirements

To support the objectives of Table 3, fire alarm systems shall be installed in all data centre spacq
directly affect the availability of data centre facilities and infrastructures.

s that

Consideration shall be given to the need for early detection of combustion products withpre-alarm. The

pre-alarm shall not automatically disrupt the function of the facilities and infrastmuctures of thj
centre (e.g. air flow produced by the environmental control systems shall not be djsrupted). Wherg

— components of the fire detection and alarm system shall comply with/the relevant parts
EN 54 series;

— the system shall comply with EN 54-13.

Where used in spaces of Protection Class 3 and above, smokecdetection (aspirating) system
comply with EN 54-20:2006, Sensitivity Class A or B.

The time between the detection and activation of the suppréssion system shall allow the safe eg
personnel, where appropriate.

7.1.3.2 Recommendations

CEN/TS 54-14 contains guidelines for the planning, design, installation, commissioning, ug
maintenance of fire detection and alarm systems.

NOTE ISO 7240-14 provides alternatiye guidance.
7.1.4 Fixed firefighting systems

7.1.4.1 General

To support the objectives of Table 3, a fixed firefighting system shall be provided if it is d
necessary in the outcome of risk assessment.

If a fixed firefighfing system is to be installed either to extinguish an incipient fire in any part
protected space, including within cabinets or to prevent a fire from spreading outside the pro
space; or a.combination of these:

a) thesystem shall be designed to minimize hazards to personnel;

b). “the system should be designed to minimize hazards to equipment.

e data
used:

of the

shall

ress of

e and

bemed

of the
fected

7.1.4.2 Fire extinguishing systems using gaseous agents

Gaseous systems shall be designed, installed and maintained considering the following standards:

a) IS0 14520-1 series (for gases other than carbon dioxide);

b) ISO 6183 (for carbon dioxide systems). However, carbon dioxide, which is lethal at normal
extinguishing concentrations, shall only be used in spaces within which appropriate procedures

are in place to protect personnel.
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With specific reference to cabinet gas systems, the following additional factors shall be taken into
account:

1) the mechanical, climatic and electromagnetic impact of the discharge of the gaseous system on the
equipment accommodated by the cabinet;

2) the design calculations for the system should compensate for leakage of extinguishing agent where
necessary.
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7.1.4.
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B Oxygen reduction systems

n reduction fire prevention systems maintain the oxygen at a reduced concentration to inhibit
n or spread of fire.

n reduction fire prevention systems shall be designed, installed and maintained jii accordance
N 16750.

il  Water based fire suppression systems

data centre spaces any water based systems shall be pre-action, i.e. the pipework is charged with
nert gas, with water introduced only after fire has been detected.

vo water-based technologies are:
rinklers — which shall be designed, installed and maintainéd in accordance with EN 12845;

ater mist — which shall be designed, installed and maintained in accordance with CEN/TS 14972
national standards if applicable.

ain purpose of water-based fire suppression systeis is the protection of the building and spaces.
e protection of electrical equipment, the risks,of équipment damage associated with water-based
hs shall be considered.”

b Condensed aerosol systems

nsed aerosol systems should not be used in occupied spaces or in spaces containing electronic

equip

Cond
TS 14

7.1.4.
Foam

Foam

7.1.5

ent.

sed aerosol systems shall*be designed, installed and maintained in accordance with CEN/
16.

b  Foam systems
systems shodld'hot be used in occupied spaces containing electronic equipment.

systems shall be designed, installed and maintained in accordance with EN 13565-2.

Portable firefighting equipment

Where portable fire extinguishers are provided:

a) they shall conform to the EN 3 series;

b) the number and location of portable fire extinguishers and the nature of the extinguishing agents
shall be in accordance with national regulation and the outcome of a risk assessment.
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7.1.6 Structural considerations

Where gaseous extinguishing systems are used:

a) the boundaries of the protected space shall have sufficient structural strength and integrity to
contain the extinguishant discharge and pressure relief shall be used to prevent excessive over- or

under-pressurization of the protected space;

b) to prevent loss of extinguishant through openings to adjacent hazards or work areas, any openings

i thre boundaries of the protected space shatt-beeither be provided withr fixed seats orequ
with automatic sealing systems and the predicted hold time shall be determined by the do
test or a full discharge test;

c) to avoid re-ignition from a persistent ignition source (e.g. heat source or “deep‘seated’
the effective concentration of extinguishant shall be maintained for the specified hold ti
emergency actions such as turning off the ventilation of the protected space;

d) the minimum hold time shall be 10 min but a longer time shall be onsidered to refle
predicted time to allow personnel to react to the fire and shut-down, where applicab
equipment in the space;

e) smoke and heat exhaust ventilation systems in spaces with gas‘extinguishing systems sh
open automatically and shall only be triggered manually. The“triggering device shall be pro
against unauthorized access.

ipped
or fan

fire),
me by

ct the
e, the

hll not
fected

To avoid damage to buildings and equipment by excessivelynhigh or low pressure, pressure relief devices

shall be provided. See Annex A for further details.
7.2 Implementation of Protection Class requirements

7.2.1 Protection Class 1

The detection of fire in an area of Prptection Class 1 shall initiate a warning in other spaces
data centre.

7.2.2 Protection Class 2

The detection of fire in antarea of Protection Class 2 shall initiate a warning in other spaces
data centre.

Spaces of Protection-Class 2 shall be provided with detection and suppression solutions in accoy
with 7.1.3 and ZL:4 respectively.

In additions.a-space of Protection Class 2 shall be able to maintain its intended function for a mirn
of 60 mjn following the detection of fire in an adjacent area of Protection Class 1.

of the

of the

dance

imum

Thetboundaries (walls, floors and ceilings) of areas of Protection Class 2 shall provide the desired

dégree of physical protection against internal fire events in adjacent areas of Protection Class 1.

If an “early detection of fire” system is employed, the doors shall be smoke-tight in accordance with the

EN 1634 series.
Doors shall have a fire rating of 60 min minimum in accordance with the EN 1634 series.

NOTE This requirement postdates and replaces those of ISO/IEC TS 22237-2:2018, 7.8.1.

7.2.3 Protection Classes 3 and 4

The detection of fire in an area shall initiate a warning in other spaces of the data centre.

© ISO/IEC 2018 - All rights reserved
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Spaces of Protection Classes 3 and 4 shall be provided with detection and suppression solutions in
accordance with 7.1.3 and 7.1.4 respectively.

The boundaries (walls, floors and ceilings) of areas of Protection Class 3 shall provide the desired
degree of physical protection against internal fire events in adjacent areas of Protection Class 2.

If an “early detection of fire” system is employed the doors shall be smoke-tight in accordance with the
EN 1634 series.

AL

111 £ P £O60 : —— : 1 LR R | bl EWaW :
DOOI‘S SIIAITIIAVE 4 TITC T dlilg UL JU T HIITHITUIIT HT dLCUTUAIILE WILIT LT LIN- 100 STLITS.

NOTE This requirement postdates and replaces those of ISO/IEC TS 22237-2:2018, 7.8.1.

Constfuctions meeting the requirements of EN 1047-2 provide the desired protection and‘tmay be
located in any space.

8 Protection Class against environmental events (other than fire) within data
centre spaces

8.1 Protection Classes

This Hocument applies the four Protection Classes in relation .to.~protection against internal
envirqnmental events (other than fire events of Clause 7) to spaces accommodating the elements of the
differ¢nt facilities and infrastructures as detailed in Table 4 (in aceérdance with ISO/IEC TS 22237-1).

Examples of internal environmental events include electromagnetic interference, vibration, flooding,
gas and dust hazards.

Table 4 — Protection Classes againstinternal environmental events

Type|of protection Class 1 Class 2 Class 3 Class 4

Protegtion against  |No special protec- Mitigation applied Mitigation applied Mitigation applied
internfal environ- tion applied
mentdl events (other
than fjre)

The Protection Classes feature increasing levels of resistance to internal environmental events. The
areas [of the data centre requiring the greatest physical protection against internal environmental
eventg will be accommodated irl spaces with the highest Protection Class. This clause defines the rules
for implementing such Classes.

8.2 [mplementation

8.2.1 | General

Considleration shall be given to the electromagnetic environment of the data centre spaces which
may disrupt the effective operation of data processing, data storage and data transport and of the

supporting infrastructures. Procurement, installation and operation of equipment shall consider the
electromagnetic compatibility characteristics of the data centre as a whole.

The design of the telecommunications cabling infrastructure and associated power distribution
infrastructures shall take into account the security requirements of the data:

a) stored, processed or transported in the data centre;
b) controlling the operation of the infrastructures of the data centre.
Consideration shall be given to the protection against ‘surreptitious’ attacks against the walling

structure; which may require additional wall linings to detect this form of penetration.
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8.2.2 Protection Class 1

No special protection applied.
8.2.3 Protection Class 2

8.2.3.1 General

Avanc of Dieotactiosy Cloce D i da b ooy o A xaaintoain thate fon i vhon ool 4o

internal

I TS UT T TOtCTTIUTT GrassS & pProvIiaCprotcToroTT ot Hattat—tnertaheeohi—wreh STUUJCTT O H

environmental events from an area of Protection Class 1.

8.2.3.2 Requirements

Interior walls shall provide the desired degree of physical protection against intefnal environ
events and provide a barrier against the ingress of contaminants (particulate,Aiquid or ga
including water resulting from firefighting activity.

Drainage systems and other piping systems (including those of the environmental control syst
ISO/IEC TS 22237-4) shall not be present unless suitable mitigation is applied in case of leakage.

Penetrations that may be opened to enable normal or emergency function of the data
infrastructures (such as pressure relief for gaseous extinguishing.systems) shall, when closed, p
protection against the ingress of contaminants (particulate, liguid or gaseous).

Where there is an identified risk of ingress of contaminants)(including water resulting from firefi
activity) from other spaces, mitigation shall be providedin the form of:

a) sealing;
b) detection;
c) drainage.

An area of Protection Class 2 and above shall not be located underneath any openings in roof
unless drainage routes are provided-that lie outside the area.

8.2.3.3 Recommendations

Where possible, mitigation should be implemented by the use of construction methods and mate
8.2.4 Protection-Class 3

8.2.4.1 General

hental
Keous)

bms of

Centre
rovide

bhting

spaces

[ials.

Areas of Protection Class 3 provide protection and maintain their function when subject to internal

environmental events from an area of Protection Class 2.

82.4.2 Requirements

In addition to the requirements of 8.2.3.2, ceilings, doors and cable entries shall provide prot

ection

against the ingress of contaminants (particulate, liquid or gaseous) including water resulting from

firefighting activity.

8.2.4.3 Recommendations

In addition to the recommendations of 8.2.3.3, room-in-room constructions should be considered.

© ISO/IEC 2018 - All rights reserved
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8.2.5 Protection Class 4

8.2.5.1 General

Areas of Protection Class 4 provide protection and maintain their function when subject to internal
environmental events from an area of Protection Class 3.

8.2.5.2 Requirements

In adciition to the requirements of 8.2.4.2, room-in-room constructions shall be considered.

8.2.5.B Recommendations

In addition to the recommendations of 8.2.4.3, room-in-room constructions should' provide
envirqnments consistent capable of complying with the test regimes of EN 1047-2.

9 Protection Class against environmental events outside the data'centre spaces

9.1 Protection Classes

This focument applies the four Protection Classes in relation ¢ovprotection against external
envirgnmental events to spaces accommodating the elements(of the different facilities and
infrasfructures as detailed in Table 5 (in accordance with ISO/IEETS 22237-1).

Examples of external environmental events include fire,electromagnetic interference, vibration
(inclugling earthquakes), flooding, gas and dust hazards.

Table 5 — Protection Classes against'external environmental events

Typeof protection Class 1 Class 2 Class 3 Class 4

Protef¢tion against |No special protec- Mitigation applied Mitigation applied Mitigation applied
external environ- tion applied
mentdl events

The Pfotection Classes feature increasing levels of resistance to external environmental events. The
areas |of the data centre requiring the greatest physical protection against external environmental
eventg will be accommodatedrin-spaces with the highest Protection Class. This clause defines the rules
for implementing such Classes.

9.2 [mplementation

9.2.1| General

Boundaries;of each Protection Class shall provide the desired degree of physical protection against
exterjal-environmental events.

Consideration shall be given to external sources of electromagnetic interference which may disrupt
the effective operation of data processing, data storage and data transport. Assessment of the
electromagnetic environment shall be undertaken in order to determine the need for any specific
mitigation measures.

For the purposes of this subclause, mobile telephone signals are considered to be external environmental
issues since they provide communication via external networks. However, if screening of external
mobile telephone signals is provided by a Protection Class boundary, then either:

a) mobile telephones shall be forbidden within the boundary, or
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