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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotec
Commission) form the specialized system for worldwide standardization. National bodies th
members of ISO or IEC participate in the development of International Standards through tec
committees established by the respective organization to deal with particular fields of tec

hnical
at are
hnical
hnical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part

in the

work. In the field of information technology, ISO and IEC have established a joint technical comi
ISO/IEC]TC 1.

described in the ISO/IEC Directives, Part 1. In particular the different approval critéria nee
the different types of document should be noted. This document was drafted in@accordance w
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

The procedures used to develop this document and those intended for its further maintenar:{e are

Attention is drawn to the possibility that some of the elements of this doctument may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development-of'the document will be
Introduction and/or on the ISO list of patent declarations received (see'www.iso.org/patents).

Any trade name used in this document is information given for thé convenience of users and do
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific tern;
expressions related to conformity assessment, as wellras information about ISO's adherence

nittee,

ed for
th the

ubject
batent
in the

es not

s and
to the

World Trade Organization (WTO) principles in theFechnical Barriers to Trade (TBT) see the following

URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1, Information techi
Subcommitte SC 39, Sustainability for and by Information Technology.

Alist of all parts in the ISO/IEC TS 22237 series can be found on the ISO website.

pology,
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to
an exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres
are housing and supporting the information technology and network telecommunications equipment
for data processing, data storage and data transport. They are required both by network operators
(delivering those services to customer premises) and by enterprises within those customer premises.

Data ¢entres need to provide modular, scalable and Ilexible facilities and Inirastructures to easily
accommodate the rapidly changing requirements of the market. In addition, energy consumption of data
centrgs has become critical both from an environmental point of view (reduction of carbon footprint)
and wijith respect to economical considerations (cost of energy) for the data centre operator.

The implementation of data centres varies in terms of:

a) purpose (enterprise, co-location, co-hosting or network operator facilities);
b) sdcurity level;

c) plysical size;

d) aqcommodation (mobile, temporary and permanent constructions),

The needs of data centres also vary in terms of availability of service, the provision of security and
the ohjectives for energy efficiency. These needs and objectives<itifluence the design of data centres
in terms of building construction, power distribution, envirghimental control and physical security.
Effectjve management and operational information is requited to monitor achievement of the defined
needs|and objectives.

The I$0/IEC TS 22237 series specifies requirements;and recommendations to support the various
partiefs involved in the design, planning, procurement, integration, installation, operation and
maintenance of facilities and infrastructures within data centres. These parties include:

1) oyners, facility managers, ICT managers;project managers, main contractors;
2) afchitects, building designers and/builders, system and installation designers;
3) farility and infrastructure intégrators, suppliers of equipment;

4) injstallers, maintainers.

At the time of publication of this document, the ISO/IEC TS 22237 series will comprise the following
documents:

ISO/IRC TS 222374 Hnformation technology — Data centre facilities and infrastructures — Part 1: General
concepts;

ISO/IHC TS-22237-2, Information technology — Data centre facilities and infrastructures — Part 2:
Buildi:lzg coustruction;

ISO/IEC TS 22237-3, Information technology — Data centre facilities and infrastructures — Part 3: Power
distribution;

ISO/IEC TS 22237-4, Information technology — Data centre facilities and infrastructures — Part 4:
Environmental control;

ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:
Telecommunications cabling infrastructure;

ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:
Security systems;
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ISO/IEC TS 22237-7, Information technology — Data centre facilities and infrastructures — Part 7:

Management and operational information.

The inter-relationship of the specifications within the ISO/IEC TS 22237 series is shown in Figure 1.

Part 2
Building construction

A 4

A 4

——
Part3

”|  Power distribution >

Part 4

> Environmental control
Part1
General concepts g
P Part 5
» Telecommunications
cabling infrastructure
Part 6 N

A 4

”|  Security systems
Part7

Management aif
operational inforn

L

Figure 1 — Schematic relationship between the)ISO/IEC TS 22237 series of document

ISO/IEC TS 22237-2 to ISO/IEC TS 22237-6 specify requirements and recommendations for part

facilities and infrastructures to support the relevant classification for “availability”, “physical sed
and “energy efficiency enablement” selected from ISO/IEC TS 22237-1.

This document addresses the environmental control facilities and infrastructure within data c
together with the interfaces for monitering the performance of those facilities and infrastructy
line with ISO/IEC TS 22237-7 (in accordance with the requirements of ISO/IEC TS 22237-1).

d
hation/

T

icular
urity”

entres
res in

ISO/IEC TS 22237-7 addresses‘the operational and management information (in accordance with the

requirements of ISO/IEC TS22237-1.

This document is intended for use by and collaboration between architects, building designe
builders, system angd-installation designers.

The ISO/IEC T$:22237 series does not address the selection of information technology and n¢g
telecommunications equipment, software and associated configuration issues.

s and

twork
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Information technology — Data centre facilities and
infrastructures —

Part 4:

Environmental control

1 Scope

This document addresses environmental control within data centres based upon the criter

” o«

classifications for “availability”, “security” and “energy efficiency enablement” within ISO/IEC TS 273
This document specifies requirements and recommendations for the following:
a) temperature control;

b) fluid movement control;

c) relative humidity control;

d) particulate control;

e) vibration;

f) floor layout and equipment locations;

g) energy saving practices;

h) physical security of environmental-control systems.

[ssues related to electromagnetic environment can be found in ISO/IEC TS 22237-6.

2 Normative references

The following documeénts are referred to in the text in such a way that some or all of their ¢
constitutes requirements of this document. For dated references, only the edition cited applig

a and
237-1.

bntent
s. For

undated referenees,the latest edition of the referenced document (including any amendments) applies.

ISO/IEC TS 22237-1, Information technology — Data centre facilities and infrastructures — Part 1: (
concepts

ISO/IEE'TS 22237-6, Information technology — Data centre facilities and infrastructures —
Security systems

eneral

art 6:

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC TS 22237-1 and the

following apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2018 - All rights reserved
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— IS
3.11

0 Online browsing platform: available at https://www.iso.org/obp

adiabatic cooling
cooling system that uses the evaporative cooling principle to reduce the air temperature

3.1.2

absolute humidity
quantity of water vapour in a given volume of air

Note 1

3.1.3

acces
syster
adjust
servic

Note 1
[SOUR

3.14

comf
contrd
inagi

3.1.5

dewp
tempe
condit

[SOUR

3.1.6
exhau
tempe

3.1.7
fresh

to entry: Expressed by mass.

5 floor

h consisting of completely removable and interchangeable floor panels that are supported on
able pedestals connected by stringers to allow the area beneath the floor to be used by building
es

to entry: Also known as “raised floor”.

CE: ISO/IEC TS 22237-2:2018, 3.1.1]

rt environmental controls
Is which produce an environment which is appropriate for the effective performance of personnel
ven space

oint
rature at which the water vapour in a gas begins t@’deposit as a liquid or ice, under standardized
ions

CE: IEC 60050-212:2010, 212-18-11]

st air temperature
rature of the air leaving the dataentre building or the temperature of the air leaving the heat load

air cooling

coolinig system that uses the external air to cool the data centre either directly or indirectly

3.1.8
heatl
therm|

3.1.9

pad
al power thatjis.produced

equipment ‘providing data storage, processing and transport services together with equipment

infor}t‘ation technology equipment

dedicgted to providing direct connection to core and/or access networks

3.1.10
outdo
tempe

3.1.11

or air temperature
rature of the air measured outside of the data centre building

relative humidity
ratio, expressed as a percentage, of the vapour pressure of water vapour in moist air to the saturation
vapour pressure with respect to water or ice at the same temperature

[SOURCE: IEC 60050-705:1995, 705-05-09]

© ISO/IEC 2018 - All rights reserved
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3.1.12
return air temperature
temperature of the air re-entering the environmental control system, e.g. the air handling unit

3.1.13
supply air temperature
temperature of the air entering the IT equipment

3.1.14

ventilation
supply of air motion in a space by circulation or by moving air through the space

Note 1 to entry: Ventilation can be produced by any combination of natural or mechanical supply and exhgust.

Note 2 to entry: Such systems can include partial treatment such as heating, relative humidity control, filtering
or purification, and, in some cases, evaporative cooling.

3.2 Abbreviated terms

For the purposes of this document, the abbreviated terms given i\ ISO/IEC TS 22237-1 and the
following apply.

UPS Uninterruptible Power Supply
CRAC Computer Room Air Conditioning (Unit)
IT Information Technology

ITE Information Technology Equipment

4 Conformance
For a data centre to conform to this decument:
a) itshall feature an environmental control solution that meets the requirements of Clauses 4 ajnd 5;

b) it shall feature an approach to physical security in relation to the environmental control sqlution
that meets the requirements of Clause 6;

c) it shall feature.an-energy efficiency enablement solution that meets the requirements pf the
relevant Granularity Level of Clause 7;

d) local regulations, including safety, shall be met.

5 Environmental control within data centres

5.1 General

5.1.1 Functional elements

The environmental control system is one of the most important parts of the data centre infrastructure.
Excessive variations of temperature or relative humidity can directly affect the functional capability of
the data centre and its infrastructures.

The functional elements of the environmental control system are divided into primary and secondary
elements.

© ISO/IEC 2018 - All rights reserved 3
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Primary elements relate to the mechanical generation of temperature controlled fluids. Secondary
elements relate to the distribution of fluids generated by the primary elements. See Table 1 for examples
of these elements.

Some environmental systems combine the function of primary and secondary elements.

Table 1 — Examples of primary and secondary functional elements

Area Fluid Functional element(s)
i Water Water supply grid, chiller, pump(s)
Primary - - — -
Air Outside air intake, filter, heat exchanger
Water Pump(s), valve(s), pipe system, liquid cooled enclosures
Secondary - - —— -
Air Duct system, computer room air conditioning unit

It shouyld be noted that a Class 1 environmental control system does not necessarily contain any of these

eleme

5.1.2

The a
techn

The d
eleme

The d¢
shall t
contrd
chang

Durin
shall i

nts.

Requirements

proach taken for the design of the environmental control system shdllitake into account available
logy, physical security and data centre availability.

esign of the environmental control system and the seleetion and installation of functional
hts shall take into consideration the effect of vibration on the'data centre spaces.

sign of the environmental control system and the selection and installation of functional elements
ake into consideration the effect of friction and/or obstruction in the pathways for temperature
lled fluids. Operational controls shall be provided<to ensure no degradation of fluid flow due to
bs in the pathways.

b the design phase the requirement for the tumber of air changes per unit time and air pressure
e established.

In all

ata centre spaces the requirements for filtration shall be considered.

In all §paces where there is a risk of damage to static-sensitive equipment from electro-static discharge
the relative humidity shall be maintained in accordance with the instructions of the supplier of the

equip
not sp|

Wher¢
methd
consid

ent to be accommodated, Where no information exists or where the equipment manufacturer is
ecified, a minimum dew-point of 5,5 °C shall be maintained.

e direct fresh aircooling solutions are chosen the requirements analysis and the resulting
dology of monitoring and control is of prime importance. In these circumstances particular
eration shall’be‘given to the control of contaminants.

For gyiidance.@n ‘the ventilation requirements of activated gaseous suppression systems see 1SO/

IECTS

22237-6.

5.1.3

Recommendations

Opportunities for reductions in energy consumption exist where wider tolerances of temperature and
relative humidity can be tolerated in defined data centre spaces. It is recommended to use cooling units
with integrated vibration decoupling for all rotating parts (e.g. fan, compressor) or low vibration parts.
If the cooling units or other external components with rotating parts are not equipped with integrated

vibrat

ion decoupling the whole unit should be decoupled.

© ISO/IEC 2018 - All rights reserved
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5.2 Environmental control of data centre spaces

5.2.1 Building entrance facilities

No specific requirements.

5.2.2 Personnel entrance(s)

L £ 4 o ol i 1 Lolll Laodito Lo
GUIIIIUTI U CIIVIT UITITICIILAT CUITILTI UIS Sl1idll UT ayyucu LU LIIIOS Dl_IClLC-

5.2.3 Docking/loading bay(s)

No specific requirements.
5.2.4 Generator space(s) including fuel storage

5.2.4.1 Generator spaces

Temperature shall be maintained in accordance with the instructions.efthe supplier of the equipnpent to

be accommodated. Where no information exists or where the equipment manufacturer is not sp¢
the temperature shall be maintained above 0 °C and should be above 10 °C.

Adequate ventilation shall be provided for combustion and forradiator cooling.
Where the manufacturer is not known at the time of design the maximum temperature shall be 3
Anti-condensation heating shall be provided for alterxhators and switchgear.

Temperature and the presence of particulatess(smoke, carbon monoxide and fuel) shall be mon
See ISO/IEC TS 22237-6 for further information regarding monitoring of smoke.

Heater elements in the generator engine-may provide sufficient heat for this space, where this
possible thermostatically controlled heaters shall be applied.

5.2.4.2 Fuel storage systems

The fuel storage system shall be protected against continuous sub-zero ambient temperatures td
fuel solidification.

The fuel storage systems shall be monitored for leakage.

pcified

5°C.

tored.

is not

avoid

NOTE The availability of generators can be adversely affected by cold (<10 °C) or poor quality fuel ajnd can

be improvedthrough the installation of crankcase heaters.

5.2.5 {Transformer space(s)

Temperature shall be maintained in accordance with the instructions of the supplier of the equi
tobe accommodated unless the system has been de-rated for operation at higher ambient tempers3

pment
tures.

Where no information exists or where the equipment manufacturer is not specified the temperature

shall be maintained above 0 °C and should be above 10 °C.

The maximum ambient temperature shall not exceed the maximum temperature specified by the
equipment manufacturer unless the system has been de-rated for operation at higher ambient
temperatures. Where the manufacturer is not known at the time of design the maximum temperature

shall be 35 °C.

Filtration against dust shall be provided, if required, in accordance with the instructions of the supplier

of the equipment to be accommodated.

© ISO/IEC 2018 - All rights reserved
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Forced air cooling of the transformer should be considered at the design phase where this would
represent an improvement in transformer efficiency.

Anti-condensation heating shall be provided for switchgear.

Temperature and the presence of smoke particulates shall be monitored. See ISO/IEC TS 22237-6 for
further information regarding monitoring of smoke.

5.2.6 Electrical distribution space(s)

Tempg¢rature shall be maintained in accordance with the instructions of the supplier of the equipmentto
be acdjommodated. Where no information exists or where the equipment manufacturer is not specified
the tenperature shall be maintained above 0 °C and should be above 10 °C.

Natural ventilation shall be provided.

The nmpaximum ambient temperature shall not exceed the maximum temperature Spécified by the
supplier of the equipment to be accommodated unless the system has been de-rated for operation at
higher ambient temperatures. Where the manufacturer is not known at the time of design the maximum
tempgrature shall be 40 °C.

Anti-condensation heating shall be provided.

Tempgrature controlled air extraction shall be provided, where the facility’s redundancy so requires
ventilation shall be by redundant fans each rated to the maximudm load expected. Temperature and
relatiye humidity shall be monitored.

5.2.7 | Telecommunication spaces(s)

Tempgrature and relative humidity shall be maintaiieéd in accordance with the instructions of the
supplier of the equipment to be accommodated. Where this is not known in advance temperature shall
be majntained between 10 °C and 30 °C with reldati¥e humidity maintained between 20 % and 70 %.

Tempgrature and relative humidity shall be menitored.

Wher¢ the data centre is supported by-asingle telecommunications space, or by multiple, non-resilient
telecommunications spaces, the space(s) shall have a single path resilient environmental control system
(for eamples see 6.2.5.3).

5.2.8 | Main distributor spaces(s)

If extgrnal to computertoom space the requirements of 5.2.7 shall be applied; if contained within the
computer room space-then the requirements of 5.2.9 shall be applied.

5.2.9 | Computer room space(s) and associated testing space(s)

The cqmputerroom space is the most important space from an environmental control perspective.

An anjalysis examining the balance between tight environmental controls versus high performance

energy saving controls with reference to the type of IT equipment to be accommodated shall be
performed by the owner of the data centre. The results of this analysis shall be compared with the
business model for the data centre.

Environmental controls shall be applied that maintain the following parameters within limits defined
by the requirements of the analysis described above:

a) operating temperature;

b) relative humidity;

6 © ISO/IEC 2018 - All rights reserved
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c) air quality:
1) particulate content;
2) Dbacterial content;
3) gaseous contaminants.

The designer of the environmental control system shall assess the impact of the failure of the system on

the data centre infrastructure.

5.2.10 Electrical space(s)
See 5.2.15, if the electrical space contains UPS equipment.

Temperature shall be maintained in accordance with the instructions of the suppliér of the equipnpent to
be accommodated. Where no information exists or where the equipment manufagturer is not sp¢cified
the temperature shall be maintained above 0 °C and should be above 10 °C.

Natural ventilation shall be provided.

The maximum ambient temperature shall not exceed the maxinmum temperature specified by the
supplier of the equipment to be accommodated unless the systemyhas been de-rated for operation at
higher ambient temperatures. Where the manufacturer is not khown at the time of design the majimum
temperature shall be 40 °C.

Anti-condensation heating shall be provided.

Temperature and relative humidity shall be monitored.

5.2.11 Mechanical space(s)
Temperature and relative humidity shall be'monitored.

If the mechanical space accommodates-electrical equipment then the requirements of 5.2.10 appl

=

5.2.12 Control room space(s)

Comfort environmental controls shall be applied to this space.

5.2.13 Office space(s)

Comfort envirohuental controls shall be applied to this space.

5.2.14 Storage and holding space(s)

Basictenvironmental controls shall be applied (temperature and relative humidity); temperatufe and
relative humidity shall be monitored.

5.2.15 Accommodation of UPS equipment

5.2.15.1 Static and rotary UPS

Temperature shall be maintained in accordance with the instructions of the supplier of the equipment
to be accommodated. Where no information exists or where the UPS equipment is not specified the
temperature shall be maintained between 15 °C and 35 °C (non-condensing); where storage batteries
are included in the UPS space the requirements of 5.2.15.3 shall be applied.

Air conditioning, rated for the maximum heat output of the UPS system, shall be provided if the external
ambient conditions preclude the use of filtered fresh air.

© ISO/IEC 2018 - All rights reserved 7
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Closed loop monitoring for temperature and relative humidity shall be provided.

Waste heat should be used to pre-heat standby generator plant of the UPS system where possible.

5.2.15.2 Diesel rotary UPS

The environmental controls required for the accommodation of diesel rotary UPS are as stated in 5.2.4.

5.2.15.3 Batteries

Wher¢ UPS storage batteries are located away from the UPS equipment that they serve, temperature
shall lje controlled in accordance with the manufacturer’s instructions. Where no information exists or
wherd the UPS equipment is not specified the temperature shall be maintained at (20 * 2) °C,

Ventilation shall be provided to avoid hydrogen accumulation. Where mechanical extraction-is used the
fans shall be redundant and fed from separate secondary power supply points.

It is rqcommended that Hydrogen monitoring is provided.

See EN 50272-2 for further information.

6 Ayailability

6.1 [General

The environmental control system shall be designed to support the Availability Class chosen following
the risk assessment undertaken in accordance with the availability classification defined SO/
IEC T 22237-1.

This sfandard defines four Classes of Environmentak€ontrol Systems of increasing availability (Class 2,
Class B, Class 4 and Enhanced Class 4).

6.2 Pesign options by space

6.2.1 | General

All sy$tems in data centres utilize'the concept of ‘N’ when planning the load and the redundancy, e.g.
N, N+1, 2N or 2(N+1), etc. whexe/N is seldom equal to 1. To maximize the utilization of capital plant, and
so minimize energy standing losses, the designer shall take into account the increased redundancy for
running at partial load when choosing how to specify the configuration of ‘N’".

Four design options; ‘ef increasing availability are specified:

ld be ngfed that Class 1 as defined by ISO/IEC TS 22237-1 has no meaning within this standard
and n¢ specific'requirements exist.

a) Class,2: Single path (no resilience) - a single path system without resilience is suitable where it is
where maintenance requires the load to be shut-down.

b) Class 3: Single path (resilience provided by redundancy of components) - a single path system with
resilience is suitable where it is required that a single fault in the path will not result in loss of
functional capability because sufficient redundant components in each sub-assembly are included
and where routine planned maintenance does not require the load to be shut-down. Major faults
may result in unplanned load shutdown and some maintenance routines may require planned load
shutdown.

c) Class4: Multi-path resilience and concurrent repair/operate solution - an active/passive multi-path
system with resilience is suitable where it is required that a single fault in the path will not result

8 © ISO/IEC 2018 - All rights reserved
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in loss of functional capability because sufficient redundant components in each sub-assembly
are included and where routine planned maintenance does not require the load to be shut-down.
Major faults may result in unplanned load shutdown but maintenance routines will not require
planned load shutdown. The passive path serves to act as the concurrent maintenance enabler as
well as reducing to the minimum the recovery of service time (minimising the mean downtime)
after a major fault. The designer should aim to have the least number of common-points-of-
failure possible between the active and passive paths, including segregated routing and physical
compartmentalisation.

d)

6.2.2 Spaces excluded from the availability classification

an active/active multi-path system is suitable where it is required that no single faultin‘any path
will result in loss of functional capability and where planned maintenance does nof)require the
load to be shut-down. A major fault in one path will not result in unplanned load shiitdown 3dnd no
maintenance routines will require planned load shutdown by use of the other active path. Each path
serves to act as the concurrent maintenance enabler as well as avoiding any redovery of servide time
(mean downtime of zero) after a major fault. The designer should aim to haveino common-pdint-of-
failure between the two paths, including segregated routing, physical compartmentalisatign and
fire-rated enclosures. Each path does not require N+1 redundancy uriless the client specifigs that
during maintenance or repair (planned or unplanned) where one ‘pdath is removed from service
the remaining path has to retain a higher degree of resilience\than N. This is most valid| when
each path is modular and contains more than three elements{It is assumed in this standand that
during system maintenance or repair, unless specified by the client, a degraded level of resili¢nce is
permitted.

Enhanced Class 4: Multi-path resilience, concurrent repair/operate, and fault tolerant sol:Eion -

The following spaces are not subject to a classification for the design of environmental control systems

in relation to availability:

a) building entrances facilities;
b) personnel entrances;

c) docking/loading bays;

d) generator space(s);

e) transformer space;

f) electrical distribution space(s);
g) telecommunications space(s);
h) electricakspace(s);

i) mechdnical space(s);

j) » ‘control room space(s);

k)’ office space(s);

1) storage and holding space(s).

6.2.3 Main distributor space(s)

If external to computer room space there are no scalable design options for this space. If contained
within the computer room space the requirements of 6.2.4 shall be applied.

© ISO/IEC 2018 - All rights reserved 9
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6.2.4 Computer room space(s) and associated testing space(s)

6.2.4.1 General

The computer room space is the most important space from an environmental control perspective.

6.2.4.2 Class 2: Single path (no resilience)

An ex-\w\v\ln afa chillad yaratbar conlin g cvrctarn yazonld cosaion o cingla (o N oo oo haocad chillas
TCOT O C TTr e
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single|primary pump and single (or N) air-conditioning modules in the critical space - all being fed from
a single path electrical power system that need not include redundancy.

An expmple of a fresh-air cooling system with adiabatic cooling would comprise a single (or ) inlet
fan, sipgle (or N) supplementary cooling coil, single (or N) adiabatic cooling spray system-and, where
requilled, powered louvres - all being fed from a single path electrical power system~that need not
include redundancy. The supplementary cooling coils would feed N heat rejection systéms:.

6.2.4.83 Class 3: Single path (resilience provided by redundancy of components)

An expmple of a chilled water cooling system would comprise a redundant\(N+1) compressor based
chilleyf system, redundant (N+1) primary pumps and redundant (N+1) ajr*cenditioning modules in the
criticdl space - all being fed from a single path electrical power system that includes N+1 redundancy in
key cqmponents. Some passive and inherently reliable sub-systems (e:g:the chilled water piping) would
not hdve redundancy built-in and a failure in such an element wotld be considered major and would
usuallly result in a loss of cooling.

An expmple of a fresh-air cooling system with adiabaticecooling would comprise a redundant array
(N+1) |of inlet fans, a redundant array (N+1) of supplementary cooling coils, single (or N) adiabatic
cooling spray system and, where required, powered leivres - all being fed from a single path electrical
powei system that includes N+1 redundancy in key.components.

Wher¢ water is used for humidification or adiabatic cooling then a redundant source, or on-site storage
of sufficient volume to meet the clients’ resilience requirements, shall be included in the design. All
pump$ and water treatment plant (wheregequired) shall have N+1 redundancy in key components.

6.2.4.4 Class 4: Multi-path resilience and concurrent repair/operate solution

An expmple of a chilled water 'cooling system would comprise a redundant (N+1) compressor based
chilletf system, dual (N+1) primary pumps and redundant (N+1) air-conditioning modules in the critical
space|- all being fed from a-single path electrical power system that includes N+1 redundancy in key
compg¢nents but also has-a passive delivery path (with automatic or manual changeover switches).
All papsive sub-systeéms’(e.g. the chilled water piping) shall also have in-built path redundancy where
a failyre in such_am-element would usually result in a loss of cooling albeit with a rapid (manual)
substitution of thé active path with the passive path.

An expmple>of a fresh-air cooling system with adiabatic cooling would comprise a redundant array
(N+1) pfdinlet fans, a redundant array (N+1) of supplementary cooling coils, a redundant array (N+1) of

adiabatic rnn]ing Spray cycfnmc anr]’ where rnqniw:\ﬂ’ pnurnrnd louvres - all hping fed from a cing]n pafh

electrical power system that includes N+1 redundancy in key components but also has a passive delivery
path (with automatic or manual changeover switches). Heat transfer from the supplementary cooling
coils to the external heat rejection system shall have N+1 redundant topology. If the heat rejection path
is common then a passive path shall be provided.

Where water is used for humidification or adiabatic cooling then a redundant source, or on-site storage
of sufficient volume to meet the clients’ resilience requirements, shall be included in the design. All
pumps and water treatment plant (where required) shall have N+1 redundancy in key components and
a passive path for delivery of water with manual intervention.

10 © ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=713cf99548192bd16931f78fb6242ed7

ISO/IEC TS 22237-4:2018(E)

The environmental control system shall be designed such that loss of functional capability is limited to
10 min in any one operating year.

6.2.4.5 Enhanced Class 4: Multi-path resilience, concurrent repair/operate, and fault tolerant
solution

An example of an active/active (2N) chilled water cooling system would comprise two segregated and
entirely separate (N) compressor based chiller systems, each with (N) primary pumps, separate (N)

Y\lhlhg cycfnmc and non-redundant ”\n nn‘-r‘nnr]lhnnlng modules in the critical space- each cvcfnm fed

7

from its own single path electrical power system that may or may not include N+1 redundancy in key
components.

An example of a fresh-air cooling system with adiabatic cooling would comprise two cooling systems
each with a non-redundant array (N) of inlet fans, an array (N) of supplementary copling coils, anj array
(N) of adiabatic cooling spray systems and, where required, powered louvres - each’system being fed
from its own single path electrical power system that may or may not includerN+1 redundancy [in key
components. Heat transfer from the supplementary cooling coils to the extefnal heat rejection gystem
need only have N redundant topology. The heat rejection path shall not be common.

Where water is used for humidification or adiabatic cooling then twao-séparate and redundant sdqurces,
or dual on-site storage of sufficient volume to meet the clients’ resiliénice requirements, shall be in¢luded
in the design. If there is only one primary source of water then dual storage systems shall be in¢gluded
with as much water capacity as needed to match the on-site atitonomy of diesel fuel provision tﬁr the
emergency electrical generators. All pumps, piping system dnd water treatment plant (where required)
shall have 2N redundancy, each system fed by separate power systems.

6.2.5 UPS space

6.2.5.1 General

The requirements of this clause apply where the UPS equipment is not accommodated in the computer
room space.

For rotary UPS the requirements.of 5.2.15 shall apply.

6.2.5.2 (Class 2: Single path (no resilience)

The UPS space shall be-ventilated/cooled by a single air-conditioning terminal or fresh-air fan that is
rated to supply the eooling capacity equal to the maximum possible power losses in the UPS apd not
exceed the peak temperature supported by the chosen UPS, usually in the order of 40 °C. A single failure
in the cooling plant exposes the UPS to over-temperature and shut-down/bypass with associatgd risk
to the criticalload.

6.2.5.3< )Class 3: Single path (resilience provided by redundancy of components)

The UPS space shall be ventilated/cooled by an N+1 redundant air-conditioning terminal array or|fresh-
aip fans that are rated at N to supply the cooling capacity equal to the maximum possible power|losses

in the UPS and not exceed the peak temperature supported by the chosen UPS. A single failure in the
cooling plant components shall not expose the UPS to over-temperature and shut-down/bypass with
associated risk to the critical load.

6.2.5.4 Class 4: Multi-path resilience and concurrent repair/operate solution

The UPS space shall be ventilated/cooled by two separate air-conditioning terminal array’s or fresh-
air fan arrays that are each rated to supply the cooling capacity equal to the maximum possible power
losses in the UPS and not exceed the peak temperature required by the chosen UPS. A complete failure
in the cooling plant of one path shall not expose the UPS to over-temperature and shut-down/bypass
with associated risk to the critical load. The two systems shall not share a common power system.
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6.2.5.5 Enhanced Class 4: Multi-path resilience, concurrent repair/operate, and fault tolerant
solution

Not applicable.

6.3 Environmental control system capacity planning with respect to expansion

During the design phase the use of modular solutions providing capacity for the expected load with

respe

tto time shall be considered

6.4

Wher¢
and th

The d
Wher¢
mode,

7 P

7.1

Based
with

option]
and in

7.2

Environmental control system capacity planning with respect to resilience

e resilience is provided by multiple CRACs consideration shall be given to the numbey of CRACs
e fan speed at which each CRAC is operated.

bsign of the system shall accommodate a situation where all CRACs run at minimum fan speed.
b capacity allows consideration shall be given to switching a proportion ofC(ERACs to standby
ready to start up upon failure of a running CRAC.

hysical security

General

on the security classification defined following the riskjassessment undertaken in accordance
SO/IEC TS 22237-1, ISO/IEC TS 22237-4 provides requirements and recommendations (with
al implementations as required) in relation to the following aspects with the design, planning
stallation of the environmental control facilities and infrastructures.

Access

All conptrols and equipment comprising the environmental control system shall be in areas of Protection

Class

Wher¢
access

8 E

8.1

Based
under
(with

planni

B or above as specified in ISO/IEC TS.22237-6.

e pathways are routed in areas ofia lower Protection Class they shall be monitored for unauthorized
.See ISO/IEC TS 22237-5.

hergy efficiency enablement

General

on the energy efficiency enablement granularity level defined following the risk assessment
taken in@ccordance with EN 50600-1, this clause provides requirements and recommendations
optionalrimplementations as required) in relation to the following aspects with the design,
ng«and installation of the environmental control facilities and infrastructures. 8.2 and 8.3

defind

tequirements and recommendations for measurement by parameter. 8.9 summarizes these

requir

€Mments by granularity 1evel.

8.2 Measurement of temperature

8.2.1

External temperature

In all cases external temperature shall be measured and monitored. An external temperature sensor
should be used, located away from any building exhausts and from direct sunlight. The output from this
sensor shall be fed into the control system for the data centre. For data centres of Class 2 and above the
feedback from the external temperature sensor shall be automatic.

12
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A single sensor is required for Level 2 and 3.

For Level 2 and above an additional sensor should be employed to provide resilience.
8.2.2 Computer room temperature

8.2.2.1 Temperature measurement

Computar raom tamnaratura chall ha manitaorad In an A cnnlad anviranmant 21 tomnaoraturag xraries
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by location. Where liquid-cooled enclosures are used the temperature of the liquid coolant‘shall be
monitored. Temperature sensors should not be placed in areas of high turbulence and sheuld| be so
placed as to establish thermal gradient.

The requirements analysis shall determine which of the following air temperaturesshall be meagured:
a) supply air temperature;
b) return air temperature;
c) cold aisle temperature (where used);

d) hot aisle temperature (where used).

8.2.2.2 Supply air temperature

The supply air temperature is the temperature at the intake to the IT equipment.
Level 1:

Supply air temperature shall be measured with'asingle sensor placed in proximity to the IT equipment.
Where used, cold aisle temperature shall beemeasured at a single location per aisle.
Level 2:

Supply air temperature shall be méasured at two points.

Cold aisle temperature shall be measured at every five cabinets or racks in every aisle.
Level 3:

Supply air temperature shall be measured by one sensor per equipment cabinet or rack locdted in
accordance with.the cooling method chosen.

Two sensors.per equipment cabinet or rack located at the front 1/3 of the way from the top and 1/3 up
from the base are recommended.

8.2.2.3" Return air temperature

Level 1:

Return air temperature shall be measured with a single sensor placed in proximity to the intake of
the cooling equipment. Where there are multiple systems, e.g. CRAC units, the temperature shall be
measured at each unit.

Where used, hot aisle temperature shall be measured at a single location per aisle.
Level 2:

Return air temperature shall be measured with a single sensor placed in proximity to the intake of the
cooling equipment and a sensor at the rear of one cabinet or rack. Where there are multiple systems,
e.g. CRAC units, the temperature shall be measured at each unit.
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Where used, hot aisle temperature shall be measured at every five cabinets or racks in every aisle.
Level 3:

Return air temperature shall be measured with a single sensor placed in proximity to the intake of
the cooling equipment and at one sensor per equipment cabinet or rack located in accordance with the
cooling method chosen.

Two sensors per equipment cabinet or rack located at the rear 1/3 of the way from the top and 1/3 up

1 | |
from thebasearerecommended:

8.2.2.4 Cold aisle temperature

The cold aisle temperature is the temperature of the supply air in the cold aisle. This temperature shall
be mepsured in order to regulate the cold aisle.

8.2.2.p Hot aisle temperature

The hot aisle temperature is the exhaust temperature in the hot aisle. The temiperature can either be
measyred directly at each hot aisle or centrally at the air conditioning componénts.

Level|(l:

Wher¢ used, hot aisle temperature shall be measured at a single location per aisle.
Level |2:

Wherg¢ used, hot aisle temperature shall be measured at everyfive racks in every aisle.
Level3:

Hot aifle temperature shall be measured at one sensor per equipment rack, located in accordance with
the copling method chosen. Two sensors per equipment rack, located at the rear 1/3 of the way from the
top and 1/3 up from the base are recommended.

8.3 Measurement of relative humidity

8.3.1 | External relative humidity

In all ¢ases external relative humidity shall be measured and monitored. An external relative humidity
sensof should be used, located away from any building exhausts and from direct sunlight. The relative
humidity sensor should\be co-located with the temperature sensor (see 8.2.1). The output from this
sensof shall be fed inte-the control system for the data centre. For data centres of Class 2 and above the
feedback from theéexternal relative humidity sensor shall be automatic.

A singlle sensoinis required for Levels 2 and 3.

For Lgveli2¥and above an additional, combined relative humidity and temperature sensor should be
employedto provide resilience.

8.3.2 Computer room relative humidity

Level 1:

Computer room relative humidity shall be measured at the same locations as for supply air temperature.
A combined sensor for temperature and relative humidity is recommended.

Level 2:

Computer room relative humidity shall be measured at the same locations as for supply air temperature.
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A combined sensor for temperature and relative humidity is recommended.
Level 3:

As per Level 2.

It is recommended to install a dew point sensor where relative humidity is measured, or to calculate a

dew point from temperature and relative humidity data.

0.4 Measurement of air pressure

Where an access floor is installed, the design of the environmental control system shall-consid
requirements for the maintenance of static pressure under the access floor. The reguiremer
airflow at all points across the access floor shall be determined.

If one part of the cooling concept is the securing of a constant pressure under the access floor th
fan speed control of the CRAC unit fans, the differential pressure between the room and the acces

er the
1ts for

rough
5 floor

shall be measured. The associated sensors shall be positioned in locations where reasonable values can

be obtained and shall ensure that all areas of the access floor are monitored.

8.5 Coolant flow rates

Where the design of the environmental control system relies @n‘the movement of fluids, coolar
meters shall be installed.

It is recommended that coolant mass flow is measureddn erder to use the data for monitoring an|
improve the operation of the system.

The location of these sensors shall be determimed in accordance with the design requiremsg
the system.

8.6 Heatremoval

The design of the environmental\control system shall determine the requirement to meast
calculate the heat removed in orderto use the data for monitoring and optimization of the cooling

Additionally the design shalldétermine the requirement to quantify total energy use of the cooling s

8.7 Outside air

Where outside aif-is drawn into the data centre space(s) for environmental control purposes, s
for temperaturé-and relative humidity shall be placed at the air inlet.

Note that air-quality would also be measured at this point in support of contamination prot
(see 5.2:9)¢

8:8 ' Provision of alarms

t flow

d thus

nts of

ire or
units.

stem.

PNSOrI'S

pction

Provision of alarms should consist of two upper and two lower set points against any environmental

parameter to provide warning and critical alarms.

8.9 Measurement requirements by Granularity Level

Table 2 summarizes the measurement requirements of Clause 8 by Granularity Level.
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Table 2 — Measurement requirements by Granularity Level

Granularity Level

One sensor per cold aisle

One sensor every 5 cabi-
nets or racks in a cold aisle

Requirement
Level 1 Level 2 Level 3
Supply air temperature | Single sensor in proximity | Two sensors in proximity | One sensor per cabinet or
to IT equipment to IT equipment rack

Retyrn air temperature

Single sensor in proxim-
ity to intake of cooling
equipment

or

One sensor per hot aisle

One sensor in proximity to
intake of cooling equip-
ment and a single sensor at
rear of one cabinet or rack

or

One sensor every 5 cabi-
nets or racks in a hot aisle

One sensor in proximity te
intake of cooling equip*
ment and a single sensor’at
rear of each cabinet.or'tack

Relative humidity

As supply air temperature

As supply air temperature

As supply air temperature

Exterhal relative humidity
and temperature

One sensor

Two sensors

Two sensors

Air pressure

As required

As required

As required

Coolant flow

Asrequired

Asrequired

Asrequired

Heat removal

Asrequired

Asrequjred

Asrequired

Outside air

Asrequired

As required

Asrequired
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