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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop thls document and those 1ntended for 1ts further maintenance are descrlbed
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Introduction

The purpose of this document is to raise awareness of the potential role of biometrics in identity management
for medical and healthcare use, to analyze a number of use cases, and to provide feedback from healthcare
practitioners on the use of biometrics in the cases selected.

To date, there has been little use of biometrics in support of healthcare provision in Western Europe.
However, the use of biometrics is already starting to spread in other regions. Trials conducted in certain
developing countries have shown positive trends and provided useful experience. The use of biometrics
presents potentially great advantages in the following situations:

— fo

— fo
\'¢:
W]

— inl
cq
ay
id

In all ¢
proteq

A larg
other
securs
and su

 patients in enabling consistency of treatment between visits to different places of care;

r hospital managementin the simplification of procedures for ensuring the correctidentity of pati
rious stages of treatment, and in managing medical and support staff and recording their intera
ith individual patients;

support of medical and pharmaceutical research, for the reliable correlation-of‘anonymous r¢

surance that these records (and the use of biometrics) cannot in context teyeal the patient's pe
entity.

tion procedures.

e new field for the use of biometrics in healthcare is now,epening, with the use of smartphon
mobile devices for people monitoring their own health and physical activity at home and abroad
ly, with proper privacy protection for personal data, this can enable remote interaction with m
pport staff, and provide access for individuals to their-own medical records.

bnts at
ctions

bcords

llected over time and across different locations from the treatment of conSeriting patients, with the

rsonal

f these examples, the use of biometrics should be combined with pteyen security techniques, anid data

bs and
. Used
edical
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Information technology — Cross-jurisdictional and societal
aspects of implementation of biometric technologies — Use of

biometrics for identity management in healthcare

1 Scope

This document describes potential applications of biometrics in identity management systéms us
medicpl and healthcare purposes. It provides feedback from healthcare practitioners on, the*advar
disadvantages, risks and priority of implementing certain use cases of healthcare with biometrics. For
use caises, information related to the selection of biometric type and associated measuresrelated to se
and ptivacy protection is provided to system designers.

The dpcument concentrates on aspects of the subject which apply to the good " management of heal
services for patients who need monitoring, treatment and care in hospitals,elinics or at home, but

incap4citated. It does not cover the measurement and interpretation of syniptoms and biological data

purpoges of medical treatment or research.

The document is intended to be useful for the management of, public and private healthcare sy
anywlhere in the world, and to commercial providers of identity\management services and equipm
is alsq potentially relevant to regulatory stakeholders addressing issues of privacy and legality, a
assesyment of potential vulnerabilities in biometrics andidentity management systems applied
healthcare sector.

2 Nprmative references

The following documents are referred to in thestext in such a way that some or all of their content consf
requirlements of this document. For dated references, only the edition cited applies. For undated refer]
the laflest edition of the referenced docunient (including any amendments) applies.

ISO/IBC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the following
ISO and IEC maintaih.perminology databases for use in standardization at the following addresses:

— IS0 Onlinebrowsing platform: available at https://www.iso.org/obp

— IHC Elettropedia: available at https://www.electropedia.org/

ed for
tages,
those
curity

thcare
an be
for the

stems
ent. It
hd the
in the

itutes
ences,

apply.

3.1

identity management
processes and policies involved in managing the lifecycle and value, type and optional metadata of attr
in identities known in a particular domain

[SOURCE: ISO/IEC 24760-1:2019, 3.4.1, modified — Notes to entry have been removed.]

3.2
biometrics
automated recognition of individuals based on their behavioural and biological characteristics

© ISO/IEC 2024 - All rights reserved
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mobile device
compact, handheld, lightweight computing device

EXAMPLE Laptops, tablet PCs, wearable ICT devices, smartphones and USB gadgets.

3.4

personally identifiable information

PII

information that:

a) canbeusedtoestablishalinkbetweentheinformationandthenaturalpersontowhomsuchinformation
rdlates, or
b) is|or might be directly or indirectly linked to a natural person

Note 1
identifi
the daf

[SOUR

3.5

persoFal data

any in
Note 1

Note 2

data rq

ofana

3.6

proce
any of
or not
or altg

availa

3.7

data ¢
natury
the pu

3.8

conse)
any fi

they s

relating to them

3.9
anon

to entry: The "natural person” in the definition is the PII principal. To determine whether a PII prin
jable, account should be taken of all the means which can reasonably be used by the privacy.stakeholder }
a, or by any other party, to establish the link between the set of PIl and the natural persomn.

CE: ISO/IEC 29100:2024, 3.7]

ormation relating to an identified or identifiable natural person (‘data subject")
to entry: An identifiable natural person is one who can be identified, directly or indirectly (see ISO/IEC 24

to entry: In the data protection requirements defined in ISO/IEC 24760-1, "biometric data" refers to p¢g
sulting from specific technical processing relating to the physical, physiological or behavioural characte
fural person, which allow or confirm the unique identification of that natural person, such as facial imag

Sssing
eration or set of operations which is perforined on personal data or on sets of personal data, w
by automated means, such as collection, recording, organization, structuring, storage, adap

ble, alignment or combination, resttiction, erasure or destruction

ontroller
1 or legal person, publicauthority, agency or other body which, alone or jointly with others, deter
rposes and means of théprocessing of personal data

nt
eely-given, §pecific, informed and unambiguous indication of the data subject's wishes by
ignify agreement, by a statement or by a clear affirmative action, to the processing of personc

ripal is
olding

760-1).

rsonal
ristics
S,

hether
tation

ration, retrieval, consultation, use,.disclosure by transmission, dissemination or otherwise making

mines

which
| data

mization

process by which personally identifiable information (PII) is irreversibly altered in such a way that a PII
principal can no longer be identified directly or indirectly, either by the PII controller alone or in collaboration
with any other party

Note 1

to entry: See Reference [5] for further information.

[SOURCE: ISO 29100:2024, 3.2, modified — Note 1 to entry has been added].
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4 Abbreviated terms

FIDO
GP
ICT
PII

Fast Identity Online (open industry association)
general practitioner
information and communication technology

personally identifiable information

UNHCR  United Nations Refugee Agency, formally known as the Office of the High Commissioner for

5 Ic
51

5.1.1

Secur
health
of Gre
comm

The fo

5.1.2

Data
the sp

The rg
concel
to me
biome
access
object
as par

Itis sa
abroa
access
at the

patients carry with themselves at all times, even in the case of an accident occurring on the beach or

contey

Refugees

lentity management in the context of healthcare-related implementation iss

Problems for identity management in healthcare

Overview

e and effective identification of individual people is generally essentialfor the management

nt Britain and Northern Ireland's National Health Service, or in North America where many dif
ercial organizations provide healthcare services.

[lowing subclauses present notable problems related to idéntity management in healthcare.

Availability of essential medical records

protection regulations significantly limit the:Sharing of personal medical information w
ecific consent of the patient (see ISO/IEC 24760-1). This makes it difficult to ensure consiste

pid advancement of ICT has shifted-the performance of healthcare. In this context, some of the
'ns are related to the security, privacy, confidentiality and integrity of patients' data. Controlled
lical records and medical information management systems is of paramount importance. The
trics for authentication canplay an important role in sustaining privacy and confidentiality for :

of patients’ medical records. It can also simplify access control processes currently in plac
ive in this context is to de¥velop a healthcare information management system that embeds biom
t of a multi-factor user/authentication, where users are medical personnel.

metimes necessary to transfer medical records between hospitals (e.g. when patients need assi
1). This is potentially best achieved under the control of the patients themselves, implying a ne

patientleyel, access control would benefit from biometric protection, as biometrics is the only

t of\a sporting activity, for example.

l1€S

pf any

care system. However, this is difficult to achieve in large complex systems, such as the United Kingdom

ferent

ithout
ncy of

treatrIent between patients' visits to different plages of care. For example, staff in hospitals are often §inable
to gain quick and full access to the relevant records of the patients they are treating.

major
hccess
use of
ecure
e. The
etrics,

stance
ed for

control fofpatients, so that they can access and transfer their own medical records. For this pufrpose,

thing
in the

5.1.3

Integration and acceptance of patient treatment recording in private homes

Hospital and GP medical costs can often be saved by care or self-treatment at home, but secure remote access
to consistent records by medical staff and by patients themselves cannot yet be organized, in spite of the
increasing availability of sophisticated smartphone applications enabling people to monitor their own health.

Modern tele-homecare aims to create tele-care pathways able to enhance the quality and continuity of
care by improving risk-adjusted patient outcomes, promoting patient safety, empowering patients, and
optimizing the use of resources. In this respect, an envisaged remote monitoring system would need to be
able to detect and identify, in a timely manner, possible pathological conditions critical for the progression

© ISO/IEC 2024 - All rights reserved
3


https://standardsiso.com/api/?name=e7a3a80b627cb2cde780ff4b5a5106e7

ISO/IEC TS 21419:2024(en)

of patients that need to be closely monitored away from the hospital. This information could transit to the
medical care team and allow them (with the patient’s consent) to access it and start treatment on time and
avoid possible secondary risk. Authentication, identification, record keeping or remote monitoring all help
to address the same broad challenge. Medical professionals and healthcare facilities need to make the most
efficient use of resources, among which space and time are premium.

5.1.4 Medical facility verification of patient identity

Current procedures for ensuring the correct identity of patients at various stages of hospital treatment are
difficult to perform, notably if the patient is unconscious, and dangerous mistakes can occasionally occur.[e]

5.1.5 | Identity theft for access to medical treatment and related benefits

Most healthcare systems usually provide emergency treatment without checking entitlement, -but people
who are not entitled to routine medical care, pharmacy provision and social security benefits can often
obtair] them through fraudulent claims of identity. This is difficult to detect and can cause large cgsts to
government-provided healthcare programmes, and to companies which insure thése 'who are agtually
entitl¢d to treatment.

5.1.6 | Proper vetting of medical and ancillary staff

Fraudplent identity claims by job applicants are not uncommon and can-be’difficult to detect, partiqularly
when [the job applicant is foreign to the place of employment. This is\particularly dangerous when false
medicpl qualifications can be claimed. Correct identification of medical staff authorized to access patient
records remotely is also difficult to achieve.

5.1.7 | Effective correlation of patient data needed for medical and pharmaceutical research

treatment of consenting patients is vitally important,ih-supporting medical research and drug development.
Howeyer, programs which anonymize medical data; thereby ensuring that patients' identity information is
secur¢ly protected, have proven to be very difficult'and very costly to develop and implement.

The re¢liable correlation of medical records collected .éver time and across different locations fri‘m the

The uge of real-world medical record data is essential for making the development and use of pharmacetiticals
more pffective and efficient, including in&erms of research and development, regulatory decision making,
health technology assessment, pricing)‘and reimbursement decisions and treatment. In order fqr this
“learnling system” to become a reality, it is necessary to establish and implement a governance security
framefork to encourage the availability and use of personal health data for the public interest.

5.2 How this documentcan address these problems

This document presents‘a number of different use cases in the field of healthcare for which biometrics
could bring value. Jt\ahalyses the value of biometrics for these use cases, and the value of biometrjcs for
the stakeholderssifivolved (patient, researchers, medical practitioners, etc.). A subset of use cases haf been
analyzed in mgre detail and reviewed by medical institutions to suggest a justified order of prioritization.

—

A clinjcalaudit is a quality improvement process that seeks to improve patient care and outcomes through
the sylstematic review of care against explicit criteria and the implementation of change. Such audits are
important in ensuring:

1) that what needs be done is actually done, and
2) identification of the person who has performed each clinical process for a patient.

This falls within the sphere of clinical governance and forms part of the system for improving the standard
of clinical practice.

© ISO/IEC 2024 - All rights reserved
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6 Potential advantages of using appropriately designed biometric systems

Over time, where it is properly organized and delivered, the provision of secure biometric means for
establishing and verifying human identity can help to solve many of the problems that are encountered
with identity management in healthcare. The following list explains the potential contribution of biometric
systems in this context.

a) Biometrics can provide the most acceptable and reliable identification method:

Different biometric modes and systems of implementation can be needed depending on the case to protect
patients' privacy and the security of their associated medical data. Valuable experience is already available

from
which
accept

b) Ap

Prote
health
chara

unauthorized recipients. But a coherent, systematic and proactive threat-based'security design is nee
ensure continuing effective data protection.

Biomdtric data, which in itself represents personal data, can also be mdnaged is such a way that prix

presel

c¢) Bipmetrics can enable appropriate data correlation for research needs:

Wherg¢as the problems mentioned in Clause 5 can be tackled with systems using one-to-one match
appropriately anonymized biometric templates, data correlation for research purposes will need sucd
-many matching processes. The necessary computing resources do not need to be used ip real
quired

one-tg

time. While identification of individuals involved in ®hgoing operational medical procedures is re
taneously, data for research needs will be used at a later time and can be processed more slowly.

instan

d) Impact of secure data:

Restricted and monitored access to patient data can provide reassurance for patients, and can help to ¢

data i}
in hea

e) Re
Furth

verifid
subjed

7 Healthcare use cases where biometrics can potentially bring value

7.1

riats and the deployment of biometric SyStems i advanced econonies and i the developing
able to most individual patients and members of medical staff.

propriately designed biometric-based systems can ensure effective anonymizatien:

tion or segregation of personal data is key to the solution of several problems currently pres
care identity management. Use of biometric credentials, based on people's physical or behav

ved (e.g. all biometric data remain under their owner’s control).

ntegrity across networked medial systems. This ultimately increases public trust in use of bion
[thcare.

mote verification of identity using biometrics can be designed to work securely:

er development work(isineeded to ensure the security and effectiveness of using biometrics for r

t is provided in-ISO/IEC TR 30125.

General

orld,

can enable reliable biometric technology to be chosen and applied in a way which can be)safe and

ent in
ioural

teristics, can be designed to identify them correctly without revealing their personal data fo any
ded to

racy is

ing of
essive

nsure
letrics

emote

ation of identity from smartphones and other mobile devices. Technical information on this impprtant

The following subclauses present use cases for biometrics in healthcare. They are described as user stories (or
epics, because they are high level), from the point of view of the end-users, following the Agile framework.[Z]

In the context of the EU project PANACEA,[L1] all of the following use cases have been presented to a panel of
healthcare operators, and the result of this presentation is addressed in Annex A of this document.

© ISO/IEC 2024 - All rights reserved
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Use cases are presented with the same numbers used as when they were presented to the attendees of the
PANACEA workshop. They are sorted by priority in this subclause based on the vote of the attendees of the
panel as shown in Annex A.

1) Priority group 1:

— Use case 5: Fast checking of patient identity in a hospital, see 7.2.1;

— Use case 7: eHealth: remote monitoring of patient, see 7.2.2.

2) Priority group 2:

3) Pi

4) P1

5) Pi1

7.2
7.2.1

7.2.1.
The uj
Asad
— I3

Curre

given to the wrong patient.

Use case 1: Global logical access control of medical staff in the hospital, see 7.3.1.
iority group 3:

Use case 2: Teleconsultation, see 7.4.1;

Use case 8: Patient authentication for public health, vaccination, see 7.4.2;

iority group 4:

Use case 3: Local logical access control of medical staff in the hospital, see 7.5.1.
iority group 5: (very low priority)

Use case 4: Physical access control to restricted zones iixthe hospital, see 7.6.1;

Use case 6: Registration and control of medical practitioners, see 7.6.2.
Priority group 1
Use case 5: Fast checking of patient idéntity in a hospital

Il Use case description
e case can be described as follows:
bctor or nurse:

vant to be certain of-the“identity of my patient, because in extremely rare cases treatment mi

care d
Docto
which

Use case 9: Identification of citizens for public health to monitor a pandemic Situation, see 7.4|3

cht be

ntly, there aredgbust processes within hospitals to prevent “patient exchange” or unsuitable patient
e to wrongiidentification. This mostly consists of plastic wristbands attached physically to patients.
s and nurses have confidence in these processes. However, extremely infrequent errors can

can petentially ruin the reputation of the hospital, and of the person who made the mistake.

occur

ext of

re can

potentially be no careful admlssmn process in the hospltal no linkto a patlent health record, and the patient
can often be unable to give their own identity. Fast patient identification also has further social benefits
within this context, because during catastrophic events, there are often occurrences of identity thefts with
the aim of benefitting from insurance or state help money.

In the hospital, the use case is mostly a requirement from the patient's point of view, as they can fear

receiv

ing the wrong operation or wrong treatment.

© ISO/IEC 2024 - All rights reserved
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atient:

— [ want my doctor or nurse to be absolutely sure of my identity and what operation or treatment I need,
because I have heard about cases of treatment given to the wrong patient and [ am scared.

The use case comes with additional requirements for the biometric system from the point of view of the
patient.

— M

y identification needs to be linked to a description of the treatment or operation I need.

— As far as possible, [ don't want to wear something that could be uncomfortable in order to be identified

(t

his is unlikely to apply to emergency situations where the priority is receiving appropriate care).

Medic

— fafst;

— adcurate (even if the patient in an operation room is unconscious);

h] personnel want the patient identity check to be:

— egsy to link with the medical history of the patient (a newly created history~in case of emerjgency,

IT ma

and privacy concerns (as the hospital will be required to adhere to pertinent data protection regulati

7.2.1.

The m
barco

Althoygh unlikely, these wristbands can fall or can be torn off by patients. To replace them, either

robus
or bio

The b
data t
identi

Biom¢d
that t
thems

up), a

event.

7.2.1.
use ca

— A

cdtastrophic events, but very useful to link, for instance, patients to medical exams results).

nagement can add cost constraints (the process will ideally avoid requiritig’'very expensive equip

P How biometrics can be applied to the use case

ost common way to identify patients in the hospital is teluse a plastic wristband with a name
le.

wristbands (e.g. with an electronic component, 6r made with a better baseline material than p
metrics, could be considered.

enefit of wristbands in the hospital is that'they do not contain any personal data, or any pe
hey can contain is destroyed when thé_patient leaves: it is possible that there is no trace th
Fication was ever made. This is extremely privacy preserving.

trics for patient fast identification cannot be decentralized easily (i.e. it does not rely on a
he patient would carry). While using a centralized biometric database as the link to the p
elves might not be considered proportional to the potential benefit it brings (e.g. for hospital

In this case, proportionality of a central biometric database is very likely.

se

lvantages:

reduces the risk of error (which can increase in relation to medical staff exhaustion levels);

B Advantages, disadvantages, risks and priority associated to the use of biometrics in thi

ment),
ns).

and a

more
astic),

Irsonal
at any

device
atient
follow

centralized database is@dgal in a catastrophic event situation, where identification is useful whiile the
patient is receiving care. Itds)also likely to be useful during follow up care in the aftermath of a catast

rophic

— linked to the patient themselves (i.e. not to an "added device");

— less subject to damage (e.g. water, tearing);

— corresponds to patient’s fear and therefore increases the patient's confidence in the hospital;

— in case of a catastrophic event, does not require any additional device;

© ISO/IEC 2024 - All rights reserved
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— incaseofacatastrophic event, creates a temporary identification for the patient that can be further used.

— Disadvantages:
— not part of the usual "routine" of medical personnel;

— no certainty that biometrics reading is always easy, depending on where the patient is;

— nota suitable use case for decentralized biometrics: a central data storage is probably required.

— Risks:

— patient1n hospital can choose not to accept blIometrics;

— data protection regulations can require "proportionality” to be proven:[2] in hospital(for r
medicine, proving proportionality can be an issue; in catastrophic events, the use of biome
described in this use case is certainly proportional (and already in use for refugees).

— Priority:
— Priority group 1.

are widely accepted and reliable. However, for provision of emergency medicine in catast
events, this use case has very high priority.

7.2.1.4 Analysis and recommendations

butine
tric as

— In hospital, for habitual planned treatment, priority is not high becausé current “bracelet” solutions

rophic

As thip use case is most useful in catastrophic event cases, this(is the only context taken into consideration

in thid subclause. In such a case, people are likely to suffer from severe wounds rendering them uncon
and umable to convey any relative information to their casegivers.

In order to maximize the chances of a correct treatment, healthcare services need to be able
identification in line with the recommendation of>international organizations such as UNHCR, and
multipgle biometrics when the person is first-taken in charge by the rescue services (see for in
Refergnces [8] and [9]).

In thig case, when possible, healthcare sexvices (i.e. first responders) need to be able to accept input
patient identity from external authoritiés in order to enable the identification of a social security n

scious

[0 use
collect
stance

about
imber

and td enable access to people’s medical ID and health records. At a minimum, if the person is not ideptified
by a nptional authority, the temporary identification will be used to start personalized health monitoying.

7.2.2 | Use case 7: eHealth) remote monitoring of patient

7.2.2.1 Use case description

This yse case concerns remote monitoring of patient data. The patient wants the hospital to aut
doctors “manipulating” their data from a remote location.

From the'point of view of a patient at home the use case can be described as:

horize

— I want the doctors/nurses with access to my data and treating me from a remote location
authenticated because I cannot entrust the monitoring of my data and the mission of curing
incompetent people.

to be
me to

When performing this activity, medical personnel will simply login to the hospital IT system or to a certain
application of the hospital. Therefore, from their perspective, this use case resembles use case 1 or use case

3, detailed respectively in 7.3.1 and 7.5.1.
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From the point of view of the IT manager of the hospital, the use case can be described as:

I need all hospital staff using systems connected to the IT of the hospital (software, databases, medical

devices, etc.) to be able to be reliably authenticated, because I do not want to have intrusion in

the IT

system, and because [ want all changes and actions related to the IT system to be traceable to the medical

person who triggered them (particularly as these changes could be related to patient data).

From the perspective of the IT manager, the use case comes with additional requirements for the
biometric system:

accuracy (including robustness to presentation attacks when biometrics is used);

sgme for all access points of the IT system within the hospital.

The upe case comes with additional requirements for the biometric system from the point ofj yiew
peopl¢ actually using logical authentication:

pyivacy preserving;

edsy to use;

fajst and reliable (i.e. not requiring multiple attempts);

cqmpatible with the hardware they already carry (no new device);

n:[t requiring them to use their hands to do something special with<an access control device (taking
out of their pockets, putting them in a specific reader, etc.).

Furthé¢rmore, remote medical devices (at the patient's home),’cdn be connected directly to the IT
hospitfal: although this is beyond the question of biometri¢siand access control, authentication of r
medicpl devices and secured data exchange is mandatory in'this use case.

In addlition to authentication, this use case can also in¢lude authorization.

As a dpctor in charge of patient A, B and C in remoté healthcare:

périod of time.

Howeyer, this involves authorization-mechanisms in the hospital, beyond access control and b
biomeftrics.

7.2.2.2 How biometrics can-be applied to the use case

Autheptication can rely efi-what a person knows (password), has (personal token) and is (biometrics),
medicpl domain, for médical practitioners, the use of biometrics is preferable to the other solutions.

a)

What a persanknows (i.e. passwords) is difficult to use in the medical domain for multiple reasor
— the_ tiser needs to remember passwords and find them under stressful conditions;

— Cas'the set of machines that a medical practitioner uses includes terminals of the IT systen

of the

r them

of the
emote

[ vant to authorize another doctor to take care of my patients because I am going to be abseng for a

eyond

In the

4

1 with

thepatitentt Tecords; butatso medicat devices whichare mostly imdependent mractimes Tety

ng on

proprietary authentication schemes, numerous passwords could be required for the same doctor,

nurse or laboratory technician;

— safe password management relies on changing passwords regularly, not writing them down s

o they

can be copied or stolen, inclusion of complex combinations of upper case and lower case letters, with
numbers and special characters, not corresponding to any dictionary entry, etc. This drastically

complicates the question of memorization;

— passwords can take a long time to type when they are complex;
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b)

The use of two factors for authentication (biometrics and one hardware token) is beécoming of more g
use bdcause it makes access control more reliable and it enables decentralization of biometric storag
piece ¢f hardware that the owner of the biometrics carries at all time.

7.2.2.8 Advantages, disadvantages, risks and priority associated to the use of biometrics in thi
use cgse

ISO/IEC TS 21419:2024(en)

— one-time passwords could be considered, but these necessitate a time-consuming dialogue
device to receive and display these passwords).

Therefore, solutions involving passwords (even multifactor) are not acceptable. Some hospitals are

(and a

facing

such situations where credentials are printed on post-it notes close to the medical terminals, to “fight”
against the complexity of passwords: these situations are best eliminated to limit the confidentiality

risks on medical records and to ensure patient safety.

What a person has (i.e. something a person is carrying) is not safe by itself, because a person can lose

the item, and it can then be used by any intruder.

O o tlhn ooy ool A ds dioaa yazatl bt adbing (3 A vl o
I'LIIC LUILILI Al _y’ dautl C C UIUVITICULIICO Ll.\,- vviid

— ease ofuse: this is extremely important, especially for medical personnel mainly focused on patien

— speed for authentication: this is key when medical personnel have to work in emergency situl
with time constraints;

— accuracy: avoiding unauthorized user access to a medical device or an account without permi

Aglvantages:
— easy to use;
— fast (for suitable biometrics);

— remove the need of passwords (except forgpeople not willing to use biometrics) and their asso
drawbacks (transferable, difficult to maintain at the same time simple and robust, etc.);

— can be privacy preserving if propgétly implemented;

— can be contactless to avoid disease transmission by contact;
— canrely on existing hardware and not mean additional costs;
—  well-suited for shared-devices and terminals.

Disadvantages:

—1 biometricsiswnever 100 % accurate;

tcare;

ations

ssion.

eneral
eona

ciated

— selection ‘of suitable biometrics vendors and biometrics settings are not obvious for IT managers.

Risks:
Ac 12 haclkun ctrateauv without hiomotricsic mandatary thic caould load ta naor adantion (ot 1 ast in
itk YA =ikl deii kel ikl SRR el o e el el
the early stage).

Priority:

— Priority group 1.

— The priority is very high for medical staff because they log into workstations and devices many

times per day, and they will “contribute” to better security only if this also improves their life

— Priority is especially high for eHealth because this is a growing trend and telehealthcare is at present

a threat to security.
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This use case is in priority group 1, higher than the priority for use case 1 and use case 3, because eHealth is
a growing practice. But from the biometric perspective it only uses biometrics for medical personnel logical
access control.

7.2.2.4 Analysis and recommendations

Not all biometrics are suitable for medical staff. Fingerprints can be inconvenient for people wearing
gloves. Biometric techniques requiring contact are not advisable in an environment where diseases are
potentially present. Biometric techniques which require a long acquisition time (e.g. behavioural) are
simply not acceptable. In a noisy environment, speaker recognition can be unsuitable. If face recognition is

select
consideration to fit the constraints of medical work.

ed, it has to be robust to people wearing masks. The selection of the hiometrics to nse warrants careful

The sglection of the token is equally important. A smartphone seems attractive at first glance))but il some
hospitfals, doctors are not allowed to carry a smartphone (in order not to be disturbed)Therefore, the

select]on of the hardware token should be carefully considered.

Finally, it should be considered that hospitals are often also universities, and doctors-can’be teachers.
this sp

Due to

ecificity, session management should be carefully designed. In order to ensufe that a session is rjot left

open By an authorized person, and further used by another not authorized and potentially malicious person,

face bjometrics can be simply used to make a periodic check (e.g. every 10.8) that the face in front
computer or medical device is still the same. However, this will not necessarily work in the teacher/s
context, where the “official doctor” allows a student to use a device.fon training purposes, for ex
Therefore, session management should consider this constraint.

7.3

7.3.1 | Use case 1: Global logical access control of medical staff in the hospital

7.3.1.1 Use case description
The uge case can be described as follows.

As thg IT manager of the hospital:

The uke case brings additiohal requirements for the biometric system from the point of view of
manager:

The uge case brings additional requirements for the biometric system from the point of view of the |
actuallyusing logical authentication:

Priority group 2

I peed it to be possible for all hospital staff using systems connected to the IT of the hospital (sof
dqtabases, medical devices, etc.)to be reliably authenticated, because I do not want to have an int

of the
udent
hmple.

fware,
rusion

in|the IT system, and becausé:l\want all changes and actions related to the IT system to be tracegble to

the medical person who triggered them (particularly as these changes could be related to patient

aqcuracy (including robustness to presentation attacks when biometrics is used);

sgme for all access point of the IT system within the hospital.

data).

the IT

pbeople

privacy preserving;
easy to use;
fast and reliable (i.e. not requiring multiple attempts);

compatible with the hardware they already carry (no new device);

notrequiring them to use their hands to do something special with an access control device (taking them

out of their pockets, putting them in a specific reader, etc.).
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7.3.1.2 How biometrics can be applied to the use case

The way biometrics can be applied to this use case is as described in use case 7 (see 7.2.2.2).

7.3.1.3 Advantages, disadvantages, risks and priority associated to the use of biometrics in this
use case

Advantages, disadvantages, drawbacks and risks of this use case are as described for use case 7, (see 7.2.2.3).
However, use case 1 has been given a slightly lower priority group than use case 7.

7.3.1.

A Annlycic and recommendations

Analy
7.4
7.4.1

7.4.1.
This u|
From

— Iy
b
bd

bis and recommendations for this use case are as described for use case 7 (see 7.2.2.4).
Priority Group 3
Use case 2: Teleconsultation

I Use case description
se case can be described as follows:

the perspective of the expert of the medical IT system:

cause external connections are a threat to the security.of my medical IT system.

vant any patient who connects for telehealthcare assistancet0 be authenticated, so that the doctor can
sure of which patient they are talking to, and have theiramedical record available for consultatign, and

Additionally, if the authentication links the patient with,a social security number or a health insurance,

finang
Asap

— I
of
p1

The uj
— ad

— th
s

The uj;

— €4

ial and case management can be facilitated (if regquired).

htient in teleconsultation, possibly under telehomecare:

actitioner I do not want, or to a pétson who is possibly not a medical practitioner.
e case brings additional requirements for the system from the perspective of the IT manager:

curacy (including robustness to presentation attacks when biometrics is used);

hartphone, etc.)the’hospital will not provide them with devices.
e case bring§’additional requirements for the system from the perspective of the patient:
ivacy preserving;

syAo Gse;

vant to make sure that the medical staff, located remotely, accessing my health data or takinyg care
me are authenticated, because I dg\not want to put my health at risk and give access to a medical

e patient needs te-be able to authenticate themselves with a device they have themselvess (PC,

— W

TETE PUSSIDIE, MOt TEqUITINE Specificdevites that they do ot already rave, armd using the sare rar

as that used for medical data recording and exchange.

dware

Medical personnel require the system to be fast and convenient, but can be reluctant to adopt another new
authentication method.

7.4.1.2 How biometrics can be applied to the use case

For medical personnel: same authentication as the logical authentication for the hospital proposed in use

case 7

(see 7.2.2; one biometric criterion, with a second factor).
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For patient: biometric authentication that uses their smartphone or their PC, for example, without any
specific additional sensor, i.e. using a webcam and/or a microphone.

7.4.1.3 Advantages, disadvantages, risks and priority associated to the use of biometrics in this
use case

This subclause mainly considers patient authentication in a healthcare scenario; the medical personnel side
is already addressed in use case 7 (see 7.2.2.3).

— Advantages:

—|~ telehealthcare lowers occupancy rates in hospital and conditions for patients are usually betger, but
unprotected telehealthcare could be a threat to medical data;

— easy and safe access to patient records and patient “monitored data” for medical personnel;

— patient or medical operator can extend the safe sharing to additional practitioners to improve
efficiency;

— possibility of direct connection to social insurance for safe and fast consideration of care cost];
— more reliable than evidence of a social security card, as such a card ¢an/be given to someone ¢lse;

— can be implemented in a privacy preserving manner (no central’biometric database), however this
requires a hardware token and, in most countries, the social security card is insufficient: a hardware
token should exist on the patient’s computer or smartphone.

— Disadvantages:
— patient potentially does not own a computer or smantphone;

— patient ability can vary, so specific biometrics:r specific implementation can need to be consjdered
(see ISO/IEC TR 30110 for guidance on bionietrics used with children);

— young patients need parent/guardian-authorization or will have their parent/guardian|going
through access control for them (i.esthultiple people under a single identity).

— Risks:

— patients will potentially nat want to use biometrics or not be able to use biometrics, but still deserve
telehomecare. Thereforean alternative is required, which can cause a security risk;

— malicious usage will be reduced but not eradicated because “tricks” like presentation attacks, etc.
will be used.

— Priority:
— Priority group 3.

— Thiswuse case extends and complements use case 7 (see 7.2.2) by enabling communication frgm the
patient to the doctor. Telehealthcare is currently a threat to security.

7.4.1.4 Analysis and recommendations
General consideration on authentication methods are as indicated in use case 7 (see 7.2.2.2).

One reason for using biometrics for patient authentication is to prove that the person requesting a remote
consultation is really who they claim to be (and not a person using the social security number of a friend
or relative, or a stolen social security card). Even though the patient and the doctor will see one another
during a teleconsultation, the doctor potentially has many patients, and does not recognize each of them
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individually, or the doctor can be temporary replaced (e.g. due to maternity leave). Being sure of patient
identity is mandatory for the following reasons:

— toobtain the correct patient history (health record, current treatment, result of last medical exams, etc.);

(to a lesser extent) to limit social security fraud.

Password or tokens can be freely exchanged and will cause uncertainty concerning patient identity (even
one time passwords that can be given to a friend or relative). Of course, it is possible that a person will
authenticate and will then give the floor to someone else, this is easily addressed by showing a picture of the
authenticated person and the patient side by side.

Biomdtrics also presents an easy means of authentication, as many people are used to such authenti
thankp to their smartphones.

Howeyer, not all biometric modalities are suitable for patients. The biometric modality used should:

ngt require any other equipment than a camera or microphone;

b¢ in line with pertinent data protection regulations, and its usage should be proportionate to the I
that the patient has using it;

b¢ decentralized (no biometric data stored out of the patient owned devices); therefore trust mechg
n¢ed to exist to make sure that authentication really took place on-the user’s devices (FIDO, pi
cqmputation, etc.);

b¢ revocable;

n;rt be easily spoofed: unlike the medical staff zones of a hospital, which are already filtered in ¢
anpd which mostly include people that will not make malicious attempts against the healthcare IT,
arje external, and can be malicious individuals trying to-fool the system;

adcording to the data minimization principle, data‘controllers should ensure that data extracted
digital image to build a template will not be excessive and will only contain the information requit
the specified purpose, thereby avoiding any-possible further processing. Measures should be put if
tg guarantee that templates cannot be transferred across biometric systems.

A varipty of solutions can be required to.cover:

all ages;

all kinds of illness (e.g. a petson with Parkinson's disease will not necessarily be able to provide a
inpage of their face or fingers; a person with bandages on fingers cannot provide fingerprints; etc.

al] kinds of equipment/(perhaps not very old computers or smartphones, but at least not only the
gdnerations).

7.4.2 | Use case'8: Patient authentication for public health, vaccination

7.4.2.1 AUse case description

cation

enefit
nisms
oof of
\ccess,

atient

'rom a
ed for
1 place

sharp

latest

This usetasecamrbedescribedas foltows:

The use case concerns large scale vaccination in case of pandemic. It consists of patient authentication to
help in monitoring the vaccination process, i.e.:

setting an initial appointment;

accessing the social security number of the patient and their medical record to make sure the patient is

eligible for vaccination, and from the medical conditions, assess any risks to the patient;

keeping track of vaccination and allowing for delivery of certificates (for use in travel, accessing
places, etc.);
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— managing multiple injections initially, and vaccination renewal.
As a health authority:

— I'want to follow up the vaccination process with patient authentication because it makes the process far
more reliable and easier to track over time.

From the patient perspective, the goal is the same as in use case 2: it involves patient access control to make
an appointment, and patient authentication is performed in the same way upon vaccination. This use case
also represents patient access control to obtain a certificate proving that that patient has had a vaccination.

7.4.2.2—How biometrics can be appiied to the Use case
For making an appointment, this is as in use case 2 (see 7.4.1.3).

For the actual vaccination, the same checks could be completed as in use case 2, but with no-biometric data
exchanged at the points of vaccination (e.g. hospital computers).

7.4.2.8 Advantages, disadvantages, risks and priority associated to the use of’biometrics in this
use cdse

The advantages, disadvantages and risks of this use case are mostly as in use edse 2 (see 7.4.1.3), except that
the “business benefit” is not enabling telehomecare, but rather:

— fofr the patient: receiving assistance for vaccination and an easy and reliable source for a certificate;

— fofr the national medical authority: having a more reliable vagcination process, thereby optimizipg the
sdrvice offered to citizens.

7.4.2.4 Analysis and recommendations

The analysis and recommendations for this use case.are similar to those described in use case 2 (see 7/4.1.4),
with g specific focus on patient authentication ofi;the place where they are authenticated: this should be
done In such a way that no biometric data is used on the computers of the vaccination place (e.g|using
trusted computation on the patient device).

7.4.3 | Use case 9: Identification of Citizens in public health to monitor a pandemic situation

7.4.3.1 Use case description

This Use case is again about the management of pandemics, but without being limited to vaccination:
it is a|way to extend thelddata available in the aftermath of the pandemic by relying on the citizens|when
resealichers and doctors can no longer provide enough data and large scale information is required.
Input pf data after patient discharge or from homecare is difficult, and in these cases the patient's cprrect
identification is mandatory.

The principle-isto rely on authenticated citizens giving their health data (i.e. their self-test data) onlin

o®

The ugecase can be described as follows:

As the health authority:

— I want citizens to reliably be able to login to a pandemic follow up application and give their own data,
because I want to follow the pandemic data at a larger scale, and for this purpose I need the help of
citizens.

Other than wanting to follow the data at a larger scale, at the authentication level, the use case is the same as
use cases 2 and 8 (see 7.4.1.4 and 7.4.2.1); only its business benefit changes.
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7.4.3.2 How biometrics can be applied to the use case

Applic

ation of biometrics in this use case is the same as for use case 2 (see 7.4.1.2).

7.4.3.3 Advantages, disadvantages, risks and priority associated to the use of biometrics in this
use case

Advantages, disadvantages, risks and priority in this use case are the same as for use case 2 (see 7.4.1.3).

7.4.3.4 Analysis and recommendations

The aﬂ\alysis and recommendations for this use case are the same as for use case 2 (see 7.4.1.4).

7.5 Priority Group 4

7.5.1

7.5.1.1 Use case description

This u|

Use case 3: Local logical access control of medical staff in the hospital

se case can be described as follows:

The ufe case is similar to use case 1 (7.3.1) and use case 7 (7.2.2). Theprinciple is that access conftrol is

limite

in comparison to a situation where everything is suddenly to be chahged at the same time, as in use

a prog

and nurses still need to remember multiple ways of accessing hgspital IT systems.

As thd

— In
(o
aq

The u
manag

— aqg
— if

The u
using

— €4

— f4

l to one or more applications within the hospital, rather than being generalized. The benefit i

ressive transition is possible. The drawback is that only part.of the hospital is protected, and d

IT manager of the hospital:

eed all hospital staffusing Application A to be able.to be reliably authenticated, because this appli
n be used to make an intrusion in the IT system of the hospital, and because I want all chang
tions related to Application A to be traceablé’to the medical person who triggered them.

e case brings additional requirements-for the biometric system from the point of view of
per:

curacy (including robustness to presentation attacks when biometrics is used);
some applications are already “access controlled”, use of the same access control for other applic

be case brings additienal requirements for the system from the point of view of the people ag
ogical authentication:

ivacy preserving;
sy to use;

st and,reliable (i.e. not requiring multiple attempts);

s that,
rase 1,
pctors

cation
bs and

the IT

hitions.

tually

— n¢ mew device to carry (the worst case scenario being that each application comes with a need for a

specific non-shared device);

— notrequiring them to use their hands to do something special with an access control device (taking them
out of their pockets, putting them in a specific reader, etc.).

7.5.1.2 How biometrics can be applied to the use case

Two-factor authentication with one factor being biometrics and the other being a hardware token in line
with the working practices of the hospital is considered appropriate. The use of biometrics for one or several
applications has no reason to be different from one hospital department to another.
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7.5.1.3 Advantages, disadvantages, risks and priority associated to the use of biometrics in this
use case

The advantages, disadvantages, risk and priority for this use case are very similar to those of use case 1 and
use case 7. They are repeated here, with changes labelled as such.

— Advantages:

easy to use;

fast (for suitable biometrics);

7.5.1.

removes the need for passwords (except for people not willing to use biometrics) and their assg
drawbacks (transferable, difficulty in remaining simultaneously simple and robust, etc.);

can be privacy preserving if properly implemented;

can be contactless to avoid disease transmission by contact;

can rely on existing hardware and not equate to additional costs;

well suited to shared devices and terminals;

(additional advantage) flexible: applications and systems can be moyed progressively;

(additional advantage) makes it possible to measure acceptability by medical staff.

ciated

sadvantages:
biometrics is never 100 % accurate;
selection of suitable biometrics vendors and biometrics settings are not obvious for IT managers;
(additional disadvantage) if one application uses a certain hardware token, then this token could be
used for other applications moving forward.

sks:
as a backup strategy without biometrics is mandatory, this could lead to poor adoption (at l¢ast in
the early stage);
(additional risk) difficultto'agree on a common strategy between application vendors.

iority:
Priority group 4.
As medical-staff login to selected applications multiple times per day, they will contribute to petter
securitywnly if this also improves their life. However, use case 1, where the whole hospital migrates
to twosfactor authentication for logical access control, is considered higher priority.

I _“Analysis and recommendations

The recommendations are the same as in use case 7 (7.2.2.4). It is up to the IT service of a hospital to decide
which strategy is better: migrating to safe access control for all IT directly or progressively by application.

7.6 Priority Group 5

7.6.1 Use case 4: Physical access control to restricted zones in the hospital

7.6.1.1 Use case description

The use case can be described as follows.
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As the manager of the hospital:

— I want to protect the access to certain restricted zones in the hospital that are critical (pharmacy,
operating room, intensive therapies, sterile wards and rooms, radiotherapy rooms, biobanks, IT hospital
servers, etc.), because unauthorized people can cause very important damages in these zones, i.e.
endanger safety by theft, unauthorized access to data, violation of sterility measures, threatening of

m

edical personnel and patients.

This use case brings additional requirements for the biometric system from the point of view of the hospital
manager:

—  agew

droclrc o bt o bt ngs 10 1a o A
CLAURO VWIICIT UIVITIICLTIICO 1o UotuUuyj,

— potentially suitable for external access that can correspond to outdoor locations;

— §4

The u

me for all points of access within the hospital.

be case brings additional requirements for the biometric system from the point of\wiew of the |

actuallly using logical authentication:
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7.6.1.

Physig
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ivacy preserving;

Sy to use;

st and reliable (i.e. not requiring multiple attempts);

mpatible with the hardware they already carry (no new device}:

e case also needs to consider people who are not authorized but can come close to the access d
their privacy should not be violated (i.e. none of theirpersonal data should be caught withou
t consent when they come close to a point of physicalaccess control).

P How biometrics can be applied to the use case

al access control offers the same choice of *“factors” as logical access control: what a person
password), what a person has (i.e. a key,.etc.) and what a person is (biometrics). The usual beng
trics apply:

person's password can be stolen_{just by looking at what they type), and a key or any other p
irdware can also be stolen, but “stealing” biometrics is far more difficult (although 3D masks an
ngers do exist);

7.6.1.
use ca

— A

— l:rilEmetrics cannot be forgotten and most people find their use easy;

st biometrics willgive extremely fast answers.

se

lvantages:

B Advantages, disadvantages, risks and priority associated to the use of biometrics in thi
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ece of
d fake

malkac accace caontral cimnla fact and ralishla-
oretce TICTOTOTTIT T orrer T erroroTe

TTrorts TPTEToroT 1

— norisk of lost or stolen badge, password, etc.;

— easy to accept by most people;

— can be privacy preserving if properly implemented;

— with the development of contactless biometrics: safe from a “hygienic” perspective;
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— most systems come with countermeasures for usual attacks (e.g. presentation attacks, tailgating).

Disadvantages:
— biometrics is never 100 % accurate.

— it can be necessary to monitor for specific attacks (e.g. an authorized person presents thei
biometrics, but provides access to an unauthorized person).

Risks:

— as a backup strategy without biometrics is mandatory, this could lead to poor adoption o

r own

r be a

weakness in the reliability of the system;

— access for visitors also needs to be considered, and this could create weaknesses;

— criticism of the new system from patients could have a negative impact on the hospital image
Priority:

— Priority group 5.

feedback, it seems that this is already in place in most large hospitals.

7.6.1.4 Analysis and recommendations

In usipg biometrics for physical access control, visitors need to)be given access as well. Rules caf
concerning visitors (e.g. they can need to be accompanied at all times during visits, with a “tutor”) a
accesq control system needs to take such associated rules inte*account.

A charfacteristic specific to hospitals is that hospitals are“public places, and they are widely open to vi

Only 4

has sgvere health problems; this makes them vulnerable. It is extremely important to consider bio
accesq control that will not register data from a-«isitor “by chance”, without the visitor being aware of

Anoth

Therefore, it is imperative that accessseontrol be contactless (e.g. a touch pad to type a code
recomimended).

Furth¢rmore, as with logical access*control:

the people to be controlled can be in a hurry because of an emergency situation and therefore
cqntrol should not delay-their work (e.g. by default open doors could be considered; the use of behay
bilometrics or access control using voice involving long sentences are not appropriate);

— Physical access control for critical places in the hospital is essentidld from medical practitioners’

| exist
nd the

sitors.

ome parts are restricted. Visitors to the hospital*can be upset because they are visiting a person who

metric
it.

er specific characteristic of hospitals is that they are places where infections are more coimon.

is not

hccess
ioural

— infside the hospital, medical personnel might wear gloves, masks, etc., and biometrics considered need to

b¢ robust to_ these attributes.

Finally, physical access control is usually accompanied by barriers, turnstiles, etc. For busy m
personnely where speed is key, opening the barriers by default and closing them on unsuccessful
attemptiohly could be considered to facilitate access.

edical
hccess

7.6.2 Use case 6: Registration and control of medical practitioners

7.6.2.1 Use case description

The use case can be described as follows.
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