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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in th

e [SO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different

of document should be noted. This document was drafted in accordance with the editorial rules ef th

[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO 3nd IEC draw attention to the possibility that the implementation of this document‘may involy|
use ¢f (a) patent(s). ISO and IEC take no position concerning the evidence, validity or @pplicability o
clainjed patent rights in respect thereof. As of the date of publication of this document;JSO and IEC ha

received notice of (a) patent(s) which may be required to implement this document:However, impleme

are dautioned that this may not represent the latest information, which may bé\obtained from the p
database available at www.iso.org/patents and https://patents.iec.ch. ISO( and IEC shall not be

resp

Any
cons

nsible for identifying any or all such patent rights.

trade name used in this document is information given for theCepnvenience of users and doe
fitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expres

relat
Orga
In th

This
Subc

bd to conformity assessment, as well as informationabout ISO's adherence to the World
hization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.

ypes
1S0/

the
any
not
hters
htent
held

5 not

sions
rade
html.

b [EC, see www.iec.ch/understanding-standards.

document was prepared by Joint Technicalk.Committee ISO/IEC JTC 1, Information techn
bmmittee SC 17, Cards and security devices for-personal identification.

Alisf of all parts in the ISO 18013 series can be found on the ISO website.

Any

feedback or questions on this decument should be directed to the user’s national stand

body] A complete listing of these' bodies can be found at www.iso.org/members.html
www.iec.ch/national-ommittees.

logy,

lards
and
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Introduction

ISO/IEC 18013-5 describes interface and related requirements to facilitate ISO-compliant driving licence
functionality on a mobile device, standardizing the mobile driving licence (mDL) functionality.

This document augments the capabilities of the mDL by describing the interface and related requirements
for presentation to a mDL reader over the internet.

A mobile document conforming to this document primarily conveys the driving privileges associated with a
person. However, the transaction and security mechanisms in this document have been designed to support
other types of mobile documents, specifically including identification documents.

NOTH ISO/IEC 18013-5 places the onus on the mDL verifier to match data received (in an mdoc) te\thé person
presdnting the mdoc. This version of this document does not change this.

© ISO/IEC 2024 - All rights reserved
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Personal identification — ISO-compliant driving licence —

Part 7:
Mobile driving licence (mDL) add-on functions

1 9

This
with

— presentation of a mobile driving licence to a reader over the internet.

2 Normative references

The flollowing documents are referred to in the text in such a way that some)or all of their content consti
rements of this document. For dated references, only the editioncitéd applies. For undated refergnces,

requ
the 14

1SO/
(mDl

RFC

RFC
(CRL]

RFC
RFC
0OID4

3
Fort
ISO a
— 1

— [EC Electropedia: available at https://www.electropedia.org/

Terms and definitions

jcope

Hocument augments the capabilities of the mobile driving licence (mDL) standardized indSO/IEC 18(
the following additional functionality:

itest edition of the referenced document (including any amendments) applies.

) application

1648, S. Josefsson, The Basel6, Base32, and Base64 Data’Encodings

Profile

s

D101, N. Sakimura, The OAuth 2.0 Authorization Framework: JWT-Secured Authorization Request (JAl
D112, R. Fielding et al., HTTP/1.1
VP (OpenlD for Verifiable Presentations), O. Terbu et al,, Draft 18, April 2023

nd IEC maintainjterminology databases for use in standardization at the following addresses:

SO Online.browsing platform: available at https://www.iso.org/obp

3.1

mdoc reader
either device or service, or both, that can retrieve data from an mdoc and verify the authenticity of the data

Note 1 to entry: The mdoc reader includes, but is not limited to, the hardware and software components used.

4 Abbreviated terms

OID4VP OpenlID for Verifiable Presentations

© ISO/IEC 2024 - All rights reserved
1
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EC 18013-5, Personal identification — 1SO-compliant driving licence — Part 5: Mobile driving ligence

280, D. Cooper et al,, Internet X.509 Public Key_Infrastructure Certificate and Certificate Revocation List

ne purposes of this decument, the terms and definitions given in ISO/IEC 18013-5 and the following 4pply.
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5 Conformance requirement

An mDL is in conformance with this document if it meets all the requirements specified directly or by

reference herein.

An mDL reader is in conformance with this document if it meets all the requirements specified directly or

referenced herein.

NOTE Conformance of an mDL or an mDL reader with ISO/IEC 18013-5 is not required for conformance with this
document, except for those clauses normatively referenced in this document. An mDL or an mDL reader conforming

with this document can also be in conformity with ISO/IEC 18013-5.

6 mDL overview

6.1

ISO/IEC 18013-5 describes the interface and related requirements to specifically facilitate ISO-comp
driving licence functionality on a mobile device. This document adds functionality by building on t
ISO/]EC 18013-5.

The

other types of mobile documents besides the mobile driving licence.

6.2

Figure 1 shows the interfaces in scope for this document. The explanation of each interface is as follows:

Standards context

f'ransaction and security mechanisms in this document have been deSigned to also be applicak

Interfaces

IInterface 1 in Figure 1 is the interface between the issuing authority (IA) infrastructure and the
This interface is out of scope for this document.

terface 2 in Figure 1 is the interface between the mDL and the mDL reader. This interface is speq
in this document. The interface can be used for'connection setup and for the device retrieval meth

terface 3 in Figure 1 is the interface between the IA infrastructure and the mDL reader. This inte
is defined in ISO/IEC 18013-5. No new,requirements are added in this document.

Issuing
authority, mDL verifier
Issuing authority
infrastructure

mDL
holder

wi\\
P

liant
bp of

le to

P«

mDL.

ified
hd.

rface

mDL reader ]/

A

— [

Figure 1 — mDL interfaces
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6.3 Design objectives
The objectives underlying the requirements in this document include at least the following:

a) An mDL verifier together with an mDL reader is able to request and receive an mDL, and validate its
integrity and authenticity.

b) An mDL verifier not associated with the 1A is able to verify the integrity and authenticity of an mDL.

¢) An mDL verifier is enabled to confirm the binding between the person presenting the mDL and the
mDL holder.

d) The interface between the mDL and the mDL reader supports the selective release of mDL data‘fo an
DL reader.

NOTH As in ISO 18013-5, the portrait image can be used for verifying that the person presenting the mDL fis the
mDL holder. Depending on the transaction details, in an unattended transaction this data element might not be aple to

serve the purpose of confirming that the person presenting the mDL is the mDL holder. Other methods can be uged as
well ut are out of scope of this document. Other mechanisms are described in References [1]/and [2].

6.4 | Technical requirements

6.4.1 Data structures and data elements

The |descriptions and requirements for Concise Binary Object Representation (CBOR), Concise |Data
Definjition Language (CDDL), and version elements in ISO/IEC 18013-5 shall apply in this document.

Additionally, unless explicitly stated otherwise for a data structure, an mdoc or mdoc reader shall not give
an erfror purely on the basis that it does not know the element. This requirement also applies when the CDDL
definfition of the data structure does not allow the presence’of additional key-value pairs in the map, n¢xt to
the specified ones.

6.4.2 Data model

The dlata model is described in Clause 7. It deseribes the identifier and format of the data elements.
6.4.3 Data exchange

6.4.3.1 Overview

An mDL or mDL reader shall'support at least one of the flows and may support more:
a) Usingthe device retrieval messages structures and transmission channel as defined in 6.4.3.3 that s setup:
1) using remodte engagement, as defined in 6.4.3.2; or

2) usingan out-of-band mechanism, as defined in 6.4.3.2;

b) Ising OID4VP as a transmission channel, as defined in Annex B.

The different flows are depicted in Figure 2

© ISO/IEC 2024 - All rights reserved
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Device retrieval messages OpenlD4VP

Engagement\ Engagement\

Remote engagement flow

mdoc- ( other
openid4vp engagement
scheme _ mechanism

mdoc scheme engagement engagement
mechanism phase

.
[ other skipped
>

) J

device
OpenID4VP

retrieval to a
website

Transmission { Transmissior

Figure 2 — Flows for unattended cases

An nDL and mDL reader shall support at least one of the following dataretrieval methods and may support
morg. Table 1 shows the requirements.

— device retrieval as defined in 6.4.3.3;

— (ID4VP as defined in Annex B.

Table 1 — Dataretrieval methods

Data retrieval method Support Reference in this
mDL mDL reader document
Device retrieval ca ca 6.4.3.3
0ID4VP ca ca Annex B
Key
C conditional
a  Support for atledst one of these methods is mandatory.

6.4.3.2 Device retrieval engagement phase

The pngagement miechanism for remote engagement can be used to exchange the information reqpired
to sef up a securerdata retrieval mechanism between the mDL and mDL reader. When performing remote
engapement,the'following flow shall be used:

a) TheanDL reader transmits the ReaderEngagement structure to the mDL.

b ah} Nl £ q o 4 H 3 1 1 341 4+1 Nl pa | H 41 33l 4 £ h
) T HIDUL STLS UP d Udld LT dIISIITISSTUITD UITAdITIIITT WILIT LT T L TT4AUCTT uolug LIIT IIIITULITIdAdUIVUIT 1T Ul t e
ReaderEngagement structure.

¢) The mDL sends a DeviceEngagement structure to the mDL reader using the newly setup data
transmission channel.

The ReaderEngagement and DeviceEngagement structures are defined in A.1 and A.2. A possible mechanism
for transmission of the ReaderEngagement structure is defined in A.4. Support for this transmission
mechanism is recommended for the mDL and mDL reader, since this is the only mechanism currently
provided in this document. However, other mechanisms for transmitting the ReaderEngagement structure,
which are not defined in this document, can be used.

© ISO/IEC 2024 - All rights reserved
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When the mDL and mDL reader have an existing two-way data transmission channel that is set up out-of-
band for exchange of data, the device retrieval engagement phase can be skipped.

6.4.3.3 Device retrieval data retrieval phase

The general data retrieval architecture is described in ISO/IEC 18013-5. If an mDL or mDL reader supports
the device retrieval data retrieval phase, they shall use the mdoc request and mdoc response structures as
specified in ISO/IEC 18013-5.

A.6.2 defines a transmission technology for device retrieval that may be supported by an mDL or an mDL reader.

NOTH ISO/IEC 18013-5 defines the server retrieval data retrieval method. This document does not spetifly any
additjonal requirements for server retrieval.

6.4.4 Security mechanisms

6.4.4.1 Security architecture

The gecurity of mDL data exchanged with an mDL reader is designed to preserve thétriad of confidentiality,
integrity, and authenticity by design and by default.

The gecurity architecture aims to achieve the following goals:

a) [Protection against forgery: Data elements are signed by the IA. The degree of protection against foygery
epends on the degree to which the 1A's keys are protected. Minimizing the validity period of the|data
limits the value of the data.

b) Frotection against cloning: The mDL produces a signatufe or message authentication code over sepsion
ata. The private key used to authenticate the session data is stored only in the mDL. The corresponding
ublic key in turn is signed by the I1A. The degree of protection against cloning depends on the degiee to
hich the mDL authentication key is protected. Janvaddition to protecting DeviceKey by secure stdrage,
n mdoc/mDL can require the user to be authenticated before this key is usable. This depends oh the

jurisdiction/issuer's policy (e.g. AAL as per-elDAS Regulation, NIST SP 800-63, ISO/IEC 29115).

¢) [Protection against eavesdropping: Comtunications between mDL and mDL readers are encrypted and
uthenticated. The mDL reader can‘detect man-in-the-middle (MITM) attacks by validating the|anti-
loning signature or message authentication code, which is created using a key for which the gublic
art is signed by the IA in the‘mobile security object (MSO), see ISO/IEC 18013-5. If mdoc r¢ader
uthentication is used, the mDL ¢can detect MITM attacks before returning any data.

d) PFrotection against unauthorized access: An mDL is protected from unauthorized access by an|mDL
eader by multiple mechanisms. When session encryption is used, the encryption key usefl for
ommunications bétween the mDL and mDL reader is derived from an ephemeral key pair from|both
he mDL and mDkEjyreader. The mDL can optionally authenticate the mDL reader by means of an|mDL
eader authenfication certificate and a signature created by the mDL reader using the corresponding
rivate key:The mDL reader certificate is signed by a certificate authority trusted by the mDL for this
urpose,

e) Protection of the mDL holder against relayed engagement information: the mDL includes in the dpvice
rigagement data, the origin information of the engagement channel or the data transmission chann|el for
the mDL reader to confirm it. The origin 1s determined by the mDL Independently from the information
transmitted in the reader engagement structure. The transaction is cancelled by the mDL reader when

the origin is different from the expected value.

Revocation of an mDL is out of scope for this document. However, the MSO includes update information and
validity time frames which enable the mDL reader to check the freshness of the data. The 1A shall define
appropriate periods of validity that balance freshness with offline capability, considering that a shorter
validity period mitigates certain security risks.

© ISO/IEC 2024 - All rights reserved
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6.4.4.2 Security mechanisms support requirements

Table 2 describes the security mechanisms that can be implemented by an mDL or an mDL reader. Issuer
data authentication, and mdoc authentication shall be implemented by the mDL and mDL reader. Session
encryption shall be implemented if the device retrieval to a website mechanism, specified in A.6 is used.
mdoc reader authentication is optional for the mDL and mDL reader.

mdoc authentication, mdoc reader authentication and session encryption shall use the session transcript as
defined in A.8

A.5 contains further requirements on the use of mdoc mac authentication.

NOTHE
mech|

The
[ACA
certi

All cd

An n

1 ISO/IEC 18013-5 describes the use of the X.509 certificates when using mdoc reader authentication.
anisms for providing the mDL reader public key and trust information can also be used.

ertificate and CRL profile requirements in ISO/IEC 18013-5 shall be applied for the following pro
root certificate, IACA link certificate, document signer certificate, mdoc reader~authentic
ficate, Online Certificate Status Protocol (OCSP) signer certificate, CRL profile.

prtificates issued by an IACA or another CA shall be validated according to ISOZHEC 18013-5.

Dther

files:
htion

nDL reader needs access to the issuing authority’s certificate authority) (IACA) root certificate to

verify issuer data authentication. An optional method to get access to these certificates is describgd in
ISO/IEC 18013-5 using a verified issuer certificate authority list (VICAL) provider.
See the privacy and security recommendations in ISO/IEC 18013-5%for additional information on prjvacy
and decurity.
Table 2 — Security mechanisms
Security mechanisms Support Reference
Session encryption Conditional (see 6.4.3) A6
Issuer data authentication Mandatory ISO/IEC 18013-5
mdoc authentication Mandatory ISO/IEC 18013-5
ndoc reader authentication Optional ISO/IEC 18013-5
6.4.4.3 Additional verification requirements
If thg Originlnfo as defined in As3.contains the domain origin type as defined in A.3.2, the mDL reader|shall
verify whether it matches the.domain of where the mDL was requested.

The
"deta

The 1
can (

behaviour of the mDL reader when it receives an empty string as value for the key "domain" i
ils" field of the domiain origin Originlnfo type is out of scope of this document.

mDL reader shall also verify any other elements in the Originlnfo that it understands and for w
btain the info to verify it. If the verification fails, the mDL reader shall terminate the transactio

invalidate any.received data.

6.5

Protocol considerations

h the

ich it
and

6.5.1 General

This clause reflects security and privacy considerations that implementers of flows and methods described
in this document can consider.

© ISO/IEC 2024 - All rights reserved
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6.5.2 Discovery and invocation of mdoc using a custom URI scheme

mdoc and mdoc-openID4VP URI schemes present limitations when used to invoke the wallet. Examples of
limitations include (but are not limited to):

EXAMPLE1  When using the custom URI scheme on i0S, the developer documentation notes that "If multiple apps
register the same scheme, the app the system targets is undefined. There’s no mechanism to change the app or to
change the order apps appear in a Share sheet" (see Reference [19]).

EXAMPLE 2  Discussions are circulating around the possible deprecation of support for certain URI schemes that
can cause implementations to break (see Reference [19]).

EXANIPLE 3  The user receives no assistance in selecting the appropriate wallet since the custom URI schemé¢ only
provides selection based on protocol. This can lead to the user making an incorrect wallet selection.

EXANIPLE4  Custom URI schemes require apps to ensure protection from malformed input data. Futrther solytions
that gssist in executing this protection (see 6.5.3) can be helpful.

EXANIPLE5  Custom URI schemes inhibit the capabilities of the browser to protect the user.
6.5.3 Possible attack

6.5.3.1 Attack description

A possible attack is when a victim authenticates for a session at the relying party that is under the attadker’s
control, or more specifically, when an attacker interacts with a relying party to generate a link to|then
forwprd that link to a victim to have the victim complete the progcess-on behalf of the attacker.

6.5.3.2 Device retrieval to a website

For device retrieval to a website, the solution is for the user agent to provide the domain origin tp the
mdo¢ application. Certain browsers have settings tliat’can prevent the domain origin information [from
being provided by the user agent. In addition, some browsers do not support providing the domain drigin
inforjmation via schemes. In situations like this, @ the presentment is performed, engagement informption
can he forwarded by an attacker and the mDL helder is vulnerable to the above attack.

6.5.3.3 OID4VP

For QID4VP, a solution is for the mdoc reader to maintain the binding between the user session and the rjonce
authgrization request parameter.\While a reader is required to implement a mechanism to maintaih the
binding, this document does not/define one. In addition, absent a list of trusted readers (that are confifmed
to maintain the binding, and‘that can be used by the mdoc to make/inform decisions about the transacfion),
the mhdoc does not havea'way to check if the binding is maintained. If the binding is not maintained anyd the
pres¢ntment is perforined, engagement information can be forwarded by an attacker and the mDL hplder
is vullnerable to theé above attack. There are ongoing discussions in the OpenID Foundation to proppse a
solutfion (see Reférence [20]).

close
tium

(W30). Work is also ongoing in the OpenID Foundatlon on this sub]ect (see Reference [3]).

7 mDL data model

The mDL data model descriptions and requirements in ISO/IEC 18013-5 shall apply in this document with
the following exception: an mDL may require mdoc reader authentication as a precondition for the release of
any of the mandatory data elements.

NOTE1  This differs from the requirement from ISO/IEC 18013-5

© ISO/IEC 2024 - All rights reserved
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NOTE 2 In order for an mDL and mDL reader to use mdoc reader authentication, a trust relationship between the
parties involved must exist.

© ISO/IEC 2024 - All rights reserved
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Annex A
(normative)

Mechanisms for device retrieval to a website

D o | 'y
NCTAUCI] t:usasculcul,

reader engagement structure contains the information to perform the engagement flow as(defin

PrEngagement =

: tstr, ; Version
| : Security,

2: DeviceRetrievalMethods,
int => any

Fity = [
i nt, ; Cipher suite identifier
FReaderKeyBytes

FeRetrievalMethods = [
| DeviceRetrievalMethod

FeRetrievalMethod = [

int, ; Type

int, ; Version

etrievalOptions ; Specific option(sh~to the type of retrieval method
| evalOptions = RestApiOptions / anw

reader engagement structure contains the key-value pairs described below. Additional positive
pairs within the engagemerntstructure are RFU. An application-specific extension shall use a neg
er for the key. An mdoc of imidoc reader shall ignore any key-value pairs with a negative key valug
ot able to interpret.

ersion: the versionof the reader engagement structure, in the current version of this docume
ralue shall be “1.4%

ecurity: an array that contains two mandatory elements. The first element is the cipher suite iden
lefined in }SO/IEC 18013-5. The second element is EReaderKeyBytes, defined in ISO/IEC 18013-5.

eviceRetrievalMethods: an array that shall contain one or more DeviceRetrievalMethd
eficeRetrievalMethod array holds three mandatory values (Type, Version, RetrievalOpti

ked in

key-
ative
that

Nt its

ifier,

d A

1

ons).

MRS | s 1 ¥ 4+l 1 £ £l | 3 a3 1+ Lot £l o £ AL
IITS UUCTUILITIIU Ulll)’ D}JCLIIICD LIIT vVdlIuts ITULI UIIT UTVILT 1TLHNIT VAl U a VWUTDUDOSILU 1TICTLIIUU 11T UILIL 71.U.

Vhen

using this method, the value for Type shall be 4, the value for version shall be 1, and the value for
RetrievalOptions Shall be Restapioptions as defined in A.6.

A.2

DeviceEngagement

The device engagement structure contains the information the mdoc reader needs to perform the
engagement flow as defined in 6.4.3.2. The device engagement structure shall be CBOR encoded and

form

atted as follows:

© ISO/IEC 2024 - All rights reserved
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DeviceEngagement =

{

* 0 U1 = O

}

: tstr, ; Version
: Security,

: OriginInfos,

6: Capabilities,

int => any

Capabilities = {
? 0: MacKeysSupport,
? 1: MacKeysCurves,
* int => anvy

MacK
MacK
crv

The
valué
integ
itis

0)
\

1y

5) ¢
q

6)
¢

The 1

supp,
indid

The )
mdo

the L
by ad

A3

A.3.]

bysSupport = bool

bysCurves = [*crv]
- int
levice engagement structure contains the key-value pairs described below. Additional positive

pairs within the engagement structure are RFU. An application-specific extension shall use a neg
er for the key. An mdoc or mdoc reader shall ignore any key-value pairs with.\a negative key valug
ot able to interpret.

ersion: the version of the device engagement structure, in the current version of this docume
alue shall be “1.1”.

ecurity: This structure is defined in ISO/IEC 18013-5. A.7 deséribes how this structure is used.

riginInfos: The originInfos structure provides information about the interface used to receiv
leliver the engagement structure, it is defined in A.3. o2 ginInfos shall be present.

apabilities: Contains a map of capabilities the mdoc supports. Currently two optional element
lefined: MackeysSupport and MacKeysCurves. The'contents of these two values are defined below.

lacKeysSupport element in the capabilitie&structure can be used by the mdoc to indicate whet
prts the Mackeys element in the mdoc request, as defined in A.5. When the value is set to True, the
ates support for the Mackeys element.

key-
ative
that

Nt its

e and

S are

her it
mdoc

lacKeysCurves element in the capabilities structure may be used by the mdoc to indicate which cyirves
it supports for mdoc mac authenticatien. If present it shall contain all the curves that are supported

application for mdoc mac atithentication. The value of MackeysCurves is an array of cry, as defi

the
din

ANA COSE Elliptic Curves fegistry. For privacy reasons, the contents of this field shall not be deternpined

tual presence of any maobile documents.

Origin info

| General

The mdocreader shall use the origin info to detect if engagement information from a different mdoc rea

forw]|

hrded'by a malicious mdoc reader. This is done by indicating to the mdoc reader through what ch

ler is
hinnel

the npdoc received the engagement information.

The origin information structure that contains this information is origininfos. It shall be CBOR encoded
and formatted as follows:

OriginInfos = [
* OriginInfo

]

OriginInfo = {

"cat" : Category, ; Category
"type" : Type, i Type
"details" : Details ; Details

© ISO/IEC 2024 - All rights reserved
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}

Category = uint
Type = uint
Details = {

+ tstr: any
}

The origininfos is an array that consists of one or more originInfo structures. The value for category

shall

be 1, any other value is RFU. The value of petails depends on the value of Type. This document defines the

types “Domain origin” with type = 1, and “Other” with type = 0. Any other values for the type are RFU.

NOT One of the reserved values can in the future be used for purposes of providing information aboutQu4
Websdjite Authentication Certificate (QWAC) as defined in ETSI TS 119 495.

A.3.2 Domain origin
This [type indicates the origin of the channel used to retrieve the engagement informatiopn:

For type 1, the “Details"” map structure shall contain one field with “domain” as the identifier and the we
domain as the value.

The palue of the “domain” element may be an empty string. This signifi€s’that the mdoc receive
engapement information through a channel that has a domain, but the mdog¢'did not receive the value, g
not receive it from a source trusted by the mdoc.

In order for the domain origin field to mitigate phishing attacksythe value must be received from a Sﬁrce

trustled by the mdoc. This document does not define what sour¢e'the mdoc must receive the website do
from| but one of the options is to retrieve it from the referrer URL of the page from which the mdog
requested.

The yalue shall not be determined using data from the-RéaderEngagement structure.

EXANIPLE

Referrer URL = “https://gov.example.com/present/Session1?hi=2"

Contgnts of Details = {

“domain“ = “gov.example.com”

}
A.3.3 Other

This|type can be used-te-provide additional information about the channel via which the mdoc receive
engapement information.

The yalue for thigtype shall be 0.

The yalue.ofithe elements of betails is out of scope of this document.

lified

bsite

| the
r did

ain
was

d the

A.4 mdoc scheme
To invoke the mdoc App through the mdoc scheme (mdoc://), the mdoc reader shall use:

— URIstarts with “mdoc://”

— Followed by the readerEngagement data encoded base64 url-without-padding according to RFC 4648.

Note The URI scheme “mdoc://” has been reserved by ISO/IEC 18013-5 with Internet Assigned Numbers

Authority (IANA).
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MacKeys support

When performing mdoc authentication using a MAC as specified in ISO/IEC 18013-5, the ephemeral reader
key and static device key are used to calculate the MAC. Since the static device key typically cannot be
changed, this requires the ephemeral reader key to use the same curve as the static device key. In the flow
specified in ISO/IEC 18013-5, this is solved by letting the mdoc generate the ephemeral device key for session
encryption to be of the same curve as its static device key. The mdoc reader will then always generate an
ephemeral reader key that uses the same curve.

However, in the flow specified in 6.4.3.2, the mdoc reader decides on the curve to use for the ephemeral

read

rlkeyv withaout having knaowledae vet abhout the static device kev of the mdaoc - -Tao mifigafn this i

sue,

this
in IS
curv
know
auth

? “m
MacK

This

Devi

If pré
not ¢
the n
prov

[tis 1
elem
can \

If an
mdo

A.6

A.6.

To bg
Whe

Rest

Rest

J o o J J
Hocument defines an additional optional element, Mackeys, to the DeviceRequest structure as. de
D/IEC 18013-5. This provides the capability for the mdoc reader to send multiple keys with diff]
bs which can be used for mdoc mac authentication. This mitigates the issue of the mdoc [reade

ing which key to send, or when the mdoc contains documents with different curves for mdoc
entication. The Mackeys element has the following definition:
hcKeys” : MacKeys
bys = [+ COSE Key]
results in the following definition of DeviceRequest:
feRequest = {
'version" : tstr, ; Version of DeviceRequest 'structure
'docRequests" : [+ DocRequest] ; Requested documents
"macKeys" : MacKeys
sent, the Mackeys element shall contain one or more ephémeral reader keys. The Mackeys element

pntain more than one key for each curve. The mdoc reader shall not include the Mackeys element u
hdoc indicated support for it in the DeviceEngagement structure as defined in A.2. When macKkey
ded in the request structure, the version element.shall have value “1.1”.

ecommended for the mdoc reader to include€’all the curves supported by this document in the vMa
ent. However, if the mdoc uses the Mackeyscurves to indicate which keys it supports, the mdoc r¢
se this information to limit the amount.of different curves it should send.

mdoc reader provides the Mackeys.€lement in the request structure, and the mdoc chooses to per
MAC authentication, the mdoc shall choose the applicable reader key from this element.

Device retrieval to a website

| Engagement

able to set up‘the connection, the mdoc must know the URI at which the mdoc reader can be rea
h engagement is performed using the reader engagement structure, this information is includ
h\piOptidng element in the reader engagement structure, which is formatted as follows:

hpi@ptions = {
v.tstr,; URI of the website

}

fined
brent
r not

mac

shall
nless
5 are

Keys
ader

form

rhed.
bd in

The string shall contain the URI of the website in which to connect. The mdoc reader shall ensure that the
URI contains the path that the mdoc reader uses to determine to which session the URI belongs.

A.6.2 Transport protocol

The mdoc shall use HTTP/1.1 POST according to RFC 9112 commands for sending peviceEngagementMessage

or se

ssionData and receiving sessionEstablishment Or SessionData as follows:

HTTP POST messages shall have the following structure:
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POST [path of URI] HTTP/1.1
Host: [host of URI]
Content-Length: [content length]
Content-Type: application/cbor

[

DeviceEngagementMessage or SessionData message]

HTTP successful response message shall have the following structure:

HTTP/1.1 200 OK
Content-length: [content length]

Cont ’v\-*—_-*— p - pp'l 3 o nlolbox

[SespionEstablishment or SessionData message]
The ¢ontent-type shall be application/cbor. Other header fields may be included.

The | sessionEstablishment and sessionData messages are defined in ISO/IEC 180
DevifeEngagementMessage iS defined in A.7.

13-5,

HTTP error responses are specified in RFC 9110:2022, section 15. Communicationbetween the mdoc anfd the

mdo¢ reader shall use Transport Layer Security with server authentication as specified in ISO/IEC 180

When Device Retrieval to a website is used as a transport mechanism, the {Demain origin” element sh
presént in the Originlnfo structure.
A.7 | Session encryption

Wheh performing the remote engagement flow, and if session’ encryption is used, session encryption
be impplemented in accordance with ISO/IEC 18013-5 with the following changes:

The following step shall be added:

0) Reader engagement. The mdoc reader generates a new ephemeral key pair (EReaderKey

ReaderKey.Pub), and populates the secuvity element in the rReaderEngagement structure witl
dipher suite identifier, the identifier of theyelliptic curve to be used for key agreement and the epher
ndoc reader public key.

Step [l and 2 shall be changed to:

1) Device engagement. The mdec generates a new ephemeral key pair (EDeviceKey.Priv, EDeviceKey.
To do so, the mdoc should use the curve of the ephemeral reader public key it received, if it sup
hat curve. The mdoc shall'populate the security element in the peviceEngagement with the cipher

identifier, the identifier’of the elliptic curve to be used for key agreement and the ephemeral pub K
fhe curves used bynthe mdoc and mdoc reader ephemeral keys are the same, the mdoc shall deriv
dession keys asdefined in ISO/IEC 18013-5. The mdoc shall send the device engagement structure
doc readerdind DeviceEngagementMessage adS specified below.

2) $ession establishment. The mdocreader shall derive the session keys as defined in ISO/IEC 18013-5.
he cipher suite, the elliptic curve and the ephemeral device public key received in the deviceEngagd
qtracture. Ifthls curve is the same as the curve of the mdoc reader ephemeral key palr the mdoc I

| 3-5.
1l be

shall

Priv,
1 the
heral

Pub).
borts
suite
ey. If
e the
o the

1sing
ment
ader

ion. If

not the mdoc reader shall generate anew ephemeral key palr (EReaderKey Priv, EReaderKey Pub) using

the elliptic curve identified by the mdoc and shall use that private key.

The mdoc reader shall encrypt the mdoc request with the appropriate session key. If the mdoc reader
derived a new ephemeral reader key pair in this step, it shall send the encrypted mdoc request to the
mdoc in a SessionEstablishment message, together with EReaderKey.Pub. If the mdoc reader used the
ephemeral reader key pair from step 0 instead, it shall send the encrypted mdoc requestina sessionbata

message, leaving out the “status” pair.
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If the mdoc did not yet derive the session keys in step 1, it shall do so now, using the mdoc reader
ephemeral public key in the SessionEstablishment message. If the mdoc derived session keys in step 1
and it received a new ephemeral reader key in step 2, the mdoc shall terminate the session. The mdoc
shall decrypt the mdoc request. The session shall continue as described in ISO/IEC 18013-5.

The Device Engagement message in step 1 shall be CBOR encoded and formatted as follows:

DeviceEngagementMessage = {

“deviceEngagementBytes”: DeviceEngagementBytes ;

}

DeviceEngagementBytes = #6.24 (bstr .cbor DeviceEngagement); see Annex A.2

A.8
The §

Session transcript

essionTranscript as defined in ISO/IEC 18013-5 shall be used with the following changes;

The handover element is defined as:

Hand
Enga

Read
Read
Whe
Enga

Whe
contg

Whe
Whe

ver = EngagementToApp / any
ementToApp = ReaderEngagementBytesHash

brEngagementBytesHash = bstr

brEngagementBytes = #6.24 (bstr .cbor ReaderEngagement)

"e ReaderEngagementBytesHash iS the SHA-256 hash of ReaderEngadgenentBytes.
ementToApp shall be used when the remote engagement flow iscused.

h an mdoc and mdoc reader uses an out-of-band mechanism to set up the device retrieval phase
nts of the Handover element is out of scope of this document.

h DeviceEngagement is not applicable to the transfer mechanism used, the value shall be null.

h EReaderKey is not applicable to the transfer mechanism used, the value shall be null.

p, the
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Annex B
(normative)

Use of OID4VP to retrieve an mdoc

B.1

B.1.]

This
Refel
is an
featy

Pres
Modg

NOTH

inclugled in this document. This issue is not specific to OID4VP only.

NOTH
towa
Clien

B.1.:

RA 1o - pa | -
MITUIHAIIISIIT UTOLTIPUIUII

| General

document supports presentation of mdoc using OID4VP, an extension to OAuth 2:0-as defin
ence [8]. It enables the mdoc holder to present an mdoc directly to the mdoc readér."This docu
mdoc-specific profile of OID4VP defined in OID4VP, Draft 18. It clarifies mandatory-to-imple
res for the options mentioned in OID4VP for the implementers who wish to present an mdoc resp
bntation of the mdoc shall use the same-device flow as defined in OID4VP, Section 3 with the Resp
b defined in OID4VP, Section 6.2.

1 Cross-device flows are prone to engagement relay attacks which is-the‘reason cross-device flow

2 When implementing all requirements in Annex B, the mdoc app-acts as an OAuth 2.0 Authorization §
"ds the remote mdoc reader which acts as an OAuth 2.0 Client. OID4VP uses the terms Verifier for OAut
and Wallet for OAuth 2.0 Authorization Server.

P Sequence diagram

bd in
ment
ment
bnse.
onse

S not

erver
h 2.0

mdoc App mdoc reader mdoc reader
User Agent OAuth 2.0 Authorization Server OAuth 2.0 Client OAuth 2.0 Client
Internet Browser 0ID4VP Wallet OID4VP Verifier OID4VP Verifier
ser mobile App mobile App web application frontend web application backend
L

Engagement phase

1 User interaction

2 [TLS] Request verifier web page

Y

3 [TLS] Prepare Authorization Request

_withRequestURL __ ___ ____
[TLS] Load web.page with

4 embeddedAuthorization Reguest,
e.g, as adeeplink with Request URI

5 User interaction
Inveke mdoc app with
Authorization Request
With Request URI,

e.g, via deep linking
using mdoc-openid4vp
URL scheme

Figure B.1 — Engagement phase sequence diagram

Figure B.1 and Figure B.2 show the informative sequence diagram of the engagement phase and device

retrieval phase. During the engagement phase, the mdoc app receives the Authorization Request including

the r

equest_uri which is used by the mdoc app to connect to the mdoc reader.

In steps 1 to 6, 0ID4VP does not define when the Request URI is generated and how the Authorization Request
including the Request URI is presented on the web page. In step 4, a session was established between the
user agent and the mdoc reader. In step 6, the user agent invokes the mdoc app, for example, using the mdoc-
openid4vp URL scheme and provides the Request URI as a URL query string parameter to the mdoc app.
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mdoc App
DAuth 2.0 Authorization Serve
OID4VP Wallet

mdoc reader
OAuth 2.0 Client
OID4VP Verifier

(web application frontend|

mdoc reader
OAuth 2.0 Client
OID4VP Verifier
web application backend|

mobile App
L

device retrieval phase /

7I;r0m Request
via HTTP GET

TLS] Get Auth[})]{ilzation Requpst Object

[TLS] Authorization Request

Object JWT)

g Prepare and sign .
Authorization Request Object

91ncl. Authorization Request parameters
, €.g, Response URI, Verifier Metadata
le — S&-8» RESPONSE UL verllerfetadata
1 n‘ﬂiﬂf?finwdz;a
Authorization Request Objeqt
Ask user to authenticate
11and consent to data elements
to share|with verifier
lleuthentic hte
and consent
______________________ >
Prepare VP Token
13¢ontaining
DeviceResponse,
incl. mdoc authentication
P d Process Authorization
repare and encrypt R :
14Autﬁ0rizatipn Reg?q)qnse Object esponse
as a JWT using Verifier Metalata - Lookup decryption key anfi
o . decrypt Authorization
15[TLS] Send Authorization Response Object to Response UR} Response Object
- Identify Authorization
Request, e.g., based on statg
parameter
- Parse and validate VP Tokpn
- Compute Session Transcript
160 verify mdoc authenticatipn
- Perform remaining
mdocchecks, e.g., issuer
authentication
- Prepare Redirect URI
with parameters,
e.g., Response Code
—
17/[TLS] HTTP 200 OK
le _'Incl.Redirect ORI __ | _________________
Call browser to
18open Redirect URI with parapters,
e.g., Response Code
19[TLS] Open Redirect URI with patameters, e.g.,, Response Code
0[TLS] Confirm session with paramgters
&8, Response Cod ‘LfEO@_RSdir?)T URI
| 21[TLS] Display status'and conditionally returned data _ _ _ _
T T
Figure B.2 — Device retrieval phase sequence diagram
During the dévice retrieval phase:
— In step’ 7, the mdoc app fetches the Authorization Request Object from the Request URI received

— In step 8, the mdoc reader receives the fetch request and then prepares and signs the Authorization

Request Object associated with the Request URI (see B.4.2)

— Instep 9, the mdoc reader returns the Authorization Request Object to the mdoc app over TLS.

— Instep 10, the mdoc app verifies the JWT signature and validates the Authorization Request Object which
includes determining whether the mdoc reader is trustworthy according to OID4VP, Section 5 and in RFC

9101:2021, Section 6.2.
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In step 11, the mdoc app asks the user to authenticate and to consent to sharing the requested data
elements with the mdoc reader.

NOTE1 This step can be implemented in different ways.
In step 12, the user authenticates and gives consent.

In step 13, the mdoc app performs mdoc authentication, generates the beviceResponse and prepares the
VP Token.

ep 14,the mdoc app prepares the Authorization Response parameters and encrypts the Authorization
. A = - : . e P ’ e o33 o (See

e URI

[n step 16, the mdoc reader processes the Authorization Response Object.

+ First, the mdoc reader decrypts the JSON Web Encryption (JWE).

+ Then, the mdoc reader identifies the associated Authorization Request. This can be dore by
using a potential state Authorization Request parameter. Then, the/mdoc reader verifies thdt the
Authorization Response corresponds to the Authorization Request,\This involves the verification of
the provided nonce in the Authorization Response Object.

+ Then, the mdoc reader parses and validates the VP Tokén containing the peviceresponse.|This
includes validation of contained document types and data elements.

+ Then, the mdoc reader computes the sessionTransécipt to verify mdoc authentication.
+ Then, the mdoc reader performs other remaining checks such as issuer authentication.

+ Finally, the mdoc reader prepares a Redirect URI including parameters required to verify the session
binding. This can be a Response Code assogiated with the session (see in OID4VP, Draft 18, section 11.2).

step 17, the mdoc reader returns the:Redirect URI including parameters to the mdoc app over TLS.
step 18, the mdoc app directs thé.user agent to open the Redirect URI including potential paramgters.

step 19, the user agent requests the Redirect URI including potential parameters from the mdoc r¢ader
ver TLS. In this step, the useragent uses the existing session with the mdoc reader.

step 20, the mdoc reader receives the Redirect URI including potential parameters and confirnys the
equest is associated 'with the existing session between the user agent and the mdoc reader. This ¢ould
include the verification of additional parameters such as a Response Code. The mdoc reader looks up
he status and¢uotential data of the Authorization Response associated with the current Authorizption
equest (i.e. fransaction) and session.

step 21ythe mdoc reader returns the status and potential data to the user agent which then displays
he data‘to the user.

NOTH 2/ The AuthorizationRequest in the OID4VP protocol is sent directly from the request endpoint of the jmdoc
reader to the mdoc app without any intermediary applications. Since this message requires TLS for transport layer
encryption, the DeviceRequest does not use application layer encryption. The exposure of DeviceRequest is limited to

the connection between the TLS termination endpoint and the mDL Reader application.

B.2 Wallet invocation
The mdoc reader has the choice of the following mechanisms to invoke a mdoc app acting as a Wallet:

— custom URL scheme as an authorization endpoint (€.g. mdoc-openiddvp:// as defined in B.3.2.3.2);
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— other mechanisms not described in this document.

B.3

Metadata exchange

B.3.1 General

OID4VP utilizes Wallet and Verifier Metadata, defined in OID4VP:2023, Section 8 and 9, to inform both
the mdoc app and the mdoc reader about each other’s capabilities for the data exchange. This information

includes details such as supported signature and encryption algorithms, and more.
The $ubsequent sections outline specific requirements and default values for Wallet and Verifier Metadata,
particularly when the mdoc reader lacks prior knowledge of the invoked mdoc app.
NOTHE1 The mdoc reader uses the Wallet Metadata, while the mdoc app relies on the Verifier Metadata at different
stages in the OID4VP flow.
NOTH 2  Since the OID4VP specification references the OAuth2 specification, all requiréments in the Oauth2
specification with regards to HTTP connection settings and parameters apply to this profile asswell.
B.3.2 Wallet Metadata
B.3.2.1 General
Befofe generating and sending an Authorization Request to the mdoc app, an mdoc reader requiref the
Wallgt Metadata.
B.3.1.2 Wallet Metadata parameters
An mdoc app and mdoc reader shall support the following Wallet Metadata parameters as defingd in
Tablg B.1.
Table B.1 — Wallet Metadata parameters
Parameter name ) \O Value defined in this profile Reference
issyer The value forissuer is the Wallet issuer identifier. [15]
autHorization_endpoint The valuefor authorization endpoint is the OAuth 2 Authori- [15]
zation Endpoint where the mdoc reader sends the Authorization
Réquest.
resgonse_types_supported (| The value for response types supported shall contain the vp [15]
token Response Type as defined in OID4VP, Section 5.4.
vp_flormats_supported The value for vp_formats supported shall contain the mso_mdoc | OID4VP, Qraft
Credential Format Identifier. 18, Section 8.1
clignt_id_schem@sv The value for client id schemes supported shall contain the OID4VP, Draft
supgorted %509 san_dns Client Identifier scheme. For example, [ "x509 18, Section 8.1
san_dns" ].
reqyest, @bJect_signing  |The value for request object signing alg values supported RFC 9101
alg |valbes supported shall contain all signature algorithms from Table B.8
autherizats T—eReE P = Thevatoefor autihors dLion_en(,J: pu'_on_cu.g_ TIOES [5]
alg_values_supported supported shall contain ECDH-ES and support all curves defined
in Table B.8 unless the mdoc reader knows the set of curves that
the mdoc that it interacts with supports.
authorization_encryption_|The value for authorization encryption enc values [5]
enc_values_supported supported shall at least contain 2256GCM. For example, [
"A256GCM" .
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B.3.2.3 Obtaining Wallet Metadata

B.3.2.3.1 General

An mdoc reader utilizing this specification has multiple options to obtain the Wallet Metadata of an mdoc
app, as defined in OID4VP:2023, Section 8.2:

— The mdoc reader has a static and pre-configured set of Wallet Metadata parameters of the mdoc app (see
B.3.2.3.2).

.3.2 Static set of Wallet Metadata

mple,

The mdoc app shall support the following static set of Wallet Metadata parameters bound to the mdoc-

OID4VP scheme (mdoc-openiddvp://):

"r¢sponse types supported": [
'vp token"

"vp formats supported": {
'mso mdoc": {}

"client id schemes supported": [

NOTH

NOTH
that {

definpd in ISO/IEC 18013-5.

NOTH

Metaflata dynamically, itisiexpected that the mdoc reader uses the static set of Wallet Metadata as defined abovg¢.

B.3.2

igsuer": "https://self-issued.me/v2",

thorization endpoint": "mdoc-openiddvp://",

'x509 san _dns"

thorization encryption alg values supported": [
'ECDH-ES"

thorization encryption enc values supported": [
'A256GCM"

1 https://self-issued.me/v2abéve isasymbolic string.

2 In the static set of Wallet Metadata above, mso_mdoc does not contain any JSON members which ind
he mdoc app can support any-of the supported cryptographic algorithms for issuer and mdoc authentig

3 Ifthe mdocreadér has no prior knowledge of the mdoc app or if the mdoc reader cannot discover the

.3.3 mdoc:openid4vp URL scheme

cates
ation

Vallet

h

This|documenttegisters the mdoc-openid4vp URI scheme defined in the IANA Uniform Resource Idenfifier

(URI

— [RDscheme name: mdoc-openid4vp

Schenies registry, defined in Reference [13]:2023, Section B.3.2.3.1.

— Status: permanent

— Applications/protocols that use this scheme name: the mdoc-openid4vp URI scheme is intended to be
used by mobile document reader applications.

— Change controller: ISO/IECJTC1/SC17

— Reference: ISO/IEC TS 18013-7 (this document)
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B.3.3 Verifier Metadata

B.3.3.1 General

An mdoc needs the Verifier Metadata when generating and sending an Authorization Response to the
mdoc reader.

An mdoc shall support receiving Verifier Metadata using the client metadata Authorization Request
parameter, as defined in OID4VP:2023, Section 5.

Boththe-mdeoc app and mdocreadershall use the Verifier Metadata paramﬂfﬂrc from- Tahle B 2

Table B.2 — Verifier Metadata parameters

n.: Referefce
jwkg The value for jwks contains the public key(s) of tlie [12]
mdoc reader. Each curve defined in Table B:8'shall
be included unless the mdoc reader is aware of the

set of keys supported by the mdoc it intefacts with.

The public keys are encoded as a JSON Web Key Set
(JWKS) as defined in Reference{16Y.

The jwks shall contain the keysused for mdoc mac
authentication as defined in\ISO/IEC 18013-5. The
keys used for this purpose-shall set the “use” JWK

» o« »

paremeters to “enc” (see RFC 7515) and “kty”, “crv

to the corresponding values of “kty”, “crv” for each
curve defined inTable B.8 unless the mdoc reader
is aware of the'set of keys supported by the mdoc

it interacts with.

Parameter name Value defined in this profile

authorization_encrypted response_alg The valuefor authorization encrypted response [5]
alg is‘used for the value in the a1g JWT (JWE)
header parameter in the encrypted Authorization
Response.

autHorization_encrypted response_enc The value for authorization encrypted response [5]
enc is used for the value in the enc JWT (JWE)
header parameter in the encrypted Authorization
Response.

vp_flormats The value for vp_formats shallinclude a JSON object|0ID4VP:2023,
with the key mso_mdoc. Section{9.1

Additional mechanisms to obtdin the Verifier Metadata and Verifier Metadata parameters may be supp¢rted
but Ie out-of-scope of this specification.

The mdoc reader isnofrequired to pre-register with the mdoc app.

B.4 | Data Exchange

B.4.1 Data Model

The data model shall be used as specified in Clause 7.
B.4.2 Authorization request

B.4.2.1 General

The mdoc reader shall generate and deliver the Authorization Request as defined in OID4VP:2023, Section 5
to the mdoc and applies the additional rules of the OID4VP mdoc-specific profile defined in this document.
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B.4.2.2 Engagement phase

The mdoc app shall support receiving the OID4VP Authorization Request at the authorization endpoint
specified by the Wallet Metadata. The Authorization Request shall pass an Authorization Request Object by
reference using the request uri parameter as defined in RFC 9101.

The value for request uri contains the HTTPS-based URL where the mdoc retrieves the Authorization
Request Object that contains the Authorization Request parameters (see RFC 9101).

The following is a non-normative example of an Authorization Request using the mdoc-openid4vp scheme:

mdoc
?cl
&re

The
enco

included in the Authorization Request Object as defined in RFC 9101.
B.4.21.3 Device retrieval phase

B.4.2.3.1 General

The Indoc app uses the request uri Authorization Request parameterto-retrieve the signed Authoriz
Request Object as defined in RFC 9101:2023, Section 5.2.3.

The following is a non-normative example of a HTTPS request to fetch the signed Authorization Reques

GE
Ho

The following is a non-normative example of the HTTPS&esponse:

HT
Da
Se
Co
Co

Lapt-Modified: Wed, 19 Aug 2020 28952:32 GMT
ey4NW. . .
NOTH The example above does not show the entire HTTP response body to improve readability. The

respqnse body contains the sighed Authorization Request Object encoded as a JWT as defined in B.4.2.3.4.

B.4.21.3.2 Authorization Request parameters

The

Request Object.

The

Reference [8].

NOTE

Requ

FOPENTaZvp:
ent id=example.com
huest uri=https%3A%2F%2Fexample.com%2F567545564

Flient id Authorization Request parameter is included in the Authorization Request 'as a per
Hed (as defined in Reference [6]:2023, Section 2.1) URL query string parameter. The éTient id is

[ /567545564 HTTP/1.1
Et 1 example.com

[P/1.1 200 OK

fe: Thu, 20 Aug 2020 23:52:39 GMT

Fver: Apache/2.4.43 (example.com)
htent-type: application/ocauth-authgz&reg+jwt
htent-Length: 797

mdoc readershall include the Authorization Request parameters from Table B.3 in the Authoriz

Authorization Request Object may contain the state Authorization Request parameter as defin

cent-
also

htion

[

HTTP

htion

ed in

est parameters.
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Table B.3 — Authorization Request parameters (passed in Request Object)

Parameter Name

Value defined in this profile

Reference

response type

The value for response_type is a Response Type value
thatis included in the Wallet Metadata parameter
response types supported. For example, vp_ token.

8]

presentation definition

The value for presentation definition isthe Pres-
entation Definition object that specifies the mdoc data
being requested.

B.4.2.3.3 defines the content of the Presentation Defini-

Fat & n WA S4 Y

0ID4VP:2023,
Section 5.1

s h . dolas. 1 l £l £
LIUII UUJCLL TUT U115 llluUL'DPCLlllb pl UITIT UTI'VIDUTV I,

clignt metadata

The value for client metadata is the Verifier Metadata
parameter of the mdoc reader as defined in this docu-
ment.

OID4VP: 2023,
Section |

nonge

The value for nonce is a cryptographic nonce value and
shall follow the requirements in B.5.3.

OID4VP:20123,
Section ]

clignt id

The value for client idisthe Client Identifier of the
mdoc reader that corresponds to the Client Identifier
scheme.

(8]

clignt id scheme

The value for client id scheme is a Clientddentifi-

0ID4VP:20P23,

er Scheme that is included in client id gehémes Section |
supported Wallet Metadata parameterye.g:, x509 san_
dns.

resgonse_mode The value for response mode shalkbe direct post.jwt [8]

as defined in OID4VP, clause 6.3 1.

resgonse uri

The value for response uzfisthe HTTPS URL that
represents the HTTPS POST endpoint for submitting the
encrypted AuthorizationyResponse required by the Re-
sponse Mode directypost. jwt.

OID4VP:2023,
Section 6|2

aud

The value for aud’is-the audience of the Authorization
Request Objectiand is set to the i ssuer Wallet Metadata
parameter.

OID4VP:20123,
Section 5|6

An example of of Authorization Request patameters included in an Authorization Request Object usinjg the
%x509] san_dns Client Identifier scheme isprovided in B.6.2.

B.4.2.3.3 Presentation Definition

A Pr¢sentation Definition object/(as defined in OID4VP:2023, Section 5) used by this OID4VP mdoc-spegcific
profille shall contain the JSON-members from Table B.4.

Table B.4 — Presentation Definition JSON members

Prlesentation Q‘r?n‘cion Value defined in this profile
JSON er
id The value for id is a JSON String that is unique in the Presentation Definition of thp
Authorization Request.
inpyt“descriptors The value for input descriptors isa]SON array of Input Descriptor objects. Thg
Presentation Definition shall have at least one Input Descriptor object.

Each Input Descriptor object in a Presentation Definition object shall contain the JSON members from
Table B.5.
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Table B.5 — Presentation Definition JSON members

Input Descriptor Value defined in this profile
JSON member
id The value for id shall be set to the requested document type. This indicates that all requested
data elements shall be selected from that document type. For example, ISO/IEC 18013-5 defines
org.iso.18013.5.1.mDL as the document type for mDL.
The Input Descriptor id shall be unique per Presentation Definition object. This implies that a
document type can only be used once within the Presentation Definition.
Example:
NigUs e oo 10043 L 1 mpru
format The value for format is a JSON object which shall contain a JSON object with the key ms¢) rigoc.
mso_mdoc shall contain a JSON member alg that contains a list of supported algorithms)for |ssu-
er and mdoc authentication (as defined in ISO/IEC 18013-5) as listed in Table B.8.
congtraints The value for constraints isa]JSON object with the following JSON members; ‘Iimit
disclosure, fields.
limit disclosure whose value shall be set to the JSON String value reqéired.
fields is aJSON array of Field objects where each Field is a JSON object,with the following JSON
members: path, intent to retain.
path is aJSON array where each entry is a JSON String containing arrequested data ele-
ment from the requested document type as follows: $ [ '<namespdce>']['<data element
identifier>'].For example, to request a data element withyan data element identifier family
name from the namespace org.iso0.18013.5.1, the following JSON String is used: $[ 'org.
150.18013.5.1"'] ['family name'].
intent to retain whose value shall be set to true or false.
Example:
"constraints": {
"limit disclosure":"required",
"fields": [{
"path": [
"$['org.iso.18013.5.14¥ 'family name']"
1y
"intent to retain! {brue
H
}
Anmdoc and mdocreader are only required to implement the syntax requirements related to the paramgters
of the Presentation Definition ebject that are specified in this document. An mdoc reader shall not influde
any parameters and values inrthe Presentation Definition object that are not defined in this document.
An example of an Authorization Request is provided in B.6.2.
Wheh data elements,from multiple document types are requested, separate Input Descriptor objectk per
docujment type skall'be present.
B.4.2.3.4 €lient Identifier scheme
The mdoc reader shall select a Client Identifier scheme for the Authorization Request that is supporté¢d by
the Weallet Metadata:

B.4.2.3.5 Authorization Request signing

The mdoc reader shall select a Client Identifier scheme that requires Authorization Request signing.

If the selected Client Identifier scheme requires Authorization Request signing, e.g. x509 san dns, the
mdoc reader shall encode the Authorization Request parameters as a signed Authorization Request Object
encoded as a JWT. The Authorization Request Object shall contain and set the Authorization Request
parameter require signed request object to true. The signed Authorization Request Object shall contain
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an alg JWT (JWS) header parameter that matches one of the supported signature algorithms specified by
the request object signing alg values supported Wallet Metadata parameter.

For the %509 san dns Client Identifier scheme, the Client Identifier shall be a DNS name and match a
dnsName Subject Alternative Name (SAN) according to RFC 5280 entry in the leaf certificate passed with
the Authorization Request Object. The Authorization Request Object shall be signed with the private key
corresponding to the public key in the leaf X.509 certificate of the certificate chain added to the x5¢ JWT
(JWS) header parameter of the signed Authorization Request Object. The Wallet shall validate the signature
and the trust chain of the X.509 certificate. All Verifier metadata other than the public key shall be obtained

from the client metadata parameter. If the Wallet can establish trust in the Client Identifier authenticated
throwshthe cartificata a g bhacaicatha Cliant Idantifiaric containad in o lick oftecrnd Clinns Tdan+ifi rs, it

I I T T CoO Tt O g D et o S et e o Ot T O e T e T e T COTTI o I C O T o 110 T O Tt oo to O ot eI Tor oIty

may allow the client to freely choose the response uri Authorization Request parameter value. If net, the
FQDN of the response uri value shall match the Client Identifier.

NOTHE1  The certificates included in the x5c¢c JWT (JWS) header parameter are base64-encoded (RFC 4648:R006,
Sectipn 4) and not base64url-encoded. Further note that if the certificate chain includes only one,ceptificate, the x5¢
JWT (JWS) header parameter is a JSON array with one entry.

NOTH 2  Since AuthorizationRequest in OID4VP is signed, a trust anchor is needed to enable trust in the signjture.
Self-signed mdoc reader certificates can support trust when they are already present i the mDL via an out-oftband
mantjer (which effectively elevates such a certificate to a trust anchor) e.g. dynamic registration.

B.4.3 Authorization Response

B.4.3.1 General

The fndoc shall generate and deliver the Authorization Responséas defined in OID4VP:2023, Section 6 tjo the
mdo¢ reader and applies the additional rules of the OID4VP mdoc-specific profile defined in this docunjent.

The futhorization Response is sent to the response uri‘endpoint as defined in OID4VP:2023, Section|6.3.1
using the Response Mode direct post.jwt. The AuthotriZation Response is encoded as a JWT (JWE) without
nesting (see B.4.3.3.2). The JWT (JWE) is included,iir'the response parameter as defined in OID4VP:2023,
Sectipn 6.3.1.

The following is a non-normative example of@n Authorization Response sent to the response uri endpjoint:
POPT /post HTTP/1.1
Host: client.example.org

Content-Type: application/x-www-form-urlencoded

Fesponse=eyJra...9%t2LQ

NOTH The example aboye does not show the entire value for the response Authorization Response paramefer to
improve readability.

The [response of th€“tesponse uri endpoint shall include the redirect uri parameter as defing¢d in
OID4VP:2023, Section 6.2.

B.4.3.2 Authorization Response parameters

An Apthorization Response shall include the Authorization Response parameters from Table B.6.

If present, the mdoc shall copy the state Authorization Request parameter from the Authorization Request
Object to the Authorization Response Object (as defined in Reference [8]).

The Authorization Response is delivered encrypted to the mdoc reader encoded as a JWT using JWE compact
serialization (see B.4.3.3.2).
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Table B.6 — Authorization Response parameters

Parameter Name Value defined in this profile Reference
vp_token The value for vp_token shall contain the base64url-en- 0ID4VP:2023,
coded-without-padding DeviceResponse data struc- Section 6.1
ture as defined in ISO/IEC 18013-5.
presentation submission The value for presentation submission shall con- 0ID4VP:2023,
tain the Presentation Submission object as described in Section 6.1
B.4.3.3.

B.4.3

B.4.3

.3.1 General

.3 Presentation Submission

A Prpsentation Submission object (as defined in OID4VP:2023, Section 6.1) used by/this OID4VP mdoc-

spec

fic profile shall contain the JSON members from Table B.7.

Table B.7 — Presentation Submission JSON members

Prespntation Submission

Value defined in this @\\ﬂ:a

JSON member K
id The value for id is a String with a value that is uttique in the Authorization Response.
defifnition_id The value for definition id corresponds to'the id value of the Presentation Definitjon

object in the Authorization Request.

desd

riptor map

The value for descriptor map shall be.aJSON array of Descriptor Map objects with o

or more entries where each entry cérresponds to an Input Descriptor object in the Au}

thorization Request.
Each Descriptor Map is a JSON‘abject with the following JSON members: id, format, p

The value for each id corresponds to the id value of the Input Descriptor object the D
scriptor Map object corresponds to.

The value for format shall be the static JSON String value mso_mdoc.

The value for pathghall be the static JSON String value $ if the VP Token contains a sifigle

JSON String or JSON object.

b th.

Ane

Devi

B.4.3

The mdoc shall encode-the Authorization Response as a JWT (JWE only) as defined in OID4VP:2023, Se
[he JWT uses. the JWE compact serialization as defined in Reference [9]:2015, Section 3.1.

6.3.
NOTH

To d
auth

contd

.3.2 AuthorizatiomResponse encryption

TheJWT does not contain a nested JWS.

enerate the JWE, the mdoc shall use the jwks, authorization encrypted response alg
rlzatlon encrypted response_enc from the Verifier Metadata. The JWE shall encrypt a ]SON O

kample of a Presentation Submiission object referring to a VP Token with a single entry representing a
LeResponse With a single doeument type can be found in B.6.4.

ction

Initialization Vector (IV) for each encryptlon operatlon

For example, ifthe authorization encrypted response algissettoEcpH-Esand authorization encrypted
response_enc is set to a256ccy, this means Eliptic Curve Diffie-Hellman in Direct Key Agreement mode as
specified in Reference [11] is used to encrypt the payload of the JWE.

The jwks Authorization Request parameter is used to convey the ephemeral public key information of the
mdoc reader to the mdoc app which is required for key agreement. The mdoc app generates a new ephemeral
key pair and sets the value for the epx JWT (JWE) header parameter to the public key of the generated key
pair-encoded as a JSON Web Key (see Reference [10]). When generating the ephemeral key pair, the mdoc
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app has to ensure that the curve of the epk matches the curve of the mdoc reader public key specified by the
crv and kty JSON members (as defined in Reference [10]) of the JWK.

The mdoc reader shall set the use JWK parameter (public key use) to the static JSON String value enc and set
the a1g JWK parameter to the static JSON String value ecps-£s to indicate which JWKin the jwks Authorization
Request parameter can be used for key agreement to encrypt the response (see Reference [10]).

The mdoc app shall support at least one of the cryptographic curves as defined in Table B.8. The mdoc reader

shall

support all of the cryptographic curves defined in Table B.8.

The mdoc shall set the apu JWT (JWE) header parameter to the base64url-encoded-with-no-padding value

of th

The 1
of th

The indoc shall set the kid JWT (JWE) header parameter to the value of the kid JWK pararheter of the p

key t
An e)

An e

B.4.3

Erro

B.4./
The

—

The ]

Hand
0OID4
cl
re
no

]

clie
resp
clie
resp

mdoc
clie
resp

nonce

b mdocGeneratedNonce Of the sessionTranscript as defined in B.4.4.

mdoc shall set the apv JWT (JWE) header parameter to the base64url-encoded-with-no-padding
e utf-8 encoded nonce Authorization Request parameter from the Authorization Request.Qbjéct.

hat was used for key agreement to encrypt the response.
xample of the JWT (JWE) header of an encrypted Authorization Response can be found in B.6.8.

xample of an encrypted Authorization Response encoded as a JWT (JWE) can be found in B.6.7.

4 Error Handling
- handling shall be supported as defined in OID4VP.

l Session Transcript

essionTranscript as defined in ISO/IEC 18013-5 shall*be used with the following changes:
eviceEngagementBytes is replaced with nu11,

ReaderKeyBytes is replaced with nu11

Handover element is defined as:

ver = OID4VPHandover
yPHandover = [

|l ent ITdHash
sponseUriHash

Lce

tIdHash = bstr

nseUriHash = bst{t

ht IdToHash = [&FientId, mdocGeneratedNonce]
nseUriToHash\ 5 [responseUri, mdocGeneratedNonce]

CeneratedNernice = tstr
htId = €sir

nseUxi = tstr

sSAtstr

whe

responseUriToHash

ralue

ublic

eclientlanasnis the SHA-256 hashrof cTrentIaTonasmand responsevrimasnis the SHA=256 ashof the

The mdoc app shall set the value for mdocGeneratedNonce to a cryptographically random number with
sufficient entropy (see B.5.3).

clientId shall be the client id, responseuri shall be the response uri and nonce shall be the nonce

Auth

orization Request parameter from the Authorization Request Object.

An example of the SessionTranscript can be found in B.6.9.
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B.4.5 mdoc MAC authentication

To perform mdoc MAC authentication as defined in ISO/IEC 18013-5, the mdoc shall use on of the ephemeral
public keys from the “jwks” Verifier Metadata parameter as the “EReaderKey.Pub” with having the “use”
JWK parameter set to “enc”.

NOTE

B.5 Security mechanisms

“EReaderKey.Pub” acts as input to ECKA-DH to compute the shared secret to derive the MAC Key.

B.5.

General

The following security architecture goals from 6.4.4.1 apply:

B.5.

Besides the requirements for cryptographic algorithms from ISO/IEC 18013-5 for the mdoc and mdoc re

An

Cryptographic curves

ecurity mechanisms a), b) and c) apply directly.

algoifithms defined in Table B.8 for response object décryption.

ecurity mechanism d) applies by sending the Authorization Response encrypted to;the mdoc read

he security mechanism defined in ) does not apply, however the protection againstrelayed engage
information is still achieved. The mdoc reader must maintain a binding between the user session b
nd the nonce Authorization Request parameter. When the end-user is,redirected back to the

eader with the same nonce (included in sessionTranscript), the mdocreader can detect whether
as no MITM attack.

doc app and mdoc reader shall use one of the ECDHand/or signature algorithms from Table B
Request signing and Response encryption / decryption. The mdoc reader shall support all curves

Table B.8 —Cryptographic curves

er.

ment
ound
mdoc
there

ader.

8 for

and

Defigition Specification Ke&ﬁ (xty |Signature Curve identifier (crv  |Purpose
va algorithm (a1g |value)
('}\ value)
NIST|P-256 Reference [11] EC ES256 P-256 ECDSA/ECDH
NIST|P-384 Reference {1 EC E£S384 pP-384 ECDSA/ECDH
NIST|P-521 Referenfe [11]  |EC ES512 P-521 ECDSA/ECDH
BrainpoolP256r1 Reference [7] EC ESB256 BP-256 ECDSA/ECDH
(with SHA-256)
BraippoolP320r1 Reference [7] EC ESB320 BP-320 ECDSA/ECDH
(with SHA-384)
BrainpoolP384r1 Reference [7] EC ESB384 BP-384 ECDSA/ECDH
(with SHA-384)
BrailllpooIP512r1 Reference [7] EC ESB512 BP-512 ECDSA/ECDH
twith SHA=512)
Curve25519 Reference [14] OKP EdDSA Ed25519/X25519 EdDSA/ECDH
Curve448 Reference [14] OKP EdDSA Ed448/X448 EdDSA/ECDH

B.5.3 Entropy of the nonce

The mdoc peviceRresponse is securely bound to a particular session based on the fact that the nonces are
not learned or guessed by the attacker. As such, nonces shall be an unpredictable random or pseudorandom
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value. Nonces shall have a minimum entropy of 16 bytes. A new nonce value shall be chosen for each
transaction.

NOTE This applies to nonce and mdocGeneratedNonce.

B.6 Examples

B.6.1 OID4VP example — Presentation Definition

The following is an example of the Presentation Definition.

Example: Presentation Definition
{
"ig": "mDL-sample-req",
"ipput descriptors": |
"id": "org.iso0.18013.5.1.mDL",
"format": {
"mso mdoc": {
"aIg": [
"ES256",
"ES384",
"ES512",
"EdDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"
1
}
br
"constraints": {
"fields": [
{
"path": [
"$['org.iso0.18013.5.1"] ["\birth date']"
1,
"intent to retain": false
br
{
"path": [
"S$['org.iso,18013.5.1"'] ['document number']"
1,
"intent to(rgtain": false
by
{
"path"y
"$AL0rg.150.18013.5.1"] ['driving privileges']"
L
U!Initent to retain": false
N
{
"path": [
"Sl'org iso 180713 5 1'1['e pw'r date'l"
1,
"intent to retain": false
by
{
"path": [
"$['org.iso0.18013.5.1"] ['family name']"
1,
"intent to retain": false
br
{
"path": [
"S$['org.is0.18013.5.1"] ['given name']"
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Iy
"intent to retain": false

"path": [
"$['org.iso0.18013.5.1"] ['issue _date']"
1,
"intent to retain": false
b
{
"path": [
"$['org.is0.18013.5.1"] ['issuing authority']"

]

B.6.]

The following is an example of the Authorization Request Object parameters. In this example and subseg

exan|
only
mdo

Exam

"intent to retain": false

"path": [
"$['org.1s0.18013.5.1"] ['issuing country']"
1,
"intent to retain": false
b
{
"path" : [
"$['org.is0.18013.5.1"] ['portrait']"

Iy
"intent to retain": false

"path" : [
"$['org.is0.18013.5.1"] ['un_distinguishing sign*]"
1,

"intent to retain": false
}
1,

"limit disclosure": "required"

}

P OID4VP example — Authorization Request Object parameters

ples, the mdoc reader only contains a key for a single curve in the jwks structure. This is permig
because for these examples it.is assumed the mdoc reader is aware of the set of keys supported b
with which it is interacting:

ble: AuthorizatiomnReéquest Object parameters

d": "httpsgyAgelf-issued.me/v2",
bsponse _typet': "vp token",
resentatdon definition": {

'id": EmDI-sample-req",
'inpuP~descriptors": [

{

juent
sible
y the

"id": "org.iso0.18013.5.1.mDL",

"format": {
"mso mdoc": {
naign: [
"ES256",
"ES384",
"ES512",
"EdJDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"

© ISO/IEC 2024 - All rights reserved
29


https://standardsiso.com/api/?name=80e2769fb8db1f8397b2433c6c7110b3

}
by

ISO/IEC TS 18013-7:2024(en)

"constraints": {
"fields": [
{
"path": [
"$['org.iso0.18013.5.1"] ['birth date']"
I
"intent to retain": false
by
{
"path": [
"Sl'org.iso. . 18013 .5 . 1']['document number']"
1y
"intent to retain": false
}y
{
"path": [
"$['org.is0.18013.5.1"']['driving privileges']"
I
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5.1"] ['expiry date']"
1y
"intent to retain": false
s
{
"path": [
"$['org.iso0.18013.5.1"] ['family name']"
I
"intent to retain": false
by
{
"path": [
"S['org.is0.18013.5.1"] ['givenchame']"
1y
"intent to retain": false
s
{
"path": [
"$['org.is0.18013.5¢LY] ['issue date']"
I
"intent to retain!®false
by
{
"path": [
"$['org.ise.18013.5.1"] ['issuing authority']"
1y
"intent<Po retain": false
s
{
"path": [
"$['org.is0.18013.5.1"']['issuing country']"
I
"intent to retain": false
by
{
oasialla—t
"$['org.is0.18013.5.1"] ['portrait']"
1y
"intent to retain": false
s
{
"path": [
"$['org.is0.18013.5.1"] ['un _distinguishing sign']"
I
"intent to retain": false
}
1,
"limit disclosure": "required"
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