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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take par

t in the
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SO/IEC]TC 1.
nternational Standards are drafted in accordance with the rules given in the ISO/IEC Directives

The main task of the joint technical committee is to prepare International Standards(Draft Interr
Standards adopted by the joint technical committee are circulated to national bodies for
Publication as an International Standard requires approval by at least 75,%-o0f the national
rasting a vote.

n other circumstances, particularly when there is an urgent market requirement for such doc
the joint technical committee may decide to publish an ISO/IEC Technical Specification (ISO/
which represents an agreement between the members of the joint®echnical committee and is a
for publication if it is approved by 2/3 of the members of the committee casting a vote.

An [SO/IEC TS is reviewed after three years in order to decidé.whether it will be confirmed for a

t is reviewed again after a further three years, at which time it must either be transformed
nternational Standard or be withdrawn.

Attention is drawn to the possibility that some of the elements of this document may be the su|
patent rights. ISO shall not be held responsiblefor identifying any or all such patent rights.

SO/IEC TS 17961 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tec
Subcommittee SC 22, Programming languages, their environments and system software interfaces

mittee,

Part 2.

ational
voting.
bodies

ments,
EC TS),
ccepted

further

three years, revised to become an International Standard,/or withdrawn. If the ISO/IEC TS is conlfirmed,

into an

bject of

inology,
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Introduction

Background

An essential element of secure coding in the C programming language is a set of well-documented and
enforceable coding rules. The rules specified in this Technical Specification apply to analyzers, including
static analysis tools and C language compiler vendors that wish to diagnose insecure code beyond the
requirements of the language standard. All rules are meant to be enforceable by static analysis.

The application of static analysis to security has been done in an ad hoc manner by different vendorns
resulting in nonuniform coverage of significant security issues. This specification enumeratés
secure [coding rules and requires analysis engines to diagnose violations of these rules as a‘matter
of confprmance to this specification. These rules may be extended in an implementation.dependent
mannef, which provides a minimum coverage guarantee to customers of any and all conforining static
analysip implementations.

The largest underserved market in security is ordinary, non-security-critical code. The’security-critica
nature pf code depends on its purpose rather than its environment. The UNIX finger daemon (fingerd]
is an example of ordinary code, even though it may be deployed in a hostile envirdnment. A user runs thg
client program, finger, which sends a user name to fingerd over the networkywhich then sends a reply
indicating whether the user is logged in and a few other pieces of informdtion. The function of fingerd
has nothing to do with security. However, in 1988, Robert Morris compromised fingerd by triggering g
buffer ¢verflow, allowing him to execute arbitrary code on the target machine. The Morris worm could
have bden prevented from using fingerd as an attack vector by preyenting buffer overflows, regardless
of whether fingerd contained other types of bugs.

By contfrast, the function of /bin/login is purely related to:security. A bug ofany kind in /bin/login
has the[potential to allow access where it was not intended’ This is security-critical code.

Similar]y, in safety-critical code, such as software.that runs an X-ray machine, any bug at all could
have sqrious consequences. In practice, then, security-critical and safety-critical code have the samg
requirgments.

There dre already standards that address.safety-critical code and therefore security-critical code. The
problern is that because they must fodus*on preventing essentially all bugs, they are required to be
so stridt that most people outside the safety-critical community do not want to use them. This leaves
ordinary code like finge rd unprotected.

This Technical Specification hastwo major subdivisions:
— prdliminary elements (Clauses 1-4) and
— sequre coding rules’(Clause 5).

Each secure coding rule in Clause 5 has a separate numbered subsection and a unique section identifiey
enclosed in brackets (for example, [ptrcomp]). The unique section identifiers are mainly for use by
other dpcuinénts in identifying the rules should the section numbers change because of the addition o
elimingtion of a rule. These identifiers may be used in diagnostics issued by conforming analyzers, buf
analyzers are not required to do so.

Annexes provide additional information. Annex C (informative) Related Guidelines and References
identifies related guidelines and references per rule. A bibliography lists documents referred to during
the preparation of this Technical Specification.

TherulesdocumentedinthisTechnical Specificationdonotrelyonsourcecodeannotationsorassumptions
of programmer intent. However, a conforming implementation may take advantage of annotations to
inform the analyzer. The rules, as specified, are reasonably simple, although complications can exist
in identifying exceptions. An analyzer that conforms to this Technical Specification should be able to
analyze code without excessive false positives, even if the code was developed without the expectation
that it would be analyzed. Many analyzers provide methods that eliminate the need to research each
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diagnostic on every invocation of the analyzer. The implementation of such a mechanism is encouraged
but not required. This Technical Specification assumes that an analyzer’s visibility extends beyond the
boundaries of the current function or translation unit being analyzed (see Annex A (informative) Intra-
to Interprocedural Transformations).

Completeness and soundness

The rules specified in this Technical Specification are designed to provide a check against a set of
programming flaws that are known from practical experience to have led to vulnerabilities. Although

wle checking can be performed manually with increasing program-complexity it rapidly becomes
o r J7 o r o r J7 r J

nfeasible. For this reason, the use of static analysis tools is recommended.

t should be recognized that, in general, determining conformance to coding rules is cdrmputationally
indecidable. The precision of static analysis has practical limitations. For example, the |halting
theorem of Computer Science states that there are programs whose exact contrel flow capnot be
determined statically. Consequently, any property dependent on control flow—such as halting—may
be indeterminate for some programs. A consequence of this undecidability is that it may be impossible
for any tool to determine statically whether a given rule is satisfied in specific circumstandes. The
widespread presence of such code may also lead to unexpected results from an analysis tool. Annex D
[informative) Decidability of Rules provides information on the decidability of rules in this Technical
Specification.

However checking is performed, the analysis may generate

— false negatives: Failure to report a real flaw in the code is usually regarded as the most [serious
analysis error, as it may leave the user with a false §énse of security. Most tools err on the side of
caution and consequently generate false positives.However, there may be cases where it is leemed
better to report some high-risk flaws and miss others than to overwhelm the user with false pgsitives.

— false positives: The tool reports a flaw wheh.one does not exist. False positives may occur ecause
the code is sufficiently complex that the tool cannot perform a complete analysis. The use of features
such as function pointers and libraries\ntay make false positives more likely.

To the greatest extent feasible, an analyzer should be both complete and sound with respect to
enforceable rules. An analyzer is considered sound with respect to a specific rule if it cannof give a
False-negative result, meaning it finds all violations of a rule within the entire program. An anallyzer is
ronsidered complete if it cannot.issue false-positive results, or false alarms. The possibilities for|a given
fule are outlined in Table 1.

Table 1 — Completeness and soundness

False positives
Y N
False N Sound v_vi.th Complete and
. false positives sound

negatives

Unsound with | Complete and

Y s
false positives unsound

The degree to which conforming analyzers minimize false-positive diagnostics is a quality of
implementation issue. In other words, quantitative thresholds for false positives and false negatives are
outside the scope of this Technical Specification.

Security focus

The purpose of this Technical Specification is to specify analyzable secure coding rules that can be
automatically enforced to detect security flaws in C-conforming applications. To be considered a security
flaw, a software bug must be triggerable by the actions of a malicious user or attacker. An attacker
may trigger a bug by providing malicious data or by providing inputs that execute a particular control
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path that in turn executes the security flaw. Implementers are encouraged to distinguish violations that
operate on untrusted data from those that do not.

Taint analysis
Taint and tainted sources

Certain operations and functions have a domain that is a subset of the type domain of their operands
or parameters. When the actual values are outside of the defined domain, the result might be either
undefined or at least unexpected. If the value of an operand or argument may be outside the domain
of an O]I)eration or function that consumes that value, and the value is derived from any external inpuf
to the grogram (such as a command-line argument, data returned from a system call, or data in shared
memorj), thatvalueis tainted, and its origin is known as a tainted source. A tainted value is not necéssarily
known|to be out of the domain; rather, it is not known to be in the domain. Only values, and.not the
operanfls or arguments, can be tainted; in some cases, the same operand or argument cantold tainted
or untafinted values along different paths. In this regard, taint is an attribute of a value originating from
a taintgqd source.

Restri¢ted sinks

Operanfds and arguments whose domain is a subset of the domain described by their types are called
restrictpd sinks. Any pointer arithmetic operation involving an integer @perand is a restricted sinK
for thaf operand. Certain parameters of certain library functions aretréestricted sinks because thesg
functiops perform address arithmetic with these parameters, or contrel the allocation of a resource, or
pass these parameters on to another restricted sink. All string input,parameters to library functions are
restricfed sinks because it is possible to pass in a character sequence that is not null terminated. The
exceptipns are strncpy and strncpy s, which explicitly allow the source character sequence not tq
be nulljterminated. For purposes of this Technical Specification, we regard char * as a reference to 3
null-tefjminated array of characters.

Propagation

Taint i propagated through operations from eperands to results unless the operation itself imposeg
constrdints on the value of its result that subsume the constraints imposed by restricted sinks. In
additiop to operations that propagate the.§ame sort of taint, there are operations that propagate taint
of one dort of an operand to taint of a different sort for their results, the most notable example of which
is strlen propagating the taint of its argument with respect to string length to the taint of its return
value with respect to range.

Although the exit condition of‘a’loop is not normally itself considered to be a restricted sink, a loop
whose gxit condition depends’'on a tainted value propagates taint to any numeric or pointer variables
that ar¢ increased or decredased by amounts proportional to the number of iterations of the loop.

SanitiZation

To rempve thekaint from a value, it must be sanitized to ensure that it is in the defined domain of
any regtricted\sink into which it flows. Sanitization is performed by replacement or termination. In
replace ent, out-of- domaln values are replaced by i in- domaln values, and processmg continues using

execution when an out-of-domain value is detected often simply by branching around whatever code
would have used the value.

In general, sanitization cannot be recognized exactly using static analysis. Analyzers that perform taint
analysis usually provide some extralinguistic mechanism to identify sanitizing functions that sanitize an
argument (passed by address) in place, return a sanitized version of an argument, or return a status code
indicating whether the argument is in the required domain. Because such extralinguistic mechanisms
are outside the scope of this specification, this Technical Specification uses a set of rudimentary
definitions of sanitization that is likely to recognize real sanitization but might cause nonsanitizing or
ineffectively sanitizing code to be misconstrued as sanitizing. The following definition of sanitization
presupposes that the analysis is in some way maintaining a set of constraints on each value encountered
as the simulated execution progresses: a given path through the code sanitizes a value with respect to a
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given restricted sink if it restricts the range of that value to a subset of the defined domain of the restricted
sink type. For example, sanitization of signed integers with respect to an array index operation must
restrict the range of that integer value to numbers between zero and the size of the array minus one.

This description is suitable for numeric values, but sanitization of strings with respect to content is
more difficult to recognize in a general way.

Tainted source macros

The function-like macros GET TAINTED STRING and GET TAINTED INTEGER defined in this
cection are used in the examples in this Technical Specification to represent one possible method to
pbtain a tainted string and tainted integer.

ffdefine GET TAINTED STRING (buf, buf size) \
do { \
const char *taint = getenv (“TAINT”); \
if (taint == 0) { \
exit (1) ; \
} \
\
size t taint size = strlen(taint) + 1; \
if (taint size > buf size) { \
exit (1) ; \
} \
\
strncpy (buf, taint, taint size); \¢
} while (0)
fFdefine GET_TAINTED_INTEGER(type, val) \
do { \
const char *taint = getenv (“TAINT™)y \
if (taint == 0) { \
exit (1) ; \
} \
\
errno = 0; \
long tmp = strtol (taimty~0, 10); \
if ((tmp == LONG MIN, M tmp == LONG MAX) && \
errno == ERANGE) \
; /* retain LONG_MIN or LONG_MAX */ \
if ((type)-1 <(0)~{ \
if (tmp < INT. MIN) \
tmp = INT-MIN; \
else ifC(tmp > INT MAX) \
tmp{“INT MAX; \
} \
val~={tmp; \
} whilke (0)
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Information technology — Programming languages,

their environments and system software interfaces — C

secure coding rules

1 Scope

This Technical Specification specifies

— rules for secure coding in the C programming language and
— code examples.

This Technical Specification does not specify

— the mechanism by which these rules are enforced or

appropriate style guidelines. Programmers should define style guidelines and apply these gu

tool. Many interactive development environments proyide such capabilities.)

nformative only and serve to clarify the requirements outlined in the normative portion of t
. xamples impose no normative requirements.

Fach rule in this Technical Specification that;is'based on undefined behavior defined in the C St
dentifies the undefined behavior by a numeric code. The numeric codes for undefined behaviors
found in Annex B, Undefined Behavior.

Two distinct kinds of examples are provided:

— noncompliant examples demonstrating language constructs that have weaknesses with pot

analyzer for the affected language construct; and
— compliant examples are expected not to elicit a diagnostic.

Fxamples are neb intended to be complete programs. For brevity, they typically omit #1r

referencedisymbols. Code examples may also declare symbols without providing their definitio
Hefinitiensg'are not essential for demonstrating a specific weakness.

Somie rules in this Technical Specification have exceptions. Exceptions are part of the specific
these rules and are normative.

— any particular coding style to be enforced. (It has been impossible to develop a consensus on

delines

consistently. The easiest way to consistently apply a coding style is with the use of a code forjnatting

Fach rule in this Technical Specification is accompanied by code examples. Code examplles are

he rule.

andard
can be

entially

exploitable security implications; such examples are expected to elicita diagnostic froma conforming

clude

Hirectives of/€ Standard Library headers that would otherwise be necessary to provide declara}tions of

s if the

htion of

2 Conformance

In this Technical Specification, “shall” is to be interpreted as a requirement on an analyzer; conversely,

“shall not” is to be interpreted as a prohibition.

Various types of programs (such as compilers or specialized analyzers) can be used to check ifa program
contains any violations of the coding rules specified in this Technical Specification. In this Technical

Specification, all such checking programs are called analyzers. An analyzer can claim conformi

ty with

this Technical Specification. Programs that do not yield any diagnostic when analyzed by a conforming

analyzer cannot claim conformity to this Technical Specification.

© ISO/IEC 2013 - All rights reserved
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A conforming analyzer shall produce a diagnostic for each distinct rule in this Technical Specification
upon detecting a violation of that rule, except in the case that the same program text violates multiple
rules simultaneously, where a conforming analyzer may aggregate diagnostics but shall produce at least
one diagnostic.

NOTE 1 The diagnostic message might be of the form:

Accessing freed memory in function abc, file xyz.c, line nnn.

NOTE 2 This Technical Specification does not require an analyzer to produce a diagnostic message for any
violation of any syntax rule or constraint specified by the C Standard.

Conformance is defined only with respect to source code that is visible to the analyzer. Binary-only
librarigs, and calls to them, are outside the scope of these rules.

rule, the analyzer shall report a diagnostic for at least one program that contains’a violation
of that rule.

For each rule, the analyzer shall document whether its analysis is guaranteed to report all violations of
that rule and shall document its accuracy with respect to avoiding false positives.and false negatives.

2.1 Portability assumptions

A conforming analyzer shall be able to diagnose violations of guidelines for at least one C implementation
An analyzer need not diagnose a rule violation if the result is documented for the target implementation and
cause a security flaw. A conforming analyzer shall documentwhich C implementation is the target

Variatipns in quality of implementation permit an analyzer to produce diagnostics concerning
portability issues.

EXAMPLE

long i
printf[(“i = %d”, 1i);

This expmple can produce a diagnostic, suclhras the mismatch between $dand 1ong int. This Technica
Specifi¢ation does not specify that a cofiforming analyzer be complete or sound when diagnosing rulg
violatiqns. This mismatch might not be a problem for all target implementations, but it is a portability
problem because not all implementations have the same representation for int and long.

3 Ndrmative references

The following documents, in whole or in part, are normatively referenced in this document and arg
indispensable for its application. For dated references, only the edition cited applies. For undated
referenies, the latést'edition of the referenced document (including any amendments) applies.

ISO/IE( 9899:2011, Information technology — Programming languages — C

ISO 80Q00+2:2009, Quantities and units — Part 2: Mathematical signs and symbols to be used in the natura
sciencesand technology

ISO/IEC 2382-1:1993, Information technology — Vocabulary — Part 1: Fundamental terms

ISO/IEC/IEEE 9945:2009, Information technology — Portable Operating System Interface (POSIX®) Base
Specifications, Issue 7

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 9899:2011, ISO/IEC 2382-
1:1993 and the following apply. Other terms are defined where they appear in italic type. Mathematical
symbols not defined in this document are to be interpreted according to ISO 80000-2:2009.
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4.1
analyzer
mechanism that diagnoses coding flaws in software programs

013(E)

Note 1 to entry: Analyzers may include static analysis tools, tools within a compiler suite, or tools in other contexts.

4.2
data flow analysis
tracking of value constraints along nonexcluded paths through the code

Note 1to entry: Tracking can be performed intraprocedurally, with variousassumptions made about what
ht function call boundaries, or interprocedurally, where values are tracked flowing into function calls\{di
ndirectly) as arguments and flowing back out either as return values or indirectly through arguments.

value may be held by multiple variables or expressions along a path.

1.3
pxploit

1.4
in-band error indicator

1.5
mutilated value

Fesult of signed integer overflow), the result of right-shifting a negative number, implicit conversi
ntegral type where the value cannot be represented in the destination type, or unsigned integer w

EXAMPLE

int j = INT MAX + 1; // j is mugilated
char ¢ = 1234; // ¢ is mutilaw@&d\if char is eight bits
unsigned int u = 0U - 1; // u 1% mutilated

br magnitude from what the programmer expects.

#.6
nonpersistent signal handler

handler afteroccurrences of the signal to catch subsequent occurrences of that signal

1.7
put;of-band error indicator
ibrary function return value used to indicate nothing but the error status

happens
rectly or

Note 2 to entry: Data flow analysis may or may not track values flowing into or out of the heap or thke into
hccount global variables. When this specification refers to values flowing, the key point isGonatrast with vjariables
br expressions, because a given variable or expression may hold different values along different paths, andl a given

fechnique that takes advantage of a security vulnerability to violate an explicit or implicit security policy

ibrary function return value on error that can never be returned by a successful call to thatlibrary function

result of an operation performed on an untaintedwalue that yields either an undefined result (such as the

bn to an
rapping

Note 1 to entry: A mutilated-value can be just as dangerous as a tainted value because it can differ eithef in sign

cignal handler(riunning on an implementation that requires the program to again register th¢ signal

4.8
out-of-domain value
one of a set of values that is not in the domain of a particular operator or function

49
restricted sink
operands and arguments whose domain is a subset of the domain described by their types

Note 1 to entry: Undefined or unexpected behavior may occur if a tainted value is supplied as a value to a

restricted sink.

Note 2 to entry: A diagnostic is required if a tainted value is supplied to a restricted sink.
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Note 3 to entry: Different restricted sinks may impose different validity constraints for the same value; a given
value can be tainted with respect to one restricted sink but sanitized (and consequently no longer tainted) with
respect to a different restricted sink.

Note 4 to entry: Specific restricted sinks and requirements for sanitizing tainted values are described in specific
rules dealing with taint analysis (see 5.8, 5.14, 5.24, 5.30, 5.39, and 5.46).

4.10

sanitize
assure by testing or replacement that a tainted or other value conforms to the constraints imposed by
one or more restricted sinks into which it may flow

Note 1 tp entry: If the value does not conform, either the path is diverted to avoid using the value or a different
known-fonforming value is substituted.

EXAMPLE Addinganull character to the end of a buffer before passingitas an argumentto the szrden function

411
securify flaw
defect fhat poses a potential security risk

4.12
securify policy
set of fules and practices that specify or regulate how a system or ‘organization provides security
servicep to protect sensitive and critical system resources

4.13
static gnalysis
any prdcess for assessing code without executing it

Note 1 tp entry: See [1], p. 3.

414
tainted source
externgl source of untrusted data

Note 1 tp entry: Tainted sources include
— parameters to the main function,
— the|returned values from logatéconv, fgetc, getc, getchar, fgetwe, getwe, and getwchar, and

— the| strings produced by\getenv, fscanf, vfscanf, vscanf, fgets, fread, fwscanf, viwscanf
vwgcant, wscanf, andhFgetws.

4.15
tainted value
value dprived from a tainted source that has not been sanitized

4.16
target jmplementation
implementation of the C programming language whose environmental limits and implementation-
defined behavior are assumed by the analyzer during the analysis of a program

417
UB
undefined behavior

4.18

unexpected behavior

well-defined behavior that may be unexpected or unanticipated by the programmer; incorrect
programming assumptions
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4.19
unsigned integer wrapping

computation involving unsigned operands whose result is reduced modulo the number that is one

greater than the largest value that can be represented by the resulting type

4.20
untrusted data
data originating from outside of a trust boundary

otelto nnfry- See [2]

1.21
valid pointer
pointer that refers to an element within an array or one past the last element of an arxay.

Note 1 to entry: For the purposes of this definition, a pointer to an object thatis not an element of an array
See ISO/IEC 9899:2011, 6.5.8, paragraph 4.)

Note 2 to entry: For the purposes of this definition, an object can be considered/e'be an array of a certain
bf bytes; that number is the size of the object, as produced by the sizeof\operator. (See ISO/IEC 98
b.3.2.3, paragraph 7.)

n.22
vulnerability
set of conditions that allows an attacker to violate an explicit or implicit security policy

5 Rules

5.1 Accessing an object through a pointer to an incompatible type [ptrcomp]
Rule

Accessing an object through a pointer to an incompatible type (other than unsigned cha
be diagnosed.

Rationale

SO/IEC 9899:2011, 6.5/paragraph 7, states,

— a type compatible with the effective type of the object,
— a qlialified version of a type compatible with the effective type of the object,
—=\a'type that is the signed or unsigned type corresponding to the effective type of the object,

— a type that is the signed or unsigned type corresponding to a qualified version of the effect|

behaves

[he same as a pointer to the first element of an array of length one with the type of the.object as its elemgnt type.

number
b9:2011,

) shall

An object shall haveits stored value accessed only by an lvalue expression that has one of the following types:

fve type

of the object,

— an aggregate or union type that includes one of the aforementioned types among its members

(including, recursively, a member of a subaggregate or contained union), or

— a character type.

The intent of this list is to specify those circumstances in which an object may or may not be aliased.

According to ISO/IEC 9899:2011, 6.2.6.1,
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Certain object representations need not represent a value of the object type. If the stored value of an
object has such a representation and is read by an Ivalue expression that does not have character type,
the behavior is undefined.

Accessing an object through a pointer to an incompatible type (other than unsigned char) is
undefined behavior.

C identifies the following undefined behavior:

UB serintion

STIIptIonT

37 |An object has its stored value accessed other than by an Ivalue of an allowable type (6.5).

Examplle(s)

EXAMPLE In this noncompliant example, a diagnostic is required because an object ofAitype float if
incremented through a pointer to int, ip.

void fvoid) {

if (¢izeof (int) == sizeof (float)) {
flogt £ = 0.0f;
int *ip = (int *)&f;

printf (“Mloat is %f\n”, f);
(*1p)++; // diagnostic required

printf (“Mloat is %f\n”, f);

5.2 Accessing freed memory [accfree]

Rule

After an allocated block of dynamic storage has'been deallocated by a memory management function
the evdluation of any pointers into the freéd memory, including being dereferenced or acting as an
operanfl of an arithmetic operation, typ€ ¢ast, or right-hand side of an assignment, shall be diagnosed.

Rationple

C ident{fies the situation in which undefined behavior arises as a result of accessing freed memory:

UB |Description

177 The value of a poinitef that refers to space deallocated by a call to the free or realloc function is used
(¥.22.3).
Examplle(s)

EXAMPLEA\ ' In this noncompliant example, a diagnostic is required because head->next is accessed after
head hgsbéen freed.

struct List { struct List *next; /* ... */ };

void free list(struct List *head) {
for (; head != NULL; head = head->next) { // diagnostic required
free (head) ;
}
}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because buf is written to after it has been
freed.

int main(int argc, char *argv[]) {
if (argc < 2) {
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/* L. %/
}
char *return val = 0;
const size t bufsize = strlen(argv[1l]) + 1;

char *buf (char *)malloc (bufsize);

if (!buf) {
/* oL %/
}
free (buf) ;
/* oL %/
return val = strncpy(buf, argv([1l], bufsize); // diagnostic required
if (return val) {
/* o %]

}
return EXIT SUCCESS;

}

EXAMPLE 3 In this noncompliant example, a diagnostic is required because réalloc may free ¢ st
treturns NULL, resulting in ¢ _strl being freed twice.

void f(char * c strl, size t size) {
char * ¢ str2 = (char *)realloc(c strl, size);
if (c_str2 == NULL) {
free(c_strl); // diagnostic required
return;
}
}

5.3 Accessing shared objects in signal handlers [accsig]

Rule

Accessing values of objects that are neither lock-free atomic objects nor of type volatile
ptomic tinasignal handler shall be diagnosed.

Rationale

C identifies the situation in.which undefined behavior arises as a result of accessing a static
Huration object without the)correct characteristics:

r1 when

sig

storage

UB |Description

refers to@n) object with static storage duration other than by assigning a value to an object declar
volatiTe sig atomic_t,or callsany function in the standard library other than the abort f
tiontheé Exit function, or the signal function (for the same signal number) (7.14.1.1).

132

A signal occur's other than as the result of calling the abort or raise function, and the signal handler

bd as
inc-

Example(s)

XAMPLE Inthis nnnr‘nmp]innf m(;\mplp a dingnncfir‘ is rr—\qnirpd hecansethe nhjprf referredtohbyth

p shared

pointer err msg is accessed from the signal handler handler via the C Standard Library function strcpy.

#define MAX MSG SIZE 24
char *err msg;

void handler (int signum) {
if ((strcpy(err msg, “SIGINT detected.”)) == err msg){ // diagnostic required
VA a B
}
}

int main (void) {

signal (SIGINT, handler);
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err msg = (char *)malloc (MAX MSG SIZE);

if (err msg == NULL) {
/* Handle error condition */

}

if ((strcpy(err msg, “No errors yet.”)) == err msg) {
VAT a h

}

/* Main code loop */

retufmm EXIT SUCCESS;

5.4 No assignment in conditional expressions [boolasgn]
Rule
The usg of the assignment operator in the following contexts shall be diagnosed:
— 1if| (controlling expression)

— whifile (controlling expression)

— do| ... while (controlling expression)

— fof (second operand)

— ?:| (first operand)

— &&| (either operand)

(either operand)

— corpma operator (second operand) when the.¢omma expression is used in any of these contexts
— ?:| (second or third operands) where theternary expression is used in any of these contexts
Rationple

Mistyplng or erroneously using = in'Boolean expressions, where == was intended, is a common caus€
of progfam error. This rule makés the presumption that any use of = was intended to be == unless the
contexf makes it clear that such.is not the case.

Examplle(s)

EXAMPLE 1 In thisiloncompliant example, a diagnostic is required because the expression x = vy is used as
the controlling expression of the while statement.

while x=y\WV{ /* ... */ } // diagnostic required

EXAMPLE 2\ " In this noncompliant example, a diagnostic is required because the expression x = vy is used as
the conffrolling expression of the while statement.

do { /* ... */ } while ( foo(), x =y ) ; // diagnostic required

EXAMPLE 3  In this compliant example, no diagnostic is required because the expression x = yisnotused as
the controlling expression of the while statement.

do { /* ... */ } while ( x =y, p ==q ) ; // no diagnostic required
Exceptions

— EX1:Assignmentis permitted where the result of the assignmentisitselfa parameter toa comparison
expression (e.g, x == yorx != y)orrelational expression and need not be diagnosed.

EXAMPLE This example shows an acceptable use of this exception.
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if ((x=y) =0 ) {/* ...*/}

— EX2: Assignment is permitted where the expression consists of a single primary expression.
EXAMPLE1 This example shows an acceptable use of this exception.

if ((x=y)) {/* .../}

EXAMPLE 2 Inthisnoncompliantexample, a diagnosticis required because & & is nota comparison or relational
operator and the entire expression is not primary.

if ( (v=w) & flag ) { /* ... */ } // diagnostic required

— EX3: Assignment is permitted in the above contexts where it occurs in a function argument ¢r array

index.
FXAMPLE This example shows an acceptable use of this exception.
if ( foo(x =y ) ) {/* ... %/}

5.5 Calling functions in the C Standard Library other than abox#, Exit,and sigpal
from within a signal handler [asyncsig]

Rule

Calling functions in the C Standard Library other than abort#, Exit,and signal from within p signal
handler shall be diagnosed.

Rationale

 identifies the situation in which undefined behavigr arises as aresult of calling other Clibrary functions:

UB |Description

A signal occurs as the result of calling the abort or raise function, and the signal handler calls fhe
131 . :
raise function (7.14.1.1).

A signal occurs other than as thé pesult of calling the abort or raise function, and the signal handler
refers to an object with static storage duration other than by assigning a value to an object declarg¢d as

132 volatile sig atomic*t,or callsany function in the standard library other than the abort flinc-
tion, the Exit function,\or the signal function (for the same signal number) (7.14.1.1).
Example(s)

EXAMPLE 1 In thiSsnoncompliant example, a diagnostic is required because the C Standard Library function
fporintf is calledffom the signal handler handler via the function 1og message.

tdefine MAXLINE 1024
Cthar 1infOo[MAXLINE];

vofd, log message (void) {
fprintf (stderr, “%$s\n”, info); // diagnostic required

1

void handler (int signum) {
log message();

}

int main (void) {
if (signal (SIGINT, handler) == SIG ERR) {
/* Handle error */
}
/* An interactive attention signal might invoke handler () from here on. */
while (1) {
/* Main loop program code */
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log message () ;

/* More program code */

}
return EXIT SUCCESS;

}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the C Standard Library function
raiseis called from the signal handler int _handler.

void term handler (int signum) {
/* STGTERM handling specific *

}

void ifpt handler (int signum) {
/* SIGINT handling specific */
if (faise(SIGTERM) != 0) { // diagnostic required
/*|Handle error */

int main (void) {
if ($ignal (SIGTERM, term handler) == SIG ERR) {
/*|Handle error */

if ($ignal (SIGINT, int handler) == SIG ERR) {
/*|Handle error */

/* Program code */
if (faise (SIGINT) != 0) {
/*|Handle error */

/* M¢re code */

retufrn EXIT SUCCESS;
}

EXAMPLE 3  In this noncompliant example, a diagnostic is required because the C Standard Library function
longjnjp is called from the signal handler handler.

#define I[IMAXLINE 1024
static|jmp buf env;

void h¢ndler (int signum) {
longjmp (env, 1); // diagnostic required

}

void 1¢g message (chanp>infol, char *info2) {
statlc char *buf/="NULL;
statjc size t Pbufsize;
char|buf0 [MAXUINE] ;

if (hufl=¥ NULL) {

buf & bufo;

buted = ci £(oufl) .
}
/*

Try to fit a message into buf, else re-allocate
it on the heap and then log the message.
*/

/*** VULNERABILITY IF SIGINT RAISED HERE ***/
if (buf == buf0) {

buf = NULL;
}
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int main(void) {
if (signal (SIGINT, handler) == SIG ERR) {
/* Handle error */

}

char *infol;
char *info2;

/* infol and info2 are set by user input here */

if (setjmp(env) == 0) {
whnite (I ¢
/* Main loop program code */
log message (infol, info2);
/* More program code */
}
}
else {
log message (infol, info2);

}

return EXIT SUCCESS;
}

5.6 Calling functions with incorrect arguments [argcomp]

Rule

Calling a function with the wrong number or type of argaimeénts shall be diagnosed.
Rationale

C identifies four distinct situations in which unidefined behavior may arise as a result of invpking a
function using a declaration that is incompatible with its definition or with incorrect types or nimbers
pf arguments:

UB |Description

26 |Apointeris used to call a functionwhose type is not compatible with the pointed-to type (6.3.2.3).

For a call to a function witheuta function prototype in scope, the number of arguments does not equal the

38 number of parameters (6.5:2.2).

For a call to a functien'without a function prototype in scope where the function is defined with a func-
39 |tion prototype, either‘the prototype ends with an ellipsis or the types of the arguments after promfotion
are not compatible/with the types of the parameters (6.5.2.2).

A function iS-defined with a type that is not compatible with the type (of the expression) pointed tq by the

41 expression that denotes the called function (6.5.2.2).

Examplé(s)

EXAMPEE 1 In this noncompliant example, a diagnostic is required because the C Standard Library function
strchr is called through the function pointer £p with incorrectly typed arguments.

char *(*fp) ()

void f(void) {

char *c;

fp = strchr;

c = fp(12, 2); // diagnostic required
}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the function copy is defined to
take two arguments but is called with three arguments.

/* in another source file */

void copy(char *dst, const char *src) {
if (!strcpy(dst, src)) {
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/* report error */

}

/* in this source file -- no copy prototype in scope */
void copy();

void g(const char *s) {
char buf[20];
copyfbuf, s, sizeof buf); diagnostic required

/A T

}

EXAMPLE 3  In this noncompliant example, a diagnostic is required because the function buginf js defined tg
take a variable number of arguments but is declared in another file with no prototype and is calledq

/* in $nother source file */

void bfginf (const char *fmt, ...) {
VA I
}
/* in this source file -- no buginf prototype in scope */

void bfginf () ;

void hfvoid) {
bugimf (“bug in function %s, line %d\n”, func , LINE  ); // diagnostic required
VA DY/ o s o

}

EXAMPLE 4 Inthisnoncompliant example, a diagnostic ist'equired because the function f is defined to take an
argumeht of type long, but £ is called from another file with an argument of type int.

/* in gomefile.c */
long fflong x) {

retufn x < 0 ? -x : x;

}

/* in ¢therfile.c */

int g(int x) {
retufn f(x); // diagnestic required

5.7 (alling signal from interruptible signal handlers [sigcall]

Rule

On systems with nonpersistent signal handlers, calling signal from within a signal handler whosd
execution can be interrupted by receipt of a signal shall be diagnosed.

Rationale
Calling signal under these conditions presents a race condition.
Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required on implementations with nonpersistent
signal handlers because the C Standard Library function signal is called from the signal handler handler.

void handler (int signum) {
if (signal (signum, handler) == SIG ERR) { // diagnostic required
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VA
}

VAN
}

void f(void) {
if (signal (SIGUSR1, handler) == SIG ERR) {
/* .. %/ B
}

5.8 Calling system [syscall]

Rule

All calls to the system function shall be diagnosed.

Rationale

[Use of the system function can result in exploitable vulnerabilities

— when passing an unsanitized or improperly sanitized command string originating from a
source, or

— if a command is specified without a path name and4{he’‘command processor path name res
mechanism is accessible to an attacker, or

— if a relative path to an executable is specified>and control over the current working dire
accessible to an attacker, or

— if the specified executable program can®e spoofed by an attacker.

Although exceptions to this rule are neeessary, they can only be identified on a case-by-case basig
h code review and are consequently outside the scope of this rule.

Example(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because a string consisting of a
hnd the tainted value stoped-in input is copied into cmdbuf and then passed as an argument to the
function to execute.

oid f (char *input) {
char cmdbuf [512];
int len waied = snprintf(
cmdbuf,{sizeof (cmdbuf), “any cmd ‘%s’”, input

)i

if ¢{den wanted >= sizeof (cmdbuf)) {
perror (“Input too long”);
f)else if (len wanted < 0) {

tainted

olution

ctory is

during

ny cmd
system

pel O T EIICOULNg error ),
} else if (system(cmdbuf) == -1) { // diagnostic required
perror (“Error executing input”);
}
}

EXAMPLE 2  In this noncompliant example, a diagnostic is required because system is used to remove the

. config file in the user’s home directory.
void g(void) {

system(“rm ~/.config”); // diagnostic required

}

© ISO/IEC 2013 - All rights reserved
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5.9 Comparison of padding data [padcomp]
Rule

Comparison of padding data shall be diagnosed.
Rationale

The value of padding bits is unspecified and may contain data initially provided by an attacker.

Exampfle(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the C Standard Library futiction
memcmy is used to compare the structures s1 and s2, including padding data.

struct|my buf {
char|buff type;
size|t size;
char|buffer[50];
}i
unsigne¢d int buf compare (
const struct my buf *sl,
cons§ struct my buf *s2)
if (|memcmp (sl, s2, sizeof (struct my buf))) { // diagnostie~required
VAl Y B
}

retutn 0;

5.10 Gonverting a pointer to integer or integer.to'pointer [intptrconv]
Rule

Converting an integer type to a pointer type shall be diagnosed if the resulting pointer is incorrectly
aligned, does not point to an entity of the réferenced type, or is a trap representation.

Converfing a pointer type to an integer type shall be diagnosed if the result cannot be represented in
the intgger type.

Rationple

C identjfies the situation.jitbwhich undefined behavior arises as a result of converting a pointer to an
integer|type:

UB |Description

24 Conversiemof a pointer to an integer type produces a value outside the range that can be represented
(613.2,3):

Examplefs)

EXAMPLE1 In this noncompliant example, a diagnostic is required on an implementation where pointers are
64 bits and unsigned integers are 32 bits because the result of converting the 64-bit ptr cannot be represented
in the 32-bit integer type.

void f (void) {
char *ptr;

VAT
unsigned int number = (unsigned int)ptr; // diagnostic required
VA
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EXAMPLE 2 Inthis noncompliant example, a diagnosticis required because the conversion of the integer literal
Oxdeadbeef to a pointer that is not known to point to an entity of the referenced type.

unsigned int *g(void) {
unsigned int *ptr = (unsigned int *)O0Oxdeadbeef; // diagnostic required
VA
return ptr;

}

Exceptions

— EX1: A null pointer can be converted to an integer; it takes on the value 0. Likewise, a O integer can
be converted to a pointer; it becomes the null pointer.

— EX2: Any valid pointer (4.21) to void can be converted to intptr t or uintptr t amd back
with no change in value. (This includes the underlying types if intptr t andcuintpty t are
typedefs and any typedefs that denote the same typesas intptr tanduintptr t|]

FXAMPLE

yoid h(void) {
intptr t i = (intptr t) (void *)é&i;
uintptr t j = (uintptr t) (void *)&j;

void *ip = (void *)i;
void *jp = (void *)7;

assert (ip == &i);
assert (jp == &j);

5.11 Converting pointer values to more strictly aligned pointer types [alignconv]
Rule

Converting a pointer value to a pointer.type that is more strictly aligned than the type the value actually
points to shall be diagnosed.

Rationale

Converting a pointer value to-a'pointer type that is more strictly aligned than the type the value actually
points to results in undefined behavior if the actual value is unaligned with respect to the destinatipn type.

Example(s)

FXAMPLE 1  In'this noncompliant example, a diagnostic is required because the char pointer &c is cdnverted
fo the more strictly aligned int pointer i_ptr.

yoid f (vodid) {
int XSMptr;
chas.c;

f)ptr = (int *)&c; // diagnostic required

£

}

EXAMPLE 2  In this compliant example, a diagnostic is not required because the value referenced by the char
pointer ¢ _ptr has the alignment of type int.

void f (void) {
char *c ptr;
int *i ptr;

int 1i;

c ptr = (char *)&i;

i ptr = (int *)c ptr;
/* o */ B
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5.12 Copying a FILE object [filecpy]

Rule

Copyin

g a FILE object shall be diagnosed.

Rationale

Accord

Th¢ address of the FILE object used to control a stream may be significant; a copy of a FILE\object
nedd not serve in place of the original.

Examplle(s)
EXAMPLE In this noncompliant example, a diagnostic is required because the FILE obje¢t'stdout is copied
int majn (void) {

FILE|my stdout = *(stdout); // diagnostic required

if (fputs (“Hello, World!\n”, &my stdout) == EOF) ({

Al Y -
}
retufn EXIT SUCCESS;

}

5.13 Declaring the same function or object in incompatible ways [funcdecl]

Rule

Two or

shall b¢ diagnosed.

Ration

C ident

declaraltions of the same function or object:

ng to ISO/IEC 9899:2011, 7.21.3, paragraph 6,

more incompatible declarations of the same function or object that appear in the same program

ale

fies three distinct situations in which undefined behavior may arise as a result of incompatiblg

UB |D

pscription

15 |Two declarations of the same dbject or function specify types that are not compatible (6.2.7).

37 |An object has its stored-value accessed other than by an lvalue of an allowable type (6.5).

A
ex

41

function is definedwith a type that is not compatible with the type (of the expression) pointed to by the
pression that denotes the called function (6.5.2.2).

While {
benign
isincon
an obije

he effects)of two incompatible declarations simply appearing in the same program may b
on moSt implementations, the effects of invoking a function through an expression whose typs¢
hpatible with the function definition are typically catastrophic. Similarly, the effects of accessing
ctZusing an lvalue of a type that is incompatible with the object definition may range from

unintended information exposure to memory overwrite to a hardware trap.

Examp

le(s)

EXAMPLE1 Inthisnoncompliantexample,adiagnosticisrequired because the variable i has two incompatible
declarations.

/* in a.c */

extern

int i; // diagnostic required

int f (void) {
return ++i;

}

16
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/* in b.c */
short i; // diagnostic required

EXAMPLE 2 Inthisnoncompliantexample, a diagnosticis required because the variable a has two incompatible
declarations.

/* in a.c */
extern int *a; // diagnostic required

int g(unsigned i, int x) {
int tmp = ali]l;

ali] = x;

return tmp;

}

* in b.c */
int al] = { 1, 2, 3, 4 }; // diagnostic required
EXAMPLE 3 Inthisnoncompliantexample, a diagnosticisrequired because the functionh hastwo inconpatible
Heclarations.

* in a.c */
bxtern int h(int a); // diagnostic required

int main (void) {
printf (“%d”, h(10));
return EXIT SUCCESS;

}

* in b.c */
long h(long a) { // diagnostic required
return a * 2;

}

EXAMPLE 4 According to ISO/IEC 9899:2011, 5:2.4.1, external identifiers need to be unique only within the
first 31 characters. In this noncompliant exampleya‘diagnostic is required on implementations where the ¢xternal
dentifiers bash groupname completionifunction and bash groupname completion fufct are
dentical, because it results in incompatible(declarations.

* in bash/bashline.h */

extern char* bash groupname ¢ompletion function(const char *, int);
/ diagnostic required

/ the identifier exceeds_3%1 characters

* in a.c */

finclude <bashline.h

oid w(const char~%s, int 1) {
bash groupnameé\completion function(s, 1);

}

* in b.c XK
int bash~gfoupname completion funct; // diagnostic required
/ identifier not unique within 31 characters

NOTE The identifier bash groupname completion function referenced here was taken from GNU
Bash version 3.2.

Exception

No diagnostic need be issued if a declaration that is incompatible with the definition occurs in a
translation unit that does not contain any definition or uses of the function or object other than additional
declarations, if any.

EXAMPLE

/* a.c: */
int x = 0; /* the definition */

/* b.c: */
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extern char x; /* incompatible declaration */
/* but no other references to ‘x’ */

5.14 Dereferencing an out-of-domain pointer [nullref]
Rule
Dereferencing a tainted or out-of-domain pointer shall be diagnosed.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because if malloc returns NULL, themth§
call to memcpy will dereference the null pointer ¢_str.

void f[const char *input str) {

size|t size = strlen(input str) + 1;

char|*c str = (char *)malloc(size);

if ([memcpy(c str, input str, size)) == c str) { // diagnostic required
VA Y h -

}

VA B

free[c str);

c _str = NULL;

}

5.15 BEscaping of the address of an automatic object [addrescape]
Rule

The address of an object with automatic storage duration returned from a function or held in any pointer
variablg whose lifetime extends past the lifetime of the¥eferenced object at the time the automatig
object goes out of scope shall be diagnosed.

Examplle(s)

EXAMPLE1 Inthisnoncompliant example, a diaghosticis required because the address of the automatic object
c_str remains in the pointer variable p when, st r goes out of scope in the function dont do_this.

const ¢har *p;

void d¢nt do this(void) {
const char c_str[] = “This will change”;
p = ¢ str; // diagnosticyorequired

}

void ipnocuous (void) {
cons{ char c str[] (=)“Surprise, surprise”;
putsfc str);

}

int majin (void)\J
dont|do thds ()
inno¢uods () ;
puts (g)7

return EXIT SUCCESS;
}

EXAMPLE 2  Inthis noncompliant example, a diagnostic is required because the address of the automatic object
array is returned.

int *init array(void) {
int array(l0] = { 1, 2, 3, 4, 5, 6, 7, 8, 9, 10 };
return array; // diagnostic required

}

EXAMPLE 3  Inthis noncompliant example, a diagnostic is required because the address of the automatic object
fmt remains in the pointer variable ptr param when fmt goes out of scope in the function squirrel away.
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void squirrel away(char **ptr param) {

char fmt[] = “Error: %s\n”;
/* oL x/
*ptr param = fmt; // diagnostic required

}

int main (void) {
char *ptr;
squirrel away (&ptr);

return EXIT SUCCESS;
}

5.16 Conversion of signed characters to wider integer types before a check for
FOF  [signconv]

Rule

Converting a tainted value of type char or signed char to alarger integer type without having first
rast the value to unsigned char shall be diagnosed if the value is subSequently compared with the
value of EOF.

Example(s)

FXAMPLE In this noncompliant example, a diagnostic is requiyed because the character of type char|pointed
fo by ¢ _strisconverted to int without first being cast to uigigned char.

int yy string get(char *c str) {
int ¢ = EOF;

if (c_str && *c_str) {

c = *c_str++; // if char is signedy™a OxFF char can be confused with EOF

}

return c;
}
* L. %/
thar string[BUFSIZ];

SET_TAINTED_STRING(string, BUFSIZ) ;
if (yy _string get(string) == EOF) // diagnostic required

5.17 Use of an implied defaultin a switch statement [swtchdflt]
Rule

A switch statement with a controlling expression of enumerated type that does not include a|default
ase andidoes not include cases for all enumeration constants of that type shall be diagnosed.

Rationale

A switchstatementwithacontrolling expression of enumerated type thatdoesnotinclude a default case
and does not include cases for all enumeration constants of that type indicates logical incompleteness.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because not all possible values of widget
type are checked for in the switch statement.

enum WidgetEnum { WE W, WE X, WE Y, WE_Z };
void f (enum WidgetEnum widget type) {
switch (widget type) { // diagnostic required

case WE X:
AR/
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break;
case WE Y:
VAT
break;
case WE Z:
VA

break;

A call tp the fopen or freopen function shall be diagnosed after the lifetime of the last pointer object
that stqres the return value of the call has ended without a call to fclose with that pointer value.

A call t¢ a standard memory allocation function shall be diagnosed after the lifetinfe.of the last pointe
object that stores the return value of the call has ended without a call to a standard memory deallocation
functioh with that pointer value.

Examplle(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because the resource allocated by the cal
to fopen is not closed.

int f (yoid) {

const{ char *filename = “secure.dat”;
FILE|*f = fopen (filename, “r”); // diagnostic refoired
if (f == NULL) {
VA I
}
VA B
retufn 0;

}

EXAMPLE 2 In this noncompliant examplg, a diagnostic is required because the resource allocated by the cal
tomallfoc is not freed.

int £ (yoid) {
char|*text buffer = (char.*)malloc(BUFSIZ); // diagnostic required

if (fext buffer == NULE) {
refurn -1;

}

retugn O;

5.19 Fpiling to detect and handle standard library errors [liberr]

Rule

Failure to branch conditionally on detection or absence of a standard library error condition shall
be diagnosed.

The successful completion or failure of each of the standard library functions listed in Table 2 shall be
determined either by comparing the function’s return value with the value listed in the column labeled
“Error Return” or by calling one of the library functions mentioned in the footnotes to the same column.
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Table 2 — Library functions and returns

Function Successful return Error return
aligned alloc pointer to space NULL
asctime s Zero nonzero
at quick exit Zero nonzero
atexit Zero nonzero
bsearch pointerto-matchingelement MNOLL
bsearch s pointer to matching element NULL ,\'\(b
btowc converted wide character WEOF q>)
c16rtomd number of bytes (size t) (-1) _H°
- 9
c32rtomb number of bytes (size_t) (-1) 7
N\
calloc pointer to space NULL '10)
clock processor time (ClOCk_ﬁ)?‘—l)
4
cnd _broadcast thrd success thrd\\éf/ror
cnd_init thrd success tﬁ@}nomem orthrd error
cnd_signal thrd success d error

cnd_timedwait thrd success 7. g thrd timedout or thrd errdr
cnd wait thrd success O‘ thrd error
— — P v —
ctime s Zero \\Y nonzero
O i
fclose Zero \ EOF (negative)
fflush Zero Q(\w EOF (negative)
fgetc character read ] @$ EQOFa
fgetpos Zero \) nonzero
fgets pointer to s{ﬁi& NULL
fgetwc wide ch er read WEOFa
ardct
fopen pointh stream NULL
fopen s ,z\s@ nonzero
fprintf ("|amber of characters (nonnegative) negative
fprintf s ,,O " |number of characters (nonnegative) negative
fputc c$9 character written EOFb
~
fputs ,)0 nonnegative EOF (negative)
fputws /\?3 nonnegative EOF (negative)

elements read

elements read

I pointer to stream NULL

o P
fscanf number of conversions (nonnegative) EOF (negative)
fscanf s number of conversions (nonnegative) EOF (negative)
fseek Z€ero nonzero
fsetpos Zero nonzero
ftell file position -1L
fwprintf number of wide characters (nonnegative) |negative
fwprintf s number of wide characters (nonnegative) |negative

fwrite

elements written

elements written

© ISO/IEC 2013 - All rights reserved
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Table 2 (continued)

Function Successful return Error return

fwscanf number of conversions (nonnegative) EOF (negative)

fwscanf s number of conversions (nonnegative) EOF (negative)

getc character read EOFa

getchar character read EOFa

geteny pointer to string NIT.T,

geteny_ s pointer to string NULL ‘y\(b
gets pointer to string NULL 2)
getwc wide character read WEOF ,\Q'\'\ a
getwchar wide character read WEOF k/\ -
gmtime pointer to broken-down time NULL ,C N
gmtim¢ s pointer to broken-down time NULL . -

localtime pointer to broken-down time NULL N -

localtime_s pointer to broken-down time NULL ,,O\‘

mallog¢ pointer to space NULL k\\o

mblen| s != NULL number of bytes -1y, S

mbrlef, s != NULL |number of bytes or status Vi @i\ze_t) (-1)

mbrto¢l6 number of bytes or status \\\ "(size t) (-1),errno == EILSEQ
mbrto¢32 number of bytes or status \V (size t) (-1),errno == EILSEQ
mbrtoyc, s != NULL |number of bytes or status \\g\ (size t) (-1),errno == EILSEQ
mbsrtewcs number of non-null element@,Q\ (size t) (-1),errno == EILSEQ
mbsrtdwcs s Zero ,\A\' nonzero

mbstoycs number of non-null@L&f\i}eznts (size_t) (-1)

mbstoycs s Zero r':\\O\ nonzero

mbtow¢, s != NULL number of hyttgj -1

memcht pointer(ts\ﬂ\cated character NULL

mktimg calendar time (time_t) (-1)

mtx ifpit Pf\@;success thrd error

mtx 1ldck d;tfrd_success thrd error

mtx tlmedlock 09-' thrd success thrd timedoutorthrd error
mtx_tfyylock /\?3 thrd success thrd busyorthrd error
mtxiumlocké\/ thrd success thrd error

printf s \?\‘ number of characters (nonnegative) negative

putc character written EQFED

putwc wide character written WEOF

raise Zero nonzero

realloc pointer to space NULL

remove Z€ero nonzero

rename Z€ero nonzero

setlocale pointer to string NULL

setvbuf Zero nonzero

scanf number of conversions (nonnegative) EOF (negative)
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ten (nonnegative)

Function Successful return Error return
scanf_s number of conversions (nonnegative) EOF (negative)
signal pointer to previous function SIG_ERR,errno > 0
snprintf number of characters that would be writ- negative

snprintf s

number of characters that would be writ-

negative
5

ten (nonnegative)

O
. . . J
sprintf number of non-null characters written negative (\'\
N
sprintf s number of non-null characters written  |negative ,\!1/
N
sscanf number of conversions (nonnegative) EOF (negative) .O(\b
rd 4
sscanf s number of conversions (nonnegative) EOF (negative) r\\
strchr pointer to located character NULL ,(%
-
strerror_ s zero nonzero ()
strftime number of non-null characters Zerg\\QO
strpbrk pointer to located character W
strrchr pointer to located character AN%LL
=
strstr pointer to located string /\<( NULL
strtod converted value QV zero,errno == ERANGE
strtof converted value &\}\,\ zero,errno == ERANGE
N
. INTMAX MAX or INTMAX MIN, |errno
strtoimax Y — _ ’
converted value ‘\\g\ —— ERANGE
strtok pointer to first character of a token NULL
N
strtok s pointer to first;;b‘&*acter of a token NULL
b\ _
strtol converted e LONG MAX or LONG MIN, errno
R ERANGE
AN\
N
strtold convgrgeﬂ value zero,errno == ERANGE
strtoll orted value LLONG_ MAXor LLONG MIN, enrno
~ == ERANGE
strtoumax al )converted value UINTMAX MAX,errno == ERANGE
N4
strtoul A\GJ converted value ULONG_MAX,errno == ERANGE
strtoull <'\(O converted value ULLONG MAX,errno == ERANGE
N4
strxfrm bg ) length of transformed string >=n
. \ . .
SWpI 13\@ number of non-null wide characters negative
swkrv}t f s number of non-null wide characters negative

s@éanf

number of conversions (nonnegative)

EOF (negative)

swscanf s

number of conversions (nonnegative)

EOF (negative)

thrd create

thrd success

thrd nomemor thrd error

thrd detach

thrd success

thrd error

thrd join thrd success thrd error
thrd sleep Zero negative

time calendar time (time_t) (-1)
timespec get base Zero

tmpfile pointer to stream NULL

© ISO/IEC 2013 - All rights reserved
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Table 2 (continued)

Function Successful return Error return
tmpfile s Zero nonzero
tmpnam non-null pointer NULL
tmpnam_s Z€ero nonzero

tss create

thrd success

thrd error

tss_get value of thread-specific storage Zero
tss s¢t thrd success thrd error AQD
unget¢ character pushed back EOF (negative; see below) (55\
ungetyc character pushed back WEOF (negative) ,\N e
vipriptf number of characters (nonnegative) negative /\q\)
vfprizlxt f s number of characters (nonnegative) negative G\'\ )
vEscaff number of conversions (nonnegative) EOF (negative) &J
viscapf s number of conversions (nonnegative) EOF (negativel(,}-)
viwprintf number of wide characters (nonnegative) |negative O\\v
viwprintf s number of wide characters (nonnegative) negatixe\(O'
viwscanf number of conversions (nonnegative) EOF (Q\gative)
viwscanf s number of conversions (nonnegative) /@ (negative)
vprintf s number of characters (nonnegative) \\\(négative
vscanf number of conversions (nonnegati\f_ej\ : EOF (negative)
vscanf s number of conversions (nonneg@r‘(g) EOF (negative)
vsnpr|ntf number of cha_racters that‘w vbe writ- negative
ten (nonnegative) AN

o romnegatvg) T |negative
veprifts gl‘llrsber of noonc}}})characters (nonnega- negative
vspriftf s n.umber@&n'-null characters (nonnega- negative

- tive) -\
vsscapf nU(mﬁ)gof conversions (nonnegative) EOF (negative)
vsscaxluf_s ,.*@‘I-;ber of conversions (nonnegative) EOF (negative)
vswprintf _<)"[number of non-null wide characters negative
vswprintf s Qf" number of non-null wide characters negative
vswscanf AQ‘ number of conversions (nonnegative) EOF (negative)
VSwWsC m@g&*\ number of conversions (nonnegative) EOF (negative)
variqﬂ% \s number of wide characters (nonnegative) |negative
vwscanf number of conversions (nonnegative) EOF (negative)
vwscanf s number of conversions (nonnegative) EOF (negative)
wcrtomb number of bytes stored (size_t) (-1)
wcschr pointer to located wide character NULL
wcsftime number of non-null wide characters Zero
wcspbrk pointer to located wide character NULL
wcsrchr pointer to located wide character NULL
wcsrtombs number of non-null bytes (size t) (-1),errno == EILSEQ
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Function Successful return Error return

wcsrtombs s Zero nonzero

wcsstr pointer to located wide string NULL

wcstod converted value zero, errno == ERANGE

wcstof converted value zero,errno == ERANGE

WCSTOIMaxR converted value LUINAX MAXor INIMAX MIN,
errno == ERANGE

wcstok pointer to first wide character of a token |NULL

wcstok s pointer to first wide character of a token |NULL

wcstol converted value EgiEEI\E/IAX or LONGAYIN, errrjo

wcstold converted value Zero, errnoy =5 ERANGE

westoll converted value LLONG _MAX or LLONG MIN, prrno
== ERANGE

wcstombs number of non-null bytes (s¥ze t) (-1)

wcstombs s Zero honzero

wcstoumax converted value UINTMAX MAX, errno == ERANGE

wcstoul converted value ULONG MAX, errno == ERANGE

wcstoull converted value ULLONG MAX, errno == ERANGE

wesxfrm length of transformed wide string >=n

wctob converted character EOF

wctomb, s != NULL number of bytes stored -1

wctomb s, s != NULL |number of bytes stored -1

wctrans valid argumentto towctrans Zero

wctype valid argiment to i swctype Zero

wmemchr pointerto located wide character NULL

wprintf s niimber of wide characters (nonnegative) |negative

wscanf

nmumber of conversions (nonnegative)

EOF (negative)

wscanf s

number of conversions (nonnegative)

EOF (negative)

a Use feof and ffervror.
b Use ferror:

pbefore reading again.

The unget'¢function does not set the error indicator, even when it fails, so it is not possible tp check
for errorswreliably unless it is known that the argument is not equal to EOF. C states that “one character
bf puShback is guaranteed,” so this should not be an issue if, at most, one character is ever pushgd back

NOTE A cumulative error check satisfies the rule as long as undefined behavior is not triggered (for example,
by using the contents of the fgets or fgetws array or using the file position indicator after fread or fwrite
without first checking for error).

Rationale

Failure to branch conditionally on detection or absence of a standard library error condition can result

in unexpected behavior.
Example(s)
EXAMPLE

checked for an error condition.
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void test unchecked return(FILE *file, long offset) {
fseek(file, offset, SEEK SET); // diagnostic required

}

NOTE

Return values from the following functions (Table 3) do not need to be checked because their historical

use has overwhelmingly omitted error checking, and the consequences are not relevant to security.

Exceptjons

— EX]: The use of a void cast to signify programmer intent to ignore'a return value from a function
ne¢d not be diagnosed.

EXAMPLE This example shows an acceptable use of this exception.

void f¢o (FILE *file) {
(voidl) fputs (“foo”, file);

/%
}

— EXP:Ignoring the return value of a function that cannot fail or whose return value cannot signify an
error condition need not be diagnosed. For'example, st rcpy is one such function.

5.20 Forming invalid pointers by library function [libptr]

Rule

Invoking a C library function wiith an argument or arguments that causes the function to form a pointer
that dogs not point into or jusbt past the end of the object shall be diagnosed.

Rationple

Many ( Standard.ldbrary functions manipulate individual objects or arrays of objects either ong
element at a timgor one byte at a time. With a few exceptions, such functions typically take at least twg
argumgnts foreach object (or array) they manipulate:

— avjlid pointer into the object or storage for an object and

Table 3 — Example library functions and returns

Function Successful return Error return
printf number of characters (nonnegative) negative
putchar character written EOF

puts nonnegative EOF (negative)
putwchar wide character written WEOF
vprintf number of characters (nonnegative) negative
vwprintf number of wide characters (nonnegative) negative
wprintf number of wide characters (nonnegative) negatiye

*/

— aninteger argument indicating how many elements or bytes of the object to manipulate.

C identifies the following undefined behavior:

UB |Description

The pointer passed to a library function array parameter does not have a value such that all address com-
109 : : .

putations and object accesses are valid (7.1.4).
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The following standard library functions take a pointer argument and a size argument, with the
constraint that the pointer must point to a valid memory object of at least the number of bytes or wide

characters (as appropriate) indicated by the size argument.

fgets fread fwrite mblen

memchr memset fgetws wmemchr
lllClllDCt lLLL}J_ lCll tlLlLJllC{lLl._D \thD_D
betenv_s memset s strerror s strnlen s

hsctime s
Wmemcpy S

wcsnlen s

mbtowc
hemcpy
hemcmp
nbrtoc32
vcsncat
nbrtowc
vctomb_ s
memmove s
strncat s
memmove_ s

nbsrtowcs s

ctime s

wmemmove S

wctomb
memmove
strncmp
WCSncpy
wcsncmp
wcrtomb
mbtowcs, S
strepy s
WCSCpy s
wcscat s

wcsrtombs s

WCsScpy_ s

wcscat s

5.20.2 Library functions that take two pointers and an integer

mbtowcs
strncpy
strxfrm
wnemncpy
wcsxfrm
mbsrtowcs
wcstombs s
strncpy_s
WCSNCpy_s

wcsncat s

5.20.3,-Library functions that take a pointer and two integers

wCcsncpy s

wcsncat s

Che following standard library functions take two pointer arguments and a size argument, with the
constraint that both pointers must point to valid memory objects'of at least the number of bytes pr wide
Characters as appropriate, indicated by the size argument.

wcstombs
strncat

mbrtocl6
wmemmove
wmemcmp

wcsrtombs
memcpy_s
strcat_s
wmemcpy s

wcrtomb s

e following standard library functions take a pointer argument and two size arguments, with the

constraint that the pointer must point to a valid memory object containing at least as many bytes as the
product of the two size arguments.

bsearch
gsort
bsearch s

gsort_ s

© ISO/IEC 2013 - All rights reserved
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Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because the size argument used in the
memset () call is one longer than the size allocated for p.

void fl(size t nchars) {

char *p = (char *)malloc (nchars);

const size t n = nchars + 1;

if (p) |
memset (p, 0, n); // diagnostic required
/* ... */

}
}

EXAMPLE 2  In this noncompliant example, a diagnostic is required because the size argument usediin the
memset () call is possibly miscalculated. There is no requirement that the size of an int is the game as thd
size of g float.

void f2 (void) {
float|al4];
cons{ size t n = sizeof(int) * 4;
void|*p = a;

memsé¢t (p, 0, n); // diagnostic required

/A I
}

EXAMPLE 3  In this noncompliant example, a diagnostic is required\because the size argument used in the
memcpy () call is possibly miscalculated. The size of an int does nat Heed to be smaller than that of a double.

void f3 (int *a) {
double b = 3.14;
consf{ size t n = sizeof(*a);
void|*p = a;
void|*g = &b;

if (fmemcpy(p, g, n)) == p) { // diagr@stic required
Vadl I

}

VA

}

EXAMPLE 4 In this noncompliant example, a diagnostic is required because the value of n is not computed
correctlly, allowing a possible write past the end of the object referenced by p.

void f4 (char p[], constyichar *qg) {

consf{ size t n = sizeof (p);

if ([memcpy(p, d,,m)}) == p) { // diagnostic required
Vel IV

}

VA IV

}

5.21 Allocating insufficient memory [insuimem]
Rule

A call to a standard memory allocation function is presumed to be intended for type T * when it appears
in any of the following contexts.

— inthe right operand of an assignment to an object of type T *, or
— inaninitializer for an object of type T *, or

— in an expression that is passed as an argument of type T *, or
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— inthe expression of a return statement for a function returning type T *.

A call to a standard memory allocation function taking a size integer argument n and presumed to be

intended for type T * shall be diagnosed whenn < sizeof (T).

The following are the standard memory allocation functions that take a size integer argum
return a pointer.

aligned alloc

ent and

CarToT
malloc

realloc

Rationale

Returning insufficient memory from a memory allocation function is likely to result in un
behavior when that memory is accessed.

Example(s)

malloc () call has been possibly miscalculated.

lichar t *f1 (void) |

const wchar t *p = L”Hello, World!”;

const size t n = sizeof(p) * (wcslen(p) + 1)

wchar t *g = (wchar t *)malloc(n); // diagndstic required

VA

return gy

5.22 Forming or using out-of-beunds pointers or array subscripts [invptr]
Rule

[sing pointer arithmetic soithat the result does not point into or just past the end of the same
ising invalid pointers ip-arithmetic expressions, or dereferencing pointers that do not point to
bbject shall be diagnosed:

hrray also shallbe’diagnosed.
Rationale

C identifies five distinct situations in which undefined behavior may arise as a result of
poifiter operations:

defined

EXAMPLE In this noncompliant example, a diagnostic is requiredbécause the value of n that is us¢d in the

object,
a valid

[.ikewise, using ah.array subscript so that the resulting reference does not refer to an elemenf in the

invalid

UB |Description

result that does not point into, or just beyond, the same array object (6.5.6).

46 Addition or subtraction of a pointer into, or just beyond, an array object and an integer type produces a

evaluated (6.5.6).

Addition or subtraction of a pointer into, or just beyond, an array object and an integer type produces
47 |aresultthat points just beyond the array object and is used as the operand of a unary * operator that is

in the lvalue expression a[1][7] given the declaration int a[4][5]) (6.5.6).

49 An array subscript is out of range, even if an object is apparently accessible with the given subscript (as
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UB |Description
62 An attempt is made to access, or generate a pointer to just past, a flexible array member of a structure
when the referenced object provides no elements for that array (6.7.2.1).
The pointer passed to a library function array parameter does not have a value such that all address com-
109 : : .
putations and object accesses are valid (7.1.4).
Example(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because if f is called with a negativ

argumept for index, an out-of-bounds pointer is formed.
#define [TABLESIZE 100
static|int table[TABLESIZE];

int *flint index) {
if

}

retufyn NULL;

}

EXAMPLE 2 In this compliant example, a diagnostic is not required becatse*when the parameter index is
negativ¢, an out-of-bounds pointer cannot be returned.

#define | TABLESIZE 100
static|int table[TABLESIZE];

int *flint index) {
if

}

retufn NULL;

}

EXAMPLE 3  In this compliant example, a diagnostic is not required because the parameter index cannot be
negative and an out-of-bounds pointer cannot be returned.

#define | TABLESIZE 100
static|int table[TABLESIZE] ;

int *f[size t index) A
if

}

retufn NULL.,

}

EXAMPLE4 Inthis noncompliant example, a diagnosticis required because if the string path does not contain

return table + index; // diagnostic required

refurn table + index;

refurn table #)index;

(}ndex < TABLESIZE) {

(§ <= index && index < TABLESIZE) {

(}ndex < TABLESIZE) {

the backslash character in the first MAX MACHINE NAME LENGTH + 1 characters,thenmachine name will
be dereferenced past the end pointer.

#define MAX MACHINE NAME LENGTH 64

char *get machine name (const char *path) {
char *machine name = (char *)malloc (MAX MACHINE NAME LENGTH + 1);

if

}

(machine name == NULL) {

return NULL;

while (*path != "“\\’) {

}

30

*machine name++ = *path++; // diagnostic required
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*machine name = ‘\0’;

return machineiname;

}

EXAMPLES5 In this compliant example, a diagnostic is not required because the string path is guaranteed
to contain a backslash character within the first MAX MACHINE NAME LENGTH characters when the string is

copied tomachine name.

#define MAX MACHINE NAME LENGTH 64

Char *get machine name (const char *path) {

const char *machine name end = strchr(path, *\\’);

if (machine name end == NULL
|| machine name end >= path + MAX MACHINE NAME LENGTH) {
return NULL;

}

char *machine name = (char *)malloc (MAX MACHINE NAME LENGTH + 1);
if (machine name == NULL) {

return NULL;
}

const char *p = machine name;

while (path != p) {
*pt++ = *path++;
}

*p = \\Or;

return machine_name;

}

EXAMPLE 6  In this noncompliant example, a diagnostic is required because a value is stored beyond th
Lhe array table when the parameter pos equals the variable size.

Etatic int *table = NULL;
static size t size = 0;

int insert in table(size t posg, int value) {
if (pos > size) {
int *tmp = (int *)rpealloc (table, sizeof (table[0]) * (pos + 1));
if (tmp == NULL) A
VA
}
size = posGi1;
table =_fmp;
}
tablelrds] = value; // diagnostic required

return 0;

NAMBDLIL 7

L dela 1. 4= 1 . 4o H 4= H <1 1 > 4= | bl 4l
AOIVIT L7 TIT UITIS L,Ullll.}llalll, CAalllle, [=} ulqsuua LI IS TIUL T CLIUII CUpoultlaustT da vdiutT 15 SLUTITU VILIITIT UIT

of the array table when the parameter pos equals the variable size.

static int *table = NULL;
static size t size = 0;

int insert in table(size t pos, int value) {
if (pos >= size) {

int *tmp = (int *)realloc(table, sizeof (table[0]) * (pos + 1));
if (tmp == NULL) {
/* L. %/
}
size = pos + 1;
table = tmp;
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}

table[pos] = value;
return 0;

}

EXAMPLE 8  Inthis noncompliant example, a diagnostic is required because a value is stored beyond the end of
the arraysinmatrix [0] throughmatrix[4] when j has values greater than 4.

enum { COLS = 5, ROWS = 7 };
static int matrix[ROWS] [COLS];

void ipit matrix(int x) {
for [size t i = 0; i != COLS; ++i) {
fo (size t 3 = 0; J != ROWS; ++3) {
hatrix[1][j] = x; // diagnostic required

}
}

EXAMPLE9 In this compliant example, a diagnostic is not required because all values are stored within the
bounds pfthe arraysinmatrix [0] throughmatrix[4].

enum {|COLS = 5, ROWS = 7 };
static|int matrix[ROWS] [COLS];

void ipit matrix(int x) {
for [size t i = 0; 1 != ROWS; ++i) {
fof (size t j = 0; j != COLS; ++3j) {
matrix[i] [J] = x;

}
}

EXAMPLE 10 In this noncompliant example, a diagnosticis required because the expression first++ results in
a pointer beyond the end of the array buf when buf contdins no elements.

struct|S {
size|t len;
char|buf[];

}i

char *#ind(struct S *s, int c) {
char| *first = s->buf;
char|*last = s->buf + s->keny

whil¢ (first++ != last) ({) // diagnostic required
if| (*first == (unsigrieéd char)c) {
return first;

}

retufn NULL%
}

void g[voeid) {

t e o . e e fal e Tl - - = =
strudse—5 st et —S— et ee{streof{struet—S

if (s != NULL) {
s->len = 0;
/* L. %/
char *where = find(s, ‘.’);
if (where == NULL) {
return;
}
}
/* oL %/
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EXAMPLE 11 In this compliant example, a diagnostic is not required because the expression first++ does not

occur unless buf contains elements.

struct S {
size t len;
char buf[];
}i

char *find(struct S *s, int c) {
char *first = s->buf;
char *last = s->buf + s->len;

while (first != last) {
if (*first++ == (unsigned char)c) {
return first;
}
}

return NULL;
}

yoid g(void) {
struct S *s = (struct S *)malloc (sizeof (struct S));
if (s) |

s->len = 0;

/* .. %/

char *where = find(s, ‘.’);

if (where == NULL) {

return;

}

}

VAN
i

EXAMPLE 12 Inthisnoncompliantexample,adiagnosticisrequired because the expressionbuf [strle
- 1] assumes that the first byte of the paraméter to fgets, buf, is non-null.

oid f (void) {
char buf[BUFSIZ];

if (fgets(buf, sizeof (buf) »~stdin)) {
buf[strlen(buf) - 1] &« “\0’; // diagnostic required
puts (buf) ;
}
}

EXAMPLE 13  In thisThoncompliant example, a diagnostic is required because the integer skip is scal
hdded to the pointeD s and may point outside the bounds of the object referenced by s.

Etruct big ¥
unsigned{long long ull 1;
unsidned long long ull 2;
unsigned long long ull 3;
mtVsi 4;

h (buf)

bd when

fmt si 5;

I

void g(void) {
size t skip = offsetof(struct big, ull 2);

struct big *s = (struct big *)malloc(4 * sizeof (struct big));
if (!s) {
/* oL %/
}
memset (s + skip, 0, sizeof (struct big) - skip); // diagnostic required
/* ... %/
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5.23 Freeing memory multiple times [dblfree]
Rule

Freeing memory multiple times shall be diagnosed.
Rationale

Freeing memory multiple times results in double-free vulnerabilities.

C ident{fies the following undefined behavior:

UB |Description
The pointer argument to the free or realloc function does not match a pointer earlier returned
179 |bly a memory management function, or the space has been deallocated by a call to free or r€a¥loc
(¥.22.3.3,7.22.3.5).
Examplle(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because x couldbge freed twice depending
on the vplue of error condition.

void fsize t num elem) {
int ¢rror condition = 0;

int fx = (int *)malloc(num elem * sizeof (int));
if (% == NULL) {
VA IRV
}
VA IV
if (¢rror condition == 1) {
VAl Y
free (x);
}
VA
free[x); // diagnostic required
x = NULL;
}

EXAMPLE 2 Inthis noncompliant example, a diagnostic is required because realloc may free ¢ _strl when
itreturys NULL, resulting in ¢_str l.Being freed twice.

void gfchar *c strl, size t\sgize) {

char|*c str2 = (char *)realloc(c strl, size);
if (¢ str2 == NULL)
fre¢e(c_strl); /A diagnostic required
refurn;

}
}

Accord]ng toISO/IEC 9899:2011, 7.22.3, paragraph 1,

If théssize of the space requested is zero, the behavior is implementation-defined: either a null pointer
is returned, or the behavior Is as If the size were some nonzero value, except that the returned pointer
shall not be used to access an object.

And according to ISO/IEC 9899:2011, 7.22.3.5, paragraph 3,
Ifmemory for the new object cannot be allocated, the old object is not deallocated and its value is unchanged.

If realloc is called with size equal to O, then if a NULL pointer is returned, the old value should be
unchanged. However, there are some common but nonconforming implementations that free the pointer,
which means that calling free on the original pointer might result in a double-free vulnerability.
However, not calling free on the original pointer might result in a memory leak.

Exception
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Some library implementations accept and ignore a deallocation of already-free memory. Ifall libraries used
by a project have been validated as having this behavior, then this violation does not need to be diagnosed.

5.24 Including tainted or out-of-domain input in a format string [usrfmt]
Rule

Invoking any of the formatted input/output functions identified in ISO/IEC 9899:2011, 7.21.6, where the
format argument references string data that is tainted (4.15) or out-of-domain with respect to character
Fontent, shall be diagnosed.

An empty string is not tainted.

NOTE Any comparison of a character in the string to a value other than the null character,may be conpsidered
fo sanitize the string.

Rationale

nvoking aformatted input/output function where the formatargumentreferences string data thatiqtainted
(4.15) or out-of-domain with respect to character content can result in undefined or unexpected behavior.

An attacker who can fully or partially control the contents of a fermat string can crash a vulperable
process, view the contents of the stack, view memory content, or write to an arbitrary memory lpcation
hnd consequently execute arbitrary code with the permissions©f'the vulnerable process.[3]

Formatted output functions are particularly dangerous-bec¢ause many programmers are unaare of
their capabilities. (For example, they can write an integer value to a specified address using|the %n
conversion specifier.)

Example(s)

EXAMPLE 1  In this noncompliant example, azdiagnostic is required because a format string is read from a
fainted source and passed as an argument to the vfprintf function.

void format error(const char *filename, ...) {
FILE *fd = fopen (filename, “r/|;
if (fd == NULL) {
/* .. %/
}

char fmt[BUFSIZ];

if (fgets(fmt, BUESEZ, fd) == NULL) {
/* .. %/

}

va list vay

va_ start (va; filename) ;

viprinef\(stderr, fmt, va); // diagnostic required
va_erd\wa) ;

felose (£d) ;
}

EXAMPLE 2 Inthis compliant example, a diagnostic is not required because the format string that is read from
a tainted source and passed as an argument to the vfprintf function is first sanitized.

void safe format error(const char *filename, ...) {
FILE *fd = fopen (filename, “r”);
if (fd == NULL) {
/* oL %/
}

char fmt[BUFSIZ];

if (fgets(fmt, BUFSIZ, fd) == NULL) {
/* ... */

}
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/* only allow %d in the format string: */
const char *fc;

for
if

(fc = fmt; *fc !

= \\0’; ++fc) {
(*fc == ‘%’ && (fc[l] !'= Y&’ && fcl[l] !'= d")) {

fclose (£d) ;
return;

}

va_ list va;

va_s
vipr
va_el

fclo
}

EXAMP
tainted

int in
int
char
GET 1
stat

size]
char

if (1
fp
ref

} el
ref
if
} 4

1

fp

frd

returt
}

EXAMP
to be on|

art (va, Illenale),

Intf (stderr, fmt, wva);

hd (va) ;

e (fd) ;

LE 3 In this noncompliant example, a diagnostic is required because the string user.may contain g
value.

orrect password(void) {

et;

user [BUFSIZ];

[AINTED STRING (user, BUFSIZ);

lc const char MSG FORMAT[] = “%s cannot be authenticated<\n”;

|t size = strlen(user) + sizeof (MSG FORMAT) ;

*msg = (char *)malloc(size);

sg == NULL) {

Fintf (stderr, “Could not malloc memmory insg&sXn”,  func_ );
urn -1;

e |

= snprintf (msg, size, MSG_FORMAT, usgr); // MSG_FORMAT is not tainted

(ret < 0) {

fprintf (stderr, “snprintf encoding-error occurred in %s\n”,  func_ );
blse if (ret >= size) {

rintf (“snprintf returned %d\in %s\n”, ret, _ func_ );

Fintf (stderr, msg); //(dlagnostic required

be (msg) ;

h O

LE 4 _“In“this compliant example, a diagnostic is not required because the argument fmt is constrained
e ofthe elements of the formats array, none of which are tainted values.

enum 1

et oo L T chox L bt I _1nt I _long I llono 1 -
Tt 7 T T TT =

static

static

70 ” WO

const char *const formats[] = { “%hhi”, “%hi”, %17, 117, “$11i” };

int fmtintv(enum int tag tag, const char *fmt, va list va) {

return viprintf (stdout, fmt, wva);

}

int format integer (enum int tag tag, ...) {
va_list va;
int n;
if (tag < I char || I llong < tag)

return -1;
va_start(va, tag);
n = fmtintv(tag, formats|[tag], va);
va_end(va) ;

36
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return n;

5.25 Incorrectly setting and using errno [inverrno]
Rule
Incorrectly setting and using errno shall be diagnosed.

The correct way to set and check errno is defined in the following cases.

5.25.1 Library functions that set errno and return an in-band error indicator

A program that uses errno for error checking shall set errno to zero before calling one‘of these
functions, and then it shall inspect errno before a subsequent library function call

The functions in Table 4 set errno and return an in-band error indicator.

Table 4 — Functions that set errno and return an in-band.error indicator

library

Function name Return value errno value
ftell -1L positive
stroumax UINTMAX MAX ERANGE
strtod,a wcstod zero or tHUGE VAL ERANGE
strtof, wcstof zero or tHUGE VALF ERANGE
strtoimax INTMAX MINOriNTMAX MAX ERANGE
strtol, wcstol LONG MINOf TONG MAX ERANGE
strtold, wcstold zero or #HUGE VALL ERANGE
strtoll, wcstoll LLONG *MIN or LLONG_MAX ERANGE
strtoul, wcstoul URONG MAX ERANGE
strtoull, wcstoull ULLONG_MAX ERANGE
wcstoimax INTMAX MINor INTMAX MAX ERANGE
wcstoumax UINTMAX MAX ERANGE

a  However, according to the _C/Standard, if the result of strtod, strtof, or strtold (and the related wide ¢
functions) underflows, “the'fuhctions return a value whose magnitude is no greater than the smallest normalized
number in the return type;)\whether errno acquires the value ERANGE is implementation-defined.”

haracter
positive

5.25.2 Libraryfunctions that set errno and return an out-of-band error indicator

A program niay use errno for error checking after calling one of these functions without setting
Lo zerg before calling the function. Then the program shall inspect errno conditional on the
valueland before a subsequent library function call.

errno
return

[he functions in Table 5 set errno and return an out-of-band error indicator.
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Table 5 — Library functions that set errno value and return an out-of-band error indicator

Function name Return value errno value
fgetpos nonzero positive
fsetpos nonzero positive
mbrtowc (size t) (-1) EILSEQ
mbsrtowcs (size t) (-1) EILSEQ
signala SIG ERR positive
wcrtomb (size_ t) (-1) EILSEQ
wcsrtembs (size_t) (-1) EILSEQ

a  The|value of errno is indeterminate if signal returns SIG_ERR from within a signal handler that was triggerd by a
signal tHat occurred other than as the result of a call to abort or raise.

5.25.3

The fgptwc and fputwc functions return WEOF in multiple cases, only one of which results in setting

errno]Therefore, the program shall set errno to zero before calling these fuii¢tions.
The fur|ctions in Table 6 set errno and return an out-of-band error indicater:
Table 6 — Library functions that occasionally set errno value-and return an out-of-band
error indicator

Function name Return value exrno value
fgetwc WEOF EILSEQ
fputwc WEOF EILSEQ

5.25.4 |Library functions that may or may not seterrno

Programs shall not rely on errno after calling a function that might set errno when an error occurg
becauseg the function might have altered ¢#:#no in an implementation-defined way:.

The fur
The fur

— If there is a domain erron and the integer expression math errhandling & MATH ERRNO ig
nonhzero, then errno.sset to EDOM.

—  Ac(
rou

HUGE VALL according to the return type, with the same sign as the correct value of the function; if

the

erfpndéacquires the value ERANGE.”

Library functions that occasionally set errno and return an out-of-band error indicator

ctions defined in <complex. h> could or could not set errno when an error occurs.

ctions defined in <math.\h> set errno in the following conditions:

ording to ISQAIEC 9899:2011, 7.12.1, paragraph 5, “If a floating result overflows and defaulf
nding is inteffect, then the function returns the value of the macro HUGE VAL, HUGE VALF, of

integer expression math errhandling & MATH ERRNO is nonzero, the integer expression

— Similarly, according to ISO/IEC 9899:2011, 7.12.1, paragraph 6, "The result underflows if the
magnitude of the mathematical resultis so small that the mathematical result cannotbe represented,
without extraordinary roundoff error, in an object of the specified type. If the result underflows, the
function returns an implementation-defined value whose magnitude is no greater than the smallest
normalized positive number in the specified type; if the integer expressionmath errhandling &
MATH ERRNO is nonzero, whether errno acquires the value ERANGE is implementation-defined.”

The functions atof, atoi, atol, and atoll may or may not set errno when an error occurs.

38
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5.25.5 Library functions that do not explicitly set errno

Programs shall notrely on errno to determine whether an error occurred after calling a Standard C Library
function that does not explicitly set errno. Such a function may set errno even when no error has occurred.
All library functions that have not been discussed yet are functions that do not explicitly set errno.

Rationale

Incorrectly setting and using errno can result in undefined or unexpected behavior.

Example(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because errno is used for-értor dhecking
hnd errno is not set to zero before the C Standard Library function strtoul is called.

void f (const char *c str) {
char *endptr = NULL;

unsigned long number = strtoul(c str, &endptr, 0);

if (endptr == c_str

|| (number == ULONG MAX && errno == ERANGE)) { // diagnosticspeguired
/* L. %/ B

} else {
/* L. x/

}

/* oL %/

i

EXAMPLE 2 In this noncompliant example, a diagnostic is;required because errno is used for error ghecking
hnd the return value of the call to the C Standard Library furnction signal is not checked before checkingerrno.

yoid g (void) {

errno = 0;

signal (SIGINT, SIG DFL);

if (errno != 0) { // diagnostic reqguired
VA V4

}
i

EXAMPLE 3 In this noncompliantexample, a diagnostic is required because errno is used for error ghecking
hnd errno is checked after the call to the C Standard Library function setlocale because setlocale floes not
pxplicitly set errno.

loid h(void) {

errno = 0;

setlocale (LC ALK, “7);

if (errno !=0) { // diagnostic required
VA )

}
i

5,26 Integer division errors [diverr]

Rule

Integer values that are used as operands to the / or % operators where the second operand to the /
operator or the % operator is tainted shall be diagnosed.

Tainted values that are used as either operand to the / operator or the % operator shall be diagnosed if
the quotient of the two operands is not representable.

Rationale
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Cidentifies two conditions under which division and remainder operations result in undefined behavior:

UB |Description

45 The value of the second operand of the / or % operator is zero (6.5.5).

n/a |Ifthe quotient a/b is not representable, the behavior of both a /b and a%b is undefined (6.5.5).

Example(s)

EXAMPLE1 In this nnnr‘nmp]ianf pvamplp, a r‘liagnncfir is rpnlnirprl because the expression v can resul

in a divide-by-zero error or in a quotient that is not representable.

int divyide (int x) {
int ¥,
GET_”AINTED_INTEGER(int, V)

retufn x / y; // diagnostic required

}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the expression x % y can result
in a divide-by-zero error or a quotient of the two operands that is not representable.

int rethainder (int x) {
int y;
GETi”AINTEDilNTEGER(int, V)

o

retufn x % y; // diagnostic required

}

EXAMPLE 3  In this compliant example, the expression x / y.cannot result in a divide-by-zero error or in 3
quotient that is not representable.

int diyide (int x) {

int y;
GETihAINTEDilNTEGER(int, V)
if (y == 0) |l ( (x == INT MIN) && (y, == -1) ) ) |

(
/f Handle error */

}
else| {
return x / y;

}

EXAMPLE 4 In this compliant éxample, the expression x % vy cannot result in a divide-by-zero error or in 3
quotient that is not representable.

int rethainder (int x) (g

int y;
GET TAINTED INTEGER (int, y);
if (y == 0) Pk ( (x == INT _MIN) && (y == -1) ) ) |

(
/f Handl&\ error */
}
else| {

refurn™x % y;

5.27 Interleaving stream inputs and outputs without a flush or positioning call [ioileave]
Rule
The following scenarios shall be diagnosed:

— receiving input from a stream directly following an output to that stream without an intervening
call to fflush, fseek, fsetpos, or rewind, if the file is not at end-of-file or
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— outputting to a stream after receiving input from that stream without a call to £seek, fsetpos, or
rewind, if the file is not at end-of-file

Rationale

C identifies the following undefined behavior:

UB |Description

An output operation on an update stream is followed by an input operation without an intervening call to
151 the ritush function or a file positioning function, or anm INput operation on an update stream 15 fofjowed
by an output operation with an intervening call to a file positioning function (7.21.5.3).

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because fread and ‘£write are dalled on
the same file without an intervening call to fflush, fseek, fsetpos, or rewind on thelfile.

void f (const char *filename, char append data[BUFSIZ]) {
char data[BUFSIZ];

FILE *file;

file = fopen (filename, “a+”);

if (file == NULL) {
/* .. %/

}

if (fwrite (append data, sizeof (char), BUFSIZ, file\/!= BUFSIZ) {
/* .. %/ B

}

if (fread(data, sizeof (char), BUFSIZ, file)dd= 0) { // diagnostic required
/* .. %/

}

fclose (file) ;

5.28 Modifying string literals '[strmod]
Rule

Directly modifying any portion of a string literal, assigning a string literal to a pointer to non-const, or
rasting a string literal'to a pointer to non-const shall be diagnosed. For the purposes of this rjule, the
returned value of th®library functions strpbrk, strchr, strrchr, wespbrk, wecschr,and wgsrchr
shall be treated.a9a string literal if the first argument is a string literal. For the purposes of this rule, a
pointer to (ararray of) const characters shall be treated as a string literal.

Examplé(s)

EXAMPEE 1 In this noncompliant example, a diagnostic is required because the string literal “string
| fteral” is modified through the pointer p.

void f1 (void) {

char *p = “string literal”;
pl[0] = 'S’; // diagnostic required
VA

}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the string literal “/
tmp/edXXXXXX” is modified by the C Standard Library function tmpnam.

void f2 (void) {
if (tmpnam (“/tmp/edXXXXXX”)) { // diagnostic required
/* ... */
}
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}

EXAMPLE 3  Inthisnoncompliantexample,adiagnosticisrequired because thestringliteral “/tmp/filename”
is modified through the pointer returned from the C Standard Library function strrchr.

void £3(void) {

char *last slash = strrchr (“/tmp/filename”, ‘/');
*last slash = ‘\0’; // diagnostic required
VA

}

EXAMPLE 4 Inthisnoncompliantexample,adiagnosticisrequiredbecausethestringliteral ™ /tmp/filename”
is modiffied through the pointer returned from the C Standard Library function strrchr.

void f4 (void) {
*strfchr (“/tmp/filename”, ‘/’) = ‘\0’; // diagnostic required
VAN IV

}

EXAMPLE5 In this noncompliant example, a diagnostic is required because the*string literal ™
tmp/fillename” is modified.

void £} (void) {
“/tmp/filename” [4] = ‘\0’; // diagnostic required
VA IV

}

Exceptjon

No diagnostic need be issued if the analyzer can determine that the value of the pointer to non-const i
never used to attempt to modify the characters of the stringliteral.

EXAMPLE

int majn (void) {
char|*p = “abc”;
printf (“$s\n”, p);

return EXIT SUCCESS;
}

5.29 Modifying the string returned by getenv, localeconv, setlocale, and
stredror [libmod]
Rule

Modifyjng the objects or.strings returned by the library functions listed in getenv, localeconv
setlofale, and strerror shall be diagnosed.

Rationple

C identffies the-following three instances of undefined behavior, which arise as a result of modifying thg
data stfuctures or strings returned from getenv, localeconv, setlocale,and strerror:

UB escription

120 |The program modifies the string pointed to by the value returned by the setlocale function (7.11.1.1).

121 The program modifies the structure pointed to by the value returned by the 1ocaleconv function
(7.11.2.1).

184 |The string set up by the getenv or strerror function is modified by the program (7.22.4.6, 7.24.6.2).

Example(s)

EXAMPLE1 In this noncompliant example, a diagnostic is required because the string returned from the C
Standard Library function setlocale is modified.
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void f1 (void) {
char *locale = setlocale(LC ALL, 0);

if (locale != NULL) {
char *cats[8];
char *sep = locale;
cats[0] = locale;
int i;
if (sep) {
for (i = 0; (sep = strstr(sep, “;:”)) && i < 8; ++1i) {
*sep = ‘\0’; // diagnostic required
Tatsiil = TT3SEp;
}
}
}
/* oL x/

i

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the ©bject returned fro
Standard Library function 1ocaleconv is modified.

yoid f£2 (void) {

struct lconv *conv = localeconv();
if (\0’ == conv->decimal point[0]) {
conv->decimal point = “.”; // diagnostic required
}
if (*\0’ == conv->thousands_sep[0]) {
conv->thousands_sep = “,”; // diagnostic regulred
}
/* oL %/

}

EXAMPLE 3 In this noncompliant example,\adiagnostic is required because the string returned fro
Standard Library function getenv is modified.

yoid f3(void)
char *shell dir = getenv (“SHELL"”);

if (shell dir != NULL) ¢
char *slash = strrch¥{shell dir, \VAB W
if (slash) {
*slash = “\0’; \_// diagnostic required

}
/* use shellydir */
}
}

EXAMPLE4 In this noncompliant example, a diagnostic is required because the string returned fro
Standard Library function strerror is modified.

Comst char *f4 (int error) {

m the C

m the C

m the C

EeE RSt et b = e w2 i |

! 2 —r
T OO [DUrroiN, oromy]

sprintf (buf, “(errno

7

$d)”, error);
char *error str = strerror(error);

strcat (error str, buf); // diagnostic required
return error str;

5.30 Overflowing signed integers [intoflow]

Rule
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Whenever at least one operand is tainted, signed integer operations that trap and that can overflow
shall be diagnosed.

Rationale

Signed integer overflow is undefined behavior.

UB Description

36 An exceptional condition occurs during the evaluation of an expression (6.5).

Examplle(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required on implementations that trap,on signed
integer pverflow because the expression x + 1 may resultin signed integer overflow.

int addl (void) {
int %;
GET_”AINTED_INTEGER(int, x);

retufn x + 1; // diagnostic required

}

EXAMPLE 2 In this compliant example, a diagnostic is not required because-the expression x + 1 cannot
result if] signed integer overflow.

int addl (void) {
int %;
GET_”AINTED_INTEGER(int, x);

if (x < INT MAX) {
refurn x + 1;
} elge {
return INT MIN;
}

5.31 Passing a non-null-terminated.character sequence to a library function that expects|
astring [nonnullcs]

Rule

Passing a character sequence orwide character sequence thatis not null-terminated to a library function
that expects a string or widé string argument shall be diagnosed.

Rationple

Many liprary functions accept a string or wide string argument with the constraint that the string they
receivelis propefly null-terminated. Passing a character sequence or wide character sequence that is nof
null-teminatédto such a function can result in accessing memory that is outside the bounds of the object

Examplle(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because the character sequence str will
not be null-terminated when passed as an argument to printf.

char str[3] = “abc”;
printf (“ss\n”, str); // diagnostic required

EXAMPLE 2 Inthis noncompliant example, a diagnostic is required because the wide character sequence cur
msg will not be null-terminated when passed to wcslen. This will occur if lessen memory usage is invoked
while cur msg_size still has its initial value of 1024.

wchar t *cur msg = NULL;

size t cur msg size = 1024;
size t cur msg len = 0;
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void lessen memory usage (void) {
wchar t *temp;
size t temp size;

/* .. %/
if (cur msg != NULL) {
temp size = cur msg size / 2 + 1;
temp = realloc(cur msg, temp size * sizeof (wchar t));
// temp & cur_msg might not be null-terminated
TT(Temp == NULLT {
/* .. %/

}

cur msg = temp;
cur msg size = temp size;
cur msg len = wcslen(cur msg); // diagnostic required

}

EXAMPLE 3 In this compliant example, a diagnostic is not required becausé gur msg will always
ferminated when passed to wcslen.

lichar t *cur msg = NULL;
size t cur msg size = 1024;
size t cur msg len = 0;

void lessen memory usage (void) {
wchar t *temp;
size t temp size;

/* L. x/
if (cur msg != NULL) {
temp size = cur msg size / 2 + 1;
temp = realloc(cur msg, temp size\¥“sizeof (wchar t));
// temp & cur msg might not be null-terminated
if (temp == NULL) {
/* oL %/
}
cur msg = temp;
cur msg[ temp size -S4} = L’\0’; // cur msg now properly null-terminated
cur msg_size = temp_size;
cur _msg len = wcslén(cur msg); // diagnostic not required

5.32 Passingarguments to character-handling functions that are not representabl
unsigne@~char [chrsgnext]

Rule

be null-

 AS

Arguments to the character-handling functions in <ctype . h>thatare not representable as ung

igned

char shall be diagnosed.

The following character classification functions are affected:

isalnum isalpha isascii isblank
iscntrl isdigit isgraph islower
isprint ispunct isspace isupper
isxdigit toascii toupper tolower
Rationale
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These character classification functions are defined only for values representable as unsigned char
and the macro EOF.

Example(s)

EXAMPLE On implementations where plain char is signed, a diagnostic is required because the parameter
to isspace, *t,isdefinedasa const char *,and thisvalue may notbe representable as an unsigned char.

size t count preceding whitespace (const char *s) {
const char *t = s;

size re—ength——satrten{s——

whil¢ (isspace(*t) && (t - s < length)) { // diagnostic required
++1;
}

retuyn t - s;

5.33 Passing pointers into the same object as arguments to different rest#1i ct-quali-
fied pgrameters [restrict]

Rule

Functign arguments that are restrict-qualified pointers and reference overlapping objects shal
be diagnosed.

Rationple

C identifies the following undefined behavior:

UB |D¢scription

A1} object which has been modified is accessed through a restrict-qualified pointer to a const-qualified
68 |type, or through a restrict-qualified pointer and antether pointer that are not both based on the same
object (6.7.3.1).

Examplle(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because the restrict-qualified pointer
parameters to memcpy, ptrl, and pte2reference overlapping objects.

void alpcabc (void) {

char|c str[]= “abcl23edf{;
char|*ptrl = c str;
char|*ptr2 = c str #N\gtrlen(“abc”);

memcpy (ptr2, ptrin/e6); // diagnostic required
putsfc str);

}

EXAMPLE 2, \>In this noncompliant example, the src operand is used twice to refer to unmodified memory
which i alowed by the C Standard; the aliasing restrictions apply only when the object is modified. A diagnostid

is requited/nontheless hecause the pointer src is twice a restrict-qualified pointer parameter to dual
memcpy, referencing overlapping objects.

void *dual memcpy (
void *restrict sl, const void *restrict s2, size t nl,
void *restrict s3, const void *restrict s4, size t n2
) o
memcpy (sl, s2, nl);
memcpy (s3, s4, n2);

return sl;

}

void f (void) {
char destl1[10];
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char dest2[10];
char src[] = “hello”;

dual memcpy (destl, src, sizeof(src),

dest2, src, sizeof(src)); // diagnostic required
puts (destl) ;
puts (dest?2) ;

5.34 Reallocating or freeing memory that was not dynamically allocated [xfree]

Rule

Calling reallocor free in cases where the pt r argument to either function may refer tojmem
was not dynamically allocated shall be diagnosed.

Rationale

 identifies the following undefined behavior:

ry that

UB |Description

179 |by a memory management function, or the space has been dealloeatéd by a call to free or reall
(7.22.3.3,7.22.3.5).

The pointer argument to the free or realloc function does not mat¢h a pointer earlier returned

pC

Example(s)

EXAMPLE 1 Inthis noncompliant example, a diagnosticisxrequired because the pointer parameter to r4
buf, does not refer to dynamically allocated memory.

ffdefine BUFSIZE 256

yoid f (void) {
char buf [BUFSIZE];

char *p;

VAT

p = (char *)realloc (buf, 2 * BUFSIZE); // diagnostic required
/* .. %/

}

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the pointer parameter
© str may notrefer to dynamically allocated memory.

tdefine MAX ALLOCATION 1000

int main (int argc, char *argv([]) {
char *c_ sfr™= NULL;
size t kenvy

if @ngc == 2) {
len' = strlen(argv([l]) + 1;
if (len > MAX ALLOCATION) {

talloc,

0 free,

/* Handle error */

}
c_str = (char *)malloc(len);
if (c_str == NULL) ({
/* Handle allocation error */
}
strcpy(c_str, argv[1l]);
}
else {
c str = “usage: $>a.exe[stringl”;
printf (“$s\n”, c_str);
}
/* L. %/
free(c_str); // diagnostic required
return EXIT SUCCESS;
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}

Except

ion

Somelibraryimplementationsacceptandignoreadeallocation ofnon-allocated memory (or, alternatively,

cause a

runtime-constraint violation). If all libraries used by a project have been validated as having this

behavior, then this violation does not need to be diagnosed.

5.35 Referencing uninitialized memory [uninitref]

Rule

Accessiing uninitialized memory by an lvalue of a type other than unsigned char shall be diaghosed

Ration
There 4
— un

— unl
al

hle
re two main sources of uninitialized memory:
nitialized automatic variables and

nitialized memory returned by the memory management functions\wiel 1oc, realloc, and
igned alloc.

Uninitiflized memory has indeterminate value, which for objects of some types can be a trap
represgntation. Accessing uninitialized memory by an lvalue of a type other than unsigned char hag
undefirled behavior. Typical consequences of accessing uninitializéd memory relevant to security rangg
from d¢nial of service to information exposure as a result of leaking sensitive data previously stored in
amemgqry region.

C ident{fies the following undefined behaviors:

UB |Dpescription

11 |The value of an object with automatic storage-duration is used while it is indeterminate (6.2.4, 6.7.9, 6.8).

12 |A

trap representation is read by an lvalue.expression that does not have character type (6.2.6.1).

It shou
using a
content

Examplle(s)

EXAMP

uninitiajized when it isaccessed in the return statement of the function is negative.

d be noted that while it is safe‘to copy a region of uninitialized storage into another location
function such as memcpy, after the copy, the destination region has the same “uninitialized’
s as the source region evemjf'it had been initialized to a determinate value before the copy.

LE1 In this noncompliant example, a diagnostic is required because the variable sign may bg

void ge¢t sign (irnfpuhumber, int *sign) {
if ($ign == AQULL) {
/* S S
}
if (qumber > 0) {
*sign = 1;
} else if (number < 0) {
*sign = -1;
} // If number == 0, sign is not changed.

}

int is negative (int number) {
int sign;
get sign(number, &sign);

return (sign < 0); // diagnostic required

48

© ISO/IEC 2013 - All rights reserved


http://cwe.mitre.org/data/definitions/200.html
https://standardsiso.com/api/?name=6cc893ab96d9d6b7eeb9bbef1d5c9e10

ISO/IEC TS 17961:2013(E)

EXAMPLE 2  In this noncompliant example, a diagnostic is required because the variable error log is
uninitialized when it is passed to sprintf.

int do_ auth(void) {
int result = -1;

/* L. %/
return result;

}

void report error (const char *msg) {
const char *error log;
char buffer[24];

’

sprintf (buffer, “Error: %s”, error log); // diagnostic required
printf (“%s\n”, buffer);
}

int main (void) {
if (do_auth() == -1) {
report error (“Unable to login”);

}

return EXIT SUCCESS;
}

EXAMPLE 3 In this noncompliant example, a diagnostic is required-because the elements of the array a are
ininitialized when they are accessed in the for loop.

void f(size t n) {

int *a = (int *)malloc(n * sizeof (int));
if (a != NULL) {
for (size t i = 0; i != n; ++1i) {
ali]l = ali] ~ alil; // diagnostic neQuired

}
VA

free(a);
}
t

EXAMPLE 4 In this noncompliantexample, a diagnostic is required because the array elements a [n. .|2n] are
lininitialized when they are accessed in the for loop.

void g(double *a, size ¥ n) {
a = (double *)reallec¢(a, (n * 2 + 1) * sizeof (double));
if (a != NULL) A
for (size t =
if (a[il~0)
i

0; i !'=n * 2 + 1; ++i) {
{
alijs/)-alil;

] // diagnostic required
}
}

AN .. %/

free(a);

5.36 Subtracting or comparing two pointers that do not refer to the same array [ptrobj]
Rule

Subtracting or relationally comparing two pointers that do not refer to the same array object, or one
element past the same array object, shall be diagnosed. The relational operators are >, <, >=, and <=.

Rationale
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C identifies two distinct situations in which undefined behavior may arise as a result of using pointers
that do not point to the same object:

UB |Description

48 |Pointers that do not point into, or just beyond, the same array object are subtracted (6.5.6).

Pointers that do not point to the same aggregate or union (nor just beyond the same array object) are

>3 compared using relational operators (6.5.8).
Exampge{s}
EXAMPLE In this noncompliant example, a diagnostic is required because the pointers ¢_str and (elhaf

**)neyt num ptr are subtracted and do not refer to the same array.
#define |SIZE 256

void f[void) {
int pums[SIZE];
char|*c str[SIZE];
int fnext num ptr = nums;
int free bytes;

VAR B
/* ipcrement next num ptr as array fills */
free|bytes = ¢ str - (char **)next num ptr; // diagnostie, required
/. - -
}
Exceptjons

— EX]: Comparing two pointers within the same object'does not need to be diagnosed.

— EXP: Subtracting two pointers to char within the same object does not need to be diagnosed.

5.37 Tainted strings are passed to a string copying function [taintstrcpy]
Rule

Tainted values that are referenced byrthe source argumentto the strcpy, strcat,wcscpy,orwcscat
functiop and that exceed the size/of the destination array shall be diagnosed.

Rationple

Passing wide or narrow_strings as the source argument to the strcpy, strcat, wcscpy, or wcscat
functiop that exceed.the size of the destination array can result in writing to memory that is outside thg
boundsg of existing.objects.

Examplle(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the size of the string referenced by
argv [ (] might be greater than the size of the destination array pgm.

void main (int argc, char *argv([]) {
char pgm[BUFSIZ];

if (argc > 1) {
strcpy (pgm, argv([0]); // diagnostic required

}
}

5.38 Taking the size of a pointer to determine the size of the pointed-to type [sizeofptr]
Rule
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Using the sizeof operator on an array parameter shall be diagnosed.
Rationale

Using the sizeof operator on an array parameter frequently indicates a programmer error and can
result in unexpected behavior.

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the sizeof operator is applied to
he pointer parameter array.

7oid clear (int arrayl[]) {
for (size t i = 07
i < sizeof (array) / sizeof (array([0]); // diagnostic required
++1) {
array[i] = 0;

5.39 Using a tainted value as an argument to an unprototyped function point-
er [taintnoproto]

Rule

Passing a tainted value as an argument to a call through a poifiter to a function that was declared yithout
h prototype shall be diagnosed.

Rationale

A pointer to a function declared without a prototypemay refer to a function whose parameters ultimately
fFlow into a restricted sink. When a prototype is available, an analyzer might be able to determirne if the
pointer points to such a function.

Example(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because the tainted argument tainted is
passed as an argument to a call through an unprototyped pointer to function pf. The initialization of pf|and the
Hefinition of restricted sipk'are informational and not necessary for this diagnosis.

void restricted sink(int)i) {
int arrayl[2];
arrayl[i] = 0;

}
void (*pf) () /~\®estricted sink;

lroid f (void)™ {

int t&dinted;

GETiTAINTEDiINTEGER(int, tainted) ;
(#p#)'(tainted); // diagnostic required
}

EXAMPLE 2 In this compliant example, a diagnostic is not required because the tainted argument tainted?
is passed as an argument to a call through a properly prototyped pointer to function pf£2.

void (*pf2) (int);

void g(void) {
int tainted?2;
GETiTAINTED(int, tainted2) ;
(*pf2) (tainted2);

}
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5.40 Using a tainted value to write to an object using a formatted input or output func-
tion [taintformatio]

Rule

Calls to the fscanf, scanf, vfscanf, and vscanf functions that pass tainted values as arguments
and that can result in writes outside the bounds of the specified object shall be diagnosed.

Callsto the sscanf and vsscanf functions that can result in writes outside the bounds of the specified

Ob]'ect hallalso be diagnncpd when the input stringis tainted

Calls to[the sprintf function that can result in writes outside the bounds of the destination array-shal
be diaghosed when any of its variadic arguments are tainted.

Rationple

Calls td the standard C formatted input functions declared in <stdio.h>, as well as.to‘the sprintf
functiop, can corrupt memory.

Examplle(s)

EXAMPLE 1 In this noncompliant example, a diagnostic is required because the(call to fscanf can resultin 3
write oUtside the character array buf.

char bjif [BUF LENGTH];
fscanf|stdin, “%s”, buf); // diagnostic required

EXAMPLE 2 In this noncompliant example, a diagnostic is required‘because the sprintf function will write
outside fhe bounds of the character array buf.

int rc|= 0;
int x;
GET TA NTED_INTEGER(int, x);
char byf[sizeof (“999”)];
rc = sprintf (buf, “%d”, x); // diagnostic _reéguired
if (rc|== -1 || rc >= sizeof (buf)) {

/* hgndle error */

}

5.41 Using a value for fsetpaosiother than a value returned from fgetpos [xfilepos]
Rule
Using ah offset value for fGetpos, other than a value returned from fgetpos, shall be diagnosed.
Rationple

C identffies the fellowing undefined behavior:

UB |Description

—

hefsetpos function is called to set a position that was not returned by a previous successful call to
e Tgetpos function on a stream assocliated with the same tile (/.21.9.3].

175

ot

Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because an offset value other than one
returned from fgetposisusedinacallto fsetpos.

FILE *opener (const char *filename) {
fpos t offset;

if (filename == NULL) {

/* oo K/
}
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A\ S74

FILE *file = fopen (filename, “r”);
if (file == NULL) {

/* .0 */
}

memset (&offset, 0, sizeof (offset));
if (fsetpos(file, &offset) != 0) { // diagnostic required

VA
}

recturn Ille,

5.42 Using an object overwritten by getenv, localeconv, setlocale, and
strerror [libuse]

Rule

[Using the object pointed to by the pointer returned by the getenv, logaléconv, setloca
strerror functions after a subsequent call to the function shall be diagnosed.

Rationale

The objectpointed to by the pointerreturned by the getenv, logadleconv,setlocale,and stx
fFunctions may be overwritten by the subsequent call to the fanction.

Example(s)

EXAMPLE 1  In this noncompliant example, a diagnostic-is required because the string returned by
rall to the C Standard Library function getenv is acceSsed, after the second call to getenv, in the call
Standard Library function strcmp.

int f(void) {
char *tmpvar = getenv (“TMP”);
char *tempvar = getenv (“TEMP”) ;

if (!tmpvar || !tempvar) {
VA
}
return strcmp (tmpvary/~tempvar) == 0; // diagnostic required

}

FXAMPLE 2 Inthissnoncompliant example, a diagnosticis required because the string returned by the
fo the C Standard Library function setlocale is accessed, after the second call to setlocale,in thet
[0 setlocale.

yoid g (consiy char *name) {

const{char *save = setlocale(LC ALL, 0);
if @setlocale (LC ALL, name)) {
= .. %/ -

}

Le, and

error

the first
to the C

first call
hird call

setlocale (LC_ALL, save); // diagnostic required

}

EXAMPLE 3  Inthisnoncompliant example, a diagnosticis required because the pointer returned from the

firstcall

to the C Standard Library function strerror is accessed, in the call to fprintf, after the second call to strerror.

void h(const char *a, const char *b) {

errno = 0;

unsigned long x = strtoul(a, NULL, 0);
int el = ULONG MAX == x ? errno : 0;
errno = 0;

unsigned long y = strtoul (b, NULL, O0);
int e2 = ULONG MAX ==y ? errno : 0;
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char*
char*

errl = strerror(el);
err2 = strerror(e2);

o)

fprintf (stderr, “parsing results: %s, %s”, errl, err2); // diagnostic required

}

543 U
Rule

sing character values that are indistinguishable from EOF [chreof]

The fol

value EPF.

fgetc

If the return value of one of the above library functions is stored into a variable of type char, any

compaf]

Similar

character values and the value WEOF.

fgetwd

If the return value of one of the above library functions is stored into a variable of type wchar t, any

compaf]

Rationple

A charg

cannotfrepresent all character values plus the value of WEOF.
Examplle(s)

EXAMPLE1 In this noncompliant example, a  diagnostic is required because the result of the call to the (
Standar{d Library function getchar is stored.inifo a variable of type char, c, and c is compared to EOF.

void f
char
char

size|t 1 = 07

whil¢ ((c = getchar())

if

}
}

buf [

pring

}

owing library character functions have return type int and return character values and the

getc getchar

ison of that stored value to a constant equal to the value of EOF shall be diagnosed.

y, the following library wide character functions have return type wir(t) t and return widg

getwc getwchar

ison of that stored value to a constant equal to the value. ofWEOF shall be diagnosed.

cter type cannot represent all character values phis'the value of EOF, and a wide character type

void) {
buf [BUFSIZ];
cy

‘\n’ && c != EQR).J{ // diagnostic required
(i < BUFSIZ =9 "¢
uf[i++] = ¢+

L] = QN0
f (*"¢s\n”, buf);

EXAMPLE 2  In this noncompliant example, a diagnostic is required because the result of the call to the C
Standard Library function getwc is stored into a variable of type wchar t,wc,and wc is compared to WEOF.

void g (void) {
wchar t buf [BUFSIZ];
wchar t wc;
size t i = 07

while ((wc = getwc(stdin))

!= "\n’ && wc != WEOF) { // diagnostic required
if (i < BUFSIZ - 1) {
buf[i++] = wc;

}

54
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}

buf[i] = *\0';
wprintf (“%$s\n”, buf);
}

5.44 Using identifiers that are reserved for the implementation [resident]

Rule

eclaring or defining an identifier in a context in which it is reserved or defines a reserved 1den
h macro name shall be diagnosed.

Rationale

According to ISO/IEC 9899:2011, 7.1.3, on reserved identifiers,

are always reserved for any use.

scope in both the ordinary and tag name spaces.

use as specified if any one of its associated headers is included, unless explicitly stated othe

always reserved for use as identifiers with externallinkage.

— Each identifier with file scope listed in any ofrthe above subclauses (including the future

space if any of its associated headers is ingluded.

No other identifiers are reserved. The behavior of a program that declares or defines an identi

may or may not be detected at compile time.

C identifies the following undefined behavior:

Fifier as

— All identifiers that begin with an underscore and either an uppercase lettér,or another undgrscore

— All identifiers that begin with an underscore are always reservedfor use as identifiers with file

— Each macro name in any of the subclauses (including the future library directions) is reseinved for

rwise.

— All identifiers with external linkage . . . (including«he/future library directions) and ersfno are

library

directions) is reserved for use as a macro name and as an identifier with file scope in the sanle name

ierin a

rontext in which it is reserved or defines’a reserved identifier as a macro name is undefined. Titying to
Hefine a reserved identifier can resultin its name conflicting with that used in implementatior], which

UB Description

106 |The programydeclares or defines a reserved identifier, other than as allowed by 7.1.4 (7.1.3).

NOTE The ROSIX® standard extends the set of identifiers reserved by C to include an open-ended set of it

Example(s)

s redefined.

5 own.[4]

EXAMPBPLE 1 In this noncompliant example, a diagnostic is required because the reserved identifief errno

extern 1nt errno; diagnostic required

EXAMPLE 2 In this noncompliant example, a diagnostic is required because the identifier MY HEA
defined in the header guard is reserved because it begins with an underscore and an uppercase letter.

#ifndef MY HEADER H
#define MY HEADER H  // diagnostic required

/* contents of <my header.h> */

#endif /* MY HEADER H */

DER H_

EXAMPLE 3  In this compliant example, a diagnostic is not required because the identifier MY HEADER H

defined in the header guard is not reserved.

© ISO/IEC 2013 - All rights reserved
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#ifndef MY HEADER H
#define MY HEADER_H

/* contents of <my header.h> */
#endif /* MY HEADER H */

EXAMPLE 4 In this noncompliant example, a diagnostic is required because the file scope identifiers max
limitand limit arereserved because they begin with an underscore.

static const unsigned int max limit = 1024; // diagnostic required
unsigné¢d Int Timit = T100; diagnostic requlred

unsigng¢d int getValue (unsigned int count) {
return count < 1limit ? count : limit;

}

EXAMPLE5 In this compliant example, a diagnostic is not required because the file scope identifiers max |
limit gnd 1imit are notreserved because they do not begin with an underscore.

static|const unsigned int max limit = 1024;
unsigng¢d int limit = 100;

unsign¢d int getValue (unsigned int count) {

retufn count < limit ? count : limit;

}

EXAMPLE 6  In this noncompliant example, a diagnostic is required 4f header <stdint.h> is included
becausel the identifier SIZE MAX is reserved and the identifier INTFAST16 LIMIT MAX isreserved because if
begins with INT and ends with MAX.

#define | BUFSIZE 80
static|const int fastl6 t INTFAST16 LIMIT MAX = %2000; // diagnostic required
void print fastlé6 (int fastle t wval) {

enum|{ SIZE MAX = 80 }; // diagnostic required

char |buf [BUFSIZE];

if

NTFAST16 LIMIT MAX < val) ({
sp¥intf (buf, “The value is toolarge”);
} elge {
char fmt [BUFSIZE];
snprintf (fmt, BUFSIZE, “%s\%s5”, “The Value is %”, PRIAFAST16);
snprintf (buf, BUFSIZE, £fm&f val);
}
fprifptf (stdout, “\t%$s\n”, buf);
}

EXAMPLE 7  Inthiscenipliant example, a diagnostic is not required because the identifiers BUFSIZE and MY |
INTFAQT16 UPPER_{IMIT are notreserved.

static|const e fastl6 t MY INTFAST16 UPPER LIMIT = 12000;

void pript\ fastlé6 (int fastle t wval) {

enum| {~*BUFSIZE = 80 };

char Dur[BUFSIZET;

if (MY INTFAST16 UPPER LIMIT < val) {
sprintf (buf, “The value is too large”);

} else {
char fmt [BUFSIZE];
snprintf (fmt, BUFSIZE, “%s %s”, “The Value is %”, PRIdAFAST16);
snprintf (buf, BUFSIZE, fmt, wval);

}

fprintf (stdout, “\t%s\n”, buf);

}

EXAMPLE 8 In this noncompliant example, a diagnostic is required because the identifiers for the C Standard
Library functions malloc and free are reserved.
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void *malloc(size t nbytes) { // diagnostic required
void *ptr;
/* oo %/
/* allocate storage from own pool and set ptr */
return ptr;

}

void free(void *ptr) { // diagnostic required
/x L. */
/* return storage to own pool */

}

EXAMPLE 9  In this compliant example, a diagnostic is not required because the reserved identifierSmalloc
hnd free are not used to define functions.

Char *my malloc(size t nbytes) ({
if (nbytes > 0) {

return (char *)malloc (nbytes);
} else {

return NULL;
}
}

void my free(char *p) {

if(p != NULL) {
free(p);
p = NULL;

}
i

5.45 Using invalid format strings [invfmtstr]
Rule

Supplying an unknown or invalid conversign®specification; an invalid combination of flag chpracter,
brecision, length modifier, conversion specifier; or a number and type of arguments to a formdtted 10
function that do not match the conversién specifiers in the format string shall be diagnosed.

Rationale

 identifies the following undefined behaviors:

UB |Description

155 |Ina call to one of the formatted output functions, a precision appears with a conversion specifier pther
than those desScyibed (7.21.6.1, 7.29.2.1).

156 |A conversion‘specification for a formatted output function uses an asterisk to denote an argument-sup-
plied field*width or precision, but the corresponding argument is not provided (7.21.6.1, 7.29.2.1).

157 |A conversion specification for a formatted output function uses a # or 0 flag with a conversion spdcifier
ethef than those described (7.21.6.1, 7.29.2.1).

158._['A conversion specification for one of the formatted input/output functions uses a length modifier with a
conversion specifier other than those described (7.21.6.1, 7.21.6.2, 7.29.2.1, 7.29.2.2).

159 |An s conversion specifier is encountered by one of the formatted output functions, and the argument

is missing the null terminator (unless a precision is specified that does not require null termination)
(7.21.6.1,7.29.2.1).

160 |An n conversion specification for one of the formatted input/output functions includes any flags, an
assignment-suppressing character, a field width, or a precision (7.21.6.1, 7.21.6.2, 7.29.2.1, 7.29.2.2).

161 |A % conversion specifier is encountered by one of the formatted input/output functions, but the complete
conversion specification is not exactly %% (7.21.6.1, 7.21.6.2, 7.29.2.1, 7.29.2.2).

162 |An invalid conversion specification is found in the format for one of the formatted input/output func-
tions, or the strftime or wesftime function (7.21.6.1, 7.21.6.2, 7.27.3.5, 7.29.2.1, 7.29.2.2, 7.29.5.1).
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Example(s)

EXAMPLE In this noncompliant example, a diagnostic is required because the arguments to printf do not
match the conversion specifiers in the supplied format string.

void f(void) {

const char *error msg = “Resource not available to user.”;

int error type = 3;

/A VA

printf (“Error (type %s): %d\n”, error type, error msg); // diagnostic required

}

5.46 Tainted, potentially mutilated, or out-of-domain integer values are used in a re¢
stricted sink [taintsink]

Rule

Values that are tainted (4.16), potentially mutilated, or out-of-domain integers and aredised in an integer]
restricfed sink shall be diagnosed.

Rationple

Using thinted (4.16), potentially mutilated, or out-of-domain integers in d@nyinteger restricted sink can
result ih accessing memory that is outside the bounds of existing objects.

Restricfed sinks for integers include
— integer operands of any pointer arithmetic, including array indexing;
— thgassignment expression for the declaration of a variable length array;

— thq postfix expression preceding square brackets, [] or the expression in square brackets [] of g
subscripted designation of an element of an array'object; and

— furjction arguments of type size t orCrsize t (for example, an argument to a memory
aliIcation function).

e(s)

EXAMPLE 1 Inthis noncompliant example, a diagnostic is required because the tainted integer size is used tg
declare fhe size of the variable length array v1a.

Exam

void f[const char *c_str) §
size|t size;
GET_”AINTED_INTEGER(Size_t, size);
char|vlalsize]; A-diagnostic required

strn¢py (vla, cyustr, size);
vlial[$ize - I = “\0O’;

VAN S 7/
}

EXAMPLE 2 Inthis noncompliant example, a diagnostic is required because the tainted integer color index
is used in pointer arithmetic to index into the array table.

const char *table[] = { “black”, “white”, “blue”, “green” };
const char *set background color (void) {
int color index;
GETiTAINTEDilNTEGER(int, coloriindex);
const char *color = table[color index]; // diagnostic required
/* .. %/

return color;

}
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Annex A
(informative)

Intra- to Interprocedural Transformations

oSt of the examples given In the individual rules are simple and most often intraprocedur
Fequiring analysis of a single function to either diagnose the violation or determine that ithel
violation. Real-world code is often more complicated, requiring some form of interprocediiral a
Collecting evidence for or against a violation may require examining the flow of data frem’one f
fo another, either explicitly through argument passing and return values or Amplicitly t
blobal variables and the heap. There are many different approaches to interprocedural analy
this technical specification does not advocate one approach over another.-This annex desd

the simple intraprocedural examples given in the rules. These generated éxamples can then be
hn extended set of requirements for interprocedural analysis.

A.1 Function arguments and return values

library errors [liberr]. The following is an intraproceduralbexample:

FFILE *fp = fopen (name, mode);
if (fp != NULL) /* checking for success */
/* L. %/

The basicinterprocedural transformations areto pass the value into a function or return it from a fi

void check it (FILE *fp) {
if (fp != NULL) /* checking for ’success */
/* ... %/

L 4

Check it (fopen(name, model);

pI

* a wrapper aroumad fopen */
FFILE *xfopen (cémst char *name, const char *mode) {
return fopé€nyiame, mode); /* return for checking elsewhere */

}

FFILE *£p° = xfopen (name, mode) ;
i £ AfY != NULL) /* checking for success */
V2 S

hl, only
e is no
nalysis.
inction
hrough
5is, and
ribes a

fransformational framework that can be used to generate more complex interprocedural examples from

used as

Che simplest case is a rule involving only one value, such,asFailing to detect and handle standard

Inction:

An important special case combines argument passing and returning to form an identity operation:

/* trivial example */
FILE *identity(FILE *fp) {
return fp;

}

FILE *fp = identity(fopen (name, mode));
if (fp != NULL) /* checking for success */
VA
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A.2 Indirection

An additional transformation is indirection:

void check indirect (FILE **pfp) {

if (*pfp != NULL) /* checking for success */
/* oL %/
}
/* .. %/
FILE *fp = fopen(name mode):

check Indirect (&fp);

void re¢turn result thru param(const char *name, const char *mode,
FILE **result) {

*resf@lt = fopen(name, mode) ;
}
VAR R
FILE *fp;
return|result thru param(name, mode, &fp);
if (fp|!= NULL) /* checking for success */
VA B

Indirecfion can also involve fields of structs or unions. Indirection can be‘applied recursively, although
precise| handling of indirection often becomes increasingly expensive as the number of levels of
indirecfion increases.

When 3 rule involves multiple values, such as Forming or using out-of-bounds pointers or array
subscrfpts [invptr] (where a violation is an interaction bétween an array and an index), thesq
transformations apply separately or in combination to each’of the values. The following is a simplg
intraprpcedural example:

int artay(2];

int index = 2; /* part of violation */
array[index] = 0; /* violation */

Applying some of the interprocedural transformations yields

void ipdexer (int *array, int indexh A

array[index] = 0; /* part of wiolation */
}
VA LV
int artay(2];
int index = 2; /* part (fi violation */

indexef (array, index)3~¥* violation */

or

static|int arcayl[2];
int *g¢t arrayl() {
retufn &dr¥ay; /* part of violation */

}

VA
get _array()[2] = 0; /* violation */
or

struct array params {
int *array;
int index;

}i
void indexer (struct array params *ap) {

ap->arraylap->index] = 0; /* part of violation */

}
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/* L. x/

int arrayl[2];

struct array params params;

params.array = array; /* part of violation */
params.index = 2; /* part of violation */
indexer (&params); /* violation */

These violations involve three steps: the array, the index, and the address arithmetic, where each could
occur in a different function:

int *add(int *base, int offset) {
return base + offset; /* part of violation */

}
*oLo. %/

int arrayl[2];
int index = 2; /* part of violation */
Fadd (array, index) = 0; /* violation */

ndirection may also be applied to a pointer being returned from a function:

Cconst int *ptr to index () {
static int rv;
rv = 2; /* part of violation */
return &rv; /* part of violation */
}
I
int array[2];
brray[*ptr to index()] = 0; /* violation */

A.3 Transformation involving standard library functions

The following transformation involves tracing the flow of data through the C Standard Library fjinction
strchr () thatreturns a pointer to an elementin the array specified by its first argument if the elpment’s
value equals that of the second argument anid a null pointer otherwise. Because the effects and the return
value of the function are precisely specified, an analyzer can determine thatthe assignmentto the 1slash
bbject modifies an element of the conlst string pathname, potentially causing undefined behavior.

Const char* basename (const char *pathname) {
char *slash;

slash = strchr (pathnéamg, ‘/');

if (slash) {
*slash++ = ‘\0/7 /* violates EXP40-C. Do not modify constant values */
return slashjy

}

return pathhéme;

}

Note that interprocedural analysis could identify such data flow through an arbitrary functior], but in
the<ase of standard library functions, it is not necessary to analyze the function’s implementation to
derjve the flow.

A.4 Data flow through globals

Interprocedural data flow may not be explicit through argument passing and value returning; it may
involve extern or static variables:

int global index;
void set it () {
global index = 2; /* part of violation */

}
VAN
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int array([2];
set it (); /* part of violation */
array([global index] = 0; /* violation */

A.5 Data flow through the heap

Data may flow from one function to another through heap locations:

struct
int

some record {
nde

/*
i

/* ret
* mat
*/

struct

void s¢
stru
reco

}
/*

int ar
set it
struct
array |

/* notd

A.6 (ombined example

This e3
interpr

struct
int
int
int

}i

void s9
t->a
}

void s9
t->11
}

void c
t->e
}

*/

rns the heap-allocated record (created elsewhere)
hing ‘key’

some record *find record(const char *key);

bt 1t () |
Lt some record *record = find record(“xyz”);
Fd->index = 2;

*/

fay[2];

); /* part of violation */

some_record *record = find record(“xyz”); /* part of §iolation */
Ffecord->index] = 0; /* violation */

b that find record() could even be called before . set it() */

ample combines some of these transforniations in a way that a reasonably sophisticated
bcedural analysis might diagnose:

trouble {

array;

| ndex;

effective address;

bt array(struct troubke *t, int *array) {
Fray = array; /* part of violation */

bt index (struct trouble *t, int *index) {
hdex = *indexs /* part of violation */

mpute \effective address(struct trouble *t) ({
ffedtive address = t->array + t->index; /* part of violation */

void store(struct trouble *t, int value) {
*t->effective address = value; /* part of violation */

}

int array([2];
int index = 2; /* part of violation */

struct

trouble t;

set array(t, array); /* part of violation */
set_index(t, &index); /* part of violation */
compute effective address(&t); /* violation */
store(&t, 0); /* violation */
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Annex B
(informative)

Undefined Behavior

Aiccording to C (as summarized in ISO/TEC 9899:2017, J.ZJ, tThe behavior of a program is unde
the circumstances outlined in Table B.1. The parenthesized section numbers refer to the.se
SO/IEC 9899:2011 that identifies the undefined behavior.

Table B.1 — Undefined behaviors

ined in
tion of

UB Description

1 A “shall” or “shall not” requirement that appears outside of a constraint is violated (elause 4).

2 A nonempty source file does not end in a new-line character which is not immrediately preceded by a back
character or ends in a partial preprocessing token or comment (5.1.1.2).

lash

Token concatenation produces a character sequence matching the syntax-ef a universal character name (4.1.1.2).

or does not begin and end in the initial shift state (5.2.1.2).

4 A program in a hosted environment does not define a function named main using one of the specified foris
(5.1.2.2.1).

5 The execution of a program contains a data race (5.1.2.4).

6 A character not in the basic source character set is encountered in a source file, except in an identifier, a character
constant, a string literal, a header name, a comment, pr ‘a preprocessing token that is never converted to altoken
(5.2.1).

7 An identifier, comment, string literal, characterconstant, or header name contains an invalid multibyte character

8 The same identifier has both internal and\eXternal linkage in the same translation unit (6.2.2).

An object is referred to outside of its,]lifetime (6.2.4).

10 The value of a pointer to an object-Whose lifetime has ended is used (6.2.4).
11 The value of an object with atitomatic storage duration is used while it is indeterminate (6.2.4, 6.7.9, 6.8).
12 A trap representation is read by an lvalue expression that does not have character type (6.2.6.1).
13 A trap representation i§ produced by a side effect that modifies any part of the object using an lvalue exprjession
that does not have(character type (6.2.6.1).
14 The operands.to certain operators are such that they could produce a negative zero result, but the implenfenta-
tion does not'Support negative zeros (6.2.6.2).
15 Two declarations of the same object or function specify types that are not compatible (6.2.7).
16 A program requires the formation of a composite type from a variable length array type whose size is specified
by-an expression that is not evaluated (6.2.7).
17 Conversion to or from an integer type produces a value outside the range that can be represented (6.3.1.4).
18 Demotion of one real floating type to another produces a value outside the range that can be represented
(6.3.1.5).
19 An lvalue does not designate an object when evaluated (6.3.2.1).
20 A non-array lvalue with an incomplete type is used in a context that requires the value of the designated object
(6.3.2.1).
21 An lvalue designating an object of automatic storage duration that could have been declared with the register
storage class is used in a context that requires the value of the designated object, but the object is uninitialized.
(6.3.2.1).
22 An lvalue having array type is converted to a pointer to the initial element of the array, and the array object has
register storage class (6.3.2.1).
23 An attempt is made to use the value of a void expression, or an implicit or explicit conversion (except to void) is
applied to a void expression (6.3.2.2).
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