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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop thls document and those 1ntended for 1ts further maintenance are descrlbed

qutioned that this may not represent the latest information, which may be obtained from the

ise available at www.iso.org/patents and https://patents.iec.ch. 1SQ,and IEC shall not b

responsible for identifying any or all such patent rights.

Any t
consti

‘ade name used in this document is information given for the“cenvenience of users and do
fute an endorsement.

For an explanation of the voluntary nature of standards, the meanihg of ISO specific terms and expre

relate

] to conformity assessment, as well as information about ISO's adherence to the World

Organlization (WTO) principles in the Technical Barriers to,Trade (TBT) see www.iso.org/iso/foreword

In the

ad not
enters
patent
b held

£S not

ssions
Trade
.html.

IEC, see www.iec.ch/understanding-standards.

This document was prepared by the ISO Committee an*Conformity Assessment (CASCO).

Any fpedback or questions on this document“should be directed to the user’s national sta

body.
WWW.

A complete listing of these baodies can be found at www.iso.org/members.htm

dards
and

ec.ch/national-committees.
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Introduction

This document was developed in response to rapidly developing technology and changes in working
practices based upon a variety of experiences, including those from the coronavirus pandemic. Applying
remote auditing methods can bring a variety of benefits for all parties involved in the audit. This document
provides guidance on how an audit can be effectively conducted and how audit objectives can be achieved
when remote auditing methods are used.

Remote auditing methods can improve the efficiency of an audit by reducing travel-time and expense and
achlevmg an 1mprovement in the overall carbon footprmt as well as aV01d1ng travel rlsk enablmg virtual

overa
and cd

The olEective of this document is to provide assurance that remote auditing methods représent an add
i

sustai
regulg

This d|
remot
examy

This d
syster

NOTE

This d
assesy

This

including management system certification audits;’to facilitate their conduct in a competent, thoroug

transy
other

document provides additional guidance.td.the implementation of ISO 19011:2018 and ISO/IEC 17021-1.

This ¢
object]
stand

This d|
togeth

| efficiency of the audit, whilst malntalnlng business contlnulty, especially in challenging situl
nditions.

able and flexible way to conduct audits of management systems and provide confidence to cust
tors, scheme owners and other interested parties.

e auditing methods that can apply to all types and sizes of organizations/Table 1 and Table 2 p
les of risks and opportunities.

ocument can be used to support an on-site, a remote or a hybrid approach to auditing manag
ns.

IS0 19011:2018, Table 1 gives examples of different types.of audits.

ocument can also be used to support other conforniity assessment activities, such as accred
ment, product certification or peer assessment.

locument supports the continued integritytof first-party, second-party and third-party :

reased
ve the
ations

tional
mers,

bcument includes guidance on a risk-based approach to be followed for planning and implementing the

rovide

ement

tation

hudits,
rh and

arent manner when remote auditing methods are used. This document can also be used to s
Conformity assessment activities, such as accreditation, product certification or peer assessmen

locument highlights the importance of ensuring that the output of any audit process fulf

irds/schemes.

er.

ives of the audit programme;This document does not take precedence over any requirements of

pport
. This

Is the
other

ocument follows the'same structure as ISO 19011:2018 in order to facilitate use of the two documents
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Technical Specification ISO/IEC TS 17012:2024(en)

Conformity assessment — Guidelines for the use of remote
auditing methods in auditing management systems

1 Scope

This ciocument provides guidance on the use of remote auditing methods in auditing management, systems.
It is applicable to all organizations that plan and conduct all kinds of internal or external audits, (i.e. first-
party,|second-party and third-party audits) of management systems.

This document supports the general principles of auditing given in ISO 19011:2018 and provides fhirther
guidance on specific conditions, possibilities and limitations for implementing remote auditing methods.

This document is intended to strengthen confidence in the use of remote auditing methods for ayditing
management systems among customers, regulators, accreditation bodies, certification bodies, sgheme
ownerts, industry, employees, consumers, suppliers and other interested parti&s:

The upe of remote auditing methods for auditing management systems-is not intended to replace ¢n-site
audit methods. Instead, remote auditing methods are intended to serve.as a tool to effectively and effi¢iently
condugt the audit.

NOTE This document can be used for other types of audits and dssessments.

2 Nprmative references

The following documents are referred to in the textinisuch a way that some or all of their content constitutes
requirlements of this document. For dated referencés, only the edition cited applies. For undated referfences,
the lafest edition of the referenced document (including any amendments) applies.

[SO 17000, Conformity assessment — Vocabulary and general principles

[SO 19011:2018, Guidelines for auditingsmanagement systems

3 Terms and definitions

For the purposes of this@decument, the terms and definitions given in ISO 19011:2018 and ISO/IEC [L7000
and tHe following applyx

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Onlinebrowsing platform: available at https://www.iso.org/obp

— IHC Electropedia: available at https://www.electropedia.org/

3.1
remote auditing method
method used for conducting audit activities from any place other than the location of the auditee

Note 1 to entry: Remote auditing methods can be used in combination with on-site methods to achieve a full and
effective audit.

Note 2 to entry: Remote auditing methods can be used for virtual locations, i.e. where an organization performs work
or provides a service using an online environment, enabling individuals to execute processes irrespective of physical
locations.

Note 3 to entry: Remote auditing methods can be used by the auditor at one site of the auditee to audit another site.

© ISO/IEC 2024 - All rights reserved
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4 Principles of auditing

The principles of auditing are given ISO 19011:2018, Clause 4.

5 Managing an audit programme

5.1

5.1.1

General

General guidance is given in ISO 19011:2018, 5.1.

5.1.2
the us

a) th
b) ri

When preparing the audit programme, the organization should consider the following in fela
e of remote auditing methods:

e principles mentioned in Clause 4;

5ks related to the effectiveness of the audit programme (see 5.3) and the countermeasures;

) OJ;portunities related to the audit programme (see 5.3);

ion to

rthods

ned in

5 been

d) information security, confidentiality and privacy issues related to remote‘auditing methods;

e) the availability of information required to make judgment on their applicability;

f) the acceptability for and limitations of scheme owners, regulatorsiand other specifiers;

g) tHe ability to use them.

5.2 [Establishing audit programme objectives

5.2.1 | General guidance is given in ISO 19011:2018,:5.2.

5.2.2 | The organization carrying out the management system audit can use remote auditing mg¢

under] but not limited to, the following conditions:

a) tHeremote auditing methods do not;prevent the achievement of audit programme objectives;

b) the use of remote auditing methods is appropriate and accepted by the relevant interested parties;

c) the technologies have beén selected and their management has been defined;

d) the information requirgd for using remote auditing methods is sufficient;

e) the scope of the{use of remote auditing methods (audit criteria and boundary) has been determi
the audit programme;

f) the ability.of both parties (i.e. the audit team and the auditee) to use remote auditing methods ha
cqnfirmed, including personnel competence, technical abilities and physical abilities;

o) tHe“Brganization N e manacemen o

di

fferences in the understanding of remote auditing methods;

h) there is an agreement in place to alter the remote auditing method when necessary.

NOTE Alteration of remote auditing methods can include other remote or on-site auditing methods.

© ISO/IEC 2024 - All rights reserved
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5.2.3 When appropriate, the organization carrying out the management system audit should prepare and
implement a process to investigate the auditee's ability to use remote auditing methods.

The organization carrying out the management system audit should review the obtained information related
to remote auditing methods and communicate with the auditee to:

a)

determined by the assessment of risk associated with their use (see 5.3);

b)
1

confirm the following:

the fpncihi]ify of nr‘hipving the audit nhjprfixlpc within the defined audit scope when remote a1

2)

3)

5.3
5.31

5.3.2
on the
detery
when
Subse

p1
le
cd

(S

5.3.3
given

methods are used;

the support conditions for using remote auditing methods, including technological) supp|
resolve any issue;

any specific or additional requirements for the agreed remote auditing”methods inc
competencies.

Determining and evaluating audit programme risks and opportunities

General guidance is given in ISO 19011:2018, 5.3.

The organization carrying out the management system audit should consider risk and opport\IEl

the assessment of risk identifies an unacceptable threat to the effectiveness of the audit py
juent planning should:

event or reduce risks associated with the remote‘auditing methods;
verage opportunities identified from the use of remote auditing methods;
ver the evaluation of the effectiveness of actions taken to address the risks and opportunities;

sure that the expected results of the audit will be achieved.

Examples of risks and opportunities related to an audit programme and their potential impad
n Table 1 and Table 2.

able 1 — Risks rélated to audit programmes and potential impact due to use of remof
auditing methods

review whether the auditee meets the conditions for the application of remote auditing methods, as

diting

ort to

luding

ities

audit programme, taking account of the knowledge of thie auditee and any previous experience to
hine whether remote auditing methods are feasible. Remote’auditing methods should not be permitted

ocess.

ts are

Risks Potential impact

Proce
dressg

bses requiring observation not adequately ad-
d in the:audit programme

The processes would not be effectively audited.

Inabil

ty-towse remote auditing methods due to the na- | The processes would not be effectively audited.

ture o

f the process

Limitations in the application of random sampling

The processes would not be effectively audited.

Unknown capability of auditee to contribute to applica-
tion of remote auditing methods

The necessary technical equipment is not adequate and
thus prevents a trouble-free audit process.

Insufficient overall competence of the audit team to con-
duct audits effectively, using remote auditing methods

The audit objectives would be compromised.

Time loss due to insufficient digitization

Necessary information needs first to be digitized. The
loss of time can prevent all information from being re-
viewed.

© ISO/IEC 2024 -

All rights reserved
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Table 1 (continued)

Risks

Potential impact

Limited competence or experience in the use of remote
auditing technologies

Ineffective or incorrect use of the technologies can limit
the process and the quality of the implementation of the
audit plan.

No provision for an alternative plan in case remote audit-
ing methods fail

Audit objectives can be compromised.

The specific requirements for data protection and infor-
mation security when digital information is exchanged

There is a potential breach of data protection legislation.

are not considered

Inadei]tuate or unreliable technology (e.g. that related to
stability and quality of internet)

The audit cannot be performed, or it is performed i) an
ineffective manner.

Inabiljty to provide adequate sensory information

Poor quality of visual and audio communieations, ag well
as a lack of any perception of odour, vibration, tempjer-
ature and relative humidity, can limit the potential
obtain reliable audit evidence.

Integrjity of audit evidence can be compromised via the
use offremote auditing methods (e.g. reduced legibility of
docunmpented information, poor video resolution, lack of
visibillity of parts of the process)

Possibly wrong or decreased reliability of audit con
sions.

Table 2 — Opportunities related to audit programmes and potential impact due to use of remote

auditing methods

Opportunities

Potential benefit

Travel time is reduced or eliminated

The reduction in travel time leads to cost savings, p
ductivity, continuity in the audit and reduction in ca
ermfissions from travel.

ro-
rbon

Optimlized audit time

nd
tech-

€an eliminate or reduce the time for site induction 4§
transfer between audit locations or processes; uses
nology to view wide areas.

Short feaction time

The recording of opportunities and risks takes placg in

a timely manner, especially for locations requiring lpng
journeys. Consequently, the audit programme and audit
plan can be adjusted quickly.

Easier
intere

scheduling and effective participation despite
sted parties being at differefntlocations

The scheduling of audits, especially for participantdand
observers at different locations where travel is difficult
to schedule or organize, is simplified because the lofation
is not a deterrent.

Easy ipvolvement of external parties

hnical
ary

Temporary involvement of external parties (e.g. tec
experts) is easy to plan and implement when necess
for only a short time.

Auditgbility of procésses across locations

Cross-location processes and their interfaces can be
easily planned and audited in unison, and do not ha
be divided.

Ve to

Ad ho¢ and'short notice assessments for acute topics

In the event of sudden deviations, a defined group of

Barticinantce can cobhadila and con Aot A A At ot o hort
|

portrerporeo-tar S trretra e o e ottt oo treoe >

notice to clarify the issues.

© ISO/IEC 2024 -

All rights reserved
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Table 2 (continued)

Opportunities Potential benefit

Easier documentation and reporting

duced.

Since much evidence is available electronically, the effort
for managing documentation and reporting can be re-

Direct access to data The availability of audit evidence in electronic appli

tions, so that large data files do not need to be trans
ferred and electronic security is properly managed.

ca-

Health and safety of the audit team

No exposure to potentially hazardous conditions (e.
conflict, civil unrest, health risks, radiation, transp

risks).

g
rt

5.4

5.4.1

5.4.2
audit

a)
b)

5.4.3
on the
followfing relevant aspects:

a)

g)

5.5

e

C(

th
au
Cq
SQ

information security risks and controkmeasures;

th

rq
ay

ad

th

N

oIectives;
infformatigh’security and risks related to the protection of intellectual property rights.

Establishing the audit programme
General guidance is given in ISO 19011:2018, 5.4.

When preparing the audit programme, the organization carrying out‘thé management s
hould:

sure that the use of remote auditing methods does not contradict th€ principles stated in Claus

nsider, but not be limited to, the relevant aspects in 5.4.3.

ystem

b 4;

The organization carrying out the management system audit should communicate with the auditee

implementation of remote auditing methods, confirm and reach an agreement with the auditee

e competences and responsibilities of the onganization carrying out the management s

mmunication technology (ICT) services being'used for remote auditing methods, such as third
ftware platforms];

e scope and boundary of remoté auditing methods;

sources (including the remete*auditing software platform), approaches and methods for using 1
diting methods;

tions including, if relevant, alternative communication related to any disruption issues;

e evaluation of.atidit results and the effectiveness of remote auditing methods in meeting the

DTE Legal requirements can apply.

on the

lystem

dit (including personnel), the auditee and external providers [e.g. suppliers of information and

Lparty

emote

audit

Implementation of audit programme

5.5.1 General guidance is given in ISO 19011:2018, 5.5.

5.5.2 The organization carrying out the management system audit should designate an audit team with
the ability to use remote auditing methods and communicate the relevant requirements from the audit
programme with the audit team leader.

5.5.3 Remote access to documented information pertaining to the audit should be retained at least until
the auditor presents the report.

© ISO/IEC 2024 - All rights reserved
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NOTE Remote access to documented information can be granted if needed for audit follow-up activities.

5.6 Monitoring the audit programme

5.6.1 General guidance is given in ISO 19011:2018, 5.6.

5.6.2 When monitoring the audit programme, the organization carrying out the management system audit
should monitor the use of remote auditing methods to ensure the effectiveness of the audit programme.

a)

b)

5.7
5.7.1 | General guidance is given in ISO 19011:2018, 5.7.

5.7.2 | When reviewing the audit programme, the organization carrying out the management systen|
should evaluate the suitability and adequacy of the audit programme when remote auditing methods ar¢

5.7.3 | In order to improve thelaudit programme, consideration should be given to the audit results
the fe¢dback on the use of remete auditing methods, including:

a)
b)

)

d)

The organization carrying out the management system audit should determine the content of the audit

programme to be monitored, including, but not [imited to:

1) the adequacy and suitability of audit resources, including personnel competency-and 1
auditing method performance;

2) (when applicable) the suitability of actions including alternative communication related f
disruption;

3) the effectiveness of information confidentiality and security control measures.

emote

0 any

The organization carrying out the management system audit should determine the monitoring

frequency based on the results of risk identification and evaluation. M@nitoring methods include, &
n¢t limited to, using technology appropriate to remote auditing methods to observe the audit act
of/the audit team.

When the outcome of the monitoring shows that the audit/process is not implemented in accoy
wijith the audit programme or fails to meet the audit objectives, supplementary audit, alternativj
b3dsed or remote auditing methods or other remedial measures should be implemented. Apprg
d¢cumented information should be retained as evidence for monitoring.

Reviewing and improving audit programme

whether the audit objectives have been achieved stating changes that need to be made;
effficiencies or,other benefits, or difficulties encountered;

other relevant feedback (e.g. regarding the suitability of remote auditing methods for specific proc
sifes or fumctions, or regarding new needs in terms of competence);

lepsons learned from the application of remote auditing methods.

utare
ivities

dance
e site-
priate

1 audit
e used.

hnd to

esses,

5.7.4 Based on considerations in 5.7.3, amendments and improvements of the audit programme can be
implemented for the existing audit programme for subsequent audits and future audit programmes.

6

Conducting an audit using remote auditing methods

6.1 General

6.1.1 General guidance is given in ISO 19011:2018, 6.1.

© ISO/IEC 2024 - All rights reserved
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6.1.2 The selection of the remote auditing methods to be used for an audit depends on the audit type, the
audit objective(s) and the scope of the audit being conducted.

NOTE

Guidance on application of remote auditing methods is provided in Annex A.

6.1.3 The audit participants should collaborate to ensure the remote auditing methods are used effectively.

6.1.4

It is the auditor's responsibility (see 5.5) to conform to applicable information se

requirements while conducting an audit using remote auditing methods.

curity

6.2 [nitiating audit

6.2.1 | General guidance is given in ISO 19011:2018, 6.2.

6.2.2 | The audit team leader should establish contact with the auditee to:

a) cdnfirm the authority to conduct the audit using the remote auditing methods identified for the audit;

b) provide information to the auditee regarding the specific remote auditing,methods to be used;

c) rdgceive information from the auditee regarding details on the remote@uditing methods being provided
(elg. the communications platform);

d) rgquestremote access to relevant information for the planning ahd conducting of the audit;

e) edtablish the extent to which electronic documented information and objective evidence is available, to
erjable an audit using remote auditing methods;

f) where applicable, obtain appropriate consent (e.g. transcription, recordings, images);

g) cdnfirm data security and confidentiality requirements for the remote auditing methods identified for
tHe audit;

h) cdnfirm any other risks that can limit ©trequire on-site activities (e.g. health and safety, resfricted
adcess, electronic Faraday cage);

i) cqnfirm the competence of the auditee to use the remote auditing methods planned;

j)  cdnsider any opportunitiesthat can reduce risk (e.g. to the safety of auditors) due to remote ayditing
miethods.

6.2.3 | The risks and opportunities should be considered to determine whether modification of effort and/

or respurces is neededto ensure the audit objectives are achieved. The review can result in a chapge in

the auditing methods.being applied (e.g. a combination of methods can be used instead of entirely remote

auditihg methods)-

6.3 Preparing audit activities

6.3.1 —Performing review of documented fnformation

General guidance is given in ISO 19011:2018, 6.3.1.

6.3.2

Audit planning

6.3.2.1 General guidance is given in ISO 19011:2018, 6.3.2.

6.3.2.2 The risks and opportunities related to the use of remote auditing methods should be considered in
audit planning.

© ISO/IEC 2024 - All rights reserved
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6.3.2.3 When preparing for the audit activities that involve the use of remote auditing methods, the
following should be considered and, as appropriate, agreed with the auditee:

a)
b)

)
d)

f)

g)

h)

k)

D)

6.4

when reviewing the audit plan, confirm the duration of audit for each day taking, into account the time zones;

agree on alternative means of communication in case the main tool becomes unavailable;

confirm protocols to manage the use of ICT, such as audio and video platforms;

ensure the functionality of the technology for the remote auditing methods, where applicable, including:

1)

accessibility to the platform particularly to accommodate special needs (e.g. transcription

2)
3)
4)
5)
6)
C(

cq
ty

ag
u

Cdq

C(

and access controls;

N

C(

N

C(
te

Y
A\

anjd which methods are to be used by which auditor(s).

rr;rthod chosen for the audit, including assigning the roles for platform support (camera, audio),
a

availability, if necessary);
confirmation of availability of the documented information via electronic means;
use of file-sharing services;
the quality of the audio and video platform;
translation channels or additional platforms;
the arrangement for remote breakout sessions;
nclude agreements on confidentiality, privacy, data security and acCegss requirements;

nfirm any information that the auditee needs to make available in advance (e.g. including a
pical documented information, objective evidence and rolesdnd responsibilities);

ree on the translation tools and methods (including translation and transcription technologies
ed before and during the audit;

nsider the need to secure technical support fex(any technology to be used for the remote ay

d access (see 6.4.2);

nsider data protection, record retentief, intellectual property, security clearance and other da

DTE1  Legal requirements regarding data protection can apply.
nsider the use of means such'as recordings, transcripts, photos and drones;
DTE 2 Legal requirements can apply.

nfirm responsibilities for providing access to the platform to the audit participants, including
am members, auditee's representatives, interpreters, observers and support personnel;

hen a combination of remote and on-site auditing methods is used, ensure that the plan is clea
hich partofthe audit will be remote, which auditor(s) will be remote, which auditor(s) are to be (

list of

to be

diting
safety

ta use

audit

I as to
n-site

e
e

6.4.1 General

6.4.1.1 General guidance is given in ISO 19011:2018, 6.4.1.

6.4.1.2 When remote auditing methods are used, specific consideration should be given to the risks and
opportunities that can be encountered during the conduct of the audit, including techniques that are not
used in face-to-face activities. Annex A provides some examples.

© ISO/IEC 2024 - All rights reserved
8


https://standardsiso.com/api/?name=df39e1abd61abc537558890084790e0e

6.4.2

ISO/IEC TS 17012:2024(en)

Assigning roles and responsibilities of support personnel and observers

6.4.2.1 General guidance is given in ISO 19011:2018, 6.4.2.

6.4.2.2 When using remote auditing methods, support personnel, observers and surrogate auditors (see

A3.3)

should be included in the communications and planning processes, as appropriate.

6.4.2.3 Support personnel

For remote auditing methods, the roles and responsibilities of the support personnel will be similar to those

for onfsite audits and can be performed by the auditee or the organization performing the audit. Stipport

personnel can include a number of different personnel including, but not limited to, interpreters, infory
technology (IT) technical staff and guides.

Suppolrt personnel can help to:

a) facilitate the set-up (e.g. camera, audio and visual), communication and operation. of remote ay

b) af

c) e
reg

d) cdg
sy

e) e
aq

f) ey

6.4.2.ft Observers

Remot
the sa

If any
arran

6.4.3
6.4.3.

6.4.3.
When

mjicrophones and pausing cameras).

thods (e.g. opening/closing meeting, interviews, observing the processes);

sure the audit team and support personnel are using agreed.rémote access protocols, inc
quested devices and software;

nduct technical checks on the remote auditing tools ahead“of the audit to resolve technical
ch as background noise disruptions and interruptions;

sure contingency plans are available and communieated to all audit participants (e.g. interrup
cess, use of alternative technology);

sure confidentiality and privacy during the use of remote auditing methods (e.g. by 1

e observers should follow the same guidance as observers on-site. Observers should have acg
e remote auditing methodswused.

documented informatign\is shared with the auditors (e.g. via email or other data-sharing met
rements should be madefor observer(s) to access the documents as necessary.

Conducting the,0pening meeting
I Generalguidance is given in ISO 19011:2018, 6.4.3.

P The-content of an opening meeting does not change with the use of remote auditing me]
using remote auditing methods, the following additional considerations can improve the effecti

nation

diting

range access of the audit team and, as appropriate, support personnel tothe auditee’s docunpented
infformation by remote auditing methods;

luding

ssues,

fion of

huting

ess to

hods),

thods.
Feness

of the

o= 7S
[cyvivyym

a) The audit team leader should confirm and record who attends the opening meeting, ensuring that if
participants are remote, they are identified along with the other pertinent information. Pertinent
information can include the roles of the participants in the organization, the roles of the participants in
the audit, the platform or technology being used and time zones.

b) Remote attendance can be used to provide for additional attendees to encourage organizational
representation and/or educational opportunities provided that the meeting size is manageable.

c¢) Attendees should be able to contribute to the meeting (e.g. by asking questions or seeking clarification).
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d) The audit team leader sets the expectations for the conduct and contributions and confirms the
functionality and information that will be provided and/or used, as well as encouraging participants
to engage in the audit activities. The audit team leader/support personnel ensures that information
presented in the opening meeting is made available to remote participants and observers (e.g. the audit

pl

an should be displayed for all participants).

e) Any changes in the audit schedule, remote auditing methods or access are confirmed.

f) The audio should be provided for attendees to hear the meeting and for the participants to be able to use
the technology platform and communication.

aszrlain oy o P~ N £frla

der to

g) T
aq
by

6.4.4
6.4.4.

6.4.4.

ST P- LT 0 DR YOS P2 DX 2EP S - | IPIEPEW= LE S-S SD-GRNE E PN 1) PSSP N 2= FEP-Y SN oAt 3o o
IC dUuUItl tLdllIlr ITcadautll oS1ivuIlu \'AlJlalll au_y IITUCCU IUT TTITUUITIVAUIVUITO 11T UITU LUITUUL L UL LIIC duuil 111 U1l
commodate the use of remote auditing methods (e.g. to record the audit results which can causg
eaks).

Communicating during the audit
Il General guidance is given in ISO 19011:2018, 6.4.4.

P Additional communication needs should be considered for audits using’remote auditing me

includfing but not limited to:

a) ad
af

ditional private communication channel(s) (e.g. a private room~for the audit team, communi
plications);

b) a
¢ a
d) te
e) dg

ti

P4
6.4.5
Gener

6.4.6

6.4.6.

6.4.6.
reviey
risks 4

backup method or support method to ensure continuatiofi 'of communication if the main platfi

uIstable or lost during the audit activity;

option to communicate with the support personnel/guide during the audit activities;
chnical support when multiple remote auditing methods are used;

fining the rules for asynchronous commuhfications (time-insensitive data transmission whe
ming of the data generating and consuming can be different, e.g. emails, chat, recorded video
lced training/induction modules).

Audit information availability and access

hl guidance is given in 1ISO-19011:2018, 6.4.5.
Reviewing documented information while conducting the audit
I General guidance is given in ISO 19011:2018, 6.4.6.

P The use'of remote auditing methods can introduce additional risks and opportunities related
I of doewmiented information. Auditors should be mindful of the information integrity and authe
s well'as opportunities to enhance sample size and data access in auditing.

short

thods,

cation

brm is

re the
5, self-

to the
nticity

6.4.7

Collecting and verifying information

6.4.7.1 General guidance is given in ISO 19011:2018, 6.4.7.

6.4.7.2 When using remote auditing methods, additional consideration can be needed for the verification
of information. For example, artificial intelligence (AI) or simulations can require additional review of inputs
prior to being used by the audit team.
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6.4.7.3 When using remote auditing methods for collecting information, the following should be
considered:

a) thelimitations of the application of the remote auditing methods to obtain objective evidence on aspects
such as the areas, locations, processes and equipment;

b) when using asynchronous tools (e.g. messaging applications, connections to remote servers or external
provider’s systems), additional steps are needed to verify the information (e.g. agreement of response
time, awareness of system maintenance);

¢) risk where objectivity of audit evidence is compromised (e.g. integrity of software and data, integrity of

|9
d) ri
e) rd
th

f) sg
af

g) pi
h) th
i) ri

N

6.4.8

Gener

6.4.9

Gener
6.4.1(
6.4.10

6.4.10
6.4.3 f

6.5

6.5.1

ad 2o L 4 Y
COCIILCU TIITUI lllcll.lUllj,
5k from limitations on access to audit evidence;

cognition of the opportunities to increase the effectiveness of the audit (e.g. by means,of incr
e sample, access to different type of audit evidence, covering more sites, faster collgction proces

mpling of information can be more effective for data and records, but can pose additional ri
eas such as interviews and observations;

ovision of flexibility regarding the timing and location of the interviews;
e absence of sensory data such as smell;
5ks of abuse/deception.

DTE Annex B provides further guidance on useful practices;

Generating audit findings

hl guidance is given in ISO 19011:2018, 6.4.8.

Determining audit conclusions

hl guidance is given in ISO 19011:2018,64.9.
Conducting the closing meeting
.1 General guidance is given in ISO 19011:2018, 6.4.10.

.2 The content of a'closing meeting does not change with the use of remote auditing methog
or additional considerations to improve the effectiveness of the audit.

Preparing and distributing audit report

General guidance is given in ISO 19011:2018, 6.5.

6.5.2

Pasing

s);

sks in

s. See

......................

eness,

including any benefits or limitations. Declarations and attestations related to the audit report should
demonstrate the principles of confidentiality and due professional care (e.g. the extent of Al use in report
generation). Audit reports and related records should indicate the extent to which ICT has been used in

carryi

ng out the audit.

6.6 Completing audit

General guidance is given in ISO 19011:2018, 6.6.
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6.7 Conducting audit follow-up

6.7.1

General guidance is given in ISO 19011:2018, 6.7.

6.7.2 Consideration should be given to the suitability, effectiveness, risks and opportunities of remote
auditing methods for conducting follow-up activities.

7 Competence and evaluation of auditors

7.1

Gener

7.2

Gener

7.2.1

In det

followfing should be considered:

a) th

General

b1 guidance is given in ISO 19011:2018, 7.1.

Determining auditor competence

hl guidance is given in ISO 19011:2018, 7.2.

General

ermining the necessary competence for an audit, an auditor’s knqwledge and skills related

e methods of auditing, including on-site, remote or a combination of both;

DTE ISO 19011:2018, Table A.1 provides examples of{audit methods that can be used, singly
mbination, in order to achieve the audit objectives.

e uncertainty in achieving audit objectives, notingthat for remote auditing methods the followi
ntribute to the uncertainties in achieving audit'ebjectives:

internet connectivity;

software compatibility;

hardware availability;

data integrity;

information security and’/confidentiality;

the reliability of the objective evidence shared by the auditee during the remote audit;

her requirementsSimpacting remote auditing methods and techniques.

Personalbehaviour

hl guidance is given in ISO 19011:2018, 7.2.2. However, desired personal behaviour can be exh
entlys when remote auditing methods are used. Following complementary guidance on pe

N

CQ
b) th

cq
c) of
7.2.2
Gener
differg
behav

to the

or in

hg can

ibited
rsonal

ot can also bhe beneficial

Examples of personal behaviour pertinent to remote auditing methods can include:

a) w

illingness to work remotely;

b) observant,i.e.actively observing how and where activities occur, and being comfortable with technology

to

allow for effective observation;

c) open toimprovement, i.e. familiarization with emerging technologies;
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d) patience, i.e. with audit participants, records retrievals and questions, as well as dealing with issues
with technology such as internet connectivity;

e) confidence in the use of remote auditing technology;

f) resilience to stress;

g) sensitivity to digital data privacy;

h) adaptability, i.e. dealing with emergencies.

7.2.3 —Knewledge-andskills

7.2.3.1 General

Auditgrs should possess the knowledge and skills necessary to achieve the intended\ results pf the

remote audits they are expected to perform (e.g. computer skills, knowledge of information se
and cpnfidentiality management, handling of online meeting platforms and the use“of informatid
commjunication technology necessary for effective audit).

NOTE Legal requirements can apply.

7.2.3.2 Generic knowledge and skills of management system auditors

Auditgrs should understand the risks and opportunities of remote auditing methods and have the knov
and sKills as outlined below:

a)

b)

9

d)

f)
g)

h)

i)

umpderstand the increased risks associated inherently ‘with such audits, including the po
cqnfidentiality and information security risks from the.remote auditing methods;

umpderstand the increased planning and organization needed for the remote auditing method, inc
the communication with the auditee;

umderstand the impact of using remote auditing methods in relation to audit time, the audit progn
and related audit plan;

enjsure that the records examined remotely are what the auditors have asked for, rather than wh
ayditee makes available or wants the auditors to see;

mppke the additional necessary effort to establish audit findings and conclusions when using 1
ayditing methods (e.g. multiple electronic sources or embedded electronic files need to be review

eqdtablish the integrity ofthe data being reviewed remotely;

ayditee, includihg when faced with unexpected issues with respect to infrastructure and opera
ejvironment\{e.g. poor network connection);

hgve the ability to mitigate disruptive behaviour at the remote location (i.e. lateness, inattentiv
and argumentative behaviour);

curity
n and

vledge

rential

luding

amine

at the

emote
ed);

uge different technelogies to conduct the audit and effectively interact with other team members and the

tional

eness,

have a basic understanding of databases and Al where used as part of remote auditing methods.

7.2.3.3 Discipline and sector-specific competence of auditors

Auditors should demonstrate the following competencies:

a)

the ability to evaluate the suitability and risks of remote auditing methods to the audited industry

sector and management system discipline;
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b) an understanding of management system standards and other relevant requirements, including scheme
owner requirements related to remote auditing methods (e.g. restrictions impacting the use of remote

audits).

7.2.3.4 Generic competence of audit team leader

The audit team leader should demonstrate the following competencies:

a) provide support and address issues faced by the audit team in the use of remote auditing methods;

b) ensure coherence among team members in the use of remote auditing methods, including a combination

offon-site and remote collaboration methods.

7.2.3.5 Knowledge and skills for auditing multiple disciplines

Whenlauditing multiple discipline management systems, the audit team should have an understanding
risks dnd opportunities imposed by remote auditing methods in auditing different management syste

7.2.4 | Achieving auditor competence

Audit¢r competence can be achieved through training, mentoring and gainiftyg-experience in using 1

auditihg methods and techniques.

7.2.5 | Achieving audit team leader competence

Generpl guidance is given in [SO 19011:2018, 7.2.5.

7.3 Establishing auditor evaluation criteria

Generpl guidance is given in ISO 19011:2018, 7.3.
7.4 PBelecting the appropriate auditor evaluation methods

7.4.1 | General guidance is given in ISO 19011:2018, 7.4.

7.4.2 | In selecting auditor evaluation methods, consideration should be given to the accessibilif
effectfveness of the technology to\observe, interview and test the auditor in the use of remote ay

methdds.

7.4.3 | General guidanceiis given in ISO 19011:2018, Table 2.
Additional examplesirelated to auditor evaluation using remote auditing methods can include:
a) rdviewingwideo recordings of auditor performance;

b) testingiefauditor competence in applying remote auditing methods;

¢) uginglive transcriptions/translations.

of any
ms.

emote

y and
diting

7.5 Conducting auditor evaluation
7.5.1 General guidance is given in ISO 19011:2018, 7.5.

7.5.2 In conducting auditor evaluation, consideration should be given to:

a) the feasibility and effectiveness of the technology to observe, interview and test the auditor in the

application of remote auditing methods;
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b) the competence of the evaluator in the evaluation methods selected, the technologies used for the
evaluation and the application of the remote auditing methods.

For observation requiring different methods other than the ones used for the audit, care should be taken to
not influence or interrupt the audit.

7.6 Maintaining and improving auditor competence

7.6.1 General guidance is given in ISO 19011:2018, 7.6.

7.6.2 [ Consideration should be given to specific knowledge and skills, such as the ability to use few or
changp remote auditing methods, software and electronic equipment, taking into account the pace of ghange
of techinologies.
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Annex A
(informative)

Remote auditing methods

Types of audits using remote auditing methods

1| Audits using entirely remote auditing methods

In an fpudit using entirely remote auditing methods, no on-site activity is planned with any ‘auditg
feasib|lity of using remote auditing methods can be determined through an assessment,éfithe risks
to the|nature of the organization’s products and/or services, remote access to relevant.processes, loc

and

A.l.

the organization’s management system documentation, time zones of auditor and-auditee, etc.

2| Audits using a combination of methods

An audlit where a combination of methods is used, and where at least one(part is conducted on-site,
referrpd to as a “hybrid” or a “blended” audit. For example, one auditor.conducts specific parts of thd
on-sitg, such as production and service, while another auditor conducts'document review remotely usi
(in some cases this can be fully remote, reviewing the document{without interaction with the entit}
after fhe document review). Use cases can include when using,dn-site auditors with partial qualificat
condupting audits over an extended period.

NOTE

For expmple, hosting of servers to store and transfer documents can be an issue if multi-national auditors o
teams pre used.

A2

A.2.

Technological considerations

1| When implementing remote auditing methods, the following technological considerations sho

covergd.

a)

b)

[“end-to-end” (e2e)], and ¥ideo conferencing software should be verified to be accessible/visible
hgve audio/video that €an be heard/watched by all participants without interference.

pdrticipant caninterrupt a speaker, or the use of raised hand or other indication for interventi
inputs).

Data integrity and traceability should be assured by using technologies such as digital signature.

r. The
elated
ations

ran be

audit
ng ICT
 until
ion or

It is important to consider the assessment of risk related to the tools used to determine the best approach.

r audit

uld be

The use of shared folders, drop boxes, file transfer protocol (FTP) servers, email, encrypting techpology

hnd to

Communication pretocols should be communicated before the audit (e.g. agreement on when a

pns or

C(I)nnections that have high dropout rates should be avoided.

Backup should be provided when mobile phones are used. At the beginning of the audit, it should be

clarified how to contact the auditee in case of a technical difficulty.

It should be ensured that IT support can be accessed at the auditee location if the auditee is ho
providing the platform.
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A.2.2 The following examples can be provided by the auditee or by the organization carrying out the
management system audit:

a)

b)

)

d)

A3

A.3.1| Auditing documented information:

Handljng documented information when using remote auditing methods can be.implemented usi
followling methods.

a)

b)

f)

A chedklist can be used to include relevant items to be agreed upon as part of audit planning. This doc
can bd retained as,a supporting document that can become part of the audit report.

When|using this approach, it can be beneficial to include a statement in the audit report that the m¢
and IJT were agreed upon prior to the audit.

use of the video stabilizing feature of mobile phones, stable phone holders (e.g. attached to the neck,

chest or a pole) and noise cancelling features;

use of drones for areas that are not easily accessible (permission to use; the operator should be qualified

to fly the drone; all information should be provided prior to the audit);

different channels for the use of auditors, including breakout rooms and different team members

channels;

a method for the audit team to communicate to each other confidentially.

Examples of implementation of methods

Use of screenshots and screensharing should be clarified and agreed; \Screenshots can be a n
off grabbing specific information that is to be translated into the dudit records. Using screen-s
sdftware, auditors can view the desktop of an employee or an‘“nterested party to observe s]
processes or systems.

S¢cure file sharing platforms: Prior to the audit, agreement should be reached on the infory
tq be provided, on the length of time the information is\to be made available (held by each pa
the exchange platform), on when the documents provided will be deleted, and on how config
information will be exchanged (e.g. that it is only~provided during the audit and not in an exa
platform).

Reémote data access: With appropriate security'measures, auditors can access an organization's sy
and databases remotely to analyse data and perform tests.

R¢mote inventory tools: Physical invefitories can be implemented remotely using Internet of Thing
devices, Radio Frequency Identification (RFID) technology or video feeds, to validate inventory co

Data analytics: Auditors cansuse data analytics tools to analyse large datasets remotely and id
trends, anomalies or potential risks.

Reémote process mapping: Auditors can use virtual process mapping techniques to understan
aqgsess an organizatiot’s workflows and procedures.

g the

ethod
haring
becific

nation
rty or
lential
hange

stems
5 (1oT)
unts.

entify
d and

ument

rthods

A.3.2 Auditing the organization’s digital twin

An organization's digital twin is a virtual representation or digital replica of its physical assets, processes,
systems, and operations. It can integrate real-time data from sensors, devices and other sources to create
a dynamic and interactive simulation. Digital twins can be used in auditing a management system when
the accuracy of the digital twin can be verified. Auditing a digital twin can introduce additional risks and
opportunities.
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A.3.3 Use of surrogate auditors

A surrogate auditor is a person who attends the audit in-person and acts as the eyes and ears of the audit
team. The use of surrogate auditors should be agreed during the planning of the audit programme. The audit
team leader should plan how the surrogate auditor is to be used during the audit. Surrogate auditors should
have competence in the surrogate audit process. Surrogate auditors are not responsible for asking questions,
unless guided by the responsible auditor to do so. The responsibility for the audit documentation remains
with the audit team leader.

Surrogate auditors should meet the same impartiality requirements as auditors and should have adequate
skills, including language skills in the languages of both the auditee and the auditor, if needed.

NOTE Surrogate auditors are not expected to have the same technical competence as the auditors themsel

An au

should have a means of guiding the surrogate auditor and communicating directly with ithe sur
auditdr and the auditee, which can be separate from each other.

The uge of such interactive means of communication enables the following:

a)
b)
)
d)

cqnducting interviews;
observing work performed with remote guidance;
cqmpleting checklists and questionnaires;

cdnducting document review with auditee participation.

A.3.4| Document reviews

When| conducting document reviews with auditee pagticipation, auditors can request electronic
of rel¢gvant documents for examination, such as financial records, policies, procedures and comp
documentation. The following methods can be used:

a)
b)

9
d)

e)

rdal-time reading of documents (records, bénch sheets) via ICT;

elpctronic submittals [standard operating procedures (SOPs), quality manuals, internal aud
management review reports);

rgmote access to computers and data;
sqftware to analyse, translate, search and categorize the documents received remotely during the

pye-recorded answers to'interview questions.

A.3.5| Personnel interviews

Interviewing personnel remotely can be implemented using the following methods:

a)

b)

9
d)

document;

VES.

it where a surrogate auditor is used can require multiple ICT tools. The auditor working regnotely

rogate

copies
liance

it and

audit;

n this

a:f in-person web-based visual communication platform that follows the guidance given i

a chat-room (or e-mail exchanges);

automatic or Al supported translation;

web-based questionnaires: auditors may send online questionnaires to the auditee’s personnel and

management to collect information.
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A.3.6 Witnessing of activities

In cases where physical processes need to be audited, remote cameras or live streams can be set up for
auditors to observe the operations. Remote witnessing activities can be conducted using the following
methods:

a) real-time observation using ICT;

b) acompilation of recorded sequential activities (an activity that occurs over time through sequential steps);

c) interior facility: tour by video camera;

d) exterior facility: conducted using drones;

e) rgcorded performance of activities to be audited remotely.
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