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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop thls document and those 1ntended for 1ts further maintenance are descrlbed

qutioned that this may not represent the latest information, which may be obtained from the

hse available at www.iso.org/patents and https://patents.iec.ch. 1SQ,and IEC shall not b

responsible for identifying any or all such patent rights.
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‘ade name used in this document is information given for the“cenvenience of users and do

constitute an endorsement.

For an explanation of the voluntary nature of standards, the meanihg of ISO specific terms and expre
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] to conformity assessment, as well as information about ISO's adherence to the World

Organjization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword
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IEC, see www.iec.ch/understanding-standards.

mmittee SC 42, Artificial intelligence],- in" collaboration with the European Committg
hirdization (CEN) Technical Committee CEN/CLC/]JTC 21, Artificial Intelligence, in accordance w
ment on technical cooperation betweenyS0 and CEN (Vienna Agreement).

Any fpedback or questions on this decument should be directed to the user’s national stap

body.
WWW.

A complete listing of these’ bodies can be found at www.iso.org/members.htm
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Introduction

This document describes steps that can be taken to treat unwanted bias during the development or use of Al
systems.

This document is based on ISO/IEC TR 24027 and provides treatment techniques in accordance with the Al
system life cycle as defined in ISO/IEC 22989:2022, Clause 6 and ISO/IEC 5338. The treatment techniques
in this document are agnostic of context. This document is based on the types of bias described in
ISO/IEC TR 24027.

This deeumentdeseribessoodpractisesfor-treatingunwanted-biasand-ecanhelp-anorganizationwith the
treatnmpent of unwanted bias in machine learning (ML) systems that conduct classification and regrgssion
tasks.| The techniques in this document are applicable to classification and regression ML (taskg. This
docu:llent does not address applicability of the described methods outside of the defined ML tasks.

This document does not contain organizational management and enabling processes \related to|an Al
management system, which can be found in ISO/IEC 42001.

Annex A provides a cross-reference between the life cycle stages and the clauses of\this document.

© ISO/IEC 2024 - All rights reserved
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4(en)

Information technology — Artificial intelligence — Treatment
of unwanted bias in classification and regression machine

learning tasks

1 Scope

This document describes how to address unwanted bias in Al systems that use machine learnifig-to c¢nduct
classiflication and regression tasks. This document provides mitigation techniques that.can be applied
throughout the Al system life cycle in order to treat unwanted bias. This document is applicable to all types
and sifes of organization.

2 Nprmative references

The following documents are referred to in the text in such a way that some-ox all of their content constitutes
requirlements of this document. For dated references, only the edition cited-applies. For undated referjences,
the lagest edition of the referenced document (including any amendments) applies.

ISO/IBC 5259-4:2024, Artificial intelligence — Data quality for analytics and machine learning (ML) — Part 4:
Data quality process framework

[SO/IHC 22989:2022, Information technology — Artificialcintelligence — Artificial intelligence concepits and
terminology

ISO/IBC/IEEE 29119-3:2021, Software and systemis engineering — Software testing — Part 3 Test
documentation

3 Terms and definitions

For the purposes of this document,“the terms and definitions given in ISO/IEC 22989:2022 and the
followjing apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— I§0 Online browsingplatform: available at https://www.iso.org/obp

— IHC Electropediaravailable at https://www.electropedia.org/

3.1 [General

3.1.1

authoritative record

recor i

[SOURCE: ISO 30300:2020, 3.2.3]

3.1.2

consumer vulnerability
state in which an individual can be placed at risk of harm during their interaction with or a decision by a

servic

e provider due to the presence of personal, situational and market environment factors

[SOURCE: ISO 22458:2022, 3.5, modified — added reference to a decision by a service provider.]

© ISO/IEC 2024 - All rights reserved
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nt operating conditions

conditions under which an Al system is currently operating

Note 1 to entry: Conditions can include resource usage, environmental factors, geographic location of use, time of use,
training provided to operators and the target population.

3.14

data subject
person to whom data refer

[SOU

CE:-1S0 25237:201 73 1Q]

3.1.5

data quality model
defingd set of characteristics which provides a framework for specifying data quality requiremen
evalugting data quality

[SOURCE: ISO/IEC 25012:2008, 4.6]

3.1.6

dispo
range
decisi

Sition
of records processes associated with implementing records retention, destruction or tr
bns which are documented in disposition authorities (3.1.7) or othefifrStruments

[SOURCE: ISO 30300:2020, 3.4.8]

3.1.7
dispo

sition authority

instrument that defines the disposition (3.1.6) actions thatiare authorized or required for specified re

[SOURCE: ISO 30300:2020, 3.5.4]

3.1.8

intengled operating conditions
conditlions under which an Al system is meant.to function

Note 1

to entry: Conditions can include resouree usage, environmental factors, geographic location of use, time|

training provided to operators and the targét population.

3.19

mana
set of
well a

Note 1

Note 2
planni

gement system
nterrelated or interaeting elements of an organization (3.1.10) to establish policies and objecti
5 processes to achieve-those objectives

to entry: A management system can address a single discipline or several disciplines.

hg and operation.

[SOURCE“ISO/IEC 42001:2023, 3.4]

ts and

ansfer

ords

of use,

ves, as

to entry: The 'management system elements include the organization’s structure, roles and responsibilities,

3.11

organization
person or group of people that has its own functions with responsibilities, authorities and relationships to
achieve its objectives

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader (sole proprietor), company,
corporation, firm, enterprise, authority, partnership, charity or institution or part or combination thereof, whether

incorp

orated or not, public or private.

Note 2 to entry: If the organization is part of a larger entity, the term “organization” refers only to the part of the larger
entity that is within the scope of the Al management system (3.1.9).

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC 42001:2023, 3.1]

3.1.11
records process
set of activities for managing authoritative records

[SOURCE: ISO 30300:2020, 3.4.13]

3.1.12
user
individual or group that interacts with a system or benefits from a system during its utilization

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.53, modified — Note 1 to entry has been removed.]

3.2 Artificial intelligence

3.21
data quality
charagteristic of data that the data meet the organization's (3.1.10) data requirementsfor a specified cpntext

[SOURCE: ISO/IEC 5259-1:2024, 3.4]

3.2.2
data quality characteristic
categqry of data quality attributes that bears on data quality (3.2.1)

[SOURCE: ISO/IEC 5259-1:2024, 3.5]

3.2.3
data quality measure
varialle to which a value is assigned as the result of measurement of a data quality characteristic (3.2.2)

[SOURCE: ISO/IEC 5259-1:2024, 3.7]

3.24
data provenance
prov%-ance

infornpation on the place and time of origin, derivation or generation of a data set, proof of authenticity] of the
data spt, or a record of past and present ownership of the data set

[SOURCE: ISO/IEC 5259-1:2024,3.)16]

3.2.5
extreme data
type df sample that is.afoutlier with respect to the real-world distribution

3.2.6
featurye
<machine learning> measurable property of an object or event with respect to a set of characteristics

Note 1|t6-entry: Features play a role in training and prediction.

Note 2 to entry: Features provide a machine-readable way to describe the relevant objects. As the algorithm will not
go back to the objects or events themselves, feature representations are designed to contain information the algorithm
is expected to need.

[SOURCE: ISO/IEC 23053:2022, 3.3.3, modified — Clarification of Note 2 to entry has been added.]

© ISO/IEC 2024 - All rights reserved
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functional correctness
degree to which a product or system provides the correct results with the needed degree of precision

Note 1 to entry: Al systems, and particularly those using machine learning methods, do not usually provide functional
correctness in all observed circumstances.

[SOURCE: ISO/IEC 25059:2023, 3.2.3]

3.2.8

intended use

use in

accordance with information prnwir‘nﬂ with an Al cycfnm’ oF; inthe abhsence of such informati

on, by

gener:
[SOUR

3.29
inter-
degre

3.3
3.3.1

1y understood patterns of usage

CE: ISO/IEC Guide 51:2014, 3.6, modified — “a product or system” has been changed to “ah)Al sys

annotator agreement
e of consensus or similarity among the annotations made by different annotaters on the same d

Bias

Al subject

organ

3.3.2

zation, person or entity that is affected by an Al system, servicegler product

autompation bias

prope
contra

[SOUR
autom

3.3.3
cover

hsity for humans to favour suggestions from automated decision-making systems and to
dictory information from non-automated sources, even if it is correct

CE: ISO/IEC TR 24027:2021, 3.2.1, modified — ‘made without automation” was changed to “fror
ated sources”.]

hge bias

type of data bias (3.3.4) that occurs wheén a population represented in a dataset does not mat

popul

3.3.4
data t
data g

peoplg
[SOUR

3.3.5
group
subsef

htion that the machine learning mddel is making predictions about

ias
roperties that if unaddressed lead to Al systems that perform better or worse for different o
or groups (3.3.5)

CE: ISO/IEC TR24027:2021, 3.2.7]

of ohjects in a domain that are linked because they have shared characteristics

[SOUR

tem”]

hta

gnore

n non-

th the

bjects,

CE2ISO/IEC TR 24027:2021, 3.2.8]

3.3.6
huma

n cognitive bias

bias that occurs when humans are processing and interpreting information

Note 1

to entry: human cognitive bias influences judgement and decision-making.

[SOURCE: ISO/IEC TR 24027:2021, 3.2.4]

© ISO/IEC 2024 - All rights reserved
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3.3.7

representativeness

qualitative assessment of degree to which a given dataset's properties approximate the statistical properties
of the target population (3.3.10) of interest

Note 1 to entry: Representativeness can be quantified through the use of one or more measures pertaining to the size,
distribution or composition of the data.

Note 2 to entry: Representative test data enables verification that an Al system achieves an acceptable level of
functional correctness (3.2.7) for the target population (3.3.10).

Note 3 to entry: Representative training data can enable training a machine learning model that achieves an acceptable
level of functional correctness (3.2.7) for the target population (3.3.10).

3.3.8
selection bias
type of data bias (3.3.4) that can occur when a dataset’s samples are not collected\in) a way that is
repregentative of their real-world distribution

3.39
statisfical bias
type df consistent numerical offset in an estimate relative to the true underlying value

Note 1|to entry: The offset is inherent to most estimates
[SOURCE: ISO 20501:2019, 3.3.9, modified — “inherent to most estimates” was moved to Note 1 to entfy.]

3.3.1d
target population
group|(3.3.5) of Al subjects (3.3.1) that the Al system will process data in relation to

Note 1|to entry: The target population can include organizatiens or other objects.

3.3.11
at-risk group
subset of stakeholders that can be adversely affected by unwanted bias

Note 1|to entry: at-risk groups can also emergefrom intersections of groups as described in ISO/IEC TR 24027.

Note 2[to entry: unforeseen at-risk groups can emerge due to the use of Al systems, as described in 5.1.5.

3.4 [lesting

3.4.1
dyna
testing

ic testing
(3.4.8) in whicha test item (3.4.5) is evaluated by executing it

[SOURCE: ISO/JEG/IEEE 29119-2:2021, 3.3]

3.4.2
mode]| teésting
testing (24 8) i

Note 1 to entry: Model testing is usually performed by executing the model on a systematic set of inputs and evaluating
how well its outputs achieve some measure of task performance, such as matching canonical answers or being rated
highly by humans.

3.4.3

static testing

testing (3.4.8) in which a test item (3.4.5) is examined against a set of quality or other criteria without the
test item being executed

[SOURCE: ISO/IEC/IEEE 29119-1:2022, 3.20, modified — The example has been removed.]

© ISO/IEC 2024 - All rights reserved
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test completion report
test summary report
report that provides a summary of the testing (3.4.8) that was performed

[SOURCE: ISO/IEC/IEEE 29119-3:2021, 3.9]

3.4.5

testitem
test object
work product to be tested

[SOUR

3.4.6
testo

CE: ISO/IEC/IEEE 29119-1:2022, 3.107, modified — The example has been removed.]

bjective

reason for performing testing (3.4.8)

[SOURCE: ISO/IEC/IEEE 29119-2:2021, 3.49, modified — The example has been remeyved.]

3.4.7

test plan

detail¢d description of test objectives (3.4.6) to be achieved and the meansand schedule for achieving]
organ|zed to coordinate testing (3.4.8) activities for some test item (3.4.5) ¢t set of test items
[SOURCE: ISO/IEC/IEEE 29119-2:2021, 3.50, modified — the Notestolentry have been removed.]
3.4.8

testing

set of fictivities conducted to facilitate discovery and evaluation of properties of a test item (3.4.5)

Note 1
insofai

[SOUR

4 A

Al
ETL
[ID
ML
PII

5 T
5.1

5.1.1

to entry: Testing activities include planning, preparation, execution, reporting and management ac
as they are directed towards testing.

CE: ISO/IEC/IEEE 29119-1:2022, 3.131]

bbreviated terms

artificial intelligence

extract, transform dnd load
independent andjidentically distributed
machine Jéapning

persendlly identifiable information

reating unwanted bias in the Al system life cycle

them,

fivities

Inception

Stakeholder identification

Stakeholder identification shall be conducted throughout the development of an Al system.

NOTE

This identification enables the collection and assessment of information from those stakeholders on
common effects of unwanted bias that they usually experience from Al systems.

© ISO/IEC 2024 - All rights reserved
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Any individuals, groups or organizations who can be foreseeably positively or negatively affected by
unwanted bias in the Al system should be considered, not just Al actors, but also including Al subjects
directly using or gaining benefit from the implementation of an Al system.

This can include:

— users who operate or interface with an Al system, as they can offer personal feedback on unwanted bias
that has affected them as individuals;

EXAMPLE1  Frontline workers whose familiarity with digital technology is at a lower level than that of an Al
application’s main beneficiaries or target audience.

— d¢cision-makers within an organization designing, developing, deploying, or using an Al system;

— Al partners (including Al auditors) who are required to perform conformity assessment on an-Al system;

EXAMPLE 2 Auditing teams consider the diversity of the audited organization and the audited organization’s
tafrget audience, customers and other interested parties when conducting the audit to preyent unwanted|biases
affecting the audit.

— rdgulators including bodies that are required to review conformity assessmefnt.results in relation to an
Al system.

EXAMPLE 3  Regulatory staff consider the diversity of the auditors, the audited organization and the qudited
orfganization’s target audience, customers and other interested partiés,when conducting the confprmity
agsessment to prevent unwanted biases affecting the review.

Organjizations responsible for the deployment or operation of an Aksystem shall consider:

— Al subjects about whom automated decisions are made, or Who share an operating environment with an
Al system;

EXAMPLE4 A recommender system receiving input”from a user ensures that variations in ability are
adcounted for in applications that are used by native and non-native language speakers.

— rdgcipients of information derived from an AL'system who are not direct users (e.g. public authoriti¢s who
wijll make decisions based on Al-derived.ififormation curated by staff);

EXAMPLES5  Analytical systems that{analyse socioeconomic datasets to inform policy development can
prlopagate unwanted bias based on historic data that does not reflect current conditions.

— data subjects who do not directly interact with an Al system but whose data are used in training.

EXAMPLE 6  An online cHess playing game uses data from real-world matches and tournaments. The players of
se matches are interested parties in this context.

5.1.2 | Stakeholdernieeds and requirements definition

An organization shall identify and document requirements to reduce unwanted bias within an Al sysfem as
well af in recemmendations, decisions or other output generated by an Al system.

Considlered'sources of bias-related requirements can include:

— appticabtetegatrequirentents;

— customer expectations;

— internal goals, strategies and policies (e.g. an ethics policy);

— organizational processes and decisions as part of Al governance;

— surveys of past known failure modes, based on resources such as the organization’s documentation on
its prior system failures or in Al incident databases;

© ISO/IEC 2024 - All rights reserved
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— assumptions, processes, decisions and related activities made by individuals or groups across the Al
life cycle.

NOTE 1

NOTE2 Annex B lists particular examples of how unwanted bias can affect specific types of Al
ISO/IEC 22989:2022, 5.19 describes several Al stakeholder roles and sub-roles (e.g. Al provider, Al user, Al partner, Al
subject). Al stakeholders have different roles and responsibilities in treating unwanted bias throughout the life cycle.

Treatment leading to unwanted bias can include any kind of action or inaction, including perception, etc.

users.

An organization shall define and document intended operating conditions under which an Al system is to
be evaluated for bias. These can include the relevant groups of stakeholders or users and the geographical,
linguistic, socineconamic or cultural context of deplayment

EXAM
that bg

The l¢
the Al
numb
precis

Proce
organ

5.1.3

Al prd

PLE For intended operating conditions of a speech recognition system it can be defined and doch
th native and non-native speakers are expected.

vel of definition and documentation should be commensurate with the role of the organization
life cycle. For example, an organization producing a pre-trained ML model should)anticipate a
er of intended operating conditions, while an organization conducting a live deployment should
ely specify the intended operating conditions.

lures, expectations and accountability mechanisms should be in place for-relevant actors with
zation to make use of the documentation they receive from others inside’or outside the organiz

Procurement

ducers or Al partners shall make information available regarding systems aspects that can

unwa

ted bias, subject to legal requirements. The exact extentvof a non-disclosure by Al produce

partné¢rs and the existence of legal requirements affecting, disclosure shall be disclosed and jug
Examples of such system aspects that can affect unwantedbias include:

— al

orithm selection;

rperparameter tuning;

— mjodel bias;

— bi

Detail
result

s in data sources.

5 are provided in ISO/IEC TR'24027. The conveyed information can include representative t
5 of the system with regardsito unwanted bias.

Organjizations should ensure that agreements with third parties include appropriate measures to trg

risk o
organ
be dog

Inforn
requiy

— ds

[ unwanted bias considering the role of the organization and third parties, in particular, wh
zation is unable-to.obtain full transparency on technical aspects of the system. Such measure
umented and justified including divergence from the provisions of this document.

nation made available by data providers in the course of a procurement shall include, subject t
ements:

ita’provenance (including for training, validation and testing data);

nented

within
broad
more

in the
ation.

affect
s and
tified.

esting

at the
bre an
5 shall

b legal

E

AMPLE 1  This information can enable investigation of biases resulting from properties of the data source.

— data quality management policy and data quality check assessment results (including inter-annotator
agreement measurements);

EXAMPLE 2  This information can enable acceptance of the presence of an observed but mitigated bias
deemed appropriate for a given use case.

that is

— data quality model and processing aspects (e.g. labelling processes used, types of machine learning

m

odels or algorithms used).
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provider has visibility on, as they are part of their internal process.

This information can be used to uncover biases associated with mechanisms that only the data

The exact extent of a non-disclosure and the existence of legal requirements affecting disclosure by data
providers shall be disclosed and justified.

Information made available by data providers in the course of a procurement should include:

— the method of data collection;

— information on the working conditions for data labelling workers that can affect their human cognitive

bi

ases and hence cause potential unwanted bias in the resulting dataset;

— th
— S3
— ds
Data g

Inforn

— k
— rd

— T€

afffect or relate to unwanted bias;

EX}
fo

— dd
au

— te
A

Inforn
contey

significantly from the context'of deployment.

Implel
Visibil
develd

Inforn
prope

— ir:[ended context(s) of use and related assumptions;

e geographic locations in which the data labelling was undertaken;

lient aggregated demographics of the data labelling workforce;

ita dictionaries and associated metadata to enable unwanted bias risk management.

roviders should ensure that privacy of individuals and groups in the workforcé-is maintained.

hation made available by Al technology providers in the course of a procufement should include

own system limitations;

commended patterns of interaction between humans and the Al system during use;

levant trade-offs in algorithms, machine learning algorithms and ML models development th
[AMPLE4  How the model is used at inference time,“Where taking the argmax (argument of the max
' classification problems, or using deterministic ranking, risks amplifying small biases in model scores;

ita collection, modification and curation\processes that can relate to bias such as imputat
gmentation;

sting strategies used during the design and development or the verification and validation stage
system (including acceptance cfiteria and the use of proxies in ML modelling).

nation can also be made available by Al technology providers regarding the geographical or cy
t of the design and development phase, as it can affect unwanted bias when this context

mentation guidance’ ML tools can be procured, developed in-house or a combination of th
ity into the kindJof techniques used during algorithm, machine learning algorithm or ML
pment is important for the effective treatment of unwanted bias.

nation nfade available by data providers can enable the investigation of biases resulting fro
ties of\the data source. This can enable acceptance of the presence of an observed but mitigate

that ig

data provider.

deemed appropriate for a given use case or uncover biases associated with mechanisms used

At can

imum)

jon or

of the

1ltural
Hiffers

b two.
model

m the
d bias
by the

5.1.4

Organ

Data sources

izations shall document and evaluate unwanted bias in relation to:

— sources of data used by the Al system;

— data selection criteria and processes;
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— data collection procedures, including the:
— mechanisms for requesting informed consent and for revoking consent for future users;
— provenance of the data;
— collection, input, preprocessing, labelling and label cleaning mechanism;
— impacts of dataset collection on data subjects.

Documentation of data sources enables organizations to qualitatively identify potential biases and to
prioritize quantitative assessment in relation to those aspects. Quantitative assessment of unwanted bias is
not usjually tractable and benefits from source information.

Test diata used to assess performance shall be representative. Training data shall be representative| when
using [it to train an ML algorithm that is not specifically designed for leveraging non-represertative data.
Using multiple data sources is one way to improve representativeness across diverse groups; when dgne so,
organjzations shall determine whether the combination of datasets would introduce additiopal risks in r¢lation
to datj bias and, if so, the newly introduced biases shall be assessed and treated in accerdance with 5.1.5.

Reprepentativeness can be a function of data size, type, dimensionality and complexity. Imputations,
exclugions and augmentations in the dataset can affect representativeness. Fotr-ML models that canpot be
trained on data with missing values, the distribution of imputations, exclusions and augmentations applied
to make the dataset usable can affect representativeness.

For supervised ML, the distribution of the label values in training datarand across at-risk groups is releyant to
repregentativeness. For example, in the case of binary supervised‘classifiers, the balance of the data among
the relevant groups can be evaluated by considering the ratieyof positive and negative training exgmples
within each group.

Wher¢ appropriate for the use case, the following aspects of each data source shall be evaluatdd and
documented:

— intended use and purpose of the dataset creatéed, including specific tasks;
— identification of dataset creators and soufces of funding if applicable;

— cdmposition of the dataset, including’ nature, size, labels, relations, errors, redundancies, noige and
mjissing information of the instan¢es in the dataset;

— cqmpleteness regarding the-tontents of the data such as confidential information, sensitive datla that
rgveals identifiers of individuals, subpopulations and groups, and information on missing features for
edch group of relevant stakeholders;

— tgrms of use and lieense;

— adcuracy, including the amount of inaccurate data contained within the dataset and the inaccurgcy for
edch group.ofistakeholders;

— cyrrengyincluding potential effects of the time of collection on accuracy;

— appropriateness in terms of amount of toxic or offensive data contained in the dataset;

— consistency, including labels (e.g. as measured by inter-annotator agreement);

— datasetcoverage across different sub-groups relevant to the deployment context, including intersectional
sub-groups;

— consideration of how labels that are proxies for unobservable constructs can lead to unintended impacts;
— risk of feedback loops and error propagation between data collection and modelling;

— dataset maintenance, including the stakeholders responsible for supporting, hosting, updating,
versioning, retaining, expiring the dataset as well as participatory approaches for dataset improvement;
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— traceability, including other systems involved in funnelling or treating the data within each source;
— understandability, including symbols, units and languages;

— auditability, including past, planned and potential audits;

— identifiability and protection of Personally Identifiable Information (PII);

— relevance of a data source for a given use case;

— representativeness to the target population.

Furth§rinformation on data quality measures can be round 1n ISU/IEC 525Y-2.

5.1.5 | Integration with risk management

An organization shall identify and document risks related to unwanted bias that can occurduring the design,
develgpment, deployment and use of an Al system. An organization shall assess and tfeat these identified
risks fo affected Al stakeholders.

NOTE Risks of unwanted bias include the risks for unwanted biases caused by inagtion or perception.

Consideration shall be given to at-risk groups present in the data (training,‘validation, test or production
data) even if the members of those groups are not explicitly identified inthe/data as belonging to the group.
This cpnsideration can uncover proxy bias.

Otherlaspects of incorporation with broader risk management canjinclude:
— documentation of change management plans;

— inlcorporation of documentation into organizational inventories;

— cdmmunication with senior management relatingto bias risks.

Risks felating to unwanted bias can arise from incorrect use or labelling of data, an Al system’s missi¢n and
goals,[a system’s context of use including interactions with humans and failures to fully meet interngl and
exterrnal requirements. These risks can materially affect one or more groups of stakeholders.

Alist ¢f examples of types of bias that can'be present in data and types of human cognitive bias can be|found
in ISOfIEC TR 24027:2021, 6.3.

An applicable risk management system such as ISO/IEC 23894 should be used in conjunction with this
docunent. The following doctinients should also be used:

— IS0/1EC 25059 to identify quality measures that can vary by at-risk group;

— ISO/IEC 5259-2.foJ)identify data quality measures that can vary by at-risk group.

5.1.6 | Acceptance criteria

An organization shall determine appropriate tolerances for functional correctness. These shall be defined in
advangeof evaluating an Al system. The choice of acceptance criteria shall be justified in the documenl‘;tion.
Where functional correctness differs amongst groups or at-risk groups, an organization shall make this
information available to relevant stakeholders and provide an explanation for the difference. Acceptance
criteria shall be documented in the context of the intended use and operating conditions. Acceptance criteria
for the system shall be testable. Where acceptance criteria are specified in relation to outputs, they shall be
specified in a quantitative manner.

For example, Al stakeholders can specify a maximum limit for false positive or false negative rates. These
limits can form a lower bound for acceptance criteria.

Organizations shall declare the diverse Al stakeholders involved in the decision-making and these
stakeholders shall indicate whether they are satisfied with how the Al system operates.
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5.2 Design and development

5.2.1 Feature representation

Organizations shall document the rationale for the design choices made regarding the input features used
by the ML model. Where risks have been identified in relation to unwanted bias, the organization shall
consider:

types of data biases that can be present and the effects of feature selection;

types of human cognitive biases that can be present in the individuals involved in selecting features;

issing or unexpected feature values and unwanted imbalance;

tylpes of processes and decisions made during the life cycle that can be impacted by types of
cqgnitive bias;

eractions between system components;

bipses that can result from the disproportionate (with respect to the real-worlddistribution) avail
off datasets or features;

bipses that can be embedded in processes involved in selecting features;
pitesence of proxies for demographic categories;

distribution of group membership in training, validation, or test data and its representativeness
population to which the system will operate;

distribution of positive or negative outcomes across demographic groups;

other forms of statistical or computational bias that\can be relevant.

5.2.2 | Metadata sufficiency

Metadata should be sufficient to identify potential sources of unwanted bias. Metadata or documenta
a dataset should enable data to be evaluatedfor unwanted bias.

5.2.3 | Data annotations

Wherg¢ risks have been identified in relation to unwanted bias, the organization shall consider:

biases that result from thé disproportionate (with respect to the real-world distribution) availab
annotations of data;

tylpes of human,cognitive biases, including in relation to the annotation of data;

tylpes of processes and decisions made during the life cycle that can be impacted by types of I
cqgnitive:bias. Including the annotation of data.

juman

hbility

of the

tion of

lity of

juman

d data

An organization should implement mechanisms to ensure annotation activities do not create unwante

: Lg | 2 - 1 pa |
bias. Thiscamrinchide:

creating inputs with known ground truth to provide a quality measure;
conducting sample checks;

providing clear instruction or training to humans;

mechanisms for humans to provide feedback on annotation tasks;

evaluating statistical bias in automatically produced labels or annotations;
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— comparinglabels created by multiple humans on the same data by computing inter-annotator agreement;

— methods to resolve differences between human created labels.

Due to human cognitive biases and human mistakes, it should not be assumed that manual annotatio
of high quality.

5.2.4 Adjusting data

ns are

When data bias is identified in the training data, an organization shall consider adjusting the data to treat
the risk of unwanted bias. For example, before discarding features, an organization can analyse features for

trainifig data correlated with membership of a group at risk of unwanted bias. I the data bias IS cons
unwanted, a possible treatment is to create a more even distribution of examples in each categoryj
repregented.

5.2.5 | Methods for managing identified risks

Organjizations should implement and document mechanisms to treat identified risks related to unw
bias fjlom occurring.

An organization should consider:
— further data-based methods;
del-based methods;

st-hoc methods.

Examples of such methods can be found in ISO/IEC TR 240272021, 8.3.3.2 and Clause 6 of this docum|
5.3 Verification and validation

5.3.1 | General

dered
being

ranted

ent.

Testinlg as defined in ISO/IEC/IEEE 29119-1"as a verification and validation process is appropriate for the

detectlion of unwanted bias. There are thrée types of testing that are relevant to detecting bias:

— sthatic testing of the training data to'identify risks related to unwanted bias;

— dynamic testing of the ML model, including data pre-processing, to evaluate functional correctne
— dynamic testing of the®Al system to evaluate functional correctness for at-risk groups.

Testinlg shall be performed through static testing of data and dynamic testing of the model and Al syst
the exftent possible, Al)systems should also be tested with realistic users in realistic conditions. Appr
include bug bounties, functional testing, independent audits and other structured human feedback exe

— Blig bounties: Users, researchers and others are incentivized to find and report issues related
throughstructured programs and monetary compensation. Bug bounties are particularly import

LS;

bm. To
aches
rcises:

o bias
hint for

agsessing system behaviour in realistic or adversarial conditions.

— Functional testing: Testers assess the system as a whole as it is intended to be used in production
environments. Functional testing can reveal issues with documentation, processes, interfaces and other

system components that can affect Al system behaviour or its impacts on humans.

— Independent audits: Formal transparency exercises in which independent experts document adherence

to an authoritative standard such as non-discrimination laws or this document. Independent
provide external, informed perspectives on system behaviour.

— Structured human feedback exercises, including:

— randomized control testing;
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— evaluation of human-AI configurations through structured experiments;

individuals and communities;

incorporate user and customer feedback.

participatory engagement exercises (e.g. studies, surveys, or focus groups) with potentially affected

product management and user-interaction/user-experience research activities to prioritize and

The testapproach used shall be documented in a test planin accordance with ISO/IEC/IEEE 29119-3:2021, 7.2.
Thetestresults should berecordedinatestcompletionreportinaccordance with ISO/IEC/IEEE 29119-3:2021,
7.4. The test completion report shall include criteria for when verification and validation activities are

repea

5.3.2

The o}
testin
justifi

The mleasures selected by the organization shall enable the assessment of:
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— W
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other potentially correlated yariables (such as first name). But gender information can be collected and incly

metad

Implementation guidance: organizations can identify the profile of the available training data and v3

wheth
certai

This 4
exhau
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wyu, 1u\,u.u,uus CUIILIITUUUO TTIVUITILUT 1116-

Static testing of data used in development

ganization shall measure data quality in relation to unwanted bias for each at-risk group. The
b shall select and prioritise appropriate measures. The static testing shall be documented, inc
Cation for the selection and prioritisation of measures, as well as the results.

hether the data contains an inappropriate imbalance among feature walies, among labels or 3
her categories;

hether the data is representative and relevant with respect to the expected production data;
hether the data is sufficiently diverse both within and amoeng.groups;

hether the proportion of instances with missing or cortupted content is evenly distributed for e
5k group;

hether the data format and the amount of information contained is consistent for each group.

er information and examples of data quality.ieasures can be found in ISO/IEC 5259-2. The data g
tion process shall be conducted in accordance with ISO/IEC 5259-4:2024, 6.3, including mea
g data quality for each at-risk group that has been identified in relation to unwanted bias.

fraining data does not contain valiies that link a given record to an at-risk group, and at-risk g
entifiable from other data, then values from the other available data shall be provided as meta-d
Lo perform the data quality.checking process if the group is identifiable from the available data.

PLE A credit-risk ratingSystem can be trained on data that explicitly excludes the gender varial

hta, in order to enablé€testing for unwanted bias based on gender.

er the distribtition of a specific variable is accurate. An example of this is identifying that recor
h age groupthave been used for training, when a different spread of ages is expected in productio1

ctivity>can aim to validate the potential for selection bias and coverage bias but cannot
stively, as it is limited by the knowledge of the evaluator.

static
luding

mong

hch at-

uality
suring

roups
lata in

le and
ded as

1lidate
s of a
h data.

do so

Organizations can identify stages in the data preparation process that can potentially introduce bias through
“missing data”. For example, if a specific data item is not available consistently across an input dataset,
organizations can impute that information for the remaining records or they can remove the data item.

5.3.3

Dynamic testing

In dynamic software testing, tests are designed based on the specification of desired behaviour, the

struct

ure of the system or the experience of the person conducting the activity.
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In dynamic testing in the context of Al systems, given inputs generate expected outputs and measurement
approaches that show whether the system is behaving statistically as anticipated. These tests are designed

based

on the expected input data.

Model testing shall be conducted on models that the Al system comprises. Component testing should be
conducted on the automated data pre-processing steps (see ISO/IEC 23053:2022, 8.3) as part of the
development process.

Testing shall also be conducted on the whole Al system that uses the models to determine if it exhibits
unwanted bias. Testing the Al system is important because bias can be introduced in other human decisions
in the development of the Al system, such as the data preparation and data processing steps, as well as in

the us
testin
the sy

— 0
— i
— lo
Al sys
input

functi
appro

include groups to determine if differences in the quality of the outputs can be observed. The organi

shall
for as

appro

rinterrace or other aspects ol how numans mteract wi e system and outpu ere appro

briate,

with users shall be undertaken to determine whether user interface design choices reinforce‘bias in

tem. This class of human cognitive biases can result from factors such as:
er-reliance on the Al system or output for the users or operators;
proper feedback loops between the Al system and the user;

5s of situational awareness.

data in production usage. Test data separate from the training data~shall be used. The compd
pnal correctness of the outputs shall be evaluated amongst groups, including at-risk groups,
priate metrics, to determine whether the Al system meets the agceptance criteria. Evaluations ¢

letermine if these differences are acceptable against thé aeceptance criteria. Appropriate 1
essment of bias are described in ISO/IEC TR 24027:202%, Clause 7. The rationale for the selec
priate metrics shall be documented.

Extre

of themodel that can result in unwanted bias. The proeess of obtaining the extreme data inputs can |
from the participation of Al customers and Al users in test design, test execution, results assessme

inter

Evalu:
opera
popul
For dj

Winog
switct

5.4

5.4.1

An or
to add

e data inputs for each at-risk group shall also be.tested in order to identify variations in the robu

etation.

tion of unwanted bias should be egnducted in the context of the intended use and the int
ing conditions. Deploying an ML mddel or an Al system to a different environment or a different
htion can change the degree to which it exhibits unwanted bias.

namic bias testing of gerierative Al systems, organizations shall employ benchmarks (e.g
ender, real toxicity prempts), counterfactual prompts that systematically track outcomes
1ing demographic group information, and low-context prompts (e.g. “leader,” or “bad guys”).

Re-evaluationf-continuous validation, operations and monitoring

General

ranization shall document and adhere to its approach to ensuring that the risk treatments ide
resswinwanted bias (see 5.1.5) continue to have the desired effect on an ongoing basis. This apy

tem and ML model testing should be comprehensive enough to be répresentative of the expected

rative
using
hould
zation
letrics
fion of

stness
enefit
ht and

ended
target

BBQ,
when

htified
roach

shall i

clude criteria for when all verification activities shall be conducted again.

This a

pproach should:

— provide appropriate methods to treat unwanted bias occurring without detection;

— consider any continuous learning or model retraining;

— consider changes in surrounding data pipelines and user interfaces.

The following additional risk treatments should be considered in the approach:

— monitoring of unwanted bias during operation;
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— monitoring of changes in the training data profile where model retraining occurs;
— technical mechanisms to alert operators if processing is outside of defined usage limits;

— technical mechanisms to identify if production data contains inputs that are outside those asses
verification activities;

sed in

— mechanisms for end users to identify potential unwanted bias and bring it to the attention of operators;

— meaningful human oversight;

— redress for adverse outcomes.

Orga:kzations shall ensure there is appropriate logging to support and monitor the selected unwantg
treatments.

5.4.2 | External change

Depenlding on their significance, external changes can necessitate a full reassessment of the Al syst
unwanted bias. 5.1.2 indicates that the implementation of techniques of evaluation‘for'bias should con

— rdlevant groups of identified stakeholders and users;
— ggographical, linguistic, socioeconomic or cultural contexts;
— the current operating conditions of the Al system.

Extermal changes in the use of Al systems can affect bias afté€rjAl systems are evaluated and dep
Monitpring can provide relevant information about external‘changes that necessitate a reassessmsg
unwanted bias.

Additional elements monitored for external change are;

— adcessibility concerns, including accessibility to-0pt-outs and redress mechanisms and accommod|
for people with disabilities;

— nitoring effectiveness of bias mitigation controls (applied bias mitigation approaches can
wprsen bias risks);

— ongoing user feedback.

Organlizations should monitor afhd document external change affecting risks of unwanted bias, in comp
with the organization’s risk management process.

The fdllowing are examples of how some external changes can affect decision-making processes:

— Deployment of an existing Al system to a different environment, including different users, target m
onf data sourees, can change the risks and require the Al system to be reassessed for unwanted bi:

d bias

bm for
sider:

loyed.
nt for

ations

fail or

liance

hrkets
S,

of the

— Oyer time,the relationship between the real-world phenomena reflected in the inputs and outputg

mpaKe decisions based on correlations established during the initial ML model training can deterios

system\can change, often called “drift”. For example, the performance of a system using an ML m¢del to

fate or

betomemore biased-if those corretations change over timre:

— New use cases for the system can develop, either deliberately or organically, with an effect on risks

related to unwanted bias.

— Societal norms can change over time (for example, attitudes towards gender behavioural norms, ideal

body shape or smoking).

Bias in an Al system should be re-evaluated for changes (such as to metrics, risks, stakeholders or

requirements) and addressed accordingly.
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5.5 Disposal

ISO/IEC 5338:2023, 6.4.17 specifies the final process in the life cycle as disposal.

ISO/IEC 5338 explains the purpose of the disposal process as to end the existence of a system or component
appropriately. This can require consideration of contracts, policies and environmental, legal, safety or

securi

ty aspects.

ISO/TR 8344:2024, 5.9 contains concerns about disposition of individual records in structured data
environment. ISO/TR 8344:2024, 5.10 contains concerns about conflict between disposition and the
referential integrity rule for relational databases.

ISO 1§
and IS

An or
comp(

— to
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Data 4
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6.1

Unwa
organ
cycle 3
life cy

NOTE

6.2

489-1:2016, 8.5 contains recommendations to establish disposition authorities to govern dispe
0 15489-1:2016, 9.9 contains recommendations for the disposition process.

panization should ensure that, as appropriate, documentation and data are retained-after syst
nent disposal:

support repurposing of the datasets or ML model;

r investigating, after disposal, any historical incidents or potential existing unwanted bias in
stem whose data has been disposed.

re important to Al systems. [SO/IEC/IEEE 12207 recommends that\the disposal process is ext
sider the disposal of data. Disposal of data can introduce new issues in relation to retention, se
ivacy.

echniques to address unwanted bias

General

zational processes. Examples of such techniques are provided in this Clause. While the Al syst¢
tage applicable to these techniques is.discussed, applicable techniques should be selected duri
Cle inception stage whenever possible.

Some of these techniques are Briefly introduced in ISO/IEC TR 24027.
Algorithmic and training techniques

General

system can be-composed of one or more ML models either used independently or in combij
multiple ML¢models are used in combination, data bias can be amplified at a system level.

es to model'specifications that can be used to address unwanted bias include the following:

sition,

em or

the Al

ended
curity

hted bias can be treated through techniques.ifi‘talgorithmic development, training, data handling and

bm life
ng the

1ation.

ran be
ctions

1ction,

the regularlzatlon term can prioritize learnings from under-sampled data to ensure such learning is not

fo

rgotten due to dominant data samples. This is important when data distribution is non-IID.

— Constraints can be applied to ensure model objective functions or behaviours follow known causal
relationships and do notlearn demographic proxies or other incorrect behaviours that can lead to biased
outcomes. Common approaches include constrained optimization, monotonicity or shape constraints
and interaction constraints.
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Dual objective functions can be constructed such that model updates incorporate error reduction and
improvements to a selected bias measurement. For example, an objective can be constructed to minimize
logarithmic loss and maximize average impact ratios across groups.

Changing decision thresholds can impact the fraction of Al subjects receiving positive outcomes.

Widening or changing bins in discretized input variables can change learned relationships between
population segments and positive outcomes.

Using suites of metrics and disaggregated metrics can obtain a fuller picture and avoid gaming.

Sampling from or averaging the top-k predictions can be applied instead of taking the argmax

Application of a decoupled classifiers[22] technique using different classifiers for diverse grougs|baped on
the requirements to address unwanted bias.

Mpdel selection that considers a large family of models trained with different hyperparameter or input
fepture specifications and trade-offs between performance and bias measurements{

Riles applied to model predictions that mitigate foreseeable instances of unwanted bias or harm.

Introducing explainable Al techniques[23] during development can be perforied in a model-spedific or
mjodel-agnostic mode and helps explain post-hoc the predictions output bythe Al model. This explahation
cdn be directed towards detection and monitoring of unwanted bias..The combination of explafinable
Al with machine learning operations!24125] offers a methodology<for an organization to automate
mponitoring for unwanted bias and trigger corrective steps to address the bias.

Titaining over a distributed dataset using methodologies such as federated learning can facilitate pccess
tgpreviously unavailable datasets. Access to more data can‘address data distribution challenges, i.e. non-
[ID. This can improve Al system accuracy and reducequhwanted bias. A good example of the effidacy of
felderated learning is seen for disease detection in thesheéalthcare sector.[26] Other variants of distrjbuted
trpining such as incremental learning, cyclic learning or a combination of these methodologies cgn also
b¢ adapted to reduce unwanted bias.

Adlversarial machine learning approaches can be applied to penalize estimators from which predictions
efjcode unnecessary demographic information. Training proceeds with the primary estimator| to be
d¢ployed learning from training data andreceiving feedback from an adversary model until the adversary
cdn no longer predict group membership using the predictions of the primary estimator.

Trainipg techniques can be applied that customize pre-trained ML models to adapt Al system results to a
speciffc deployment. Even‘with attention to creating an Al system with minimal unwanted bias, it|is not
possiljle to anticipate all-the diverse scenarios in real-world deployment. To account for such scenparios,

organjzations can usétechniques including the following:

changing temperature (or similar) settings that control randomness in system outputs;

cqntent.moderation via rules or simpler Al systems that identify problematic output and restrick their
oytput to users;

fine-tuning, retraining, or transfer learning based on ground truth training data or data from within an
organization;

providing pre-approved responses for common or foreseeably problematic inputs;

strong meta-prompts that acknowledge diverse user populations and instruct models to avoid
stereotyping, disparaging, or otherwise toxic outputs;

including user feedback and redress mechanisms.

Techniques including continuous learningl2Z] and transfer learning provide the required capabilities to
customize the Al system and factor for unwanted bias at deployment.
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6.3 Data techniques

Data techniques can apply to all stages of an Al system’s life cycle. Data collection involves identifying data
sources, preparing the dataset and staging data for model training. However, obtaining the desired data
distribution as defined by the Al system design objectives and target user base can be a significant challenge.

Techniques that address data-related challenges include:

7

ISO/IBC 22989:2022, 8.6.2 documents the different combinations of training in terms of cloud o
trainipg. Additionally, with emerging application of methodologies such as federated learning, edge tr
need ot be at a single edge location but can be distributéd over a network of edge devices.

The All system life cycle as shown in ISO/IEC 22989:2022, Figure 3 can be applied to such a distr
trainipg deployment, at each of the training edge\nodes on the distributed network and to the orchest
entity| managing the overall training, posSibly on the cloud. As these distributed entities af
homogeneous in terms of implementation details of the Al system life cycle, additional considerations
These|considerations are listed below.

improved experimental design, data collection and selection;

up-sampling and down-sampling depending on the distribution of samples across classes;

applying data augmentation techniques to artificially increase the dataset while reusing thete>
dqtaset;

adcessing additional data stores to increase data representativeness relative to the tariget popu
potentially in combination with training techniques such as federated learning;

crjeating a separate dataset with known biases to test the Al system sensitivity to unhwanted bias.
appropriate metrics are applied, this approach provides a view on the boundary €¢enditions with r
tg unwanted bias for the given Al system;

fi

—

tering training datasets for low quality or toxic samples;

ayoiding or minimizing feedback loops in the data collection process or in model evaluations.

Handling bias in a distributed Al system life cycle

Hprmonization of the Al development process across the participating nodes helps to minimi

(isting

lation,

When
bspect

" edge
aining

buted
rating
e not
apply.

ve the

lude the use of the sarie-data ETL process and tools and similar training environment, an a
vglidation strategy thatisreflective of the data distribution at each node, managing security and p
given the distributed-nature (e.g. use of trusted execution environments), a risk strategy that in
the identification,@sSessment and treatment of new adverse risks emerging from the distributed,
and an overall governing strategy including the entity that is responsible for the same.

roduction of additional bias\due to variability in the development process. Harmonization appriaches

igned
ivacy
cludes
setup

Titaining mtethodologies such as federated learning require one orchestrating entity to co
the individual training at each distributed training node by using a specific aggregation algo
Sélection of the appropriate aggregation algorithm is important and should be done consideri
d3qta-distribution across the participating nodes. The aggregation algorithm should be cognizant

bine
ithm.
hg the
of the

m the

p
aggregation or the nodes with over-sampled data (or classes) are not overemphasized in the aggregated

version of the model.

As the data distribution across the distributed network varies, the verification and validation

of the

developed Al system shall be adapted as necessary. During the inception stage of the Al system life cycle,
the organization should develop guidance on the appropriate verification and validation strategy for the
system appropriate for the data distribution. Unwanted bias should be addressed, using the guidance

provided in this document, at each of the training nodes and at the orchestrating entity.
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