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Foreword

ISO (the International Organization for Standardization)'and IEC {the international
Electrotechnical Commission) together form a systemtor world wide stanfiardization
as a whole. National bodies that are members©fiSO or IEC patticipate in the
development of International Standards through technical committees ¢stablished
by the respective crganization to deal with particular fields of technical gctivity. ISO
and IEC technical committees collaborate’in fields of mutual intefest. Other
international organizations, governmentaland non-governmental, in liaispn with 1ISO
and IEC, also take part in the work.

Inthe field of information technolagy, ISO and IEC have established a joit technical
committese, ISO/IEC JTC 1.

The main task of a technical committee is to prepare International Standards but in
exceptional circumstancas, the publication of a technicalrepori of one of the following
types may be proposed:

- type 1, when the necessary support within the technicallcommittee
cannot be obtained for the publication of an International Standdrd, despite
repeated efforts;

- type 2, when the subject is still under technical dgvelopment
requiring wider expasure;

- type 3, when a technical committee has collected data of a different
kind from that which is normally published as an Internationdi Standard
(‘'state of the art', for example).

Technical reports of types 1 and 2 are subject to review within three years of
;l)_ublication, to decide whether they can be transformed into International Ptandards.

achnical reports of type 3 do not necessarily have to be reviewed unfil the data
they provide are considered to be no longer valid or useful.

ISO/NIEC TR 9577, which is a technical report of type 3, was prepared by Joint
Technical Committee ISO/NEC JTC 1, Information technology.
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Introdjiction

ldentifyipg protocols by information in a uniform part of the protocol control
informafjon fulfils two requirements:

It enables an entity to verify that the protocol received is of the type
and kind expected; and

i it permits an entity to discriminate amon?1 a number of different
protocols (both OS] and non-0Sl) that might co-exist in a common
environment.

This Te¢hnical Report contains a description of the means used to identify protocals
and where that information is located in a protocol, together with a record of.those
values ¢f protocol identifiers which have been used byEiSO and by other authotities.
This dofument does not attempt to provide any general architectural principles for
the fundtions of the protocol identification, nor does it attempt to providejudgements
as to whether a protocol might have more than one value of protocolidentifier.

By refefence to this Technical Report, future protocols can be developed to include
a protogol identifier and the value(s) of the protocol identifieri\can be chosen on a
knowledgeable basis.

This Teghnical Report notes that CCITT Recommendation X.244 provides the basis
for claupe 6.2.
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TECHNICAL REPORT ISO/IEC TR 9577 : 1990 (E)
Information technology - Telecommunications and
information exchange between systems - Protocol
identification in the network layer

1 Scope

This Technical Report provides

a) the description of a means to permit a protocol to be
identified;
b) a record of the structure and allowable ranges of

protocolidentifier(s) which can be assigned by ISO and
other authorities;

c) a record of the values of protocol identifiers used by
OSI Network Layer protocols and non-OS| protecols
occupying a similar position, in particulaly’ only
protocols  with  protocol  control _information
commencing in octet 1 of the protocoixdata unit are
covered; and

d) arecord of the values that are in use'as protocol control
information in non-Network Layer protocols where they
impact on Network Layer protocol identification.

The application of this TechnicalRaport is:

a) in the identification (of) internationally standardized
Network Layer protocols operating directly above the
Data Link Servjee;

b) in the identification of protocols used in conjunction
with internationally standardized Network Layer
protocols ‘that operate directly above the Data Link
Servicefand

c) toddistinguish between Internationaily standardized
Natwork Layer protocols, and other internationally
standardized protocols used in conjunction with
internationally standardized Network Layer protocols.

2 Reférences

ISO/EC 8073 : 1988, Information Processing Sy
Systems Interconnection - Connection orien
protocol specification.

NOTE - See also CCITT Recommendation X.224.

ISO/IEC 8073/Add.1 : 1988, Information Proces
- Open Systems Interconnection - Connec
transport protocol specification - Addendum
connection management subprotocol,

ISO 8208 : 1987, Information processing sys
communications - X.25 Packet Level Proto
Terminal Equipment.

NOTE - See also CCITT Recommendation X.25

ISO/IEC 8473 : 1988, Information Processing S
Communications - Protocol for providing the cg
mode network service.,

ISO 8878:1987, Information processing sys
communications Use of X25 to provig
connection-mode network service.

NOTE - See also CCITT Recommendation X.223

ISO/IEC 8880-2:-Y, Information Processing
Telecommunications and information exchari
systems - Protocol combinations to provide an
S! Network Service - Part 2: Provision and
connection-mode Network Service. :

ISO/IEC 8880-3:-Y, Information Processing
Telecommunications and information exchan
systems - Protocol combinations to provide ang
S! Network Service - Part 3: Provision and s
connectionless-mode Network Service.
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nnectionless

ems - Data
e the OS/

Systems -
e between
support the
Upport of the

Systems -
ge between
 support the
Lpport of the

I
Committees and other authorities in applying the principles
contained in clause 4, and in selecting an unused value or
values from the range of values permitted in clause 5 or clause
6, as appropriate. When a new value is selected, that value
and its usage should be brought to the attention of ISO/IEC
JTC 1 SC6 so that this Technical Report can be amended.

D — D —

1) To be published.

ISONEC 9542 1988, Information Processing Systems -
Telscommunications and information exchange bstween
systems - End system to Intermediate system routeing
protocol for use in conjunction with the Protocol for providing
the connectionless-mode network service (ISO 8473).
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ISO/IEC 10030:-", Information Processing Systems -
Telecommunications and information exchange between
systems - End system routeing information exchange protocol
for use in conjunction with 1SO 8878. .

CCITT Recommendation Q.931 (1.451), ISDN User-Network
Interface Layer 3 Specification.

CCITT Recommendation T.70, Network-independent basic
transport service for the telematic services.

CCITT Recommendation X.29, Procedures for the exchange
of control information and user data between a packet

ry A DT
SLINVUT L/ T A

Data Link
service data unit

#

g
8
=

tnitial Protocol
Identifier

identificalion during virtual call establishment on Packet
Switched| Public Data Networks.

NOTE - Al] references to CCITT Recommendations refer to the text
of these Recommendations as approved by the CCITT Plenary
Assembly n 1988

3 Abbreviations

CCITT Ipternational Telegraph and Telephone Consultative
ommittee

GFl eneral Format identifier

1Pl Ihitial Protocol Identitier

NCMS Network Connection Management Subprotocol
osl pen Systems Interconnection

PDU rotocol Data Unit

SPI ubsequent Protocol ldentifier

TPDU Transport Protocol Data Unit

TR echnical Report

4 Protacol identifiers

The protpco! operating directly over the Data Link Layer is
termed the initial protocol and is identified by the Initial Protocol
Identifier| (IP1).

The profocol carried by the initial protocol is termed the
subsequpnt protocol and is identified by a Subsequent
Protocol|ldentifier (SP1).

The subsequent protocol can carry futher subsequent
protocolg, identified by further SPls, iteratively.

For the gurpose of this Technical Regort, the octets referred
to as IPiland SPI are viewed as protoco! identifiers. In some
cases thp protocol itseif gives other/names to these oclets,
and might also view the function 6fthe octets as being distinct
from profocol identification. 1S@ 8208 is an example of such
aprotocql (see annex A of this Technical Report). It is possible
to identily such protocolé-by the means described in this
Technic3l Report.

NOTE - Guidelines farthe processing of protocol identifiers are given
in Annex B.

5 lnitlall protocol identifier

Network Layaer
protocol control information

et} -

Location of the IP|

Figure 1: Locatiop of the IP|

5.2 Assignment structure

The structure applied {o the values of the IP| is depicted
table 1.

With the exception of protocol identifiers used by {1SO 8208
(and by thecorrésponding CCITT Recommendation X.25), Bits
8, 7, 6, and 5 of the P! indicate the administrative authofity
whichiis) responsible for assigning a combination of the
associated bits 4, 3, 2, and 1 to an initial protocol.

in

5.3 Values assigned to the IP!

Table 2 records the values that have been assigned to spedific
protocols. Values not recorded are reserved and availableffor
allocation by the administrative authorities specified by the
structure depicted in clause 5.2.

A specific value is reserved to indicate the null Network Layer.
One value is reserved for future extension to this Technical
Report.

6 Subsequent protocol identifier

6.1 General

The SPI s the first octet of protocol control information in each
instance of communication of the subsequent protocol. This
is depicted infigure 2 where a subsequent protocol is operatjng
directly over the initial protocol.

The value of the SPI:
-__identifies another OS] Network Layer protocol;

5.1 General

The location of the [Pl is the first octet of the protocol control
information; this is depicted in figure 1. The value of the Pl
unambiguously identifies the initial protocol.

1) To be published.

- identifies some other non-OSlI protocol; or

- is that which is in use by an OSi Transport Layer
protocol.
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it should be noted that in some cases an SPI might not be
present, for example see A.3.
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6.2 Assignment structure

Tha structure applied to the SPl is depicted in Table 3.

Bits 8 and 7 of the SPI indicate the administrative authority (if
any) which is responsible for assigning the associated bits 6,
5,4, 3, 2, and 1 to a subsequent protocol.

6.3 Values assigned to the SPi

Table 4 records the values that have been assigned to specific
protocols which operate over the initial protocol. Values not

Inifial Protocol

b Supsequent
Protgcoi identifier

protocol controt information
of the lowest sublayer of the
Network Layer

if presant
-t - -

Next highest sublayer
of the Network Layar,

Location of the SPI

NOTE - The term sublayer is used as defined in ISO 7498-1

Figure 2: Location of the SPI|

recorded are reserved and available for allocation by the

ure depicted
in clause 6.2.
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Table 1: Structure of the IPl octet

Bit Pattern Allocation Category

8 7 6 5 4 3 2 1

0o 0 0 0 0 0 0 © Allocated by ISO

0 6 o o 0 0 O 1 .

through to and including Allocation by CCITT

o 0o 0 o 1t 1 1 1t '

X x 0 1t x x x X ISO 8208, CCITT X.25

X x 1 0 x x X X 1SO 8208, CCITT X.25

0 0 1 1 x x x X ISO 8208, CCITT X.25

0 1 0 0 x x x X Allocation by ISO

o1t 1 1 x x x X Joint Allocation by CCITT and ISO

i ¢ 0 0 x x X X Allocation by ISO

1 0 1 1 x x X X Allocation by CCITT

t 1 0 0 x x x Xx Not categorized by this Technical Report (seg-Note)

i 1 1 1 0 0 0 0O

through to and including Joint Allocation by CCITT and I1SO

T 1 1 1 1t 1 1 0

Tttt 1t 1 1 t 1 Reserved for extension. See table 2.
ESILE bl;%ough not categorized by this Technical Report, the codepoint "11001100% is in widespread use (see table 2 and

Table 2: Values assigned to the iPl octet
Bit Pattern Protocol

8 7 6 5 4 3 2 1

0o 0 0 0o 0 0 O O Nuli Network Layer (see Note 1)

0 ¢ 0 0 0 0 0o 1 CCITT T.70 (minimum netwark layer functionality)

0 0o 0o 0 1 0 0 0 CCITT 1.451/Q.931

X X 0 1 x x &)'x 1SO 8208/CCITT X.25 - modulo 8

x x 1 0 x Xx\X X 1SO 8208/CCITT X.25 - modulo 128

0 0 1 1 X~ Xx X I1SO 8208/CCITT X.25 - GFl Extension

1 0 0 0c¢cOv 0 0 1 iSO 8473 (excluding the inactive subset)

it 0 0 _6)0 0 1 O I1SO 9542

1 0 OO0 1 O 1 O 1SO 10030

1 1\ 0o t t 0 0 See Annex C

1,0t 1 1 1 1 1 A Reserved for extension by this Technical Report (see Note 2).
NOTES
1 ISO 8473 uses this value for the Inactive subset.
2 The extension mechanisms will be the subject of joint development between CCITT and ISO/IEC.
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Table 3: Structure of the SPl octet

Bit Pattern Allocation Category
8 7 6 5 4 3 2 1
0o 0 0o 0 0 O 0 O Allocated by ISO (see Note 1)
0o 0 0 0o O 0 O 1
through to and including Allocation by CCITT
o o 1 1 1 1 1 1
0 1 x x x X x X Allccation by National Bodies (see Note 2)
i 0 0 x x X x X Allocation by ISO
1t 0 1 x x x x X Allocation by CCITT
1 1 0 0o 0 O o0 O
through to and inclu?ing Not categorized by this Technical Report (see N6te 3)
1 1 1 1 1 0
L A T R I B Reserved for extension. See table 4.

The general principle ot bits 8 and 7 identifying the administration authority issued'by this Technical Report. Where
bits 8 and 7 are "00" this identifies CCITT. However, it has been necessary forNS@/IEC to use the particular vdlue
00 000000 as an SP! for a certain protocol. This is not expected to causerintérworking problems.

The Allocation of SPis by National Bodies should be done with extreme care as it is possible that different Natignal
Bodies could aliocate the same Identifier to different Protocols, or different 1dentifiers to the same Protocols. In sfich
cases Interworking problems may result.

ﬁlthough not categorized by this Technical Report, the codepaint#11001100" is in widespread use (see table 4 and
nnex C).
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Table 4: Values assigned to the SPl octet

Bit Pattern , Protocol

8 7 6 5 4 3 2 1

6 0 0o 0o ©o 0 0 O ISO 8473 Inactive subset

0 0o 0o o0 o 0 O 1 Reserved - in use by CCITT X.29 (see Note 1).

¢ 0 0o o0 o o0 1 O Reserved - in use by CCITT T.70 Transport Layer procedure

(see Note 2).
0 6 0 0o o 1 1
throtgh-toand-inctuding Reserred—inteeby1S0-8673Add—and-CoTT224

o o 1 1 1 1t 1 1 Annex B {see Notes 2 and 3).

t 0 0 0 O O 0 O IEEE SNAP (see Annex D)

t 0 0 0 0 O 0 1 1SO 8473 (excluding the inactive subset)

1 06 0 0 0 0 1 0 ISO 9542 |

+t 0 0 O 0 1 0 O ISO 8878 Annex A

1 0 0 0 1 0 1 O ISO 10030

t 1t 0o o 1 1 0 O See Annex C

t 1 1 1t 1 1 1 1 Reserved for extension by this Technical/Report (see Note 2).
NOTES
1 This protocot defines its own protocol identifier which is greater than one octet:, This technical Report is concermned

only with the first octet (see clause 6.1).
2 These are not Network Layer protocol identifiers. The values shown arg'ised by the respective higher layer protocol.
3 These values are not used for identification. However, the receipt of these values confirms the use of the Transport
Layer protocol identification mechanism as defined in NCMS (known' a_priori).

4 The extension mechanisms wili be the subject of joint development between CCITT and ISO/IEC.
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ANNEX A

The location and use of protocol identifiers In X.25

This annex shows examples of protocol identifiers when (SO NOTES:

8208 is used as the initial protocol in various situations. These 1 Thefirstoctetof ISO 8208 consists of the General Format (dentifier
examples assume that the systems operate in an OSI %GFI) and the upper four bits of the logical channel identifier. This
environment. rst octet is the Initial Protocol Identifier (IPI).

2 In the case of CCITT X.25 CALL REQUEST/INCOMING CALL

address formats. In ISO 8208 this bit is set to ‘0",

X.25 CALL REQUEST Call User Data Fieid
protocol control - QS
05:19( 1 information Octet 1
01 XX =
- XX01 XXXX - 1SO 8208 SPI 1000 0001 = I1SO 8473
XX10 XXXX 1000 0010 = 1SO 9542

NOTE - When a virtual circuitis set up to carry connectionless PDUs as shown above, the subsequent DATA
packets may carry ISO 8473 PDUs, or{SO 9542 PBUs, each PDU being identified by its respective SP| value
as indicated in table 4.

Figure A.1 - IPl and SPlwhen 1SO 8473 or 1ISO 9542 Is operated over ISO 8208

Call User Data Fiakd

et} |
X.25 clALLI REQUIEST Pou As defined in ISO 8073/Add.1,
protocol contro length or CCITT X.224 Annex B.
Oetet' Information Octet 1
XX01 XXXX 0000 0011
1P = S0 8208 SPi throughto =1SO 8073/Add.1 or X.224 Annex B
XX10 XXXX 0011 1111
NOTES
1 The SPi is the ISO 8073/Add.t (CCITT X.224 Annex B) Pl TPDU length indicator.
2 The Transport Layer is accessed by the called Network Address (N-address) conveyed in the X.25
protocol control information.
3 These values are not used for identification. However, the receipt of these values confirms the use

of ISO 8073/Add.1 (CCITT X.224 Annex B) (known a_priori).

Figure A.2 - IPl and SPl when ISO 8073/Add.1 (CCITT X.224 Annex B) Is operated over ISO 8208

te alternative
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X.25 CALL REQUEST
protocol control

Octet 1 information
7
1Pl XX01 XXXX = {SO 8208
XX10 XXXX
User Data Field
~f P
-
X.25 DATA packet Transport
protocol control protocol control
Octet 1 information information
B XXOTXXXX o6 6008
XX10 XXXX
NOTES ) . o
1 Inan OS] environment where NCMS is not used, the IS0 8073/X.224 protocol is carried in X.25 DATA
packets and an SPI does not exist,
2 The Transport Layer is accessed by the cailed Network Address (N-address) conveyed in the X.25

protocol control information. i
3 1SO 8073 is not identified in this case, but the'receipt of TPDUs is expected on an a_priori basis.

Figure A.3 - Location of IR and SPl when I1SO 8073 Is used over 1ISO 8208
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