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Foreword

ISO (the International Organization for Standardization) and\IEC (the I

hternational

Electrotechnical Commission) form the specialized systeni for worldwide gtandardiza-
tion. National bodies that are members of ISO or IEC participate in the devg¢lopment of
International Standards through technical committeés established by thg respective
organization to deal with particular fields of technical activity. ISO and IHC technical

committees collaborate in fields of mutual interest. Other international or|
governmental and non-governmental, in lidison with ISO and IEC, also tak

work.

banizations,
e part in the

In the field of information technelogy, ISO and IEC have established a joilt technical

committee, ISOMIEC JTC 1.

The main task of technical committees is to prepare International Standards, but in

exceptional circumstances a technical committee may propose the publ
Technical Report of one of the following types:

— type 1, when the required support cannot be obtained for the publig

International Standard, despite repeated efforts;

—Jtype 2, when the subject is still under technical development or wh
other reason there is the future but not immediate possibility of an ag

an International Standard;

cation of a

ation of an

ere for any
Ireement on

— type 3, when a technical committee has collected data of a different kind from that

which is normally published as an International Standard ("state of
example).

Technical Reports of types 1 and 2 are subject to review within thr

the art”, for

pe years of

publication, to decide whether they can be transformed into International Standards.

Technical Reports of type 3 do not necessarily have to be reviewed until
provide are considered to be no longer valid or useful.

ISO/IEC TR 9575, which is a Technical Report of type 3, was prepar

he data they

ed by Joint

Technical Committee ISO/IEC JTC 1, Information technology, SubcoTTittee SCo,

This second edition cancels and replaces the first edition (ISO/IEC TR 9575:1990),

which has been technically revised.

iii
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Introduction

In the OS]

ES. The physical path (or paths) over which this communication takes place may

- e

- Ing¢

- trgverse multiple, independent organisations.
Furthermpre, one instance of communications may follow a different‘path from another insta

communi¢

Within the Network Layer, the Internal Organisation of the Network Layer (ISO 8648) identifi

functions

arbitrary qoncatenation of subnetworks and Intermediate Systems.

© ISO/IEC

environment (OSIE), the possibility exists for any End System (ES) to communicate-with any other

lude multiple Intermediate Systems (IS);

lude multiple subnetwork types; and

ations.

nce of

S (WO

Routeing and Relaying, as being central to the ability f0r'End Systems to communicate thropgh an

Part of the overall function of routeing and relaying is to,allow ESs and ISs to find an appropriafe path

between two or more ESs for a given instance of communications.

Relaying t

Units (NBFDUs) as they transit Intermediate Systems. Routeing, on the other hand, is primarily con
with the raintenance and selection of paths through multiple subnetworks and Intermediate Systems
allow NPDUs to flow smoothly between End-Systems.

There are|four important aspects to routeing,i.e.:
a) the information required by ESs and ISs (5.1.1),
b) the techniques used by ESs‘and ISs to collect that information (5.1.2),
c) the techniques used by(ESs and ISs to distribute that information (5.1.3), and
d) the functions executed by ESs and ISs on that information to determine the paths over which N

flg

This Technical Report discusses these aspects of routeing, and describes how various protocols n

employed
are closely

s concerned primarily with the actual transformation and manipulation of Network Protocq

w between pairs of NSAPs (5.1.4).

to effect.the OSI routeing functions. It does not discuss relaying, except where relaying fu
allied with routeing functions.

] Data
cerned
which

[PDUs

1ay be
ctions

This secopd-edition of ISO/IEC TR 9575 adds the option of interconnecting Routeing Domains using milticast
Lkﬁmmmmmm—nm—ﬁmmw_‘lw TKS,

connectivity within Routeing Domains using multicast subnetworks.

subnetworks,; 1

v

nd providing
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Information technology — Telecommunications and information exchange
between systems — OSI Routeing Framework

1 Scope

23 Additional-ref

This Technical Report provides a framework in which OSI
protocols [for routeing may be developed and to expedite the
progressign of routeing protocols through the standardisation
process. At the time of publication, this report refiected the
current stgte of OSI Routeing, and does not preclude future
extensiong and developments.

The following International Standards | ITU-T Recommenda-
tions contgin provisions which, through reference in this text,
constitute provisions of this Technical Report. At the time of
publication), the editions indicated were valid. All Standards |
Recommendations are subject to revision, and parties to agree-
ments bas¢d on this Technical Report are encouraged to inves-
tigate the gossibility of applying the most recent editions of the
Standards | Recommendations listed below. Members of IEC
and ISO mraintain registers of currently valid International Stan-
dards. The Telecommunication Standardization Bureau of the
ITU maintains a list of currently valid ITU-T Recommenda-
tions.

2.1 Identical International Standards |
Recommendations

— TU-T Recommendation X.200 (1994) NSO/IEC
498-1:1994, Information technology - Open
bystems Interconnection - Basic Reference
Model: The Basic Model.

— CCITT Recommendation-X;213 (1992) | ISO/IEC
8348:1993, Information technology - Open
Systems Interconnection - Network service
efinition.

— TU-T Recommendation X.233 (1993) | ISO/IEC
R473-1:1994) Information technology - Protocol for
brovidingthe connectionless-mode network service:
Protocolspecification.

— ISO 8648:1988, Information proces$sing|systems -
Open Systems Interconnection - |Internal
organization of the Network Layer.

— 1SO 9542:1988!, Information processing systems
- Telecommunicationssand information lexchange
between systems AEnd system to intermediate
system routeing exchange protoco!l fgr use in

conjunction with'the protocol for providing the
connection-less mode network service.

— ISO/TIEC~10030:1995, Information technology -
Telecommunications and information exchange
betwéen systems - End System Routeing
tiformation Exchange Protocol fot use in
conjunction with ISO/IEC 8878.

— ISO/IEC 10589:1992, Information tecknology -
Telecommunications and information | exchange
between systems - Intermediate system to infermediate
system intra-domain-routeing routine imformation
exchange protocol for use in conjunction with the
protocol  for providing the connectiopless-mode
Network Service (ISO 8473).

— ISO/IEC 10747:1994, Information technology -
Telecommunications and information ¢xchange
between systems - Protocol for exchangq of inter-
domain routeing information among intdrmediate
systems to support forwarding of ISO 8478 PDUs.

— RFC 1629, Guidelines for OSI NSAP dllocation
in the Internet.

! Currently under revision.

3 Definitions
3.1 Reference Model Definitions

2.2 This Technical Report makes use of the following terms

Recommendations

— ITU-T Recommendation X.223 (1993), Use of
X.25 to Provide the OSI Connection-mode
Network Service for ITU-T Applications.

ISOMEC 8878:1992, Information technology -

" Telecommunications and information exchange
between systems - Use of X.25 to provide the OSI
Connection-mode Network Service.

defined in ITU-T Rec. X.200 1 ISO 7498-1:
a) Network Layer
b) Network Service Access Point
¢) Network Service Access Point address
d) Network entity

e) Routeing
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f) Network protocol

g) Network relay

h) Network protocol data unit
1) System management

j) Layer management

© ISO/IEC

multiple hierarchies, with the common domain as the
highest element of each hierarchy.

Where there are multiple common domains, they co-operate
as peers to make it possible to route to any NSAP in the
OSIE.

3.4.4 hop: The traversal of a single subnetwork by a
PDU.

%ZfN?ttr' ork La? er-Arehitecture 3.4.5 black hole: A situation in which an Int¢rmediate
€Iniuons System, due to a breakdown of (the

This Technical Report makes use of the following terms
defined in(ISO 8648:

a) Subnetwork
b) End system
¢) Intgrmediate system

d) Sulbnetwork service

3.3 Network Layer Addressing Definitions

This Technical Report makes use of the following terms
defined in|CCITT Rec. X.213 | ISO/IEC 8348.

a) Subnetwork address

b) Subinetwork Point of Attachment

3.4 Rouyteing Framework Definitions

For the purpose of this Technical Report the following
definitions apply.

34.1

uthority.

The components which make up the domain are assumed to
interoperate with a significant degree ofmutual trust among
themselv¢s, but interoperate with ‘ether Administrative
Domains |n a mutually suspicious.nanner.

NOTE: The term Administrdtive Domain is not intended to

f thi§ Routeing Framework.

3.4.2 Routeing Domain: A set of End Systems and

routeing
procedures, malicious intent,~Jor [lack of
information, discards or otherwise rgfuses to
forward all traffic directed to,it.

A black hole may also be formed on a conndctionless
subnetwork when the intended” recipient of fraffic is
unavailable.

3.4.6 Subnetwork Address Resolution Entity: A
network layer\entity available on a supnetwork
which acfs;ds a repository for, and spurce of,
routeing information for that subnetwork.

3.47 malticast subnetwork: a subnetwork in which a
single data unit transmitted by a source iy received
by multiple destinations.

314.8 multicast communication: the |use of a
multicast subnetwork for data transmissiop.

4 Symbols and Abbreviations

BIS Border Intermediate System
Administrative Domain: A collection of\End ES End System
slystems, Intermediate systems, and subnetworks .
dperated by a single organisation or administrative IS Intermediate System
4 LAN Local Area Network
NPDU Network Protocol Data Unit
NSAP Network Service Access Point
OSIE Open System Interconnection Enviropment
Have any particulaf retationship to an Administration PDU Protocol Data Unit
as defined by thé ITU-T. A ITU Administration may in QoS Quality of Service
fhct operate an Administrative Domain, but this would
He no different from an Administrative Domain SN Subnetwork
dperated By any organisation from the point of view . )
Op v any org P SNARE Subnetwork Address Resolution Entily
SNPA Subnetwork Point of Attachment
Intermediate Systems which operate according to WAN Wide Area Network

the same routeing procedures and which is wholly
contained within a single Administrative Domain.

See 8.1.2.1 for a precise formal definition of this concept.

3.4.3 common domain: An Administrative Domain
which is not a member of a higher level domain.

A common domain is the highest level in the routeing
hierarchy. There is no single domain above the common
domain. In this sense, the routeing hierarchy is in fact

5 Routeing Concepts

5.1 Functional Decomposition of Routeing

OSI Routeing can be decomposed into four different but
interrelated aspects. The purposes of this division are to:

- conceptually clarify the functions of routeing;
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- simplify the design of routeing protocols by breaking
routeing into its component parts; and

- make the routeing functions as flexible as is practical
by allowing for degrees of freedom in each aspect.

The four aspects are described in the following clauses.
Figure 1 below illustrates the relationship among these four
aspects of routeing.

ISO/IEC TR 9575:1995 (E)

- Network maps. These are complete topological
graphs of a portion of the global network. Such
maps can be used to compute shortest paths to
destination NSAPs using any of a number of routeing
metrics.

5.1.2 Inmformation Collection

ESs and ISs build up their routeing information bases by

T 3 cottectimgTmformmationfromtheirfocatenviromment and
5.1.1 ll()ut(ilng Information Base from other systems. Some example sources of inrp(;rmation
The Routeing Information Base comprises the complete are: measurement protocols, policy inputifrom System
informatign required by a particular ES or IS to accomplish Management, directory lookup functions, and|routeing
routeing. [Such information might include: protocols. The information collection/function is |llustrated

- Nekt hop routeing tables. These are tables which
relgte destination NSAPs to the potential next
sulnetwork hops (e.g. local and remote SNPAs)
which might be used to forward the PDU closer to its
desfination.

- 11
an

sfs of neighbour ESs and ISs. These lists enable
ES or IS to ascertain the local topology.

it

- Mepsured QoS characteristics of a datalink or
subnetwork path. These measurements allow the
roufeing functions to adapt to QoS changes.

Update
Receive

Rquteing PDUs

Local

Routeing
Information Base

in figure 1 by the box labelled Upddte)Receive.

5.1.3 Information Distribution

Systems may inform other{systems of pertinent information
in their local routeing information base by distributing this
information. Somerexamples of information digtribution
techniques include:~routeing protocols and inferactions
through the anaitagement information bases. The
information diStribution function is illustrated in figure 1 by
the box labelled Update Send.

Update
Send

Routeing PQUs

Decision

vironment

Forwarding
Information Base

'

NPDUs

Forward

NPDUs

Figure 1 - Decomposition of the Routeing

Function
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5.1.4 Route Calculation and Maintenance

These are

the internal functions executed by ESs and ISs on

the routeing information base to accomplish routeing. The
major function in this category is the generation of the
forwarding information base which is used to actually relay
NPDUs. This function is illustrated in figure 1 by the box
labelled Decision. Other examples of these internal

© ISO/IEC

sequence of network entity titles or network entity
title prefixes which identify Network relay systems.
See, for example, the source routing function of
ITU-T Rec. X.233 | ISO/IEC 8473-1. In a complete
source route the next network entity title in the
sequence is the output of F1. In a partial source
route, the next network entity title or network entity
title prefix in the sequence is used to determine the

functions_include: timing functions such as ageing old network entity title of a Network relay system used to
routeing ipformation base entries, and the functions F1 and reach the Network relay identified by the spyrce route.
F2 descritied below. e) Quality of service (QoS) parameters (6ptional);
5.1.4.1 Fynctions F1 and F2 f) the Forwarding Information Baseg!
The functjons F1 and F2 are two fur}ctions required by every For each NPDU that is routed, F1 defétmines
ES and IY to route an NPDU. The inputs to FI are
o ) f) The Network entity titlé.of a Network reldy system
a) thejcalled or destination NSAP address; on the path to the destination NSAP or else
b) thefcalling or source NSAP address; g) The title of the deStination Network entity, EE no relay
¢) a dource route (optional). A source route is a function is neeessary to reach the destination. The
. Local System . . Remote End .
§ ' § or Intermediate
| § . System
§ OSI § .
% Management § .
Application § §
N
Local § § §
Information . . §
Base . . .
. .
. . .
N i |
N-Entity N-Entity
: N-Routemg Frotocol §
- Routeing = |- Routeing
Info Base Info Base

i ]

|
|

Figure 2 - Routeing Exchange using Network Layer Protocols
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title may be the same as the destination NSAP address.
The inputs to F2 are:

hy The network entity title of the Network relay or
destination End system determined by F1.

i) QoS.

j) the Forwarding information base.

ISO/IEC TR 9575:1995 (E)

5.2 Relationship of Routeing to OSI
Management

Operation of the Network Layer, in fulfilment of the role
assigned to it in the OSI Reference Model, requires shared

knowledge concerning the location of NSAPs and routes
through the available subnetworks.

As shown in figures 2 and 3 the ronteing function intersects

This fungtion is performed after F1 to determine which
subnetwork point of attachment (SNPA) to use when
sending gn NPDU to the Network relay or destination
network entity. The information yielded by this function is:

k) ideptification of the selected SNPA.

1) values of parameters which are input to the
sullnetwork service provider associated with that
SNPA.

Local System

Routeing Information

with OSI management through information storgd in, and
retrieved from, the management information-base (the boxes
labelled Local Information Base in the figures). |Routeing
information is placed in the managemént information base
either through interaction with Network Layer ¢ntities or
through interaction with System Management|(the box
labelled OST Management Application).

It may be desirable to collect and distribute| routeing
information automatically through the operation of OSI
Routeing protocols; these protocols may be localed at the

Remote End
or Intermediate
System

OSI
Management
Application

System Management Protocol

OSI
Management
Application
Local *
Information
Base A-Entity |-

A-Entity

N-Entity

N-Entity

- Routeing

Info Base

Routeing
Info Base

Figure 3 - Routeing Exchange using System Management


https://standardsiso.com/api/?name=ef127c9b08bd95eb72e846f9523057ea

ISO/IEC TR 9575:1995 (E)

Network Layer (Layer management) or the application layer
(System management).

The use of a "network Invpr rnnfﬂno information exchang ge

protocol" has (among others) the followmg advantages:

- it confines the generation, exchange, and

nnnnn hranicatinn ~F t
Syncnronisation o1 10ux6iﬁg information ‘v‘v’i{h}ﬂ the

Network layer. This keeps routeing a "closed
system" and avoids difficuls issnes in cross-laver co-

© ISO/IEC

private networks may be interconnected using public
network facilities. Routeing functions shall be capable of
efficient routeing within both the private and public
domains, while providing the organisational isolation
necessary for the separate management of these domains.
Further, the routeing methods, metrics, and policies may be
very different in the public domain than in the private
domam. Routeing funcnons shall be capable of successfully
dealing with the limited control and data flow across these

ordipation.

- it pgrmits the efficient and direct use of subnetwork
capdbilities which may be available, such as inherent
mulficast.

Figure 2 iljustrates the use of a layer management protocol
to exchange routeing information. Use of an "application
layer routding information exchange protocol” has (among
others) the [following advantage:

- confext negotiation and the establishment of
manjagement associations over a reliable end-to-end
trangport service is possible.

Figure 3 [illustrates the use of a system management
protocol to|exchange routeing information.

In general)|it is likely that a complete and realistic solution
to the globlal routeing problem in the OSI environment will
require a|combination of techniques, involving both
Network |layer management protocols and System
managemept protocols.

6 Environment for OSI Routeing

OSI Routefing shall be capable of operating effectively in a
variety of fenvironments, which when considered_together
result in § number of difficult goals for any Routeing
scheme tqd satisfy. This clause discusses-some of the
environmgnts envisioned for OSI routeing\and points out
some of their salient features from the point of view of
routeing.

6.1 Interconnection of IANs

LANs may be connectedy€ither locally through an
Interworking Unit, or acpéss larger distances via point-to-
point subrletworks, multicast subnetworks, private leased-
line netwolks, or public data networks. In all cases routeing
functions fre needed to determine paths through the WAN
that meet |conihectivity and/or QoS requirements. These
routeing funciions may be arbitrarily complex, depending on

sorts of boundaries.

6.3 Factory and Campus Networks

The use of networks in factories and campus envifonments
such as uulvﬁfSluca COTpGTatS hcauquaners, ZON ernment
ministries, and research establishments is growing] rapidly.
These environments are characleriSsed by large numbers of
systems (sometimes in the-thousands) connected by rich
topologies. In these envirfonments, the configuratipn of the
network tends to changé rapidly and the exgrcise of
centralised control-Over the installation and opefation of
systems minimah “Routeing schemes for this|kind of
environment p€ed to be robust against unanficipated
configuratioh changes and be able to adapt to changes in
network dsage, applications, and traffic patterns without the
need_for the extensive intervention of a ceftralised
administrative function.

6.4 Multi-vendor Subnetworks

Networks are inherently a multi-vendor environmgnt. It is
extremely rare for a consumer to acquire ap entire
subnetwork (LAN or WAN) from a single vendpr, since
systems are purchased at different times for gifferent
applications. In many cases however, operators df private
(and in some cases public) networks are forced to a¢quire all
of their ISs from a single source because of thg lack of
routeing standards. This situation limits the apility of
organisations to build cost-effective networks and|severely
constrains the ways in which their networks| can be
interconnected with those of other organisations. An
effective set of OSI routeing standards will enlable the
construction of practical multi-vendor subnetworks) much as
the rest of OSI has enabled systems from multipld vendors
to interoperate.

7 Goals for OSI Routeing

The environment identified for OSI routeing in [clause 6
results in some difficult goals for any OSI routeing scheme.

whether organisational boundaries are being crossed, the need
for optimal routes, resilience from failure, etc. In addition,
the routeing functions for LAN-WAN interconnection need
to take account of the wide disparity of transmission
bandwidth between the two environments.

6.2 Public/Private Network
Interconnection

Many organisations already operate private data networks.
In order to communicate with other organisations their

= a] 1 1 3 3 el - 1ol
TTICST ZUdES af T UILLHSSTU I U TUTTUWIITE SUULTAUSTS.

7.1 Multiple Subnetwork Types

The routeing functions defined within this framework shall
be designed to operate without regard to any specific
underlying technology or transmission medium, to the
extent that they do not rely upon any technology specific
service for their correct operation. These functions shall
also be designed to operate correctly irrespective of the
geographic distribution of ESs and ISs which comprise the
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global Routeing Domain (i.e. they are not topology
dependent).

7.2 Very Large Number of ESs and ISs

The global OSIE in which End System data are to be
transferred is assumed to consist of a very large number of
NSAPs (>107) which, in the most general situation, may be
logically interconnected by means of paths consisting of

ISO/IEC TR 9575:1995 (E)

and illegal routeing (especially with regard to national
boundaries). Furthermore, the routeing information
exchanged should provide a minimum of ancillary
information while providing a maximum of routeing
functionality. Examples of ancillary information about the
internals of an administrative domain might include

- topology information,

= S1ZE

concatenaged intermediate systems. 1he (otal number o1
intermediate systems is assumed to be one to two orders of
magnitude fewer than the number of NSAPs (or End
Systems),| but very large as well. Any routeing scheme
adopted fqr OSI shall be capable of indefinite scaling.

7.2.1 Epd Systems Should be Kept Simple

A conseqtience of the preponderance of End-systems over
Intermedigte systems is the desire to keep the ESs simple,
even at the expense of making the ISs more complicated.
This makgs sense also because Intermediate systems are
often dedigated to routeing and relaying. End-systems, on the
other hand, perform routeing as an overhead function
necessary|to enable them to do their real job of executing
applicatiops.

7.3 Multiple Organisations

The presgnce of multiple organisations within the OSI
environmgnt will require the following attribuies of OSI
routeing.

7.3.1 Diistribution of Control

Global rquteing shall by necessity be able to operate
correctly| under the distributed control of multiple
organisatipns. Furthermore, the control of routging within a
single organisation may be distributed for'reasons of
efficiency]| economy, performance, etc.

7.3.2 Trust, Firewalls, and" Security

The exchgnge of routeing information between ISs has the
effects of

a) allgwing one IS te_impact the routeing decisions
madle by another IS;and

b) propiding oné IS with information about another IS.
Of specifi¢ concern here is

) the|effect of bad routeing information exchanged

- level of activity,

- reliability,

- quality and/or type of service, and
- ftariff structure.

Organisations operating adminjstrative domains ghould be
able to control the "leakage] of information outpide their
administrative domain($),, That is, they should he able to
control the amount and\Kind of information which|enters or
leaves their administrative boundaries while still providing
and receiving some minimum global routeing capability.

When establishing administrative boundaries and ejchanging
routeing_information across those boundarie$, strong
authentication of Network entities may be fequired.
Authentication of Network entities is necessary tp prevent
am\S belonging to one administrative domain from claiming
{6 be a different IS belonging to another (possibly [the local)
administrative domain. Without authenjtication,
administrative domains may be susceptible to a yariety of
external attacks, including the denial of servicq to large
numbers of systems.

7.3.3 Routeing Domains

The routeing functions shall be designed to opergte across
multiple Routeing Domains (see 8.1.2 for|detailed
information on Routeing Domains). These Routeing
Domains may be private, in the sense that a given|Routeing
Domain may make use of non-standard routeing [functions
and protocols internally while supporting standarqd routeing
functions and protocols externally. A Routeing Domain
may, however, make use of standard routeing fundtions and
protocols both internally and externally. The|routeing
functions shall be able to accommodate network tppologies
consisting of both of these Routeing Domain types.

7.4 Performance

tla ££;

between ISs in different administrative domains, and

d) the implicit or explicit exchange of private,
proprietary, or secret information across
administrative domains.

The exchange of routeing information across administrative
boundaries should maximise the usefulness of that
information while minimising the potential adverse effects
of that information. Examples of adverse routeing effects
are routeing loops and "black holes” (both of which can
severely degrade network performance), incorrect routeing,

Paxf, : 1 fa: J b H <
TUITONTIIAC T TS U IRar actirtsUa O y O UTrCTronT y—arra T buStneSS

of the Network Service as seen by participating systems. It
is important that these systems avoid

- introducing a high degree of overhead (control) traffic;
and

- concentrating traffic on a few paths when other paths
are relatively free, thus causing unnecessary
congestion.

OSI routeing is expected to be "fair” to all participating
Network entities in the sense of providing equitable access
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that is only constrained by the bandwidths of the connected
SNPAs. Measures shall be taken to avoid service denial and
to allow for a "reasonable” throughput and response time to
all systems. Good performance also requires a dynamic
adaptive capability in the Network entities to respond to
various types of failures. The routeing scheme should be
able to adapt appropriately to changes in topology, including
partitions.

© ISO/IEC

separable from the aspects that are concerned with
communication among the Intermediate systems that
connect multiple subnetworks.

b) Establishing communication among Intermediate
systems to connect multiple subnetworks presents
both technical and administrative challenges. The
technical issues have to do with establishing global
connectivity and performing global routeing

7.5 Existing Network Layer Protocols

Any scheine adopted for OSI Routeing should not have an
excessive [impact on existing Network Layer Protocols. An
ideal routding scheme would not require any modifications to
current nefwork layer protocol standards nor necessitate their
re-implementation to accommodate the routeing functions.

7.6 Communication Type Independence

Routeing procedures should accommodate both Connection-
mode and|Connectionless-mode communication. However,
Routeing [procedures may vary for the two types. For
instance, [routeing loops are easier to tolerate for a few
connectiopless-mode PDUs than for an entire Network Layer
connectiqn.  Optimisations may be made by taking
advantagg of the characteristics of either form of
communidation, however, these optimizations may be at the
expense of communication type independence.

7.7 Redilience

The Roufeing procedures should be able to respond teo
physical ¢r logical connectivity failures by finding routes
around thipse failures. A tradeoff must be made between
speedy and robust recovery from connectivity failotes and
routeing ¢verhead and complexity. A connectivity failure
which resplts in a partition is more difficult to recover from
than a fai:[xre which does not cause a partition.

7.8 Ro

Routeing procedures should be diagnosable. This diagnosis
ranges fijom solving severe. problems in the routeing
procedurgs which cause them to fail, to optimising the
routeing procedures for a particular environment. Creating
routeing procedures which are diagnosable may involve
avoiding ¢ertain algorithms, adding error and probing PDUs
to a protocol, and>maintaining trace and error state in
systems.

teing Procedure Diagnosis

functions; the administrative 1ssues have tp do with
controlling the way in which groups)ef|l systems
managed by different administrative-authgrities are
permitted to communicate.

These two principles lead to a decotaposition of the global
routeing framework into three categories. See| figure 4
which illustrates these categori€s/of routeing.

The first principle establishes an initial distinctior between
local ES-IS operation aiid’global IS-IS operation. [There are
a number of technical advantages to such a ditinction.
These include

- a protocol which specifically apldresses
communication between ESs and ISs can bel designed
toplace the more difficult and complicated procedures
in the ISs, thus keeping the End systems simpple;

<> a specialised ES-IS protocol can be made pelatively
independent of the routeing procedures us¢d among
ISs. This allows more than one IS-IS protgcol to be
used, if necessary, without burdening the End-
systems;

- often the topology which connects End-systems to
Intermediate systems is much richer and mgre highly
connected than the topology employed to cqnnect ISs
together (e.g. LANs, PDNs). The operation of both
ESs and ISs can be enhanced by explojting this
difference and designing a separate routeing procedure
for the two classes of topology.

- the topology which connects Intermediate Systems
may support multicast communication. The
operation of ISs can be enhanced by explpiting the
multicast communication capability in the |design of
the routeing procedures.

The second principle establishes a further djstinction
between IS-IS operation within the purview of a single
(possibly composite) organisation ("Intra-Admipistrative
Domain") and IS-IS operation that spans one|or more

8 Strueture—of-Global-OSIReuteing
8.1 Categories of Routeing

The development of an architectural framework for routeing
within the OSI environment proceeds from two basic
principles:

a) The aspects of routeing that are concerned with
communication between ESs and ISs to collect
configuration information and distribute configuration
and redirection information are to a great extent

significant administratve boudaries ¢ Imer-Administrative
Domain").

8.1.1 ES-IS Routeing

An ES-IS protocol may operate to establish connectivity and
reachability between End systems and Intermediate systems
where this is not an inherent service of the subnetwork
service provider.

The operation of an ES-IS protocol ensures that each End
System knows about at least one IS that is directly reachable
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on each subnetwork to which the ES is attached, and each IS
knows about every End System reachable on each
subnetwork to which the IS is attached.

In figure 4, an ES-IS routeing protocol is illustrated by the
curved dotted lines which associate each ES with at least one
IS on the local subnetwork. The subnetwork paths
contained within Routeing Domains are illustrated using
straight solid lines. These subnetwork paths may support

ISO/IEC TR 9575:1995 (E)

that NSAP;

b) an IS o within a domain D has means of ascertaining
if another neighbouring IS B participates in D;

¢) an IS may participate in more than one Routeing
Domain. In such a case,

1) the IS will fully and completely, but
independently, participate in the routeing

. . 1 L. L
point-to-pgmtamd/or muttreastcommumeatton:

ISO 9542 {s an ES-IS protocol designed to operate in close
conjunctiop with ISO/IEC 8473-1 | ITU Rec. X.233. Tt
makes ektensive use of LAN based multicast
communigdation to collect and distribute routeing
informatioh. The use of ISO 9542 when ISO/IEC 8473-1 |
ITU-T Red X.233 is operated over a WAN is not precluded.

ISO/IEC 1P030 is an ES-IS protocol designed to operate in
close conjunction with ISO 8208. It makes use of a
Subnetwork Address Resolution Entity (SNARE), which
collects copfiguration information from ESs and distributes
configuratjon information and redirection information to
both ESs apd ISs. The use of a ISO/IEC 10030 SNARE for
obtaining h Subnetwork Point of Attachment (SNPA) for
the forwalding of ISO/IEC 8473-1 | ITU-T Rec. X.233
PDUs is ngt precluded.

The above| characteristics of the routeing protocols can be
further reflined to recognize a division between the relay
functions [performed by an IS and the collection and
distribution of reachability information performed by a
SNARE. |While it might be desirable in some cases to
combine these functions within a single open system, this
is not requjred in all cases.

8.1.2 Rputeing Domains

The global OSIE will, of necessity, be composed of
multiple flomains of administrative responsibility and
multiple |domains of routeing re$ponsibility. An
administrdtive domain wholly encompasses one or more
Routeing Domains.

A Routeifg Domain is a set-0f 1Ss and ESs bound by a
common ruteing procedure; pamely:

- they use the sanigsset of routeing metrics;
- they use compatible metric measurement techniques;

- they usé the same information distribution protocol;
and

1 & Jodd .
})IU\/CUUICD vl Catliiuuiilarii,

2) routeing information from one domainyw|ll not be
utilised in any way in the routeingprocgdures of
the other; and

3) when an IS participating invtwo domaing D, and
Dy receives a PDU from an ES, the IS ill have
to determine in whi¢h‘domain this PDU will be
routed.

8.1.2.2 Hierarchical Stricture of Routeing Domains

There are a number)of reasons why it may be yseful to
organise a Routéing Domain or a collection of domains in a
hierarchical, fashion. As the number of ESs and|ISs in a
Routeing BDémain increases, it becomes more difficult to
maintaif) and process all of the information necgssary to
perform ‘the routeing functions. Typically, the sige of the
routeing information base, the exchange of routeing update
information, and the computation of routes may ronsume
more resources than are allocated to route determipation in
the domain.

In order to reduce the overhead associated with route
determination, it is often useful to divide a Routeing
Domain into smaller routeing subdomains. Each|routeing
subdomain maintains detailed routeing information|about its
own internal composition, and also maintains |[routeing
information which allows it to reach other [routeing
subdomains. Because these other routeing subdgmains in
turn maintain detailed routeing information about their own
internal composition, there is no need to maintair| detailed
routeing information for the Routeing Domain in all
routeing subdomains.

A significant benefit of this technique is that the number of
entries in the routeing information base maintaiped by a
Network entity in a given routeing subdomain| may be
reduced to the number of Network entities wjthin the
routeing subdomain plus the number of other [routeing
subdomains in the Routeing Domain. This reductjon of the
routeing information base results in a proportional feduction

- they use the same path computation algorithm.

8.1.2.1 Formal Definition of a Routeing Domain

A Routeing Domain D can be defined formally as a couplet
(S,R) where S is the set of ISs and ESs in the domain and R
is the common routeing procedure. It is understood that

a) every IS within a domain D can determine if a given
NSAP is reachable within D. If it is, then the
routeing procedure is capable of deriving a path to

in the exchange of routeing update information and in turn
reduces the load imposed by the computation of routes in the
Routeing Domain. Hierarchical decomposition of Routeing
Domains can be recursively applied in order to achieve
further reductions when necessary.

8.1.3 Intra-administrative Domain
Routeing

Intra-Administrative Domain routeing is concerned with
communication among Intermediate systems that are all
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managed and controlled by a single (possibly composite)
administrative authority. The Administrative Domain
controls the organisation of the intermediate systems into
Routeing Domains, the assignment of NSAP and
subnetwork addresses, the way in which the costs of
operation are determined and recovered, and the policies that
govern the flow of information. Within an Administrative
Domain, the organisation responsible for each Routeing
Domain may establish within that domain any number of
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8.1.4 Inter-Administrative Domain
Routeing

Routeing between Administrative Domains is concerned
with managing and controlling the exchange of information
between intermediate systems at a level that requires
significant formal co-operation between different
organisations. The issues of concern in this environment
are for the most part administrative: security, access control,

hierarchicplly organised subdomains.

8.1.3.1 Intra-domain Routeing

In ISO/IEC 10589 (IS-1S), two levels of subdomain are
defined. A Level 1 subdomain - termed an Area - consists of
a set of IESs and ISs, in which the ISs maintain detailed
informati¢n for routeing among all the ESs in the Area.

When a Routeing Domain consists of two or more Areas, a
subset of fhe ISs from each Area are configured to form the
Level 2 |subdomain. These Level 2 ISs maintain the
informati¢n necessary for routeing between Areas. When an
OSIE coijsists of more than 1 Routeing Domain, Level 2
ISs also perform the functions necessary for routeing traffic
among thse routeing domains.

In figure #, two types of intra-domain routeing are shown.
The first| is routeing within an IS-IS Area Boundary,
illustrated by the thin curved dashed lines connecting the
intermedjate systems within each IS-IS Area, and
correspornds to intra-domain level 1 routeing (see ISO/IEC
10589). The second is routeing between IS-IS Areas within
the same [Routeing Domain, illustrated by the solid curved
line betwg¢en the two IS-IS Areas, and corresponds to.inira-
domain lgvel 2 routeing (see ISO/IEC 10589). Note that it
is by no|means required that there be moresthan one
Routeing |Domain within a single Administrative Domain.
They may in fact be congruent, as shown in figure 4 by the
domain o the lower right.

In Figure| 4, the subnetwork paths contained within IS-IS
Area Boupdaries and Routeing Domains are illustrated using
straight splid lines. For illustrative purposes, intermediate
systems perfoming both infraydomain routeing and inter-
domain rputeing (see 8.83)2 and 8.1.4.1) are labeled as
BISs.

Subnetwdrk paths-Contained within IS-IS Area Boundaries
and Routging Domains may support point-to-point and/or
multicast comimunication.

national regulations, the legal and political implifations of
trans-border data flow, etc. The techniguey used to
accomplish the actual routeing function may-be the same as
those used within an Administrative Bomain (i} fact, the
same protocol may be used); the context in which they are
employed is, however, fundamentally differ¢nt when
exchanging routeing information between Administrative
Domains.

8.1.4.1 Inter-domain Routeing

In figure 4, routeing between Administrative Dpmains is
illustrated by the thick dashed curved line betwedn the two
Administrative*Domains, and corresponds to intgr-domain
routeing (see~-1SO/IEC 10747). The subnetwork path
betweendthertwo Administrative Domains is illustrated using
a straight solid line.

Subnetwork paths between Administrative Domnfains may
support point-to-point and/or multicast communication.

8.2 Relationship between Network
Addresses and Routeing

The Network Layer addresses of systems deployed in the
OSIE are governed by CCITT Rec. X.213 | ISO/IEC 8348.
Routeing uses these Network Layer addresses iTrouteing
tables as values or indexes in order to derive routes for the
PDUs to follow.

From the perspective of routeing, it is importang that the
size of the tables be minimized, and that the procegsing time
consumed for routeing be minimized, and yet to permit as
flexible a deployment of systems as possible. In the present
context, flexible means that the systems are [deployed
without having to take (too much) into consideration about
what the Network Addresses of the systems are.

This is achieved by several means:

¢ Paramount is the fact that routeing is ¢rganized
hierarchically, as indicated in 8.1.

8.1.3.2 Inter-domai uteing

In Figure 4, routeing between Routeing Domains within a
single Administrative Domain is illustrated by the thick
dashed curved line between the two Routeing Domains, and
corresponds to inter-domain routeing (see ISO/IEC 10747).
The subnetwork paths between Routeing Domains are
illustrated using straight solid lines.

Subnetwork paths between Routeing Domains may support
point-to-point and/or multicast communication.
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*—In complement, at each ol the routeing hierarchy
levels, the routeing protocols relevant to that level
may set those guidelines and/or rules that the
Network Addresses or NETs of the systems deployed
at that level should follow.

* In general those rules will include provisions for
exceptions, that is systems whose addresses or NETs
don’t meet the rules will still be able to participate in
the OSI routeing at that level.
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* Sometimes, systems that do not abide by the
recommended deployment rules will get under-
optimized routeing performance, or they may impact
other systems or the memory usage in Intermediate
Systems. In certain cases the routeing protocol will
not operate correctly if the rules are not met.

It behooves the Routeing Administrative Authority (that is
the person/organization in charge of deploying systems) at

© ISO/IEC

The following subclauses provide a taxonomy of routeing
procedures. Included for each class of routeing procedure is
an indication of its ability to react to a variety of dynamic
changes in the global network, such as

a) changes in topology, due to systems and subnetwork
paths coming up or going down,

b) changes in configuration, such as the addition of new
systems/subnetworks or their removal

any gchl fevetofthe luutciug hicwudxy toTirakesurctiat
guideline§ are followed and rules are met such as those in
this TecHnical Report and in the specifications of the
Routeing protocols, since failure to do so may result in poor
performafnces or even in loss of connectivity (Routeing
protocols may detect some mis-deployment and not be aware
of others)

RFC 1629, "Guidelines for OSI NSAP address allocation in
the Interngt” also provides further guidance.

83 Ro

OSI may adopt different routeing procedures for the different
categorieq of routeing identified in 8.1. The reasons for this
are many:

teing Procedures

- acrpss a single subnetwork, it is desirable to simplify
theloperation of End systems by off-loading routeing

here are likely to be many more End systems than
ntermediate systems;

ntermediate systems can be essentially dedicated
o the functions of Routeing and Relaying; and

nd systems are less likely to be attached to
ultiple subnetworks than Intermediate systems
nd hence have fewer routeing choices to make.

- within an Administrative Domain, a single
nisation may obtain significant benefits from a

domain(s) while‘semaining connected to the global
OSIE through-a standard routeing procedure.

- betiween_Administrative Domains, the need to
majntaif ‘an "arms-length" relationship will restrict
the|type and detail of routeing information available.

¢) changes in the patterns of traffic in the petwprk, and

d changes in the Quality of Service available pn certain
subnetworks or using certain pathis:

In addition to the subclauses whichdntroduce each fechnique,
table 1 summarises their operational characteristics faccording
to the four aspects of routeingdéfined in 5.1.

8.3.1 Static Routeing

In static routeing (all\routeing information knpwn to a
system is loadedGnto the Routeing Information Base by
System managément. This information is generally in "pre-
computed" form, in that only the paths actually tp be used
are made-a¥ailable rather than all possible paths. I essence,
Static¢Routeing performs the Decision functjon from
figute I"in an off-line fashion and uses System Management
ptotocols to communicate the resulting routeing| tables to
gach system.

Static routeing has the advantage of permitting ¢xtremely
sophisticated off-line optimisation algorithms to be
executed, since the route computation need not bg done in
real time while PDUs are being relayed. I has the
disadvantages of not being capable of "bootstrapping"” the
NS-providers since there is no information collection or
dissemination by the Network entities themselves| Further,
static routeing is not capable of reacting to confjguration,
topology, traffic pattern, or QoS changes in an|adaptive
fashion since all paths are pre-computed.

8.3.2 Quasi-static Routeing

Quasi-static routeing is similar to static routeigg in that
paths are computed off-line and loaded into the [Routeing
Information Base through System management. Rather than
storing a single, highly optimised path for each| routeing
metric, however, quasi-static routeing allows for| alternate
paths to be stored. This reduces the impact of fgilures by
allowing the forwarding function to select a backuip path if
the best path is unavailable. r

Morestrimgemt procedures for authenticatng and
propagating routeing information may be needed as
well.

In order to analyse the strengths and weaknesses of various
routeing procedures, it is useful to have a taxonomy which
can be used to select among the techniques. Routeing
algorithms may be classified according to how they
accomplish the four aspects of routeing defined in
Clause 5.1, and what types of information are used to select
routes.
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Quasi-static routeing has similar advantages and
disadvantages to static routeing. It can, however, adapt to
topological changes in a limited way, at the expense of an
increase in the amount of information stored concerning
backup paths. Quasi-static routeing cannot adapt to
configuration, traffic pattern, or QoS changes.
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