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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

establis

hed by the respective organization to deal with particular fields of technical activity. ISO and IEC
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Techni

bl committees collaborate in fields of mutual interest. Other international organizations, governmental
n-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
pgy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

bin task of the joint technical committee is to prepare International Standards. Draft International
rds adopted by the joint technical committee are circulated to national bodies for véting. Publication as
national Standard requires approval by at least 75 % of the national bodies casting.a vote.

ptional circumstances, the joint technical committee may propose the publication of a Technical Report
pf the following types:

b 1, when the required support cannot be obtained for the publication of an International Standard,
pite repeated efforts;

p 2, when the subject is still under technical development orywhere for any other reason there is the
re but not immediate possibility of an agreement on an International Standard;

b 3, when the joint technical committee has collected data of a different kind from that which is normally
lished as an International Standard (“state of the art?,'for example).

tal Reports of types 1 and 2 are subject to review within three years of publication, to decide whether

they 01n be transformed into International Standards. Technical Reports of type 3 do not necessarily have to

be revi

Attentig
rights.

ISO/IE
ISO/IE

Proced
the fiel
guidan

This dd
so that
docum

wed until the data they provide are considered to be no longer valid or useful.

n is drawn to the possibility that some of the elements of this document may be the subject of patent
SO and IEC shall not be held respoensible for identifying any or all such patent rights.

C TR 9126-3:2003, which is-aTechnical Report of type 2, was prepared by Joint Technical Committee
C JTC 1, Information techhology, Subcommittee SC 7, Software and system engineering.

res for the technical work of ISO/IEC JTC 1) as a “prospective standard for provisional application” in
of external metrics for quantitatively measuring external software because there is an urgent need for
be on how standards in this field should be used to meet an identified need.

This d}cument is being issded in the Technical Report (type 2) series of publications (according to the

cument.is*hot to be regarded as an “International Standard”. It is proposed for provisional application
informyation and experience of its use in practice may be gathered. Comments on the content of this
bnt should be sent to the ISO Central Secretariat.

A review of this Technical Report (type 2) will be carried out not later than three years after its publication with

the opti

ons of: extension for another three years; conversion into an International Standard; or withdrawal.

ISO/IEC 9126 consists of the following parts, under the general title Software engineering — Product quality:

— Pa
— Pa
— Pa
— Pa

vi

rt 1: Quality model
rt 2: External metrics
rt 3: Internal metrics

rt 4: Quality in use metrics
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Introduction

003(E)

This Technical Report provides internal metrics for measuring attributes of six external quality characteristics
defined in ISO/IEC 9126-1. The metrics listed in this Technical Report are not intended to be an exhaustive
set. Developers, evaluators, quality managers and acquirers may select metrics from this Technical Report for
defining requirements, evaluating software products, measuring quality aspects and other purposes. They

may also modify the metrics or use metrics which are not included here. This Technical Report is appli
any kind of software product, although each of the metrics is not always applicable to every kind'\of §
product.

ISO/IEC 9126-1 defines terms for the software quality characteristics and how these(characteris
decomposed into subcharacteristics. ISO/IEC 9126-1, however, does not describe lhow any o
subcharacteristics could be measured. ISO/IEC TR 9126-2 defines external metrics, ISO/IEC TR
defines internal metrics and ISO/IEC 9126-4 defines quality in use metricsi/fer measurement
characteristics or the subcharacteristics. Internal metrics measure the software itself, external
measure the behaviour of the computer-based system that includes the software, and quality in use
measure the effects of using the software in a specific context of use.

This Technical Report is intended to be used together with ISO/IEC-9126-1. It is strongly recomme
read ISO/IEC 14598-1 and ISO/IEC 9126-1, prior to using this Technical Report, particularly if the re
not familiar with the use of software metrics for product specification’and evaluation.

Clauses 1 to 7 and Annexes A to D are common_ fe ISO/IEC TR 9126-2, ISO/IEC TR 9126-
ISO/IEC 9126-4. Annex E is for ISO/IEC TR 9126-3 use.

cable to
oftware

ics are
[ these
9126-3
of the
metrics
metrics

nded to
ader is

3, and
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TECHNICAL REPORT ISO/IEC TR 9126-3:2003(E)

Software engineering — Product quality —

Part 3:

Internal metrics

1 Scope

This Technical Report defines internal metrics for quantitatively measuring external‘'software quality in ferms

of characteristics and subcharacteristics defined in ISO/IEC 9126-1, and is intended to be used togethd
ISO/IEC 9126-1.

This Technical Report contains:
l. an explanation of how to apply software quality metrics
Il a basic set of metrics for each subcharacteristic

[l an example of how to apply metrics during the software product life cycle

This Technical Report does not assign ranges of values of these metrics to rated levels or to gr
compliance, because these values are defined for each software product or a part of the software pro
its nature, depending on such factors as category of the software, integrity level and users' needs|
attributes may have a desirable range of values;*which does not depend on specific user needs but d
on generic factors; for example, human cognitive factors.

This Technical Report can be appliedi to”any kind of software for any application. Users of this Tq
Report can select or modify and apply metrics and measures from this Technical Report or may
application-specific metrics for theiryindividual application domain. For example, the specific measure
quality characteristics such assafety or security may be found in International Standards or Technical
provided by IEC 65 and ISOIEC JTC 1/SC 27.

Intended users of this Technical Report include:

— Acquirer (an individual or organization that acquires or procures a system, software product or g
service from‘asupplier);

— Evaluater/(an individual or organization that performs an evaluation. An evaluator may, for examp
testing\(laboratory, the quality department of a software development organization, a govd
organization or a user);

—A Developer (an individual or organization that performs development activities, including requin
analysis, design, and testing through acceptance during the software life cycle process);

r with

des of
uct, by
Some
epends

chnical

define
ment of
Reports

oftware

e, be a
rnment

ements

— Maintainer (an individual or organization that performs maintenance activities);

— Supplier (an individual or organization that enters into a contract with the acquirer for the supply of a

system, software product or software service under the terms of the contract) when validating s
quality at qualification test;

oftware

— User (an individual or organization that uses the software product to perform a specific function) when

evaluating quality of software product at acceptance test;

— Quality manager (an individual or organization that performs a systematic examination of the s
product or software services) when evaluating software quality as part of quality assurance and
control.

© ISO/IEC 2003 — All rights reserved
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2 Conformance

There are no conformance requirements in this Technical Report.

NOTE

General conformance requirements for metrics are in ISO/IEC 9126-1 Quality model.

3 Normative references

ISO/IE
ISO/IE
ISO/IE
ISO/IE
ISO/IE

ISO/IEC 14598-3:2000, Software engineering — Product evaluation — Part 3: Process._for developers
ISO/IEC 14598-4:1999, Software engineering — Product evaluation — Part 4: Pfocess for acquirers

ISO/IEC 14598-5:1998, Information technology — Software product evaltuation — Part 5: Process for
evaluators

ISO/IEC 14598-6:2001, Software engineering — Product evaluation’— Part 6: Documentation of evaluation
modulds

ISO/IEC 12207:1995, Information technology — Software life cycle processes

ISO/IE
Part 1:

ISO 23
ISO 92

Dialogye principles

4 Terms and definitions

For the|purposes of this dogument, the terms and definitions given in ISO/IEC 14598-1:1999 and

ISO/IE

5 Abhbreviated terms

The fol

Qe o Lt A (O 3
SQA — LUNIWarc Wudliity Assurarive (\Oroup)

C 9126-1:2001, Software engineering — Product quality — Part 1: Quality model

N

C TR 9126-21), Software engineering — Product quality — Part 2: External metrics
C 9126-41), Software engineering — Product quality — Part 4: Quality in use metrics
D 14598-1:1999, Information technology — Software product evaluation — Part 1: General‘overview

L 14598-2:2000, Software engineering — Product evaluation — Part 2: Planning and management

C 14143-1:1998, Information technology — Software-measurement — Functional size measurement —
Definition of concepts

B2-20:1990, Information technology — Vocabulary — Part 20: System development

11-10:1996, Ergonomic requirementscfor office work with visual display terminals (VDTs) — Part 10:

C 9126-1:2001 apply.~They are also listed in Annex D.

owjngabbreviations are used in this Technical Report:

SLCP — Software Life Cycle Processes

1)

To be published.

© ISO/IEC 2003 — All rights reserved
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6 Use of software quality metrics

These Technical Reports (ISO/IEC TR 9126-2 External metrics, ISO/IEC TR 9126-3 Internal metrics and
ISO/IEC 9126-4 Quality in use metrics) provide a suggested set of software quality metrics (external, internal
and quality in use metrics) to be used with the ISO/IEC 9126-1 Quality model. The user of these Technical
Reports may modify the metrics defined, and/or may also use metrics not listed. When using a modified or a
new metric not identified in these Technical Reports, the user should specify how the metrics relate to the
ISO/IEC 9126-1 quality model or any other substitute quality model that is being used.

The user of these Technical Reports should select the quality characteristics and subcharacteristics to pe
evaluated, from ISO/IEC 9126-1; identify the appropriate direct and indirect measures, identify the feleyant
metrics and then interpret the measurement result in an objective manner. The user of these Technical
Reports also may select product quality evaluation processes during the software life cycle from.the
ISO/IEC 14598 series of standards. These give methods for measurement, assessment and.evaluation of
software product quality. They are intended for use by developers, acquirers and independent evaluatofs,
particularly those responsible for software product evaluation (see Figure 1).

effect of software
product

quality in
use
depends.on —

! !

internal metrics external metrics quality in use
metrics

software product

influences influences

internal g external —>
quality

quality

I> contexts of

use

depends on

Figure 1 — Relationship between types of metrics

The internal metrics may be applied to.a_non-executable software product during its development staggs
(such as request for proposal, requitements definition, design specification or source code). Internal metrics
provide the users with the ability to_measure the quality of the intermediate deliverables and thereby prédict
the quality of the final product..This allows the user to identify quality issues and initiate corrective actioh as
early as possible in the develepment life cycle.

The external metrics may-be used to measure the quality of the software product by measuring the behaviour
of the system of which-it is a part. The external metrics can only be used during the testing stages of thg life
cycle process and during any operational stages. The measurement is performed when executing the
software product\in’ the system environment in which it is intended to operate.

The quality\in"use metrics measure whether a product meets the needs of specified users to achieve specified
goals with.effectiveness, productivity, safety and satisfaction in a specified context of use. This can be ¢nly
achjeyed in a realistic system environment.

User quality needs can be specified as quality requirements by quality in use metrics. by external metri¢s, and

sometimes by internal metrics. These requirements specified by metrics should be used as criteria when a
product is evaluated.

It is recommended to use internal metrics having a relationship as strong as possible with the target external
metrics so that they can be used to predict the values of external metrics. However, it is often difficult to
design a rigorous theoretical model that provides a strong relationship between internal metrics and external
metrics. Therefore, a hypothetical model that may contain ambiguity may be designed and the extent of the
relationship may be modelled statistically during the use of metrics.

Recommendations and requirements related to validity and reliability are given in ISO/IEC 9126-1, Clause A.4.
Additional detailed considerations when using metrics are given in Annex A of this Technical Report.

© ISO/IEC 2003 — All rights reserved 3
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7 How to read and use the metrics tables

The metrics listed in Clause 8 are categorized by the characteristics and subcharacteristics in ISO/IEC 9126-1.

The foll

owing information is given for each metric in the table:

a) Metric name: Corresponding metrics in the internal metrics table and external metrics table have similar
names.

b) Purpose of the metric: This is expressed as the question to be answered by the application of the metric.

c) Method of application: Provides an outline of the application.

d M
ex(

NOTE

surement, formula and data element computations: Provides the measurement formula and
lains the meanings of the used data elements.

In some situations more than one formula is proposed for a metric.

e) Interpretation of measured value: Provides the range and preferred values.

f) Metric scale type: Type of scale used by the metric. Scale types used are; Nominal scale, Ordinal scale,

Intq

NOTE

rval scale, Ratio scale and Absolute scale.

A more detailed explanation is given in Annex C.

g) Mepsure type: Types used are; Size type (e.g. Function size, Soufee size), Time type (e.g. Elapsed time,

Us

NOTE

pr time), Count type (e.g. Number of changes, Number of failures).

A more detailed explanation is given in Annex C.

h) Input to measurement: Source of data used in the measurement.

i) 1S(
i) Tar
8 Me

The m4q
They a
ISO/IE

Metrics
purpos
efficien

NOTE 1
guidelin
measurs

D/IEC 12207 SLCP Reference: Identifies softwarg life cycle process(es) where the metric is applicable.

get audience: Identifies the user(s) of thelmeasurement results.

trics tables

trics listed in this clause aré€ not intended to be an exhaustive set and may not have been validated.
e listed by software quality characteristics and subcharacteristics, in the order introduced in
C 9126-1.

which may be applicable, are not limited to these listed here. Additional specific metrics for particular
bs are provided'in’ other related documents, such as functional size measurement or precise time
Cy measurement.

It is recommended to refer a specific metric or measurement form from specific standards, technical reports or|
bs. Functional size measurement is defined in ISO/IEC 14143. An example of precise time efficiency
ement-can be referred from ISO/IEC 14756.

Metrics

NOTE 2

should be validated before application in a specific environment (see Annex A).

This list of metrics is not finalized, and may be revised in future versions of this Technical Report. Readers of

this Technical Report are invited to provide feedback.

8.1 Functionality metrics

Internal functionality metrics are used for predicting if the software product in question will satisfy prescribed
functional requirements and implied user needs.
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8.1.1 Suitability metrics

Internal suitability metrics indicate a set of attributes for assessing explicitly functions to prescribed tasks, and
for determining their adequacy for performing the tasks.

8.1.2 Accuracy metrics

Internal accuracy metrics indicate a set of attributes for assessing the capability of the software product to
achieve correct or agreeable results.

8.1.3 Interoperability metrics

Internal Interoperability metrics indicate a set of attributes for assessing the capability of the software
product’s interaction with designated systems.

8.1.4 Security metrics

Internal security metrics indicate a set of attributes for assessing the capability of the software product fo avoid
illegal access to the system and/or data.

8.1.5 Functionality compliance metrics
Internal compliance metrics indicate a set of attributes for assessing the_¢apability of the software prodiict to

comply to such items as standards, conventions or regulations of the user organization in relation to
functionality.
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8.2 Reliability metrics

Internal reliability metrics are used for predicting if the software product in question will satisfy prescribed
reliability needs, during the development of the software product.

8.21 Maturity metrics

Internal maturity metrics indicate a set of attributes for assessing the maturity of the software.

8.2.2 rFaulttolerancemetrics

Internal fault tolerance metrics indicate a set of attributes for assessing the software products capability in
maintaining a desired performance level in case of operational faults or infringement of its specified interface.

8.2.3 | Recoverability metrics

Internal recoverability metrics indicate a set of attributes for assessing the software product’s capability to re-
establigh an adequate level of performance and recover the data directly affected in case<of.a failure.

8.2.4 [Reliability compliance metrics
Internal compliance metrics relating to reliability indicate a set of attributes for assessing the capability of the

software product to comply to such items as standards, conventions or regulations of the user organization in
relation to reliability.
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8.3 Usability Metrics

Internal usability metrics are used for predicting the extent to which the software in question can be
understood, learned, operated, attractive and compliant with usability regulations and guidelines.

NOTE It should be possible for the measures taken to be used to establish acceptance criteria or to make comparisons

between products. This means that the measures should be counting items of known value. Results should report the
mean value and the standard error of the mean

831 Understandabili i

Users should be able to select a software product which is suitable for their intended use. Internal
understandability metrics assess whether new users can understand:

e whether the software is suitable
e how it can be used for particular tasks.
8.3.2 Learnability metrics

Internal learnability metrics assess how long users take to learn how to usé patticular functions, and the
effectiveness of help systems and documentation.

Learnability is strongly related to understandability, and understandability measurements can be indicajors of
the learnability potential of the software.

8.3.3 Operability metrics

Internal operability metrics assess whether users can operate and control the software. Operability metfics
can be categorized by the dialogue principles in 1ISQ-9241-10:

e suitability of the software for the task

e self-descriptiveness of the software

e controllability of the softwaré

e conformity of the seftware with user expectations
e error tolerance of'the software

o suitabilityefthe software for individualization

The choice of functions to test will be influenced by the expected frequency of use of functions, the critigality of
the functions;y@and any anticipated usability problems.

8.3.4 _‘Attractiveness metrics

Internal attractiveness metrics assess the appearance of the software, and will be influenced by factors| such
as-Screen design and calour This is particularly impartant for consumer products

8.3.5 Usability compliance metrics

Internal compliance metrics assess adherence to standards, conventions, style guides or regulations relating
to usability.
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8.4 Efficiency metrics

Internal efficiency metrics are used for predicting the efficiency of behaviour of the software product during
testing or operating. To measure efficiency, the stated conditions should be defined, i.e., the hardware

configu

ration and the software configuration of a reference environment (which has to be defined in the

software specifications) should be defined. When citing measured time behaviour values the reference

environ

8.41

ment should be referred.

Time behaviour metrics

Internal time behaviour metrics indicate a set of attributes for predicting the time behaviour of the computer

TN

system
8.4.2

Interna
resourdg

8.4.3

Interna
softwar
relation

HEWN P2 HEPVIE 129 cafhaiaor it Al o tockin v naoratino
IIIUIUUIIIU are ourivwdanro lJIUuuUI. uaurinrt LUOLIIIS A\ | Upclﬂlllla.
Resource utilization metrics

resource utilization metrics indicate a set of attributes for predicting the utilization of hardware
es by the computer system including the software product during testing or operating.

Efficiency compliance metrics
compliance metrics relating to efficiency indicate a set of attributes for assessing the capability of the

e product to comply to such items as standards, conventions or regulations of the user organization in
to efficiency.
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8.5 Maintainability metrics

Internal maintainability metrics are used for predicting the level of effort required for modifying the software
product.

8.5.1

Analysability metrics

Internal analysability metrics indicate a set of attributes for predicting the maintainer’s or user’s spent effort or
spent resources in trying to diagnose for deficiencies or causes of failure, or for identification of parts to be

modifi
8.5.2

Interna
when t1

8.5.3

Interna
after arj

8.54

Interna
autono

8.5.5

Interna
the soff
in relati

Hmthesoftware product:
Changeability metrics

changeability metrics indicate a set of attributes for predicting the maintainer’s or user’s spent-effort
ying to implement a specified modification in the software product.

Stability metrics

stability metrics indicate a set of attributes for predicting how stable the software product would be
y modification.

Testability metrics

testability metrics indicate a set of attributes for predicting the amount of designed and implemented
mous test aid functions present in the software product.

Maintainability compliance metrics
compliance metrics relating to maintainability indicate a set of attributes for assessing the capability of

ware product to comply to such items as standards;.conventions or regulations of the user organization
pon to software maintainability.
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8.6 Portability metrics

Internal portability metrics are used for predicting the effect the software product may have on the behaviour of
the implementor or system during the porting activity.

8.6.1 Adaptability metrics

Internal adaptability metrics indicate a set of attributes for predicting the impact the software product may have
on the effort of the user who is trying to adapt the software product to different specified environments.

8.6.2 |Installability metrics

Interna| installability metrics indicate a set of attributes for predicting the impact the software product mayhave
on the g¢ffort of the user who is trying to install the software in a user specified environment.

8.6.3 | Co-existence metrics

Interna| co-existence metrics indicate a set of attributes for predicting the impact the software product may
have on other software products sharing the same operational hardware resources.

8.6.4 | Replaceability metrics

Internal replaceability metrics indicate a set of attributes for predicting the impact the software product may
have on the effort of the user who is trying to use the software in place of other specified software in a
specifigd environment and context of use.

8.6.5 | Portability compliance metrics

Internal compliance metrics relating to portability indicate a set of attributes for assessing the capability of the

software product to comply to such items as standards, conventions or regulations of the user organization in
relation to portability.
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Annex A
(informative)

Considerations When Using Metrics

003(E)

A-t—Interpretationof measures
A.1.1 Potential differences between test and operational contexts of use
When planning the use of metrics or interpreting measures it is important to have a clear understanding
intended context of use of the software, and any potential differences between the test and‘operational
contexts of use. For example, the “time required to learn operation” measure is often different between
operators and unskilled operators in similar software systems. Examples of potential,differences are gi
below.

a) Differences between testing environment and the operational environment

Are there any significant differences between the testing environment and-the operational execution in
environment?

The following are examples:

e testing with higher / comparable / lower performance of CPU of operational computer;

e testing with higher / comparable / lower performance of operational network and communication;
e testing with higher / comparable / lower perfafmance of operational operating system;

e testing with higher / comparable / lower, performance of operational user interface.

b) Differences between testing execution and actual operational execution

Are there any significant differences between the testing execution and operational execution in user
environment?

The following are examples:

e coverage of funetionality in test environment;
o test case.sampling ratio;

e automated testing of real time transactions;

e stress loads;

of the

skilled
en

ser

e 24 hour 7 days a week (non stop) operation;

e appropriateness of data for testing of exceptions and errors;
e periodical processing;

e resource utilisation;

e levels of interruption;

e production pressures;

e distractions.
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c) User profile under observation
Are there any significant differences between test user profiles and operational user profiles?

The following are examples:

mix of type of users;

user skill levels;

e spgcialist users or average users;

e limfted user group or public users.

A.1.2 Is$sues affecting validity of results

The following issues may affect the validity of the data that is collected.

(a) prqcedures for collecting evaluation results:

e autbmatically with tools or facilities / manually collected / questionnaires orinterviews;
(b) source of evaluation results

o deyelopers' self reports / reviewers’ report / evaluator’s report;

(c) resjults data validation

e deVelopers' self check / inspection by independent evaltators.

A.1.3 Balance of measurement resources

Is the blalance of measures used at each stage‘appropriate for the evaluation purpose?

It is important to balance the effort used . to-apply an appropriate range of metrics for internal, external and
quality |n use measures.

A.1.4 Qorrectness of specification

Are there significant differences between the software specification and the real operational needs?
Measuffements takendduring software product evaluation at different stages are compared against product

specifigations. Therefore, it is very important to ensure by verification and validation that the product
specifigations wsed for evaluation reflect the actual and real needs in operation.

A.2 Validation-ofMetrics
A.2.1 Desirable Properties for Metrics

To obtain valid results from a quality evaluation, the metrics should have the properties stated below. If a
metric does not have these properties, the metric description should explain the associated constraint on its

validity and, as far as possible, how that situation can be handled.

a) Reliability (of metric): Reliability is associated with random error. A metric is free of random error if
random variations do not affect the results of the metric.
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Repeatability (of metric): repeated use of the metric for the same product using the same evaluation
specification (including the same environment), type of users, and environment by the same evaluators,

should produce the same results within appropriate tolerances. The appropriate tolerances should
such things as fatigue, and learning effect.

include

Reproducibility (of metric): use of the metric for the same product using the same evaluation

specification (including the same environment), type of users, and environment by different eva
should produce the same results within appropriate tolerances.

luators,

d)

e)

9)

A.2.2 Demonstrating the Validity of Metrics
The users of metrics sholld-identify the methods for demonstrating the validity of metrics, as shown be
(a) Correlation

The variation in the quality characteristics values (the measures of principal metrics in operational use)
explained by the variation in the metric values, is given by the square of the linear coefficient.

An evaluator can predict quality characteristics without measuring them directly by using correlated me

(b). Tracking

4 dad-+ faotiat: ] 1 P 3 o P S H Y £t 14
TS TCCUTNTITICTIOC U TU O ST Statstoar arrary Sro tu e asSur T uTe varmaoTiity  UT TS TOSUIST

Availability (of metric): The metric should clearly indicate the conditions (e.g. presence of speeifig
attributes) which constrain its usage.

Indicativeness (of metric): Capability of the metric to identify parts or items of the seftvare which
be improved, given the measured results compared to the expected ones.

should

NOTE 2 The selected or proposed metric should provide documented evidence of the availability of the metric for

use, unlike those requiring project inspection only.

Correctness (of measure): The metric should have the following properti€s:

1) Objectivity (of measure): the metric results and its data input’should be factual: i.e., not influ
by the feelings or the opinions of the evaluator, test users, etc. (except for satisfaction or
attractiveness metrics where user feelings and opinigns-are being measured).

2) Impartiality (of measure): the measurement shodld not be biased towards any particular res|

3) Sufficient precision (of measure): Precision is'determined by the design of the metric, and
particularly by the choice of the material definition used as the basis for the metric. The met
will describe the precision and the sensitivity of the metric.

Meaningfulness (of measure): the measurement should produce meaningful results about the so
behaviour or quality characteristics.

The metric should also be cost effective: that is, more costly metrics should provide higher value re

enced

ult.

ric user

tware

Sults.

ow:

rics.

If a metric M is directly related to a quality characteristics value Q (the measures of principal metrics in
operational use), for a given product or process, then a change value Q(T1) to Q(T2), would be accompanied
by a change metric value from M(T1) to M(T2), in the same direction (for example, if Q increases, M
increases).

An evaluator can detect movement of quality characteristics along a time period without measuring directly by
using those metrics which have tracking ability.
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(c) Co

nsistency

If quality characteristics values (the measures of principal metrics in operational use) Q1, Q2,..., Qn,
corresponding to products or processes 1, 2,..., n, have the relationship Q1 > Q2 > ...> Qn, then the
corresponding metric values would have the relationship M1 > M2 > ...> Mn.

An eva

luator can notice exceptional and error prone components of software by using those metrics which

have consistency ability.

(d) Predictability

If a mefric is used at time T1 to predict a quality characteristic value Q (the measures of principal metrics(n

operati

bnal use) at T2, prediction error, which is {(predicted Q(T2) - actual Q(T2) ) / actual Q(T2)}, would/be

within gllowed prediction error range.

An eva
measu

uator can predict the movement of quality characteristics in the future by using these metrics, which
e predictability.

(e) Digcriminative

A metri

An eva

C would be able to discriminate between high and low quality software.

uator can categorize software components and rate quality characteristies values by using those

metricg which have discriminative ability.

A.3 Use of metrics for estimation (judgement) and prediction (forecast)

Estima
the mo

ion and prediction of the quality characteristics of the saftware product at the earlier stages are two of
5t rewarding uses of metrics.

A.3.1 Quality characteristics prediction by current data

(a) Pregdiction by regression analysis

When predicting the future value (measure).of the same characteristic (attribute) by using the current value
(data) qf it (the attribute), a regression analysis is useful based on a set of data that is observed in a sufficient

period

pf time.

For exgmple, the value of MTBF (Mean Time Between Failures) that is obtained during the testing stage

(activiti

(b) Pre

bs) can be used to estimate’' the MTBF in operation stage.

diction by correlation analysis

When predicting the future value (measure) of a characteristic (attribute) by using the current measured

values

bf a different.attribute, a correlation analysis is useful using a validated function which shows the

correlation.

For exgmple,the complexity of modules during coding stage may be used to predict time or effort required for
program ‘modification and test during maintenance process.

A.3.2 Current quality characteristics estimation on current facts

(a) Estimation by correlation analysis

When estimating the current values of an attribute which are directly unmeasurable, or if there is any other
measure that has strong correlation with the target measure, a correlation analysis is useful.

For example, because the number of remaining faults in a software product is not measurable, it may be
estimated by using the number and trend of detected faults.
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Those metrics which are used for predicting the attributes that are not directly measurable should be
estimated as explained below:

e Using models for predicting the attribute;
e Using formula for predicting the attribute;

e Using basis of experience for predicting the attribute;

e Using justification for predicting the attribute.

Those metrics which are used for predicting the attributes that are not directly measurable may be-validated
as explained below:

e Identify measures of attributes which are to be predicted;
e Identify the metrics which will be used for prediction;

e Perform a statistical analysis based validation;

e Document the results;

e  Repeat the above periodically.

A.4 Detecting deviations and anomalies in quality problem prone components

—

The following quality control tools may be used to analyse deviations and anomalies in software produd
components:

(a) process charts (functional modules of software)

(b) Pareto analysis and diagrams

(c) histograms and scatter diagrams

(d) run diagrams, correlation.diagrams and stratification

(e) Ishikawa (Fishbone)(diagrams

(f) statistical process) control (functional modules of software)
(g) check sheets

The aboveé\tools can be used to identify quality issues from data obtained by applying the metrics.

A.5" Displaying measurement results

(a) Displaying quality characteristics evaluation results

The following graphical presentations are useful to display quality evaluation results for each of the quality
characteristic and subcharacteristic.

Radar chart; Bar chart numbered histogram, multi-variates chart, Importance Performance Matrix, etc.
(b) Displaying measures

There are useful graphical presentations such as Pareto chart, trend charts, histograms, correlation charts, etc.
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Annex B
(informative)

Use of Quality in Use, External & Internal Metrics (Framework Example)

B.1 Introduction

This frgmework example is a high level description of how the ISO/IEC 9126 Quality model and related
metrics may be used during the software development and implementation to achieve a quality product/that
meets Wiser’s specified requirements. The concepts shown in this example may be implemented in vanious
forms df customization to suit the individual, organization or project. The example uses the key lifeicycle
processges from ISO/IEC 12207 as a reference to the traditional software development life cycle.and quality
evaluatjon process steps from ISO/IEC 14598-3 as a reference to the traditional Software Product Quality
evaluatjon process. The concepts can be mapped onto other models of software life cycleslif-the user so
wishes|as long as the underlying concepts are understood.

B.2 verview of Development and Quality Process

Table B.1 depicts an example model that links the Software Development life.cyele process activities
(activity 1 to activity 8) to their key deliverables and the relevant reference models for measuring quality of the
deliverables (i.e., Quality in Use, External Quality, or Internal Quality).

Row 1 fescribes the software development life cycle process activities¥(This may be customized to suit
individdal needs). Row 2 describes whether an actual measure or.a prediction is possible for the category of
measufes (i.e., Quality in Use, External Quality, or Internal Quality). Row 3 describes the key deliverable that
may beg measured for Quality and Row 4 describes the metrigs,that may be applied on each deliverable at
each pfocess activity.
Table B.1 Quality. Measurement Model
Activity 1 Activity 2 Activity 3 Activity 4 Activity 5 Activity 6 Activity 7 Activity 8
Phase Requirement analysis | Architectural | Software Software Software System Software Software
(Software and design detailed codingand | integration integration installation acceptance
systems) (Software design testing and software | and system support
and qualification | qualification
systems) testing testing
9126 sefies | Required user quality, | Predicted Predicted Predicted Predicted Predicted Predicted Measured
model Required internal qualityin quality in quality in quality in quality in use, | quality in quality in
referenge quality, use, use, use, use, Measured use, use,
Required external Predicted Predicted Measured Measured external Measured Measured
quality external external external external quality, external external
quality, quality, quality, quality, Measured quality, quality,
Measured Measured Predicted Predicted internal quality | Measured Measured
internal internal external external internal internal
quality quality quality, quality, quality quality
Measured Measured
internal internal
quality quality
Key User quality Architecture | Software Software Software Integrated Installed Delivered
deliverables—tregtirerments desigr-of detailed code; produet; Syster; systerm seftware
of activity (specified), Software / design Testresults | Testresults | Test results product
External quality system
requirements
(specified),
Internal quality
requirements
(specified)
Metrics Internal metrics Internal Internal Internal Internal Internal Internal Quality in
used to (External metrics may | metrics metrics metrics metrics metrics metrics use metrics
measure be applied to validate External External External External Internal
specifications) metrics metrics metrics metrics metrics
External
metrics
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B.3 Quality Approach Steps

B.3.1

General

ISO/IEC TR 9126-3:2003(E)

Evaluation of the Quality during the development cycle is divided into the following steps. Step 1 has to be
completed during the Requirement Analysis activity. Steps 2 to 5 have to be repeated during each process
activity defined above.

B.3.2 Step #1 Quality requirements identification

For each of the Quality characteristics and subcharacteristics defined in the Quality model determine th
Needs weights using the two examples in Table B.2 for each category of the measurement. (Quality-in
External and Internal Quality). Assigning relative weights will allow the evaluators to focus their-efforts g

most important subcharacteristics.

(a)

(b)

Table B.2 User Needs Characteristics & Weights

Quality in Use

CHARACTERISTIC

WEIGHT
(High/Medium/Low)

Effectiveness

H

Productivity

Safety

Satisfaction

H
L
M

External & Internal Quality

CHARACTERISTIC

SUBCHARACTERISTIC

WEIGHT
(High/Medium/Low)

Functionality

Suitability

Accuracy

Interoperability

Security

Compliance

Reliability

Maturity
(hardware/software/data)

Fault tolerance

Recoverability
(data, process, technology)

Compliance

Usability

Understandability

Learnability

Operability

Attractiveness

Compliance

Efficiency

Time behaviour

Resource utilization

Compliance

Maintainability

NOTE

Annly7nhi|ify

e User
Use,
n the

Changeability

Stability

Testability

Compliance

Portability

Adaptability

Installability

Co-existence

Replaceability

Compliance

i ) e ) e e ) sl 3 e e e i e ) e ) e i s ) ol N o - o o o

(e.g.: 1-3 = low, 4-6 = medium, 7-9 = high).
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B.3.3 Step #2 Specification of the evaluation

This step is applied during every development process activity.

For each of the Quality subcharacteristics defined in the Quality model identify the metrics to be applied and
the required levels to achieve the User Needs set in Step 1 and record as shown in the example in Table B.3.

Basic input and directions for the content formulation can be obtained from the example in Table B.1 that

explains what can be measured at this stage of the development cycle.

NOTE

development cycle, because it would not be possible to measure all of the subcharacteristics early in the
ment process.

develo

(a)

Table B.3 Quality measurement tables

Qualjity in Use Measurement Category

CHARACTERISTIC

METRICS

REQUIRED.
LEVEL

ASSESSMENT
ACTUAL RESULT

Effectiveness

Productivity

Safety

Satisfaction

(b)

Extgrnal Quality Measurement Category

CHARACTERISTIC

SUBCHARACTERISTIC

METRICS

REQUIRED
LEVEL

ASSESSMENT
ACTUAL RESULT

Functionality

Suitability

Accuracy

Interoperability

Security

Compliance:

Reliability

Maturity
(hardware/software/data)

Fault-tolerance

Recoverability (data,
process, technology)

Compliance

Usabllity

Understandability

Leamnability

Operability

Attractiveness

Compliance

Efficiency

Time behaviour

Resource utilisation

Compliance

Maintainability

Analyzability

Changeability

Stability

Testability

Compliance
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Portability Adaptability
Instability

Co-existence

Replaceability

Compliance

(c)

Internal Quality Measurement Category

O
REQUIRED ¥ ASSESSMENT

CHARACTERISTIC SUBCHARACTERISTIC METRICS LEVEL ACTUAL RASULT

Functionality Suitability

Accuracy

Interoperability

Security

Compliance

Reliability Maturity

(hardware/software/data)

Fault tolerance

Recoverability (data,
process, technology)

Compliance

Usability Understandability

Leamnability
Operability
Attractiveness

Compliance

Efficiency Time behaviour

Resource utilisation

Compliance

Maintainability Analyzablllty

Changeability
Stability
Testability
Compliance
Portability Adaptability
Instability

Ca-existence

Replaceability

Compliance
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