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Foreword

023(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work

The procedures used to develop this document and those intended for its further anain
dre described in the ISO/IEC Directives, Part 1. In particular, the different approval
needed for the different types of document should be noted. This document \was dr3

tenance
criteria
\fted in
tives or

ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/direq
www.iec.ch/members_experts/refdocs).

SO and IEC draw attention to the possibility that the implementation of this document may iny

[

4

gny claimed patent rights in respect thereof. As of the date of publication of this document, ISO
Had not received notice of (a) patent(s) which may be required to jmplement this document. H
implementers are cautioned that this may not represent the latest'information, which may be ¢
from the patent database available at www.iso.org/patents and fittps://patents.iec.ch. ISO and |
ot be held responsible for identifying any or all such patentrights.

donstitute an endorsement.

Hor an explanation of the voluntary nature of$tandards, the meaning of ISO specific tey
gxpressions related to conformity assessment, as well as information about ISO's adhej
the World Trade Organization (WTO) pritciples in the Technical Barriers to Trade (T
www.iso.org/iso/foreword.html. In the IEC;*'see www.iec.ch/understanding-standards.

This document was prepared by Joiat Technical Committee ISO/IEC JTC 1, Information ted
Jubcommittee SC 27, Information,sectrity, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national st

ol

olve the

se of (a) patent(s). ISO and IEC take no position concerning the evidence,/validity or applicability of

and IEC
owever,
btained
EC shall

Any trade name used in this document is information given for the convenience of users and ¢loes not

ms and
ence to
BT) see

hnology,

hndards
ml and

ody. A complete listingyof these bodies can be found at www.iso.org/members.hf
www.iec.ch/national-cofmnTittees.

© ISO/IEC 2023 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iec.ch/members_experts/refdocs
http://www.iso.org/patents
https://patents.iec.ch/iec/pa.nsf/pa_h.xsp?v=0
https://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
https://www.iso.org/members.html
https://www.iec.ch/national-committees
https://standardsiso.com/api/?name=c33c9b4449a3331f450ec918fca1059c

ISO/IEC TR 6114:2023(E)

Introduction

The globalization of technology design, development, manufacturing, and distribution has created
an environment of complicated supply chains with limited transparency. This presents an incredible
challenge for the industry and highlights a growing need to ensure product integrity for all stages of
the information and communications technology (ICT) product life cycle.

The call
recently

for assurance across the supply chain landscape has evolved over several decades. More
policy makers around the world have begun to focus on supply chain risks in new ways: from

policies
adding §

Vendord
importa

free miperals,[ll and implementing a set of policies, procedures and tools at factories to improvi

security
anICT g

These ate important first steps, however they primarily focus on the productien‘stage, just one stage df
the ICT product life cycle. In today’s complex environment, hardware platform'providers are expectefl

to enabl

cycle, frpm design and sourcing to secure retirement.

Security
that car

risks for improved transparency and higher levels of security-assurances. By enabling transparenc

and ass
resilien

considering supply chain security risks for government procurement to various initiativep
ecurity considerations such as trust and transparency in the supply chain for ICT.

=}

have been doing their part as well. Over the past several years, ICT suppliers haye take
nt steps towards increasing supply chain transparency. These steps include sourging conflict

w 1

-

consideration throughout the supply chain by validating where and when gach component d
roduct was manufactured.

e a full range of tools and solutions that improve security considération across the entire lif]

considerations throughout the product life cycle (SCLCY éstablish an end to end framewor
be applied to the multi-year life cycle of ICT products*to comprehend and address potentig

<A

irances across the ICT product life cycle, supply chain owners can improve platform integrity
re and security. The life cycle phases are both iterative and recursive in nature.

Vi
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Cybersecurity — Security considerations throughout the

product life cycle

1 Scope

'his document describes security considerations throughout the product life cycle (SCLC),rw,

oint on the ICT product life cycle.

'his document describes the following items for suppliers, end users (consumefs), intermed

]
f]
The aim of the framework is to align the industry and bring greater transparency to customers
)¢
]
the ICT supply chain, service providers, and regulators:

— definition of phases in the ICT product life cycle from concept to retirement;

— threat vectors possible in each phase of the life cycle;

—  potential controls against those threat vectors.

articipants throughout the supply chain such as silicon chip'designers, fabricators, product ass
bgistics providers, service providers, and information security organizations. Clauses 5to 11 t

e o o W ol o S S |

hreats in each phase to help the organization shapétheir plans, procedures and policies.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their

yndated references, the latest edition of the referenced document (including any amendments)

ISO/IEC/IEEE 15288, Systems.and software engineering — System life cycle processes

Guidelines for life cycle. management

3 Terms and definitions

Hor the {urposes of this document, the terms and definitions given in ISO/IEC/IEEE
ISO/IEC/IEEE 24748-1:2018, and the following apply.

ISO-and [EC maintain terminology databases for use in standardization at the following addres

hich is a

ramework that spans the entire information and communications technology (ICT) produgt life cycle.

at every

aries of

'he target audiences of this document are suppliers and~Consumers of ICT products, inclyding all

bmblers,
hrget an

rganization’s strategic and risk management teams. This document provides an end-to-end vidw of the

content

donstitutes requirements of this document. For dated references, only the edition cited applies. For

applies.

ISO/IEC/IEEE 24748-1:2018, Systems and software engineering — Life cycle management — Part 1:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

digital signature

data appended to, or a cryptographic transformation of, a data unit that allows the recipient of
unit to verify the source and integrity of the data unit

[SOURCE: ISO/IEC 9798-3:2019, 3.3]
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3.2

code scanner
program source code and binary file security analysis tool

3.3

hardware trojan
malicious program or hardware that masquerades as a benign application

4 Abl

ASIC
BOM
CPU
DRM
DSP
ERP
FPGA
FW
HDL
HW
IC
ICT
ISV
OEM
OSAT
0S
PUF
SaaS
SDL
SoC
SwW
VHDL

breviated terms

application specific integrated circuit

bill of materials

central processing unit

digital rights management

digital signal processor

enterprise resource planning

field programmable gate array

firmware

hardware description language

hardware

integrated circuit

information and communication technology
independent software vender

original equipment manufacture
outsourced semicanductor assembly and test
operating systém

physically inclonable function

software as a service

security development life cycle

rs Lo
Sy STCHT OIT CITTP

software

very high-speed integrated circuit hardware description language
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JOURCE ISO/IEC/IEEE 24748-1:2018, reproduced with the permission of theauthors.

Figure 1 — ICT system life cycle

5 Security considerations throughout the product life cycle

5.1 Security considerations throughout theproduct life cycle overview

ecurity considerations throughout the product life cycle (SCLC) is a framework to desc
CT products life cycle from security assutance and manufacturing perspectives (see Figurg
oncept of SCLC can be applied to hardware products and software such as microcode, fi
nd other software to support the hardware. SCLC consists of six common product life cyclg
vhich are shown in Figure 2 withtypical threat vectors. The names of the phases are deriy
SO/IEC/IEEE 24748-1 and processes unique to SCLC have been added. It is important to note t
hase exists for individual components, sub-systems and end products. It is both possible an
kely that some of the phaSes'are executed more than once for an individual component (e.g. int
ircuits go through wafey fabrication, sorting, assembly and final test. Those facilities, if 5
htroduce multiple build/transfer phases).

— N s et Oy (N e N

SO/IEC/IEEE 15288 defines the life cycle of a system by four process groups which are 1) ag
rocess, 2) opganizational project-enabling process, 3) technical management process and 4) t
rocess. Singe'this document describes the life cycle from a different perspective, that is, the
fe cycle®, there is no conflict or inconsistency between ISO/IEC/IEEE 15288 and this do
Anothersystems approach to security is the NIST SP 800-160V1 that aligns with this approach

o S el e Bl o T

HW/FW/SW changes

ment

Fibe the
| 1). The
‘mware,
phases
ed from
hat each
d highly
egrated
eparate,

Ffeement
bchnical
product

cument.
[3]
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Phase 3 Phase 5
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. Malicious Hardware ( /0S/SW)
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e — Sb—
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) Malicious Design Insertion of tampering _J . Q
Theft ¢f design embedded Improper System malicious -
) Settings Unauthorized
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\ J \ J \ J component swa Incompleate
esign eration
s \ r \ — Ilnsertion or N data
. T M replacepient,wit
Altergtion or Malici gsrfgélgrn Counterfeit System alicious'components removal
attack on aticious omponents replecement .
design tools hardware | Falsification of Test | (spoof device) Devicedata store
. ) . ) esults . ) tampering \ J

See (Jlause 6

See Clause 7

See Clause 8

See Clause 9

-~

,

~7
7 See Clause 10

See Clause 11

Coijcept Development Production Utilization/ Retirement
support
SOURCE| ISO/IEC/IEEE 24748-1:2018, reproduced with the permission of the authors.

Figure 2 — ICT Productlife cycle and threat vectors

Figure 3 shows a relationship of technical processes in ISO/IEC/IEEE 15288 and SCLC phases.
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Phase 3 Phase 5
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Source/ Utilization/ .
Concept Development Transport Retirement
manufacture support
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Business or Architecture .
- Lo g Implementation
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needs and Design . . \—,« >
. o Integration Transition .
requirements definition Disglosal
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definition process profess
rocess
P L J L J
s N s N\ s N\ -
Svst Maintenance
ystem rocess
requriements System analysis Verification 3 p
definition process process q
process N
\_ J \_ J \_ J \_ J \. J \_ J
See Clause 6 See Clause 7 See Clause 8 Seep&e 9 See Clause 10 See Clause 11

Figure 3 — Mapping technical processes of ISQ/IEC/IEEE 15288 and SCLC life cycle phiases

5.2 Information and communication technology threat model

Yecurity threats against ICT products existnot only in the utilization/support phase but in all six phases
ghown in Figure 2.[4] Each phase has différent threat vectors, but some vectors such as theft pccur in
thultiple phases. This means responsible parties are expected to apply proper measures in eag¢h phase
fpr each threat vector applicable.

Hrom Clause 6 to Clause 11, the'key characteristics of each ICT product’s life cycle phase and typical
threat vectors are described,

5.3 Classes of threats

There are multiple’ classes of security threats. The first type is an attack that targets unintentional
vulnerabilitysuch as ICT product security vulnerability in the manufacturing process or in the physical
qtorage andtransportation processes. The second type is an intentional attack by insider pg¢rsonnel
who camaccess the process and change or replace tools, products, or components. The focuf of this
Q
Q
a

ocument is to identify and protect ICT products from the first type of threats. However, the fnethods
escribed in this document can also be used to mitigate the risks of the second type of threats. [n many

= CLC ala a QLre ala e 2 e_1Ne o ) emnlo e e sonne ll_l_:‘ll

5.4 Structure of the report

Clauses 6 to 11 give an overview of each phase, threats, and controls. Additionally, Annexes A, B, C
and D provide specific best practice procedures and controls for practitioners that they can implement
within their operation to mitigate against potential threats.

© ISO/IEC 2023 - All rights reserved 5
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6 Phase 1: Concept

6.1 General

In the concept phase, user needs are identified, and system concepts are described and evaluated.
In addition to the user needs, companies are expected to consider regulatory controls and security
objectives to establish a comprehensive set of requirements to be met in development.

Given the complexity of ICT products, many companies combine internal design, third party design

and opWMm@mmmﬂmmmm‘Wf
compongents. For example, the system on a chip (SoC) component can contain hardware blocks source

il
from many third parties, as well as blocks designed by the product manufacturer. This complexity
introdu¢es additional risks as unneeded features from external components that are incorporated intp
the end|product, possibly creating a vulnerability that can be attacked. For this reason, the produgt
flows back through the concept phase to add additional security control requiremengs, based upon
decisiorls made in development.

It is besf practice for ICT product organizations to adopt a security development lifejcycle (SDL) proces
that confforms to ISO/IEC 27034-1. This process ensures the identification of unique threats at the star
of the cdncept phase and turns those into a set of requirements to be met during the development phassg.
Additionally, SDL requires the training of the engineers, designers and axchitects that work on how tp
best majntain a secure system, thereby increasing the security of the product.

= Ui

SCLC in [the concept phase addresses the questions:
— Whaptisin the products function?

— Doss the product contain anything additional that cam,be used against the owner/operator of th
ICT[product?

D

In 6.2, possible threat vectors and mitigations in thisphase are described.
6.2 Summary of concept threats and controls

6.2.1 [Workflow toolchain tampering

vi

Management of the software toolsused in support of the concept phase is critical to mitigating attack
to the tdol that can alter the designor allow feature requirements to be stolen. These tools often suppor]
integratfion with third-party(plugins, such as those from outside tool vendors or even from the origing
tool pravider. If the plugiisiare not properly verified/certified, they can contain malicious elementg.
Additionally, installation-of these modules can be subject to man-in-the-middle (MITM) attacks durin
transit pver the network or in the build of the tool software by the software provider. The module
require [sufficient verification before installation into the concept toolchain. It is essential to impleme

a practife for mapaging design tools and keeping them up to date and secure. Best practice ensure
these pZEgins have been digitally signed and licensed by a reputable producer, are regularly scanne

—

Jy

vi

by sourge code scanners (static and dynamic) and have an internal team responsible for securing th
design tpols. Moving to a SaaS workflow toolchain vendor properly skilled in secure life cycle practice
and verified by an independent third party can also be an effective way to improve controls on the
toolchain. However, this comes with risks, as the SaaS providers are a likely target of attack due to
the multitude of customers in one spot. The ICT product developer is responsible for securing their
workflow toolchain and for assessing their own internal security controls against that of a SaaS
provider to determine the best way to implement their workflow toolchain.

In cases where the network used in the concept phase is not a closed network, attacks can be launched
against these networks from external adversaries in the hopes of obtaining or modifying sensitive
design files. Such attacks can be supported by an insider threat that installs malware or a virus on
critical security systems, allowing for easier access and attacks against target platforms. Refer to
ISO/IEC 27032 for guidance on building and maintaining secure networks, as this issue is the same for
any ICT entity that runs a private network.

6 © ISO/IEC 2023 - All rights reserved
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6.2.2 Unauthorized operations

The unauthorized invocation of data operations for creating, reading, updating/modifying or deleting
data in the concept phase can impact the development of the product, its components or sub systems.
For example, a security feature developed in concept phase, but which has been deleted/rejected or
changed and which influences the product design and build to not include a security feature necessary
to protect the product in operation or add a backdoor into the product for future attacks once in
operation.

Ca VoY I " LI £ 1
nland HILCZTILY 1IdUIlS

The integrity faults can occur by unintentional modification or destruction of data dug“te’ tpchnical
dr operational errors, faults or failures occurring within a product, or related tq -supporting the
product’s concept phase. Like unauthorized operations, this can lead to a manipulation or ekclusion
df requirements for the development phase, thereby altering the function of the ICT producft. These
faults can get caught in development if the appropriate test cases are in place)to validate the correct
requirements. However, if they are not caught, or caught too late in the life‘cycle, additional dosts are
incurred as the product is looped back into the development phase to remadve the vulnerability.

6.2.4 Theftorloss

The absence, removal or destruction of a data asset, or unauthorized data access due to actions taken
y a malicious actor, or by environmental hazards can occur4vithin the concept phase.

o

7 Phase 2: Development

7.1 General

'his is the second phase of the ICT producglife cycle, where engineering design and developrhent are
onducted. Example processes are prototype design and evaluation, engineering sample development
nd manufacturing, threat analysis, mranufacturing tool development and production operation
lanning.

Lor o W 5 WY o Y e |

7.2 Summary of development threats and controls

1.2.1 Attacks on deveélopment tools and/or network

The same security.thveats and prevention mechanisms described in 6.2.1 can be applied to thig phase.

.2.2 Malicious embedded firmware

Hardware, that has any intelligence requires firmware, so the hardware knows how to pperate.
Hirmware typically sits in non-volatile memory and is not authenticated prior to execution njaking it
vulnerable to attack through alterations. This characteristic of firmware makes firmware sugceptible
tio_attack at many stages in the SCLC. This subclause deals with malicious firmware during the design
and creation of firmware by the original designer. It is important to note that manufacturers of ICT
products can take the firmware from the hardware manufacturer and change it for their unique need
or ignore it all together and replace it with their own firmware or that of another third party.

Due to the fluidity of firmware from the original product designer throughout the supply chain, it is
important for firmware to be maintained and tracked with good source code management tools and
version control processes. Firmware not only changes within the supply chain, prior to provisioning,
but it is not uncommon for it to change throughout phase 5 and even into phase 6. Firmware changes in
the utilization phase typically occur to address performance and security updates in the hardware that
were not discovered in validation.

© ISO/IEC 2023 - All rights reserved 7
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In design, all firmware can include a process for adding a digital signature to the firmware prior to
distribution so the ICT process can verify the signature and only load the firmware if the signature
is valid. The signature ensures the firmware has not been tampered with in phase 2. Combining this
process with the security design life cycle practices can improve confidence in the validity of the
firmware.

7.2.3 Malicious hardware

Malicious hardware (HW) can be introduced by an internal or external source adding additional
circuitry— i i et t
requirements. Best practices to mitigate the implementation of malicious HW are the implementation
of peer|code reviews and the utilization of code scanners. Additionally, characterizing the 1iormdgl
behaviour of the HW enables the implementation of test cases that test for abnormal behaviours:

Malicioys HW results in additional circuitry added to the design. The hardware performs all th
functionality to meet the design requirements but has additional circuitry that can activate only afte]
a speciffic condition exists (number of executions, amount of time since power orjgetc.). It is almo
statistidally impossible to exhaustively test with every possible input vector. Theytypes of hardwar
trojans pre broad, but it is technically possible to send data back to an unauthorized party. Anothe
hardwatle trojan can invoke a destructive action or prevent any action daring the operation of th
product]

(@P'-S(D

w =

7.2.4 [Malicious software (driver)

Softwarje drivers and firmware typically come from the hardware supplier, but there are instance
where these are provided by a third party. This can be done when a single software driver is controllin
nts from multiple hardware manufacturers, and it requires the integration of multiple sets g
into a single signed software module. This software is susceptible to the same design threat
for softyvare implemented internally, like the insertion, of hidden functionality. To mitigate this threa
when sg¢lecting suppliers it is important to consider the SDL and supply chain controls followed b
the supplier. Additionally, validation results can_be made available as part of the product delivery t
ensure that there can be independent verification of code scans results and test results and to ensur
no abngrmal behaviour. Requiring only.signed software as a standard practice enables softwar
traceablility directly back to the signing organization and possible verification that no manipulatio
has occiirred. Performing static code scans of each version of software provided will give an additiong
internallly verifiable result to the state of the software provided.

T =R 0977
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Malicioys software can also eccur from software tampering. Some common types of softwar
tampering mechanisms are.described in Annex F.

W

Counterffeit compeneénts can appear to operate within the requirements established by stakeholders,
but can [suffer from substandard materials and insufficient quality controls and validation, leading t
unpredictablestife. This can lead to higher failure rates, inoperability within the required environment
(heat, nloisture, vibration, etc.) and the inability to hold the product manufacturer accountable.

o

One best practice which can be implemented in the supply chain is to buy only from distributors that
are authorized (by the manufacturer of the component). Another best practice is to perform routine
audits of the suppliers on their security practices to prevent counterfeit parts from entering their
supply chain. Audits can include observation of supply chain practices, destructive tests on components
and verification of validation results.
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8 Phase 3: Source and manufacture

8.1 General

This is the phase where the materials and components are manufactured into ICT products. There
are many threats in the production process that can impact the performance of the product or expose
intellectual property for theft. Like other phases, phase 3 requires an implementation of good practices
in information technology processes as well as supply chain processes, to ensure consistency.

8.2 Source

Jource is the acquisition of goods or services from a third party, which contributes to theTCT comnponent
gr product. This is the phase to prepare necessary materials and tools for the production: The materials
ipnclude not only raw materials, components, software, but also services like storage, building and
yalidation. Companies typically implement a comprehensive sourcing strategy thatincludes establishing
decurity criteria in addition to their corporate responsibility and quality eriferia to be usefd in the
delection of the supplier. The parties responsible for supply chain assurance and information pecurity
define the criteria. This means the criteria can be used to align supplieréexpectations with the|goals to
Qrevent threat vectors occurring at earlier points of the life cycle. Additionally, controls through audits
dr quantifiable assurance (documented proof) can be added as partofthe criteria for supplier gelection
dnd ongoing monitoring.

j.S Manufacture

lanufacture is the phase to integrate final products:from the materials prepared in the previous
ource phase. During the integration and at the completion of the manufacturing, a series of tests and
valuation can be applied. In some cases, middlegproducts can be transferred from one facilify to the
ther. In that case, phase 4 protection is applied: At the end of the manufacturing, it is impdrtant to
onfigure the products as “end of manufacturing” state, which disables all manufacturing interfaces
uch as debug and test ports.

[ T o W o W > W ¥ )

4 Summary of production threats and controls

4.1 Attack on production toeols, data exchange tools and/or network
he same security threats;and prevention mechanisms described in 6.2.1 can be applied to thid phase.

In ICT product manufacturing, most fabrication equipment is very sophisticated, and the equipment
ip serviced by the-equipment manufacturer’s technicians. There are two methods of maintenahce. The
rst method is(through the network, in which case access controls are expected to be very tjght and
pically are‘epened and closed by the builder rather than leaving a business-to-business cojnection
pen for somieone to take advantage of the open connection to affect the performance of the eqyipment.
Iternatively, technicians can come into the factory to service equipment. In this case, the teghnician
an e supervised or electronically monitored while in the factory to protect assets from theft,
anjpulation, or insertion of foreign materials into the build process.

8.4.2 Unauthorized disclosure

Most of the design files used in the creation of components are only shared under the strictest of non-
disclosure agreements (NDAs). However, violations of these NDAs, either intentional or unintentional,
are not always reported by the violating party. This expands the insider threat potential beyond just
the manufacturer to include every supplier or vendor that is given sensitive information about the
manufacturer’s products. Methods to minimize accidental or purposeful disclosure include:

— applying digital rights management (DRM) to design files with policy settings that restrict
viewing files unless specifically granted by the owner of the file, thereby limiting physical access to the
manufacturing floor;
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— training technicians and engineers on how to properly handle information and designs they
readily use to perform their jobs.

8.4.3 Reverse engineering / theft of design

Any design that can be created can also be reverse engineered. Even if an attacker cannot gain direct
access to the design files, extraction of the synthesized files (processed designs) can allow for possible
reverse engineering of critical design secrets. This can include cryptographic keys stored within the
products. Detect1on ofa stolen des1gn canbe enabled by obfuscatmg the cryptograph1c key by dlspersmg

the manufacturing facility. System settings that are open in manufacturing to erable the corred
configuration of an ICT product are expected to be locked prior to leaving the end of the manufacturin
line.

Ud = U

8.4.5 |Design alteration

Alteratipn of the design can occur during a number of stages by various actors. It is possible for a supplie
to suggdst a seemingly innocuous change that actually provides the ability to induce an undefined stat
of execytion in the system. An integrator can also make a covert-¢hange to the design files provided a
part of gdn integration effort, and a substitute component can be.swapped out due to supply shortages o
in an effort to save costs.

= o (D %

To mitigate impact by suppliers, a contractual agreemént can be implemented to ensure that ever
change fo a material goes through a formal engineering change order (ECO) process and all partie
can weigh in on the change and determine the impéet before the change is implemented. All materi3
testing performed by the supplier is expected to be made available for inspection if the designer see
anomalj

s in product quality or performance,

7T — T

To mitigate against changes between the.designer/OEM and the manufacturer, contract wording i
expectef to disallow alteration and define a process for the manufacturer to engage the designer/OEN
for temporary modification of design\due to unforeseen conditions, such as natural disasters impactin
design qupply of approved compénents. In addition, the designer/OEM is expected to require as-bui
BOM information to be providedfor each of the ICT products built so that it can be compared againg
the engjneering and manufacturing BOMs to ensure they match. The ability to perform teardow

verification of every material in the product is a means to sample check conformance to the design.

ARl

8.4.6 [Insertion ofinalicious and/or counterfeit components

A maliclous component is a device that has been made to look like and function identically to a valid
compongent but has some level of additional functionality that performs a malicious action when
dcA mal1c1ous component can also be a lower Value or funct1onal1ty component that has been

occurred. One example is that attackers can seek to replace or1g1nal memory components with slower
memory, tarnishing the name of the suppliers (given that faster memory costs more than slower
memory, but both perform the same functions).

A counterfeit component is a device that is expected to function like the legitimate device but can lack in
quality, performance of rigor of validation. These devices can be easily distinguishable when powered
on due to power draw or throughput deviations from the norm, yet they are easily inserted during later
stages of the phase 4 when only visual validation is performed.

To mitigate these risks, the manufacturer’s sourcing processes are expected to be verified to
ensure sourcing from only authorized distributors with rigorous controls in place. Additionally,
the manufacturers’ internal processes are expected to place controls on the movement of materials,
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components and products in and out of the manufacturing floor with warehouse controls like cameras
and locked cages to prevent malicious or counterfeit components from entering their facilities. With
ICT products, the additional electronic verification of the final platform can be performed to detect
anomalies with individual units. An example attack case (use of tagalongs) is described in Annex E.

8.4.7 Falsification of test results

During the test phase, an attacker can modify the results of the testing performed. This can be done
to prevent detection of malicious changes made to the component or to mask the presence of trojan
gircuitry imjectedimtoa componemt:

To mitigate against falsifications, processes similar to software best practices can_be ‘applied to
individual test cases. It is possible to implement a regular comparison of factory implemented t{;t cases
dgainst a set of master test cases to detect modifications (hash compare, code compare). Additionally,
tlest program management systems can be a means to ensure all required test cases'are being dxecuted
qo an attacker does not turn off a test case such that the failure is not recorded. The best gractices
df separation of duties can also be implemented (e.g. a test engineer does/hot have authorization to
4

pdate/delete test results storage, only insertion).

8.4.8 Product theft

RBroduct theftis a common threat in the ICT productlife cycle. Given the value of the product compared to
their relative size, products can become targets for theft, espécially during periods of supply shprtages.

The key to mitigate against theft is to minimize the value/of the ICT product while in transit. This can
be done by cryptographically sealing the product with the key being passed to the end user or husiness
deparately from the delivery of the product. Additionally, the ability to “brick” the produgct (turn
permanently non-operational) by the owner will\fesult in the product being worth only the recycle
yalue. Additionally, it is important that the product and key valued components (solid stafe drive,
themory, CPU, etc.) all have the capacity to e turned non-operational or sealed so the produft is not
Harvested for the valuable components inside.

8.4.9 Code insertion or replacement (firmware, operating system, software)

It is also possible for an attackerto replace valid firmware images with malicious images or fo make
dlterations to the existing ficmware. This is especially true for firmware that is not signed or integrity-
dhecked by a trusted element on the component.

To mitigate this threat) one practice that can be employed in phase 3 is to take measuremer]ts of all
firmware, operating’system and software that includes a hash of the software and any [identity
information. TheZdata can be stored in the cloud utilizing a unique product identity like |Trusted
(omputing Growp (TCG) Platform Certificate.[Z] Then a method can be provided for the owner to
letake meaSurements of the system and compare them against the values stored in the cloud to detect
dny discrepancies. Another practice employed by large IT organizations is to reinstall all firmware,
gperating system and software from their secure software vault. This neutralizes the impagt by an
dttdck on firmware, operating system and software while the product is in transport.

8.4.10 System replacement (spoof device)
This can occur where the entire product has been cloned and is trying to be passed off as OEM product.

To mitigate against these threats the OEM can implement a platform certificate process and a utility for
the end user to run to see if their certificate is valid. This still requires the user to run the validation
process, but implementation of a method for the OEM to verify authenticity will help ensure brand
reputation is not harmed through the introduction of sub-standard products being passed as original.
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9 Phase 4: Transport

9.1 General

To mitigate risks in this phase, the sender can implement physical protection mechanisms such
as shrink-wraps, physical seal and electrical protection mechanism such as product and software
configuration change detection mechanism. By recording hardware and software configuration digital
signature at the end of the manufacturing process, the receiving party can confirm any change on the
system by checking the digital signatures.

This is the phase where the products are shipped from the manufacturer to other locations, whichyca
include |physical and logical product transportation, storage and export/import customs process a
requiregl. Since multiple stakeholders can participate in this phase, multiple threat actors and vector]
are expécted to be considered. This phase can occur during other phases such as source or manufacturg.
In some|cases, ownership of the products is transferred from a sender (e.g. manufacturer}+to a recipient
(e.g. end users).

ViVl =9

It includes sourcing of materials and services, product validation and delivery to thejend user which can
include physical and logical products transportation, storage and export/impert’customs process if it
is required.

9.2 Summary of production threats and controls

9.2.1 |Product theft
See 8.4.8.

9.2.2 [Code insertion or replacement (firmware, operating system, software)

See 8.4.9.

9.2.3 [Insertion of malicious components

See 8.4.6.

9.2.4 [System replacement (spoof device)

See 8.4.10.

9.2.5 |Physical attack\in storage and transit

This cah occur between product shipment by manufacture and receiving by customer. Usually, th
sender is responsible for this phase and delegates to a shipping organization by buying services such a
transpoftatign,storage and custom process.

1%

vi

10 Phase 5: Utilization and support

10.1 General

This phase comes after the production of the product, as it is put into operation by the owner of the
product or their service provider. Many of the same threats in this phase can occur as part of support,
which is another SCLC phase that operates at the same time. Differences exists in who the bad actor
would be and the ease by which they can affect change on the ICT product.
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10.2 Provision

This is the first phase of utilization where the purchaser of the ICT product or their service provider
takes physical control of the ICT product. In this phase, it is important to verify that the product matches
what was procured from the producer. Additionally, it is advised to scan the product for any possible
malicious software loaded on the product in the phase 3 (which includes packing and shipping to the
customer or distributor).

10.3 Utilization

his is the phase in which the product is performing its intended function. This phase~cay be the
lpngest phase in the SCLC. To keep the product performing and protected from vulnerdbiliti¢s found
fter the product shipment, it can be necessary to maintain the product through software or firmware
pdates (patch). In this phase, end users are responsible for keeping the product secure ang stable.
anufacturers are responsible for providing security mitigation and guidance to@nd users.

nce provisioned, the ICT product is installed and typically connected to“a_hetwork to perform its
iptended functions. The same ICT product can be used for different purpeses throughout itis useful
life. If the ICT product is reprovisioned to perform new functions, the ptoevisioning phase is gxecuted
gain to ensure it is properly set to perform the new function. For(example, a cloud data ceptre can
pically be required to change configuration and software settings‘when reprovisioning a seryer from
revious configuration to identity management for a highly secure entity. However, in many cafses, this
eprovisioning of a server does minimize possibility of an attack:

0.4 Support

his is the phase in which the system is upgraded; repaired or patched once it has entered phase 4.
his phase can be very short and, in some cases} exists at the same time as utilization with [updates
at run in the background while performing:ts intended use. Support can include automatefl down-
e-wire updates through a network connection (wired or wireless), or physical touch updates and
epairs through loading of software directly onto the system or opening the system and irfserting,
emoving, or replacing components of that system. Repairs of hardware components can be 4chieved
rough updating its driver or firmware software. This is more typical of system component repairs
ealing with security or logic flaws that can be leveraged to control or alter the intended fungtions of
e system.

0.5 Summary of utilization threats and controls

0.5.1 Unknown'provenance

nknown preyenance can occur in a building system, platform, and infrastructure without clear
ecurity guideline. Unknown provenance device or products can be installed with or without intentional
ipnorance.of security measures.

o mitigate risk, the party responsible for this phase can establish a clear guideline for devjces and
reducts that are connected or integrated into the system, platform and infrastructure to mgke sure
the device is safe to connect to the system. The best practice is to not use products of unknown origin
with the system.

10.5.2 Spoofed system (replaced system)

This can occur any time in the utilization phase by replacing the hardware, software, or firmware.
There are different types of spoofing, i.e. spoofing at software level or replacing a piece of hardware.

To mitigate the risk, the party responsible for utilization can implement protection mechanisms in
physical layer such as access restrictions and in ICT network layers. This can be done by implementing
the integrity check of each device utilizing hardware base “Root of Trust”.
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10.5.3 Undetected tampering

An attacker gains access to the system and successfully modifies it to perform undesired functions.
This can be done by gaining access to the system while unattended by the user. Additionally, this can be
done by gaining access to the building that houses the system through a compromised service provider
like physical security or cleaning services. It can also be done by an insider within the organization.

10.5.4 Build data store tampering

store. Ap attacker can modify this file to remove, insert or change a record of the actual componént

== 1

—— (D (D

solution with a verification step against that copy or hash every time the build, data are accesse
with an|alert occurring if the hash or file do not match. An additional countermeéasure involves block
chaining the build data at each process step. Block-chaining would permit pre-manufacture integrit
checking of the process step order, the data/meta-data associated with each-step, and facilitate forensi
investigption of a tampering incident to determine the targeted functignality within the product an
potentiglly make attribution to the threat actor.

== o B

10.5.5 [Non-current device/product (firmware, operation system, application, drivers)

Non-current devices or products are those where the system or component vendor has provided a
update fo address an unintended operation or close asécurity issue that was discovered after th
productlwas put into use by the customer. Without maintaining current firmware, software, or 0S, a
attacketf can leverage that vulnerability to compromisé the system performance or introduce undesire
functiorns on the system.

L= ~gr=J g

To mitigate the impact of an out-of-date préduct software, an organization can create processes t
regularly review system manufacturers sitefor latest updates and have an established process to verif]
those updates in a lab and perform a test-to ensure the update does not introduce quality or reliabilit
issues. Once an update is verified, the 6rganization records the most up-to-date state of that systen
then ingtalls the updates to systéms. Additionally, implementation of a system verification check o
a reguldr cadence can verify thatithe system was successfully updated or drive a forced update base
upon the¢ organization’s secutity policy.

- N N
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10.5.6 [Unauthorizedchanges (firmware, operating system, software)

An attafker can leéyverage the support mechanisms to alter microcode, firmware, OS or applicatioh
softwarp to perform unintended functions or alter the existing functions to do something different
than intended;or make them non-functional.

To mitigate these types of attacks, manageability software can verify the software size, versioy,
signature to an image stored off the system or in a secured storage within the system itself. If the image
is stored on the system itself, then the validation can take place prior to connecting the system to the
network, thereby minimizing the ability of the tampered system to infect other systems on the shared
network. A best practice can be to run these checks on a periodic basis and not rely on a system start-
up, as more and more systems run continuously or have standby modes that would not initiate system
start-up.

10.5.7 Unauthorized component swap

An attacker can leverage the support processes to gain access to the system and replace the component
that impacts functions. Example of such attacks can be removing high speed memory with lower grade
memory or replacing storage with lower capacity.
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10.5.8 Insertion or replacement with malicious component

An attacker can insert or replace components after all validation testing has occurred or leverage the
support process to release malicious component firmware, operating system and software updates
into a system. For example, an integrator can change to design files as part of integration or where an
upstream antivirus service update server is compromised and releases a signed and verified malware
to deployed downstream end points.

To mitigate against these attacks, it is important to minimize the parties who can access the products,
tools and other equipment used in all phases of the product life cycle to protect from insider attacks.
It is important to protect system integrity by evaluating all possible attack surfaces throughout the
product life cycle and known security vulnerabilities, including software update mechanisms.

Best practices include running integrity verification checks prior to connecting the System to the
network, minimizing the tampered system'’s ability to infect other systems on the shared network and
dutomating checks on a periodic basis to ensure continued security.

10.5.9 Product data store tampering

Rroduct data store is a digital representation of the current device-configurations. This can| include
domponents originally installed as well as new components inserted“to replace existing comjponents
that are not functioning properly. An attacker can modify this file t6 remove, insert or change f record
df the actual components currently in the product, thereby making the use of this data in quality or
decurity excursion investigation ineffective. This can be done{more easily by a support staff within the
drganization or contracted to provide product support,&Such as an outsourced IT service prqgvider. It
dan be done after the fact by any third party with access\to the system housing the product datp store.

To mitigate tampering, one can employ encryptionat rest, thus adding a layer of security within the
data file itself. Additionally, a hash of the file of’a copy of the file can be stored outside the|storage
Jolution with a verification step against that ¢gpy or hash every time the build data are accessed, with
gn alert occurring if the hash or file do not midtch. Additionally, occasional audits of devices servjiced can
e compared to the device data store file-Audits can be in the form of a physical check of the prpduct or
unning utilities that interrogate what is’on the product and compare the product data store fi

11 Phase 6: Retirement

11.1 General

Retirement is the fihalphase of the SCLC. In this phase the products are cleaned, which meansg all data
dre erased to prétect the stored information and properly transferred or recycled. The objegtives of
retirement arenot to reclaim the scrap value of the product, but rather extend the life of the prioduct in
g secondary-market.

11.2 Summary of retirement threats and controls

19 1 Iunacoimata bhos PRP-GE 2P-¢ TEE LY
Iz rrracturattrarawarCrctuar i

This issue applies to business owned products, not consumer products. It involves cases where the
system itself has been changed, either components were removed or replaced with lesser quality
components. This is important to identify for multiple reasons. First, because the product value is
impacted and can be unacceptable for reusing in a second life. Second, because the component removed
can contain valuable data assets belonging to the organization.

To mitigate against inaccurate hardware return, the IT organization is expected to maintain a current
manifest on what is contained within the product. A utility can be run against the product and compared
to the IT manifest to identify discrepancies and follow up with the user of that product.
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11.2.2 Incomplete data removal

As ICT products become increasingly complex, it becomes increasingly difficult for IT shops to know
where all the data including keys resides on the product. It is no longer sufficient to wipe the primary
storage device of its data and assume all information has been removed. This issue is more relevant than
ever as public cloud providers reuse servers across customers and various levels of data classifications.

To mitigate this, designers are expected to design for clean erase or reset to new states of their
components flash memory. These utilities are made easily available to authorized owners of those
products, so they can reset and reuse the product. These utilities are expected to be able to attest t
the statp of the product to the owner so that the product can be reused in other ways. Not only doe
this help increase the value of the product at the end of its first life, but it makes a more pesitiv|
environnental impact as functioning products at the end of their depreciated life can be uséd agai
until product failure, or until they are unable to support a business need.

- (U U
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Annex A
(informative)

Product security threat mapping to SCLC phases
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Annex B
(informative)

Typical threats for hardware

i) 1 £ PG N ) +a L L. | Lial H Laodod o T L1 A
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Table B.1 — Workflow toolchain tampering

What (threat) Alteration of production and support tool sets and/or insertion of mali¢ious devicgs,
mechanisms, configurations, software or other objects into the product toolchain ith the
intent to disrupt, damage, corrupt or otherwise cause “out of spee;” which deliver ynex-
pected results condition to product life cycle workflows, equipment and process ofitputs.

Who (actors) Likely actors Needed facilitators Potential targets
— Intellectual property|— Internal equipment{— Developer

thieves support personnel
— Manufacturer
— Industrial competitors |— Toolchain providers
— OEM
— Intelligence services — Toolchain support
persorinel — End user
— Thipd party software
providers
When (life cycle |— Concept
stage)
— Development
— Production
— Utilization
— Support
— Retirement

Where — . Design and development facilities
=) Production facility/factories
— Warehouses
— Shipping vehicles while in transport
— Deployment staging environments
— Operational environments
— Refurbish, recycle, return centres

Why To disrupt, damage, corrupt or otherwise cause “out of spec.” condition to product life

cycle workflows, equipment and process outputs.

How: tactics,
techniques and
procedures
(TTPs)

— Attaining remote access to the toolchain through the exploit of vulnerable network

services operating on the edge of a trust boundary.

— Attaining physical or logical access to the target toolchain by social engineering (e.g.

intimidating insiders).

— Introducing malicious hardware or code into the toolchain through the support supply-

chain.
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Table B.1 (continued)

Safeguards and
countermeasures

Establishing physical controls (e.g. gates, guards, guns, dogs).
Establishing firewalls to limit remote access for each employee.
Establishing proper review process and mechanisms.

Ensure persons having privileged access to tool-chain components are sufficiently
trained to recognize social engineering attempts to gain access.

Develop and operate an effective supply-chain risk management (SCRM] programmg
to evaluate suppliers and service providers and their sources.

Table B.2 — Semiconductor IP (SIP) tampering

What (t

hreat)

Insertion of malicious semiconductor intellectual property (SIP) into the preduct design
with the intent to introduce unauthorized, flawed, disabled or otherwis€ intrustworthy
functionality into the product or a product component.

Who (as

'tors)

Likely actors Needed facilitators Potential targets

Industrial competitors/|— Systems architects — Developer
rivals
— Logic block designers, =~ Manufacturer
Nation-state intelligence
services — Simulation and¢, test|— OEM
specialists
— End user

— Process (fab)engineers

When (
stage)

ife cycle

Development stage

Production

Where

Design and development facilities

Production facility/factories

Why

To disrupt, damage, corruptier otherwise cause “out of spec.” condition to product life
cycle workflows, equipment and process outputs.

proced
(TTPs)

How: talctics,
techni?f!es and

res

Recruitment of insiders through social engineering (e.g. personal gain, intimidation
threat)

Interdictioirof digital transfers between SIP supplier and consumer

Safegud
counter

rds and
measures

Setting firewalls to limit access for each employee

Setting proper peer review process and mechanisms [i.e. Secure development life cyclg
(SDL)]

Validation testing plan to identify functionality or altered functionality

SIP digital fingerprinting with secure out-of-band fingerprint dissemination

SIP block-chaining

22

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=c33c9b4449a3331f450ec918fca1059c

ISO/IEC TR 6114:2023(E)

Table B.3 — Semiconductor fabrication tampering

What (threat) Alteration of semiconductor fabrication resources and/or production processes at the
chip-level with the intent to insert unauthorized, flawed, disabled or otherwise untrust-
worthy functionality into a product or product component.

Who (actors) Likely actors Needed facilitators Potential targets
— Industrial competitor |— Contract foundries — Fabless chip designers
— Nation-state intelligence| — Mask vendors — Merchant silicon vendors
service
— Toolchain providers — Secure products PEMs
— Toolchain support|— Defence supply-chain
personnel vendors
When (life cycle Production
stage)
Where Production facilities/fabs
Why To degrade reliability, gain privileged instruction access, expose secrets, create
side-channel, and/or weaken encryption or degrade othérfiinctionality
How: tactics, — Mask tampering
fechniques and
brocedures — Place and route tampering
[TTPs) .
— Sub-gate dopant tampering
bafeguards and — Tamper detection circuitry
Countermeasures

— Optical inspection against baseline (“golden chip”)

— Side-channel variance analysis

— Tamper focused functignal testing
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Table B.4 — Unpackaged semiconductor tampering

What (threat)

Insertion at the discrete part level of malicious unpackaged semiconductor components
and/or packaging technology into the product implementation with the intent to intro-

duce unauthorized, flawed, disabled or otherwise untrustworthy functionality into the
product or a product component.

Who (actors)

Likely actors Needed facilitators Potential targets
— Industrial competitor/|— Discrete device| — Developer
rival (chiplet) suppliers
— Manufacturer
— Nation-state intelligence| — Package technology
service suppliers — OEM
— Military adversary — Internal equipment|— Enduser
support personnel

— Toolchain providers

— Toolchain support
personnel

— Outsourced
semiconductor
assembly and  test
(OSAT) vendors

When (life cycle
stage)

Production

Where

Production facility/factories

Why

To disrupt, damage, corrupt or otherwise cause “out of spec.” condition to product lifg
cycle workflows, equipment and process outputs.

To introduce covert functionality.

How: talctics,
techni?fles and
proceduyres

(TTPs)

Eliciting cooperation of packaging vendor (e.g. outsourced semiconductor assembly
and test) through social, financial, political or other forms of pressure and enticements

Introducing malicious unpackaged components through legitimate supply-chaiy
distribution channels, or through component interdiction.

Safegudrds and
countelmeasures

Implementirg-detection methods at the chip level to detect unauthorized or altered
componentsprior to packaging [e.g. physically unclonable functions (PUFs)], setting
proper. review process and mechanisms to evaluate threat exposure introduced by
outsourcing assembly, test and packaging of chip-level devices (e.g. chiplets) intg
multi‘chip packaged products (see ISO/IEC 20897-1).

Developing technical methods to assess and detect out-of-spec package substrates ang
assemblies.

24
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Table B.5 — Packaged semiconductor tampering

What (threat)

Insertion at the subassembly level of malicious packaged semiconductor components into
the product implementation with the intent to introduce unauthorized, flawed, disabled or

otherwise untrustworthy functionality into the product or a subassembly thereof.

Who (actors) Likely actors Needed facilitators Potential targets
— Industrial competitor/|— Discrete component|— Developer
rival suppliers
— Manufacturer
— Natjon-state intelligence|— Internal equipment
service support personnel — OEM
— Military adversary — Toolchain providers — Enduser
— Counterfeit suppliers — Toolchain support
personnel
When (life cycle |Production
stage)
Where Production facility/factories
Why — To disrupt, damage, corrupt or otherwise cause “put,0f spec.” condition to product life

cycle workflows, equipment and process outputs.
To introduce covert functionality.

To distribute counterfeit product.

How: tactics,
fechniques and
procedures
[TTPs)

Eliciting cooperation of system assenibly and test vendors (e.g. contract manuf
vendors) through social, financial, political or other forms of pressure and entig

Introducing malicious compoénents through legitimate supply-chain dist
channels, or through component interdiction.

Redirection to counterfeit supply-chain.

hcturing
ements.

ribution

bafeguards and
Countermeasures

Setting proper reyiew process and mechanisms to evaluate threat exposure int
by outsourcingsubassembly manufacturing (e.g. contract manufacturing).

Developing technical methods to assess and detect out-of-spec discrete device

Developing and implementing supply-chain risk management (SCRM) prograri

roduced

14

|
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Table B.6 — Subassembly tampering

What (threat)

Insertion at the systems level of malicious subassemblies integrated into the product
implementation with the intent to introduce unauthorized, flawed, disabled or otherwise
untrustworthy functionality into the product.

Who (actors)

Likely actors Needed facilitators Potential targets
— Industrial competitor/|— Subassembly suppliers |— Developer
rival
— Internal equipment|— Manufacturer
— Natjon-state intelligence support personnel
service — OEM
— Toolchain providers
— Military adversary — Enduser
— Toolchain support
— Counterfeit suppliers personnel
— Third party software
providers

When (life cycle
stage)

Production

Where

Production facility/factories

Why

To disrupt, damage, corrupt or otherwise cause “out,ofispec.” condition to product lifg
cycle workflows, equipment and process outputs.

To introduce covert functionality.
To distribute counterfeit product.

To dump used/refurb product.

How: talctics,
techni?{les and
proceduyres

(TTPs)

Obtaining access to the production-‘facility by social engineering (e.g. intimidatioq
insiders, paid tamper by insider)

Eliciting cooperation of system assembly and test vendors (e.g. contract manufacturing
vendors) through social, fitrancial, political or other forms of pressure and enticements

Introducing malicjeus, counterfeit or degraded components through legitimate supply
chain distribution~¢hannels, or through component interdiction.

Safegudrds and

Setting properireview process and mechanisms to evaluate threat exposure introduced

counterfmeasures by outsourcing product manufacturing (e.g. contract manufacturing).
— Developing technical methods to assess and detect out-of-spec components.
— Deweloping and implementing supply-chain risk management (SCRM) program.
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Table B.7 — End product tampering

What (threat) Alteration or substitution of a finished product with the intent to introduce malicious be-
haviour into a larger system context, alter value distribution or realize other illegitimate
intent.

Once a product has completed its manufacturing process, some attackers can attempt to
alter the physical aspects of the product in order to introduce a backdoor or vulnerability
that can be exploited remotely. Numerous companies exist today that provide the ability
to perform a teardown of physical devices. A teardown can provide an attacker with infor-
mation to change the product functionality or to insert trojan functionality.

Tampering of a product can also occur at the system level rather than individual cgmpo-
nents. This can include insertion or replacement of legitimate components within 4 sys-
tem. Detection of such compromises can range from a simple visual inspection to djomplex
power analysis to requiring a full teardown of the device.

Who (actors) Likely actors Needed facilitators Potential targets

— Anyone with physical|— Complicit employee — ,“Manufacturer
access to the product o S
and the technological|— Shipping/distribution|{— OEM

capability to implement contractor
an alteration or — Enduser
substitution.
When (life cycle |— Production
stage)
— Support
Where — Assembly
— Storage
— Transit
Why To enable high-privilege aceess to product over remote connection, enable out-of-band
exfiltration of product information, induce malfunction later, extract product or uder data
via covert channel, andto take over control of the product remotely.
How: tactics, Injecting trojan orbaekdoor circuitry into the product, or adding extra componentto ex-

fechniques and isting product to\perform required task (e.g. hardware or software implant).
procedures
[TTPs)

Bafeguardsand |— Visualinspection
Countermeasures

— \Component imaging
~— Verification of operations within predefined thresholds, such as voltage

— Software image cryptographic signing
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Table B.8 — Tagalongs

What (threat)

Attachment of a malicious standalone system or device to a finished product with the in-
tent to provide clandestine monitoring of, and/or interference with, a product's intended
function, or to surveil or collect information about the target (owner or end-user consum-
er) of the product.

See details in Annex E.

Who (actors)

Likely actors Needed facilitators Potential targets

— Law enforcement — End user — Developer

— Intelligence services — Commercial freight and|— Manufacturer
delivery services

— Military units — OEM

Private couriers

Political activists End user consumers

Distributors/

wholesalers Political campaigns

Private investigators

Retailers Criminal organizations

Service providers Military units

Other insiders Government officials

When (life cycle |— Utilization
stage)
— Support
— Retirement
Where — Producttransportation - tagalongs canrbe attached or affixed to a product destined foy
the target consumer during transitfrom a supplier. The tagalong can be introduced a
the point of origin/departure frem a supplier, or through interdiction of the produc
while in route to the target.
— End user consumer site
— Product wholesale.and retail distribution points - tagalongs can be introduced by
middle market actoys
Why — To introduce malicious behaviour into a larger system context, or other malevolen
intent.
— To acquire’geospatial data to determine target’s location and travel pattern/profiling
— Tobridge an airgap.
—\Jo collect audio, visual and communication signals/traffic/data.
— To establish remote and/or persistent presence.
How: tactics, Adding malicious device or function to the target product by adversarial actors or unin-
techniquesand tentional operation by end user.
procedyires
(TTPs)
Safeguardsand |— Anonymous supply-chain product acquisition
countermeasures . o
— RF scanning/monitoring
— Visual inspection
— RF shielded operational environment
— Extreme temperature exposure
— Salt water immersion
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What (threat)

The absence, removal or destruction of a tangible asset, or the unauthorized acquisition of
intellectual property (IP) due to actions taken by a malicious actor, or by environmental

hazards encountered within the product life cycle.

Theft or loss of a product can happen at any stage across the product life cycle. During
development, IP belonging to an organization can be seized on corporate networks or
willingly provided by a malicious insider. Once the final product is manufactured, its theft
or loss can have a variety of consequences based on a number of different factors.

Forexampte; some products,; Suciras tegrated TiTTuits, Of ter TeqUiTe ProviSIoTTT

P to

prepare the part for full release. Until that process is completed, the security of the part is
often considered incomplete. The theft or loss of a part before the provisioninig prdcess is
completed can result is easier extraction of critical assets or IP from within the paft. This
ensures sure parts of prime interest to highly sophisticated and/or well-fiinded adversar-
ies.
Who (actors) Likely actors Needed facilitators Potential targets
— Anyone with physical|— Complicit employee — “Developer
access to the asset or the
element on which the|— Shipping contractor ~— Manufacturer
asset is located.
— Warehouse employee |— OEM
— Anyone with access
to network or storage — End User
element where I[P is
stored.
When (life cycle |— Development
stage)
— Production
— Utilization
— Support
— Retirement
Where — Product storage
— Product transportation
— Corporate networks
—{ Production facilities
Why — To compromise the functionality of the final product
— To obtain early or cheap access to advanced technology
— To gain technological advantage by stealing superior or unsupported IP
— To damage the brand recognition of a manufacturer or supplier
— To build functional or execution capabilities at a fraction of the cost and/or tithe
How: tactics, Gaining access to asset of IP via social engineering of employee or contractor.
techniques and
procedures
(TTPs)
Safeguardsand |— Assettracking and accountability
countermeasures
— Visual inspection
— Setting firewalls and user permissions to restrict access to sensitive IP
— Audit access logs to trade sensitive IP
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Annex C
(informative)

Typical threats for software

Tbl C"L L ola i) £ H 1+l ta L, £1 Ll H Ladad o T o1 A1
a eS L LU L.U SIIUVVOS d TTUIIiucTl Ul Ly lJll.al LITITCALS 1TUT JSUILvwdadrl ©, WITIUIT Al T ITICIUUCTU IIT 1dUIC 3. 1.

Table C.1 — Workflow toolchain tampering

What (threat) Alteration of software tool executable images, supporting code or configuratioh,param-
eters, and/or insertion of malicious code with the intent to disrupt, damage;,corrupt or
otherwise cause life cycle harm to software system elements of a product;

Who (a¢tors) Likely actor Needed facilitators Potential target
— Industrial competitors |— Internal equipment|— Developer
support personnel
— Nation-state intelligence —£ )Manufacturer
services — Toolchain providers
— OEM
— Toolchain suppert
personnel — End user
— Third party ‘software
providers
When (Jife cycle |— Concept
stage)
— Development
— Production
— Utilization
— Support
— Retirement
Where — Design and.development facilities

— Production facility/factories

— _Warehouses

=<~ Shipping vehicles while in transport
— Deployment staging environments

— Operational environments

— Rerurolsn, recycle, return centres

Why To disrupt, damage, corrupt or otherwise cause “out of spec.” condition to product life
cycle workflows, equipment and process outputs.

How: tactics, Gaining physical or logical access to the target toolchain by social engineering (e.g. intimi-

techniques and dation insiders)

procedures

(TTPs)

Safeguardsand |— Setting firewalls to limit access for each employee

countermeasures

— Setting proper review process and mechanisms
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Table C.2 — Microcode Tampering

What (threat)

Alteration of microcode within, or the insertion of malicious microcode into, a semiconduc-
tor product dependent on low-level code during the development, production, utilization
or support life cycle stages with the intent to introduce unauthorized, flawed, disabled or

otherwise untrustworthy functionality into a product or a product component.

Who (actors) Likely actors Needed facilitators Potential targets
— Industrial adversaries — Cooperative/|— Market competitors/
compelled/ coerced rivals
—_— Law enforcement OEMs
— Investigationtprgets
— Nation-state intelligence| — Reverse engineering
services services providers |— Geo-political [ nation-
staterrivals
— Transportation N\
services providers — (Political leadeyfs
— Operational servicesy— Political dissidents
providers i
— Coercion targefs
— Maintenaneeé/ ) o
support (epvices|— Private individuals
providers
When (life cycle |— Development
stage)
— Production
— Utilization
— Support
Where — Design and development fagcilities
— Production facility/factories
— Warehouses
— Shipping vehicles while in transport
— Deployment staging environments
— Operational environments
Why To weaken encryption, intercept/tap live I/0 streams (video, voice, data), establish/main-
taimpersistence, remote access, modify micro-architectural behaviour, induce side-¢hannel.
How: tactics, < Initial OEM deployments.
techniques and
procedures — Productinterdiction and tampering.
[TTPs) _
— Product maintenance/updates.
Bafeguards and |— Enforced code transparency policies
Countermeas-
—  Dovicelagictransnarency
Ico o r J
— Static code analysis
— Provenance verification
— Cryptographic hashing
— Supplier and service provider vetting
— External product operational observability
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Table C.3 — Firmware Tampering

What (threat)

Alteration of firmware within, or the insertion of malicious firmware into, a subsystem

of an information technology product during the development, production, utilization or
support life cycle stages with the intent to introduce unauthorized, flawed, disabled or oth-
erwise untrustworthy functionality into a product or a product component.

Product maintenance/updates

Operational compromise

Who (actors) Likely actors Needed facilitators Potential targets
— Industrial adversaries — Cooperative/|— Market competitors/
compelled /coerced rivals
— Law enforcement OEMs
— Investigation targets
— Nation-state intelligence| — Reverse engineering
services services providers |— Geo-political (qation
state rivals
— Transportation o
services providers — Politicalleaders
— Operational services|— Politi€al dissidents
providers i
— ,Coercion targets
— Maintenance/ ) o
support serviced Private individuals
providers
When (Jife cycle |— Development
stage)
— Production
— Utilization
— Support
Where — Design and development facilities
— Production facility/factories
— Warehouses
— Shipping vehicles while'in transport
— Deployment staging environments
— Operational ‘environments
Why — Intercepty/tap live I/0 streams (video, voice, data)
— Torestablish/maintain persistence
—(2Rémote access
+ Denial of Service
— Induce side-channel
How: tactiCs, — Initial OEM deployments
techniquesand
procedures — Product interdiction
(TTPs)

ures

Safeguards and
countermeas-

System-level hardware Root of Trust (RoT)

Device-level semiconductor RoT
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Table C.4 — System Software Tampering
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E)

What (threat)

Alteration of system-level software within, or the insertion of malicious system-level
software into, an information technology product during the development, production,
utilization or support life cycle stages with the intent to introduce unauthorized, flawed,
disabled or otherwise untrustworthy functionality into a product, a product component

or a larger system-of-systems.

Individuals or
organizations with
access to the end
product

Individuals or
organizations with
access to the product
distribution sysStem

Individaals involved
in . leading system
software onto ICT
product

Who (actors) Likely actor Needed facilitators Potential target

— Disgruntled employee |— Individuals or|— Developer
oragani7zaatiagneg

— Compromised insider Witho access to the|— Manufacturer
software while under
development or its|™ OEM
associated network

— End user

— Remote access

When (life cycle |— Development

stage)
— Production
— Utilization
— Support

Where — Design and development facilities
— Distribution staging environment
— Qperational environment

Why ~—/Compromise system functionality

— To establish/maintain persistence

— To exfiltrate information assets

How!: tactics,
lechniques and

— Injecting into source code by disgruntled employee or malicious insider.

TUCEduTES

(TTPs)

L onanraricina-danlaizmaant rrrals
COTHPT O ST S, Gt PTO y THCTIC SCT v CTs

— Compromising update server.

— Modifying unsigned code.

— Extracting code signing key from manufacturer.

Safeguards and
countermeasures

— Maintaining and auditing source code repository logs.

— Keeping signing keys in high-security hardware with minimum employee access.

— Signing all code using NIST-compliant algorithms and keys.
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Table C.5 — Application Software Tampering

What (threat)

Alteration of application software within, or the insertion of malicious application code
into, an information technology product during the production, utilization or support life
cycle stages with the intent to introduce unauthorized, flawed, disabled or otherwise un-
trustworthy functionality into a product, or a larger system-of-systems (e.g. network).

Who (actors)

Likely actor Needed facilitators Potential target
— Individuals or|— Internal equipment|— Developer
organizations support personnel
with  gccess  to the — Manufacturer
software while under|— Toolchain providers OEM

development or its

associated network — Toolchain support

— End user
— Third party software
providers

— Individuals or
organizations with
access to the end product

— Individuals or
organizations with
access to the product
distribution system

When (Jife cycle |— Production
stage)
— Utilization
— Support
Where — Production facility
— End user site
Why To introduce unauthorized, flawed, disabled or otherwise untrustworthy functionality

into a product, or a larger system-pfSystems (e.g. network).

How: talctics,
techni?{!es and
procedyires

(TTPs)

Insertion of malicious application code into an information technology product during the
production, utilization or support life cycle stages.

Safegudrds and
countelmeasures

— Maintaining ahd auditing source code repository logs.

— Keepingsigning keys in high-security hardware with minimum employee access.

— Signing/all code using NIST-compliant algorithms and keys.

Table C.6 — Theft and Loss

What (threat)

The absence, removal or destruction of a software asset, or the unauthorized acquisition
of trade secrets due to actions taken by a malicious actor or by environmental hazards
encountered within the product life cycle.

Theft or loss of software/firmware typically revolves around an attacker’s ability to

dCLCS5S5 Lllt: Ul igilldl SOUUICE LUL‘IC ubt‘d ill Lhe CI CdLiUIl Uf LllU Ulld Pl1 Udul,l,. ALLUDD Lo LIIU
end binary can be of concern if there is a need to protect the confidentiality of the IP
contained therein.

Additionally, loss can become a critical concern if the original IP is lost as well as any
backups that existed. Such an occurrence has resulted in more than one organization
going out of business. The ability to attack an organization in such a manner would make
this of prime interest to disgruntled employees, competitors or well-funded adversaries
seeking to eliminate capabilities.
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Table C.6 (continued)

Who (actors)

Likely actor

Needed facilitators

Potential victims

Disgruntled employee

Compromised employee

Warehouse employee

Logistics employee

Developer

End user

— Criminal individuals or|— Factory employee
organizations motivated by
financial gain through sale of|— Authorized  service
DtU}Cll iutc}}cutua‘l Pl UPCI ty Ul p?‘f\‘lif‘ﬂ“
data. o
— Individual that
— Industrial espionage agent breaches physical
working on behalf of an security and gains

industrial competitor or nation-
state backed entity.

unauthorized access
to the product

When (life cycle
stage)

Development
Production
Utilization

Support

Where

Production facility
End user site

In transport

Why

To enable usage of software
To extract IP/trade secrets

To create their ownproduct

To destroy competitor’s advantage

To reduce financial cost from legitimate usage

To enliance own capabilities by integrating superior IP

Financial income through creation of competitive product

How: tactics,
fechniques and
procedures
[TTPs)

Reverse engineer solution
Extracting source code
Bypass licensing

Creating fake licenses

bafeguards and
fountermeasures

Maintaining and auditing access logs for source code repositories.

Utilizing obfuscation techniauestostrenagthen resistance to reverse enginee
o 1 (=] (=]

Minimizing employee access to trade secrets/IP.

Utilizing trusted execution environments for validation of licenses and usage/storage

of key material.

ing.
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