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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization

The procedures used to develop this document and those intended for its further anaifftenance
dre described in the ISO/IEC Directives, Part 1. In particular, the different approval |criteria
njeeded for the different types of ISO documents should be noted. This document-was drpfted in
a

ccordance with the editorial rules of the ISO/IEC Directives, Part 2 (see wwW.iso.org/directives
rwww.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the syibject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
gny patent rights identified during the development of the document. will be in the Introduction and/
dr on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list df patent
declarations received (see patents.iec.ch).

Any trade name used in this document is information givendor the convenience of users and ¢loes not
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific tefms and
gxpressions related to conformity assessment, as ‘well as information about ISO's adhejence to
the World Trade Organization (WTO) principlés’in the Technical Barriers to Trade (TBT), see
www.iso.org/iso/foreword.html. In the IEC, see\www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tedhnology,
Jubcommittee SC 27, Information security,)cybersecurity and privacy protection.

Any feedback or questions on this-document should be directed to the user’s national sthndards
hody. A complete listing of ‘these bodies can be found at www.iso.org/members.htiml and
y

vww.iec.ch/national-committees.

© ISO/IEC 2022 - All rights reserved v


https://www.iso.org/directives-and-policies.html
http://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://www.iso.org/foreword-supplementary-information.html
http://www.iec.ch/understanding-standards
https://www.iso.org/members.html
http://www.iec.ch/national-committees
https://standardsiso.com/api/?name=9242de6a1e2cdc7701718f7846c5bcfd

ISO/IEC TR 5895:2022(E)

Introduction

Remediation of vulnerabilities in modern technology systems can vary and depend on the nature of the
vulnerable component. Certain vulnerability handling efforts can require multiple ecosystem players
taking action at multiple and interdependent layers within a given information and communication
technology (ICT) system. Mitigation can necessitate the engagement of the broad ecosystem of
stakeholders to develop, test and deploy mitigations in a manner geared to incentivize adoption by end
users.

For exainple, a vulnerability in a widely used software library (protocol) can entail action by differejt
ecosystém players as part of the remediation effort. As another example, a remediation development
and testing for a vulnerability in a hardware component can depend on an operating system funning
on the hardware, and require different actions from different operating system providers) ‘Due tp
these cgnsiderations, multiple vendors need to participate in remediation efforts involving certain
vulnerapilities.

pe=m

Yet vulnerability disclosure and handling processes as described in [SOMAEC 29147 an
ISO/IEC|30111 primarily focus on processes involving one reporter and one vendo Further discussio
and confiderations are necessary to explain how ISO/IEC 29147 and ISO/IEC'30111 practices apply i
the contlext of multi-party coordinated vulnerability handling and disclosure.(MPCVD).

-

ISO/IEC| 29147 and ISO/IEC 30111:2019, Clause 8 briefly and generally address the comple
situatioh of MPCVD, where a broader collaboration within the ecésystem is needed to identify an
validate vulnerabilities, develop and test mitigations and finally \make them available for end user;g.
ISO/IEC|30111 refers to these situations as “cases where vendoxs €an share vulnerability information i
order tq resolve the issue that involves components from multiple vendors” and provide five example
of such gituations or reasons:

j e rapey

Vi =

=}

a) A vplnerability which was reported that affects @ specific piece of software, but is caused by a
issye in an underlying operating system or hardware.

b) Vulherabilities in various product implementations of a flawed standard functional specification of
in published algorithms.

c) Vulherabilities that are naturally induced by so far widely accepted development methodology.
d) Vulperabilities in commonly usgd libraries.
e) Vulperabilities in software eemponents that lack a current maintainer.

The MPLVD effort for a yulnerability in a technology owned and manufactured by the vendor leadin
the prodess - the coordinating vendor, or mitigating vendor manages and leads the coordination efforf.
The mitjigating vendor-(example a) above) can entail different processes from one in which a broade
collaborfation is ngéded and there is no one distinct vendor of the technology (e.g. protocol-levg
vulnerabpilities) \(examples b) to e) above). These examples include both vendor-coordinated MPCVI
and nonfownerMPCVD. Recognizing MPCVD can raise unique considerations for vulnerability handlin
given the-Aechnical and coordination complexities. Several documents have been published to shar

norms andsbest prar‘fir‘nc inthis nvn]ving area These hest prar‘fir‘nc continue tao he ann]npnd’ iterate

and improved as new challenges arise. This document builds upon these sources and refers to them.

Uy

T o —

The audience for this document includes, among others, the participants of the MPCVD process such
as vendors (defined in ISO/IEC 29147:2018, 3.4), maintainers, producers, developers, manufacturers,
suppliers?), installers, or providers of a product or service, coordinators (including public coordinators),
reporters (e.g. security researchers), and users of information technology products and services.

1) By way of example, when the open source maintainer is leading the coordination effort in the non-owner
MPCVD case or as “dependent vendor”, a “vendor” can also include open-source software maintainers who develop
and distribute code.

vi © ISO/IEC 2022 - All rights reserved
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Cybersecurity — Multi-party coordinated vulnerability
disclosure and handling

1 Scope

This document clarifies and increases the application and implementation of ISO/IEC 30L11 and
ISO/IEC 29147 in multi-party coordinated vulnerability disclosure (MPCVD) settings, includling the
gvolving commonly adopted practices in this area, by articulating:

1+ The MPCVD life cycle and application of coordinated vulnerability disclosare (CVD) stages
(preparation, receipt, verification, remediation? development, release, postrelease) in[MPCVD
settings.

+ Stakeholders involved in MPCVD include users, vendors (coordinating, mitigating, and dependent
vendors), reporters, and non-vendor coordinators (entities defined in ISO/IEC 29147 and
ISO/IEC 30111).

+ Theexchange ofinformation between stakeholders during théwvulnerability handling and difclosure
process in a MPCVD settings.

(larifying the application of ISO/IEC 30111 and ISO/IEC 29147 in MPCVD settings illustrates the
benefits of vulnerability disclosure processes.

2 Normative references

The following documents are referred to.ihthe text in such a way that some or all of their|content
donstitutes requirements of this document. For dated references, only the edition cited applies. For
yndated references, the latest edition.of the referenced document (including any amendments) [applies.

ISO/IEC 29147:2018, Information(technology — Security techniques — Vulnerability disclosure
ISO/IEC 30111:2019, Information technology — Security techniques — Vulnerability handling professes

3 Terms and definitions

Hor the purposes'dfthis document, the terms and definitions given in ISO/IEC 30111 and ISO/IHC 29147
nd the following apply.

Q)

ISO and IEC maintain terminology databases for use in standardization at the following addresges:

+ ASOOnline browsing platform: available at https://www.iso.org/obp

IEC Elactranadia: agal-bhlo A+ htdnc. // alactraonadia oo/
ECElectropedia—availableathttps/iwwwelectropedia-or -
4 Concepts
4.1 General

MPCVD processes are generally based on two concepts: (1) when security vulnerabilities arise, vendors
work quickly, collaboratively and effectively to mitigate the vulnerabilities, and (2) all involved parties
(which includes the various entities working on the mitigations and the reporters who discovered

2) Remediation is a defined term used in ISO/IEC 30111 and ISO/IEC 29147. This document uses the term
"remediation” and verb “remediate” in the context of this definition.

© ISO/IEC 2022 - All rights reserved 1
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or reported the vulnerabilities, if applicable) simultaneously take steps to decrease the risk that
information about the vulnerabilities becomes publicly available before mitigations are available, in
order to protect end users.

The implication for MPCVD is that processes can take a longer period than in other environments (such
as traditional CVD processes involving one entity in the handling processes) to fully develop, validate
and deploy mitigations while information concerning the vulnerability is simultaneously kept in
confidence (often termed, “embargo”) to protect end users from potential exploitation. The embargo
period is during the vulnerability handling process but prior to public disclosure, during which

7

information r‘nnrnrning the vn]nprnhi]ify is l(npf in confidence and nn]y shared with entities necessar

for the
the not

mitigatipns are available to end users.

The MP
the pro
thereis

MPCVD

stakeho]ders in the various stages of CVD, as shown in Figure 1. For example,“generally the MPCV]

process

collabor

require

operating system software or other system software. Theséwipdates are then delivered to end-user]
throughf multiple channels, including operating system (08) and virtualization vendors, cloud servic

provide

do not have a means to unilaterally deliver mitigations'without the direct participation of such entitie
in the global supply chain.

remediation development process. Similar to other CVD processes, MPCVD processes rely b
on that information concerning the vulnerability is generally publicly disclosed only~afte

CVD effort for a vulnerability in a technology owned and manufactured by the véndor leadin
fess can entail different processes from one in which a broader collaboration is needed an
no one distinct vendor of the technology (e.g. protocol-level vulnerabilities).

processes, generally include a higher level of complexity and involvement'by a wide range @

cases where there is a security vulnerability affecting hardware often need broade]

updates to processor microcode and/or firmware, asswell as interdependent updates to th

s (CSP) or original equipment system manufacturers (OEM). Hardware manufacturers ofte

ation within the ecosystem. Mitigation of vulnerabilities in hardware can require acting 4
multiplg and interdependent layers within a given computing system. This, in turn, can necessitate th
engagement of a larger number of third-party participants to deyelop, test and deploy mitigations i
a mannér most likely to incentivize adoption by end users. Mitigation of a hardware vulnerability ca
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| FINDER(S) |— 2-COMPONENT L .} 3“paATCH DEVELOPMENT & TESTING |-
OWNER
Component PATCHING LSTING COORDINATION PARTNERS
Ve"sfnrsavr‘“th ";’;Srtaet:g —  Cloud | Coordinated vulnerability
Find vulnerabilities Validates vulnerabilities (0S) testing providers disclosure partners
anfl share details vulnerability and
witH the component develops l
nfanufacturer/ foundational ngiféifﬂG PATCHING CERTS
- i basic TESTING
vendors. level fixes. __zglli]fggtli?gr’ input/output virtualization N Computer emergency
(OEMs) system vendors response teams
TESTING TESTING
Y
STANDARDS PARTNERS
4. PATCH'DISTRIBUTION PARTNERS 5. THET%A,;‘I‘;E[ é%gEILCEASED l,| Coordinated vulnerability
disclosure standards
—— - - development organizations
W en tne pdl(,ﬂ 1S reac[y, IUIS Sent to TUDIIt UAdIT DT LUTPUT AT TIICT PTISTS
distribution and/or consumers. The patch can be
artners to include within their patch shared by one of the partners or from
p p the component manufacturer/vendor
release cycle themselves.

Figure 1 — Example of vendor-coordinator led MPCVD process — coordinated vulnerability

disclosure in hardware systemsl[1]
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4.2 Relationship with other International Standards

4.2.1 ISO/IEC 29147 - Vulnerability disclosure

022(E)

ISO/IEC 29147 is used in conjunction with this document. The relationship between the two documents
is shown in Figure 2.

ISO/IEC 29147 provides guidelines for vendors on how to process and remediate potential vulnerabilities
reported by internal or external individuals or orgamzatlons While this document deals with the

i

S
I
1
U

individuals or organizations and when distributing vulnerability remediation informatien to

lLbl fa\,\., bbLVVbbll lllull—ll.ll\, V\-lldUl Iy la_y\.,lo Uf \,MOLUIII\,I 9, LIUSS ulauufa\,t,ul I \,Ullab\}l dAllIvi 11l
trategies and multiple reporters, ISO/IEC 29147 provides guidelines for vendors to include
ormal business processes when receiving reports about potential vulnerabilities from

sers. This document clarifies the application of these disclosure-related processes it\MPCVD §

.2.2  ISO/IEC 30111 - Vulnerability handling processes

SO/IEC 30111 is used in conjunction with this document. The relationship\bétween the two do
5 shown in Figure 2.

SO/IEC 30111 gives guidelines on how to investigate, process.and resolve potential vuln
eports. While this document deals with the interface between multiple vendors, layers of cuj
ross manufacturer collaborative mitigation strategies and/multiple reporters, ISO/IEC 301
vith internal vendor processes including the triage, investigation and remediation of vulner
Vhether the source of the report is external to the vender or from within the vendor’s own
evelopment or testing teams. This document clarifies the application of these handling
rocesses in MPCVD settings.

tigation
in their
bxternal
hffected
ettings.

fuments

brability
tomers,
|1 deals
hbilities,

fecurity,

-related
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ISO/IEC 29147 ISO/IEC 30111 Multi-party coordinated
Vulnerability disclosure Vulnerability handling process vulnerability disclosure
Develop vulnerability Develop vuln(.erability Develop mapping of
) . handling policy and product/vendor

disclosure policy o h
organizational framework interdependency

Develop list of vendors that
can assist in mitigations vs
those only dependent on
mitigations

Develop capability to receive
and publish vulnerability

s .
TITTOT ITTaCIOIT

Develop framework for

Identify vulnerability from disclosing to vendors.and
internal source reporters and coordinating

public disclgsure

eceive vulnerability report
from an external source

N\

Acknowledge receipt > Verify report

Determine if other vendors
are impacted.

Inform reporter Vulnerability verified?

Develop and.deploy

remedjation Notify vendors that can
contribute to the
mitigation, inform the
reporters of PCVD
strategy.

Publish advisory

=~

Engage in post-remediation
activities

Figure(2 — The relationship bétween ISO/IEC 29147 and ISO/IEC 30111 with respect to MPCVD

4.2.3 |Risk reduction efféc¢tiveness

Similar [to the concept/of the impact of successful exploitation referred to in ISO/IEC 30111, ris
reductiqn effectiveness is an element that can be considered in the context of MPCVD. The ris
reductign effectiveness measures the effectiveness of public disclosure and associated mitigatio
and/or remediation against the total cost to society if the vulnerability is exploited. Risk reductio
effectivgneSs is a function that is affected by a variety of uncertainties, such as:

=) A A

— Malicious attackers gaining knowledge about vulnerabilities from disclosed vulnerability and
mitigation information, increasing exploitation risk.

— Delayed delivery and/or publication of mitigations and vulnerabilities because there are multiple
contributors (e.g. vendors and open source maintainers) that need to be engaged or added to the
engagement.

— The need for collaboration between vendors across the supply chain, either vertically (vendors
participating and supplying various components to the final product) or horizontally (vulnerability-
affected vendors scattered in a supply chain) can increase the coordination period and introduce
unpredictable variables along the process that can impact expectations around timeline/embargo
periods.
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MPCVD increases the summation of the risk reduction effectiveness. In other words, a primary
purpose of MPCVD is to reduce the potential harm to users and the public by increasing the effective
collaborations in the relevant CVD stages prior the public release, which includes increasing the
completeness and effectiveness of the proposed remediation while incentivizing its adoption by end
users at disclosure.

5 MPCVD scenarios

31— General

(lause 5 provides common scenarios of MPCVD in the scope of this document.

5.2 MPCVD led by the vendor-coordinator (the owner of the technology developed) -
the “mitigating vendor”

Ih the MPCVD case of the vendor-coordinator (e.g. hardware), there is generally-a clear owner/d¢veloper
df the underlying vulnerable technology who is typically best-situated to‘\leéad the coordinatign effort
ds the most technically knowledgeable of the product and component supply chain. For gxample,
doftware companies, including operating systems and firmware yendors, and virtualization [vendors
dan be integral to the process of developing and testing a mitigation for a hardware-based vuln¢rability
taking part in the handling processes), which are coordinated and led by the hardware manufacturer,
ds the mitigating vendor. In different MPCVD settings where‘there is no clear owner of the technology/
thanufacturer best-situated to lead the coordination efforts (for example, in certain protofol-level
yulnerabilities), a different entity can act as a coordinater,leading the coordination effort.

5.3 MPCVD process in non-owner cases

n the case where there is no clear owner of-the technology who is typically best-situated to [ead the
emediation development and other CVD processes, a different “coordinator” (see ISO/IEC 291#7:2018,
.5.5) can act as the entity or intermediaty leading the MPCVD process.

L= =

& MPCVD stakeholders

6.1 General

(lause 6 describes significant stakeholder roles beyond those found in ISO/IEC 29147.

6.2 Vendor

ISO/IEC 29147 provides the definition of a vendor. Vendors are described as individuals or organjizations
who createor provide software products, including manufacturers, developers, or distributors{MPCVD
dllows-for vendors to take on the following roles. Additionally, vendors can also act as coorglinators
depending on the issue.

6.2.1 Mitigating vendor

Mitigating vendors lead the MPCVD process, including facilitating the coordination with dependent
vendors (e.g. disseminating the proposed mitigation developed by the mitigating vendor to dependent
vendors and coordinating its testing in various environments). This can include coordinating the
dependent vendor contribution to the remediation development (e.g. if independent mitigations
developed by the dependent vendor need to be applied along with the proposed remediation to fully
protect against a specific security vulnerability and subsequently released together).

© ISO/IEC 2022 - All rights reserved 5
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6.2.2

ISO/IEC
partint

Dependent vendor

29147 provides the definition of a dependent vendor. Dependent vendors are vendors taking
he MPCVD process due to their necessity to take action as part of the remediation development,

validation, testing and release. They take part in the coordination effort and MPCVD process led by the
mitigating vendor. Dependent vendors are typically downstream of mitigating vendors.

6.2.3

Mitigating vendor and coordination

a voandare oftan conrdinatn ulnarabalibyy A d o diation Adntadle vt danandont uandas

Mitigati
The mit
other dgq
coordin

6.3 N

In addit
vendor
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ISO/IEC
reportiy
vulnera
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Users o1
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6.6 Pi

ISO/IEC
prepare
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igating vendor, acting as a coordinator, can act as the intermediary between the reporter.an
pendent vendors. The mitigating vendor in this respect takes on a similar role as a non-vendoyr
htor. More information on coordinators can be found in ISO/IEC 29147.

—

bn-vendor coordinator

on to the description of a coordinator in ISO/IEC 29147, there are other conSidérations for non
roordinators in MPCVD settings where there is no clear owner of the téchinology leading th
htion (mitigating vendor). A non-vendor coordinator can assist in MPCVD.by:

D

rdinating the triage and mitigation across multiple vendors both“within and across a specific

litating the exchange of information between reporters of\a security vulnerability and thos
cted by it.

W

\blishingan NDA and/or system for compartmentalizingthe exchange of confidential informatiofp
veen independent entities (e.g. reporters, vendors, industry groups) during the embargo period.

bporters

29147 provides the description and.definition of a reporter. Often this is a single entit
g a vulnerability to a vendor. In casés. of MPCVD, there can be multiple reporters of the sam
bility that surface at the start of,.otnduring an embargo. These additional reporters add a mor
dynamic to the coordination of ‘the triage, mitigation, disclosure and exchanges of informatio
pecific vulnerability.

- (D D

SEI'S

end-users can take-hecessary action once a remediation is available. More information about
n be found in [ISOAEC 29147:2018, 5.5.2.

roduct security incident response team (PSIRT) function

3011 provides the description and definition of staff capabilities for PSIRTs. Organizations can
for MPCVD by implementing the foundational processes found in ISO 29147 and ISO/IEC 30111.

In cased
informa

£ MDOUNDY 1 DCIDT AN I DIET K rdin ot oo £ oo o aikigatrian. dic ol 33 S3a-d—aa
OTIVIT GV D, CIrC— T OTICT 15— CIC PTIIrdr y  COOTUTITAtOT O T rag Gy I trg a oy, UrSCrosur C—atrtr ottt

tion exchanges inside and outside the vendor.

7 MPCVD life cycle

7.1 General

Clause 7 describes the life cycle of MPCVD and expanding on elements found in ISO/IEC 29147 and
ISO/IEC 30111.

6 © ISO/IEC 2022 - All rights reserved
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7.2 Policy development

7.2.1 Preparation

A vendor prepares for MPCVD by establishing foundational processes found in ISO/IEC 29147 and
ISO/IEC 30111. Additional considerations to support MPCVD are below.

7.2.2 Policy

[ addition to the recommended policy elements tound in I5O/1EC 29147/, a vendor considers:

+ Including expectations for MPCVD within their external vulnerability disclosure policy pnd bug
bounty if applicable. This can include considerations related to legal terminology facilitating explicit
authorization for reporters and clarification related to potential legal consequences of r¢porting
(“safe harbour”) and third-party rights [see ISO/IEC 29147:2018, 9.4.2 (for more information see,
e.g. Disclose.io)].

+ Displaying appropriate contact information for their vulnerability, disclosure program pn their
public corporate website to help ensure open lines of communicatien’with vulnerability regporters,
vulnerability coordinators, other vendors and members of their stupply chains.

+ Establishing a program to help ensure open lines of communication for and maturing relatjonships
with vulnerability reporters to address the specific complexities and considerations aspociated
with MPCVD.

+ Establishing and maintaining relationships with anticipated dependent vendors in the supply chain
to prepare for the handling of a vulnerability thatxequires MPCVD and supportive processgs.

+ Partnering and collaborating with other vendors affected by the same vulnerability that can aid in
the vulnerability mitigation development.and disclosure coordination.

7.3 Strategy development

7.3.1 Information sharing strategy

An information sharing strategy between stakeholders (e.g. vendors, internal teams, reporters and
dqustomers) can be developed prior to engaging in MPCVD to assist the process. Ideally, the strategy
is designed to be flexible since the complexity of vulnerabilities and the list of stakeholders dan vary
flrom case to case. Thé mitigating vendor considers the strategy concerning sharing informatior] about a
yulnerability, with\irpacted downstream stakeholders during mitigation development, for the purpose
¢f minimizing exposurel2l. In this document, considerations for disclosure have been outfined in
(lause 11. Additionally, regular updates are typically provided to the vulnerability reporter as peeded.

.3.2 _Disclosure strategy

The considerations related to the disclosure strategy are outlined hereafter. The mitigating vendor
dreoaordinator (when applicable in the case of the non-owner MPCVD case) typically determiines the
embargo period and public disclosure date, based on these considerations. As explained in the scope,
MPCVD can considerably increase the disclosure timeline/embargo period due to the increased
collaboration of different vendors often needed, as well as the subsequent necessary actions, which can
be subject to varying engineering schedules. The vehicle or methodology for disclosure can also vary
based on the needs of the MPCVD participating vendors.

A non-vendor coordinating organization can be used to support and aid the MPCVD, as appropriate, in
case there is no mitigating vendor leading the coordination efforts (see 6.3).
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7.4 Know your customers

Due to the complexity of MPCVD, vendors generally understand the needs of their customers with
respect to incorporating security vulnerability mitigations into their respective product portfolios. As
described in 9.6, there are instances where downstream vendors or dependencies are unknown, among
others given the supply chain of downstream vendors is complex or lacks transparency. The mitigating
vendor typically provides reasonable and timely communication (depending on the circumstances
and considerations of the MPCVD process) to their stakeholders so the vulnerability mitigation can
be incorporated, tested and deployed in the affected downstream vendor’s affected products prior to

7.5 Encrypted communication methods and conference calls

Encryptied communications are integral for securing vulnerability information with multiple parties.
See ISO/IEC 29147:2018, 5.8.2 for more information on secure communications.

D

Vendorg set expectations for communication and ensure all parties involved in MPCVD are using th
agreed fommunication method. This can include the primary vendor or a coordinating organizatior
hostingregular conference calls during the embargo period to help stakeholdersremain aligned on th
agreed mitigation and disclosure strategies.

W

7.6 Processes and controls

In additjon to applying the process and controls outlined in ISO/1EC 29147 and ISO/IEC 30111 in ordefr
to handle a reported vulnerability, the following areas can be intégrated into the process for MPCVD.

In casesiwhere MPCVD is employed, there will be a need to.exchange confidential information betwee
a range|of stakeholders both within and outside of the:ceordinating vendor or organization. In thes
cases, aflditional diligence is needed to help ensure the data exchanged, communication methods and,
in somg cases, the identities of those involved renyain confidential as part of the agreed disclosur
strategy. Vulnerability process additions can include:

=]

W

w

— Evalluating and choosing an encrypted persistent chat application.

— A system of watermarking or tagging confidential information exchanged with all stakeholderf
durfjng the embargo period.

— An Jagreement with reporters’ that outlines how and when their information is provided t
stakeholders and/or other reporters that can have encountered a similar vulnerability.

o

— Establishing a non-diselosure agreement (NDA) that is signed by stakeholders to help ensure clarity
of the terms of the'embargo and requirements of confidentiality between vendor stakeholders.

8 MPCVD life cycle for each product

8.1 Praduct and user mapping

Given the complexity of product supply chains, downstream vendors who use code created by the
vendor coordinator are considered during MPCVD. An up-to-date list allows for a vendor to determine a
notification strategy during MPCVD at the release stage (public disclosure). This list is updated during
the post-release phase outlined in ISO/IEC 30111.

8.2 Component analysis

Upstream vendors, or those who create code for other vendors to incorporate into products, are
considered during MPCVD. A proper mapping can be accomplished by listing and maintaining the
components used in vendors’ product portfolio. Once a vendor creates a component list, the vendor
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conducts a detailed analysis to understand the provenance of the code. In the event the
maintained by an upstream vendor, then it is documented appropriately.

8.3 User analysis

022(E)

code is

End users, or those who take advantage of the technology and interact with the products, are
also considered during MPCVD. An understanding of end-user needs is critical when developing a
communications strategy during the release stage (public disclosure). End users apply mitigations once

those are available.

MPCVD life cycle for each vulnerability

.1 Receipt

onsistent with ISO/IEC 30111, MPCVD begins when a vulnerability report4ds-received by a
ulnerability reports can be shared by other vendors, vulnerability reporters or thil
oordinators.

eceipt of the vulnerability report is crucial as it allows for the)reporter to determin
nd eventually for the appropriate parties to share vulnerability details and eventual m
information. See ISO/IEC 30111 for additional details regarding receipt.

.2 Verification

addition to verification elements found in ISO/IEC)30111, vendors consider the following
PCVD:

+ Ifaparty determines the root cause of a vulherability is in another vendor product, the vuln
is communicated to that vendor either.directly or through a non-vendor coordinator, or
established practices for vulnerability*reporting. Dependent vendors are typically adde
information sharing efforts to help énsure effective mitigation and disclosure of the vulnera
needed. This vendor (owner of theunderlining vulnerable technology) typically assumes lez
of the coordination of this MPEVD as the mitigating vendor (see 6.2.1) best-positioned to
the mitigation.

+ If mitigating vendors determine further investigation into impacted versions is needed, thg
of that investigation_dre typically shared with dependent vendors. The dependent vend
assess whether_they have additional impacted products based on the results of the m
vendor.

+ MPCVD can.be a factor when determining urgency of some phases of the vulnerability |
process;»such as vulnerability verification. If possible, reporters are encouraged to rej
vulnérability directly to the mitigating vendor, the clear owner of the vulnerable ted

accelerate the process and avoid unnecessary delay.

vendor.
rd-party
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development/identified root cause, who is typically best-situated to lead the coordinatiop effort,

— Since MPCVD collaboration 1s typically needed 1n the vulnerability verification stage,
MPCVD cases, this phase can take a longer period of time.

— Recognizing the complexity of CVD processes, including in MPCVD settings, ISO/IEC 29

In some

147 and

ISO/IEC 30111 do not recommend particular timelines but rather propose that the mitigating vendor
leading the coordination effort balance the goal of developing the remediation as soon as possible
“with the overall testing required to ensure the remediation does not negatively impact affected
users due to quality issues”, as well as the need to ensure the completeness and effectiveness of the

proposed mitigation, including the involvement of the relevant parties.

— MPCVD can require subsequent updates to the reporter depending on how many vendors and

products are impacted.
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9.3 Remediation development

In addition to remediation development efforts found in ISO/IEC 30111, there can be cases where
proper remediation of a vulnerability requires the group of vendors to collaborate on remediation
development in a phased approach.

MPCVD process can increase the urgency of the remediation verification process. Ideally, mitigating
and dependent vendors, reporters and non-vendor coordinators are in lockstep throughout the
vulnerability response process. MPCVD can increase the priority for mitigating vendors to develop
remediati i iori i e
the proposed remediation into the dependent vendor’s products, and report relevant findings to th
mitigating vendor.

Dependé¢nt vendors work collaboratively to test the proposed remediations from mitigatiggyvendor
in various environments for their respective products prior to public disclosure, and report finding
(see Figlire 1) to inform the remediation development. Remediations are released simultaneously at th
public release stage.

Vi U

9.4 Release

See ISO/IEC 30111 for release information.

9.5 Post-release

See ISO{IEC 30111 for post-release information.

9.6 Embargo period

—

One of the key objectives of vulnerability disclosure aitid handling is to reduce users’ risk and potentig
cost asgociated with the vulnerability. In the MPEVD case, this includes ensuring mitigating an
dependg¢nt vendors can integrate the remediation and verify the proposed mitigation in variou
environments prior to public disclosure.

V)

MPCVD|inherently involves more venders~and other stakeholders than a typical CVD process. Thi
increas¢d complexity amplifies stakeholder concerns for the completeness and effectiveness g
proposdd mitigations (including coerdinated release which can lead to increased end-user adoption).

7

Specificplly, in the context of thejhandling process and embargo period timelines, ISO/IEC 29147 an
ISO/IEC|30111 recognize the(complexity of CVD processes, that can differ according to the technologicg
environment, including in“MPCVD settings. As a result of the increased complexity inherent to th
coordinption across mbultiple parties, many assumptions regarding the appropriate duration d
CVD enjbargo periods“do not apply. ISO/IEC 29147 and ISO/IEC 30111 do not recommend particula|
timelings, but rather-propose that the mitigating vendor leading the coordination effort to balance th
goal of developingthe remediation as soon as possible “with the overall testing required to ensure th
remedidtion does not negatively impact affected users due to quality issues”, as well as the need t
ensure fhe’completeness and effectiveness of the proposed mitigation.

[

= (D

| (PR g e

Organizations involved in MPCVD efforts can consider the appropriateness of any embargo period
based on this balance, while considering a variety of factors, including:

— the time needed to identify and notify affected vendors and stakeholders;
— the number and diversity of relevant stakeholders identified;
— those stakeholders' degree of familiarity and willingness to cooperate with the MPCVD process;

— thetime needed by MPCVD participants (i.e. dependent vendors) to develop, test and possibly deploy
mitigations;

10 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=9242de6a1e2cdc7701718f7846c5bcfd

ISO/IEC TR 5895:2022(E)

— the risk of actions by MPCVD participants resulting in early disclosure balanced with the need to
maintain information in confidence.

Organizations playing a coordination role in MPCVD typically seek to strike a balance between the
need for time to develop and test fixes and the risk of an embargo failure, whether by a participant's
accidental or intentional acts, or independent discovery by other parties, including adversaries.

When the degree of trust among affected stakeholders is high, organizations can choose a longer
embargo duration to accommodate coordination of mitigation development and testing across complex
supply chains.

(rganizations work to establish and maintain a high degree of mutual trust among likely|MPCVD
participants outside of the process of handling individual cases.
\

Vhen the degree of trust among affected stakeholders is low, organizations can cHoose to shprten or
ccelerate typical embargo durations, subject to the considerations listed above.

HExamples of low trust situations include:
+ alarge number of vendors are affected, some of whom are new to theMPCVD process;
+ thesupply chain for delivering mitigations to downstream vendersis complex or lacks transparency;

+ affected vendors have not previously demonstrated their willingness and ability to maintain long
embargo periods;

+ affected vendors’ disclosure policies are incompatiblewith extended embargo periods;

1+ the number of affected vendors remaining unnoticed by the coordinating parties is likely & sizable
fraction of the known affected vendors;

+ evidence and/or indications of threat actpr-awareness or use of the vulnerability are already known.

MPCVD coordinators can choose to implement a phased-participation approach toward ecpsystem
yendors that are essential to the remediation development effort (e.g. in remediation developrhent, i.e.
Reta release or validation stage).

MPCVD stakeholders can chogse to avoid entering into an embargo period or to exit an existing one, for
d vulnerability when there is:evidence of exploitation of that vulnerability by adversaries.

PCVD stakeholders can-¢hoose to avoid entering into an embargo period or to exit an existirlg one, if
e effects of a vulnerability's exploitation against their users or constituency are disproportionately
orse than the effects against other affected stakeholders' users or constituency.

0 Information exchange

ISO/IEC 29147:2018, 5.7 provides a simplistic example of information exchange during vulng¢rability
andling and disclosure. In cases of MPCVD, information exchanges are more frequent to ensure multiple
eridors, reporters and/or third-party coordinators are in lockstep. Any information exchangdd needs

to be encrypted and secured.

The primary information exchanges for MPCVD are:
— One or more reporters sends a potential vulnerability report to one or more vendors.
— The notified vendors share receipt of the vulnerability to the reporter.

— The notified vendors can share the verification of a vulnerability report with the impacted group
and/or the vulnerability reporter.

— The originating impacted vendor (mitigating vendor) shares mitigation information to dependent
vendors. Issues surrounding the mitigation can be shared among the impacted vendors.
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