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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
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Introduction

Hardware components and the computing ecosystem are becoming increasingly complex. As a result,
it becomes increasingly difficult to evaluate the security of hardware. Even in the design stage, it is quite
difficult to identify abnormal parts that can cause flaws from among millions of source code lines or billions
of transistors, as well as the physical connections between them. Other areas of technology use monitoring
to assist with the evaluation aiming to mitigate such difficulties. In those technologies, runtime activities
such as changes in internal or external status can be monitored to identify deviations from normal behaviour
patterns, and by these means, the evaluation can focus on a small set of patterns that the monitored
subject typically works with. This method now becomes an available option to assist in hardware security
assessTEIt. T SUCIT TasSes, either the target of Security asSesSMENt 1S SUpposed to be  TUItinTe argware-
behavipur-based security”, or introduced as a proactive approach to security.

Many ¢valuation and assessment standards, such as ISO/IEC TS 30104, ISO/IEC 19790 and, ISO/IEC|17825,
focus dn physical security (invasive/nonintrusive) at the hardware boundary. However, they do not fgcus on
the monitoring data, either offline or in real time.
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Information security, cybersecurity and privacy protection —
Hardware monitoring technology for hardware security
assessment

1 Sdope

This dpcument surveys and summarizes the existing hardware monitoring methods, including rdsearch
efforts| and industrial applications. The explored monitoring technologies are classified” by applied
rrier type, target entity, objective pattern, and method of deployment. Moreower) this do¢gument

area,

summarizes the possible ways of utilizing monitoring technologies for hardware secufity assessme

some

isting state-of-the-art security assessment approaches.

The hajrdware mentioned in this document refers only to the core processing hardware, such as the

proces
and do

The h4
restric

— th
de

5ing unit (CPU), microcontroller unit (MCU), and system on a chip (SoCJjih the von Neumann
es not include single-input or single-output devices such as memory o displays.

tions:

e monitored target is for the post-silicon phase, not for thé design-house phase (e.g. an RTL or
Kign);

— mgnitoring is only applied to the runtime system.

The fo

2 N:[rmative references

nt with

rentral
system

rdware monitoring technology discussed in this document has ‘the following considerations and

netlist

owing documents are referred to in the-text in such a way that some or all of their content congtitutes

rences,

30104

requir¢ments of this document. For dated réferences, only the edition cited applies. For undated refe

the latest edition of the referenced docgment (including any amendments) applies.

ISO/IEL 15408-1, Information security, cybersecurity and privacy protection — Evaluation criteria| for IT
security — Part 1: Introduction and general model

ISO/IEL/TS 30104:2015, Information Technology — Security Techniques — Physical Security Attacks,
Mitigation Techniques and-Security Requirements

3 Tdrms and.definitions

For the purpeses of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IEC TS

and the folowing apply.

[SO andHECmaintainterminology-databasesforuseinstandardization-at thefolowingaddresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

hardware monitoring
hardware or software component allowing an individual to monitor devices connected to a computer

© ISO/IEC 2024 - All rights reserved
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3.2

runtime hardware-behaviour-based security

function of a hardware that protects running physical devices from harm caused by abnormal or unexpected
state transitions

Note 1 to entry: Such transitions come from vulnerability, non-declarations, or malicious logic.

4 Abbreviated terms

CPU central processing unit

DRAM dynamic random-access memory

EDA electronic design automation

FSM finite state machine

[/0 input/output

MCU microcontroller unit

NIC network interface controller

RAS reliability availability and serviceability
RTL register transfer level

SoC system on a chip

JTAG Joint Test Action Group

IP intellectual property

CISC complex instruction set computer

QoS Quality of Service

ISA instruction set architecture

ECC error checking and correction

ROM read-only meniony

EEPROM electricallyZerasable programmable ROM
VMM virtualimachine manager

FPGA field programmable gate array

5 R lada las 'y s ada 'y pa | P |
laLlUllblllp W CAlDl.llls SUdiudi S

5.1 Standards of security assessment

Existing security assessments and technical standards face challenges in addressing hardware
uncontrollability. ISO/IEC TS 30104, ISO/IEC 19790, and ISO/IEC 17825 focus on (invasive/nonintrusive)
physical security at the hardware boundary, but not over the boundary. ISO/IEC TR 20004 complements
the vulnerability analysis of ISO/IEC 15408-3 from the perspective of software. Among these, there are no
relevant hardware standards.

© ISO/IEC 2024 - All rights reserved
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5.2 Relationship to ISO/IEC 15408-3

In ISO/IEC 15408-3, vulnerability assessment is defined. This document aims to survey technologies to
support hardware vulnerability assessment that can be done at runtime.

5.3 Relationship to ISO/IEC TS 30104
This document aims to supplement ISO/IEC TS 30104:2015, 7.2 and 7.3.

6 Background

6.1 (Iiomplexity and security

Modern circuits are very complex, and their complexity, amplified by time-to-market pressure;is incfeasing
rapidly in modern computing environments. Consequently, design houses frequently use-external IPs, and
most I design enterprises are fabless.

The cdmplexity of modern systems increases the attack surface. Because the  semiconductor industry
has shjfted to a horizontal business model for the integrated circuit supply ‘chain, malicious hardware
(hardware Trojans) can be implanted in untrusted phases or components,‘\e.g’ commercial IP corgs, EDA
tools, fpbrication, and assembly services. Such malicious modifications to.the original circuitry are injserted
by adversaries to exploit hardware or to use hardware mechanisms to create backdoors in the desigi.

6.2 (hallenges in defining hardware security assessmenttechniques

It is difficult to address all such security risks because of the'complexity of processes and compgpnents,
outsoujrcing of design and fabrication, and the increase in the’sophistication of potential attacks.

For a g]ven piece of hardware, especially a complex systém such as a modern SoC, it is also difficult to iflentify
small malicious modifications to the original designi(e.g. at the gate-level netlist). Even with trusted|source
code, af piece of hardware cannot be guaranteed tobe Trojan-free in the post-silicon phase. Traditional tests
(e.g. fulnction coverage tests, fault tests, and random case tests) are less likely to help with such defection
becauge hardware Trojans are typically actiyated, i.e. designed to be activated, by specified conditions, such
as spegific sequences of instructions, particular combinations of external signals, a timer, or a tempgrature
threshpld. Adversaries can make the Trojan active and launch attacks, then switch it off during hardware
runtimle. In other words, traditional methods of auditing the source code or performing manufacturing fault
on are ineffective for hardware security assessment.

are Trojan is a malicieus inclusion or modification of hardware. A hardware Trojan consigts of a
triggel| circuit and a payload circuit. The trigger circuit activates the payload circuit under a dpecific

hre Trojan candeak secret information in the hardware or bypass or disable the security funcfions of

are Trojan detection is applicable in multiple phases of hardware production and distripution.

appro ches can be apphed during the manufacturlng or in-use phase. Focusing on the fact that a hardware
Trojanla
side- channel information. The logic-test-based approach generates test patterns to detect hardware Trojans
via the output. Some state-of-the-art approaches use machine learning technologies to detect hardware
Trojans from the netlist or side-channel information of the hardware.

Hardware flaws, such as Meltdown, Spectre and a series of newly revealed flaws,[22:101] are a result of
pursuing performance, for instance, parallelism, during microarchitecture development. First, they are
difficult to fix, and the fixes can cost more than the gains from hardware optimization. Second, some of
these flaws exist for approximately 10 to 15 years before they are revealed. Traditional detection in the pre-
silicon phase would be unlikely to help since flaws are not malicious modifications. It is claimed that some
advanced security verification techniques are able to find such flaws by chance early in the design lifecycle.
[102] However, rather than being used in an evaluation approach, such techniques are more likely to assist

© ISO/IEC 2024 - All rights reserved
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in design and are probably not available to third parties. For hardware products with commercial IPs, it is
extremely difficult to apply security assessment to the microarchitecture because of the need to preserve
commercial secrets.

7 Hardware monitoring technologies

7.1 Overview

Hardware monitoring technology began in the computer boom period in the 1980s. It was first used to assist
with debugging and later developed into applications in various fields. However, with the rapid development
of confputing hardware and networks, especially the emergence of multicore processors and,cpmplex
systenls, including multicore processor systems, hardware monitoring technology has also Undergone
tremerjdous changes. While the fast-developing software and hardware environment has leg\to cpmplex
applicdtion functions, it also faces increasingly complex security challenges. In cloud computing-based
systenls, runtime stability and security are highly important, as they provide online seryices nonstop. The
unique runtime characteristics of hardware monitoring technology give it a natural ‘ddvantage in|coping
with these scenarios.

Hardwjare monitoring has made considerable progress in academic fields and industrial applicatioms. It is
widely|used in/for the following areas/purposes:

— segurity
— depugging and testing
— pefformance analysis, evaluation, and optimization

— system fault tolerance and reliability

— phlysical parameter measurement and early warning

Althoupgh the focus of this document is hardware;security assessment, monitoring techniques uged for
other purposes have implications for building assessment models. For example, the technology uged for
commissioning and reliability analysis is similat to the technology used for replay in the safety assefsment
procesk; the technology used for performance analysis has some consistency with runtime Trojar]-based
hardwhre detection technology. Therefore, in this document, keywords such as “debug” and “performance”
are widlely used in literature searches.

7.2 Research in academig-areas
On thelacademic side, different studies have reviewed monitoring technologies from different perspeftives.

lan Cagsar et al.[1] dividéd runtime monitoring instrumentation techniques into offline and online catggories.
Detailgd online segmentation ranges from tightly coupled completely synchronous (CS) monjfitoring
instrumentation.approaches, to loosely coupled completely asynchronous (CA) monitoring approachgs.

Heidar| Pirzadeh et al.l2] divided monitoring technologies into software and hardware monfitoring
technillr:)gies and subdivided software monitoring technologies into add-on monitoring, r%anual
instrumeéntation, online instrumentation, instrumenting compilers, interpreter instrumentation gnd OS
instrumentation. In terms of security, cost, flexibility intrusiveness, performance and broadness, various
monitors were compared horizontally.

Lihua Gao et al.[3] and Frank Cornelis et al.[4] separately subdivided software runtime monitoring technology.
Reference [3] classifies and discusses the different levels of monitoring objectives (functional, module,
architecture, and subsystem), while Reference [4] focuses on non-deterministic events and addresses the
needs of various technologies for external resources (time, order, language, etc.) for subdivision comparison.

Georgios Kornaros et al.[3] focused on on-chip monitoring technology in a multicore SoC system and
discussed the monitoring technology in detail from the perspective of function and methodology.

© ISO/IEC 2024 - All rights reserved
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7.3 Industrial cases

In terms of industrialization, mainstream chip manufacturers and IT service providers also use hardware
monitoring technology in their products.

Since 2013, Intel®V has introduced technology in commercial processors that can be enormously helpful
in debugging because it exposes an accurate and detailed trace of activity and has triggering and filtering
capabilities to help with isolating the important traces.

AMD®2) has provided a similar technology for monitoring and controlling processors. This custom-built
tool is designed specifically for a proprietary line of devices, thus indicating that the hardware and utility

design ors work fngnfhnr to lr_\rnvidn the best service for their prnr‘]nr‘fc

ARM®}) designed a set of utilities, including various trace macrocells, system and software medsurg¢ments
for the]ARM processor, and a complete set of IP blocks, to debug and trace the most complex niulticorg SoC.

There fire also hardware monitoring programs that are used to read the main health sensors of PC systems:
voltages, temperatures, powers, currents, fan speed, utilization, and clock speeds duringruntime.

Hardwjare security is a complex concept. The types of hardware are very complex. Figure 1 shows a
comprehensive description of hardware monitoring technologies from five, perspectives: target|entity,
purpoge, carrier, objective patterns and deployment.

1) Thistradenameis provided for reasons of publicinterest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.

2) Thistradename is provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.

3) Thistradename is provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.
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Middleware Intrusive
Oscilloscope
Carrier Deployment
Software
Hardware . .
. Non-intrusive
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 —
Information Securl
content 7\ y
Physical Pattern
specification Debugging
Behaviours
Performane
IP Cores Fault-
tolerance
Processing
unit Target entities Purpose
8 P Physical spec
measurement
Memory
Peripheral Application
device specific
Figure 1 — Taxonomy of hardware monitoring technologies
7.4 PRurpose
7.4.1 | Security
The application ofthardware monitoring technology for security purposes mainly aims to compare whether
the running behaviour matches expectations. Then, security control is performed based on the matching
resultd. Security control can terminate the operation of the system, re-execute the target module, pr only
record|the eurrent events and status to provide offline analysis or security audits.

According to the various monitoring objectives, different monitoring methods are adopted. From the scope
of division, these methods can be divided into those that monitor a certain key hardware in the system
and those that help ensure the safe operation of the entire system. The security of critical hardware can
be divided into the implementation monitoring of malicious Trojan horses and the vulnerability security
protection of hardware operation mechanisms.

Architecture monitoring support for security usually focuses on achieving tamper resistance and
encryption. Some built-in on-chip technologies, such as control-flow integrity (CFI),[¢] can assist users with
high-performance integrity verification. They focus on the anti-attack capability of the core hardware itself.
Some technologylZl can help defend against control-flow hijacking malware, for example, indirect branch

© ISO/IEC 2024 - All rights reserved
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tracking and shadow stacks. The integrity and timeliness of the CFI shadow stack itself is also a key focus of
attention.[8]

For detecting Trojans, some approaches rely on a golden chip through a built-in sensorl2] to monitor the
physical characteristics of some key circuits. If an abnormal voltage or current is found, it is identified as
Trojan horse behaviour. In contrast, some approaches do not require a golden chip. Relying on existing
knowledge, these approaches extract the typical characteristics of hardware Trojans and perform pattern
recognition by using RTL or other hardware descriptions such as netlist.[20l[11] Some state-of-the-art
approaches use machine learning technologies to detect hardware Trojans from the Netlist or side-channel
information of the hardware.[12-15]

Them. oFHre—6 Re-6v-e+d eH16 eS—-oh—tre-—uPpPE ev-ertacaaheaeven oste-aaprovide

monitqring in a way that is easier for users to understand. This monitoring approach is more cond

as a dafa filter between the internal system and the external system, providing effective seeurity control.

Hardwjare monitoring technologies can also leverage real-time anomaly detection~-algorithms.| These
sophisticated tools are capable of tracking deviations from expected behaviourAising statistical hodels,
machi:[e learning, or artificial intelligence to provide immediate alerts on potential security threats.

The following points are also important to consider for the security of hardware monitoring:

a) Therole of hardware monitoring in the era of quantum computing.alse’'warrants attention. As qantum
computers pose a threat to existing encryption methods, hardware monitoring can play a criticalrole in
implementing and ensuring the effectiveness of post-quantum‘eryptography methods.

b) THe Hardware Root of Trust (HRoT) is an essential elemént of hardware security. HRoT servgs as a
stgrting point for trust, ensuring the integrity and confidentiality of subsequent stages in a system's
opgration.

c¢) Mgnitoring Hardware Performance Counters (HRCs) can also provide valuable insight into the belaviour
of the system and potential security breaches.@Analysis of these counters can reveal abnormal patterns
indlicative of malware or hardware Trojans.

d) Usg of best practices for hardware mogniitoring would ensure consistent measurement and comparison
of hardware security across differentsystems, promoting broader and more effective security prjactices
indlustry wide.

re debugging, which ¢an monitor the runtime behaviour of hardware, is a hardware implementation
monitdring method. Monitoring and debugging computing, especially of a single processor, has befome a
maturg¢ field of develppment tools and technologies.[1Z11181[19] The JTAG (Joint Test Action Group) intefface is
a comrhon standard approach that is used to verify the design and test the functions of an integrated fircuit.
Some yvell-known processor providers have developed their own tracking functions. JTAG uses boundary-
scan t¢chnology,/which enables engineers to perform extensive debugging and diagnostics on a pystem
through a small number of dedicated test pins. Signals are scanned into and out of the 1/0 cells of aldevice
serially to control its inputs and test the outputs under various conditions.

In some Intel processors, breakpoints can be set on branches, interrupts and exceptions, and single-step
debugging and analysis can be performed from one branch to the next. The enhancements of such processors
make it possible to create last branch record (LBR) and branch tracking storage (BTS) mechanisms.
Processors based on the Intel Core™4 microarchitecture also support precise event-based sampling (PEBS),
which stores a set of additional status information for precise event monitoring.

4) Core is the trademark of a product supplied by Intel. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used
if they can be shown to lead to the same results.
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There are several hardware approaches for debugging. If the erroneous behaviour is investigated during
the development of a device, then searching for bugs in silicon is also referred to as post-silicon validation
and debug, or just post-silicon validation. Design-for-debug (DFD) techniques are used to localize functional
bugs through logic probing, scan chains, and real-time trace collection and are commonly referred to as
embedded logic analysis methods. Various approaches address debugging support frameworks and interface
standardization for SoCs[20[21] and debug structures for instrumentation, such as assertion-based on-chip
debug checkers, triggers, and event counters.[22][19] Typical post-silicon validation techniques are applied to
record the values of the circuit’s internal signals into an on-chip trace buffer and feed the obtained values
into a simulation framework to reproduce the erroneous behaviour.[23] Due to the vast amount of debug
data, it is more efficient to record higher-level information such as instruction footprints for processors.[24]

Even t} ' i TCIT TIpT Tear e 1T mjlate all
the pog sible permutations in the pre-silicon stage has led to alternatlves such as emulation and FRGA-based
prototyping before design completion. Chip instrumentation is the key innovation that has enablel more
efficieft observation and verification of sustained functional integration combined with faster internal clock
speedd and complex, high-speed 1/0. Moreover, runtime debugging is also becoming increasingly important
for mylticore systems, especially for detecting race conditions or deadlocks, requiring architgectural
enhangements and tool support.

7.4.3 | Tuning performance

Performance monitoring is one of the key goals of computing system-design. Performance monfitoring
objecty include execution time, cache hit/miss, CPU and memory gc¢cupancy, and the read and write
performance of key storage devices. Reference [25] divided performance monitoring into four categories:
softwalre, hardware, hybrid and built-in on-chip performance cotinters. The comparison proved that the
on-chip counter is the most efficient. Currently, all mainstreanmprocessors provide performance cojnters.
Howeveer, although the hardware is updated very quickly, thexcomplexity of the system itself also in¢reases
geomefrically. The performance counters cannot be used te\tecord all events. Therefore, filtering cofe data
and events becomes key. Reference [26] first proposed athovel hybrid counter array architecture bdsed on
SRAM hprrays and discrete counters, which can track miany events concurrently.

Reference [27] divided performance profiles inte’two categories: time-based profiles and event-based
profilek. A time-based profile relies upon intercupting an application's execution at regular time interyals. To
suppolft event-based sampling (EBS), performance-monitoring hardware typically generates a perfoymance
monitqr interrupt when a performance-event counter overflows. Alan Mink et al.[28] proposed a |hybrid
performance measurement system that,collects data and event samples by embedding hardware [on the
motherboard; this system can be used for monitoring multiprocessor performance.

For thg multicore SoC platform, Reference [29] presented a performance monitoring unit (PMU) for the SoC
on-chip bus. The PMU can measure major performance metrics, such as buslatency for specificleader rgquests
and th¢ amount of memory traffic in specific durations. The PMU can also measure the contention of the bus
leader§ and followers in-the SoC. In addition to studies on performance monitoring for the key hardyare in
a systgm, there havedeen studies on performance monitoring of an overall system. Reference [30] divided
systen] monitoringnto three steps: system monitoring, system modeling and system improvement. The
authorp implementéd a tool called Charmonto to monitor software and hardware characteristics arld used
it for lpng-texm monitoring. Charmonto can run continuously while sampling various types of hardware
metricp thréugh performance monitor counters (PMCs)[31] with certain frequencies.

7.4.4 ~Faulttoterance and QoS

Ensuring system reliability involves multiple abstraction layers, from circuits and microarchitectures to
algorithms and application layers. For this reason, various monitoring methodologies have been developed
across these layers to provide runtime self-diagnosis, adaptivity, and self-healing. The majority of all
mechanisms assume asymmetric reliability, taking the conservative view that some components are almost
fault-free, and thus, these mechanisms are expected to protect individual system components such as buses,
network-on-chip, memories and datapaths against transient or permanent errors. Additionally, monitoring
and diagnostic units have modest performance requirements, so they can operate at low voltage and
frequency, and they usually use aggressive built-in redundancy, making them effectively immune to failure.
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[32] However, centralized monitoring schemes represent dependability exposure due to their single points of
failure.

Online monitors aim to extract metrics for accurate determination of ageing models, performing complete
reliability analysis[33] or providing the reliability characteristics of components. Future architectures
contain components that exhibit varying dependability characteristics, such as processor cores with
different arithmetic precisions and memories with different reliability guarantees. Applications will be
allowed to trade off high hardware reliability for high performance through switching modes in mixed-
mode multicore systems with reconfigurable dual-modular redundancy.[341 Moreover, by using reliability
annotations, compilers can create a mapping that ensures the assignment of reliability-critical code and data
objects to the most reliable components of a system, or operating systems can perform proactive, reliability-
driven[thread migration and sitadowing (¢-g- sitadow threads can be assigned to dependabie cores wiith low
thermdl stress).

Many fnodern embedded and distributed systems (including real-time and non-real-time systems) ¢mploy
utilization monitors, rate modulators, or model predictive or workload controllers with(feedback gontrol
techniques to ensure quality of service.[331[36] [n response to workload variationsCin unpredictable
environments, dynamic resource allocation can be used to achieve high processorjutilization while still
meeting real-time constraints, to enforce appropriate schedulable utilization bounds;.0or to handle the fystem
dynamlics caused by load balancing for large-scale server clusters. From a different angle, monitofs help
to avoid saturation of processors, which can cause a system crash or severes€rvice degradation. Hqwever,
these mnanagement approaches based on feedback control require an accufate system model, which|can be
difficult to obtain for realistic distributed or multicore embedded systenis.

Monitdring for sustaining QoS can be crucial for particular application domains. For instance, gervers
providjng adaptive video streaming services exploit the inherént adaptiveness of video applicatjons to
perform controlled and graceful adjustments to the perceptuakquality of the displayed MPEG video ftream
in resgonse to fluctuations in the QoS delivered by the underlying infrastructure. Increased efficipncy is
attaingd when the monitoring service is not platform agnostic. In embedded system design, where the
platforim cost and its resources are bounded, quality monitoring and control assisted by the system|and in
synergy with the applications is inevitable.[37

An ind}vidual monitoring component could provide metrics related to QoS to the higher abstract layerf of the
systen]. This information is utilized by the higher layers to analyse and react to QoS variations, for ejample,
switchjing to the redundant or secondary fuhctional block or running in backup mode. For additional safety
critical] applications, individual models can-make decision based on their QoS Tolerances.[41]

7.4.5 | Physical specification measurement

As power densities increase with continuously shrinking geometries and large temperature varfiations
can ocfur on the chip and @re expected to be avoided or at least mitigated. Monitoring mechanisms play
a fundgmental role in building adaptive chip architectures that struggle to achieve the theoretical highest
performance within a thermally safe dynamic voltage and frequency scaling (DVFS) configuratjon for
specifif or varyingaorkloads.

Moderh microprocessors always have built-in digital temperature sensors that allow for repl-time
temperature monitoring. These sensors are in each individual processing core, near the hottest pajrt. The
data c¢llected from these sensors is very accurate as it does not rely on an external circuit located|on the
mothe(ltboard to report temperature. For example, recent Intel microprocessors contain at least one pgr-core
temperature sensor, often many additional ones as well. More than 16 temperatures have been reported
across the die.

There are also many research efforts in this domain, since the design space exploration for runtime power
and temperature management involves a very large number of parameters. There are several approaches for
a single processor and some for the multicore era.[38 1[39]140][41] The main goal is to fit the best monitoring
strategy in terms of efficiency to the right chip, system, and environment.
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7.4.6 Application-specific monitoring

Application-specific monitoring involves mechanisms that are developed to satisfy any of the objectives
discussed thus far but are further customized to consider the behaviour of a particular application. For
instance, this category includes monitoring techniques for online exploration of the best performance/
energy parameter values that can be customized related to an application’s memory usage characteristics.
Runtime monitors and managers have proposed extensible processors with customized instruction sets
that utilize the most appropriate special instruction for a multi-media video encoder[44l. The main idea
of this online monitoring approach is to estimate the quality of usage of the special instructions that are
reconfigured in the processor datapath. The method employs counters to reflect the execution counts of
these custom instructions for each iteration of a computationally intensive loop.

Moreover, in embedded system development, application-specific instruction-set processors (ASIP$) have
gained|popularity because they combine the flexibility of software with the energy-efficiency @nd sfalable
computational performance of dedicated hardware implementations. By modifying the devel¢pment
methoglology for ASIPs, monitoring can enhance the observability and adaptation capabilities |of the
systen]. For instance, Reference [45] describes a methodology for monitoring routinésto check insecure
operatjons through the addition of extra microinstructions within vulnerable machine instructions} ASIPs
can be|synthesized and targeted for different applications, which can employ différent security moEﬁtoring
methods (instruction memory data bus monitoring, data path monitoring, return address stack monijitoring

and branch instruction monitoring).

For performance critical applications, customized objectives for appli¢ation or application-speciffic sub-
modules can leverage one or more of the existing monitoring metrics For instance, QoS can be a metric of
natural robustness and the performance of the system. A drop in/QoS can be a direct impact of a s¢curity
breach| Such composite objectives can be considered application§pecific and not generalized.

7.5 (arrier type
7.5.1 | Middleware

7.5.1.1 Incells

Among the strategies to detect transient faults caused by radiation or optical sources, bulk built-in qurrent
sensorp (BBICSs) offer a solution that is.suitable for system design flows based on the CMOS standard cells
of commercial libraries. BBICSs have the high detection efficiency of costly fault-tolerance schemgs (e.g.
duplication with comparison) with the'low area and power overheads of less efficient mitigation techhiques,
such as time redundancy appnoaches.[461[47][48][49] Without impacting the system operating frequency,
BBICSY address transient faults) of short and long durations and multiple faults. Furthermore, as BBICSs
closelymonitor the zones where faults arise, early detection is possible immediately after fault occufrence,
thus prreventing the induction and propagation of errors to other clock cycles or system blocks.[50]

7.5.1.2 Attachedhardware components inside

Reference [51]\describes MAMon, a monitoring system that can monitor both the logic level and the pystem
level i single*/multiprocessor SoCs. A small hardware probe unit is integrated into the SoC design and
connedted via a parallel port link to a host-based monitoring tool environment.

Reference [52] describes RG-Secure, which combines the third-party intellectual property trusted design
strategy with scan-chain netlist feature analysis technology, and is equipped with a distributed, lightweight
gradient lifting algorithm called lightGBM.

To enable full-system deterministic replay of multiprocessor executions, Flight Data Recorder (FDR)[23] adds
modest hardware to a directory-based sequentially consistent multiprocessor.

7.5.1.3 Filter hardware outside

In contrast to the hardware embedded in the system, a monitor can be located outside the system and is used
to filter and monitor whether the system communicates with the outside world or whether the interactive
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behaviour is compliant. The advantage of the monitor being external is that it does not require large-scale
transformation of the original system. It is convenient to evaluate and monitor the high-level behaviour of
the system and to report security issues in a way that users can better understand.

Typical methods include TrustGuard.[24] Security and privacy assurances in TrustGuard are founded on a
pluggable and simple hardware element, called the Sentry. With an improved Sentry model,18] TrustGuard
now allows output only from the correct execution of signed software. The Sentry in TrustGuard checks:

a) the correctness of instruction execution with respect to the ISA (including determining the next
instruction in program order); and

b) whether each instruction is part of a signed program
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single-core processor running software, including an OS, signed by a trusted authority. Addit
uard requires that all I/0 originates from explicit I/O instructions.
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hre an increasing number of types of hardware, and hardware structures are becoming incre
x. A hardware monitor can be combined with a software monitor tg.achieve better evaluation
bre, this subclause provides a brief summary of software monitering technology.

erating system layer, which provides monitoring APIs or'system drivers.
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thod of Instant-Replay,[23] to obtain relevant operating information.
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ting monitoring. For example, observation variables or path information recording, such as

added. Software monitors used on the application layer include JaRec,[2¢] which is a pl
ndent record/replay environment for multi-threaded JavaT™5) applications implemented usi}
Machine Profiler Interfage\JVMPI).
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ated documents are summarized in Table 1.
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5) Java ™ is the trademark of a product supplied by Oracle. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named.
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Table 1 — Classification of software monitors

Approach

Level

Nonintrusive

Single- or
multicore pro-
cessors

Description

Halsall-Huil28]

Architecture

No

Multicore

This monitor is designed to gather the data
from each processing node of a real-time em-
bedded system that is based on a distributed
architecture.

ReVirt can replay the complete, instruc-
tion-by-instruction execution of a virtual

ReVth[5l]

Architecture

Yes

Multicore

nrachitre;evenrif-thatexecution dcpcuda n
non-deterministic events, such as interrupts
and user input. An administrator camuse this
type of replay to answer arbitrarily,detailed
questions about what occurred before, dyring,
and after an attack.

BugNet(39]

Architecture

Yes

Multicore

The BugNet architecture)is focused on cop-
tinuously tracing program execution. BugNet
focuses on determifiistically replaying the
instructions executéd in user code and shared
libraries.

Instajnt Re-
p]a /[i]

0S

Yes

Multicore

Instant Replayis a technique to replay shared
memory‘accesses by using an ordering-bgsed
approach. This technique restricts the pre-
gramito accessing shared memory object$ only
threugh well-defined CREW (concurrent-fead-
er-exclusive-writer) protocol primitives, which
Instant Replay uses for the execution replay.

Intefrupt
Replpy(60]

0S

No

Muilticore

Audenaert and Levrouw described a method

for replaying parallel programs on bus-bgsed
shared-memory multiprocessor systems that
use interrupts. This monitor is used as an exten-
sion to Instant Replay.

HMQNI61]

0S

Yes

Multicore

HMON was developed to monitor the per-
formance of the Hexagonal Architecture for
Real-Time Systems (HARTS), a distributef
real-time system.

IGORI[62]

Application

No

Single-core

Based on checkpointing techniques, IGOR}is a
system for replaying programs. Given a check-
point, IGOR reconstructs the state of the Iro-
gram at that point and allows the prograrp to
continue its execution. IGOR does not rec¢rd ex-
ternal I/0, so the replayed execution can differ
from the original execution if the environment
has changed. Additionally, IGOR does not handle
non-determinism caused by multi-threaded
programs.

JaRec operates entirely on the Java-bytecgde
level Each clascthaticlaaded hy the l]\”\/[ (]ava

JaRecl26]

Application

No

Multicore

Virtual Machine) is transferred through the
JVMPI (JVM Profiler Interface) to an instructor,
after which the instrumented class is loaded.

a2 This trademark is provided for reasons of public interest or public safety. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.
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Table 1 (continued)

Approach

Level

Nonintrusive

Single- or
multicore pro-
cessors

Description

jRapturel63]

Application

Yes

Single-core

jRapture [SCFPO0O0] is a tool designed to capture
interactions between a Java application and the
underlying system, i.e. interactions with the
user interface, files, keyboard. During the replay
phase, jRapture presents the executing threads
with the same input sequence they received
during the record phase.

Recaplé4]

Application

Yes

Multicore

execution.

Recap is a tool that provides the illusiomdf
reverse execution for parallel programs. Recap
uses a combination of checkpointingand feplay
to provide the user with an illusien of revgrse

Deja}/ules]

Architecture

No

Single-core

DejaVu is an execution replay infrastructjire
designed at IBM®a fop@ddressing the nontde-
terminism caused by threads and other r¢lated
concurrent constructs in Java application

12}

a2  This trademark is provided for reasons of public interest or public safety. This infoymation is given for the convenjence of
users of this document and does not constitute an endorsement by ISO or IEC.

7.5.3

Hardware-assisted monitors

Hardwjare-assisted monitors are technologies or systems for debugging, performance tuning, fault tolerance,

or merjting power, energy and temperature. They are not designed on purpose of security assessment.

Table P lists the main literature related to hardware-assisted monitors.

Table 2 — Classification of hardware-assisted monitors

Approach

Purpose

Carrier

Target
Entity

Objective
Patterns

Deployment
Method

Description

FDRI[}3]

Debugging

Middleware

Multicore

Behaviours

Nonintrusive

Similar to an aircraft flight data
recorder, FDR continuously
records the execution in anfici-
pation of a trigger, which cgqn be a
fatal crash or a software asgertion
violation.

Safq-
tyNetfool

Debugging

Middleware

Multicore

Behaviours

Nonintrusive

SafetyNet periodically check-
points the system state to afllow
the system to recover its stjte to
a consistent previous checKklpoint.
If a fault is detected, SafetyNet
recovers the state to the re¢overy
point, which is the old checkpoint

most recently validated as flault-
free

a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.
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Table 2 (continued)

Approach

Purpose

Carrier

Target
Entity

Objective
Patterns

Deployment
Method

Description

RnR-
Safel67]

Security

Middleware

Single-core

Behaviours

Nonintrusive

RnR-Safe complements hardware
security features to offload intru-
sion checks and/or to eliminate
check imprecision. RnR-Safe
reduces the cost of security hard-
ware by allowing the hardware

to be less precise at detecting
attacks, thus potentially reporting

false positives®5,

PASM[68]

Debugging

Middleware

Multicore

Information
and Behav-
iours

Intrusive

PASM is a programmable‘hgrd-
ware monitor that provided a
flexible set of toals\for the yser to
specify eventsifor'a wide variety
of monitoring applications.[The
user caninclude with the appli-
cation a monitoring section|that
defines events of interest, afctions
tobe’executed upon detectijon of
these events, and the binding of
events to actions.

ARTIpII

Debugging

Middleware

Multicore

Behaviours

Intrusive

This approach focuses on vis-
ualizing the timing behaviopur
of the system processes. Rafe
monotonic and deferrable sprver
algorithms are supported by this
monitor, and the monitoring task
is performed as part of the farget
system.

ZMA4lfo]

Debugging
and Per-
formance

Middleware

Multicore

Behaviours

Nonintrusive

In this approach, a hardwaife sys-
tem called ZM4 and an event trace
processing software called SIM-
PLE, which works independently
from the monitor, are develpped.
The connection between the hard-
ware and the monitored sygtem is
alocal area network type.

Tramd(28l

Debugging

Middleware

Multicore

Behaviours

Intrusive

The architecture of this sysftem
consists of software for evejnt
triggering that inserts writg com-
mands in the code and a hardware
subsystem used to sample the
time and identity of the CPU.

Debug-

This system-on-a-chip-basdd
monitor uses a hybrid methjod for
run-time verification of embedded
systems. The monitor consists of

SoC-
based(71]

ging, Per-
formance,
Fault-tol-

erance and
Security

Middleware

Multicore

Behaviours

Nonintrusive

all CVCllt I CLUSII;LCI, da viel ;f Lation
tool, and the monitor output. The
event recognizer decides whether
the collected data are relevant to
the event definition. After passing
this step, the event data are sent
to the verification section, where
they are compared with the re-
quirement constraints.

a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.
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Table 2 (continued)

. Target Objective | Deployment .
Approach | Purpose Carrier Entity Patterns Method Description
MAMon MAMon is a monitoring system for
[51] Debugging | Middleware | Multicore | Behaviours | Nonintrusive |hardware-accelerated real-time
o operating systems.
Observ-
Road- %k:?fte};’ Roadnoc is a counter-based mon-
72 S Middleware | Multicore | Behaviours | Nonintrusive |itoring component attached to a
noclZzl | utilization
£NoC router.
routers
Optimiza- ADAM performs runtime appli-
ADAMZ31 | BOn: Task | ypiq 4 ware | Multicore | Behaviours | Nonintrusive | C2tion mapping opanNoCina
Mapping distributed manher by usinjg an
on an NoC agent-based approach.
Built-in s€lf-testing at each
Reliabilit router diagnoses the numbgr and
Vicislz4] for NoCy Middleware | Single-core | Behaviours Intrusive |[locations of hard faults, and this
method includes ECC, a crogsbar
bypass bus, and port swapging.
NUDA is a nonintrusive debug-
. ging framework for many-cpre
75 Debugging . . . : . |systems that operates in pajrallel
NUDAIZ3] | (race de- | Middleware| Multicore | Behaviours | Nonihfrusive C :
tection) to the original data intercofnec-
tion, thus enabling “non-intfusive”
debugging methods.
Debugging The lockset algorithm is us¢d
HARDIZ8] | (race de- | Middleware| Multicore | Behaviours | Nonintrusive :in harc_lware tobe.i(.plm;t}}]f ralce
tection) etection capability of this plgo-
rithm by using bloom filters.
Based on a non-interferenc¢ mon-
itoring architecture, non-INTER
Debuesin monitors the execution of d}tstrib-
Non-IN- ggmng| : . . .. |uted real-time systems without
y7) | andPer- | Middleware | Multicore | Behaviours | Nonintrusive |. . . : :
TERIZ formance interfering with their execytion
by using additional hardwafe
to collect state information|and
assist in monitoring.
TrustGuard makes the Sentfy
compatible with a wide range
of devices without requiring
Trugt- hardware modifications to the
Guard Security, | Middleware | Multicore | Behaviours | Nonintrusive |hostsystem and gives developers
[54] the option to use trusted cgde to
verify the execution of untrjusted
code, thus reducing the sizg of the
trusted code base.
fimtide®momnitors Xeomcores at
runtime with a reconfigurable
computing processor (RCP) chip.
intide®2 L ® . ]
J Security | Middleware | Multicore | Behaviours | Nonintrusive Jintide captures particular fea
[78] tures by recording and analys-

ing the microarchitecture-level
behaviours that are software
transparent.

a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.
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Table 2 (continued)

. Target Objective | Deployment -
Approach | Purpose Carrier Entity Patterns Method Description
Side-chan- Hard- These approaches monitor
nel based . ware and |Single-/Mul- . . . |hardware behaviours by using
Security . Behaviours | Nonintrusive | . . .
approach- Software ticore side-channel information to de-
es[14.15] (Optional) tect hardware Trojans.
a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.

7.5.4 | Software vs. hardware-assisted solutions
Detectjng hardware behaviour by using software has many limitations:

a) THe acquisition software cannot record every memory access of the CPU and gan only use page
granularity, thereby incurring a large performance overhead and memory space’ overhead, greatly
linpiting the use range.

b) THhe acquisition software also cannot record the DMA operation of a transparent transmission|device
and can perform accurate event recording only on an analogue device.

c¢) On the playback side, using different architectures causes false-positives, and using thd same
ar¢chitecture leads to the problem of insufficient confidence.

Softwdre can be combined with hardware modules to achieve higher confidence with higher performance.
That i$, the software collects the CPU status, the hardware<records memory and 10 access, and then
implenpents a hardware monitoring framework through‘yother hardware cores running instfuction
simulafors.

7.6 Target entity
7.6.1 | IP cores

7.6.1.1 General
The sefurity of IP cores comes from\two aspects:

— To[maintain their commercial credit, IP vendors provide IP anti-counterfeiting solutions to verifyy their
legitimacy:.

— Usgrs of IP cores ensure that the embedded third-party IPs will not bring safety risks.

7.6.1.4 IP anti-piracy

[P anti-counterfeiting solutions can be roughly divided into four strategies: obfuscation, watermprking,
fingerprinting and metering. IP anti-counterfeiting can be used only for IPs originating from legltimate
suppligrs,and it is based on the supplier's own business reputation and verification methods. Therefore, as
a user, in the case of high security requirements, a hardware monitor can be added to verify the compliance
of the third-party IP.

7.6.1.3 IP compliance monitoring

Third-party IPs are often integrated into the SoC as a core security function, such as an encryption engine.
Their own security directly determines the security level of the overall system. There are also potential
risks that malicious functions, e.g. hardware Trojans, can be inserted into IP cores. In particular, due to
cost and time constraints, IP cores without a complete authentication chain are used in many scenarios.
Therefore, ensuring the safe operation of IP cores, the absence of a security backdoor and hardware
monitoring technologies that guarantee the absence of malicious functions are very important.
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7.6.1.4 Hardware integrity assurance

In the scope of post-silicon hardware operation, methods such as runtime attestation become crucial to
ascertain that the hardware components have not been illicitly altered during their execution cycle. This
approach forms a part of the hardware monitoring strategies which ensure the integrity of third-party IPs,
effectively supplementing the anti-counterfeiting solutions provided by IP suppliers. Such a verification
approach becomes paramount in high-security applications where any tampering can lead to a catastrophic
failure of the overall system.

7.6.1.5 IP core verification and validation

[P cordverification and validation mechanisms take centre stage in establishing the functional correctness,
performance, and security characteristics of third-party IPs. These mechanisms can include |formal
verificition methods, simulation, and hardware emulation. Much like the anti-counterfeiting solutions,
these procedures depend heavily on the verification methodologies provided by the legitimate suppliers.
They ephsure the operational safety of the IP cores, preventing any potential security backdoors that|can be
prese

7.6.1.4 Runtime monitoring of IP cores

Real-time hardware monitoring provides a continuous assurance of the 'secure operation of IP| cores.
Technqlogies capable of capturing and analysing real-time data are particularly valuable in this cpntext.
They chn observe variations in power consumption, timing analysis, or performance metrics to identify any
unusugl activity that can signify a security breach. Given that IP corés often fulfill core security functions
within|SoCs, such as encryption engines, runtime monitoring canbe critical in maintaining the secyrity of
the ovgrall system, particularly when the authentication chain gf the IP cores is incomplete.

7.6.2 | Processing units

Processing units can be divided into single processors, multiprocessors and networks on a chip |(NoCs)
accordjng to the number of cores. Single-processor-ionitoring is found mainly in the early literathre.[67]
With the rapid development of chip manufacturing and the rise of cloud computing, the Internet of [Things
and other fields, many studies have concentrated mainly on multiprocessors[18l[29] and NoCs[Z2] tp solve
debugging, fault tolerance and security issues in multicore scenarios.

7.6.3 | Memory

Memolly includes two types: volatile and non-volatile. A representative of volatile memory is RAM.|Due to
the regd-only nature of ROM,(nen-volatile memory is discussed only in terms of SoC components (Flash/
EEPROM, etc.). Non-volatilememory (such as a hard disk or USB) outside of the system is discussed i1} terms
of peripheral devices.

Randofn-access meniery (RAM) is volatile random-access memory with high-speed access and equpl read
and wifite times. [tiS\not related to addresses. RAM can be divided into static RAM (SRAM) and dynamjc RAM
(DRAM). SRAM stores the temporary data generated during the operation of a single-chip microcorhputer.
Its spepd is very high. SRAM is currently the fastest storage device for reading and writing. SRAM ifs often
used fgr high-speed buffer memory, such as the primary and secondary buffers of the CPU; DRAM fetains
data for‘a’short time. DRAM is slower, cheaper and has more computer memory than SRAM.

Monitoring SRAM involves focusing on two main areas: the CPU cache and the SRAM used in the SoC. RG-
Secure obtains cache information by monitoring the data of the bus controller so that it can process the
dynamic data of SRAM in multicore scenarios. FDRI[23] identifies memory race by embedding a special field
(VIC/CIC) in the cache.

DRAM monitors are divided into two realizations: software and hardware. SMMI8Y is a software
implementation that provides detailed information and a graphical view of the running programs inside the
computer. Through hardware implementation, SMM can provide better performance and safety. Jintide [Z8]
uses special hardware, namely, MTR, to efficiently collect DRAM data. Jintide can collect only the memory
that changes between checkpoints as needed, thereby greatly reducing the log size.
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7.6.4 Peripheral devices

Peripheral equipment is divided into two categories: input and output. These devices handle data or signal
input/output and include non-volatile storage devices (such as data carriers) and input/output devices for
non-deterministic events (such as user keyboard input and interrupt/abnormal signals).

The monitoring of peripheral devices is performed directly or indirectly by relying on the I/0 interface (12C/
SPI/PCle, etc.) provided by the system boundary. Direct acquisition methods include collecting peripheral
bus data. Indirect methods include using the monitor function provided by the hypervisor technology to
obtain interrupt and data information.

ogging

A hyperrvisor is also known as a hosted VMM, since a hypervisor runs as an application in a normal opgrating
systen] known as a host operating system. The host OS does not have any knowledge abotit the VMM and
treats ft like any other process. The host OS typically performs I/O on behalf of a guest-0S. The gyest OS
issues the I/0 request, which is a trap by the host OS. The host OS, in turn, sends the I/0 request to the|device
driver that performs I/0. The completed I/0 request is again routed back to the gugst0S via the host|OS.

7.7 (bjective patterns

7.7.1 | Information content

Informjation content-based monitoring focuses on the information flow between the internal components
of the pystem or between the system and the outside, including communication-related timing andl other
protocpl data and audit logs related to upper-level business logi€. This type of monitor pays attention to the
informfation itself and feeds back the operation of the system'by monitoring the content.

The infformation related to the communication protecol can be obtained by using a logic analyser or
oscilloscope, or directly using middleware by intercepting the bus. For business-related information,
softwalre can be used to record log information.

7.7.2 | Physical specification

Monitdring the physical characteristics of the hardware involves obtaining the hardware's physicdl data,
such ag current, voltage, power consumption, electromagnetic emissions, computation time, and heat|in real
time through a sensor, probe, or intérmediate hardware. The main purposes of physical feature monfitoring
includ¢ threshold control, performance optimization, fault tolerance, QoS, and security monitoring (tq detect
hardwhre Trojans, etc.).

From the perspective of the’supply chain, monitoring physical characteristics play an important role in every
link. Ir] the in-house design stage, monitoring physical characteristics can help determine the legitithacy of
the thifd-party IP. lnthe test stage, monitoring physical characteristics can help verify that the key nfodules
are slightly resistant to side channel analysis. In the post-silicon stage, monitoring physical charactgristics
can enfure a stable operating environment and excellent performance.

Physical features can be derived from golden values or can be dynamically adjusted by using njachine
learninjg-and artificial intelligence algorithms.

7.7.3 Behaviours

Behaviour-based monitors emphasize logical compliance at a high level. For example, hardware Trojans
can be detected to analyse the behaviour of the hardware. Unlike information content-based and physical
specification-based monitors, behaviour-based monitors have an important runtime feature.

Hardware behaviour is restricted by the system environment in which the entity is located. Behaviour
monitoring often involves an overall analysis of the entire system and does not limit important security
components.
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7.8 Deployment method

7.8.1

General

The deployment of monitoring involves consideration of:

a) intrusiveness;

b) whether the deployment is offline or online;

c) whether the deployment is synchronous or asynchronous; and

d) whe

7.8.2
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veness is reflected in the impact on the time and space of the running target systefi; In some c
bns, poorly designed monitors can even bring operational errors and securityrisks. Consider
wer intrusiveness is one of the main goals of monitor design. The advantage of a software
r is that it can provide good flexibility. Where there are sufficient resourc€s, a monitor paralle

bmplex
ing the
-based
| to the

Kystem can show good non-intrusiveness. However, in the case of embédded systems, pure s:]ftware

esults in considerable overhead. The advantage of hardware-based-monitors is that with t
mance of parallel monitor hardware, they can provide lower .ibtrusiveness. However, cor
bftware solutions, hardware solutions involve more development funds and cycle investme
ity is also limited. Configurable hardware-assisted solutionsbhaséd on FPGAs consider the adva
bility and low overhead to a certain extent. Balancing cost; flexibility, and low intrusion c4
m at the monitor deployment phase.
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e good
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methods can result in lower intrusiveness thah online methods because the processing tije can

iyed. However, unlike online solutions, offline solutions involve store sampling or tracing r
y introducing additional space overhead. Online deployment methods are more suitable for re
s. When monitoring abnormal behaviours, this method can provide timely security control. Hd

the online approach either increases costsot-brings greater overhead.

7.8.4

To balg
used tq

Synchronous or asynchronous

nce the advantages and disadvantages of offline and online methods, an asynchronous monitor
achieve a certain balanece between time lag and detection timeliness. Compared with a synch

solution, an asynchronous-solution brings some delay, but as long as the delay is within the acceptabl

of the 5

7.8.5

To dat
increa
Refere

ystem, the asynehrenous monitor solution is a better solution with lower intrusiveness.

Single or niiltiple monitors

e, the strategy of centralized processing with a single monitor(8% is more common, but w|

bcords,
hl-time
wever,

can be
Fonous
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ith the

ing,comiplexity of SoC and NoC systems, distributed multimonitor solutions have gradually en|

monitd

hce [81] d1V1des multlmonltor solutlons 1nto two categorles orchestrated and choreog

nerged.
aphed

a choreographed approach dlssemlnates these tasks across multlple monltors [82][83] While orchestratlon
is typically simpler to synthesize and thus easier to obtain correctly, choreography is more attuned to the
characteristics of distributed computing, thus leading to lower network traffic and a higher degree of fault
tolerance.[84]

7.8.6

Scalability

Scalability is a critical consideration for hardware monitoring systems as the complexity and monitoring
requirements of modern systems continue to grow. A monitoring solution that lacks scalability can
become inadequate to handle the increasing number of components, devices, or data points that need to
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be monitored. To maintain scalability, it is vital to design hardware monitoring systems with modular
architectures, as this will facilitate easy expansion and adaptation. For instance, Reference [42] presents
a scalable hardware monitoring framework that leverages distributed data collection and processing to
accommodate monitoring requirements across large-scale distributed systems.

7.8.7 Resilience and redundancy

The design of hardware monitoring systems prioritizes resilience and redundancy to provide continuous
monitoring, even when faced with failures or disruptions. Downtime or malfunctions in the monitoring
system can result in the loss of critical data, which can have serious repercussions. A viable approach for
this situation involves implementing redundant data storage and failover mechanisms. As exemplified in
Reference [43], this method utilizes a redundant monitoring architecture to maintain uninterruptgd data
collectjon and analysis.

7.8.8 | Compatibility

Seamlgss integration of monitoring solutions often rests on their compatibility with existing hardwgre and
software systems. The design of these systems ideally facilitates interactions with a wide array of hardware
confinglrations and software environments, thus avoiding any conflicts or disruptions. An instgnce of
this cajn be found in Reference [95], which elaborates on a System-on-Chip (§eCJ) architecture integrating
multip]e processors with other memory blocks. Such a design enhances the-system's adaptability to yarious
hardwhre configurations, promoting effortless deployment in a variety of systems.

7.8.9 | Impact on performance

The effect of hardware monitoring on the performance of th€’observed system is ideally kept as|low as
possible to prevent interference with its regular functionality: Monitoring systems are best designgd with
great frecision to exert as little burden as possible on the'résources of the targeted system. For ingtance,
Reference [112] investigates methods for lightweight hardware monitoring which result in an almopt non-
existent impact on the CPU's performance, thus allowing for continuous monitoring without diminishfing the
resporlsiveness of the system.

7.8.10| Lawful and ethical data handling regulations and requirements

Hardwjare monitoring systems complying with legal regulations and ethical guidelines allows for|lawful
and ethical data handling. As data privacy and security become more prominent concerns, prioritizing the
protection of collected data and its\responsible usage becomes paramount. For instance, Referencg [113]
emphakizes the value of compliance with data protection regulations and the implementation of pfivacy-
preserying techniques in hardwdre monitoring systems, which helps in maintaining the trust and confidence
of users.

8 Utilizingamonitoring technologies for hardware security assessment

8.1 lfxisting state-of-the-art security assessment approaches

The stages of existing hardware security assessment approaches can be classified into pre-silicon and post-
silicon stages. The former stage is used to guide the fulfilment of specific safety requirements in the design
phase, and the latter is used mainly to evaluate product safety risks.

The methods used in the pre-silicon stage can be divided into top-down and bottom-up methods that guide
the hardware design phase to meet safety requirements. R. Huang et al.[3] proposed a hardware security
assessment scheme that provides a systematic way of measuring and categorizing the security concerns of
hardware features. The proposed scheme focuses on security measurements in the early design stage by
utilizing the experiences of security experts and the design knowledge of feature owners. The assessment
scheme employs a two-level questionnaire format that scores and categorizes security measurements.
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B. Sherman et al.[8¢] proposed a bottom-up design approach, transitioning from a product-centric to an IP-
based approach, thereby effectively improving the reuse of public components of various products. The
outcome was the Security Risk Assessment (SRA) tool, which guides an IP working group in conducting
security assessments.[86] The SRA tool divides the security assessment process into two layers: a high-level
filter and a low-level assessment. The intent of the high-level filter is to quickly identify the IPs, and if there
are no significant security concerns, they are dismissed as having minimal risk. The low-level assessment
comprises a set of questions organized into focused topic categories, where each question is assigned a risk
rating and weighted score.

Hasegawa et al.l12.13] proposed a machine-learning-based hardware Trojan detection method for gate-level
netlists by using multilayer neural networks. The authors extracted 11 features for each net in a netlist.
multildyer neural networks.

C dULIO cd C I1C d UINKTIOW C O S€ O OJd C d 10 O d C D

The p¢st-silicon phase is the security assessment of the finished product. CC EAL (Common Cfiteria,
EvalueIion Assurance Level) relies on the CC specification to test the specific product levelland establishes a
mutual recognition mechanism as a safety guarantee for the passage of products. The CCsépies specififations
define |the overall information security framework with the two levels of security fuiiction and s¢curity
assurapce.

Differgnt industries have different security assessment requirements for hardware security assepsment
accordjng to their own characteristics. For example, the Society of Automotive Engineers (SAE) Internptional
is actiyely involved in developing series of standards, such as AS6171A L4 The SAE has introduced a set
of test|methods for detecting counterfeit parts, by testing physical preperties and electrical properties of
differept parts.[87] The SAE uses image tools and physical measurement tools to evaluate hardware sgcurity.

Becauge of the sensitivity of certain fields (aviation, military, eivi¥livelihood, etc.), different countri¢s have
introdyiced native hardware assessment and certification requirements, such as NIST FIPS 140-2[(USA).
[105] In| contrast, ISO/IEC 19790 states that certified products can be used in specific departments| These
certifig¢ations are tested and verified by authorized lab@ratories on samples submitted for inspection to
match fpecific safety requirements one by one and yield a safety assessment report to be submitted to the
authorjty for review.

8.2 How hardware monitoring can help

The principal target of a security assessment methodology analysing the sufficiency of countermeasyres for
securifly problems such as hardware Trojans or hardware flaws is to evaluate runtime hardware behaviour-
based $ecurity. The evaluation is petformed in discrete periods called monitored intervals.

For this purpose, the concepf of runtime hardware-behaviour-based security is defined as a prpactive
approdch to security for hardware in the post-silicon phase, in which relevant hardware runtime 4ctivity
is monftored so that deviations from patterns of normal behaviour can be identified and addressed qpickly.

Referring to Figure 25\the evaluation of runtime hardware security checks runtime behaviours to distinguish
unautforized or unexpected activities on running post-silicon hardware. Since runtime behaviourf are a
subset|of all passible behaviours, and the behaviours activated at runtime are a subset of the behgviours
activatled at ‘any moment, the evaluation of runtime security on the target post-silicon hardwdre can
potentjally. enhance the confidence that risks from threats have been minimized, such as hardware Trojans
or hardware flaws.
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Figure 2 — Runtime hardware-behaviour-based security — coneepts and relationships

licit characteristic of a hardware Trojan is that host hardware operations (behaviours) car result
inexpected status against the original specifications wher the Trojan is activated. For ejample,
eration can result in registers that violate the instruction manual or the protocol to gen¢rate a
ophic-mistake attack, or an internal secret can be smuggled outside to pads with a bypass. Hqwever,
ivity conditions and corresponding behaviours of maost flaws referring to functional bugs an[d side-
1 bugs can be consulted to obtain prior knowledge. For example, if a program is detected| which
lently measuring the latency of a memory addtess that would have only been visited by a CPU on
htive execution, it can be concluded that this is:part of a CPU cache side channel attack.

ent, hardware monitoring technologies have been developed for many purposes. These technplogies

are widlely used to collect dynamic information-that presents the runtime changes of the attributes, cpntent,

interng
target

8.3 (

| states, or surface looks of the target. By further analysis of such information, meaningful rintime
hctivities can be extracted, which can be identified as behaviours.

Lhallenges

Challenges also exist when employing monitoring technologies. Examples of such challenges are listed below.

— Ru
is

ntime monitoring'can bring extra overhead to the original system, and the security of the monfitoring
mportant.

An internialmodule or an external agent that performs monitoring, as an additional functional part
of the€apget, will probably bring extra overhead, thus likely decreasing the overall performalnce.

Geértification for monitoring hardware is an essential requirement for operating monitorirlg with

tfust. Monitoring hardware can coordinate with external devices to achieve better performance.

Potential threats to monitoring hardware exist in both cases. For example, monitoring data can be
revealed to the outside. Thus, certification based on security requirements to address these threats
can be considered in applying the monitoring hardware.

— Most existing hardware monitoring technologies are ad hoc. Extra optimization or redesign of the
hardware target can be required for runtime evaluation tasks.

Among existing cases, the technologies that monitor hardware states most likely play the role of
design assistance rather than assessment assistance. These technologies are designed to serve
different purposes (see 6.2) with various features, some of which are possibly not convenient
for evaluation. A common challenge is that some of these technologies can be realized only by an
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intrusive approach to the circuit, while reusability, configurability and non-intrusiveness are more
desirable for assessment.

Various hardware components present quite different attributes, features and behaviours.

— Third-party agencies or users can be faced with different kinds of hardware components. Currently,
third-party agencies or users who want to monitor hardware components to evaluate them, must do
so case by case. Therefore, a general methodology of runtime security evaluation is needed.

False positives and negatives impact hardware monitoring effectiveness, wasting resources or leaving
the system vulnerable to undetected threats.

—| False positives and negatives are critical concerns in hardware monitoring systems. False pdsitives
refer to instances where the monitoring system erroneously identifies a normal activityas-ajthreat,
leading to unnecessary alerts and resource consumption. On the other hand, false negative$ occur
when the system fails to detect actual threats, leaving the system exposed to potential harm. Both
situations can have detrimental effects on the overall effectiveness of the monitering systemn.

—| These issues often arise due to the complexity of the algorithms used for threat detection gnd the
inherentuncertainty in monitoringlarge-scale hardware systems. For example, in intrusion defection
systems (IDS), an incorrect signature match or anomaly detection,can trigger a false ppsitive.
Similarly, sophisticated malware can evade detection mechanisms, leading to false negativeg.

—| Mitigating false positives and negatives involves a delicate equilibrium of diminishing inag¢curate
alarms while also maintaining robust threat coverage. By. incorporating advanced njachine
learning techniques and perpetual real-world data training, the precision of threat detectjon can
be significantly improved. The incorporation of ensemble methods, which merge multiple defection
algorithms, assists in minimizing false positives and negatives.

Ingfficient resource allocation for processing power and memory in hardware monitoring systems can
imjpact overall system performance.

—| Resource allocation is a critical aspect ofshardware monitoring systems, especially in regource-
constrained environments. Inefficient -allocation of processing power and memory can lead to
suboptimal system performance, affecting the overall functionality and responsiveness|of the
monitored system.

—| In resource-constrained embeédded systems or Internet of Things (IoT) devices, the operdtion of
the hardware monitoring system can be challenging due to the limited resources. For exaniple, an
embedded system can find\it difficult to accommodate the high computational demands of repl-time
monitoring and analysis given its restricted processing power.

—| Addressing this challenge can involve the implementation of lightweight and efficient algorifhms in
hardware monitoring systems. One way to do this can beleveraginghardware-accelerated prog¢essing
units like FEGA or ASIC. This technique can lessen the computational load of the main CPU. Also,
focusing ondthe optimization of data storage and transmission has the potential to conserve njemory
resources:

Scarcityof technical expertise hinders effective design, deployment, and maintenance of hafdware
menitoring systems.

(@)

— The complexity of hardware monitoring systems demands specialized technical expertise. However,
a scarcity of skilled professionals with in-depth knowledge of hardware, cybersecurity, and system
architecture can hinder the successful implementation and maintenance of such systems.

— Hardware monitoring systems require a deep understanding of various disciplines, including
hardware design, operating systems, networking, cryptography, and cybersecurity. For instance,
implementing secure hardware monitoring requires knowledge of threat modeling, risk assessment,
and security protocols.

— To overcome the scarcity of technical expertise, organizations can invest in training and
education programs for their personnel. Additionally, collaborations with academic institutions
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and cybersecurity training centres can help fill the skill gap and create a pipeline of qualified

professionals.

replacing components.

Hardware monitoring systems, especially in embedded systems, face unique challenges in ma
the lifecycle of their components. The process of updating or replacing hardware components
intricate, costly, and time-consuming.

Embedded systems often have limited modularity, and hardware components can be
integrated with the overall system architecture. For example, replacing a critical componen

Managing the lifecycle, especially in embedded systems, poses complexities and costs when updating or

naging
can be

tightly
tin an

Moreover, with reference to Reference [88], divide hardware security threats are'divided into five catg
hardwhre Trojans, side channel attacks, IP piracy, invasion attacks, and_revérse engineering. Sij

securit

been ipcluded. New threats can also arise from the evolving threat lahdscape, therefore appropris

specia

embedded system can require significant redesign and revalidation of the entire system.

To address these challenges, careful planning and foresight during the initial desigh’phz:
crucial. Adopting modular hardware architectures and ensuring component corhpatibilit
future updates can ease the lifecycle management process. Additionally, remote)firmware U

updates in embedded systems.

y of the hardware monitor itself is also very important, the moniter'in the last row of Tabl

ized hardware monitoring techniques are useful for detecting sych threats.

Table 3 — Values and limitations of hardware menitoring assessment technology
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Hardwpre Trojan

Functional verification[82]
Hardware Trojan triggering[24
Side-channel analysis[21]
Security designl22]

Redundant checks and functional verification base
trusted hardware.
[llegal instruction identification.
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Side ch

Effectively identifies attack patterns for frequent s
pling events.

Updates matching patterns quickly and diagnoses
vulnerabilities such as Meltdown and the Spector s

annel attack Hiding and maskingl93]

Am-
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eries.

IP pirafy Trust verification[24] Keys).

Inspection of the calculation results of key assets (.

Identification of illegal instructions.

buch as
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e engineering Hatdware obfuscationl22] Not available.

Attack
toring

Encryption,

access control,

5 against moni- entity authentication,
hardwaré physical protection of the hard-
ware, and

runtime self-testing.

Certification for monitoring hardware.

9 Certification for monitoring hardware

A certification for monitoring hardware is essential for using hardware monitoring technology with trust.
Two use cases are considered. In the first use case, the monitoring hardware monitors the target hardware
and detects malicious hardware. In the second case, the monitoring hardware coordinates with external
devices to achieve a better performance.

In the first use case, the monitoring hardware obtains side-channel information (e.g. the power
consumption, electromagnetic emissions, and computation time) of the target hardware to check the status
of the hardware. A detection algorithm executed on the monitoring device can detect malicious behaviours
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by using the side-channel information. However, detection using only monitoring hardware can cause false
detections due to the limited computational resources.

In the second use case, the monitoring hardware provides side-channel information to an external device.
The detection algorithm can be executed partially or entirely on external resources (e.g. devices or PCs) to
improve the detection accuracy.

Example threats against the monitoring hardware include the following:
— Unauthorized access

An attacker can access (read, modify, or delete) the data (e.g. side-channel traces and cryptographic
keys of the monitored target) in the monitoring hardware.

Ar attacker also can access transmitted data or compromise the security of the monitoring-hardware by
mg@nitoring or manipulating communication between the monitoring hardware and external respurces.
Thiis also includes fault injection attacks.

— Unauthorized update
Ar attacker can install unauthorized software (e.g. firmware) on the monitofing hardware.
— M3lfunction
A monitoring malfunction can reduce the security of the monitoring-hardware.
To mitjgate the risks of the above threats, the following countermeasures can be used:
— Acfess control

Acfess control in accordance with security policies can‘finprove the security of the monitoring hafdware
aghinst unauthorized access.

— Enftity authentication

Authenticating an external entity (e.g. user-or external resource) that requests access to the monjfitoring

hafdware also improves the security of the monitoring hardware against unauthorized access.
— Data integrity and authentication

Authenticating the source of data and confirming the integrity of data can improve the security of the

rypting data that are stored in, sent from or sent to the monitoring hardware can |ensure
copfidentiality @nd improve the security of the monitoring hardware against unauthorized faccess.
Hardware secutity modules (HSMs) and trusted platform modules (TPMs) can be used to protect

the security of the monitoring hardwar

a ava oL a a A e_helnagln ad 0

o the risk of malicious-sg are-beinginstalled 3 improve
e against unauthorized updates and malfunctions.
— Physical protection

Locating the monitoring hardware in a controlled or monitored physical environment can improve the
security of the monitoring hardware against unauthorized access.

— Self-testing
Self-testing of the functionalities of monitoring hardware can improve its reliability and the security of
the monitoring hardware against malfunctions.
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Certification for monitoring hardware guarantees that the monitoring hardware meets these security
targets.

ISO/IEC 15408-2 can be applied to the certification of monitoring hardware. The related security functional
components are listed in Table 4.

Table 4 — Related security functional components in ISO/IEC 15408-2

Related security functional components in ISO/IEC 15408-2
FDP_ACF (access control)
FIA UAU (user authentication), FDP DAU (data authentication)

Security targets

Access control

Entity authentication
Datd integrity and authentication FDP_UIT (user data integrity transfer_ protection), FDP_DAU (data-authenti-
cation)
. - FDP_UCT (inter-TSF user data confidentiality transfer protection), FCS_COP
Confidentiality . :
(cryptographic operation)

Sdftware update verification FDP_UIT (user data integrity transcfaetricl))rls)tectlon), FDP/DAU (data authenti-

FPT_PHP (TSF physical protection)
FPT_TST (TSF selfstést)

Physical protection
Self-test

The abpve relations can be used to describe PPs/STs for the monitoring hardware.
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