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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
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Introduction

The use of artificial intelligence (Al) technology in industry has increased significantly in recent years and
Al has been demonstrated to deliver benefits in certain applications. However, there is limited information
on specification, design, and verification of functionally safe Al systems or on how to apply Al technology
for functions that have safety-related effects. For functions realized with Al technology, such as machine
learning (ML), it is difficult to explain why they behave in a particular manner and to guarantee their
performance. Therefore, whenever Al technology is used in general and especially when it is used to realize
safety-related systems, special considerations are likely to arise.

The avads sfpowerful computationalanddata—storage technologiesmakesthe prospectof large-
scale deployment of ML possible. For more and more applications, adopting machine learning, (ag an Al
technology) is enabling the rapid and successful development of functions that detect trends and’patterns
in datg. This makes it possible to induce a function’s behaviour from observation and to quickly extrfact the
key paframeters that determine its behaviour. Machine learning is also used to identify anomalous belaviour
or to cpnverge on an optimal solution within a specific environment. Successful ML applications ar¢ found
in analysis of, for example, financial data, social networking applications and language recognition) image
recognlition (particularly face recognition), healthcare management and progndstics, digital assistants,
manufficturing robotics, machine health monitoring and automated vehicles.

In addjtion to ML, other Al technologies are also gaining importance in engineering applications. Applied
statist]cs, probability theory and estimation theory have, for example, énabled significant progresq in the
field offrobotics and perception. As a result, Al technology and Al systemsare starting to realize applitations
that affect safety.

Modelg play a central role in the implementation of Al technolagy<The properties of these models are used
to denjonstrate the compatibility of Al technology and Al systems with functional safety requirdments.
For ingtance, where there is an underlying known and understood scientific relationship between the key
parameters that determine a function’s behaviour, there’is likely to be a strong correlation betwgen the
observied input data and the output data. This leads te a transparent and sufficiently complete mpdel as
the basis for Al technology. In this case, compatibility of the model with functional safety requirenients is
demonfstrated. However, Al technology is often used in cases where physical phenomena are so complex or
at such a small scale, or unobservable withoufinfluencing the experimental data, that consequently there
is no sfientific model of the underlying beliaviour. In this case, the model of the Al technology is pjpssibly
neithef transparent nor complete and the\compatibility of the model with functional safety requirenjents is
hard tqg demonstrate.

Machine learning is used to create*models and thus to extend the understanding of the world. HQwever,
machine-learnt models are only;as good as the information used to derive the model. If the training data
does npt cover important cases, then the derived models are incorrect. As more known instanges are
observed they are used toeinforce a model, but this biases the relative importance of observations, steering
the furjction away froni-less frequent, but still real, behaviours. Continuous observation and reinforgement
moves|the model towards an optimum or it overemphasizes common data and overlook extreme, but ¢ritical,
conditions.

In the fase ofieontinuous improvement of the model through the use of Al technology, the verification and
validatfion<activities in order to demonstrate its safety integrity are undermined as the function beaviour
progrefssively moves away from the rigorously tested, ideally deterministic and repeatable behaviouf.

The purpose of this document is to enable the developer of safety-related systems to appropriately apply
Al technologies as part of safety functions by fostering awareness of the properties, functional safety risk
factors, available functional safety methods and potential constraints of Al technologies. This document also
provides information on the challenges and solution concepts related to the functional safety of Al systems.

Clause 5 provides an overview of functional safety and its relationship with Al technology and Al systems.

Clause 6 describes different classes of Al technology to show potential compliance with existing functional
safety International Standards when Al technology forms part of a safety function. Clause 6 further
introduces different usage levels of Al technology depending on their final impact on the system. Finally,
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Clause 6 also provides a qualitative overview of the relative levels of functional safety risk associated with
different combinations of Al technology class and usage level.

Clause 7 describes, based on ISO/IEC 22989, a three-stage realization principle for usage of Al technology in
safety-related systems, where compliance with existing functional safety International Standards cannot be
shown directly.

Clause 8 discusses properties and related functional safety risk factors of Al systems and presents challenges
that such use raises, as well as properties that are considered when attempting to treat or mitigate them.

Clauses 9, 10 and 11 show possible solutions to these challenges from the field of verification and validation,
control and mitigation measures, processes, and methodologies

The annexes provide examples of application of this document and additional details. Annex A addresses
how IHC 61508-3 is applied to Al technology elements, and Annex B provides examples tochow t¢ apply
three-§tage realization principles and define various properties. Annex C describes more detailed pr¢cesses
related to 9.3. Annex D shows the mapping between safety life cycle in IEC 61508-3 and Al'system life cycle
in ISOAIEC 5338.
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Technical Report ISO/IEC TR 5469:2024(en)

Artificial intelligence — Functional safety and Al systems

1 Scope

This document describes the properties, related risk factors, available methods and processes relating to:

— usk of Al inside a safety related function to realize the functionality;
— usg of non-Al safety related functions to ensure safety for an Al controlled equipment;

— usk of Al systems to design and develop safety related functions.

2 N:[rmative references

The following documents are referred to in the text in such a way that some or-allof their content congtitutes
requir¢ments of this document. For dated references, only the edition cited applies. For undated refefences,
the lat¢st edition of the referenced document (including any amendments)applies.

ISO/IEL 22989:2022, Information technology — Artificial intelligence~— Artificial intelligence concepts and
terminplogy

3 Tdrms and definitions

For thg purposes of this document, the terms and definitions given in ISO/IEC 22989:2022 and the following
apply.

[SO angl [EC maintain terminology databases fox use in standardization at the following addresses:

— IS0 Online browsing platform: availabtetat https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31
safety
freedom from risk (3.3) which is not tolerable

[SOURCE: IEC 61508-4:2010, 3.1.11]

3.2
functipnal safety
part of the overall safety (3.1) relating to the EUC (Equipment Under Control) and the EUC control fystem
that d¢pends™on the correct functioning of the E/E/PE (Electrical/Electronic/Programmable Eledtronic)
safety-rélated systems and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]

3.3

risk

functional safety risk

<functional safety> combination of the probability of occurrence of harm (3.5) and the severity of that harm

(3.5)

Note 1 to entry: For more discussion on this concept, see Annex A of IEC 61508-5.

[SOURCE: IEC 61508-4:2010, 3.1.6, modified — Added < functional safety > domain]
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organizational risk
<organizational> effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both and can address, create
or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events, their consequences and their

likeliho

od.

Note 4
definiti

[SOURCE: I1SO 31000:2018, 3.1, modified — Added <organizational> domain and Note 4 to entry]
3.5

harm

physical injury or damage to the health of people, or damage to property or the enyironment
[SOURCE: IEC 61508-4:2010, 3.1.1]

3.6

hazard

potentjal source of harm (3.5)

[SOURCE: IEC 61508-4:2010, 3.1.2]

3.7

hazardous event

event t

[SOUR

fo entry: This is the core definition of risk. As risks are specifically focused on harm (3.5) a discipline
pn of risk (3.3) is used in this document in addition to the core risk definition.

hat may result in harm (3.5)

CE: [EC 61508-4:2010, 3.1.4]

3.8

const
[SOUR
3.9

systematic failure

failure
the des

[SOUR
3.10

uents do not

CE: ISO/IEC/IEEE 15288:2023, 3.46, modified — Removed the three Notes to entry]

related in a deterministic way to a certain cause, which can only be eliminated by a modificd
ign or of themanufacturing process, operational procedures, documentation or other relevant

CE: [EC 61508-4:2010, 3.6.6]

Epecific

syste
arran%ment of parts or elements that together exhibit a stated behaviour or meaning that the indlividual
i

tion of
factors

safety

related system

designated system that both

— implements the required safety functions necessary to achieve or maintain a safe state for the EUC; and

— isintended to achieve, on its own or with other E/E/PE safety-related systems and other risk reduction
measures, the necessary safety integrity for the required safety functions

[SOURCE: IEC 61508-4:2010, 3.4.1]
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safety function
function to be implemented by an E/E/PE safety-related system or other risk reduction measures, that is
intended to achieve or maintain a safe state for the EUC, in respect of a specific hazardous event (3.7)

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.12

equipment under control

EUC

equipment, machinery, apparatus or plant used for manufacturing, process, transportation, medical or other
activitjes

Note 1

o entry: The EUC control system is separate and distinct from the EUC.

[SOURCE: IEC 61508-4:2010, 3.2.1]

3.13

programmable electronic

PE
based
units

Note 1

bn computer technology which can be comprised of hardware, software'and of input and/or

to entry: This term covers microelectronic devices based on one or«more central processing units

togethdr with associated memories, etc.

EXAMPLE The following are all programmable electronic devices:

— m

— m

i[roprocessors;

icro-controllers;

— prpgrammable controllers;

— application specific integrated circuits (ASIGs);

— prpgrammable logic controllers (PLCs);

— other computer-based devices (e.g{smart sensors, transmitters, actuators).

[SOURCE: IEC 61508-4:2010, 3.2.12]

3.14

electrical/electronic/programmable electronic

E/E/P

based

Note 1

152

bn electrical (E3and/or electronic (E) and/or programmable electronic (PE) technology

o entry: Thesterm is intended to cover any and all devices or systems operating on electrical principles

EXAMPLE Electrical/electronic/programmable electronic devices include:

— eldctro*mechanical devices (electrical);

— solid-state non-programmable electronic devices (electronic);

— electronic devices based on computer technology (programmable electronic).

[SOURCE: IEC 61508-4:2010, 3.2.13]

3.15
Al tec

hnology

technology used to implement an Al model (3.16)
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3.16
Al model
physical, mathematical or otherwise logical representation of a system, entity, phenomenon, process or data

[SOURCE: ISO/IEC 22989:2022, 3.1.23, with the addition of Al]

3.17
test oracle
source of information for determining whether a test has passed or failed

[SOURCE: ISO/IEC/IEEE 29119-1:2022, 3.115]

4 AlLbreviated terms

ALARKE as low as reasonably practicable

ANN artificial neural network

CNN convolutional neural network

CPU central processing unit

CUDA compute unified device architecture
DL deep learning

DNN deep neural network

GPU graphics processing unit

EDDM early drift detection method

E/E electrical and/or electronic

E/E/PE  electrical/electronic/programmable electronic
EUC equipment under control

FMEA failure modes and effeetsanalysis

GAMAB globalement au moins aussi bon

HARA hazard analysis’and risk assessment

HAZOER hazard and,operability analysis

JPEG jointphotographic experts group
KPI key performance indicator

MEM mimmumrendogerous-mortatity
SVM support vector machines

5 Overview of functional safety

5.1 General

The discipline of functional safety is focused on risks related to injury and damage to the health of people,
or damage to the environment and, in some cases, mitigation against damage to product or equipment. The

© ISO/IEC 2024 - All rights reserved
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definition of risk differs based on the domain tags as shown in Clause 3. Both definitions are valid concepts
for the use of Al. All references to risk in this document from this point on are related to the definition from
the functional safety domain.

According to IEC 61508-1, control of risk is an iterative process of risk assessment and risk reduction.
Risk assessment identifies sources of harm and evaluates the related risks for the intended use and the
reasonably foreseeable misuse of the product or system. Risk reduction reduces risks until they become
tolerable. Tolerable risk is a level of risk that is accepted in a given context based on the current state of the
art.

The IEC 61508 series recognizes the following three-step (prioritised) approach as being good practice for
risk reguetion:

— Stgp 1: inherently functionally safe design;

— St¢p 2: guards and protective devices;

— St¢p 3: information for end users.

Risk rgduction via the provision of functional safety is associated with Step 2.

This dpcument focuses on the aspects of safety functions performed by a saféety related system by making
use of Al technology, either within the safety related system or during design'and development of thq safety
related system (Step 2).

This dgcument makes no provision of methodology for Al technology used for Steps 1 and 3.

5.2 FKunctional safety

IEC 61508-4[19] defines functional safety as that “part of the overall safety relating to the EUC (Equjpment
Under {ontrol) and the EUC control system that depends@i’the correct functioning of the E/E/PE (Elegtrical/
Electrgnic/Programmable Electronic) safety-related systems and other risk reduction measures.” The E/E/
PE safgty-related system is delivering a “safety fumction”, which is defined in IEC 61508-4 as a “fundtion to
be implemented by an E/E/PE safety-related system or other risk reduction measures, that is intejded to
achieve¢ or maintain a safe state for the EUCxin'respect of a specific hazardous event.” In other woilds, the
safety functions control the risk associatedwith a hazard that leads to harm to people or the environment.
The safety functions also reduce the risk'of having serious economic implications.

As the ferm implies, functional safety -‘as defined in [EC 61508-4 - aims to achieve and maintain functfionally
safe system states of an EUC through the provision of safety functions. Based on the inclusion of “otHer risk
reductjon measures” in the definition of functional safety and safety functions, non-technical functigpns are
explicifly included. The EUC 15 not limited to individual devices but it includes also systems.

Followjing these definitierts, functional safety as a discipline is thus concerned with the proper engineering
of thege technical ahd non-technical safety functions for risk reduction or risk level containmept of a
particylar equipment under control, from the component level up to the system level, including cons}dering
human factors,and under operational or environmental stress.

Functipnal safety focuses on safety functions for risk reduction and the properties of these functions
required-for risk reduction. While the functionality of a safety function is strongly use-case dep¢ndent,
the properties Tequired for risk reduction amnd the Tetated measures are te nraim focus of famnctional safety
standardization.

Prior to the advent of programmable systems, when safety functions were limited to implementation
in hardware, the focus of functional safety was to reduce the consequences and the likelihood of random
hardware failures. With software being increasingly used to implement safety functions, the focus shifted
towards systematic failures introduced during design and development.

NOTE 1SO 21448:2022[7] includes requirements on safety of the intended functionality including aspects such as
performance limitation. Annex D describes implications for machine learning.

© ISO/IEC 2024 - All rights reserved
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There is a robust body of knowledge on how to avoid systematic failures in non-Al systems and in software
development.[138] This document considers the use of Al technology in the context of safety functions.
Functions containing Al technology, especially machine learning, typically follow a different development
paradigm to that of non-Al systems. They are less specification-driven and more driven by observation of
the data defining the system behaviour. For this reason, the catalogue of available measures for dealing
with systematic failures is extended with respect to the specificities of Al technologies: Annex A provides
an example of that extension. Al-specific risk reduction measures also differ from non-Al systems from a
functional perspective. Functional safety puts a focus on systematic capabilities (IEC 61508-4:2010, 3.5.9) in
addition to random hardware and systematic failures throughout the life cycle.

The relevance of Al technologies when used to realize a safety function is their potential to address new
metho@isfor sk Teduction: T his document examines the use of Sucit technotogies for this purposg, while
maintdining existing risk reduction concepts, by introducing risk and classification considerations.

In gengral, achieving an acceptable risk level for increasingly complex and automated systems is likely to
depend on advanced safety concepts. This includes the adequate implementation of both té€hnical annd non-
technigal risk reduction measures to achieve and maintain safe system states. Assuring-the validity pf such
advanded safety concepts is a great challenge in functional safety. It also leads to andncrease in the fumber
of fundtional safety requirements. For all technical risk reduction measures, the”distinction is magle that
hardwhre random faults and systematic faults are considered, which is done in bdsic International Stapdards
like the IEC 61508 series or derived International Standards. However, forssafety functions includling Al
technology, it is inevitable that there is additional focus on the assurande that systematic capabilfties of
systen]s that implement these functions are sufficient for the intended use€ environment.

6 Use of Al technology in E/E/PE safety-related systems

6.1 Problem description

The usk of Al technology and Al systems is currently 11Qt treated in mature functional safety Internptional
rds (indeed, in some International Standards their use is explicitly forbidden). International Stahdards

E/E/PK safety-related systems have 4 sgt of properties to ensure that they provide the intended| safety
mitigafion measures in a dependable way. These properties are ideally generic and application indep¢ndent.
Howeveer, the data and the specifigations vary based on application and technology domain. The process in
which properties are selected isdescribed in Figure 3 for each of the three stages of the three-stage rea}zation

dards,
including the IEC 61508-séries!16l-19], the 1SO 26262 series!12]-113] [EC 62061[21] and the ISO 13849|series.

Satisfyling the selected properties is likely to place particular functional safety requirements jon the
realization, instatlation, validation, operation and maintenance of such systems. For example, IEC 615(8-3[18]
define§ such/requirements for the software part of E/E/PE systems. However, several Al technologjies use
differepnt-development approaches (e.g. learning-based) compared to the non-Al software engineerjng life

s d L IDC 10 N0 D
CYCleS targerea oy T c 01000~

To address the difference between traditional development processes and the approach typical of Al
technologies, this clause provides a general classification scheme for the applicability of Al technology in
E/E/PE safety-related systems, based on various contexts of the application of Al technology.

An example of a classification scheme is, summarized in Table 1 and the related flowchart represented in
Figure 1. The scheme is intended to provide insight on how an Al technology is addressed in the context of
functional safety for a specific application.
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The classification scheme (see Table 1) is organized along two axes:

— Al Application and Usage Level. This axis considers the application of the Al technology and includes,
among other things, the way in which it is used. It is classified from A to D, with two intermediate levels
for A and B.

NOTE1 The factorsidentified in Clause 8 are of high relevance in the context of the classification. These
are described further in Clause 8 and include the level of automation and control (see 8.2), the degree of decision
transparency and explainability (see 8.3), the complexity of the environment and vague specifications (see 8.4),
security (see 8.5), system hardware issues see (8.6) and the maturity of the technology (see 8.7).

An example of a classification of Usage Level is as follows:

factors

— Us
au

— Us
no
is
NG
did

functional safety amongst many others.

— Us

hge Level Al is assigned when the Al technology is used in a safety-relevant E/E/PE systemrand
fomated decision-making of the system function using Al technology is possible;

age Level A2 is assigned when the Al technology is used in a safety-relevant E/E/PE syStem and

where

where

automated decision-making of the system function using Al technology is possible\(e.g. Al technology

ised for diagnostic functionality within the E/E/PE system);

TE2  The evaluation can change depending on the role of the diagnostic fiinction, such as whet
gnostic is critical to maintaining the functional safety of the system or isGmerely a minor contrih

age Level B1 is assigned when the Al technology is used only during the development of the

re

function developed using Al technology is possible;

— Uspge Level B2 is assigned when the Al technology is used‘only during the development of the
relevant E/E/PE system (e.g. an offline support tool) anid where no automated decision-making
function is possible:

— Uspge Level C is assigned when the Al technology: iS not part of a functional safety function in th
PE system, but can have an indirect impact on the function:

NJTE 3  The Usage Level C includes Al techniiques clearly providing additional risk reduction and whose

is
EX

— Us
ha

NG

— Al
se

evant E/E/PE system (e.g. an offline support tool) and where*automated decision-making

ot critical to the level of acceptable risks.
AMPLE An Al technique that iicreases or decreases the demand rate placed on a safety system.

hge Level D is assigned if the'Al technology is not part of a safety function in the E/E/PE syst
5 no impact on the safety function due to sufficient segregation and behaviour control.

Technology Glass. This axis considers the level of fulfilment of Al technology in satisfying the id€
of properties, in which:

Class<>is assigned if Al technology is developed and reviewed using existing functional
International Standards, for example, if the properties and the set of methods and tech

her the
utor to

safety-
of the

safety-
of the

e E/E/

failure

bm and

TE4  Anexample is\separation through a “sandbox” or "hypervisor” in such a way that it does not afffect the
safety functionality.

ntified

safety
niques
ational

leading to achievement of the properties are identified using existing functional safety Intern|

Standards,

Class I1is assigned if Al technology cannot be fully developed and reviewed using existing fun

ctional

safety International Standards, but it is still possible (as shown in Figure 4) to identify additional
complementary requirements, methods and techniques for development, design, verification and

validation of the desired safety properties to achieve the necessary risk reduction;

Class III is assigned if Al technology cannot be developed and reviewed using existing fun

ctional

safety International Standards and it is also not possible to satisfy the set of identified properties

with related methods and techniques.
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Components containing Al technology are composed of various technology elements (see 7.1). Each element
belongs to a different Al technology class. For example, the lower levels of abstraction of a neural network
are implemented using C++ libraries, which by themselves are systematically reviewed (e.g. according to the
requirements in IEC 61508-3[18], see the example in Annex A). As such, they are classified as Class I, though
the higher level of abstractions (e.g. deep learning models) are more likely classified as Class II or Class III.

For Al Technology Class I components, application of existing functional safety International Standards is
possible and desired in general. For Al Technology Class Il components, use of existing functional safety
International Standards leads to partial achievement of the properties required for functional safety. Then
the residual part is addressed using a set of complementary methods and techniques such as additional
verification and validation (as detailed in Clause 9). Effectiveness of complementary methods and techniques

are dif]
public3
sufficig

ETENt DetWeen appiications and USage Levels: Components im Al Techmnotogy Class i, atthe
tion of this document, lack known methods and techniques to identify a set of propertiesto"3
ntly reduction of risk.

Table 1 — Example of Al classification table

fime of
ichieve

Al Te

chnology Class = > Al

application and usage level

Al technology Class I

Al technology Class I1

Altechnology Cl4

ss 111

Appropriate set of vé-

10 and

[ 1. Examples are provided in Annex.B.

Usage Level A12 . c
quirements
i - | Atthe time of publication
Usage Level A2 2 I . . Approlﬁilear;eeietzz (c)f * of this docum%nt 1jo ap-
Application of risk reduction q : :
concepts of existing func- Appropriate set of re- propriate set of properties
Usage Level B1 @ : : . with related methods and
tional safety International quirements ¢ : .
Standards possible A iate set of tthnlques_ s knon to
Usage Level B2 2 PNropriate se fc> re- |achieve s_uff1c1er_1tly reduc-
quirements tion of risk
Usage Level C @ Approprlate set (C>f re-
quirements
Usage Level D b Application of risk reduction concepts of existing functional safety International
Standards
a  Stafic (offline) (during development) teaching or learning only.
b Dynamic (online) teaching or learning possible
¢ The¢ appropriate set of requirements for each.usage level is established by application of risk reduction concepts of ¢xisting
functiopal safety International Standards and additional considerations based on the literature review performed in Clauses 8, 9,
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Project intends to use Al technology
= use Classification Table

1

Usage Level D Usage Level C Usage Level B Usage Level A

Use existing
risk mitigation

Use existing risk mitigation
standards 5 8

standards as far as possible

l

Examine properties not addressed
by existing standards

Risk mitigation
achieved by existing
standards?

No

i

Use the appropriate set of
requirements based on Usage Level

. N
Is the appropriaté,set of °

requirements found ?

Risk.Analysis to determine
Al risk mitigation
(ref. Clause 8)

Different
solutions
possible ?,

Apply the Al or non-Al technology so
as to achieve the mitigations
(ref. Clause 9 and 10)

Is the appropriate risk
mitigation achieved?

Yes
Class 1 Al Class IT Al Class I Al
{ el
. NoO appropriate
( Al technology can be us_ed in ) set of properties
context of risk mitigation with related methods

and techniques is known

Figure 1 — Flowchart for determining classification of Al technology
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7 Al technology elements and the three-stage realization principle

7.1 Technology elements for Al model creation and execution

The creation and the execution of an Al model involves different Al technology elements. Table 2 provides
a high-level description of the Al landscape and the typical technology elements involved, based on the
functional layers of an Al ecosystem as described in ISO/IEC 22989:2022, Figure 6. Table 3 is an example of
those technology elements for the specific case of machine learning.

Table 2 — Al technology elements (from ISO/IEC 22989:2022)

Al technology element

Al services

Machine learning

— Model development and use
— Tools

— Data for machine learning

Engineering

— Knowledge based on domain experience

— Tools

Cloud and edge computing and big data and data sources

Resource pool-compute, storage, network

Resource management-resource provisioning

Table 3 — Example technology elements involved in model creation and execution for ML

Technplogy element (machine learning example) Examples (not exhaustive)b

Application graph Graph eXchange Format (GXF) graph in YAML

Ain't Markup Language (YAML), recently qfial-
ified teacher (rqt) graph in Robot Operating
System (ROSTM/R0OS2TM)

Machine learning framework? TensorFlow®, PyTorch®, Keras, mxnet, Mi¢rosoft
Cognitive Toolkit (CNTK), Caffe, Theano

Machirje learning model languageé Open Neural Network Exchange (ONNX®), Neural
Network Exchange Format (NNEFTM)
PolyML

Machirje learning graph.compiler TensorRT™, Glow, Multi-Level Intermediate

Representation (MLIR), nGraph, Tensor Virfual
Machine (TVM), PlaidML, Accelerated Linefr
Algebra (XLA)

TM

Machirne code,compiler Gcece, nvcee, clang/llvm, SYCL, dpc++, OpenCl'™,
openVXT™

NOTE [IChistable doesnot dicfingnich hetween elements nsed for frni'ning and those nsed forinference

a A machine learning framework is an end-to-end machine learning platform including tools, libraries and community
resources.

b The trade name(s) or trademark(s) in this table are examples of suitable products available commercially. This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO or IEC of these products.
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Table 3 (continued)

Technology element (machine learning example) Examples (not exhaustive)b

Libraries CUDA® C++, CUTLASS, NumPy, SciPy, Pan-

das, Matplotlib, CUDA Deep Neural Network
(cuDNNTM), SYCL DNN, oneAPI Deep Neural Net-
work (OneDNN), Math Kernel Library (MKL)

Execut

able machine code executable machine code compiled for the follow-
ing architectures: aarch64, PTX, RISC-V®, AMD64,
x86/64, PowerPC™

Computational hardware GPU, CPU, FPGA, ASIC, accelerators

NOTE

a A
resourd

b Thg
given fd

[his table does not distinguish between elements used for training and those used for inference.

hachine learning framework is an end-to-end machine learning platform including tools, libraries and\eonfmunity
es.

trade name(s) or trademark(s) in this table are examples of suitable products available commerciallyThis infornjation is
r the convenience of users of this document and does not constitute an endorsement by ISO or IEG of'these produdts.

Some 1
transla
creatid

echnology elements are addressed with existing concepts of functional safety (e.g. the software
ting the model to an executable code). However, all technology elements involved in the| model
n and execution are part of the safety considerations, including those thatare handled with eisting

concepts of functional safety and those for which new concepts are defined-Annex A includes an example of

how e3
of IEC
Clause

As shoy
for the
as the

related
in the ]

isting concepts of functional safety are applied to Al technology ¥ia-assessment of the appli¢ability
£1508-3[18], Annex B includes an example of how specific properties, such as the ones descrfbed in
8, are applied to Al technology for which existing concepts of finctional safety cannot be appljed.

vn in Figure 2, elements containing Al technology are usedatdifferent levels of a system or application:
higher-level elements (e.g. application graph or ML model, and related tools) specific propertigs, such
bnes described in Clause 8, are applicable; the lower-lével elements (e.g. executable machine cofle, and
tools) are handled with non-Al properties as described in this clause, such as the properties defined
EC 61508 series[16]-[19] the ISO 26262 series[12Ii25] and other International Standards.

1 2

TN 7
TN
/. N

e /models

Is/libraries

Key

1 «co
2 to
3

4

5

6

7

8

application graph

ML model

executable machine code

computational hardware

ML framework, code/graph/ML compilers
libraries

Figure 2 — Hierarchy of technology elements (ML example)
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7.2 The three-stage realization principle of an Al system

Summarizing ISO/IEC 22989:2022, Figure 5, an Al system is represented (see Figure 3) by a realization
principle comprising three main stages:

— data acquisition;

— knowledge induction from data and human knowledge;

— processing and generation of outputs.

NOTE 1

NOTE 2 In this context, human knowledge is derived from a range of different expertise, both irf the 1
domainas well as in Al systems.

NOTE3 The described realization principle is general. Specific more detailed examples foryAl system
Monitof-Analyse-Plan-Execute (MAPE) or Sense-Understand-Decide-Act (SUDA).

NOTE4 The intent of the three-stage realization principle is not to describe a life cycle (that is descy
Clause
but mainly to show that Al includes another point of view (the data).

NOTES Figure 3 does not show feedback loops that apply for Al systems thatare tightly bound into decisig
or that rhange the real-world situation.

NOTE 4 Knowledge induction includes training, while processing includes inference.

7.3

Typically (see foryexample in ISO/IEC 22989:2022), a three-stage realization principle (see Figure 4)

to der

— Deésitable properties are defined for each of the three stages.

[1 and includes all stages from concept development and maturation through te,development of requirsg

real world Digitally

situation derived object  gyyymg Al analysis @
RN

% data set
@ g ﬂ:; Suggestion
(o o o

or decision

Processing and generation

Data acquisition Knowledge induction of outputs

Figure 3 — Three-stage realization principle

Deriving aceeptance criteria for the three-stage of the realization principle

iye accéptance criteria:

With respect to ISO/IEC 22989:2022 Figure 5, the first stage is mapped to the inputs task, the second stage
is mapyfed to learning task and the third stage to the processing task.

elevant

Are the

ibed in
bments)

n loops

is used

— The properties are related to topics and eventually to detailed methods and techniques addressing those
topics.

— Acceptance criteria are identified from the set of the detailed methods and techniques. As shown in
Figure 4, the criteria for accepting selected methods and techniques and possibly metrics or thresholds
like limits for estimated uncertainties are embedded in an overall acceptance argument. The overall
acceptance argument demonstrates that the selected acceptance criteria harmonize with technology-
independent risk acceptance criteria such as ALARP, MEM, GAMAB, or PRB. The overall argument is, for
example, represented in an assurance case.
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Processing and generation

NOTE 1

International Standards, based on the level of the elements containing Al techinelogy. Refer to Clause 8 for th

considd

NOTE 2
specifid

NOTE 3
develo]

8 Properties and related risk factors of Al systems

8.1 (

8.1.1

Clause
princiy
those t

This cl
and th|
(see 8|
vaguer|
hardw

Detail{

Data acquisition Knowledge induction of outputs
Desirable Desirable Desirable
properties properties properties
Topics related Topics related Topics related

to the to the to the

—4 properties ;/ properties ;) properties

Detailed Detailed Detailed
rrethods& frrethods& rethods&
techniques 7 techniques 7 techniques
Acceptance Acceptance Acceptance
criteria criteria criteria
. L 7

Overall acceptance argument

Figure 4 — Processes in each stage

The properties are defined on a case-by-case basis or derived-from properties listed in

red properties.

The “Desirable properties”, “Topics related to the properties™and “Detailed methods & techniqy
to each stage or common, depending on the specific applicatien.

In this context, the acceptance criteria are intended as-something that is identified and confirmed
ment.

Dverview

General

le. The properties are reldted to topics and eventually to detailed methods and techniques add

pXisting
e list of

es” are

during

7 describes how the defifiition of desirable properties is the first step of the three-stage realjization

ressing

opics. Acceptance criteria are then identified from the set of the detailed methods and techniq

ess of their defining specifications (see 8.4), resilience to adversarial inputs (see 8.5),
hre considerations (see 8.6) and technological maturity (see 8.7).

es.

use provides a'literature review on the properties that characterize systems using Al technology
pir related riskufactors. Such properties and risk factors include degree of automation and fontrol
2), degreetof decision transparency and explainability (see 8.3), environmental complexity and

ystem

ef)the properties and risk factors of systems using Al technology, and their related topics and

challenges, are discussed in this clause.

8.1.2

Algorithms and models

On a technological level, the capability of Al is often achieved by the combination of an Al model and
parameters of the model. The parameters, which are generated by an Al algorithm during training, typically
represents information that achieves the application’s purpose, (e.g. knowledge about how various inputs
are distinguished and recognized), while the model computes information from parameters and inputs, (e.g.
to make a prediction). This means the functional safety of applications using Al technology depends on both.
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Example types of Al models include linear functions, logical calculi, dynamic Bayesian networks and
artificial neural networks (ANN). The parameters of the models are either handcrafted by an engineer, or are
synthesized from data by machine learning algorithms that themselves use a systematic analysis process.
The models are usually implemented as an executable representation, such as machine code (in the case of
software), or special hardware, such as field programmable gate arrays (FPGASs).

Usually, models itself without parameters contain only a limited amount of knowledge or implications about
the application’s goals. This is quite similar to the role of foundational software libraries or programming
environments (e.g. compilers) in non-Al software. As described by the IEC 61508 series!16l-[19], achieving
functional safety includes demonstrating the correct functioning of the model. In this way, the integrity of
model 1mplementat10ns 1n AI technology is often handled w1th eXIStlng pr1nc1p1es of functlonal safety as

i C i 1ds for

By contrast, model parameters often contain knowledge related to the objective of the systems inyolving
functidnal safety. There are several different ways of constructing parameters and differefit approaches are
used fqr assessing the completion of risk reduction measures to ensure functional safety.

For expmple, when model parameters are created manually by engineers, the models likely reflect the
engineers’ knowledge about the application, which is assessed during the management processds used
within|functional safety life cycles. In these cases, the life cycle of existing furctional safety Internptional
Standjlrds is followed (Al technology Class I as described in 6.2). It is often feasible to create parameters
manually for simple models such as simple linear functions or logical calcudi-

In some cases, parameters derived from data by machine learning @lgorithms are analysed and yerified
after their creation. Alternatively, parameters derived by machingé learning algorithms are analysgd, the
underlying parameters extracted and used to extend general erigirieering knowledge, that, in turn, are used
to devglop further Al technologies. With the application of validated engineering knowledge, the life ¢ycle of
existinlg functional safety International Standards are applied (e.g. treating these models as Al technology
Class Ifas described in 6.2).

In oth¢r cases, model parameters derived from data' by machine learning algorithms are too complex to
be understood, analysed and verified. This is often the case for complex types of models, such as|neural
networks, because representations of models inthese types do not necessarily reflect human understpnding
or reafoning. The use of different approaches for assessing the risk reduction for functional sgqfety is
appropriate in these cases, which constitutes a major challenge for the use of Al technology in implemehtation
of fungtional safety systems.

8.2 llevel of automation and\control

The leyel of automation (sgmetimes called “levels of autonomy” in the literature) describes the exftent to
which pn Al system functions independently of human supervision and control. It thus determines njpt only
how mjuch information-about the behaviour of the system is available to the operator, but also defines the
contro| and intervention options of the human.

Dimenpions of this topic include how high the level of automation is for the respective application, as [well as
the extlent to Which the user’s control options are restricted. Systems using Al technology with a high-Jevel of
automatiofi €an exhibit unexpected behaviour that can be difficult to detect and control. Highly aut¢mated
systen]s‘ean thus pose risks in terms of their performance characteristics such as reliability and safety

Several aspects are relevant in considering whether functional safety is achieved, such as the responsiveness
of the Al system and the presence or absence of a "supervisor” (as discussed in 10.2.3). In this context, a
"supervisor” serves to validate or approve automated decisions of the system. Such a "supervisor” is
achieved by technical control functions, though in some situations such a supervisory function is not
feasible, e.g. highly complex decisions or ML systems that have learned new behaviours. For example, a
second safety instrumented system for critical controls (Usage Level C or D as described in 6.2) is added and
assigned to a safety function for redundant components, as in functional safety International Standards like
IEC 61508-11161, See 10.2.3 for further details.
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Another way for adding a "supervisor” is to use a human whose task it is to intervene in critical situations
or to acknowledge system decisions. One known way this is addressed is by adding a system (at Usage Level
C or D as described in 6.2) to aid the human supervisor by detecting possible outcomes of the decision.
An example is a simulation system that gives “what if” information for different decisions and checks for
outcomes. However, even if humans are in the loop and oversee the actions of a system, sometimes this does
not reduce such risks to a suitable level and can introduce additional risks.

EXAMPLE A human driver is not aware of a “black ice” road condition and takes control of a vehicle because they
don’t understand why the autonomous system is driving so carefully.

Furthermore the adaptablhty of the AI system 15 a con51derat10n and in particular whether a system
adapt
to chamging environmental condltlons (e.g. via feedback loops or an evaluatlon function) and eveiygcquire
entirelly new functions over time. A disadvantage of such learning systems, however, is that theycan gleviate
from the initial specification and are difficult to validate. Therefore, such systems are cohsiderdd very
carefully before being used in systems of higher usage levels A-C as described in 6.2.

Table 4 (derived from ISO/IEC 22989:2022, Table 1) introduces several terminology and-concepts relpted to
the levgl of automation.

Table 4 — Relationship among autonomy, heteronomy andautomation
(derived from ISO/IEC 22989:2022, Table1)

Level of automation Comments

Automated system |Autonomous Autonomy The system is capable of modifying its operdting
domadin‘or its goals without external intervgntion,
cofitrol or oversight.

Heteronomous |Full automation The system is capable of performing its entife
mission without external intervention.

High automation The system performs parts of its mission without
external intervention.

Conditional autemation |Sustained and specific performance by a syqtem,
with an external agent being ready to take gver
when necessary.

Partialautomation Some sub-functions of the system are fully duto-
mated while the system remains under the ¢ontrol
of an external agent.

Assistance The system assists an operator.
No automation The operator fully controls the system.
NOTE The dividing intodevels applies to the control automation functions in any implementation of an autjomated

Al systém and taking intoe-account the functions of the components of this system (for example, onboard equfipment,
floor equipment and control room equipment in railway systems).

8.3 Degree-oftransparency and explainability

Often, aspeécts of transparency and explainability are summarized under the term “transparency”. Lit¢rature
descrilpediin the following clearly distinguish these terms.

[SO/IEC 22989:2022, 5.15.6 defines explainability as the property of an Al system to express important
factors influencing the results of the Al system in a way that is understandable to humans, whereas
transparency is defined as the property of a system that appropriate information about the internal
processes of an Al system is made available to relevant stakeholders-see also ISO/IEC TR 24028I11],

Information about the model underlying the decision-making process is likely to be relevant. Systems
with a low degree of transparency can pose risks in terms of their fairness, security and accountability.
Furthermore, such systems can complicate the assessment of their quality. On the other hand, a high
degree of transparency can lead to confusion due to information overload, or can conflict with privacy,
security, confidentiality requirements and intellectual properties. According to Reference [11], a desirable
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level of explainability is often achieved without a high-level of transparency. Finding an appropriate level
of transparency provides developers with opportunities for error identification and correction, as well as
ensures that a user can trust the Al system.

In non-Al software, the intention and knowledge of the engineer is generally encoded into the system using
a logical process, making it possible to trace through the code to determine how and why a certain decision
has been made by the software. This is done by backtracking through and debugging the software or by
reverse engineering the software. By contrast, decisions made by Al models, especially by models of high
complexity, or models derived from machine learning algorithms, are more difficult to understand for
humans. The way knowledge is encoded in the structure of the model and the way decisions are made, are
often different from how humans reason about their own decision-making processesl130] [131],

A hightlevel of explainability protects against unpredictable behaviour of the system but is SOrjetimes
accompanied by lower overall performance in terms of the quality of decisions, due to the limitation of
currenft explainability technology (which limits the amount of information contained in the model to| create
explanptions of reasonable size). Here, a trade-off is often made between explainability and;the perfofmance
of a syptem. In addition, the relevance of the information about an Al system’s decision:making prdcess is
likely 4n important factor. It is possible that a system provides clear and coherentjinformation ahout its
decisign-making process, but that this information is inaccurate or incomplete.

Explainable Al is also used to assist with post-incident analysis when the inptit data, which are sometimes
transignt, are recorded and reproduced.

Consequently, transparency and explainability are included in the genéral evaluation of the Al dystem.
Considerations include:

— whether sufficient information about the system is available;

— wlhether itis understandable or at least delivers compreliensible information (possibly indirectly) to the
infended recipient (the intended recipient of an explanation varies depending on the context. If is, for
expmple, the system developer, first responders ofithe system in use, or bystanders in some cases);

— whether it delivers correct, complete and reproducible results consistently;
— whether the deliverable is adequate enoughito the required confidence.

Severa] evaluation concepts and strategies exist to judge the transparency and explainability of an Al
systen], such as those reported in Reference [2] and in References [39] and [40]. Additionally, enjpirical
assessments of the decision-making process of complex models are carried out, for example, by inspecting
a convplutional neural network through visualization of components of its internal layers.[*1] The|goal is
to malte the network’s decision process more explainable by determining how input features affpct the
model putput. Reviewing theoutput of a convolutional neural network by having its internal state ingpected
by a himan expert is an @pproach that is extended in related work such as References [42], [43] and [44].
Even when access to internal model states is completely unavailable, approaches such as randomizefl input
samplipg for explanatign (RISE)[#2] still provide insights for certain network types.

Even systems traditionally believed to be reasonably explainable with regards to inspection, (e.g. decision
trees),|quickly-réach a complexity that defies understanding when deployed in real-world applications. In
situati
tree en
for a fu

Generally speaking, even when fully "explainable Al” is not immediately achievable (such as a Class II Al
technology), a methodical and formally documented evaluation of model interpretability is employed in
regards to risk, subject to careful consideration of the consequences on functional safety risk that arise from
inappropriate decisions. This aids in comparability and model selection and provides insights during an
"after the event” failure analysis.
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8.4 Issues related to environments

8.4.1 Complexity of the environment and vague specifications

Al systems are often used under environmental conditions whose complexity is difficult for humans to fully
analyse and describe. Al technology automatically generates rules, or apply judgement, without reliance on
human-generated representations of analytic, detailed and complex environmental conditions. Further, the
development life cycle for Al systems has the potential to begin with vague specifications or vague goals.
Such specifications are given in the form of either functional or non-functional requirements.

Vagueness of specifications leads to difficulty during assurance of functional safety-related properties.
The complexity of the environment only worsens the situation. Even the definition of a tolerable level of
functidnal safety is likely to be undermined by a vague specification, because the definition of ['safety
functiqn” depends on the given specification.

Functipnal safety applications involve some minimal explanation for the functional completeness (as defined
in ISOAIEC 25010[148]), Functional completeness is addressed by seeking an extremely detailed specifiication
or by seeking to cover the whole complex environment (e.g. by training data), or by<the combinatior} of the
two. Sge 9.3 for additional information.

Anothgr feature of Al systems complexity is that, although their models are oftelrdeterministic, theirfoutput
seem to be probabilistic. For example, given a very complex environment that is represented by p large
state sjpace and is subject to constant change and expansion, it is diffiedlt to ensure that a modell which
generallizes the behaviour well under finite state conditions reacts appropriately to every possible gtate of
the enyironment.

The efflect of operating in complex, not completely defined environments, results in a new type of unceftainty
beyond the scope of current functional safety assessments,

The extent to which the adequateness of models for thé&’intended application is considered. Additjonally,
uncertpinty of the model caused by possible incorrect-predictions and misclassifications is consid¢red in
terms pf behaviour planning and functionality.

To addfess the stochastic concept to address the-operational environment, expanding stochastic assuritptions
generallly used in the functional safety discipline for the random failures of the hardware and “pr¢ven in
use” sdftware is a relatively novel approachsithat is relevant to Al technologies, see 10.2.5.

For a more comprehensive list of emerging issues, see References [92] and [93].
8.4.2 | Issues related to environmental changes

8.4.2.1 Data drift

Data dfrift is a phenomenon that distribution of runtime input data departs from those used in training
phase which causes degradation of performance including safety. Data drift is often tied to an incomplete
representation©fithe input domain during training. This is due, for example, to failure to account for sgasonal
changgs in input data, unforeseen input by operators, or the addition of new sensors that become ayailable
as inpyt features.

Components containing Al technology are inspected 10T SOUTCes of data drilt in the context of a risk analysis
and adequate measures are planned where appropriate.

Some examples of data drift are attributed to failure to apply best practices in model engineering. Common
examples include picking inappropriate training data, data whose distribution does not reflect the actual
distribution encountered in the application context or omitting important examples in the training data.
These problem instances are fixed by improved input data modelling and retraining.

Data drift is caused by external factors, such as seasonal change or a change in process that induces data
drift. Examples include replacement of a sensor with a new variant featuring a different bias voltage, or the
sensor encountering different lighting conditions in training and previously unseen data. In some cases, the
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model deals with data drift while already deployed, where retraining is not feasible. In these cases, the model
is constructed to estimate correction factors based on features of the input data or allow for supervised
correction.

Model design is expected to provide safe outputs even in the presence of previously unknown inputs.
Following proper model engineering practices, such as establishing a sufficiently diverse training data
set, does not reduce the importance of careful analysis as to whether the resulting model is generalized to
production data. In addition, in the event of the model providing unsafe output, a careful analysis is done of
the causes of the unsafe output and specification of the way in which the system recovers from dangerous
states.

For eXr\le\ a afaranca 221 slluctratac +hn oot copasn sy cowone Af dobo A fr S d oo cnc mOdel
P& —ererente—5=7 HaStFates—tte— o Sst—€ommoR—Soufrees—or—aata—atrit—ahe Propoeses

improyements, such as simpler or computationally more efficient models, even when data drift,oe¢urs as
simple|covariate shift without an apparent effect on classification output. These performance cofisidefations
translgte to the development and application of modern, deep neural networks(331,

8.4.2.2 Concept drift

Conceptdriftrefers to a change in relationship between input variables and model output and is accomjpanied
by a change in the distribution of the input data. For example, the output of a {model is used to g::Ege the
acceptpble minimal distance of an operator at runtime based on distance measiirements obtained by p time-
of-flight sensor (input data). If the accepted safety margins change due t6 external factors (e.g. indreased
machine speed not accounted for in the model), concept drift occurs despifée both process and inputs having
stayed|the same.

Systenjs ideally incorporate forms of drift detection, distinguishdyift from noise present in the syst¢m and
adapt fo changes over time. Potential approaches include modéls like early drift detection method (EDDM)
[34], defecting drift using support vector machines (SVM)[33l erlobserving the inference error during training
to allow for drift detection and potential adaptation.[3¢] Furthermore, work to quantify drift in machine
learning systems is available in Reference [37]. It is notedthat drift detection implies some form of rintime
monitqring and model updates that introduce system~design and safety considerations at a software or
systen] level (e.g. knowing when it is functionally-safé to perform an update, detecting failed updates).

Concept drift is often handled by selecting subsets of the available training data or by assigning weights
to indjvidual training instances and thenlre-training the model. For reference, Gama et al. prqvide a
compreghensive survey of methods that allow a system to deal with drift phenomenal38,

Some ¢xamples of possible mitigation technologies for drift problems are summarized in Referenge [94],
Chaptdr 7.8.

8.4.3 | Issuesrelated to léarning from environment

8.4.3.1 Reward hacking algorithms

Rewarfl hackingalgorithms refers to methods where Al technology finds a way to “game” its reward fynction
and thuys find_ asmore ”optimal" solution to the posed problem. This solution, while being more optimall in the

A - ENSOT'S,
potentlally mlssmg cr1t1cal events in other affected areas. This is countered by employlng adversarlal
reward functions, such as through an independent system that verifies the reward claims made by the
primary function using Al technology and subsequently learn and adapt to counter the primary system.
Another option is to pre-train a decoupled reward function based solely on the desired outcome and with no
direct relationship to the primary function.

8.4.3.2 Safe exploration

Safe exploration is a problem that a priori safety requirements are enforced during data collection and

training, which also limits the domain of training data input to learn about “unsafe”. The safe exploration
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problem is of particular concern when an agent has the capability to explore or manipulate its environment.
This does not only pose a problem when referring to, for example, service robots, unmanned air systems
or other physical entities, but also applies to software agents using reinforcement learning to explore their
operating space. In these contexts, exploration is typically rewarded, as this provides the system with new
opportunities to learn. While it is obvious that a self-learning system follow appropriate functional safety
protocols when exploring, a system that controls process parameters and employs a random exploration
function while not being properly disconnected from the dangerous process poses equal or greater risks.

8.5 Resilience to adversarial and intentional malicious inputs

8-5-1 CVCI V;CVV

Assess|ng the trustworthiness of an Al system includes determining the integrity of functional|safety
behavipur against adversarial attack and intentional malicious inputs.

In general, two types of inputs intentionally crafted for possible misbehaviour are distinguished|in the
field of Al; the first are those inputs that destroy integrity of software execution (such-as buffer overflow
or integer overflow), and the second are those that cause Al models to compute ificorrect output without
causing malfunctions at the software level. For the first class of problems, traditional information technology
(IT) sgcurity requirements are considered, see ISO/IEC 27001,[149] [SO/IEC ¥8045,[1501 [SA/IEC 62443[151]
and ISQ/IEC TR 19791231, These International Standards provide processes for the audit and certiffication
of horigontal IT security requirements that are also applicable to Al systen1s and are not discussed further
in thisdocument. However, for the second class of problems, following best practices and observing eixisting
International Standards for non-Al systems are not sufficient. Subelause 8.5.3 includes a discussion] of the
second class of problem with adversarial examples of natural origimtaffecting the mode of action.

NOTE 1 This document is limited to the achievement of functional safety even in the presence of an Al-fpecific
security threat. It does not address how malevolent action arisirigfrom a cyber security threat is controlled.

NOTE Z Properties to ensure freedom from intentionalsmalevolent inputs are contradictory to those that{ensure
functiopal safety properties. For further information on Alsspecific security threats, see Reference [94], Chapter 9.

NOTE 3 Properties that ensure resilience to adversarial attacks are contradictory to those that ensure fufctional
safety properties. This is addressed as part of a higher level of system suitability considerations.

8.5.2 | General mitigations

Followfing known proper functional'safety precautions, supervision functions are applied to take oyer the
systen] in the event that a functional safety problem is detected, ensuring no harm is done by the Al dystem.

For syistems that need high-levels of functional safety, both random failures and systematic|errors
warrait careful consideration. Overall, failures and errors are addressed according to best practicgs, (e.g.
through hardening, rdbustness, testing and verification). Additionally, specific countermeasures|in the
cto Al

exhibit
specific weaknesses not found in other types of systems. Additional scrutiny is done when deployed in a
functional safety context. Examples of model-specific problems include adversarial machine learning and
others.

Adversarial machine learning is a type of attack on an Al system that has garnered particular interest
recently. As known as “adversarial attacks”, it is often possible to trick an Al model into outputting vastly
different results by adding miniscule perturbations to the inputs, which are carefully crafted via the means
of an optimization process. In case of image inputs, these perturbations are generally imperceptible to
humans and can also be equally well hidden in numeric inputs. While these perturbations are typically non-
random, hardware failures or system noise already present in the input are possible cause of a non-negligible
shift in model output, see Reference [49]. Interestingly, adversarial examples generally translate well across
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different model architectures and intrinsic model components!291,[51], That, along with the number of well-
known model architectures and pre-trained models available in so called “model zoos”, makes the practical
deployment of adversarial examples seem very likely and hence a significant threat to systems using Al
technologyl128],[129],

Even a system seemingly resilient against modification of its inputs, (e.g. a system employing a local,
non-cloud Al model directly connected to sensors), is not exempt from a kind of adversarial attacks. The
feasibility of physical attacks on models, even those considered black boxes with no access to internal model
details being available, has already been shown in 2017 in Reference [52]. More recently, Reference [53] has
shown that it is possible to introduce adversarial examples into the forward inference process of a model,
creating the aforementioned perturbations using physical stickers applied to objects and causing the
resultipginference to diverge significantty from the optimmat sotution.

When the input to an Al model is susceptible to adversarial attacks, the net effect of such attacks/affecting
the functional safety is evaluated before deciding whether and how much countermeasure is’ congidered
approgriate or sufficient. The possibility of adversarial attacks in the real system varies greatly depending
on how the Al model is deployed. For example, its possibility heavily depends on system$ surroundjng the
Al technology, including input sensing (e.g. camera) and pre-processing. Furthermore, analysis of pjossible
attacké¢rs and victims is done; if the only possible victims coincide with possible attackers, it is apprppriate
in somgp cases to omit protection.

One pdssible countermeasure for these problems is called adversarial traiming [132], In essence, advgrsarial
training tries to train an Al system with adversarial examples in an dttempt to have the model pncode
knowl¢dge about the expected output of such an attack. A next natural avenue of action is to attgmpt to
remove¢ the artificially introduced perturbations. Examples of this approach include:

— High-level Representation Guided Denoiser introduced by Reference [56];

— MggNet, which aims to detect adversarial examples and'revert them to benign data using a reformer
nefworkI[57];

— D¢fense-GAN, employing a generative adversariahnetwork[38l.
[t is wqrth mentioning that scenarios exist where-both MagNet and Defense-GAN failed, see Referencg [59].

Furthermore, noting that the model types\typically affected by adversarial attacks are in general|robust
against noise, several authors propose rahdomization schemes to modify the input and increase robystness
againsf malicious, targeted noise. Approaches include random resizing and padding[®, Randojn Self-
Ensembplesl®ll and various input_ ttarisformations such as JPEG compression or modifications of| image
bit degthl6Zl. While these methods are effective, recent results show that these transformations gre not
suffici¢gnt measures under all cipcumstances. In turn, if input transformations are used as a layer of defence
against adversarial examples, ‘the efficiency of said protective measures are evaluated against expmples
generafted using the expectation over transformation (EOT) algorithm presented in Reference [63].

Goodfgllow et al. arghiethat the use of models employing nonlinear components makes them less susdeptible
to advgrsarial attack at the cost of increased computational resources[24]. The problem of examining and
augmepting the. optimization methods used during training is addressed in Reference [50]. Model enspmbles
are oftpn applied in order to create a more robust overall model through diversification. However, there are
also refsults in the literature that show that diversification does not always sufficiently harden the pystem
againsf adversarial attack, see Reference [55].

In addition to the attacks modifying the input to the running systems, it is also possible to put perturbation
during the learning process by injecting malicious data during the training phase, which is called “model
poisoning”[127], Considerations for protecting the learning processes and data collection steps are known
issues here.

8.6 Al hardware issues

Al technology does not make decisions by itself; it relies on algorithms, software implementing the
algorithms and hardware executing the algorithms. Faults in the hardware can violate the correct execution
of an algorithm by violating its control flow (causing memory-based errors, interfering with data inputs
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such as sensor signals) damaging the outputs directly, and generally cause erroneous results. This clause
describes some hardware aspects when using Al technology that can affect functional safety. In short,
reliable hardware is as important in Al systems as in non-Al systems. Like hardware used to execute non-Al
software, the hardware used to execute Al technology can also suffer from random hardware failure. A list
of relevant fault models can be found in International Standards such as IEC 61508-2[17] and ISO 26262-11[14],

8.7 Maturity of the technology

Technological maturity describes how mature and error-free a particular technology is in a particular
application context. Less mature and new technologies used in the development of an Al system introduce
risks that are unknown or difficult to assess. For mature technologies, a greater variety of experience is
usually available, making risks easier to identify, assess and address. However, mature technologies come
with aldanger of decreasing awareness of their potential effect on risk over time, so that the positive|effects
depend on continuous risk monitoring (e.g. based on collected field data), as well as appropriaté-awgreness
trainirjg and maintenance.

9 Vadrification and validation techniques

9.1 (verview

This clause describes the difference between verification and validatien’ techniques in Al syst¢ms as
compafed with non-Al systems, as well as some considerations for solving or mitigating problems prising
from these differences applicable to functional safety. This clause @addresses four significant aspects of
such differences, although potential differences are not limited\to those described in this clauge (see
Referepce [136] for additional examples). ISO/IEC TR 29119-11%:2020,[152] Clauses 7 to 9, are also wojrthy of
considgration.

This dlause focuses particularly on data-driven mddels e.g. those created by machine leprning.
Subclapse 8.1.2 describes this class of models as the main challenge for ensuring the functional safety of an
Al system. This is because the functional safety of:other types of Al technology sometimes is achidved by
applying the principles of existing functional safety International Standards, as discussed in Clause|7. This
clause pertains to Usage Levels from A1l to C of €lass-II Al systems (see Table 1).

When piming for functionally safe systemis containing Al technology created from data, it is taken into
accourft that the Al technology is not onstructed by rules as in non-Al developed systems. This mg¢ans in
particylar:

— Whatis not in the data cannotbe learned.
— Whatisin the data is likely learned, but not always perfectly.

Furthermore, just havihgdata in most use cases is not sufficient. Labels are used when applying supg¢rvised
learnirng techniques; Incorrect labels are one of primary causes for errors during the learning profgess. A
thoroulghly defined-data engineering process addresses these aspects.

If the model is:derived from a data set, the content of this clause is also useful for the training and valjdation
data sqts.

NOTE Fheternrs—“vattdation*and-“verificatiom*referstodifferentcomceptsamong differenttechmotogyareas or
domains. In the context of machine learning technology, “validation” means a process step to check convergence of
the developing model to terminate the Al training process, which is quite different from the concept of verification
and validation used in the functional safety community. Model convergence is a precondition for testing, but it does
not guarantee the quality of the final product. For example, the “reward hacking” problem arises from a model that is
subjectively designed to maximize the given reward function. In this document, the terms verification and validation
are almost exclusively used in the context of the functional safety concept.

© ISO/IEC 2024 - All rights reserved

21


https://standardsiso.com/api/?name=f63ce0f27f3810ebd76f9eaf1c12926c

ISO/IEC TR 5469:2024(en)

9.2 Problems related to verification and validation

9.2.1 Non-existence of an a priori specification

During the training phase of machine learning models, the selection of training data (together with the
definition of the loss function, if applicable) is replacing the definition of a formalized specification of
operational behaviour. This leads to problems with the traceability of individual aspects of behaviour
as there are no individual specification statements. Instead, the information which replaces the discrete
specification statements is implicitly contained in the collection of training datall33]. Although it is a
benefit of machine learning that it derives or acquires knowledge from poorly structured data, the lack of
a predefined specification causes a significant problem for verification and validation, as well as for the
evaluation of the uncertainty. See Reference [137] for wider discussion.

Anothgr source of risk is the presence of bias or incompleteness in the data used to traim-the [model.
Technifues are typically deployed to check for both these sources of risk.

9.2.2 | Non-separability of particular system behaviour

During development of software for non-Al functional safety-related applicatiens, each risk descrjbed in
Clause|8 that considered “tolerable” that has been identified during a Hazardsand Risk Analysis (HARA) is
mapped to one or more mitigations. The implementation of the mitigations\and their role in maintaining
functidnal safety is explained. Usually, mitigations are designed not to interfere with each other, so that the
effectiyeness of each mitigation is verified, validated and evaluated separately.

On thel other hand, many Al technologies are considered as a “blaek box”, as their internal behavidqur and
the bafis of their decision-making processes are difficult for a himan to understand. This means|that if
the trdining data set contains some data that are intended.to*work as a mitigation for a particular risk,
its inflpence on the trained model is not certain, nor tested.separately for each risk. Furthermore, If some
additignal training data are added for an additional mitigation, the data affect existing measufes for
mitigation of other risks. This makes verification and validation of machine learning models more diffficult.

9.2.3 | Limitation of test coverage

Testing Al technology is difficult when compared to the process of testing non-Al software. In generfal, two
types pf tests for software are often desighed and performed: one focuses on structure of the pfoblem
description and the other focuses on the)structure of the implemented software. In non-Al softwarg, these
two kipds of focused structure have some degree of correspondence, which enables efficient testing. Most
data-driven Al technology lacks thisproperty, unfortunately, which makes many existing techniques fpr non-
Al softfware (including those déseribed in existing functional safety standards) not efficiently applicpable or
even npt effective at all. Thisdifference is given careful attention when designing tests for any Al technology
(especl]ally those based oni-niachine learning).

9.2.4 | Non-predictable nature

As notled in 84.1, Al system outputs are often said to be non-predictable or probabilistic in hature,
although the algorithm itself is deterministic. Mitigation is approached through systematic applicdtion of
the vetification and validation process, with careful considerations for the nature of the Al system,Again,
"explainable Al” is a future solution, but process-supported solutions are more often available.

Further, the apparent non-predictable or probabilistic nature of Al technology, as well as other causes, such
as discussed in 9.2.3, decreases the effectiveness or applicability of non-Al testing techniques, especially
white box based testing technologies. See ISO/IEC TR 29119-11:2020, Clause 9 for alternative solutions for
white box-based testing applicable for Al systems.

9.2.5 Drifts and long-term risk mitigations

Drifts (see 8.4.2 and 8.4.3) are other causes of uncertainties in the long-term system installation. Even if the
systematic and comprehensive analysis of its behaviour in the operational environment has been performed,
Al models can still suffer from the concept and data drifts, because a training data set contains an intrinsic
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bias for training-time environments. To overcome such drift, several methods for re-training and updating

the mo

del exist for most real-world applications of Al systems.

In addition, updating the software is a significant undertaking, especially in applications involving
functional safety. Related assessments and considerations for update procedures are carried out from the
earliest stages of the system design.

9.3 Possible solutions
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analysis ol the Input data distribution 1s performed In addition to collection and learning from the

given data set. Such an analysis relates to the outcome of the HARA activity, so that data distribution points
in the data set are identified as corresponding to each identified risk—see, for example, the ISO/IEC 5259

series!

),[125] which highlights that data quality is key for Al technologies.

In addition, even if the input data set is well-designed, there is no guarantee that the training process will
encode the intended behaviour into the output model corresponding to each identified risk from the data
distribution observations. Both systematic errors and random errors can occur during training, which can
cause functional safety goal violations. While detecting such failures to the best degree possible is one of the

1) Under preparation.
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intentions of testing activities in the verification and validation phase, a means of mitigating training errors
is also considered during the training phase.

9.3.3 Data preparation and model-level validation and verification

As described in ISO/IEC TR 29119-11:2020, 8.1 and ISO/IEC/IEEE 29119-4, the design target for training and
test data sets is determined in relation to HARA results. This data requirement is further divided into four
criteria:

a) Whether all functional safety relevant scenarios identified during HARA have corresponding data
included in the given data sets.

b) For each identified risk in the HARA in a), whether the test data cover all reasonable vaxiatjons of
situations which cause such a risk.

c) For each risk-causing situation in b), whether the test data are both sufficiently large-and sufficiently
diyerse to result in complete coverage of the possible states of the system after training.

d) For each risk-causing situation in b), whether the results of the selected test case€ data are stablg under
th¢ variations which are expected for inputs which according to human analysis would be classified as
belonging to the same group, scenario or use case.

Each t¢st activity is expected to give answers for each of the four criteria: The following considerati¢ns are
one pogsible set of known answers for the criteria, applicable to any Al\technology for which test dpta are
attribyted with clear, correct and expected answers (“test oracles”).(In these examples, bias in the [data is
also considered, see Reference [10].

For a):
— SpEcification of the sets of data attributes corresponding to each identified risk in the HARA.
For b):

— Fof each identified set of data attributes for anidentified risk, checking for the existence of the test data
wilthin test data set.

— For the subset of test data extracted for each identified risk, checking for the distribution o{ other
atfributes and assess whether the data are unintentionally biased toward specific situations; for this
pulrpose, existing technology for test designs for non-Al software (e.g. combinatorial testing) arg used.
Sep ISO/IEC TR 29119-11:20205:8.1 and ISO/IEC/IEEE 29119-4 for further details.

— Copnsidering collection of additional test data if it is suspected there is unintended bias in the datg set. In
sofne cases, synthesis-of test data from simulations is a solution, if sufficient diversity, representativity
anfd coverage are nptebtained from real data. See ISO/IEC TR 29119-11:2020, 8.4 for some examples. One
knfown option forthe developer also is to remove real data to rebalance the data set.

For c):

— THe mitigations identified in bullet b) are used for diversity with existing attribute values.

— Aspeéssing the data collection and preparation processes so that any unwanted bias is not likely irlcluded
in the test data set; see ISO/TEC TR 240271XUL

— The amount of test data is determined from inputs including (but not limited to) the intended probability
of risk mitigation (derived from the HARA) and the amount of data needed for training (derived from
monitoring the accuracy indicator for the subset of training data). In addition, complexity of the
operational domain is considered to mitigate data distribution shifts occurring by many uncontrolled
factors (e.g. time, weather, location).

For d):

— Ensuring that over-fitting to the training data is detected within the development process. One known
way of achieving this is to ensure the independence between training data and test data, which is enforced
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through development process management and assessment, tool-based approaches, or even using a level
of independence in the teams or organizations carrying out the testing (see IEC 61508-1[1¢], Clause 8
or BS EN 50128:2011 [23], Clause 5). Another known method to detect overfitting is cross-validation,
in which models are trained on several different subsets of the training data, and the performance is
evaluated on the held-out data. Several methods are available, see Reference [82].

— Ensuring that trained models have sufficient robustness in terms of the given problem, using the

fol

lowing approaches:

generating multiple models of different sizes, using smaller models so long as other objectives are

met (large models lead to excess sensitivity);
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numerically and directly evaluating the robustness, (e.g. using safe radius[84] — this iS)an enj
discipline).

hrching for possible data that affect stability: (e.g. metamorphic testing,[82] data”augmentat
herative adversarial networks,[87] adversarial training,[88] adversarial example generation
versarial example detectionl20]),

suring that the training data set and test data set are free of malicious twodifications or alter
s entails reviewing the credibility of data source or data collection grocesses.

nsidering use of explainability technology for analysing behavigur of output model (see 9.6).

\re several references available for proposing some concretetéchnologies and techniques repre;
riteria. Annex C gives some examples for applicable proeedures and techniques.

ed level of functional safety and other applicatioh’criteria.

Choice of Al metrics

rformance and KPIs of a system containing Al technology is thoroughly evaluated. In n
g often single metrics are used. The-following is typically considered for metrics:

Metrics are not typically the only measure to assess the safety of a system containing Al but o

e significance and trustworthiness of a metric: this is connected to the amount of data avail3
ining, validation and_testing—the amount of data has a bearing on how much trust is plac
tric with a defined eonfidence level (e.g. 95 %) based on the number of executed test cases.

e used to_identify missing information, e.g. safety related misclassifications to assess the t3
rformance/or KPIs.

ld monitoring: collection of data on the performance of an Al system during the operationa

as

applying a technology that improves robustness, (e.g. regularisation or randomized training);

)

erging

ion,[86]
[89] or

ations;

enting

sts for implementing these mitigations vary considerably on the depth of investigations, ojn used

to the
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ble for
ed in a

trics reduce’information: such a reduction of information obscures safety issues. Various metrics

rgeted

phase

sesses whether the performance and KPIs are still being met during the operational phase - inter

vening

actions are considered if the assumptions on which the safety of the system is based is no longer being
achieved.

ISO/IEC TR 24029-1[153] separates the robustness assessment into three core categories: statistical, formal
and empirical-based tests.

9.3.5

System-level testing

In complex systems using Al technology as a component, system-level testing is a complement to verification
and validation at the detailed level. Some of the criteria described in 9.3.3 for example criteria b), are also
applicable for system-level testing. System-level testing are either data-based or scenario-based (e.g. running
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a test vehicle in test fields with simulated risks). System-level testing are carried out in simulations, as a
digital twin, or in the real-world application. Real-world testing is expensive and not always possible (due
in part to risks to safety) but it is useful for validating KPIs and unveiling unidentified hazardous unknowns
to mitigate against incomplete HARA. Simulation is useful for exploring large numbers of scenarios in both
software-in-the-loop and hardware-in-the-loop settings. Good verification and validation results depends
on the quality and realism of simulators. See 9.4.2 and 9.4.3 for more descriptions.

9.3.6 Mitigating techniques for data-size limitation

Preparing sufficiently large test oracles to test all outcomes is infeasible within development life cycles.
Back-to-back testing, as described by ISO/IEC TR 29119-11:2020, 8.2, is used to annotate test oracles with
the expected answers. The extent of independence between the different versions of the system to be tested
is assefsed carefully. Back-to-back testing with Al technology generated from the same sourcefof training
data likely fails to address criteria a) and b).

Anothgr solution, where a large test oracle is used to address the full range of operation, is\to use simplation
as a tegt data generator.

For sorpe Al systems it is difficult for engineers to construct a reliable test oracle (e.g~Al systems consfructed
with "Al-versus-Al” competitions, including reinforcement learning and Generative Adversarial Nefwork).
The gejneral conditions for testing in these cases are similar; however, additional criteria for reliahility of
tests dpplies. For example, well-tested alternative implementations are used to undertake back-fo-back
testing. Alternatively, a design change is implemented to separate any risks from influence from the model-
driven|Al technology, effectively converting to Usage Level C as described in 6.2.

9.3.7 | Notes and additional resources

See ISQ/IEC TR 29119-11:2020, Clause 9 for alternative solutions for white box-based testing applicgble for
Al systems.

9.4 Virtual and physical testing

9.4.1 | General

Functipnal safety approaches for Al technology tend to focus on elements of the Al system that are|shown
to ensfire functional safety attributes)-for example functional safety or rule monitors that overridles the
primaily control system to inhibit ttnsafe action. An effective and objective way to demonstrate a system’s
performance is via virtual testifigior simulation, where a curated set of well-chosen stress-test sc¢narios
are exercised during the qualification and certification activities. Individual components are tesfted, as
well a$ multiple components ‘at a system level. Such approaches use constrained random selecfion of
scenarfo parameter values;scenario testing based on parameter distribution or importance sampling when
constricting the scenarios to be tested (see 1SO 21448:2022[7], Clause C.5).

Physical tests are,also considered to correlate simulation results, validate KPIs and uncover unknown
unknowns. Physical tests are far more limited than simulation in their ability to probe the domain space
due to|cost ahd'time limitations but do test some aspects that are difficult to emulate in a simulat]on, for
example, theleffect of hardware delays on feedback loops and cascade effects. Structured tests take place in
which fests are set up for known scenarios, such as on a test track for automated vehicle applications

9.4.2 Considerations on virtual testing

The use of simulation for testing has long been an integral part of functional safety. Established methods such
as timing simulation and fault injection have direct extension to Al systems, and their use is encouraged. For
the complex, high dimensional models featured in many Al solutions (such as neural networks for perception
or decision-making tasks), simulation offers many additional benefits:

— For certain applications, simulation provides more complete test coverage than real-world testing.
Examples include scenarios where real-world testing is dangerous or prohibitively expensive to conduct
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at large scale over the possible input space. For models with high dimensional inputs, simulation is used
to iterate over the input space and produce correlated results in ways infeasible by traditional testing.

Simulation greatly speeds up development time, allowing greater access to functional safety products
and updates. Newly discovered hazards are incorporated into the functional safety solution with much
improved turnaround time. For highly complex environments, this reduced latency in the development
and update cycle is critical.

Simulation provides multiple entry points for fault injection. Faults are introduced at the system,
component or subcomponent level, and they are introduced in combinations that are inaccessible by
real-world testing.

Sitpulation provides accurate ground truth, which negates the potential of systematic errors induced by
reql-world measurements and setup.

Sitpulation environments are well-controlled and track all metadata associated with d’particulfr test.
This prevents any systematic bias introduced in a real test, or loss of relevant metadata-

The following items are worthy of consideration when introducing simulation or in géneral virtual teqting as

part of{the verification and validation process of Al technology in functional safety systems.

Before|virtual testing toals,is used to validate or approve an Al system, the toolchain itself is verifi
validatled. Confidence irtawirtual testing toolchain is achieved by assessing four key attributes:

Fidelity of simulation: consider the underlying models, toolchain, simplifications and assumptiong. A risk
asgessment of the simulation environment addresses the implication§ of inaccuracies, imprecipion or
in¢gompleteness of the simulation environment. Evidence is used to stipport the claims of the simplation
oufput, such asa simulation to real-world correlation. For example,asimulator used to justify a funictional
safety component used for perception includes arguments ahbut the realistic rendering of the scene,
mgétrics to correlate the two, indistinguishability by human gbservers, etc. See 9.4.3 for more discjssion.

Type of simulation: no one virtual testing tool is used to.test all aspects of an Al system. This[is why
multiple tools sometimes are used to develop confidencein the functional safety of the full Al system. A
virrtual testing toolchain includes the following types:MIL (model in the loop), SIL (software in thg loop),
HIL (hardware in the loop).

Tept-coverage approach: approaches include\random test sampling, constrained test sampling based
on| certain justification of the input space) distribution-based test sampling based on a user profile,
criticality or importance test sampling'based on functional safety analysis, stress-based sampling based
on|edge cases or expected conditions that stresses the system, etc. (see ISO 21448:2022[7], Clause C.5).
For multi-dimensional inputs, this also addresses what combination of factors are tested.

Tept coverage size: i.e. the amount of simulation which is sufficient to justify the functionall safety
argument.

d and

Fif for purposé:the extent to which the tools are suitable for the Al system assessment. Fitnless for
rpose addresses a clear description of the test objective and a definition of all boundary condifions of

mple, if the operating environment excludes

a2 a OW o110 O

Capability: the extent to which virtual tests reveal faults and the associated risks of dormant faults. Test
capability involves defining assumptions, limitations and fidelity levels of the toolchain, ways to assess
the fidelity (KPIs), and reasonable tolerance for the KPIs. It supports justification that the tolerance for
simulation to real-world correlation is acceptable for the test objective. Note that the chosen fidelity level
for the models and the assumptions made play a major role in defining the limitations of the toolchain.

Correctness (verification): the extent to which tools’ data and algorithms are sound and robust.
Verification looks into the implementation of the conceptual or mathematical models building up the
toolchain. It provides assurance that the toolchain does not exhibit unrealistic behaviour for a set of
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inputs that are not tested during the validation phase. The procedure is grounded on a multi-step
approach that includes code verification, calculation verification and sensitivity analysis.

Accuracy (validation): the extent to which the virtual tests reproduce the target data. This includes
generating data that are used to demonstrate the accuracy of the virtual testing tools with respect to
the real-world. Toolchain validation consists of 4 main steps. The exact methodology depends on the
structure and purpose of the toolchain. The validation consists of one or more of the following:

Validate Subsystem models e.g. environment model (infrastructure, weather conditions, user

interaction), sensor models (Radar, Camera, Light Detection and Ranging (Lidar)), chassis
(actuation, powertrain);

model
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Validate chassis system (chassis model together with the environment model);
Validate sensor system (sensor model together with the environment model);

Validate integrated system (sensor model plus environment model with influences from
model).

hg the same scenarios across all tool levels (MIL, SIL and HIL) allows effectivewvalidation of the
t requiring an impossible number of physical tests to be carried out.

Chassis

5ystem

hge of virtual testing tools depends on the virtual validation and verification strategies implemented

their development. Therefore, the simulation design and the toolchain are not typically stands
her explained and reviewed during the certification process.

bre, the overall assessment of a virtual testing toolchain-réquires a unified method to inve

rdized

stigate

fion tools used in the overall toolchain are investigated in terms of their impact in case of
h the final product. The approach for criticality analysis is described in IEC 61508-3 or ISO 2
Fequires qualification for some of the tools used.in'the development process.

properties and gain confidence in the data generated)by the tools. Simulation models E%Ild the

Considerations on physical testing

h]l testing has a complementary roleto simulation testing. Testing the system in a rea

safety
262-8,

-world

hment, or final operating environment, provides the highest fidelity of real use validation. F¢r real-

esting, some additional considerations include:

e of structured tests, settingup-known scenarios, or use case tests. Examples include test trac

K Cases

autonomous vehicle applications, or defined scenes for sensor perception tasks. Such tests afre well

ecified and provide controlled measurements that are tracked and compared over time. Stry
ts are derived from(many different inputs, such as safety, technology and product level ana
mprehensive test plan requires good understanding of the final application.

mbination of real-world testing with simulation. Physical tests are far more limited than sim

ctured
ysis. A

1lation

their ability to probe the input domain space due to cost and time limitations, but provide the highest

1l use fidelity and automatically capture random phenomena that are not simulated. In conf
uctured>tests, which typically test “known knowns”, both real and simulated testing uj
ferént types of “known unknowns”.
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used in simulated tests.

nodels

— Continuous testing and feedback. Real-world testing also uncovers “unknown”. Reported incidents (and

possibly data collected from incidents) provide information to continuously advance the qualification
simulation scenario suite.

Domains for testing: the boundaries of operation. Domains for testing (for both simulation and real-
world testing) parallels the defined operation for real operations. That domain includes limits of use,
environmental limits, location and temporal limits, and responsibilities between the system and users,
and if appropriate, other systems. In addition, tests are evaluated with metrics to show coverage of the
design domain (this applies to both simulation and real-world testing).
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— Statistical significance. Test procedures and results are derived from sound statistical principles. For
example, a final on-site validation test of a safety stopping function is carried out multiple times to
demonstrate that relevant parameters fall within a predefined limit based on statistical analysis. In
contrast, verification tests of a perception function for human detection are carried out on a large test
database, with size and coverage determined from target failure rates and confidence intervals.

9.4.4 Evaluation of vulnerability to hardware random failures

It has been shown that the vulnerability of deep neural networks to soft errors is low (see References [25],
[83]). Evaluation of the fraction of failures leading to safe behaviour (as opposed to unsafe behaviour) is
useful for certain types of networks. Possible methods include fault injection (e.g. individual weights
in a niural network) as a proxy for faults in underlying hardware. For example, it is possible te_gnalyse
classification models to determine with confidence the only vulnerable parts of the Al technblogy with
respeck to soft errors (see References [26], [78]).

9.5 Monitoring and incident feedback

Once an Al system is approved and in operation, its own incident statistics are Aised to provide gngoing
evidenge of safety performance. Reported incidents are used to feedback information which are dsed to
continyiously enhance the scenario suite used during the testing activities. Hswever, for the core functions
where [inductive or deductive absolute proof is not possible, acceptable failure rate targets are derived from
systen] failure rate goals, together with suitable justifications to substanfigte the functional safety. If this is
demonfstrated empirically, the test methodology and results are recorded:

Operatfional design domain and real-world usage profiles are used€o define and bound the problem| scope,
creating metrics for coverage of testing (both simulated and rea}):

Statist|cal significance considerations derive test data set.size and test coverage from target failurf rates
and copfidence intervals, following acceptable confidencelevels.

Recording of field data, if conditions allow, is considered viable for motoring safety performance| of the
systen] and for appropriate incident response.

9.6 A note on explainable Al

A type|of evolving Al technology, knownjas “Explainable Al”, aims to provide important factors infljencing
an Al-based decision in a way that humans understand (see ISO/IEC 22989:2022). Sufficiently explainable
Al technology, if successfully realized, enables developers to understand the Al decision-making alggrithms
and pdves the way for assuranee’ of functional safety of machine-learnt algorithms in a similar way to
current functional safety Interirational Standards. Alternatively, some knowledge is sometimes extragted by
a human observer of the AL model and then re-implemented as traditional software.

Althoupgh it is currently-impractical to enforce sufficient explanation of decision-making for every flass-II
Al systlem, there are’some currently achievable approaches to interpretability or explainability of thg model
structiyre, which-possibly helps in the verification and audit processes. For example, heat maps of the internal
nodes |contribiiting to specific decisions are useful for understanding the causes of decisions[29l. Such
techniquegs, sometimes called “grey box” approaches, are useful for the understanding of the behavioyr of an
Al systlem, especially when it differs in its decision-making from the implementors’ intentions. In sucl cases,
those technigues—eonsider-w Treaning explanationis—consistentertreonsistent
with functional safety requirements. For example, understanding of the decision-making process extracted
from the mid layers of DNN is not alone sufficient for justifying safe behaviour, since unexplained processes
in other layers invalidate such explanations.

Refer to 8.3 and ISO/IEC TR 24028:2020, 9.3 for further information on Al explainability.

Additional information can be found in References [158] and [159].
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10 Control and mitigation measures

10.1 Overview

Having a good and robust architecture of an Al system capable to tolerate a failure without loss of safety
properties is preferable than improving Al quality only. The architectural design principles for safe systems
are not changed by machine learning, though they impose new challenges in defining and guaranteeing their
reliability properties and failure behaviours.

This clause considers the methods for enhancing ML models as components of Al systems and discusses how
subsystems around them are used to improve non-functional properties such as reliability, availability, and
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literature. For example, a supervisory monitor detects when an Al technology is producing potentially
unsafe actions, either due to internal or external faults. Following detection, an action is taken to maintain
the system in a safe state. The monitor is developed using either non-Al technology or using Al technology.
In the latter case, considerations of the level of independence between the monitor and the primary system
are used to justify the approach.
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Figure 5 — Architectural patterns for systems using Al technology components

Acceptpble behaviour of Al technology is evaluated through the context of its training data distr
[see Figure 6, a)]. It is typically not possible to verify the model behaviour in’case of “unseen”
distribjution (OOD) input data, this includes the result of data drift. An acceptable model output re
untested generalization properties of the model and could be erroneous, thus motivating the deteqd
such irfput data. The distribution depends on both the parameters in a single sample and their evoly
time (ife. dynamics). Simple boundaries on acceptable inputs are unlikely to detect gaps in the trainin
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particylarly for high dimensional systems. In the absence of training data improvements, anomaly de
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Figure 6 — Evaluation of acce%ﬁe behaviour of Al technology
.\Q,
Meta-information from the model are used,~such as the internal neuron activations or by de$igning
uncertpinty measures into the network. UrQ%}tainty measures in ML are explicitly derived (Bayesian|neural
network) or approximated (dropout, en @ les, softmax output layer). Confidence of the output (strength
of actiyation) is useful but requires c | calibration to a probability and is subject to risks. Thede risks
includg¢ overconfidence (classifiers often fail silently by providing incorrect but confident outputs), npt only
at extremes or beyond bounds o{ﬁ&ning space but also to small perturbation as in the case of advdrsarial
examples. O
Four ppints are considere@ the development of monitors:
N\
— the type of Al te@ogy faults that is detected;
— th¢ ways in h Al technology faults are revealed at runtime;
— the per@ance benchmarks of different runtime monitors;
— the %,&ES of intervention that are used to circumvent a fault after detection and also circumvgnt the
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Examples related to machine learning are provided in Reference [75].

Uncertainty wrappers as described in Reference [139] that evaluate the quality of the decision are
instrumented for either automated decision-making or as input for humans to decide if the Al system
proposes valid decisions.
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10.2.3 Use of a supervision function with constraints to control the behaviour of a system to within
safe limits

With an appropriate supervisory module, it is possible that an Al system is constrained to work within a
predefined safe envelope. Safe limits require that a subset of the action space (safe envelope) is determined
and are minimally restrictive on safe ML component behaviour. However, simple limits on the output overly
inhibit an ML component, resulting in behaviour that mimics the limiter itself, therefore negating the benefit
of implementing the ML component. This subsystem architecture is sometimes referred to as a safety cage,
which enforces behaviour onto the subsystem.

For example, as shown in Figure 7 a), an Al system is used as part of the intelligent control to provide an
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input and limits the intelligent control output.

the system state (x) defines the unsafe regions but does not instantly respond to-a’change
ler input. Formally, minimal bounds are designed for dynamic and hybrid systems through
methods such as barrier functions approaches (Reference [102]), which detesmine an invari
Lhe control of the non-Al system, see Figure 7 b). These approaches guarantee that the syste
eed an operating region deemed safe for some limited worst-case contnol,input (the subset
e control signals U). These sets are typically conservative as they dd<ot actively look to 1
m back towards safer regions, thus control barrier functions are used as detection mechani
in conventional stabilizing controls (producing control signal u* ifthey are available with suit
ring, as described in 10.2.1). For systems with particularly compleX safety requirements, for e

uts for

nining the output based on a function of input is not usually appropriate for systems with dypamics,
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multichannel measuring systems that use Al technology, checking funetions such as metrological sel
or self{validation are considered, see Reference [71].
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Figure 7 — Safer application of Al technology to control: a) through supervisory constraints on

discrete outputs. Or b) on continuous control output through barrier certificates
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10.2.4 Redundancy, ensemble concepts and diversity

Redundancy can be of different types: structural (spatial), time (frequency), functional (informational,
analytical), or combined (see References [64], [65], [70], [71], [155]). When using neural networks for
example, redundancies for Al technologies include:

— Using analytical redundancy (see Reference [64]): Quantitative model-based failure detection and
isolation (FDI) methods rely on the comparison of a system’s available measurements, with a-priori
information represented by the system’s mathematical model. There are two main trends of this
approach, namely analytical redundancy or residual-generation methods and parameter estimation.

— Time-red ection is

2 2 e O 0 2
achieved by using time redundancy based on recomputing with triplication with voting (RETWV).

— N-persion programming (see Reference [66]): In this method, several simplex models) are frained
independently, such that these models are unlikely to produce erroneous results for theSsame tesf cases.
In this way, it is possible to design a fault-tolerant system whose output is determined by-all these models
copperatively.

— Usling redundant deep architectures (see Reference [67]).

— THe ensemble use of neural networks to build reliable classifiers (see Reférence [68]): The idga is to
cofnbine several “weak” classifiers to obtain a “strong” one, so that tHe classifier still works relfiably if
ong of its members fails.

— Usg of algorithm-based fault tolerance for neural networks (see Reference [69]).

Methodls of metrological self-check (including self-validation, self*diagnosis) that have found applicgtion in
contro| systems for critical equipment, such as References [Z0}-[74], [155] are also considered and adapted
for uselwith Al technology.

For higher effectiveness, redundancy is combined with diversity to reduce the likelihood of sysflematic
failurep during development. This is related to multiple Al technologies exhibiting the same behavidqur, but
implemented:

— by|different teams;

— us|ng separate labelling rules;

— us|ng different problem formulations;
— us|ng different training ddta;

— exgcuting on diverse hardware (also valid for non-Al technology specific failure modes);

— with diversity of&ensing;
— with diversity/of self-check or self-validation methods;

— wilh diversity of Al technology itself.

Due tofitS)complex and indefinite nature, diversity is expressed by a multitude of metrics. These metrics
answer the following basic questions: to what extent Al technologies with the same training conditions
differ in their performance and robustness? Are diversity metrics suitable for selecting members to form a
more robust ensemble?

Another possible approach is to identify and eliminate false detections by comparing key point decisions
from different neural networkslZl, This form of diverse comparison is often combined with monitoring (see
Reference [77]).

When relying on redundancy as part of a safety argument and considering the explainability of DNNs, it is
possible to rely on an analytical argument for freedom from common cause failures. In this case it is relevant
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to base the argument on verification and validation and demonstrate through simulation the absence of
common cause failures between redundant networks.

10.2.5

Al system design with statistical evaluation

Once trained many Al systems are deterministic in inference, however where the input dimension is high
and continuous in value the performance of these systems is typically characterized statistically.[156][157]
For example, cross fold validation of a neural network can produce different performance metrics depending

on the

changing allocation samples of training data on each validation 'fold'. For a specific application

under specified operating conditions, a system containing Al technology is evaluated for functional safety
with consideration of the statistical distribution of its output. While no hard upper bound for error rate is

obtain
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technologies.

10.3 Increase the reliability of components containing Al technology

10.3.1

bd, for a given input distribution, a statistical confidence interval on a maximum error is determined.
ssumption is that these statistics rely on the distribution of testing data being sufficiently |similar to
duction data.

events are low probability, but have high impact, it is appropriate to increase the.iacidence df these
in the input data, making the frequency of events in the input proportional to theirisk, rather than the
probability of occurrence.

al assessment approach is based on the following steps:
nlysing the Al technology, e.g. the ML model;
ating the Al system as a normal mathematical model, but only with probabilistic behaviour.

bre flexible the model, the more complicated its analysis isSéAn example of a comparable analysis is
n Reference [24].

e of this statistical information is considered in.the justification for Class Il and Clasq III Al

Overview of Al component methods

As a cdmplement to architectural considerations in 10.2, this clause identifies Al supporting technolqgies to

increa
that m

e the reliability of trained systems when deployed. Subclause 10.3.2 provides examples of methods
hke Al technology less sensitive to intended and unintended input data perturbations. Simpliflication

of trained networks is a class of methods to remove dormant or unused element of a network in 10.3.8 while

10.3.4
the me

10.3.2

To imp
inputs

— R¢
te

ises attention analysis methods to identify risks in the learnt structures. Subclause 10.3.5 depcribes
chanisms to protect the‘input and model data during training and run-time.

Use of robustlearning

rove robustness against disturbances of noise, device failures and possibly malicious (advefsarial)
severakmethods are used at both testing and learning stages. Possibly applicable techniques ipclude:

oularization is a methodology to mitigate the over-fitting problem, and thus to improve stability. This
hnique is considered analogous to the methods used in regression fitting, where the weight magnitude

or

non-zero values in the training loss function is penalised or given a prior distribution. This is generally

preferred to post training pruning of low valued weights. Alternative methods include structuring the
network to share weights on node connections (e.g. on repeated filter elements in a CNN), i.e. to simplify
the structure of the model. Dropout is often considered good practice to reduce overfitting in DNNs, at
the cost of an additional “dropout rate” hyperparameter. This technique randomly turns off parts of the
network for a small proportion of training. Since the network cannot exclusively rely on a single node

to

model a particular data feature, the dropped-out regions do not overspecialize. See References [80],

[103], [104].
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— When the Al system disturbances are predictable (e.g. for hardware errors), fault-aware training that

includes error modelling during neural network training, makes neural networks more resil
specific fault models on the device (see Reference [81]).

ient to

— Adversarial robust training is a learning method that minimises or limits the worst-case error under
the training data augmented by a model of an attacker’s possible perturbations. The simultaneous
maximization of adversarial perturbation effect and minimization of error leads to the extension
of standard gradient descent training algorithms, (see Reference [105]). Other approaches provide

robustness guarantees for output invariance, e.g. formally proving that no change in classification

occurs

when perturbations are within given bounds. See Reference [106]. However, scaling these guarantees to

large scale and heterogenous networks remains a challenge.

— R?lndomization approaches, such as randomized smoothing, provides an efficient equivalent tot
multiple modes with data augmented with randomized noise, so as to calculate the final result v
bela mean with respect to the noise distribution. See Reference [107].

— Rodbustness to out of distribution input is also considered for applications subject te limited t
dafa or data drift or concept drift. Data augmentation and enrichment reduces the distances thaf
system needs to extrapolate from training data. For example, higher performafnce is obtained if
ar¢ translated and rotated in the training data. This richer learning often has the complementar
of ncreasing robustness. See Reference [108].

10.3.3| Optimization and compression technologies

raining
alue to

raining
the Al
mages
y effect

Optimization and compression technologies, such as quantisation of parameters and computations (i.e.

reductjon of parameter bandwidth), pruning (i.e. removal of lessyimportant parameters from the
and knowledge distillation to simpler surrogate models provide secondary benefits to the syst
with a]l modifications to a system, careful analysis of the risks of performance loss are undertak
References [133], [134].

Reducing input dimension though non-Al techniques (linear and nonlinear principal components, clug
featurg extraction, etc.), risks permanently discardiiig useful information. A potential alternative, oftg
in modern network designs, is to employ embedding layers (e.g. convolutional layer or low-dimensior
connedted nodes). This results in downstream(simplification and also often improves training perfor

Simplified models that have a reduced dimiensionality of weights (and perhaps inputs) make training
and refluce the risk of non-convexity {and, this, multiple local minima) in the loss landscape.[134] /
as capfcity for convergence improvements, reduced network dimensions intuitively make interpre

model)
bm. As
bn. See

tering,
n used
al full-

[nance.

easier
\s well
ability

more {ractable. However, the reduced network dimensions still exceed the capacity to understand the

functidn of each parameter in(relation to its contribution to requirement satisfaction (i.e. its traceg
Emerg]ng visualization methiods have shown promise, particularly for image classification, but complg
is not [yet proven (see Reference [110]). Modularising the network is another pragmatic way f{
underdtand its traceability and ease verification (including potential to make formal verification appr
computationally feasible).

Knowlg¢dge distilation was originally designed to create simpler surrogates and more computat
tractaljle models. The concept produces a secondary simpler model trained on the output of a
model [rather than on training data. A complex model typically creates an embedding of lower din
than théraw data, and once learned is often modelled with the secondary linear models with ne

bility).
teness
o help
oaches

ionally
larger
ension
rligible

loss o

less to

p
interpretability but aid in smoothing gradients. Smoother gradients provide gradient masking protection

against adversarial attacks, making the change in output smaller for a given input perturbation.

This is

achieved by creating probabilistic labels in a first training path with the complex model and then retaining a

simpler model with these "non-crisp” probabilistic labels (see Reference [109]).

Network neuron pruning defends against training-time attacks. One approach to network pruning is
achieved by post-training analysis of the neuron activation with clean inputs, iteratively removing those that
have low activation and retesting. This reduces the risk of operational discovery of unwanted behaviours.
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10.3.4 Attention mechanisms

The aim of the attention mechanism (see Reference [111]) is to improve the prediction performance in
sequence-to-sequence models such as language translation models, speech-to-text converters and image
captioning models. There are several considerations on attention mechanisms:

10.3.5| Protectionof the data and parameters

Attention mechanism to learn global context: The attention mechanism learns the relationship between
a sequence of features (e.g. words in a sentence) using a weighted combination of all encoded input
vectors. Similarly, in machine vision applications, attention weights learn a global weighting over the
entire image to solve more complex tasks, such as image captioning (see Reference [112]), of which
convolution layers are not capable. Later, image transformers (see Reference [113]) have been described
to eapture-the—context-inimages—without-any-sequential-data—{fe-g—te avatablefor-tratningaLastly,
the¢ attention mechanism is being used as a suitable solution for training models on multi-domain data,
especially combinations of sequential and spatial data.

v waw

wn

Popt-hoc attention maps for sanity checking and feature manipulation: Attention map, also known
as|saliency map (an explanation method used for interpreting the predictions of CNNS) or senfitivity
m4p, is a common type of machine learning explanation to point out the mostimportant featyre in a
given prediction. An attention map is a type of local explanation that is limited to individuall model
predictions, regardless of overall model behaviour, but still suitable for inveStigating the edge cqses for
ma@del debugging. Attention maps are obtained in different ways, such asdocal approximation ¢f deep
ma@dels (see References [114], [115], [116]) using shallow interpretable‘\models. To generate shliency
maps for DNNs, various gradient-based (see References [118], [119]),(eonvolution-based (see Refgrences
[120], [121]), deconvolution-based and perturbation-based (see Reference [122]) methods havle been
depcribed. Note that attention map explanations are either post-hoc or integrated with the netwqrk (see
Refference [123]).

(%)

Befnefits of attention maps: Reviewing machine learnihg explanations has benefits for designers to
improve a given model during multiple stages of the machine learning life cycle. For example, identifying
isques in model structure (see Reference [122]), featufe-based engineering (see References [116]| [117])
and training data improvement. Additionally, assuming that model explanations are consistent with the
enf-user reasoning and understanding of data;human review of attention maps promotes building an
appropriate level of trust of autonomous systems.

Trainable attention: Trainable attentien mechanisms have attention weights that are learned [during
trgining to improve attention efficiency. For example, Reference [114] uses a multiple attpntion-
estimator module for different network layers to encourage more refined attention maps and|higher
prediction performance. Explicit human supervision (e.g. gaze tracking) for attention models hgds been
alqo investigated in Referenee [115] but carries high data annotation costs.

Exjplanation truthfulness: Since model explanations are always incomplete explanations of blgck box
mddels, the correctness”’and completeness of explanations is greatly influenced by factors ljke the
heliristic technique;input example, and training data size and quality.

Data apd model parameters are potentially vulnerable to random and intentional disturbances ard loss,
with cguses from hardware failure to data poisoning in adversarial attacks. As with all data used in a dystem,
the us¢ of)data risk assessment and management processes (see Clause 11) helps to drive the profection
measures used, with consideration for particular challenges associated with data-intensive Al technology
(e.g. volume, variety, velocity, variability).

Information assurance of data used for machine learning is considered by bodies such as National
Institute of Standards and Technology (see for example Reference [140]). Configuration control of data is
maintained throughout model life cycle, including provenance, access rights and quality metrics of the data.
A configuration process similar to ISO 26262-6:2018,[13] Annex C is used. Data information assurance at
run-time and during offline training considers a multitude of properties (integrity, completeness, accuracy,
resolution, etc.), see Reference [141], Section 6.4, which also suggests measures to maintain these properties.

© ISO/IEC 2024 - All rights reserved

37


https://standardsiso.com/api/?name=f63ce0f27f3810ebd76f9eaf1c12926c

ISO/IEC TR 5469:2024(en)

In addition to data control measures, pre-processing of the input data stream to remove unfeasible input
patterns is a sensible precaution. For example, filters transparent to physical system bandwidth which
remove adversarial noise complements detection mechanisms avoiding out-of-distribution data.

The high computational demands of ML drives developers to use third party high-performance computing
to train a model, where information assurance is a higher risk. It is not sufficient to only mitigate intellectual
property leakage (e.g. encryption, obfuscation of labels and data distribution). Training data manipulation
(poisoning) is designed by an attacker to circumvent local testing, where the network behaves correctly on
normal test data with dormant problems (e.g. neurons not activated by normal training). Complementing
pruning techniques with the (light weight) retraining on a locally protected data source helps reducing the
sensitivity to adversarial examples. See Reference [124].

11 Processes and methodologies

11.1 General

From g functional safety point of view, many life cycle issues are common to Al- andnon-Al systems| These
commg@nalities are described in 11.2.

The leyel of functional safety a system needs to achieve is independent of whether Al technology is lised or
not. The parts of the system built using non-Al software approaches are handled with existing funictional
safety [[nternational Standards. The methodology commonly used to develop Al models has inherent gaps
from affunctional safety International Standards requirement perspettive, and suitable means to gddress
and resgolve the “gaps” are therefore considered.

Functipnal safety considers safety throughout the whole life cy€cle of a system.

11.2 Relationship between Al life cycle and functienal safety life cycle

Traditionally the term “lifecycle” has been used for several objectives. One objective is to provide a defined
set of processes within a system or hardware or-saftware life cycle, as well as to facilitate communfication
amongst stakeholders of that life cycle. ISO/IEC<22989:2022 describes a high-level life cycle mode¢l of Al
systen]s while ISO/IEC 5338l defines the life:cycle processes of Al systems. Software life cycle prgcesses
are alsp described in Reference [4].

An additional objective is to identify activities at each phase throughout the whole life cycle to implgment a
certain level of functional safety. This is described in the IEC 61508 series[16]-[19] and other functiona] safety
International Standards. To this €nd, the IEC 61508 series defines a functional safety life cycle that indludes a
hazard and risk analysis phasé.and an overall functional safety requirements allocation phase, as degcribed
in the general requirement§ of IEC 61508-1[16]. Additional specific requirements are given for hardyare in
IEC 61508-2[17] and for seffivare in IEC 61508-3[18l,

In this|document, the view is taken that it is reasonable to start from a traditional functional safety life
cycle and to modify;and adapt the functional safety life cycle to take into account Al system-specifid issues
that affect functiohal safety. The hazard and risk analysis phase is based on the IEC 61508 series of other
functignal safety International Standards, modified to address the Al specific particularities listed in
ISO/IEL 5338 as properties important for functional safety (see Clause 8).

The IET 61508 series and other runctional safety International Standards mention the V-model as the
basis of the life cycle, although certain International Standards (including the IEC 61508 seriesl16]-[19] [22]
and IEC 61511-1[201) do recognize that the life cycle or phases are tailored to the specific implementation
technology.

A functional safety life cycle for the development of an Al system is selected during functional safety
planning (see Figure 8).

It is acceptable to tailor the V-model for incremental development models to fit with the Al-specific
particularities, for example as shown in ISO/IEC 5338.l1 Regression validation is used when performing
iterative and incremental development (e.g. iterative learning cycles).
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Figure 8 — Life cycle model takén from the IEC 61508-1:2010, Figure 2

11.3 Al phases

An exajmple of mapping between ISO/IEC 5338[1] and the IEC 61508 series is provided in Annex D.

11.4 Documentation and functional safety artefacts

Suffici¢nt information and decumentation for each phase of the functional safety life cycles contribjutes to
subsedquent phases andryerification activities. It includes documenting changes to products and procgsses.

[ssues |specific to Al-systems include learning processes, data relevance and sufficient documentdtion of
traininlg, validationand test data.

11.5 Methedologies

11.5.1 Overview

This clause describes some of the known methodologies to consider with respect to Al technologies.

11.5.2 Fault models

The concept of fault models is intended to enable systematic and possibly automated analysis of an element’s
behaviour in the presence of faults. The idea of fault models (fault awareness) is to cover the manifold details
of reality by a sufficiently high abstraction level. This applies in particular to the area of machine learning.
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A fault model is a simplifying abstraction of real effects likely to cause errors that is intended to enable a
systematic analysis. Often different effects are covered by one fault. In reality, fault propagation is quite

complex, but frequently different chains of propagation lead to similar errors.

When defined precisely enough, the impact of faults is simulated or analysed manually. By applying the fault

model to all elements, the completeness with respect to the fault model abstraction level is ensured.

To create a fault model, a description and design of the system with the corresponding elements is required.
For each of these elements the failure modes are identified, e.g. by a guide word method such as the HAZOP.

For machine learning the following aspects are relevant to fault models:

— Data sets used for training, validation and test;
— machine learning model;
— ledrning process;

— cohnection of the machine learning life cycle with the safety life cycle (also consides performing a |
FMEA).

Validation and verification aspects are discussed in Clause 9.

11.5.3| PFMEA for offline training of Al technology

FMEA Is applied at the process level, the functional level or the elementlevel, for example, it is applied
the off]ine training phase of the Al system.

Process FMEA (PFMEA) is used to analyse and eliminate possible sources of bias and limitation wit

rocess

during

hin the

offline[training process (e.g. during ML model training béfore deployment phase). Additional methods of

analys|s are considered, such as classification FMEA (CEMEA), which is a technique specialized to
classification-based perception (see Reference [79]).

assess
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Annex A
(informative)

Applicability of IEC 61508-3 to Al technology elements

A.1 Overview

This aipnex aims to illustrate, as an example, the extent to which and the means whereby the techniqyes and
measufes listed in IEC 61508-3:2010[18] Annex A (and the relevant tables from IEC 61508-3:2010; Annex B
with the descriptions from IEC 61508-7:2010 [22]. Annexes B and C) are applied for the technglogy elements
of an Al system that are compliant to current functional safety International Standards.

NOTE With respect to the classification scheme described in Clause 6, this annex applieS)to Class [ Al technology
elements, while Annex B applies for Class Il elements.

A.2 Analysis of applicability of techniques and measures in1EC 61508-3:2010
Annekes A and B to Al technology elements

Tables]A.1 to A.19 provide an approach to interpreting the IEC 61508-3 Annex B and Annex C tables|for the
technollogy elements of an Al system that are compliant to currentfunctional safety International Stajpdards.

NOTE In Tables A.1 to A.19, the references in the column entitled ‘Technique or measure’ are to the Clduses in
IEC 61308-3:2010, while the “B.x.x.x”, “C.x.x.x” references in the.second column of each table (with headel “Ref.”)
indicat¢ detailed descriptions of techniques or measures givengin IEC 61508-7:2010 [22]. Annexes B and C.
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Table A.1 — Interpretation of software safety requirements specification (Reference:
IEC 61508-3:2010, Table A.1)

Technique or measure

Ref.

Interpretation for Al technology ele-
ments

la

Semi-formal methods

Table A.17

1b

Formal methods

B.2.2,C.2.4

There are several research papers work-
ing on this direction, see Reference [142].
Moreover, AADLI2Z] provides formal mod-
elling and semantics. Its use for formal
verification of certain system behaviours

has been documented In [iterature,|such
as[29] and.[39] Regarding semi-formjl
methods for ML, just about gvery ML
paper uses semi-formal methods t
describe their architectuse, in the fprm
of block diagrams, layerdescriptiofs and
links and input flow behaviour.

=

prward traceability between the system safety
bquirements and the software safety requirements

C.2.11

For the use case‘independent technjology
elements: applicable as for non-Al gystem
elements:For the use case dependent
technology elements, in some caseq it is
difficultto define a safety requirenjents
specification for Al model (e.g. the §afety
goal is to detect all pedestrian on the
road), but how to clearly define all possi-
ble use cases for pedestrians, (e.g. 4 per-
son on a wheelchair). On the other hand,
IEC TS 62988-11143] and 1EC 61496[}44]

for instance define a person detection
function that is decomposed into sq¢ft-
ware functions and traced. For instjiance, a
certain number of pixels or measurfement
samples return a value with a specified
tolerance. This is used regardless of un-
derlying software technology, including
Al technology.

Backward traceability between the safety require-
npents and the perceived safety.needs

C.211

Applicable for Al system elements 4s well.

Computer-aided specification tools to support ap-
prropriate techniques or measures in Table A.1

B.2.4

Applicable for Al system elements gs well.
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Table A.2 — Interpretation of software design and development -
software architecture design (Reference: IEC 61508-3:2010, Table A.2)

Technique or measure Ref. Interpretation for Al technology elements
Architecture and design feature
1 Fault detection C.3.1 |There are several possible methods for Al fault detec-
tion, for both runtime (inference) and offline (train-
ing), including:
— Checking the operational domain for distributional
shifts;
— Checking for new concepts (e.g. new, @bjects,
different behaviour, new rules);
— Changes occurring in the world. (domain| drifts,
new objects, changing rules).
So it is differentiated between fault,detection dufing
training and during inference,
2 Error detecting codes C.3.2 |Applicable to Al technology elements as well.
3a |Fpilure assertion programming C.3.3 |Thisis possible also for&1 téchnology elements (see
Reference [28]).
3b |Dliverse monitor techniques (with inde- C.3.4 |Thisis possible alsofor Al technology elements:
pendence between the monitor and the monitor is either artraditionally developed mechpnism
monitored function in the same computer) or another Al technology (e.g. trained differently] or
3c |Diverse monitor techniques (with separa- C.3.4 me_lemerlx\ltmg Zn?ther 1?11_algorlthm_lchacpl).proach); or
tfon between the monitor computer and aving@N-modular arc itecture with diverse DNN
the monitored computer) solving the same problem and voted.
3d : dund ol tine th C35 Consider not only the diversity between the softjvare
|Verse ;te un anfc;g, Implemen mf € o and the Al algorithm, but also the diversity betwjeen
spme sottware salety requirements spec- the data on which ML algorithm is trained.
ification : . o
- - - To consider also hardware diversity is relevant fpr
3e |Functionally diverse redundancy, imple- G&5  |software and it includes diversity in lower-level §oft-
enting different software safety require- ware implementation, diversity of compiled instfuc-
ents specification tion, instruction execution, etc.
Use of diverse techniques is further discussed in{10.2.4.
3f |Backward recovery C.3.6 |Itisalso used for Al technology in principle (subject
to sufficient storage state space) and increases the
robustness of an Al result as well since such a m¢thod-
ology introduces a kind of redundancy (slight changes
in the input vector).
3g |Sfateless software design(or limited state | C.2.12 |Notappropriate for Al technology elements.
design)
4a |Re-try fault recevery mechanisms C.3.7 |Itis also used for Al technology in principle (subject
to sufficient storage state space) and increases the
robustness of an Al technology result as well sinfe such
a methodology introduces a kind of redundancy [slight
changes in the input vector).
4b |(Graceful degradation C.3.8 |For Al technology elements, graceful degradatiop is ap-
plied In case of a Jowered certainty of an output value.
5 Artificial intelligence - fault correction C.3.9 |Thisrequirement of the IEC 61508 series is under re-

view for future editions of IEC 61508-3 in line with the
work of ISO/IEC JTC 1/ SC 42 / WG 3.
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Table A.2 (continued)
Technique or measure Ref. Interpretation for Al technology elements
6 Dynamic reconfiguration C.3.10 |Thisrequirement of the IEC 61508 series is under re-
view for future editions of IEC 61508-3 in line with the
work of I[SO/IEC]JTC 1/ SC 42 / WG3.
There are different considerations based on the spe-
cific Al system element. For example, active learning
being dynamic reconfiguration of weights due to
individual robot learning, while regular updates are
process managed.
odutarapproaci Tabte AT tSTAppticabte to AT techmology etementsas wetl:
Use of trusted or verified software ele- C.2.10 |Applicable to Al technology elements as well.
npents (if available) To be noted that verified software it is notjhéede(d for
all steps of Al model development. It isbelevant fpr
inference, but not for data collection process.
9 Fprward traceability between the soft- C.2.11 |Applicable to Al technology elements as well.
ware safety requirements specification
apd software architecture
10 |Backward traceability between the soft- C.2.11 |Applicable to Al technology elements as well.
ware safety requirements specification
apd software architecture
11a |Sfructured diagrammatic methods C.2.1 |Applicable to Aktechnology elements as well.
11b |Spmi-formal methods Table A.17 | Applicable £o AT technology elements as well.
11c |Fprmal design and refinement methods B.2.2, |Applicableto Al technology elements as well.
C.24
11d |Automatic software generation C.4.6 |Basi¢principle of software development approptiate
dlso for Al technology elements as well.
12 |Computer-aided specification and design B.2.4, “fApplicable to Al technology elements as well.
tools
13a |(yclic behaviour, with guaranteed maxi- €3.11 |Applicable to Al technology elements as well.
mum cycle time
13b |Tlime-triggered architecture C.3.11 |Applicable to Al technology elements as well.
13c |Eyent-driven, with guaranteed maximum C.3.11 |Applicable to Al technology elements as well.
response time
14 |Sgatic resource allocation C.2.6.3 |Applicable to Al technology elements as well.
15 |Satic synchronisation of access to shared C.2.6.3 |Applicable to Al technology elements as well. This is
rgsources managed through the associated embedded softjvare

(e.g. runtime environment).
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Table A.3 — Interpretation of software design and development -
support tools and programming language (Reference: IEC 61508-3:2010, Table A.3)

Technique or measure Ref. Interpretation for Al system technology
elements
Suitable programming language C.4.5 |Those measures are applicable for use case
St v tvped inel Cc41 independent elements (e.g. CUDA C++ li-
Tongly typec programming ;anguage braries) while very difficult for the use case
Language subset C4.2 dependent elements (i.e. the models). In
other words, the code running on the target
still fulfils the objective of those measures
thatare not qpp]ir;\h]p forthe rest of the Al
system.

4a |Cprtified tools and certified translators C4.3 Itis difficult because Commercial'Off-the-

Shelf (COTS) software is typically inyolved.
However, a distinction ismade about]
training vs. inference,COTS like Tengor-
Flow are used for model developmeritnand
training, but Tenso¥RT converts the models
into a runtime-engine for inference apd it is
certified.

4b |Tpols and translators: increased confidence from use C4.4 This measure is considered for Al te¢hnolo-

gy development.
Table A.4 — Interpretation of software design and development -
detailed design (Reference: IEC 61508332010, Table A.4)
Technique or measure Ref. Interpretation for Al system ftech-
nology elements
la |[Structured methods c.21 Also appropriate for Al technology,
1b |Skmi-formal methods Table A.17 |limited to the software aspects (fi.e. the
g _ _ ' use case independent elements) aind
1c |Fprmal design and refinement methods B.2.2, architecture (ML model architedture is
C24 usually described using diagrams, con-

2  |Cpmputer-aided design tools B.3.5 nections, etc. Modular approachfis used

3 Defensive proerammin Co2s in ML models). Rather not applicpble

prog g o for the data related elements.

4 |Modular approach Table A.19

5 Dlesign and coding standards C.2.6 Design standards are applicablefto Al

Table A.11 |technology elements as well.

6 sfructured programming C.2.7 f:odlngl standard (white b.ox apptoach)
is applicable for use case independent
elements (e.g. CUDA C++ librariep)
while very difficult for the use c3se
dependent elements (i.e. the models).

7 | Use of trusted(or verified software elements (if avail- C.2.10 Applicable to Al technology elenjents

able) as well.

8 Fprward traceability between the software safety C.2.11 Applicable to Al technology elentents

re¢quirements specification and software design as well.
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Table A.5 — Interpretation of software design and development -
software module testing and integration (Reference: IEC 61508-3:2010, Table A.5)

Technique or measure Ref. Interpretation for Al system technol-
ogy elements
Probabilistic testing C.5.1 Applicable to Al technology elements as
well.

Al technology learns by available data:
given that it is obvious that data are
suitable for the desired task (in terms of
amount and distribution).

Attributesciude:

— definition of target probability;

— definition of test,’ set uspd for
measuring the actual probalility;

— systematicspecification of the test
set (aiming for completerjess to
achieve the desired task, bt also
congidering unintended behdviour).

Dynamic analysis and testing B.6.5 Applicable to Al technology elements as
Table A.12  |well
IData recording and analysis C.5.2 Applicable to Al technology elemgnts

as well. Scope for Al: Data Enginefering
(e.g. Setup, Management, Specificption
of Training, Validation and Test Dlata

sets)

KFunctional and black box testing B.5.1 Applicable to Al technology elem¢nts as
B.5.2 well.

Table A.13

Ferformance testing Table A.16 |Applicable to Al technology elem¢nts as
well.

Model based testing C.5.27 Applicable to Al technology elem¢nts as
well.

Interface testing C.5.3 Applicable to Al technology elem¢nts as
well.

Test management and automation tools C.4.7 Applicable to Al technology elements as
well.

Horward traceability between the software design C.211 Applicable to Al technology elements as
dpecification and the‘mpdule and integration test well.

pecifications

C.5.12 Some level is possible, but hardly|possi-

formal verificyton ble for the whole Al system.
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Table A.6 — Interpretation of programmable electronics integration (hardware and software)
(Reference: IEC 61508-3:2010, Table A.6)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements
Functional and black box testing B.5.1 Applicable to Al technology elements as
B.5.2 well.
Table A.13
Performance testing Table A.16 |Applicable to Al technology elements as
well.
Forward traceability between the system and C.2.11 Applicable to Al technology elements as
spftware design requirements for hardware and well.
spftware integration and the hardware and software
iftegration test specifications

Table A.7 — Interpretation of software aspects of system safety validation,(Reference:
IEC 61508-3:2010, Table A.7)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements
Probabilistic testing C.5.1 See Table\A.5, row 1.
Process simulation C.5.18 Applieable to Al technology elements as
well.
Modelling Table A.15¢}Applicable to Al technology elements as
well.
Functional and black box testing B.5.1 Applicable to Al technology elements as
B:5:2 well.
Table A.13
Fprward traceability between the software safety C.2.11 Applicable to Al technology elements as
reéquirements specification and the software safety well.
vhlidation plan
Backward traceability between the softwaresafety C.2.11 Applicable to Al technology elements as
vhlidation plan and the software safety requirements well.
specification
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Table A.8 — Interpretation of modification (Reference: IEC 61508-3:2010, Table A.8)

Technique or measure

Ref.

Interpretation for Al system technology
elements

Impact analysis

C.5.23

Applicable to Al technology elements as
well.

Addition: Impact analysis considers the ap-
plicability of an Al element in the operating
context to which it is integrated.

Change management planning considers all
foreseeable trigger events that can imply a

Lhausc, strehras cz\p‘li\.iﬂ_y plauucd conmtinu-
ous changes, changes due to detected anom-
alies, or changes due to aging of demdnds.
Since changes are already foreseen dyiring
development, change management is fex-
plicitly considered in thesafety planiling
already (e.g. by defining’a model charjge
protocol and defining the actions to He per-
formed in suchsa case).

Events that cantrigger change are al§o
considered.

Reverify changed software module

C.5.23

Applicabléto Al technology elementsfas
wellk

=

everify affected software modules

C.5.23

Applicable to Al technology elements|as
well.

4a

Revalidate complete system

TableA.7

Also appropriate for Al technology elements
as well depending on the impact of a ¢hange.

4b

Regression validation

€.5.25

Applicable to Al technology elements|as
well.

Spftware configuration management

C.5.24

Applicable to Al technology elements|as
well.

Data recording and analysis

C.5.2

Applicable to Al technology elements|as
well.

= = =

on)

brward traceability between the Software safety
bquirements specification and the software modi-
ication plan (including reverification and revalida-

C.211

Applicable to Al technology elements|as
well.

c-r'—nm

htion

(e

ackward traceability betweéen the software modi-
ication plan (including teyerification and revalida-
on) and the softwareSafety requirements specifi-

C.211

Applicable to Al technology elements|as
well.
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Table A.9 — Interpretation of software verification (Reference: IEC 61508-3:2010, Table A.9)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements
Formal proof C.5.12 Some level is possible, but hardly possible

for the whole Al application (due to the
size of executable code, formal analysis
works only for portions of the code)

Animation of specification and design C.5.26 Applicable to Al technology elements as
well.
Static analysis B.6.4 Those measures are applicable for use
Table A.18 |case independent elements (e.g. CUDA
Dlynamic analysis and testing B.6.5 C++ libraries) while it can be niare diffi-

Table A.12 |cultfor the use case dependentelements
(i.e. the models). The expressivenegs is
not the same as in traditipnal code.

Fprward traceability between the software design C.2.11 Applicable to Al technology elements as

specification and the software verification (includ- well.

ing data verification) plan

Efckward traceability between the software ver- C.2.11 Applicableto-Al technology elemerits as

iffication (including data verification) plan and the well.

spftware design specification

(ffline numerical analysis C.2.13 Applicable to Al technology elements as
well.

Thble A.10 — Interpretation of functional safety assessment (Reference: IEC 61508-3:201p,

Table A.10)
Technique or measure Ref. Interpretation for Al system technolo-
gy elements

Checklists B.2.5 Applicable to Al technology compohents
as well, specialities of Al are addregsed

Dlecision tables and truth tables C.6.1 Applicable to Al technology elements as
well.

Fpilure analysis Table A.14 |Applicable to Al technology elements as
well.

Cpmmon cause failure analysistofidiverse software (if C.6.3 Also appropriate for Al on system level.

djverse software is actually-used)

Rleliability block diagrant C.6.4 Applicable to Al technology elements as
well.

Fprward traceability’between the requirements of C.2.11 Applicable to Al technology elements as

Clause 8 and the,plan for software functional safety well.

apsessment
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Table A.11 — Interpretation of design and coding standards (Reference: IEC 61508-3:2010,
Table B.1)

Technique or measure

Ref.

gy elements

Interpretation for Al system technolo-

bcisions, (Modified condition/decision coverage -

it can be difficult to achieve adequatg

test

Use of coding standard to reduce likelihood of errors C.2.6.2 |These measures are applicable for use
No d ic obiect Cc2.6.3 |caseindependentelements (e.g. CUDA C++
0 ynam%c 0 ](?C > libraries) while very difficult for the use
3a_ |No dynamic variables C.2.6.3 |case dependent elements (i.e. the models).
3b |Online checking of the installation of dynamic varia- C.2.6.4 |Furthermore, some of the IEC 61508-3
bles requirements (e.g. 2, 3a, 3b) are some-
4 LfTited use of TNTerTupEs 755 Ttieshotsuitablefor state Uf.th‘. Ayt
- - software development like objectioriented
5 Ljmited use of pointers C.2.6.6 programming languages.
6 Limited use of recursion C.2.6.7
7 No unstructured control flow in programs in higher C.2.6.2
lgvel languages
8 No automatic type conversion C.2.6.2
Table A.12 — Interpretation of dynamic analysis and testing (Reference: IEC 61508-3:20100,
Table B.2)
Technique or measure Ref Interpretation for Al system techiology
elements
1 Test case execution from boundary value analysis C.5.4 JApplicable to Al technology elementq as
well.
2 Test case execution from error guessing C.55 |Applicable to Al technology elementq as
well.
3 Test case execution from error seeding C.5.6  |Applicable to Al technology elementq as
well.
4 Test case execution from model-based test case gén- C.5.27 |Applicable to Al technology elementq as
efation well.
5 Performance modelling C.5.20 |Applicable to Al technology elementq as
well.
6 Epguivalence classes and input partition testing C.5.7 |Applicable to Al technology elementq as
well.
7a |Structural test coverage (entrypoints) 100 % C.5.8 Those measures are applicable for ude
7b |Structural test coverage (statements) 100 % C.5.8 |case 1r_1dependent elements (e.g. CUP "\ C+
libraries) as also for the code describiing
7c |Sfructural test coverage\(branches) 100 % C.5.8 the model, even if the expressivenesq is not
7d |Sfructural test coverage - modified conditions and C.5.8 |thesame as in traditional code. Howgver,
d
M

C/DC) 100 %

coverage of the input space.
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Table A.13 — Interpretation of functional and black box testing (Reference: IEC 61508-3:2010,

Table B.3)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Test case execution from cause consequence diagrams | B.6.6.2 |Applicable to Al technology elements as
well.
2 Test case execution from model-based test case gener- C.5.27 |Applicable to Al technology elements as
ation well.
3 Prototyping or animation C.5.17 |Applicable to Al technology elements as
well.
4 Eguivalence classes and input partition testing, includ- | C.5.7 C.5.4 |Applicable to Al technology elemengs as
ing boundary value analysis well.
5 Pfocess simulation C.5.18 |Applicable to Al technology-eléments as
well.
Table A.14 — Interpretation of failure analysis (Reference: IEC 61508-3;2010, Table B.4)
Technique or measure Ref Interpretation for Al system technology
elements
la |Chuse consequence diagrams B.6.6.2 |Applicable to Al technology elements ps
1b |Epent tree analysis B.6.6.3 well_. Failpre analyses also considers data
engirieering aspects.
Fault tree analysis B.6.6.5
Software functional failure analysis B.6.6.4
Table A.15 — Interpretation of modelling (Reference: IEC 61508-3:2010, Table B.5)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Diata flow diagrams C.2.2 Applicable to Al technology elements as
well.
2a |Flnite state machines B.2.3.2 Applicable to Al technology elements as
well.
2b |Fprmal methods B.2.2,C.2.4 |Applicable to Al technology elements as
well.
2c |Tlime Petri nets B.2.3.3 Applicable to Al technology elements as
well.
3 Performance modelling C.5.20 Applicable to Al technology elements as
well.
4 Prototyping or adintation C.5.17 Applicable to Al technology elements as
well.
5 Sfructure diagrams C.2.3 Applicable to Al technology elements as
well.
Taple)A.16 — Interpretation of performance testing (Reference: IEC 61508-3:2010, Table B{6)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Avalanche or stress testing C.5.21 |Applicable to Al technology elements as
well.
2 Response timings and memory constraints C.5.22 |Applicable to Al technology elements as
well.
3 Performance requirements C.5.19 |Applicable to Al technology elements as
well.
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Table A.17 — Interpretation of semi-formal methods (Reference: IEC 61508-3:2010, Table B.7)

Technique or measure Ref Interpretation for Al system technolo-
gy elements

1 Logic or function block diagrams See IEC |Applicable to Al technology elements as

61508- |well.
3:2010,

Table B.7
Note 1

2 Sequence diagrams see [EC |Applicable to Al technology elements as

61508- |well.
3-2016;

Table B.7
Note 1

3 Data flow diagrams C.2.2 Applicable to Al technology, €lements as

well.

4a |Fjinite state machines or state transition diagrams B.2.3.2 |Applicable to Al technology elemeits as

well.

4b |Tjime Petri nets B.2.3.3  |Applicable te-Al technology elemeits as

well.

5 Entity-relationship-attribute data models B.2.4.4 |Applicable'to Al technology elements as

welk.

6 Message sequence charts C.2.14  |Applicable to Al technology elements as

well.

7 Dlecision tables or truth tables C.6,1 Applicable to Al technology elements as

well.

8 Unified Modelling Language (UML) C3.12 Applicable to Al technology elements as

well.
Table A.18 — Interpretation of static analysis (Reference: IEC 61508-3:2010, Table B.8)
Technique or measure Ref Interpretation for Al system technolo-
gy elements

1 Boundary value analysis C.54 Those measures are applicable for yse

2 checklist B.2.5 case independent elements (e.g. CUDA C++

eeeists - libraries) as well as for the code describ-

3 Cpntrol flow analysis €59 ing the model, even if the expressivé¢ness

4  |Data flow analysis C.5.10 is not the same as in traditional codg.

5 Ehror euessin C55 However, it can be difficult to achieye ade-

8 & = quate test coverage of the input spafe.

6a |Fprmal inspections, including specific criteria C.5.14

6b |Walk-through (seftware) C.5.15

Spymbolic execution C.5.11
Dlesign review C.5.16 Applicable to Al technology elements as
well.

9 Static\analysis of run time error behaviour B.2.2,C.2.4 Those measures are applicable for yse
case independent elements (e.g. CUDA C++
libraries) as well as for the code describ-
ing the model, even if the expressiveness
is not the same as in traditional code.
However, it can be difficult to achieve ade-
quate test coverage of the input space.

10 |Worst-case execution time analysis C.5.20 Applicable to Al technology elements as

well.
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Table A.19 — Interpretation of modular approach (Reference: IEC 61508-3:2010, Table B.9)

Technique or measure

Ref

Interpretation for Al system technolo-
gy elements

Software module size limit

C.29

Software complexity control

C.5.13

Information hiding or encapsulation

C.2.8

SDlw |k

parameters

Parameter number limit, fixed number of subprogram

C.29

One entry one exit point in subroutines and functions

C.2.9

Those measures are applicable for use
case independent elements (e.g. CUDA C++
libraries) as well as for the code describing
the model, even if the expressiveness is
not the same as in traditional code. How-
ever, it can be difficult to achieve adequate
test coverage of the input space. Software
size (considering number of code lines)

is not the criteria but rather a number of
parameters, such as a limited numbgr of
neural network nodes or of connectjons or
layers. Complexity is redefined for NIL. It
is combined with size, o¥types of cqnnec-
tivity between layersyssince DNNs dp not
typically have branching statements.

)

llly defined interface

C.29

Applicable to Al technology elements as
well.
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Annex B
(informative)

Examples of applying the three-stage realization principle

B.1 Overview

This apnex describes non-exhaustive examples on how to apply the classification scheme descrfbed in
Clause|6 and the three-stage realization principle described in Clause 7.

B.2 Example for an automotive use case
The expmple described in this clause is an automotive system comprising two layers:

— the mission layer, is responsible for perceiving the environment, taking<decisions including planning
rofites and commanding actuation including steering, braking;

— th¢ protection layer, which provides safety functions such as identifying conditions under which to
exgcute a protective stop or brake command.

NOTE 1|  The mission layer is referred to as the “item” using ISO 26262-1[12] terminology or the “EUC control $ystem”
using IEC 61508-4[19] terminology. The protection layer is referred<to as the part of the system guaranteding the
“safety|goal” using ISO 26262-1 terminology or the “safety-related system” using IEC 61508-4 terminology.

[t is assumed that the system includes cameras and thereldted data are processed by a perception algprithm
based pn deep learning (DL) algorithm like a DNN. An.example of this type of DNN is DriveNet[21l,

A typidal representation of this system is shown.inFigure B.1.

- -

r
i
| \
. Camera — Camera Perception =
!
Other ,= Camera H
Sources 1 g Perception gl
i Monitor H
{Radar, D .
Lidar} —> {Radar, Lidar} Perception

Figure B.1 — Example of an automotive system

- ————

Planning &

Control LR

Fusion

NOTE Z InFigure B.1 light grey boxes represent sensing inputs, actuators; dark grey represent perception|related
functiohs-and'related monitors.

The scope of the example is limited to the area outlined by the dashed line in Figure B.1, i.e. the camera
perception DNN, the related sensing path (i.e. the camera) and related monitors. The other perception paths
(lidar, radar) that is involved in the system, the related fusion and the planning and actuation functions are

not in scope.

The Al technology used in this system is considered of a Usage Level Al as described in 6.2, because it is
used in a safety relevant E/E/PE system and automated decision-making of the Al system is possible. Based
on the principles described in Clause 8, the following properties are identified for this use case:

— Specifiability: How to specify pedestrian appearance in an image?
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— Interpretability: How to get insight into design?

— Generalization: Can the DNN interpolate across input domain?

— Domain shift: [s the DNN operating in training data domain?

— Robustness-safeness: Can small perturbations (malicious or not) change output?

— Diversity: What does diversity mean in the context of DL and how to ensure that diversity is sufficient
(e.g. different DL architectures, different training data sets)?

— Confidence: How to consider confidence levels in the context of DL?

These properties are mapped to the three stages of the realization principle as shown in Table B.1,

Table B.1 — Mapping of properties to the realization principle stages

Acquisition from inputs

Knowledge induction

Processing and ge

nera-

and data from training data and tion of output$
human knowledge
Specifjability - X X
Interpyetability - - X
Gener{alization - - X
Domain shift - X X
Robustness-safeness X 4 X
Diversity X X X
Confidence - - X

The Alltechnology used in this system is considered of-a/Class I, because, as shown in Table B.2, it
possible to identify a set of available methods and techhiques satisfying the properties (e.g. it is still p
to use|certain compensation methods of verification and validation), so that the Al technology

outlingd criteria and the development follows suitable processes.

Table $.2 provides an example of the analysis-of the properties in the applicable stages of the thre
realization principle, and identifies the topics, the KPIs and the available techniques and measures to

those properties.

is still
ossible
meets

p-stage
satisfy
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Table B.2 — Example property analysis

Stage: knowledge induction from training data and human knowledge
Desirable property: Specifiability

Topic

Details KPI
references

Available methods with

specification of

— amount of data.
— data set coverage.

— type of data needed (e.g.
object classes, object
data definition, weather|__

— data set distribution.

example: the data set

the dat

3 set COLRILIULS, sEYshdpllIt contains images acquired for
domain, background scene). different road types during
differing weather conditions
and the data acquisition
takes place during daytime.

— division of data between
training, validation and

testing. — manualcuration.

— labellingquality distribution.|__ active learning.

— example: the road Ilane
boundaries are marked

— data annotation.

I - — treatment of  occluded pixel by pixel. Each image
spec1f_1-at10n. of objects. is annotated by .‘two
labelling policy independent annoetators.

— number of  annotators The amount of 10. % of
annotating the same data. randomly selected“-data are
additionally annotated by a
third annotator.
B.3 Example for a robotics use case

The ex
indust

The sy

— Th
tag
md

— Th
an

The ov
robot

The sc
only sd
each of

hmple described in this clause is an autonomotis mobile platform that transports materials arg
[ial warehouse.

stem is separated between application and safety domain:
e application domain includes wirgless communication with the fleet management system to

|pping).

e safety domain providesisafety functions such as emergency stop, protective stop, speed lim
d muting.

erall system is dlassified as a driverless industrial truck under 1SO 3691-41145] and industrial
type B) under, ANSI/RIA R15.08-1[146],

bpe of the'example is limited to the implementation of the protective stop safety function, as thi

her and that the application domain is isolated from the safety domain.

und an

receive

ks and updates, and local on-dévice software for carrying out the tasks (localization, navigation,

itation

mobile

s is the

fety funetion that utilizes machine learning. It is assumed that each safety function is independent of

A sim

| - | At VR de 1. L. . =l de 1 dndn. dl b dnn de
HTICTU TCPTTOSTIILALIUIL UL UILIS 5 y SLTIL, THIHITTU LU LT CUMITPUTITTILS TTITVAIIU LU LT PTULCLLIVE STU

safety

function, is shown in Figure B.2. Camera sensors around the robot provide images to a neural network,
which produces a depth image. The depth image is converted into a 3D view of the scene. A check is made to
see if a safety violation occurs. If so, a protective stop output is sent to the motor. While additional sensors
are shown on the robot, it is assumed the safety function is implemented on each sensor independently
(rather than a “system of systems”).
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Figure B.2 — Example of industrial mobile robot

ftware components in dark grey with bold black outline (i.e. depth network and depth
ents logic and outputs directly produced by the machinge learning model. All other components

k grey components are considered Usage LevelxAl as described in 6.2, since they are used in g
t E/E/PE system and automated decision-making of the Al is possible.

bn the principles described in Clause 8, the'properties addressed by the Al components are:

pcifiability: What are the requirements of the network? How do those requirements map to ¢
ernational Standards for safety-sensors, such as IEC 61496-11144] and IEC TS 62998-1[143]
nstitutes the training images for'the neural network, how are those images mapped to the op
vironment? How many images, across different classes, are sufficient for training?

main shift: What if the deployment environment is different from the environment used
ining?

rifiability: How Gs)'the neural network performance assessed? How does this assessment 1
sting Internatiohal Standards for safety sensors, such as [EC 61496-1[144] and IEC TS 62998-11

bustness—How robust is the neural network to perturbation of the input data due to different
hrdwaresenvironmental factors, operational changes, ageing, etc.)?

erpretability: Are the results produced by the network understandable? Do the produced
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— Transparency: Are the components that make up the machine learning model understood? Is there a
reason for design choices? Do those choices map to input requirements?

Table B.3 maps the properties to the three-stage realization principle of Clause 7.
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