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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
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Introduction

The use of artificial intelligence (Al) technology in industry has increased significantly in recent years and
Al has been demonstrated to deliver benefits in certain applications. However, there is limited information
on specification, design, and verification of functionally safe Al systems or on how to apply Al technology
for functions that have safety-related effects. For functions realized with Al technology, such as machine
learning (ML), it is difficult to explain why they behave in a particular manner and to guarantee their
performance. Therefore, whenever Al technology is used in general and especially when it is used to realize
safety-related systems, special considerations are likely to arise.

The|availability of powerful computational and data storage technologies makes the prospect of la]rge—
scalg deployment of ML possible. For more and more applications, adopting machine learning (as”ah Al
techinology) is enabling the rapid and successful development of functions that.detect trends.and patterns
in dpta. This makes it possible to induce a function’s behaviour from observation and to quickly extract the
key parameters that determine its behaviour. Machine learning is also used'to-identify anonralous behavjiour
or tp converge on an optimal solution within a specific environment. Successful ML appli¢ations are fqund
in ahalysis of, for example, financial data, social networking applications and language recognition, inhage
recdgnition (particularly face recognition), healthcare management and prognostics, digital assistants,
marjufacturing robotics, machine health monitoring and automated vehicles. %

In afdition to ML, other Al technologies are also gaining importance in epgj'n’eering applications. Applied
stat|stics, probability theory and estimation theory have, for example, en\abled significant progress inf the
field of robotics and perception. As a result, Al technology'and Al systepagare starting to realize applicatfions
that|affect safety. >

-

\ 9
Models play a central role in the implementationof Al technoleg§. The properties of these models are yised

to demonstrate the compatibility of Al technology and Al«ystems with functional safety requiremg¢nts.
For fnstance, where there is an underlying known and undierstood scientific relationship between thef key
parameters that determine a function’s behaviour, thefré-is likely to be a strong correlation betweer| the
obsg¢rved input data and the output.data. This leads.t0 a transparent and sufficiently complete mod¢l as
the pasis for Al technology. In this'case, compatibility of the model with functional safety requirements is
demfonstrated. However, Al technielogy is oftenised’in cases where physical phenomena are so complgx or
at stich a small scale, or unobservable without'ihfluencing the-experimental data, that consequently there
is ng scientific model of the underlying beéaviour. In this case,the model of the Al technology is pos§ibly
neither transparent nor complete and the.compatibility of the'model with functional safety requirements is
hard to demonstrate. Y
t "‘
Machine learning is used to create.models and thus to extend the understanding of the world. How¢ver,
machine-learnt'models are onl§t#s’' good as the information used to derive the model. If the training fata
doe$ not cover important cases, then the derived models are incorrect. As more known instances| are
obsgdrved-they are used to#einforce a model, but this biases the relative importance of observations, stegring
the function away fromi’less frequent, but still real, behaviours. Continuous observation and reinforcerhent
movlesithe model towai'ds an optimum or it overemphasizes common data and overlook extreme, but critfical,
condlitions.

and
iour

pply
risk
factors, available functional safety methods and potential constraints of Al technologies. This document also
provides information on the challenges and solution concepts related to the functional safety of Al systems.

Clause 5 provides an overview of functional safety and its relationship with Al technology and Al systems.

Clause 6 describes different classes of Al technology to show potential compliance with existing functional
safety International Standards when Al technology forms part of a safety function. Clause 6 further
introduces different usage levels of Al technology depending on their final impact on the system. Finally,
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Clause 6 also provides a qualitative overview of the relative levels of functional safety risk associated with
different combinations of Al technology class and usage level.

Clause 7 describes, based on ISO/IEC 22989, a three-stage realization principle for usage of Al technology in
safety-related systems, where compliance with existing functional safety International Standards cannot be
shown directly.

Clause 8 discusses properties and related functional safety risk factors of Al systems and presents challenges
that such use raises, as well as properties that are considered when attempting to treat or mitigate them.

Cla

ses 9 10 and 11 show passible solutions to these challenges from the field of verification and valida

Fion,

cont

The
how
thre
rela
in IS

rol and mitigation measures, processes, and methodologies.

annexes provide examples of application of this document and additional details. Annex Aaddre

e-stage realization principles and define various properties. Annex C describes more detailed proce
Fed to 9.3. Annex D shows the mapping between safety life cycle in IEC.61508-3 and. Al system life d
O/IEC 5338.

SSes

[EC 61508-3 is applied to Al technology elements, and Annex B provides examples to(how to apply

Sses
ycle
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Artificial intelligence — Functional safety and Al systems

1 Scope
This

— |use of Al inside a safety related function to realize the functionality;
— |use of non-Al safety related functions to ensure safety for an Al controlled equipment;

— |use of Al systems to design and develop safety related functions.

2 |Normative references o}
The[following documents are referred to in the text in such a waythat some 01:@1],1 of their content constitutes
reqyirements of this document. For dated references, only.the edition citedidpplies. For undated refererces,

the Jatest edition of the referenced document (including-any amendments)yapplies.
4

ot
ISOAIEC 22989:2022, Information technology — Artificial intelligenée ~— Artificial intelligence concepts|and
ternpinology ’ \)
D)

3 [Terms and definitions \
For the purposes of this document, the terms and defir{'rtions given in [SO/IEC 22989:2022 and the folloying

apply. %
ISO hnd IEC maintain terminology databases far'dise in standardization at the following addresses:

— [[SO Online browsing platform: available at https://wwwiiso.org/obp
<

— [IEC Electropediarayailable at hgtns?/‘]www.electrooedia.org/
¢

-

3.1 -
safdty N
freeflom from risk (3.3) which'is not tolerable

(‘ "
[SOURCEIEC 61508-4:2010, 3.1.11]

3.2
fun¢tional safety
par{ of the averall safety (3.1) relating to the EUC (Equipment Under Control) and the EUC control syg4tem
that] depends*on the correct functioning of the E/E/PE (Electrical/Electronic/Programmable Electrgnic)
safety-related systems and other risk reduction measures

[SOITD(‘F‘- IEC 61 ';nQ-A.-?(Hﬂ’ 31 17]

3.3
risk
functional safety risk

<functional safety> combination of the probability of occurrence of harm (3.5) and the severity of that harm
(3.5)

Note 1 to entry: For more discussion on this concept, see Annex A of IEC 61508-5.

[SOURCE: IEC 61508-4:2010, 3.1.6, modified — Added < functional safety > domain]

© ISO/IEC 2024 - All rights reserved
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risk
organizational risk
<organizational> effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both and can address, create
or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events, their consequences and

their

likel

Note

hood.

4 to entry: This is the core definition of risk. As risks are specifically focused on harm-(3.5) a discipline sp¢

defimition of risk (3.3) is used in this document in addition to the core risk definition.

[SOURCE: I1SO 31000:2018, 3.1, modified — Added <organizational> domain and Note 4 to éntry]
3.5
harm
physical injury or damage to the health of people, or damage to property or the environment
[SOURCE: IEC 61508-4:2010, 3.1.1] A
NN
3.6 &,
hazard \’/
poténtial source of harm (3.5) O
[SOURCE: IEC 61508-4:2010, 3.1.2] )’
3.7 \
hazardous event \
event that may result in harm (3.5) . &
[SOURCE: IEC 61508-4:2010, 3.14] (‘
3.8 SN
sysflem A

arrd
cong

[SOT
3.9

systematic failure

faily
the

[SOT

3.10
safd

<
ngement of parts:or elements thatfogether exhibit a stated behaviour or meaning that the indivi
tituents do not 1N

-

JRCE: ISO/IEC/IEEE 15288:%@25;, 3.46, modified — Removed the three Notes to entry]

y
( y *
re,related in a deterministic way to a certain cause, which can only be eliminated by a modificatic
lesign or of themanhufacturing process, operational procedures, documentation or other relevant fad

JRCE: IEC 63508-4:2010, 3.6.6]

ty-related system

cific

Hual

n of
tors

designated system that both

— implements the required safety functions necessary to achieve or maintain a safe state for the EUC; and

— isintended to achieve, on its own or with other E/E/PE safety-related systems and other risk reduction

measures, the necessary safety integrity for the required safety functions

[SOURCE: IEC 61508-4:2010, 3.4.1]

© ISO/IEC 2024 - All rights reserved
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3.11
safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction measures, that is

intended to achieve or maintain a safe state for the EUC, in respect of a specific hazardous event (3.7)
[SOURCE: IEC 61508-4:2010, 3.5.1]

3.12

equipment under control
EUC

equiphres

actiyities

Notd 1 to entry: The EUC control system is separate and distinct from the EUC.
[SOURCE: IEC 61508-4:2010, 3.2.1]

3.13
programmable electronic
PE

unitis PV
WX

Notq 1 to entry: This term covers microelectronic devices based on one or(mipre central processing units (Q

togefher with associated memories, etc. et

EXAMPLE The following are all programmable electronic devices;,

Y
. Q)
— [microprocessors; W2
- \0
— |micro-controllers; AON
— [programmable controllers; S

— [application specific integrated circuits (ASIQS};
— [programmable logic controllers (PLCS){‘,
<
— lother computer-based devices (e.g.Smart sensors, transmitters, actuators).

[SOYRCE: IEC 61508-4:2010, 3.2.12] ™~

3.14 . R
eledtrical/electronic/programmable electronic
E/E/PE Q*

basg¢d on electrical (E) an&/or electronic (E) and/or programmable electronic (PE) technology

Notd 1 to entry: The'term is intended to cover any and all devices or systems operating on electrical principles.

EXAMPLE Electrical/electronic/programmable electronic devices include:

— lelectke-mechanical devices (electrical);

— |solid-state non-programmable electronic devices (electronic);

o)
bas¢d on computer technology which can be comprised of hardware, software dnd of input and/or ouftput

PUs)

— electronic devices based on computer technology (programmable electronic).
[SOURCE: IEC 61508-4:2010, 3.2.13]

3.15
Al technology
technology used to implement an Al model (3.16)

© ISO/IEC 2024 - All rights reserved
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3.16
Al model
physical, mathematical or otherwise logical representation of a system, entity, phenomenon, process or data

[SOURCE: ISO/IEC 22989:2022, 3.1.23, with the addition of Al]

3.17
test oracle
source of information for determining whether a test has passed or failed

[SOURCE: ISO/IEC/IEEE 29119-1:2022 3 115]

4 [Abbreviated terms

ALARP  aslow as reasonably practicable

ANN artificial neural network

CNN convolutional neural network Y
CPU| central processing unit P
CUupA compute unified device architecture /’ i’:’v

DL deep learning O >

DNN deep neural network ¢ }’

GPU graphics processing unit \\. :

EDOM early drift detection method ("‘

E/E electrical and/or electronic (\ )

E/E[PE electrical/electronic/programm\gblé electronic

EUC equipment.under control \"f
FMHA failure'modes and effects analysis

Ay
GAMAB globalement au mojn§ aussi bon
HARA hazard analysisyand risk assessment

HAZOP  hazard andyoperability analysis

JPEG joint photographic experts group
KPI key performance indicator

MEM minimum endogenous mortality
SVM support vector machines

5 Overview of functional safety

5.1 General

The discipline of functional safety is focused on risks related to injury and damage to the health of people,
or damage to the environment and, in some cases, mitigation against damage to product or equipment. The

© ISO/IEC 2024 - All rights reserved
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definition of risk differs based on the domain tags as shown in Clause 3. Both definitions are valid concepts
for the use of Al. All references to risk in this document from this point on are related to the definition from
the functional safety domain.

According to IEC 61508-1, control of risk is an iterative process of risk assessment and risk reduction.
Risk assessment identifies sources of harm and evaluates the related risks for the intended use and the
reasonably foreseeable misuse of the product or system. Risk reduction reduces risks until they become
tolerable. Tolerable risk is a level of risk that is accepted in a given context based on the current state of the
art.

Th 1I0C 21000 3 3 £l £.11 3 £l 4 L 3 143 P2 L Las 2| 43 f
et oToUUSEreES TCLOETITZC S tIICTUTTO W TITS CHT LU= ST P ((PTTOT IO S TU T ap P oatIT a5  UtTINg g0 UU pPracticy or

risk|reduction:

— |Step 1: inherently functionally safe design;
— [Step 2: guards and protective devices;

— [Step 3: information for end users.

RisK reduction via the provision of functional safety is associated with Step 2.

e O

Thiq document focuses on the aspects of safety functions performed by a saféty related system by making
use pf Al technology, either within the safety related system or'during desig(r}md development of the sgfety
relafed system (Step 2). ( \}

A
Thig document makes no provision of methodology for-Al technology used for Steps 1 and 3.
Q

5.2| Functional safety A

IEC p1508-4[191 defines functional safety as'that “part of the overall safety relating to the EUC (Equipthent
Under Control) and the EUC control system that depends.6irthe correct functioning of the E/E/PE (Electrical/
Eledtronic/Programmable Electronic) safety-relateds§$tems and other risk reduction measures.” The E/E/
PE dafety-related system is delivering a “safety function”, which is-defined in IEC 61508-4 as a “functidn to
be implemented by an E/E/PE.safety-related system or other risk reduction measures, that is intenddd to
achieve or maintain a safe state for the EUC,h'respect of a specific hazardous event.” In other words| the
safety functions control the risk associated/with a hazard that leads to harm to people or the environnjent.
Thelsafety functions alsé reduce the risk\ef having serious economic implications.

NI
As the term implies; functional safety.#as defined in IEC 61508-4 - aims to achieve and maintain functiofally
safe|system states.of an EUC thrqugh the provision of safety functions. Based on the inclusion of “other(risk
l‘edl]ICtiOI‘l measures” in the defihition of functional safety and safety functions, non-technical functiong are
expli

icitly included. The EUQi§ ot limited to individual devices but it includes also systems.

( y *
Follpwing these definitions, functional safety as a discipline is thus concerned with the proper enginegring
of these technical and non-technical safety functions for risk reduction or risk level containment jof a
particular equipnfent under control, from the component level up to the system level, including considgring
hunjan factors;and under operational or environmental stress.

Funftionalk-safety focuses on safety functions for risk reduction and the properties of these functions
required ‘for risk reduction. While the functionality of a safety function is strongly use-case dependent,
the properties required for risk reduction and the related measures are the main focus of functional sqdfety
standardizatiorm:

Prior to the advent of programmable systems, when safety functions were limited to implementation
in hardware, the focus of functional safety was to reduce the consequences and the likelihood of random
hardware failures. With software being increasingly used to implement safety functions, the focus shifted
towards systematic failures introduced during design and development.

NOTE 1SO 21448:2022[7] includes requirements on safety of the intended functionality including aspects such as
performance limitation. Annex D describes implications for machine learning.

© ISO/IEC 2024 - All rights reserved
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There is a robust body of knowledge on how to avoid systematic failures in non-Al systems and in software
development.[138] This document considers the use of Al technology in the context of safety functions.
Functions containing Al technology, especially machine learning, typically follow a different development
paradigm to that of non-Al systems. They are less specification-driven and more driven by observation of
the data defining the system behaviour. For this reason, the catalogue of available measures for dealing
with systematic failures is extended with respect to the specificities of Al technologies: Annex A provides
an example of that extension. Al-specific risk reduction measures also differ from non-Al systems from a
functional perspective. Functional safety puts a focus on systematic capabilities (IEC 61508-4:2010, 3.5.9) in
addition to random hardware and systematic failures throughout the life cycle.

The[relevance of AT technologies when used to realize a salety function 1s their potential to address jnew
methods for risk reduction. This document examines the use of such technologies for this purpose,‘While
maintaining existing risk reduction concepts, by introducing risk and classification considerations:

In general, achieving an acceptable risk level for increasingly complex and automated systéms is likely to
depé¢nd on advanced safety concepts. This includes the adequate implementation of both technical and hon-
technical risk reduction measures to achieve and maintain safe system states. Assuring:the validity of $uch
advanced safety concepts is a great challenge in functional safety. It also leads to andnérease in the number
of fiinctional safety requirements. For all technical risk reduction measures, thejdistinction is made [that
: : O - . e, :
hardware random faults and systematic faults are considered, which is done in bdsi¢ International Standards
like|the IEC 61508 series or derived International Standards. However, for(safety functions includinig Al
technology, it is inevitable that there is additional focus .onithe assurange\that systematic capabiliti¢s of
systems that implement these functions are sufficient for the intended u§éénvironment.

\’//
6 [Use of Al technology in E/E/PE safety-related sys,teins

7
4

6.1| Problem description \
>
Theluse of Al technology and Al systems-is currently not treated in mature functional safety Internatipnal
Starldards (indeed, in some International Standards their use is explicitly forbidden). International Standards
thatlinclude Al-related contents include 1SO 21448’

<
6.2| Altechnology in E/E/PE safety-q;l;ited systems

E/E[PE safety-related systems have a\s,ét of properties to-ensure that they provide the intended sdfety
mitigation measures.in‘a dependablé vyay These properties are ideally generic and application independent.
However, the data‘and the spec1f1ca.t10ns vary based on application and technology domain. The proce$s in
whith propertiesare selected is@éscribed in Figure 3 for each of the three stages of the three-stage realizdtion
prinfciple. The.properties aresselected on a case-by-case basis, as relevant to a particular application or
tec:]Inology domain, their.datd and specifications. Properties are based on existing International Standgrds,
inclfiding the IEC 61508 seriesl16]-119], the 1SO 26262 series[12]-15], [EC 62061211 and the ISO 13849 sefies.
(5L Clause 8 provides\d list of typlcal properties.

Satipfying the seletted properties is likely to place particular functional safety requirements on| the
realjzation, installation, validation, operation and maintenance of such systems. For example, IEC 61508-3[18]
defipes suchirequirements for the software part of E/E/PE systems. However, several Al technologieq use
diff¢rent‘development approaches (e.g. learning-based) compared to the non-Al software engineering life
cyclpstargeted by IEC 61508-3.

To address the difference between traditional development processes and the approach typical of Al
technologies, this clause provides a general classification scheme for the applicability of Al technology in
E/E/PE safety-related systems, based on various contexts of the application of Al technology.

An example of a classification scheme is, summarized in Table 1 and the related flowchart represented in
Figure 1. The scheme is intended to provide insight on how an Al technology is addressed in the context of
functional safety for a specific application.
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The classification scheme (see Table 1) is organized along two axes:

— Al Application and Usage Level. This axis considers the application of the Al technology and includes,
among other things, the way in which it is used. It is classified from A to D, with two intermediate levels
for A and B.

NOTE1 The factorsidentified in Clause 8 are of high relevance in the context of the classification. These factors
are described further in Clause 8 and include the level of automation and control (see 8.2), the degree of decision
transparency and explainability (see 8.3), the complexity of the environment and vague specifications (see 8.4),
security (see 8.5), system hardware issues see (8.6) and the maturity of the technology (see 8.7).

An example of a classification of Usage Level is as follows:

— [Usage Level A1 is assigned when the Al technology is used in a safety-relevantE/E/PE systemrand where
automated decision-making of the system function using Al technology is possible;

— |Usage Level A2 is assigned when the Al technology is used in a safety-relevant E/E/PE system and where
no automated decision-making of the system function using Al technology is possibleJ(e.g. Al technology
is used for diagnostic functionality within the E/E/PE system);

NOTE 2  The evaluation can change depending on the role of‘the diagnostic fdriGtion, such as whether the
diagnostic is critical to maintaining the functional safety of.the system or is~merely a minor contribut¢r to
functional safety amongst many others. \r: )
\0
— |Usage Level B1 is assigned when the Al technology isused only dur}lg the development of the safety-
relevant E/E/PE system (e.g. an offline support tool) and whepe/automated decision-making of| the
function developed using Al technology is possible; O

Y
— |Usage Level B2 is assigned when the Al technology is usédjonly during the development of the safety-
relevant E/E/PE system (e.g. an offline ‘support tool) qnd where no automated decision-making of the
function is possible: N

S

— |Usage Level C is assigned when.the Al technology(i's' not part of a functional safety function in the f/E/
PE system, but can have an indirect impact on\th‘e function:

NOTE 3  The Usage Level-Cincludes Al techniq(ues clearly providing additional risk reduction and whose faflure
is not critical to the level-of'acceptable ris& .

<
EXAMPLE An ‘Al technique that inCreases or decreases the demand rate placed on a safety system.

— |Usage Level Dris-assigned if theQA‘l’ technology is not part of a safety function in the E/E/PE system|and
has no impact on the safetyfunction due to sufficient segregation and behaviour control.

INOTE 4% . An example is sei)aration through a “sandbox” or "hypervisor” in such a way that it does not affedt the
safety functionality. ()"

— ([AllTechnology Class. This axis considers the level of fulfilment of Al technology in satisfying the ident{fied
set of properties, in which:

— Class™I¥is assigned if Al technology is developed and reviewed using existing functional sqfety
Interhational Standards, for example, if the properties and the set of methods and techniques
leading to achievement of the properties are identified using existing functional safety Internatipnal
Standards;

— ClassIlisassigned if Al technology cannot be fully developed and reviewed using existing functional
safety International Standards, but it is still possible (as shown in Figure 4) to identify additional
complementary requirements, methods and techniques for development, design, verification and
validation of the desired safety properties to achieve the necessary risk reduction;

— Class III is assigned if Al technology cannot be developed and reviewed using existing functional
safety International Standards and it is also not possible to satisfy the set of identified properties
with related methods and techniques.
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Components containing Al technology are composed of various technology elements (see 7.1). Each element
belongs to a different Al technology class. For example, the lower levels of abstraction of a neural network
are implemented using C++ libraries, which by themselves are systematically reviewed (e.g. according to the
requirements in IEC 61508-3[18], see the example in Annex A). As such, they are classified as Class I, though
the higher level of abstractions (e.g. deep learning models) are more likely classified as Class II or Class III.

For Al Technology Class I components, application of existing functional safety International Standards is
possible and desired in general. For Al Technology Class Il components, use of existing functional safety
International Standards leads to partial achievement of the properties required for functional safety. Then
the residual part is addressed using a set of complementary methods and techniques such as additional

ver
are

ification and validation (as detailed In Clause 9). Effectiveness of complementary methods and technigues
Hifferent between applications and Usage Levels. Components in Al Technology'Class IlI, at thetifje of

publication of this document, lack known methods and techniques to identify a set-of propertiesto)achieve
suffjciently reduction of risk.
Table 1 — Example of Al classification table
Al Technology Class = > Al Al technology Class I Al technology Class II | Altechnology Class|III
application and usage level
Usage Level A12 Approp_rlate set (C>f re-
quirements & ./
' ‘ofre- | Atthe time of publication
Usage Level A2 2 Appropnate{s«:‘\t (C)\fre of this docum%nt no dp-
Application of risk reduction quirerpeee . .
concepts of existing fune- Appropria‘t*elset of re- propriate set of properties
Usage Level B1 @ : \ -~ with related methods pnd
tional safety International quirements ¢ : .
Standards pe$&ible - techniques is knownf|to
Usage Level B2 2 Appropriate setof re- | achieve sufficiently redluc-
. Qquirements € tion of risk
Usage Level C @ N Approprlate set (C>f re-
o quirements
Usage Level D b Application of risk red\ubtion concepts of existing functional safety Internatiomal
R Standards
a  [tatic (offline) (during development) teaching or legrging only.
b Dynamic (online) teaching orlearning possibls\' )
¢ [The appropriate set of requirements for eael:fusage level is established by application of risk reduction concepts of exi§ting
fundtional safety International Standards qndaﬁaitional considerations based on the literature review performed in Clauseq8, 9,
10 ahd 11. Examples.areprovided in AnnexB/

-

N
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Project intends to use Al technology
= use Classification Table

1

Usage Level D

Use existing
risk mitigation

Usage Level C

Usage Level B Usage Level A

Use existing risk mitigation

StATUdras

Class I Al

standards as far as possible

l

Examine properties not addressed
by existing standards

Risk mitigation
achieved by existing
standards?

No WX

‘ &

Use the appropriate set of .
requirements based on Usage LeVQT

Is the appropriate set of No

requirements found ?

Risk Slalysis to determine
Al risk mitigation
(ref. Clause 8)

-

\‘ )

[N Yes

3

N
\

Different
solutions
possible ?,

- Apply the Al or non-Al technology so
N * as to achieve the mitigations
> (ref. Clause 9 and 10)

Is the appropriate risk
mitigation achieved?

Yes
Class IT Al

Class I1I Al

¥

/ Al technology can be used in \

/ No appropriate \
setofbroperties

\ context of risk mitigation j with related methods
and techniques is known

Figure 1 — Flowchart for determining classification of Al technology
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7 Al technology elements and the three-stage realization principle

7.1 Technology elements for Al model creation and execution

The creation and the execution of an Al model involves different Al technology elements. Table 2 provides
a high-level description of the Al landscape and the typical technology elements involved, based on the
functional layers of an Al ecosystem as described in ISO/IEC 22989:2022, Figure 6. Table 3 is an example of
those technology elements for the specific case of machine learning.

Toall 2
1dUIC &

AlLL 1. 1 1 'y LE: I1ICONIRC 22000.2022)
nx tULllllUlUsy CICIIITIILO lll Il IJU/ ) § V) Wy ey JUJ-AUALJ

Al technology element

Al services

Machine learning
— Model development and use

— Tools

— Data for machine learning

Engineering

— Tools

— Knowledge based on domain experience

Cloud and edge computing and big data'and data sources’

Resource pool-compute, storage, network

Y
L)

Resource management-resource provisioning _ ¥

x

Table 3 — Example technology elements invql,véd in model creation and execution for ML
\

W

N

Technology element (machine learning example), {

Examples (not exhaustive)b

Application graph \& Graph eXchange Format (GXF) graph in YAML
o\ Ain't Markup Language (YAML), recently qual
& ified teacher (rqt) graph in Robot Operating
Ny System (ROSTM/R0OS2TM)
Madhine learning framework? . ;‘\ TensorFlow®, PyTorch®, Keras, mxnet, Micropoft

Cognitive Toolkit (CNTK), Caffe, Theano

Madhine learning model language (\’
)

(O‘

Open Neural Network Exchange (ONNX®), Neyral
Network Exchange Format (NNEFTM)

PolyML

Madhine léarning graph eompiler

TensorRTTM, Glow, Multi-Level Intermediate
Representation (MLIR), nGraph, Tensor Virtudl
Machine (TVM), PlaidML, Accelerated Linear
Algebra (XLA)

Madhine codé.compiler

Gcc, nveg, clang/llvm, SYCL, dpc++, OpenCL™
openVXT™

NOTIE -This table does not distinguish between elements used for training and those used for inference.

a

resources.

A 1o 1 . £ - RN n} 1o 1 ; Lodek. : Lo b 1 1.1 : 1 3
TTACITIIC ICAT ITTE ITANICWOT K 1S all CIIa CO- I IACITIIC ICar 18 practror T NICTaaIg CO0TS,; TDTAar1es aira. COTIITu nlty

b The trade name(s) or trademark(s) in this table are examples of suitable products available commercially. This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO or IEC of these products.
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Table 3 (continued)

Examples (not exhaustive)b

CUDA® C++, CUTLASS, NumPy, SciPy, Pan-

das, Matplotlib, CUDA Deep Neural Network
(cuDNNTM), SYCL DNN, oneAPI Deep Neural Net-
work (OneDNN), Math Kernel Library (MKL)

executable machine code compiled for the follow-
ing architectures: aarch64, PTX, RISC-V®, AMD64,
x86/64, PowerPC™

GPU, CPU, FPGA, ASIC, accelerators

E This table does not distinguish between elements used for training and those used for inference:

Technology element (machine learning example)

Libraries

Executable machine code

Con
NOT

putational hardware

A machine learning framework is an end-to-end machine learning platform including-tools, libraries and commynity

resojurces.
b

give

The trade name(s) or trademark(s) in this table are examples of suitable products available commercially. This informatipn is

h for the convenience of users of this document and does not constitute an endorsement by ISO or IEGofthese products.

Somle technology elements are addressed with existing concepts ‘of functional safety (e.g. the software

tran
creg
con

tion and execution are part of the safety considerations, including those that'are handled with exidting
: : : J .
epts of functional safety and those for which new concepts are defined{Anfiex A includes an examplle of

how
of I

slating the model to an executable code). However, all technology elements’involved in the

existing concepts of functional safety are applied to. Al technology, &}é assessment of the applicah
C 61508-3[18], Annex B includes an example of how specific propgsties, such as the ones describg

del

ility
din

Clayse 8, are applied to Al technology for which existing concepts ofifunctional safety cannot be applied

ion:
buch
and
ned

\ 9
As shown in Figure 2, elements containing Al technology are useddt different levels of a system or applica
for the higher-level elements (e.g. application-graph or ML medek, and related tools) specific properties,
e ones described in Clause 8, are applicable; the lowerlevel elements (e.g. executable machine code,
Fed tools) are handled with non-Al properties as deseribed in this clause, such as the properties def]

in the IEC 61508 seriesl16]-[19] the ISQ26262 series[ﬁ](['li] and other International Standards.
1 Q) 2
%
k\ '
G 3
o 7
N 4‘ \
¥
) ¢
/ @) 5 \
( y *
N 8
6
Key
1 |code/madels
2 [tools/libraries
3 |application graph
4 ML model
5 executable machine code
6  computational hardware
7 ML framework, code/graph/ML compilers
8 libraries

Figure 2 — Hierarchy of technology elements (ML example)
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The three-stage realization principle of an Al system

Summarizing ISO/IEC 22989:2022, Figure 5, an Al system is represented (see Figure 3) by a realization

prin

ciple comprising three main stages:
data acquisition;
knowledge induction from data and human knowledge;

processing and generation of outputs.

NOT]
ism

NOT]
dom|

NOT]
Mon

NOT[E 4 The intent of the three-stage realization principle is not te describe a lifel€ycle (that is describg
Clauke 11 and includes all stages from concept development and maturation through to development of requirem
but mainly to show that Al includes another point of view (the data). P

o\'
NOTE 5  Figure 3 does not show feedback loops that apply for Al systems that‘*are tightly bound into decision 1
or that change the real-world situation. 9,
NOTE 6 Knowledge induction includes training, while processing inclifdes inference.

7.3

Typ
tod

E1  Withrespectto ISO/IEC 22989:2022 Figure 5, the first stage is mapped to the inputs task, the second 5
ipped to learning task and the third stage to the processing task.

E 2 In this context, human knowledge is derived from a range of different expertise, both in ‘thé reld
hin as well as in Al systems.

E 3 The described realization principle is general. Specific more detailed examples for/Al system arg
tor-Analyse-Plan-Execute (MAPE) or Sense-Understand-Decide-Act (SUDA).

4
Digitally Q)

real world d d obi P,
situation ex(Vyd object Al analysis @

ﬁ/"% = Q

data set

@ g ﬂi; ST

or decision

\‘ ]
AN
\J" . .
> . CQ ledee inducti Processing and generation
Data acqu151t10n ) - Knowle ge1m uction of outputS
N
Figure 3 — Three-stage realization principle
) &

(“
-

Deriving acceptance criteria for the three-stage of the realization principle

Prive accéptance criteria:

Desirable properties are defined for each of the three stages.

tage

vant

the

d in
bnts)

bops

cally (see foréexample in ISO/IEC 22989:2022), a three-stage realization principle (see Figure 4) is fised

n0Se

The prnpprﬁpc arerelated to fnpir‘c and pvpnhm]]y todetailed methods and fpr‘hniqnpc qddrnccing t

topics.

— Acceptance criteria are identified from the set of the detailed methods and techniques. As shown in
Figure 4, the criteria for accepting selected methods and techniques and possibly metrics or thresholds
like limits for estimated uncertainties are embedded in an overall acceptance argument. The overall
acceptance argument demonstrates that the selected acceptance criteria harmonize with technology-
independent risk acceptance criteria such as ALARP, MEM, GAMAB, or PRB. The overall argument is, for

example, represented in an assurance case.
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. . . Processing and generation
Data acquisition Knowledge induction

of outputs
Desirable Desirable Desirable
properties properties properties
Topics related Topics related Topics related
to the to the to the
—4 properties ;/ properties ;) properties
1  —  ——
Detailed Detailed Detailed
methods & methods & methods &
—4 techniques 7 techniques 7 techniques
Acceptance Acceptance Acceptance
criteria criteria criteria
. L 7

Overall acceptance argument

Figure 4 — Processes in each stage Qe
’\ /

NOT[E1 The properties are defined on a case-by-case basis or derived from properties listed in exi

International Standards, based on the level of the elements containing Al tech'n?)logy. Refer to Clause 8 for the |
congjidered properties. \e?

NOTE 2  The “Desirable properties”, “Topics related to the properties"‘ and “Detailed methods & techniques
spedific to each stage or common, depending on the'specific application:

NOTE 3 In this context, the acceptance critéria are intended é\s something that is identified and confirmed dy

devdlopment. e
8 [Properties and related risk factors of Al systems
\Z
8.1 Overview S
N
8.1.1 General O

J

-

Clayse 7 describes.-how the definition of desirable properties is the first step of the three-stage realizg
principle. The properties are r.eléted to topics and eventually to detailed methods and techniques addreg

thoge topics. Acceptance critetia are then identified from the set of the detailed methods and technique$

]

Thig clause provides a“literature review on the properties that characterize systems using Al techno

and
(see

their related risk)factors. Such properties and risk factors include degree of automation and cor
8.2), degree)of decision transparency and explainability (see 8.3), environmental complexity

vaglieness of their defining specifications (see 8.4), resilience to adversarial inputs (see 8.5), sy4
hardware considerations (see 8.6) and technological maturity (see 8.7).

Details<of the properties and risk factors of systems using Al technology, and their related topics
challlénges, are discussed in this clause.

ting
st of

are

ring

tion
sing

P«

logy
1trol

and
tem

and

8.1.2 Algorithms and models

On a technological level, the capability of Al is often achieved by the combination of an Al model and
parameters of the model. The parameters, which are generated by an Al algorithm during training, typically
represents information that achieves the application’s purpose, (e.g. knowledge about how various inputs
are distinguished and recognized), while the model computes information from parameters and inputs, (e.g.
to make a prediction). This means the functional safety of applications using Al technology depends on both.
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Example types of Al models include linear functions, logical calculi, dynamic Bayesian networks and
artificial neural networks (ANN). The parameters of the models are either handcrafted by an engineer, or are
synthesized from data by machine learning algorithms that themselves use a systematic analysis process.
The models are usually implemented as an executable representation, such as machine code (in the case of
software), or special hardware, such as field programmable gate arrays (FPGAs).

Usually, models itself without parameters contain only a limited amount of knowledge or implications about
the application’s goals. This is quite similar to the role of foundational software libraries or programming
environments (e.g. compilers) in non-Al software. As described by the IEC 61508 series!16l-[19], achieving
functional safety includes demonstrating the correct functioning of the model. In this way, the integrity of
model Tmplementations in Al technology 15 often handled with exiSting principies ot runccional saiegy as
spegified in the IEC 61508 series[16l-[19] similar to that of non-Al software components. The same lrold§ for
the Jogic involved in the translation of the models and the parameters.

By dontrast, model parameters often contain knowledge related to the objective of the systems involying
fundtional safety. There are several different ways of constructing parameters and differentapproacheg are
used for assessing the completion of risk reduction measures to ensure functional safety:

For |[example, when model parameters are created manually by engineers, the /models likely reflect| the
engineers’ knowledge about the application, which is assessed during the mdrfagement processes fised
within functional safety life cycles. In these cases, the life cycle of existing functional safety Internatipnal
Stardards is followed (Al technology Class I as described in,6.2). It is ofte;r\r:feasible to create paramgters
marjually for simple models such as simple linear functiens or logical calcutli.

~
In spme cases, parameters derived from data by machine learning algforithms are analysed and ver]fied
aftef their creation. Alternatively, parameters derived by machin@ learning algorithms are analysed| the
undgrlying parameters extracted and used to extend general engineering knowledge, that, in turn, are yised
to develop further Al technologies. With the application of validdted engineering knowledge, the life cydle of
existing functional safety International Standards are applied (e.g. treating these models as Al technojogy
Class I as described in 6.2). X
In other cases, model parameters derived from dat\a\by machine léarning algorithms are too complgx to
be ynderstood, analysed and verified. This is often/the case for complex types of models, such as ngural
networks, because representations of models in Fhese types donot necessarily reflect human understanfling
or rleasoning. The use of different approacbés for assessing the risk reduction for functional safety is
appropriate in these cases; which constitu@& a major challengefor the use of Al technology in implementdtion
of fynctional safety systems. O
t "‘

8.2| Level of automation ang{,cbntrol
\

The|level of‘automation (sametimes called “levels of autonomy” in the literature) describes the extent to
whith an-Al'system functions independently of human supervision and control. It thus determines not pnly
how much informatior-about the behaviour of the system is available to the operator, but also defineq the
confjrol and interventioh options of the human.

Dimlensions of this topic include how high the level of automation is for the respective application, as well as
the extent todwhich the user’s control options are restricted. Systems using Al technology with a high-leviel of
autdmation:¢an exhibit unexpected behaviour that can be difficult to detect and control. Highly autompted
systiems can thus pose risks in terms of their performance characteristics such as reliability and safety.

SeV I cl} dDPCLtD dlT1 C]lClelt ill LUllbidCl 1115 VV}lCt}lCl full\.tiUlla]l aafc:t_y ib aL}liCVCd, bub}l ad t}lC I CDPUllDiVC 1€SS
of the Al system and the presence or absence of a "supervisor” (as discussed in 10.2.3). In this context, a
"supervisor” serves to validate or approve automated decisions of the system. Such a "supervisor” is
achieved by technical control functions, though in some situations such a supervisory function is not
feasible, e.g. highly complex decisions or ML systems that have learned new behaviours. For example, a
second safety instrumented system for critical controls (Usage Level C or D as described in 6.2) is added and
assigned to a safety function for redundant components, as in functional safety International Standards like
IEC 61508-1[1¢], See 10.2.3 for further details.
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Another way for adding a "supervisor” is to use a human whose task it is to intervene in critical situations
or to acknowledge system decisions. One known way this is addressed is by adding a system (at Usage Level
C or D as described in 6.2) to aid the human supervisor by detecting possible outcomes of the decision.
An example is a simulation system that gives “what if” information for different decisions and checks for
outcomes. However, even if humans are in the loop and oversee the actions of a system, sometimes this does
not reduce such risks to a suitable level and can introduce additional risks.

EXAMPLE A human driver is not aware of a “black ice” road condition and takes control of a vehicle because they
don’t understand why the autonomous system is driving so carefully.

e the adaptability of the Al system is a consideration,and in particular whether a system
chamges its own behaviour over time, as is the case in some machine learning systems: These systems'aflapt
to changing environmental conditions (e.g. via feedback loops or an evaluation function) and even acquire
entifely new functions over time. A disadvantage of such learning systems, however, is that they.can deyiate
from the initial specification and are difficult to validate. Therefore, such'systems are censidered yery
cardfully before being used in systems of higher usage levels A-C as described-in 6.2.

Table 4 (derived from ISO/IEC 22989:2022, Table 1) introduces several terminology and‘€oncepts relatgd to

the level of automation.
o)

e O

Table 4 — Relationship among autonomy, heteronomy and automation
(derived from ISO/IEC 22989:2022, Table\ 1.

. )]
Level of automation Comments .~

Autpmated system |Autonomous Autonomy The sysgeﬁi is capable of modifying its operatirg
domaifor its goals without external interventjon,
control or oversight.

Heteronomous |Full automation “Fhe system is capable of performing its entire
fmission without external intervention.

‘

High-automation The system performs parts of its mission withgut
\ externalintervention.

-~

Conditional automation |Sustained and specific performance by a systein,
with an‘external agent being ready to take ove
when necessary.

-

Parti@hutomation Seme sub-functions of the system are fully aut¢-
QR mated while the system remains under the conjtrol
Q> of an external agent.
. *|Assistance The system assists an operator.
D\ -
g No automation The operator fully controls the system.
‘e |
NOTE The dividing int¢ levels applies to the control automation functions in any implementation of an automfated

Al system and taking into-account the functions of the components of this system (for example, onboard equipment,
flooff equipment and confrol room equipment in railway systems).

8.3| Degree oftransparency and explainability

Oftdn, aspécts of transparency and explainability are summarized under the term “transparency”. Literafure
desdribed'in the following clearly distinguish these terms.

ISO/TEC 2298972022, 5.15.6 defines explainability as the property of an Al System to express important
factors influencing the results of the Al system in a way that is understandable to humans, whereas
transparency is defined as the property of a system that appropriate information about the internal
processes of an Al system is made available to relevant stakeholders-see also ISO/IEC TR 24028I11],

Information about the model underlying the decision-making process is likely to be relevant. Systems
with a low degree of transparency can pose risks in terms of their fairness, security and accountability.
Furthermore, such systems can complicate the assessment of their quality. On the other hand, a high
degree of transparency can lead to confusion due to information overload, or can conflict with privacy,
security, confidentiality requirements and intellectual properties. According to Reference [11], a desirable
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level of explainability is often achieved without a high-level of transparency. Finding an appropriate level
of transparency provides developers with opportunities for error identification and correction, as well as
ensures that a user can trust the Al system.

In non-Al software, the intention and knowledge of the engineer is generally encoded into the system using
a logical process, making it possible to trace through the code to determine how and why a certain decision
has been made by the software. This is done by backtracking through and debugging the software or by
reverse engineering the software. By contrast, decisions made by Al models, especially by models of high
complexity, or models derived from machine learning algorithms, are more difficult to understand for
humans. The way knowledge is encoded in the structure of the model and the way decisions are made, are
ofte

A high-level of explainability protects against unpredictable behaviour of the.system but is someétimes
accqdmpanied by lower overall performance in terms of the quality of decisions, due to thelimitatign of
curyjent explainability technology (which limits the amount of information centained in the medel to create
explanations of reasonable size). Here, a trade-off is often made between explainability and the performance
of a[system. In addition, the relevance of the information about an Al system’s decision-making procegs is
likely an important factor. It is possible that a system provides clear.and coherent information about its
decilsion-making process, but that this information is inaccurate or incomplete.

Explainable Al is also used to assist with post-incident analysis.when the inpus data, which are sometimes
trarsient, are recorded and reproduced. \\"

Conpequently, transparency and explainability are included in the ggn}ral evaluation of the Al sysfem.
Conpiderations include: ~7

-

— [whether sufficient information about the system is availab}e\a

— [whether it is understandable or at least delivers comprgﬁénsible information (possibly indirectly) tg the
intended recipient (the intended recipient of an explanation varies depending on the context. It ig, for

example, the system developer, first responders of, tﬁe system in use, or bystanders in some cases);
\
— [whether it delivers correct, complete and repr\od“ucible results.consistently;

— [whether the deliverable issadequate enough%o the required,confidence.

Sevgral evaluation concepts and strategjgs exist to judge the transparency and explainability of ap Al
system, such as thosg.reported in Reféiience [2] and in References [39] and [40]. Additionally, empitical
assgssments of the decision-making.process of complex models are carried out, for example, by inspedting
a cgﬁlvolutional neural network through visualization of components of its internal layers.[41l The gopl is
to mpake the. network’s decision‘\irocess more explainable by determining how input features affec the
model output. Reviewing the gutput of a convolutional neural network by having its internal state inspefted
by 4 human-expert is an/apbroach that is extended in related work such as References [42], [43] and [44].
Even when access to interhal model states is completely unavailable, approaches such as randomized ipput
sampling for explanation (RISE)[42] still provide insights for certain network types.

Even systems traditionally believed to be reasonably explainable with regards to inspection, (e.g. decision
treess), quicklyyfeach a complexity that defies understanding when deployed in real-world applicationk. In
situpitions whére an interpretable resultis desired, tools such as optimal classification trees[4¢l or born-again
treelensemblesl4’] are applied to reduce complexity and allow for human expert review. See Reference [48]
for 4 fuyther discussion on the relation between Al model types and their interpretability.

Generally speaking, even when fully "explainable Al” is not immediately achievable (such as a Class II Al
technology), a methodical and formally documented evaluation of model interpretability is employed in
regards to risk, subject to careful consideration of the consequences on functional safety risk that arise from
inappropriate decisions. This aids in comparability and model selection and provides insights during an
"after the event” failure analysis.
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8.4 Issues related to environments

8.4.1 Complexity of the environment and vague specifications

Al systems are often used under environmental conditions whose complexity is difficult for humans to fully
analyse and describe. Al technology automatically generates rules, or apply judgement, without reliance on
human-generated representations of analytic, detailed and complex environmental conditions. Further, the
development life cycle for Al systems has the potential to begin with vague specifications or vague goals.
Such specifications are given in the form of either functional or non-functional requirements.

Vaglieness of specifications leads to difficulty during assurance of functional safety-related properities.
The[complexity of the environment only worsens the situation. Even the definition of a tolerable 1¢vEl of
fundtional safety is likely to be undermined by a vague specification, because the definitiom)of "sqfety
fundtion” depends on the given specification.

Funftional safety applications involve some minimal explanation for the functional completeness (as defjned
in 1I40/1EC 250100148, Functional completeness is addressed by seeking'an extremely detailed specificqtion
or by seeking to cover the whole complex environment (e.g. by training data), or by<tlre combination of the

two| See 9.3 for additional information. ol

e O

Another feature of Al systems complexity is that, although their models are oftep deterministic, their ouftput
seerp to be probabilistic. For example, given a very complex environme{ljc\that is represented by a large
statp space and is subject to constant change and expansion, it is difficylt to ensure that a model which
gengralizes the behaviour well under finite state conditions reacts ap\ppo'priately to every possible state of

the ¢nvironment. O

Theleffect of operating in complex, not completely-defined envirofiments, results in a new type of uncertdinty

p. 7

beydnd the scope of current functional safety assessments.\ /

The|extent to which the adequateness. of models for thé mtended application is considered. Additiorfally,
uncertainty of the model caused by possible incorreqt'vpredictions and misclassifications is considerdd in

terms of behaviour planning and functionality. N
Ay

To afldress the stochastic concept'to address theperational environment, expanding stochastic assumptfions
gengrally used in the functional safety disgiETine for the random failures of the hardware and “proven in
use’| software is a relatively-novel approach'that is relevantto.Al technologies, see 10.2.5.

For p more comprehensive list of emerg‘i\rig issues, see References [92] and [93].

8.4.2 Issuesrelated to envifonmental changes
v

8.4.2.1 Data drift O *

Datg drift is a phenbnienon that distribution of runtime input data departs from those used in traiphing
phase which causes/degradation of performance including safety. Data drift is often tied to an incomplete
repijesentationsofthe input domain during training. This is due, for example, to failure to account for seaspnal
chamges in irput data, unforeseen input by operators, or the addition of new sensors that become available
as input features.

Conjponents containing Al technology are inspected for sources of data drift in the context of a risk analysis
and adequate Measures are pranned Witere appropriate.

Some examples of data drift are attributed to failure to apply best practices in model engineering. Common
examples include picking inappropriate training data, data whose distribution does not reflect the actual
distribution encountered in the application context or omitting important examples in the training data.
These problem instances are fixed by improved input data modelling and retraining.

Data drift is caused by external factors, such as seasonal change or a change in process that induces data
drift. Examples include replacement of a sensor with a new variant featuring a different bias voltage, or the
sensor encountering different lighting conditions in training and previously unseen data. In some cases, the
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model deals with data drift while already deployed, where retraining is not feasible. In these cases, the model
is constructed to estimate correction factors based on features of the input data or allow for supervised
correction.

Model design is expected to provide safe outputs even in the presence of previously unknown inputs.
Following proper model engineering practices, such as establishing a sufficiently diverse training data
set, does not reduce the importance of careful analysis as to whether the resulting model is generalized to
production data. In addition, in the event of the model providing unsafe output, a careful analysis is done of
the causes of the unsafe output and specification of the way in which the system recovers from dangerous
states.

For |example, Reference [32] illustrates the most common sources of data drift ‘and proposes mlodel
improvements, such as simpler or computationally more efficient models, even when data drift ©ccuys as
simple covariate shift without an apparent effect on classification output. These péerformance consideratiions
translate to the development and application of modern, deep neural networks[32l,

8.4.2.2 Concept drift

Contept driftrefers to a change in relationship between input variables and model eutput and is accompapied
by 4 change in the distribution of the input data. For example,-the output of a“mddel is used to gaugd the
accgptable minimal distance of an operator at runtime based:on distance measurements obtained by a t{me-
of-flight sensor (input data). If the accepted safety margins change due toéxternal factors (e.g. incregsed
machine speed not accounted for in the model), concept-drift occurs despite both process and inputs haying
stayed the same. \e?

Systlems ideally incorporate forms of drift detection, distinguishrdtift from noise present in the system|and
adapt to changes over time. Potential approaches-include models like early drift detection method (EDPM)
[34] ldetecting drift using support vector machines (SVM)[35] 6¢ 6bserving the inference error during traiping
to aJlow for drift detection and potential'adaptation.[3] Rurthermore, work to quantify drift in machine
learping systems is available in Reference [37]. It is noted that drift detection implies some form of runfime
morfitoring and model updates that introduce system’design and safety considerations at a software or
system level (e.g. knowing when itis-functionally §afé to perform an update, detecting failed updates).

Congept drift is often handled by selecting subgets of the available training data or by assigning weights

to ipdividual training instances and thentre-training the.model. For reference, Gama et al. provifle a

co:]prehensive survey of methods that gllowa system to.deal with drift phenomenal38],
e

NI
Some examples of possible mitigatien technologies for drift problems are summarized in Reference [94],
Chapter 7.8. -
N

8.4.8 Issuesrelated to leafning from environment

(“

8.4.8:1.. Reward hackiné algorithms

Rewlard hackingalgorithms refers to methods where Al technology finds a way to “game” its reward fundtion
and [thus find a'more "optimal” solution to the posed problem. This solution, while being more optimal if the
mathematical.sense, is dangerous if it violates assumptions and constraints present in the intended real-
world scenario. For example, an Al system that detects persons based on a camera sweep decides thlat it

achieyeswery high rewards if it constantly detects persons and thus follows them around with its sengors,
potji 1l O itical : ] " ] This i |1 loyi ]  ial

reward functions, such as through an independent system that verifies the reward claims made by the
primary function using Al technology and subsequently learn and adapt to counter the primary system.
Another option is to pre-train a decoupled reward function based solely on the desired outcome and with no
direct relationship to the primary function.

8.4.3.2 Safe exploration

Safe exploration is a problem that a priori safety requirements are enforced during data collection and

training, which also limits the domain of training data input to learn about “unsafe”. The safe exploration
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problem is of particular concern when an agent has the capability to explore or manipulate its environment.
This does not only pose a problem when referring to, for example, service robots, unmanned air systems
or other physical entities, but also applies to software agents using reinforcement learning to explore their
operating space. In these contexts, exploration is typically rewarded, as this provides the system with new
opportunities to learn. While it is obvious that a self-learning system follow appropriate functional safety
protocols when exploring, a system that controls process parameters and employs a random exploration
function while not being properly disconnected from the dangerous process poses equal or greater risks.

8.5 Resilience to adversarial and intentional malicious inputs

8.5. Overview

Ass¢ssing the trustworthiness of an Al system includes determining the integrity of functiohal sgfety
behaviour against adversarial attack and intentional malicious inputs.

In general, two types of inputs intentionally crafted for possible misbehaviour are distinguished inf the
field of Al; the first are those inputs that destroy integrity of software execution (such-as buffer overflow
or integer overflow), and the second are those that cause Al models to compute incorrect output without
cauging malfunctions at the software level. For the first class of problems, traditiondl information technojogy
(IT)| security requirements are considered, see ISO/IEC 27001,[1491 I[SO/IEC #8045,[150] [SA/IEC 62443[151]
and|ISO/IEC TR 19791[23], These International Standards provide processesgfo’r the audit and certificqtion
of hprizontal IT security requirements that are also applicable to Al sys,te}flg and are not discussed furfther
in this document. However, for the second class of problems, followingd®est practices and observing exidting
Intefnational Standards for non-Al systems are not(sufficient. Subelaiise 8.5.3 includes a discussion of the
secdnd class of problem with adversarial examples.of natural origifi.affecting the mode of action.
S

Q)
NOT[E1 This document is limited to the achievement of functional safety even in the presence of an Al-spgcific
secufrity threat. It does not address how malevolent action arisinigfrom a cyber security threat is controlled.
>,

NOTE 2  Properties to ensure freedom-from intentional‘m'élevolent inputs are contradictory to those that enjsure
funcfional safety properties. For further information on Al*specific security threats, see Reference [94], Chapter
W

O

NOTE 3  Properties that ensure resilience to adv Elrial attacks are-contradictory to those that ensure functjonal
safety properties. This is addressed as part of a higher level of systemisuitability considerations.

\‘ |
8.5.2 General mitigations N

\"
W\

Follpwing known:proper functional safety precautions, supervision functions are applied to take ovel the
system in the event that a functiggal safety problem is detected, ensuring no harm is done by the Al sysfem.
\

For [systems. that need high-levels of functional safety, both random failures and systematic erors
warfant careful consideration. Overall, failures and errors are addressed according to best practices, |(e.g.
thrqugh'hardening, robustness, testing and verification). Additionally, specific countermeasures in| the
field of machine leafming further mitigate risks for the additional types of failure and errors specific o Al
technology.

8.5.B Al medel attacks: adversarial machine learning

Models“ef* Al systems, especially those with higher complexities (such as neural networks), can exhibit
spe¢ific weaknesses not found in other types of systems. Additional scrutiny is done when deployed|in a
functional safety context. Examples of model-specific problems include adversarial machine learning and
others.

Adversarial machine learning is a type of attack on an Al system that has garnered particular interest
recently. As known as “adversarial attacks”, it is often possible to trick an Al model into outputting vastly
different results by adding miniscule perturbations to the inputs, which are carefully crafted via the means
of an optimization process. In case of image inputs, these perturbations are generally imperceptible to
humans and can also be equally well hidden in numeric inputs. While these perturbations are typically non-
random, hardware failures or system noise already present in the input are possible cause of a non-negligible
shift in model output, see Reference [49]. Interestingly, adversarial examples generally translate well across
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different model architectures and intrinsic model components!291,[51], That, along with the number of well-
known model architectures and pre-trained models available in so called “model zoos”, makes the practical
deployment of adversarial examples seem very likely and hence a significant threat to systems using Al
technologyl128],[129],

Even a system seemingly resilient against modification of its inputs, (e.g. a system employing a local,
non-cloud Al model directly connected to sensors), is not exempt from a kind of adversarial attacks. The
feasibility of physical attacks on models, even those considered black boxes with no access to internal model
details being available, has already been shown in 2017 in Reference [52]. More recently, Reference [53] has
shown that it is possible to introduce adversarial examples into the forward inference process of a model,
the

ting
bred
Hing
the
bible
iate

in s¢me cases to omit protectlon \ ¥

One|possible countermeasure for these problems is called adyersarial tralnlng’[132] In essence, adversarial

training tries to train an Al system with adversarial examples in an at'}empt to have the model en¢ode

knowledge about the expected output of such an attack: A next natural avenue of action is to attempt to

rempve the artificially introduced perturbations. Examples of this approach include:
<

— |High-level Representation Guided Denoiserrintroduced by RQ'ference [56];

£

— [MagNet, which aims to detect adversarial examples and revert them to benign data using a reforjmer
networkI[57]; .

— [Defense-GAN, employing a generative adversaria\l{étwork[@].
[t isfworth mentioning that scenarios exist whengl\)oth MagNet and Defense-GAN failed, see Reference [$9].

Furthermore, noting that the“model types\‘typically affected by adversarial attacks are in general ropust
against noise, several authors propose randomization schemes to modify the input and increase robusthess
against malicious, targeted noise. Approaches include random resizing and paddingl®%, Random Pelf-
Ens¢mblesl6l] and ¥arious input tradsformations such as JPEG compression or modifications of inhage
bit dlepthl6Zl. While these methddsare effective, recent results show that these transformations are not
suffjcient meaSures under all cu‘cumstances In turn, if input transformations are used as a layer of defgnce
against adversarial examples, the efficiency of said protective measures are evaluated against exaniples
geng¢ratedusing the expe(‘batlon over transformation (EOT) algorithm presented in Reference [63].

Gooffellow et al. argue that the use of models employing nonlinear components makes them less susceptible
to aflversarial attack at the cost of increased computational resources[24]. The problem of examining|and
augmenting the.optimization methods used during training is addressed in Reference [50]. Model ensembles
are pften applied in order to create a more robust overall model through diversification. However, ther¢ are
also[results;in the literature that show that diversification does not always sufficiently harden the sygtem
against@dversarial attack, see Reference [55].

In add
during the 1earn1ng process by 1n]ect1ng malicious data durmg the trammg phase, which is called “model
poisoning”[127], Considerations for protecting the learning processes and data collection steps are known
issues here.

8.6 Al hardware issues

Al technology does not make decisions by itself; it relies on algorithms, software implementing the
algorithms and hardware executing the algorithms. Faults in the hardware can violate the correct execution
of an algorithm by violating its control flow (causing memory-based errors, interfering with data inputs
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such as sensor signals) damaging the outputs directly, and generally cause erroneous results. This clause
describes some hardware aspects when using Al technology that can affect functional safety. In short,
reliable hardware is as important in Al systems as in non-Al systems. Like hardware used to execute non-Al
software, the hardware used to execute Al technology can also suffer from random hardware failure. A list
of relevant fault models can be found in International Standards such as IEC 61508-2[17] and ISO 26262-11[14],

8.7 Maturity of the technology

Technological maturity describes how mature and error-free a particular technology is in a particular
application context. Less mature and new technologies used in the development of an Al system introduce
riskp that are unknown or difficult to assess. For mature technologies, a greater variety of experienge is
usually available, making risks easier to identify, assess and address. However, mature technologies come
with a danger of decreasing awareness of their potential effect on risk over timej so that the positive ef
depénd on continuous risk monitoring (e.g. based on collected field data), as well as appropriaté awarepess
training and maintenance.

9 |Verification and validation techniques

9.1| Overview

Thid clause describes the difference between verification and validatilsh\'techniques in Al systemf as
comppared with non-Al systems, as well as some considerations for selving or mitigating problems arising
fr:llp these differences applicable to functional safety. This clause addresses four significant aspec{s of
such differences, although potential differences‘are not limited{o those described in this clause |(see
Refgrence [136] for additional examples). [SO/IEC'TR 29119-14:2020,[152] Clauses 7 to 9, are also worthy of

congideration. ’
\

Thiq clause focuses particularly on data-driven miodels e.g. those created by machine learging.
Subg¢lause 8.1.2 describes this class of models as the main challenge for ensuring the functional safety gf an
Al system. This is because the functional safety ofuther types of Al.technology sometimes is achievefl by
applying the principles of existing functional safety. International Standards, as discussed in Clause 7. [Chis
clauke pertains to Usage Levels from A1 to C of Cfass-11 Al systems (see Table 1).

When aiming for functionally safe systeﬁfs ‘containing Al-technology created from data, it is taken |into
accqunt that the Al technology is not.constructed by rules as in non-Al developed systems. This meays in
parfjicular: CQ

-

— [What is notin the data cannp}ﬁe learned.

— |What is in the data is likefy learned, but not always perfectly.

O
Furthermore, just havifag data in most use cases is not sufficient. Labels are used when applying supervjised
learping techniquestncorrect labels are one of primary causes for errors during the learning procegs. A
thonjoughly defined.data engineering process addresses these aspects.

e model iS'derived from a data set, the content of this clause is also useful for the training and validqtion

NOT] The terms “validation” and “verification” refers to different concepts among different technology aregs or
dombinstn-the contextof machinelearning technology “validation’ meansaproce ap-to—che envergente of
the developing model to terminate the Al training process, which is quite different from the concept of verification
and validation used in the functional safety community. Model convergence is a precondition for testing, but it does
not guarantee the quality of the final product. For example, the “reward hacking” problem arises from a model that is
subjectively designed to maximize the given reward function. In this document, the terms verification and validation

are almost exclusively used in the context of the functional safety concept.
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9.2 Problems related to verification and validation

9.2.1 Non-existence of an a priori specification

During the training phase of machine learning models, the selection of training data (together with the
definition of the loss function, if applicable) is replacing the definition of a formalized specification of
operational behaviour. This leads to problems with the traceability of individual aspects of behaviour
as there are no individual specification statements. Instead, the information which replaces the discrete
specification statements is implicitly contained in the collection of training datall33]. Although it is a
benefit of machine learning that it derives or acquires knowledge from poorly structured data, the lack of
a predefined specification causes a significant problem for verification and validation, as well as fey] the
evaluation of the uncertainty. See Reference [137] for wider discussion.

Another source of risk is the presence of bias or incompleteness in the data used to trainythe mgdel.
Techniques are typically deployed to check for both these sources of risk.

9.2.2 Non-separability of particular system behaviour

Dur|ng development of software for non-Al functional safety-related applicatiofs;; each risk describgd in
Clayse 8 that considered “tolerable” that has been identified-dlining a Hazard-and Risk Analysis (HARQ) is
mapfped to one or more mitigations. The implementation of the mitigation$'and their role in maintaiping
fundtional safety is explained. Usually, mitigations are designed not to intprfere with each other, so that the
effegtiveness of each mitigation is verified, validated and evaluated sep;/ra ely.

On the other hand, many Al technologies are considered as a “blaek box”, as their internal behaviour|and
the pasis of their decision-making processes are difficult for &human to understand. This means thfat if
the fraining data set contains some data that are intendedfo)work as a mitigation for a particular fisk,
its ipfluence on the trained model is not certain, nor tested §eparately for each risk. Furthermore, if some
addftional training data are added for an additional qmitigation, the data affect existing measureq for
mitigation of other risks. This makes verification and \(a,lidation of machine learning models more difficjult.

-~
W

9.2.8 Limitation of test coverage (\

Testling Al technology is difficult when compgf‘ed to the process.of testing non-Al software. In general,|two
typgs of tests for software-are often de§i\gned and performed: one focuses on structure of the prolplem
desdription and the otherfocuses on thi€istructure of the implemented software. In non-Al software, these
twolkinds of focused structure havé some degree of correspondence, which enables efficient testing. Most
datd-driven Al technology lacks this.property, unfortunately, which makes many existing techniques for hon-
Al spftware (including those dégeribed in existing functional safety standards) not efficiently applicable or
even not effective at all. Thisdifference is given careful attention when designing tests for any Al technology
(especially those based on machine learning).

9.2. Non-predictable nature

As moted in 84, Al system outputs are often said to be non-predictable or probabilistic in nafure,
althpugh thelalgorithm itself is deterministic. Mitigation is approached through systematic applicatidn of
the perification and validation process, with careful considerations for the nature of the Al system. Again,
"explainable AI” is a future solution, but process-supported solutions are more often available.

~t T b A . ,.SUCh
as discussed in 9.2.3, decreases the effectiveness or applicability of non-Al testing techniques, especially
white box based testing technologies. See ISO/IEC TR 29119-11:2020, Clause 9 for alternative solutions for
white box-based testing applicable for Al systems.

9.2.5 Drifts and long-term risk mitigations

Drifts (see 8.4.2 and 8.4.3) are other causes of uncertainties in the long-term system installation. Even if the
systematic and comprehensive analysis of its behaviour in the operational environment has been performed,
Al models can still suffer from the concept and data drifts, because a training data set contains an intrinsic
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bias for training-time environments. To overcome such drift, several methods for re-training and updating
the model exist for most real-world applications of Al systems.

In addition, updating the software is a significant undertaking, especially in applications involving
functional safety. Related assessments and considerations for update procedures are carried out from the
earliest stages of the system design.

9.3

Possible solutions

9.3.1 General

9.3.

Gen
imp

One
und

1.1 Directions for risk mitigation

brally, there are at least two types of approach to realize reliable verification and ‘wvalidatio
ementations generated from data-driven models.

type of approach, generally the more difficult, is to analyse the generated model-to extract hur
brstandable knowledge of the model’s expected behaviour. Theoretically, if the behaviour becd

n of
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comppletely human-explainable, it enables Al technology and systems to be treated@s Class-1 Al. This type of
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roach is further discussed in 9.4. .
'\

other type of approach is to evaluate achieved levels of safety risk mitigations indirectly by analy
the Al system is constructed during the development process. Altheugh testing of machine learn
d Al is not always complete, additional analysis‘and assurance on‘the development processes an
ts mitigate the risks of unwanted behaviour<systematically. The Test of 9.3 is mainly focused on
of approach. AN

p. 7
4

1.2 Al metrics and safety verification and validation

cally, metrics such as accuracy arewsed during tr&ining of machine learning algorithms. These me
part of managing the progress of Al training.>Although better accuracy suggests better quality
tional safety-related applications, it is not@%nerally enough for ensuring required functional s3

proEerties. This Clause describes mitigation typically applied-in. parallel or in sequence to the evalug

g Al technology metries; especially in d\ata design, data preparation and testing phases.
<

P Relationship between data d;is‘ffibutions and HARA

I-driven processes are basgdsoh the relationship between risks identified in the HARA and the
Fibution. For.a given use gaée, the question becomes whether an Al system is given sufficient trai
test data.to develop a parficular behaviour and if there is some conceptual correspondence betweer
ome/of the specific HARA activity and the design of the data set to be used. This approach is consid
lar to that of non-At3afety-related software, for which a set of risk mitigations has been identified.

cally, the operational domain of the system is defined and bounded as precisely as possible whethel

h input data space or as a profile of real-world usage. Metrics are established for checking that dat
verification and validation activities correspond to the defined domain at an early stage of developn|

cahanalysis of the input data distribution is performed in addition to collection and learning fromn
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al specification is predefined, or derived from example data instances. The boundary is defined either
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dataset. sucitan dandlysis relates to tne outcome or thhe HARA aClIVILY, SO thal data distribution p

ints

in the data set are identified as corresponding to each identified risk—see, for example, the ISO/IEC 5259
seriesD),[125] which highlights that data quality is key for Al technologies.

In addition, even if the input data set is well-designed, there is no guarantee that the training process will
encode the intended behaviour into the output model corresponding to each identified risk from the data
distribution observations. Both systematic errors and random errors can occur during training, which can
cause functional safety goal violations. While detecting such failures to the best degree possible is one of the

1) Under preparation.
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intentions of testing activities in the verification and validation phase, a means of mitigating training errors
is also considered during the training phase.

9.3.3 Data preparation and model-level validation and verification

As described in ISO/IEC TR 29119-11:2020, 8.1 and ISO/IEC/IEEE 29119-4, the design target for training and
test data sets is determined in relation to HARA results. This data requirement is further divided into four
criteria:

a) Whether all functional safety relevant scenarios identified during HARA have corresponding data
ncluded n the given data Sets.

b) [For each identified risk in the HARA in a), whether the test data cover all reasonable variatior}s of
situations which cause such a risk.

c) |For each risk-causing situation in b), whether the test data are both sufficiently large-and sufficigntly
diverse to result in complete coverage of the possible states of the system after training.

d) |For each risk-causing situation in b), whether the results of the selected test casé data are stable upder
the variations which are expected for inputs which accordingto human analysis would be classifidd as
belonging to the same group, scenario or use case.

Each test activity is expected to give answers for each of the-four criteri The followmg considerationg are
one [possible set of known answers for the criteria, applicable to any AI chnology for which test datq are
attr|buted with clear, correct and expected answers (“test oracles”). {n’these examples, bias in the dafa is
also[considered, see Reference [10]. Q
S
For p): D

4

— [Specification of the sets of data attributes correspondi}ig to each identified risk in the HARA.

For p): 'S

-~

— [For each identified set of data.attributes foraitidentified risk,'checking for the existence of the test fata
within test data set. \*

-

— |For the subset of test.data extracteg\‘fo'r each identified risk, checking for the distribution of ofther
attributes and assess‘whether the data are unintentionally biased toward specific situations; for|this
purpose, existing technology fot tﬁst designs for non-Al software (e.g. combinatorial testing) are ysed.
See ISO/IEC TR 29119-11:2020; 8.1 and ISO/IEC/IEEE 29119-4 for further details.

— |Considering collection of adaltlonal test data if itis suspected there is unintended bias in the data sdgt. In
some cases, synthes; oftest data from simulations is a solution, if sufficient diversity, representat{vity
and coverage are notabtained from real data. See ISO/IEC TR 29119-11:2020, 8.4 for some examples.[One
knewn option for'the developer also is to remove real data to rebalance the data set.

For f):
— |The mitigations identified in bullet b) are used for diversity with existing attribute values.

— |Assessing the data collection and preparation processes so that any unwanted bias is not likely included
if-the test data set; see ISO/IEC TR 24027[10],

— The amount of test data is determined from inputs including (but not limited to) the intended probability
of risk mitigation (derived from the HARA) and the amount of data needed for training (derived from
monitoring the accuracy indicator for the subset of training data). In addition, complexity of the
operational domain is considered to mitigate data distribution shifts occurring by many uncontrolled
factors (e.g. time, weather, location).

For d):

— Ensuring that over-fitting to the training data is detected within the development process. One known
way of achieving this is to ensure the independence between training data and test data, which is enforced
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through development process management and assessment, tool-based approaches, or even using a level
of independence in the teams or organizations carrying out the testing (see IEC 61508-1[1¢], Clause 8
or BS EN 50128:2011 [23], Clause 5). Another known method to detect overfitting is cross-validation,
in which models are trained on several different subsets of the training data, and the performance is

evaluated on the held-out data. Several methods are available, see Reference [82].

Ensuring that trained models have sufficient robustness in terms of the given problem, using the

following approaches:

— generating multiple models of different sizes, using smaller models so long as other objectives are

The
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9.3.4 Choice of Al metrics \
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— applying a technology that improves robustness, (e.g. regularisation or randomized training);

— numerically and directly evaluating the robustness, (e.g. using safe radius(84 — this iS‘an emer
discipline).

generative adversarial networks,[87] adversarial training,[88] adversarial example generation[&S
adversarial example detection[29]), o

e O

Ensuring that the training data set and test data set arefree of malicious ‘modifications or alterati

this entails reviewing the credibility of data source or.data collection Qro'cesses.
Q)

Considering use of explainability technology for analysing behaviguy 0f output model (see 9.6).

e are several references available for proposing some concrete technologies and techniques represen
e criteria. Annex C gives some examples for applicable proeedures and techniques.

£

s of combination in b), and chosen technology. Verifigation and validation are planned according tq
lired level of functional safety and-other applicati({mcriteria.

W

&
performance and KPIs of a system con%aining Al technology is thoroughly evaluated. In mac

hing often single metrics are used. The following is typically considered for metrics:

\JI
E Metrics are not typically the (9nly measure to assess the safety of a system containing Al but only
ct. .

The significance and trugtV\}orthiness of a metric: this is connected to the amount of data availabl
training,walidation and-testing—the amount of data has a bearing on how much trust is placed
metric with a defineg‘ddnfidence level (e.g. 95 %) based on the number of executed test cases.

Metrics reduce-information: such a reduction of information obscures safety issues. Various me
are used todentify missing information, e.g. safety related misclassifications to assess the targ
performanceor KPIs.

Field monitoring: collection of data on the performance of an Al system during the operational p
asseésses whether the performance and KPIs are still being met during the operational phase - interve

B1ng

Searching for possible data that affect stability: (e.g. metamorphic-testing,[83] data augmentation,[86]

I or

ons;

ting

costs for implementing these mitigations vary conside;ably on the depth of investigations, on fised

the

hine
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b for
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detions are considered if the assumptions on which the safety of the system is based is no longer b

eing

achieved.

ISO/IEC TR 24029-1[153] separates the robustness assessment into three core categories: statistical, formal

and

empirical-based tests.

9.3.5 System-level testing

In complex systems using Al technology as a component, system-level testing is a complement to verification
and validation at the detailed level. Some of the criteria described in 9.3.3 for example criteria b), are also
applicable for system-level testing. System-level testing are either data-based or scenario-based (e.g. running
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a test vehicle in test fields with simulated risks). System-level testing are carried out in simulations, as a
digital twin, or in the real-world application. Real-world testing is expensive and not always possible (due
in part to risks to safety) but it is useful for validating KPIs and unveiling unidentified hazardous unknowns
to mitigate against incomplete HARA. Simulation is useful for exploring large numbers of scenarios in both
software-in-the-loop and hardware-in-the-loop settings. Good verification and validation results depends
on the quality and realism of simulators. See 9.4.2 and 9.4.3 for more descriptions.

9.3.6 Mitigating techniques for data-size limitation

Preparing sufficiently large test oracles to test all outcomes is infeasible within development life cycles.
Back-to-back testing, as described by ISO/IEC TR 29119-11:2020, 8.2, is used to annotate test oracles with
the ¢xpected answers. The extent of independence between the different versions.of the system to e tested
is agsessed carefully. Back-to-back testing with Al technology generated from the same sourcefof-traiping
datd likely fails to address criteria a) and b).

Another solution, where a large test oracle is used to address the full range of operation, is,to'use simuldtion
as ajtest data generator.

For some Al systems it is difficult for engineers to construct a reliable test oracle (e, Al systems construfted
with "Al-versus-Al” competitions, including reinforcement learning and Generative Adversarial Network).
The|general conditions for testing in these cases are similar; however, addltlonal criteria for reliability of
testf applies. For example, well-tested alternative implementations are.u§ed to undertake back-to-back
test|ng. Alternatively, a design change is implemented to-Separate any risks from influence from the mqddel-
drivien Al technology, effectively converting to Usage Level C as descrlbéd in 6.2.
Q

9.3.f Notes and additional resources ) \

See [SO/IEC TR 29119-11:2020, Clause 9 for alternative solutlons for white box-based testing applicablg for
Al systems.

9.4| Virtual and physical testing N

9.4.1 General A

Funftional safety approaches for Al techn\Iogy tend to focus on elements of the Al system that are shpwn
to epsure functional safety attrlbutes,\\for example functional safety or rule monitors that overrideq the
prinpary control system to inhibit unsafe action. An effective and objective way to demonstrate a systpm’s
perI};rmance is\wvia virtual testing or simulation, where a curated set of well-chosen stress-test scendrios
are [exercised (during the quahf%atlon and certification activities. Individual components are tested, as
well as multiple components-at a system level. Such approaches use constrained random selection of
scerfarioparameter valu€sj scenario testing based on parameter distribution or importance sampling when
congtracting the scenarios to be tested (see ISO 21448:2022[7], Clause C.5).

Physical tests are\also considered to correlate simulation results, validate KPIs and uncover unknpwn
unkhowns. Physical tests are far more limited than simulation in their ability to probe the domain space
due [to cost and' time limitations but do test some aspects that are difficult to emulate in a simulation, for
exaiple, the'effect of hardware delays on feedback loops and cascade effects. Structured tests take plage in
whi¢h tésts are set up for known scenarios, such as on a test track for automated vehicle applications.

9.4.2 Considerations on virtual testing

The use of simulation for testing has long been an integral part of functional safety. Established methods such
as timing simulation and fault injection have direct extension to Al systems, and their use is encouraged. For
the complex, high dimensional models featured in many Al solutions (such as neural networks for perception
or decision-making tasks), simulation offers many additional benefits:

— For certain applications, simulation provides more complete test coverage than real-world testing.
Examples include scenarios where real-world testing is dangerous or prohibitively expensive to conduct
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at large scale over the possible input space. For models with high dimensional inputs, simulation is used
to iterate over the input space and produce correlated results in ways infeasible by traditional testing.

Simulation greatly speeds up development time, allowing greater access to functional safety products
and updates. Newly discovered hazards are incorporated into the functional safety solution with much
improved turnaround time. For highly complex environments, this reduced latency in the development

and update cycle is critical.

Simulation provides multiple entry points for fault injection. Faults are introduced at the system,
component or subcomponent level, and they are introduced in combinations that are inaccessible by

The
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Simulation provides accurate ground truth, which negates the potential of systematic errors induce]
real-world measurements and setup.

Simulation environments are well-controlled and track all metadata associated with a\particular
This prevents any systematic bias introduced in a real test, or loss of relevant metadata.

following items are worthy of consideration when introducing simulation or in général virtual testir
of the verification and validation process of Al technology in functional safetysystems.

Fidelity of simulation: consider the underlying models, toelchain, simplifications and assumptions. Al

incompleteness of the simulation environment. Evidence is used to support the claims of the simula

output, such as a simulation to real-world correlation:For example,a’simulator used to justify a functi

safety component used for perception includes arguments about the realistic rendering of the sd

metrics to correlate the two, indistinguishability by human o‘bs%rvers, etc. See 9.4.3 for more discus
Q)

Type of simulation: no one virtual testing tool is used f@.test all aspects of an Al system. This is

multiple tools sometimes are used to develop confidenee in the functional safety of the full Al syste
virtual testing toolchain includes the following types* MIL (model in the loop), SIL (software in the Id
HIL (hardware in the loop). &

-~
W

[Test-coverage approach: approaches inclu Yandom test sampling, constrained test sampling b
on certain justification of.the input spacg, distribution-based test sampling based on a user prq
criticality or importance test samplingbased on functional safety analysis, stress-based sampling b
on edge cases or expected conditior;s.gt}at stresses the(syStem, etc. (see ISO 21448:202217], Clause
For multi-dimensional inputs, t}}i&g'}ﬁo addresses what combination of factors are tested.

¢

Test coverage 'size: i.e. the agmount of simulation which is sufficient to justify the functional sg

argument: \

v

re virtual testing topl§'j§ used to validate or approve an Al system, the toolchain itself is verified
lated. Confidence ia<wirtual testing toolchain is achieved by assessing four key attributes:

Fit for purposexythe extent to which the tools are suitable for the Al system assessment. Fitnes
the Al system. It involves analysis of the operating environment and derivation of the requirement

the relevance, significance and range of each factor. For example, if the operating environment excli

d by

fest.

gas

risk

assessment of the simulation environment addresses, the implications:0f inaccuracies, imprecision or

tion
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purpose addresses a clear description of the test objective and a definition of all boundary conditions of

5 for

the individual simulation models. The complexity and level of detail for each model varies dependinjg on

ides

night operation, then the sensor models will not be validated against low-light conditions.

Capability: the extent to which virtual tests reveal faults and the associated risks of dormant faults.
capability involves defining assumptions, limitations and fidelity levels of the toolchain, ways to as

Test
sess

the fidelity (KPIs), and reasonable tolerance for the KPIs. It supports justification that the tolerance for
simulation to real-world correlation is acceptable for the test objective. Note that the chosen fidelity level
for the models and the assumptions made play a major role in defining the limitations of the toolchain.

Correctness (verification): the extent to which tools’ data and algorithms are sound and robust.
Verification looks into the implementation of the conceptual or mathematical models building up the
toolchain. It provides assurance that the toolchain does not exhibit unrealistic behaviour for a set of
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inputs that are not tested during the validation phase. The procedure is grounded on a multi-step
approach that includes code verification, calculation verification and sensitivity analysis.

Accuracy (validation): the extent to which the virtual tests reproduce the target data. This includes
generating data that are used to demonstrate the accuracy of the virtual testing tools with respect to
the real-world. Toolchain validation consists of 4 main steps. The exact methodology depends on the
structure and purpose of the toolchain. The validation consists of one or more of the following:

— Validate Subsystem models e.g. environment model (infrastructure, weather conditions, user
interaction), sensor models (Radar, Camera, Light Detection and Ranging (Lidar)), chassis model

L s 3 s 13a)
ac T actroTy, poOweT trartryj,

— Validate chassis system (chassis model together with the environment model);
— Validate sensor system (sensor model together with the environment model);

— Validate integrated system (sensor model plus environment model with influences from chgssis

model).
Applying the same scenarios across all tool levels (MIL, SIL and HIL) allows effectlv;vahdatlon of the sydtem
withiout requiring an impossible number of physical tests to be earried out. .

The

usage of virtual testing tools depends on the virtual validation and verl(fcatlon strategies implemented

during their development. Therefore, the simulation design and the toolcham are not typically standardjized

but

The

=

rather explained and reviewed during the certification process. ()

refore, the overall assessment of a virtual testing toolchain réquires a unified method to investigate

thege properties and gain confidence in thecdata generatedyby the tools. Simulation models and| the
simyilation tools used in the overall toolchain are investigated in terms of their impact in case of a sdfety
errdr in the final product. The approach for.criticality analysis is described in IEC 61508-3 or ISO 262¢2-8,

whi

9.4.
Phy

th requires qualification for some of the tools used irkthe development process.
2.

B Considerations on physical-testing Q)

bical testing has a complementary role-to simulation testing. Testing the system in a real-world

environment, or final operating env1ronmq1t provides thethighest fidelity of real use validation. For feal-

wor

d testing, some additional con51deramons include:

Q
Use of structured tests, setting hpvknown scenarios, or use case tests. Examples include test track cphses
for autonomous vehicle applications, or defined scenes for sensor perception tasks. Such tests are [well
specified and provide contolléd measurements that are tracked and compared over time. Structyired
tests are derived from @any different inputs, such as safety, technology and product level analysjs. A
comprehensive test plan-requires good understanding of the final application.

Combination of real-world testing with simulation. Physical tests are far more limited than simuldtion
in their ability(to probe the input domain space due to cost and time limitations, but provide the highest
real use fidelity and automatically capture random phenomena that are not simulated. In contrast to
structured‘tests, which typically test “known knowns”, both real and simulated testing uncofers
differenttypes of “known unknowns”.

Correspondence of real-world testing to simulation. Real-world tests are used to validate the mddels

P2 4 lotad s 4
USCTU TIT SIITTUIdiTU LU OO,

Continuous testing and feedback. Real-world testing also uncovers “unknown”. Reported incidents (and
possibly data collected from incidents) provide information to continuously advance the qualification
simulation scenario suite.

Domains for testing: the boundaries of operation. Domains for testing (for both simulation and real-
world testing) parallels the defined operation for real operations. That domain includes limits of use,
environmental limits, location and temporal limits, and responsibilities between the system and users,
and if appropriate, other systems. In addition, tests are evaluated with metrics to show coverage of the
design domain (this applies to both simulation and real-world testing).
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— Statistical significance. Test procedures and results are derived from sound statistical principles. For
example, a final on-site validation test of a safety stopping function is carried out multiple times to
demonstrate that relevant parameters fall within a predefined limit based on statistical analysis. In
contrast, verification tests of a perception function for human detection are carried out on a large test
database, with size and coverage determined from target failure rates and confidence intervals.

9.4.4 Evaluation of vulnerability to hardware random failures

It has been shown that the vulnerability of deep neural networks to soft errors is low (see References [25],
[83]). Evaluation of the fraction of failures leading to safe behaviour (as opposed to unsafe behaviour) is
useflul for certain types of networks. Possible methods include fault injection (e.g. individual wejghts
in alneural network) as a proxy for faults in underlying hardware. For example, it-is possible ta‘anglyse
clasfification models to determine with confidence the only vulnerable parts/of the Al technology with
resplect to soft errors (see References [26], [78]).

9.5 Monitoring and incident feedback

Oncg an Al system is approved and in operation, its own incident'statistics are used to provide ongping
evidence of safety performance. Reported incidents are used te feedback information which are used to
confinuously enhance the scenario suite used during the testing activities. However, for the core functjions
where inductive or deductive absolute proof is not possible,aceeptable failure: rate targets are derived firom
systlem failure rate goals, together with suitable justifications to substansg\at\e the functional safety. If tHis is
demponstrated empirically, the test methodology and results are recorde}i

Operational design domain and real-world usage profiles are used(o define and bound the problem sqope,
credting metrics for coverage of testing (both simulated and real4:

Statjstical significance considerations derive test data setssize and test coverage from target failure rfates
and [confidence intervals, following acceptable confidencelevels.

Recprding of field data, if conditions.allow, is Consicféi‘ed viable for motoring safety performance of the
system and for appropriate incidentresponse. _ { Y
\&

-

9.6| A note on explainable Al a
A typpe of evolving Al technology, knowq;ﬁs “Explainable Al”; aims to provide important factors influenfcing
an Al-based decision in'a way that humans understand (see ISO/IEC 22989:2022). Sufficiently explainfable
Al t¢chnology, if successfully reallzed' enables developers to understand the Al decision-making algorithms
and|paves the way for assuraiee of functional safety of machine-learnt algorithms in a similar way to
curtlent functional safety International Standards. Alternatively, some knowledge is sometimes extracted by
a human observer of the Al inodel and then re-implemented as traditional software.

Although it is currently<impractical to enforce sufficient explanation of decision-making for every clafs-II
Al system, there are\some currently achievable approaches to interpretability or explainability of the mpdel
str i

from the mid layers of DNN is not alone suff1c1ent for ]ustlfylng safe behaviour, since unexplamed processes
in other layers invalidate such explanations.

Refer to 8.3 and ISO/IEC TR 24028:2020, 9.3[111 for further information on Al explainability.

Additional information can be found in References [158] and [159].
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10 Control and mitigation measures

10.1 Overview

Having a good and robust architecture of an Al system capable to tolerate a failure without loss of safety
properties is preferable than improving Al quality only. The architectural design principles for safe systems
are not changed by machine learning, though they impose new challenges in defining and guaranteeing their
reliability properties and failure behaviours.

This clause considers the methods for enhancing ML models as components of Al systems and discusses how
subgystems around them are used to improve non-functional properties such as reliability, availability|and
quality. Subclause 10.2 describes Al subsystem architectural considerations includingmitigation and control
methods. Subclause 10.3 proposes methods to increase reliability of components; The failure méchanisms
Clause 8 have highlighted differentiating challenges for ML components, while Clause 9 @ddresseg the
thrqugh-life process of verifying and validating these components. Measures/introduced i this clausd are
directed by knowledge of these failure modes and are introduced as part of a robust MI{process described
in Clause 11.

10.2 Al subsystem architectural considerations Qs

10.3.1 Overview \}.v
Safgty assessment at a system level determines the-appropriate \wﬁsystem reliability of a fundtion
incorporating ML components. The subsystem architecture incaxporates complementary technoldgies
to meet these demands. Based on the reviewed:literature, congjdbration of the following features dyjives
diffg¢rent possible solutions: A

£

a) [Safe (suboptimal) back-up function to the ML Compoﬁent is designed with "non-Al" techniques. [his
back-up decision system is, for example, an alternative:controller or a failsafe null action (e.g. power-pff).
The back-up action allows the use.of detection rgeﬁ]"lbds to switch the output when unsafe conditiong are

detected. « N
b) |A safe subset of the action space is deter\m‘{med (a prioriror.online) using a supervisor function yith
constraints or limits. S

<
¢) ML redundancy with output votersoraggregators is considered.

t

NOTIE These architecture solutions Co-exist or are alternative, i.e. one of them is sufficient.

The| inclusion ‘of, Al technolqgir introduces specific challenges to each of these architectural options.
Sub¢lause. 10.2.2 describeschow detection mechanisms for abnormal input, output or internal dtate
(e.g] neuron’ activation g;l“éngth) are used to identify situations of possible failure. Subclause 1(.2.3
desdribes how to use supervision functions using elements of control theory to minimally boung Al
operation. Subclause-0.2.4 shows different ways of establishing redundancy with Al technologies. Firfally,
subglause 10.2.5discusses Al system design with statistical evaluation.

10.2.2 Detection mechanisms for switching

The|architecture in
literatdre—Eor—example—a—supervisoryinonitor—dete when—an—Al—technolosy producingpotentially
unsafe actions, either due to internal or external faults. Following detection, an action is taken to maintain
the system in a safe state. The monitor is developed using either non-Al technology or using Al technology.
In the latter case, considerations of the level of independence between the monitor and the primary system
are used to justify the approach.
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Figure 5 — Architectural patterns for systems using Al technology compenents

ptable behaviour of Al technology is evaluated through the.context of its,{paining data distriby

tion

Figure 6, a)]. It is typically not possible to verify the model behaviour ‘ih“ease of “unseen” out-of-

Fibution (OOD) input data, this includes the result of data.drift. An acceptable model output relie
sted generalization properties of the model and could be erroneousxthtis motivating the detectig
input data. The distribution depends on both the parameters in a éiﬁgle sample and their evolutid
(i.e. dynamics). Simple boundaries on acceptablelinputs are unlikqu to detect gaps in the training g
icularly for high dimensional systems. In the absence of training data improvements, anomaly detec
hods (see Reference [97]), in some cases, aré selected basedaupon the data properties (dimensiong
hrity of parameter correlations, dynamics, seasonality “drift, etc) (see References [98] and [!
ever, adversarial methods have shown the extreme sen'sitivity of deep networks to small, seemi
lom perturbations (e.g. misclassification of images.by adding noise, making reliable input par

challenging). Adversarial methods include use of run time checks and checks on incoming data to detery
whether there are adversarial attacks or not (see Ref\e?ences [100] and [101]).

Ay
In cgntrast to input monitoring[see Figure 6, a}{§output monitoring detects undesirable behaviour resu

fro

b)] ¢
detd
syst

ensyres that a safe state is reachable*without constraint violation (i.e. system inertia or instability dg
entered under back-up controller decisions). ML is used to create a monitor

prey
whe
secq
this

00D or in-distribution(input data. Monitoring of the outputagainst a known boundary [see Figul
r alternative model,is.well known in fault'detection litérature (e.g. statistical or model-based resi
ction). Boundaries are adaptive to'ﬁ sequence of multi-variate system inputs and thus prohibif
em from leaving a safe state regio)f\[see Figure 6, c)]+For dynamic systems, the detection decision

ent dangerous states being
re the output distributions aefy conventional modelling techniques. One example is to train a (simj
ndary-network (e.g. a.student-teacher architecture) on the output generated by the ML model and
with labelled data to'predict confidence in the outputl97].,
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Four points are consider gyf the development of monitors:

— |the type of Al te ogy faults that is detected;

— |thep
t

Meth-information from the model are used,’@ch as the internal neuron activations or by desig
uncé¢rtainty measures into themnetwork. Un \éai

network) or approximated-(dropout, e };gll‘
of agtivation) is useful but requires 1 calibrationto aprobability and is subject to risks. These 1
inclide overconfidence'(classifiers dften fail silently by providing incorrect but confident outputs), not
at e£cremes or beyond bounds &raining space but also to small perturbation as in the case of advers

— |the ways in @h Al technology faults are revealed at runtime;

er
— th(;gl s of intervention that are used to circumvent a fault after detection and also circumvent
pote tial hazards invoked.

Y1
a)

Figure 6 — Evaluation of acce le behaviour of Al technology

nty measures in-ML are explicitly derived (Bayesian ne
es, softmax output layer). Confidence of the output (stre}

©

ance benchmarks of different runtime monitors;

hing
ural
ngth
isks
pnly
hrial

the

Examples related to machine learning are provided in Reference [75].

Uncertainty wrappers as described in Reference [139] that evaluate the quality of the decision are
instrumented for either automated decision-making or as input for humans to decide if the Al system
proposes valid decisions.
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10.2.3 Use of a supervision function with constraints to control the behaviour of a system to within
safe limits

With an appropriate supervisory module, it is possible that an Al system is constrained to work within a
predefined safe envelope. Safe limits require that a subset of the action space (safe envelope) is determined
and are minimally restrictive on safe ML component behaviour. However, simple limits on the output overly
inhibit an ML component, resulting in behaviour that mimics the limiter itself, therefore negating the benefit
of implementing the ML component. This subsystem architecture is sometimes referred to as a safety cage,
which enforces behaviour onto the subsystem.

For
opti

)

mal decision. In this architecture, the non-Al safety function outputs an acceptable range of output

a given input and limits the intelligent control output.

Con
whe
conf
thed
und
not
JoJo 1Y
a sy
SWif
morj
mul
ors

ry methods such as barrier functions approaches (Reference [102]), which detertnine an invarian
b1 the control of the non-Al system, see Figure 7 b). These approaches guaranptee’that the system

ible control signals U). These sets are typically conservative as they do pot actively look to rec

ch in conventional stabilizing controls (producing control signal u*, if*t\,ﬁey are available with suitab

fichannel measuring systems that use Al technology, checking féinctions such as metrological self-c
<

plf-validation are considered, see Reference [7Z1].
D)

Key

exceed an operating region deemed safe for some limited worst-case contr@lSinput (the subset u g

stem back towards safer regions, thus control barrier functions are usga as detection mechanisnj

an
5 for

straining the output based on a function of input is not usually appropriate for systems with dynarhics,
re the system state (x) defines the unsafe regions but does not instantly respond to~a change in
roller input. Formally, minimal bounds are designed for dynamic and hybrid systems through control

the

[ set
loes
f all
bver
s to
e Al

itoring, as described in 10.2.1). For systems with particularly compleX safety requirements, for example

neck

b)

unsafe

intelligent control

N U1 A W N

Safety verilication
upper/lower bounds U
limited outputu < U
limited

safe

10
11

MpUt (y)
output (u)
unsafe
constrained

Figure 7 — Safer application of Al technology to control: a) through supervisory constraints on
discrete outputs. Or b) on continuous control output through barrier certificates
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10.2.4 Redundancy, ensemble concepts and diversity

Redundancy can be of different types: structural (spatial), time (frequency), functional (informational,
analytical), or combined (see References [64], [65], [70], [71], [155]). When using neural networks
example, redundancies for Al technologies include:

Using analytical redundancy (see Reference [64]): Quantitative model-based failure detection

for

and

isolation (FDI) methods rely on the comparison of a system’s available measurements, with a-priori

information represented by the system’s mathematical model. There are two main trends of

this

approach, namely analytical redundancy or residual-generation methods and parameter estimation.

Met
cont
for

For
faily
imp

Due

achieved by using time redundancy based on recomputing with triplication with voting (RETWW).

N-version programming (see Reference [66]): In this method, several simplex models/are tra
independently, such that these models are unlikely to produce erroneous results for the Same test cd

cooperatively.

Using redundant deep architectures (see Reference [67]). <

®

The ensemble use of neural networks to build reliable ‘classifiers (see Reﬁerence [68]): The idea
combine several “weak” classifiers to obtain a “strong”.one, so that t}Qe\clasmfler still works relialj
one of its members fails. &)

=

)

Use of algorithm-based fault tolerance for neuraletworks (see‘Reference [69]).
<

using separate labelling rules;
using different problem formulétif;;ls;

using different training d;ilta‘;g’

executing on diverse/ha'rciware (also valid for non-Al technology specific failure modes);
with diversity of sensi‘ng;

with diversity-of self-check or self-validation methods;

with diversity of Al technology itself.

tots{complex and indefinite nature, diversity is expressed by a multitude of metrics. These me

ansy

[Time-redundant multiple computation (see Reference [65]): For example, concurrent error corredtipn is

ned
ses.

In this way, it is possible to design a fault-tolerant system whose outputis determined®y all these mddels

s to
ly if

hods of metrological self-check (including self-validation, self-diagnosis) that have found applicatign in
rol systems for critical equipment, suchsas References [70] ‘[74], [155] are also considered and adapted
[se with Al technology. \
higher effectiveness, redundancy+is combined with. diversity to reduce the likelihood of systenjatic
res during development. This is'related to multipTe Al technologies exhibiting the same behaviour] but
emented: A\
\&

by different teams; AN

k\ )

rics

ver)the following basic questions: to what extent Al technologies with the same training conditiions

differ in their performance and robustness? Are diversity metrics suitable for selecting members to form a

mor

e robust ensemble?

Another possible approach is to identify and eliminate false detections by comparing key point decisions
from different neural networkslZ8l, This form of diverse comparison is often combined with monitoring (see
Reference [77]).

When relying on redundancy as part of a safety argument and considering the explainability of DNNs, it is
possible to rely on an analytical argument for freedom from common cause failures. In this case it is relevant
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to base the argument on verification and validation and demonstrate through simulation the absence of

com

mon cause failures between redundant networks.

10.2.5 Al system design with statistical evaluation

Once trained many Al systems are deterministic in inference, however where the input dimension is high
and continuous in value the performance of these systems is typically characterized statistically.[126][157]
For example, cross fold validation of a neural network can produce different performance metrics depending
on the changing allocation samples of training data on each validation 'fold". For a specific application
under specified operating conditions, a system containing Al technology is evaluated for functional safety

with
obta
A kd
the

eve
actu

Aty

The
four

The
tech

10.

10.3

Asa
incr
that
of t1]
10.3
the

10.3

To i
inpy

ined, for a given input distribution, a statistical confidence interval on a maximum error is detérmi

production data.

If sime events are low probability, but have high impact, it is appropriate‘to increase the-incidence of t
ts in the input data, making the frequency of events in the input propertional to the'risk, rather tharn the

al probability of occurrence.

pical assessment approach is based on the following steps: 3
Nt

analysing the Al technology, e.g. the ML model; \.\',

treating the Al system as a normal mathematical model, but only w,iﬁ}}probabilistic behaviour.

d in Reference [24]. ~K

nologies. \

S

2.

3 Increase the reliability of components cuﬁtaining Al technology
\

.1 Overview of Al component methods<

A

mechanisnis to protect thednput and model data during training and run-time.

N &

2\ Use of robust lea;'ning

mprove robustness against disturbances of noise, device failures and possibly malicious (adversa
ts, several ' methods are used at both testing and learning stages. Possibly applicable techniques incl

Reguladtization is a methodology to mitigate the over-fitting problem, and thus to improve stability.
technique is considered analogous to the methods used in regression fitting, where the weight magni

orTon-zero values in the training loss function is penalised or given a prior distribution. This is gene

| consideration of the statistical distribution of its output. While no hard upper bound for error raLe is

use of this statistical information is'considered ing the justification for Class II and Class Il Al

ed.

y assumption is that these statistics rely on the distribution of testing data being sufficientl§)simil4r to

ese

more flexible the model, the more complicatedits analysis is¢Anexample of a comparable analyqis is

complement to architectural consid,e«r;ﬁons in 10.2, this,clause identifies Al supporting technologi¢s to
pase the reliability.of trained systems when deployed, Subclause 10.3.2 provides examples of metlods
make Al technology less sensitivé-to intended and unintended input data perturbations. Simplificdtion
ained networks‘is a class of methods to remove dormant or unused element of a network in 10.3.3 while
.4 uses attention analysisethods to identify risks in the learnt structures. Subclause 10.3.5 descifibes

rial)
jude:

This
fude
rally

preferred to post training pruning of low valued weights. Alternative methods include structuring the
network to share weights on node connections (e.g. on repeated filter elements in a CNN), i.e. to simplify
the structure of the model. Dropout is often considered good practice to reduce overfitting in DNNs, at
the cost of an additional “dropout rate” hyperparameter. This technique randomly turns off parts of the
network for a small proportion of training. Since the network cannot exclusively rely on a single node
to model a particular data feature, the dropped-out regions do not overspecialize. See References [80],

[103], [104].
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— When the Al system disturbances are predictable (e.g. for hardware errors), fault-aware training that
includes error modelling during neural network training, makes neural networks more resilient to
specific fault models on the device (see Reference [81]).

— Adversarial robust training is a learning method that minimises or limits the worst-case error under
the training data augmented by a model of an attacker’s possible perturbations. The simultaneous
maximization of adversarial perturbation effect and minimization of error leads to the extension
of standard gradient descent training algorithms, (see Reference [105]). Other approaches provide
robustness guarantees for output invariance, e.g. formally proving that no change in classification occurs
when perturbations are within given bounds. See Reference [106]. However, scaling these guarantees to

farge scale and heterogenous NetworKs remains a cnallenge.

— |[Randomization approaches, such as randomized smoothing, provides an efficient equivalent totraining
multiple modes with data augmented with randomized noise, so as to calculate the final result valye to
be a mean with respect to the noise distribution. See Reference [107].

— |Robustness to out of distribution input is also considered for applications subject to limited traiping
data or data drift or concept drift. Data augmentation and enrichment reduces the distances that the Al
system needs to extrapolate from training data. For example, higher performance'is obtained if impges
are translated and rotated in the training data. This richer learning often ha§ €he complementary effect
of increasing robustness. See Reference [108]. 7
~

s . . NS
10.3.3 Optimization and compression technologies Q)
'S

Optimization and compression technologies, such ‘as-quantisatiori0f; parameters and computations|(i.e.

redyction of parameter bandwidth), pruning (i.e. téemoval of less‘#hportant parameters from the mddel)

and|knowledge distillation to simpler surrogate models provide secondary benefits to the system. As

with all modifications to a system, careful@nalysis of the ¥isks of performance loss are undertaken/See
\

Refgrences [133], [134]. NS

S

Redpicing input dimension though non-Al techniques (liftear and nonlinear principal components, clustering,
featire extraction, etc.), risks permanently discarding useful information. A potential alternative, often fised
in modern network designs, is te_employ embed\gﬁlg layers (e.g. conyvolutional layer or low-dimensional [full-
contected nodes). This resultsiin downstream simplification and-also often improves training performgnce.

Simplified models that havea reduced dir\n}nsionality of weights (and perhaps inputs) make training egsier
and|reduce the risk of non—convexity‘(\a:n‘d, this, multiple local minima) in the loss landscape.[124] As [well
as cppacity for convergence improvements, reduced network dimensions intuitively make interpretahility
morg tractable. However, the reduced network dimensions still exceed the capacity to understand| the
fundtion of each parameter in Fefation to its contribution to requirement satisfaction (i.e. its traceability).
Emgrging visualization methods have shown promise, particularly for image classification, but completepess
is npt yet proven (see Reference [110]). Modularising the network is another pragmatic way to help
undgrstand its traceability'and ease verification (including potential to make formal verification approaghes
comjputationally feasible).

Knowledge distilation was originally designed to create simpler surrogates and more computationally

loss|a bute leds to

' ' o 0 3 gprotection
against adversarial attacks, making the change in output smaller for a given input perturbation. This is
achieved by creating probabilistic labels in a first training path with the complex model and then retaining a
simpler model with these "non-crisp” probabilistic labels (see Reference [109]).

Network neuron pruning defends against training-time attacks. One approach to network pruning is
achieved by post-training analysis of the neuron activation with clean inputs, iteratively removing those that
have low activation and retesting. This reduces the risk of operational discovery of unwanted behaviours.
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10.3.4 Attention mechanisms

The aim of the attention mechanism (see Reference [111]) is to improve the prediction performance in
sequence-to-sequence models such as language translation models, speech-to-text converters and image
captioning models. There are several considerations on attention mechanisms:

10.3

Dat3
with
the
mea

Attention mechanism to learn global context: The attention mechanism learns the relationship between
a sequence of features (e.g. words in a sentence) using a weighted combination of all encoded input
vectors. Similarly, in machine vision applications, attention weights learn a global weighting over the
entire image to solve more complex tasks, such as image captioning (see Reference [112]), of which

h 1 4= 1.1 L 4= . de. £ L R ot 11211 1
LUITVUIULIVITIdyT1 S5 Al TIIUL LAdPdUIT. LdLTT, TIHdgT LI dIISTUTITIICTT S [STT N\TITITIHILT 11 1 O ) HdVEC DTTITUTSLI

to capture the context in images without any sequential data (e.g. text) available for training: Lia

especially combinations of sequential and spatial data.

Post-hoc attention maps for sanity checking and feature manipulation: Attention map, also kn
as saliency map (an explanation method used for interpreting the predictions of ENNs) or sensit
map, is a common type of machine learning explanation to point out the most important feature

model debugging. Attention maps are obtained in different-ways, such aS/loecal approximation of
models (see References [114], [115], [116]) using shallow interpretat;]g,‘models. To generate sali
maps for DNNs, various gradient-based (see References{118], [119]) B})nvolution-based (see Refere

described. Note that attention map explanationsare either postéhot or integrated with the network
Reference [123]). \*

Benefits of attention maps: Reviewing/machine learnifigvexplanations has benefits for designer
improve a given model during multiple stages of the maghine learning life cycle. For example, identif]
issues in model structure (see Reference [122]), feattre-based engineering (see References [116], [1]
and training data improvement. Additionally, assufiting that model explanations are consistent with

appropriate level of trust of-autonomous sy%e‘ms.

given prediction. An attention map is a type of local explanation that is limited to individual mEdel

bed
stly,

the attention mechanism is being used as a suitable solution for training models on multi-dothain data,

bwn
vity
ina

predictions, regardless of overall model behaviour, but still suitable for inve§tigating the edge case} for

eep
ENCy
hces

[120], [121]), deconvolution-based and perturbation-based (see Reférence [122]) methods have heen

(see

s to
ying
17])

the

end-user reasoning and understanding of data, human review of attention maps promotes building an

Trainable attention: Trainable attenti%il,r\nechanisms have attention weights that are learned d

prediction performance. Explicit iiman supervision (e.g. gaze tracking) for attention models has
also investigated in Referencg [115] but carries high data annotation costs.

\
Explanation-truthfulnessg.Since model explanations are always incomplete explanations of black

models, the correctpess’and completeness of explanations is greatly influenced by factors like
heuristic technique;input example, and training data size and quality.

.5 Protection of the data and parameters

1 and medel parameters are potentially vulnerable to random and intentional disturbances and
| causes-from hardware failure to data poisoning in adversarial attacks. As with all data used in a sys
usecof data risk assessment and management processes (see Clause 11) helps to drive the proted

ing

training to improve-attention efficiertey. For example,~Reference [114] uses a multiple attention-
estimator module-for different network layers to éncourage more refined attention maps and higher

een

box
the

0SS,
fem,
tion

stres used, with consideration for particular challenges associated with data-intensive Al techno|

logy

(e.g. volume, variety, velocCity, variability).

Information assurance of data used for machine learning is considered by bodies such as National
Institute of Standards and Technology (see for example Reference [140]). Configuration control of data is
maintained throughout model life cycle, including provenance, access rights and quality metrics of the data.
A configuration process similar to ISO 26262-6:2018,[13] Annex C is used. Data information assurance at
run-time and during offline training considers a multitude of properties (integrity, completeness, accuracy,
resolution, etc.), see Reference [141], Section 6.4, which also suggests measures to maintain these properties.
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In addition to data control measures, pre-processing of the input data stream to remove unfeasible input
patterns is a sensible precaution. For example, filters transparent to physical system bandwidth which
remove adversarial noise complements detection mechanisms avoiding out-of-distribution data.

The high computational demands of ML drives developers to use third party high-performance computing
to train a model, where information assurance is a higher risk. It is not sufficient to only mitigate intellectual
property leakage (e.g. encryption, obfuscation of labels and data distribution). Training data manipulation
(poisoning) is designed by an attacker to circumvent local testing, where the network behaves correctly on
normal test data with dormant problems (e.g. neurons not activated by normal training). Complementing
pruning techniques with the (light weight) retraining on a locally protected data source helps reducing the
senditivity to adversarial examples. see Reterence [124].

11 [Processes and methodologies

11.1 General

Frma functional safety point of view, many life cycle issues are common to Al- and/non-Al systems. These
commonalities are described in 11.2. o)

The(level of functional safety a system needs to achieve is independent of whether Al technology is us€d or
not.|The parts of the system built using non-Al software approaches are Highdled with existing functipnal
safety International Standards. The methodology commonly used to de\helop Al models has inherent gaps
from a functional safety International Standards requirement perspeeuve and suitable means to addfress

and|resolve the “gaps” are therefore considered. O

Fungtional safety considers safety throughout the-whole life cycle of a system.

4

11.2 Relationship between Al life cycle and functjo;l‘al safety life cycle

Traditionally the term “lifecycle” has been used for seille'ral objectives. One objective is to provide a defjned
set ¢f processes within a system or“hardware or % oftware life cycle, as well as to facilitate communicdtion
amdngst stakeholders of that life cycle. ISO/1EG;22989:2022 describes a high-level life cycle model of Al
systems while ISO/IEC 5338 defines the lifeicycle processes of Al systems. Software life cycle processes
are flso described in Reference [4]. \: A

An gdditional objective,is to identify, achItles at each phase throughout the whole life cycle to implem¢nt a
certpin level of functional safety. Thisds described in the IEC 61508 series[16]-[19] and other functional s fety
Intefnational Standards. To this énd; the IEC 61508 series defines a functional safety life cycle that includes a
hazjrd and risk analysis phase and an overall functional safety requirements allocation phase, as descrjbed
in the general requirements oF IEC 61508-1[16]. Additional specific requirements are given for hardware in
IEC p1508-2117] and for s@ftware in IEC 61508-3[18],

In this document, theyview is taken that it is reasonable to start from a traditional functional safety life
cycle and to modify,and adapt the functional safety life cycle to take into account Al system-specific ispues
that] affect funetional safety. The hazard and risk analysis phase is based on the [EC 61508 series or other
fundtional safety International Standards, modified to address the Al specific particularities listed in
ISOAIEC 5338l as properties important for functional safety (see Clause 8).

The|IE€ 61508 series and other functional safety International Standards mention the V-model as| the
basis of the Iife cycle, although certain International standards (Including the IEC 61508 seriestortt?] [22]
and IEC 61511-1[201) do recognize that the life cycle or phases are tailored to the specific implementation
technology.

A functional safety life cycle for the development of an Al system is selected during functional safety
planning (see Figure 8).

It is acceptable to tailor the V-model for incremental development models to fit with the Al-specific
particularities, for example as shown in ISO/IEC 5338.[1] Regression validation is used when performing
iterative and incremental development (e.g. iterative learning cycles).
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Figure 8 — Life cycle model tak@ﬁTrom the IEC61508-1:2010, Figure 2
&,

-

11.3 Al phases )

<

An gxample of mappingbetween ISQ/I;EYI;S338[11 and thelEC 61508 series is provided in Annex D.

11.4 Documentation and fiin¢tional safety artefacts

v

Sufffcient information a ‘do‘cumentation for each phase of the functional safety life cycles contribute
subgequent phases and-yerification activities. It includes documenting changes to products and process

Issups’specific to Al-systems include learning processes, data relevance and sufficient documentatig

traiphing, validation*and test data.

11.5 Methodologies

11.5.100verview

s to
S,

n of

This clause describes some of the known methodologies to consider with respect to Al technologies.

11.5.2 Fault models

The concept of fault models is intended to enable systematic and possibly automated analysis of an element’s
behaviour in the presence of faults. The idea of fault models (fault awareness) is to cover the manifold details
of reality by a sufficiently high abstraction level. This applies in particular to the area of machine learning.
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A fault model is a simplifying abstraction of real effects likely to cause errors that is intended to enable a
systematic analysis. Often different effects are covered by one fault. In reality, fault propagation is quite
complex, but frequently different chains of propagation lead to similar errors.

When defined precisely enough, the impact of faults is simulated or analysed manually. By applying the fault
model to all elements, the completeness with respect to the fault model abstraction level is ensured.

To create a fault model, a description and design of the system with the corresponding elements is required.
For each of these elements the failure modes are identified, e.g. by a guide word method such as the HAZOP.

For machine ]Pm‘ning the fn]lm/ving aspectsare relevant to fault models:

— |[Data sets used for training, validation and test;
— |machine learning model;
— |learning process;

— |connection of the machine learning life cycle with the safety life cycle (also consider|performing a Profcess
FMEA).

S
W

W

Nt

’

11.3.3 PFMEA for offline training of Al technology ( \:.\'

Valiflation and verification aspects are discussed in Clause 9,

~
FMHA is applied at the process level, the functional level or the elementolével, for example, it is applied dufring
the pffline training phase of the Al system. Q

S
Pro¢ess FMEA (PFMEA) is used to analyse and eliminate pos’sib]e sources of bias and limitation withiy] the
offline training process (e.g. during ML medel training b&fore deployment phase). Additional methods of
analysis are considered, such as classification FMEA (GEMEA), which is a technique specialized to assess
claspification-based perception (see Reference [79]). &
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Annex A
(informative)

Applicability of IEC 61508-3 to Al technology elements

A1
Thif

mea
with

NOT
eleni

A.2

E

Overview

annex aims to illustrate, as an example, the extent to which and the means whereby the techniques
sures listed in IEC 61508-3:2010[18] Annex A (and the relevant tables from 1EC 61508-3:2010; A

With respect to the classification scheme described in
ents, while Annex B applies for Class Il elements.

Clause 6, this annex applies.to Class [ Al technd

S
W

W

Analysis of applicability of techniques and measures 1n IEC’61508 3:2010

An

~
Tab]:s A.1 to A.19 provide an approach to interpreting-the IEC 61508-3 /Annex B and Annex C tables fof

exes A and B to Al technology elements R\

=

tech

NOT
IEC
indi

E
h1508-3:2010, while the “B.x.x.x”,

nology elements of an Al system that are compliant to current finctional safety International Standd
Y

™)
In Tables A.1 to A.19, the references in the column entitled ‘Technique or measure’ are to the Claus

“C.x.x.x" references in the,second column of each table (with header “}
ate detailed descriptions of techniques or measures givemin n'IEC 61508-7:2010 [22]. Annexes B and C.

and

nnex B
the descriptions from IEC 61508-7:2010 [22]. Annexes B and C) are applied-for the technology elemE
of an Al system that are compliant to current functional safety International Standards.

nts

logy

the
rds.

bS in
ef.”)
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Table A.1 — Interpretation of software safety requirements specification (Reference:
IEC 61508-3:2010, Table A.1)

Technique or measure

Ref.

Interpretation for Al technology ele-

ments

la

Semi-formal methods

Table A.17

1b

Formal methods

B.2.2,C.2.4

There are several research papers work-
ing on this direction, see Reference [142].
Moreover, AADLI2Z] provides formal mod-
elling and semantics. Its use for formal

verification of certain'system behawio
has been documented in literature) su
as[29] and.[30Regarding semi-formal
methods for ML, just about gvery ML
paper uses.semi-formal méthaods to
describe their architecture, in the fory
of block diagrams, layet’descriptions ¢
links and input flowpbehaviour.

e
Ch

nd

Forward traceability between the system safety
requirements and the software safety requirements

A\
\Z,

-

\‘\b

C.2.11

Jyroad), but how to clearly define all pog

For the use cas;independent technolo
elements: applicable as for non-Al syst
elements.fgr the use case dependent
technol elements, in some cases it

diffimtl’t to define a safety requirements

specification for Al model (e.g. the safs
goalis to detect all pedestrian on the

ble use cases for pedestrians, (e.g. a pe
son on a wheelchair). On the other han
IEC TS 62988-11143] and 1EC 61496[144]
for instance define a person detection
function that is decomposed into soft-
ware functions and traced. For instan
certain number of pixels or measurem
samples return a value with a specifie
tolerance. This is used regardless of u

derlying software technology, includigg

Al technology.

gy
em

S

Ce, a
ent
d

-

<
Backward traceability between the qﬁ‘f’éty require-
ments and the perceived safety needs

C.2.11

Applicable for Al system elements as

yell.

Computer-aided specificationﬁe(;ls to support ap-
propriate techniques or measures in Table A.1

B.2.4

Applicable for Al system elements as

Uell.

) &

(O‘
-
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Table A.2 — Interpretation of software design and development -
software architecture design (Reference: IEC 61508-3:2010, Table A.2)

Technique or measure Ref. Interpretation for Al technology elements
Architecture and design feature
1 Fault detection C.3.1 |There are several possible methods for Al fault detec-
tion, for both runtime (inference) and offline (train-
ing), including:
— Checking the operational domain for distributional
shifts;
— Checking for new concepts (e.g. new. (objécts,
different behaviour, new rules);
— Changes occurring.in the world, (domain dififts,
new objects, changing rules).
So it is differentiated between fault-detection during
training and during inference.
2 Error detecting codes C.3.2 |Applicableto Al technology‘elements as well.
3a [|Failure assertion programming C.3.3 |This is possible also for-Al Eechnology elements (seq
Reference [28]). A
3b | |Diverse monitor techniques (with inde- C.3.4 {Thisis possible als«f’fc}r Al technology elements:
pendence between the monitor and the monitor is eithepatraditionally developed mechanism
monitored function in the same computer) or another Al technology (e.g. trained differently or
3c | |Diverse monitor techniques (with separa- C.3.4 1mp_lement1-qg another AI_algorlthm_lc ap.proach); or
tion between the monitor computer and having &N-modular architecture with diverse DNN
the monitored computer) solvingthe same problem and voted.
3d |1Di dund ol tine th C35 Cemsider not only the diversity between the softwafe
tverse EtE un anfc;;, tmplemen 1n§ N " and the Al algorithm, but also the diversity between
same software salety requirements spec- | the data on which ML algorithm is trained.
ification N . : .
- - . To consider also hardware diversity is relevant for
3e ||Functionally diverse redundancy, imple- C@-g software and it includes diversity in lower-level soff-
menting different software safety require- | -3 ware implementation, diversity of compiled instrudg
ments specification . tion, ihstruction execution, etc.
) oy Use.of diverse techniques is further discussed in 10}2.4.
3f ||Backward recovery s \\, C.3.6 (Itisalso used for Al technology in principle (subjec
(W to sufficient storage state space) and increases the
N robustness of an Al result as well since such a methpd-
(\’ ology introduces a kind of redundancy (slight changes
\ in the input vector).
3g ||Stateless software de;sigh {or limited state | C.2.12 |Notappropriate for Al technology elements.
design) -
4a | |Re-try fault recdvery mechanisms C.3.7 |Itis also used for Al technology in principle (subjec
to sufficient storage state space) and increases the
robustness of an Al technology result as well since guch
a methodology introduces a kind of redundancy (slight
changes in the input vector).
4b ||Graceéful degradation C.3.8 |For Al technology elements, graceful degradation igap-
plied in case of a lowered certainty of an output valfie.
5 Artificial intelligence - fault correction C.3.9 |Thisrequirement of the IEC 61508 series is under re-

view for future editions of IEC 61508-3 in line with
work of ISO/IEC JTC 1/ SC 42 / WG 3.

the
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Table A.2 (continued)

Technique or measure Ref. Interpretation for Al technology elements
6 Dynamic reconfiguration C.3.10 |Thisrequirement of the IEC 61508 series is under re-
view for future editions of IEC 61508-3 in line with the
work of I[SO/IEC]JTC 1/ SC 42 / WG3.
There are different considerations based on the spe-
cific Al system element. For example, active learning
being dynamic reconfiguration of weights due to
individual robot learning, while regular updates are
precessanaged:
Modular approach Table A.19 | Applicable to Al technology elements as well.
Use of trusted or verified software ele- C.2.10 |Applicable to Al technology elements as well:
ments (if available) To be noted that verified'software it is ndtneeded fpr
all steps of Al model.development. It isTrelevant for
inference, but not for.data collectiomprocess.
9 Forward traceability between the soft- C.2.11 |Applicable to Al technology elements as well.
ware safety requirements specification
and software architecture o
10 ||Backward traceability between the soft- C.2.11 |Applicable to Al technolo;y elements as well.
ware safety requirements specification o
and software architecture ) \\‘\'
11a| |Structured diagrammatic methods C.2.1 ~}Applicable to AI;t;:Cimology elements as well.
11b| | Semi-formal methods Table-A.17 | Applicable td Al technology elements as well.
11c||Formal design and refinement methods B2.2, ApplichLe t0Al technology elements as well.
C24 A
11d| | Automatic software generation C.4.6 Basi‘c'principle of software development appropriate
also for Al technology elements as well.
12 ||Computer-aided specification and-design B.2.4(Z}Applicable to Al technology elements as well.
tools P
13a| | Cyclic behaviour, with guaranteed maxi- Q.§.11 Applicable toAl technology elements as well.
mum cycle time Q
13b| | Time-triggered architecture o] 1C.3.11 |Applicable to Al technology elements as well.
13c| |Event-driven, with guaranteed maxim’u\m C.3.11 (Applicable to Al technology elements as well.
response time CQ)
14 | |Static resource.allocation o™ C.2.6.3 |Applicable to Al technology elements as well.
15 C.2.6.3 |Applicable to Al technology elements as well. This i$

. - =
Static synchronisation of accessto shared
\}
resources y

) &

O®
=

managed through the associated embedded softwa
(e.g. runtime environment).

e
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Table A.3 — Interpretation of software design and development -
support tools and programming language (Reference: IEC 61508-3:2010, Table A.3)

Technique or measure Ref. Interpretation for Al system technology
elements
Suitable programming language C.4.5 |Those measures are applicable for use case
St v tvped inel Cc4a1 independent elements (e.g. CUDA C++ li-
Tongly typec programming ;anguage braries) while very difficult for the use case
Language subset C4.2 dependent elements (i.e. the models). In
other words, the code running on the target
stifulils-the-ebjective-of thesemeasuyes
that are not applicable for the rest of the¢ Al
system.
4a ||Certified tools and certified translators C4.3 Itis difficult.because CommerciallOff-the-
Shelf (COTS).software is typically involyed.
However, a-distinction is made about
training vs. inference. €9TS like Tensor
Flow are used for model development ahd
training, but TensofRT converts the moflels
into a runtimeéngine for inference and fit is
certified. )
4b ||Tools and translators: increased confidence from use C4.4 This measuj‘e’is considered for Al technflo-
gy deyQéﬁrnent.
A
Table A.4 — Interpretation of software desigrkand development -
detailed design (Reference: IEC 61508;3:'2010, Table A.4)
Technique or measure < Ref. Interpretation for Al system tegh-
\» nology elements
la |[[Structured methods c.21 Also appropriate for Al technology,
1b ||Semi-formal methods K Table A.17. |limited to the software aspects (i.e{the
- . use case independent elements) and
1c [|Formal design and refinementmethods A\ B.2.2, architecture (ML model architectute is
d N C24 usually described using diagrams, don-
2 ||Computer-aided design-tools «& B.3.5 nections, etc. Modular approach is ysed
3 Defensive proerammin N Cos in ML models). Rather not applicable
prog g G = for the data related elements.
4 ||Modular approach CO Table A.19
5 Design and coding standards | _*. 5 C.2.6 Design standards are applicable to Al
X\ Table A.11 |technology elements as well.
6 Structufed programming . C.2.7 F:Odll’lg. standard (white b.ox approach)
AL A is applicable for use case independdnt
Y, elements (e.g. CUDA C++ libraries)
while very difficult for the use case
dependent elements (i.e. the modelg).
7 || Use of trusted-er verified software elements (if avail- C.2.10 Applicable to Al technology elements
able) as well.
8 Forward traceability between the software safety C.2.11 Applicable to Al technology elements

reguirements specification and software design

as well.
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Table A.5 — Interpretation of software design and development -
software module testing and integration (Reference: IEC 61508-3:2010, Table A.5)

Technique or measure Ref. Interpretation for Al system technol-
ogy elements
1 Probabilistic testing C.5.1 Applicable to Al technology elements as
well.
Al technology learns by available data:
given that it is obvious that data are
suitable for the desired task (in terms of
arrournt ard distribution):
Attributes include:
— definition-of target probability;
— definition of test\set used| for
measuring the actual probability;
—  systematic,specification of the[test
set (aiming) for completenesg to
achievethe desired task, but plso
considering unintended behavigur).
2 Dynamic analysis and testing B.6.5 Applicaﬁlé to Al technology elementf as
Table A12  |well\™
3 Data recording and analysis C.5.2 Applicable to Al technology elementf
< (Jas'well. Scope for Al: Data Engineerihg
U (e.g. Setup, Management, Specificatipn
A~ of Training, Validation and Test Dat4
QW sets)
4 Functional and black box testing \\8.5.1 Applicable to Al technology elementf as
<Y B.5.2 well.
40 “Table A.13
5 Performance testing ¢ ™ Table A.16. | |Applicable to Al technology elementf as
Q well.
6 Model based testing N C.5.27 Applicable to Al technology elementk as
& well.
7 Interface testing \';\~ C.5.3 Applicable to Al technology elementk as
CQ) well.
8 Test management and automation tools C.4.7 Applicable to Al technology elementk as
N well.
9 Forward traceability be~tv§'een the software design C.211 Applicable to Al technology elementk as
specification and the'module and integration test well.
specifications <
10 C.5.12 Some level is possible, but hardly pogsi-

Formal verification

ble for the whole Al system.
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Table A.6 — Interpretation of programmable electronics integration (hardware and software)
(Reference: IEC 61508-3:2010, Table A.6)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements
1 Functional and black box testing B.5.1 Applicable to Al technology elements as
B.5.2 well.
Table A.13
2 Performance testing Table A.16 |Applicable to Al technology elements as
well.
3 Forward traceability between the system and C.2.11 Applicable to Al technology elements 4s
software design requirements for hardware and well.
software integration and the hardware and software
integration test specifications

Table A.7 — Interpretation of software aspects of system safety validation (Reference:
IEC 61508-3:2010, Table A.7)

Technique or measure Ref. Interpretation-for Al system technglo-
“\gy elements
Probabilistic testing €51 See Tablerp.é, row 1.
Process simulation (.5.18 Applmé’bfe to Al technology elements gs
wel; T
3 Modelling Table A.15 .Af)’plicable to Al technology elements gs
/ Swell.
4 Functional and black box testing B,5.1)" | Applicable to Al technology elements gs
B:5.2 well.
Table A.13
5 Forward traceability between the software safety ¢, C.2.11 Applicable to Al technology elements 4s
requirements specification and the software safety: N well.
validation plan R
6 Backward traceability between the software sgfety C.2.11 Applicable to Al technology elements gs
validation plan and the software safety rqqu?rements well.
specification t\ )
t "‘
N
y
A"
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Table A.8 — Interpretation of modification (Reference: IEC 61508-3:2010, Table A.8)

Technique or measure

Ref.

Interpretation for Al system technology
elements

Impact analysis

C.5.23

Applicable to Al technology elements as
well.

Addition: Impact analysis considers the ap-
plicability of an Al element in the operating
context to which it is integrated.

Change management planning considers all

foreseeabie trigger eVents that can impiy a
change, such as explicitly planned contiIu-
ous changes, changes due to detected’anom-
alies, or changes due to aging of-demand;s.
Since changesare already foreseen duripg
development, change management is ex-
plicitly considered in the-safety plannin
already (e.g. by defining-a model change
protocol and defining the actions to be per-
formed in suchacase).

Events thatean trigger change are also
considereds~4

Al

Reverify changed software module

C.5.23

Applica’s}fe\to Al technology elements as
well

Reverify affected software modules

C.5.23

&pp\Iicable to Al technology elements as
ell.

4a

Revalidate complete system

Table A7

Also appropriate for Al technology elempnts
as well depending on the impact of a chajnge.

4b

Regression validation

N
(0:5.25

Applicable to Al technology elements as
well.

. . N
Software configuration management “

W

\

C.5.24

Applicable to Al technology elements as
well.

: : \*
Data recording and analysis \

S

C.5.2

Applicable to Al technology elements as
well.

Forward traceability. between the Software safety
requirements specification and tt'le software modi-
fication plan (including reverificatién and revalida-

tion) N

C.211

Applicable to Al technology elements as
well.

Backward traceability betyve\e;l the software modi-
fication plan (including keyerification and revalida-
tion)and the softwai safety requirements specifi-
cation b

C.211

Applicable to Al technology elements as
well.
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Table A.9 — Interpretation of software verification (Reference: IEC 61508-3:2010, Table A.9)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements

Formal proof C.5.12 Some level is possible, but hardly possible
for the whole Al application (due to the
size of executable code, formal analysis
works only for portions of the code)

Animation of specification and design C.5.26 Applicable to Al technology elements as
well.

Static analysis B.6.4 Those measures are applicable for us

Table A.18 |case independentelements (e.g. CUD
Dynamic analysis and testing B.6.5 C++ libraries) while it can be more diffi-
Table A.12 |cultfor thewse case dependent Elements
' (i.e. the models). The expressiveness if

not the.same as in traditional code.

Forward traceability between the software design C.2.11 Applicable to Al teghfivlogy elements as

specification and the software verification (includ- well.

ing data verification) plan o}

Backward traceability between the software ver- C.2:.11 Applicable to'Al technology elements fis

ification (including data verification) plan and the well. /A

software design specification A

Offline numerical analysis C.2.13 Ap};lieable to Al technology elements §s

well.

Table A.10 — Interpretation of functional safety assessfent (Reference: IEC 61508-3:2010,

Table A.10)$)
\S

-

<

Technique or measure <0 Ref. Interpretation for Al system technéglo-
1Gs) gy elements
Checklists ™ B.2.5 Applicable to Al technology componer]ts
\/\ as well, specialities of Al are addressed
Decision tables and truth-tables R N C.6.1 Applicable to Al technology elements as
O well.
Failure analysis ~‘f Table A.14 |Applicable to Al technology elements fs
y :.\\ well.
Common cause failure analysis of diverse software (if C.6.3 Also appropriate for Al on system levdl.
diverse software is actually qéiad)
Reliability block diagrant ¢ C.6.4 Applicable to Al technology elements as
AL ) well.
Forward traceability)between the requirements of C.2.11 Applicable to Al technology elements as

Clause 8 and thelplan for software functional safety
assessment

well.
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Table A.11 — Interpretation of design and coding standards (Reference: IEC 61508-3:2010,

Table B.1)
Technique or measure Ref. Interpretation for Al system technolo-
gy elements
Use of coding standard to reduce likelihood of errors C.2.6.2 |These measures are applicable for use
No d ic obiect Cc2.6.3 |caseindependentelements (e.g. CUDA C++
° ynam%c ° ]ec > libraries) while very difficult for the use
3a_ |No dynamic variables C.2.6.3 |case dependent elements (i.e. the models).
3b |Online checking of the installation of dynamic varia- C.2.6.4 |Furthermore, some of the IEC 61508-3
btes TequiTenents {e.g-2; 37, 3b)aresome-
4 Limited use of interrupts C.2.6.5 |times not suitablefor stete-of—lthe-ar.t
— - software development like object-eriented
5 Limited use of pointers C.2.6.6 programming languages.
6 Limited use of recursion C.2.6.7
7 No unstructured control flow in programs in higher C.2.6.2
level languages
8 No automatic type conversion C.2.6.2

Table A.12 — Interpretation of dynamic analysis and testing (Reference 1EC 61508-3: 2010,
\2

Table B.2) o
ARV
Technique or measure Ref lnterl;}etatlon for Al system technolpgy
N I elements
1 Test case execution from boundary value analysis$ C.5.4 , ‘{Applicable to Al technology elements as
o well.
2 Test case execution from error guessing C&:5" |Applicable to Al technology elements ag
» well.
3 Test case execution from error seeding “C.5.6 |Applicable to Al technology elements a$
& well.
4 Test case execution from model=based test case &enf C.5.27 JApplicable to Al technology elements as
eration < well.
5 Performance modelling o\ C.5.20 - |Applicable to Al technology elements as
‘ O well.
6 Equivalence classes and input partit‘igh“testing C.5.7 Applicable to Al technology elements as
e well.
7a ||Structural test coverage (entr¥p01nts) 100 % C.5.8 Those measures are applicable for use
7b ||Structural test coverage (stat\ements) 100 % c.5.8 |caseindependent elements (e.g. CUDA Gr+
libraries) as also for the code describing
7c ||Structural test coveragei(branches) 100 % C.5.8 the model, even if the expressiveness is jpot
7d ||Structural test coverage - modified conditions and C.5.8 |the same as in traditional code. Howeve,

decisions, (Modified condition/decision coverage -
MC/DC) 100 %

it can be difficult to achieve adequate t¢
coverage of the input space.
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Table A.13 — Interpretation of functional and black box testing (Reference: IEC 61508-3:2010,

Table B.3)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Test case execution from cause consequence diagrams | B.6.6.2 |Applicable to Al technology elements as
well.
2 Test case execution from model-based test case gener- C.5.27 |Applicable to Al technology elements as
ation well.
3 Prototyping or animation C517 |Applicableto Altechnology elements as
well.
4 Equivalence classes and input partition testing, includ- | C.5.7 C.5.4 | Applicable to Al'technology eleménts afs
ing boundary value analysis well.
5 Process simulation C.5.18 |Applicable to Al technologyeléments ajs
well.
Table A.14 — Interpretation of failure analysis (Reference:IEC 61508-3:2010, Table B.4)
Technique or measure Ref Interpretation for Al system technolqgy
[y elements
la [|Cause consequence diagrams B.6.6.2 Applicab{et’o Al technology elements as
1b |[Event tree analysis B6.6.3 well_. Fa?]\_Jre analyses also considers datg
engineering aspects.
Fault tree analysis B.6.6.5 4 >
Software functional failure analysis B.6.6.4 ¢, L
Q)
Table A.15 — Interpretation of modelling (Reference: IEC 61508-3:2010, Table B.5)
Y
Technique or measure _“"Ref Interpretation for Al system technglo-
o Ny gy elements
1 Data flow diagrams \ ) C.2.2 Applicable to Al technology elements as
< well.
2a [|Finite state machines S B.2.3.2 Applicable to Al technology elements als
h well.
2b ||Formal methods X \\' B.2:2,C.2.4 |Applicable to Al technology elements as
W well.
2c || Time Petrinets > ) B.2.3.3 Applicable to Al technology elements as
N\ well.
3 Performance modelli}g ‘e C.5.20 Applicable to Al technology elements als
) well.
4 Prototyping or animation C.5.17 Applicable to Al technology elements as
well.
5 Structure di@grams C.2.3 Applicable to Al technology elements as
well.
Tablef/A.16 — Interpretation of performance testing (Reference: IEC 61508-3:2010, Table B.6)
Techmique or measure Ref imterpretatiom for AT systenrtechmolo-
gy elements
1 Avalanche or stress testing C.5.21 |Applicable to Al technology elements as
well.
2 Response timings and memory constraints C.5.22 |Applicable to Al technology elements as
well.
3 Performance requirements C.5.19 |Applicable to Al technology elements as
well.
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Table A.17 — Interpretation of semi-formal methods (Reference: IEC 61508-3:2010, Table B.7)

Technique or measure Ref Interpretation for Al system technolo-
gy elements

1 Logic or function block diagrams See IEC |Applicable to Al technology elements as

61508- |well.
3:2010,

Table B.7
Note 1

2 Sequence diagrams see [EC |Applicable to Al technology elements as

61508 |well.
3:2010,

Table B.7
Note 1

3 Data flow diagrams C.2.2 Applicable-to Al technolegy€elementsjas

well.

4a | |Finite state machines or state transition diagrams B.2.3.2 |Applicable to Al technology elementsfas

well.

4b ||Time Petri nets B.2.3.3™. |Applicable to‘AlFtechnology elementsjas

well. )

5 Entity-relationship-attribute data models B.24.4 |Applicable fo Al technology elementsfas

wellg

6 Message sequence charts C.2.14  |Applicable to Al technology elementsjas

well.

7 Decision tables or truth tables c.6.r, > Applicable to Al technology elements|as

K8 well.
8 Unified Modelling Language (UML) (3,12 Applicable to Al technology elements|as
\ Y well.
2.
Table A.18 — Interpretation of static ana}ys}s (Reference:1EC 61508-3:2010, Table B.8)
LY
Technique or measure & Ref Interpretation for Al system technglo-
o gy elements
1 Boundary value analysis ‘\ ) C.5:4 Those measures are applicable for use
2 Checklists X B2.5S case independent elements (e.g. CUDA C++
_ —- — libraries) as well as for the code descrip-

3 [|Control flow analysis . C.5.9 ing the model, even if the expressivenelss

4 Data flow analysis (§~ C.5.10 is not the same as in traditional code.

] However, it can be difficult to achieve gde-

5 Error guessing h C.5.5 X

= quate test coverage of the input space.
6a ||Formalinspections, ificluding specific criteria C.5.14
6b JfWalk-through (software) C.5.15
Symbolic exectition C.5.11
Design review C.5.16 Applicable to Al technology elements as
well.

9 Static analysis of run time error behaviour B.2.2,C.2.4 Those measures are applicable for use
case independent elements (e.g. CUDA C++
libraries) as well as for the code descrip-
ing the model, even iI the expressiveness
is not the same as in traditional code.
However, it can be difficult to achieve ade-
quate test coverage of the input space.

10 |Worst-case execution time analysis C.5.20 Applicable to Al technology elements as

well.
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Table A.19 — Interpretation of modular approach (Reference: IEC 61508-3:2010, Table B.9)

Technique or measure

Ref

gy elements

Interpretation for Al system technolo-

Software module size limit

C.29

Those measures are applicable for use

Software complexity control

C.5.13

Information hiding or encapsulation

C.2.8

Dlw(Nn|R

Parameter number limit, fixed number of subprogram

parameters

C.29

case independent elements (e.g. CUDA C++
libraries) as well as for the code describing
the model, even if the expressiveness is
not the same as in traditional code. How-
ever, it can be difficult to achieve adequate

re

One entry one exit point in subroutines and functions

C.29

test coverage ofthe innut snace Softws
5 ) i i

size (considering number of code lines]
is not the criteria.but rather a number
parameters; such as a limited fumber

neural network nodes or of ¢onnection
layers. Complexity is redefined for ML,
is combined with size, ox, types of conn
tivity.between layers,since DNNs do n
typically have brahching statements.

Df
hf

S or
It
ec-
Dt

Fully defined interface

C.2.9

Applicable to Altechnology elements a
well. \

2]

PN
X
)
N

C
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Annex B
(informative)

Examples of applying the three-stage realization principle

B.1
Thif

B.2

Thel|example described in this clause is an automotive system comprising two layers-

— |the mission layer, is responsible for perceiving the environment, taking dec151ons including plan
routes and commanding actuation including steering, braking; \P
NS

— [the protection layer, which provides safety functions such as 1dent}fy1ng conditions under whic
?

Overview

Example for an automotive use case

execute a protective stop or brake command. N

NOT[E 1 The mission layer is referred to as the “item” using ISO 26262-@ terminology or the “EUC control sysgem”

using IEC 61508-4[1% terminology. The protection-layer is referreéd to as the part of the system guaranteeing

“safd

Itis
basg

Aty

NOT
func

ty goal” using ISO 26262-1 terminology or the "safety-relate\d system” using IEC 61508-4 terminology.

N
assumed that the system includes cameras and the rélated data are processed by a perception algorithm
d on deep learning (DL) algorithm like a DNN. An &ample of this type of DNN is DriveNet[21],

pical representation of this system is shown&ﬁ Flgure B.1

————f

- - -

\
\
[
=4
{Radar, o :
il —, {Radar, Lidar} Perception

Figure B.1 — Example of an automotive system

Planning &
Control

Fusion Actuation

~e——m—e

tions and related monitors.

The

not in scope.

The

ont

Al technology used in this system is considered of a Usage Level Al as described in 6.2, because it is
used in a safety relevant E/E/PE system and automated decision-making of the Al system is p0551ble. Based

he principles described in Clause 8, the following properties are identified for this use case:

Specifiability: How to specify pedestrian appearance in an image?
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annex describes non-exhaustive examples on how to apply the classification scheme described in
Clayse 6 and the three-stage realization principle described in Clause 7.

hing

h to

b the

FE 2 In\Figure B.1 light grey boxes represent sensing inputs, actuators; dark grey represent perception related

scope of the example is limited to the area outlined by the dashed line in Figure B.1, i.e. the carhera
perception DNN, the related sensing path (i.e. the camera) and related monitors. The other perception paths
(lidar, radar) that is involved in the system, the related fusion and the planning and actuation functions are
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Interpretability: How to get insight into design?
Generalization: Can the DNN interpolate across input domain?
Domain shift: Is the DNN operating in training data domain?

Robustness-safeness: Can small perturbations (malicious or not) change output?

Diversity: What does diversity mean in the context of DL and how to ensure that diversity is sufficient

(e.g. different DL architectures, different training data sets)?

The

Lonfidence: How to consider confidence levels 1n the context oI DLY

be properties are mapped to the three stages of the realization principle as shown in Table B.1

Table B.1 — Mapping of properties to the realization principle stages

Acquisition from inputs Knowledge induction Procéssing and genera-
and data from training data and tion of outputs
human knewledge
Sperifiability - X e X
Intgrpretability - - A X
Gerleralization - - ) Q’\' X
Dorhain shift - X [ // X
RoHhustness-safeness X o : X
Diversity X X X
Conffidence - QY - X
N
The[Al technology used in this system.is considered of‘a C]‘ass II, because, as shown in Table B.2, it is|still

POS3
to U
outl

ible to identify a set of available methods and techfiques satisfying the properties (e.g. it is still pos

bible

se certain compensation methods of verification and validation), so that the Al technology mjeets

ned criteria and the development follows suié&ble processes.

Table B.2 provides an example of the analysis of the properties.in the applicable stages of the three-s

real
thos

zation principle, and identifies the top{s the KPIs and the available techniques and measures to sa
e properties. O

tage
[isfy
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Table B.2 — Example property analysis

Stage: knowledge induction from training data and human knowledge
Desirable property: Specifiability

Topic Details KPI

Available methods with
references

— amount of data.
— data set coverage.

— type of data needed (eg.| data set distribution.

object classes, object
spefification of data —defmnition,  weather | oyvample:  the data  set
the fata set conditions, geographic contains images acquired for

domain, background scene). different road types during

differing weather conditions
and the data acquisition
takes place during daytime.

— division of data between
training, validation and

testing. — manual curation.

— labellingquality distribution.|__ active learning.

— example: the™ road Ilane| /¢

— data annotation. ] Q.
boundaries/ are marked

Lification of | — treatment of  occluded pixel by pixel. Each image}/
iSpbe lll_lCa 10{1_ 0 objects. is annotated by \two
abgiling poficy independent annoféstors
— number of annotators The ~“amount of 10 % of
annotating the same data. fandomly selectéd data are
additionally annétated by a
third annotatbr.
\» ’
= A
B.3| Example for a robotics use case <
2.
Thelexample described in this clause’is an autonoméus mobile platform that transports materials arounid an
indystrial warehouse. .(\
The

The

rob¢t (type B) undef’ANSI/RIA R15.08-1[146],

The
only
eacH

A si

system is separated between applicati{n and safety domain:

The application domain includes w1réless communication with the fleet management system to red
tasks and updates,-and local op= dev1ce software for-carrying out the tasks (localization, naviga

mapping). ) =

N
The safety. domain prov1des safety functions such as emergency stop, protective stop, speed limit3
and muting. S
N

overall system is dlassified as a driverless industrial truck under ISO 3691-4[145] and industrial m

scope of the example is limited to the implementation of the protective stop safety function, as this i
safety function that utilizes machine learning. It is assumed that each safety function is independe
otheryand that the application domain is isolated from the safety domain.

nphfled representatlon of this system, limited to the components relevant to the protectlve stop s4

f L fal Jd 1 L. LA | 1
url(,uuu, lD SIIUVV I lll l léulc IJ L GAIIITT d STIISUI S dlI'Uuliu tIItT lUUUL lJl UVIUCT uuasco LU d liculdl llCLV\/

eive
[ion,

tion

bile

the
ht of

fety
ork,

which produces a depth image. The depth image is converted into a 3D view of the scene. A check is made to
see if a safety violation occurs. If so, a protective stop output is sent to the motor. While additional sensors
are shown on the robot, it is assumed the safety function is implemented on each sensor independently
(rather than a “system of systems”).
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Industrial mobile robot
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Protective stop output

! Depth network
E—
RGB images Depth image 3D view N Saf.ety zone
D violation
A
T
\}’ N4 Safety parameters
A
Figure B.2 — Example ofindustrial m\ol)i{e robot

<

Y
software components in dark grey with bold black outline (i.e. depth network and depth im
esents logic and outputs directly produced by the machinielearning model. All other components in
hot within the scope of this document because theyds'yalidated using existing International Standz
dark grey components are considered Usage Level/A1 as described in 6.2, since they are used in a s
yant E/E/PE system and automated decision-malgﬁ)g of the Al is possible.

Ay
bd on the principles described in Clause 8, théproperties addressed by the Al components are:

Specifiability: What.are the requiremeqt»s of the network? How do those requirements map to exig
International Standards for safety sensors, such as-JEC 61496-11144] and IEC TS 62998-1[1431?
constitutes the training images fofithe neural network, how are those images mapped to the operd
environment2.How many images;-across different classes, are sufficient for training?

)
) &

training?

existing Internatignal Standards for safety sensors, such as IEC 61496-1[144] and IEC TS 62998-1[143

RobustnessfHow robust is the neural network to perturbation of the input data due to different ca
(hardwareyenvironmental factors, operational changes, ageing, etc.)?

Interpretability: Are the results produced by the network understandable? Do the produced res
correspond to the expected results, as defined by the safety requirements?

age)
prey
rds.
fety

ting
hat
ting

Domain -shift: What if the iI\éployment environment is different from the environment used during

(O -
Verifiability: Howds, the neural network performance assessed? How does this assessment map to

-~

l1Ses

ults

Transparency: Are the components that make up the machine learning model understood? Is there a

reason for design choices? Do those choices map to input requirements?

Table B.3 maps the properties to the three-stage realization principle of Clause 7.
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