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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are de
in the[[SO/TEC DiTectives, Part 1. In particular, the different approval criteria needed for the differer
of dodqument should be noted. This document was drafted in accordance with the editorial rules of thie

[SO anpd IEC draw attention to the possibility that the implementation of this document‘may involye the
| (@) patent(s). ISO and IEC take no position concerning the evidence, validity orcapplicability pf any
claimgd patent rights in respect thereof. As of the date of publication of this document, JSO and IEC had not
receivied notice of (a) patent(s) which may be required to implement this document‘However, implemgnters
qutioned that this may not represent the latest information, which may be obtained from the patent
databpse available at www.iso.org/patents and https://patents.iec.ch. ISQ@,and IEC shall not b¢ held
respofisible for identifying any or all such patent rights.

Any tfade name used in this document is information given for the“Convenience of users and dogs not
constitute an endorsement.

For ar] explanation of the voluntary nature of standards, the meaning of ISO specific terms and exprefssions
related to conformity assessment, as well as information ‘@bout ISO's adherence to the World [Trade
Organjization (WTO) principles in the Technical Barriers to, Trade (TBT) see www.iso.org/iso/foreword.html.
In the[lEC, see www.iec.ch/understanding-standards.

This document was prepared by Technical Committee"ISO/IEC JTC1, Information technology, Subcommittee
SC 7, Joftware and systems engineering.

Any feedback or questions on this documiént should be directed to the user’s national starjdards
body.| A complete listing of these ‘bodies can be found at www.iso.org/members.htm| and
wwwi.iec.ch/national-committees.
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Introduction

This document provides a specification for mapping the ISO/IEC/IEEE 12207 life cycle processes to the
ISO/IEC 33020 process attributes with the intent of demonstrating support for the levels 1 to 3 of the
ISO/IEC 33020 process capability measurement framework.

This document is primarily addressed to developers of process assessment models for the process quality
characteristic of process capability. It is also addressed to the lead assessor and other stakeholders, such as
the sponsor of the assessment, who need to be assured that the requirements of the ISO/IEC 33020 process
measurement framework have been met.
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Clause 4 provides a summary description of the relationship between the ISO/IEC 33020 p

Ahnex A extends the summary mapping in Clause 4 by providing details of the relationship be

b¢tween the process attribute outcomes of ISO/IEC 33020 and the ISO/IEC/IEEE 12207 life cycle p
ojitcomes.

n this document:

tribute outcomes and the ISO/IEC/IEEE 12207 life cycle processes.

e process attribute outcomes and the life cycle process outcomes. Links tojthe information
ted in Annex C are identified. These details are provided for validating by inSpection the relatio

hnex B focuses on the relationships between the generic practices@ssociated with ISO/IEC 3302
e task descriptions of ISO/IEC/IEEE 12207. These model elemerits‘are linked via the informatio
aracteristics listed in Annex C.

hnex C provides a listing of the applicable information itetns’and their characteristics.

hnex D provides an overview of the key concerns arising from the application of ISO/IEC/IEEE
hen attempting to demonstrate objective relationships between process model elements.
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Technical Report ISO/IEC TR 33022:2024(en)

Information technology — Process assessment — Application
of ISO/IEC/IEEE 12207 processes to the ISO/IEC 33020
process capability measurement scale

1 Sc¢ope

This document provides a specification for associating the life cycle processes of ISO/IEC/IEEE) 1220} with
the prpcess attribute outcomes of ISO/IEC 33020 with the intent of demonstrating support for|levels 1 to 3 of
the prjpcess capability measurement scale defined in ISO/IEC 33020.

2 l\:rrmative references

The fdllowing documents are referred to in the text in such a way that some or@l]of their content constitutes
requifements of this document. For dated references, only the edition cited-applies. For undated referjences,
the lagest edition of the referenced document (including any amendments);applies.

ISO/IHC 33001, Information technology — Process assessment — Concépts and terminology

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 33001 apply.

[SO arld IEC maintain terminology databases for use in‘standardization at the following addresses:

— 190 Online browsing platform: available at https://www.iso.org/obp

— IHC Electropedia: available at https://www.electropedia.org/

4 Cpntent of the process capability measurement framework

4.1 [General

In ISOY/IEC 33020:2019, @lause 5, the relationship between process attributes and process capability|levels
is des¢ribed.

Procefs capability‘isdefined in ISO/IEC 33020:2019, Clause 5 on a six-point ordinal scale that enables process
capabjlity to he~dssessed from the bottom of the scale, 'incomplete’, through to the top end of the|scale,
'innovjating'.<Ihé scale represents increasing capability of an implemented process, from failing to afhieve
the prpcess\purpose through to continually improving and able to respond to process change.

The relatio o between the pro apability levels and the process—a bute O able 1. In
addition, a summary view is presented of the relationship of the process attributes to the life cycle processes

associated with ISO/IEC/IEEE 12207.

Two processes from ISO/IEC/IEEE 12207 do not appear in the list in Table 1, namely, the acquisition and
decision management processes. These outcomes of these processes do not have any discernible relationships
to the process attribute outcomes of ISO/IEC 33020.

Certain ISO/IEC/IEEE 12207 processes have been partitioned into sub processes, namely life cycle model
management, infrastructure management, human resource management, knowledge management, quality
management, measurement and quality assurance. This action has been taken to address outcomes in the
basic processes that deal with firstly, establishment concerns, and secondly, performance (or operational)

© ISO/IEC 2024 - All rights reserved
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concerns. The 'establishment’ outcomes of these sub processes are mapped to ISO/IEC 33020:2019 PA
3.1 concerns. The 'performance’ concerns of the sub processes are mapped to either PA 3.2 or PA 3.3, as

appropriate.

As an example, with reference to ISO/IEC/IEEE 12207:2017, 6.2.1, life cycle model management, the basic
and sub process outcomes are presented in Table 1.

Table 1 — ISO/IEC/IEEE 12207:2017, 6.2.1, life cycle model management

Basic process outcomes

Sub process: Establish

Sub process: Perform

a) Organizational policies and procedures for the

a) Organizational policies and procedures for

managgment and deployment of life cycle models
and prdcesses are established.

the management and deployment of life cycle
models and processes are established.

b) Respnsibility, accountability, and authority

b) Responsibility, accountability, and authori-

provemnients are implemented.

within |ife cycle policies, processes, models, and ty within life cycle policies, processes, models,

procedfires are defined. and procedures are defined.

¢) Life dycle models and processes for use by the c) Life cycle models and processes for use
organiZation are assessed. by the organization are assessed.

d) Priofitized process, model, and procedure im- d) PrioritiZed process, model, and proce-

dure improvements are implement

ed.

The ligt of ISO/IEC/IEEE 12207 processes that have been mapped as sub procé€sses is presented in Tal

Table 2 — ISO/IEC/IEEE 12207 processes mapped as)sub processes

le 2.

Basif process Basic processes Sub process refer- Sub processes
refgrence in ence in ISO/IEC/
ISO/JEC/IEEE IEEE 12207:2017
12207:2017
b.2.1 Life cycle model management 6.2.1.1 Life cycle model management: Establish
6.2.1.2 Life cycle model management: Assess and improve
b.2.2 Infrastructure management 6.2.2.1 Infrastructure management: Establish
6.2.2:2 Infrastructure management: Maintain
b.2.4 Human resource management 6:2.4.1 Human resource management: Establish
6.2.4.2 Human resource management: Perform
b.2.5 Quality management 6.2.5.1 Quality management: Establish
6.2.5.2 Quality management: Perform
b.2.6 Knowledge management 6.2.6.1 Knowledge management: Establish
6.2.6.2 Knowledge management: Share and manage
b.3.7 Measurenent 6.3.7.1 Measurement: Establish
6.3.7.2 Measurement: Perform
b.3.8 Quality assurance 6.3.8.1 Quality assurance: Establish
6.3.8.2 Quality assurance: Perform

The shmmary relationship between the ISO/IEC/IEEE 12207 processes and the ISO/IEC 33020 p

capabijlity levels is presented in Table 3.

rocess

© ISO/IEC 2024 - All rights reserved
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Table 3 — Relationship between the ISO/IEC 33020 process capability levels and process attributes,
and the ISO/IEC/IEEE 12207 life cycle processes

Process ISO/IEC 33020:2019 process Reference in ISO/IEC/IEEE 12207:2017 life cycle processes
Capability attribute outcomes ISO/IEC/IEEE
Level 12207:2017
1 5.2.3.2 PA 1.1 Process perfor- 6.4 The processes in this group are typically identified in the assessment
mance process attribute scope. The processes ISO/IEC/IEEE 12207:2017, 6.4 are likely candi-
dates.
2 5.2.4.2 PA 2.1 Performance man- 6.3.1 Project planning
agementprocess attribute 6.3.2 Project assessment and control
634 Riskmanagement
3 5.2.4.3 PA 2.2 Documented in- 6.3.5 Configuration management
formation management process 63.6 Inf .
attribute 3. nformation management
3 5.2.5.2 PA 3.1 Process definition 6.2.1.1 Life cycle model management: Establish
process attribute 6.2.2.1 Infrastructure management: Establish
6.2.4.1 Human resource management: Establish
6.2.5.1 Quality management: Establish
6.2.6.1 Knowledge management: Establish
6.3.7.1 Measurement: Establish
6.3.8.1 Quality assurance: Establish
3 5.2.5.3 PA 3.2 Process deploy- 6.2.1.2 Life cycle model management: Assess and improve
ment process attribute o
6.2.2.2 Infrastructure manageément: Maintain
6.2.3 Portfolio management
6.2.4.2 Human res@urcé management: Perform
6.2.6.2 Knowledge management: Share and manage
3 5.2.5.4 PA 3.3 Process assurance 6.2.5.2 Quality»management: Perform
process attribute 6.3.7.2 Measurement: Perform
6.3.8.2 Quality assurance: Perform

4.2 Relationships between model elements

The rdtionale for the selection of the ISO/AIEC/IEEE 12207 life cycle processes and their associations with the

ISO/IHC 33020 process attribute outcomes can be found in Annexes A and B.

Anney A elaborates the summary-mapping in Clause 4 by providing extended details of the relatignship
betwden the ISO/IEC 33020 process attribute outcomes and the ISO/IEC/IEEE 12207 life cycle process
outcomes. Links to the information items described in Annex C are provided in a summary format. Thg level
of detjil provides the basisfer validation by inspecting the relationships between the ISO/IEC 33020 process

attribfite outcomes and the ISO/IEC/IEEE 12207 life cycle process outcomes.

Anney B focuses/-0n the relationships between the ISO/IEC 33020 generic practices anfl the
ISO/IRC/IEEE 12207 activity/task descriptions. These model elements are linked via the information item
charag¢teristics,\as listed in Annex C.

© ISO/IEC 2024 - All rights reserved
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Annex A
(informative)

Associations between the ISO/IEC 33020 process attribute outcomes,
ISO/IEC/IEEE 12207 life cycle process outcomes and information items

A1l

This 4
[SO/IH
item d

A.2
IEEE

General

C/IEEE 12207 life cycle process outcomes. The model outcomes are linked by applicablé infor
haracteristics, as described in Annex D.

Associations between the ISO/IEC 33020 process attribute outcomes, ISO/IE
12207 life cycle processes and information items

Inforn
and t
indic

Table
ISO/IH

hation item characteristics provide the link between the ISO/IEC 33020 process attribute out
e ISO/IEC/IEEE 12207 life cycle process outcomes. Each linked-information item in Table
ed by its reference label and name, and the reference number of the characteristic.

[A.1 provides the basis for a detailed validation by inSpection of the associations betwesg

Table A.1 — Associations between the ISO/IEC 33020 process attribute outcomes,
ISO/IEC/IEEE 12207 life cycle process outcomes and information item characteristics

nnex describes the relationships between the ISO/IEC 33020 process attribute outcomes apd the

nation

C/

comes
A.l is

n the

C 33020 process attribute outcomes and ISO/IEC/IEEE 12207 life cycle process outcomes in
accordance with ISO/IEC/IEEE 24774:2021, Annex B model. mapping considerations.

ISOJIEC Description ISO/IEC/IEEE Description ISO/IEC/IEHE
3302(0:2019 12207:2017 12207:201Y
profess
attribute
outcpmes
5.2|3.2 PA 1.1 Process performance 6.1.2 Supply 03-23 Request for propos-
process attribute 1) An acquirer for a product or service is al (RFP)
1) the process achieves itsdex identified. 3)
fined process outcomes: 04-28 Supply strjtegy
3)
6.1.2 Supply 03-24 Response §o RFP
2) Aresponse to the acquirer's request is 2)
produced. 08-65 RFP acquisifion re-
quirements review record
2)
6.1.2 Supply 01-2 Supply agrepment
3) An agreement is established between 5),6)
the acquirer and supplier.
6.1.2 Supply 08-07 Agreement jperfor-
4) A product or service is provided. mance review r¢cord
6)

ware, productor s

3)

08-75 Supply Delivery
Records (for system, soft-

ervice)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.1.2 Supply 08-52 Product acceptance

5) Supplier obligations defined in the
agreement are satisfied.

record
8)
08-73 Supplier payment
receiptrecord
2)
11-6 Request for Supply

(e.g., Request for Hropos-
al, RequestforvTgnder)

defined.

B

6.1.2 Supply 08-52 Rrodtct acc¢ptance
6) Responsibility for the acquired product record
or service, as directed by the agreement, 6)
is transferred.

6.4.1 Business or mission analysis 03-08 Identify bulsiness
1) The problem or opportunity space(is opportunitigs
defined.

04-02 Business srategy
3)
08-10 Business ofportu-
nities review record
3)

6.4.1 Business or missien.analysis 03-08 Identify bulsiness

2) The solutionsspacee is characterized. opportuniti¢s
7)

6.4.1 Business.or mission analysis 03-07 Business ogportu-
3) Preliminary operational concepts and nity space
otherconcepts in the life cycle stages are 7)
defined.

6.4.1 Business or mission analysis 03-07 Business ogportu-
4) Candidate alternative solution classes nity space
are identified and analysed. 8)

6.4.1 Business or mission analysis 08-09 Business ogportu-
5) The preferred candidate alternative nities evaluation fecord
solution class(es) are selected. 6),7)

6.4.1 Business or mission analysis 08-20 Enabling system
6) Any enabling systems or services records: Business or
needed for business or mission analysis Mission Analypis.
are available. 1),2)

6.4.2 Stakeholder needs and requirements 02-2 Stakeholders
definition 3)

1) Stakeholders of the system are identi- 04-29 System reqjuire-
fied. ments definition sfrategy
3)

6.4.2 Stakeholder needs and requirements 03-31 Stakeholdett Needs
definition 11)

2) Required characteristics and context 03-32 System opetational
of use of capabilities and concepts in the concept

life cycle stages, including operational 7),8)

concepts, are defined.

6.4.2 Stakeholder needs and requirements 12-11 System stakgholder
definition requirements
Lo A Wal 4 HS 4 e Faifiad 120
-Constraintsomrasystemareidentified: 133

6.4.2 Stakeholder needs and requirements 03-31 Stakeholder Needs
definition 12), 14)

4) Stakeholder needs are defined.

6.4.2 Stakeholder needs and requirements 03-02 Analyse stakehold-
definition er requirements
5) Stakeholder needs are prioritized and 8),9),11)
transformed into clearly defined stake- 03-31 Stakeholder Needs
holder requirements. 13)

6.4.2 Stakeholder needs and requirements 12-11 System stakeholder
definition requirements
6) Critical performance measures are 14), 15)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes

6.4.2 Stakeholder needs and requirements 03-02 Analyse stakehold-
definition er requirements
7) Stakeholder agreement that their needs 10)
and expectations are reflected adequately | 08-44 Manage stakehold-
in the requirements is achieved. er requirements

3)

6.4.2 StaKeholder needs and requirements U8-Z7 Enapling system
definition records: Stakehplder
8) Any enabling systems or services needs andrequir¢ments
needed for stakeholder needs and require- 1),.2)
ments are available.

6.4.3 System/software requirements defi- 03-34'System reqquire-
nition ments definit{on
1) The system or element description, 5),6)
including interfaces, functions and bound- [ 12-10 System require-
aries, for a system solution is defined. ments

16)

6.4.3 System/software requirements-defi- 12-10 System require-
nition ments
2) System/software requirements 18),19), 20
(functional, performance;pfocess,
non-functional, and,interface) and design
constraints are defined.

6.4.3 System/software requirements defi- 12-10 System require-
nition ments
3) Criticalperformance measures are 17)
defined:

6.4.3 System/software requirements defi- 03-33 System require-
nition ments analydis
4) The system/software requirements are 11),12),13), 14)
analysed.

6.4.3 System/software requirements defi- 08-29 Enabling sfystem
nition records: System/s¢ftware
5) Any enabling systems or services need- requirements
ed for system/software requirements 1), 2)
definition are available.

6.4.3 System/software requirements defi- 08-45 Manage system
nition requirements
6) Traceability of system/software re- 3)
quirements to stakeholder requirements
is developed.

6.4.4 Architecture definition 03-03 Architecfure
1) Identified stakeholder concerns are definition
addressed by the architecture. 10),11),12),13)

6.4.4 Architecture definition 03-05 Architecturje view-
2) Architecture viewpoints are developed. points

7),8),9), 10

6.4.4 Architecture definition 03-06 Architectur views
3) Context, boundaries, and external 11)
interfaces of the system are defined.

6.4.4 Architecture definition 03-06 Architectur views
4) Architecture views and models of the 12),13),14),15),16)
system are developed.

6.4.4 Architecture definition 08-66 Requirements
5) Concepts, properties, characteristics, allocation
behaviours, functions, or constraints that 9),12),13)
are significant to architecture decisions of
the system are allocated to architectural
entities.

6.4.4 Architecture definition 08-66 Requirements
6) System elements and their interfaces allocation
are identified. 10)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.4 Architecture definition 08-08 Architecture

7) Architecture candidates are assessed.

assessment result
8),9), 10)

4) Any enabling systems or services need-
ed for system analysis are available.

6.4.4 Architecture definition 08-08 Architecture
8) An architectural basis for processes assessment result
throughout the life cycle is achieved. 11)

6.4.4 Architecture definition 08-41 Managetar¢hitec-
9) Alignment of the architecture with tufre
requirements and design characteristics 8),9),10), 11),]12)
is achieved. 08-66Requirenents

allocation
11)

6.4.4 Architecture definition 08-19 Enabling system
10) Any enabling systems or services records: Architecture
needed for architecture definition arge definition
available. 1),2)

6.4.5 Design definition 03-28 Software system
1) Design characteristics of eaehsystem design definitjon
element are defined. 5),6)

03-29 Software system
element design
12)
03-30 Software :‘I{stem
element evaluajtion
9)

6.4.5 Design.definition 03-29 Software system
3) Desigirenablers necessary for design element design
definition are selected or defined. 13)

6.4.5 Design definition 03-29 Software system
4) Interfaces between system elements element design
composing the system are defined or 15)
refined.

6.4.5 Design definition 03-29 Software slystem
5) Design alternatives for system ele- element design
ments are assessed. 14)

03-30 Software slystem
element evalualtion
10), 11), 12
6.4.5 Design definition 03-29 Software slystem
6) Design artifacts are developed. element design
16)
08-43 Manage software
system element design
6)

6.4.5 Design definition 08-21 Enabling system
7) Any enabling systems or services need- |records: Design definition
ed for design definition are available. 1), 2)

6.4.5 Design definition 08-43 Manage software
8) Traceability of the design character- system element design
istics to the architectural entities of the 7)
system architecture is established.

6.4.6 System analysis 04-30 Systems analysis
1) System analyses needed are identified. strategy

9), 10), 11), 12), 13)

6.4.6 System analysis 08-48 Perform systems
2) System analysis assumptions and analysis
results are validated. 8),9),10)

6.4.6 System analysis 08-48 Perform systems
3) System analysis results are provided analysis
for decisions. 11),12)

6.4.6 System analysis 08-28 Enabling system

records: System analysis
1),2)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.7 Implementation 04-07 Implementation

1) Implementation constraints that influ-
ence the requirements, architecture, or
design are identified.

Plan
6),7)

5) Operators, users and other stakehold-
ers necessary to the system utilization
and support are trained.

6.4.7 Implementation 07-8 Software element
2) A system element is realized. 9),10), 11)

U8-69 software qode &
test evaluationrpcord
5).6)

6.4.7 Implementation 08-42 Manage software

3) A system element is packaged or stored. elements
5),6)

6.4.7 Implementation 08-23 Enabling sfstem
4) Any enabling systems or services need- [_records: Implemeptation
ed for implementation are available. 1), 2)

6.4.8 Integration 04-26 Software iftegra-
1) Integration constraints thatinfluence tion plan
system requirements, architecture, or de- 11),13)
sign, including interfaces axe identified.

6.4.8 Integration 04-26 Software ifftegra-
2) Approach and checkp6ints for the cor- tion plan
rect operation of theassembled interfaces 12)
and system functions are defined.

6.4.8 Integration 08-24 Enabling system
3) Any enabling systems or services need- records: Integration
ed for jntegration are available. 1),2)

6.4.8 Integration 07-6 Integrated system
4)A system composed of implemented 9),10)
system elements is integrated.

6.4.8 Integration 08-71 Software irjtegra-
7) Integration results and anomalies are tion test resujts
identified. 3)

6.49 Verification 04-32 Verificafion
1) Constraints of verification that influ- strategy
ence the requirements, architecture, or 14), 15), 16), 17)
design are identified. 06-3 Verification Proce-

dures
5)

6.4.9 Verification 08-32 Enabling sfystem
2) Any enabling systems or services need- records: Verificption
ed for verification are available. 1), 2)

6.49 Verification 08-93 Verification prob-
6) Verification results and anomalies are lems and non-corform-
identified. ances

6),7)

6.4.10 Transition 04-27 Software release
1) Transition constraints that influence plan
system/software requirements, architec- 12),13), 14), 15), 16)
ture, or design are identified.

6.4.10 Transition 08-30 Enabling sfystem
2) Any enabling systems or services need- records: Transition
ed for transition are available. 1),2)

6.4.10 Transition 08-76 System/ software
3) The site is prepared. installation record

17),18)

6.4.10 Transition 08-76 System/ software
4) The system, as installed in its opera- installation record
tional location, is capable of delivering its 19)
specified functions.

6.4.10 Transition 08-76 System/ software

installation record
20)

© ISO/IEC 2024 - All rights reserved

8



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.10 Transition 08-72 Software operation

6) Transition results and anomalies are
identified.

release test results
5), 6)

2) Any enabling systems or services need-
ed for maintenance are available.

6.4.10 Transition 08-76 System/ software
7) The installed system is activated and installation record
ready for operation. 21)

6.4.11 Validation 04-31 Validatior} plan
1) Validation criteria for stakeholder 14), 16), 17
requirements are defined. 06-2 Validation Rroce-

dures
5)

6.4.11 Validation 08-90"Validation Hecords
2) The availability of services required by, 2)
stakeholders is confirmed.

6.4.11 Validation 04-31 Validatior} plan
3) Constraints of validation that jnfluence 15)
the requirements, architecture; or design
are identified.

6.4.11 Validation 06-2 Validation Rroce-
4) The system or systefn-element is vali- dures
dated. 6)

6.4.11 Validation 08-31 Enabling sfstem
5) Any enabling/systems or services need- records: Validation
ed for validation are available. 1),2)

6.4.11 Validation 08-90 Validation Hecords
6) Validation results and anomalies are 4)
identified. 08-91 Validation|prob-

lems and non-corjform-
ances
3)

6.4.11 Validation 08-92 Validation test
7) Objective evidence that the realized suite confirmatiorn record
system or system element satisfies stake- 2)
holder needs is provided.

6.4.12 Operation 04-15 Operatior] plan
1) Operation constraints that influence 8),9),10)
system/software requirements, architec-
ture, or design are identified.

6.4.12 Operation 08-26 Enabling sfystem
2) Any enabling systems, services, and records: Operafion
material needed for operation are avail- 1), 2)
able.

6.4.12 Operation 04-15 Operatior] plan
3) Trained, qualified operators are avail- 11)
able.

6.4.12 Operation 08-46 Operation gctions
4) System product services that meet 13), 14), 16), 18)
stakeholder requirements are delivered.

6.4.12 Operation 08-46 Operation 4ctions
5) System product performance during 15),17)
operation is monitored 11-4 Operation relquests

9)

6.4.12 Operation 08-47 Operation records
6) Support to the customer is provided. 7),8)

11-4 Operation requests
7),8)

6.4.13 Maintenance 04-14 Maintenance Plan
1) Maintenance constraints that influence 8),9),10),11)
system requirements, architecture, or
design are identified.

6.4.13 Maintenance 08-25 Enabling system

records: Maintenance
1),2)

© ISO/IEC 2024 - All rights reserved
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
6.4.13 Maintenance 09-07 Maintenance
3) Replacement, repaired, or revised sys- (Logistics) Report
tem elements are made available. 10),11),12),13)
11-3 Maintenance Re-
quests
14), 15),16), 17)
6.4.13 Maintenance U8-40 Maintenjnce
4) The need for changes to address correc- (Logistics).Recprds
tive, perfective, or adaptive maintenance 8)
isreported. 11-3 Maintenande Re-
qdests
18), 19)
6.4.13 Maintenance 08-40 Maintenfgnce
5) Failure and lifetime data, including (Logistics) Recprds
associated costs, is determined. 9),10)
6.4.14 Disposal 04-06 Disposal strategy
1) Disposal constraints are provided as 6),7),8),9
inputs to requirements, architégcture,
design, and implementation:
6.4.14 Disposal 08-22 Enabling sfystem
2) Any enabling systeniS or services need- records: Dispgsal
ed for disposal are available. 1),2)
6.4.14 Disposal 08-17 Disposal Re¢cords
3) The systermelements or waste products | 14), 15), 16), 17), 18), 19)
are destrgyedy/stored, reclaimed or recy-
cled in accordance with requirements, e.g.
, safety.ahd security requirements.
6.4.14 Disposal 08-17 Disposal R¢cords
4)“The environment is returned to its 20)
original or an agreed state.
6.4.14 Disposal 08-17 Disposal Re¢cords
5) Records of disposal actions and analy- 21)
sis are available.
5.214.2 PA 2.1 Performance manage- 63.1 Project planning 03-17 Project gpals
ment process attribute 1) Objectives and plans are defined. 6),7)
1) results to be achieved are de-
termined and communicated;
5.214.2 PA 2.1 Performance managé® 6.3.1 Project planning 04-25 Risk Management
ment process attribute 1) Objectives and plans are defined. Plan
2) risks that can affect pexfor- 6),7)
mance of the process :are Aeter- 6.3.4 Risk management 03-26 Risk identiffication
mined and addresséds . . e
1) Risks are identified. 3)
03-27 Risk management
profile
5),6),7)
6.3.4 Risk management 03-25 Risk analysis
2) Risks are analysed. 6),7),8)
6.3.4 Risk management 08-67 Risk treatjment
3) Risk treatment options are identified, evaluation
prioritized, and selected. 6),7),8)
634 Risk management 08-67 Risk treatiment
4) Appropriate treatment is implemented. evaluation
9)
6.3.4 Risk management 09-16 Risk monitoring
5) Risks are evaluated to assess changes report
in status and progress in treatment. 4),5),6)
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.4.2 PA 2.1 Performance manage- 6.3.1 Project planning 04-03 Configuration Man-
ment process attribute 1) Objectives and plans are defined. agement Plan
3) performance of the process is 8),9)
planned, monitored, measured, 04-08 Information man-
evaluated and adjusted (as agement plan
needed); 11),13)
04-20 Projectbudget
3)
04-21 Prejeetplan
14)
04-22 Project scijedule
3)
0433, Work breakdown
structure
4)
6.3.2 Project assessment and control 04-19 Project assgssment
1) Performance measures or assessient strategy
results are available. 3)
09-13 Project sfatus
report
20),27), 30
6.3.2 Project assessment and control 09-13 Project sfatus
3) Adequacy of resdurces is assessed. report
24)
6.3.2 Project assessiment and control 09-13 Project sfatus
4) Technieal'progress reviews are per- report
formed, 22),26)
6.3.2 Projectassessment and control 09-13 Project sfatus
5).Deviations in project performance from report
plans are investigated and analysed. 21), 25),28
6.3.2 Project assessment and control 11-5 Project chjnge
7) Corrective action is defined and request
directed, when project achievement is not 9),11)
meeting targets.
6:3.2 Project assessment and control 11-5 Project chjnge
8) Project replanning is initiated, as request
necessary. 10)
6.3.2 Project assessment and control 08-55 Project corftinua-
9) Project action to progress (or not) from | tion authorization|record
one scheduled milestone or event to the 1)
next is authorized.
5.24.2 PA 2.1 Performance nianage- 6.3.1 Project planning 04-08 Informatioh man-
ment process attribute 1) Objectives and plans are defined. agement plap
4) responsibilitiesand authori- 12)
ties for perfofming the process . . .
are dete})rmined, asgsigngd and 6.3.1 Project plannmg_ . o 04-21 Project plan
commugved: 2) Roles, re_sponmbllltle_:s, accountabilities, 11)
and authorities are defined.
5.214.2 PA2.1'Performance manage- 6.3.1 Project planning 04-21 Project plan
ment process attribute 1) Objectives and plans are defined. 12)
resources necessary for per-
Ifsgrming the process alye detper- 6.3.1 Project planning _ 04-21 Project plan
mined, provided and maintained 3) Respurces and. Services necessary .13)
P e to achieve the objectives are formally 08-59 Project rejource
SRR requested and committed. request record
3)
6.3.1 Project planning 08-56 Project initiation
4) Plans for the execution of the project authorization record
are activated. 9),10)
5.2.4.2 PA 2.1 Performance manage- 6.3.2 Project assessment and control 09-13 Project status
ment process attribute 2) Adequacy of roles, responsibilities, ac- report
6) person(s) performing the countabilities, and authorities is assessed. 23)

process are competent on the
basis of appropriate education,
training, or experience;
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.4.2 PA 2.1 Performance manage- 6.3.1 Project planning 04-21 Project plan
ment process attribute 1) Objectives and plans are defined. 15)
Zr?\}cgllt\/egga]:;rstti):g‘;v:eerr;;};zged to 6.3.2 Project assessment and coqtrol 09-13 Project status
ensure both effective commu- 6) Affected stakeholders are informed of report
nication and the level of control project status. 29)
expected
5.24.3 PA 2.2 Documented informa- 6.3.6 Information management 04-10 Information
tion management process 1) Information to be managed is identi- managemeiit plan: item
attribute fied. identificatiopn
1) requirements for the doc- 1)
;:)igziiigfgg?;i&?geﬁthe 6.3.6 Informatiop management_ 04:09/Informatioh man-
2) Information representations are agement plan: Pr¢senta-
defined. tion
1
5.214.3 PA 2.2 Documented informa- 6.3.5 Configuration management 08-13 Configurati¢n man-
tion management process 1) Items requiring configuration/manage- | agement identifi¢ation
attribute ment are identified and managed: records
3) documented information is 10),11)
igg:ﬁﬂ{;tzlc}é;?,Z?rtlgl;d;::gire_ 6.3.5 Configl_lratio_n management 12-03 Configur tion
ments: 2) Configuration baselifies are estab- Baseline
! lished. 6),7)
6.3.5 Configuration'management 08-06 Agreementjimpact
3) Changes toiitems under configuration evaluation recprd
managemeéntare controlled. 3)
6.3.5 Configuration management 09-02 Configuration
4) Configuration status information is Status Report
ayailable. 5),6)
6.3.6 Information management 07-1 Informatioy item
1) Information to be managed is identi- 10),11), 12), 13), 14), 15),
fied. 16), 18), 19), 20), 21), 22)
6.3.6 Information management 07-3 Information item:
5) Information is available to designated Publish
stakeholders. 1)
5.24.3 PA 2.2 Documented informa- 6.3.5 Configuration management 08-11 Configurati¢gn Man-
tion management process 3) Changes to items under configuration |agement Change Rpquests
attribute management are controlled. 9),10), 11)
4) documented information is 11-1 Agreement Jhange
reviewed and approved forsuit- Request
ability and adequacy in-accord- 5),6)
ance with planned arrangements
and adjusted as ne¢eSsary to
meet requirements;
5.2]4.3 PA 2.2 Docuinented informa- 6.3.6 Information management 07-1 Informatioy item
tion management process 3) Information is obtained, developed, 9),17)
attribute transformed, stored, validated, presented, | 08-04 Agreement pmend-
5) do€uniented information is [and disposed of]. ment recor
defermined, maintained and re- 3),4)
tained to the extent necessary to 08-61 Quality Assjurance
have confidence that the process Records
has been performed as planned 4)
and to demonstrate the conform- 10-1 Information Item
Hy-ofproductsand/orserviceste Arehive
their requirements. 3)
6.3.6 Information management 07-2 Information item:
4) The status of information is identified. Item status
1
6.3.6 Information management 08-61 Quality Assurance
5) Information is available to designated Records
stakeholders. 5)
6.3.6 Information management 08-33 Information item
6) Information is archived, or disposed of, disposal record
as required. 3)
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.5.2 PA 3.1 Process definition pro- 6.2.1.1 Life cycle model management: Estab- 03-10 Life cycle model
cess attribute lish 22),23), 24), 25), 26),
1) a standard process, including 1) Organizational policies and procedures 27), 28)
appropriate tailoring guidelines, for the management and deployment
is established and maintained of life cycle models and processes are
that describes the fundamental established.
elements that mustbe incorpo-
rated into a defined process; 6.2.5.1 Quality management: Establish U3-ZZQuality manage-
1) Organizational quality management ment authoritief and
policies, objectives, and procedures are respopnsibilitjes
defined and implemented. 3)
04-23,Quality Mdnage-
ment Plan
4)
6.2.5.1 Quality management: Establish 12-09 Quality evaJuation
2) Quality evaluation criteria and meth= criteria and methods
ods are established. 2)
6.3.7.1 Measurement: Establish 03-13 Organizatfional
1) Information needs are identified. characteristics
2)
03-14 Organizatfional
information ndeds
3)
04-11 Informatiorn meas-
urement stratpgy
3),4)
6.3.7.1 Measurement: Establish 03-09 Information meas-
2) An appropriate set of measures, based ures
on the information needs, is identified or 2)
deyeloped.
6.3.8.1 Quality assurance: Establish 04-24 Quality asshrance
1) Project quality assurance procedures strategy
are defined and implemented. 6)
6.3.8:1 Quality assurance: Establish 04-24 Quality assprance
2) Criteria and methods for quality assur- strategy
ance evaluations are defined. 7)
5.2]5.2 PA 3.1 Process definition pro- 6.2.1.1 Life cycle model management: Estab- 03-11 Life cycle model:
cess attribute lish Responsibilitjes
4) roles, competences, respon- 2) Responsibility, accountability, and au- 1)
sibilities and authorities for thority within life cycle policies, process-
performing the standard process es, models, and procedures are defined.
are determined; 6.2.4.1 Human resource management: Estab- 03-12 Organizatiopn skills
lish identificatiopn
1) Skills required by projects are identi- 2)
fied. 03-15 Organizatiopal skill
needs
2)
5.2(5.2 PA 3.1 Pfocess definition pro- 6.2.2.1 Infrastructure management: Establish 12-05 Infrastrugture
cess.attribute 1) The requirements for infrastructure Requirements
5).resources for performing the are defined. 5)
f;?r?g‘;rd process are deter- 6.2.2.1 Infrastructure management: Establish | 04-12 Infrastructyre plan
§ 2) The infrastructure elements are identi- 3)
fied and specified.
5.2.5.2 PA 3.1 Process definition pro- 6.2.1.1 Life cycle model management: Estab- 04-13 Knowledge Man-
cess attribute lish agement: Establish
6) knowledge necessary for 1) Organizational policies and procedures 6),7),8)
the operation of the standard for the management and deployment
process is determined [and of life cycle models and processes are
maintained]. established.
6.2.6.1 Knowledge management: Establish 12-06 Knowledge Man-

1) A taxonomy for the application of
knowledge assets is identified.

agement: Taxonomy

6),7)
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.5.3 PA 3.2 Process deployment 6.2.1.2 Life cycle model management: Assess 04-17 Process Improve-
process attribute and improve ment Opportunity
1) a defined process is deployed 1) Life cycle models and processes for use 3)
based upon an appropriately by the organization are assessed. 08-51 Process review
tailored standard process; result
4),5)
6.2.1.2 Life cycle model management: ASSess UZ-18 Process Improve-
and improve ment plan
2) Prioritized process, model, and proce- 4)
dure improvements are implemented.
6.2.3 Portfolio management 03-19 Project portfolio
2) Projects are identified. goals
D
5.215.3 PA 3.2 Process deployment 6.2.3 Portfolio management 03-16 Project accpunta-
process attribute 4) Project management responsibili- bilities and authgrities
2) required roles, responsibili- ties, accountability, and authorities‘are 2)
ties and authorities necessary for defined.
performing the defined process
are assigned and communicated;
5.215.3 PA 3.2 Process deployment 6.2.4.2 Human resource management: Perform| 04-16 Organizatfional
process attribute 1) Necessary human resSources are provid- | skills development plan
3) required person(s) necessary ed to projects. 3)
for performing the defined pro- 12-08 Project skil| needs
cess are competent on the basis and provisign
of defined education, training 6),7),8),9
and experience; 6.2.4.2 Human resource management: Perform| 07-7 Skills development
2) Skillswof personnel are developed, main- resources
tained-or enhanced. 3)
08-68 Skill develdpment
records
3),4)
6.2.4.2 Human resource management: Perform | 08-60 Project teatp inter-
3) Conflicts in multi-project resource face conflict resolution
demands are resolved. 3)
5.215.3 PA 3.2 Process deployment 6.2.2.2 Infrastructure management: Maintain 08-36 Infrastrugture
process attribute 1) Infrastructure elements are developed provision recérd
4) required resources necessary or acquired. 3)
f forming the defi
p(:"rorc)ee;soarrr(relﬁi;ezszill:&i, e 6.2.2.2 Iznf;'}allst_rlflctlire Irtlana_geme_rlltt:){\/[aintain 08-35l Intf_rastru :tliire
itored and measured; ) The infrastructure is available. evalua 1;))11 recpr
11-2 Infrastrucfure
Change Requ¢st
2)
6.2.3 Portfolio management 03-20 Project reqource
3) Resources and budgets for each project allocation
are allocated. 2)
5.2]15.3 PA 3.2 Process deployment 6.2.6.2 Knowledge management: Share and 08-37 Knowledgqg Asset
process attribute manage Records
5)krowledge necessary for 1) The organizational knowledge, skills, 6),7),8)
the operation of the standard and knowledge assets are developed or
process is [determined and] acquired.
maintained. 6.2.6.2 Knowledge management: Share and 08-38 Knowledgd Asset
manage application
2) The organizational knowledge, skills, 4),5)
and knowledge assets are available.
6.2.6.2 Knowledge management: Share and 08-39 Knowledge asset

manage
3) Knowledge management usage data is
gathered and analysed.

review record

3)
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Table A.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
process
attribute
outcomes
5.2.5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 09-04 Corrective and
cess attribute 2) Quality assurance evaluation results preventive actions status
1) appropriate data and informa- are gathered and analysed. report
tion are collected and analysed 4)
from monitoring and measure- 6.3.7.2 Measurement: Perform 07-4 Information meas-
ment of the process to evaluate . . e .
the effectiveness and risks of the 1) Required data is collected, verified, and urement data item
process, and to identify needs stored. <)
and opportunities for improve- 6.3.7.2 Measurement: Perform 07-5 Information product
ment; 2) The data is analysed and the results 2)
interpreted.
6.3.8.2 Quality assurance: Perform 09-06Ancident Report
1) Evaluations of the project's products, 4)
services, and processes are performed,
consistent with quality management poli-
cies, procedures, and requirements.
6.3.8.2 Quality assurance: Perform 09-06 Incident Rleport
3) Incidents are resolved. 5)
5.2|5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 09-05 Customer stisfac-
cess attribute 2) Quality assurance evaluation results tion analysis rejport
3) conformity of the defined pro- are gathered and analysed. 3)
cess (and associated activities, 09-14 Quality assfirance
outputs and documented infor- evaluation resplts
mation) is objectively assured; 2)
6.3.8.2 Quality assurance: Perform 08-70 Software dode &
1) Evaluations of the project's products, test evaluation: Evalu-
servicéspand processes are performed, ation
consistent with quality management poli- 1)
cies, procedures, and requirements.
6.3.8.2 Quality assurance: Perform 08-70 Software dode &
2) Results of evaluations are provided to test evaluation: Evalu-
relevant stakeholders. ation
2)
5.2|5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 09-15 Quality improve-
cess attribute 2) Quality assurance evaluation results ments status report
4) action is taken on any noncon- are gathered and analysed. 2)
i(;gr;E};r?;::scireléttsonjgigig;nd 6.3.8.2 Quality assurance: _Perform _ 08-50 PlTobl_em dtatus
2) Results of evaluations are provided to communication rfecord
relevant stakeholders. 2)
5.2|5.4 PA 3.3 Process assurance pro- 6.2.5.2 Quality management: Perform 08-63 Quality mgnage-
cess attribute 1) Resources and information are provid- ment resourdes
5) the standard proeessis con- ed to projects to support the operation 2)
tinually improved based on iden- and monitoring of project quality assur-
tified needs and opportunities. ance activities.
6.2.5.2 Quality management: Perform 04-04 Corrective and
3) Quality management policies and pro- preventive action]s plan
cedures are improved based upon project 3),4)
and organizational results. 08-62 Quality asspirance
review recorfls
3)
A3 CIICIIC INIOTrMdtoIl ITCITS — eXCEPU OIS IISt

There are no exceptions in the mapping between process attribute outcomes and the selected life cycle
process outcomes.
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Annex B
(informative)

Associations between the ISO/IEC 33020 generic practices,
ISO/IEC/IEEE 12207 life cycle process activities, tasks and
information item characteristics

B.1 [General
This cJause presents a detailed perspective of the relationship between the ISO/IEC 33020-generic pragtices,
the ISP/IEC/IEEE 12207 life cycle process activities and tasks, and the information item’ characteristi¢s. See
Table B.1.
Tjable B.1 — Associations between the ISO/IEC 33020 generic practices, ISO/IEC/IEEE 12207
activities and tasks and associated information item characteristics
IS0/1EC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
330p0:2019 12207:2017 12207:2017
Annex B Generic
Practices
B3.1 JA.1.1.GP1 |Achieve the process outcomes 6.1.2.3a) Prepare for the supply 03-23 Request f¢r pro-
2) Relevant information items 1) Detérmine the existence and identi- posal (RFP
to evidence achievement of the ty.efan acquirer who has a need for a 3)
process outcomes are identified. product or service.
6.1.2.3a) Prepare for the supply 04-28 Supply strategy
2) Define a supply strategy. 3)
6.1.2.3h) Respond to a request for supply of 08-65 RFP acqufsition
products or services requirements rgview
1) Evaluate a request for the supply record
of a product or service to determine 2)
feasibility and how to respond.
6.1.2.3b) Respond to a request for supply of 03-24 Response ko RFP
products or services 2)
2) Prepare aresponse that satisfies the
solicitation.
6.1.2.3¢) Establish and maintain an agree- 01-2 Supply agrdement
ment 5)
1) Negotiate an agreement with the
acquirer that includes acceptance
criteria.
6.1.2.3¢c) Establish and maintain an agree- 11-7 Supply agrdement
ment change requpst
2) Identify necessary changes to the 3)
agreement.
6.1.2.3¢) Establish and maintain an agree- 08-06 Agreemenfimpact
ment evaluation re¢ord
3) Evaluate impact of changes on the 3)
agreement.
6.1.2.3¢) Establish and maintain an agree- 01-2 Supply agreement
ment 6)
4) Negotiate the agreement with the
acquirer, as necessary.
6.1.2.3¢c) Establish and maintain an agree- 08-04 Agreement
ment amendment record
5) Update the agreement with the 4)
acquirer, as necessary.
6.1.2.3d) Execute the agreement 08-07 Agreement per-

1) Execute the agreement according to
the established project plans.

formance review
6)

record
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
6.1.2.3d) Execute the agreement 08-07 Agreement per-
2) Assess the execution of the agree- formance review record
ment. 7)
6.1.2.3¢€) Deliver and support the product or 08-75 Supply Delivery
service Records (for system,
1) Deliver the product or service in ac- software, product or
cordance with the agreement criteria. service)
3)
6.1.2.3¢€) Deliver and support the product or | 08-73 Supplier'pjyment
service receiptyrecord
3) Accept and acknowledge payment or 2)
other agreed consideration.
6.1.2.3¢€) Deliver and support the product or 08+52 Product accept-
service ance recorfl
4) Transfer the product or service to 6)
the acquirer, or other party, as directed
by the agreement.
6.1.2.3¢€) Deliver and support the product or 08-52 Product dccept-
service ance recorfl
5) Close the agreement. 7)
6.4.1.3a) Prepare for Business or Mission 08-10 Business opportu-
Analysis nities review r¢cord
1) Review identified problems and 3)
opportunities in the organization
strategy'with respect to desired organ-
izatiof)geals or objectives.
6.4.1.3a) Prepare for Business or Mission 04-02 Business sfrategy
Analysis 3)
2) Define the business or mission anal-
ysis strategy.
6.4.1.3 a) Prepare for Business or Mission 08-20 Enabling ystem
Analysis records: Busingss or
3) Identify and plan for the necessary Mission Analysis.
enabling systems or services needed to 1)
support business or mission analysis.
6.4.1.3 a) Prepare for Business or Mission 08-20 Enabling §ystem
Analysis records: Busingss or
4) Obtain or acquire access to the ena- Mission Analysis.
bling systems or services to be used. 2)
6.4.1.3b) Define the problem or opportunity | 03-08 I[dentify biisiness
space opportunities
1) Analyse customer complaints, prob- 6)
lems and opportunities in the context
of relevant trade-space factors.
6.4.1.3 b) Define the problem or opportunity 03-08 Identify bfisiness
space opportunities
2) Define the mission, business, or 7)
operational problem or opportunity.
6.4.1.3¢) Characterize the solution space 03-07 Business opportu-
1) Define preliminary operational nity space
concepts and other concepts in life 7)
cycle stages.
54130 Characterize thesolutiomrspace 3=07 Businmessopportu-
2) Identify candidate alternative nity space
solution classes that span the potential 8)
solution space.
6.4.1.3d) Evaluate alternative solution classes | 08-09 Business opportu-
1) Assess each alternative solution nities evaluation record
class. 6)
6.4.1.3d) Evaluate alternative solution classes | 08-09 Business opportu-
2) Select the preferred alternative nities evaluation record
solution class(es). 7)
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Annex B Generic
Practices
6.4.1.3¢€) Manage the business or mission 07-1 Information item
analysis 10)
2) Provide key artifacts and informa-
tion items that have been selected for
baselines.
6.4.2.3 a) Prepare for Stakeholder Needs and 02-2 Stakeholders
Requirements Definition 3)
Ty Tdentily the stakeholders wio nave
an interestin the software system
throughout its life cycle.
6.4.2.3a) Prepare for Stakeholder Needs and 04-29 Systen]re-
Requirements Definition quirements definition
2) Define the stakeholder needs and strategy
requirements definition strategy. 3)
6.4.2.3 a) Prepare for Stakeholder Needs and 08-27 Enabling ystem
Requirements Definition records: Stakelolder
3) Identify and plan for the necéssary | needsand requirements
enabling systems or servicesieeded 1)
to support stakeholder neéds-and
requirements definition,
6.4.2.3 a) Prepare for Stakeholder Needs and 08-27 Enabling ystem
Requirements Definition records: StakeHolder
4) Obtain or acquire access to the ena- | needs and requirements
bling systemsfop services to be used. 2)
6.4.2.3b) Define stakeholder needs 03-31 Stakeholdef Needs
1) Define.context of use within the con- 11)
cept ofoperations and the preliminary
life'cycle concepts.
6.4.2.3Db) Define stakeholder needs 03-31 Stakeholdef Needs
2) Identify stakeholder needs. 12)
6.4.2.3h) Define stakeholder needs 03-31 Stakeholdef Needs
3) Prioritize and down-select needs. 13)
6.4:2.3 b) Define stakeholder needs 03-31 Stakeholdef Needs
4) Define the stakeholder needs and 14)
rationale.
6.4.2.3 c) Develop the operational concept and | 03-32 System opgration-
other life cycle concepts al concept
1) Define a representative set of 7)
scenarios to identify the required
capabilities that correspond to antici-
pated operational and other life cycle
concepts.
6.4.2.3¢) Develop the operational concept and | 03-32 System opgration-
other life cycle concepts al concepf
2) Identify the factors affecting inter- 8)
actions between users and the system.
i) Anticipated physical, mental, and
learned capabilities of the users; ii)
Workplace, environment and facilities,
including other equipment in the
context of use; iii) Normal, unusual,
and emergency conditions; and iv) Op-
erator and user recruitment, training
> e
6.4.2.3d) Transform stakeholder needs into 12-11 System stakehold-
stakeholder requirements er requirements
1) Identify the constraints on a system 13)
solution.
6.4.2.3d) Transform stakeholder needs into 12-11 System stakehold-
stakeholder requirements er requirements
2) Identify the stakeholder require- 14)
ments and functions that relate to
critical quality characteristics, such as
assurance, safety, security, environ-
ment, or health.
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33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
6.4.2.3d) Transform stakeholder needs into 12-11 System stakehold-

stakeholder requirements

3) Define stakeholder requirements,
consistent with life cycle concepts, sce-
narios, interactions, constraints, and
critical quality characteristics.

errequireme
15)

nts

6.4.2.3¢€) Analyse stakeholder requirements 03-02 Analyse stake-
Ty Analyse the complete set of stake- holder requirepents
holder requirements. 8)

6.4.2.3¢€) Analyse stakeholder requirements 03-02 Analyse §take-
2) Define critical performance meas- holder requirerpents
ures that enable the assessment of 9)
technical achievement.

6.4.2.3¢€) Analyse stakeholder requirements 03-02 Analyse gtake-
3) Feed back the analysed require- holder requirerpents
ments to applicable stakeholders o 10)
validate that their needs and expecta-
tions have been adequately ¢aptured
and expressed.

6.4.2.3¢€) Analyse stakeholderrequirements 03-02 Analyse gtake-
4) Resolve stakeholderrequirements holder requirerpents
issues. 11)

6.4.2.3f) Manage the stakeholder needs and 08-44 Manage gtake-
requireméntsdefinition holder requirerpents
1) Obtaimrexplicit agreement with 3)
designated stakeholders on the stake-
holderrequirements.

6.4.3.3 a) Prepare for System/Software Re- 03-34 System rejquire-
quirements Definition ments definifion
1) Define the functional boundary of 5)
the software system or element in
terms of the behavior and properties
provided.

6.4.3.3 a) Prepare for System/Software Re- 03-34 System rejquire-
quirements Definition ments definifion
2) Define the system/software re- 6)
quirements definition strategy.

6.4.3.3a) Prepare for System/Software Re- 08-29 Enabling ystem
quirements Definition records: Systen]/soft-
3) Identify and plan for the necessary ware requirenjents
enabling systems or services needed to 1)
support system/software require-
ments definition.

6.4.3.3a) Prepare for System/Software Re- 08-29 Enabling §ystem
quirements Definition records: Systen]/soft-
4) Obtain or acquire access to the ena- ware requirenjents
bling systems or services to be used. 2)

6.4.3.3b) Define system/software require- 12-10 System rejquire-
ments ments
1) Define each function that the soft- 16)
ware system or element is required to
perform.

6.4.3.3b) Define system/software require- 12-10 System rejquire-
ments ments
2) Identify required states or modes of 17)
operation of the software system.

6.4.3.3b) Define system/software require- 12-10 System require-
ments ments
3) Define necessary implementation 18)
constraints.

6.4.3.3b) Define system/software require- 12-10 System require-
ments ments
4) Identify requirements that relate to 19)

risks, criticality of the software sys-
tem, or critical quality characteristics.
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Annex B Generic
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6.4.3.3b) Define system/software require- 12-10 System require-

ments

5) Define system/software require-
ments and requirements attributes,
including the following: i) Data
elements, data structures and for-
mats, and database or data retention
requirements: ii) User interfaces and

ments
20)

user documentation (information for
users) and user training; iii) Interfaces
with other systems and services; iv)
Functions and non-functional char-
acteristics, including critical quality
characteristics and cost targets; v)
Transition of operational processes
and data from existing automated and
manual systems, migration approaeh
and schedule, software installation
and acceptance of the product; and vi)
Requirement attributes, such as ration-
ale; priority; traceability to’software
system elements, test cases; and infor-
mation items; methods of verification;
inclusion in approved baselines; and
evaluated risk.

6.4.3.3¢) Analyse system/software require- 03-33 System require-
ments ments analypis
1) Analyse’the complete set of system/ 11)
softwdre requirements.

6.4.3.3¢c) Anglyse system/software require- 03-33 System relquire-
ments ments analypis
2) Define critical performance meas- 12)
ures that enable the assessment of
technical achievement.

6.4.3.3.¢) Analyse system/software require- 03-33 System require-
ments ments analypis
3) Feed back the analysed require- 13)
ments to applicable stakeholders for
review.

6.4.3.3¢c) Analyse system/software require- 03-33 System rejquire-
ments ments analypis
4) Identify and resolve issues, deficien- 14)
cies, conflicts, and weaknesses within
the complete set of requirements.

6.4.3.3d) Manage system/software require- 08-45 Manage sfystem
ments requiremenits
1) Obtain explicit agreement on the 3)
system/software requirements.

6.4.3.3d) Manage system/software require- 07-1 Informatioh item
ments 12)
3) Provide key artifacts and informa-
tion items that have been selected for
baselines.

6.4.4.3 a) Prepare for architecture definition 03-03 Architeqture
1) Review pertinent information and definition|
Identify Key drivers of the architec- TOJ
ture.

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
2) Identify stakeholder concerns. definition

11)

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
3) Define the Architecture Definition definition
roadmap, approach, and strategy. 12)

6.4.4.3 a) Prepare for architecture definition 03-03 Architecture
4) Define architecture evaluation crite- definition
ria based on stakeholder concerns and 13)

key requirements.
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Annex B Generic
Practices
6.4.4.3 a) Prepare for architecture definition 08-19 Enabling system

5) Identify and plan for the necessary
enabling systems or services needed
to support the Architecture Definition
process.

records: Architecture
definition

1

6.4.4.3 a) Prepare for architecture definition 08-19 Enabling system
6) Obtain or acquire access to the ena- records: Architecture
DIINgG SySteIs or ServICEs to e used. defmition

2)

6.4.4.3 b) Develop architecture viewpoints 03-05.Architedture
1) Select, adapt, or develop viewpoints viewpoint
and model kinds based on stakeholder 7)
concerns.

6.4.4.3 b) Develop architecture viewpoints 03-05 Architeqture
2) stablish or identify potential archi- viewpointp
tecture framework(s) to be used,ify 8)
developing models and views.

6.4.4.3 b) Develop architecture viewpoints 03-05 Architeqture
3) Capture rationale for,seleetion of viewpointp
framework(s), viewppints'and model 9)
kinds.

6.4.4.3 b) Develop architectiire viewpoints 03-05 Architeqture
4) Select or develop supporting model- viewpoint
ling techniquesand tools. 10)

6.4.4.3 ¢) Develop models and views of candi- 03-06 Architedture
date‘architectures views
1)'Define the software system context 11)
and boundaries in terms of interfaces
and interactions with external entities.

6.4.4.3 c) Develop models and views of candi- 03-06 Architeqture
date architectures views
2) Identify architectural entities and 12)
relationships between entities that
address key stakeholder concerns and
critical software system requirements.

6.4.4.3 ¢ Develop models and views of candi- 03-06 Architeqture
date architectures views
3) Allocate concepts, properties, 13)
characteristics, behaviors, functions,
or constraints that are significant to
architecture decisions of the software
system to architectural entities.

6.4.4.3 ¢c) Develop models and views of candi- 03-06 Architeqture
date architectures views
4) Select, adapt, or develop models 14)
of the candidate architectures of the
software system.

6.4.4.3 ¢c) Develop models and views of candi- 03-06 Architedture
date architectures views
5) Compose views from the models in 15)
accordance with identified viewpoints
to express how the architecture
addresses stakeholder concerns and
meetsstakeholderand-system/seft
ware requirements.

6.4.4.3 c) Develop models and views of candi- 03-06 Architecture
date architectures views
6) Harmonize the architecture models 16)
and views with each other.

6.4.4.3d) Relate the architecture to design 08-66 Requirements

1) Identify software system elements
that relate to architectural entities and
the nature of these relationships.

allocation
9)

21
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6.4.4.3d) Relate the architecture to design 08-66 Requirements
2) Define the interfaces and inter- allocation
actions among the software system 10)
elements and external entities.

6.4.4.3d) Relate the architecture to design 08-66 Requirements
3) Partition, align and allocate require- allocation
ments to architectural entities and 11)
System elements.

6.4.4.3d) Relate the architecture to design 08-66 Requirements
4) Map software system elements and allocation|
architectural entities to design char- 12)
acteristics.

6.4.4.3d) Relate the architecture to design 08466 Requirermnents
5) Define principles for the software allocation|
system design and evolution. 13)

6.4.4.3 €) Assess architecture candidates 08-08 Architegture
1) Assess each candidate architecture assessment rdsult
against constraints and requiréments. 8)

6.4.4.3¢) Assess architecture candidates 08-08 Architegture
2) Assess each candidate‘architecture assessment rgsult
against stakeholdércpncerns using 9)
evaluation criterias

6.4.4.3¢) Assess architecture candidates 08-08 Architegture
3) Select.thé preferred architecture(s) assessment rgsult
and capture key decisions and ration- 10)
ale.

6.4.4.3¢€) Assess architecture candidates 08-08 Architegture
4)Establish the architecture baseline assessment rgsult
of the selected architecture. 11)

6.4.4.3f) Manage the selected architecture 08-41 Manage arfchitec-
1) Formalize the architecture govern- ture
ance approach and specify govern- 8)
ance-related roles and responsibilities,
accountabilities, and authorities
related to design, quality, security, and
safety.

6.4.4.3f) Manage the selected architecture 08-41 Manage aifchitec-
2) Obtain explicit acceptance of the ture
architecture by stakeholders. 9)

6.4.4.3f) Manage the selected architecture 08-41 Manage aifchitec-
3) Maintain concordance and com- ture
pleteness of the architectural entities 10)
and their architectural characteristics.

6.4.4.3f) Manage the selected architecture 08-41 Manage aifchitec-
4) Organize, assess and control ture
evolution of the architecture models 11)
and views to help ensure that the
architectural intent is met and the
architectural vision and key concepts
are correctly implemented.

6.4.4.3 f) Manage the selected architecture 08-41 Manage aifchitec-
5) Maintain the architecture definition ture
amdevatuation strategy: 123

6.4.4.3 f) Manage the selected architecture 07-1 Information item
7) Provide key artifacts and informa- 13)
tion items that have been selected for
baselines.

6.4.5.3 a) Prepare for software system design | 03-28 Software system
definition design definition
1) Define the design definition strat- 5)
egy, consistent with the selected life
cycle model and anticipated design
artifacts.
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6.4.5.3 a) Prepare for software system design | 03-28 Software system
definition design definition
2) Select and prioritize design princi- 6)
ples and design characteristics.

6.4.5.3 a) Prepare for software system design | 08-21 Enabling system
definition records: Design defi-
3) Identify and plan for the necessary nition
€nablIng Systems or services needed to 1)
support design definition.

6.4.5.3 a) Prepare for software system design | 08-21 Enabling Jystem
definition records;Desigif defi-
4) Obtain or acquire access to the ena- nition
bling systems or services to be used. 2)

6.4.5.3Db) Establish designs related to each 03-29 Software §ystem
software system element element design
1) Transform architectural and désign 12)
characteristics into the design 6f'soft-
ware system elements.

6.4.5.3b) Establish designs relatedte each 03-29 Software §ystem
software system element element design
2) Define and prepare.or obtain the 13)
necessary designienablers.

6.4.5.3b) Establish designs related to each 03-29 Software §ystem
software system element element desjgn
3) Examine'design alternatives and 14)
feasibility’of implementation.

6.4.5.3b) Establish designs related to each 03-29 Software §ystem
software system element element design
4) Refine or define the interfaces 15)
among the software system elements
and with external entities.

6.4.5.3:b) Establish designs related to each 03-29 Software §ystem
software system element element design
5) Establish the design artifacts. 16)

6.4.5.3 ¢) Assess alternatives for obtaining 03-30 Software §ystem
software system elements element evalugtion
1) Determine technologies required for 9)
each element composing the software
system.

6.4.5.3 ) Assess alternatives for obtaining 03-30 Software §ystem
software system elements element evalugtion
2) Identify candidate alternatives for 10)
the software system elements.

6.4.5.3 c) Assess alternatives for obtaining 03-30 Software §ystem
software system elements element evalugtion
3) Assess each candidate alterna- 11)
tive against criteria developed from
expected design characteristics and
element requirements to determine
suitability for the intended application.

6.4.5.3 c) Assess alternatives for obtaining 03-30 Software §ystem
software system elements element evalujtion
4) Choose the preferred alternatives 12)
among candidate design solutions for
the software system elements.

6.4.5.3d) Manage the design 08-43 Manage software
1) Capture the design and rationale. system element design

6)

6.4.5.3d) Manage the design 08-43 Manage software
3) Determine the status of the soft- system element design
ware system and element design. 7)

6.4.5.3d) Manage the design 07-1 Information item
4) Provide key artifacts and informa- 14)
tion items that have been selected for
baselines.
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6.4.6.3 a) Define the system analysis strategy | 04-30 Systems analysis
and prepare for system analysis strategy
1) Identify the problem or question 9)
that requires analysis.

6.4.6.3 a) Define the system analysis strategy | 04-30 Systems analysis
and prepare for system analysis strategy
2) Identify the stakeholders of the 10)
analysis.

6.4.6.3 a) Define the system analysis strategy | 04-30 Systéms’apalysis
and prepare for system analysis sfrategy
3) Define the scope, objectives, and 11)
level of fidelity of the analysis.

6.4.6.3 a) Define the system analysis strategy | 04:30 Systems ahalysis
and prepare for system analysis strategy
4) Select the methods to support the 12)
analysis.

6.4.6.3 a) Define the system analysis,strategy | 08-28 Enabling §ystem
and prepare for system analysis records: System gnalysis
5) Identify and plan for thelnecessary 1)
enabling systems or services needed to
support the analysis.

6.4.6.3 a) Define the system.analysis strategy | 08-28 Enabling §ystem
and prepare for'system analysis records: System gnalysis
6) Obtain gr.acquire access to the ena- 2)
bling systems or services to be used.

6.4.6.3 a) Define the system analysis strategy | 04-30 Systems apalysis
and\prepare for system analysis strategy
79_Eollect the data and inputs needed 13)
for the analysis.

6.4.6.3b) Perform system analysis 08-48 Perform systems
1) Identify and validate contexts and analysis
assumptions. 8)

6.4:6.3 b) Perform system analysis 08-48 Perform systems
2) Apply the selected analysis methods analysis
to perform the required analysis. 9)

6.4.6.3b) Perform system analysis 08-48 Perform systems
3) Review the analysis results for qual- analysis
ity and validity. 10)

6.4.6.3b) Perform system analysis 08-48 Perform systems
4) Establish conclusions and recom- analysis
mendations. 11)

6.4.6.3b) Perform system analysis 08-48 Perform systems
5) Record the results of the system analysis
analysis, 12)

6.4.6.3 c) Manage the system analysis 07-1 Informatioh item
2) Provide key artifacts and informa- 15)
tion items that have been selected for
baselines.
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6.4.7.3 a) Prepare for implementation 04-07 Implementation

1) Refine an implementation strategy,
with consideration of the following: i)
development policies and standards,
including standards that govern appli-
cable safety, security, privacy and en-
vironmental practices; programming
or coding standards: unit test policies:

Plan
6)

and language-specific standards

for implementing security features;

ii) For reused or adapted software,
methods to determine the level, source,
and suitability of the reused system
elements and security of the supply
chain; iii) procedures and methods for
software development (construction)
and development of unit tests; and,the
use of peer reviews, unit tests, and
walkthroughs during implementation;
iv) use of CM control during software
construction; v) change management
considerations for manuakprocesses;
vi) implementation priorities to sup-
port data and softWwane migration and
transition, along with retirement of
legacy systemg;yii) creation of manual
or automated test procedures to verify
that a sgftware unit meets its require-
ment§ before creation of the software
unit (test-driven development); and
viti)comprehensive or specialized life
cyCle development and support envi-
ronments for realizing and managing
requirements, models and prototypes,
deliverable system or software ele-
ments, and test specifications and test
cases.

requirements.

64.7.3 a) Prepare for implementation 04-07 Implemerjtation
2) Identify constraints from the Plan
implementation strategy and imple- 7)
mentation technology on the system/
software requirements, architecture
characteristics, design characteristics,
or implementation techniques.

6.4.7.3 b) Perform implementation. 07-8 Software element
1) Realize or adapt software elements, 9)
according to the strategy, constraints,
and defined implementation proce-
dures.

6.4.7.3 b) Perform implementation. 07-8 Software element
2) Realize or adapt hardware elements 10)
of software systems.

6.4.7.3 b) Perform implementation. 07-8 Software element
3) Realize or adapt service elements of 11)
software systems.

6.4.7.3 b) Perform implementation. 08-69 Software fode &
FyEvatmatesoftware umitamdaffitiat testevatuatiomtecord
ed data or other information according 5)
to the implementation strategy and
criteria.

6.4.7.3 b) Perform implementation. 08-42 Manage software
5) Package and store the software elements
system element. 5)

6.4.7.3 b) Perform implementation. 08-42 Manage software
6) Record objective evidence that elements
the software system element meets 6)
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6.4.7.3 c) Manage results of implementation 07-1 Information item
3) Provide key artifacts and informa- 16)
tion items that have been selected for
baselines.

6.4.8.3a) Prepare for integration 04-26 Software integra-
1) Define the integration strategy. tion plan

11)

6.4.8.3 a) Prepare for integration 04-26 Software ihtegra-
2) Identify and define criteria for tionplan
integration and points at which the 12)
correct operation and integrity of the
interfaces and the selected software
system functions will be verified.

6.4.8.3 a) Prepare for integration 08-24 Enabling ystem
3) Identify and plan for the necessary records: Integrjation
enabling systems or services needed-to 1)
support integration.

6.4.8.3 a) Prepare for integration 08-24 Enabling ystem
4) Obtain or acquire access(to the ena- records: Integrjation
bling systems or serviees to be used to 2)
support integrations

6.4.8.3 a) Prepare for integration 04-26 Software iptegra-
5) Identify constraints for integration tion plan
to be incorporated in the system/ 13)
softwarerequirements, architecture
or design.

6.4.8.3b) Pérform integration 07-6 Integrated $ystem
1) Obtain implemented software 9)
system elements in accordance with
agreed schedules.

6.4.8.3 b) Perform integration 07-6 Integrated $ystem
2) Integrate the implemented ele- 10)
ments.

64.8.3b) Perform integration 07-6 Integrated $ystem
3) Check that the integrated software 11)
interfaces or functions run from initia-
tion to an expected termination within
an expected range of data values.

6.4.8.3 c) Manage results of integration 08-71 Software iptegra-
1) Record integration results and tion test resylts
anomalies encountered. 3)

6.4.8.3 c) Manage results of integration 07-1 Informatiop item
3) Provide key artifacts and informa- 17)
tion items that have been selected for
baselines.

6.4.9.3 a) Prepare for verification 04-32 Verificdtion
1) Refine the verification strategy, strategy
which includes the following: i) Identi- 14)
fy the verification scope, including the
software system, element, or artifact,
the properties to be verified, and
the expected results. ii) Identify the
constraints that potentially limit the
feasibility of verification actions. iii)
Identify verification priorities.

6.4.9.3 a) Prepare for verification 04-32 Verification
2) Identify constraints from the ver- strategy
ification strategy to be incorporated 15)
in the system/software requirements,
architecture, or design.

6.4.9.3 a) Prepare for verification 04-32 Verification
3) Define the purpose, conditions and strategy
conformance criteria for each verifica- 16)
tion action.
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6.4.9.3 a) Prepare for verification 04-32 Verification

4) Select appropriate verification
methods or techniques and associated
criteria for verification actions, such
as inspection, analysis, demonstration,
or testing.

strategy
17)

software releases and other software
system transitions, including the fol-
lowing considerations: i) establishing
the type of transition and transition
success criteria; ii) determining the
frequency of recurring transitions,
such as updates and upgrades to devel-
opment, test, and operational software
systems; iii) minimizing security risks,
disruption, and downtime during
transition; iv) archiving, destroying,
or converting and validating data from
previous systems to the new system;
including data received through exter-

6.4.9.3 a) Prepare for verification 08-32 Enabling system
5) Identily and plan for the necessary Tecords: veriliqation
enabling systems or services needed to 1)
support verification.
6.4.9.3 a) Prepare for verification 08-32 Enabling §ystem
6) Obtain or acquire access to the ena- records: Verifidation
bling systems or services to be used to 2)
support verification.
6.4.9.3b) Perform verification 06-3 Verification|Proce-
1) Define the verification procedutes; dures
each supporting one or a set of verifica- 5)
tion actions.
6.49.3b) Perform verification 06-3 Verification|Proce-
2) Perform the verification procedures. dures
6)
6.49.3¢c) Manage results of.Verification 08-93 Verificatiop prob-
1) Review verification results and lems and non-copform-
anomalies/&ncoluntered and identify ances
follow-upractions. 6)
6.49.3¢c) Manage results of verification 08-93 Verificatioph prob-
2)'Record incidents and problems lems and non-copform-
during verification and track their ances
resolution. 7)
6.49.3 c) Manage results of verification 08-52 Product accept-
3) Obtain stakeholder agreement that ance recorfl
the software system or element meets 8)
the specified requirements.
6%.9.3¢) Manage results of verification 07-1 Informatioh item
5) Provide key artifacts and informa- 18)
tion items that have been selected for
baselines.
6.4.10.3 a) Prepare for the software system 04-27 Software felease
transition plan
1) Refine a strategy for managing 12)

nal interfaces; v) contingency planning
for problem resolution, backup and
return to the last working system
version; vi) scheduling transitions
consistent with ongoing business pro-
cessing, with phased or synchronized
transition of systems vii) change man-
agement for stakeholders, including
interface partners, human operators,
system administrators, and software
system or service users;
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6.4.10.3 a) Prepare for the software system 04-27 Software release
transition plan
2) Identify and define facility, site, 13)
communications network, or target
environment changes needed for soft-
ware system installation or transition.

6.4.10.3 a) Prepare for the software system 04-27 Software release
transition plan
3) Identify information needs and 14)
arrange for user documentation and
training of operators, users, and other
stakeholders necessary for system
utilization and support.

6.4.10.3 a) Prepare for the software system 04>27 Software felease
transition plan
4) Prepare detailed transition infors 15)
mation, such as plans, schedules{and
procedures.

6.4.10.3 a) Prepare for the software system 04-27 Software felease
transition plan
5) Identify system cofistraints from 16)
transition to be inorporated in the
software system reqtirements, archi-
tecture or desjgh.

6.4.10.3 a) Prepare for the software system 08-30 Enabling §ystem
transition records: Transfition
6) Idéntify and plan for the necessary 1)
enabling systems or services needed to
support transition.

6.4.10.3 a) Prepare for the software system 08-30 Enabling gystem
transition records: Trangjition
7) Obtain or acquire access to the ena- 2)
bling systems or services to be used.

6.4:10.3 b) Perform the transition 08-76 System/ sdftware
1) Prepare the site of operation or vir- installation refcord
tual environment in accordance with 17)
installation requirements.

6.4.10.3 b) Perform the transition 08-76 System/ sqftware
2) Deliver the software system or installation refcord
element for installation at the correct 18)
location and time.

6.4.10.3 b) Perform the transition 08-76 System/ sqftware
3) Install the product in its physical installation refcord
or virtual operational location and 19)
interface to its environment.

6.4.10.3 b) Perform the transition 08-76 System/ sdftware
4) Provide user documentation and installation refcord
training for the operators, users, and 20)
other stakeholders necessary for prod-
uct utilization and support.

6.4.10.3 b) Perform the transition 08-76 System/ sdftware
5) Perform activation and check-out, installation refcord
including the following as agreed: i) 21)
AnY i s H talloss £l
Demenstrate-properinstalationofthe
software system. ii) Demonstrate the
installed or transitioned product is
capable of delivering its required func-
tions. iii) Demonstrate the functions
provided by the system are sustainable
by the enabling systems. iv) Review
the software system for operational
readiness. v) Commission the software
system for operations.

6.4.10.3 ¢) Manage results of transition 08-72 Software opera-
1) Record transition results and anom- | tion release test results
alies encountered. 5)

© ISO/IEC 2024 - All rights reserved

28



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices

6.4.10.3 ¢) Manage results of transition 08-72 Software opera-
2) Record transition incidents and tion release test results
problems and track their resolution. 6)

6.4.10.3 ¢) Manage results of transition 07-1 Information item
4) Provide key artifacts and informa- 19)
tion items that have been selected for
baselines.

6.4.11.3 a) Prepare for validation 04-31 Validatioh plan
1) Refine the validation strategy, which 14)
includes the following: i) Identify
the validation scope, including the
characteristics of the software system,
element, or artifact to be validated, and
the expected results of validation. ii)
Identify the constraints that potential-
ly limit the feasibility of validation-ac-
tions. iii) Identify validation prierities.

6.4.11.3 a) Prepare for validation 04-31 Validatiop plan
2) Identify system constraintsfrom the 15)
validation strategy to be'ineorporated
in the stakeholder requirements.

6.4.11.3 a) Prepare for validation 04-31 Validatioh plan
3) Define the purpose, conditions and 16)
conformance €riteria for each valida-
tion actiof

6.4.11.3 a) Prepavefor validation 04-31 Validatioh plan
4) Seléct appropriate validation 17)
methiods or techniques and associated
criteria for each validation action.

6.4.11.3 a) Prepare for validation 08-31 Enabling §ystem
5) Identify and plan for the necessary records: Validgtion
enabling systems or services needed to 1)
support validation.

6.4.11.3 a) Prepare for validation 08-31 Enabling §ystem
6) Obtain or acquire access to the ena- records: Validgtion
bling systems or services to be used to 2)
support validation.

6.4.11.3b) Perform validation 06-2 Validation Proce-
1) Define the validation procedures, dures
each supporting one or a set of valida- 5)
tion actions.

6.4.11.3 b) Perform validation 06-2 Validation Proce-
2) Perform the validation procedures dures
in the defined environment. 6)

6.4.11.3 c) Manage results of validation 08-90 Validatidn Re-
1) Review validation results and cords
anomalies encountered and identify 2)
follow-up actions.

6.4.11.3 ¢) Manage results of validation 08-91 Validatior} prob-
2) Record incidents and problems lems and non-copform-
during validation and track their ances
resolution. 3)

5411530 idation 08=92Vatidation test
3) Obtain stakeholder agreement that suite confirmation
the software system or element meets record
the stakeholder needs. 2)

6.4.11.3 ¢) Manage results of validation 07-1 Information item
5) Provide key artifacts and informa- 20)
tion items that have been selected for
baselines.
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6.4.12.3 a) Prepare for operation 04-15 Operation plan
1) Refine an operation strategy, 8)

including the following considerations:
i) The expected or agreed capacity,
availability, response time, and secu-
rity of services as they are introduced,
routinely operated and withdrawn
from service: ii) The human resources
strategy, depending on the need to de-
fine training and qualification require-
ments, train or obtain personnel to
control and monitor software system
operations, administer system access,
and support customer service requests
and user assistance; iii) The release
criteria and schedules of the software
system to permit modifications that
sustain existing or enhanced services;
iv) The approach to implement the
operational modes in the Operational
Concept, including normal @perations
and preparations for, and‘testing of,
envisioned types of contingency oper-
ations; v) MeasuresAor operation that
will provide insight into performance
levels; vi) The@perational and occu-
pational sdfety strategy for operators
and oth€rs tising or in contact with
the sgftwdre system during operation,
accounting for safety regulations; and
vi#) The environmental protection and
sustainability strategy for operating
the software system.

6.4.12.3 a) Prepare for operation 04-15 Operatiof plan
2) Identify system constraints from op- 9)
eration to be incorporated in changes

to the system/software requirements,
architecture, design, implementation,

or transition.

6.4.12.3 a) Prepare for operation 08-26 Enabling ystem
3) Identify and plan for the necessary records: Operdtion
enabling systems or services needed to 1)
support operation.

6.4.12.3 a) Prepare for operation 08-26 Enabling ystem
4) Obtain or acquire access to the ena- records: Opergtion
bling systems or services to be used. 2)

6.4.12.3 a) Prepare for operation 04-15 Operation plan
5) Identify or define training and quali- 10)

fication requirements for personnel
needed for software system operation.

6.4.12.3 a) Prepare for operation 04-15 Operatiop plan
6) Depending on the need for human 11)
intervention and control of operations,
assign trained, qualified personnel to
be operators.

64123h) Perform operation 08-46 Operationfctions
1) Use the software system in its in- 13)
tended operational environment.

6.4.12.3b) Perform operation 08-46 Operation actions
2) Apply materials and other resourc- 14)

es, asrequired, to operate the software
system and sustain its services.
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6.4.12.3b)

Perform operation

3) Monitor software system opera-
tion, including consideration of the
following: i) Managing adherence to
the operation strategy (e.g., opera-
tional procedures); ii) Recording and
reporting significant events, such as
possible breaches of software and

08-46 Operation
15)

actions

data confidentiality and integrity; iii)
Operating the software system in a
safe manner and compliant with legis-
lated guidelines e.g., those concerning
occupational safety and environ-
mental protection; and iv) Recording
when software system or service
performance is not within acceptable
parameters.

6.4.12.3b)

Perform operation

4) Consistent with the operational
strategy, develop and, whetefeasible,
automate operational procedures

to minimize the risk gfoperational
anomalies.

08-46 Operation
16)

pctions

6.4.12.3b)

Perform operdtion

5) Consistent with the operational
strategy, analyse measurements to
confirnd that: i) Service performance
is within'acceptable parameters or
agreed'service levels for the agreed
workload; ii) System and service avail-
ability and response times are accept-
able; iii) Cost of operation is consistent
with objectives and constraints; and
iv) Potential improvements are identi-
fied and prioritized.

08-46 Operation
17)

pctions

6.412.3b)

Perform operation
6) Perform contingency operations, if
necessary.

08-46 Operation
18)

pctions

6.4.12.3 ¢)

Manage results of operation
1) Record results of operation and
anomalies encountered.

08-47 Operation
7)

records

6.4.12.3 ¢)

Manage results of operation
2) Record operational incidents and
problems and track their resolution.

08-47 Operation
8)

records

6.4.12.3 ¢)

Manage results of operation

4) Provide key artifacts and informa-
tion items that have been selected for
baselines.

07-1 Informatio
21)

hitem

6.4.12.3d)

Support the customer

1) Provide assistance and consultation
to the customers and users to resolve
complaints, incidents, problems, and
service requests.

11-4 Operation r
7)

quests

6.4.12.3 d)

Support the customer

')) Record and maonitor reguests and

11-4 Operation r
)

quests

subsequent actions for support.

6.4.12.3 d)

Support the customer

3) Determine the degree to which the
delivered software system or services
satisfy the needs of the customers and
users.

11-4 Operation requests

9)
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6.4.13.3a) Prepare for maintenance 04-14 Maintenance Plan
1) Refine a maintenance strate- 8)

gy, including consideration of the
following: i) Establishing priorities,
typical schedules, and procedures for
performing, verifying, distributing,
and installing software maintenance
changes in conformance with oper-
ational availability requirements; ii)
Establishing techniques and methods
for becoming aware of the need for
corrective, adaptive, and perfective
maintenance; iii) Periodic assessment
of the design characteristics in case

of evolution of the software system
and of its architecture; iv) Forecasting
potential obsolescence of components
and technologies using information on
technical changes in related systéms;
v) Establishing priorities and resourc-
es to obtain access to the €otrect ver-
sions of the product and\product infor-
mation needed for performing main-
tenance (e.g., scheduled or phased
installation, maintenance patches or
software upgrades); vi) Measures for
maintenance that will provide insight
into perfoxmance levels, effectiveness,
and efficiéncy, including access to
historteal fault and failure; vii) Agreed
rights to data and the impact on data in
the system during problem resolu-
tion and maintenance activity; viii)
Approach to assure that counterfeit

or unauthorized system elements are
not introduced into the system; ix)
Impact of the maintenance change

on other software systems elements
versus the risk of leaving a reported
software anomaly in place; and x) The
skill and personnel levels required to
effect system or software repairs or
replacements, fixes, patches, updates,
and upgrades, considering legal and
regulatory requirements regarding
health and safety, security, and the

environment.
6.4.13.3a) Prepare for maintenance 04-14 Maintenanice Plan
2) For non-software elements, define 9)

alogistics strategy throughout the life
cycle, including acquisition and opera-
tional considerations: the number and
type of replacement elements to be
stored, their storage locations and con-
ditions, their anticipated replacement
rate, and their storage life and renewal

frequency.
6.4.13.3 a) Prepare for maintenance 04-14 Maintenanfce Plan
3) Identify constraints from main- 10)

tenance to be incorporated in the
system/software requirements, archi-
tecture, or design.

6.4.13.3a) Prepare for maintenance 04-14 Maintenance Plan
4) Identify trades such that the system 11)

and associated maintenance and logis-
tics actions result in a solution that is
affordable, operable, supportable, and
sustainable.
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6.4.13.3a) Prepare for maintenance 08-25 Enabling system

5) Identify and plan for the necessary
enabling systems or services needed to
support maintenance.

records: Maintenance

1

6.4.13.3 a) Prepare for maintenance
6) Obtain or acquire access to the ena-

08-25 Enabling system
records: Maintenance

problem reports to identify corrective,
adaptive, perfective and preventive
maintenance needs.

bling systems or services to be used. 2)
6.4.13.3b) Perform maintenance 11-3 Maintendnce

1) Review stakeholder requirements, Reqfiests

complaints, events, incident and 14Y

6.4.13.3b) Perform maintenance

2) Analyse the impact of maintenance

changes on data structures, data, and

related software functions, usetr'docu-
mentation, and interfaces.

11-3 Maintengnce
Requests
15)

6.4.13.3 b) Perform maintenance

3) Upon encountering-unexpected
faults that cause a software system
failure, restore theSystem to opera-
tional status.

11-3 Maintengnce
Requests
16)

6.4.13.3b) Perform maintenance

4) implement the procedures for cor-
rectigfy offlaws (defects) and errors, or
forwreplacement or upgrade of system
elements.

11-3 Maintengnce
Requests
17)

6.4.13.3b) Perform maintenance

5) Perform preventive maintenance

by replacing, patching, augmenting, or
upgrading software system elements,
to improve the performance of a soft-
ware system that is projected to reach
unacceptable service levels, e.g., lack of
capacity due to increases in demand or
stored data, or to avoid unacceptable
operating conditions, e.g., running
with outdated security software.

11-3 Maintengnce
Requests
18)

6.4.13.3 b) Perform maintenance
6) Identify when adaptive or perfective
maintenance is required.

11-3 Maintengnce
Requests
19)

6.4.13.3¢) Perform logistics support

1) Obtain resources to support the
software system through its life
cycle or the project's life (acquisition
logistics).

09-07 Maintenjance
(Logistics) Report
10)

6.4.13.3¢) Perform logistics support

2) Monitor the quality and availability
of replacement elements and enabling
systems, their delivery mechanisms
and their continued integrity during

09-07 Maintenfance
(Logistics) Report
11)

4) Confirm that logistics actions to
fulfill software system or element sup-
portability requirements or achieve
operational readiness are planned and
implemented.

storage.

64133 Perfornlogisties support 99-97-Maintedance
3) Implement mechanisms for soft- (Logistics) Report
ware system or element distribution, 12)
including packaging, handling, storage
and communications or transportation
needed for items during the life cycle.

6.4.13.3¢) Perform logistics support 09-07 Maintenance

(Logistics) Report
13)
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6.4.13.3d)

Manage results of maintenance and
logistics

1) Record incidents and problems,
including their resolutions, and signifi-
cant maintenance and logistics results.

08-40 Maintenance
(Logistics) Records

8)

6.4.13.3d)

Manage results of maintenance and
logistics

08-40 Maintenance
(Logistics) Records

ZJIdentily and record trends of Inci-
dents, problems, and maintenance and
logistics actions.

7)

6.4.13.3d)

Manage results of maintenance and
logistics

4) Provide key artifacts and informa-

tion items that have been selected for

baselines.

07-1 Informatioh item
22)

6.4.13.3d)

Manage results of maintenanceand
logistics

5) Monitor and measure customer sat-
isfaction with system and/mairitenance
support.

08-40 Mainterjance
(Logistics) Reqords
10)

6.4.14.3 a)

Prepare for disposal

1) Refine a disposalistrategy for the
software system, to include each
system elemehtiand to identify and
address cfitical disposal needs, includ-
ing thefollowing considerations: i)
Pernfanent termination of the system's
funetions and delivery of services, e.g.
physical destruction of data storage
devices, or transition of the software
system elements for future reuse in
modified or adapted form; ii) Identi-
fication of ownership and responsi-
bility for retention or destruction of
data and intellectual property in the
software system,; iii) Transformation
of the product into, or retention in

a socially and physically acceptable
state, thereby avoiding subsequent ad-
verse effects on stakeholders, society
and the environment; iv) The health,
safety, security and privacy concerns
applicable to disposal actions and to
the long-term condition of resulting
physical material and information; v)
Notification to relevant stakeholders
of significant disposal activities, e.g.,
retirement or replacement of a system,
software products or services, retire-
ment schedule, or replacement options;
and vi) Identification of schedules,
actions, responsibilities, and resources
for disposal activities.

04-06 Disposal sfrategy
6)

6.4.14.3 a)

Prepare for disposal
2) Identify constraints on disposal for
the system/software requirements, ar-

04-06 Disposal sfrategy
7)

thitectureand-desigmcharacteristics;
or implementation techniques.

6.4.14.3 a)

Prepare for disposal

3) Identify and plan for the necessary
enabling systems or services needed to
support disposal.

08-22 Enabling system
records: Disposal

1

6.4.14.3 a)

Prepare for disposal
4) Obtain or acquire access to the ena-
bling systems or services to be used.

08-22 Enabling system
records: Disposal
2)
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6.4.14.3 a) Prepare for disposal 04-06 Disposal strategy
5) Specify containment facilities, stor- 8)

age locations, inspection criteria and
storage periods, if the software system
or data is to be stored, consistent with
security and environmental consider-
ations.

6.4.14.3a) Prepare for disposal U24-06 Disposal sfrategy
6) Define preventive methods to 9)
preclude disposed elements and ma-
terials that should not be repurposed,
reclaimed or reused from re-entering
the supply chain.

6.4.14.3 b) Perform disposal 0817 Disposal Records
1) Deactivate the software system or 14)
element to prepare it for removal.

6.4.14.3 b) Perform disposal 08-17 Disposal Records
2) Remove the software systém, its 15)
elements, its data, and non-réusable
material from use or praoduetion for
appropriate dispositionjyand action.

6.4.14.3 b) Perform disposal 08-17 Disposal Records
3) Withdraw impacted operating staff 16)
from the software system or system
element ahd record relevant operating
knowledge.

6.4.14.3 b) Perform disposal 08-17 Disposal Records
4)Reuse, recycle, recondition, over- 17)
haul, archive, or destroy designated
software system elements.

6.4.14.3 b) Perform disposal 08-17 Disposal Records
5) Conduct destruction of the system 18)
elements, as necessary, to reduce the
amount of waste treatment or to make
the waste easier to handle.

6.4.14.3 c) Finalize the disposal 08-17 Disposal Records
1) Confirm that detrimental health, 19)
safety, security, and environmental
conditions following disposal have
been identified and treated.

6.4.14.3 c) Finalize the disposal 08-17 Disposal Records
2) Return the environment to its orig- 20)
inal state or to a state that is specified
by agreement.

6.4.14.3 ¢) Finalize the disposal 08-17 Disposal Records
3) Archive information gathered 21)
through the lifetime of the product to
permit audits and reviews in the event
of long-term hazards to health, safety,
security and the environment, and to
permit future software system crea-
tors and users to build a knowledge
base from experience.

RAS1 D1 Dai H lic it I 17D H £
B4.1 PAZH-GP+—Petermineresultstobe +7Prejeetgoals
achieved for the performance 1) Identify the project objectives and 6)
of the process constraints.

ay DPeafi £l ieat
ay Derine-tne-projees

1) Results to be achieved are

determined. 6.3.1.3b) Plan project and technical manage- 04-21 Project plan

ment 11)
4) Define roles, responsibilities, ac-
countabilities, and authorities.

B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3a) Define the project 03-17 Project goals
achieved for the performance 1) Identify the project objectives and 6)

of the process constraints.
2) Process performance goals
are defined.
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B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3a) Define the project 03-17 Project goals

achieved for the performance

of the process

3) Assumptions and constraints
are considered when identifying
the performance goals.

1) Identify the project objectives and
constraints.

6)

B4.1 PA.2.1.GP1 |Determine results to be 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
achieved for the performance Thent T5)
of the process 8) 2 [Generate and] communicate a
4) Results to be achieved are plan for project and technical manage-
communicated to involved ment and execution, including reviews.
parties.
B4.1 §A.2.1.GP2 |Determine and address risks 6.3.4.3c) Analyse risks 03:26-Risk identification
relevant to the performance 1) Identify risks in the categories 3)
of the process described in the risk management
1) Risks that can affect perfor- context.
mance of the process are identi-
fied and evaluated for effect and
severity.
B4.1 §A.2.1.GP2 |Determine and address risks 6.3.4.3Db) Manage the risk profile 03-27 Risk management
relevant to the performance 1) Define and record the risk thresh- profile
of the process olds and conditionS uitder which a level 5)
2) Actions to mitigate the risks of risk may be accepted.
are planned and performed. 6.3.4.3b) Manage the risk profile 03-27 Risk management
2) EstabliSh’and maintain a risk profile
profile; 6)
B4.1 §A.2.1.GP2 |Determine and address risks 6.3.4.3b) Manage the risk profile 03-27 Risk management
relevant to the performance 3)Periodically provide the relevant profile
of the process risk profile to stakeholders based upon 7)
3) Monitor the risks and re- their needs.
cord the mitigation activities
throughout the performance of
the process.
B4.1 §A.2.1.GP3 |Plan the performance of the 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
process to achieve the deter- ment 14)
mined results. 7) 1 Generate [and communicate] a
1) Plan(s) for the performance of plan for project and technical manage-
the process are developed. ment and execution, including reviews.
B4.1 §A.2.1.GP3 |Plan the performance of the 6.3.1.3a) Define the project 03-10 Life cyclemodel
process to achieve the deter- 3) Define and maintain a life cycle 26)
mined results. model that is comprised of stages using
2) Process activities.and tasks the defined life cycle models of the
are defined. organization.
B4.1 §A.2.1.GP3 |Plan the performance of the 6.3.1.3b) Plan project and technical manage- | 04-22 Project schedule
process to.achieve the deter- ment 3)
mined résults. 1) Define and maintain a project sched-
3) Schédul€’and milestones are ule based on management and techni-
defined'dnd aligned with the cal objectives and work estimates.
approach to performing the
process.
B4.1 §A.2.1.GP3~}Plan the performance of the 6.3.1.3a) Define the project 03-10 Life cycle model
process to achieve the deter- 5) Define and maintain the processes 27)
mined results. that will be applied on the project.
4) Documented information
reviews are planned.
B4.1 PA.2.1.GP4 |Control the performance of 6.3.1.3a) Define the project 03-10 Life cycle model
the process 3) Define and maintain a life cycle 26)
1) Process performance meas- model that is comprised of stages using
ures are established. the defined life cycle models of the
organization.
B4.1 PA.2.1.GP4 |Control the performance of 6.3.2.3b) Assess the project 09-13 Project status
the process 10) Record and provide status and report
2) Process performance is findings from assessment tasks. 29)
monitored and the results are 6.3.2.3b) Assess the project 09-13 Project status
controlled. . . -
11) Monitor process execution within report
the project. 30)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B4.1 PA.2.1.GP4 |Control the performance of 6.3.2.3¢) Control the project 11-5 Project change

the process

3) Appropriate actions are
taken when planned results are
not achieved.

3) Initiate change actions when there
is a contractual change to cost, time or
quality due to the impact of an acquirer
or supplier request.

request
11)

B4.1 PA.2.1.GP4 |Control the performance of 6.3.2.3¢) Control the project 11-5 Project change
the process 2) Initiate necessary project replan- request
ZJ The plan(s) are adjusted and ning. 107
rescheduling is performed, as
necessary.
B4.1 §A.2.1.GP5 |Assign competent people with 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
the relevant responsibilities ment 11)
and authorities for perform- 4) Define roles, responsibilities, ac-
ing the process countabilities, and authorities.
1) Responsibilities and author- 63130 Activate the X 08-59 Proi I
ities to perform the process e . project . ) roject resource
are determined, assigned and 2)_Subm1t requests and obtain cori~ request recdrd
communicated. mitments for necessary resources to 3)
perform the project.
B4.1 §A.2.1.GP5 |Assign competent people with 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
the relevant responsibilities ment 12)
and authorities for perform- 5) Define the infrastructure and ser-
ing the process vices required.
2) Required competencies are
identified based on the respon-
sibilities.
B4.1 §A.2.1.GP5 |Assign competent people with 6.3.2.3b) AssesS)the project 09-13 Project sftatus
the relevant responsibilities 4) Assess the adequacy of roles, report
and authorities for perform- responsibilities, accountabilities, and 23)
ing the process authorities.
3) Competencies for manage-
ment and execution of the
process are ensured by training
or work-based learning.
B4.1 §A.2.1.GP5 |Assign competent people with 6.3.2.3b) Assess the project 09-13 Project sftatus
the relevant responsibilities 4) Assess the adequacy of roles, report
and authorities for perform- responsibilities, accountabilities, and 23)
ing the process authorities.
4) Person(s) performing the pro*
cess are considered competent
on the basis of appropriate edu-
cation, training, or experience.
B4.1 §A.2.1.GP5 |Assign competent people with 6.3.1.3¢) Activate the project 08-59 Project repource
the relevant responsibilities 2) Submit requests and obtain com- request recdrd
and authoritieSfor perform- mitments for necessary resources to 3)
ing the process perform the project.
5) Necessaty eompetencies
are acquired externally when
needed,
B4.1 §A.2.1.GP6 |Allecate and maintain 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
resources to perform the pro- ment 12)
eess according to plan 5) Define the infrastructure and ser-
1) The human and infrastruc- vices required.
ture resources needed for
performing the process are
determined, provided and
maintained.
B4.1 PA.2.1.GP6 |Allocate and maintain 6.3.1.3¢) Activate the project 08-59 Project resource

resources to perform the pro-
cess according to plan

2) The information necessary to
perform the process is identi-
fied and made available.

2) Submit requests and obtain com-
mitments for necessary resources to
perform the project.

request record
3)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B4.1 PA.2.1.GP6 |Allocate and maintain 6.3.2.3b) Assess the project 09-13 Project status
resources to perform the pro- 5) Assess the adequacy and availability report
cess according to plan of resources. 24)
3) The use of the resources is
measured and monitored to
identify possible deviations.
B4.1 PA.2.1.GP7 |Manage the interfaces be- 6.3.1.3b) Plan project and technical manage- 04-21 Project plan
Tween the involved parties Tment T1IJ
1) The individuals and groups 4) Define roles, responsibilities, ac-
involved in the process perfor- countabilities, and authorities.
mance are identified.
B4.1 §A.2.1.GP7 |Manage the interfaces be- 6.3.1.3¢) Activate the project 08-59 Project refource
tween the involved parties 2) Submit requests and obtain com- réquest recdrd
2) Responsibilities of the in- mitments for necessary resources to 3)
volved parties are assigned. perform the project.
B4.1 §A.2.1.GP7 |Manage the interfaces be- 6.3.1.3¢) Activate the project 08-59 Project repource
tween the involved parties 2) Submit requests and obtain ¢om- request recqrd
3) Communication is assured mitments for necessary resqtrces to 3)
between the involved parties. perform the project.
B4.2 §A.2.2.GP1 |Define the requirements for 6.3.6.3 a) Prepare for information'manage- 04-10 Informdtion
the documented information ment management plap: item
1) The requirements for the 2) Define the itemsofinformation that identificati¢n
documented information to be will be managed, 1)
pmr;il;iii;ﬁgﬁggz(l}&igglre 6.3.6.3 a) Prepare for information manage- 04-09 Informdtion
contents and structure. ment management plap: Pres-
4) Definethe content, formats and entation
structure of information items. 1)
B4.2 §A.2.2.GP2 |Define the requirements for 6.3.6.3 a) Prepare for information manage- 04-08 Informatiqn man-
documentation and control of ment agement plgn
the documented information 5) Define information maintenance 13)
1) Requirements for the doc- actions.
umentation and control of the
documented information are
defined. Such requirements may
include requirements for (1)
distribution, (2) identification
of documented information and
their components (3) tracea-
bility
B4.2 §A.2.2.GP2 |Define the requirements.for 6.3.5.3a) Plan configuration management 04-03 Configurfation
documentation and control of 2) Define the storage, archive and Management Plan
the documented information retrieval procedures for configuration 9)
2) Dependencies between items, CM artifacts, and records.
documented information are
identified and understood.
B4.2 §A.2.2.GP2 |Define therequirements for 6.3.5.3b) Perform configuration identifica- 12-03 Configuration
docunientation and control of tion Baseline
thedocumented information 3) Define baselines through the life 6)
3)Requirements for the approv- cycle.
al of documented information to
be controlled are defined.
B4.2 §A.2.2.GP3" |Identify and control the doc- 6.3.5.3b) Perform configuration identifica- 12-03 Configuration
umented information in ac- tion Baseline
cordance with requirements 3) Define baselines through the life 6)
1) Change control is established cycle.
for documented information.
B4.2 PA.2.2.GP3 |Identify and control the doc- 6.3.6.3b) Perform information management 07-1 Information item

umented information in ac-
cordance with requirements
2) The documented information
is identified and controlled in
accordance with requirements.

1) Obtain, develop, or transform the
identified items of information.

9)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B4.2 PA.2.2.GP3 |Identify and control the doc- 6.3.5.3¢) Perform configuration change man- 08-11 Configuration

umented information in ac-
cordance with requirements
3) Versions of documented
information are assigned to
product configurations as
applicable.

agement

3) Track and manage approved chang-
es to the baseline, Requests for Change
and Requests for Variance.

Management Change

Requests
11)

B4.2 JA-Z.Z.GP3[Identily and control the doc- 6.3.0.3 D) Perform information management U7-3 Informatioh item:
umented information in ac- 3) Publish, distribute or provide access Publish
cordance with requirements to information and information items 1)

4) The documented information to designated stakeholders.
is made available through ap-
propriate access mechanisms.

B4.2 §A.2.2.GP3 |Identify and control the doc- 6.3.6.3b) Perform information management 07-2 Informatiof item:
umented information in ac- 2) Maintain information items and Item statup
cordance with requirements their storage records, and record the 1)

5) The revision status of the status of information.
documented information may
readily be ascertained.

B4.2 §A.2.2.GP4 |Review and adjust document- 6.3.5.3¢) Perform configuration ehange man- 08-11 Configurjation
ed information to meet the agement Management Change
defined requirements 1) Identify and record Requests for Requests
1) Documented information is Change and Requeésts for Variance. 9)
reviewed against the defined re-
quirements in accordance with
planned arrangements.

B4.2 §A.2.2.GP4 |Review and adjust document- 6.3.5.3¢) Perform configuration change man- 08-11 Configurjation
ed information to meet the agement Management Change
defined requirements 2) €oordinate, evaluate, and disposi- Requests
2) Issues arising from docu- tion Requests for Change and Requests 10)
mented information reviews are for Variance.
resolved.

B4.2 §A.2.2.GP5 |Maintain and retain informa- 6.3.6.3:b) Perform information management 10-1 Informatiop Item
tion products to demonstrate 4) Archive designated information. Archive
that planned results are 3)
achieved
1) Documented informa-
tion needed to confirm the
performance of the process is
determined.

B4.2 §A.2.2.GP5 |Maintain and retain informa- 6.3.6.3b) Perform information management 08-33 Informati¢n item
tion products to dentonstrate 5) Dispose of unwanted, invalid or disposal rec¢rd
that planned results'are unvalidated information. 3)
achieved
2) Documented information is
used to demonstrate that the
products/and/or services satisfy
their pequirements.

B5.1 §A.3.1.GP1 |Establish and maintain a 6.2.1.3a) Establish the process 03-10 Life cycle model
stanidard process that will 2) Establish the processes that 23)
support the deployment of the implement the requirements of this
defined process. document and that are consistent with
1) A standard process is devel- organizational strategies.
oped that includes the funda- 6.2.1.3a) Establish the process 03-10 Life cycle jmodel
mental process elements. 5) Establish standard life cycle models 25)

for the organization that are com-
prised of stages and define the purpose
and outcomes for each stage.
B5.1 PA.3.1.GP1 |Establish and maintain a 6.2.1.3a) Establish the process 03-10 Life cycle model

standard process that will
support the deployment of the
defined process.

3) Guidance and/or proce-
dures are provided to support
implementation of the process
as needed.

1) Establish policies and procedures
for process management and deploy-
ment that are consistent with organi-
zational strategies.

22)
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B5.1 PA.3.1.GP2 |Determine the inputs and out- 6.2.1.3a) Establish the process 03-10 Life cycle model

puts of the standard process
3) Start and stop criteria for the
standard process are defined as
needed.

4) Define business criteria that control
progression through the life cycle.

24)

B5.1 PA.3.1.GP4 |Determine the roles, compe- 6.2.1.3a) Establish the process 03-11 Life cycle model:
tencies, responsibilities and 3) Define the roles, responsibilities, Responsibilities
authorities for performing the accountabllities, and authorIties to 1)
standard process facilitate implementation of processes
1) Roles and related competen- and the strategic management of life
cies for performing the process cycles.
are determined.

B5.1 §A.3.1.GP4 |Determine the roles, compe- 6.2.1.3a) Establish the process 03-11"Life cycle nodel:
tencies, responsibilities and 3) Define the roles, responsibilities, Responsibilifies
authorities for performing the accountabilities, and authorities to 1)
standard process facilitate implementation of processes
2) Authorities necessary for and the strategic management of life
executing responsibilities are cycles.
determined.

B5.1 §A.3.1.GP5 |Determine the resources for 6.2.2.3a) Establish the infrastructure 04-12 Infrastrycture
performing the standard 2) 1. Identify, [obtainfand provide] plan
process infrastructure resousces and services 3)

1) Appropriate resources are that are needed tovimplement and
identified and determined. support projectss

B5.1 §A.3.1.GP5 |Determine the resources for 6.2.2.3a) Establish‘the infrastructure 04-12 Infrastrycture
performing the standard 2) 1. Idéntify, [obtain and provide] plan
process infrastructure resources and services 3)

3) Process infrastructure thatare needed to implement and
components are identified support projects.

(facilities, tools, networks,

methods, etc).

B5.1 §A.3.1.GP6 |Determine and maintain 6.2.4.3 a) Identify skills 03-15 Organizafional
necessary knowledge for the 1) Identify skill needs based on current skill need
operation of the standard and expected projects. 2)
process
1) Information and under-
standing needed to perform
the process is determined and
maintained.

B5.2 §A.3.2.GP1 |Deploy a defined process that 6.2.1.3a) Establish the process 03-10 Life cycle model
satisfies the context specific 1) Establish policies and procedures 22)
requirements of the/tise.of the for process management and deploy-
standard process, ment that are consistent with organi-

1) The defined process is appro- zational strategies.
priately selected and/or tailored
from the standard process.

B5.2 HA.3.2.GP1 |Deploy.a-defined process that 6.2.1.32) Establish the process 03-10 Life cyclemodel
satisfies'the context specific 1) Establish policies and procedures 22)
requirements of the use of the for process management and deploy-
standard process ment that are consistent with organi-

2) Criteria to verify conformity zational strategies.
of the defined process with the

standard process are deter-

mined.

B5.2 HA. 32 . GP1 nnplny adefined process that 6213 a) Establish the process 03.10 Life r‘yrln odel
satisfies the context specific 2) Establish the processes that 23)
requirements of the use of the implement the requirements of this
standard process document and that are consistent with
3) The defined process is organizational strategies.
used to achieve the process
outcomes.

B5.2 PA.3.2.GP2 |Deploy competent people 6.2.1.3a) Establish the process 03-11 Life cycle model:

with defined responsibilities
and authorities to support the
performance of the defined
process

1) Competency criteria for the
required roles are defined.

3) Define the roles, responsibilities,
accountabilities, and authorities to
facilitate implementation of processes
and the strategic management of life
cycles.

Responsibilities

1
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Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B5.2 PA.3.2.GP2 |Deploy competent people 6.2.4.3¢c) Acquire and provide skills 12-08 Project skill needs

with defined responsibilities
and authorities to support the
performance of the defined
process

2) The roles for performing the
defined process are assigned
and communicated

3) Make project assignments based on
project and staff-development needs.

and provision

8)

B5.2 HA.3.2.GP2 |Deploy competent people 6.2.4.3 c) Acquire and provide skills 12-08 Project ski|l needs
with defined responsibilities 2) Maintain and manage the pool of and proyisipn
and authorities to support the skilled personnel necessary to staff 7)
performance of the defined ongoing projects.
process
3) The responsibilities and
authorities for performing the
defined process are assigned
and communicated.
B5.2 HA.3.2.GP2 |Deploy competent people 6.2.4.3 c) Acquire and provide skills 12-08 Project ski|l needs
with defined responsibilities 4) Motivate personnel, e.g. through and provisipn
and authorities to support the career development and'eward mech- 9)
performance of the defined anisms.
process
4) Competency of the required
person(s) is monitored and
maintained with appropriate
education, training, or experi-
ence.
B5.2 HA.3.2.GP3 |Provide resources and 6.2.2.3b) Maintain the infrastructure 08-35 Infrastrycture
information to support the 1).Evaluate the degree to which deliv- evaluation re¢ord
performance of the defined ered infrastructure resources satisfy 2)
process project needs.
3) Resources are measured 6.2.4.3 a) Identify skills 03-12 Organizition
and monitored to ensure their 2) Identify and d skills of per- Kills identifichti
effective use. y and record skills of per: skills identification
sonnel. 2)
B5.2 §A.3.2.GP4 |Maintain documented in- 6.24.3 b) Develop skills 08-68 Skill develppment
formation as evidence of the 4) Maintain records of skill develop- records
process achieving expected ment. 4)
results
1) Documented information is
maintained.
B5.3 HA.3.3.GP1 |Collect and analyse dataabout 6.3.8.3d) Manage QA records and reports 09-06 Incident Report
performance of the process to 3) Identify incidents and problems 4)
identify needs forimprove- associated with product, service, and
ment process evaluations.
tl})léjl?éi;\Gjici)ﬂ;esigga%rillcilf;ztri?d 6.3.8.3¢) Treat incidents and proble_ms_ _ 09-06 Incident Report
effectiverfess of the process 1) Record, analyse and classify inci- 5)
are idemtified, collected and dents.
analysed. 6.3.8.3¢) Treat incidents and problems 09-09 Problem apalysis
3) Record, analyse and classify prob- report
lems. 6)
B5.3 HA.3.3.GPTL~Collect and analyse data about 6.3.8.3¢) Treat incidents and problems 09-09 Problem apalysis
performance of the process to 4) Identify root causes and treatment report
identify needs for improve- of problems where feasible. 7)
ment — 2.0 2 .l T 3 | i P | Il 00 40D 11 eso-
2) Results of the analysis are R ;)' l“é" "'.'f""‘.“"” bl b ‘1’” A
used to identify where continual entify improvements in processes ution improvement
improvement of the standard fmd_ products that may prevent future record
and/or defined process can be incidents and problems. 3)
made.
B5.3 PA.3.3.GP2 |Determine suitable methods 6.3.8.3a) Prepare for quality assurance 04-24 Quality assurance

and measures to monitor and
evaluate the process

1) Methods and measures for
monitoring the suitability, ef-
fectiveness and adequacy of the
process are determined.

1) Define a Quality Assurance strategy.

strategy

6)
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and measures to monitor and
evaluate the process

2) Appropriate criteria and data
needed to monitor the process
are defined.

2) The strategy is consistent with the
organizational Quality Management
policies and objectives and includes: i)
Priorities for applying Quality Assur-
ance resources to processes and tasks
that have the most significant impact
on the guality of the delivered prod-

strategy

7)

Table B.1 (continued)
ISO/IEC Description ISO/IEC/IEEE Description ISO/IEC/IEEE
33020:2019 12207:2017 12207:2017
Annex B Generic
Practices
B5.3 PA.3.3.GP2 |Determine suitable methods 6.3.8.3a) Prepare for quality assurance 04-24 Quality assurance

ucts and services; ii) Defined roles,
responsibilities, accountabilities, and
authorities; iii) Evaluation criteria and
methods for processes, products, and
services, including criteria for product
or service acceptance; iv) Activities
appropriate to each supplier (including
subcontractors); v) Required verificas
tion, validation, monitoring, measuxe-
ment, review, inspection, audit, and
test activities specific to the products
or services; and vi) Problem(resolution
and process and product improvement
activities.

process
3)-Actions are managed and
trdcked to closure.

closure.

2)

B5.3 §A.3.3.GP2 |Determine suitable methods 6.3.8.3a) Prepare for quality.asSurance 04-24 Quality asqurance
and measures to monitor and 3) Establish independence of quality strategy
evaluate the process assurance from ether life cycle pro- 8)
3) The need to conduct internal cesses.
audit, process compliance
audit/reviews and management
review is established.

B5.3 §A.3.3.GP3 |Assure conformity of the 6.3.8.3d) Manage QA records and reports 08-61 Quality Asgurance
defined process 1 Create records and reports related Records
3) Any nonconformities are to quality assurance activities. 4)
identified and documented.

B5.3 HA.3.3.GP4 |Act on nonconformities to 6.3.8.3:€) Treat incidents and problems 09-06 Incident Report
adjust the performance of the 2) Identify selected incidents to associ- 6)
process ate with known errors or problems.
1) The nature and effect of .
nonconformitiesareanalysed | “P3839)  [Treatncidents andprablems | 051 Problemrend
plan appropriate actions. problems. 2)

B5.3 #A.3.3.GP4 |Act on nonconformities to 6.3.8.3¢€) Treat incidents and problems 09-09 Problem apalysis
adjust the performanceof the 5) Prioritize treatment of problems report
process (problem resolution) and track correc- 8)
2) Any changes needéd are tive actions.
implemented to ensure that the
process achievesits intended
results.

B5.3 §A.3.3.GP4 |Act on nghcenformities to 6.3.8.3¢) Treat incidents and problems 09-10 Problem rfesolu-
adjustthe-performance of the 9) Track incidents and problems to tion tracking réport

B.2 IMapping exceptions

The exceptions in the mapping of the process attribute generic practices and the life cycle process tasks are
listed in Table B.2.
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Table B.2 — Exceptions list - Associations between the ISO/IEC 33020 generic practices,
ISO/IEC/IEEE 12207 tasks and associated information item

ISO/IEC 33020:2019
Annex B Generic Prac-
tices

Name

Description

B3.1 PA.1.1.GP1

Achieve the process outcomes

1) Achieve the intent of the base practices.

B4.1 PA.2.1.GP7

Manage the interfaces between the involved
parties

4) Communication between the involved parties is effective.

B4.2 PA.2.2.GP1

Define the requirements for the documented
information

2) Quality criteria of the documented information are identified.

B4s2-RA2-2-GR1

Define-therequirementsforthe-decumented
information

Anpropriatereyvia

aented

information are defined.

B5.1 PA.3.1.GP1

Establish and maintain a standard process
that will support the deployment of the
defined process.

2) The standard process identifies the deployment needs’and
deployment context.

B5.1 PA.3.1.GP1

Establish and maintain a standard process
that will support the deployment of the
defined process.

4) Appropriate tailoring guideline(s) are available as neededl.

B5.1 PA.3.1.GP1

Establish and maintain a standard process
that will support the deployment of the
defined process.

5) The standard process is maintaine€dto meet the improvement
needs and opportunities.

B5.1 PA.3.1.GP2

Determine the inputs and outputs of the
standard process

1) Required inputs are identified, including information nedded.

B51PA.3.1.GP2

Determine the inputs and outputs of the
standard process

2) Expected outputs-ate identified.

B51 PA.3.1.GP3 Determine the sequence and interaction 1) The process's'sequence and interaction with other procegses are
of the process as an integrated system of determined.
processes

B51 PA.3.1.GP3 Determine the sequence and interaction 2) Déployment of the standard process as a defined process|main-

of the process as an integrated system of
processes

tains.integrity of processes.

B531 PA.3.1.GP5

Determine the resources for performing the
standard process

2) Requirements for the quality of the resources are defined.

B5.1 PA.3.1.GP5

Determine the resources for perforniing the
standard process

4) Work environment requirements are defined.

B5]2 PA.3.2.GP3 Provide resources and information to sup- |2) Required information to perform the process is made avdilable,
port the performance of the defined process |allocated and used.
B5|2 PA.3.2.GP4 Maintain documented information as 2) Documented information is available for review.
evidence of the process achieving expected
results
B5|2 PA.3.2.GP4 Maintain documented information as 3) Documented information can be verified by person(s) independ-
evidence of the process achieving expected |ent of those performing the process
results
B5]3 PA.3.3.GP2 Determine suitable methods and measures |4) Suitability, adequacy and effectiveness of the process arelmeas-
to monitor and evaluate the process ured and analysed continually using appropriate methods.
B5]3 PA.3.3.GP2 Determine suitable methods and measures |5) Identified risks are evaluated and managed.
to/monitor and evaluate the process
B5]3 PA.3.3.GP3 Assure conformity of the defined process 1) Associated activities, outputs and documented informatipn are
evaluated.
B5]3 PA.3.3.GP3 Assure conformity of the defined process 2) Conformity of the defined process with the standard progess
requirements is verified.
B5}3*PA.3.3.GP3 Assure conformity of the defined process 4) Assurance activities are performed independently of the jpro-

cess instance to ensure objectivity.

B5.3 PA.3.3.GP5

Improve the process based on the monitor-
ing of the process

1) Suitability, adequacy and effectiveness of the process are meas-
ured and analysed continually using appropriate methods.

B5.3 PA.3.3.GP5

Improve the process based on the monitor-
ing of the process

2) Internal audits, process capability audits/reviews and manage-
ment reviews are performed when needed.

B5.3 PA.3.3.GP5

Improve the process based on the monitor-

ing of the process

3) Process changes are implemented to maintain the standard
process.

Total: 24
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Annex C
(informative)

Listing of the information items and their characteristics

Table C.1 presents a list of the applicable information items associated with ISO/IEC/IEEE 12207.

Table C.1 — Listing of the information items and their characteristics

Ref

prence

Name

Category

Characteristics

1-2

Supply agreement

Contract

1) - An agreement is negotiated with the acquirer that includes acdept-
ance criteria.

2) This agreement ranges in formality from a wriften contract to 4
verbal agreement. The Supplier confirms that the requirements, d¢livery
milestones, and acceptance conditions are.achievable, that exceptipn
handling and agreement change managément procedures and payment
schedules are acceptable, and that they establish a basis for executLing the
agreement without unnecessary risks-Issues are discussed and resolved
during negotiation, after which the'acquirer and supplier accept the
terms of an agreement and the dgreement commences. For a contrjict, this
occurs when the contract i§ signed.

3) - The agreement is negotiated with the acquirer, as necessary.
4) Changes to agreemént terms are negotiated between the suppli¢r and
acquirer. This inclades changes due to changing market context. Npgoti-
ation occurs forthe initial agreement, and as required for any changes.
Changed agréemeénts are based on the required change and identiffied
impacts.
[ISO/IECAIEEE 12207:2017, 6.1.2.3 ¢) 1)] 5) Negotiate an agreemer]t with
the acquirer that includes acceptance criteria.
[ISOANEC/IEEE 12207:2017, 6.1.2.3 c) 4)] 6) Negotiate the agreemept with
thexacquirer, as necessary.

2-1

Business opportunities
portfolio

Data

1) - Potential new or modified capabilities or missions are identifigd.
2) The organization business strategy, concept of operations, or gap
analysis or opportunity analysis is reviewed for current gaps, prolplems,
or opportunities. A new capability or enterprise need is usually defer-
mined in the Business or Mission Analysis process, further defined in the
Stakeholder Needs and Requirements Definition process, and manpged
through this process.
3) - New business opportunities, ventures or undertakings are ideptified,
prioritized and selected.
4) These are usually consistent with the business strategy and actfon
plans of the organization. The potential projects are prioritized, aind
thresholds established, to determine which projects will be execufed.
The characteristics of identified projects are often determined, inqluding
stakeholder value, risks and barriers to success, dependencies and
interrelationships, constraints, resource needs and mutual contengion
for resources. Each potential project is then assessed with respect|to
likelihood of success and costbenefit. The Decision Management afnd
System Analysis processes provide details on performing an analyfsis of
alternatives.
[1SO/IEC/IEEE 12207:2017, 6.2.3.3 a) 1)] 5) Identify potential newlor
modified capabilities or missions.
[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 2)] 6) Prioritize, select and eptab-
lish new business opportunities, ventures or undertakings.

02-2

Stakeholders

Data

1) - The stakeholders are identified who have an interest in the software
system throughout its life cycle.

2) This includes individuals and classes of stakeholders who are users,
operators, supporters, developers, producers, trainers, maintainers,
disposers, acquirer and supplier organizations, parties responsible for
external interfacing entities, regulatory bodies, and others who have a
legitimate interest in the system. Where direct communication is not
practicable (e.g., for consumer products and services), representatives or
designated proxy stakeholders are selected.

[ISO/IEC/IEEE 12207:2017, 6.4.02.3 a) 1)] 3) Identify the stakeholders
who have an interest in the software system throughout its life cycle.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

03-02

Analyse stakeholder re-
quirements

Description

1) - The complete set of stakeholder requirements is analysed.

2) Stakeholder requirements are analysed for characteristics of individ-
ual requirements, as well as characteristics of the set of requirements.
Potential analysis characteristics include that the requirements are
necessary, implementation-free, unambiguous, consistent, complete,
singular, feasible, traceable, verifiable, affordable, and bounded. ISO/
IEC/IEEE 29148 provides additional information on characteristics of
requirements.

3) The System Analysis process is used to assess feasibility and afforda-
bility. The Verification and Validation processes are used in the review of

SUARCTIOIUCT T Cbluil CIICTILS.

4) - Critical performance measures that enable the assessment oftechni-
cal achievement are defined.
5) This includes defining technical and quality measurestand-critiqal per-
formance parameters associated with each effectivenéss measurefidenti-
fied in the stakeholder requirements. The critical pérformance mepsures
(e.g., measures of effectiveness and measures of suitability) are defined,
analysed and reviewed to help ensure stakeholderrequirements afe met
and to help ensure identification of project,costySchedule or perfofmance
risk associated with any noncompliance ASO/1EC 15939 provides g pro-
cess to identify, define and use appropriate measures. INCOSE TP-2003-
020-01, Technical Measurement, provides information on the sele¢tion,
definition and implementation of €ritical performance measures. The
ISO/IEC 25000 series of standards,provides relevant quality measfires.

6) - The analysed requirements-are fed back to applicable stakeholders to
validate that their needs and-€xpectations have been adequately cgptured
and expressed.

7) - Stakeholder requirements issues are resolved.
[ISO/IEC/IEEE ¥2207:2017, 6.4.2.3 €) 1)] 8) Analyse the complete det of
stakeholder réquirements.
[ISO/IEC/IEEE'12207:2017, 6.4.2.3 €) 2)] 9) Define critical perfornjance
measures that enable the assessment of technical achievement.
[ISO/JEC/IEEE 12207:2017, 6.4.2.3 €) 3)] 10) Feed back the analysdd
requirements to applicable stakeholders to validate that their needls and
expectations have been adequately captured and expressed.
[1SO/IEC/IEEE 12207:2017, 6.4.2.3 €) 4)] 11) Resolve stakeholder rlequire-
ments issues.

0B-03

Architecture definition

Descriptien

1) - Pertinent information is reviewed and key drivers of the archifecture
identified.

2) Key drivers are identified by reviewing: (a) market studies, indys-

try projections, competitor product plans, and scientific findings; {b)
organizational strategies, organizational level concept of operatiofs, or-
ganizational policies and directives, regulatory and legal constraints, and
stakeholder requirements; (c) mission or business concept of operptions,
system-of-interest and related system operational concept, operatjonal
environment, technology roadmaps, and system/software requirefments,
and (d) other factors that impact the suitability of the software sygtem
through its life cycle. This analysis of key drivers typically builds ffom
the Business or Mission Analysis, Stakeholder Requirements Definjition,
and System/software Requirements Definition processes.

3) Key drivers of the architecture can include architecture styles and

patterns, elements, principles such as replaceable components, fedsibility
of implementation and integration; availability of COTS and open source
components; data sources for data-intensive systems; and perfornjance
implications. The effect of choosing various design elements can b¢ less-
ened if the software system is properly architected.
4) - Stakeholder concerns are identified.

5) Stakeholders are initially identified in the Stakeholder Needs ar{d

Requirements process. Additional stakeholders are usually identified
during the Architecture Definition process. Stakeholder concerns related
to architecture include system integrity concerns that the software
system will be compromised intentionally or unintentionally via a threat
agent or cause accidents as a safety hazard. Stakeholder. expectations

or constraints are often associated with the system's life cycle stages,
such as utilization (e.g., availability, security, effectiveness, usability,
interoperability with existing systems, availability or risks to data in the
system), support (e.g., the supportability of the system over its projected
life-span, obsolescence management), evolution of the software system
and its environment (e.g., adaptability, scalability, survivability), produc-
tion (e.g., distribution, testability), and retirement (e.g., sensitive data
eradication or retention).
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Table C.1 (continued)

Reference

Name

Category

Characteristics

6) Concerns affecting software system architecture include data sources
and performance implications for data-intensive systems, and con-
straints on the use of outsourced, existing, newly developed, proprietary,
commercially available, or open source software elements, including soft-
ware licensing. While software architecture is ideally design-agnostic,
the feasibility of implementing the architecture in an affordable software
system is a significant constraint for most systems.

7) - The Architecture Definition roadmap, approach, and strategy is
defined.

8) This includes the identification of opportunities to communicate with

UESIZIdICU STARCIIOIUCTS, LIS UCTIITILION O AT CIIILECUre revicew det Vities,
evaluation approach and criteria, measurement approach, and megsure-
ment methods (refer to the Measurement process). The roadmap shows
how the architecture will evolve to an envisioned end state'and offen has
alonger timeframe than for the current system-of-interest/The approach
is the manner in which the work will be accomplished, such as how to
engage with stakeholders, how to vet the results, orwhere to do the work.
The strategy deals with the systematic plan of action for implemerjting
the approach consistent with the roadmap.
9) - Architecture evaluation criteria based.on-stakeholder concernls and
key requirements are defined.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 a] 1)] 10) Review pertinent infgrma-
tion and identify key drivers of thé architecture.
[ISO/IEC/IEEE 12207:2017, 6 4.43\a) 2)] 11) Identify stakeholder don-
cerns.
[ISO/IEC/IEEE 12207:2017,6¢4.4.3 a) 3)] 12) Define the Architectujre Defi-
nition roadmap, approach, and strategy.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) 4)] 13) Define architecture eyalua-
tion criteria based @n stakeholder concerns and key requirements

0B-05

Architecture viewpoints

Description

1) - Viewpoints’arid model kinds based on stakeholder concerns are
selected, adapted, or developed.
2) - Poténtial architecture framework(s) to be used in developing hodels
and views are established or identified.
3)'Sonte architecture frameworks identify stakeholders and their ¢on-
cerns, and relevant viewpoints that address those concerns, while|other
architecture frameworks are more general in their guidance. Viewjpoints
specify the kinds of models to be used and how the resulting mode]s can
be used to generate architecture views. Refer to ISO/IEC/IEEE 42010 for
more information on architecture framework and architecture degcrip-
tion practices.
4) - The rationale for selection of framework(s), viewpoints and m¢del
kinds is captured.
5) - Supporting modelling techniques and tools are selected or developed.
6) Both the SWEBOK and ISO/IEC TR 24748-3 describe modeling t¢ch-
niques that support Architecture Definition and Design Definition|of
software elements.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 1)] 7) Select, adapt, or develdp
viewpoints and model kinds based on stakeholder concerns.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 2)] 8) Establish or identify p¢tential
architecture framework(s) to be used in developing models and vig¢ws.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 3)] 9) Capture rationale for sglec-
tion of framework(s), viewpoints and model kinds.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 b) 4)] 10) Select or develop supporting
modelling techniques and tools.
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Table C.1 (continued)
Reference Name Category Characteristics
03-06 Architecture views Description 1) - The software system context and boundaries in terms of interfaces

and interactions with external entities is defined.

2) This task is mainly based on the outcomes of the Business or Mission
Analysis process, and is performed concurrently with the Stakeholder
Needs and Requirements Definition process. It consists of identifying
the entities external to the software system (i.e., existing and projected
systems, products, and services that constitute the system context) and
defining the boundaries of the software system (i.e., interactions with
these external entities through the interfaces that cross the bounda-
ries). The external entities include the necessary enabling systems. The
Architactura Dafinition PEOCOSS daefinacintarfacactatbha avtant o ded
to support essential architectural decisions and understandingi\These
interface definitions are then refined by the Design Definitioh pfogess.
3) - Architectural entities and relationships between entjtiesare iflenti-
fied that address key stakeholder concerns and critical.softtvare system
requirements.
4) Architecture is not necessarily concerned with@ll requirementg, but
rather only with those system/software requirentents that drive the
architecture. On the other hand, the Design Definition process addresses
and takes into account all the requirements¢Sometimes, through the Ar-
chitecture Definition process there will'be requirements that are deemed
to be inappropriate, unaffordable, ogytinsuitable. These are requirgments
issues that are resolved through ité€ration of the System/Software|Re-
quirements Definition process. Ifis\also important that the architdcture
addresses key stakeholder concerns since not all of these will be cgptured
in requirements.

5) - Concepts, properties, characteristics, behaviors, functions, or
constraints that are significant to architecture decisions of the software
system to architectural’entities are allocated.

6) The items beimglallocated can be physical, logical, or conceptuall

7) - Models,of the candidate architectures of the software system gre
selected, adapted or developed.
8) It is cotitmon to use models in architecture definition. The modgls used
are those that best address key stakeholder concerns. Refer to ISOfIEC/
IEEE 42010 for how this can be done. Historically, it has been comron to
uselogical and physical models in architecture definition. Informdtion on
logical and other models is provided in Annex F.
9) - Views are composed from the models in accordance with identjified
viewpoints to express how the architecture addresses stakeholdef con-
cerns and meets stakeholder and system/software requirements.
10) - The architecture models and views are harmonised with eaclj other.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 ¢) 1)] 11) Define the software sfstem
context and boundaries in terms of interfaces and interactions with
external entities.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 2)] 12) Identify architectura
entities and relationships between entities that address key stakeholder
concerns and critical software system requirements.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 3)] 13) Allocate concepts, prdper-
ties, characteristics, behaviors, functions, or constraints that are dignif-
icant to architecture decisions of the software system to architectpiral
entities.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 4)] 14) Select, adapt, or develpp
models of the candidate architectures of the software system.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 ¢) 5)] 15) Compose views from the
models in accordance with identified viewpoints to express how the
architecture addresses stakeholder concerns and meets stakeholder and
system/software requirements.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 c) 6)] 16) Harmonize the architpcture

dal I e lo i
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Table C.1 (continued)

Reference

Name

Category

Characteristics

03-07

Business opportunity space

Description

1) - Preliminary operational concepts and other concepts in life cycle
stages are defined.

2) This involves the identification of major stakeholder groups, such

as customers, users, administrations, regulators, and system owners,
that are defined in the Stakeholder Needs and Requirements Definition
process.

3) Preliminary life cycle concepts include preliminary acquisition
concepts, preliminary deployment concepts, preliminary operational
concepts, preliminary support concepts, and preliminary retirement
concepts. Operational concepts include high level operational modes or

States, Operationat STenarios, Potetial USe tases, 0T USage Wit pro-
posed business strategy. These concepts enable feasibility analysi$ and
evaluation of alternatives. These concepts are further refined witlfin the
Stakeholder Needs and Requirements Definition process;
4) The operating environment can have known vulnerabilities asspciated
with specific security threats and safety hazards. TheseArulnerabilities
need to be understood in association with the productunder develop-
ment. The system and human interfaces are an.elément of the syst¢m
assurance context and related vulnerabilities are examined in the fontext
of mission-critical threats.

5) - Candidate alternative solution classesithat span the potential Jolution
space are identified.

6) These classes can range fromsitaple operational changes to varfious
software system developmentsoy modifications. This solution spajce

can include the identification efexisting assets, systems, and softyare
products suitable for reuse,-and changes in services that can addrdss the
need for operational orfunctional modifications. This includes dequcing
what potential expected'services will be needed. The solution spa¢e char-
acterization often iivokes the Architecture Definition process for p user
architecture viéwpoint, resulting in architecture views (e.g., capability
views, program views and operational views) as proposed by ISO/[EC/
IEEE 42010,
[ISO/IEEMEEE 12207:2017, 6.4.1.3 c¢) 1)] 7) Define preliminary opdration-
al concepts and other concepts in life cycle stages.

[ISO/TEC/IEEE 12207:2017, 6.4.1.3 c) 2)] 8) Identify candidate altefnative
solution classes that span the potential solution space.

Identify business opportu-
nities

Description

1) - Customer complaints, problems and opportunities are analysed in the
context of relevant trade-space factors.

2) This analysis is focused on understanding the scope, basis, or dtivers
of the problems or opportunities, as opposed to the synthesis that|is the
focus of system analysis and decision management needed for trade stud-
ies. The focus here includes changes in mission requirements, business
opportunities, capabilities, performance improvement, or lack of existing
systems, security and safety improvement, factors such as cost angl ef-
fectiveness, regulation changes, user dissatisfaction, and PESTEL factors
(Political, Economic, Social, Technological, Environmental, and Legal).
Relevant factors can be identified through external, internal, or SWOT
(Strengths, Weaknesses, Opportunities and Threats) analysis.

3) The outputs of the analysis are considered as part of the portfol
management decisions.

4) - The mission, business, or operational problem or opportunity
defined.

5) This definition includes the context and any key parameters, wifhout
regard to a specific solution, since the solution can be an operatioral
change, a change to an existing product or service, or a new systenj.
[ISO/IEC/IEEE 12207:2017, 6.4.1.3 b) 1)] 6) Analyse customer complaints,
problems and opportunities in the context of relevant trade-spacelfac-
tors.

=}

[

TISOAECAEEE 122072017 6413 b 2) 7 Defime the mission, business,
or operational problem or opportunity.

03-09

Information measures

Description

1) - Measures that satisfy the information needs are selected and speci-
fied.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 4)] 2) Select and specify measures
that satisfy the information needs.
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Table C.1 (continued)
Reference Name Category Characteristics
03-10 Life cycle model Description 1) - Policies and procedures are established for process management and

deployment that are consistent with organizational strategies.

2) - The processes are established that implement the requirements of
this document and that are consistent with organizational strategies.

3) - The roles, responsibilities, accountabilities, and authorities to facil-
itate implementation of processes and the strategic management of life
cycles are defined.

4) - Business criteria are defined that control progression through the life
cycle.

5) The decision-making criteria regarding entering and exiting each life

cycle stage and key milestones are established. These are sometinfes
expressed in terms of business achievement.

6) - Standard life cycle models are established for the organization| that
are comprised of stages and define the purpose and outcomes for gach
stage.
7) The life cycle model comprises one or more stagemodels, as neqded.
Itis assembled as a sequence of stages that can 6verlap or iterate, 4s
appropriate for the system-of-interest's scopé, magnitude, complekity,
changing needs and opportunities. Stages.te illustrated in ISO/IEC TS
24748-1 using a commonly encounteredfexample of life cycle stagefs.
Specific examples for systems and software are provided in ISO/IHC TR
24748-2 and ISO/IEC TR 24748-3. Phe life cycle processes and actiyities
are selected, tailored as appropriate.and employed in a stage to fulfill the
purpose and outcomes of thatstage.

8) - Alife cycle model that istcpmprised of stages using the defined|life
cycle models of the organization is defined and maintained.

9) ISO/IEC TS 24748-1(provides detailed information regarding lifg cycle
stages and the defipition of an appropriate life cycle model. It defirjes

a general set of €xémiplar system life cycle stages, including Concept
Development; Production, Utilization, Support and Retirement. It §lso
identifies a'generic exemplar set of software life cycle stages, including
Needs determination, Concept exploration and definition, Demonsfration
and evaluation, Engineering/development, Production/manufacturing,
Deployment/sales, Operations, Maintenance and support, and Retjre-
ment.
10) - The processes that will be applied on the project are defined §nd
maintained.

11) These processes are based on the defined processes of the orggniza-
tion (see Life Cycle Model Management process). Annex A contains|infor-
mation on tailoring that can be used to address project-specific nepds.
The definition of the processes includes the entry and exit criteria]inputs,
process sequence constraints (predecessor/successor relationships),
process concurrency requirements (what processes and tasks are fo be
worked concurrently with other process area tasks or activities), Meas-
ures of Effectiveness/Measures of Performance attributes, and scdpe and
cost parameters (for critically important cost estimation).
12) Identifying interfaces with other projects or organizational urfits is
addressed through the Portfolio Management process.
13) - Achievement criteria are defined for the life cycle stage decisjon
gates, delivery dates and major dependencies on external inputs o
outputs.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

14) The time intervals between internal reviews are defined in accord-
ance with organizational policy on issues such as business and system
criticality, schedule and technical risks.

15) - Alife cycle model that is comprised of stages using the defined life
cycle models of the organization is defined and maintained.

16) ISO/IEC TS 24748-1 provides detailed information regarding life cycle
stages and the definition of an appropriate life cycle model. It defines

a general set of exemplar system life cycle stages, including Concept,
Development, Production, Utilization, Support and Retirement. It also
identifies a generic exemplar set of software life cycle stages, including

Needsdetermimation, Conceptexpioratiomand aef {itiom, DemonsEration
and evaluation, Engineering/development, Production/manufacturing,
Deployment/sales, Operations, Maintenance and support, and Retire-
ment.
17) - The processes that will be applied on the projectare defined §nd
maintained.

18) These processes are based on the defined processes of the orggniza-
tion (see Life Cycle Model Management process). Ahnex A contains|infor-
mation on tailoring that can be used to address-project-specific nepds.
The definition of the processes includes tlie/éntry and exit criteria]inputs,
process sequence constraints (predecessor/successor relationshigs),
process concurrency requirements (What processes and tasks are fo be
worked concurrently with other precess area tasks or activities), Meas-
ures of Effectiveness/Measures of\Pérformance attributes, and scdpe and
cost parameters (for critically ithportant cost estimation).
19) Identifying interfaceswith other projects or organizational unlfits is
addressed through the Rortfolio Management process.

20) - Achievementriteria are defined for the life cycle stage decisjon
gates, delivery datés and major dependencies on external inputs o
outputs.

21) The time intervals between internal reviews are defined in acdord-
ance with erganizational policy on issues such as business and system
criticality,Schedule and technical risks.
[ISO/YEC/IEEE 12207:2017, 6.2.1.3 a) 1)] 22) Establish policies and proce-
duires for process management and deployment that are consistenf with
organizational strategies.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 2)] 23) Establish the processgs that
implement the requirements of this document and that are consistent
with organizational strategies.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 4)] 24) Define business critefia that
control progression through the life cycle.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 5)] 25) Establish standard life cycle
models for the organization that are comprised of stages and definle the
purpose and outcomes for each stage.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 3)] 26) Define and maintain g life
cycle model that is comprised of stages using the defined life cycle[models
of the organization.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 5)] 27) Define and maintain the
processes that will be applied on the project.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 b) 2)] 28) Define achievement cfriteria
for the life cycle stage decision gates, delivery dates and major dependen-
cies on external inputs or outputs.

Life’cycle model: Responsi-
bilities

Description

[ISO/IEC/IEEE 12207:2017, 6.2.1.3 a) 3)] 1) Define the roles, respohsi-
bilities, accountabilities, and authorities to facilitate implementation of
processes and the strategic management of life cycles.

Organization skills identi-
fication

Description

1) - Skills of personnel are identified and recorded.
[ISO/IEC/IEEE 12207:2017, 6.2.4.3 a) 2)] 2) Identify and record skills of

perSonmet.

03-13

Organizational character-
istics

Description

1) - The characteristics of the organization that are relevant to measure-
ment, such as business and technical objectives are described.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 2)] 2) Describe the characteristics of
the organization that are relevant to measurement, such as business and
technical objectives.
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Reference

Name

Category

Characteristics

03-14

Organizational information
needs

Description

1) - The information needs are identified and prioritized.

2) The information needs are based on the organization's business
objectives, the project objectives, identified risks, and other items related
to project decisions. Measurements can relate to projects, processes,
products, or decisions.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 3)] 3) Identify and prioritize the
information needs.

03-15

Organizational skill needs

Description

1) - Skill needs based on current and expected projects are identified.
[1SO/IEC/IEEE 12207:2017, 6.2.4.3 a) 1)] 2) Identify skill needs based on

rent-and tadniei
*P PFe}

Project accountabilities and
authorities

Description

1) - [Projects,] accountabilities and authorities are defined.

[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 3)] 2) Define projects, accountabili-
ties and authorities.

Project goals

Description

1) - The project objectives and constraints are identified/

2) Objectives and constraints include performance and other quality
aspects, cost, time and customer and user satisfaction. Each objecfive is
identified with a level of detail that permits.selection, tailoring andl imple-
mentation of the appropriate processes anid‘aetivities.
3) ISO/IEC 15026 Systems and software assurance, [SO/IEC 27001]Infor-
mation Security Management System and ISO/IEC 27036, Information
Security for Supplier Relationshipss/provide additional guidance oh objec-
tives and constraints related to assurance and security.

4) - The project scope is identified as established in the agreement

5) This includes the relevantactivities required to satisfy busines
decision criteria and complete the project successfully. A project cpn have
responsibility for one er'more stages in the complete software sysfem

life cycle. Project-Planning includes defining appropriate actions f¢r
maintaining project plans, performing assessments and controlling the
project.
[ISO/IEC/IEEE 12207:2017, 6.3.1.3 a) 1)] 6) Identify the project objectives
and constraints.
[ISO/MEC/IEEE 12207:2017, 6.3.1.3 a) 2)] 7) Define the project scoge as
established in the agreement.

Project interface descrip-
tion

Description

1) - Multi-project interfaces and dependencies to be managed or sypport-
ed by each project are identified.
2) This includes the use or reuse of enabling systems used by morg than
one project and the use or reuse of common system elements, inclyding
software elements, by more than one project.
3) Understanding each project in the context of the enterprise arcljitec-
ture helps to ensure interfaces and constraints are identified.
[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 6)] 4) Identify multi-project nter-
faces and dependencies to be managed or supported by each projef

o

Project portfolio goals

Description

[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 4)] 1) Identify the expected goals,
objectives, and outcomes of each project.

Project resource allocation

Description

1) - Resources are identified and allocated for the achievement of groject
goals and objectives.
[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 5)] 2) Identify and allocate r¢sourc-
es for the achievement of project goals and objectives.

Rrojects portfolio

Description

1) - Projects, [accountabilities and authorities] are defined.

[ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 3)] 2) Define projects, accouptabili-
ties and authorities.

Quality management
authorities and responsi-
bilities

Description

1) - Responsibilities and authority for implementation of quality mjanage-
ment are defined.

2) Resources for quality management are often assigned from distjnct

organizations for independence from project management.

[ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 2)] 3) Define responsibilities and
authority for implementation of quality management.

03-23

Request for proposal (RFP)

Description

1) - The existence and identity is determined of an acquirer who has a
need for a product or service.

2) This is often generated through the Business or Mission Analysis
process. For a product or service developed for consumers, an agent, e.g.,
a marketing function within the supplier organization, often represents
the acquirer.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 a) 1)] 3) Determine the existence and
identity of an acquirer who has a need for a product or service.
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03-24 Response to RFP Description 1) - Aresponse is prepared that satisfies the solicitation.
[ISO/IEC/IEEE 12207:2017, 6.1.2.3 b) 2)] 2) Prepare a response that
satisfies the solicitation.

03-25 Risk analysis Description 1) - The likelihood of occurrence and consequences of each identified risk
is estimated.
2) Consequences of a risk typically involve technical, schedule, cost, or
quality impacts.
3) - Eachrisk is evaluated against its risk thresholds.
4) - For each risk that does not meet its risk threshold, recommended
LIEAUTICTIU STIdUCEICS dIIU IMNIEASUTreS dT'e UCTIIed dITd Tecoraca.
5) Risk treatment strategies include, but are not limited to, elimingting
the risk, reducing its likelihood of occurrence or severity of eonsequence,
or accepting the risk. Treatments also include taking or in¢reasing|risk in
order to pursue an opportunity. Measures provide infexmation abgut the
effectiveness of the treatment alternatives.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 ¢) 2)] 6) Estimate the likelihood of
occurrence and consequences of each identified risk.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 ¢) 3)] 7)Evaluate each risk agajnst its
risk thresholds.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 c)4)] 8) For each risk that doesfnot
meet its risk threshold, define andrecord recommended treatmenf strat-
egies and measures.

0B-26 Risk identification Description 1) - Risks are identified in thé categories described in the risk manfage-
ment context.
2) Risks are commonly identified through various analyses, such ajs
safety, reliability, security, and performance analyses; technology,|archi-
tecture, and readifiess assessments; and trade studies. These riskd are
often identifiedéea¥ly in the life cycle and continue into the utilizatjon,
support, and{etirement of the software system. Additionally, risk$ are
often identified through the analysis of measurements of the evolying
softwaresystem.
[ISO/JEC/IEEE 12207:2017, 6.3.4.3 c) 1)] 3) Identify risks in the cafegories
described in the risk management context.

0B-27 Risk management profile Description 1) - Arisk profile is established and maintained.

2) - Arisk profile is established and maintained.
3) The risk profile records: the risk management context; a record|of each
risk's state including its likelihood of occurrence, consequences, ahd risk
thresholds; the priority of each risk based on risk criteria supplied by

the stakeholders; and the risk action requests along with the stati of
their treatment. The risk profile is updated when there are changefs in an
individual risk's state. The priority in the risk profile is used to defermine
the application of resources for treatment.
4) - The relevant risk profile is periodically provided to stakeholddrs
based upon their needs.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 b) 1)] 5) Define and record the fisk
thresholds and conditions under which a level of risk may be accepted.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 b) 2)] 6) Establish and maintain a risk
profile.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 b) 3)] 7) Periodically provide tle rele-
vant risk profile to stakeholders based upon their needs.
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03-28

Software system design Description 1) - The design definition strategy is defined, consistent with the selected
definition life cycle model and anticipated design artifacts.

2) The software design strategy can include initial or incremental decom-
position into system elements; creation of various views of automated
procedures, data structures and control systems; selection of design
patterns, or progressively more detailed definition of objects and their
relationships.

3) - Design principles and design characteristics are selected and prior-
itized.

4) Design principles include controlling ideas such as abstraction, modu-

larization and encapsulation, separation of interface and implementation,
concurrency, and persistence of data. Security considerations-inelfide the
principle of least privilege, layered defences, restricted access to system
services, and other considerations to minimize and defend the system
attack surface. Design characteristics include, for exampleyavailalility,
fault tolerance and resilience, scalability, usability, ¢apaeity and pgrfor-
mance, testability, portability, and affordability.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a) 1)] 5) Definelthe design defirfition
strategy, consistent with the selected life cycle model and anticipaked
design artifacts.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a).2)] 6) Select and prioritize d¢sign
principles and design characteristics.

Software system element Description 1) - Architectural and design charaeteristics are transformed into[the
design design of software system el¢ments.

2) Characteristics apply to‘physical and logical system elements, sfich

as database structuresprovisions for memory and storage, softwgre
processes and controls;external interfaces such as user interfaces} or
services. 1SO 9241210 provides human centred design/ergonomigdesign
guidelines.
3) - The necessary design enablers are defined, prepared or obtained.
4) Design enablers include models, equations, algorithms, calculatjons,
formal éxpressions and values of parameters, patterns, and heurist
tics, which are associated with design characteristics using adequfpte
representation such as drawings, logical diagrams, flowcharts, coding
conyentions, logic patterns, information models, business rules, ugder pro-
files, scenarios, use cases or user stories, and tables of metrics and|their
values, e.g., function points or user story points.
5) - Design alternatives are examined and feasibility of implementption.
6) For the software system and software elements, typically reuse} adap-
tation, outsourced service, or new development are examined.
7) Assess the feasibility of realizing design characteristics. If warrfant-
ed by assessment results, examine other alternative design optionf or
perform trade-offs in the architecture or requirements when design
characteristics are impractical to implement.
8) - The interfaces among the software system elements and with ¢xter-
nal entities are refined or defined.
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9) Interfaces are identified and defined in the Architecture Definition
process (see 6.4.4) to the level or extent needed for the architecture
intent and understanding. These are refined in the Design Definition pro-
cess based on the design characteristics, interfaces, and interactions of
software elements with other elements composing the software system
and with external entities. Additional interfaces are sometimes identified
and defined that were not addressed in the architecture definition.

10) - The design artifacts are established.

11) This task formalizes the design characteristics of the software system
elements through dedicated artifacts, depending on the implementation

LECIITIOIOE Y. CXAITIPICS OI dTULITACLS HICTUUC Prototypes, ddid IIIOUCIS pSeU‘
docode, entity relationship diagrams, use cases, user role and privjlege

matrixes, interface specifications, service descriptions, and-proceglures.
Design artifacts are developed, obtained, or modified foryselected
alternatives. The data is associated with detailed acceptablé margjns for
implementation (if relevant at this process or task iteration).
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b) 1)] 12) Transform architectyral and
design characteristics into the design of software system elementg.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b) 2)] 13) Define and prepare of obtain
the necessary design enablers.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 b).3)] 14) Examine design alterhatives
and feasibility of implementation.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3%)4)] 15) Refine or define the ipterfac-
es among the software systemrelements and with external entitieg.
[ISO/IEC/IEEE 12207:20176.4-5.3 b) 5)] 16) Establish the design grti-
facts.

Software system element
evaluation

Description

1) - Technologies required for each element composing the softwa
system are deterniined.

2) Several techiiologies are sometimes used for a given software system
element, e.g., iiternet presence, embedded systems, adaptation of ppen
source software, human operator roles.
3) - Candidate alternatives are identified for the software system gle-
ments;
4).Alternatives include newly designed and constructed items; adqp-
tations of existing product lines, components, objects, or services; for
acquisition or reuse of Non-Developed Items (NDI). NDI include CQTS
(Commercial-Off-The-Shelf) or FOSS (Free and Open Source Softwhre)
packages or elements, reuse of a previous design, or existing asset},
including acquirer provided items.
5) - Each candidate is assessed alternative against criteria develoged
from expected design characteristics and element requirements tq deter-
mine suitability for the intended application.

6) A make-or-buy decision and resulting implementation and integration
approach typically involve trade-offs of the design criteria, includipg cost.
Design choices commonly consider enabling systems required to tgst the
candidate alternative (test-driven design and development) and systaina-
bility over the system life, including maintenance costs. The Maintenance
process can be used to determine the suitability of the design for Ipng-
term maintenance and sustainability.

]

7) - The preferred alternatives among candidate design solutions for the
software system elements are chosen.
8) The System Analysis process can be used for analyses and assegsments
to support the Decision Management process in performing the selection.
Design reviews are conducted using the Validation process.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 ¢) 1)] 9) Determine technologiefs
required for each element composing the software system.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 ¢) 2)] 10) Identify candidate altprna-

tives forthe software sustem elements
e

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 c) 3)] 11) Assess each candidate
alternative against criteria developed from expected design characteris-
tics and element requirements to determine suitability for the intended
application.

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 c) 4)] 12) Choose the preferred
alternatives among candidate design solutions for the software system
elements.
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03-31

Stakeholder Needs

Description

1) - Context of use is defined within the concept of operations and the
preliminary life cycle concepts.

2) Context of use is often captured using a Context of Use Description
[ISO/IEC 25063]. Preliminary life cycle concepts are developed by the
Business or Mission Analysis process.

3) - Stakeholder needs are identified.

4) Identification of stakeholder needs includes elicitation of needs di-
rectly from the stakeholders, identification of implicit stakeholder needs
based on domain knowledge and context understanding, and documented
gaps from previous activities. Needs often include measures of effective-

ness. Functional analysis is often used to aid the elicitation of needs. Also
quality characteristics of the quality model in ISO/IEC 25010,and«quality
model application to requirements analysis in ISO/IEC 25030 ave yseful
to elicit and identify quality requirements of non-functiofalwrequire-
ments, which are often implicit stakeholder needs.
5) The SWEBOK, Guide to the Software Engineering Body of Know|edge,
Software Requirements knowledge area discusses.some additional
techniques for eliciting and clarifying softwaye requirements, such as,
prototyping, observation, user stories to determine required functionali-
ty, data mining, and analyzing competitorsZproducts.

6) Stakeholder needs describe the needs, wants, desires, expectations
and perceived constraints of identified/stakeholders. Understandipg
stakeholder needs for the minimum security and privacy requirenjents
necessary for the operationalenwironment minimizes the potentidl for
disruption in plans, schedutes;-and performance. If significant issules
are likely to arise relating\to-users and other stakeholders and thelr
involvement in or interaetion with a software system, recommendptions
for identifying and treating human-system issues can be found in ISO TS
18152.

7) - Needs are-prioritized and down-selected.

8) The Decision Management process is typically used to support
prioritization. The System Analysis process is used to analyse needls for
feasibilityor other factors.

9).- THe stakeholder needs and rationale are defined.
10).Needs concentrate on system purpose and behavior, and are d¢-
scribed in the context of the operational environment and conditidns. It is
useful to trace needs to their sources and rationale.
[ISO/IEC/IEEE 12207:2017, 6.4.2.3 b) 1)] 11) Define context of use within
the concept of operations and the preliminary life cycle concepts.
[1SO/IEC/IEEE 12207:2017, 6.4.2.3 b) 2)] 12) Identify stakeholder peeds.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 b) 3)] 13) Prioritize and down-§elect
needs.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 b) 4)] 14) Define the stakeholdqr
needs and rationale.

System operational concept

Description

1) - Arepresentative set of scenarios are defined to identify the required
capabilities that correspond to anticipated operational and other lffe
cycle concepts.

2) Scenarios are used to analyse the operation of the system in its ntend-
ed environment in order to identify additional needs or requirements
that perhaps have not been explicitly identified by any of the stakehold-
ers, e.g., legal, regulatory and social obligations The context of use|of

the system is identified and analysed, including the activities that pisers
perform to achieve system objectives, the relevant characteristics|of the
users (e.g., expected training and knowledge, frequency of systemuse,
responsibilities, accessibility concerns), the physical environment|(e.g.,
available light, temperature) and any equipment to be used (e.g., pfotec-
tive or communication equipment). The social and organizational fnflu-
ences on users that affect system use or constrain its design are arjalysed

when applicable. Scenarios centered on attackers, their environments,
tools, techniques, and capabilities are key considerations for operational
concept development. Scenarios are prioritized in order to reflect the
weighted importance of the various operational needs.

3) These scenarios often motivate updates to the operational or other life
cycle concepts. Abuse and failure scenarios highlight the need for addi-
tional functional requirements (or more specific derived requirements)
to mitigate risks that are identified in the abuse or failure scenarios.

4) - The factors affecting interactions between users and the system are
identified.
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5) Usability requirements take into account human capabilities and skills
limitations. Where possible, applicable standards, e.g., ISO 9241, and
accepted professional practices are used.

6) If usability is important, usability requirements are planned, specified,
and implemented through the life cycle processes. Refer to ISO TS 18152
for information on human-system issues and ISO/IEC 25060:2010 for
information on usability.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 c) 1)] 7) Define a representative set of
scenarios to identify the required capabilities that correspond to antici-
pated operational and other life cycle concepts.

[ISO/TEC/TEEE 12207:2017, 6.4.2.3 ¢) 2)] 8) Identily the factors alfpcting

interactions between users and the system. i) Anticipated physical, men-
tal, and learned capabilities of the users; ii) Workplace, environment and
facilities, including other equipment in the context of use{ iii}Nornpal, un-
usual, and emergency conditions; and iv) Operator andiser recruitment,
training and culture.

0B-33 System requirements Description 1) - The complete set of system/software requinénients is analysed.

analysis 2) Requirements are analysed for characteristiCs of individual reqpire-
ments, as well as characteristics of the set0frequirements. Potentjal
analysis characteristics include that the'requirements are necessajry,
implementation-free, unambiguous, gonsistent, complete, singulaj
feasible, traceable, verifiable, affopdable, and bounded. The Verificption
process is used to determine if réquiifements meet the attributes ajnd
characteristics of good requiréments. In some cases, the technicalfand
economic feasibility of validating and verifying alternative formulptions
of requirements is evaluated<1SO/IEC/IEEE 29148 provides additipnal
information on characteristics of requirements.

3) The System Analysisprocess can be used to assess feasibility, af
fordability, balanee‘and other requirements characteristics. The System
Analysis processis used to determine appropriate values for requirement
parameters, considering the estimated cost, schedule, and technicjl per-
formance ofithe software system.

4) Anticipating that some requirements can be achieved incrementally or
even deferred or waived, requirements can be prioritized.

5) €ritical performance measures that enable the assessment of techni-
cal achievement are defined.

6) This includes defining technical and quality measures and critiqal
performance parameters associated with each effectiveness measpre
identified in the software system element requirements. The critidal per-
formance measures (e.g., measures of performance and technical gerfor-
mance measures) are analysed and reviewed to help ensure systern/soft-
ware requirements are met and to help ensure identification of pr¢ject
cost, schedule or performance risk associated with any non-complfance.
ISO/IEC 15939 provides a process to identify, define and use apprdpriate
measures. INCOSE TP-2003-020-01, Technical Measurement, prov|des
information on the selection, definition and implementation of criffical
performance measures. The ISO/IEC 25000 series of standards pr¢vides
relevant quality measures.

7) - The analysed requirements are fed back to applicable stakeholders
for review.

8) Feedback helps validate that the specified requirements have b¢en
adequately captured and expressed. Confirmation is made that thgy are
anecessary and sufficient response to stakeholder requirements gnd a
necessary and sufficient input to other processes, in particular soIFware

architecture, design, and verification. The Validation process is uspd to
determine if the system/software requirements address the users| needs.
9) - Issues, deficiencies, conflicts, and weaknesses within the complete
set of requirements are identified and resolved.
10)-This-treludesrequirements-thatarenotveriiablerambigueusiviolate
the characteristics for individual requirements, or are inconsistent with
others in the set of requirements. Resolution of issues with requirements
can be iterative within certain life cycle models.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 c) 1)] 11) Analyse the complete set of
system/software requirements.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 ¢) 2)] 12) Define critical performance
measures that enable the assessment of technical achievement.
[ISO/IEC/IEEE 12207:2017, 6.4.3.3 c) 3)] 13) Feed back the analysed
requirements to applicable stakeholders for review.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 c) 4)] 14) Identify and resolve issues,
deficiencies, conflicts, and weaknesses within the complete set of re-
quirements.

© ISO/IEC 2024 - All rights reserved
56



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table C.1 (continued)

Reference

Name Category

Characteristics

03-34

System requirements Description
definition

1) - The functional boundary of the software system or element is defined
in terms of the behavior and properties provided.

2) The functional boundary definition is partly based on the context of
use and operational scenarios defined in the frame of the Stakeholder
Needs and Requirements Definition process. This includes the software
system's stimuli (input) and its responses to users and external systems,
and an analysis and description of the required interactions between the
software system and its operational environment in terms of interface
properties and constraints, such as procedural flows, calling orders, data
formats and flows, throughput, and timing. This establishes the expected

sefbware “yf*ﬂm—behamoﬁe*pmssed—ﬁpqu&nﬂ&a&m—t@&m&ﬁt—i&s—jound-
ary. For software, boundaries are commonly expressed in Applicaion

Program Interfaces (API) and a graphical user interface (GUI) orirjterface
files or services, including data formats. Annex E (E.5) provides ar inter-
face management view of the life cycle processes.

3) - The system/software requirements definition strategy is defied.

4) This includes the approach to be used to identify.and define, and man-
age the system/software requirements with the selected life cyclelmodel,
e.g., evolutionary, incremental or iterative,Many factors can infludnce
the strategy, e.g., complexity of the softwaré System and informatipon and
functions to be managed; need for ready aecess and common undefstand-
ing by multiple team members; degrée of collaborative involvemer|t by
the acquirer or user representativies throughout the development §tage;
whether the project involves anew: development, a modification, r¢-use
or integration of existing systems; and process documentation require-
ments including period of fetention. The life cycle model will influgnce
when and how often thésystem/software requirements definitionfwill
be done ISO/IEC/IEEE(T2207:2017, Annex H describes the progresgive
development of requirements in projects using agile methods.
[ISO/IEC/IEEE 42207:2017, 6.4.3.3 a) 1)] 5) Define the functional
boundary of the software system or element in terms of the behav]or and
properties\provided.
[ISO/IECGALEEE 12207:2017, 6.4.3.3 a) 2)] 6) Define the system/soffware
requirements definition strategy.

0ft-02

Business strategy Plan

1)«-‘The business or mission analysis strategy is defined.
2) This includes the approach to be used to identify and define the [prob-
lem space, characterize the solution space and select a solution clas.
[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 2)] 3) Define the business or is-
sion analysis strategy.

0ft-03

Configuration Management Plan
Plan

1) - A configuration management strategy is defined, including approach-
es for the following: i) Governance of CM, including roles, responsipilities,
accountabilities, and authorities, and use of configuration control [change
control) boards; and ii) Consideration of the level of risk and impagt in
approval of configuration baselines and regular and emergency change
requests. iii) Coordination of CM across the set of acquirer, suppliefr, and
supply chain organizations for the life of the software system, or the
extent of the agreement or project, as appropriate. iv) Control of adcess
and changes to and disposition of configuration items. v) The necepsary
baselines to be established, including criteria or events for commepcing
configuration control and maintaining baselines of evolving configura-
tions. vi) Control of software licenses, data rights, and other intell¢ctual
property assets. vii) Frequency, priorities, and content of softwareg
versions and releases. viii) The audit strategy and the responsibilifies
for validating continuous integrity and security of the configurati¢n
definition information. ix) Change management, including preparipg
stakeholders and especially users for changes in operational software
systems and services.

2) Regularly scheduled changes to apply software patches using agproved
procedures or check-in and check-out of unit-tested software elements

under development are typically performed automatically, or reviewed
and approved daily as a matter of routine. In comparison, significant
changes to the software system design with major impact on project

cost and schedule can involve extensive analyses, consultations with
suppliers, stakeholder reviews, and approvals at the highest levels of the
organization.

3) For complex software systems, trade-off studies are performed, e.g., to
select an appropriate automated tool to support SCM needs and scope as
identified in the strategy.
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4) Additional guidance regarding configuration management activities
can be found in ISO 10007, IEEE Std 828, and SAE NSI/EIA-649-B.

5) The SWEBOK, Guide to the Software Engineering Body of knowledge,
provides detailed discussion on SCM. This knowledge area addresses SCM
in the context of a system, SCM project and process planning, SCM plan
and outline, tool selection, subcontractor control, surveillance and other
audits, software configuration items and relationships, software librar-
ies, and Configuration Management process activities.

6) The SCM strategy is commonly documented in a plan, e.g., a config-
uration management plan, or sometimes in a project's SEMP, SDP, or

FIOJEeCUNMdalldgCIIICIIU FIdIl {FIVIE J. TTIC SUIAlEgy PIdIITIIITE TOTT WCOIITTE ration
Management is coordinated through the Project Planning process.|In es-
tablishing points to establish baselines and conduct audits,.CM plapning
is aligned with the software life cycle. The frequency of recurring fCM
activities aligns with the iteration of technical processes and staggs. SCM
planning typically includes deciding when to review-€onfiguratior] Man-
agement planning, what conditions require updating the CM plan, pind
who is authorized to change the CM plans and itemsheld in configfiration
control.

7) - The storage, archive and retrieval procedures are defined for ¢onfig-
uration items, CM artifacts, and records.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3a).1)] 8) Define a configurationfman-
agement strategy, including approaches for the following: i) Goverhance
of CM, including roles, responsibilities, accountabilities, and authotities,
and use of configuration control/(change control) boards; and ii) Cpnsid-
eration of the level of riskiand'impact in approval of configuration pase-
lines and regular and emergency change requests. iii) Coordinatiop of CM
across the set of acquiter, supplier, and supply chain organizationgfor the
life of the softwarésystem, or the extent of the agreement or projegt, as
appropriate. iv){Control of access and changes to and disposition of con-
figuration items. v) The necessary baselines to be established, inclpding
criteria orevents for commencing configuration control and mainfaining
baselines.,of evolving configurations. vi) Control of software licenss, data
rights, and other intellectual property assets.
[ISOAEC/IEEE 12207:2017, 6.3.5.3 a) 2)] 9) Define the storage, archive
and-retrieval procedures for configuration items, CM artifacts, an
records.

0ft-04

Corrective and preventive
actions plan

Plan

1) - Corrective actions are planned when quality management obj¢ctives
are not achieved.
2) - Preventive actions are planned when there is a sufficient risk ghat
quality management objectives will not be achieved.
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 c) 1)] 3) Plan corrective actiond when
quality management objectives are not achieved.
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 c) 2)] 4) Plan preventive actionf when
there is a sufficient risk that quality management objectives will npt be

achieved.
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Reference Name Category Characteristics
04-06 Disposal strategy Plan 1) - Adisposal strategy is defined for the software system, to include

each system element and to identify and address critical disposal needs,
including the following considerations: i) Permanent termination of the
system's functions and delivery of services, e.g., physical destruction of
data storage devices, or transition of the software system elements for
future reuse in modified or adapted form; ii) Identification of ownership
and responsibility for retention or destruction of data and intellectual
property in the software system; iii) Transformation of the product into,
or retention in a socially and physically acceptable state, thereby avoiding
subsequent adverse effects on stakeholders, society and the environment;
iv) The health, safety, security and privacy concerns applicable to dispos-

al actions and to the long-term condition of resulting physical matgrial
and information; v) Notification to relevant stakeholders of signififant
disposal activities, e.g., retirement or replacement of a system,Soffware
products or services, retirement schedule, or replacement pptions| and
vi) Identification of schedules, actions, responsibilities,Jand resoufces for
disposal activities.

2) - Constraints on disposal are identified for the)system/softwarg re-
quirements, architecture and design characteristics, or implemenfation
techniques.
3) This includes access to and availability ofarchives or longterm §torage
locations and available skilled resoupees for system deactivation ajnd
communication with stakeholdersand.interface partners.
4) - Containment facilities, storage lecations, inspection criteria a)pd stor-
age periods, are specified, if the'software system or data is to be sffored,
consistent with security add-environmental considerations.

5) - Preventive methods.are defined to preclude disposed element$ and
materials that should mot'be repurposed, reclaimed or reused fronp re-en-
tering the supply chain:

[ISO/IEC/IEEE}2207:2017, 6.4.14.3 a) 1)] 6) Define a disposal strafegy
for the software system, to include each system element and to identify
and addregs'critical disposal needs, including the following considera-
tions: i){Pepmanent termination of the system's functions and deliyery of
serviges, e.g., physical destruction of data storage devices, or trangition
of the'software system elements for future reuse in modified or adapted
form; ii) Identification of ownership and responsibility for retenti¢n or
destruction of data and intellectual property in the software system;

iii) Transformation of the product into, or retention in a socially arjd
physically acceptable state, thereby avoiding subsequent adverse ¢ffects
on stakeholders, society and the environment; iv) The health, safety,
security and privacy concerns applicable to disposal actions and t¢ the
long-term condition of resulting physical material and informatior}; v) No-
tification to relevant stakeholders of significant disposal activitied, e.g.,
retirement or replacement of a system, software products or servifes,
retirement schedule, or replacement options; and vi) Identificatior} of
schedules, actions, responsibilities, and resources for disposal act{vities.
[1SO/IEC/IEEE 12207:2017, 6.4.14.3 a) 2)] 7) Identify constraints on
disposal for the system/software requirements, architecture and flesign
characteristics, or implementation techniques.

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 5)] 8) Specify containment
facilities, storage locations, inspection criteria and storage periods, if
the software system or data is to be stored, consistent with securify and
environmental considerations.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 6)] 9) Define preventive mefhods
to preclude disposed elements and materials that should not be repur-
posed, reclaimed or reused from re-entering the supply chain.
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Reference

Name

Category

Characteristics

04-07

Implementation Plan

Plan

1) - An implementation strategy is defined, with consideration of the fol-
lowing: i) development policies and standards, including standards that
govern applicable safety, security, privacy and environmental practices;
programming or coding standards; unit test policies; and language-spe-
cific standards for implementing security features; ii) For reused or
adapted software, methods to determine the level, source, and suitability
of the reused system elements and security of the supply chain; iii)
procedures and methods for software development (construction) and
development of unit tests; and the use of peer reviews, unit tests, and
walkthroughs during implementation; iv) use of CM control during
soft jon: i i manual

processes; vi) implementation priorities to support data and software
migration and transition, along with retirement of legacy systens

2) The implementation strategy is commonly recorded in.a‘\project's SDP
or SEMP, or sometimes in a PMP.

3) - Constraints are identified from the implementationstrategy ahd
implementation technology on the system/software requirements
architecture characteristics, design characteristies;or implementation
techniques.

4) Constraints include current or anticipatedimitations of the chdsen
implementation technology (e.g., for software, the operating systen, da-
tabase management system, web ser¥ices), acquirer furnished materials
or system elements for adaptations and’limitations resulting from the use
of required implementation-enabling systems.

5) The implementation strategy/for software typically identifies apd
allocates 'implement-to’ criteria, e.g., software architecture and d¢sign
characteristics, systemj/software requirements including softwar¢ assur-
ance, usability considérations, configuration management, traceabhility,
or other conditionSto be satisfied. These criteria can clarify appropriate
unit aggregatiofi lévels, specifications, and constraints.

[ISO/IEC/IEEE/12207:2017, 6.4.7.3 a) 1)] 6) Define an implementatjon
strategy, with consideration of the following: i) development policjes and
standards, including standards that govern applicable safety, secufity,
privaey ahd environmental practices; programming or coding starjdards;
upnittest policies; and language-specific standards for implementing
security features; ii) For reused or adapted software, methods to deter-
mine the level, source, and suitability of the reused system elemengs and
security of the supply chain; iii) procedures and methods for software
development (construction) and development of unit tests; and thq use
of peer reviews, unit tests, and walkthroughs during implementatjon; iv)
use of CM control during software construction; v) change managgment
considerations for manual processes; vi) implementation prioritief to
support data and software migration and transition, along with refire-
ment of legacy systems;
[ISO/IEC/IEEE 12207:2017, 6.4.7.3 a) 2)] 7) Identify constraints fr¢m the
implementation strategy and implementation technology on the system/
software requirements, architecture characteristics, design charagteris-
tics, or implementation techniques.

0f-08

Information management
plan

Plan

1) - The strategy for information management is defined.
2) Information about the same topic can be developed in different yays at
different points in the life cycle and for different audiences.

3) - The items of information that will be managed are defined.
4) This includes the information that will be managed during the spft-
ware life cycle and possibly maintained for a defined period beyonid. This
is done according to organizational policy, agreements, or legislatipn.

5) - Authorities and responsibilities for information management gre
designated.
6) Due regard is paid to information and data legislation, security pnd
privacy, e.g., ownership, agreement restrictions, rights of access td data

and ownership of data, intellectual property and patents. Where restric-
tions or constraints apply, information is identified accordingly. Staff
members with knowledge of such items of information are informed of
their obligations and responsibilities.
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Reference

Name

Category

Characteristics

7) - The content, formats and structure of information items is defined.

8) The information originates and terminates in many forms (e.g., au-
dio-visual, textual, graphical, numerical) and mediums (e.g., electronic,
printed, magnetic, optical). Organization constraints, e.g., infrastructure,
interorganizational communications, and distributed project work-

ings, are taken into account. Relevant information item standards and
conventions are used according to policy, agreements and legislation
constraints.

9) - Information maintenance actions are defined.

10) Information maintenance includes status reviews of stored informa-

tion for integrity, validity and availability. It also Includes any needs for
replication or transformation to an alternative medium, as necessgry,
either to retain infrastructure as technology changes so thatatehived
media can be read or to migrate archived media to newerteehnology.
[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 1)] 11) Define the)strategy for infor-
mation management.
[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 3)] 12) Designate authoritied and
responsibilities for information management:
[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 5)] 13) Define information mfainte-
nance actions.

0f-09

Information management
plan: Presentation

Plan

[ISO/IEC/IEEE 12207:2017, 6.3.6.3 a) 4)] 1) Define the content, forpnats
and structure of information items;,

Information management
plan: item identification

Plan

[ISO/IEC/IEEE 12207:2017, 3ED\6.3.6.3 a) 2)] 1) Define the items of infor-
mation that will be managed.

Op-11

Information measurement
strategy

Plan

1) - The measurement strategy is defined.
2) - Data collection, analysis, access and reporting procedures are de-
fined.
[ISO/IEC/IEEE-2207:2017, 6.3.7.3 a) 1)] 3) Define the measurement
strategy.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 5)] 4) Define data collection, pnaly-
sis, accessand reporting procedures.

Infrastructure plan

Plan

1)«Anfrastructure resources and services that are needed to impl¢ment
andsupport projects are identified, obtained and provided.
2) An inventory asset registry is often established to track infrastfucture
elements and support reuse of infrastructure assets.
[ISO/IEC/IEEE 12207:2017, 6.2.2.3 a) 2)] 3) Identify, [obtain and pfovide]
infrastructure resources and services that are needed to implement and

support projects.
[ISO/IEC/IEEE 12207:2017, 6.2.2.3 a) 2)] 4) [Identify,] obtain and grovide
infrastructure resources and services that are needed to implemept and

support projects.

Knowledge Management:
Establish

Plan

1) - Knowledge management strategy is defined.

2) This knowledge management strategy generally includes: i) Ideftify-
ing domains and their potential for the reapplication of knowledgg. ii)
Plans for obtaining and maintaining knowledge, skills, and knowlgdge
assets for their useful life. iii) Characterization of the types of knoywledge,
skills, and knowledge assets to be collected and maintained. iv) Crjteria
for accepting, qualifying, and retiring knowledge, skills, and knowjedge
assets. v) Procedures for controlling changes to the knowledge, skills, and
knowledge assets. vi) Plans, mechanisms, and procedures for protgction,
control, and access to classified or sensitive data and information.|vii)
Mechanisms for storage and retrieval.
3) Knowledge management includes knowledge shared both interpally
within the organization and knowledge that is shared outside the ¢rgan-
ization with designated stakeholders, acquirers, and business par{ners,
subject to intellectual property and non-disclosure agreements.

4) - The knowledge, skills, and knowledge assets to be managed are
identified.

5) - Projects are identified that can benefit from the application of the
knowledge, skills, and knowledge assets.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 a) 1)] 6) Define the knowledge man-
agement strategy.

[1SO/IEC/IEEE 12207:2017, 6.2.6.3 a) 2)] 7) Identify the knowledge, skills,
and knowledge assets to be managed.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 a) 3)] 8) Identify projects that can ben-
efit from the application of the knowledge, skills, and knowledge assets.
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Reference Name Category Characteristics
04-14 Maintenance Plan Plan 1) - A maintenance strategy is defined, including consideration of the

following: i) Establishing priorities, typical schedules, and procedures for
performing, verifying, distributing, and installing software maintenance
changes in conformance with operational availability requirements; ii)
Establishing techniques and methods for becoming aware of the need for
corrective, adaptive, and perfective maintenance; iii) Periodic assessment
of the design characteristics in case of evolution of the software system
and of its architecture; iv) Forecasting potential obsolescence of compo-
nents and technologies using information on technical changes in related
systems; v) Establishing priorities and resources to obtain access to the
correctversions of the product and productinformation needed for per-

forming maintenance (e.g., scheduled or phased installation, mainfenance
patches or software upgrades);

2) - For non-software elements, a logistics strategy is definedjthrofighout
the life cycle, including acquisition and operational considerations} the

number and type of replacement elements to be stored, their storage loca-
tions and conditions, their anticipated replacementrate, and their[storage
life and renewal frequency.

3) Supportability implications are considered'early during concept explo-
ration or development stages. Logistics helps.to ensure that the negessary
material and resources, in the right quantity and quality, are availgible at
the right place and time throughout deployment and sustainment §tages.

4) - Constraints are identified fromi ntaintenance to be incorporatdd in
the system/software requirementsyarchitecture, or design.

5) These often result from thé need to 1) re-use existing maintenapce and
verification enabling systens; 2) re-use existing holdings of repladeable
system element and accommodate re-supply limitations; 3) condug¢t
maintenance in specificlocations or environments. For example, spftware
architectures anddesigns that emphasize encapsulation, modularfty, and
scalability can b€'simpler to maintain. Requirements to documentfthe
system desigiand construction can reduce the effort needed to refverse
engineer systems and elements when maintenance is needed. The pystem
architectureand design reflect the need to roll back, back up, and fecover
data during problem resolution. Functions to make the system avafilable
for remote diagnostics and maintenance can be incorporated in thp archi-
tecture and design.

6) - Trades such that the system and associated maintenance and lpgistics
actions resultin a solution that is affordable, operable, supportablg¢, and
sustainable, are identified.

7) The System Analysis and Decision Management processes are ufed to
perform the assessments and trade decisions.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 1)] 8) Define a maintenance|strat-
egy, including consideration of the following: i) Establishing priorities,
typical schedules, and procedures for performing, verifying, distribut-
ing, and installing software maintenance changes in conformance [with
operational availability requirements; ii) Establishing techniques pnd
methods for becoming aware of the need for corrective, adaptive, 4nd
perfective maintenance; iii) Periodic assessment of the design chatacter-
istics in case of evolution of the software system and of its archite¢ture;
iv) Forecasting potential obsolescence of components and technolggies
using information on technical changes in related systems; v) Estaplish-
ing priorities and resources to obtain access to the correct versionfs of the
product and product information needed for performing maintenance
(e.g., scheduled or phased installation, maintenance patches or software
upgrades);

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 2)] 9) For non-software elethents,
define a logistics strategy throughout the life cycle, including acqulisition
and operational considerations: the number and type of replacemgnt
elements to be stored, their storage locations and conditions, theirlantici-
pated replacement rate, and their storage life and renewal frequenlcy.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 3)] 10) Identify constraints from
maintenance to be incorporated in the system/software requirements,
architecture, or design.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 4)] 11) Identify trades such that

the system and associated maintenance and logistics actions resultin a
solution that is affordable, operable, supportable, and sustainable.
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Reference

Name Category

Characteristics

04-15

Operation plan Plan

1) - An operation strategy is defined, including the following consider-
ations: i) The expected or agreed capacity, availability, response time,
and security of services as they are introduced, routinely operated and
withdrawn from service; ii) The human resources strategy, depending
on the need to define training and qualification requirements, train or
obtain personnel to control and monitor software system operations, ad-
minister system access, and support customer service requests and user
assistance; iii) The release criteria and schedules of the software system
to permit modifications that sustain existing or enhanced services; iv)
The approach to implement the operational modes in the Operational
Concept. including normal operations and preparations for, and testing

of, envisioned types of contingency operations; v) Measures forioppration
that will provide insight into performance levels;
2) ISO/IEC 16350 Information technology - Systems and softwadre ¢ngi-
neering - Application management, provides guidance for operatignal
aspects.
3) - System constraints are identified from operation t6 be incorpqrated
in changes to the system/software requirements}architecture, degign,
implementation, or transition.
4) - Training and qualification requirements-are identified or defirjed for
personnel needed for software system 6peration.
5) The training and qualification includes awareness of the softwajre
system in its operational environmientand a defined program of familiar-
ization, with appropriate failure\detection and isolation instructiopn. Op-
erator knowledge, skill and expérience requirements guide the pefsonnel
selection criteria, and whetevelevant, their authorization to operdte is
confirmed. The scope of qualification depends on the system-of-inferest
and its environment. for'example, in some environments regulatoty
requirements include certification of operators, whereas in others|there
is no certificatiofi'sequirement.
6) - Trained, qualified personnel are assigned to be operators, depgnding
on the needfor‘human intervention and control of operations.

7) With’due regard for separation of duties, such as for administrative
control,of system access and investigation of security issues, many mod-
erh(seftware products minimize the need for operators as distinct{from
end-users, Operators commonly support enabling systems, such agcloud
services, database and system software, security monitors, data sforage,
and help desk.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 1)] 8) Define an operation sfrat-
egy, including the following considerations: i) The expected or agrged
capacity, availability, response time, and security of services as th¢y
are introduced, routinely operated and withdrawn from service; ii) The
human resources strategy, depending on the need to define training
and qualification requirements, train or obtain personnel to contrpl and
monitor software system operations, administer system access, afjd
support customer service requests and user assistance; iii) The release
criteria and schedules of the software system to permit modificatipns
that sustain existing or enhanced services; iv) The approach to implement
the operational modes in the Operational Concept, including normpl
operations and preparations for, and testing of, envisioned types of con-
tingency operations; v) Measures for operation that will provide irfsight
into performance levels;
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 2)] 9) Identify system constfraints
from operation to be incorporated in changes to the system/softwpre
requirements, architecture, design, implementation, or transition
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 5)] 10) Identify or define trgining
and qualification requirements for personnel needed for software|system
operation.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 6)] 11) Depending on the need for

human-intervention and control of gperations—assiantrained-gualified
T 7 O T

personnel to be operators.

04-16

Organizational skills devel- Plan
opment plan

1) - Skills development strategy is established.

2) This plan includes types and levels of training, categories of personnel,
schedules, personnel resource requirements, and training needs.
[1SO/IEC/IEEE 12207:2017, 6.2.4.3 b) 1)] 3) Establish skills development
strategy.

04-17

Process Improvement Plan
Opportunity

1) - Improvement opportunities are identified from assessment results.
2) Improvements can affect the stages, processes, and achievement crite-
ria that control progression through the life cycle.

[ISO/IEC/IEEE 12207:2017, 6.2.1.3 b) 3)] 3) Identify improvement oppor-
tunities from assessment results.
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04-18 Process Improvement plan Plan 1) - Improvement opportunities are prioritized and planned.
2) Implement improvement opportunities and inform relevant stakehold-
ers.

3) Process Improvement includes improvements to any of the processes
in the organization. Lessons learned are captured and available.
[ISO/IEC/IEEE 12207:2017, 6.2.1.3 ¢) 1)] 4) Prioritize and plan improve-
ment opportunities.

[ISO/IEC/IEEE 12207:2017, 6.2.1.3 ¢) 2)] 5) Implement improvement
opportunities [and inform relevant stakeholders.]

0+'L‘J FTOJECUASSESSITICIIUSIIALEEY rlidIl 1) = TTIC ProJeCl dSSCSSIICIIU dId COIILIOT SIIdiegy IS UCTIICU.
2) The strategy identifies the expected Project Assessment and Coptrol
activities, including planned assessment methods and timeframes|and
necessary management and technical reviews.
[ISO/IEC/IEEE 12207:2017, 6.3.2.3 a) 1)] 3) Define the'project assg¢ssment
and control strategy.

0f-20 Project budget Plan 1) - The costs are defined and a budget is plannéd:-

2) Budgeted costs are based on the schedulg, software size and cofplex-
ity estimates, labor estimates, infrastructire-costs, procurement items,

acquired service and enabling system eStimates, and budget reseryes for
risk management.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b),3)] 3) Define the costs and plan a
budget.

Op-21 Project plan Plan 1) - Roles, responsibilities,acceuntabilities, and authorities are defined.
2) This includes defining théproject organization, staff acquisitioy]s,
and the development ofstaff skills. Authorities include, as approprfate,

the legally respongible'roles and individuals, e.g., design authorizaftion,

safety authorizatioh, and those responsible for applicable certifications
or accreditations.

3) - The infrastructure and services required are defined.

4) This includes defining the capacity needed, its availability and i
allocation to project tasks. Infrastructure includes facilities, serviges,

tools,€émmunications, and information technology assets. The require-
ménts for enabling systems and services for each life cycle stage affe also
specified.
5) - The acquisition of materials and enabling systems and service sup-
plied from outside the project is planned.
6) This includes, as necessary, plans for solicitation, supplier selection,

acceptance, contract administration and contract closure. The agrpement
processes are used for the planned acquisitions.
7) ISO/IEC 27036, Information security for supplier relationships, jpro-
vides guidance for acquisition of infrastructure and services.
8) - Aplanis generated and communicated for project and technicgl man-
agement and execution, including reviews.

7]

9) Technical planning for the software system is often captured infa Sys-
tems Engineering Management Plan (SEMP) or a Software Enginedring
Management Plan or a Software Development Plan (SDP). ISO/IEC/{IEEE
247485 provides more detail on software engineering technical mpnage-
ment planning and includes an annotated outline for an SDP. Plannjing for
the project is often captured in a Project Management Plan. ISO/IEC/IEEE
16326 provides more detail on project planning.
10) The strategy activities and tasks from each of the other procesfses
provide inputs and are integrated in the Project Planning process.[The
Project Assessment and Control process is used to help ensure thaf the
plans are integrated, aligned, and feasible.
[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 4)] 11) Define roles, responsjbili-
ties, accountabilities, and authorities.
[1SO/IEC/IEEE 12207:2017, 6.3.1.3 b) 5)] 12) Define the infrastructure
and services required.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 6)] 13) Plan the acquisition of
materials and enabling systems and services supplied from outside the
project.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 7)] 14) Generate [and communicate]
a plan for project and technical management and execution, including
reviews.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 7)] 15) [Generate and] communi-
cate a plan for project and technical management and execution, includ-
ing reviews.
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04-22

Project schedule

Plan

1) - A project schedule based on management and technical objectives

and work estimates is defined and maintained.

2) This includes definition of the duration, relationship, dependencies
and sequence of activities, achievement milestones, resources employed
and the reviews and schedule reserves for risk management necessary to

achieve timely completion of the project.

[ISO/IEC/IEEE 12207:2017, 6.3.1.3 b) 1)] 3) Define and maintain a project
schedule based on management and technical objectives and work esti-

mates.

04-23

Quality Management Plan

Plan

1) - Quality management policies, objectives, and proceduresaree

stab-

lished.
2) IS0 9004:2009 contains guidelines for performance improveme
3) The policies, objectives, and procedures are based on the.busing
strategy for customer satisfaction and risk managementconsiderd
[ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 1)] 4) Establish)quality mang
ment policies, objectives, and procedures.

nts.
Ss
tions.

ge-

0f-24

Quality assurance strategy

Plan

1) - A Quality Assurance strategy is defined.
2) - The strategy is consistent with the organizational Quality Maq
agement policies and objectives and includes: i) Priorities for apply
Quality Assurance resources to processes and tasks that have the

significant impact on the quality of the-delivered products and ser
ii) Defined roles, responsibilitiesydceountabilities, and authorities|
Evaluation criteria and metheds for processes, products, and serv
cluding criteria for productorse€rvice acceptance; iv) Activities ap|
ate to each supplier (including subcontractors); v) Required verifi

validation, monitoring,fmeasurement, review, inspection, audit, arj
activities specific te the/products or services; and vi) Problem res

and process and,préduct improvement activities.

3) In softwargprojects, activities and tasks that have significant i
on product.quality include obtaining agreement on new and chang
requirements, performance of peer reviews and unit testing, analy
of problémteports and feedback from users; validating completio

correCtive actions assigned at project milestone reviews, and root
anadlysis of defects.

4) - The independence of quality assurance from other life cycle pr
is established.

5) Resources for quality assurance are often assigned from disting
organizations for independence from project management.

[ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1)] 6) 1. Define a Quality Ass
strategy.

[ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1)] 7) 2. The strategy is cons
with the organizational Quality Management policies and objectiv|
and includes: i) Priorities for applying Quality Assurance resource|
processes and tasks that have the most significant impact on the q
of the delivered products and services; ii) Defined roles, responsib
accountabilities, and authorities; iii) Evaluation criteria and meth
for processes, products, and services, including criteria for produg
service acceptance; iv) Activities appropriate to each supplier (inc
ing subcontractors); v) Required verification, validation, monitori
measurement, review, inspection, audit, and test activities specifi
products or services; and vi) Problem resolution and process and j
improvement activities.

[ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 2)] 8) Establish independend
quality assurance from other life cycle processes.
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04-25

Risk Management Plan

Plan

1) - The risk management strategy is defined.

2) This includes the risk management process of supply chain suppliers
and describes how risks from suppliers will be raised to the next level(s)
for incorporation in the project risk process.

3) - The context of the Risk Management process is defined and recorded.
4) This includes a description of stakeholders? perspectives, risk cat-
egories, and a description (perhaps by reference) of the technical and
managerial objectives, assumptions and constraints. The risk categories
include the relevant technical areas of the software system and facilitate
identification of risks across the product life cycle. As noted in ISO 31000,

the alm of this step is to generate a comprehensive list of risks baspd on
those events that might create, enhance, prevent, degrade, acceletjte, or
delay the achievement of objectives.
5) Opportunities, which are one type of risk, provide potential berjefits
for the software system or project. Each of the opportiinities pursjyied has
associated risks that detract from the expected benefitThis inclugles the
risks associated with not pursuing an opportunity, as'well as the r|sk of
not achieving the effects of the opportunity.
[ISO/IEC/IEEE 12207:2017, 6.3.4.3 a) 1)] 6)Define the risk managgment
strategy.

[ISO/IEC/IEEE 12207:2017, 6.3.4.3 a)-2)] 7) Define and record the ¢ontext
of the Risk Management process.

Of-26

Software integration plan

Plan

1) - The integration strategy is defined.

2) Integration builds sequences.of progressively more complete software
system element or software’item configurations. It is dependent oft
applicable software system‘element availability and is consistent with

a fault isolation and diagnosis strategy. Successive applications of the
Integration process/and the Verification process, and when approgriate
the Validation ptogess, are repeated for elements in the system strjucture
until the system-of-interest has been realized. Simulators or protofypes
are typically utilized for system elements that are not yet implemented,
e.g., receiving data from interfacing systems. Integrating the implgment-
ed software system elements is based on the priorities of the relatgd
reguirements and architecture definition, typically focusing on the
interfaces, while minimizing integration time, cost, and risks. Softvare
system integration commonly maintains version control through the Con-
figuration Management process for selection of configuration items to be
integrated.

3) For software integration, the integration strategy typically is cqnsist-
ent with a regression strategy which is applied for re-verifying soffware
elements when related software units (and potentially associated fe-

quirements, design and user documentation) are changed.

4) Defining a strategy for software unit and element integration cqm-
monly accompanies defining the strategy for other processes that pccur
concurrently, such as: i) The Implementation process to help ensuie
timely coordination of Implementation and Integration process tagks
and enabling systems, e.g., combined software development and test
environments to support automated or continuous implementatiop and
integration of software units and elements. ii) The Verification prdcess
to provide objective evidence that the integrated software fulfils ifs
specified requirements and to identify anomalies (errors, defects, faults)
in integration-related information items, (e.g., system/software reg
quirements, architecture, design, test, or other descriptions), procgsses,
software elements, items, units. iii) The Validation process to confjrm
that a work product fulfils requirements for a specific intended us¢ of

an integrated software function. iv) The Quality Assurance procesf to
support integration process and work product audits and inspectipns and
to address problem, nonconformance, or incident reporting and hgndling.

5) The integration strategy is commonly recorded in a plan, e.g., a1} inte-

gratiom pram, oraproject' s SPPor SEMP:

6) - Criteria for integration and points at which the correct operation and
integrity of the interfaces and the selected software system functions
will be verified are identified and defined.

© ISO/IEC 2024 - All rights reserved

66



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table C.1 (continued)
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Category

Characteristics

7) Detailed verification of the interfaces is performed using the Verifica-
tion process. Software integration typically involves combining software
elements, resulting in a set of integrated software elements, that is
consistent with the software design, and that satisfies the functional and
non-functional system/ software requirements on an equivalent of the
operational environment.
8) For projects involving multiple suppliers or development teams, the
availability of software system elements for integration is typically part
of the project schedule with milestones under the Project Assessment
and Control process. Integration proceeds as the software is verified in

P Y . e

Hs-funetion lio-y’y manse,and SHtab ltf‘fQ-r—S*e—S-p@@l-ﬁ-&er'at'
form-specific environments. At major integration points, e.g., completion
of a stage, element, or version, check points for reviews and vialidation
with stakeholders are typically held. The frequency of these reviews is
related to the selected life cycle model and development.method.
9) - Constraints for integration to be incorporated inthesystem/spft-
ware requirements, architecture or design are identifiéd.

10) This includes requirements such as accessibility, supply chain
security, safety for integrators, required intercohnections for sets|of
implemented software system elements afnid-or enablers, and intefface
constraints.

[ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 1)] 11) Define the integratioj
strategy.

[ISO/IEC/IEEE 12207:2017, 6.4.8\3+a) 2)] 12) Identify and define cifiteria
for integration and points at which the correct operation and integdrity
of the interfaces and the sel€cted software system functions will be
verified.

[ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 5)] 13) Identify constraints fpr

integration to be.incorporated in the system/software requirements,
architecture ox’design.

Op-27

Software release plan

Plan

1) - A strategy is defined for managing software releases and othef soft-
ware systein transitions, including the following considerations: i) estab-
lishing the*type of transition and transition success criteria; ii) defermin-
ing tHe' frequency of recurring transitions, such as updates and upgrades
tocdevelopment, test, and operational software systems; iii) minin}izing
security risks, disruption, and downtime during transition; iv) archiving,
destroying, or converting and validating data from previous systems to
the new system; including data received through external interfacgs; v)
contingency planning for problem resolution, backup and return t¢ the
last working system version; vi) scheduling transitions consistent|with
ongoing business processing, with phased or synchronized transition of
systems vii) change management for stakeholders, including interface
partners, human operators, system administrators, and software g$ystem
or service users;
2) Change management activities are often conducted to design chlanges
in business processes associated with the new system, plan the tr.%sition
in business processes, and gain user commitment to productive usg of the
new system.
3) The strategy includes roles and responsibilities, approval authoity,
use of readiness reviews and training.
4) - Facility, site, communications network, or target environmentchang-
es needed for software system installation or transition are identified
and defined.

5) For each transition, identify and define any needed changes in infra-
structure or enabling systems. A site survey can be performed to iflentify
needed changes in the physical environment to install or use the s¢ftware
system, such as changes to maintain the physical and information pecuri-
ty of the system.
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Reference

Name

Category

Characteristics

6) - Information needs and arrange for user documentation and training

of operators, users, and other stakeholders necessary for system u
tion and support are identified.

7) Transition includes migration or activation of user access to the

tiliza-

software system. User roles are established and user accounts and access

controls are implemented.

8) - Detailed transition information, such as plans, schedules, and proce-

dures are prepared.

9) The transition strategy is commonly recorded in a plan, e.g., a transi-

tion plan, or a project's SDP or SEMP. Transition schedules help val

idate

that sufficient resources and infrastructure are available to suppo|
the transition, so that activities can be executed within a reasqnalj
timeframe to minimize disruption. Schedules can include rehearsd
complex transitions, in which procedures, such as database'and sy
backup and restore and software installation, are tested to'verify
tions and correct results.

10) During a specified period of changeover or concurrent operati
the transfer of services is managed so that continuing conformanc
persistent stakeholder needs or an agreed level-of service is achiey
period of parallel operations for both the-0ldand new systems is n
special procedures are identified and developed for receiving and
ing data from interface partners.

11) - System constraints from trafsition to be incorporated in the
ware system requirements, arehitecture or design are identified.

[ISO/IEC/IEEE 12207:2017,6:4710.3 a) 1)] 12) Define a strategy for
aging software releases and-other software system transitions, in
the following considerations: i) establishing the type of transition
transition successriteria; ii) determining the frequency of recuryf
transitions, such-astupdates and upgrades to development, test, an
ational softwang\systems; iii) minimizing security risks, disruptio
downtime during transition; iv) archiving, destroying, or converti
validating.data from previous systems to the new system; includin
receivedithrough external interfaces; v) contingency planning for
lem resolution, backup and return to the last working system vers
scheduling transitions consistent with ongoing business processir
phased or synchronized transition of systems vii) change manage
for stakeholders, including interface partners, human operators, s
administrators, and software system or service users;
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 2)] 13) Identify and define f]
site, communications network, or target environment changes nesg
software system installation or transition.

[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 3)] 14) Identify information
and arrange for user documentation and training of operators, usg
other stakeholders necessary for system utilization and support.
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[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 4)] 15) Prepare detailed trapnsition

information, such as plans, schedules, and procedures.
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 5)] 16) Identify system con
from transition to be incorporated in the software system require
architecture or design.

traints
ents,

Of-28

Supply 'strategy

Plan

1) - A supply strategy is determined.

2) This strategy describes or references the life cycle model, risks

sues mitigation, and a schedule of milestones. It also includes key g
and characteristics of the acquisition, such as responsibilities and
ties; specific models, methods, or processes; level of criticality; for]
and priority of relevant trade factors.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 a) 2)] 3) Define a supply strateg

hnd is-
rivers
iabili-
mality;

<

© ISO/IEC 2024 - All rights reserved

68



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table C.1 (continued)
Reference Name Category Characteristics
04-29 System requirements defi- Plan 1) - The stakeholder needs and requirements definition strategy is
nition strategy defined.

2) Some stakeholders have interests that oppose the acquirer's interests
(e.g., market competitors, hackers, terrorists) or oppose each other.
When the stakeholder interests oppose each other, but do not oppose the
software system, this process is intended to gain consensus among the
stakeholder classes to establish a common set of acceptable require-
ments. The intent or desires of those that oppose the acquirers, or detrac-
tors of the system, are addressed through the Risk Management process,
threat analyses of the System Analysis process, or the system/software
requirementsforsecurity-adaptability-orresiliencetn-this-caserthe
stakeholder needs are not satisfied, but rather addressed in a manher to
help ensure system assurance and integrity if actions from the detiractors
are encountered.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 2)] 3) Define the stakeholder{needs
and requirements definition strategy.

0f-30 Systems analysis strategy Plan 1) - The problem or question that requires analysis.is identified.
2) This includes technical, functional, and non-functional objectiv¢s of
the analysis. Non-functional objectives include €ritical quality chafacter-
istics, various properties, technology maturity, and technical riskd. The
problem statement or question to be answered by the analysis is efsential
to establish the objectives of the analysis and the expectations and utility
of the results.

3) - The stakeholders of the apalysis are identified.
4) - The scope, objectives, and l€vel of fidelity of the analysis are d¢fined.
5) The necessary level of fidelity (accuracy or precision) is a factor{in
determining the appropriate level of rigor.

6) - The methods tosupport the analysis are selected.

7) The methods ave chosen based on time, cost, fidelity, technical drivers,
and criticality‘of analysis. Analysis methods have a wide range of lpvels of
rigor and iniclude expert judgment, worksheet computations, parametric
estimatéssand calculations, historical data and trend analysis, eng|neer-
ing models, simulation, visualization, and prototyping. Due to costland
schedule constraints, most projects typically perform system anallysis
only for critical characteristics.

8) - The data and inputs needed for the analysis are collected.

[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 1)] 9) Identify the problem of ques-
tion that requires analysis.
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 2)] 10) Identify the stakeholders of
the analysis.
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 3)] 11) Define the scope, obj¢ctives,
and level of fidelity of the analysis.
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 4)] 12) Select the methods to|sup-
port the analysis.

[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 7)] 13) Collect the data and ijputs
needed for the analysis.
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04-31 Validation plan Plan 1) - The validation strategy is defined, which includes the following: i)

Identify the validation scope, including the characteristics of the software
system, element, or artifact to be validated, and the expected results of
validation. ii) Identify the constraints that potentially limit the feasibility
of validation actions.iii) Identify validation priorities.

2) Avalidation strategy generally focuses on minimizing cost, schedule,
or risk by progressively building confidence in the quality and suitability
of the software system for the stakeholders.

3) The validation strategy reflects the life cycle model, and often involves
repeated validation for iterative, incremental, or evolutionary life cycles.

4) The validation strategy can be documented 1n a plan, e.g., an acdept-
ance plan, or a project's SDP or SEMP.

5) Software system validation is typically performed both {mdistinct
controlled environments that do not interfere with operational software
or ongoing development, as well as in operational environments, typically
before full operational use (e.g., beta testing or acceptarice testing|for

a specified duration with agreed criteria). Scopeincludes stakeholder
requirements, including related views of the system (e.g., scenariof or
concept of operation) to be evaluated. The scope’depends on what |s
appropriate for the systems life cycle stageithe system-of-interestior a
system element or engineering artifact, sich as a concept descriptfon

or document, an operational scenari0, amodel, a mock-up, or protdtype.
The scope also includes evaluating that the software product or sefvice is
usable in its intended environment for the principal or critical fungtions.
Additional characteristics tobe yalidated can include usability of the
documentation; fault tolerance, resilience, and recovery features df the
software.

6) Constraints include(practical limitations of accuracy, uncertainty,
repeatability that@re imposed by the validation enablers, the assofiated
measurement niethods, and the availability, accessibility and interjcon-

nection with€nablers. The validation strategy is constrained by tle
progress of'the'project; in particular, planned validation actions afe
redefined orrrescheduled when unexpected events or system evolytions
occur. Validation can be extended to include ongoing measurements of

user.satisfaction and customer complaints.

7) To make effective use of stakeholders' time and expertise, validhtion
typically focuses on stakeholder priorities, while verification is uspd for
non-functional requirements. Potential validation actions that are|candi-
dates for deletion are evaluated for the risks their withdrawal impjoses
8) The supplier, the acquirer, or an agent of the acquirer participatps
in or performs validation. The responsibility is often designated ir] the
agreement.
9) - Identify system constraints from the validation strategy to be fncor-
porated in the stakeholder requirements.
10) - Training and qualification requirements for personnel needegl for
software system operation are identified and defined.

11) The training and qualification includes awareness of the softwpre
system in its operational environment and a defined program of familiar-
ization, with appropriate failure detection and isolation instruction. Op-
erator knowledge, skill and experience requirements guide the pefsonnel
selection criteria, and where relevant, their authorization to operdgte is
confirmed. The scope of qualification depends on the system-of-inferest
and its environment. For example, in some environments regulatoty
requirements include certification of operators, whereas in others|there
is no certification requirement.

© ISO/IEC 2024 - All rights reserved

70



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

ISO/IEC TR 33022:2024(en)

Table C.1 (continued)

Reference
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Category
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12) - Trained, qualified personnel to be operators are assigned, depend-
ing on the need for human intervention and control of operations.

13) With due regard for separation of duties, such as for administrative
control of system access and investigation of security issues, many mod-
ern software products minimize the need for operators as distinct from
end users, Operators commonly support enabling systems, such as cloud
services, database and system software, security monitors, data storage,
and help desk.

[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 1)] 14) Define the validation strat-
egy, which includes the following:

[ISO/TEC/IEEE 12207:2017, 6.4.11.3 a) 2)] 15) Identify system congtraints
from the validation strategy to be incorporated in the stakeheldét|re-
quirements.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 3)] 16) Define the purpose, fondi-
tions and conformance criteria for each validation action.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 4)] 17) Seleet appropriate vhlida-
tion methods or techniques and associated criteriafor each validation
action.

0f-32

Verification strategy

Plan

1) - The verification strategy is defined, which includes the following: i)
Identify the verification scope, including the software system, elerhent, or
artifact, the properties to be verified; and the expected results. ii) [den-
tify the constraints that potentiallydimit the feasibility of verificatjion
actions. iii) Identify verification\prierities.
2) A verification strategy generally focuses on minimizing cost, schedule,
or risk, providing a balancedapproach for confirming that the soffware
system or element has lieeh "built right'.

3) The verification strategy and schedule account for dynamic chapges
when anomalous results (events, incidents, or problems) occur. Acfording
to the progress®f the project, planned verification actions are red¢fined
or rescheduléd/when unexpected events or system evolutions occyr.

4) The verification strategy can be documented in a plan, e.g., a vetifica-
tion plafapor a project's SDP or SEMP.

5) Overall verification scope includes the software system-of-inteyjest or
systént elements, including interfaces. For each verification action| the
scope identifies the software system, element, or artifact to be verffied
(e.g., the actual system, or a model, a mock-up, a prototype, code, a
procedure, a plan or other document) and the expected results, su¢h as
conformance, or performance, fault tolerance, and recovery after dervice
interruption. The properties to be verified can include requiremerts,
architecture and design characteristics, integration, and accuracy|of
documentation. Design characteristics can include security implicptions
of the design in the context of the planned operational environmer|t
and the achievement of critical quality characteristics as stated infthe
requirements.

6) Constraints include technical feasibility, cost, time, availability pf
verification enablers or qualified personnel, contractual constraints, and
characteristics such as criticality of the mission. Such constraints pften

factor into verification strategy determination, e.g., whether an organiza-
tionally independent verification effort is necessary or justified.

7) In software systems, verification of every possible scenario (109 %
code coverage) is typically infeasible. The verification strategy tygically
includes trading off what will be verified (scope) against the constfaints
or limits, and deducing what verification actions to perform and h¢w
many iterations of verification actions and rework are needed to r¢duce
risk. A model-based testing approach can enable the generation and
management of multiple scenarios. Potential verification actions that
are candidates for deletion are evaluated for the risks their withdijawal
imposes.

S—Constraintsareiden ncor-

porated in the system/software requirements, architecture, or design.

9) This includes practical limitations of accuracy, uncertainty, repeat-
ability that are imposed by the verification enablers, the associated
measurement methods, the need for software system integration, and the
availability, accessibility and interconnection with enablers.

10) - The purpose, conditions and conformance criteria for each verifica-
tion action is defined.

11) - Appropriate verification methods or techniques and associated cri-
teria for verification actions, such as inspection, analysis, demonstration,
or testing are selected.
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12) The selection of verification methods or techniques is made according
to the type of system, the purpose of the verification, the objectives of the
project, and the acceptable risks. Verification methods or techniques in-
clude inspection (including code walkthroughs and peer review), analysis
(including modelling and simulation, and analogy/similarity), demonstra-
tion, and dynamic and static testing.

13) The selected verification approach, methods, and techniques can be
coordinated with relevant stakeholders to help ensure the verification
approach is acceptable.

[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 1)] 14) Define the verification strat-

gy, WHICITTIICTUUCS LIS TOITOWIIIZ.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 2)] 15) Identify constraintgffom the
verification strategy to be incorporated in the system/softwarne’require-

ments, architecture, or design.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 3)] 16) Define thepurpose, condi-
tions and conformance criteria for each verification‘action.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 4)] 17) Selectappropriate veyifi-
cation methods or techniques and associated Ctiteria for verificatipn

actions, such as inspection, analysis, demonstration, or testing.

0f-33

Work breakdown structure

Plan

1) - Awork breakdown structure (WBS) based on the deliverable grod-
ucts or the evolving architecture of the software system is establighed.
2) Each element of the software system architecture, and approprijate
processes and activities, are described with a level of detail that is
consistent with identified risks. Related tasks in the work breakddwn
structure are grouped for performance. Project tasks identify work items
being developed or produced. The Practice Management Standard ffor
Work Breakdown Structiires of the Project Management Institute {PMI)
contains additional details on WBSs.
3) For projects with'agile or iterative methods, a WBS element can|corre-
spond to the primary features, from a user perspective, to be prodiced
during iteratiohs.
[ISO/IECAIEEE 12207:2017, 6.3.1.3 a) 4)] 4) Establish a work breakidown
structure' (WBS) based on the deliverable products or the evolving archi-
tecture of the software system.

Information Management
Procedures

Procedure

1) - Manual or automated procedures for data generation, collectign, anal-
ysis and reporting into the relevant processes are integrated.
2) This task can involve change impacts to other life cycle process¢s to
accomplish procedural integration.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 1)] 3) Integrate manual or aufomat-
ed procedures for data generation, collection, analysis and reportihg into
the relevant processes.

Validation Procedures

Procedure

1) - The validation procedures, each supporting one or a set of valiflation
actions are defined.
2) Validation procedures identify stakeholder requirements to be yali-
dated, the associated software system artifact (e.g., the actual sysfem,

or a model, a mock-up, a prototype, code, a set of instructions or other
information item), and the expected results (success criteria), such as
completed and timely performance of a function. The procedures ifentify
the purpose of the validation with success criteria (expected resulks),

the validation technique to be applied, the necessary enabling systems
(facilities, equipment), and the environmental conditions to perforjm
each validation procedure (resources, qualified personnel, participating
stakeholders, and specialized procedural set-up or work instructigns).
Validation strategy includes how the validation procedure results will be
recorded, analysed, stored, and reported.

3) - The validation procedures are performed in the defined envirgnment.
4) Validation occurs, in accordance with the validation strategy, at

the-appreopriate-timeintheschedleinadefinedenviromment{sath

as the operational environment, a similar test environment, or other
representative environment), with defined enablers and resources. The
performance of a validation action typically consists of capturing exe-
cution results, comparing the obtained result with the success criteria,
and deducing a degree of compliance or stakeholder satisfaction with the
software system, element, service, or engineering artifact.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 b) 1)] 5) Define the validation proce-
dures, each supporting one or a set of validation actions.

[ISO/IEC/IEEE 12207:2017, 6.4.11.3 b) 2)] 6) Perform the validation pro-
cedures in the defined environment.
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06-3

Verification Procedures

Procedure

1) - The verification procedures, each supporting one or a set of verifica-
tion actions are defined.

2) Verification procedures, which can be performed by automated scripts,
include the requirements to be verified, the type of software system
element or artifact to be verified (e.g., the actual system, or a model, a
mock-up, a prototype, code, a procedure, a plan, or other information
item), and the expected results (success criteria), such as conformance,
or performance of a function or capacity in terms of response time or
throughput. The procedures identify the purpose of the verification

with success criteria (expected results), the verification technique to

be-applied-thelecessarv-enablinesyuste. and
P 7 J o)

the environmental conditions to perform each verification procedfire
(resources, qualified personnel, specialized procedural setup or'wprk
instructions). Verification procedures include how the verification proce-
dure results will be recorded, analysed, stored, and reported.
3) - The verification procedures are performed.

4) Verification occurs, in accordance with the verification strategy at the
appropriate time in the schedule, in the defined‘efivironment, witl de-
fined enabling systems and resources. The performance of a verififation
action consists of capturing a result from the-execution of the verification
procedure; comparing the obtained and'recorded result with the gxpect-
ed result; and deducing a degree of cotrectness (or success/failurg) of the
submitted element.
[ISO/IEC/IEEE 12207:2017, 6.4.9,3,b) 1)] 5) Define the verificationfproce-
dures, each supporting one of a $et of verification actions.

[ISO/IEC/IEEE 12207:20176,4.9.3 b) 2)] 6) Perform the verificatign
procedures.

7-1

Information item

Product

1) - The identified itemis’of information are obtained, developed or{trans-
formed.
2) This includ€s cellecting the data, information, or information it¢ms
from appropriate sources (e.g., resulting from any life cycle procegs),
and writingyillustrating, or transforming it into usable informatiop for
stakeholdets. It includes reviewing, validating, and editing informpation
per iformation standards.

3) Information items and their storage records are maintained.

4) Information items are maintained according to their integrity, Tcurity
t

and privacy requirements. The status of information items is maintained,
(e.g., version description, date of issue or validity date, record of distribu-
tion, security classification). Legible information is stored and retgined in
such a way that it is readily retrievable.
5) The source data and tools used to transform information, alongfwith
the resulting documentation is placed under configuration controlin
accordance with the Configuration Management process. ISO/IECAIEEE
26531 provides requirements for content management systems useful for
life cycle information and documentation.
6) - Information and information items are published and distribufed,
and access provided to designated stakeholders.
7) Information is provided to designated stakeholders in an appropriate
form, as required by agreed schedules or defined circumstances. Ihfor-
mation items include documentation used for certification, accredjtation,
license or assessment ratings, as required.
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Reference

Name

Category

Characteristics

8) - Key artifacts and information items are provided that have been
selected for baselines.

[ISO/IEC/IEEE 12207:2017, 6.3.6.3 b) 1)] 9) Obtain, develop, or transform
the identified items of information.

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 e) 2)] 10) Provide key artifacts and
information items that have been selected for baselines.

[ISO/IEC/IEEE 12207:2017, 6.4.2.3 f) 3)] 11) Provide key artifacts and
information items that have been selected for baselines.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 d) 3)] 12) Provide key artifacts and
information items that have been selected for baselines.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 7)] 13) Provide key artifacts pnd
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 d) 4)] 14) Provide keyantifactsfand
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 ¢) 2)] 15) Provide key’artifacts pnd
information items that have been selected for basélines.
[ISO/IEC/IEEE 12207:2017, 6.4.7.3 c) 3)] 16) Provide key artifacts ind
information items that have been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.8.3 c) 3)JA17) Provide key artifacts pnd
information items that have been selected\for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3,c)\5)] 18) Provide key artifacts pnd
information items that have been sélected for baselines.
[ISO/IEC/IEEE 12207:2017, 6/4:10.3 c) 4)] 19) Provide key artifact§ and
information items that have'been selected for baselines.
[ISO/IEC/IEEE 12207:201%,6.4.11.3 c) 5)] 20) Provide key artifact$ and
information items thathave been selected for baselines.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 c) 4)] 21) Provide key artifact$ and
information items\that have been selected for baselines.
[ISO/IEC/IEEEA2207:2017, 6.4.13.3 d) 4)] 22) Provide key artifactys and
informatioinitems that have been selected for baselines.

Information item: Item
status

Product

[ISO/IEG/HEEE 12207:2017, 6.3.6.3 b) 2)] 1) Maintain information jtems
and thejr storage records, and record the status of information.

Information item: Publish

Product

[ISOyIEC/IEEE 12207:2017, 6.3.6.3 b) 3)] 1) Publish, distribute or grovide
access to information and information items to designated stakehg¢lders.

Information measurement
data item

Product

1) - Data are collected, stored, and verified.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 2)] 2) Collect, store, and verify data.

Information product

Product

1) - Data is analysed and information items are developed.

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 3)] 2) Analyse data and develop
information items.

Integrated system

Product

1) - Implemented software system elements in accordance with agreed
schedules are obtained.

2) The implemented software system elements are provided from fhe de-
velopers or received from suppliers, the acquirer, or other resourcgs and
typically placed under CM control. The elements are handled in ac¢ord-
ance with relevant health, safety, security and privacy consideratipns.

3) - The implemented elements are integrated.

4) This task is performed to achieve software system element conflig-
uration (complete or partial) connecting the implemented elemen{s as
prescribed in the integration strategy, using the defined procedurgs,
interface control descriptions, and the related integration enabling
systems.

5) In terms of software, integrating the implemented elements can
involve linking together pieces of object code or simply bringing tdgether
the implemented elements that are part of the software configuratfion in
amethodical piece by piece approach. Software elements are typidally

compiled into a 'build’ so that branched units are properly linked or
merged in the assembled element. Firmware elements are fabricated,
often as prototypes, and installed in hardware elements. If software
functions are not yet available for integration, emulated functionality
(stubs or scaffolding) can be used to temporarily support integration of
software elements or represent input from external interfaces. Successful
aggregations resultin an integrated software element, that is stored and
available for further processing, i.e., additional software system element
integration, verification, or validation.
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Reference

Name

Category

Characteristics

6) Anti-counterfeit, anti-tamper, system and software assurance and
interoperability concerns can arise when performing integration and
identifying and defining checkpoints. Integration and Verification pro-
cesses often use fictitious data for security or privacy considerations.
ISO/IEC/IEEE 15026 and the ISO/IEC 27000 series include information on
assurance, integrity, and security considerations affecting integration.

7) - The integrated software interfaces or functions run from initiation
to an expected termination within an expected range of data values are
checked.

8) As part of the acceptance of the implemented software system

CICIICIILS, SCICCLEd CICIIICIILS aIe CIICCKEU LO TICIP CIISUTre LICy et iCCept'
ance criteria as specified in the integration strategy and applicabl¢ agree-
ments. Checking can include conformance to the agreed configuration,
compatibility of interfaces, and the presence of mandatory; information
items. The Project Assessment and Control process can,be used in pccord-
ance with the integration strategy to plan and conduet technical r¢views
of the integrated software system elements, e.g., atestreadiness rpview
to help ensure the integrated element or systenf with its affiliated data
and information items is ready for qualification t€sting.
[ISO/IEC/IEEE 12207:2017, 6.4.8.3 b) 1)],9).0Obtain implemented s¢ftware
system elements in accordance with agfeed'schedules.
[1SO/IEC/IEEE 12207:2017, 6.4.8.3 b 2)] 10) Integrate the implempnted
elements.
[1SO/IEC/IEEE 12207:2017, 6.4.8,3'b) 3)] 11) Check that the integrjted
software interfaces or functions'run from initiation to an expected termi-
nation within an expected range of data values.

Skills development re-
sources

Product

1) - Training, education-0r mentoring resources are obtained or dejvel-
oped.
2) These resources include training materials that are developed Hy the

organization®p external parties, training courses that are available from
external suppliers, computer based instruction.

[ISO/IEC/IEEE 12207:2017, 6.2.4.3 b) 2)] 3) Obtain or develop traiping,
education or mentoring resources.

Software element

Product

1).xSoftware elements, according to the strategy, constraints, and|de-
fined implementation procedures are realized or adapted.

2) Software elements are acquired, identified for reuse from orgarfiza-
tional assets, or developed (constructed). Software elements that gre
acquired can range from a simple product purchase in accordance with
organizational or project purchasing rules to a complex acquisition of

a software system that involves the Acquisition and Supply procesges.
Adaptation includes configuration of software elements that are r¢used
or modified. Construction can involve software coding, adaptive r¢use
and integration of existing units, refactoring, database developmept, and
construction of manual or automated test procedures for each unif.
3) For software elements that are developed, at the lowest level of
implementation executable software units are constructed (often with
associated data structures, application programming interfaces, sgrvice
descriptions, user documentation, test cases, or other elements), cpn-
trolled, made available to authorized roles, and stored according t¢ the
CM procedures for development artifacts.
4) The SWEBOK, Guide to the Software Engineering Body of Know|edge
provides detailed discussion on Software Construction. This knowledge
area addresses fundamentals, management, measurement, practidal
considerations (e.g., construction design, languages, testing, reusd and
integration), construction technologies (e.g., object oriented, erroifand
exception handling, executable models, distributed software), and|tools
and environments.

5) - Hardware elements of software systems are realized or adapt¢d.
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Reference

Name

Category

Characteristics

6) Hardware elements are acquired or fabricated using applicable tech-
niques relevant to the physical implementation technology and materials
selected. As appropriate, hardware elements are verified for conformance
to specified system requirements and critical quality characteristics. In
the case of repeated system element implementation (e.g., mass produc-
tion, replacement system elements) the implementation procedures and
fabrication processes are defined and can be automated to achieve con-
sistent and repeatable producibility. Some common hardware elements in
software systems include integrations of acquired COTS systems, special
modifications, e.g., for test or operational environments, and hardware
controls with embedded software

7) - Service elements of software systems are realized or adapted.
8) Service elements include a set of services to be provided ISO/IEC
20000 (IEEE Std 20000) applies to management of systennelements real-
ized in services, including strategy, design, and transition.\As apprppri-
ate, service elements are verified for conformance te-thessystem rdquire-
ments and service criteria. For example, operational nesource elenpents
are verified for conformance to the system requirements and operptional
concept. Service elements can include network’communications, tfaining,
software packaging and distribution services, software customization
services for customer-specific needs, operational and security mopitor-
ing, and user assistance.
[ISO/IEC/IEEE 12207:2017, 6.4.7.3'b)*8)] 9) Realize or adapt softwgre
elements, according to the strategyyConstraints, and defined implgmenta-
tion procedures.
[ISO/IEC/IEEE 12207:2017-634.7.3 b) 2)] 10) Realize or adapt hardvare
elements of software systems.
[ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 3)] 11) Realize or adapt service
elements of softwdpe systems.

08-04

Agreement amendment
record

Record

1) - The agreement with the acquirer is updated, as necessary.
2) The result of the agreement modification is incorporated into tHe pro-
ject plans and communicated to all affected parties.
[ISO/IECAIEEE 12207:2017, 6.1.1.3 ¢) 5)] 3) Update the agreement pvith
the stipplier, as necessary.
[ISO/IEC/IEEE 12207:2017, 6.1.2.3 ¢) 5)] 4) Update the agreement ith
the acquirer, as necessary.

0$-05

Agreement closure record

Record

1) - The agreement is closed.
2) The project is closed by the Portfolio Management process.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3 €) 4)] 3) Close the agreement.

0-06

Agreement impact evalua-
tion record

Record

1) - The impact of changes is evaluated on the agreement.
2) Any change is investigated for impacts to project plans, schedulg,
cost, technical capability, or quality. A change can be handled withjin the
existing agreement, can require a modification to the agreement, ¢r can
require a new agreement.
[ISO/IEC/IEEE 12207:2017, 6.1.2.3 ¢) 3)] 3) Evaluate impact of chaphges on
the agreement.

0B-07

Agreement perfermance
review record

Record

1) - The agreement is executed according to the established projec} plans.
2) A supplier sometimes adopts, or agrees to use, acquirer processgs.

3) - The execution of the agreement is assessed.
4) This includes confirmation that all parties are meeting their regponsi-
bilities according to the agreement. The Project Assessment and CS|>ntrol
process is used to evaluate projected cost, schedule, performance,jand the
impact of undesirable outcomes on the organization. The change njanage-
ment activity of the Configuration Management process is used to pontrol
changes to the system elements. This information is combined with other
assessments of the execution of the terms of the agreement. If exedution

of theagreementdoesnotresttinanaceeptable produetorservice, the
acquirer or supplier can terminate the agreement as allowed in its terms.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3 d) 1)] 5) Assess the execution of the
agreement.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 d) 1)] 6) Execute the agreement ac-
cording to the established project plans.

[ISO/IEC/IEEE 12207:2017, 6.1.2.3 d) 2)] 7) Assess the execution of the
agreement.
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08-08

Architecture assessment
result

Record

1) - Each candidate architecture is assessed against constraints and
requirements.

2) - Each candidate architecture is assessed against stakeholder concerns
using evaluation criteria.

3) The System Analysis process and the Risk Management process can be
used to support this task.

4) - The preferred architecture(s) selected and key decisions and ration-
ale are captured.

5) The Decision Management process can be used to support this task.

F\) =The architecture baseline of the selected architecture is estahlished.
7) The architecture baseline is composed of models, views and 0thler

relevant architecture descriptions.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 €) 1)] 8) Assess each candidate prchi-
tecture against constraints and requirements.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 e) 2)] 9) Assess each'¢andidate prchi-
tecture against stakeholder concerns using evaluation criteria.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 €) 3)] 10) Select the preferred afchi-
tecture(s) and capture key decisions and rationale.

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 e) 4)J<119, Establish the architedture
baseline of the selected architecture,

0-09

Business opportunities
evaluation record

Record

1) - Each alternative solution class’is assessed.
2) Each alternative solution class is assessed against defined critefia
that are established based on\the organization's strategy. Feasibility of
the solution class is one key“decision criteria. The Portfolio Managgment
process provides some ¢riteria to be considered.
3) The System Analysis process is used to assess the value of each griteri-
on for each alternative solution class. Structured affordability trade-offs
are recommended.)Ihcluding cost as a criterion will aid affordabilify
decisions. The.dssessment of alternatives can include modeling, sijula-
tion, analytical'techniques, or expert judgment to understand the fisks,
feasibility and value of the alternative candidate solution classes.
4) - The preferred alternative solution class(es) is selected.

5).The Decision Management process is used to evaluate alternatiyes and
to guide selection. Selected alternatives are validated in the context of the
organization's strategy. Feedback on risks, feasibility, market fact¢rs, and
alternatives is provided for use in updating the organization's straftegy.
[ISO/IEC/IEEE 12207:2017, 6.4.1.3 d) 1)] 6) Assess each alternative
solution class.

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 d) 2)] 7) Select the preferred alferna-
tive solution class(es).

Business opportunities
review record

Record

1) - Identified problems and opportunities are reviewed in the orghniza-
tion strategy with respect to desired organization goals or objectiyes.

2) This includes problems or opportunities with respect to the orgpniza-
tion business or mission, vision, Concept of Operations, and other ¢rgani-
zation strategic goals and objectives. This includes identified defidiencies
or gaps in existing capabilities, systems, products, or services.
[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 1)] 3) Review identified probjems
and opportunities in the organization strategy with respect to desfired
organization goals or objectives.

Configuration Management
Change Requests

Record

1) - Requests for Change and Requests for Variance are identified gnd
recorded.

2) Arequest for variance is often referred to as a deviation, waiver} or
concession.
3) - Requests for Change and Requests for Variance are coordinated,
evaluated and dispositioned.

4) Evaluation commonlyincliudes analysis of rationale and need vdrsus

impact on the software and interoperating systems, considering risks and
opportunities, quality, users, schedule, and cost. A decision is made on
whether to implement or deny the change request.

5) Requests for Change and Requests for Variance are often under the
formal control of a Configuration Control Board (CCB).

6) - Approved changes to the baseline, Requests for Change and Requests
for Variance are tracked and managed.
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Reference Name Category Characteristics

7) This task involves prioritization, tracking, scheduling, and closing
changes. Changes are then made through the Technical Processes. These
changes are verified or validated through the Verification and Validation
processes, to help ensure that the approved changes have been correctly
applied.

8) Changes and rationales are typically recorded when approved and
when completed.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 c) 1)] 9) Identify and record Requests
for Change and Requests for Variance.

[ISO/IEC/IEEE 12207:2017, 6.3.5.3 ¢) 2)] 10) Coordinate, evaluate, and
disposition Requests for Change and Requests for Variance.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 c) 3)] 11) Track and manage approved
changes to the baseline, Requests for Change and Requests(forVarjance.

0B-12 Configuration Management Record 1) - Release requests, identifying the software system.eleménts infa
Release Records release are identified and recorded.
2) The life cycle model helps determine the frequéncyof iterative qr
incremental software releases. The Integration process is used to felect
and configure a release package, software version, update or patcl). These
changes are verified or validated through4¢he-Verification or Validfation
processes. Changes are made through theTéchnical processes, paifticu-
larly Transition.
3) Releases for a software test, for,software or system qualificatiop or
other formal tests, or for trial (beta) or operational use.

4) - Software system releases\and deliveries are approved.

5) Releases often involve prioritization, tracking, scheduling, and ¢losing
changes. Approval of a release for operational use can include acceptance
of the verified and yalidated changes. Criteria for approval of a rel¢ase
often includes rollback plans or contingency plans in the event of ajn
unsuccessful release.
6) For softwaré systems, automated version control tools can help|ensure
that only the'correct source code versions are accessed, updated, tested
and documeénted for approved changes by appropriate personnel, dnd
releaged.

7)< Distribution of software system releases to specified environrhents
or software deliveries is tracked and managed.

8) Master copies or copies of incremental changes to released softyvare
versions can be maintained for the life of the system or projectin g
controlled environment. Software suppliers often track delivered fopies
of licensed software to the acquirer in order to provide agreed soffware
maintenance. The software system release is stored and distribut¢d in
accordance with agreement and with the policies of the organizatipns
involved.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 d) 1)] 9) Identify and record release
requests, identifying the software system elements in a release.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 d) 2)] 10) Approve software sy$tem
releases and deliveries.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 d) 3)] 11) Track and manage di§tribu-
tion of software system releases to specified environments or softfvare
deliveries.
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08-13 Configuration management Record 1) - The software system elements to be uniquely identified as configura-
identification records tion items subject to configuration control are selected.

2) Configuration items subject to configuration control in software
systems usually include system/software requirements specifications,
interface specifications; product and system elements (e.g., software ob-
jects, hardware, and services) while under development, baseline config-
urations or software versions established for transition between stages
and as released for operational use; master ('gold") copies of source code
or executable software for different platforms or versions; site-spe-
cific configurations in operational use; and information items, such as
Ba-aR hite Q i da intion Onal

agraaments—architacturamada a

procedures; and items in enabling systems.

3) Unique identification can be applied to software components, vérsions,
or to individually licensed copies. The identifiers are in aegordanc
with relevant standards and product sector conventions, suth thaf the
items under configuration control are unambiguousty traceable to[their
supplier and to their specifications or equivalent recorded descriptions.
Information items are often identified and managed’separately frqm
other configuration items.
4) Software configuration identifiers facijlitate traceability when more
than one developer or maintenance programmer is working on thg same
software function, so that various byahches of code can be successfully
reassembled and tested.

5) The ISO/IEC 19770 standard (multiple parts) provides an IT Asdet
management system for tracking software licenses.

6) - The attributes of configuration items are identified.

7) Attributes refers tojitem status, or physical or logical features ujseful
for managing or maintaining the software system. Appropriate atffributes
can differ for hardWare and software configuration items.
8) Configuration‘attributes and identifiers can reflect a decompos]tion of
the software system, so that configuration items are tracked at th¢ level
at which change needs to be controlled.
9) Software from external suppliers can be tracked by its license apd
maintehance agreement, which can involve tracking to the locatiof, num-
bér'or size of systems where it is used or the number of concurrenf users
allowed. Software versions can be traced to the stakeholder requite-
ments which they implement.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 b) 1)] 10) Select the software system
elements to be uniquely identified as configuration items subject tp con-
figuration control.
[ISO/IEC/IEEE 12207:2017, 6.3.5.3 b) 2)] 11) Identify the attributef of
configuration items.

0B-17 Disposal Records Record 1) - The software system or element is deactivated to prepare it fo
removal.

2) Interfaces to other systems are considered, in accordance with §pecial
procedures or instructions, and relevant health, safety, security and
privacy constraints.
3) - The software system, its elements, its data, and non-reusable rhaterial
from use or production for appropriate disposition and action is rgmoved.

4) The disposition includes reuse, recycling, reconditioning, overhpul,
or destruction. The disposition and subsequent actions are condudted
in accordance with relevant safety, security, privacy and environnjental
standards, directives and laws. Elements of the software system that
have useful life remaining, either in their current condition or follgwing
modification, are transferred to other systems-of-interest or orgami-
zations. Where appropriate, consider refurbishing system elemenfs to
extend their useful life.
5) - Impacted operating staff are withdrawn from the software sygtem or
system element and record relevant operating knowledge.

6) Reallocate, redeploy or retire operators. This is conducted in accord-
ance with relevant safety, security, privacy and environmental standards,
directives and laws. Act to safeguard and secure operator's knowledge
and skills, using the Knowledge Management process.
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7) - Designated software system elements are reused, recycled, recondi-
tioned, overhauled, archived, or destroyed.

8) Handle system elements and their parts that are not intended for reuse
in a manner that will assure they do not get back into the supply chain.

9) - Destruction is conduced of the system elements, as necessary, to
reduce the amount of waste treatment or to make the waste easier to
handle.

10) When the element is non-maintainable or non-recyclable, it is nec-
essary to prevent the elements from getting back into the supply chain,
e.g., complete erasure of all software from all system storage media

and removal of Tlicense keys, data, and interfaces. This activity inclhdes

obtaining the destruction services to melt, crush, incinerate, depxglish or
eradicate the system or its elements as necessary.
11) - Confirm that detrimental health, safety, security, aridjenvirormental
conditions following disposal have been identified and treated.

12) - The environment is returned to its original state or to a statefthat is
specified by agreement.
13) - Information gathered through the lifetimé-gfthe product to germit
audits and reviews in the event of long-terzivhazards to health, safgty,
security and the environment, and to pefmit future software systgm
creators and users to build a knowledge bdse from experience is agchived.

[ISO/IEC/IEEE 12207:2017, 6.4.143’b) 1)] 14) Deactivate the softwlare
system or element to prepare it forFemoval.
[ISO/IEC/IEEE 12207:2017,6'4.14.3 b) 2)] 15) Remove the softwarg
system, its elements, its data,Jand non-reusable material from use pr
production for appropriate‘disposition and action.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 b) 3)] 16) Withdraw impacted|operat-
ing staff from the Seftware system or system element and record relevant
operating knowledge.
[ISO/IEC/IEEE12207:2017, 6.4.14.3 b) 4)] 17) Reuse, recycle, recopdition,
overhaul, axchive, or destroy designated software system elementp.
[ISO/IEC/HEEE 12207:2017, 6.4.14.3 b) 5)] 18) Conduct destructior of the
systebielements, as necessary, to reduce the amount of waste treafment
orto make the waste easier to handle.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 ¢) 1)] 19) Confirm that detriméntal

health, safety, security, and environmental conditions following dilsposal
have been identified and treated.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 c) 2)] 20) Return the environnjent to
its original state or to a state that is specified by agreement.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 c) 3)] 21) Archive information|gath-

ered through the lifetime of the product to permit audits and revigws in

the event of long-term hazards to health, safety, security and the epviron-
ment, and to permit future software system creators and users to puild a
knowledge base from experience.

Enabling system recoxds:
Measurement

Record

[ISO/IEC/IEEE 12207:2017, 6.3.7.3 a) 7)] 1) Identify and plan for the nec-
essary enabling systems or services to be used.

0B-19

Enabling system rvecords:
Architectur€ definition

Record

[ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) 5)] 1) Identify and plan for tHe nec-
essary enabling systems or services needed to support the Architgcture
Definition process.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) 6)] 2) Obtain or acquire access to
the enabling systems or services to be used.

Enabling system records:
Business or Mission Anal-
ysis.

Record

[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 3)] 1) Identify and plan for the
necessary enabling systems or services needed to support businegs or
mission analysis.
[ISO/IEC/IEEE 12207:2017, 6.4.1.3 a) 4)] 2) Obtain or acquire acce§s to
the enabling systems or services to be used.

08-21

Enabling system records:
Design definition

Record

[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a) 3)] 1) Identify and plan for the nec-
essary enabling systems or services needed to support design definition.
[ISO/IEC/IEEE 12207:2017, 6.4.5.3 a) 4)] 2) Obtain or acquire access to
the enabling systems or services to be used.

08-22

Enabling system records:
Disposal

Record

[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 3)] 1) Identify and plan for the
necessary enabling systems or services needed to support disposal.
[ISO/IEC/IEEE 12207:2017, 6.4.14.3 a) 4)] 2) Obtain or acquire access to
the enabling systems or services to be used.
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08-23 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.7.3 a) 3)] 1) Identify and plan for the nec-
Implementation essary and distinct software environments, including enabling systems
or services needed to support development and testing.
[ISO/IEC/IEEE 12207:2017, 6.4.7.3 a) 4)] 2) Obtain or acquire access to the
software environments and other enabling systems or services.
08-24 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 3)] 1) Identify and plan for the nec-
Integration essary enabling systems or services needed to support integration.
[ISO/IEC/IEEE 12207:2017, 6.4.8.3 a) 4)] 2) Obtain or acquire access to
the enabling systems or services to be used to support integration.
0p-Z5 Enapling system records. Record [TSO/TEC/TEEE 12207:2017, 6.4.13.3 a) b)] 1) Identily and plan for jhe
Maintenance necessary enabling systems or services needed to support maintemance.
[ISO/IEC/IEEE 12207:2017, 6.4.13.3 a) 6)] 2) Obtain or acquirelaccgss to
the enabling systems or services to be used.
0B-26 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 3)] 1) Identify~and-plan for ghe
Operation necessary enabling systems or services needed tosupport operatipn.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 a) 4)] 2) Obtain or acquire accgss to
the enabling systems or services to be used.
0B-27 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 3)}{1){dentify and plan for tHe nec-
Stakeholder needs and essary enabling systems or services needéed to support stakeholdef needs
requirements and requirements definition.
[ISO/IEC/IEEE 12207:2017, 6.4.2.3%@)4)] 2) Obtain or acquire acce§s to
the enabling systems or services'to be used.
0B-28 Enabling system records: Record [ISO/IEC/IEEE 12207:2017%-6:4.6.3 a) 5)] 1) Identify and plan for tHe nec-
System analysis essary enabling system§ or'services needed to support the analysi.
[ISO/IEC/IEEE 12207:2017, 6.4.6.3 a) 6)] 2) Obtain or acquire acce§s to
the enabling systeins or services to be used.
0B-29 Enabling system records: Record [ISO/IEC/IEEE12207:2017, 6.4.3.3 a) 3)] 1) Identify and plan for tHe nec-
System/software require- essary enabling systems or services needed to support system/software
ments requirements definition.
[ISO/IEC/IEEE 12207:2017, 6.4.3.3 a) 4)] 2) Obtain or acquire acce$s to
the efiabling systems or services to be used.
0B-30 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 6)] 1) Identify and plan for the
Transition hecessary enabling systems or services needed to support transitipn.
[ISO/IEC/IEEE 12207:2017, 6.4.10.3 a) 7)] 2) Obtain or acquire accgss to
the enabling systems or services to be used.
0B-31 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 5)] 1) Identify and plan for the
Validation necessary enabling systems or services needed to support validation.
[ISO/IEC/IEEE 12207:2017, 6.4.11.3 a) 6)] 2) Obtain or acquire accgss to
the enabling systems or services to be used to support validation.
0B-32 Enabling system records: Record [ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 5)] 1) Identify and plan for the nec-
Verification essary enabling systems or services needed to support verificatioy.
[ISO/IEC/IEEE 12207:2017, 6.4.9.3 a) 6)] 2) Obtain or acquire acceg§s to
the enabling systems or services to be used to support verification|
0B-33 Information jitem-disposal Record 1) - Unwanted, invalid or unvalidated information is disposed.
record 2) This is done according to organization policy, and security and privacy
requirements.
[ISO/IEC/IEEE 12207:2017, 6.3.6.3 b) 5)] 3) Dispose of unwanted, jnvalid
or unvalidated information.
0B-34 Information measurement Record 1) - Measurement users are informed.
communication record 2) - Results are recorded.
3) The measurement analyses results are reported to relevant stalte-
holders in a timely, usable fashion to support decision making and jassist
in corrective actions risk management and imprnvpmpnfc Resultls are
reported to decision process participants, technical and management
review participants, and product and process improvement process
owners.
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 4)] 4) Record results [and inform
the measurement users.]
[ISO/IEC/IEEE 12207:2017, 6.3.7.3 b) 4)] 5) [Record results and] inform
the measurement users.
08-35 Infrastructure evaluation Record 1) - The degree to which delivered infrastructure resources satisfy pro-

record

ject needs is evaluated.

[ISO/IEC/IEEE 12207:2017, 6.2.2.3 b) 1)] 2) Evaluate the degree to which
delivered infrastructure resources satisfy project needs.
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Table C.1 (continued)

Reference

Name

Category

Characteristics

08-36

Infrastructure provision
record

Record

1) - Infrastructure resources and services that are needed to implement
and support projects are identified,] obtained and provided.

2) An inventory asset registry is often established to track infrastructure
elements and support reuse of infrastructure assets.

[ISO/IEC/IEEE 12207:2017, 6.2.2.3 a) 2)] 3) [Identify,] obtain and provide
infrastructure resources and services that are needed to implement and
support projects.

08-37

Knowledge Asset Records

Record

1) - Knowledge and skills are captured or acquired.
2) - Knowledge assets are developed or acquired.

2 ) RINOWICUZC dSSCLS TTICTUAE Sy STETIT CICTICTILS O UICIT TEPTESTIItdt ons
(e.g., reusable code libraries, reference architectures) architectuirq or de-
sign elements (e.g., architecture or design patterns), processes, criteria,
or other technical information (e.g., training materials) related to lomain
knowledge, and lessons learned.

4) - Knowledge, skills, and knowledge assets are maintaihed.
5) - The reuse of knowledge, skills, and knowledge.assets is recorded and
monitored.
[ISO/IEC/IEEE 12207:2017, 6.2.6.3 b) 2)] 6)-Capture or acquire kngwl-
edge and skills.
[ISO/IEC/IEEE 12207:2017, 6.2.6.3 c)-2)] 7) Develop or acquire knqwledge
assets.
[ISO/IEC/IEEE 12207:2017, 6.2.6:3'd) 1)] 8) Maintain knowledge, dkills,
and knowledge assets.
[ISO/IEC/IEEE 12207:2017,.6%276.3 d) 2)] 9) Monitor and record thg reuse
of knowledge, skills, and knowledge assets.

0B-38

Knowledge Asset applica-
tion

Record

1) - Knowledge and,skills are shared across the organization.
2) - Knowledge asséts are shared across the organization.
3) Automated/Search capabilities improve access to knowledge asgets.

[ISO/IEC/IEEE*2207:2017, 6.2.6.3 b) 3)] 4) Share knowledge and §kills
across the'erganization.

[ISO/IEC/IEEE 12207:2017, 6.2.6.3 c) 3)] 5) Share knowledge assefs
acrpss-the organization.

0B-39

Knowledge asset review
record

Record

1) - The currency of technology and market needs for the knowledge
assets are periodically reassessed.
2) Assess the business benefits which the organization gained thrgugh
the use of knowledge management practices.
[ISO/IEC/IEEE 12207:2017, 6.2.6.3 d) 3)] 3) Periodically reassess the
currency of technology and market needs for the knowledge asset$.

0-40

Maintenance (Logistics)
Records

Record

1) - Incidents and problems are recorded, including their resolutiops, and
significant maintenance and logistics results.
2) This includes anomalies due to the maintenance strategy, the mpin-

tenance enabling systems, execution of the maintenance and logis{ics,

or incorrect system definition. The Project Assessment and Contrdl and
Quality Assurance processes are used to perform maintenance prqblem
identification and resolution, e.g., analyse the data to identify the fjoot

cause, enable corrective or improvement actions, and record lessops
learned. This activity can include changes to logistics or software
distribution procedures. Changes to the software system requirements,
architecture, or design are done within other Technical processes,
3) - Trends of incidents, problems, and maintenance and logistics gctions
are identified and recorded.
4) Trend data and problem resolution reports are used to inform opera-

tions and maintenance personnel, customers, and other stakehold¢rs and
projects that are creating or utilizing similar system entities.

5) Incident and problem reporting, including resulting action takep, is

tracketthroughrthe mcidentand-process ramagementactivity of the
Quality Assurance process.

6) - Customer satisfaction is measured and monitored with system and
maintenance support.
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Reference

Name

Category

Characteristics

7)1S0 10004:2012 contains guidelines for monitoring and measuring
customer satisfaction. When customer satisfaction data is collected, it is
then used in the Quality Management process.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 d) 1)] 8) Record incidents and
problems, including their resolutions, and significant maintenance and
logistics results.

[ISO/IEC/IEEE 12207:2017, 6.4.13.3 d) 2)] 9) Identify and record trends of
incidents, problems, and maintenance and logistics actions.
[ISO/IEC/IEEE 12207:2017, 6.4.13.3 d) 5)] 10) Monitor and measure cus-
tomer satisfaction with system and maintenance support.

0B-41

Manage architecture

Record

1) - The architecture governance approach is formalized and gowefn-

ance-related roles and responsibilities, accountabilities, and @uthqrities
related to design, quality, security, and safety are specified:
2) - Explicit acceptance of the architecture by stakeholdersAs obtajned.

3) The Validation process is used to confirm that thearchitecture jnodels
and views reflect stakeholder requirements, that stakéeholder conderns
are addressed, and to help ensure that future jterations of softwar sys-
tem architecture better address stakeholder concerns.
4) - Concordance and completeness of the architectural entities anjd their
architectural characteristics is maintained.
5) The entities to be checked are notlonly technical. These are also| for
example, legal, economical, organizational and operational entitie$ that
are normally part of stakeholder\requirements and concerns.
6) - The evolution of the arghitecture models and views is organizgd,
assessed and controlled tohelp ensure that the architectural interft is met
and the architectural viSion and key concepts are correctly implenpented.

7) - The architecture definition and evaluation strategy is maintaiped.

[ISO/IEC/IEEE 42207:2017, 6.4.4.3 f) 1)] 8) Formalize the architecfure
governance approach and specify governance-related roles and reypon-
sibilities, aCeountabilities, and authorities related to design, qualityy,
security,ahd safety.
[ISO/MEC/IEEE 12207:2017, 6.4.4.3 f) 2)] 9) Obtain explicit acceptapnce of
thearehitecture by stakeholders.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 3)] 10) Maintain concordanc¢ and
completeness of the architectural entities and their architectural ¢harac-
teristics.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 4)] 11) Organize, assess and ¢ontrol
evolution of the architecture models and views to help ensure that{the
architectural intent is met and the architectural vision and key cofcepts
are correctly implemented.
[ISO/IEC/IEEE 12207:2017, 6.4.4.3 f) 5)] 12) Maintain the architecfure
definition and evaluation strategy.

0B-42

Manage software elements

Record

1) - The software system element is packaged and stored.
2) Contain the software system element in order to achieve continflance
of its characteristics. Conveyance and storage, and their durations} can
influence the specified containment. For software, a master copy df the
implemented software (electronic or on physical media) is stored in a
controlled location and made available to authorized roles (e.g., for use in
the Integration and Transition processes). Configuration and prodpct in-
formation is captured by the Configuration Management and Inforjmation
Management processes when the element is stored.
3) - Objective evidence that the software system element meets refjuire-
ments is recorded.
4) Evidence is provided in accordance with supply agreements, ledisla-
tion and organization policy. Evidence includes element modificatjons
made due to processing changes or non-conformances found during the
Verification and Validation processes. The objective evidence is palrt of

the element’s as-implemented configuration baseline established through
the Configuration Management process and includes the results of unit
testing, analysis, inspections, walkthrough events, demonstrations, prod-
uct or technical reviews, or other verification exercises.

[ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 5)] 5) Package and store the soft-
ware system element.

[ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 6)] 6) Record objective evidence
that the software system element meets requirements.
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Table C.1 (continued)
Reference Name Category Characteristics
08-43 Manage software system Record 1) - The design and rationale is captured.
element design 2) Commonly captured information includes the software system

elements and affiliated requirements and design data, e.g., for software
elements, internal and external interfaces, data structures, implementa-
tion and test requirements, unit aggregation data for integration, and test
cases. Rationale typically includes information about major implementa-
tion options and enablers. The resultant design is controlled in accord-
ance with the strategy.

3) - Traceability is established between the detailed design elements,
the system/software requirements, and the architectural entities of the
SUILWATT Sy SLEIIT dT L‘lliLCL Lurce.
4) This task facilitates providing feedback to the Architecture.Definition
process for potential modifications, for example, to modifythe alldcation
of software system elements in order to obtain the expected-architec-
tural characteristics; or possibly to modify the expected architectfiral
characteristic due to factors discovered during the desigh process| or to
make stakeholders aware of the potential impacts,

5) Through the life cycle, bidirectional traceapility is maintained
between the design and the verification methods or techniques, ar}d soft-
ware system element requirements. Allocations and design propeipties
are assigned to software elements, software units and affiliated agtifacts,
at a detailed enough level to permit software testing and implementation,
including construction.

[ISO/IEC/IEEE 12207:2017, 6,4.5,3+d) 1)] 6) Capture the design an
rationale.

[ISO/IEC/IEEE 12207:2017,6#4.5.3 d) 3)] 7) Determine the status ¢f the
software system and elément design.

08-44 Manage stakeholder re- Record 1) - Explicit agreementTis obtained with designated stakeholders ofn the
quirements stakeholder requdirements.
2) This includes confirming that stakeholder requirements are exgressed
correctly, comprehensible to originators, and that the resolution of con-
flict in the sequirements has not corrupted or compromised stakeholder
intentions.

[ISO/FEC/IEEE 12207:2017, 6.4.2.3 f) 1)] 3) Obtain explicit agreemgnt
witlr designated stakeholders on the stakeholder requirements.

0B-45 Manage system require- Record 1) - Explicit agreement is obtained on the system/software requir¢ments.

ments 2) This includes confirming that system/software requirements ate
expressed correctly, comprehensible to originators and implementers,

and that the resolution of conflict in the requirements is consistenf with
stakeholder decisions.

[ISO/IEC/IEEE 12207:2017, 6.4.3.3 d) 1)] 3) Obtain explicit agreenjent on
the system/software requirements.

0B-46 Operation actions Record 1) - The software system is used in its intended operational envirgnment.
2) Where agreed, continuous service capacity and quality is maintpined
when the software system replaces an existing system or element fhat is
being retired.
3) - Materials and other resources area applied, as required, to opgrate
the software system and sustain its services.
4) This includes energy sources for hardware, connectivity for soffware,
and human or automated operators.
5) - Software system operation is monitored, including considerat{on

of the following: i) Managing adherence to the operation strategy (e.g.,
operational procedures); ii) Recording and reporting significant eyents,
such as possible breaches of software and data confidentiality and|integ-
rity; iii) Operating the software system in a safe manner and compliant
with legislated guidelines e.g., those concerning occupational safety and
environmental protection; and iv) Recording when software system or
SErVICE PETTOrMIdNCE IS NNOT WILIIT dCCEPLADIE PATdITIELETS.
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Reference

Name

Category

Characteristics

6) This includes anomalies due to the operation strategy, the operation
enabling systems, execution of the operation, or incorrect software
system definition. The system sometimes exhibits unacceptable perfor-
mance when system elements implemented in hardware have degraded
or exceeded their useful life or the system's operational environment
affects the software operation, e.g., workload above capacity thresh-
olds, utilization by contending applications, security hacks, or software
defects.

7) - Where feasible, automated operational procedures are developed to
minimize the risk of operational anomalies, consistent with the opera-

t-i aal trat gy
8) This includes procedures for handling routine (pre-approved),change
requests and service requests, troubleshooting and incidentreporting,
especially for security incidents.
9) - Measurements are analysed to confirm that: i) Sepvice'performance
is within acceptable parameters or agreed service lévelsfor the agreed
workload; ii) System and service availability and fesponse times afe
acceptable; iii) Cost of operation is consistent withyobjectives and fon-
straints; and iv) Potential improvements are identified and prioritjzed,
consistent with the operational strategy,
10) Operator feedback and suggestions are often useful input for ijnprov-
ing software system operational performance. The Quality Assurajnce
and Measurement processes can beapplied.

11) - Contingency operations are\performed, if necessary.

12) This includes operatingthesoftware system in a degraded mofle,
performing back-out and restore operation, system shutdown, imgle-
mentation of work-aroufid procedures to restore operation, or othpr
modes for special conditions. If needed, the operator performs steps
necessary to enterifito contingency operations and possibly powef down
the system. Coritingency operations are performed in accordance yith

pre-establishied procedures for such an event. Often these procedyres are
accompanied by a continuity plan..

[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 1)] 13) Use the software sy§tem in
its intended operational environment.

[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 2)] 14) Apply materials and|other
resources, as required, to operate the software system and sustaiy its
services.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 3)] 15) Monitor software sys-
tem operation, including consideration of the following: i) Managing
adherence to the operation strategy (e.g., operational procedures) ii)
Recording and reporting significant events, such as possible breaches of
software and data confidentiality and integrity; iii) Operating the poft-
ware system in a safe manner and compliant with legislated guidelines
e.g., those concerning occupational safety and environmental profection;
and iv) Recording when software system or service performance i§ not
within acceptable parameters.

[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 4)] 16) Consistent with the
operational strategy, develop and, where feasible, automate operational
procedures to minimize the risk of operational anomalies.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 5)] 17) Consistent with the
operational strategy, analyse measurements to confirm that: i) Seyvice
performance is within acceptable parameters or agreed service leyels
for the agreed workload; ii) System and service availability and refponse
times are acceptable; iii) Cost of operation is consistent with objectives
and constraints; and iv) Potential improvements are identified and prior-
itized.
[ISO/IEC/IEEE 12207:2017, 6.4.12.3 b) 6)] 18) Perform contingency oper-
ations, if necessary.

© ISO/IEC 2024 - All rights reserved

85



https://standardsiso.com/api/?name=0d604a000837f59781841d0f44f985ec

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Content of the process capability measurement framework 
	4.1 General 
	4.2 Relationships between model elements 

	Annex A (informative)  Associations between the ISO/IEC 33020 process attribute outcomes, ISO/IEC/IEEE 12207 life cycle process outcomes and information items 
	Annex B (informative)  Associations between the ISO/IEC 33020 generic practices, ISO/IEC/IEEE 12207 life cycle process activities, tasks and information item characteristics 
	Annex C (informative)  Listing of the information items and their characteristics 
	Annex D (informative)  Establishing the traceability between model elements with reference to ISO/IEC/IEEE 24774:2021, Annex B 
	Bibliography 

