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INTERNET OF THINGS (loT) - EDGE COMPUTING

FOREWORD

1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
eStdaDIISned d Jolnt tecnnical cominitee, 1S9U/MEV JTU 1.

P) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possiple,/an
international consensus of opinion on the relevant subjects since each technical committee has represéntation
from all interested IEC National Committees and ISO member bodies.

B) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and-are.accepted by
IEC National Committees and ISO member bodies in that sense. While all reasonable efforts anesmade to ensure
that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC orSQ’cannot be held
responsible for the way in which they are used or for any misinterpretation by any end uset.

) In order to promote international uniformity, IEC National Committees and 1SO member bodies undertake to
apply IEC, ISO and ISO/IEC publications transparently to the maximum extent+p@ssible in their national and
regional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the corresponding
national or regional publication should be clearly indicated in the latter.

b) 1SO and IEC do not provide any attestation of conformity. Independent-certification bodies provide conformity
assessment services and, in some areas, access to I[EC marks of conpformity. ISO or IEC are not responsible for
any services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

/) No liability shall attach to IEC or ISO or its directors, employ€es, servants or agents including individual experty
and members of their technical committees and IEC National Committees or ISO member bodies for any persona
injury, property damage or other damage of any nature Whatsoever, whether direct or indirect, or for costs (including
legal fees) and expenses arising out of the publicatien of, use of, or reliance upon, this ISO/IEC publication or any
other IEC, ISO or ISO/IEC publications.

B) Attention is drawn to the normative referentes cited in this publication. Use of the referenced publications ig
indispensable for the correct application of'‘this publication.

D) Attention is drawn to the possibility~that 'some of the elements of this ISO/IEC publication may be the subject of
patent rights. ISO and IEC shall not.be held responsible for identifying any or all such patent rights.

The main task of IEC and)SO technical committees is to prepare International Standards
However, a technical committee may propose the publication of a Technical Report when it hag
collected data of a different kind from that which is normally published as an Internationa
Standard, for example "state of the art".

SO/IEC TR,30164, which is a Technical Report, has been prepared by subcommittee 41
nternet of Lhings and related technologies, of ISO/IEC joint technical committee 1: Information
fechnology.

Thestext of this Technical Report is based on the following documents:

Enquiry draft RKeport on voting

JTC1-SC41/110/DTR JTC1-SC41/120/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTERNET OF THINGS (loT) - EDGE COMPUTING

1 Scope

This document describes the common concepts, terminologies, characteristics, use cases and
cbhllu:uyica (illb:udilly data |||a||ayc|||c:||t, \JUUId;IIat;UII, pIUbUDD;IIy, IID‘tVVUI;\ funuﬁuna“‘ly,
heterogeneous computing, security, hardware/software optimization) of edge computing for-loJ]
systems applications. This document is also meant to assist in the identification of potéentia
areas for standardization in edge computing for loT.

2 Normative references

The following documents are referred to in the text in such a way that some orall of their content
constitutes requirements of this document. For dated references, only the.edition cited applies.
For undated references, the latest edition of the referenced document (including any
pmendments) applies.

SO/IEC 20924, Internet of Things (loT) — Vocabulary

3 Terms and definitions

FFor the purposes of this document, the terms andrdefinitions given in ISO/IEC 20924 and the
following apply.

SO and IEC maintain terminological databases for use in standardization at the following
addresses:

» |[EC Electropedia: available at-http://www.electropedia.org/

o ISO Online browsing platform+ available at http://www.iso.org/obp

3.1

pdge

boundary between pertinent digital and physical entities, delineated by networked sensors and
pctuators

3.2

pdge computing

distributed)ycomputing that takes place at or near the edge, where the nearness is defined by
the system's requirements

3.3

software defined network
SDN

network designed, built and managed with separation of the control plane from the forwarding
plane and abstraction of the underlying infrastructure, enabling efficient network management
and utilization

3.4

personally identifiable information

Pl

information that (a) can be used to establish a link between the information and the natural
person to whom such information relates, or (b) is or can be directly or indirectly linked to a
natural person
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[SOURCE: ISO/IEC 29100:2011 [1], 2.9, modified — In the definition, "to identify the PII
principal" has been replaced by "to establish a link between the information and the natural
person" and "a PII principal" has been replaced by "a natural person".]

3.5

edge computing entity

ECE

thing (physical or non-physical) having a distinct existence in an edge computing system, with
connection, storage and computation capabilities

Note 1 to entry: ISO/IEC TR 23188:2020 [2] uses the term "edge computing node" instead of "edge computing
entity"”.

3.6

distributed computing
model of computing in which processing and storage takes place on a set ofentities, with
activities coordinated by means of digital messages passed between the entities

3.7
physical edge computing entity
edge computing entity that has material existence in the physical weorld

FXAMPLES: I|oT gateway, sensor, actuator

Note 1 to entry: Refer to ISO/IEC 20924 [3] for the definitions of the ferms "sensor", "actuator" and "loT gateway".

3.8

oT gateway

edge computing entity that connects one or more'proximity networks and the edge devices on
those networks to each other and to one or more*access networks

3.9

pdge computing system
system that uses the structure and capabilities of edge computing

4 Abbreviated terms

1G the fourth generation of broadband cellular network technology
5G the fifth generation of broadband cellular network technology
Al artificial-intelligence

AMQP advanced message queuing protocol

API application programming interface

APP applications

CAN controller area network

PS8 cyber physical system

CPU central processing unit

CT communication technology

DDoS distributed denial-of-service

DDS data distribution service

DER distributed energy resource

DetNet deterministic networking

ECE edge computing entity

ERP enterprise resource planning

GEO geosynchronous orbit
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GPS global positioning system

GPU graphics processing unit

HSA heterogeneous system architecture
HTTPS hypertext transfer protocol secure
/O input/output

ICT information and communication technology
DS intrusion detection systems

EC International Electrotechnical Commission
loT industrial 1oT

oT Internet of Things

P internet protocol

PS intrusion prevention systems

SO International Organization for Standardization
T information technology

JSON JavaScript Object Notation

JTC joint technical committee

| EO low earth orbit,

| AN local area network

| iDAR light detection and ranging

M2M machine to machine

MEO medium earth orbit

MES manufacturing execution system
MPLS multiprotocol label switching

O&M operation and management

OPC open platform communication
OPC-UA  OPC unified architecture

OS operating system

OT operational‘technology

Pl personally’identifiable information
PLC programmable logic controller

PLM preduct lifecycle management

PO purchase order

PV photovoltaic

Q0S5 quality of service

REST representational state transfer

SC subcommittee

SCADA supervisory control and data acquisition
SDN software defined networking

TCP transmission control protocol

TLS transport layer security

TR Technical Report

TSN time sensitive networking

UDP user datagram protocol
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V2| vehicle to infrastructure
V2V vehicle to vehicle

VM virtual machine

VNF virtualized network function
VPN virtual private network

VPP virtual power plant

WAF web application firewall
XML extensible markup language

b Overview

b.1 General

This document was jointly developed by the teams working on ISO/IEC TR 234188 [2] with cloud
computing perspectives and ISO/IEC TR 30164 with [oT computing perspectives. The separatg
Hocuments exist to expand on these particular perspectives starting ffom a common base of
edge computing concepts, which are stated below. ISO/IEC TR-23188 [2] provides moreg
nformation on how cloud computing relates to edge computing./1ISQ/IEC TR 30164 provides
more information on how loT devices and loT systems relate to,edge computing.

b.2 Common concepts

F-dge computing is a form of distributed computing in whi€h processing and storage takes place
bn a set of networked machines which are near the edge, where the nearness is defined by the
system's requirements. The edge is marked by the boundary between pertinent digital and
physical entities (i.e. between the digital system+and the physical world) typically delineated by
oT devices and end-user devices. Nearness is determined by the system requirements, which
can include physical distance, but can alsa(include digital factors such as network latency and
bandwidth.

Pertinent digital entities here means!that the digital entities which need to be considered can
vary depending on the system under consideration and the context in which those entities are
used.

Pigital systems can observevand affect the physical world. Sensors, actuators and human user
nterface devices are at(the’boundary between the physical world and digital systems (the edge).
Fdge computing systems generally combine these devices with distributed computing resources
fo provide the capabilities of the system. When actions need to occur within specific timeframesg
and latency consSiderations affect system design, the edge computing systems help to achieve
fiming requirefnents by means of appropriate placement of data processing and data storage
The following are the main motivations for edge computing.

B) Latency: actions often need to occur within specific timeframes and latency considerationg
affeect system design and the choice of the placement of data processing and data storage
to '‘achieve timing requirements.

Diceaopneaectad naratiana: far Ay onanl S
DTSt OTHTTC CTC U~ U pPCTatoTTS.— TUT_ CAaT P a odat il

continue to work.

~+

c) Paucity or high cost of the uplink: for example, an oil rig, a cruise ship or an airliner
connected via a satellite link. Need to minimize the volume of data transmitted upstream.

d) Data providence: for example, data represents trade secrets and should not leave a
geofence (factory space or corporate network).

Edge computing is characterized by networked systems in which significant data processing
and data storage takes place on entities at the edge, rather than in some centralized location.
Edge computing can be contrasted with centralized computing where the centralized entities
are remote from the edge. However, it is important to note that edge computing is
complementary to centralized forms of computing and that in any given system, edge computing
is often used in conjunction with centralized computing.
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An example of the need to consider the context for the meaning of edge is the servers within a
cloud data centre. From the perspective of cloud service customers who build systems using
cloud services running on these servers, these entities are anything but at the edge — they are
highly centralized. However, from the perspective of the cloud service provider having to
manage the cloud data centre, it is highly likely that the servers are instrumented with a variety
of 1oT sensors capable of reporting various physical properties of the servers, for example, their
temperature. In this case, those |oT sensors are at the edge and form part of an edge computing
system for managing the data centre.

dge compuling Involves entities that are highly heterogeneous and whICh are commonly
arranged in tiers of compute and storage capabilities. The multiple edge computing tiers, each
containing varying types of entities, are connected by networks which can also vary in-nature
Hepending on the tiers involved. In practice, the number of tiers and the type of entity in“each
fier is variable, depending on the nature of the system involved.

1) The device tier is at the edge. It typically contains entities which contain” sensors of
actuators or human user interface devices. Such devices often have limited compute and
storage capabilities. The networks used by this tier are often proximity networks, with limited
bandwidth and limited range.

P) The edge tier typically sits close to the device tier and its role is to\provide direct support tg
the entities in the device tier. One type of entity in the gateway. tier is the gateway (an loT]|
gateway is an example). The role of the gateway is to connectentities in the device tier tg
the wider network — it is often the case that proximity networks are local and cannot be used
for communication over a wide area. The gateway also typically provides a means for
managing the entities in the device tier.

3) Another type of entity in the gateway tier is the ¢ontrol entity. The control entity receives
data from entities in the device tier — typically data“from sensors or input from user interface
devices — and responds by issuing instructiops’to other entities in the device tier, based on
control software running in the control entity. Control entities are usually placed in the
gateway tier due to issues of latency anditiming. The response of a control entity is often|
time constrained (sometimes called real-time), such that the response needs to be given
before some deadline following the receipt of some data or an event.

1) The central tier represents a tiercof entities provided in a centralized location, such as an
organizational data centre or'as public cloud services. The entities in the central tier offen
the ability to provide very substantial compute power and data storage (sometimes termed
"unlimited"). The central‘tief is an excellent place to conduct analytics or other processing
that requires both a lotof compute power and also access to a lot of information. The centra
tier can hold large stores of information which can come from many sources — this may be
from across the ather tiers of the system or from outside locations, potentially sourced from
other organizations.

5.3 General concepts of edge computing

When observing and affecting the physical world, sensors and actuators are at the boundary of
the physical world and cyber systems. loT systems generally use distributed computing
resources, combined with sensors and actuators, to enable these interactions (i.e. observing
and affecting the physical world). Typical solutions in this area have requirements that actiong
1eed-to-be completed within specific timeframesfollowing some eventorobservation—Therefore,
an awareness of the latency between IoT entities (the computing resources, sensors, and
actuators) is needed to achieve those timing requirements. Edge computing helps meet those
timing requirements. Edge computing is characterized by networked systems ("connection") in
which significant data processing ("compute”) and information storage ("storage") take place
on devices and entities near the edge, rather than in some centralized location. Edge computing
provides the system with reduced latency bounds, beneficial to network and computation,
potentially leading to efficiency gains for each. Edge computing can be contrasted with
centralized computing (for example, a large cloud computing data centre), where the resources
are centralized in large remote data centres. However, it is important to note that edge
computing is complementary to centralized forms of computing and that in any given system,
edge computing is typically used in conjunction with these centralized computing resources.
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A significant driver for the increasing use of edge computing is the continuing increase in the
processing power and in the data storage capacities of small and low-power devices and
systems that can be placed in locations away from traditional data centres, to address the
increasing need to process data quickly in response to input from a sensor. The evolution of
mobile phones with their high processing power and large data storage capacity in a small and
low-power package has undoubtedly been one of the driving forces in this evolution. However,
it is also increasingly the case that innovative 10T systems are driving the requirements for more
powerful low-power devices, including the evolution of newer forms of devices such as
wearables, robots, and large scale distributed sensor networks.

Fdge computing serves a need where actuators are affecting the real world — and therecis-a
heed for rapid and close control over those actuators. Edge computing can also serve the-needs
pf human users in remote locations — providing them with a user interface and associated
applications that enable them to accomplish tasks and activities. Edge computing catr-deal with
ituations where substantial volumes of data are being generated at edge locationsand wherg
t is impractical or too costly to transmit all that data to a central location for processing — an
example of this is where a set of cameras are providing video feeds. It piay-be possible tg
perform a substantial amount of processing at the edge and only transmit a much smaller
amount of processed data to a central location (e.g. a count of people\in a scene). In other
cases, data security can be increased by not transferring data to other\oCations. By extension,
Hevice security, connection security, data security, application security and data privacy could
be improved by constraining the data and system to a local regjoq.

An example networking table is shown in Table 1.

Table 1 — Example networking table

Technology Approximaté/transmission Approximate latency
speed (single hop)
Wired / Ethernet 100 Mbit’s to 10 Gbit/s 0,3 ms
Cellular/2G/3G/4G/5G 3G =2 Mbit/s 3G - 100 ms
4G - 20 Mbit/s 4G - 50 ms
5G — 10 Gbit/s 5G - 1ms
Wi-Fi® @ 54 Mbit/s theoretical for 802.11n 3 ms
Power line communications 100 Mbit/s 10 ms
Low power, long-range Wwireless 100 bit/s to 300 kbit/s 1sto10s

Satellite communication: low earth orbit

(LEO), medium earth’orbit (MEO),
geosynchronous\orbit (GEO)

LEO: kbit/s to Mbit/s (depending
upon system and application)

MEO: kbit/s to Mbit/s (depending
upon system and application)

GEQO: kbit/s to Mbit/s (depending
upon system and application)

LEO: > 10 ms transmission
delay

MEO: > 100 ms transmission
delay

GEO: > 250 ms transmission
delay

& _~Wi-Fi is a registered trademark of Wi-Fi Alliance. This information is given for the convenience of users of this

document-and-does-not-coenstitute-an-endorsement hy IEC or 1SO-

Capabilities of some IoT entities are shown in Table 2.
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Table 2 — Capabilities of some loT entities

Device Data consumed Data generated
category

Sensing Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Actuating Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Processing Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Data storing Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Fdge entities vary widely in their compute, storage, networking and data acquisition.capabilities,
They range from an embedded system, a Raspberry Pi™1 grade device to a/full"PC and micrg
Hata centre. A partial example classification is as follows.

o Light compute, light data entities, with very limited compute pewer and limited data
generation.

Such entities are typically optimized for low cost and lowpower consumption. Devices
commonly have embedded firmware and a very limited opé&rating system (or none at all)
They are oriented towards fixed-function capabilities. Cammunication capabilities may take
the form of a low-power, limited reach proximity netwark of some kind.

o Light compute, heavy data entities, with limited\compute power and substantial data
generation.

Such entities generate or deliver substantial data, typically need high bandwidth with othen
edge devices within the network.

o  Heavy compute, light data entities, Wwith substantial compute power, but limited data
generation.

Such entities can have complex-processing logics and process data locally. Limited data is
delivered to other edge devices'through simple and standardized APIs.

o Heavy compute, heavy data“entities, with substantial compute power and substantial data
generation.

These are typically full-blown computer systems, although they may be in a physically smal
package to suit the intended environment. These devices have full operating systems and
can support a large stack of software, including the capability to dynamically load software
from a remote location. Storage capacity can be substantial and may include replicated and
redundantstorage to cope with hardware failures. Networking capabilities are likely to be
substantial-'and can include both proximity networks and wireless or wired wide areq
networks:

The boundaries between these classes of edge entities are not hard and fast and are likely tg
change over time as technologies evolve. Systems that use edge computing are likely to have
fo"deal with sets of edge entities that span all four classes, with impacts on the architecture and
organization of the systems as a whole.

In addition, manageability is an important distinguishing characteristic of edge computing
(i.e. servers in the field). While servers in the data centre are in tightly controlled environments
with easy manual access, the ones in the field are not in controlled environments and manual
access is difficult. So, they need to be hardened, monitored and managed remotely. They are
also configured differently; for example, omitting ports (USB), to avoid tampering, etc.

1 Raspberry Pi is a trademark of Raspberry Pi Foundation. This information is given for the convenience of users
of this document and does not constitute an endorsement by IEC or ISO.


https://standardsiso.com/api/?name=37ae1cef90d8f5b615003b74aa699100

-12—- ISO/IEC TR 30164:2020 © ISO/IEC 2020

Due to the limited resources of edge computing entities (ECE), the coordination among ECEs
is indispensable. ECE with different capabilities serve as distinct roles, such as smart devices
with lightweight computing capability, smart gateways with capability of data collection,
moderate computing, control, etc. and distributed computing system. The term "smart" in this
document indicates things with intelligence and automation. For example, smart agriculture
uses automated crop monitoring and management.

5.4 Example characteristics of edge computing

Throughthe use of edge computing,; the fottowing vatug cam be added to sotutions:

» Edge entities may provide data processing capability (including data analysis, processing,
aggregation, privacy, security, etc.) with bounded latency, adaptation and agility.

o Provides support for data buffering for intermittent connections.

o Processing resources that are logically closer to the edge offer lower latency:

» Provides bounded latency that commits to a specific latency requirement.

p Guarantee geofencing of data for security, privacy, regulation ,or jpolicy enforcement
Provides support for connection under various network topologiesi/Dedicated use cases
show different topology for connection of things. The topologies include mesh (in
manufacturing, electricity, city, home, etc.), ring (in car, campdus, etc.), star (in enterprise
campus, etc.), and others.

» Provides support for multiple network capabilities, including but not limited to network
management, control, maintenance, VNF, smart routing, band steering.

o Edge entity manages data, determines lifecycle of:data and creates value from data.

» Edge computing provides distributed security (such as authorization, authentication, white
list, etc.)

» Edge computing supports coordination between edge and centralized data centres which
may be providing cloud services. An ECE may be cooperating with multiple centralized data
centres.

b.5 Stakeholders

The following is a list of typical stakeholder groups for edge computing, and some of the
Huestions that those stakehalders might ask in relation to developing an edge system.
p) Developers
Persons who develop the applications and services for the edge computing system.
— How do we)develop applications for the edge computing system?

— How do-we update the software on the edge devices, loT gateways and centralized data
centres without interrupting the running applications?

b) Architects

— How do we realize a scalable and resilient network that supports a dynamically
increasing number of connections?

— How do we distribute workloads among resources to meet the requirements of the
system?

— How do we achieve bridging and interoperability between distributed computing
resources used for edge computing across different application domains?

— How do we orchestrate resources, including computing, storage, and networking, to
satisfy the requirements of stakeholders?

— How do we integrate the cross-boundary technologies onto the edge computing system?

— How do we manage intermittent or unavailable connections between ECEs?
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c)

) Equipment Tmanufacturers

Service providers

Persons or organizations that undertake commercial or industrial activities using the edge
computing system.

— How do we improve efficiency by using the edge computing services?
— How do we reduce the cost of service deployment?

— How do we increase the profit from running the applications and services in the edge
computing system?

Persons or organizations that produce the devices used in the edge devices, 10T gateways,
centralized data centres, or other edge computing-related devices.

— How do we design edge computing entities that can integrate easily into.an edge
computing system?

— How do we ensure that edge computing entities are manageable. within an edge
computing system?

— How do we ensure that edge computing entities have appropriaté security and privacy
capabilities?

Users

Persons who use the edge computing system.

— How do we interact with edge computing systems?

— How do we interact with physical edge computingentities?
— How do we interact with virtual edge computing.entities?
Administrators

Persons who manage the edge computing systems.

— How do we manage/use the edge computing systems?

— How do we improve the efficiency, to manage the loT devices?
— How do we monitor the statuslof 10T devices?

— How do we achieve predictive maintenance?

— How do we process personally identifiable information (PIl) in compliance with regulatory
requirements or an-Qrganization’s policies?

Security personnel

Persons who manage edge computing related information security threats and risks.

— How do weymeet privacy and security requirements in the edge computing system?
Consumers

Peopte\who purchase edge computing devices and related services for their own personal
use:

% VHow do we protect data that is stored and transmitted through the edge computing
devices?

— How do we secure the edge computing devices and receive timely security updates as
necessary through the life of the product?

— Where consumer data is processed outside the control of the consumer, for example in
a centralized service, is that processing made clear to the consumer and are clear
statements made about the limitation of processing and removal of consumer data after
a specified period of time?
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6 Viewpoints

6.1 Conceptual viewpoint

The 10T edge computing conceptual model is to show loT entities and relationships at a high
system level. Further architecture views have then been created to describe loT edge computing
from different perspectives. Figure 1 shows the entity based loT edge computing conceptual
model.

Actuator Sensor

!

Transducer

Interacts with

I .

loT system
loT device

loT system\MAY be a
type of'loFcomponent

T
1 1
2.4

Phys_ical entity loT component L - - - —
of interest Ifit exports the
Translate, transduce t biliti
compute system capabilities
storage through a network
JI 47 interface
Physical Digital
entity entity
l
Entity
1
1
Identity
IEC

Figure 1 — loT edge computing conceptual model

Human interface devices start at the top with actuators and sensors (grouped together, sensorg
bnd, actuators can be referred to as "transducers"). Electronic signal[s] (representing an
observationmof a physicatproperty of amentity of inmterest)jare convertedimomformmatiomwith
transducer. This transducer capability is a defining characteristic of an loT device. loT
components may sense or act as well as translate, compute or store information for an loT
system. An loT system may also be an IoT component (if its capabilities are available to be
used within another IoT system through a network interface). An entity can be physical or digital
(virtual) in nature. Physical entities of interest can be observed and acted on by sensors or
actuators. Digital entities consist of IoT components or loT systems which can then form an
identity.
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6.2 Technology viewpoint
6.2.1 General

Subclause 6.2 describes some important technologies used in the edge computing, but it does
not include all the technologies related to edge computing.

6.2.2 Cloud computing

provisioning and administration on-demand. It is common for cloud computing resourcestolbe]
held in centralized data centres, although cloud computing can be implemented in|othen
ocations which could be nearer to the edge. Of more importance to edge computing-and 10T is
that cloud computing resources are virtualized — and the technologies and practices.relating tg
virtualization are of direct relevance to edge computing.

Cloud computing can be implemented across a spectrum of locations, of different sizes and
Hifferent locations. While it is common to provide public cloud servicés in one, or more
commonly multiple distributed, large and centralized data centres,\cloeud computing is alsg
provided in non-centralized more widely distributed locations with(smaller sets of resources.
Such smaller cloud computing implementations can be provided using the private cloud
Heployment model, where the customer might own all the resdurces involved and where the
Fesources are placed on customer premises. However, there are also distributed public cloud
computing implementations, such as in mobile phone base stations, located to be close tg
Hevices at the edge.

t is also important to recognize that some of the technologies commonly used in cloud
computing, such as virtual machines (VMs), «¢ontainers and their associated management
software, are of importance to the implementation of edge computing, even for entities and
ocations where cloud computing itself is notdimplemented. For example, containers can be used
bn small, low power entities used in the edge tier such as the Raspberry Pi.

t is also commonly the case that.edge computing systems and IoT systems combine the use
Of 10T devices and edge tier entities with the use of cloud services, both in centralized locationg
and in distributed locations. Cloud computing can provide a convenient location to gather data,
n potentially high volumess.from across a large number of widely distributed loT devices and
blso to perform complex'processing on that data that requires the use of a large quantity of
compute power.

Cloud computing-utilizes virtualization technologies to run software that delivers various typeg
bf cloud services. Software that runs in cloud computing is often packaged, delivered and
Heployed using container technologies. It is typical of virtualized software to run in multiplg
nstances-in parallel. The multiple instances may all run in a single data centre, or they may run
across two or more physically separated data centres. There are many reasons for running
multiple'instances in parallel, but principally it is done:

)—~to provide scalability —i.e. to enable greater throughput of work for the particular applicatio
or service provided by the software;

b) to provide resilience — multiple running instances avoid a single point of failure: should one
instance fail for some reason, incoming requests can be distributed to the other working
instances. One reason for running instances in different data centres is to cope with a failure
that might affect one data centre as a whole, such as a natural disaster or a resource failure
such as a power outage or communications failure affecting a particular location.

Similarly, it is typically the case that data storage is virtualized (as a storage service), and data
is often replicated to multiple locations, both for resilience purposes and also to reduce latency
for the software interacting with the data.
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It is the case that the capabilities of devices at or near the edge are continually increasing — in
terms of processing power, in terms of storage capacity and in terms of network bandwidth. The
increased capabilities change the possibilities for the locations of compute and data storage.
However, making effective and efficient use of these increased capabilities often requires the
use of new technologies. An example concerns video surveillance. Originally, only the camera
itself could be placed at the edge — the video feed would be transmitted to a central location for
processing.

Tasks such as vehicle number plate recognition initially demanded more processing capacity
han was avallable at the edge. VIIh Increasing capabllily, the processing for number plaie
Fecognition could move first to an edge tier entity and then right into the camera device itself.
n more recent times, complex video processing such as the recognition of human beings_in a
scene, tracking human movements or identifying individuals has been possible in edge ‘ehtitieg
Dr in camera devices.

Complex software commonly needs continuous maintenance, either to fix, problems or tg
enhance its capabilities — this places demands on the edge tier entities and<{the devices for the
secure update of the software. It is also the case that running multiple pieces of software on g
particular entity might be necessary. These considerations can favour the use of appropriate
fechnologies such as containers, virtual networks and storage services:

b.2.3 Centralized data centres

An aspect of centralized data centres of relevance to edge.eomputing is the fact that centralized
data centres often manage large sets of physical and viptwal resources. These resources that
may be used within an loT system are often logically distant from the sensors and actuators on
the edge.

t is often the case that edge computing is used-in conjunction with centralized data centres —
edge computing entities are often connected to these centralized data centres. When moreg
compute power is required than is available at the edge, centralized data centres process
computation-intensive tasks. Centralizedydata centres may have access to datasets that are not
pvailable to edge computing entitiesysuth as big data datasets, or where the data spans acrossg
the whole system, or data that derives from outside the system entirely.

Many loT systems implement some form of edge computing. It is common for loT devices tg
have some form of processing and data storage. It is also common for loT systems to have
gateways and control eqtitieés in an edge tier, while at the same time using entities in the centra
lier to support the loT devices and the edge tier and enable the realization of all the capabilitieg
required of the loT-system. Containers are a valuable virtualization technology for software
which supports the*heterogeneous environment represented by edge computing systems. They
enable multiple software components to coexist on a single entity with isolation. They enabl¢
the deployment of the same software onto a range of different types of entities without the need
fo changethe software. They support the virtualization of both networking and storage services,
cnabling>the software to be deployed on entities with different networking and storage
capabilities.
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Figure 2 — Container virtualization on a host system

FFigure 2 shows three containers running on a physical system. The-physical system has its own
host operating system (Host OS). Each container contains its own\application software and rung
fhat software in a set of processes using resources such @s memory, CPU, storage and
hetworking, isolated from the other containers running on the same system, but all sharing the
kernel of the host operating system.

The kernel of the host operating system is being shared by all the containers, which essentially]
means that the operating system used by the software in the containers needs to be compatiblg
with the Host OS kernel. This can allow for the«different containers to potentially use different
variants of the Linux®2 operating system where the Host OS is a Linux variant, for example,
but it does not allow for the Windows®3 opérating system to be used within a container if the
Host OS is a Linux variant (and vice-versa).

Containers are commonly used:\in" association with cloud services, providing horizonta
5calability, isolation and resource "and lifecycle management. However, it is increasingly the
case that containers are being used outside the context of cloud computing — and this ig
especially relevant to edgeicomputing, with the use of containers on edge tier entities.

There are many implementations of container technology, of which DOCKER™ is probably the
most common. HoWwever, container images and container runtimes are being standardized by
the Open Contdiners Initiative (OCI) [5] and there is an open source implementation of the
standardized.yersion available in the runC project. Containerization helps achieve functionality
solation in.theform of services in edge computing that can be deployed anywhere, for example
bn a smart device, an loT gateway, in a micro data centre (as explained in 6.2.4), in public on
privateceloud. Containers permit multiple loT applications from different vendors to coexist on
progessing hardware and be maintained and upgraded separately with no reference to other
vendor applications, or effect on their operation, while allowing information sharing through
JUf;IIUd ;IItUIbeUD. :f all app“uat;un ulaohco, thU app“uat;uno ;II Uthcl bUIIta;IIUIO VVUII,t b
affected. Containerization can facilitate the lifecycle management of applications and related
resources can be initiated and terminated on demand.

The material in 6.2.3 is derived from ISO/IEC TS 23167:2020 [6].

2 Linux® is the registered trademark of Linus Torvalds. This information is given for the convenience of users of
this document and does not constitute an endorsement by ISO or IEC.

3 Windows® is the registered trademark of Microsoft Corporation. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.
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6.2.4 Micro data centre

A micro data centre (MDC) is a smaller or modular data centre architecture that is designed to
solve different sets of problems that take types of compute workload that do not require the
facilities of a typical large-scale data centre and which can be deployed in a wide variety of
locations and environments.

The size may vary — a micro data centre might include fewer than four servers in a single 19-inch
rack. An MDC can be supplied as a standalone rack containing all the components of a
raditiomat—datacentre, mctuding Ccoog, POWETr SUpply, POWET backup, Security, and fir
suppression.

An MDC can be used as the implementation of a set of entities in the edge tier, in _a\loCation
that is suitably close to the edge devices, without the overhead and complexity of ,afull-blown
data centre.

6.2.5 Real-time in edge computing

n an edge computing system, computing and storage are located n€ar“the system edge to
achieve real-time performance. In a real-time system, subsystems-have a sense of time and
the transmission of the data is scheduled in time to avoid the traffic.eongestion and provide the
system with end-to-end deterministic latency. Various real-timetechnologies can be used in
edge computing and details of the real-time loT framework wjll ©e found in a future Internationa
Standard (ISO/IEC 30165). In this document, time-sensitiveidetworking is shown as an example
pf real-time network technology.

Time-sensitive networking (TSN) is a set of standards in IEEE TSN taskgroup [7] that defing
lime-sensitive data transfer mechanisms, which is’an extension for Ethernet technology. TSN
s the same as normal networking, but with different TSN standards documents for real-time
communication solutions. TSN has the following features for critical data streams.

p) Precision time synchronization: Entities of network and hosts need to have a common
understanding of time. Devices are-required to have the ability to synchronize their time.
End-to-end latency should be_less than 1 ys and jitter should be less than 500 ns.

b) Scheduling and traffic shaping: Different traffic classes with different QoS can be integrated
into communication packets that transport over network. TSN defines the rules to handle
and transmit communication packets, including filtering, policing and pre-emption of the
network traffic. As @ converged network infrastructure standard, TSN has the ability to
guarantee the transmission of the high priority traffic within the network.

c) Resource reservations and fault-tolerance: Resource reservation for critical data streams ig
managed yiaZéonfiguration or protocol actions. Low packet loss ratios which start at 1079
and extefid“to 10710 or better can guarantee end-to-end latency for a reserved flow. And
redundant path should be applied to achieve fault-tolerance.

1) Centiralized user configuration (CUC) and centralized network configuration (CNC): The
CUC is intended to provide a user interface for the CNC server in the TSN management
system. The CUC communicates with CNC via RESTCONF protocol and Yet Another Next

Caonorn fionm (NVANION b~ AAl Thoa OLIC/ONC Ao anaalarats ioaele A nfia i ipadiane oA e id
Ot CTatOTT (T 7 uvo ) ot C T TCr T U T oo Carr atttitratCuasCTr S ComiguratorsSarnta provia

benefit for the centralized management of network entities.

The TSN technology can equip the edge computing infrastructure with low latency, flexible,
reliable and easy-to-maintain network connections. It can help the convergence of the IT and
OT networks, changing the physically isolated networks into logically isolated networks.

Besides TSN, deterministic networking (DetNet) is a set of standards under development in the
IETF DetNet working group that define time-sensitive data transfer for IP and MPLS network
technology. DetNet extends and applies TSN concepts and functionality to IP and MPLS
technologies resulting in benefits analogous to TSN benefits for Ethernet.
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6.2.6 Heterogeneous computing
6.2.6.1 General concept

Heterogeneous computing is the strategy of deploying multiple types of processing elements
within a single system, and allowing each to perform the tasks to which it is best suited.
Heterogeneous entities mean variations in the hardware of physical entities within an edge
computing system, for example:

a) variations in the hardware of entities within an edge computing system;
b) the amount of RAM available;

) the amount and type of data storage present;

) the type and number of network connections present.

A typical edge computing system has many different types of entities, reflecting\the nature of
the requirements, for example:

1) sensors and actuators can often exist on physical entities with very limited capabilities
designed to deal with relevant environmental factors — location, power Usage, network type,
cost and so on;

P) edge tier entities can also involve limited capabilities, althougthusually more capable than
device tier entities — limited number and power of processors, limited RAM, limited datd
storage capacity (devices similar to the Raspberry Pivare a classic example of cheap
flexible and rapidly deployable node hardware).

6.2.6.2 Examples of applications of heterogeneous computing

The popular application of heterogeneous computing is a computer system in which varioug
processing units are coordinated together to improve the computing efficiency.

Since their earliest days, computers have'contained central processing units (CPUs) designed
fo run general programming tasks very)well. But in the last couple of decades, mainstream
computer systems typically include-other processing elements as well. The most prevalent ig
the graphics processing unit (GRU), originally designed to perform specialized graphicg
computations in parallel. Over time, GPUs have become more powerful and more generalized,
bllowing them to be applied+o general purpose parallel computing tasks with excellent powern
efficiency.

With the evolution oftloud technologies and network technologies, another typical application
bf heterogeneous.computing is a disaggregated hardware system.

n a disaggregated hardware system, the computing resources are distributed in multiple
physical lotations, called computing entities. Each computing entity carries multiple processors
Intel® x86, Atom® and Arm®, etc.4) for application-diversified data processing. With resource
disaggregation and unified interconnects, on-demand resource allocation can be supported by
hardware with fine-granularity, and intelligent management can be conducted to achieve high
resource utilization. Required resources from the pools can be appropriately allocated
according to the characteristics of applications. Optimized algorithm assigns and schedules
tasks on specific resource partitions where customized OSs are hosted. Thus, accessibility and
bandwidth of remote memory and peripherals can be ensured within the partition, and hence
end-to-end service level agreements (SLA) [8] can be guaranteed.

4 Intel® and Atom® and are the registered trademarks of Intel Corporation or its subsidiaries; Arm® is the registered
trademark of Arm Limited or its subsidiaries. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC.
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6.2.7 Software defined network (SDN)

A software defined network [9] is designed, built and managed with separation of the control
plane from the forwarding plane and abstraction of the underlying infrastructure, enabling
efficient network management and utilization. SDNs implement network virtualization — enabling
the provision of networking capabilities at the application level, isolated from the networking
used by other applications. SDN defines a new method of networking and better supports new
network architectures and new service innovations.

e SEN—Ts—appiiedtoedge computing, theedge computing metwork cam support flexibt
expansion, enabling efficient and low-cost automatic operation and maintenance. SDN openg
centralized network control and network status information to applications so that they \can
flexibly and quickly drive network resource scheduling.

Other virtualization technologies can play similar roles to SDN, but are not(listed in this
document, for example network functions virtualization [10].

b.2.8 Lightweight operating systems

| ightweight operating systems is an effective way to provide an open-and customizable platform
fo handle the applications and facilitate the development, as shown-in Figure 3. Compared tg
the cloud, the edge computing entity (ECE) has constrained hardware resources. Therefore,
the operating system running on the ECEs should be lightweight, with high start-up speed, low
power consumption and fast response abilities.

t has been impossible to realize a truly interconnected world where devices are not
nteroperable. The import of the lightweight operating systems to the edge intelligence wil
change this situation. This is because the platform provides the consistent APIs over the
connectivity, security, application domain and, so on, which hides the vendors’ implementation
differences and provides only open, clean, and common APIs to work with.
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Figure 3 — Lightweight OS architecture

6.3 Functional viewpoint
6.3.1 General

An edge computing entity can have but is not limited to the functions mentioned in 6.3.
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6.3.2 Data interoperability

To realize cross-vendor data aggregation, interoperation and analysis, unified semantic
meanings are required. Flexible and unified data presentation should also be supported. The
technologies enabling the interoperability between machines can refer to DDS and OPC UA. 5

DDS (Data Distribution Service) is a machine-to-machine (M2M) standard developed by Object
Management Group It is a data-centric technology. DDS is applied to enable scalable and
interoperable data exchange. DDS is based on UDP/IP (not TCP/IP), and therefore supports
sat=time pubticatiomandsubscriptiom of messages for sendingand Teceiving data. tttamafs
serve and receive data from the cloud service. Publishers create topics and publish samples.
PDDS is a middleware that sends samples to subscribers that subscribe to the topics.(DDS
provides a three-layer data domain architecture for edge computing. DDS exchanges”datqg
between edge computing entities or between edge computing entities and things. Fordistributed
ppplications, DDS simplifies complex network programming. DDS can be used as_a means of
pdapting interfaces to different machine languages.

[SOURCE: OMG DDS] [11]

OPC (Open Platform Communications) is the interoperability standard*developed by the OPC
Foundation. It is platform independent and can ensure safe andcteliable data exchange from
different industrial equipment. The OPC standard is a series of specifications that define the
nterface between clients and servers, including access,tdJreal-time and historical data
monitoring of alarms and events. OPC proposed an inforration model that models complex
Hata from different devices into information. OPC allows’ servers to provide an integrated
Address Space and service model. OPC Classic provides communication for Windows-based
systems. OPC UA is service-oriented architecture that integrates OPC Classic specificationg
nto one extensible framework. OPC UA is not tied to one operating system or programming
anguage. In the Client Server model, OPC UA<sends requests and responses between them
n the Pub/Sub model, OPC UA transfers® Network Messages between Publishers and
Subscribers over different kinds of netwofk. OPC UA supports TCP, HTTPS, AMQP and
WebSocket transport protocols. It defines XML/text, binary and JSON data encodings. Through
the construction of a unified informationmodel architecture, OPC UA provides the data domain
architecture for edge computing. OPE UA achieves cross-vendor data interoperability and the
bnalysis of data between edge computing entities or between edge computing entities and
things.

[SOURCE: OPC UA [12{{13]]
Data management(and coordination

| ocal data processing capabilities are critical for edge computing entities (ECEs).The ECES
nclude thetloT devices in the upper layer and the edge entities with data management abilities
e.g. a surveillance camera that could distinguish video clips with crucial messages). In the
FCEs, ‘data analysis models need to be adapted to perform real-time data cleansing and
pnalysis, and pre-defined service response policies are triggered based on data analysis results.
The computing entities should also be able to distribute more intensive computing power
hroughout multiple entities. This illustrates the need for modern distributed computing
standards to orchestrate the compute tasks either among child entities, at a peer-to-peer level,
throughout the cloud, and using virtualized resources or via a local GPU-based compute
accelerator.

To summarize, data management, choreography and processing technologies support edge
computing and enable local processing of data so decisions are made more quickly and
communication costs with centralized servers are reduced.

5 DDS and OPC-UA are two example methods for data interoperability. Alternative methods can be used according
to specific application scenarios.
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6.3.3 Networking

The explosion of 10T applications/services requires diversified networking functions. However,
traditional networks have weaknesses, including high network complexity, inconsistent policies,
difficulties to scale, and vendor dependence.

How to make the network capability adapt to the requirements for diversified service is the key
question that SDN answers. Figure 4 shows the general architecture of SDN. A centralized
controller has the global information of the network capabilities and achieves the global

opntimization reaardina the reauirements of the actual service
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Figure 4 — Software defined network architecture

The network is programmable by operatars/enterprise customers so that software can defing
the network. Moreover, the procedure, ofynetwork definition does not require an understanding
bf thousands of communication protocols. Open APIls are defined to provide common network
functions, such as routing, multicast, security, access control, bandwidth management, traffig
engineering, quality of service, processor and storage optimization, energy usage, and all forms|
bf policy management, custom tailored to meet business objectives.

6.3.4 Security and privacy

65.3.4.1 General

dge computingyhias associated risks and as a result needs to incorporate appropriate controls
and capabilities that satisfy business expectations and applicable regulations, to secure and
brotect ipformation, systems and entities. Information security is one key element that applieg
across.all“the elements of an edge computing system. Commonly, edge computing systems
blso precess personally identifiable information (PIl) and as a result, require taking appropriate

As indicated by ISO/IEC 30141 [14], edge computing systems also usually involve more than
the aspects of security and privacy. The term "trustworthiness" is applied to these systems,
encompassing the aspects of safety, reliability and resilience in addition to security and privacy.
These five aspects of trustworthiness interact with one another in ways that can create
challenges for edge computing systems that go beyond those that apply to other types of system.

Itis also necessary to recognize that the term "cybersecurity" is often applied to edge computing
and to loT systems. Cybersecurity typically involves a different viewpoint than information
security, concentrating on the risks that arise from constructing systems of systems, with
entities in multiple interacting tiers using networks that can be used to mount attacks on those
systems.
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Some edge computing systems, particularly those involved in manufacturing and control, also
involve combining traditional operational technology systems with information technology
systems. This can cause difficulties for security because operational technology systems have
a different approach to security than information technology systems.

6.3.4.2 Applying foundational security principles

Edge computing systems apply foundational security principles to:

o b 4 e T RIS e d, s (A ol P
SCLUTT TTITUTTITatiurT tuU TTIsSUrcT 1Ls avdallidiliity, 1S TIeyrity difu 1ts CUTTTITUCTItarty,

o secure systems to ensure that they operate to design, that they cannot be hijacked, that
they have no vulnerabilities, that they are available (e.g. address DDoS attacks);

o detect attacks and incidents, record and report attacks and incidents;

o ensure that entities only communicate with other authorized entities and that\networks are
appropriately protected;

o apply all appropriate data protection principles where personal data is invelved, when stored
or processed on an entity, or when transmitted on networks between'entities;

» ensure that access to or management of entities in the system js subject to authentication
and authorization;

» adapt the security functions to the specific architecture of edge computing;
» design security functions that can be flexibly deployed_.and expanded;
o provision the system to continuously mitigate attacks/within a certain period of time;

p provision the system to tolerate function failureshwithin a specified range and limit whilg
basic functions run properly;

o ensure that the entire system can quickly recover from failure.

Security requires a comprehensive appreach to all entities in the edge computing system,
bpplying the foundational security principles during the whole lifecycle of the system, from
Hesign through implementation, allowing for maintenance and update and finally termination on
Fetirement.

An edge system may involve trust boundaries — edge systems are often built as "systems of
systems” and the ownership*and control of the component systems could belong to different
brganizations and/or individuals. Such trust boundaries need to be addressed as part of the
pverall system design:

6.3.4.3 Secure ‘entities and devices

Given that.edge computing systems are built from a networked mesh of entities, it is important
fo consider'the security of the entities — and especially of those entities which are loT devices
bften having fewer capabilities than other entities. It is important that the entities and deviceg
proyvidé  mechanisms to ensure that they operate in a trusted manner at all times. This trust
should be consistent across both the hardware and software elements of the entity or device.
1T SUITIT b;lbulllbtdllbcb, ::;yauy dUV;bCD vvhiuh dU IIUt auppUIt haldvvalc acut.nity Illdy bC oCLUIT

by physical security measures as an alternative.

Items to consider in providing secure entities and devices include:

e hardware root of trust;

e secure cryptographic keys;

e certificate based authentication;

e software compartmentalization;

e protection for all potential attack surfaces, with multiple mitigations for threats;

e software integrity and updateability;
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o data integrity and timeliness;
e detection and reporting of incidents.

Hardware-based root of trust is both an approach to defend against low-level software attacks
and the basis for ensuring that only authorized software can run on the entity or device.

Cryptographic keys are essential to many of the security capabilities of any entity. Having those
keys stored in a hardware-protected vault is important to avoid the compromise of security
capabilities. Assigning the keys to the device at creation is one strategy to employ

Authentication is necessary for the entity or device itself (e.g. in proving its identity) and fon
capabilities running on the entity — it is typical to achieve this using signed certificates, using
protected cryptographic keys.

Software compartmentalization, providing barriers between different software componentg
running on an entity, prevents a problem (including a breach) concerning one/component from
spreading to other components. The barriers may be hardware imposed or. hardware assisted
and special provision is often applied to sensitive areas of memory, such-as the storage used
for cryptographic keys. Compartmentalization can also apply to datavstorage, so that only]
specific software can access and use specific areas of data storage.

t is typical for any particular entity or device to have multiple different attack surfaces —
protection needs to be provided for each potential threat,dand the countermeasures should be
provided in depth to mitigate against the effect of a breagh.

Only authorized software should run on the entity<or device — integrity checking should be
applied to the software to ensure that it is both_authorized and that it has not been subject tg
fampering. A desirable capability is the ability to.check the validity of software remotely. At the
same time, all software should be updateableiso that any new vulnerabilities or threats can be
pddressed.

The integrity of data within the entity_should be protected — and the timely availability of the
data should be addressed, whichscan form another type of integrity (i.e. out-of-date data is nof
used for decision making).

PDetection and reporting af incidents is a key requirement — when an attack occurs, it needs tg
be detected and reported so that appropriate management action can be taken. Reporting of
Froutine activities is alsp*desirable.

6.3.4.4 Connectivity and network security

For edge computing systems, networks connect entities within a tier and also connect entities
n different tiers. The networks and the connectivity that takes place over them are a
fundamental aspect of edge computing. Network security is an important aspect of the edge
computing systems.

Networks need security controls which ensure that only authorized components communicate
with each other — this is commonly done at the level of entities. Increasingly, particularly through
the use of software defined networking, controls are applied at the level of components.

Data flowing on the networks need to be confidential and potentially private. It needs to not be
subject to eavesdropping or to alteration. Equally, the availability of the network to transmit the
data is key, especially where the timely arrival of the data is necessary for the correct operation
of the edge system. Controls to prevent interference between different data flows taking place
over the same physical network are another consideration.

In addition, the security design and implementation need to take the following unique features
of edge computing scenarios into consideration.
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e Lightweight security functions can be deployed on IoT devices with limited hardware
resources.

e The traditional trust-based security model is no longer applicable to the access of a large
number of heterogeneous devices. Therefore, the security model (such as the whitelist
function) needs to be re-designed based on the minimum authorization principle.

e |solation between networks and domains is implemented on key entities (such as smart
gateways) to control the scope of security attacks and risks, preventing attacks on an entity
from spreading to the entire network.

» The security and real-time situation awareness functions are seamlessly embedded into the
entire edge computing architecture to achieve continuous detection and respohse,
Automation should be implemented as much as possible, but manual interventionds-also
required at times.

o Security design needs to cover each tier of the edge computing architecture,-and different
layers require different security features. In addition, unified situation awaréness, security
management and orchestration, identity authentication and manageméhnt, and security
operation and maintenance are required to ensure maximum security and reliability of the
entire architecture.

Fdge computing entities (ECE) security includes basic ECE security;\entity security, software
hardening and security configuration, secure and reliable remotelupgrade, lightweight trusted
computing and hardware safety switch. The secure and reliable remote upgrade can fix
vulnerabilities and install patches in time, and prevent system failures after the upgrade.
| ightweight trusted computing is applicable to simple loT devices with limited computing (CPU
and storage resources to solve basic trust problems.

Network security includes firewalls, IPS/IDS, anti-DDoS, VPN/TLS, and the reuse of security
functions of some transport protocols, such as(the REST protocol. Anti-DDoS is particularlyf
mportant in loT and edge computing. In recent years, a growing number of attacks on 10T
Hevices are DDoS attacks. Attackers contrel 10T devices with poor security (such as camerasg
with fixed passwords) to attack specific targets.

Pata security includes data encryption, data isolation and destruction, data anti-tampering
privacy protection (data anonymization), data access control, and data leakage prevention.
PData encryption includes encryption during data transmission and storage. Data leakage
prevention for edge computing is different from that of traditional systems because edge
computing devices are @sually deployed in distributed mode. Special considerations are
Fequired to ensure that(data will not be leaked even if these devices are stolen.

Application security’/includes security functions such as whitelist, application security audit,
malicious code-prevention, web application firewall (WAF), and sandbox. The whitelist function
s importantdn’the edge computing architecture. The traditional trust-based security model is
ho longer_applicable to the access of a large number of heterogeneous terminals and various
servicesaJherefore, security models (such as the whitelist function) with minimal authorization
bre used to manage applications and access rights.

Qpr‘nrity situation awareness and melrity management and archestration: Since a Iargp
number of diversified terminals are connected at the network edge and services carried on the
network are complex, passive security defence is ineffective. Therefore, more proactive security
defence methods are required, including Big Data-based situation awareness, advanced threat
detection, unified network-wide security policy execution, and proactive protection. These can
facilitate quick responses. In combination with comprehensive operation and maintenance
monitoring and emergency response mechanisms, maximum security, availability, and reliability
of the edge computing architecture can be ensured.
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Identity and authentication management: Covers all function layers. However, accessing a large
number of devices at the network edge places much pressure on the performance of the
traditional centralized security authentication system, especially when many devices go online
within a short period of time. Therefore, the decentralized and distributed authentication and
certificate management can be used if needed.

6.3.4.5 Privacy and personally identifiable information in edge computing

Personal data, otherwise known as personally identifiable information (PIl), can commonly be
TESENt T edge cComputing SyStemns.

However the Pll enters the system, there is a need to provide appropriate privacy protection,
which broadly involves the implementation of the privacy principles described in
SO/IEC 29100 [1]. Ideally, this is done right from the inception of the system, using@ privacy-
by-design approach.

t is necessary to identify and characterize the PII that is present in the ‘system. In edge
computing systems, separate data flows may bring disparate data together, which increasesg
the amount of data that is classified as PIl. A privacy impact assessment,can help identify both
the PIl that is present, where it is processed in the system and the-risks associated with that
PIl and the processing it is subject to.

There is a general expectation for an individual to engage with the device. At the same time,
fhere is a need to give visibility and control over the PlI™{o the person it relates to (the PII
principal) — for example, allowing inspection, correction‘and potentially deletion of the PII. It ig
difficult to provide traditional accountability processes for any decentralized data processing
functions regardless of whether they are in edge computing systems or not. Notwithstanding
protection of PIl is essential — from unauthorizéd access, from tampering, but also from
processing that is not agreed by the PII principal. Devices attached to the edge computing
systems are accessed remotely, data including Pll can be shared outside beyond the control of
the PII principal.

Aims of the edge system include limiting the length of time PIl is kept, and anonymizing on
minimizing the data wherever possible. For example, in edge computing, consumers’ private
Hata can be kept in edge computing entities and only non-sensitive data is stored at the public
cloud. There are trade-offs fo_managing security and privacy risks of the devices attached tg
fhe system as managing some risks may affect other types of risks and introduce new ones.

6.4 Deployment viewpoint
b.4.1 General

Two example. edge computing deployment models — the three-tier model and the four-layern
model —are discussed in 6.4.2 and 6.4.3, respectively.

6.4:2 Edge computing three-tier deployment model

I'he three-tier deployment model 1Is shown In Figure o.
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Figure 5 — Edge computing three-tier deployment model

This model is applicable to scenarios where services are.deployed in one or more scattered
areas, each with a low traffic volume.

Typical scenarios include smart street lamps,. (smart elevators, and smart environmenta
protection.

After local processing of 10T devices, multiple types of or multiple service data flows are
aggregated on the loT gateways alofg the north—south direction. In addition to network
functions such as supporting the accéss and local management of loT devices and bus protoco
conversion, the loT gateways provide real-time streaming data analysis, security protection
and small-scale data storage. The gateways process real-time service requirements locally
and aggregate and send nonsreal-time data to the cloud for processing.

6.4.3 Edge computing four-tier deployment model

The four-tier deployment model is shown in Figure 6.
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Figure 6 — Edge computing four-tier deployment model

This model is applicable to scenarios where services are deployed centrally and the traffig
volume is high.

Typical scenarios include smart(video, smart grid, and smart manufacturing.

The typical differences between four-tier deployment and three-tier deployment are as follows:
At the edge, there is a large amount of data and many local application systems are deployed.
Therefore, a large amaount of computing and storage resources is required. After most real-timeg
Hata processing has:been completed on |loT devices and edge gateways, data is aggregated
bn local distributed\data centres for secondary processing. The distributed ECEs exchange datg
and knowledgethrough east-west connections, support the horizontal elastic expansion of
computing and-"storage resources and implement real-time decision-making and optimization
pperations Ocally.

7 ~Use cases

71 General

Edge computing can be widely applied in industry domains such as manufacturing, energy,
utility, transportation, health, etc. In conjunction with cloud computing, edge computing helps
enable industry digital transformation and facilitate business innovation by supporting
customized smart products and services. Typical use cases can be found but are not limited to
smart city, smart car, industrial 1oT and smart grid. The use cases in Clause 7 demonstrate
specific requirements for edge computing and the benefits of deploying edge computing.
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7.2 Smart elevator

7.21 Description of the use case

7.21.1 Scope

Smart elevator with improved safety and reliability, and predictive maintenance.

7.21.2 Objectives

p  Predictive maintenance of the smart elevators.

» Monitor the operating status of the smart elevators and the safety of the elevator users.

o Collaborate across the smart elevators to increase time efficiency, and optimize’ enhergy
usage.

7.2.1.3 Narrative of use case

n a smart elevator solution, the elevators could be connected to a centralized data centre via
the |oT gateway. A smart elevator can be monitored by several types of)sensors to improve
safety and reliability. The data acquired by sensors is uploaded and displayed to the operators,
enabling predictive maintenance, remote monitoring and lifecycle management of the elevaton
components.

n the event of mechanical failure, the computation needs to be performed close to the 10T]
Hevices, e.g. sensors and actuators, to activate the loT gateway to respond within a reasonable
fime. Using the artificial intelligence data processed through the cloud service, the system can|
predict a potential or imminent fault, and send out an.alert and also activate necessary remedial
action. When a fault happens, the application implemented at the ECEs can react rapidly tg
send out the alarm. If the connection to the cloud service fails, the data can be stored locally af
the 10T gateway until the connection recovers. The loT gateway is also able to handle some
primary data processing, such as aggregation, simplification and filtering, to avoid occupying
arge bandwidth and bringing much pressure to the cloud service. The gateway can also act as
the first line of defence against network.attack.

Smart elevator solution can help vendors upgrade from the inefficient, expensive preventive
maintenance to next-generation real-time, targeted, predictive maintenance, extending value
from products to services.

Core values of edge computing in the smart elevator use case include the following.
» The system gan“manage and monitor a large number of elevators, and enable automatic
operation and“maintenance.

p  Data analytics can locally analyse elevators' operational data, respond to requests in rea
time,and improve energy efficiency.

» The'system can have a built-in security operation.

o C~The system can improve safety concerns.

7.2.2 Diagram of the use case

The concept of the smart elevator use case is as shown in Figure 7.
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Figure 7 — Concept of a smart elevator,
7.2.3 Technical details
Technical details of the smart elevator use case are shewn’in Table 3.
Table 3 — Technical details of the elements’in the smart elevator use case
Actor name Actor type Actor description
Cameras Sensor Collect real-tite video monitoring signals inside/outside the smart elevator
Smoke detectors Sensor Detect the smoke inside/outside of the smart elevator
Elevator telephones Sensor Thetelephone inside the smart elevator for emergency use
Position sensors Sensor Detect the positions of the smart elevators
Pressure sensors Sensor Detect the pressure of the smart elevators
Temperature sensors Sensor Detect the temperature inside/outside of the smart elevators
Smart elevators loT\device The elevators equipped with edge computing concept as described in
Figure 1
Smart gateway loT gateway |The gateway entity with computing and storage ability that connects the
loT devices and the centralized data centre
Centralized datacentre |Data centre |The data centre that collects and computes the data collected from the
edge gateways
User Person The persons that use the smart elevators

.3 Smart video monitoring
7.3.1 Description of the use case
7.3.1.1 Scope

Smart video monitoring system can cope with large-scale high-resolution video signals at the
edges to equip the smart city with safe, secure and high-efficiency environments.


https://standardsiso.com/api/?name=37ae1cef90d8f5b615003b74aa699100

ISO/IEC TR 30164:2020 © ISO/IEC 2020 - 31 —

7.3.1.2 Objectives

e Monitor the status of smart city utilities.

e Pre-process the high-resolution video data at the edge.

e Share the useful information across cameras and the public cloud.
e Centralized management of cameras.

e Share useful information across the smart video monitoring systems and other related
platforms, such as transportation and social security platforms.

» Automate the processing and analysis of video data through the use of artificial intelligence
(Al) technology

7.3.1.3 Narrative of use case

Video monitoring is widely used in public safety and security, transportation\surveillance,
manufacturing, etc. Hundreds of high-resolution cameras can generate a very high volume of
Hata which could clog wide-area communication channels. Since it is not pdssible to monitor g
City area entirely by human resources, Al at the cloud service is applied. However, the massive
volume of raw data demands large storage space at the cloud services therefore the storage
has to be refreshed within a short period to accommodate newly arriving data. The processing
bf the massive data at the cloud service is very time consuming;”which makes the timely
Fesponse impossible.

A possible solution is to share responsibility at the edge~T'the Al can be trained at the cloud
service, and a well-trained Al providing local video analysis'service can be deployed at the edge
which identifies people, objects (e.g. vehicles, utilities),;and their properties (e.g. licence plates
coordinates, status) — see Figure 8. Only this highér-level information — like traffic accidents
criminal detection, fire detection and other emerfgency events — would be sent to the cloud
service, providing fast response and avoidingvenormous data transmission. Dependent on
government regulations and local implementation, the information like normal citizens' presence
may be anonymous and filtered to prevent any unnecessary collection and processing
ndividuals’ data.

7.3.2 Diagram of the use case

The concept of the video monitering use case is as shown in Figure 8.
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Figure 8 — Concept of video monitoring with edge computing

7.3.3 Technical details

Technical details of the elements in the video monitoring use case are shown in Table 4.
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Table 4 — Technical details of the elements in the video monitoring use case

Actor name Actor type Actor description

Smart cameras Sensor device, physical entity |Collect high-resolution video data across the smart city.
They have limited computing and storage capability.

Smart gateway loT gateway, physical entity |The gateway entity with computing and storage ability that
connects the loT devices and the centralized data centre

Centralized data centre |Data centre, physical entity |The data centre that collects and computes the data
collected from the edge gateways

7.4 Intelligent transportation systems
7.4.1 Description of the use case
7.4.1.1 Scope

A connected car with automotive internal control systems.

7.4.1.2 Objectives

» Monitoring of information systems such as assisted braking,-fuel systems, steering and
parking systems.

o Vehicle-to-vehicle communications to reduce accident-probability by crash prediction and
avoidance.

p Receiving traffic efficiency and management information.

» Predictive maintenance of the car.
7.4.1.3 Narrative of use case
7.4.1.3.1 General

The connected car is a good examplé-of the merger of ICT and OT6 (operational technologies)|
Car manufacturers, IT vendors,and the telecommunications industry are working closely tg
make cars safer, more convenient, more efficient and more environmentally friendly with the
help of information, telecommunication, and automatic control technologies. Thes¢g
mprovements are reflected,in the following scenarios, in which edge computing is an important
pspect.

7.4.1.3.2 Autemotive internal control systems

Modern cars-~rely heavily on information systems to monitor and control the automotive sub-
systems. AssSisted braking, fuel systems, steering and accident avoidance systems all are IT]
based. These systems all use the internal (local) network inside the automobile. Currently, manyj
vehiclés-use a CAN (controller area network) bus for internal communications, but this will likely
shift towards TSN (time sensitive networking) and TCP (transmission control protocol) / I
ibternet protocol) based networks in the near future. Safety is a major concern and the
consideration 1or refiapility of these systems needs 1o be inciuded in the Tolflowing objectives.

e Computation and communication all occur locally to the vehicle and its associated LAN.
e High reliability is required.

e Latency requirements are important.

¢ Real-time operation is important.

e Data processing requirements vary but tend to be low.

6 The term OT uses the definition in 11C IloT vocabulary [15].
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e Communication external to the vehicle and its associated LAN is not required, but a system
that is secured from outside attacks is essential.

7.41.3.3 Coordinated driving (V2V)

Applications of this kind are to reduce the accident probability by crash prediction and
avoidance. Vehicles will combine the local information acquired by various sensors like radars,
cameras and lasers with the data communicated with neighbouring vehicles, to extend their
sensing range so they can act proactively to prevent accidents and drive cooperatively. Example
Inlnlir‘nfinnc included are forward collision wnrning] lane r‘h:\ngp wqrning] cross crash warning

and cooperative adaptive cruise control. The objectives of V2V are as follows.

o The communication between vehicles needs to have low latency. Rely on resources)close
to the edge.

» The data bandwidth is low to medium.

» The processing is distributed amongst the vehicles.

o Reliability and safety requirements are high.

o A graceful failure mode is necessary if the communication is disrupted-

» Coordinated driving requires the automotive internal control system use case.
7.4.1.3.4 Traffic efficiency and management

n a transportation management system, by acquiring vehicles' density and speed, the traffig
Situation can be monitored and guidance information{¢an be transmitted to route vehicleg
around congestion areas via digital traffic signs and the.navigation systems inside the vehicles.
n a small scale like an intersection, the ECE can actas a traffic manager, which controls the
phase of the traffic lights to maximize the throdghput of the intersection, according to the
positions, velocities and types of incoming vehicles. The manager at the edge can avoid
Lunnecessary start and stop, reducing fuel consumption. Combined with the coordinated driving
systems, traffic throughput can be greatly-increased without the need to increase the raw
vehicle capacity of the road systems.

o Total bandwidth is very high for(a*centralized approach.

»  Processing requirements near'the edge are low.

o Processing requirements.are high for a centralized approach.
7.4.1.3.5 Predictive_maintenance

n this use case, the) vehicle's data is uploaded to a centralized data centre for recording and
analysis. For exXample, health status information of components can be used in the predictive
pnalysis to detect impending faults. The vehicle's on-board computing resources will likely pre-
process the,data and avoid clogging the network.

» Bandwidth requirements can be very high.

p “Data can be stored on the local vehicle information systems and transferred in bursts when
a high bandwidth connection is available (for example, a traffic signal hotspot or home
hotspot that becomes available once parked in owner’s driveway).

7.4.2 Diagram of the use case

Concept of the intelligent transportation system is shown in Figure 9.
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Figure 9 — Concept of intelligent transportation systems with edge computing
7.4.3 Technical details
Technical details for intelligent transportation use case are shown in Table 5.
Table 5 — Technical details for the intelligent transportation use case
Actor name Actor type Actor description
Braking system Actuator, digital entity;’physical entity [It includes the brake of a vehicle and the entities
to control and monitor the brake.
Steering system Actuator, digitaljentity, physical entity |It includes the steering of a vehicle and the
entities to control and monitor the steering.
Radar Sensor A sensor that monitors the environment outside
of the vehicle.
Camera Sensor A sensor that monitors the environment inside or
outside of the vehicle.
Accident avoidance Digital entity An automobile safety system to prevent the
system vehicle from a collision or other type of accident.

7.5 _Process control in the smart factory

7(5:1 Description of the use case

7.5.1.1 Scope

A smart electric component manufacturing factory with process control, predictive maintenance
and centralized data management.

7.5.1.2 Objectives

e Predictions of the device and network failures.

e Low latency and jitter in the control loops at the edge.

e Collect status monitoring data from the production line with high sampling rates.

e Pre-process the raw data to offload the network traffic.
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e Protocol conversions to connect different ECEs within the network.
7.51.3 Narrative of use case:

Consumers tend to choose customized products. As a result, high-volume manufacturing is
being replaced by small-quantity, multi-patch manufacturing. To accommodate this change
while keeping yield levels high, control from customer purchase orders down to device test
procedures needs efficient management. There could be separate software programmes

controlling purchase orders (PO) and device manufacturing, but some data could be shared
etween them (fnr pynmplp] loT identification numbers for each PQ nnmhnr)

PDevice manufacturing generates data sets containing information such as date of manufacture
Hown to the test results of each device. Record keeping of those results in real time helps failure
bnalysis while improving the efficiency and reliability of the manufacturing process. Keeping al
fest programmes locally at a test unit keeps the fast routines locally while allowing. only data of
nterest to be sent over a network.

Moreover, in the smart manufacturing scenario, multiple control loops,and applications are
ncluded in the same network infrastructure, e.g. lloT networking. Some, 'of these control loops
and applications are time-sensitive and have higher priority than others. The edge gateway
ncreases the bandwidth utilization of the lloT networks, and ,also reduces the impact of
malfunctioning control loops and applications and isolates them-rapidly. Wired or wireless
fechnologies such as TSN, DetNet and 5G can be used to proyide the system with low latency
pr deterministic latency.

Fdge computing can help realize smart manufacturingxIn*an industrial system, edge computing
can be seen as an industrial CPS. The system encapsulates on-site devices such as web
services through industrial service adaptors. Themthe services are connected to the industria
Hata platform using interconnection over industrial wireless and SDN networks. On a datq
platform, based on the production procedure.ahd process models, edge computing dynamically]
manages and schedules on-site resources], and connects to systems such as MES. The
ndustrial CPS supports flexible production plan changes based on changing production ling
resources. The manufacturing procedures are reset using web interoperation interfaces
Fealizing the plug-and-play of new devices, and reducing workload. The production cycles and
material supply modes can automatically adapt to production adjustments, saving /O
configuration time caused by model shifting and material route switching. Adaptive web-based
process model adjustment«saves time by over 80 % for PLC (programmable logic controller
reprogramming, powering on/off, and resetting hundreds of OPC (open platform communication
variants in new process.deployment.

7.5.2 Diagram‘of the use case

Fxample concept of the smart factory using lloT is shown in Figure 10.
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Figure 10 — Example concept of the smart, factory using lloT
7.5.3 Technical details
Technical details for the smart factory use case arexshown in Table 6.
Table 6 — Technical details for the smart factory use case
Actor name Actor type Actor description
Programmable logic Actuator It is an industrial actuator for the industrial process
controller control.
Camera Sensor A sensor that monitors the environment of the factory or
the production line.
Edge gateway Physieal entity, loT A physical entity with computing and storage ability that
gateway connects the loT devices and the centralized data centre.
Server PHysical entity A physical entity with heavy storage and heavy computing

abilities that connects with lower level devices, such as
loT gateways.

Product lifecycle Digital entity Management system for the entire lifecycle control of the

management (PLW) products.

system

Supervisory.control and Digital entity High-level process supervisory management system that

data acquisition (SCADA) controls, monitors and manages the factory.

system

Industrial APPs Digital entity Applications that run on physical entities and interact with

human beings.

7.6 Centralized monitoring of power plants (CMPP)
7.6.1 Description of the use case
7.6.1.1 Scope

A centrally controlled power plant that aggregates a high number of distributed energy
resources (DERSs) into an integrated, monitored and managed the network.
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7.6.1.2 Objectives

e Connections of DERSs, including the generation and storage of electricity, into the edge
computing system.

e Connections of VPP control centre, electricity trading centre and power grid dispatch control
centre into the edge computing system.

e Torelieve the load on the power grid during the peak load period.

e Trading of power consumption and power generation in the electricity trading centre.

» To improve electricity usage efficiency.
7.6.1.3 Narrative of use case

n a virtual power plant, DERs are integrated into a single edge computing CMRP,"network
nfrastructure. The CMPP control centre (centralized data centre) gathers. ‘data from
physical/virtual edge computing entities, including sensors, control units, local ¢control centres,
and CMPP applications. It allows the CMPP operator to monitor and control/the operation of
each power plant and energy storage so that the predictive maintenance of the power grid can|
be achieved and the power grid efficiency can be improved.

The local control centre (lIoT gateway), which is close to the edges~enables rapid response and
real-time power dispatch. The applications on the local control*centre can be customized tg
meet the requirements in local areas.

o Distributed response:

Local control centre is focused on the operational control of the grid, i.e. monitoring currents
and voltages in the grid and issuing commands;to remote devices such as switches and
transformers. Edge computing applications cafbe implemented on these devices to collect
data and react rapidly to faults. Once a fault.s detected on a segment, protection switches
are activated to isolate it, and the power flow is rerouted to restore the power supply to the
largest possible area.

o Distributed renewable energy:

More and more consumer-built photovoltaic panels and wind turbines are joining in the grid,
Thus the distributed generation'will coexist with the current centralized generation, turning
the one-way energy flow into two-way. Edge computing can be used at each generation
point to manage the generated power quantity and its integration to the grid.

Benefits of using edge eomputing in the CMPP include the following.
p Ultra-low lateney) enabling real-time control features for power dispatch and other time-
sensitive applications.

» Localized/data analytics at the smart l1oT gateway to off-load data acquisition towards the
centralized data centre.

p Additional machine learning capabilities to further improve the optimization process and
achieve predictive maintenance based on artificial intelligence.

maintain due to the management and orchestration aspects of the virtualization technology
supported by the edge system.

e The virtualized control units/edge applications enable dynamic reconfiguration of the
applications to align with the operational strategies by the relocation of different applications
to different loT gateways.

e The system has localized cybersecurity features.
7.6.2 Diagram of the use case

Concept of the CMPP is as shown in Figure 11.
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Figure 11 — Concept of centralized monitofring of power plants

Technical details

Technical details of the CMPP use case are shown.in Table 7.

Table 7 — Technical details of the CMPP use case

Actor name

Actor type

Actor description

CMPP control centre

Centralized\data centre

Manages data from local control centres and interacts
with the power grid dispatch control centre and the
electricity market trading centre.

Local control centre lofl. gateway Manages data in local areas and interacts with control
units and the local control centre.

Control unit Actuator Controls and collects data from energy resources.

Solar PV panel loT device IoT device that absorbs sunlight as an energy source
to generate electric power.

Wind power collecting device |[loT device loT device that absorbs wind power as an energy
source to generate electric power.

Energy storage loT device loT device that stores energy.

Transformer loT device loT device that transforms electricity between
networks.

7.7 Automated crop monitoring and management system

7.71 Description of the use case

7.7.1.1 Scope

Smart agriculture is the application of ICT to agriculture for growing food cleanly and sustainably,
and with fewer resources and less waste than traditional farming. A smart agriculture system
leverages edge computing technology to improve crop management, increase yield production,
lower operational costs, and reduce applications of chemicals and fertilizers.
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