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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies t

hat are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take par

t in the

11 +1 £ 11 o C — + 1 1 A Faral AR A nVall| PR U ES | 1 bl 1 : 1
OI'K. HTUIC TICIU U HITOTIIIAUUIT LCLITTTIUIUE Y, 10U dIIU TLU T1dVE TSLADIISIITU d JOITIU LCLUIIIIL AT CUIT

[SO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintena
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria nee
the different types of document should be noted. This document was drafted in-aceordance w
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development.6f the document will b
[ntroduction and/or on the ISO list of patent declarations received (See www.iso.org/patents).

constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific ter
expressions related to conformity assessment, as well as information about ISO's adherencs
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fo
URL: www.iso.org/iso/foreword.html.

This document was prepared by ISO/IEC JTC:I5Information technology, SC 37, Biometrics.

This second edition cancels and replaces the first edition (ISO/IEC TR 29196:2015), which h
technically revised.
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Introduction

One of

the most important contributions to a successful biometric-based recognition system is a

consistent enrolment service that generates the biometric data required for subsequent recognition
of individuals. Subsequent verifications or identifications will be compared with the biometric

data co

llected at enrolment. If the quality of capture at enrolment is not maintained consistently,

the operators of a recognition system which depends on a good enrolment are likely to experience
unreliable performance. For those who are enrolled in a verification system, a poor quality enrolment

will reg

that qufality has a specific meaning when applied to biometric systems; a high quality capture is,ong
that results in biometric data that provides good comparison scores when compared with othef high

quality]

By analysing the requirements for a good enrolment from the perspectives of a range of stakeholders

itis po

the depjloyment of a service. Where enrolment is outsourced to a third party, it is extremely important
to be aple to measure quality metrics rather than quantity metrics, since the techhical and businesg
objectiyes of the two organisations (the relying party and the Enrolment Authority as defined in this
document) may, in general, not be aligned.

Although the recommendations and guidelines in this document are diretted primarily to the parties
respongible for the enrolment itself and for management of the enrolinent service (noting that thesq
two entities may be one and the same), they will also be of valueto the designers and developers of
enrolmient systems.
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images from the same biometric feature.)

sible to derive a set of principles to guide the development of a biometric enrolment policy and

Vi
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Information technology — Guidance for biometric
enrolment

1 Scope

This document consolidates information relating to successful, secure and usable implenie
pf biometric enrolment processes, while indicating risk factors that organisations proposing
biometric technologies will should address during procurement, design, deployment and op
Much of the information is generic to many types of application, e.g. from national(scdle com
hnd government applications, to closed systems for in-house operations, and to constimer appli
However, the intended application and its purpose often have influence on the necessary enrolmg
guality and are intended to be taken into account when specifying an enrolméntsystem and prd

The document points out the differences in operation relating to specifictypes of application, e.g
self-enrolment is more appropriate than attended operation. This document focuses on mar
nttended enrolment at fixed locations. In summary, this document.consolidates information 1
to better practice implementation of biometric enrolment capability in various business c
including considerations of process, function (system), and technology, as well as legal/priv{
policy aspects.

The document provides guidance on collection and storage of biometric enrolment data and the|
pn dependent processes of verification and identification. This document does not include n
specific to forensic and law enforcement applications:.

This document does not contain any mandatory requirements. The following terms are used,|
document to provide guidance.

ps particularly suitable, without mentioning or excluding others, or that a certain course of a
preferred but not necessarily required, or that (in the negative form) a certain possibility or cq
hction is discouraged but not prohibited.

The term “may” indicatesacourse of action permissible within the limits of the publication.

The terms “can” and “eannot” indicate a possibility and capability, whether material, physical o

2 Normativereferences

The following documents are referred to in the text in such a way that some or all of their
constitutes requirements of this document. For dated references, only the edition cited appl
undated references, the latest edition of the referenced document (including any amendments) 4

ntation
to use
bration.
mercial
rations.
nt data
cess.

. where
datory,
elating
bntexts
iIcy and

impact
naterial

in this

The terms “should” and “should not”.ifidicate that among several possibilities one is recominended

ction is
urse of

causal.

content
jes. For
ipplies.

[SO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the

following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp
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31
biometric subject
individual seeking to be enrolled in a biometric enrolment database

3.2

designers and developers

organization or individuals responsible for the design, development, (and deployment, if applicable) of
the enrolment system

3.3
duty officer

individpal acting on behalf of either the Enrolment Authority or operator either present in the vicinity
of one ¢r more enrolment stations, or available on line or by telephone, trained to provide advice and
guidange to an enrolment officer in case of difficulty

Note 1 tp entry: The duty officer may also have a role in determining exception handling routines.

34
Enrolment Authority

organigation (or other entity) with legal and contractual responsibilities for the'eompletion of enrolment
procesges

3.5
enrolment officer

agent ¢f the operator responsible for the secure and effective~€nrolment service at one or morg
enrolmient points

3.6

Identitly Provider
entity $toring and managing the biometric data obtdined directly or indirectly from the biometrig
enrolment

3.7
operatpr
organization (or other entity) responsible®for delivering the enrolment service on behalf of thg
Enrolment Authority

3.8
perforinance manager
person|responsible for managing the enrolment service to ensure it meets its specified enrolment
perforrhance criteria

Note 1 fo entry: This will typically include actions such as monitoring enrolment performance (quality as wel
as quarltity metrics)/applying corrective measures where necessary and reporting enrolment performance
achievement to the Enrolment Authority.

39
persoral assistant
individpalaccompanying the biometric subject at the enrolment session for one or more purposes

Note 1 to entry: Such purposes might include: translation of instructions from the enrolment officer into the
native language of the subject; support for a disabled subject to enable the subject to undertake an enrolment
successfully; to fulfil a legal requirement such as a parent present at the enrolment of a child.

3.10

relying party

entity operating a biometrically-enabled application for which the enrolment process provides
biometric references

2 © ISO/IEC 2018 - All rights reserved
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3.11
specialist support staff

trained attendant(s) present at the enrolment session on behalf of the Enrolment Authority or operator
to assist with the enrolment of subjects with disabilities, or to fulfil service or legal requirements in

respect of gender, religious observance, or age of the subject

3.12
vendor
entity providing hardware and/or software biometric functionality

4 Abbreviated terms

KPI  Key Performance Indicator. A metric quantifying one or more aspects of the stc-
cessful operation of a process

NFIQ NIST Fingerprint Image Quality

SLA  Service Level Agreement. An agreement between a service provider/and a customer
defining a target level of service, mutual responsibilities of service provider and
customer, together with other requirements for the delivery ofia service

5 Role of enrolment in a biometric system

Given the variety of applications and technologies, it might seem difficult to draw any generali
nbout biometric systems. All such systems, however; have many elements in common. Cg
biometric samples are acquired from a subject by a‘sensor. The sensor output is sent to a pr
that extracts the distinctive but repeatable measures of the sample (the biometric features), dis
all other components. The resulting features.cah be stored in the biometric enrolment databg
biometric reference or (in this case) a biemetric template. In other cases the sample itself (3
feature extraction) may be stored as the reference. A subsequent probe biometric sample
compared to a specific reference, to ‘many references, or to all references already in the d
to determine if there is a match., A"decision regarding the biometric claim is made based uj
similarities or dissimilarities between the features of the biometric probe and those of the refer
references compared.
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Figure 1 — Components of general biometric system

1 (which is functional in nature and has ho implications for physical location) illustrates the
htion flow within a general biometrie-System consisting of data capture, signal processing
brage, comparison, and decision subsystems. This diagram illustrates both enrolment, and the
on of verification and identification systems. The following sub-clauses describe each of thesq
ems in more detail. However, it should be noted that in any implemented system, some of these
fual components may be absent, or may not have a direct correspondence with a physical o
e entity.

a capture subsystem(collects an image or signal of a subject’s biometric characteristics that they
esented to the biomietric sensor, and outputs this image/signal as a captured biometric sample.

nsmission supsystem (not portrayed in the diagram and not always present or visibly present in g
Fic system)ywill transmit samples, features, probes and references between different subsystems
tured -biometric sample may be compressed and/or encrypted before transmission, and
d andyor decrypted before use. A captured biometric sample may be altered in transmission
noise in the transmission channel as well as losses in the compression/expansion process. Datg

may be|

trahsmitted using standard biometric data interchange formats, and cryptographic techniqueg

may be used to protect the authenticity, integrity, and confidentiality of stored and transmitted

biometric data.
Signal processing may include processes such as

Enhancement, i.e. improving the quality and clarity of the captured biometric

Segmentation, i.e. locating the signal of the subject’s biometric characteristic
biometric sample,

Feature extraction, i.e. deriving the subject’s repeatable and distinctive measu
biometric sample, and

sample,

s within the captured

res from the captured
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— Quality control, i.e. assessing the suitability of samples, features, and references, and possibly

affecting other processes, such as returning control to the data capture subsystem to collect
samples; or modifying parameters for segmentation, feature extraction, or comparison.

further

In the case of enrolment, the signal processing subsystem creates a biometric reference. Sometimes
the enrolment process requires features from several presentations of the individual’s biometric

characteristics. Sometimes the reference comprises just the features, in this case the reference

may be

called a “template”. Sometimes the reference comprises just the sample, in which case feature extraction

from the reference occurs immediately before comparison.

[n the case of verification and identification, the signal processing subsystem creates a biomefti

Sequencing and iteration of the above-mentioned processes are determined by the spectifics
System.

References are stored within an enrolment database held in the data storage subsystem. Each re|
might be associated with some details of the enrolled subject or the enrohment process. It
be noted that prior to being stored in the enrolment database, references may be reformatteq
biometric data interchange format. References may be stored within a bipmetric capture dey
O portable medium such as a smart card, locally on a personal computér or local server, or a
database.

In the comparison subsystem, probes are compared against one or.more references and compariso
are passed to the decision subsystem. The comparison scores indicate the similarities or dissimi

ns the stored reference. For verification, a single specifi¢ claim of subject enrolment would lg
single comparison score. For identification, many or allireferences may be compared with the fi
and output a comparison score for each comparison.

The decision subsystem uses the comparison scqres generated from one or more attempts to proy
decision outcome for a verification or identification transaction.

[n the case of verification, the features axre considered to match a compared reference when (as
that higher scores correspond to greater similarity) the comparison score exceeds a specified th
A biometric claim can then be verified on the basis of the decision policy, which may allow or
multiple attempts.

In the case of identification,the enrolee reference is a potential candidate for the subject when (as
that higher scores correspond to greater similarity) the comparison score exceeds a specified th
and/or when the comparison score is among the highest ranked values generated during comp
pcross the entire database. The decision policy may allow or require multiple attempts before
hn identification-decision.

NOTE Conkteptually, it is possible to treat multi-biometric systems in the same manner as uni-b
Kystems, byotreating the combined captured biometric samples/references/scores as if they were

sample/reference/score and allowing the decision subsystem to operate score fusion or decision fusion
hppropriate. (See also ISO/IEC TR 24722:2015.)

The administration subsystem (not portrayed in the diagram) governs the overall policy, impleme

" probe.

of each

ference
should
|l into a
yice, on
central

h scores
larities

between the features and reference/s compared. In some,cases, the features may take the same form

ad to a
batures,

ride the

suming
reshold.
require

suming
reshold,
arisons
making

ometric
h single
s and if

ntation

and usage of the biometric system, in accordance with the relevant legal, jurisdictional and societal

constraints and requirements. Illustrative examples include

— Providing feedback to the subject during and/or after data capture,

— Requesting additional information from the subject,

— Storing and formatting of the biometric references and/or biometric interchange data,
— Providing final arbitration on output from decision and/or scores,

— Setting threshold values,
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— Setting biometric system acquisition settings,

— Controlling the operational environment and non-biometric data storage,

— Providing appropriate safeguards for subject privacy, and

— Interacting with the application that utilizes the biometric system.

The biometric system may or may not interface to an external application or system via an application
programming interface, a hardware interface or a protocol interface.

enrol

Enrolm

— Sammple acquisition,

— Im
— Fed
S Qu

andl require acquisition of further samples),

— Re

biogmetric data interchange format,

— Sto
— Teg

— All
(dd

A subje

might lpe a legal name, contact informatién, credentials, identity documents and the like. There arg

some b
of enro

6 St:

6.1 Hnrolment stakeholders

The su
numbe

work dn behalf*of the operator, which has a relationship with the Enrolment Authority; personal

assista

In em;iment, a transaction by a subject is processed by the system in order to generate and store an

nt reference for that individual.

ent typically involves

hge pre-processing including sample restoration or enhancement, and segméntation,
ture extraction,

hlity checks (which may reject the sample/features as being unsuitable for creating a reference
erence creation (which may require features from multiple Samples), possible conversion into g

rage,
t verification or identification attempts to ensure-that the resulting enrolment is usable, and

bwing repeat enrolment attempts, should-the initial enrolment be deemed unsatisfactory
pendent on the enrolment policy).

ct can also be required to present additional data specific to the enrolment. This additional datg

ometric applications that may require no additional data whatsoever to be collected at the time
ment beyond the biological and-behavioural characteristics.

akeholders and approaches for enrolment

ccessful operation of a biometric enrolment service depends on the co-operation of a largs
- of stake€hplders as listed in Table 1. (See also Figure 2 below showing that enrolment officers

for example, the Enrolment Authority may also be the operator of the service, as well as being the

relying

hts/Support the subject of the enrolment). Note that systems may be far simpler than illustrated

party in an enterprise access control system.
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Figure 2 — Stakehwplders at enrolment

Table 1 — Functional description of stakeholder roles

Stakeholder Function description

Enrolment Authority Is responsible for ensuring the quality of biome-
tric enrolment samples and other KPIs are in ac-
cordance with SLA or contractual requirements.

Initiates appropriate action if these fall outside
the agreed targets.

Ensures compliance with legal requirements.

Ensures that the cultural implications of operatin
an enrolment service are taken into consideration|

S}

Operator Organizes delivering enrolment service on a day-
to-day basis.

Is responsible to the Enrolment Authority for
quality and security of the enrolment service.

Tl dial £ DI 3 Lads
TARCOS TUINICUIAI TIITCASUT COS TN INT TS, lll\,luullls
quality and performance metrics, fall outside the
agreed targets.

Performance manager Monitors the performance of the enrolment
service.

Proposes corrective actions.

Reports back on the results of corrective actions.

© ISO/IEC 2018 - All rights reserved 7
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Table 1 (continued)

Stakeholder Function description

Enrolment officer Is the agent of the operator responsible for the
secure and effective enrolment service at one or
more enrolment points.

Ensures the day-to-day maintenance of equip-
ment used in enrolment.

Interfaces with the cnhjpr‘fc and prnvidr—\q any
relevant information to them.

Enters any biographical/contextual data (al-
though some of these details may already be
pre-populated).

Ensures that the quality of the enrolment fea-
ture collected by the sensor/camera meets'the
enrolment standards (usually through{request-
ing the subject to re-enrol if the standard is not
achieved).

Provides advice and supportto'the subject to
achieve a high standard ¢f-enrolment.

Notes any exceptional-circumstances.

Puty officer Provides technicaland/or operational advice and
guidance to an-enpolment officer.

Attendant Assists the enrolment officer in obtaining the
best availahle quality biometric sample through
following procedures defined for subjects with
accessibility needs or special requirements in-
cluding age, gender, and religious observance.

Biometric capture subject / biometric enrolee, {Provides biometric sample to the system.

lhereafter term j r enrol . .
ereafter termed as subject or enrolee Needs transparency and information on the

system.
Is interested in smooth operation.

[s interested in maintaining their data privacy,
wants to submit only that data that is absolutely
necessary for the intended purpose, and prefers a
system that is as usable as possible.

Prefers to have a system that is as intuitive as
possible.

Personal assistant Provides support for the subject, e.g. transla-
tion of instructions from the enrolment officer,
support for a disabled subject or to fulfil a legal
requirement such as a parent present at the en-
rolment of a child.

esigner and developer Designs the enrolment system as part of the
enrolment service using systems engineering
principles wherever possible.

Develops enrolment system, service and process.
Develops an interaction protocol for the enrolee.

Develops the service for production and distri-
bution of any token used as storage for biometric
reference(s), or a pointer to where biometric
reference(s) is/are stored.

8 © ISO/IEC 2018 - All rights reserved
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Table 1 (continued)

Stakeholder Function description

Vendor Provides hardware and software.

Provides (either directly or through an agent)
technical support e.g. for upgrades or rectifica-
tion of faults, if under contract to do so.

Regulator and other governance bodies Assures the enrolment process is operated
according to laws, regulations, codes of practice,

and contracts.

Auditor Audits the enrolment protocol.

Identity Provider Processes the biometric features into referéenc-
es, performing any quality and de-duplication
checks and storing references and-mages.

Relying party Uses the biometric data obtained from the enrol-
ment service in a biometric re€ognition service a
part of a business-oriented application.

6.2 Enrolment approaches

Enrolment for biometric services can take the form of many«¢differing approaches dependin
context, complexity, and requirements of the relying party such.as:

— In-house or outsourced;
— Multiple or single location;
— Fixed, mobile or remote;

— Attended, semi-attended (one enrolment officer overseeing a number of enrolments in pars3
unattended (e.g. self-enrolment);

NOTE Self-enrolment can be with the active participation of the subject, or can even be acquif
stand-off systems not requiring-diréct interaction with the subject.

— Mandatory, optional (opt-in), or unaware (e.g. for surveillance/tracking);

— Using a single modality)or multiple biometric modalities;

Enrolment is«afyexpensive part of a biometric service. In order to reduce costs, enrolmg
at times be.undertaken for multiple relying parties, each with differing business, techni
functional requirements. For example, the enrolled facial image for a passport may be re-us
driver's’icence application. Re-use of biometric data is mostly regulated by privacy law, whic
requives informing the subject on the intended purpose preventing additional use without

g upon

llel) or

ed with

— Designed to prdvide enrolments for either multiple applications or for a specific appliication.

nt may
cal and
ed for a
h often
explicit

consent of the subject. Other enrolment processes may be required to be more specific in
 'e.g. access control ‘offline’ or ‘batch’ enrolment process where the biometric sample ca

process;

design

pture is

— Duration/complexity of the enrolment process, from a simple single modality process (against pre-
assigned identity), to a complex process consisting of identity checks using breeder documents,
followed by collection of features relating to multiple modalities and a verification check on the

effective operation of the collected features.

Based upon how the system is influenced by the above factors, there will be different requireme
operational guidance.
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7 Stakeholder interests

7.1 Key observations

A repeatable biometric enrolment process is a prerequisite for the successful use of biometric
recognition in one or more applications at a subsequent time.

A poor quality enrolment, e.g. one in which the subject’s biometric features have been collected in
line with best practice, but do not meet all quality criteria, can present difficulties when the reference
derived from these features is compared with biometric data collected in the context of the applicatipn
For exgmple, if a thumb is presented and registered in an enrolment for access control, and"thg
subjectluses one of the index fingers as instructed by a biometric verification unit at an access)point
the biometric comparison will fail. The subject will therefore be inconvenienced, in having fo use an
exceptibn-handling process provided by the operator of the access control system.

Such problems are likely to occur more often when the Enrolment Authority (and/orithe operator)
for the [enrolment service is not the same as the party managing the subsequent agplication that useq
biometfic recognition (the relying party). In this case, the Enrolment Authority bears the costs of
ensuring that the quality of enrolments is maintained while the benefits of geod quality enrolmentg
accrue [to the relying party (or parties). Rather than setting this cost/benefit pivot at the interfacq
betwegn the two organizations, a better strategy is to move it to the enrolment service, incentivizing
the Engolment Authority to deliver high quality enrolments. This willusually entail clear and correct
specifi¢ation of metrics for the enrolment performance in any contracts or agreements between thesq
two organizations.

In setting the requirements for an enrolment service, the Entelment Authority should take account of
the re lElrements of the relying party as well as other stakéhiolders as listed in Table 1 and represented
schemdtically in Figure 2. (When these requirements are.fiot known in full, e.g. because the recognition
system| of the relying party is still under development, designers of enrolment services should take
appropfiate measures to mitigate any risks.) The~SLA between the Enrolment Authority and the
operatgr of the enrolment service should include-KPIs that relate to the business objectives of thg
Enrolment Authority as well as those of the relying party. Requirements should include quantitative
perforipance measures capable of being tested either by the Enrolment Authority or by an independent
testingforganization during the acceptance-phase of the project, as well as periodically afterwards.

The defigners and developers of the enrolment system will use the requirements to define processes
appropfiately and to source suitable vendors of the biometric components, such as the hardware tg
collect piometric features, software to process these features and assess their quality, and - if required
- verifi¢ation software to cheek that the enrolment has been completed satisfactorily.

The sequrity of the biometric enrolment process is also an essential aspect of its success. In preparing
for a ropust process désign, all stakeholders are responsible for addressing security requirements, from
the desjign of the logical technical architecture to the functional components, as well as procedures and
checks|that directly involve interaction with the subject.

The Enj olment Authority's designers and developers should address these requirements, as early as

see the multlpart standard ISO/IEC 30107 Note that caterlng to the needs of sub]ects with language
difficulties and disabilities will also feature in the design but may impact on the security procedures.
These aspects of the enrolment process - and any requirements placed by regulators - should be
included in the training materials for enrolment officers, attendants, duty officers and the performance
manager.

After completion of the high level design, and prior to deployment, marketing and other awareness-
raising activities should be started. This enables representatives of the subject population, mass media,
regulators and special interest groups to comment on the enrolment service proposals. As a result, any
necessary changes to the system design may be incorporated.
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The enrolment service should be piloted with a representative sample of the subject population, both of
subjects as well as enrolment officers. The performance manager should ensure that acceptance testing
has been carried out and that the provisions of the SLA with the designers and developers have been
met. Comments and observations collected from the subjects should be examined. If changes are made
to the system or procedures in the light of these tests and comments, a further round of testing may be
required.

At some time after the system is deployed, representatives of the relying party and the Enrolment
Authority should review the performance of the enrolment service, assessing whether the KPIs continue
vreftectthe Tequirenents of the Tetyimg party, amd mmaking amny Tecessary adjustimeTTts:

A system audit may be requested periodically to ensure that the enrolment service operates in line
with legal and business rules. Guidelines for the audit process should take account of the particular
Characteristics of biometric systems.

7.2 Best practices and recommendations

7.2.1 General

There are numerous stakeholders in any biometric enrolment application, most of whom will|benefit
from a high quality, securely administered enrolment process, Wwith due regard for the negqds and
expectations of the subjects of the enrolment.

For each stakeholder described in Table 1, there are specific feasons why the enrolment servicg should
be successful. This Clause describes some of the benefitsfor'these stakeholders.

A strategy for the design, development and deployment of a successful biometric enrolment|should
consider numerous issues in a structured manner, Phe approach favoured in this document s tofitemise
these issues against the principal stakeholders Who are impacted by each issue. One way of exgmining
the benefits to a stakeholder is to consider the operation of the enrolment service from a nuber of
standpoints. Stakeholders will have different’perspectives and not every standpoint will be relgvant to
every stakeholder:

— Appropriateness, effectiveness and efficiency,

— Convenience and price,

— Look and feel,

— Usability, personalisation and internationalization,
— Performanceincluding speed, and accuracy,

— Operational and environmental aspects,

— Maintdinability and support,

— /Security, privacy and transparency,

— Cultural and political aspects, and

— Legal aspects.

7.2.2 Subject interests

The enrolment subject should be presented with a clear and understandable enrolment process that
allows the subject to feel safe and alleviate any concerns.

The enrolment process should flow well and be able to handle any possible exceptions. Prior
identification of exceptional conditions (e.g. support for disabled persons) can be flagged in the
application process to allow for adjustments to be made in advance of enrolment.
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It is important to ensure that the enrolment process is safe and provides a positive experience for the
subject in order to enhance acceptance of the system. This includes that technical solutions should
be as comfortable as possible within the constraints of application and enrolment system/process
requirements.

Any situation where the enrolment may cause discomfort to the biometric capture subject needs a clear
justification.

The enrolment subject should have easy access to 1nf0rmat10n about the acce551b111ty, prlvacy, usability
and othe
preferably in advance of attendlng the enrolment session.

A strategy for the design, development and deployment of a successful biometric enrolment‘should
considgr numerous issues in a structured manner. The approach favoured in this report is-t@itemise
these igsues against the principal stakeholders who are impacted by each issue.

On the matter of issues relating to personal privacy, data protection, health and safety-and accessibility
the reafler of this report is referred to ISO/IEC TR 24714-1:2008.

NOTE This TR is freely available from: http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html

7.2.2.1] Provided information

When donsidering the information to be provided to a subject, several important considerations should
be ackrjowledged. In particular, subjects:

— Should be notified about policies including, but not limited\to, privacy, personal data protection and
acdessibility;

— Shguld be notified on the intended purpose of their.collected biometric data, on the storage time
frajme and on de-enrolment and data removal;

— Should be notified about technical aspectsincluding, but notlimited to, security and data encryption

— Should be informed that the security level depends on technology and processes and differs foy
different applications. In some applications, biometric technology may lead to specific legal
asqumptions with respect to non-repudiation. If this is the case, the subject should state that they
fully understands and consents to the consequences of these legal assumptions;

— Maly expect to be notified dbout a contact point for further information;

— WHere required, shotild”be informed that they are asked to produce documents that can be
aufhenticated with@he Issuing Authority to satisfy the enrolment officer of their claimed identify;

— Sore legislationarequires that the subject shall always be informed when biometric data is captured
andl that the~captured data shall only be used for the intended purpose. A later extension of the
purpose is-hot allowed without consent.

On occgsionrthe subject may be unaware of the fact that a biometric enrolment is taking place, e.g. when

b 't lnn' A nhataoranh for o nqccnr\rf ’]Y\Y\]II“"‘I"II‘\Y\ Ar]‘nr'o C]’\I‘\H]I" l’\n cr\nn']nf as fr\ unl'\nf]f\or a3 ]on‘ﬂ] hr\fn"
submittingaphotograph forapassportapph ugh egalnotice

is required, or whether it would be prudent to prov1de more information to the subject.

Information about the enrolment should be provided in a way that is accessible and comprehensible
to the subjects. It may be useful to include the possibility of a list of frequently asked questions
(FAQ), including information regarding the purpose of enrolment and the organization’s privacy
policy. Different kinds of information will be relevant at different stages of the enrolment: before the
enrolment, during the process and afterwards. It should be updated as experience is gained so as to
ensure that enrolments are an ongoing success.

At enrolment, provisions of specific information helps subjects to enrol in the system most effectively
(e.g. whether they should stand or sit in a particular way, and whether there will be wipes or tissues to
clean surfaces and improve the quality of images).
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Subjects should be given the opportunity to supply information that may impact on the quality of
enrolment, some of which may be regarded as personal or confidential. Recording of such information
— and the measures taken during enrolment as a result of this information — should be undertaken in
a secure mannetr.

7.2.2.2 Legal implications

Any specific local provision relating to documentation in support of proof of identity and authentication
thereof, privacy, the protection of personal data, accessibility, security, etc. should be identified
and incorporated during the requirements capture phase of the enrolment system lifecydle. The
safeguarding of enrolment data provided by the subject in the enrolment system lifecycle isfimmportant,
particularly if enrolment data is to be shared between organisations.

Therefore, requirements relating to access, use, disclosure and disposal of enrolmient data|should
be carefully considered. Different parties, such as commercial and government,may considéer legal
implications differently and at times have conflicting requirements for addressing them. Govdrnance
procedures should be implemented that may in turn place specific requirements on audit logs.

Implications of enrolment also should be covered, e.g. if there are any ngn-repudiation ramifications to
subjects enrolled in the system, these should be fully explained, understood, and consented to} by the
subjects.

7.2.2.3 Inclusivity

[n order to obtain optimal quality biometric data dubing the enrolment phase, it is partjcularly
important to ensure that inclusivity issues are addressed. In many cases, it will be more effegtive to
devote additional resources and time at enrolment with'specialized equipment, staff and training for the
subject. Also to avoid difficulties for the subject in@ttending and completing an enrolment, infoymation
should be provided regarding any accessibility, cenditions which might result in poor quality oufcomes.

Provision should be made for personal assistdnts including guide dogs accompanying the subjedt to the
enrolment facility.

Note that the enrolment process anay reveal hitherto unrecognized conditions that may frequire
sensitive handling by the attendants.

7.2.2.4 Usability

Enrolment systems should be designed for usability. ISO 9241-11:1998 and ISO 9241-210:201( define
usability as “the effeetiveness, efficiency, and satisfaction with which the intended users can pchieve
their tasks in thesintended context of product use.”

A guide to methods of assessing the usability of biometric systems is available that covers effectjveness,
pfficiency-and user satisfaction[11][12],

[n general, the enrolment system should attempt to obtain a biometric reference of the best quglity for
the target application, consistent with constraints of time allowed for enrolment, costs of arranging the
nrolment and availability of equipment and attendants

Quality is one of the aspects of effectiveness. This term does not necessarily relate to an aesthetically
pleasing captured image. For example, if the system is required to ensure that a person is enrolled only
once, a high quality capture is one that enables the matching system to other entries on the database to
be carried out with the maximum confidence in identifying correct matches. Quality has many additional
dimensions including consistency of presentation, sufficient distinguishing elements in the image.

The process of enrolment should be carried out in ways that enable the subjects to perform the task
quickly and with as few errors as possible.
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User satisfaction relates to subject attitudes, perceptions, feelings and opinions regarding the system,
and includes aspects such as

— Whether the subjects are intimidated in any way by the equipment or process,

— Whether the subjects behave naturally, and the system interface is physically and cognitively
ergonomically viable,

— Standard time,

— The quality of the information and support to subjects,

— The extent to which the user interface is designed as intuitive as possible to avoid subject discemnifort
andl frustration, and

— Thepresence ofan attendant (ifthe enrolmentis manual), noting that the demeanour and helpfulnesg
of the attendant is important.

Satisfag¢tion levels can be measured in ways including surveys or focus groups; with the aim of
maintajning and improving the user experience.

7.2.3 |Enrolment Authority interests

For the|Enrolment Authority, its principal objective is ensuring the collection of a representation of the
biomettic features of a qualified individual to fulfil the requirements of the relying party’s application
using biometrics. In helping to achieve its objective, the authorityshould develop an enrolment policy.

Note that the Enrolment Authority that enrols the subject*and the relying party that operates thg
biometfic-enabled application may be different organizations. The Enrolment Authority can have
legal duyities and obligations (e.g. in relation to provision for people with accessibility needs) of which
it shou]d make the operator aware, and ensure thatthe operator is in compliance. For example, the
Enrolment Authority could define the specific dutiés of the attendant and special assistant and their
role in[obtaining a good enrolment as part of an'inclusive design. Considerations for the Enrolment
Authorfty include:

— Collection of the biometric samples'\that give (after further processing by an Identity Provider
regponsible for storage and matching of the samples) the best possible set of biometric references
ungler the circumstances, which ¢an be used for subsequent verification and identification processes
Su¢h processes may include checks for duplicate enrolments.

— The establishment and monitoring of the characteristics of success for the end-to-end system.

— An|enrolment process should reduce the cost of the end-to-end system (which covers enrolment
dafabase, and the application operated by the relying party), especially for large scale systems
sinfce enrolmenticosts are likely to be a significant component for such deployments.

7.2.3.1] Establishing the legal framework

The Enjroliment Authority should, at an early stage of system design, establish the legal and cultural
implications, which include privacy and data protection, compliance with codes of conduct, local laws
and by-laws. Laws and regulations relating to these aspects may be both national and regional. ISO/
[IEC TR 24714-1:2008, 4.2.3 provides guidance on privacy principles for biometric systems.

Where appropriate, if the Enrolment Authority cannot be satisfied as to the claimed identity of
the subject then services made available on the basis of enrolment may be withheld or otherwise
constrained.

The Enrolment Authority should determine what auditing functions are required. Relevant terms of
reference should be developed, together with frequency of audit and relationship to other governance
activities.
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Implications of enrolment also should be covered, e.g. if there are any non-repudiation ramifications to
people enrolled in the system, these should be legally justified and enforceable, and processes developed
to ensure that they are fully explained, understood, and consented to, by enrolees. Be aware that non-
repudiation ramifications might cause subjects to refuse participation in voluntary applications.

Also there may be legal issues surrounding certain classes of enrolee, including gender, ethnicity, age,
disability, culture, religion, and legal competence.

In many jurisdictions, procurement officials and operators should be aware of laws and regulations

I

..................

lead to cost-effective solutions.

The Enrolment Authority (with the help of the auditors) should keep the legal framework tihder geriodic
review. As experience with deployment and operation of biometric applications grows)it is likely that
new laws, regulations, and codes of practice will be introduced (or existing ones redrafted) and judicial
decisions may affect the operation of services.

7.2.3.2 Independent service operation review

The Enrolment Authority may request an independent review of the delivery and operatior] of the
enrolment service, both of its security and the biometric performance - either with a test group of
enrolees before the start of an operation of the service, or during its operation using a represgntative
sample of subjects. Assessment, testing and reporting the results of such tests for a biometric enfolment
Kervice requires specialized knowledge and experience. Onlythose organisations that can demonstrate
their credentials in these areas should be considered. Testing should be undertaken against relevant
national and international standards (such as those in.the multi-part standard ISO/IEC 19795).

7.2.3.3 Success metrics

Enrolment is normally a prerequisite to operational use of a biometric system. The quality of enr¢lments
will affect the performance and usability of the operational system. The subject experience at enfolment
is likely to affect a subject’s perception pf the operational system and of the organization operating the
Kystem, which may also have a knock;onr effect on the performance of the operational system.

The enrolment process/service will'cost money, time and possibly other resources. Measures to improve
enrolment quality or subject experience will probably have a cost/time implication for the enfolment
service. Therefore an optinum balance between the cost of the enrolment service and the perfoymance
hnd usability of the operational system should be established.

[n order to improve'the quality of enrolment, it is vital to have access to data which can be psed to
monitor the various-components of the service, both to ensure that the service is operating to jnitially
developed perfermance levels, as well as helping to improve the service through addressing the
most significant elements of the cost/benefit trade-off. This requires that the design of the bipmetric
enrolment service allows for the right metrics to be collected (and analysed regularly at variouls levels
pf granularity).

Théeperformance parameters divide into two broad categories:

— Parameters that relate to the performance of the enrolment service, e.g. failures to enrol, invalid
enrolments, denied enrolments. These are the enrolment failure parameters.

— Parameters that affect the performance of the relying party’s operational system using the
enrolments from the enrolment service, e.g. FMR, FNMR, or FTAR. These are (largely) the enrolment
quality-dependent parameters.

The two categories are distinct but interrelated and can be in conflict, e.g. a reduction in the FTER
might lead to an increase in the FNMR. The possibility of conflict may create tension between the
enrolment service and the operations of the relying party (or parties) which is likely to be amplified in
cases where these are provided by different organisations.
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A classification of enrolment failures is suggested in 7.2.3.4 based upon the definitions in ISO/IEC 2382-
37 which provide definitions related to the enrolment process. Examples of common causes of enrolment
failures are examined against this classification in 7.2.3.5.

In order to provide the data for such analysis, a requirements capture exercise should be undertaken
before the design of the enrolment service which will include the following (some of which need data
collated from relying parties under an SLA):

7.2.3.4| Error rates

A classfification of failures encountered in enrolment processes is provided as an aid to the design
and dejvelopment @f-the enrolment services. Based upon the definitions in ISO/IEC 2382-37, this
classififation (which'is not part of said document) will enable enrolment service designers to develop
their oyvn tahulation of failure types from Table 2 and Table 3 below in preparation for definitions of
their p¢rformance metrics.

16

Performance statistics from the relying party operating a service that is dependent on a successful

th

Subbject satisfaction statistics, for example, extracted from analysis of surveys, numbers of
compplaints from enrolees or assessment from media reports. Identity proofing failuredates with
a hreakdown into rates where the Enrolment Authority detected suspicious (or proven) fraud
wﬂgre it was unable to confirm identity to a sufficient (predetermined) level of confidence, and
where subsequent evidence of inaccuracy or fraud came to light. Failure to enr0l.rates, analysed
by |demographic group, enrolment centre, time of day, the type of resolution procedure that was
applied and the results of such actions.

Didtributions of image and enrolment quality analysed by demographicygroup, enrolment centre
tinje of day;, etc.

Number of retries required and whether or not an operator ovérride (e.g. of quality threshold)
wals used.

Stdtistical measures relating the duration of biometric enrolment (e.g. mean time from start of the
prgcess through to successful conclusion, maximum fésponse times from a central database —
if 4 check for duplicate enrolments is made). Note th@t terms should be defined clearly, e.g. ‘start
time’ may refer to the earliest recorded interaction.between the biometric capture device and the
subject, or it may be the initiation of the process-by the enrolment officer. Timings of the individual
segments of the enrolment process may be\recorded, for example, so that that the ‘dead time
between individual transactions can be treated in accordance with a predetermined policy.

Prgportion of enrolments that fail the Cerification test (for services where these are implemented)
Trgnsaction logging of appropriate granularity.

Aufliting support consistent with a set of established requirements.
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Table 2 — Classification of failures encountered in enrolment processes

ture

for subsequent
comparison the
output of a bi-
ometric capture
process, a biom-
etric sample of
the biometric
characteristic of
interest

Class Failure mode Definition Comment

1 An ineligible Not considered |Not enrolling someone
person is denied |as a failure to ineligible to enrol is not
service and enrol a failure to enrol. Such
hence does a person may become
not commence eligible for enrolment at
an enrolment a later time.
nrocess
- Reasons for ineligibility

should be determined
prior to commeneger
ment of the enrolment
service.

2 Excluded biom- |Transactions The proportion denom
etric enrolment |that failed to inator isthe number of]
transactions complete for bionietric enrolment

non-biometric transactions, excluding

reasons those transactions thaf
failed to complete for
non-biometric reasons

3 Failure to cap- |Failure te-dccept |A captured biomet-

ric sample contains a
signal from a biometri
characteristic, but it
might not be the biom-
etric characteristic of
interest.

A blank or empty sam-
ple represents a failurg
to capture, even if the
failure is not discov-

ered until the biometrig
acquisition process.

A captured biometric
sample might not be

suitable for future pro-
cessing.
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Table 2 (continued)

Class Failure mode Definition Comment
4 Failure to ac- Failure to accept | The failure to acquire
quire for subsequent |rate (FTAR) is defined
comparison the |as the proportion of a
output of a bi- specified set of biomet-
ometric capture |ric acquisition process-
process, a biom- |es that were failures to
efricsample of lacquire
the biometric . .
characteristic of Fallure'to acquire
interest occurs if the captured
data does not meet
system policy require-
ments for processing.
Failure to acquire’can
only occur ifithere
has been‘asuccessful
data capture event.
Othérwise the eventis a
failure to capture.
Possible causes of fail-
ure to acquire include
poor biometric sample
quality, algorithmic de-
ficiencies and biometric
characteristics outside
the range of the system.
5 Failure to enrol~{Failure to cre- | The failure to enrol rate

ate and store

a biometric
enrolment data
record for an el-
igible biometric
capture subject,
in accordance
with a biometric
enrolment policy

(FTER) is defined as
proportion of a spec-
ified set of biometric
enrolment transactions
that resulted in a fail-
ure to enrol.

The proportion denom-
inator is the number of
biometric enrolment

transactions, excluding
those transactions that
failed to complete for

non-biometric reasons.

Since the measure is
based on the number of
transactions, the FTER
may result in a higher
value than if it were
based on the number of

stibjeets:

Note Enrolment
transactions should be
distinguished (in-
cludes the checking of
credentials, acceptance
for biometric enrolment
as well as the biometric
enrolment transaction)
from biometric enrol-
ment transactions
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In defining contractual terms with the operator, the Enrolment Authority should take account of these
definitions, referring to the Standard. If, after analysis of their requirements, the authority decides that

these definitions do not apply, the contract (and any SLA policies) should make explicit refer

ence to

this fact and provide new definitions, and amend accordingly any definitions in the requirements for

testing.
NOTE This document does not define the terms biometric enrolment policy, and (biometric enrolment)
transaction.

When reviewing the failure to enrol rates the Enrolment Anthority (nnd or the npprnfm‘) shoul

d adopt

h systematic approach, noting sources of data and common classes of failure.

7.2.3.5 Failure analysis

The authority may require a detailed analysis of failed enrolment transactions frgm the operg
example as part of a root cause analysis into changes in the FTER from certain enfriolment locatig
capability to undertake such an analysis will depend on the availability of relevzant data. Sources
can be categorised as:

— Data that is available from records of enrolment transactions, e.gxthe proportion of subjeq
have enrolled successfully.

— Data that can be collected when the authority or the operator determines the need for an ang
a representative set of enrolments but which would notbe-collected under normal circums

be collected routinely, but a request can be made_of/attendants/enrolment officers to coll
data manually.

— Data that cannot be collected (without change ¥e the enrolment software) when the authorit
operator determines the need for an analysis of a representative set of enrolments, but wh
be subsequently derived from data accessible to the authority. For example, few, if any, enf
systems would be able to account for'the reasons for NFIQ scoring of the quality of a fing
image. Assignment of an NFIQ scote is the results of applying a software algorithm to
aspects of the image. A major centribution to the assignment of this quality score is the 1
of minutiae detected in the.ithage, together with the numbers with specified levels of ‘m
quality’. It might be that the'tetal number of minutiae in an image is of possible relevance, i1
case the authority could request that an analysis be made of relevant stored images.

— Data that cannot be(collected (without change to the enrolment software) when the authorit
operator determines the need for an analysis of a representative set of enrolments, and that
be subsequentlyderived from data accessible to the authority. An example is the levels and dj
of ambient fHumination during the enrolment of facial images, if such enrolments are m3
relatively, uncontrolled environment, such as a room with windows to the external envirg
Although some estimate of the predominant direction of lighting could be inferred from 3
of the photos, the levels of illumination could not be determined absolutely if cameras wer
optimize collection automatically.

The following listing of possible causes of poor enrolment indicates the range of circumstance
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Table 3 — Causes of poor enrolment

Failure Failure type Notes and examples Failure class
number
1 An ineligible subject is not 1
allowed to complete the
enrolment
2 An ineligible subject completes Exclude from anal-
the enrolment successfully ysis according to
bfometricentot-
ment failure class,
but should still be
recorded
3 A subject refuses to complete 2
the enrolment process
4 A subject refuses to co-oper- |Exclusions may be allowed 2
ate with the attendant in the |for medical conditions, but
capture of the biometric data |authority should offer guidance
in accordance with the author- | for people unwilling to touch
ity’s biometric enrolment poli- |surfaces as a result of obses-
cy and any other instructions |sive-compulsive disorder and
similar conditions. This should
be covered in the biometri¢
enrolment policy.
5 Failures in power supply, air 2
conditioning or telecommu-
nications links, strikes by
operating staff, etc. result in
abandonment of enrolments
6 Failure due to software or 2
hardware malfunction
7 Absence of the body part Missing iris (aniridia)
8 Body part is inaccessible due\-{ Bandaged finger or finger with |3
to medical condition psoriasis.
9 Body part is inaccessible'on No female attendant present 3
account of social, cultural or |when a female subject presents
religious reasonsg with a face covering required
for cultural or religious reasons
10 System triggers collection of 3
biometriec sample before sub-
jectistéady or before relevant
body part is placed in contact/
preximity to capture device
11 The subject presents the 3
wrong biometric modality
12 The subject presents the Placing the wrong hand on the |3
correctmaod a]ify huttho faq Fingnrprinf ornalm vein roador
ture is not presented in the  |This presumes that such cases
correct order are detectable automatically by
software or through observa-
tion by the enrolment officer.
13 The subject’s medical condi- Parkinson’s disease, or condi- 3

tion prevents capture of the
image through the required
level of contact (or stability of
position) not being made for
sufficient time

tions such as rheumatism pre-
venting required area of contact
with platen
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Table 3 (continued)

Failure Failure type Notes and examples Failure class
number
14 Body adornment or treatment |Henna, scars, marks, tattoos, 3
preventing the capture of a and implants
usable image
15 Body part out of range of the |Fingerstoo broad to enrolina |4
specification for the enrol- single finger device with guides

1 .
HMICTIT UCVICC

16 Biometric sample is wrongly |Anti-spoofing alert triggered by |4
assessed as a spoof attempt unexpected characteristics of
the biometric feature

17 Biometric sample from a fea- |Fingerprint quality software 4
ture which is damaged alerts to excessive damage

18 Insufficient detail in the biom- | Number of minutiae in finger- 4
etric sample print falls below a threshold, or

finger is too dry

19 Biometric features fall out 5
of range of the specification

of the proprietary algorithm
to create a usable biometric

reference

7.2.3.6 Poor quality analysis

[n addition to total failure of enrolment, the Enrolment Authority should develop metrics for me
the incidence of poor quality enrolments. Standatrds and technical reports in the ISO/IEC 29791
should be considered for that purpose.

This presupposes:

— The existence of a standard against'which elements of quality can be assessed. In part, this
supported by the multi-part standard ISO/IEC 19794;

— Experimentally-validated ‘software which defines quality metrics for one or more bi

NFIQ 2.0 which have been tested on a number of comparison algorithms;

— Other specialist'software, either from suppliers of comparison algorithms or from indef
organisations,\which often addresses specific elements of the specification for the modalit
multi-partStandard ISO/IEC 19794.

[t is worth\noting that certain demographic groups present particular challenges during enr
s notedyin ISO/IEC 19795-1. For example, experience shows that obtaining good quality fing
images-from children and the very elderly can be difficult. Furthermore, certain activities,
continued contact with abrasive materials, e.g. through working in the construction sector, cal

hsuring
L series

may be

bmetric

comparison algorithm&:¥or fingerprint systems using minutiae, NIST have developed NKIQ and

endent
y in the

plment,
erprint
such as
h result

na grpafpr prnpnrﬁnn of poorer qnalify enrolments

Where Enrolment Authorities permit glasses to be worn during collection of facial biometric

images

and the subject normally wears glasses, the glasses should not be thick framed glasses, allowing a clear

view of the eyes. There should be no light reflections off the glasses.

7.2.3.7 Corrective actions

Analysis of the metrics relating to the enrolment service should highlight changes outside of the
control parameters which have been determined for the service. Analysis of the metrics relating to the
enrolment service may show changes outside of the control parameters. These should be investigated
and remedial action agreed with the operator. As part of the contract(s) with the system designer(s)
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and developer(s), the Enrolment Authority may wish to negotiate for the production of guidance
documentation for such eventualities.

7.2.3.8 Research
There are at least two reasons for retaining data for research purposes:

— Proving that a system operates correctly may require the temporary storage of biometric data, e.g.
in order that false match rates can be determined.

— Bidmetric data relating to operational systems is often very difficult to obtain, yet improvements-in
tedhnology need access to extensive data sets in order to validate novel ideas. Hence, data collected
in pne system can be used to improve the performance of other, totally unrelated, systems.

An Enrplment Authority should be aware of these opportunities and be prepared to deyelop security
policie§, privacy impact assessments, etc., if these are shown to be of long term¢value to theiy
organization. Note that in some cases, this will require co-operation with relying_parties, in order
to track an individual’s encounter with a biometric system from enrolment to_recognition. In some
countries, proposals for research should be presented to an ethics and/or privacy committee, and/of
need tHe informed consent of all involved enrolees.

7.2.3.9| Contract termination and reassignment

Contra¢ts with the operator (which delivers the enrolment service ofvbehalf of the Enrolment Authority)
may bg designated for a specific term, after the expiry of whieh; the Enrolment Authority may want
re-tender the service. Arrangements for handover may inglude the production of documentation

capturlElg the knowledge of the operator and personnel about specific aspects relating to the successful

delivery of the service at individual centres, and a detailedrepresentation of the status of the biometrig
elements of the service. Note also that the Enrolment Authority may be engaged on a contract with thg
relying|party (or parties) in which case, preparationsifor orderly transitioning should be in place well in
advancg of the handover period.

7.2.4 |Operator interests

For the| operator of the enrolment service (which in many cases will be the same organization as thg
Enrolment Authority), it is crucial that the procedures at enrolment fulfil the requirements set by the
Enrolment Authority for a cost-effective, legal, quality and secure process, as expressed in a SLA.

Considegrations for the operator-include:

— The operator should'consider how to collect the biometric features (such as optimising equipment
andl the number gf\attempts) that give the best available set of biometric references (‘templates’)
so ps to achievé tafrgets for enrolment set by the relying party in its contract/agreement with the
Entolment Authority.

syqtem~for enrolment; otherwise, poor user experiences shared with the mass media may deter
ot

— A aood experience for the subject should contribute to a lower drop-out rate from the appointment

er-potential subjects from keeping to their appointments

— Provide the operator with a standard method of collection to ensure the process is efficient and
consistent.

— A more efficient process will reduce operating costs.

7.2.4.1 Training programmes for personnel

Enrolment officers and attendants at attended enrolment points should be trained with the aim of
delivering a secure, efficient and effective service to the Enrolment Authority. Such trained personnel
may receive a certificate to indicate their level of qualification, and a periodic re-certification may be
offered as well.
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Human factors research and tests show that people vary greatly in their ability to recognize different
images in a facial recognition gallery or image. Consideration should be given to enrolment officer's
abilities to recognize images in galleries and image sets before being appointed to their role. If humans
are to deal with the exceptions, then these individuals should be trained and have a high level of
expertise and competence in the additional verification and identification tasks that may be required
to establish identity. Selection of the training method should make use of best practice with regard
to the placing of instruction, modality of delivery (e.g. written, face-to-face presentation, or online
learning), frequency of refresher courses, etc. Some of the training material may be provided by
suppliers of biometric components or systems. It is recommended that officers are periodically tested
on competency after completion of the training.

to indicate a need for refresher training; ‘mystery shopping’ and observational studies,‘may be used

Ongoing monitoring of enrolment quality, throughput rates and other relevant metrics may;{e used
periodically to ensure that officers continue to maintain a high standard of competericy-and praltice.

A typical training programme may cover aspects such as:

— An explanation of the biometric process, indicating why a high quality’and secure process|— and
strict adherence to the procedures of enrolment, is necessary for thé.successful use of thesystem
in future recognition activities (through more reliable comparisoitvith data in the datapase of
biometric references);

— Practical enrolments under the supervision of a trainer covering all the relevant areas;

— Information about certain groups of subjects that may-have difficulties with enrolment (d|sabled,
children or elderly people, etc.), explaining how the§e groups may be assisted in providing a good
quality biometric reference;

— Processes that should be followed in exceptignal cases, e.g. bandaged or missing fingers dr more
than five fingers in a hand;

— Explanations that can be given to subjeets of the enrolment service regarding the purposg of the
enrolment and subsequent recognition services;

— Interpretation of error and otheér messages from either the hardware units or computer |screen,
together with actions to be taken;

— Regular maintenance activities (such as cleaning of fingerprint sensor units or checks to ¢onfirm
that systems are operating within specified operating limits);

— Security-related(pryocedures, such as the examination of fingers for unexpected modificatigns and
artefacts;

— Instructiong to the officer or attendant regarding maintaining notes in relation to unrgsolved
problems;

— Precedures for closing down the enrolment session in a secure manner.

724.2 Performance monitoring and correction

The operation of enrolment service should be monitored in accordance with the requirements agreed
with the Enrolment Authority or other governance body. If the authority responsible for enrolment
is not the same as the relying party (for the application of the biometric system for recognition of
individuals), the testing of the end-to-end system (encompassing enrolment and recognition services)
is strongly recommended.

The operation of the enrolment service can be monitored at a number of levels of granularity, e.g. on a
service-wide level, by geographical area or at the finest level of granularity. Among the data that can be
collected are

— The distribution of quality measures, average quality measures for different demographic groups,

© ISO/IEC 2018 - All rights reserved 23


https://standardsiso.com/api/?name=f0862d660a9ffddbcd03bec1f7d0fec2

ISO/IEC TR 29196:2018(E)

— Time taken for enrolment transactions (mean, mode, and other statistically relevant measures), and

— Percentage of enrolment transactions that are not completed satisfactorily, e.g. measuring the FTER
(2.2.3.4).

Automated alerts can be triggered when performance metrics exceed permitted bounds, calling for
investigation of the causes and corrective action.

In any case, aggregated data should be reviewed periodically by an official of the operator (optionally,
with representatives of the authority) to note patterns of change and investigate accordingly.

7.2.4.3| Service improvement and periodic audit

The opgration of the enrolment service should be monitored at frequent intervals as part of;ageneral
system| quality improvement scheme. Such a scheme may draw upon the results of reséarch, either
by the [developers, the vendors of hardware and software, academia or by the Enrolmént Authority
itself. Qperational data obtained from other deployments may give insights into ways of improving
the authority’s processes. On the basis of these inputs, changes can be piloted of*a certain group of
enrolmient stations, using existing performance data as the baseline against which to judge the impact
of such|changes.

Periodic audits of the operation of the enrolment service may be held on ‘behalf of the authority, either
to verify the secure operation of the processes, review the performarice of the service or to confirm
that the service is being delivered in accordance with a published/nandate. Other types of audit mayj
be undertaken on behalf of specific regulators, focusing on aspects such as compliance with legal
requirgments (e.g. in respect of privacy or personal data protection).

The oufcomes of such audits should be in the form of actionable recommendations on the operator of
Enrolmlent Authority, with internal governance arrangenyents identifying a responsible owner of each
recomrpendation. Although the service may have functions and components other than those relating
to the ¢ollection of biometric data, only audit actiens relevant to biometric aspects of the service are
considgred here.

The opgrator or Enrolment Authority should. dispose of each recommendation by one of the following
actions

— Agreeing to make changes inthe enrolment service, determining what development work ig
required (if needed), contraeting for its development and deployment, and testing the system in
itsnew configuration to confirm that it still operates in accordance with the original mandate as
amended by the recommendation;

— Defiding on the basis'of an analysis of the impact of following the recommendation that the servicg
wopuld be comprofmised operationally or financially, and reporting back to the auditor accordingly;

— By/|proposing alternative means by which the audit recommendations could be addressed.

7.2.4.4| Contract termination and re-assignment

The 0 rafor oy havun o licnnmen for A agrnnd narind Af Hivnn. A ha conmtrantnd +0 dnalivgny Againct
Fatorayaveaeensetoraagreeaperioa-or—+tHRe o0 Beeontractea o aedveragaHist

number of metrics in the SLA with the Enrolment Authority. Consistent failure in meeting these metrics
may result in recourse to remedies defined in the contract or even trigger contract reassignment
processes. (Note that performance well above that expected may be rewarded in a graded manner.) The
operator should work with the Enrolment Authority to develop processes for the orderly handover of
assets and the management of the transition to a new operator.

The existing operator may have modified processes - and trained attendants accordingly, developed
innovative solutions (for which they may have sought intellectual property protection) or modified
quality assessment software, in order to improve the enrolment service. The Enrolment Authority
should create an inventory of these changes, and establish transitioning procedures (which may entail
support by the existing operator) for transfer of these practices to the new operator. After handover,
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the previous operator may be required to support the service over a period to help resolve problems
such as deterioration in the performance of the service.

7.2.5 Relying party interests

Relying parties rely on the enrolment service to provide a reliable, repeatable, secure and consistent
service. If the enrolment service delivers outputs of a lesser or variable quality than defined in an SLA,
this may impact adversely on subsequent verification and identification processes. Such impacts will
inconvenience relying parties and subjects of the enrolment as, for example, the exception handling
pptions are exercised more frequently.

Two types of dependent parties can be identified:

— Type 1: The Identity Provider, the authority responsible for storage of the biometric refgrences
relating to individuals who have been enrolled successfully under the enrolment'service;

— Type 2: Relying party, the party which relies on biometric recognition aspart of an applicqtion or
service.

For the first type, the requirements include

— Receipt of a file from the enrolment service formatted in accofdance with the interface agreement
with the authority, with ensured integrity and fit for purpose;

— The biometric data in the file to be in a form that permitsithe provider to make checks on bipmetric
and data quality, and ifinadequate to seek further actions from the Enrolment Authority or operator;

— Biometric data are usable in the proprietary processes for de-duplication (if requirgd) and
conversion into biometric references;

— When the authority declares a failure to en¥ol, to ensure that the exception handling procedyres are
followed and relevant data are received by the Identity Provider in the appropriate format (1.2.6.8);

— Acceptance testing and periodic testing afterwards to ensure that an acceptable performanjce level
is achieved and maintained;

— Testing carried out by the Idehtity Provider on its accumulated data may reveal opportunities for
improvement in the enrdliment service, necessitating discussions with the Enrolment Authofrity;

— New customers of(this Identity Provider may have additional requirements on the enfolment
service, again necessitating discussions with the Enrolment Authority.

For the second typeof dependent party (the operator of an application or service), requirement$ on the
service includé:

— Assurarce that the enrolment service has delivered enrolments (including exception handlipg) to a
levélof integrity consistent with its risk profile and operational requirements;

—."“Co-operation with the Enrolment Authority in the assessment of end-to-end performancg of the
application or service;

— Capability to make adjustments to the enrolment service as and when the relying party changes its
own requirements (e.g. adding new modalities, changing quality parameters, adding or subtracting
biographic data, responding to amendments to standards);

— Capability to make adjustments to the enrolment service as and when a new relying party is
introduced.

A useful principle in the design of IT systems (as well as a requirement relating to personal data
protection in some jurisdictions) is that data which is no longer required should be disposed securely.
For biometric systems, it is recommended that when the subject is no longer using any applications of
a relying party, for example, because they have left the organization and no longer need access to its
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buildings, an exit process should be started by a relying party working in conjunction with the relevant
Identity Provider. This process should define time limits for retention of biometric and other data on
the live system and on any archive system, ideally referencing legal requirements or research that
justifies the data retention periods. Removal of subject data and access rights is needed to protect the
business as well as the subject.

7.2.6 Developer interests

Many individuals are involved in an enrolment process, each of whom will need training and support:
the suljject of enrolment, an attendant to support the quality acquisition of the biometric featuse
repres¢ntatives of the operator of the system (working on behalf of the Enrolment Authority), enrolment
centre [managers (who may not be employees of the operator), and call centre personnel who-mayj
interacf with subjects before and after an enrolment. Design and development best practices §hould bg
employled to ensure that the system performs as required by the Enrolment Authority and.regulators
and that the activities of these individuals are optimised to deliver a successful biometric enrolment
service|for all enrolees. Similar considerations relate to business processes.

7.2.6.1| Pre-enrolment and scheduling

Subjects for biometric enrolment will look to the operator to provide enough information ahead of
time tol understand what is required of them. If this information is partef)a marketing campaign, the
messages should be consistent with other information.

A pre-enrolment process can be used to collect data via a web application prior to appearing for capture
of the biometrics as a way of reducing onsite enrolment time.<(This can be done in conjunction with
online pppointment scheduling, providing directions to thexenrolment centre, information on what
documents to bring with the subjects, etc.).

A helpljne (designed for inclusivity) may be offered to“enable the subject to phone into the enrolment
centre With any questions on the day of the session, e:g. whether the onset of a cold should postpone the
enrolmient into a voice verification system. This.needs to be staffed with assistants with appropriate
trainin

ud

Allocatjon of timeslots should take accountof the time required for

— Pr¢-enrolment formalities (e.g. checking of the identity credentials supplied by the subject),

— Mepn time for biometric enroliment, as well as the allowable maximum time for such enrolment,
— Allpwing time for any cleaning and/or maintenance of any devices, and

— Allpwing time in bétween the enrolments of subjects and providing for rest periods for attendants
to e¢nsure that théyremain vigilant throughout an enrolment session.

7.2.6.2| Identity confirmation

A key purpese of most enrolment processes is to establish an individual’s identity by linking one or more
biometfic’eharacteristics with their biographical data. In these cases, it is important that the identity iy
verified prior to this binding. This is typically done by performing “identity proofing” by inspection (and
sometimes capture) of identity documents, sometimes referred to as “breeder documents”. Examples
of such documents include birth certificates, driver’s licenses, passports, etc. For some subjects, e.g.
minors lacking relevant identity documents, special processes may be required. The strength of the
binding between persons and their biometric data should be appropriate according to the requirements
of the intended use.

Where the security policy mandates this, the authenticity of these identification documents should
be confirmed with the relevant issuing agencies, as well as using equipment and procedures to verify
the documents as not being forgeries or altered. Acquiring high quality digital colour copies of these
identity documents may be a requirement for audit processes, assuring the integrity of the enrolment
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process against human error and collusion. Some legislation does not allow capturing copies of ID
documents without a well-defined justification.

This may also be the opportunity for persons with medical conditions that limit the quality of the
biometric to show evidence.

7.2.6.3 Verification system

Multiple modalities could be used; fall-back systems and requirements from inclusive design should be
tevetoped: The itended purpose of the vertfication Systems WiiciT Tety o the enroited data shpuld be
taken into account when determining the requirements of the data to be enrolled:

— How often is/are the system(s) used?
— Do the subjects accept deviations from their usual behaviour?
— What are the necessary error rates to be reached?

— Whatis the perfect balance between comfort and better technical performance reached by pptential
discomfort for the subjects?

7.2.6.4 Enrolment system selection and physical design

Equipment and software may be available that differs from that used in verification systems, e.g. in
being more robust against repeated mechanical impact, haying additional functionality and fgedback
information to the subject to optimize the positioning ©f the biometric feature or characteristic, etc.
Assessment tools may be available and could help in-determining whether the enrolment system has
captured and processed an image or signal of sufficient quality to allow for subsequent comparison
with the features of other enrolees (if it is important that no duplicate identities are recorded), or for
use later in a verification system.

The sensor equipment should be positiored in ways that optimize the collection and procegsing of
high quality images. Where enrolment €akes place at large numbers of sites, the hardware shpuld be
designed to be as independent of the:énvironment as is possible. Environments should only be mjodified
where the enrolment solution cannot be adapted to the existing environment. Each modality will also
have associated recommendations in respect of the ambient environment, e.g. acceptable backiground
hoise levels for enrolment inta voice verification system, and requirements of uniform illuminagion for
facial image collection.

The importance of geod ergonomic design cannot be overstated, for example, taking accpunt of
naturally occurringvariations (e.g. height, size, left/right handedness), and where necessary the needs
pof disabled subjéets and attendants, and subjects who are not native speakers. The illuminatiop setup
should take into)consideration potential reflections from glasses and skin, and variations in skim tone.

Further information relating to ergonomics and inclusivity issues is to be found in ISO/IEC TR|24714-
1:2008:I1"designing the hardware for enrolment, attention should be paid to user friendliness,|ease of
keeping the equipment clean, etc.

rouvicion for Acoamanmanging marcane maaygy ha vraoaiend A g o tranclatar oy omarcnnal Accictba ht Wlth
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measures to reduce the chance of any interference in the biometric capture process, e.g. by collection of
an additional face, or even the attendant’s face only, in a facial enrolment system.

7.2.6.5 Subject guidance

Since the enrolment session may be the first time that enrolees have been in contact with biometric
equipment, the developer should develop an interaction protocol with the enrolee. This may include
elements of direct face-to-face support.
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Written material (provided in an inclusive and comprehensible manner) in the form of posters,
information leaflets in multiple (major) languages, etc., and video clips of an idealised enrolment session
in action are helpful.

Even simple issues can cause additional problems which could be avoided by planning ahead, e.g. if a
subject and attendant sit facing each other, they should have a mutually agreed view of “left” and “right”
if this is significant in the comparison process.

NOTE In a test of 300 adults NIST demonstrated that 1n presentatlon of enrolment 1nf0rmat10n for optlcal

substa 1ally longer. Subjects who were informed verbally of the process tended to anticipate contmued support
through the enrolment.

7.2.6.6| Training for enrolment officers and attendants

Enrolment officers and attendants should be able to support the subjects in achieving the most
effectiye enrolment through answering their questions and addressing any difficulties. Operators
should [recognize that training is needed that acknowledges the range of both(cultural expectationg
and specific requirements of individual subjects. This should reduce the chance of litigation and bad
publicity.

Since they are in continual contact with enrolees, there should be provision for officers and attendantg
to notefany problems and opportunities for process improvement, with-a procedure for reviewing thesg
insightf and thereby improving the training (and re-training) of ather attendants. Such provision could
be made through additional fields in the forms or screens detailing information captured during the
enrolmient.

As early in the process as possible, the operator (or the’Enrolment Authority) should take steps tg
identify and resolve issues such as health and safety considerations and negotiations with trade unions

Provisipn for the training of maintenance and other personnel should be made. The content of thg
training material and its delivery should be prepared recognizing that personnel may not be familiay
with blometric systems. Further general guidance about training of enrolment officers is found in
7.2.4.1.

7.2.6.7| Security

In designing the enrolment procCesses, specifying the equipment, software and user interfaces
operating environment, etcs the designer of the system will take into account known security threats
and vulnerabilities relatingto the biometric modality. For example, it may be prudent to confirm that
the fingertips of subjects)enrolling on a fingerprint sensor are examined visually by the attendant to
note whether there is\anything untoward, such as damage, concealment or artefacts that partially o
totally pbscure thesubject’s own fingerprints.

Similarly, any<replacement hardware may be required to have tamper evident features, and also to bg
validated as 'genuine - for example by digital certificate verification of software. Some knowledgeable
subjectisémay require reassurance that the equipment is genuine, untampered with, accredited and
certified To ensure that thelr blometric features cannot be reused for unlawiul purposes.

Other security threats are common to all forms of registration process, e.g. collusion of the attendant
with the subject in proofing of the identity of the person. Attendants and enrolment officers should be
trained accordingly. The security of data both at enrolment centres and over transmission networks to
centralised storage or monitoring centres (one of the relying parties) needs to be considered, as well as
the delivery and installation of software updates.

In the special case where subjects for biometric service supply their own biometric samples (e.g.
submitting facial photographs when applying for a passport), the designer of the system should
be aware of the significant risks that the biometric sample may not reflect accurately the biometric
characteristics of the individual.
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For facial photographs, the subject or photographer may have made alterations for e.g. vanity or
cultural reasons, or for subversive purposes. Such changes may not be detected by human examiners
or automated systems (indeed such changes may impact on ease of human comparison). These changes
could include digital alterations such as

— Removal of blemishes and scars,
— Change or removal of background colour or shadows,

— The whitening or darkening of skin pigmentation,

— Changes to eye colour, and
— The manipulation of image dimensions to make the subject look thinner or fatter.

[f the aim is to subvert the enrolment system, the subject could enrol under multiple‘identities gr avoid
detection through biometric watch list checks.

[n addition, conversion of printed photographs to digital formats can cause degradation of the ifnage or
nddition of artefacts.

7.2.6.8 Exception handling and timeout

Many enrolment processes have been used that require a specific number of presentations (e.g. three
separate placements of a finger on a sensor within a setperiod), from which the highest |quality
image(s) is/are obtained for subsequent processing. Ipyerder to improve the quality of thg image
between successive presentations, position sensing software may give an indication to the supject of
hny adjustments to the presentation of the biometriefeature (e.g. to press down harder on the plpten, or
move the finger), or group of presentations. Alternatively, the sensor can collect samples of a bipmetric
feature for a fixed time duration taking facialximages in quick succession for 20 s to 30 s fopllowed
by an image quality assessment that selects.the best representation(s); or declares that an i;tlage of
sufficient quality has not been obtained. Sueh differences will impact upon the process of enfolment
hnd equipment suppliers should be consulted as to the appropriate measures to be taken.

Some modalities require a more time consuming enrolment, e.g., speaker recognition. In such cases,
it may be considered to split thé enrolment into several sessions or to run additional enrolnjents in
subsequent successful verification sessions.

Even after inclusive desigh, a certain proportion of the population may still have difficulties in
enrolment. Such subjectswill have to be offered an alternative procedure. This may be

— Another instance of the same modality (e.g. further attempts at enrolment of a thumb if one ¢r other
of the indexfingers is inadequate),

— An altechative modality (such as collecting an iris image), or

— Ancentirely separate, non-biometric process that meets the same requirements of securjity and
usability.

nrellinemultinlemodalitiesshowld-also-be-considered-to-alowfortnore—cho s-durineverification
Homg-trapre-oaate s Snotha onstaerea o ore-enoteeseaurmgverirl .

An individual may find one biometric modality easier to use or prefer it for other reasons. This also
provides the ability to use the “alternate biometric modality” when the preferred one is not available or
working well due to a temporary injury, for example.

Wherever practicable, these alternatives should not disadvantage the subject, for example, by offering
an inferior level of service or functionality.

Designers of systems should be aware that exception handling or fall-back processes are potential
sources of security weaknesses, and appropriate measures and training for any specialist staff are
required.
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7.2.6.9 Post enrolment verification

In many systems, once the enrolment has been completed satisfactorily, the enrolee may have an
opportunity to experience the verification process. There is an assumption that this will help a
knowledgeable subject to understand why they should follow the recommended verification process
and be able to try again if the verification was unsatisfactory in any way. A full or partial re-enrolment
may be needed if repeated failures in such verifications are noted.

In some cases, the enrolment encounter is also an opportunity to train the subject on the use of the
assoclagedvertHeationsystenr{HorexampletHtheenrelmentistoraphystealacee FStersHHsHsert

one of the door reader units available at the enrolment site for instructional and habituation
s.) The environment of this check could reflect the operational use, e.g. through having similar

This cdn also confirm that the biometric sample has been correctly associated with the\biographid
and other data in the database or token, that the transmitted file has been processed correctly by thd
Identity Provider, converted into references, and stored in a manner accessible for applications.

7.2.6.10 Token production and secure delivery

In manj cases, the enrolment system could also start the process of issuinga token containing either
the biometric reference model or template, or a unique alphanumeric,identifier pointing to the entry
in the database that stores this reference element. In the use of the token the security and privacy of
the biometric data should be protected (e.g. through access controls; cryptographic mechanisms, etc.)
The delivery of the token should be secure and this could offer~a further opportunity for biometrid
verificqdtion of the identity of the subject. Policies for this shouldbe developed by the designer, whether
jometric procedures or not.

odic intervals, the operator of the biometrici€nrolment service should review the KPIs tg
ensure|that the quality of the service is being maintained. This requires that such a list of indicators is
constrycted during the system design, procuremenititesting and piloting phases. Such a list should alsqg
reflect the experience of people with impairments:

As amihimum, operators, through their performance manager, may wish to confirm that the proportion
of failefl enrolments is stable (or decreasing) over time, and that the mean time for enrolment is not
increaging. User satisfaction with the process could also be assessed, since a poor perception of 3
service|(as reported in mass media.Orthrough direct contact with previous enrolees) is likely to impact
adversg¢ly on the confidence with which enrolees embark on their own session.

For larger scale deploymerits, where there are several offices, comparison of the KPIs can reveal
opporthnities for improvement to the enrolment process, particularly if, e.g., this data are associated
with the maintenancelogs.

If the pnrolmentcsérvice is associated with one or more verification services, the performance
characteristics 6f the latter can be examined in relation to the KPIs of associated enrolment offices and
periodg of time."Any degradation in verification performance should be investigated as it may be an
early ppinterfto problems with the design of the enrolment procedures and/or unexpected ageing of
the biojnetric features. Such investigation is amenable to more detailed analysis by age group, ethnicity,
disability, gender, specific attendants, enrolment office, etc.

Gathering this data should be approved by the subject to secure handling procedures, especially if the
original biometric samples are to be retained. Other legal checks may be necessary to ensure that there
is no suspicion of this data being used in a discriminatory manner.

7.2.6.11 System maintenance and performance monitoring

At specified intervals, attendants should be required to verify the correct operation of the hardware
and/or software which may involve cleaning of surfaces and initiating self-calibration procedures,
checking that tamper-resistant seals are intact, etc. It is recommended that the date and time of such
routine activities be recorded. On occasion, enrolment subjects may request that any systems that
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require physical contact with equipment be cleaned; it is good practice to provide suitable wipes for
this purpose. Other specialist measures based upon recommendations of the system supplier and on
testing and piloting of the system will also be followed, for example, in fingerprint systems where the
software advises that fingers are too dry or too moist. Only materials approved for use by the operator
should be used, and the system designer should provide advice on such materials.

In some environments (e.g. a hospital) hygiene may require frequent use of disinfectants. Equipment
should be selected or modified (e.g. sealed) to allow for such cleaning without damaging the electronics.

Brograine nF Secuke ron]'){‘omnnf nF]‘\')r'r]!AVJrn ')f 'Jr\r\rnhrl ')fn lhfnv‘r')]c cab ]‘\n r]o(ln]r\r\nr]
pProS T or oS ot r e e prat e or P P

7.2.6.12 Testing and piloting

Biometric enrolment is only one of a set of processes that taken together provideya benefit to an
prganization. The relying party may want to satisfy itself that the initial performance of the enfolment
subsystem satisfies the requirements of the end-to-end system(s) of which it foyms a part, and that
subsequently the effectiveness of the subsystem does not drop to a point whére-it places the operation
pf the end-to-end system(s) at risk. Modelling of such system(s) can help identify the key metrics of
the enrolment subsystem and justify investment in monitoring and testing of enrolment. Apprjopriate
testing procedures should be followed using a demographically representative group of test syibjects,
and procedures that are described in the multi-part standard ISO/HEC/19795.

Piloting is best carried out in a location and environment that is-representative of the applicatiopn.

=]

7.2.7 Regulator interests

7.2.7.1 Regulation

The operation of a biometric enrolment service'may be subject to laws relating to data protection,
privacy, discrimination and disability. Regulators for respective aspects may have in place codes of
practice or regulations which may specify.how to implement and manage their requirements.

7.2.7.2 Completeness of the governance processes

A Regulatory Authority may have-best practice recommendations or legally mandated provisiong for the
povernance of some aspects 0f the operation of the service, e.g. the nomination of an official responsible
for the personal data protection aspects of the service. There may be other provisions of codes relating
to health and safety, disability discrimination, etc. with separate requirements. A complete govgrnance
structure will ensure that these are woven into a wider framework that ensures that the authority’s
interests are fully\pfotected.

7.2.7.3 Logging integrity and audit

[Logging.ofactivities relating to significant actions in the operation of the enrolment service (e.g.|setting
pf parameters for biometric quality software or to identify the enrolment officer on duty in a $pecific
ession) should be secured toan approprlate securlty level. Auditing requirements may surface after the

information (MI) system after the MI system has already been completed. This has 1mp11cat10ns for
an initial design of a secure system architecture that is extensible through change control, as well as
affordable.

7.2.8 Auditor interests

Measures should be in place to ensure that terms of reference are appropriate, that the data and
information is available in sufficient (but not excessive) detail and presentation mode, that reports
and recommendations are made to the correct functions in organisations and that follow up on these
recommendations is in place.
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8

Biometric enrolment capability development

8.1 General

Successful biometric enrolment is key to the operation of applications and services that provide benefit
to organisations. Authorities responsible for the delivery of enrolment systems should design, deploy
and operate these in a quality way. The Enrolment Authority should consider the following phases
(noting that agile project approaches to delivery may be used as well):

Enrolmlent processes will, in general, include proofing of identity — measures to ensure that thg
subjectss are indeed who they claim to be (e.g. before binding the identity to the enrolled biometrics).

8.2 Hnrolment station architecture and design

In designing a biometric ennolment capability, the architecture is an important consideration for
many df the stakeholders~The architecture not only affects the initial procurement and deployment
it also pffects decisions“made downstream with regard to system maintenance, upgrade, etc. Some
considdrations for enrelment station architecture are given below.
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Sygtem definition — requirements capture from stakeholders;
Pr¢curement — the acquisition of the enrolment system;

Syqtem design — the process of defining the architecture, components, modules, intetfaces, and
dafa for the enrolment system to satisfy specified requirements;

Deyelopment — creation of a service (hardware, software, business processes, training of staff, etc.)

Teqting — an investigation conducted to provide stakeholders with information about the quality of
thg enrolment system;

Pilpting — a small scale deployment of the enrolment system that is representative of the full scale
syqtem (some piloting can be done during the procurement stages);

Deployment — the transformation of the enrolment system fram the development environment to
thq operational environment;

Opkration — the day-to-day use of the enrolment system;
Malintenance — the modification of the enrolment system for preventive and corrective actions;
GoYyernance — monitoring and process improvement, together with audit;

Cegsation or withdrawal of service.

Form facter.) Enrolment stations may take the form of a desktop workstation, an “across the
coynter” Setup, a kiosk, or a mobile enrolment kit. Selection of the configuration will depend on the
facjlity, space considerations, cost, and the enrolment process.

Er :
and operators will interact with the equipment (and the operator) in terms of both comfort (physical
and psychological) and facilitation of the best quality biometric capture. The configuration should
minimize unnecessary discomfort for the subject and/or the operator.

Connectivity. The enrolment station may operate in a stand-alone fashion, but is most often
connected to a back-end system — either continuously or periodically. In either event, the station
should be able to work in both an online and offline mode. The latter should support a batch
upload capability (e.g. after collection in a remote area) or a “store and forward” capability. When
the station includes a storage requirement, both the storage capacity and data security should be
considered. The enrolment station/application should be able to be integrated within a services
oriented architecture (e.g. via a Web services interface).
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— Security. The enrolment station should incorporate security mechanisms to protect the
confidentiality and integrity of the biometric data, as well as provide for auditing for incident
investigation and non-repudiation purposes. Operator access controls are needed to protect access

to functionality and data.

— Standards based. Enrolment stations should collect biometric data in a format that allows

it to be

interchanged (e.g. using one of the parts of the multi-part standard ISO/IEC 19794). Interface and

messaging standards may also be applicable.

easily

modified in the future as requirements and environments evolve over time. For example/it
provide configurable workflow, user interface, and policies/rules; support multi-modality
not implemented initially), and be vendor/device neutral to the extent possible.

8.3 System definition

A robust system to deliver an enrolment service should be designed in line with(best practice in 3

— Developing a system that meets the needs of the relying party in a legalysecure and cost-effecti

— Taking into account at an early stage in the design and deVelopment process, non-fuy
requirements such as privacy-compliance, inclusivity (for the disabled, subjects who are no
speakers of the language(s) used in the country where enfolment sessions are held), user accs
and usability, etc.;

— Interoperating with systems of other organisations.in the same sector, to allow for future sh
resources;

— Allowing for substitution of biometric hardware and software from other vendors, in c
suppliers retire their current componentsfrom the market, or the authority requires to re-c
the system at a future date.

0 Modality specific guidance

0.1 General

Information about best{practices for successful enrolment of subjects is available from various g
For example, experiénce gained in practical applications is distilled in data format standard;
multi-part standard1SO/IEC 19794, in particular in the informative Annexes.

There is a scafcity of publicly-available information about enrolment where more than one moq
used. An excéption is the UK Passport Service enrolment trial for face, fingerprint and iris (May
but the iaiformation in this report needs to be treated with some caution, since the trial predatg
pf the ISO standardization activity and experience with large scale enrolments for biometric vi
pasSports.

should
(even if

ystems

engineering. For a biometric system, the system definition may entail some or'all of the followinl‘g,:
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In general, the quality of biometric data obtained from enrolments using mobile systems is like
inferior to that obtained in fixed systems where the environment can be controlled more consi
computer systems with more processing power can be deployed, etc. However, the use of a

design.
ly to be
stently,
mobile

enrolment terminal may be the only practical way of collecting biometric data when subjects are unable

or unwilling to travel to a dedicated facility. Further information is provided in Clause 10.
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9.2 Facial biometric systems

9.2.1 General

This Clause discusses recommendations for co-operative enrolment in a dedicated facility. It uses the
results of studies that were undertaken for the introduction of electronic passports and summarized
in ISO/IEC 19794-5:2011, as well as Australian and US studies that quantified the negative impact that
wearing glasses has on automated face recognition. Some of the advice is applicable to other situations,
where the subject is not necessarily co-operating or when the relying party is unable to control

enviropmental conditions and/or the behaviour of the subject.

9.2.2 |Environment

Further detailed information about enrolment of facial biometric images can be found /in-10.3. Fory
specifi¢ applications specific guidance might be available. One example is the ICAO (fR’on Portrait
Quality for passports and similar ID documents.

For subjects to be recognized using a facial biometric system in an application in which the environment
is contfolled and the subject co-operates in being recognized, images capfured at enrolment and
recognition should be as similar as is possible. More specifically, this meangthat:

9.2.3 |Pose and position

Although the emphasiSthds been on attaining similarity between enrolment and recognition conditions
many applications require that high quality images be captured with the subject posed in a standardised
mode (facing the-cdmera directly, with a neutral expression, evenly illuminated, etc.). In addition:
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The pose ofthe face should be similarin terms of roll, pitch, and yaw angles. Conventionally, enrolment
images are taken with a ‘full-frontal pose’ and the standard for‘passport photographs quotes 3
malximum rotation of no more than +8 ° from frontal in roll. R€search has shown that collecting 3
thilee-dimensional image may be beneficial if appropriate s¢ftware is used. Alternatively, a number]
of jmages taken at different angles may assist in successful comparison if suitable software is
avgilable keeping in mind that research has shown thattising a number of images taken at different
angles may reduce the false reject rate (FRR) it mayalso increase the false accept rate (FAR).

The illumination of the face should be similar, in-terms of angle, diffusion, etc. In typical enrolment
scgnarios, the recommendation is for an even\illumination with no visible shadows across the face.

Ey¢s should be open and visible in both cases, since most algorithms use the centres of the eyes in
phetographs to reference the face.

The expression in each image should be similar (e.g. if the expression in the enrolment image is
netitral, it will be more difficult'to compare it successfully using biometric software to a smiling
facjal image).

The faceshould be uncovered with the subject not wearing headgear such as caps.

Hajrshould not obscure the main part of the face.

If the Enrolment Authority permits glasses during enrolment of facial biometric images and the
subjects normally wear glasses, there should be no reflections of flash or lamps visible on the
glasses. It is suggested that if the subject wears glasses, they may be asked to remove the glasses
for the enrolment, if this doesn't prevent them from following visual instructions. Research has
shown that this has negligible effect on the recognition while enrolling a subject wearing glasses
may create similarity to other people wearing the same glasses, resulting in increased false accept
rate (FAR).

If the Enrolment Authority does not permit glasses during enrolment of facial biometric images, the
subject should remove their glasses during the enrolment process. The subject should be informed
that glasses have negative impact on the recognition in the intended application.
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A high resolution image should be captured — with the resolution often expressed in terms of the
numbers of pixels between the eyes with a figure of 90 pixels offering good matching performance
in studies supporting this requirement within ISO/IEC 19794-5. Guidelines for best practice from
the Facial Identification Scientific Working Group (FISWG) recommend that cameras should be four
megapixels or above of effective resolution, with the camera mounted for portrait mode capture.

The camera should be positioned at the same height as the subject’s eyes and positioned about two

meters from the subject.

— Thebackground of the enrolmentimage should be such that the face and hair is easily distingy
from it. Ideally there should be no shadows on the background surface and a uniform light
with a plain smooth surface is recommended for certain applications.

— The camera settings for the images to be captured should be an industry a€eéptable form
as JPEG, and the highest possible quality setting should be used to minimjzge irhage quality |
distorting factors such as image artefacts. The camera’s digital zoom shoéuld not be used.

— Colour-balanced techniques should be used to avoid unnatural colotrs:

0.2.4 Ethnicity
Human facial images can provide demographic information, sueh as ethnicity, age, and gender.

Humans are generally found to be better at recognizingdfacés of individuals with similar demo
factors, e.g. ethnicity/race, age and gender. Machinealgorithms will develop recognition ten
similar to human visual system.

[mages that are used to develop or train the facial recognition algorithms and systems should r¢
hs much as possible the operational conditiets under which the system will perform in term
characteristics of the individuals in the images (ethnicity, race, gender, age, etc.) and the cor
under which the images were captured fillumination, pose, etc.).

and computers. If humans are uséd\to deal with the exceptions, then these individuals should be
and have a high level of expertise and competence in the additional verification and identificatiq
that may be required to establish identity.

0.2.5 Improvements

Lo be recognizédin a simulation of the application that the relying party intends to use. This fam
the subject with the context of application and provides a measure of confidence that the enj
has beencdrried out successfully. It allows for an on-the-spot re-enrolment if the simulation in
problems 'with collection and/or encoding of the facial image. Ideally, the simulation should be
putdn@ different environment, and not directly after the enrolment.

ishable
colour

at such
pss and

braphic
dencies

eplicate
5 of the
ditions

Consideration should also be given to,hiow the various parts of the task are distributed between humans

trained
n tasks

Towards the end-ofithe enrolment session, it is recommended that the subject is offered the oppollrtunity
i

iarises
olment
dicates
carried

Icalhalityr ctuidine can Affar tncight 1ntn sy avgamaante that ~a 1vnenun tha narforaanen of
SaBhty—StHee S—Cai—oHe I Sigat e HRprovementstRat— CaiHRprovetae-Pperormaiee -6+

a facial

biometric enrolment, improvements that can be made without imposing additional tasks on attendants
or making changes in the environment. A NIST study on improvements in the collection of images at the
US-VISIT primary line showed that all participants would be imaged correctly if five interventions were

introduced:

— The cameras were changed from a webcam (unfamiliar to some travellers at immigration) to
as a traditional camera;

appear

— The camera should click as the picture was taken to provide feedback that the process had been

completed;

— The camera should be positioned in portrait mode;
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— The attendant should face towards the subject (and the monitor) when adjusting the camera
position;

— Indicate to the subject where to stand (e.g. by placing images of footprints on the floor in front of the
camera).

9.2.6 Glasses

Studies have quantified the negative impact that wearing glasses has on both automated and human
U aCTa [CCORTIITIOT % CII1S. [11dE2€ witiT P C qTT A OTIIT C [1C andidate i WIICI

subjectls are wearing glasses. Some Enrolment Authorities do not permit glasses to be worn during

iometric images and the subject normally wears glasses, the glasses should not be thick framed
glasses| allowing a clear view of the eyes. There should be no light reflections on the glasses!

Australian and U.S. studies quantified the negative impact that wearing glasses has on‘automated facq
recognition and found the following:

— Glgsses are detrimental to automated face recognition. The Australian study.also found that therg
wals a negative effect of wearing glasses on human-operated face recognition.

— WHen a subject wears glasses in one image, but not in another imagepthere is an elevated Type I
error rate (that the subject will not be identified).

— WHen a subject wears glasses and the images in the database contain subjects with glasses, the rate
of false matches (Type Il error) to others is elevated.

— Pr¢sence of glasses increases similarity scores in imposter comparisons.
— Impges with glasses dominate candidate lists when.probes are wearing glasses.

— Imposter retrievals from the database exhibit.higher levels of facial similarities when subjects are
nof wearing glasses.

— Glgsses can occlude facial features andinterfere with eye location.

— Glgsses can be detected automatically with reasonable accuracy.
9.3 Hingerprint biometric systems

9.3.1 |General
Four ti¢rs of fingerprintenrolment have been discussed:

— A fpll tenpringget of rolled and plain (alternatively known as flat or slap) prints from both hands —
generally used only in law enforcement applications;

— A setofiplain tenprints — for other government and public sector applications;

— Capture ofimages from a smaller number of fingerprints, with one or (preferably two, for resilience)
flat prints — in general for commercial applications or where small closed user group identification
is required;

— Self-enrolment, e.g. by using a swipe sensor on a laptop or Smartphone.

The requirements for a successful enrolment in each of these use cases will depend to a great extent on
the application. There will be trade-offs, such as those between high accuracy, low cost, and high speed
throughput, so that an optimization of all three parameters for the specific context of operation will
require careful planning.
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Self-enrolment in an unattended environment is not recommended at present, except for sit
where the security aspect of an implementation is secondary to convenience in operation.

uations

ause 10

Further detailed information about enrolment of fingerprint biometric images can be found in Cl
which relates to their enrolment in mobile systems.

9.3.2 Fingerprint capture considerations

ngh quahty flngerprmt systems generally enrol on optlcal scanners, for whlch there seem

cloth or paper towel. A number of strategies have been suggested for flngers that are too dry
the subject to breathe on the finger(s), sliding it across the forehead (or the side of the npse) to
traces of oil, or applying a surface dab of a skin-moisture lotion have all been used.

0.3.3 Single finger systems

Based upon experience gained from tests on 1 100 people in the autumn{of 2006, and usin
different sensors, Bausinger and Seidell24] developed the enrolment procedures for fingerp
German e-Passports. This example of a procedure which may be implemented differently i
countries consisted of the following:

— The standard process is the enrolment of two fingers, one from.the right and one from the le

[t is up to the officer to decide if a finger is suited for,enrolment or not.

— Attempts at enrolment follow a pre-defined order, starting with the index finger, then thumb
finger, and finally the ring finger (designations are conventional). In the study, 89 % of both ri

for 2,8 % of subjects.

switch to the other hand is offered:

— From each fingerprint, three separate images are captured (by placing the finger three time
scanner).

— For each image, the'quality score is calculated.
— The system compares the three images against each other to avoid substitutions.
— The bestimage, according to comparison score, is selected for storage.

Quality dssurance software is used in the following way:

LLLLLL

— «The software has to model the control flow so that the fingers are taken in the correct ordef;

s to be
with a
asking
pick up

c three
Fints in
h other

ft hand.

— Fingers that are not available (e.g. due to injuries or disability) are not part of the standard process.

middle
ght and

left index fingers were enrolled, with the rightthumb enrolled for 2,5 % and the left thumb gnrolled

— A process is mandated, requiring the-subject to try two fingers of one hand before the option to

— From each hand, the best fingeris selected for storage (according to the quality scoring method).

5 on the

— There is always a series of three enrolled images per finger;

— The image with the best Bozorth3 reference comparison score average is chosen, rather than
on NFIQ, since experience shows that the NFIQ values of fingers taken in succession are very
The first image was used for 21 % of fingerprint captures, whereas nearly 48 % of stored
came from the final of the three images for a single finger.

relying
similar.
images

In order to reduce the subject’s fears about the transmission of diseases and to improve the experience,
fingerprint sensors should be regularly cleaned and disinfected. The image capture quality should also
improve with regular cleaning. Enquiries should be made of the suppliers with regard to any religious
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connotations of using alcohol based cleaning solutions and whether any components contain materials
known or suspected of causing allergies.

Although it is generally recommended that full size optical and semiconductor sensors are deployed,
there are applications for which ‘swipe sensors’ such as those found on certain laptop computers can
be specified. Initial guidance on specification of these devices is to be found in the NIST biometric
specification for Personal Identity Verification[13].

9.3.4 Tenprint systems

Tenprifgt systems are mostly designed for large scale identification applications, often with pdeX
duplication functionality at the Identity Provider’s data centre to ensure that a database of-single
identities is maintained. ISO/IEC TS 20027[23] should be considered for tenprint systems. dt should
be conpidered that several sets of tenprints may be retained against a single individual’s identity
for operational reasons. In such cases, it is important to reduce the failure to enrol rate(FTER) to 4
minimum through:

— Opfimised fingerprint capture hardware and environment (e.g. positioning of devices as mentioned
abgve, cleaning contact surfaces in accordance with the suppliers schedule);

— Auto-capturing software which collectsimages of the fingerprints on anautomated cycle, performing
quality checks at each capture, and retaining the best images (either/singly, if segmentation and
sequencing software is reliable — or otherwise as a single image);

— Us¢ of trained attendants who can address problems as they drise, share their experience in quality
improvement circles and are motivated to obtain the best.images;

— Upgrades to the system as improved quality analysis software, hardware, etc. are introduced.

The FTER (and associated operating parameters, such as total biometric collection time, quality
measufes) should be monitored at a number of leyels of granularity, from the global statistics for all
enrolmeent stations, to a specific enrolment unit.@perated during a specific shift of an attendant. It ig
important that these parameters are tracked.oVer time, taking corrective actions in accordance with 3
predefined policy once critical parameters drift out of permitted bands.

The ro¢t cause analysis of problem aréas'is helped immeasurably if more detailed data are available
relating distributions of quality scores to specific age and ethnic groupings, analysed by gender
and quality scores from previgus:enrolments (if available). NFIQ/NFIQ 2.0 or quality data from
proprigqtary quality software nray-be considered. Attendants may be encouraged to note any untoward
circumptances in a free text\file which can be collected as part of the metadata for the enrolment
session|

In thesp systems, alternative biometric modalities may be collected, and tracking the KPIs related to
these modalities (e'g~FTER, throughput time, quality scores) may support the root cause analysis of
problems with tenprint collection.

9.4 Vascular (vein) authentication systems

9.4.1 General

Vascular authentication uses the blood vessel patterns of the vein in the subcutaneous tissue of the
human body to discriminate between individuals. Vein patterns are read using near-infrared light.
When a hypodermic vein is illuminated with near-infrared light, the reduced haemoglobin contained
in the vein absorbs near-infrared light and the hypodermic vein creates a shadow on an image. Using
image processing technology, the shadow pattern of the venous blood is processed from the captured
image. The resulting patterns are used in biometric comparison, referencing features such as flow
directions and bifurcations, or using the patterns themselves. In practice, veins in the hand, such as
that those in a palm, the back of a hand, or a finger, are used for authentication because such these are
easy to capture by a sensor.
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9.4.2 Palm vein technology

Palm vein authentication systems generally use optical palm vein sensors for capture of the image
pattern. Palm vein authentication is used normally without a cradle for the hand. However, especially
for those who are not familiar with this modality, a cradle for the hand may be offered. If a cradle for the
hand is used in enrolment, the cradle should be appropriately positioned so that it does not obstruct the
imaging of the palm by the sensor. Guidance from the GUI or audio prompts is the most effective way to
provide support for subjects in placing their hands correctly.
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enrolled. Quality check algorithms and/or a verification test after enrolment should be useg in the
enrolment process. The following should be considered when placing the hand on the sensox;

— Open the fingers lightly and position the hand over the sensor.

— Keep the hand horizontal over the sensor in the same way that you would when resting yojyir hand
on the surface of a desk.

— When viewing your hand from directly above, position it over the sensor, such that the middlg finger
is aligned with the central axis of the sensor and the hand is straight:

— Try to keep the distance between palm and the sensor surface atan appropriate distance. Be|careful
not to bring the palm too close to the sensor surface.

— The recognition accuracy of the system is affected considerably by the quality of the enrolled
palm vein pattern data. If the quality of enrolled datajis'not sufficient, there may be repeatg¢d false
rejections even if the hand is positioned correctly forwverification.

— The pattern of veins in the palm may not be enrolled correctly, and the recognition accuracly of the
system may be impaired if:

a) An adhesive or other type of bandageis applied to, or wrapped around, the palm;
b) The palm is soiled, wet or injuréd.

— If problems are encountered when using the device on cold mornings, performance can be improved
by warming the hands by for example, rubbing them together.

— Subjects should take care that their sleeves do not obscure any part of the palm.

0.4.3 Finger vein technology

Enrolment devices'should be installed at a height between one’s chest and waist, so as to improye their
usability. Finger)vein patterns of the frontal side (fingerprint side) of a finger are enrolled. Bipmetric
references frdm the veins of two or more fingers are enrolled to make at least one finger available for
huthentication should one be unavailable due to physical injury.

At entolment, subjects can select fingers from both hands for enrolment. Index fingers, middle|fingers
and ring fingers are recommended for enrolment because these fingers can be positioned on the device
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Attended enrolment is essential to optimize the capture process and to enrol high quality references.
Some subjects may place a fingertip on the image capture sensor in the belief that the device is a
fingerprint sensor.

For each finger, more than three finger vein images are captured, with a quality assessment performed
for each image, and repeating the transaction if the quality threshold has not been reached. Features
are extracted from the images as candidates for inclusion in a biometric reference with features of the
highest quality being selected.

Verification is recommended after enrolment to confirm that the reference is of an adequate and
repeatable quality.
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9.5 Iris biometric systems

ISO/IEC 29794-6:2015 defines iris image quality components and specifies the measurements, as well
as acceptable values/thresholds, for each. Iris images, iris image quality records, and iris cameras
should meet their respective requirements as outlined in the conformance clause of that document.

The first of several iris exchange (IREX) evaluations found that “iris recognition accuracy is highly
dependent on the quality of the iris samples”[19]. IREX V provides guidance material for the proper
collection and handling of iris images that comprises a poster[20], a final reportl[21], and a collection
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operatgrs to follow to ensure that the images they collect are good quality.

For a high quality iris image collection, the poster demonstrates

— Eyés wide open,

— Irig centred and fully visible,

— Eyéslooking at camera,

— Sharp, in focus,

— Feyv reflections or specular highlights, and

— Correct left and right labels.

For a low quality iris image collection, the poster demonstrates

— Oc¢lusion of the iris — ask the subject to open their eyésswide,

— Eyeglasses — ask the subject to remove eyewear,

— Irig absent — align the camera with the eyes,

— Fog¢us and motion blur — hold the camera:still and at the proper distance from the subject,
— Bagkground reflections on the iris —avoid bright scenes in front of the subject,

— Uppide down iris image — align.the camera properly with the subject,

— Improper gaze angle — ask-the subject to look directly at the camera or fixation point,

— Irig close to the edge of the'image — align the camera axis with the eye(s),

— Rotation — align the’camera with the subject,

— Exgessive dilation — increase ambient light and /or wait for drugs to wear off,

— Ungven illunrination and/or low contrast — verify illumination is uncovered and working, and

— Patterned or coloured contact lens — ask the subject to remove the patterned contact lens or do not

acduwiretheiris image
o

The final report provides comprehensive recommendations for avoiding the collection of poor quality
iris images. It decomposes common iris capture problems into three categories: those caused by the
camera operator, those cause by subject behaviour, and those attributable to the iris camera. Examples
of each problem detail the effect it has on the iris image, as well as how to mitigate each problem for
capture of a high quality iris image. The summaries of recommendations are:

— Captureenvironment: Ideally,ambientlighting is diffuse and reflective of typical daytime conditions.
If the iris camera does not block ambient sources of illumination, neither the subject nor the camera
operator should be facing bright sources of light, such as the sun. Ensure all LEDs are emitting light.
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— Prior to capture: Ensure the subjects have their eyeglasses or patterned contact lenses re

moved.

Instruct the subjects to remain still and to face, and look at, the camera. The subjects may use their

fingers to open their eyes wider if necessary.

— During capture: Ensure the camera is held still, is properly aligned with the subject’s face, and that

the operator’s fingers are not obscuring any part of the camera lens or illumination array.

— Postcapture: Ensure the irisis presentand centred in the image, is notblurry, and is well illuminated.
Ensure the upper-eyelid does not cross into the pupil and that the iris is not severely rotated (i.e. is

The collection of instructional slides for iris camera operators instructs readers to detect-th
common problems that can occur during iris image capture. Though many commercidl)jiris ¢

hre cases where recapturing of the images is necessary. When an enrolment officer\is‘present
cases, they can apply knowledge and judgment to the human review of iris imagesto-determine v

the poster, the instructional slides provide examples of high and low qualityiris images, with pa
emphasis and direction on how to mitigate issues that cause low quality,ikis images.

10 Mobile applications

10.1 Best practice guidelines

[n 2009, NIST published best practice recommendationsfor the use of biometric mobile identi
devices using fingerprint, face and iris modalities.\Such devices could be used for a nun
bovernment or private sector applications, butcsthe report focused on the needs of gove
prganisations in the law enforcement, defenceand homeland security sectors. Mobile systs
more challenging both for the device supplier.as well as attendants, since the units usually are p
hnd robust, the environment of operation isless controlled and the design of hardware, softw
enrolment processes has to take account of uncooperative subjects. Extensive experience hg
pained in the use of mobile biometric capture systems on the battlefield.

The recommendations include advice on systems for verification and identification. In this rep
most significant guidance for enrolment is extracted and re-ordered.

The modality (or combinations of modalities) to be used and the specifications for the
identification device depend on the requirements of the recognition system. The report classifig
nccording to three levels of risk to public safety (other systems, not related to use of biome|
support of public safety will have analogous risk profiles, and that in these cases, operators sho
hppropriate risk management practices to develop a categorization to suit their specific circums

e most
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Table 4 — Recommended biometric modalities for US government use in mobile contexts

Risk to Use case example Recommended capture of biometric features (facial
public images are used as supplementary to either of core
safety modalities)
Face Finger Iris
Severe Field enrolment into da- |Multiple views of |All 10 fingerprints |Both irises
tabases with applications |faces including enrolled. Fin-
where there is a high risk |full-face and three |gerprint sensors
of tossof fife orassets. To five profifes: Shioutd meet
Enrolment should achieve | Attempts should |EBTS Appendix F
an equivalent level of be made to control |requirements to
quality as if conducted in |backgrounds, support human
a controlled environment |expression and examiners making
using non-mobile devices |lighting where it is |a full 10-print
practical to do so. |comparison
Multiple instances of each biometric feature may-provide
additional search capabilities
Some applications may require multi-nipdal enrolment.
Moderate |Mobile booking; cite and |Ideal lighting 6+ Both left and
release when the viola- should be used; right irises
tion is not high enough otherwise irises
to ensure incarceration |or fingerprints
until arraignment with-  |should be used
out bail additionally
Mild The biometric enrolment 43 Both left and
is of sufficient quality to rightirises
allow later verifications
(e.g. e-citations)

An add
authen
modali

10.2 Hingerprint systems

The ob
that inj

attem};ts fail to yield a lower NFIQ value and the application requirements permit enrolling poor quality

finger
(prefer]

Recom
Th
fin
shg

itional recommendation is for attendants“making use of mobile hand-held devices to be
icated to the device using two factor authentication, one factor of which should be a biometrid

Y.

ective should be to obtajnm\high quality fingerprint images, with the standard recommending
ages with NFIQ values of"4 or 5 should not be used for enrolment unless multiple capture

ints. At an early stage during each enrolment the attendants should be provided with feedbacK
ably on the mobileydevice) to alert them to instances of poor quality images.

mendations.régarding the mobile devices include:

b area<of the sensitive surface should allow for the capture of a sufficient proportion of thg
berprint to allow for subsequent applications. For single finger images, the minimum sizg

uld be 12,7 mm wide by 16,5 mm height, although corresponding larger platen sizes up tq

20,
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gle finger readers should have an integrated finger guide to optimize finger placement, and of

sufficientlength to allow capture of both the core of the fingerprintand the first crease oflarge thumbs.

Optical fingerprint readers may have special coatings to improve the capture of dry fingers.

Optical systems may have replaceable contact surfaces to avoid replacement of the total unit.

Considerations for the software include:

— The minimum scanning resolution is set at 197 pixels per centimetre (500 pixels per inch), with
tolerances of 2 ppcm to 4 ppcm (5 ppi to 10 ppi) depending on the application.
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— The compression algorithm should be WSQ for the 197 ppcm (500 ppi) resolution with a maximum
compression ratio of 10:1.

— If the application requires a higher resolution scanner, then 394 ppcm (1 000 ppi) devices are
available, although for these the recommended compression algorithm is JPEG2000[18].

— For the least demanding applications, direct minutiae extraction using a certified minutiae
extraction algorithm is allowed. For all other uses, an image of the fingerprint should be transferred
to the application.

— Software should be developed, with a user interface to show the subjects of enrolmeny or the
attendants how to move fingers or hands to optimize the capture of good quality images, moving
them left/right, or up or down as necessary. A displayed image of the fingerprints may be df use in
some cases.

— Provision of a check on the quality of the image, using a combination of
a) Image size,

b) Measurements of light or dark parts of the image,

¢) Numbers of minutiae,

d) Location of the core, and

e) Image quality scores using NFIQ.

— Design forauto-capture of fingerprintimages, so that the on-board software can continually onitor
quality on each scan frame, collecting the image<once a quality threshold has been exceeded.

Determination of how many, and which fingers<to capture depends primarily on the requirements of
the recognition system, but factors to considetiinclude:

— Configurability of the device to cater.for different numbers of fingers, if the enrolment is und¢rtaken
for different authorities.

— If all ten fingers are not mandated, the default is to include both index and middle fingers |of both
hands, with an observationthat in future the middle fingers will be the default for twg finger
capture, since these offer'better matching than the traditionally used index fingers.

[n operation of these devices, the attendant should note:
— Some systems@denot work in full sunlight or under other intense sources of illumination;

— Any adviee)tregarding periodic cleaning of surfaces, using the correct cleaning method, while
avoiding¢ouching the platen unnecessarily;

— Where multiple instances of fingerprints have to be collected (e.g. if a single fingerprint r¢ader is
used to collect a number of images of fingertips) the attendant should pay particular attentjon that
the correct sequence is followed.

10.3 Facial image systems

Of the three modalities applied in a mobile setting, the enrolment of a good quality facial image, of
sufficiently good quality to give reliable results at a later time is by far the most challenging. Indeed,
it is not recommended as the primary biometric modality - used for automated comparison - in any of
the use cases in Table 4. Nevertheless, a well-captured facial image at enrolment can be of considerable
value in subsequent face comparison by human operators, who can contribute to the recognition system
with far less training than that required to visually match fingerprints.

The enrolment of images that are useful for both automated and human comparison at a later time
requires an integrated solution consisting of a well-designed camera and a user interface (possibly
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