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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies t

hat are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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[SO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintena
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria nee

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such

[ntroduction and/or on the ISO list of patent declarations received (See www.iso.org/patents).

constitute an endorsement.

For an explanation on the meaning of ISO specific térms and expressions related to con

Barriers to Trade (TBT), see the following URL: Foreword — Supplementary information.

The committee responsible for this document is*ISO/IEC JTC 1, Information technology, Subco
SC 37, Biometrics.

mittee,

nce are
ded for

the different types of document should be noted. This document was drafted inaceordance with the

subject
patent

rights. Details of any patent rights identified during the development\6f'the document will b¢ in the

Any trade name used in this document is information given for*the convenience of users and does not

formity

pssessment, as well as information about ISO’s adherence to the WTO principles in the Tegchnical

mmitee
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Introduction

One of the most important contributions to a successful biometric-based recognition system is a
consistent enrolment service that generates the biometric data required for subsequent recognition
of individuals. Subsequent verifications or identifications will be compared with the biometric
data collected at enrolment. If the quality of capture at enrolment is not maintained consistently,
the operators of a recognition system which depends on a good enrolment are likely to experience
unreliable performance. For those who are enrolled in a verification system, a poor quality enrolment
will reguttimrimconventenceshoutd-theyfaittoberecognized{Readersof this Teportshoutdmote-that
quality|has a specific meaning when applied to biometric systems; a high quality capture is one that
results|in biometric data that provides good match scores when compared with other high quality
images|from the same biometric feature.)

By analysing the requirements for a good enrolment from the perspectives of a range of stakeholders
it is pogsible to derive a set of principles to guide the development of a biometric enrolment policy and
the depjloyment of a service. Where enrolment is outsourced to a third party, it is extremely important
to be aple to measure quality metrics rather than quantity metrics, since the techhical and businesg
objectiyes of the two organisations (the Relying Party and the Enrolment Authority as defined in thig
document) may, in general, not be aligned.

Although the recommendations and guidelines in this report are directed in the main at the parties
respongible for the enrolment itself and for management of the enrolinent service (noting that thesq
two entities may be one and the same), they will also be of valueto the designers and developers of
enrolment systems.

vi © ISO/IEC 2015 - All rights reserved
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Guidance for biometric enrolment

1 Scope

This report consolidates information relating to successful, secure and usable implementation of

biometric enrolment processes, while indicating areas of uncertainty that organisations propg
use biometric technologies will need to address during procurement, design, deployment andop
Much of the information is generic to many types of application e.g. from national scale‘éom
and government applications, through to closed user group systems for in-house operations,

biometric technologies.

The report points out the differences in operation relating to specific types of application, e.g

on fixed location enrolments at a number of sites in an organization, where there is an atf
who supports the biometric applicant in effecting a successful enrelment, and where enrolm
mandatory requirement. In summary, this report consolidates information relating to better f
implementation of biometric enrolment capability in various business contexts including considg
pf legislation, policy, process, function (system) and technology:

The report provides guidance as to the collection and¢Sterage of biometric enrolment data 3
impact on dependent processes of verification and identification. This report will not aim to
material specific to forensic and law enforcement applications.

The recommendations contained in the report are not mandatory.

2 Terms and definitions

For the purposes of this document;-the terms and definitions given in ISO/IEC 2382-37 3
following apply.

2.1
biometric applicant
individual seeking to bé enrolled in a biometric enrolment database

2.2

designers and deyelopers

prganization-gr individuals responsible for the design, development, (and deployment, if applic
the enrolmerit system

2.3
duty officer
iridividual acting on behalf of either the enrolment authority or operator either present in the

sing to
bration.
mercial
and to

consumer applications where convenience rather than security is the primary driver for adoption of

where

Kelf-enrolment is more appropriate than attended operation. This report will focus in the main

endant
ent is a
ractice
rations

ind the
include

nd the

able) of

yicinity

of OTle oI MOT'e enrolMment Stations, or available on [ine or by telephone, trained to provide ad
guidance to an enrolment officer in case of difficulty

Note 1 to entry: The duty officer may also have a role in determining exception handling routines.

2.4
enrolment authority

ice and

organisation (or other entity) with legal and contractual responsibilities for the completion of

enrolment processes

© ISO/IEC 2015 - All rights reserved
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2.5

enrolment officer
agent of the operator responsible for the secure and effective enrolment service at one or more

enrolment points

2.6

identity provider

entity storing and managing the biometric data obtained directly or indirectly from the biometric
enrolment

2.7

operatpr

organization (or other entity) responsible for delivering the enrolment service on behalf of the

enrolmient authority

2.8

perfor
person
perforr

Note 1 {
as quar
achieve

29
person
individ
Note 1

native ]
enrolmg

2.10
relying
entity
biomet

211

specia
trained
to assiq
respect

2.12
vendol
entity j

mance manager
responsible for managing the enrolment service to ensure it meets its §pecified enrolment
nance criteria

o entry: This will typically include actions such as monitoring enrolment performance (quality as wel
tity metrics), applying corrective measures where necessary and reperting enrolment performance
ment to the enrolment authority.

al assistant
lal accompanying the biometric applicant at the enrolmerit session for one or more purposes

o entry: Such purposes might include: translation of gnstructions from the enrolment officer into the
anguage of the applicant; support for a disabled ‘applicant to enable the applicant to undertake an
nt successfully; to fulfil a legal requirement such as a parent present at the enrolment of a child.

F party
operating a biometrically-enabled-\application for which the enrolment process provideg
Fic references

ist support staff

attendant(s) present at the enrolment session on behalf of the enrolment authority or operator
t with the enrolment of-applicants with disabilities, or to fulfil service or legal requirements in
of gender, religious’observance, or age of the applicant

roviding hardware and/or software biometric functionality

3 Ab

breviated terms

KPI

NFIQ
SLA

Key Performance Indicator. A metric quantifying one or more aspects of the successful operation
of a process

NIST Fingerprint Image Quality

Service Level Agreement. An agreement between a service provider and a customer defining a
target level of service, mutual responsibilities of service provider and customer, together with
other requirements for the delivery of a service

© ISO/IEC 2015 - All rights reserved
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4 Role of Enrolment in a Biometric System

Given the variety of applications and technologies, it might seem difficult to draw any generalizations
about biometric systems. All such systems, however, have many elements in common. Captured
biometric samples are acquired from a subject by a sensor. The sensor output is sent to a processor
that extracts the distinctive but repeatable measures of the sample (the biometric features), discarding
all other components. The resulting features can be stored in the biometric enrolment database as a
biometric reference or (in this case) a biometric template. In other cases the sample itself (without
feature extraction) may be stored as the reference. A subsequent probe biometric sample can be
Compared to a Specilic reference, to many references or to all references already in the datapase to
determine if there is a match. A decision regarding the biometric claim is made based. upon the
similarities or dissimilarities between the features of the biometric probe and those of the'referjence or
references compared.

Data Capture Data Storage Comparison Decision
Subsystem Subsystem Subsystem Subsystem
: . Comparison, *
Blon&/eat,rr’g Enrolment £ _Refer ence : Score
——3 Database === J~=F Comparison - o
A \ =
Signal I ) Match? \
_ . Processing atch: .
Presentation Subsystem Cvandldate?
Reference-, rebe Matchy 7 i
Jf Reference Non_matchl Threshold Ifig?d’dafe

i . .
*Biometric
. Characteristics

e Verified? B
J Identified?
Re-capt T -~
e-capture Quality‘Control Decision |
Sensor Feature Extraction Polic
; y
Ségmentation |
Verification  Identification
Outcome Outcome

Biometric
Sample

sesesesesese Enrolment
Verification
== == == = ]|dentification

Figure 1 — Components of general biometric system

Figure 1 (whiclk’is functional in nature and has no implications for physical location) illustrdtes the
informatiof-flow within a general biometric system, showing a general biometric system consisting

correspondence with a physical or software entity.

The data capture subsystem collects an image or signal of a subject’s biometric characteristics that they
have presented to the biometric sensor, and outputs this image/signal as a captured biometric sample.

The transmission subsystem (not portrayed in the diagram and not always present or visibly present in
a biometric system) will transmit samples, features, probes and references between different subsystems.
The captured biometric sample may be compressed and/or encrypted before transmission, and
expanded and/or decrypted before use. A captured biometric sample may be altered in transmission
due to noise in the transmission channel as well as losses in the compression/expansion process. Data
may be transmitted using standard biometric data interchange formats, and cryptographic techniques

© ISO/IEC 2015 - All rights reserved 3
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may be used to protect the authenticity, integrity, and confidentiality of stored and transmitted
biometric data.

Signal processing may include processes such as:
— enhancement, i.e. improving the quality and clarity of the captured biometric sample,

— segmentation, i.e. locating the signal of the subject’s biometric characteristics within the captured
biometric sample,

— feafure extraction, i.e. deriving the subject’s repeatable and distinctive measures from the capture

e medium such as a smart card, locally such as on a personal computer or local server, or in 3
central|database.

In the fomparison subsystem, probes are:éompared against one or more references and comparison
scores pre passed to the decision subsystem. The comparison scores indicate the similarities of]
dissim:’ﬂarities between the featurestand reference/s compared. In some cases, the features may take thd
same form as the stored references For verification, a single specific claim of subject enrolment would
lead tola single comparison scdre. For identification, many or all references may be compared with thg
featuref, and output a compdrison score for each comparison.

The decision subsystem-ses the comparison scores generated from one or more attempts to providg
the decjision outcomefor a verification or identification transaction.

In the ¢ase of verification, the features are considered to match a compared reference when (assuming
that higher sceres correspond to greater similarity) the comparison score exceeds a specified threshold
A biomptric elaim can then be verified on the basis of the decision policy, which may allow or require
multiplle attempts.

In the case of identification, the enrolee reference is a potential candidate for the subject when (assuming
that higher scores correspond to greater similarity) the comparison score exceeds a specified threshold,
and/or when the comparison score is among the highest ranked values generated during comparisons
across the entire database. The decision policy may allow or require multiple attempts before making
an identification decision.

NOTE Conceptually, it is possible to treat multibiometric systems in the same manner as unibiometric
systems, by treating the combined captured biometric samples/references/scores as if they were a single
sample/reference/score and allowing the decision subsystem to operate score fusion or decision fusion as and if
appropriate. (See also ISO/IEC/TR 24722:2007.)

4 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=f9d5566619040d4cef4662f2b37d8b13

ISO/IEC TR 29196:2015(E)

The administration subsystem (not portrayed in the diagram) governs the overall policy, implementation
and usage of the biometric system, in accordance with the relevant legal, jurisdictional and societal
constraints and requirements. Illustrative examples include

providing feedback to the subject during and/or after data capture,
requesting additional information from the subject,

storing and formatting of the biometric references and/or biometric interchange data,

providing final arbitration on output from decision and/or scores,
setting threshold values,

setting biometric system acquisition settings,

controlling the operational environment and non-biometric data storage,
providing appropriate safeguards for subject privacy, and

interacting with the application that utilizes the biometric system.

The biometric system may or may not interface to an external application or system via an App
Programming Interface, a Hardware Interface or a Protocol Interface.

Enrolment typically involves

sample acquisition,

sample restoration or enhancement,
segmentation,

feature extraction,

quality checks (which may reject the sample/features as being unsuitable for creating a ref
and require acquisition.of-further samples),

reference creation (which may require features from multiple samples), possible conversio
biometric data intérchange format,

storage,
test verification or identification attempts to ensure that the resulting enrolment is usable,

allowing repeat enrolment attempts, should the initial enrolment be deemed unsatis
(dependent on the enrolment policy).

lication

[n enrolment, a transaction by a Biometric Capture Subjett is processed by the system in grder to
venerate and store an enrolment reference for that individual.

erence,

hinto a

and

factory

Iment.

Biometric Capture Subject can also be required to present additional data specific to the enr

This additional data might be a legal name, contact information, credentials, identity documents and the
like, although there are some biometric applications that may require no additional data whatsoever to
be collected at the time of enrolment beyond the biological and behavioural characteristics.

5

Stakeholders and approaches for enrolment

5.1 Enrolment Stakeholders

The successful operation of a biometric enrolment service depends on the co-operation of a large
number of stakeholders as listed in Table 1. (See also Figure 2 below showing that Enrolment Officers

© ISO/IEC 2015 - All rights reserved
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work on behalf of the Operator, which has a relationship with the Enrolment Authority; Personal
Assistants support the Biometric Capture Subject of the enrolment).Note that systems may be far
simpler than illustrated, for example, the Enrolment Authority may also be the Operator of the service,
as well as being the Relying Party in an enterprise access control system.

Enrolment
Authority
I

Operator

Enrolment Performance

Duity Officer
ty Officer Manager
Attendant
Relying
Party
Designers and
D¢velopers . .
P Biometric :
Auditor
Enrolment
Vendor
Regulator and
Governance
(Biometrie'Capture)
Subject or Enrolee

Personal

Assistant

Figure 2 — Stakeholders at Enrolment
Table 1 — Functional Description of Stakeholder roles
Stakeholder Function description
Enrolment Authority Responsibility for ensuring the quality of biometric enrol-

ment samples and other KPIs are in accordance with SLA
agreements or contractual requirements.

Instigating appropriate action if these fall outside the
agreed targets.

Ensuring compliance with legal requirements.

Ensuring that the cultural implications of operating an
enrolment service are taken into consideration.

6 © ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Operator

Organization delivering enrolment service on a day-to-
day basis.

Responsible to the Enrolment Authority for quality and
security of the enrolment service.

Taking remedial measures if KPIs, including quality and
performance metrics, fall outside the agreed targets.

Parformanca Managayx
T F Tee-rvraia

Monitarinathao narfaorimmanca oftho anvoliant car 7ice
MO e HREtRe-perrerahe O+ HeRt ¥ .

Proposing corrective actions.

Reporting back on the results of correctivelactions.

Enrolment Officer

Agent of the Operator responsible for the'secure ar{d effec-
tive enrolment service at one or metre‘enrolment points.

Ensures the day-to-day maintenance of equipment used
in enrolment.

Interfaces with the subjects/Applicants and provides any
relevant information to'them.

Enters any biographical/contextual data (although some
of these details may already be pre-populated).

Ensures that the quality of the enrolment feature cpllected
by the senSor/camera meets the enrolment standards
(usuallypthrough requesting the subject to re-enrpl if the
standard is not achieved).

Providing advice and support to the subject to a¢hieve a
high standard of enrolment.

Notes any exceptional circumstances.

Duty Officer Provide technical and/or operational advice and guid-
ance to an Enrolment Officer.
Attendant Assist the Enrolment Officer in obtaining the besfavaila-

ble quality biometric sample through following proce-
dures set for subjects with accessibility needs or ywho
have special requirements (in respect of age, gender,
religious observance, etc).

The Biometric Capture Subject / Biometric Enrollee,
hereafter termed subjéct and Enrollee respectively

Provide biometric sample to the system.

Personal Assistant

Provide support for the Applicant/Enrollee, e.g. ttansla-
tion of instructions from the Enrolment Officer, sipport
for a disabled Applicant or to fulfil a legal requirement

such as a parent present at the enrolment of a child.

Designers'and Developers

Designing the enrolment system as part of the enfolment
service using systems engineering principles wherever
possible.

Developing enrolment system, service and process.

Specifically developing an interaction protocol for
enrolee.

Specifically, developing the service for production and
distribution of any token used as storage for biometric
reference(s), or a pointer to where biometric reference(s)
is/are stored.

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Vendor Providing hardware and software.

Providing (either directly or through an agent) techni-
cal support e.g. for upgrades or rectification of faults, if
under contract to do so.

Regulators and other Governance Bodies Assuring the enrolment process is operated according to
laws, regulations, codes of practice, contracts, etc.

Audltor Audit enrolment pvnfnr‘r\]

Identity Provider Processing the biometric features into references,

performing any quality and de-duplication checks-and
storing references and images.

Relying Party Using the biometric data obtained from the enrolment
service in a biometric recognition service.as)part of a
business-oriented application.

5.2 Hnrolment Approaches

Enrolmlent for biometric services can take the form of many differing approaches depending upon
contex{, complexity, requirements of the Relying Party, etc.

— In-house or outsourced.

— Mulltiple or single location.
— Fixed, mobile or remote.

— Atflended, semi-attended (one enrolment officer overseeing a number of enrolments in parallel) oy
ungttended (e.g. self-enrolment).

— Mandatory, optional (opt-in), or unaware (e.g-for surveillance/tracking).
— Using a single modality or multiple biometric modalities.

— Despigned to provide enrolments for" either multiple applications or for a specific application
Enftolment is an expensive part of a biometric service thus in order to reduce costs enrolment
may at times be undertaken-for multiple Relying Parties, each with differing business, technical
andl functional requirements=-For example the enrolled facial image for a passport may be re-used
for|a driving licence application. Other enrolment processes may be required to be more specific
in flesign - e.g. access-€ontrol ‘Offline’ or ‘batch’ enrolment where the biometric sample capture
pracess is separate_from the enrolment stage, or an integrated credential proofing/acquisition
enfolment process,

— Dufation/complexity of the enrolment process, from a simple single modality process (against pre
asqigned identity), to a complex process consisting of checks on identity using breeder documents
followed¢by collection of features relating to multiple modalities and a verification check on the
effective operation of the collected features.

Based upon how the system is influenced by the above factors, there will be different requirements and
operational guidance.

1) Self-enrolment may be with the active participation of the subject, or can even be acquired with stand-off
systems not requiring direct interaction with the subject.

8 © ISO/IEC 2015 - All rights reserved
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6 Key Stakeholder perspectives

6.1 Summary of key observations

A reproducible biometric enrolment process is a prerequisite for the successful use of biometric
recognition in one or more applications at a subsequent time. A poor quality enrolment, e.g. one in
which the Biometric Applicant’s biometric features have not been collected in line with best practice,
will present difficulties when the reference derived from these features is compared with biometric
ata collected in the context of the application. (Biometric Applicant is termed Applicant hereafter.)
For instance, if a thumb is presented and registered in an enrolment for access control~gnd the
Biometric Capture Subject (hereafter termed subject) uses one of the index fingers as instructed by a
biometric verification unit at a door, the biometric comparison will fail. The subject will thergfore be
inconvenienced, in having to use an exception-handling process provided by the Operator of the access
control system.

Such problems are likely to occur more often when the Enrolment Authority fand/or operator)|for the
enrolment service is not the same as that managing the subsequent application that uses bipmetric
recognition (the Relying Party). In this case, the Enrolment Authority bears the costs of ensuring that
the quality of enrolments is maintained while the benefits of good qudlity enrolments accrug to the
Relying Party (or Parties). Rather than setting this cost/benefit pivgtat the interface between the two
prganizations, a better strategy is to move it to the enrolment.5S€rvice, incentivizing the Engfolment
Authority to deliver high quality enrolments. This will usually:entail clear and correct specification
pf metrics for the enrolment performance in any contpacts or agreements between these two
prganizations.

[n setting the requirements for an enrolment service,the Enrolment Authority should take acqount of
the requirements of the Relying Party as well as othéer'stakeholders as listed in Table 1 and repré¢sented
schematically in 5.1. (When these requirements-are not known in full, e.g. because the recdgnition
system of the Relying Party is still under development, designers of enrolment services should take
pppropriate measures to mitigate any risks)) The SLA between the Enrolment Authority gnd the
Operator of the enrolment service should\include KPIs that relate to the business objectiveg of the
Enrolment Authority as well as those:gfthe Relying Party. Requirements should include quantitative
performance measures capable of being tested either by the Enrolment Authority or by an independent
testing organization during the aceeptance phase of the project, as well as periodically afterwards.

The designers and developets of the enrolment system will use the requirements to source guitable
vendors of the biometric components, such as the hardware to collect biometric features, softyare to
process these features @and assess their quality, and - if required - verification software to check that
the enrolment has been completed satisfactorily.

The security of the*biometric enrolment process is also an essential aspect of its success. In preparing
for a robust process design, all stakeholders are responsible for addressing security requirements, from
the design efthe logical technical architecture to the functional components, as well as procedujres and
checks that'directly involve interaction with the Applicant and the Subject.

The Erirolment Authority’s designers and developers need to address these requirements, as ¢arly as
possible in the design, such as the ability to check the identity credentials presented by the Applicant
ard-takig TreasuTes to coumter spoofing attacksNote that catering tothe reeds of Appticants with
language difficulties and disabilities will also feature in the design but may impact on the security
procedures. These aspects of the enrolment process - and any requirements placed by regulators -
should be developed into training materials for Enrolment Officers, attendants, duty officers and the
Performance Manager.

After completion of the high level design, and prior to deployment, marketing and other awareness-
raising activities should be started, so that representatives of the Applicant population, mass media,
regulators and special interest groups have time to comment on the proposals for the enrolment service
and for changes in the details of the design of the system to be incorporated.
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The enrolment service should be piloted with a representative sample of the user population, both of
Applicants as well as Enrolment Officers. The Performance Manager should ensure that acceptance
testing has been carried out and that the provisions of the SLA with the designers and developers have
been met. Comments and observations collected from the users should be examined. If changes are
made to the system or procedures in the light of these tests and comments, a further round of testing
may be required.

At some time after the system is deployed, representatives of the Relying Party and the Enrolment
Authority should review the performance of the enrolment service, assessing whether the KPIs continue
to refl i i - i j

A systdm audit may be requested periodically to ensure that the enrolment service operates ifi\ling
with legal and business rules. Guidelines for the audit process should take account of the particular
characteristics of biometric systems.

6.2 eeting the requirements of Stakeholders

There gre numerous stakeholders in any biometric enrolment application, most-of whom will benefit
from al high quality, securely administered enrolment process with due regard for the needs and
expectations of the Applicants of the enrolment.

For eadh stakeholder described in 5.1, Table 1, there are specific reasons“why the enrolment service
should pe successful. This section describes some of the benefits for these stakeholders.

A strate¢gy for the design, development and deployment of a succeSsful biometric enrolment should takg
accounf of numerous issues in a structured manner. The approach favoured in this report is to itemisg
these igsues against the principal stakeholders who are impaeted by each issue. One way of examining
the bernjefits to a stakeholder is to consider the operation, of the enrolment service from a number of
standppints. Stakeholders will have different perspectives and not every stand point will be relevant to
every stakeholder:

— Appropriateness, Effectiveness and Efficiency;
— Convenience and Price;

— Lo¢k and Feel;

— Us4bility, Personalisation / Internationalization;
— Performance (Speed, Accuracy, etc);

— Opgprational and Enviranmental;

— Malintainability.and Support;

— Sequrity, Privdcy and Transparency;

— Cultural\and Political;

— Legal

6.2.1 Supporting the interests of the Subject

The enrolment subject should be presented with a clear and understandable enrolment process that
allows the subject to feel safe and alleviate any concerns.

The enrolment process should flow well and be able to handle any possible exceptions. Prior
identification of exceptional conditions (e.g. support for disabled persons) can be flagged in the
application process to allow for adjustments to be made in advance of enrolment.

It is important to ensure that the enrolment process be safe and provide a positive experience for the
subject in order to enhance acceptance of the system.
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The enrolment subject should have easy access to information about the accessibility, privacy, usability
and other consumer-relevant issues associated with the enrolment process and the biometric system
preferably in advance of attending the enrolment session.

A strategy for the design, development and deployment of a successful biometric enrolment should take
account of numerous issues in a structured manner. The approach favoured in this report is to itemise
these issues against the principal stakeholders who are impacted by each issue.

This section offers a discussion of those issues which affect the enrolment process from the perspective

fthao ‘AAhn]ir")nf (r\r cubjant) ar‘r‘rnccing thn prlnnlpal nbjnrtivns hctnd 3br\('1n and nthnr lnccnr SheS.
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On the matter of issues relating to personal privacy, data protection, health and safety andaceessibility,
the user of this report is referred to ISO/IEC 24714-1:2008.

6.2.2 Information provided to the Applicant

When considering the information to be provided to an applicant, several ibiportant considgrations
need to be acknowledged. In particular, applicants:

— should be notified about policies including, but not limited to, privacy,personal data protectjiion and
accessibility;

— should be notified about technical aspectsincluding, but not limited to, security and data encrjyption;

— should fully understand and consent to any non-repudiation ramifications to subject enrolef in the
system;

— may expect to be notified about a contact point fov)further information;

— where required, should be informed that‘they will need to produce documents that |can be
authenticated with the Issuing Authority to satisfy the Enrolment Officer of their claimed identify.

NOTE On occasion the Applicant may be-unaware of the fact that a biometric enrolment is taking place, e.g.
when submitting a photograph for a passport application. Advice should be sought as to whether a legal hotice is
required, or whether it would be prudent-to provide more information to the Applicant.

[nformation about the enrolment should be provided in a way that is accessible and comprehensible to
the Applicants. It may be useful to include the possibility of an FAQ, including information regarding
the purpose of enrolment.and the organization’s privacy policy. Information of various types will
be of relevance at different stages of the enrolment: before the enrolment, during the procg¢ss and
phfterwards. It may need to be changed as experience is gained so as to ensure that enrolmentg are an
pngoing success.

At enrolment,thére may be a need to provide specific information that help Applicants enrof in the
system mostéeffectively (e.g. whether they should stand or sit in a particular way, and whethgr there
will be wipés or tissues to clean surfaces and improve the quality of images).

Applicants should be given the opportunity to supply information that may impact on the quality of
enrolment, some of which they may regard as personal or confidential. Recording of such infoymation

and +thao o ciinc folen Ayt g Aol nt o0 o ool AfFl o T by ch ol b e d o n in
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secure manner.

6.2.3 Legal implications of the enrolment service

Any specific local provision relating to documentation in support of proof of identity and authentication
thereof, privacy, the protection of personal data, accessibility, security, etc should be identified and
incorporated during the requirements capture phase of the enrolment system lifecycle. The safeguarding
of enrolment data provided by the applicant in the enrolment system lifecycle is important, particularly
if enrolment data are to be shared between organisations.
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Therefore, requirements relating to access, use, disclosure and disposal of enrolment data should
be carefully considered. Different parties, such as commercial and government, may consider legal
implications differently and at times have conflicting requirements for addressing them. Governance
procedures may need to be implemented that may in turn place specific requirements on audit logs.

Implications of enrolment also need to be covered, e.g. if there are any non-repudiation ramifications to
Applicants enrolled in the system, these may need to be fully explained, understood and consented to
by biometric enrolees (hereafter termed enrolees).

6.2.4 [Issues related to inclusivity

In ord¢r to obtain optimal quality biometric data during the enrolment phase, it is particularly
important to ensure that inclusivity issues are addressed. In many cases, it will be more effective tg
devote|additional resources and time at Enrolment with specialized equipment, staff and) training
for the|Applicant. Also to avoid difficulties for the subject in attending and completing an enrolment
information should be provided regarding any accessibility conditions which might result in poor
quality|loutcomes.

Provisipn will need to be made for personal assistants (and assistant animfals) accompanying the
Applicqnt to the enrolment facility.

Note that the enrolment process may reveal hitherto unrecognized“conditions that may requirg
sensitiye handling by the attendants.

6.2.5 | Usability

Enrolment systems should be designed for usability. ISO 9241-11:1998 and ISO 9241-210:2010 define
usability as “the effectiveness, efficiency, and satisfactio,with which the intended users can achievg
their tasks in the intended context of product use.”

A guidg to methods of assessing the usability of biofetric systems is available that covers effectiveness
efficierfcy and user satisfaction. (See Bibilography:)

6.2.6 |Usability aspects — Effectiveness

In genefral, the enrolment system should attempt to obtain a biometric reference of the best quality fory
the target application, consistent with constraints of time allowed for enrolment, costs of arranging the
enrolmient and availability of equipment and attendants.

Quality] is one of the aspects._of effectiveness. This term does not necessarily relate to an aesthetically
pleasing captured image."\Fet example, if the system is required to ensure that a person is enrolled only
once, a fhigh quality capture is one that enables the matching system to other entries on the database tg
be carrjed out with the'maximum confidence in identifying correct matches. Quality has many additional
dimensdions such-as’consistency of presentation, sufficient distinguishing elements in the image, etc.

6.2.7 |Usability aspects — Efficiency
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6.2.8 Usability aspects — Satisfaction with the enrolment process

This dimension relates to user attitudes, perceptions, feelings and opinions regarding the system, and
includes aspects such as

— whether the Applicants are intimidated in any way by the equipment or process;
— the quality of the information and support to Applicants; and

— the extent to which the user interface is designed to avoid user discomfort and frustration;
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— the presence of an attendant or not (if the enrolment is manual), noting that the demeanour and
helpfulness of the attendant is important.

Questionnaires, focus groups, etc. can be used to measure satisfaction levels, with the aim of maintaining
and improving the user experience.

6.2.9 Supporting the interests of the Enrolment Authority

For the Enrolment Authority, its principal objective is ensuring the collection of a representation of the
fometric features of a quatified imdividuat to fulfit the TequiTements of the Retying Party sappjication
using biometrics. In helping to achieve its objective, the authority should develop an enrolment’policy.

Note that the Enrolment Authority that enrols the Applicant and the Relying Party thatlopergtes the
biometric-enabled application may be different organizations. The Enrolment Authority’can haye legal
duties and obligations (e.g. in relation to provision for people with accessibility negds) of which it will
need to make the Operator aware, and ensure that the Operator is in compliance. For example, the
Enrolment Authority could define the specific duties of the attendant and spécial assistant and their
role in obtaining a good enrolment as part of an inclusive design. Considerations for the Enfolment
Authority include:

p) Collection of the biometric samples that give (after further processing by an Identity Provider
responsible for storage and matching of the samples) the best possible set (under the circumstances)
of biometric references for subsequent verification and identification processes. Such prpcesses
may include checks for duplicate enrolments.

b) The establishment and monitoring of the characteristics of success for the end-to-end system.

c) An enrolment process should reduce the cost ofithe end-to-end system (which covers enrplment,
database, and the application operated by thé’Relying Party), especially for large scale systems,
since enrolment costs are likely to be a significant component for such deployments.

6.2.10 Establishing the legal framework for enrolment

The Enrolment Authority should, at\an early stage of system design, establish the legal and ¢ultural
implications, which include privacy-and data protection, compliance with codes of conduct, lodal laws
and by-laws, etc. Laws and regulations relating to these aspects may be both national and regional.

Where appropriate, if the Efitoelment Authority cannot be satisfied as to the claimed identity of the applicant
then services made available on the basis of enrolment may be withheld or otherwise constrained

The Enrolment Authority should determine what auditing functions are required. Relevan{ terms
pf reference will-nieed to be developed, together with frequency of audit and relationship tp other
povernance activities.

[mplications of enrolment also need to be covered, e.g. if there are any non-repudiation ramifications
to people’enrolled in the system, these need to be legally justified and enforceable, and prpcesses
develeped to ensure that they are fully explained, understood and consented to by enrolees.

Aleo thara saavy ha lagal iccning cyyppaiinding captain
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r-ethrielty, age,
disability, culture and religion, legal competence etc.

In many jurisdictions, procurements officials and operators need to be aware of laws and regulations
relating to inclusivity; capture of the relevant requirements at an early stage in the process is likely to
lead to cost-effective solutions.

The Enrolment Authority (with the help of the auditors) should keep the legal framework under periodic
review, since as experience with deployment and operation of biometric applications grows, it is likely
that new laws, regulations, and codes of practice will be introduced (or existing ones redrafted) and
judicial decisions may affect the operation of services.
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6.2.11 Independent review of the operation of the Service

The Enrolment Authority may request an independent review of the delivery and operation of the
enrolment service, both of its security and the biometric performance - either with a test group of
enrolees before the start of the operation of the service, or during its operation using a representative
sample of Applicants. Assessment, testing and reporting the results of such tests for a biometric
enrolment service requires specialized knowledge and experience. Only those organisations that can
demonstrate their credentials in these areas ought to be considered. Testing should be undertaken
against relevant national and ISO standards (such as those in the series of standards in the various
C197957:

6.2.12 | Metrics of a successful biometric enrolment

Enrolmient is normally a prerequisite to operational use of a biometric system. The quality of efirolments
will affgct the performance and usability of the operational system. The applicant experienceat enrolment
is likely to affect an applicant’s perception of the operational system and of the organization operating
the system, which may also have a knock-on effect on the performance of the operatienal system.

The enfrolment process/service will cost money, time and possibly other reseurces. Measures tq
enrolment quality or applicant experience will probably have a cost/time implication for the
nt service. Therefore there will be a need to establish an optimum balance between the cost of
the enrplment service and the performance and usability of the operational system.

In orddr to improve the quality of enrolment, it is vital to have a€cess to data which can be used tg
monitof the various components of the service, both to ensure that the service is operating to initially
developed performance levels, as well as helping to improve the service through addressing thg
most significant elements of the cost/benefit trade-off. This.requires that the design of the biometrid
enrolmeent service allows for the right metrics to be collected (and analysed regularly at various levelg
of granplarity).

The peyformance parameters divide into two broadiecategories:

a) Parameters that relate to the performanee-of the enrolment service, e.g. failures to enrol, invalid
enfolments, denied enrolments. These are the enrolment failure parameters.

b) Parameters that affect the performance of the Relying Party’s operational system using thd
enfolments from the enrolment.service, e.g. FMR, FNMR. FTA. These are (largely) the enrolment
quality-dependent parameters,

The twp categories are distinct but interrelated and can be in conflict, e.g. a reduction in the FTE rats
might lead to an increasé-ifr the FNMR. The possibility of conflict may create tension between the
enrolment service and the‘operations of the Relying Party (or Parties) which is likely to be amplified in
cases Where these aréprovided by different organisations.

This seftion of the feport provides a framework for a more detailed analysis of poor quality enrolments
A clasqdificatien~of failure modes enrolment is suggested in 6.2.13 based upon the definitions in
ISO/IEC 2382-37 provides definitions which relate to the enrolment process. Examples of common
causes pfenrolment failure are examined against this classification in 6.2.14.

In order to provide the data for such analysis, a requirements capture exercise needs to be undertaken
before the design of the Enrolment service which will include the following (some of which need data
collated from Relying Parties under an SLA):

— Performance statistics from the Relying Party operating a service that is dependent on a successful
enrolment of Applicants, with a breakdown to help identify the impact of any variations in quality
of the enrolment service

— User satisfaction statistics, for example, extracted from analysis of questionnaires, numbers of
complaints from enrolees or assessment from media reports. Identity proofing failure rates with
a breakdown into rates where the Enrolment Authority detected suspicious (or proven) fraud,
where it was unable to confirm identity to a sufficient (predetermined) level of confidence, and
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where subsequent evidence of inaccuracy or fraud came to light. Failure to Enrol rates, analysed
by demographic group, enrolment centre, time of day, the type of resolution procedure that was
applied and the results of such actions

time of day, etc

Table 2 — Classification of failures encountered in enrolment processes

Statistical measures relating the duration of biometric enrolment (e.g. mean time from stat
process through to successful conclusion, maximum response times from a central datal
a check for duplicate enrolments is made) Note that terms need to be defined cleatly, e.
time’ may refer to the earliest recorded interaction between the biometric capturédevice

Applicant, or it may be the instantiation by the Enrolment Officer of the prodess. Timing
individual segments of the enrolment process may be recorded, for example;)se that that th
time’ between individual transactions can be treated in accordance with @jpredetermined f

Proportion of enrolments that fail the verification test (for services where these are implen]
Transaction logging of appropriate granularity

Auditing support consistent with a set of established requirements.

6.2.13 Failure to Enrol and related failure rates

A classification of failures encountered in enrolment processes is provided as an aid to the
and development of the Enrolment Services. Baséd“upon the definitions in ISO/IEC 2382-
classification (which is not part of the standard)vill enable enrolment service designers to
their own tabulation of failure types from Table*2 and Table 3 in preparation for definitions

performance metrics. (‘Notes’ in the table refer'to notes appended to the respective definition o
in the standard)

Distributions of image and enrolment quality, analysed by demographic group, enrolment centre,

Number of retries required and whether or not an operator override (e.g. of quality threshold) was
used
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Class Failure mode Definition Comment
1 Anineligible person isdenied | Not considered as a failure | NOTE as part of the definition of Failure tp Enrol.
service and hencelddes not|to enrol .
Such a person may become eligible for enfolment
commence an eprolment ;
at a later time.
process
Grounds for ineligibility should be detgrmined
prior to commencement of the enrolmentgervice.
2 Excludéd biometric enrol-|Transactions that failed to| NOTE 2 in definition of FTE
ment transactions complete for non-biometric
reasons
3 Failure to capture Failure of the biometric|A blank or empty sample represents a fdilure to
capture process to pro-|capture, even if the failure is not discovered until
duce-a-captured-biometrictthe-biometricacquisitionprocess—NOTE 2)

sample

A captured biometric sample contains a signal
from a biometric characteristic, but it might not be
the biometric characteristic of interest. (NOTE 2)

A captured biometric sample might not be suitable

for future processing. (NOTE 1)
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Table 2 (continued)

Class Failure mode Definition Comment

4 Failure to acquire Failure to accept for sub-|Failure to acquire occurs if the captured data
sequent comparison the|does not meet system policy requirements for
output of a data capture |processing.

rocess . . .
P Failure to acquire can only occur if there has been

a successful data capture event. Otherwise the
event is a failure to capture. (NOTE 1)

Possible causes of failure to acquire include poos
biometric sample quality, algorithmic deficiencies
and biometric characteristics outside the|range
of the system.(NOTE 2)

5 Failure to enrol Failure to create and store | The failure to enrol rate (FTE) is defined as pro-
abiometricenrolment data | portion of a specified set of biomeétric enrolment
record for an eligible Biom- | transactions that resulted in{a-failure to enrol.
etric Capture Subject, in
accordance with a biome-
tric enrolment policy

Excluded are those trapsactions that failed to
complete for non-biomietric reasons (NOTE 2 in
FTE definition)

Since the measurg’is based on the number of
transactions, the'FTE may resultin a higher value
than if it were’based on the number of Biometric
Capture-SUbjects.(NOTE 1 in FTE definition)

Note‘the need to distinguish enrolment trans-
actions (includes the checking of credentials,
acCeptance for biometric enrolment as well as the
biometric enrolment transaction) from biometric
enrolment transactions

In defining contractual terms with the Operator, the' Enrolment Authority should take account of thesq
definitions, referring to the Standard. If, after analysis of their requirements, the Authority decides that
these dgfinitions do not apply, the contract (and any SLA policies) should make explicit reference to thig
fact anfprovide new definitions, and amendaccordingly any definitions in the requirements for testing

The Authority should note that the Standard does not define the following terms:
— bigmetric enrolment policy;
— (bipmetric enrolment) transaction.

When feviewing the Failure to Enrol rates, the Enrolment Authority (and or Operator) should adopt 3
systemptic approach; neting sources of data and common classes of failure.

6.2.14 | Analysis.of enrolment failures

The Authotity may require a detailed analysis of failed enrolment transactions from the Operator, for
examplie'as part of a root cause analysis into changes in the FTE from certain enrolment locations. The
capability to undertake such an analysis will depend on the availability of relevant data. Sources of data
can be categorised as:

a) Datathatis available from records of enrolment transactions, e.g. the proportion of applicants who
have enrolled successfully.

b) Data that can be collected when the Authority or the Operator determines the need for an analysis
of arepresentative set of enrolments but which would not be collected under normal circumstances.
For example, the number of biometric enrolment transactions required for each enrolment may not
be collected routinely, but a request can be made of attendants/Enrolment Officers to collect this
data manually.
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c) Datathatcannotbe collected (without change to the enrolment software) when the Authority or the
Operator determines the need for an analysis of a representative set of enrolments, but which can
be subsequently derived from data accessible to the authority. For example, few, if any, enrolment
systems would be able to account for the reasons for NFIQ scoring of the quality of a fingerprint
image. Assignment of an NFIQ score is the results of applying a software algorithm to various
aspects of the image. A major contribution to the assignment of this quality score is the number
of minutiae detected in the image, together with the numbers with specified levels of ‘minutiae
quality’. It might be that the total number of minutiae in an image is of possible relevance, in which
case the Authority could request that an analysis be made of relevant stored images.

were set to optimize collection automatically.

could be considered.

Table 3 — Causes of poor enrolment

d) Data that cannot be collected (without change to the enrolment software) when the Authority or
the Operator determines the need for an analysis of a representative set of enrolments, and that
cannot be subsequently derived from data accessible to the authority. An example“is the levels
and direction of ambient illumination during the enrolment of facial images, if’such enrdlments
are made in a relatively uncontrolled environment, such as a room with windows to the external
environment. Although some estimate of the predominant direction of lighting could be ipferred
from analysis of the photos, the levels of illumination could not be determined absolutely if cameras

The following listing of possible causes of poor enrolment indicates the.range of circumstance$ which

Failure Type

Notes, examples

Failure Class

1 |Anineligible applicant is not allowed to complete the enrolment

L

2 |Anineligible applicant completes the enrolment,successfully

Exclude from

analysis
accofding
to biometric
enrolment
failure class,
but mpy still
need|to be
recorded
An applicant refuses to.complete the enrolment process p
An applicantrefuseste co-operate with the attendantin the capture|Exclusions may be p
of the biometricdata in accordance with the Authority’s biometric|allowed for medical
enrolment pelicy and any other instructions conditions, but Author-
ity will need to offer
guidance for people
unwilling to touch
surfaces as a result of
obsessive-compulsive
and similar conditions.
This should be covered
in the biometric enrol-
ment policy.
5 Failures in power supply, air conditioning or telecommunications 2
links, strikes by operating staff, etc result in abandonment of
enrolments
Failure due to software or hardware malfunction
Absence of the body part Missing iris (aniridia) 3
Body partis inaccessible due to medical condition Bandaged finger or
finger with psoriasis.
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Table 3 (continued)

prietary algorithm to create a usable biometric reference

Failure Type Notes, examples | Failure Class
9 Body partis inaccessible on account of social, cultural or religious| No female attendant 3
reasons present when a female
applicant presents
with a face covering
required for cultural
or religious reasons
10 [System triggers collection of biometric sample before applicantis 3
ready or before relevant body part is placed in contact/proximity
to capture device
11 [ The applicant presents the wrong biometric modality 3
12 | The applicant presents the correct modality but the feature is not|Placing the wrong hand 3
presented in the correct order on the fingerprint of
palm vein reader. This
presumes that such
cases are detecta-
ble automatieally by
softwareyor through
obsetvation by the
Entolment Officer.
13 | The applicant’s medical condition prevents capture of the image{Parkinson’s disease, 3
through the required level of contact (or stability of position) not|or conditions such as
being made for sufficient time rheumatism preventing
reqired area of contact
with platen
14 [Body adornment or treatment preventing the capturé‘of a usable [ Henna 3
image
15 | Body partoutof range of the specification for the‘enrolment device | Fingers too broad to 4
enrol in a single finger
device with guides
16 [ Biometric sample is wrongly assessed\a’s a spoof attempt Anti-spoofing alert 4
triggered by unex-
pected characteristics
of the biometric feature
17 [ Biometric sample from a(feature which is damaged Fingerprint quality 4
software alerts to
excessive damage
18 [ Insufficient detaillih the biometric sample Number of minutiae in 4
fingerprint falls below
athreshold, or finger is
too dry
19 [ Biometric features fall out of range of the specification of the pro- 5

6.2.15 Analysis of poor quality enrolments

In addition to total failure of enrolment, the Enrolment Authority should develop metrics for measuring
the incidence of poor quality enrolments. Users should refer to standards and technical reports in the
ISO/IEC 29794- series.

This presupposes:

— The existence of a standard against which elements of quality can be assessed. In part, this may be
supported by the series of standards in ISO/IEC 19794.

18
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— Experimentally-validated software which defines quality metrics for one or more biometric
comparison algorithms. For fingerprint systems using minutiae, NIST have developed NFIQ which
has been tested on a number of comparison algorithms. NFIQ can be optimised for a specific
commercial algorithm. A revised version of this algorithm is in development.

— Other specialist software, either from suppliers of comparison algorithms or from independent
organisations, which often addresses specific elements of the 19794 -x specification for the modality.

It is worth noting that certain demographlc groups present partlcular challenges durlng enrolment

very elderly can be d1ff1cult Furthermore certain activities, such as contlnued contact w1th 3
materials, e.g. through working in the construction sector, can result in a greater proportion‘of|poorer
quality enrolments. This type of observation is often noted in standards such as ISO/IEG 1979541.

6.2.16 Strategy for corrective actions

Analysis of the metrics relating to the enrolment service should highlight{changes outsidg of the
control parameters which have been determined for the service. Analysis,of the metrics relating to the
enrolment service may show changes outside of the control parameters, Fhese should be invegtigated
and remedial action agreed with the Operator. As part of the contract(s] with the system Designer(s)
and Developer(s), the Enrolment Authority may wish to negotiate/for the production of ghiidance
documentation for such eventualities.

6.2.17 Use of data for research
There are at least two reasons for retaining data for research purposes:

— Proving that a system operates correctly may ¢equire the temporary storage of biometric dpta, e.g.
in order that false match rates can be determiined.

— Biometric data relating to operational syStems is often very difficult to obtain, yet improvenpents in
technology need access to extensive data sets in order to validate novel ideas. Hence. data c¢llected
in one system can be used to improve the performance of other, totally unrelated, systems

An Enrolment Authority should\be aware of these opportunities and be prepared to ¢evelop
security policies, privacy impact-assessments, etc if these are shown to be of long term value fo their
prganization. Note that in.s@me cases, this will require co-operation with Relying Parties, in order
to track an individual’s_én¢ounter with a biometric system from enrolment to recognition. In some
countries, proposals fornresearch may need to be presented to an ethics committee.

6.2.18 End-of-contract or contract reassignment actions

Contracts with-the Operator (which delivers the enrolment service on behalf of the Enrolment Authority)
may be designated for a specific term, after the expiry of which, the Enrolment Authority may want re-
tender.the’service. Arrangements for handover may include the production of documentation capturing
the kiiowledge of the Operator and personnel about specific aspects relating to the successful delivery
pfthe serV1ce atindividual centres, and a detailed representatlon of the status of the blometrlc elements

Party (or Partles) in Wthh case, preparations for orderly transmomng may need to be in place well in
advance of the handover period.

6.2.19 Supporting the interests of the Operator of the enrolment service

For the Operator of the enrolment service (which in many cases will be the same organization as the
Enrolment Authority), it is crucial that the procedures at enrolment fulfil the requirements set by
the Enrolment Authority for a cost-effective, legal, quality and secure process, as expressed in a SLA
(Service Level Agreement).
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Considerations for the Operator include:

a)

b)

c)

d)

6.2.20 | Development and maintenance of training programmes for personnel

Enrolmlent officers and attendants at attended enrolment points should be trained with the aim of
deliver|ng a secure, efficient and effective service to the Enrolment Authority,Such trained personnel
may refeive a certificate to indicate their level of qualification, and a perigdjc re-certification may b
offered|as well.

Selectign of the training method should make use of best practice’ with regard to the pacing of
instrudtion, modality of delivery (written, face-to-face presentation, online learning, etc), frequency
of refrg¢sher courses, etc. Some of the training material may %be“provided by suppliers of biometrid
components or systems. It is recommended that officers are tested on completion of the training.

Ongoing monitoring of enrolment quality, throughput.rdtes and other relevant metrics may be used
to indi¢ate a need for refresher training, ‘Mystery shopping’ and observational studies may be used
periodically to ensure that officers continue to maintain a high standard of practice.

A typicpl training programme may cover aspects such as

20

The Operator will need to consider how to collect the biometric features (optimising equipment,
number of attempts, etc) that give the best available set of biometric references (‘templates’) so
as to achieve targets for enrolment set by the Relying Party in its contract/agreement with the
Enrolment Authority.

A good experience for the Applicant should contribute to alower drop-out rate from the appointment
system for enrolment; otherwise, poor user experiences shared with the mass media may deter

otlﬂ ernotential Annlicante fram kooninatg their annagintmaoentc
T—potetieppricaheoT ok pPrgto—+e—pp

Pr¢vide the operator with a standard method of collection to ensure the process is efficient
angl consistent.

A more efficient process will reduce operating costs.

an |explanation of the biometric process, indicating why a high quality and secure process - and
strict adherence to the procedures/of'enrolment, is necessary for the successful use of the system
in future recognition activities'(through more reliable comparison with data in the database of
bigmetric references).

prdctical enrolments under.the supervision of a trainer covering all the relevant areas

infprmation about certain groups of Applicants that may have difficulties with enrolment (disabled
children or elderly.people, etc), explaining how these groups may be assisted in providing a good
quglity biometric reference.

prgcesses that should be followed in exceptional cases, e.g. bandaged or missing fingers or more
thgn 5 fingers in a hand.

explanations that can be given to Applicants of the enrolment service regarding the purpose of the
eNIoIMENt and SUbSEqUENt TECOZMITION SETVITES, -

interpretation of error and other messages from either the hardware units or computer screen,
together with actions to be taken.

regular maintenance activities (such as cleaning of fingerprint sensor units or checks to confirm
that systems are operating within specified operating limits).

security-related procedures, such as the examination of fingers for unexpected modifications
and artefacts.

instructions to the Officer or attendant regarding notes to be made relating to problems that were
not resolved.
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— procedures for closing down the enrolment session in a secure manner.

6.2.21 System performance monitoring and correction actions

The operation of enrolment service should be monitored in accordance with the requirements agreed
with the Enrolment Authority or other governance body. If the Authority responsible for enrolment
is not the same as the Relying Party (for the application of the biometric system for recognition of
individuals), the testing of the end-to-end system (encompassing enrolment and recognition services)
is strongly recommended.

The operation of the enrolment service can be monitored at a number of levels of granularity,-g.g. on a
service-wide level, by geographical area or at the finest level of granularity. Among the data'that can be
collected is:

— the distribution of quality measures, average quality measures for different demoegraphic groups
— time taken for enrolment transactions (mean, mode, and other statisticallj’relevant measuies)

— percentage of enrolment transactions that are not completed satisfactorily, e.g. measuring the FTE
rate (6.2.13).

Automated alerts can be triggered when performance metrics exeged permitted bounds, calling for
investigation of the causes and corrective action.

[n any case, aggregated data should be reviewed periodically. by an official of the Operator (optionally,
with representatives of the Authority) to note patterns ef)change and investigate accordingly.

6.2.22 Service Improvement Actions

The operation of the enrolment service should be monitored at frequent intervals as part of a general
system quality improvement scheme. Such-a“scheme may draw upon the results of research| either
by the developers, the vendors of hardware and software, academia or by the Enrolment Aythority
itself. Operational data obtained from ©ther deployments may give insights into ways of improving
the Authority’s processes. On the basis of these inputs, changes can be piloted on a certain group of
enrolment stations, using existing performance data as the baseline against which to judge the|impact
pf such changes

6.2.23 Periodic audit ofithe service

Periodic audits of thé operation of the enrolment service may be held on behalf of the Authority, either
to verify the secure_operation of the processes, review the performance of the service or to ¢onfirm
that the service i being delivered in accordance with a published mandate. Other types of audit may
be undertakenvon behalf of specific regulators, focusing on aspects such as compliance with legal
requiremefits’ (e.g. in respect of privacy or personal data protection).

The qutcomes of such audits should be in the form of actionable recommendations on the Operator or
Enrelment Authority, with internal governance arrangements identifying a responsible owner |of each
recommendation. Although the service may have functions and components other than those relating
to the collection of biometric data, this clause considers only audit actions relevant to biometric aspects
of the service.

The Operator or Enrolment Authority should dispose of each recommendation by one of the
following actions:

— agreeing to make changesin the enrolment service, determining what development work is required
(if needed), contracting for its development and deployment, and testing the system in its new
configuration to confirm that it still operates in accordance with the original mandate as amended
by the recommendation
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— deciding on the basis of an analysis of the impact of following the recommendation that the Service
would be compromised operationally or financially, and reporting back to the auditor accordingly.

— by proposing alternative means by which the audit recommendations could be addressed.

6.2.24

Participation in end-of-service or contract reassignment activities

The Operator may have a license for an agreed period of time; or be contracted to deliver against a
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ded manner). The Operator should work with the Enrolment Authority to develop processes for
erly handover of assets and the management of the transition to a new Operator.

sting Operator may have modified processes — and trained attendants accordingly, developed
ive solutions (for which they may have sought intellectual property protectiéon) or modified
assessment software, in order to improve the Enrolment Service. The Enfglment Authority
create an inventory of these changes, and establish transitioning procedures(which may entail
L by the existing Operator) for transfer of these practices to the new Operator. After handover,
vious Operator may be required to support the service over a period\te’help resolve problemg
deterioration in the performance of the service.

Supporting the interests of Relying Parties

Parties rely on the enrolment service to provide a reliable, repeatable, secure and consistent
If the enrolment service delivers outputs of a lesser oirvariable quality than defined in an SLA
y impact adversely on subsequent verification and“déntification processes. Such impacts will
nience Relying Parties and subjects of the enrolfent as, for example, the exception handling
are exercised more frequently.

bes of dependent parties can be identified:

e [dentity Provider, the authority responsible for storage of the biometric references relating tg
ividuals who have been enrolled successfully under the enrolment service

ying Parties, that is Parties who rely on biometric recognition as part of an application or servicd
first type, the requirements\include:

Ceipt of a file from the-Enrolment Service formatted in accordance with the interface agreement
h the Authority (s€e-Clause 4), with ensured integrity and fitness for purpose.

e biometric data)in the file to be in a form that permits the Provider to make checks on biometrid

metricdata are usable in the proprietary processes for de-duplication (if required) and
jversion into biometric references.

— Wi}

enthe Authority declares a Failure to Enrol, to ensure that the exception handling procedures ar

followed and relevant data are received by the Identity Provider in the appropriate format (6.2.37).

— Acceptance testing and periodic testing afterwards to ensure that an acceptable performance level
is achieved and maintained.

— Testing carried out by the Identity Provider on its accumulated data may reveal opportunities for
improvement in the enrolment service, necessitating discussions with the Enrolment Authority.

— New customers of this Identity Provider may have additional requirements on the enrolment
service, again necessitating discussions with the Enrolment Authority.
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For the second type of dependent party (the operator of an application or service), requirements on the

service include

1) Assurance that the enrolment service has delivered enrolments (including exception handling) to a

level of integrity consistent with its risk appetite and operational requirements.

2) Co-operation with the Enrolment Authority in the assessment of end-to-end performance of the

application or service.

3) Capability to make adjustments to the enrolment service as and when the Relyving Party cha

ges its

own requirements (e.g. adding new modalities, changing quality parameters, adding or subt
biographic data, responding to amendments to standards).

1) Capability to make adjustments to the enrolment service as and when a new_Relying
introduced.

A useful principle in the design of IT systems (as well as a requirement relating to person
protection in some jurisdictions) is that data which is no longer required should be disposed of s¢
For biometric systems, it is recommended that when the subject is no longer using any applica
O Relying Party, for example, because (s)he has left the organization arnd no longer needs acce;
buildings, an exit process should be started by a Relying Party working\in conjunction with the q
[dentity Provider. This process should define time limits for retention of biometric and other

the live system and on any archive system, ideally referencing legal requirements or resear
ustifies the data retention periods. Removal of subject data,and access rights is needed to pro
business as well as the subject.

6.2.26 System Design and Developer’s perspective

Many individuals are involved in an enrolment process, each of whom will need training and s

biometric feature, representatives of the Operator of the system (working on behalf of the Enj
Authority), enrolment centre managers (who may not be employees of the Operator), and cal
personnel who may interact with Applicants before and after an enrolment. Design and devel
best practices should be employed to-ensure that the system performs as required by the Enj
Authority and regulators, and thatthe activities of these individuals are optimised to deliver a sud

6.2.27 Pre-enrolmentand scheduling processes

Applicants for biométric enrolment will look to the operator to provide enough information a
time to understand-what is required of them. If this information is part of a marketing campa
messages should be consistent with other information.

A pre-enrolment process can be used to collect data via a web application prior to appearing for

pnline, appointment scheduling, providing directions to the enrolment centre, information
documents to bring with the users, etc.)

biometric enrolment service for all enrolees. Similar considerations relate to business processeg.
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n what

A helpline (designed for inclusivity) may be offered to enable the Applicant to phone into the

enrolment centre with any questions on the day of the session, e.g. whether the onset of a cold

should

postpone the enrolment into a voice verification system. This needs to be staffed with assistants with

appropriate training.

Allocation of timeslots should take account of the time required for:

— pre-enrolment formalities (e.g. checking of the identity credentials supplied by the Applicant),

— mean time for biometric enrolment, as well as the allowable maximum time for such enrolment,

— allowing time for any cleaning and/or maintenance of any devices
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— allowing time in between the enrolments of Applicants and providing for rest periods for attendants
to ensure that they remain vigilant throughout an enrolment session.

6.2.28 Confirmation of the biographic identity of the Applicant

A key purpose of most enrolment processes is to establish an individual’s identity by linking one or more
biometric characteristics with their biographical data In these cases, it is important that the identity is
verified prior to this binding. This is typically done by performing “identity proofing” by inspection (and
sometimes capture) of identity documents, sometimes referred to as “breeder documents”. Examples of
such d¢cuments include birth certificates, driver’s licenses, passports, etc. For some Applicants, e.g
minors|lacking relevant identity documents, special processes may be required.

Where [the security policy mandates this, the authenticity of these identification documents should b
confirmed with the relevant issuing agency(ies), as well as using equipment and procedurés)to verify
the doquments as not being forgeries or altered. Acquiring high quality digital colour copies of thesd
identity documents may be a requirement for audit processes, assuring the integrity.of the enrolment
procesg against human error and collusion

This mpy also be the opportunity for persons with medical conditions thatdimit the quality of thd
biometfic to show evidence.

6.2.29 | Requirements of the verification system(s) which will depend on this enrolment

Multiple modalities could be used; fallback systems and requiremexts from inclusive design may need
to be d¢veloped.

6.2.30 | Selection of enrolment system

Equipnjent and software may be available that differs\from that used in verification systems, e.g. in
being more robust against repeated mechanical impact, having additional functionality and feedbacKk
informgtion to the Applicant to optimize the positioning of the biometric feature or characteristic, etc
Assessent tools may be available and could. help in determining whether the enrolment system hag
captur¢d and processed an image or signallof sufficient quality to allow for subsequent comparison
with the features of other enrolees (if itisiimportant that no duplicate identities are recorded), or for
use lat¢r in a verification system.

6.2.31 | Physical design of the enrolment environment

The sefsing equipment should be positioned in ways that optimize the collection and processing of
high qyality images. Wheré€enrolment takes place at a large numbers of sites, the hardware should bg
designed to be as indepefident of the environment as is possible. Environments should only be modified
where the enrolment solution cannot be adapted to the existing environment. Each modality will also
have aqsociated réeemmendations in respect of the ambient environment, e.g. acceptable background
noise lgvels forienrolment in a voice verification system, and requirements of uniform illumination for

facial:rage collection.

The infpartance of good ergonomic design cannot be overstated, for example, taking account of
naturally occurring variations (e.g. height, size, left/right handedness), and where necessary the needs
of disabled Applicants and attendants, and Applicants who are not native speakers. Further information
relating to ergonomics and inclusivity issues is to be found in ISO/IEC/TR 24714-1:2008. In designing
the hardware for enrolment, attention should be paid to user friendliness, ease of keeping it clean, etc.

Provision for accompanying persons may be required, e.g. a translator or personal assistant with
measures to reduce the chance of any interference in the biometric capture process, e.g. by collection of
an additional face - or even the attendant’s face only - in a facial enrolment system.

6.2.32 Interfacing with the Applicant

24 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=f9d5566619040d4cef4662f2b37d8b13

ISO/IEC TR 29196:2015(E)

— Since the enrolment session may be the first time that enrolees have been in contact with biometric
equipment, the business may need to develop an interaction protocol with the enrolee. This may
include elements of direct face-to-face support

— written material (provided in an inclusive and comprehensible manner) in the form of posters,
information leaflets, etc, and/or

— video clips of an idealised enrolment session in action.

ven simple issues can cause additional problems which could be avoided by planning ahead, e.g. if a
subject and attendant sit facing each other, they should have a mutually agreed view of “left” ahd “right”
if this is significant in the comparison process.2)

6.2.33 Appropriate training of the Enrolment Officer and Attendants

Enrolment Officers and Attendants should be able to support the Applicants dn-achieving tHe most
effective enrolment through answering their questions and addressing any difficulties. Operatprs will
need to recognize that training is needed that acknowledges the range of both cultural expectatipns and
specific requirements of individual subjects. This should reduce the chance\oflitigation and bad pyiblicity.

Since they are in continual contact with enrolees, there should be provision for officers and atténdants
to note any problems and opportunities for process improvemént, with a procedure for reyiewing
these insights and thereby improving the training (and re-trainihg) of other attendants. Such prjovision
could be made through additional fields in the forms or screensdetailing information captured during
the enrolment.

As early in the process as possible, the operator (orithe Enrolment Authority) should take gteps to
identify and resolve issues such as health and safety considerations and negotiations with trade junions.

6.2.34 Support Staff Training

Provision for the training of maintenance and other personnel should be made. The contenf of the
training material and its delivery should be prepared recognizing that personnel may not be familiar
with biometric systems. Further general guidance about training of Enrolment Officers is to be fpund in
.2.20, with specific recommendations directed to the Operator of a service described in 6.2.3.

6.2.35 Security

[n designing the enrolmient processes, specifying the equipment, software and user interfaces,
pperating environment, etc. the designer of the system will take into account known security [threats
and vulnerabilities relating to the biometric modality. For example, it may be prudent to confirm that
the fingertips.of subjects enrolling on a fingerprint sensor are examined visually by the attendant to
note whether/there is anything untoward, such as damage, concealment or artefacts that partially or
totally obsctire the Applicant’s own fingerprints.

Similarly, any replacement hardware may be required to be have tamper evident features, and alfo to be
validated as genuine - for example by digital certificate verification of software. Some knowleflgeable

pplicants may require reassurance that the equipment is genuine, untampered with, accredited and
certified to ensure that their biometric features cannot be reused for unlawful purposes.

Other security threats are common to all forms of registration process, e.g. collusion of the attendant
with the Applicant in proofing of the identity of the person. Attendants and Enrolment Officers should
be trained accordingly. The security of data both at enrolment centres and over transmission networks
to centralised storage or monitoring centres (one of the Relying Parties) needs to be considered, as well
as the delivery and installation of software updates.

2) In atest of 300 adults, NIST demonstrated that in presentation of enrolment information for optical tenprint
collection, verbal and video methods of communicating the process were approximately equivalent. In contrast, a
poster representation of the same information led to significantly more errors, as well as taking substantially longer.
Subjects who were informed verbally of the process tended to anticipate continued support through the enrolment.
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In the special case where applicants for biometric service supply their own biometric samples (e.g.
submitting facial photographs when applying for a passport), the designer of the system should
be aware of the significant risks that the biometric sample may not reflect accurately the biometric
characteristics of the individual.

For facial photographs, the applicant or photographer may have made alterations for e.g. vanity or
cultural reasons, or for subversive purposes. Such changes may not be detected by human examiners
or automated systems (indeed such changes may impact on ease of human comparison). These changes
could include digital alterations such as:

— rerpoval of blemishes and scars,

— thg whitening or darkening of skin pigmentation,

— changes to eye colour,

— thd manipulation of image dimensions to make the subject look thinner or fatter

If the gim is to subvert the enrolment system, the applicant could enrol under,multiple identities or
avoid detection through biometric watchlist checks.

In addition, conversion of printed photographs to digital formats can cause'degradation of the image o
additiop of artefacts.

6.2.36 | Number of attempts at collection of a biometric featureor maximum duration of
collectjon time before timeout

Many enrolment processes have been used that require a specific number of presentations (e.g. threq
separafe placements of a finger on a sensor within a_set period), from which the highest quality
image($) is/are obtained for subsequent processing.*n"order to improve the quality of the imags
betwedn successive presentations, position sensing.software may give an indication to the Applicant
of any |Jadjustments to the presentation of the bigmetric feature (e.g. to press down harder on the
platen, jor move the finger), or group of presentations. Alternatively, the sensor can collect samples of g
biomettic feature for a fixed time duration taking facial images in quick succession for 20-30 s) followed
by an image quality assessment that sele€ts the best representation(s); or declares that an image of
sufficignt quality has not been obtainéd. Such differences will impact upon the process of enrolment
and eqliipment suppliers should be eonsulted as to the appropriate measures to be taken.

6.2.37 | Exception handling: enrolment and/or registration procedure for secure and effective
fallback

Even after inclusive désign, a certain proportion of the population may still have difficulties in
enrolmeent. Such Applicants will have to be offered an alternative procedure. This may be

— angther instarice of the same modality (e.g. further attempt at enrolment of a thumb if one or other
of the index:fingers is inadequate),

— anplternative modality (such as collecting an iris image), or

— an entirely separate, non-biometric process that meets the same requirements of security and
usability.

Enrolling multiple modalities should also be considered to allow for more choices during verification.
An individual may find one biometric modality easier to use or prefer it for other reasons. This also
provides the ability to use the “alternate biometric modality” when the preferred one is not available or
working well due to a temporary injury, for example.

Wherever practicable, these alternatives should not disadvantage the Applicant, for example, by
offering an inferior level of service or functionality.
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Designers of systems should be aware that exception handling or fallback processes are potential sources
of security weaknesses, and appropriate measures and training for any specialist staff are required.

6.2.38 Post enrolment verification session

In many systems, once the enrolment has been completed satisfactorily, the enrolee may have an
opportunity to experience the verification process. There is an assumption that this will help a
knowledgeable user to understand why (s)he should follow the recommended verification process and
be able to try again if the verification was unsatisfactory in any way. A full or partial re-enrolment may
e needed if repeated failures in such verifications are noted.

[n some cases, the enrolment encounter is also an opportunity to train the subject enjthe use of
the associated verification system. (For example, if the enrolment is for a physical access system, it
is useful to have one of the door reader units available at the enrolment site for ‘instructional and
habituation purposes.) The environment of this check could reflect the operational use, e.g. through
having similar signage.

This can also confirm that the biometric sample has been correctly associated with the biographic
and other data in the database or token, that the transmitted file has béern’processed correctly by the
[dentity Provider, converted into references, and stored in a manner agceSsible for applications.

6.2.39 System maintenance procedures

At specified intervals, attendants should be required to verify the correct operation of the hardware
and/or software which may involve cleaning of surfagesvand initiating self-calibration procedures,
checking that tamper-resistant seals are intact, etc. Itis recommended that the date and time |of such
routine activities be recorded. On occasion, enrolnient Applicants may request that any systems that
require physical contact with equipment be cleadéd; it is good practice to provide suitable wipes for
this purpose. Other specialist measures based upon recommendations of the system supplier|and on
testing and piloting of the system, will also be followed, for example, in fingerprint systems where the
software advises that fingers are too dry or-too moist. Only materials approved for use by the operator
should be used, and the system designer’should provide advice on such materials.

[n some environments (e.g. a hospital setting) hygienic requirements may require frequent use of
disinfectants. Equipment may need to be selected or modified (e.g. sealed) to allow for such deaning
without damaging the electronics.

A programme of securereplacement of hardware at appropriate intervals can be developed.

6.2.40 Token production and secure delivery

[n many cases; the enrolment system could also start the process of issuing a token containing either
the biometri¢ Teference model or template, or a unique alphanumeric identifier pointing to thie entry
in the database that stores this reference element. In the use of the token the security and privacy
pf the biometric data should be protected (e.g. through access controls, cryptographic mechanisms,
etc). The delivery of the token must be secure and this could offer a further opportunity for bipmetric
vérification of the identity of the subject. Policies for this should be developed by the designer, whether
SINg biometric procedures or not.

6.2.41 System performance monitoring

Atperiodicintervals, the operator of the biometric enrolment service should review the Key Performance
Indicators (KPIs) to ensure that the quality of the service is being maintained. This requires that such
a list of indicators is constructed during the system design, procurement testing and piloting phases.
Such a list should also reflect the experience of people with impairments.

As aminimum, operators, through their Performance Manager, may wish to confirm that the proportion
of failed enrolments is stable (or decreasing) over time, and that the mean time for enrolment is not
increasing. User satisfaction with the process could also be assessed, since a poor perception of a
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service (as reported in mass media or through direct contact with previous enrolees) is likely to impact
adversely on the confidence with which enrolees embark on their own session.

For larger scale deployments, where there are several offices, comparison of the KPIs can reveal
opportunities for improvement to the enrolment process, particularly if, for example, this data are
associated with the maintenance logs

If the enrolment service is associated with one or more verification services, the performance
characteristics of the latter can be examined in relation to the KPIs of associated enrolment offices and
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early ppinter to problems with the design of the enrolment procedures and/or unexpected ageing'of
the biometric features. Such investigation is amenable to more detailed analysis by age group, ethuicity,
disability, gender, specific attendants, enrolment office, etc. (Note that gathering this data willneed
approvpl by the Applicant to secure handling procedures, especially if the original biometri¢c-sampleq
are to He retained. Other legal checks may be necessary to ensure that there is no suspicien of this data
being used in a discriminatory manner).

6.2.42 | Effective system level performance through testing and piloting

Biometfric enrolment is only one of a set of processes that taken togethen provide a benefit to an
organization. The Relying Party may want to satisfy itself that the initial performance of the enrolment
subsysfem satisfies the requirements of the end-to-end system(s) of which it forms a part, and that
subseqiently, the effectiveness of the subsystem does not drop to a paint where it places the operation
of the ¢nd-to-end system(s) at risk. Modelling of such system(s),can help identify the key metrics of
the enrolment subsystem and justify investment in monitoring-and testing of enrolment. Appropriate
testing|procedures should be followed using a demographically representative group of test subjects
and prqcedures that are described in the ISO standards in the’ISO/IEC 19795- series.

Piloting is best carried out in a location and environment that is representative of the application.
6.3 Regulator’s perspective

6.3.1 [Regulation

The opgration of a biometric enrolment service may be subject to national and state laws relating to datg
protection, privacy, discrimination and disability. Regulators for respective aspects may have in placs
codes df practice or regulations Wwhich may specify how to implement and manage their requirements.

6.3.2 | Completeness of the governance processes

A regulptory authority-tmay have best practice recommendations or legally mandated provisions for thd
governfince of some@aspects of the operation of the service, e.g. the nomination of an official responsiblg
for the personal data protection aspects of the service. There may be other provisions of codes relating
to health and safety, disability discrimination, etc. with separate requirements. A complete governance
structure williensure that these are woven into a wider framework that ensures that the Authority’s
interesfs-are fully protected.

6.3.3 Integrity of the logging and audit processes

Logging of activities relating to significant actions in the operation of the enrolment service (e.g. setting
of parameters for biometric quality software or to identify the Enrolment Officer on duty in a specific
session) should be secured to an appropriate security level. Auditing requirements may surface after
the system has been delivered, and provision for collection of such data may need to be added to the
management information (MI) system after the MI system has already been completed. This has
implications for an initial design of a secure system architecture that is extensible through change
control, as well as affordable. Further information on auditing requirements is discussed in 6.2.7.
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6.4 Auditor’s perspective

Measures should be in place to ensure that terms of reference are appropriate, that these conform to
local laws and regulations, codes of practice, etc, that the data and information is available in sufficient
(but not excessive) detail and presentation mode, that reports and recommendations are made to the
correct functions in organisations and that follow up on these recommendations is in place.

7

Process for the development of biometric enrolment capability

7.1 General

Since a successful biometric enrolment is key to the operation of applications and services'that
benefit to organisations, it behoves authorities that are responsible for the delivery of enf
Kystems to design, deploy and operate these in a quality way. The Enrolment Authoxity should c
the following phases (noting that agile project approaches to delivery may be used’as well):

System definition - requirements capture from stakeholders;
Procurement - the acquisition of the enrolment system;

System design - the process of defining the architecture, compenents, modules, interfaces, a
for the enrolment system to satisfy specified requirements;

brovide
olment
pnsider

nd data

Development - creation of a service (hardware, software,business processes, training of stalff, etc.);

Testing - an investigation conducted to provide stakeholders with information about the qu
the enrolment system;

Piloting - a small scale deployment of the enrolment system that is representative of the fy
system (some piloting can be done duringithe procurement stages);

Deployment - the transformation of the enrolment system from the development environi
the operational environment;

Operation - the day-to-day use'of the enrolment system;
Maintenance - the modification of the enrolment system for preventive and corrective actid
Governance - monitoring and process improvement, together with audit;

Cessation or Withdrawal of service;

Enrolment precesses will, in general, include proofing of identity - measures to ensure t
Applicants ate-indeed who they claim to be (e.g. before binding the identity to the enroled biomg

7.2 _Architectural considerations in enrolment station design

[ndesigning a biometric enrolment capability, the architecture is an important considerat
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yment,

it also affects decisions made downstream with regard to system maintenance, upgrade, etc. Some
considerations for enrolment station architecture are given below.

Form factor. Enrolment stations may take the form of a desktop workstation, an “across the counter”

setup, a kiosk, or a mobile enrolment Kkit. Selection of the configuration will depend on the
space considerations, cost, and the enrolment process.

facility,

Ergonomics and Accessibility. The configuration must take into consideration how the users and
operators will interact with the equipment (and the operator) in terms of both comfort (physical

and psychological) and facilitation of the best quality biometric capture.
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— Connectivity. The enrolment station may operate in a stand-alone fashion, but is most often
connected to a back-end system - either continuously or periodically. In either event, the station
should be able to work in both an online and offline mode. The latter may need to support a batch
upload capability (e.g. after collection in a remote area) or a “store and forward” capability. When
the station includes a storage requirement, both the storage capacity and data security must be
considered. The enrolment station/application should be able to be integrated within a services
oriented architecture (e.g. provide a Web services interface).

— Security. The enrolment station must incorporate security mechanisms to protect the confidentiality
and . : : : . . . . R _
regudiation purposes. Operator access controls are needed to protect access to functionality and data

— Standards based. Enrolment stations should collect biometric data in a format that allows.itto bd
intprchanged (e.g. using ISO/IEC 19794). Interface and messaging standards may also be-applicable

— Flexibility. The architecture of the enrolment application should be flexible so thatritean be easily
madified in the future as requirements and environments evolve over time. For €xample, it should
pravide configurable workflow, user interface, and policies/rules; support multi-modality (even if
not implemented initially), and be vendor/device neutral to the extent possible!

7.3 System definition

A robugt system to deliver an enrolment service should be designed in litte with best practice in systemg
engineg¢ring. For a biometric system, the system definition may entail some or all of the following

— deyeloping a system that meet the needs of the Relying Party4in a legal, secure and cost-effective wayj

— taling into account at an early stage in the design and development process, non-functional
requirements such as privacy-compliance, Inclusivity-(for the disabled, Biometric Applicants who
arqg not native speakers of the language(s) used im\thie country where enrolment sessions are held)
usgr acceptance and usability, etc

— intproperating with systems of other ofganisations in the same sector, to allow for futurg
sharing of resources

— allpwing for substitution of biometric hardware and software from other vendors, in case thg
suipliers retire their current components from the market, or the Authority requires to re-competg
thd system at a future date

8 Guidance relatingte’specific modalities

8.1 (General

Information abgut'best practices for successful enrolment of Biometric Applicants (hereafter termed
Applicants) is‘available from various sources. For example, experience gained in practical applications i
distillegl indata format standards in the ISO/IEC 19794- series, in particular in the informative appendices

There isascarcity of publicly-avaitable imformation about ENTOIMENt WHETE IMOTE tTan ONne modatity 1
used. An exception is the UK Passport Service enrolment trial for face, fingerprint and iris (May 2005),
but the information in this report needs to be treated with some caution, since the trial predates
much of the ISO standardization activity and experience with large scale enrolments for biometric
visas and passports.

There is growing interest in enrolling Biometric Capture Subjects (hereafter termed subjects) on
mobile systems, and these require specialist design. In general, the quality of biometric data obtained
from enrolments using mobile systems is likely to be inferior to that obtained in fixed systems where
the environment can be controlled more consistently, computer systems with more processing power
can be deployed, etc. However, the use of a mobile enrolment terminal may be the only practical way
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of collecting biometric data when Applicants are unable or unwilling to travel to a dedicated
Further information is provided in Clause 9.

8.2 Facial Biometrics

This section discusses recommendations for co-operative enrolment in a dedicated facility.

facility.

It uses

the results of studies that were undertaken for the introduction of ePassports and summarized in
ISO/IEC 19794-5:2011. Some of the advice is applicable to other situations, where the Applicant is not
necessarily co-operating or when the Relying Party is unable to control environmental conditions

and/or the behaviour of the Applicant

Further detailed information about enrolment of facial biometric images can be found in 9.3}

environment is controlled and the subject co-operates in being recognized, cimages capt
enrolment and recognition should be as similar as is possible. More specifically, this means that

— the pose of the face should be similar in terms of roll, pitch and yaw angles. Convent
enrolment images are taken with a ‘full-frontal pose’ and the standard for passport photd
quotes a maximum rotation of no more than + 8 degrees from frontdl in roll. Research has
that collecting a three-dimensional image may be beneficial\if appropriate software i
Alternatively, a number of images taken at different angles, may assist in successful compa
suitable software is available.

) the illumination of the face should be similar, in term$ of angle, diffusion, etc. In typical enj
scenarios, the recommendation is for an even illumination with no visible shadows across tl

b) eyes should be open and visible in both cases, since most algorithms use the centres of the
photographs to reference the face.

c) the expression in each image should bg similar (e.g. if the expression in the enrolment il
neutral, it will be more difficult to ceimpare it successfully using biometric software to a
facial image).

Although the emphasis has been onfattaining similarity between enrolment and recognition con
many applications require that high quality images be captured with the subject posed in a stand
mode (facing the camera directly, with a neutral expression, evenly illuminated, etc.) In additior

— the face should be uncovered with the Applicant not wearing headgear such as caps,
— hair should not-obscure the main part of the face,

— if the Applicant normally wears glasses, there should be no reflections of flash or lamps
on the glasses,

— a high)resolution image should be captured - with the resolution often expressed in term
numbers of pixels between the eyes with a figure of 90 pixels offering good matching perfo
in studies supporting this requirement within ISO/IEC 19794-5. Guidelines for best practi

For Applicants to be recognized using a facial biometric system in an application’ in wh||ich the
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the Facial Identification Scientific Working Group (FISWG) recommend that cameras should

be four

megapixels or above of effective resolution, with the camera mounted for portrait mode capture,

— the camera height should be positioned at the same height as the subject’s eyes and positione
two meters (6,5 ft) from the subject,

— the depth of field in the image should allow all visible parts of the face to be in focus,

d about

— thebackground of the enrolment image should be such that the face and hair is easily distinguishable

from it. Ideally there should be no shadows on the background surface and a uniform 18
with a plain smooth surface is recommended for certain applications,
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— the camera settings for the images to be captured should be an industry acceptable format such as
JPEG, and the highest possible quality setting should be used to minimize image quality loss and
distorting factors such as image artefacts. The camera’s digital zoom should not be used,

— colour-balanced techniques should be used to avoid unnatural colours.

Towards the end of the enrolment session, it is recommended that the Applicant is offered the
opportunity to be recognized in a simulation of the application that the Relying Party intends to use.
This famlharlses the Applicant w1th the context of apphcatlon and prov1des a measure of confidence

the si ulatlon 1nd1cate problems W1th collectlon and/or encodlng of the facial 1mage Ideally, the
simulation should be carried out in a different environment, and not directly after the enrolment.

Usabilify studies can offer insight into improvements that can improve the performance-ofd facial
biometfic enrolment, improvements that can be made without imposing additional tasks oiattendantg
or makiing changes in the environment. A NIST study on improvements in the collection-of images at
the USHVISIT primary line showed that all participants would be imaged correctly iffive interventions
were irfftroduced:

a) The¢ cameras were changed from a webcam (unfamiliar to some travellérs at immigration) tq
appear as a traditional camera

b) The camera should click as the picture was taken to provide feedback that the process had
be¢n completed

c) The camera should be positioned in portrait mode
d) The attendant should face towards the traveller (and the mohitor) when adjusting the camera position

e) Indicate to the traveller where to stand (e.g. by placing images of footprints on the floor in front
of the camera)

8.3 Hingerprint biometric systems

8.3.1 |General
Four ti¢rs of fingerprint enrolment have been discussed

a) A fpll tenprint set of rolled-and plain (alternatively known as flat or slap) prints from both hands -
generally used only in law enforcement applications

b) A st of plain tenprints< for other government and public sector applications

c) Capture of images from a smaller number of fingerprints, with one or (preferably two, foy
regilience) flabprints - in general for commercial applications or where small closed user group
identification/is required

d) Self-enirolment, e.g. by using a swipe sensor on a laptop or Smartphone.

The requirements for a successful enrolment in each of these use cases will depend to a great extent
on the dependent application. There will be tradeoffs, such as those between high accuracy, low cost,
and high speed throughput, so that an optimization of all three parameters for the specific context of
operation will require careful planning.

Self-enrolment in an unattended environment is not recommended at present, except for situations
where the security aspect of an implementation is secondary to convenience in operation. Anti-spoofing
technologies are still under development and once fully commercialised are unlikely to be implemented
for some time in these systems (characterized by low cost devices and software).

Further detailed information about enrolment of fingerprint biometric images can be found in 9.1 which
relates to their enrolment in mobile systems.
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8.3.2 Fingerprint image optimization

High quality fingerprint systems generally enrol on optical scanners, for which there seems to be an
optimum moisture of the finger. Experience shows that overly moist fingers should be wiped with a
cloth or paper towel. A number of strategies have been suggested for fingers that are too dry; asking the
Applicant to breathe on the finger(s), sliding it across the forehead (or the side of the nose) to pick up
traces of oil, or applying a surface dab of a skin-moisture lotion have all been used.

Further detailed information about enrolment of fingerprint images can be found in 9.2 which relates

athairyca 1 o lhiln cuctanac
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8.3.3 Single finger systems

Based upon experience gained from tests on 1 100 people in the Autumn of 2006, andusing 3 djfferent
sensors, Bausinger and Seidel developed the enrolment procedures for fingerprints in (rerman
e-Passports. This example of a procedure which may be implemented differently in other countries
consisted of the following:

— The standard process is the enrolment of two fingers, one from the right and one from the left hand.

— Fingers that are not available (e.g. due to injuries or disability) afe)not part of the standard process.
It is up to the official to decide if a finger is suited for enrolmentior not

— Attempts atenrolment follow a pre-defined order, starting with the index finger, then thumb,)middle
finger, and finally the ring finger (designations are convéntional). In the study, 89 % of both right and
leftindex fingers were enrolled, with the right thumberirolled for 2,5 % and the left thumb gnrolled
for 2,8 % of subjects.

— A process is mandated, requiring the applicatdt'to try two fingers of one hand before the option to
switch to the other hand is offered.

— From each hand, the best finger is selected for storage (according to the quality scoring method)

— From each fingerprint, three separate images are captured (by placing the finger three times on
the scanner).

— For each image, the quality score is calculated.

— The systems matchesthe three images against each other to avoid substitutions.
— The best image, according to match score, is selected for storage.

QA software is used’in the following way:

n) The software has to model the control flow so that the fingers are taken in the correct order
b) Pre-gualification of single fingerprints by NIST Fingerprint Image Quality (NFIQ) algorithm

) ~“There is always a series of 3 enrolled images per finger

dJ” The image with the best Bozorth3 reference match score average 1s chosen, rather than relying on
NFIQ, since experience shows that the NFIQ values of fingers taken in succession are very similar.
The first image was used for 21 % of fingerprint captures, whereas nearly 48 % of stored images
came from the final of the three images for a single finger.

In order to reduce the Applicant’s fears about the transmission of diseases and to improve the
experience, fingerprint sensors should be regularly cleaned and disinfected. The image capture quality
should also improve with regular cleaning. Enquiries should be made of the suppliers with regard to
any religious connotations of using alcohol based cleaning solutions and whether any components
contain materials known or suspected of causing allergies
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Although it is generally recommended that full size optical and semiconductor sensors are deployed,
there are applications for which ‘swipe sensors’ such as those found on certain laptop computers can
be specified. Initial guidance on specification of these devices is to be found in the NIST biometric
specification for Personal Identity Verification.

8.3.4 Tenprint systems

Tenprint systems are mostly designed for large scale identification applications, often with de-
duplication functionality at the Identity Provider’s data centre to ensure that a database of single

identities is maintained. (Note that several sets of tenprints may be retained against a single individual’g
identity for operational reasons). In such cases, it is important to reduce the failure to enrol rate (FTE)
to a mihimum through:

The FTE rate (and associated operating parameters, such as totalbiometric collection time, NFIQ quality
measuies for each finger and an aggregated metric summarizing the general quality of the images from
10 fingprs) should be monitored at a number of levels of granhularity, from the global statistics for all
enrolmeent stations, to a specific enrolment unit operated”during a specific shift of an attendant. It ig
importhnt that these parameters are tracked over time,taking corrective actions in accordance with 3
pre-deflined policy once critical parameters drift out,0f permitted bands.

The ro¢t cause analysis of problem areas is hélped immeasurably if more detailed data are available
relating distributions of NFIQ scores to spgcific age and ethnic groupings, analysed by gender and
NFIQ s¢ores from previous enrolments_(if:dvailable). Data from proprietary quality software may be
of assidtance, since often this consists‘of specific aspects of image quality which are aggregated intg
a singl¢ number for NFIQ. Attendants'may be encouraged to note any untoward circumstances in g
freetex]t file which can be collected as part of the metadata for the enrolment session.

In thesp systems, alternativesbiometric modalities may be collected, and tracking the KPIs related to
these modalities (e.g. FTE,~throughput time, quality scores) may support the root cause analysis of
problems with tenprinticellection.

8.3.4.1f Exampleprocess

A complete enrolment process for tenprint capture is described in the specification for the Personal
Identity Vetification (PIV) for US Federal Employees and contractor staff Among the specific elements i
mandatesin a conformant enrolment are:

34

Optimised fingerprint capture hardware and environment (e.g. positioning of devices as‘mentioned
abgve, cleaning contact surfaces in accordance with the suppliers schedule)

Autocapturing software which collects images of the fingerprints on an automatedcycle, performing
quality checks at each capture, and retaining the best images (either singly, if segmentation and
sequencing software is reliable — or otherwise as a single image)

Us¢ of trained attendants who can address problems as they arise, share their experience in quality
improvement circles and are motivated to obtain the best images.

Uppgrades to the system as improved quality analysis software,hardware, etc are introduced.

The attendant should inspect the fingers, checking that there is no dirt, coatings, gels, and other
foreign materials (Step 1). Note that it may be useful for the attendant to be familiar with various
types of skin irregularities associated with common medical conditions.

The attendant should ensure that the imaging surface with which the finger is to be in contact is
clean (Step 2).

After acquisition of the images, these should be segmented into single finger images (preferably
automatically) with the attendant making any fine adjustments (Steps 3 and 4).

NFIQ quality scores are computed for each of the single finger images, and if not all are of value 1, 2
or 3, then image collection and segmentation is repeated up to three extra times (Steps 5 and 6).
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— If a set of fingerprints has been acquired with all of the scores being 1, 2 or 3, then the images are
digitally encoded in accordance with the US version of ISO/IEC 19794-4, Information technology -
Biometric data interchange formats - Part 4: Finger image data (Step 8).

— If multiple sets of fingerprints have been collected with none of them scoring 1, 2 or 3 for all fingers,
then compute a ‘mean NFIQ’ figure for each set collected, adding the values of NFIQ for the two
thumbs and two index fingers, and select the set for which the mean is a minimum for encoding as
above. (Step 7).

Shouldtherochonagthumhsarindeov finagores thoen theimago cot fram tho initial acauicition ¢ uld be
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encoded.(Step 7).
Additional requirements for this process are:
h) The presence of the attendant at the time when the fingerprints are acquired.

b) A requirement on the Authority to follow measures to ensure the qualitylof acquisition] of the
fingerprints, and that the applicant does not present their fingers in a faulty‘way, either intentionally
or unintentionally.

c) Inparticular, the attendant should pay attention so that the applicant’cannot swap fingers oif hands,
cover any fingers or misalign or wrongly place them.

d) If the fingers extend beyond the edge of the platen, thenthey should be replaced at an gngle to
ensure capture of the complete finger.

8.3.4.2 Usability studies

Usability studies of the impact of positioning the hrardware at different heights and angles haye been
reported by NIST. Two different scanners were used, and the quality of images captured had a djifferent
dependency on the height for each of the twetdevices. User satisfaction was a complex function of the
height and angle at which the device was plaged, as well as being dependent upon the height of the subject.

[n US-VISIT, tests were undertaken toscompare the user convenience of collecting fingers firgt from
each hand, followed by the two thumbs (with the shorthand of 4-4-2) with collection of all|fingers
and thumb from a hand before(Starting on the other hand (4-1-4-1). The latter had the advantage of
being able to complete one hand, then switch to the other, aiding those who were holding children,
purses, etc. Researchers assessed throughput and quality. A disadvantage of the approach is that if the
receiving system will oply accept 4-4-2 sequences, then the thumb images had to be stitched tpgether
prior to submission.

8.3.4.3 Example‘of development of an enrolment process

An approach<he development of an enrolment process by a national authority - collection of tenprint
images forthe European Visa information system - has been described in a presentation by the (terman
Federal-Office of Administration. The enrolments from the first stage of piloting were unacceptable
with @' Very high failure to enrol rate of 75 %. Introducing a number of changes, such as new hafdware,
improving the training of personnel, making changes to the workflow, revisiting the requirements
or qualtity (Using additionat metrics to NFIQ ) and providing feedback to the enrotees resulted in
significantly improved performance (with the failure to enrol rate reduced to 3 %).

8.3.4.4 Example of tenprint enrolment operation as part of a multimodal sequence

One of the largest deployments of a biometric system is the UIDAI implementation in India. As of 31
December 2011, more than 150 million enrolments of facial images, 10 slap fingerprints and both irises
had been completed in over 36,000 stations operated through 83 agencies.

A recent report noted that 2,9 % of enrolees had poor quality fingerprints (with NFIQ scores of 4 or
5). Collection of the supplementary biometric - using the iris modality - led to the conclusion that ‘the
majority of people who have poor quality fingerprints actually have good quality irises’, with only
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0,23 % exhibiting both poor quality fingerprints and iris images The report further stated that, with
the use of the supplementary modality, 99,86 % of the enrolled population had biometric data that was
‘usable for de-duplication purpose’.

Prior to deployment, in the first half of 2010, the UID Authority of India carried out a proof of concept
trial of the enrolment process using 75,000 subjects from three predominantly rural areas as well as
well as schoolchildren around a larger city. This enabled different types of equipment and process to be
examined and assessed the likely rates of incidence of absent and poor quality finger images and irises,
as well as throughput times for the entire biometric process. A subsequent re-enrolment after three
weeks providedadditiomatdatatocross=check theimitiat engagement withr thesubjects:

8.4 \ascular (Vein) authentication systems

8.4.1 | General

Vasculgr authentication uses the blood vessel patterns of the vein in the subcutaneous tissue of the
human|body to discriminate between individuals. Vein patterns are read using’hear-infrared light
When 4 hypodermic vein is illuminated with near-infrared light, the reduced haemoglobin contained
in the yein absorbs near-infrared light and the hypodermic vein creates a shadew on an image. Using
image processing technology, the shadow pattern of the venous blood is pfocessed from the captured
image. [The resulting patterns are used in biometric comparison, refereficing features such as flow
directipns and bifurcations, or using the patterns themselves. In practice, veins in the hand, such as
that these in a palm, the back of a hand, or a finger, are used for authentication because such these arg
easy to|capture by a sensor.

8.4.2 |Palm vein technology

Palm vgin authentication systems generally use optical palm vein sensors for capture of the image pattern

8.4.2.1] Capture device

Palm v¢in authentication is used normally without a cradle for hand. However, especially for those who
are not/familiar with this modality, a cradlé€ for hand may be offered.

If a crafle for hand is used in enrolment, the cradle should be appropriately positioned so that it does
not obstruct the imaging of the palm by the sensor.

Guidanfe from the GUI or audio prompts is the most effective way to provide support for users in
placingtheir hands correctly .

8.4.2.2| Enrolmentconsiderations
If therelis only one lrand available, then only the palm vein image or pattern from this hand will be enrolled

Qualityl check algorithms and/or a verification test after enrolment should be used in the enrolment
process.

8.4.2.3 Important considerations regarding hand placement
— Open the fingers lightly and position the hand over the sensor.

— Keep the hand horizontal over the sensor in the same way that you would when resting your hand
on the surface of a desk.

— When viewing your hand from directly above, position it over the sensor such that the middle finger
is aligned with the central axis of the sensor and the hand is straight.

— Tryto keep the distance between palm and the sensor surface at an appropriate distance. Be careful
not to bring the palm too close to the sensor surface.
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— The recognition accuracy of the system is affected considerably by the quality of the enrolled palm
vein pattern data. If the quality of enrolled data are not sufficiently high, there may be repeated

false rejections even if the hand is positioned correctly for verification.

— The pattern of veins in the palm may not be enrolled correctly, and the recognition accuracy of the

system may be impaired if:
— an adhesive or other type of bandage is applied to, or wrapped around, the palm;

— the palm is soiled, wet or injured.

— Ifproblems are encountered when using the device on cold mornings, performance can be.in
by warming the hands by for example, rubbing them together.

— Applicants should take care that their sleeves do not obscure any part of the palm!
8.4.3 Finger Vein technology

8.4.3.1 Capture device

Enrolment devices should be installed at a height between one’s chest and waist, so as to i
their usability.

8.4.3.2 Enrolment considerations
Finger vein patterns of the frontal side (fingerprint side)*of a finger are enrolled.

Biometric references from the veins of two or more fingers are enrolled to make at least ong
available for authentication should one be are unavailable due to physical injury

At enrolment, applicants can select fingers from both hands for enrolment.

Index fingers, middle fingers and ring fingers are recommended for enrolment because these
can be positioned on the device in a steady position during enrolment or recognition

8.4.3.3 Quality of the biometric reference

Attended enrolment is essential to optimize the capture process and to enrol high quality refe
Some users may place(a,finger tip on the image capture sensor in the belief that the dev
fingerprint sensor

For each finger, more than three finger vein images are captured, with a quality assessment per
for each imagg, and repeating the transaction if the quality threshold has not been reached. F
are extracted from the images as candidates for inclusion in a biometric reference with feature
highest quality being selected.

A verification is recommended after enrolment to confirm that the reference is of an adequ
repeatable quality
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9 Guidance relating to enrolment for mobile biometric applications

9.1 Best practice guidelines

In 2009, NIST published best practice recommendations for the use of biometric mobile Identification
devices using fingerprint, face and iris modalities. Such devices could be used for anumber of government
or private sector applications, but the report focused on the needs of government organisations in the
law enforcement, defence and homeland security sectors. Mobile systems are more challenging both for
the device supplier as well as attendants, since the units must be portable and robust, the environment
of operation is less controlled and the design of hardware, software and enrolment processes has to
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