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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.|In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IECJTC 1.

The pfrocedures used to develop this document and those intended for its further maintenancé are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria_neéded for
the different types of document should be noted. This document was drafted in accordarce with the
editorfial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patlent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights| Details of any patent rights identified during the development of the_.document will be in the
Introduction and/or on the ISO list of patent declarations received (see wwwalso.org/patents).

Any tade name used in this document is information given for the cenvenience of users and does not
constitute an endorsement.

For ap explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expregsions related to conformity assessment, as well as infermation about ISO’s adherence to the
World| Trade Organization (WTO) principles in the TechnicalyBarriers to Trade (TBT) see the following
URL: ywww.iso.org/iso/foreword.html.

This Hdocument was prepared by ISO/IEC JTC_ ., 'Information technology, Subcommittee SC 6,
Telecommunications and information exchange between systems.

Alist ¢f all parts in the ISO/IEC 29181 series,published under the general title Information technology —
Futurg¢ network — Problem statement and pequirements, is available on the ISO website.
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Introduction

This document defines the problem statement and requirements for the future network in the
networking of everything, which would be the Internet of Things (IoT) network aspects.

Considering that many standards-development organizations, including ITU-T, already produced their
own loT-related standards or recommendations (such as ITU-T Y.2060,Y.2061, and Y.2069), this document
has a clear scope, with new terms and definitions that are consistent with those already in existence.

This document focuses on providing the solutions to other standards-development organizjtions’
requirements; discussing how various networking technologies should be integrated for users:

This document focuses on networking issues, excluding how virtual things can be associated with
physical things or devices. The problems of current networks and requirements for Future Networks
are discussed in other parts of ISO/IEC 29181. This document only discusses the,problems of cfirrent
networking technologies and policies, and the requirements for the networkingrof Future Netyorks,
especially considering future super realistic services like IoT.

Use cases in the Network of Everything are provided in Annexes A and B,

© ISO/IEC 2017 - All rights reserved v
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Information technology — Future Network — Problem
statement and requirements —

Part 9:

Networking of everything

1 Scope

This document describes the general characteristics of Networking of Everything (NoE), which
applied to Future Networks, especially from an Internet of Things (1oT) perspective. This doc
specifies:

— aconceptual model of NoE and its definition;

— problem statements in conventional networking;

— standardization activities of other standards-development.organizations;
— requirements for NoE from an loT perspective;

— technical aspects.

NOTE Since networking issues are an integral part'of IoT and Future Networks, while standards of
Future Networks are under development in other staitdards-development organizations, this document f]

on networking issues to integrate diverse networking techniques to provide users’ service and/or
requirement.

2 Normative references

The following documents are teferred to in the text in such a way that some or all of their ¢
constitutes requirements of this document. For dated references, only the edition cited applis

ran be
iment

[oT or
pcuses
things

bntent
s. For

undated references, the latest edition of the referenced document (including any amendments) applies.

There are no normative-references in this document.

3 Terms and definitions
For the pupposes of this document, the following terms and definitions apply.

[SO and'[EC maintain terminological databases for use in standardization at the following addres

SES:

& 'IEC Electropedia: available at http://www.electropedia.org/

— SO Online browsing platform: available at http://www.iso.or

3.1
actuator
device that triggers a physical action following stimulation by an input signal

[SOURCE: ITU-T Y.2061]
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3.2

collaborative work group

group

of thing-users that can perform planning a job, recruiting thing-users, and coordinating thing-

users without human intervention

3.3

composite QoS
overall performance provided by all networks which are instantaneously interconnected to provide a

servic

e to a user

3.4

context
inforn[fation that can used to characterize the environment of a user

[SOUR

3.5

devic
<Inter
optior

[SOUR

3.6

every
<Netw
netwg
requiy

Note
termij

3.7

identi
series
netwa

(e.g.p
[SOUR
3.8

CE: ITU-T Y.2002]

2}

net of Things>piece of equipment with the mandatory capabilities of communication and the
al capabilities of sensing, actuation, data capture, data storage, and data processing

CE: ITU-T Y.2060]

thing

rorking of Everything>piece of equipment with capabilifies of communication with any type
rk appropriately according to the network environments (or conditions), or user’s (predefined)
ements like accounts, contracts, QoS, security, or privacy

| to entry: It can be regarded as combined equipment with a device and physical thing in IoT
nologies. Simply “everything” in the NoE can be regarded as any “device with things” in the IoT.

fier

of digits, characters and symbols orany other form of data used to identify subscriber(s), user(s),
rk element(s), function(s), network:entity(ies) providing services/applications, or other entities
hysical or logical objects)

CE: ITU-T Y.2091]

Internet of Things

IoT
global

(phys

infrastructure)for the information society enabling advanced services by interconnecting
cal and viftual) things based on existing and evolving, interoperable information and

commjunicatiomtéchnologies

[SOUR

CE: ITU-T Y.2060]

39

machine-to-machine application

M2M

application enabled by the communication between two or intervention in the process of communication

[SOURCE: ITU-T Y.2240]
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3.10

network agent

virtual object that (1) monitors and coordinates each individual networks, (2) provides information
of networks which are capable to the user device, and (3) (re)selects an optimal network through
negotiation between user devices and appropriate networks

Note 1 to entry: This network agent can be implemented in each network platform separately with limited
operations depending on its features. Also it may be implemented in diverse shapes such as a one single agent
server, distributed agent servers among each networks, or software in each network platform.

3.11
Networking of Everything
NoE
technologies where every kind of systems communicates with each other regardless-of the types of
devices or things attached to the devices

Note 1 to entry: Everything (or any device with things) can access any network appropriately and communicate
with everything (or any device with things) according to the network environménts (e.g. available networks,
network conditions, etc) and the thing’s requirements (e.g. account, contracts, privacy, security, requife QoS,
etc.). For example, NoE can provide a capability that a communication will be’handed over from mobjle LTE
telecommunication network to WLAN access network with seamless mannerx,ifneeded.

3.12

object
intrinsic representation of an entity that is described at anvappropriate level of abstraction in tefms of
its attributes and functions

[SOURCE: ITU-T Q.1300]

3.13

proximity defined network
PDN

network configured among devices in clese proximity, using conventional LAN or WAN technologies:
which are in not only physically close proximity, but also closely related, or logically close proximlity

3.14

sensor
electronic device that senses a physical condition or chemical compound and delivers an eledtronic
signal proportional to thelobserved characteristic

[SOURCE: ITU-T Q.2221

3.15

sensor node
device consisting of sensor(s) and optional actuator(s) with capabilities of sensed data processing and
networking

[SOURCE: ITU-T Q.2221]
816

thing
object of the physical world (physical things) or of the information world (virtual thing), which is
capable of being identified and integrated into communication networks

[SOURCE: ITU-T Y.2060]
Note 1 to entry: Physical things are capable of being sensed, actuated, and connected such as robots, goods,

electrical equipment. Virtual things are capable of being stored, processed and accessed such as multimedia
content and application software.

© ISO/IEC 2017 - All rights reserved 3


https://standardsiso.com/api/?name=46a1b6ea74fdbf3a0e44703f1efe1486

ISO/TR 29181-9:2017(E)

3.17

thing-user
thing which uses the network service or the service provided by other things

Note 1

to entry: Physical things and virtual things can be a thing-user.

4 Abbreviated terms

ISP
LTE
NGN
SOA
TCP
QoS
UDP
USN

inter service provider

long term evolution

next generation networks
service-oriented architecture
transmission control protocol
quality of service

user datagram protocol

ubiquitous sensor networks

5 Operview of Networking of Everything (NoE)

Curre
netwa
ownel
but to
or mo

— it
— it
— th
— th

There
Since

of tec
by thé
hando

In the
netwa

htly, there are various different types of networks in the'market such as mobile telecommunication
rks, [P-based data networks, etc. However since-&ach network is usually operated by different
s, even though multiple networks are even available to the same device, user device has no choice
access to the predetermined (pre-contractual) network. Even though a device can access to two
e different networks, still there are inconvéniences;

should be done manually,

takes relatively long time to chahge the networks,

ere is no choice to prioritize.the network search sequence,

ere is no consideration for power consumption to find an appropriate network.

are also problenfsHywith networking itself, especially between different types of networks.
mostly each network is operated and maintained by separate individual groups, there are lots
hnical and adiministrative difficulties in inter-networking. Even two different networks owned
same owner are still operated independently without considerations of interconnectivity or
ver betwieen two networks. Users are forced to use only the network that the ISP provided.

Future Network, any piece of equipment with capabilities of communication becomes a user of the

rksa thing-user. Trillions of NoE devices will be accommodated in the network. The connections

percelved by thing-users will raise the networking scale to an unprecedented level.

The NoE device is capable of being sensed, actuated, collaborated and socialized. The NoE device

varies

in intelligence. The intelligent thing-user will be smart enough to perceive the goal, comprehend

actionable knowledge and project strategies. The intelligent thing-user requires a network to
accommodate the autonomous collaborative working, which is performed by planning a job, recruiting
thing workers, and coordinating thing workers without human intervention.

© ISO/IEC 2017 - All rights reserved
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This document describes how NoE can enable Future Network users to overcome those problems.

However, since the scope of NoE is too wide, this document addresses the followings from the ne
handover point of view and heterogeneous service network integration:

— NOoE conceptual models;
— types of networks;

— network discovery and selection;

twork

— network status monitoring;

— handover between different types of networks;
— fast and reliable efficient connection;

— heterogeneous service network integration.

This document focuses on the handover of networking and the integrated networking of physical
over heterogeneous access network, even though it is based on the other-networking parameter]
as QoS/Composite QoS, routing/switching, mobility, security, collaboration, and so on.

Figure 1 defines a virtual abstract object named network agent which is to describe those netw
mechanism of handover, even between different types of networks‘and heterogeneous service ne
integration. In real implementation, it may be implemented dn~diverse shapes such as a single
server, distributed agent servers among each networks, or§oftware in each network platform.

Each network provides its platform over which M2M or I6T services are available. Those loT-like se
(mostly M2M services) are still restrictive to specific\devices for specific services. In a Future Ne

environment, [oT services should be open or easy,to‘access with simple registration or a contract]

A network agent - perceived from a user’s viewpoint -- monitors the status of all possible net
around the network agent. The networks.around it may be viewed hierarchically based on the di
so that the network agent may see mainly\available networks.

NOTE Figure 1 is the modified \yersion of Figure 2 of ITU-T Y.2060, indicating that NoE focu
“communication networks” in the physical world.

things
s such

brking
twork
agent

rvices
twork

works
stance

Ses on
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Virtual
device

Global net
platform

Network
Agent Physical O
things

Integrated
Platform

NG
Access

Net B ’
)

Platform B
5G platform

Scope of NoE

ommunication
networks

Fighire 1 — Conceptual model of NoE and its scope from the hetwork handover point of view

When(a user wants to communicate, the device gets some advice from the network agent which searches
the appropriate network based on the application. For~example, if the application is a simple voice
telephone, the network agent will find a 2G-like cheap nhetwork or WLAN VoIP. After VoIP in the WLAN
is seldcted, during the communication, it may happen that the remote access network is overloaded.
Then the network agent (located in the remote-access network area) will hand its channel to the LTE
netwdrk seamlessly.

When|a thing-user wants to coordinate-a:collaborative work group, the thing device gets some advice
from fhe network agent which discovers appropriate thing devices in a proximity defined network and
provides connections for a collabotative work group. For example, if the application is an autonomous
buildipg door access service for-a delivery drone which is performed by the building security guard
robot jand the building door acgess controller, and if the thing devices are served by different service
netwdrks, the network agént will coordinate the thing devices to form a proximity defined network
integrjated over heterogeneous service networks.

To prqvide those Kiiids of services, this document considers NoE from the viewpoint of handover even
betweden heterogerieous access networks and integration of heterogeneous service networks.

6 Problem statement

6.1 User’s perception

6.1.1 Static network selection

Currently when a person buys a smart phone and contracts to a mobile telecom company, he does not
have any choice to select a network. Even though he is in the location where different types of network
are available, still he does not have any choice regardless of his QoS request. For example, he has to
connect to a wideband expensive network for a simple and short chat.

6 © ISO/IEC 2017 - All rights reserved
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6.1.2 Inconvenient network change

Even when he can switch from one network to the other, still he does it manually, or waits for a relatively
long time to be switched. Even though two or more networks are available, still no one knows which
network is suitable for him.

6.1.3 Reconnection to network

While he is using a network, if somehow he decides to change the network to another, he has to start

from the beginning since the new network does not know any information about the user’s device,
content types, etc. It may cause a critical delay to a time-sensitive application.

6.1.4 Separate accounting

If he wants to access different networks wherever needed, he has to contract separately with diffferent
accounts and manage separate bills. It is very serious when travelling to foreign Cpuntries with diffferent
accounting policies.

6.1.5 Thing-user centric communications

If an intelligent thing-user wants to organize a collaborative work'\group autonomously with things in
proximity connected over heterogeneous service networks, there“is no solution for supporting [thing-
user centric communications. The protocols of service networks are defined in the applicatior] layer
and are designed for specific service purpose only, withouit' considering sharing the service capability
with other thing-users.

6.2 Network’s perception

6.2.1 Cooperation among ISPs

Each ISP now cooperates with other ISPito provide transit services, even among different countries.
However, as the request for diverse*big data or time-sensitive short data delivery is increasdd, the
policy should be revisited.

6.2.2 Inter-services between different types of networks

Up to now, each network has evolved with its own features. The mobile telecommunication inglustry
by which most of interhet services will be provided has expanded very fast. On the other|hand,
mobile internet devices provide telecommunication voice service. However, a user still has to(select
one network for\the same service without knowing the network status. The user has to restgrt his
connection? f\his chosen was wrong. Even worse, the user has to restart from the beginning if the
delivery was#ot successful at the final stage as the quality of network is getting worse as time gaes by.

6.2.3<—Reliable data transmission after path setup

For‘reliable data transmission, TCP-like connection is established prior to data transmission. [Time-

L 11D 1:1

OCIID;tiVC data alcT tl auoluittcd thl uusu Ul TITIAT \,uuucp‘iiuulcoo oC1 V;LU- IIUVVCVCI, VVhCll =8 DC\{U nce Of
data which should be time-sensitive and reliable are to be transmitted even through different types
of networks, there is no mechanism to provide such a service. For example, if a doctor wants to send a
series with short vital pulse information from his LTE smartphone to expensive equipment connected
to the hospital internet, the vital information cannot be delivered seamlessly unless the mobile
telecommunication network can hand them over to the hospital internet in time.

1) The ‘connection’ referred in this document is not a technical term. It may be a ‘connection’ usually perceived by
general users.

© ISO/IEC 2017 - All rights reserved 7
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6.2.4
For th

Different accounting policy

e same service with same quality and same amount of data, user has to pay different amount of

money even to the same company. Regardless of user’s preference, network charges only for the access.

6.2.5

Thing-user centric networks

The current networks are designed for human-to-human or human-to-object interaction. In the Future

Netw

rks, the thing device will be smart enough to coordinate a collaborative work group for things-

to-thi
conne
amon
user ¢

7 R

7.1

7.1.1
In 201
— S¢
— D

The w
— D
— D

ngs interaction without human intervention. As for the increase of self-maintained thing devices
cted over heterogeneous service networks, it becomes more important to provide connections
b thing devices located in proximity. The networking of everything has to accommodate the thing-
Pntric communications.

elated standardization and research activities

[SO JTC1

JTC1 WG10
4, JTC 1/WG 10 was established with the following terms of referemce:
rve as a focus of and proponent for JTC 1’s [oT standardization program.

bvelop foundational standards for IoT related to JTC 1 fer guiding IoT efforts throughout JTC 1

upon which other standards can be developed.

ork will cover:
bveloping terms and definitions for JTC 1 IoT-vecabulary;

bveloping [oT reference architecture andother foundational specifications as JTC 1 standards;

— Co¢ntinuing the work begun in a special'working group on IoT on standardization gaps;

— Es

— Ej
of

tablishing a liaison with JTC 1, ISO, IEC or other entities undertaking work related to 1oT;

icouraging the prompt andyefficient exchange of information within JTC 1 and with ISO, IEC, or
her entities working onlloT, as appropriate;

— Monitoring the ongoing loT regulatory, market, business and technology requirements;

— D
Sy

7.2

Since

bveloping othér)IoT standards that build on the foundational standards when relevant JTC 1
bgroups that.could address these standards do not exist or are unable to develop them.

ITU-T

2006, ITU-T SG 13 has studied and published various recommendations on Next Generation

Network, Future Networks, and cloud computing, including loT.

7.2.1

Next Generation Network (NGN)

NGN is a packet-based network or all-IP network that can provide telecommunication services and make

use of

multiple broadband, QoS-enabled transport technologies and in which service-related functions

are independent from underlying transport-related technologies. It enables unfettered access for users

to net

works and to competing service providers and/or services of their choice. It is mainly based on

end-to-end QoS, open service platform, mobility, security, ID/addressing, and ubiquitous networking.

© ISO/IEC 2017 - All rights reserved
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Ubiquitous networking is also defined in NGN. It is the ability for persons and/or devices to access
services and to communicate while minimizing technical restrictions regarding where, when and how
these services are accessed in the context of the services(s) subscribed to.

In ITU-T Y.2002, high-level capabilities and architectural model for ubiquitous networking in NGN is
defined;

— end-user:

—CONMETtINg to any tiing = persomat device, RFtDtag; sernsor; smarttard;
— ubiquitous networking applications:
— web service environments - IT and health; IT and vehicle, etc.;
— NGN service and transport stratum:
— context-awareness - user and environment status recognition;
— seamlessness - anytime, anywhere, any device, any content, always-on;
— multi-networking - unicast/multicast, multi-homing, multi-interface, multi-path;
— open interface (API);
— end-to-end connectivity over interconnected networkss

Recommendation ITU-T Y.2060 was published as a{series of NGN-frameworks and a fundtional
architecture model in 2012. Here ‘things’ are definedas objects of the physical world (physical things)
or the information world (virtual things), which ar€ capable of being identified and integratejd into
communication networks.

In Recommendation ITU-T Y.2061, a machinesoriented communication model is defined as a form ¢f data
communication between two or more entities in which at least one entity does not necessarily r¢quire
human integration, interaction or intervention in the communication process. Requirements of NGN
capabilities are listed: numbering,.naming and addressing, accounting and charging, mobility, profile
managements, device management, data differentiation and handling, group management, location
management, security, group felated communication modes. Also general requirements of obj¢ct-to-
object communication are listed in Recommendation ITU-T Y.2062; connecting each object, lightyeight
protocols, auto-discovepry.of objects, mobility, scalability, unique ID/addressing, QoS and compposite
QoS, and security. Andtechnical considerations are identification, scalability, interoperability, service
recovery, data traffic;energy efficiency, fault-tolerance, security and privacy, and intelligence.

7.2.2 Future-Networks

In Recomuiendation ITU-T Y.3001, objectives and design goals of Future Networks are |isted.
Objectives are:

1)< service awareness,

R

2—data-awarenress;

3) environmental awareness, and
4) social and economic awareness.
Design goals are as follows:

— service awareness:

— service diversity;

— functional flexibility;

© ISO/IEC 2017 - All rights reserved 9
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— virtualization of resources, ITU-T Y.3011, ITU-T Y.3012;

— network management;

— mobility;

— reliability and security;

data awareness ITU-T Y.3033:

data access;

Identification ITU-T Y.3031, ITU-T Y.3032;

enpvironment awareness ITU-T Y.3021, ITU-T Y.3022:

Netwq
netwa
netwd
multiy

In Re
Futur
enornm
data

netwa

NOTE
ID, as ¥

7.2.3

SUN i3
provig
The s¢
capab

10

Cd

Cd

energy consumption;
optimization;

cial and economic awareness:
service universalization;
economic incentives.

rk virtualization is defined as a technology that enablés the creation of logically-isolated
rk partitions over shared physical networks so that heterogeneous collections of multiple virtual
rks can simultaneously coexist over the shared networks. This includes the aggregation of
le resources in a provider and appearing as a single«resource.

ommendation ITU-T Y.3033, data aware netwotking (DAN), which is one of the objectives of
e Networks, is defined as a network architecture that would have the capabilities to deal with
ous amount of data efficiently in a distributed environment and enable users to access desired
afely, easily, quickly and accurately, regardless of data locations. This technology enables
rks to be aware of user requests and towreact accordingly to support adaptive data distribution.

The “data-aware” in DAN means that the intermediate network elements recognize the data name or
vell as its attributes which are provided for the network, and make a decision based on them.

Smart Ubiquitous Networking (SUN)

defined as a short-term realization of Future Networks. It is I[P-based packet networks that can
le transport and delivery of a wide range of existing and emerging services to people and things.
rvices provided\by SUN can cover aspects such as control, processing and storage. The following
lities are defjned to realize SUN:

ntext-awareness capabilities;

ntentéawareness capabilities;

p

OgTamImable capabiities;

smart resource management capabilities;

autonomic network management capabilities.
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7.2.4 ITU-T SG 20

ITU-T Study Group 20 (IoT and its applications including smart cities and communities) held th
meeting on 19 October 2015. As of August 2016, ITU-T SG 20 is developing the followings:

e first

— Requirements and use cases for [oT: Y.IoT-DM-Reqts (common requirements and capabilities of

device management in [oT);

— IoT functional architecture including signalling requirements and protocols: Y.IoT-son (framework

of Self-orgamnization network im the foT environments), Y. foT-cdm (framework of constraine
networking in the IoT environments), Y.NGNe-loT-arch (architecture of the IoT based on NGNe)
DE-RA (reference architecture for IoT device capability exposure), Y.IoT-SCE (reference-archit
for IoT network service capability exposure);

— IoT applications and services including end user networks and interw@rking: Y.IoT
(requirements of smartphone as sink node for IoT applications and services), Y.IoT-ASF (ad
software framework for [oT devices), Y.del-fw (Framework of delegation ser'vice for the IoT de
Y.IoT-EH-PFE (performance evaluation framework of e-health systems~in the [oT), Y.TH
(architectural framework for providing transportation safety service), Y.IoT-IoD-PT (ildentity
devices based on secure procedures and ensures privacy and trust of1oT systems).

7.3 Internet Engineering Task Force (IETF)

IETF regards IoT for use with current IP stacks, to a large extent, since there are tremendous co
other advantages to using IP for all communications. Especially as IP layering is a key to intercqd
diverse and upcoming physical/virtual devices. Howéyer, since current IP architecture is arg
not designed for IoT devices and networks, some challenges and changes are expected due to

node
Y.IoT-
ecture

-SPSN
aptive
vices),
S-afw
of [oT

st and
nnect
ruably
bigger

capability variations and no human interactions in’some areas: limited power, limited memory, diiverse

service requirements, etc. IP would consider~so6lutions for IoT: evolvability, scalability, diy

ersity

of applications, diversity of communication™“technologies, interoperability, lossy communication

technology, life time, low-power consumption, and low cost. IETF established some working d
based on the motivation that current [R\Mise too much energy, spectrum, and cost: 6LoWPAN,
CoRE, and LWIG.

— 6LoWPAN WG:
— [IPv6 over low-power‘area networks (IEEE 802.15.4);
— low power radio, 0.9 and 2.4 GHz bands, up to 127-byte packets;
— RFC 4944: transmission of IPv6 packets over IEEE 802.15.4;
— RFC 6282 header compression;
— REE 6775: neighbour discovery optimization for 6LoWPAN;
—RFC 4919, RFC 6568, RFC 6606;

~ N6LO WG:

roups
ROLL,

— IPv6 over networks of resource-constrained nodes;

— constrained node networks with the characteristics of: limited power, memory and proc

essing

resources; hard upper bounds on state, code space and processing cycles; optimization of energy

and network bandwidth usage; lack of some layer 2 services like complete device connec
and broadcast/multicast;

— RFC 7388: definition of managed objects for 6LoWPAN;
— RFC 7400: 6LoWPAN-GHC, generic header compression for 6LoWPAN;
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RFC 7428: transmission of IPv6 packets over ITU-T G.9959 networks;

— ROLL WG:

routing over low power and lossy networks;

low power and lossy networks are made up of many embedded devices with limited power,
memory, and processing resources;

Routing requirements: REC 5548, 5673, 5826, 5867,

Routing protocols: RFC 6206, 6550, 6551, 6552, 6719, 6997, 6998;

— CORE WG:

constrained restful environments;

framework for resource-oriented applications intended to run on constrained IP networks,
including controlling simple sensors, to control actuators and to manage dévices;

RFC 6690: constrained restful environments(CoRE) link format;
RFC 7252: the constrained application protocols(CoAP);
RFC 7390: group communication for CoAP;

— LWIG WG:

light-weight implementation guidance;

building minimal yet interoperable IP-capable deyvices for the most constrained environments
to help the implementers of the small devices;

RFC 7228: terminology for constrained-node networks;

draft-fu-lwig-usecase-00: deploymentof the low weight IETF protocols in IoT.

7.4 [EEE

The IEEE Standards Association (IEEE-SA) has a number of standards and projects that are directly
relatefl to creating the environment needed for a vibrant IoT.

— I

EE P2413:

architectural framework for the internet of things working group;

provides ‘@-reference model that defines relationships among various I[oT verticals (e.g.
transportation, healthcare, etc.) and common architecture elements, and a blueprint for data
abstraction;

provides a reference architecture that covers the definition of basic architectural building

..................

— IEEE 802.1CF:

12

network reference model and functional description of IEEE 802 access network;

in 2014, IEEE 802.1CF was established to specifies an access network, which connects terminals
to their access routers, utilizing technologies based on the family of IEEE 802 standards by
providing an access network reference model, including entities and reference points along
with behavioural and functional descriptions of communications among those entities;

in modern heterogeneous networks, suffering from limitations in service control, security and
provisioning, it is to unify the support of different interfaces, enabling shared network control
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and use of software defined network principles, thereby lowering the barriers to new network
technologies, to new network operators, and to new service providers;

— IEEE 802.15 TG8:
— WPAN for peer aware communications (PAC);

— in 2012, IEEE 802.15.8 was established to define physical layer (PHY) and medium access
control (MAC) mechanisms for WPAN PAC, optimized for peer to peer and infrastructure-less
——commmumications witir futty distributed coordimation PACfeatures inctudesdistovery for peer
information without association, discovery signalling rate typically greater than 00| kbps,

scalable number of devices during discovery, scalable data transmission rates, typically up to

10 Mbps, simultaneous multi-group communications, typically up to 10, relative positipning,
multi-hop relay, security, and operational in globally available unlicensed/licensed bands|below

11 GHz capable of supporting these requirements;

— in September 2015, TG8 finished PHY general requirements and services, MAC architgcture,
distributed network synchronization specification, channel scanningdiscovery, and peering.

7.5 oneM2M

Application Layer [Application Entity (AE) ]

Common.Services Entity (CSE)
AL and CSL CI\Z;]";;ZL::E" Data Management Device
Management Delivéry Handing & repository Management
Network services
i Group Location i
[ Discovery' ] [ Management ] [ Exposur‘e/Sel_wllce
Ex+ Triggerin:
. . - Service Charging Subscription &
[ Registration } [ Security ] [ & Accounting Notification

Network Service Layer Network Service Entity (NSE)

Common Service Layer

Figure 2 — oneM2M functional architecture and common services functions

TheppeM2Mowas establiched in 2014 tg dovelop technical specificationsswvhichaddressthe need] for a

common M2M service layer that can be readily embedded within various hardware and software, and
relied upon to connect the myriad of devices in the field with M2M application servers worldwide.

The oneM2M published new specifications in 2015: functional architecture, requirements, security
solutions, service layer core protocol specification, management enablement (OMA), management
enablement (BBF), CoAP protocol binding, HTTP protocol binding, MQTT protocol binding, and common
terminology.

The oneM2M layered model for supporting E2E M2M services comprises three layers: application layer
(AL), common service layer (CSL), and underlying network service layer (NSL) (Figure 2).
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The network service exposure, service execution and triggering (NSSE) CSF manages communications
with the underlying networks for accessing network service functions. A network services entity
provides services from the underlying network to the CSEs. Examples of such services include device
management, location services and device triggering. However no particular organization of the NSEs
is assumed in oneM2M.
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8.5

Network transparency

vork should provide transparency so that, while moving between mobile telephone networksand
ccess networks, the connection should be handed over to an appropriate network seamlessly.

rk preference to the access network would be controlled by the user preference.

ODptimized network performance

rks should provide the best or optimized performance to users. Its performance can be optimized
areas: access networks and core networks.

a user connects to a nearby access network, the access network device will select an appropriate
e type based on context and content to provide its optimized performance.

bnnection is to traverse through multiple and differentthetworks, the handover even to the
geneous network should be allowed based on performanee criteria. For example, if a smartphone
nected to the internet through WLAN, the connection may be handed over to the mobile
one network in the middle of the connection. If needed for best performance, the service type
provided to the user device in the access netwerk’may be changed to the other type when the
ction is handed over to the heterogeneous network.

One universal accounting

time, creating one account in any .network, any user could access any network with that account,
is valid through telephone systems and internet. Now, if a user registers a phone to a telephone
ny, then the user can call in any country if he wants even without a specific roaming request.
ber, the user still cannot aceess the internet through WLAN. A new fair and universal charging
and rules among Telcos.and ISPs are required.

Security and privacy

hny network canbe connected transparently, a universal and general security and privacy policy
be enforcedeven by domestic and international laws. It is to be enforced at the highest level of
ntive measures.

Instantaneous integration of networks for the thing-user

Networks should be enable a thing-user to interact with other thing-users connected over networks
instantaneously. The networking of everything has to accommodate thing-user centric communications.

Networks should support a thing-user to organize a collaborative work group autonomously with thing
devices in proximity.

14
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9 Technical requirements for NoE

9.1 Agent functions for NoE

It seems that the key of NoE is to define an NoE device (named as NoE agent in this document) to provide
network transparency, dynamic inter-service or dynamic handovers between two different networks,
thing-user centric communication, etc. described in Clauses 6 and 8.

Natwwaork acante: Caontavt awvazara carvicna comntant awvvaranace carvica and NAC caryics dafs 'led in
TYCTVY OTIT T o OO G oTreeXtT vy ot ot v Icts t=crvv ot SCrvIct oo v Ict

COTTITCTT TCIICSY T oo Qo T oCTT

ITU-T Y.2001, Y.3001, Y.3041, can be provided by context-awareness agent, content-awareness
agent, and QoS agent, respectively. Network agents can adopt conventional QoS mechanigms or
their servers, for example, IEEE WPAN PAC or oneM2M CSE and NSE, possibly, providing/M2M, NGN,
SOA, or USN, comparing to LTE.

— Function ofagents: Each agent collects, stores,and distributesinformation to each.other. For example,
context-awareness agent, located in the access network should cooperate clasely with other cdntext-
awareness agents, located in the nearby access networks or core netwérks. Furthermore|those
agents should exchange and share their information to provide better and appropriate servide.

— Readiness and accessibility: Context-awareness agent and content*awareness agent in the negtwork
should be ready and accessible by any user device which may bé possibly connecting to its nefwork,
and provide an appropriate service. Those agents will exchahge not only with each other, but with
QoS agents, security agents, and accounting agents. Those\agents can be implemented as a|single
physical agent server in each network. And those agents also can be interconnected between each
network agents as shown in Figure 3.

— Providing packet data network (PDN): Those agerits should provide a PDN configuration mechanism
so that things which are closed related be virtually connected and managed regardless of lo¢ation,
policy, or contracts.

— Network agent also should automatically*detect, register, and manage new network in proxirpity.

9.2 Network functions for NoE

For efficient and effective NoE, thefollowing functions should be performed in each network:
— ID/naming/addressing;

— security;

— mobility;

— virtualization of resources;

— openAPI/platform;

— programmability;

& ‘network management.

Those functions and derived values will be executed or used by each agent. Decision that which agent
uses which function might be an implementation-dependent matter, as long as those agents exchange
and share their information.

Figure 3 shows an example of how agents may work together to provide a data path with optimal
performance from end device 1 to end device 2. Based on the user’s requirements, such as contexts,
contents, or security levels, and network requirements, such as performance, fairness, or policy, agents
will communicate among them to provide a best path among (even heterogeneous) networks statically
or dynamically. The path may be handed over or changed based on the network circumstances.
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9.3

Using fagent functions and network functions for NoE:

Figur¢ 4 shows the internal and external relationships and key signalling between networks consisting
of NoH and others suchds things, network services, and super realistic applications. Agents play a main
role in (1) detectihg; registering, and managing all neighbour networks, (2) providing and managing
PDN t¢ any grouptof things with context-aware and content-aware information, and (3) interconnecting
varioys networks so that ongoing traffic in a network can be handed over to the other networks
accordling'to'the requirements of the service.

16

End
Device 1

—
Context
Awareness

Content
\Awareness

| ID/Naming/Addressing, Security, Mobilty |
| Programmabilty, open APplatform, Vir-
tualization of resources

———

Netw_ork Network
Functions | | Functions
_____ —_— PR

Network 2 Network
Functions

e

Figure 3 — Conceptual model for communication networks of NoE

Integrated functions of NoE

light-weight protocols should be implemented in the access network;

effficient PDN configuration algorithm-should be provided to each network so that each thing
canfigured with same criteria regairdless location or policy;

edch PDN should support its own dynamic configuration and mobility;

NpE should be capable of providing multiple transmissions of the same data to the same destination,
sipce source may not know the characteristics or circumstances of the destination.
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[ Super realistic service (M2M, 10T, etc.)

Service oriented networks
(SOA, NGN, oneM2M, IEEE WPAN PAC, etc)

/

configuration

[w -]

management,
control

signaling,
handover
5G

|

detection, registration,
management

content-aware,

agent

~ N\
S

Networking of Everything

context-aware

Things

7
|

Figure 4 — Example scenario for the role of NOE for super realistic FN service

© ISO/IEC 2017 - All rights reserved

17


https://standardsiso.com/api/?name=46a1b6ea74fdbf3a0e44703f1efe1486

ISO/TR 29181-9:2017(E)

Annex A
(informative)

U-health use case in NoE

A1l

Let’s &
decidg

U-health scenario

ssume that a doctor finds a patient in a remote island. He checks the patient’s heart pulses and
s to analyse those weird patterns. What he finds is that he can transmit the pulsesthrough his

LTE smartphone to the pulse analyser in the remote hospital. Now he activates his App'and starts to

send t

A2

— A
ot

— W
le

— T

— D
dg

— A
it
st

By th

appro
netwa

he information through LTE to the analyser.

ODperation in NoE of FN

5 shown in Figure A.1, agent 1(or Aq) in the LTE network detects, registers and comes to manage
her agents in proximity.

hen devicel is turned on, it is connected to A; which figures 6ut the context, contents, security
vels and so on, from a smartphone (devicel).

hen, based on its network information, it forwards the.pulse data to another LTE network (N3).

iring the transfer to the LTE network from Np to-N3, if agent 3(A3) detects some performance
poradation, then it contacts the agents 2(A1) and:hands it over to its internet (N3).

bent 2(A) in internet (N2) will contact agent4(A4) in the LAN(N4) and forward the pulse data to
5 LAN without delay, since agent 2 knows that agent 4 and its network is the best choice from the
atus sharing between neighbour agents:

s manner, the network agents-that already detected the quality degradation and found an
priate access network will hand’/over the following data seamlessly to the already-prepared
rk in time regardless of netwerk types, ownership, policies or even accountings.

18
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