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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations governmental and non-governmental in liadison with ISO and IEC also take pnart
=] 5 5 7 U g

n the

work.

The procedures used to develop this document and those intended for its further maintepance

are described in the ISO/IEC Directives, Part 1. In particular, the different approval cn
needed for the different types of document should be noted. This document,was draft

iteria
bd in
es or

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iSe.org/directiy
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this dotdment may be the st
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such p

Ibject
atent

rights. Details of any patent rights identified during the development'ef the document will be in the

Introduction and/or on the ISO list of patent declarations received (see. Www.iso.org/patents) or t
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific term

e IEC

S not

b and

expressions related to conformity assessment, asiwell as information about ISO's adherenfe to

the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techn
Subcommittee SC 7, Software and systems.engineering.

Alist of all parts in the ISO/IEC/IEEE 29119 series can be found on the ISO and IEC websites.

Any feedback or questions oh jthis document should be directed to the user’s national stan
body. A complete listing ‘of these bodies can be found at www.iso.org/members.html

see

blogy,

Hards
and

www.iec.ch/national-conimittees.
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Introduction

This document provides an overview of the topics of biometric systems and software testing and their
standardization. It describes how to apply the ISO/IEC/IEEE 29119 series of software testing standards
to the testing of both pure biometric systems and more extensive systems that include biometric
subsystems.

It inc

ludes information on the creation of a risk-based test strategy that addresses the full range of

quali
covelj

This

— 1
— 1
— 1
and t

[t pra
testir

Yt

— et et et et

[l

The s
are w

[y characteristics for a system (i.e. not restricted or focused solely on those quality characteristics
ed by biometric technical performance testing).

locument includes mappings between the documentation requirements of:
50/IEC 19795-1

50/1EC 19795-2

50/IEC 19795-6

he software test documentation defined by ISO/IEC/IEEE 29119-3.

vides mappings between the ISO/IEC/IEEE 29119 series and the following standards defining the
g of biometric systems:

50/1EC 19795-1
50/1EC 19795-2
50/1EC 19795-4
50/1EC 19795-6
50/1EC 19795-7
50/1EC TS 19795-9
50/1EC 29109-1

tandards covering the evaluation and testing of biometric systems (e.g. the ISO/IEC 19795 series)
ritten from the perspective'of an expert in biometric systems, are focused on technical biometric

performance testing (i.e. error-“rates and throughput rates) based on dynamic testing and do not

expli
softw

'itly use a risk-based-approach to the testing, as required by the ISO/IEC/IEEE 29119 series of
are testing standacds:

This
biom
syste
biom
of so
biom
also

ocument has béen created to provide support to software testers who are inexperienced in testing
tric systenis.It lists the most relevant biometric standards for software testers of biometric

s. It provides information on performing systematic software testing (static and dynamic) of
tric systéms using a risk-based approach in conformance with the ISO/IEC/IEEE 29119 series
tware testing standards. The mappings also show how conformance with the most popular
tTic testing standards maps to the requirements of the ISO/IEC/IEEE 29119 series. This document

using a risk-based approach in conformance with the ISO/IEC/IEEE 29119 series of software testing
standards.

As a Technical Report, this document contains data of a different kind from that normally published as
an International Standard or Technical Specification, such as data on the “state of the art”.

Vi
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TECHNICAL REPORT

ISO/IEC TR 29119-13:2022(E)

Software and systems engineering — Software testing —

Part 13:
Using the ISO/IEC/IEEE 29119 series in the testing of

biometric systems

1

Scope

This document:

2

gives information for software testers for the systematic, risk-based testing of biometric syj
and larger systems which include biometric subsystems;

establishes the importance of both biometric standards and $eftware testing standard
provides overviews of both areas and their standardization;

specifies the most important biometric standards for software testers of biometric systems;

provides information for software testers who wish{to conform to both the relevant biom

tems

and

btrics

standards and the ISO/IEC/IEEE 29119 series of software testing standards by providing mapjpings

between the two sets of standards;

is not limited to the testing of the technical performance of biometric systems in terms of
rates and throughput rates, but instead,covers the testing of the full range of relevant q
characteristics, such as reliability, availability, maintainability, security, conformance, usa
human factors, and privacy regulatieri’compliance;

gives information on applying a risk-based testing approach to the testing of biometric system
covers the full range of product-and project risks;

provides testers with an example set of product and project risks associated with biometric sy:
along with suggestions,on how these risks can be treated as part of a risk-based approach f
testing;

includes mappjngsbetween the documentation requirements of ISO/IEC 19795-1, ISO/IEC 19
and ISO/IEC @9795-6 and the software test documentation defined by ISO/IEC/IEEE 29119-3.

Normative references

There\are no normative references in this document.

3

error
hality
bility,

5 that

tems
o the

/95-2

Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

© ISO/IEC 2022 - All rights reserved
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3.1.1

biometric characteristic

biological and behavioural characteristic of an individual from which distinguishing, repeatable
biometric features (3.1.3) can be extracted for the purpose of biometric recognition (3.1.6)

EXAMPLE Galton ridge structure, face topography, facial skin texture, hand topography, finger topography,
iris structure, vein structure of the hand, ridge structure of the palm, retinal pattern, handwritten signature
dynamics, etc.

[SOURCE:TSO/TEC 2382-37:2022, 37.01.02, modified — The deprecated term has been removed.]

3.1.2
biomletric data
biometric sample (3.1.9) or aggregation of biometric samples at any stage of processing

EXAMPLE Biometric reference (3.1.7), biometric probe (3.1.5), biometric feature (3.1.3) or biometric property.

Note [l to entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background
Models.

[SOURCE: ISO/IEC 2382-37:2022, 37.03.06]

3.1.3
biometric feature
number or label extracted from biometric samples (3.1.9) and used for‘comparison (3.1.14)

[SOURCE: ISO/IEC 2382-37:2022, 37.03.11, modified — Notes toentry have been removed.]

3.1.4
biometric identification

procgss of searching against a biometric enrolment database to find and return the biometric reference
(3.1.7) identifier(s) attributable to a single individual

[SOURCE: ISO/IEC 2382-37:2022, 37.08.02, modified — Note 1 to entry has been removed.]

3.1.5
biomletric probe

biometric query

biometric sample (3.1.9) or biometric feature (3.1.3) set input to an algorithm for biometric comparison
(3.1.14) to a biometric reference(s)}<(3.1.7)

plicate enrolment eh€ck, a biometric reference will be used as the subject for comparisons against all other
biomdtric references in'the database.

Note 2 to entry: Typically in a biometric comparison process, incoming biometric samples serve as the subject of
comparisons against objects stored as biometric references in a database.

[SOURCE: 1SO/IEC 2382-37:2022, 37.03.14, modified — "biometric query" has been changed from a
preferredterm to an admitted term.]

3.1.6

biometric recognition

biometrics

automated recognition of individuals based on their biological and behavioural characteristics

Note 1 to entry: Biometric recognition encompasses biometric verification (3.1.12) and biometric identification
(3.1.4).

Note 2 to entry: Automated recognition implies that a machine-based system is used for the recognition either
for the full process or assisted by a human being.

2 © ISO/IEC 2022 - All rights reserved
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[SOURCE: ISO/IEC 2382-37:2022, 37.01.03, modified — The original notes 1, 2, 5 and 6 to entry have
been removed; notes 3 and 4 to entry have been renumbered as notes 1 and 2 to entry.]

3.1.7

biometric reference

one or more stored biometric samples (3.1.9), biometric templates (3.1.11) or biometric models attributed
to a biometric data (3.1.2) subject and used as the object of biometric comparison (3.1.14)

EXAMPLE Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or

Gaussian Mixture Model for speaker recognition, in a database.

Note 1 to entry: A biometric reference may be created with implicit or explicit use of auxiliary data, sfich as
Universal Background Models.

Note 2 to entry: The subject/object labelling in a comparison can be arbitrary. In some comparisons, a biofnetric
reference can potentially be used as the subject of the comparison with other biometric references or incpming
samples and input to an biometric algorithm for comparison. For example, in a duplicate enrolment |check
a biometric reference will be used as the subject for comparison against all other bipmetric references n the
database.

[SOURCE: ISO/IEC 2382-37:2022, 37.03.16]

3.1.8
biometric reference adaptation
automatic incremental updating of a biometric reference (3.1.7)

Note 1 to entry: Biometric reference adaptation can be used tgimprove performance (e.g. adapting the refgrence
to take account of variability of an individual's biometric{ghdracteristics (3.1.1) and to mitigate performance
degradation (e.g. due to changes in biometric characteristies over time).

[SOURCE: ISO/IEC 2382-37:2022, 37.05.05]

3.19

biometric sample
analogue or digital representation of hiometric characteristics (3.1.1) prior to biometric feature (B.1.3)
extraction

EXAMPLE A record containingthe image of a finger is a biometric sample.
[SOURCE: ISO/IEC 2382-37:2022, 37.03.21]

3.1.10

biometric system
system for the purpose of the biometric recognition (3.1.6) of individuals based on their behaviourgl and
biological charaeteristics

[SOURCE: 1§O6/1EC 2382-37:2022, 37.02.03, modified — Note 1 to entry has been removed.]

3.1.11
biometric template
reference biometric feature set

satofctaorad hiomotric fontiiroc (2 1 2\ comnarabhla divactlato o higmotric nyraho (2 1 0
SEe-6+-5t0Fe e e Et et e o= copatante-ait try—c6a-HOHEHEPFe5€ g = )

EXAMPLE A record containing a set of finger minutiae is a biometric template.

Note 1 to entry: A biometric reference (3.1.7) consisting of an image, or other captured biometric sample (3.1.13),
in its original, enhanced or compressed form, is not a biometric template.

Note 2 to entry: The biometric features are not considered to be a biometric template unless they are stored for
reference.

[SOURCE: ISO/IEC 2382-37:2022, 37.03.22, modified — "reference biometric feature set" has been
changed from a preferred term to an admitted term.]
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3.1.12

biom

etric verification

DEPRECATED: authentication
process of confirming a biometric claim through comparison (3.1.14)

[SOURCE: ISO/IEC 2382-37:2022, 37.08.03, modified — Notes to entry have been removed; the
deprecated term has been added.]

3.1.13

captlllred biometric sample

DEPR
biom¢

[SOU

3.1.14

comy
DEPR
DEPR
estini
and b

[SOU

3.1.1
decis
one g
negat

Note

match.

3.1.1
deted
DET
relati
discr

Note

Note
docur

[SOU

3.1.1
failu
FTA

failuy
chard

ECATED: raw biometric sample
ptric sample (3.1.9) resulting from a biometric capture process

RCE: ISO/IEC 2382-37:2022, 37.03.25]

arison

ECATED: match

ECATED: matching

ation, calculation or measurement of similarity or dissimilarity between hiometric probe(s) (3.1.5)
iometric reference(s) (3.1.7)

RCE: ISO/IEC 2382-37:2022, 37.05.07]

D

ion policy

r more rules used to determine whether a biometric comparison (3.1.14) results in a positive or
ive match

| to entry: The decision policy often includes a threshéld above which a comparison score is considered a

-

D
'tion error trade-off

onship between false-negative and(false-positive errors of a binary classification system as the
mination threshold varies

| to entry: The DET may be represented as a DET table or a DET plot.

D to entry: The receiver loperating characteristic (ROC) curve was used in the previous edition of this
hent. The ROC is unified with the DET.

RCE: ISO/IEC 19795-1:2021, 3.28]

/
e to acquire

e to \dccept for subsequent comparison (3.1.14) the biometric sample (3.1.9) of the biometric

cteristic (3.1.1) of interest output from the biometric capture process

Note 1 to entry: Acceptance of the output of a biometric capture process for subsequent comparison will depend
on policy.

Note 2 to entry: Possible causes of failure to acquire include failure to capture (3.1.19), failure to extract, poor
biometric sample quality, algorithmic deficiencies and biometric characteristics outside the range of the system.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.03]
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3.1.18

failure-to-acquire rate

FTAR

proportion of a specified set of biometric acquisition processes that were failures to acquire (3.1.17)

Note 1 to entry: The results of the biometric acquisition processes may be biometric probes (3.1.5) or biometric
references (3.1.7).

Note 2 to entry: The experimenter specifies which biometric probe (or biometric reference) acquisitions are in

the set, as well as the criteria for deeming a biometric acquisition process has failed.

Note 3 to entry: The proportion is the number of processes that failed divided by the total numbegref)bioetric
acquisition processes within the specified set.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.04]

3.1.19

failure to capture
FTC

failure of the biometric capture process to produce a captured biometricsample (3.1.13) of the bioretric
characteristic (3.1.1) of interest

Note 1 to entry: The decision as to whether or not a biometric sample.has been captured depends on system
policy. For example, one system can use a low-quality fingerprint, whereas another can declare it a failpire to
capture.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.05]

3.1.20

failure to enrol
FTE

failure to create and store a biometric enrolment data record for an eligible biometric capture sybject
in accordance with a biometric enrolmentpplicy

Note 1 to entry: Not enrolling someone ingligible to enrol is not a failure to enrol.
[SOURCE: ISO/IEC 2382-37:2022,37.09.06]

3.1.21
failure-to-enrol rate
FTER
proportion of a specified set of biometric enrolment transactions that resulted in a failure to|enrol
(3.1.20)

Note 1 to entry+Bdsing the denominator on the number of biometric enrolment transactions can result in a higher
value than basing it on the number of biometric capture subjects.

Note 2 foentry: If the FTER is to measure solely transactions that fail to complete due to quality of the subrhitted
biometric data (3.1.2), the denominator should not include transactions that fail due to non-biometric rgasons
(i«e.Yack of eligibility due to age or citizenship).

3.1.22

false accept rate

FAR

proportion of verification transactions with false biometric claims erroneously accepted

[SOURCE: ISO/IEC 19795-1:2021, 3.21]

© ISO/IEC 2022 - All rights reserved 5
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3.1.23

false match

comparison (3.1.14) decision of a match for a biometric probe (3.1.5) and a biometric reference (3.1.7)
that are from different biometric capture subjects

Note 1 to entry: It is recognized that this definition considers the false match at the subject level only, and not at
the biometric characteristic (3.1.1) level. Sometimes a comparison can be made between a biometric probe and
a biometric reference from different biometric characteristics of a single biometric capture subject. In some of
these cases, for example, when comparing Galton ridges of different fingers of the same biometric data (3.1.2)

subje¢t, a comparison decision of match can be considered to be an error. In other cases, for example when
compgring a mispronounced pass-phrase in text-dependent speaker recognition, a comparison decision of match
can b¢ considered to be correct.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.08]

3.1.24
falselmatch rate
FMR
prop¢rtion of the completed biometric non-mated comparison (3.1.14) trials thatseSult in a false match
(3.1.43)

Note ] to entry: The value computed for the false match rate depends on thresholds,'and other parameters of the
comparison process, and the protocol defining the biometric non-mated comparisen trials.

Note 2 to entry: Comparisons between the following require proper consideration (see ISO/IEC 19795-1):

— ijlentical twins;
i

fferent, but related biometric characteristics (3.1.1) from the same individual, such as left and right-hand
tppography.

Note 3 to entry: “Completed” refers to the computational processes required to make a comparison decision, i.e.
failurgs to decide are excluded.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.09]

3.1.2p
falsefnegative identification rate
FNIR;
FNIR[N, R, T)

proportion of a specified set of identification transactions (3.1.30) by capture subjects enrolled in the
system for which the subject's correct reference identifier is not among those returned

Note 1 to entry: The false:hegative identification rate can be expressed as a function of N, the number of enrolees,
and of parameters of the-identification process where only candidates up to rank R, and with a candidate score
great¢r than threshold T are returned to the candidate list.

[SOURCE: ISOAEC19795-1:2021, 3.22, modified — "FNIR(N, R, T)" has been changed from a preferred
term[to an admiitted term.]

3.1.2p
falselnon-match

comparison (3.1.14) decision of non-match for a biometric probe (3.1.5) and a biometric reference (3.1.7)
that are from the same biometric capture subject and of the same biometric characteristic (3.1.1)

Note 1 to entry: There can need to be consideration on how much non-conformance to system policy on the part
of the biometric capture subject is tolerated before the biometric probe and the biometric reference are deemed
to be of different biometric characteristics.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.10]
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3.1.27
false non-match rate
FNMR

proportion of the completed biometric mated comparison (3.1.14) trials that result in a false non-match

(3.1.26)

Note 1 to entry: The value computed for the false non-match rate will depend on thresholds, and other parameters

of the comparison process, and the protocol defining the biometric mated comparison trials.

Note 2 to entry: “Completed” refers to the computational processes required to make a comparison decisi
failures to decide are excluded.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.11]

3.1.28

false-positive identification rate

FPIR

FPIR(N, T)

proportion of identification transactions (3.1.30) by capture subjects not enrolled in the system, y
an identifier is returned

Note 1 to entry: The false-positive identification rate can be expressed\as a function of parameters
identification process for returning matched reference identifiers including comparison score threshold (7
the number of enrolees in the system (N).

[SOURCE: ISO/IEC 19795-1:2021, 3.23, modified — "FPIR{N, T)" has been changed from a pref]
term to an admitted term; the original notes 1 and 2_tp.entry have been replaced by a new not
entry.]

3.1.29

false reject rate

FRR

proportion of verification transactions with true biometric claims erroneously rejected

[SOURCE: ISO/IEC 19795-1:2021, 3.26}

3.1.30

identification transaction

sequence of one or more_tapture attempts and biometric searches to find and return the bion
reference (3.1.7) identifier(s) attributable to a single individual

[SOURCE: ISO/IEC 19795-1:2021, 3.10]

3.1.31
multi-modal biometric system
biometric 8ystem (3.1.10) based on multiple biometric characteristics (3.1.1)

3.1.32
throughput rate
number of subjects that can be processed by a biometric system (3.1.10) per unit time

n, i.e.

vhere

bf the
), and

brred
e 1 to

hetric

Note 1 to entry: The throughput rate is dependent on both the system characteristics and those of the subjects.

3.2 Abbreviated terms

API application programming interface
BIT built-in test
BDIR biometric data interchange record
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CPU central processing unit

CMC cumulative match characteristic
DAC digital-to-analogue converter
DET detection error trade-off

EQ equal

FAR false accept rate

FAS failure at source

FIF fusion information format

FTA failure to acquire

FTAR failure-to-acquire rate

FTC failure to capture

FTE failure to enrol

FTER failure-to-enrol rate

FMR false match rate

FNIR false-negative identification rate
FNMR false non-match rate

FPIR false-positive identification rate
FRR false reject rate

GDPR General Data Protection-Regulation
GFAR generalized false aceept rate
GFRR generalized false réject rate

GT greater than

GTE greatérthan or equal

HTER half total error rate

IBDR input biometric data record
ICAO International Civil Aviation Organization
IEEE Institute of Electrical and Electronics Engineers
INC incremental

LT less than

LTE less than or equal

MO member of
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MRP machine-readable passport

NEQ not-equal

0S operating system

RACI responsible, accountable, consulted, and informed
RAM random access memory

RBT risk-based testing

ROC receiver operating characteristic

ROM read-only memory

4 Introduction to biometrics

4.1 Biometrics overview

Biometric systems are used to recognize people based on their/physiological and/or behavi
characteristics. A key benefit is that the user does not have to\carry a token of their identity (e
identity card), which can be lost or stolen, or remember one@r more passwords, as their identit]
be recognized from their in-built traits. Example biometri¢ characteristics used by biometric sy}
include, among others: fingerprints, faces, hands, retinas;and voices.

Biometric systems and biometric subsystems withinlarger systems are becoming more prevalen
critical to people’s daily lives. These systems are;used to recognize people in a range of contexts
as border management, voter authentication,Jaw enforcement, and access to a variety of entitie
computer systems, personal devices, and physical areas, such as buildings and entertainment evel

Annex A provides a brief introduction té biometrics for those new to the field (e.g. testers who,
been asked to test their first biometric-$ystem or system including a biometric subsystem).

4.2 Standardization and biometrics

4.2.1 Introduction tostandardization of biometrics

Standardization aims.to promote innovation, help improve system quality, and ensure user s
while creating a fair‘and open industry ecosystem. Biometric standardization occurs at various |
including:

— interrational standards organizations;
— reégional standards organizations;

= ‘national standards;

oural
g. an
y can
tems

t and
such

5 (e.g.
nts).

have

hfety,
bvels,

— other standards organizations.

Under Joint Technical Committee 1 (JTC 1) of ISO and IEC, Subcommittee 37 (SC 37) is specifically
responsible for biometrics standards, although biometric systems are also covered by other ISO/IEC

committees and groups, such as SC 17 (Cards and security devices for personal identification) and
(Information security, cybersecurity and privacy protection).

4.2.2 1SO/IECJTC 1/SC 37 (biometrics)

SC 27

ISO/IEC JTC 1/SC 37 covers the standardization of generic biometric technologies pertaining to human
beings to support interoperability and data interchange among applications and systems. Generic
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human biometric standards include common file frameworks; biometric application programming
interfaces; biometric data interchange formats; related biometric profiles; application of evaluation
criteria to biometric technologies; methodologies for performance testing and reporting and cross
jurisdictional and societal aspects.

4.2.3 ISO/IECJTC1/SC37/WG 5 (biometrics and testing)
ISO/IEC JTC 1/SC 37 Working Group 5 (WG 5) covers the standardization of biometric testing and

repoyting.

Annek B provides descriptions of standards related to the testing of biometric systems.

5 Inptroduction to software testing

5.1 |Software testing in context

Software testing has been a fundamental part of software development since/well before life cycle
modgdls were defined, with references to a separate software testing activity(beging made as early as
19541461 Today, estimates for the proportion of life cycle costs spent on testidg vary from below 20 %
up to|80 % for safety-critical systems.

Software testing is a form of quality control, which, together with quality assurance comprise
quality management. Verification and validation are both quality control concepts supported by
software testing; verification focuses on the conformance of atest item with specifications, specified
requirements, or other documents, while validation focuses @n the value of the test item in respect to
the irftended use by the stakeholders.

5.2 |Static and dynamic testing
Software testing can take two forms; static and.dynamic.

Statig testing is evaluation of a test item wher€ no execution of the code takes place and can be performed
manyally (e.g. reviews) or by using tools\(e.g. static analysis). Reviews, as defined in ISO/IEC 20246,
rangg in formality and include inspections, technical reviews, walkthroughs, and informal reviews.
Statig¢ analysis involves the use of tooels to detect anomalies in code or documents without execution
(e.g. 4 compiler, a cyclomatic complexity analyser, or a security analyser for code).

Dynamic testing involves executing code and running test cases and can be performed manually or using
test tpols. The test cases areigenerated using test design techniques, as defined in ISO/IEC/IEEE 29119-4
and dan be black-box (based on a specification), white-box (based on the source code) or some mix of
the tyo (grey-box). The requirement to create test cases tends to make the cost of dynamic testing far
highdr than static.analysis.

5.3 |Systematic software testing

To pfovésthat a specific test item meets all requirements under all given circumstances, then all
possiplecombinations of input values in all possible states would need to be dynamically tested. This

activity is referred to as “exhaustive testing”, but, in practice, test items tend to be complex enough
that the application of exhaustive testing is not possible. For this reason, in practice, software testing
derives test suites by sampling from the (extremely large) set of possible input combinations and states.
Choosing the subset of possible tests that are most likely to uncover issues of interest is one of the most
demanding tasks of a tester but is helped by the use of test case design techniques, which provide a
systematic means of deriving this subset.
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5.4 Purpose of testing

Testing usually serves more than one purpose. Typical purposes include, but are not restricted to, the
following.

— Detecting defects - this allows for their subsequent removal thus increasing software quality.

— Gathering information on the test item - testing generates information. This information can serve
different purposes, such as:

— developers can use the information to remove defects, increase the code quality orjleqrn to
create better code in the future;

— testers can use the information to create better test cases;
— managers can use the information to assess the project situation.

— Creating confidence and taking decisions - by providing evidence that'the test item performs
correctly under specific circumstances, the stakeholders’ confidence thatthe test item will pefform
correctly operationally increases. With sufficient confidence, stakehelders can decide to releasge the
testitem.

Testing can be performed for some or all of these purposes, and.additional purposes not listed also
exist; these purposes are identified and agreed as a starting pointto any testing activity.

5.5 Standardization and software testing

5.5.1 Testing standards prior to the ISO/IEC/IEEE 29119 series

Until 2013, several software testing standardswere available. For instance, BS 7925-2 covered the
dynamic testing of software components, while IEEE 829 covered test documentation. However} only
a small part of software testing was covered by standards (e.g. test management was not covered) and
some of the standards overlapped in their'coverage of the topic, often providing conflicting guidapce.

5.5.2 The ISO/IEC/IEEE 29119 Series

In 2007 the proposal for a newSet of standards on software testing was approved by ISO, to be based
on existing IEEE and BSI standards (e.g. IEEE 829, BS 7925-1 and BS 7925-2). The ISO/IEC/IEEE 49119
series is intended to support testing in a wide variety of application domains, for varying levgls of
criticality and in any life cycle; thus, the standards are generic and can be applied to:

— the full range’f quality characteristics, both functional and non-functional;
— all industrial domains;
— safety critical and non-safety critical systems;

— Vexploratory and scripted testing;

— any life cycle model, including traditional (e.g. waterfall, V-model) and agile (e.g. Scrum, Kahban,

hybrid);
— automated testing.

The underlying model used as the basis for the ISO/IEC/IEEE 29119 series is shown in Figure 1, with
the test processes at the core. The test documentation is produced by executing the test processes; thus,
the test documentation describes the outputs of the test processes. The requirement to use techniques
to design the test cases is specified by the test processes in ISO/IEC/IEEE 29119-2, while the different
test design techniques are defined separately in ISO/IEC/IEEE 29119-4. The overall concepts used by
the other parts are defined in ISO/IEC/IEEE 29119-1.
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Part 1
BS 7925-1
General Concepts

S

Part 4 Part 2 Part 3
Testing ( Test Processes ) Test | Q
Techniques Documenta]{éy
A I A
| [Bs 7925-2 | ‘l’ | _1BEE829 |
Part 5 1SO/IEC 33063 1SO/IEC 20246
Keyword- Process Wo %duct
Driven Testing Assessment Reviews

Figure 1 — ISO/IEC/IEEE 29119 software-tésting standards

Soonjafter work on the first four parts of the ISO/IEC/IEEE.29119 series started, ISO/IEC 33063 on test
procgss assessment (assessing against the test processesydefined in ISO/IEC/IEEE 29119-2) was created
by a deparate proposal and this was followed by the development of ISO/IEC/IEEE 29119-5 on keyword-
drivep testing. The first three parts were initially published in 2013, ISO/IEC/IEEE 29119-4 in 2015 and
ISO/IEC/IEEE 29119-5 was published in 2016. A¢separate standard on reviews (ISO/IEC 20246) was
subs¢quently developed to complement the dynamic testing covered by the other standards and was
publiphed in February 2017. Updated second-editions of ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3
and IFO/IEC/IEEE 29119-4 were publishéd'in 2021.

5.5.3| ISO/IEC]JTC 1/SC7/WG 26 (software testing)

The ISO/IEC/IEEE 29119 series-was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
techrjology, Subcommittee-SC7, Software and systems engineering, in cooperation with the Software
and $ystems Engineerifig-Standards Committee of the IEEE Computer Society, under the Partner
Standards Development Organization cooperation agreement between ISO and IEEE. WG 26 was set up
in 20P7 to develop-the standards.

5.6 |Risk-based testing

5.6.1| cRisk-based testing at the core of software testing

Risk-based testing (RBT) is a core concept in the ISO/IEC/IEEE 29119 series, which expect risks to be
used as the prime driver for determining the content of the test strategy.

The process for managing risks by testing (RBT) is similar to most other risk management processes.
Initially potential risks are identified, sometimes using checklists based on quality characteristics, such
as those defined in ISO/IEC 25010. Next, they are analysed to determine the potential impact (severity)
they would have (on a delivered product or the project) if they were to occur. The likelihood of each risk
is determined, which can be based on factors such as requirement quality, staff capabilities, system
complexity and historical information. A risk exposure level is then established, based on combining the
impact and likelihood of each risk. Risks can then be prioritized accordingly, and treatments decided,
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if appropriate (or possible) - always remembering that a treatment for one risk can be the cause
increase exposure to, another risk.

of, or

Annex C provides a set of risks applicable to biometric systems in general (i.e. not specific to any

particular biometric characteristic). It also provides example software testing actions that can be

used

to treat these risks, which would be included in the test strategy (and test plan) for the testing of a

biometric system.

) b n VL. & -
5.0-‘. RISK CALCZUTICS

Risks can be categorized as either product or project risks.

possible losses or harm to users or other stakeholders due to the product not performing as requi

Project risks are concerned with how the product is developed and include the threat that develg
testers, and other project members lack the necessary skills or time to perform‘théir required actiy
or that the product will be delivered late or over budget.

6 Software testing of biometric systems and subsystenis
6.1 Traditional evaluation of biometric systems

6.1.1 General

The testing of biometric systems is distinctive in tiwe principal areas; in the levels of evaluatio
in the performance measures. Readers new to biemetrics can read Annex A, which provides a
introduction to biometric systems, before this.elduse.

6.1.2 Evaluation levels for biometric systems

6.1.2.1 Overview

There are three widely used évaluation levels for biometric systems, technology evaluation, sce
evaluation and operational ‘evaluation. These three evaluation levels are shown in relation t
test levels typically usediwhen performing software testing using a V lifecycle model in Figy

at the integration and-system test levels. Operational evaluation includes both operational trial
performance monitering, and so covers both the acceptance test level and maintenance testing,
is performed on eperational systems.

For technalogy evaluation the test environment typically involves no system hardware, with all
being run/on development/test machines. In scenario evaluation the real sensors are used, and th
of the\biometric system is kept as closely representative of the operational environment as pos
Opérational evaluation is normally performed in the operational environment itself.

Product risks are concerned with the deliverable product (in this case the biometric system) and infclude

red.

pers,
rities,

h and
brief

nario
b the
re 2.

Technology evaluation-is performed at the component test level, while scenario evaluation is performed

5 and
vhich

tests
b rest
sible.
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Operational Evaluation

Operational Performance

Trials Monitoring

Requirements Acceptance Testing Operational
\

\

Specification System Testing
Scenario
Evaluation
Design Integration Testing
Code Component Testing TFechnology Evaluation

Figure 2 — Evaluation levels across the software lifecycle

6.1.212 Technology evaluation

Techpology evaluation is concerned with the eyaluation and comparison of biometric components
when presented with the same input data inythe same test environment. A technology evaluation is
ideally reproducible and does not use real sensors to provide the input data; instead, a set of biometric
samplles, often known as a corpus, is used’instead. As the performance of biometric systems is heavily
dependent on the test data and test environment, the results of a technology evaluation are qualified
with fetails of these two factors.

Figure 3 provides a logical view-of technology evaluation and the different biometric system components
that gre tested as part of it. The elements shown in grey (e.g. enrolment biometric sample corpus) are
part ¢f the test environment and are not part of the deliverable system.

Tests|performed as part of technology evaluation generate biometric performance measures, which can
be diyided into twg-ateas.

The flirst area.is concerned with the ability of components to gather information into a format that

rate (spec1f1c to enrolment of a subject on the system), fallure to acqulre rate and fallure to capture
rate (these latter two measures can be associated with creating a biometric probe for comparison
with stored biometric references or the creation of a biometric reference for storage in the biometric
enrolment database) to be calculated.

The second area provides biometric performance measures on the ability of the tested components
to recognize if a captured biometric probe adequately matches a reference in the system’s biometric
enrolment database. At this point the decision policy is applied that can, for instance, specify that
multiple attempts are allowed. This area provides measures for verification or identification (e.g. false
match rate, false non-match rate) and is dependent on the first area providing suitable inputs.
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Figure 3 — Technology evaluation of biometric systems

6.1.2.3 Scenario evaluation

Scenario evaluation is concerned with the evaluation of a complete biometric system in ¢
environment that is representative of the actualgperational environment using the same sensors
proposed operational system. As a scenario.evaluation involves real people providing inputs vi
sensors, the results are less reproducible than for a technology evaluation.

Figure 4 provides a logical view of scenario evaluation. Compared to technology evaluation, the di
are now replaced by actual sensars, which means the biometric characteristics (e.g. facial fea

test
s the
h real

ivers
ures,

fingerprints) are now provided.by real test subjects rather than being read from a database. Similar

biometric performance measures are generated as for technology evaluation, except that now it i
possible to provide a measure-of the throughput rate of the system (e.g. number of test subjects ha
by the system per hour):

5 also
hdled
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Figure 4 — Scenario evaluation of biometric systems

4 Operational evaluation

htional evaluation is concerned with the performance of abiometric system in its target operational
onment. Operational evaluation is normally performed with real subjects (e.g. actual passengers
hg through an airport), which means that reproducibility is typically extremely low (lower than
enario evaluation). It can also sometimes be difficult to know when the system is providing the
ct results (e.g. if the system permits access to,a building for many subjects, then determining if
bf those subjects are supposed to be allowedsaccess or not can often be impossible).

e 5 provides a logical view of scenarig\.evaluation. For an operational biometric system, lack of
s to intermediate measures (e.g. determining if a failure to generate a biometric probe was due to
e to capture a suitable sample or-a\failure to extract the features) can make the generation of some
btric performance measures more’ difficult than for scenario evaluation. In Figure 5, it is assumed
ailure to capture/enrol canbe determined from the feedback given to the test subjects. Although
blatively easy to measure(the throughput rate of the system, the generation of accurate figures for
match and false non-match rates can be far more difficult.

16

© ISO/IEC 2022 - All rights reserved



https://standardsiso.com/api/?name=39d7df9aa7f3aa66b7bcfc59d04836f4

ISO/IEC TR 29119-13:2022(E)

performance

@ measures

Analysis [typically!

3 failure to enrol rate)
A 4
> . ] Extract Create

[ 6 Sensor [= *| Features [, . ”| Reference [, . .
biometric| biometri biometric
samples features reference

Presentation

r

1

1

1

% ENROLMENT } !
H 1

L R
B 1

_______ verification
outcome
biometric — $»< match? > ‘o
reference verl[flcaicmn (b
1:1 r\
erformarjce
biometric biometric A 4 P

y .
comparison
—\' samples [ pyiract | probe score(s) decision Results MLSEE
— — Compare li )
& Sensor Features policy Analysis| (typically
false non

false mat

i identification identification: .
Presentation W performance (1:n) Autcome and thro
Results measures dentified? rate)
| Analysis (typically >

failure to acquire rate)

Figure 5 — Operational evaluation of biometric systems

The evaluation and testing of biometric systems can be challenging. It is often the case tha
results from development (e.g. scenario evaluation) are nat-reépresentative of those found in real |
operation.

6.1.3 Performance measures for biometric systems

Biometric systems can be measured using varieus performance measures.

v

atch,
rate,
Ehput

[ test
vorld

NOTE ‘Performance measures’ for biometFic systems are not directly related to non-functional perforgance

testing or the performance efficiency quality:characteristic defined in ISO/IEC 25010. They are, instead, a
functional and non-functional measures«6fithe effectiveness of a biometric system.

The following are some of thé.most common biometric performance measures (as describ
ISO/IEC 19795-1).

mix of

bd in

— Failuretoacquire (ETA) rate. The proportion of times the biometric system fails to create a bio
reference (for enpolment) or biometric probe (for recognition). A failure to acquire can be du|
failure to capture.d biometric sample or due to an extracted biometric sample being of inade
quality. Captuxe’is the first part of acquisition, and so the failure to acquire rate cannot be
than the fdiliire to capture rate.

— Failure/to capture (FTC) rate. The proportion of times the biometric system fails to capt
biometric sample presented by an individual. For example, the fingerprint reader was not a
gather enough information from the finger presented to the device. Failure to capture is str
associated with the sensors used to capture biometrics samples and can be measured for

etric

toa
uate
ower

ure a
ble to
pngly
both

enrolment and recognition.

Failure to enrol (FTE) rate. The proportion of times the biometric system fails to acquire a valid
individual’s biometric reference and store it in the enrolment database. This measure is based on
the proportion of unsuccessful transactions rather than the number of individuals who attempt to
enrol, as it is possible the biometric system will allow a single individual multiple attempts to enrol.

False non-match rate (FNMR). The proportion of times the biometric system does not match an
individual’s acquired biometric probe to their valid stored reference (e.g. when a system refuses
access to someone who meets the requirements to be let in).
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— False match rate (FMR). The proportion of times the biometric system matches an individual’s
biometric probe to an unrelated set of biometric data (e.g. when a system allows access to someone
who does not meet the requirements to be let in).

— Throughput rate. The number of subjects that can be processed by the system over a period of
time (e.g. a biometric system controlling access to a sports event with a requirement to achieve a
throughput of at least 1 000 spectators per minute).

Only one of these ‘performance’ measures relates to a non-functional system requirement/characteristic
(thropghput rate) as defined in ISO/IEC 25010. In practice, several other non-functional system quality
chardcteristics will also need to be evaluated and a risk-based approach to the testing is the maost
effective approach to identifying the most relevant characteristics to measure and test (see 5.6).

Whern a biometric system is being tuned, the correct balance between the false non-match rate and false
match rate needs to be achieved - this depends on the context of the system. For instanceja-biometric
system controlling access to a highly secure area would have an extremely low false match rate, and, to
achiepe this, a higher false non-match rate is then accepted.

6.2 [Scope of testing for biometric systems

6.2.1 General

The potential scope of software testing for biometric systems &an be considered from several
viewpoints.

6.2.2 Biometric enrolment and recognition

Logidally, biometric systems comprise two parts; enrolment and recognition, as shown in Figure A.1.
For spme projects only one of the two parts will be inscope. For instance, a biometric access system for
a spofts venue that uses national identity cards as the Source of the biometric reference will not include
enrolment functions (but it is possible that the quality of enrolled references is of interest).

If just one of the two parts is being testedy then the test environment will need to include the other
part Jn some way to support integration testing of the two parts. This can be by using an operational
versipn, if it is available, or, if the otherpart is not available, then it will need to be simulated for testing.

6.2.3| Biometric componentsand supporting components

The core software componentsiof a biometric system support feature extraction and matching, however
a typjcal biometric syster also requires software components to support implementation of the user
interface, the database;and communications, among other components, as shown in Figure A.3.

If theg scope of theybiometric system testing encompasses all the software components in the larger
biometric system-(e.g. all the software components shown in Figure A.3), then the acceptance criteria
will rfeed to iriclude more than those biometric performance metrics described in 6.1.3.

6.2.4| ~Biometric subsystem as part of a larger system

A biometric system can be part of a larger system, such as a banking app, as shown in Figure A.4.

Where the biometric system is a subsystem of a larger system then, in addition to the testing of the
biometric subsystem and the other subsystems in isolation, system integration testing to ensure
interoperability between the biometric subsystem and other subsystems will also need to be
performed. Subsequently, the complete system will need to be tested for the most important quality
characteristics (determined using a risk-based approach) and then, the complete system will undergo
acceptance testing.
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6.2.5 Static and dynamic testing of the biometric system

Full testing of a biometric system would include both static testing (e.g. reviews and static analysis) and
dynamic testing (i.e. executing code).

According to ISO/IEC/IEEE 29119-1, testing comprises both static testing and dynamic testing - and a
test strategy that conforms to ISO/IEC/IEEE 29119-3 would include both static and dynamic testing.

6.2 6 Tactinag all aualitv charactarictice or limitad to hiomaoatric narformancao
..... Festing-all- quality-characteristies-orlimited-to-biemetricperformanee
Testing performed in conformance with ISO/IEC/IEEE 29119-2 and ISO/IEC/IEEE 29119-3 is\expgcted
to manage risks across all relevant quality characteristics (e.g. including those listed in ISQ/LEC 23010),
which far exceeds the scope of the biometric performance metrics specified in ISO/IEC 19795-1.

If the testing is to consider all relevant quality characteristics, then acceptance criteriafor each relpvant
quality characteristics are agreed by stakeholders, and a risk-based approach-used to prioritide the
management of the risks by testing, resulting in a test strategy that is not solely focused on biometric
performance metrics, such as those described in 6.1.3.

6.3 Documentation for testing biometric systems

Software testers who are required to perform their testing”in”accordance with both bionpetric
standards and the ISO/IEC/IEEE 29119 series of software testing standards will find that there are
two sets of documentation requirements that they need to‘meet. As these two sets of requirements
were developed without collaboration between the developers of these standards then satisfying the
requirements of both sets of standards can be challenging.

To support testers in such a situation, Annex D prevides four sets of test documentation requirements
for biometric testing (general, technology evaluation, scenario evaluation, and operational evalugtion)
and maps these to the test documentation defined in ISO/IEC/IEEE 29119-3.

6.4 Standards for testing biometric systems

ISO/IEC JTC 1/SC 37/WG 5 have developed numerous standards applicable to the testing of bionpetric
systems, several of which will be.useful to a software tester required to test such a system. Thefe are
also several biometric standards that, while not being directly related to software testing, ar¢ also
likely to be useful to software testers, such as standards defining biometric data interchange fofmats
and APIs for biometric Systems. Annex B provides descriptions of some of these biometric stanflards
that are most likely td be of use to a software tester.

Software testerswiio are required to perform their testing in accordance with both biometric stanflards
and the ISO/IEG/IEEE 29119 series of software testing standards can perform their testing [more
effectively if\they know how the biometric testing/evaluation standards relate to the software tgsting
standards,“To support such activities, mappings are provided in this document from the follgwing
biometrics testing and evaluation standards to ISO/IEC/IEEE 29119-2 and ISO/IEC/IEEE 29119-3;

— \ISO/IEC 19795-1 (see Annex E)

an Ananay TN
OO/ TE G T 77 GAArevsesacr.wuy)

— ISO/IEC 19795-4 (see Annex G)
— ISO/IEC 19795-6 (see Annex H)
— ISO/IEC 19795-7 (see Annex )

— ISO/IEC TS 19795-9 (see Annex])
— ISO/IEC 29109-1 (see Annex K)
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A1l

Annex A
(informative)

Brief introduction to biometric systems

General

‘Bionjetric’ is compound term formed from the terms bio (meaning life) and metric (meaning

meas

urement) - resulting in an adjective pertaining to the use of a person’s physical or behavioural

traitd for the purpose of measurement. Biometric systems are generally considered to be those used for

the p

Biom

irposes of recognition.

ptric recognition encompasses:

— Biometric verification; this is where the biometric system determines’ if-the person matches a

For e
the p
enrol

A2

dreviously stored record of their biometric data; thus, it is performing.a one-to-one match as it
V

forks with just one person and one set of biometric data;

iometric identification; this is where the biometric system identifies which record in a database of

b
stored biometric data matches the person; thus, it is performing a one-to-many match as it works
v

ith one person and many sets of biometric data.

ther verification or identification of a person to be, performed, the biometric system first needs
prson’s biometric reference, which captures their individual features, to be stored in a biometric
Iment database (see A.2.1).

Generic biometric system

A.2.1 Structure of a biometric system

A hig

h-level view of the components that make up a generic biometric system is shown in Figure A.1.

Logidally, there are two parts; the enrolment part and the recognition part, which both share use

of th
are c

b biometric enrolment database. In the enrolment part the person’s biometric characteristics
hptured and their biometric reference is stored. The template is often stored in a database, but

it is 4lso often stored on a portable repository, such as a passport (see A.2.2 for more details). In the
recognition part the person provides a biometric probe that is then compared with one or more stored

refer
ident

20

bnces (comparison’ with one template for verification and comparison with multiple templates for
fication).
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Figure A.1 — Generic biometric-components - high level

User Interface

biometric
probe

Sensor(s)

Feature
Extraction

Lt

When feature extraction is performed, normally the system will initially evaluate the quality ¢f the

extracted biometric sample to determine if it is\gdod enough to be used by the system. If it is not
enough the system will often try again, because, for instance, on a second attempt the person pre
the characteristic in a way that makes it.easier to extract the required features at the required q
level.

When the system attempts to matich’an extracted sample, it is highly unlikely that a perfect 1
will be achieved, and the systeni-typically generates a comparison score for the match. The sy
implementers or administrators can often set the threshold which the system uses to decide
match score is considered adequate to confirm a match.

Figure A.2 provides armere detailed view of the components that make up a generic biometric sy
In this figure, the eapture of the biometric sample and the extraction of the biometric features/]

good
sents
hality

hatch
'stem
if the

Stem.
brobe

are shown explicitly; and the decision-making is shown in more detail. The subject presents bionpetric

characteristicsfe:g. fingerprints) to a biometric sensor, which captures a biometric sample. If ther
sufficient details in this sample, relevant biometric features are extracted and, in the case of enrol

e are
ment,

these are_ Used to create a biometric reference, which is stored in a database. For recognitio

, the

extracted features form a biometric probe, which is compared against the contents of the datdbase.
The system can perform either verification (a one-to-one comparison), where the probe is compared
with one stored reference (i.e. verifying that the subject is who they say they are), or identifidation
(@ one-to-many comparison), where the probe is compared against all of the stored references (g.g. to

determine 1f the subject 1s on a watch list). For either 1dentification or verification, a comparison

score

is generated, and a decision policy is used to decide if the probe and template match closely enough to

be flagged as a probable match; the difference is that for identification multiple matches can be fla
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Figure A.2 — Generic biometric components -detailed
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Biometric
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-

ictice, the biometric components in Figure A.1 and Figure@\2 cannot work in isolation. Biometric
Ins typically also need to provide a user interface andto manage communication with other
Ins; Figure A.3 shows a biometric subsystem (itself comprised of the components in Figure A.2)
rt of a larger system, interacting with a user interface, sensors, external interfaces (e.g. for
nunication with other systems), and a database thirough several software components.

User
Interface

Software
Component

rigure A.> — Generic plometric systein

Biometric systems often form parts of larger systems, where they are more correctly known as
biometric subsystems. For instance, Figure A.4 shows a biometric subsystem as part of a banking
application. Many smartphones and laptops also include biometric subsystems (e.g. using fingerprint or
facial recognition).

22
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Figure A.4 — Example banking application with biometric subsystem

A.2.2 Biometric enrolment database

A.2.2.1 General

The biometric reference can be stered in several ways that are not obvious from Figure A.l

Figure A.2, but there are typicallyfour options.

A.2.2.2 Central server

The references are stored centrally, often in a database. If the central server is not secure, ther
danger that all the references will be stolen or illegally accessed. Also, the references need
communicated.over a network so that they can be used for comparison, opening up another pot
vulnerability-if the communication is compromised (although communication of biometric refer
would normally be encrypted).

A.2.2.3Y Workstations

The references are stored on individual workstations. This means they are only available 4

and

e is a
to be
bntial
ences

t the

location of tha warketation haowovar hy dictributing thao cuctanm’s hinmaotric roforancac
-6 —0+—+1} WS H O —WeY- el —5 CHSHHBUE S-S+ BHoeHHec—etreeRees

T oIS Y T

several workstations, there is no one target for malicious attacks and references are less likely

ross
to be

communicated across a network. However, managing security across multiple workstations can be

more open to mistakes than managing security on a single central server.

A.2.2.4 Smart sensors

The references are stored on an individual sensor. As with workstations, the references are

only

available at a single location, but getting access to biometric references on a smart sensor can be faster
than accessing a central server. A disadvantage is that the small size and portability of smart sensor
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devic

es can make them vulnerable to being physically stolen, however physical and/or logical template

protection measures can be used to protect the references.

A.2.2

.5 Portable tokens

The references are stored on a portable device, such as a smartcard with an in-built chip, on which

the b
an in

iometric reference is held. For instance, an ePassport typically holds a biometric reference on
-built chip. References stored in this manner can be stolen, but normally only individually, and

the h
prote
way

refer

A.3
Biom
— a

— €

A4

A.4.1

Biom
physi
moda3

pider—of the portabie toRemm 1as Tesponsibitity for itssecurity. Physicat and/or togicat temptate
ction measures can also be used to protect the references. Biometric reference data stored in this
Hoes not need to be communicated over a network, however each time the reference is uséd a
bnce reading device is required.

Typical biometric applications

btric recognition is used in a wide variety of application domains, including:
ccess control/security;

vent entry control;

ayment management;

ersonalization (e.g. of advertising);

emographics;

taff management (e.g. timekeeping).

Biometric characteristics

Introduction to biometric charaeteristics

btric systems use one or more biometric characteristics to perform recognition - these can be
ological or behavioural and some multi-modal systems use both. Biometric systems can be single
lity and use just one biometric, characteristic (e.g. only fingerprints) or can be multi-modal and

use npore than one biometric characteristic.

A.4.2

Biometric charaeteristics - physiological

Physiological biometriceharacteristics are based on physical attributes of the human body. Physiological

biom
— T

— f

btric characteristics include:
etinas;

ngerprints;

— h

and geometry;

— iris;

— faces;

— DNA;

— footprints;

— €

ar shape;

— sweat pores;
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A.4.3 Biometric characteristics - behavioural

Behavioural biometric characteristics are based on actions performed by a person,:Béhavioural

biometric characteristics include:

— keyboard dynamics;

— voice recognition;

— signature/handwriting dynamics;
— walking gait;

— foot dynamics;

— hand grip;

— brain wave pattern.

A.4.4 Biometric characteristics - attributes

According to ISO/IEC TR 24741, a biometric characteristic should be:

— distinctive: different across all people;

— repeatable: similar across time for-each person, o

— accessible: easily presented\to-a sensor (e.g. face to a camera or fingerprint to a scanner);

— universal: observable on all people;

— acceptable: people-are prepared to use the biometric characteristic in the given application.

In practice, no bipmetric characteristic displays all th

ver an extended period (several years);

ese characteristics. For instance, fingerprints, the

most widely uséd-biometric characteristic, is not universal because, for instance, it is not obserjvable

on people who have lost fingers, or those who work i

n manual professions where fingerprints bgcome

unreadablée/fe’g. bricklayers). For this reason, some biometric systems are multi-modal and use myltiple

characteristics.
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Annex B
(informative)

Standards related to the testing of biometric systems

B.1 |General

This ainnex provides a list of biometric standards applicable to the testing of biometric systems séveral
of which will be useful to a software tester required to test such a system. Although this@rtinex lists
some|of the most widely used standards for testing biometric systems, it is not a comprehensive list of
everyf standard applicable to the testing of biometric systems and testers are encousaged to identify
any other relevant standards, especially those that are mode-specific (e.g. standardss;thdt are specific to
a particular biometric characteristic, such as fingerprints).

Thes¢ standards (including technical specifications and technical reports) have been grouped into two
subclpuses; one subclause that contains standards directly related to testing'and evaluating biometric
systems, and the following subclause that contains standards on biometfics that are sometimes used to
supp¢rt testing (e.g. defining biometric APIs). Unless otherwise stated, each of the listed standards was
develpped by the ISO/IEC biometrics subcommittee (SC 37).

B.2 |Standards directly covering biometrics and testing

B.2.1 The ISO/IEC 19795 series - Biometrics performance testing and reporting

B.2.1]11 ISO/IEC 19795-1 - Principles and framiework

ISO/IEC 19795-1 (newly published in 2021)_ provides generic guidance on the testing of biometric
systems, independent of which biometrie- characteristics are being used and which of the three
biometric evaluation levels for biometri¢systems are being used.

It defines the fundamental performance metrics (error rates and throughput rates) for biometric
systems. It also specifies how bienietric systems are tested, covering test planning, test execution, and
test reporting.

See Alnnex E for a detailed,overview of ISO/IEC 19795-1.

B.2.1{2 ISO/IEC19795-2 - Testing methodologies for technology and scenario evaluation
(inclnding amendment that expands coverage to multi-modal biometric implementations)

See Alnnex Ffor a detailed overview of ISO/IEC 19795-2.

B.2.113°ISO/IEC TR 19795-3 - Biometric performance testing and reporting - Modality-specific

testing

ISO/IEC TR 19795-3 (unchanged since 2007) is a technical report that provides guidance on the
interpretation of the generic guidance on testing provided in ISO/IEC 19795-1 for different biometric
modalities (e.g. fingerprints, face images, iris images). It is concerned with how factors related to the
subjects (e.g. facial expressions) and the operational environment (e.g. lighting) change by modality
and how they can be considered during the testing of biometric systems.
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B.2.1.4 ISO/IEC 19795-4 - Biometric performance testing and reporting - Interoperability
performance testing

See Annex G for a detailed overview of ISO/IEC 19795-4.

B.2.1.5 ISO/IEC 19795-5 - Biometric performance testing and reporting - Access control
scenario and grading scheme

1ICOALC 1Q07Q0 O (oo

ISOAECI9795-5—published—4n—264provides—aframeworkfor—thebiometrieperformanee—tgsting
of biometric systems used as general-purpose access control applications. It specifically ceyels the
definition of requirements for such systems and their test environments. It also defines a'grpding
system for the biometric performance of the tested systems based on a minimum 90 % confidencellevel.

B.2.1.6 ISO/IEC 19795-6 - Testing methodologies for operational evaluation
See Annex H for a detailed overview of ISO/IEC 19795-6.

B.2.1.7 ISO/IEC 19795-7 - Testing of on-card biometric comparison algorithms
See Annex | for a detailed overview of ISO/IEC 19795-7.

B.2.1.8 ISO/IECTS 19795-9 - Testing on mobile devices
See Annex | for a detailed overview of ISO/IEC TS 19795-9

NOTE There is no part 8 in the ISO/IEC 19795 series.

B.2.2 ISO/IEC 21472 - Scenario evaluation methodology for user interaction influernce
in biometric system performance

ISO/IEC 21472 defines a methodology for@&esting and reporting how different user interaction fgctors
influence the performance of biometricsystems when performing a scenario-level evaluation. Fdctors
considered include the position and.eondition of the capture system, attributes of the users ¢f the
system, and how users interact with the system. ISO/IEC 21472 does not cover usability testing of
biometric systems.

ISO/IEC 21472 is referenced by ISO/IEC TS 19795-9, which covers biometric testing on mobile dd¢vices
(see Annex I for more détails).

B.2.3 The ISO/IEC 29109 series - Conformance testing methodology for biometric dpta
interchange formats defined in the ISO/IEC 19794 series

See Annex/K for a detailed overview of ISO/IEC 29109-1.

ISO/IEC 29109-2 to ISO/IEC 29109-10 cover specific approaches to conformance testing for different
biometric modalities.

B.2.4 ISO/IEC 29120-1 - Machine readable test data for biometric testing and reporting

- Part 1: Test reports

ISO/IEC 29120-1, published in 2015, specifies a format for machine readable test documentation. It is
intended to support communication of test results and the certification status of biometric systems
tested in conformance with the ISO/IEC 19795 series. It specifies machine-readable test report formats
recording test results for both technology and scenario evaluation levels.

ISO/IEC 29120-1 does not appear to be referenced from other biometric standards; however it is
informatively referenced from ISO/IEC 24761 (a security standard), which defines data structures for
checking the validity of test results for biometric systems at remote sites.
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B.2.5 ISO/IEC 29197 - Evaluation methodology for environmental influence in
biometric system performance

ISO/IEC 29197, published in 2015, provides a methodology for analysing how environmental conditions
(e.g. temperature, humidity, illumination, and noise) influence the performance of biometric systems.
The methodology considers the biometric system as a whole, and so is pertinent for either scenario or
operational level biometric evaluations (see 6.1.2).

ISO/I O O l‘__ ll llt l... .. A. a l‘ .. a) ' ..- 7.:7 a vl‘ . Q . 7.‘
genelfic scenario evaluatlons defined in ISO/IEC 19795 2 and the operatlonal evaluatlons deflned in
ISO/IEC 19795-6.

B.2.§ ISO/IEC 30136 - Performance testing of biometric template protection schemes

ISO/IEC 30136, published in 2018, is for testing the efficacy of the protection scheme,for biometric
systems which incorporate biometric template protection. Biometric template protection schemes
derive data from an individual’s biometric template and only use that derived data‘for subsequent
complarison. The derived data cannot be used to reverse-engineer the biometrictemplate, and so if
the bjometric system (and the derived data) is compromised, the individual’s biometric template data
canngt be accessed and reused (perhaps in other biometric systems).

ISO/IEC 30136 specifies metrics for evaluating template protection-based biometric verification and
identjfication systems by evaluating the accuracy, secrecy, and privacy of the biometric template
protection system.

B.2.7 ISO/IEC TR 29198 - Characterization and measureément of difficulty for
fingerprint databases for technology evaluation

ISO/IEC TR 29198, a technical report published in 2013; provides guidance on predicting the level of
difficulty of a fingerprint dataset, based on factors such as relative sample quality, relative rotation,
deforimation, and overlap between impressions,sThis guidance can be used for characterizing and
measpuring the relative difficulty levels of fingerprint datasets used in technology evaluation, especially
when comparing biometric systems and components.

B.2.§ ISO/IEC 19792 - Security evaluation of biometrics

ISO/IEC 19792, published in 2009.by the ISO/IEC information security subcommittee (SC 27), covers
the s¢curity evaluation of biometric systems. It provides generic requirements for the evaluation rather
than peing focused on a particular certification scheme and is focused on the biometric components of
the eyaluated system.

ISO/IEC 19792 references ISO/IEC 19795-1.

B.2.9 The ISQ/IEC 19989 series - Criteria and methodology for security evaluation of
biometric systems

The IFOAEC 19989 series are developed by the ISO/IEC information security subcommittee (SC 27).

ISO/I 9989 . TS VO StaIraara; ttbhshed O , OCUSTSO evattatio ofbio
recognition and presentatlon attack detectlon based on the ISO/IEC 15408 series that prov1de
evaluation criteria for IT security.

ISO/IEC 19989-2 and ISO/IEC 19989-3: These standards, published in 2020, provide detailed
recommendations for biometric recognition performance in ISO/IEC 19989-2 and for presentation
attack detection in ISO/IEC 19989-3.

ISO/IEC 19792 covers a similar area to the ISO/IEC 19989 series; however, it does not specify the
concrete criteria and methodology that are needed for security evaluation based on the ISO/IEC 15408
series.
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B.2.10 The ISO/IEC 15408 series - Evaluation criteria for IT security - Parts 1 to 5

The ISO/IEC 15408 series, developed by the ISO/IEC information security subcommittee (SC 27),
provides a common set of requirements for the security functionality and for assurance measures
applied to all forms of IT products during a security evaluation.

B.2.11 The ISO/IEC 30107 series — Biometric presentation attack detection

T]‘\n IC(\/]E(‘ Qn1n'7 cav!nc pwr\xnr‘nc‘ racammandatione an '1llfl'\m"lfﬂl“ nracsantation attaclk dat Ctlon

for blometrlc systems. ISO/IEC 30107-3, published in 2017, focuses on testing and reporting] jwhile
ISO/IEC 30107-4, published in 2020, focuses on the testing of mobile devices.

B.3 Standards supporting biometrics and testing

B.3.1 ISO/IEC TR 24741 - Biometrics — Overview and application

ISO/IEC TR 24741, a technical report published in 2018, replaces the firstedition published in 2007. It
provides a background to the field of biometrics. It covers the history ofbiometrics, the architectire of
a generic biometric system, the different biometric technologies (e.g.€imgerprints, faces), and difxerent
application areas for biometrics.

B.3.2 ISO/IEC 2382-37 - Biometrics vocabulary

ISO/IEC 2382-37 provides definitions of the most commonly used terms in biometrics.

B.3.3 The ISO/IEC 19784 series - Biometric application programming interface

ISO/IEC 19784-1, published in 2018, specifiesan architectural model which enables compopents
of a biometric system to be provided by different vendors, and to communicate through applidation
programming interfaces (APIs).

ISO/IEC 19784-2, published in 2007~specifies the interface to a function for a biometric arlchive
(database).

ISO/IEC 19784-4, published in"2011, specifies the interface to allow systems to interface to bionmetric
Sensors.

NOTE There are only(three parts in the ISO/IEC 19784 series.

B.3.4 The ISO/IEC 19794 series - Biometric data interchange formats

ISO/IEC 19794<2, published in 2011, describes requirements for defining biometric data interchange
formats in‘general and covers the definition of content common to all biometric types. Each ¢f the
remainingparts of the ISO/IEC 19794 series covers a distinct biometric type.

ISO/IEC 19794-2 to ISO/IEC 19794-15 define data formats for different biometric types| (e.g.
ISO/IEC 19794-2 covers finger minutiae, ISO/IEC 19794-5 covers face image data and ISO/IEC 19794-6
covers iris image data).

NOTE The ISO/IEC 19794 series are being superseded by the ISO/IEC 39794 series.

B.3.5 The ISO/IEC 39794 series - Extensible biometric data interchange formats

Limitations encountered with the ISO/IEC 19794 series, largely due to advances in technology, have
led to the development of what are considered to be more future-proof standards for biometric data
interchange formats. To aid the future-proofing, these standards define extensible data interchange
formats. The intention is for the new ISO/IEC 39794 series to supersede the ISO/IEC 19794 series.
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ISO/IEC 39794-1 (Framework), ISO/IEC 39794-4 (Finger image data), and ISO/IEC 39794-5 (Face image
data) were already published by 2020, while the remaining parts were still under development.

B.3.6 The ISO/IEC 24713 series - Biometric profiles for interoperability and data
interchange

ISO/IEC 24713-1, published in 2008, provides an overview of biometric systems and biometric profiles
(for specific application areas) to support interoperability and data interchange between biometrics

systeqrs:

ISO/IEC 24713-2 and ISO/IEC 24713-3, published in 2008 and 2009 respectively, cover physical access
contrjol for employees at airports and biometric-based verification and identification of seafarers.

B.3.7 ISO/IEC TR 29196 - Guidance for biometric enrolment

ISO/IEC TR 29196, a technical report published in 2018, provides a set of principles to guide the
development of a generic biometric enrolment policy and the deployment of the corresponding service.
It is limited to mandatory, attended enrolment at fixed locations.

B.3.§ ISO/IECTR 30117 - Guide to on-card biometric comparison'standards and
appljcations

ISO/IEC TR 30117, a technical report published in 2014, provides a guide to the numerous standards
and technical reports applicable when developing on-card biometric'systems, relating them to the kind
of application being developed.

B.3.9 The ISO/IEC 30137 series - Use of biometrics.in video surveillance systems

The rlecent ISO/IEC 30137 series (so far just parts 1 and“4) provides guidance on the use of biometrics
using video surveillance systems, and procedures for-establishing ground truth and annotating video
data for testing.

NOTE ISO/IEC 30137-2, a standard on performance testing and reporting for biometric video surveillance
systemns, was not published as the project was deleted.

B.3.10 The ISO/IEC 17839 series.-Biometric System-on-Card

The ISO/IEC 17839 series covers:requirements for the development of biometric systems on cards.
Unlike ISO/IEC 19795-7, these~standards are not limited to the comparison algorithm, but cover a
compllete biometric system~(biometric acquisition, data processing, storage, comparison, and decision).

ISO/IEC 17839-1, published in 2014, covers the core requirements.
ISO/IEC 17839-2,published in 2015, covers the physical characteristics.

ISO/IEC 17839:3, published in 2016, covers the logical information interchange mechanism.

B.3.11ISO/IEC 24761 - Authentication context for biometrics

ISO/IEC 24761, published in 2019 by the ISO/IEC information security subcommittee (SC 27), defines a
mechanism for checking that a biometric verification process executed at a remote site is trustworthy.

B.3.12 The ISO/IEC 15408 series - Evaluation criteria for IT security

The ISO/IEC 15408 series, published by the ISO/IEC information security subcommittee (SC 27),
provides a common set of requirements for the security functionality and for assurance measures
applied to all forms of IT products during a security evaluation.
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B.3.13ISO/IEC TR 30125 - Biometrics used with mobile devices

ISO/IEC TR 30125, a technical report published in 2016, covers the use of biometrics for making secure

transactions from mobile devices.

B.3.14 ISO/IEC TR 29156 - Guidance for specifying performance requirements to meet

security and usability needs in applications using biometrics

performance targets considering both usability and security. It considers the effect on the p
system of the use of additional non-biometric authentication approaches, such as password
physical tokens. It also uses the trade-off between usability and security when selecting!passy
(i.e. long passwords provide higher security but are difficult to remember and so provide decr

usability) as a reference for making similar decisions about biometric systems.

It is informatively referenced from ISO/IEC 19989-2 (security evaluation of biofietric systems),
uses it in the context of selecting FAR values.

B.3.15ISO/IEC TR 29195 - Traveller processes for biometric recognition in automate
border control systems

ISO/IEC TR 29195, a technical report published in 2015, recomutends best practices for autor
border control systems, which can be manned or fully automated. It is based on the use of ePass|
(or similar) and provides guidance at two levels; generie guidance for all biometric modalitie
specific guidance for specific modalities and technologies:

ISO/IEC TR 29195 does not appear to be referenced from other standards.
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B.3.16 ISO/IEC 7501-1 - Machine readable‘travel documents — Part 1: Machine readable

passport

[SO/IEC 7501-1, published in 2008, was.prepared by the International Civil Aviation Organizatic
ICAO Doc 9303, Part 1, sixth edition),and fast-tracked to become an ISO/IEC standard.

ISO/IEC 7501-1 specifies the format for a machine-readable passport (MRP), where holder detai
presented in both visual and ‘machine-readable formats. It also specifies the format of the elect
versions of such passports{ePassports), which include additional biometric data.
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C1

Annex C
(informative)

Generic risks in biometric systems

Introduction to generic risks for biometric systems

Testipg in conformance with ISO/IEC/IEEE 29119-2 (on test processes) and ISO/IEC/IEEE29119-3
(on té¢st documentation) requires the use of risk-based testing (RBT). RBT requires the identification,
assesgsment, and treatment of risks, where appropriate.

This annex provides checklists of potential risks for biometric systems, along with.typical treatments
that dan be implemented by software testing. Other treatments are possible and mote effective in some
situations and the list of risks is not intended to be exhaustive. The treatments by software testing
wouldl form the basis of a conformant software test strategy that would be{part of the test plan. The
selection of treatments for implementation depends on the situation, and pn'the risk exposure assigned
to the¢ risk.

NOTE Some of the suggested risks and/or treatments are not the r€sponsibility of the software testing
functjon in an organization. In such cases, the relevant stakeholder$<are responsible for these risks and/or
treatrpents.

The tester of a biometric system will need to ‘tailor’ the checklists based on the biometric characteristics
(e.g. fingerprints, facial features, voice) being used by the biometric system they are testing.

The 1jisks are broken into two main categories; projectrisks and product risks, as described in 5.6.2.

The groject risks are covered in C.2 and the product risks are covered in C.3.

C.2

Biometric system project risks and treatments

C.2.1 General

The

biometric system project“risks have been divided into several sub-categories for ease of

documentation. Other categorisations are equally valid.

C.2.7 Generic biometric system project risks

The Hiometric system project risks and treatments covered in this clause are described in Table C.1 and
are lipted in theyfollowing order:

32

Hrojectmanagement risks

HAroduct-related project risks

Customer risks

Security and privacy risks
External risks
Requirements risks
Development risks

Testing risks — Organizational-related risks
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— Testing risks - Development-related risks

— Testing risks - Test team-related risks

— Testing risks - Environment/Tools-related risks
— Testing risks — Acceptance-related risks

— Testing risks - Representativeness risks — template

— Testing risks - Representativeness risks - test subjects

— Testing risks - Representativeness risks — biometric processes
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C.3 Biometric system product risks and treatments

C.3.1 General

The biometric system product risks are divided into several sub-categories for ease of documentation.
The quality characteristics from ISO/IEC 25010 have been used to create several of the categories,
and performance metrics, standards, and operational risk categories have also been identified. Other
categorisations are equally valid.

Risks can be adversarial (e.g. from hackers) or non-adversarial (mistakes, system failures,' ndtural
disasters). The adversarial risks are most likely to be listed under security risks.

C.3.2 Generic biometric system product risks

The biometric system product risks and treatments covered in this clause are described in Table C.2
and are listed in the following order:

— Functionality - sensor risks

— Functionality - feature extraction risks

— Functionality - repository risks

— Functionality - matcher risks

— Functionality - network risks

— Functionality - performance metrics risks

— Usability risks - documentation

— Usability risks - appropriateness recognizability risks
— Usability risks - learnability risks

— Usability risks - operability risks

— Usability risks - user errof protection risks

— Usability risks - userinterface aesthetics risks
— Usability risks - aecessibility risks

— Portability risks

— Reliabjlity risks

— Maintainability risks

— \€ompatibility risks

—  Performance efficiency risks

— Standards-related risks

— Security risks - attack vulnerabilities

— Security risks - vulnerabilities (accidental)
— Security risks - system access

— Security risks - sensors

— Privacy risks
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— Operational risks - training
— Operational risks - support
— Operational risks - incidents/defects
— Operational risks - sensors

— Operational risks - enrolment

— (perational risks - recognition
— (perational risks - operation
— (perational risks - recovery

— (perational risks - install/update
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Annex D
(informative)

Test documentation mappings for biometric systems

D.1 General

This annex provides mappings between the software test documentation requirements defin
ISO/IEC/IEEE 29119-3 and the documentation requirements of:

— ISO/IEC 19795-1
— ISO/IEC 19795-2
— ISO/IEC 19795-6

D.2 Test documentation mappings

D.2.1 Overview

ISO/IEC 19795-1 covers generic biometric testing, wWhile ISO/IEC 19795-2 covers technology
scenario evaluation and ISO/IEC 19795-6 covers ‘Operational evaluation. Each of these stan
defines documentation requirements for the testing of biometric systems. The test document
requirements from ISO/IEC 19795-1 are general-and apply to all three forms of biometric evalu
while the other two standards provide test.documentation requirements which are specific to eg
the three forms of biometric evaluation.

A tester who is required to perform ariddocument testing for a particular biometric evaluation levg
normally be required to create test-documentation in accordance with two biometric test stand
the requirements that apply to-all-biometric testing defined in ISO/IEC 19795-1 and the requirer
for the specific evaluation levely which are defined in ISO/IEC 19795-2 and ISO/IEC 19795-6. Th¢

ed by

r and
Hards
ation
htion,
ich of

1 will
ards;
nents
e four

mapping tables in this clause show each of these four sets of biometric test documentation requirenpents.

Testers who are also required to document their testing in accordance with ISO/IEC/IEEE 29119
use the mapping tables to see which clauses in in the software testing documentation standard nj
the biometric testdocumentation requirements.

D.2.2 Mapping of ISO/IEC 19795-1:2021 documentation to ISO/IEC/IEEE 29119-3:2
documeéntation

Table.D.1 shows the mapping from test documentation requirements in ISO/IEC 19795-1
to\subclauses in ISO/IEC/IEEE 29119-3:2021, along with a brief description of the required
documentation.

3 can
ap to

021

2021
test
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Table D.1 — General test documentation mapping from ISO/IEC 19795-1:2021 to
ISO/IEC/IEEE 29119-3:2021

ISO/IEC/IEEE I1SO/IEC 19795-1:2021
29119-3:2021 Test . . . .
documentation Required/Recommended/Optional test documentation (required unless stated)
Repdrting-Generat P
Including details of:
— algorithms evaluated;
121
The system(s) — biometric sensors;
Test plan/ tested — user interface;
Contgxt of testing — supporting hardware.
(7.2.3) — Inthe case of technology evaluation: details of the test corpus
used.
121
— Inthe case of scenario evaluation: details of the test scenario.
Type of evaluation
— In the case of operational eyaluation: details of the operational
application.
— Number of test subjects;
— Number of instances (fingers, hands or eyes etc.) enrolled by
12.1 each test subject;
Size of evaluation | — Number of xi6its made by test subject;
— Numbettof transactions per test subject (or test subject
instati€e) at each visit;
— . DDemographics of the test crew (age, gender, etc.);
- ,* The manner in which the test crew was assembled, to include
12.1 exclusions, volunteers etc., as well as the degree to which the
Test crew test crew mirrored the target population.
— The level of training, instruction, familiarization, and
habituation of test crew in the use of the system.
12G Enrolment and recognition environmental conditions
y Environmental influences including:
(referencing back d
8.3.2.1,8.4.2,and — backgroun
C.2.6) — lighting level, direction or reflections
Test environment
— weather
121
(referencing 7.3.7) The time between the enrolment and recognition transactions
Time separation |(allows the effects of ‘template ageing’ to be considered). Typically
between enrol- measured in weeks, months or years.
ment and recogni-
tion transactions
121
Test plan/ Q.uali;y an}? (ligd' The thresholds used, and those recommended for the target applica-
sion thresholds  |tjon (if different).
Teststrategy used during data ( )
(7.2.7) collection
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)

Population demographics, including:

— age;

12.1

— pfhnirnrigin-
— gender;

— occupation.

Application information, including:

— time of day;
— subject familiarity;

— subject motivation.

(referencing 7.3
and Annex C)

Control of factors
potentially affect-
ing performance

Capture subject anatomy, including:

— beards and moustaches:

— baldness;

— disability, disease or illness;
— eyelashes;

— fingeynail growth;

— \(fingerprint condition;

~ iris colour intensity;

— skin tone.

Capture subject behaviour, including:

— dialect, accent and native language;
— expression, intonation and volume;
— facial expressions;

— language alphabet;

— misspoken or misread phrases;

— movement;

— pose and positioning;

— prior activity;
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)

Capture subject appearance, including:

— bandages or band-aids;

— r‘]nfhing-

— contactlenses;

— cosmetics;

— glasses, sunglasses;
— false fingernails;

— hair style and colour;
— rings;

— tattoos.

Sensor and hardware, including:

— dirt smears (e.g. residudl prints);
— focus;

— sensor quality;

— sensor variations;

— sensor'wear;

— _sensor replacement;

== transmission channel.

User interface, including:

— feedback;
— instruction;
— supervision.
159 — E.g, policies for determining enrolment failures.
Tést procedures |~ Details of any abnormal cases occu.rring during testing that are
excluded from performance analysis.
Test ¢ompletion 121
repoit/
. Estimated uncer- |Estimated uncertainty in performance results, and method of esti-
Sumrpary, of testing . :
tainties mation. See 8.11 and Annex B
perfarmed
(7.4.2) (optionat)
E‘:sgﬁg/mpletlon 12.1 Deviations from the guidelines of ISO/IEC 19795-1 “should” be
p L explained. Sometimes it will be necessary to compromise one aspect
- Deviation from . v, S
Deviations from C . to achieve another; for example, randomising the order of using fin-
. guidelines . . : : ;
planned testing gers on a fingerprint device can lead to user confusion and a higher
(optional) number of labelling errors

(7.4.3)
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)
Test plan/ 12.2 Ideally single number summary statistics (e.g. Equal Error Rate
. (EER), Half Total Error Rate (HTER), Area under the ROC) “should”

Test strategy Single number not be used.

summary statis- |7
{77 7.‘ do JALL n dodel il -1 £l - dne
L J LILS VVIICIT USCTU, TTPUT U LT ITITUIIOU U UTT IV AdUIUIL.

Reporting - Enrolment Performance

M

Test plan/
Test strategy
(7.2.7)

12.3
(referencing 9.2.1)

Failure to enrol

FTER
Enrolment policy, including:

— sample quality threshold for enrolment;

— decision threshold to confirm the,entiolment is usable;

rate (FTER)
— the number of attempts or time@llowed for enrolmentfin an
enrolment transaction.
12.3 Average (mean or median) transaetion duration.

(referencing 9.2.2)

Enrolment trans-
action duration

Cumulative distribution fundtion of enrolment transaction timg¢s
(e.g. plotting FTE(duration)against duration) showing both sudcess-
ful and failed enrolments,

— used for comparison of systems, where thresholds for
all

(optional) time allowed or sample quality are not set the same fot
systems(
12.3 Each enrolment transaction is measured over:

(referencing 9.10.2
a)

Enrolment trans-
action computa-
tional workload

(optional)

— _generation of a biometric enrolment data record;

=% duplicate enrolment check (which corresponds to
an identification search against existing enrolment
references), if implemented;

— storage in the reference database.
Transaction computational workload includes:

— transaction time;
— memory usage;

— optionally CPU usage, and network and disk activity.

Reporting - Ac,q\ﬂation Performance

12.4
(referencing 9.3.1)

Failure-to-acquire

FTAR
plus thresholds for sample quality.

Either duration for sample acquisition or allowed number of pres-

Testplan/ rate (FTAR) entations
Test strategy 12.4 Average (mean or median) transaction duration.
(7.2.7) (referencing 9.3.2) | Cumulative distribution as a function of acquisition duration (e.g.

Acquisition dura-
tion

(optional)

plotting FTAR(duration) against duration)

— used for comparison of systems, where thresholds for
sample quality and allowed duration for sample acquisition
are not set the same for all systems.
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Table D.1 (continued)

ISO/IEC/IEEE
29119-3:2021 Test
documentation

ISO/IEC 19795-1:2021

Required/Recommended/Optional test documentation (required unless stated)

Reporting - 1:1 Comparison Performance

12.5 FMR

(referencing 9.4.1 |FNMR

and 9.4.2) plus threshold

False matchrate | gtherwise, FMR and corresponding FNMR “shall” be reported qver
(FMR) and the range of decision thresholds tested.

False non-match
rate (FNMR)

— ADET plotis recommended in the case of multiple
operating points.

Sumipary of testing
perfarmed

(7.4.9)

FTER
Enrolment policy
— sample quality threshold for enrolment
12.5
— decision threshold to confirm the enrolment is usable
Failure to enrol
rate (FTER) — the number of attempts ortime allowed for enrolment in an
Test plan/ enrolment transaction
Test §trategy OR
(7.2.7) a statement that FTER is-inknown.
FTAR
s plus thresholds for 'sample quality
. Either duration‘for sample acquisition or allowed number of pres-
Failure-to-acquire |entations
rate (FTAR)
OR
a statement that FTAR is unknown.
12.5
Computational
workload of biom- | Computational workload (e.g. CPU operations, memory used)
etric comparison
(optional)
Test ¢ompletion 8.4
repoit/ \o If the presentation and channel effects are allowed to vary ran-

Collection condi-
tions

(recommended)

domly across test subjects the experimenter “should” report on any
correlation in these effects between enrolment and comparison
sessions.

82
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Table D.1 (continued)

ISO/IEC/IEEE
29119-3:2021 Test
documentation

ISO/IEC 19795-1:2021

Required/Recommended/Optional test documentation (required unless stated)

Reporting - Verification System Performance

Test plan/ 12.6 FAR
Test strategy (referencing 9.5.2 |plus:
(7.2.7) and 9.5.3) — decision policy
False accept rate ] o
(FAR) and — matching decision threshold
False reject rate — threshold for sample quality
(FRR)
— allowed duration or allowed number of presentations
FRR
plus:

decision policy
matching decision threshold

threshold for sample quality

Otherwise, FAR and corresponding FRR “shall” be reported ove
range of decision thfesholds tested.

A DET plot is recomended in the case of multiple operating pqg

r the

ints.

12.6

Failure to enrol
rate (FTER)

FTER
Enrolment policy

sample quality threshold for enrolment

decision threshold to confirm the enrolment is usable

the number of attempts or time allowed for enrolment i
enrolment transaction

OR

a statement that FTER is unknown.

an

12.6

Failure-to-acquire
rate (FTAR)

FTAR
plus thresholds for sample quality

Either duration for sample acquisition or allowed number of pr
entations

OR

a statement that FTAR is unknown.

PS-

12.6
(referencing 9.5.4)

Average (mean or median) transaction duration.

Cumulative distribution as a function of acquisition times (e.g.

blot-

ting FRR(duration) against duration) “should” be provided shoy

ving

Verification trans-
action duration

(optional)

separately accepted and rejected verification durations

used for comparison of systems, where thresholds for

sample quality and allowed duration for sample acquisition

are not set to the same values.
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Table D.1 (continued)

ISO/IEC/IEEE
29119-3:2021 Test
documentation

ISO/IEC 19795-1:2021

Required/Recommended/Optional test documentation (required unless stated)

12.6
(referencing 9.5.5)

Generalized false

The method of generalisation.
GFAR and GFRR

accept rate (GFAR)
and

Generalized false
reject rate (GFRR)

(optional)

— recommended when comparing systems having different
FTER / FTAR error rates.

12.6

(referencing 9.10.2
b)

Computational
workload of verifi-
cation

(optional)

Computational workload (e.g. CPU operatighs, memory used)

Reparting - Identification System Performance

o

Test plan/
Test gtrategy

12.7

(referencing 9.6.2
and 9.6.3)

False-positive
identification rate

FPIR
FNIR

— both reporited over the range of decision thresholds and
identification ranks tested.

— DET.plot is recommended in the case of multiple operating

(7.2.7) (FPIR) and points.
False-negative Several DET plots “may” be shown corresponding to different num-
identification rate |herggfidentifiers returned, and different number of references in
(FNIR) thelenrolment database.
12.7
Number of ent Enrolled references
rolled references
FTER
Enrolment policy
— sample quality threshold for enrolment
12.7
. — decision threshold to confirm the enrolment is usable
Failure to enrol
rate (FTER) the number of attempts or time allowed for enrolment in an enrol-
ment transaction
OR
d otatculcut t}lat FTﬁR iD ull}\llUVV 11,
FTAR
127 plus thresholds for sample quality
' Either duration for sample acquisition or allowed number of pres-
Failure-to-acquire |entations
rate (FTAR)
OR
a statement that FTAR is unknown.
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(referencing 9.6.6)

Closed-set results

Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)
12.7
(referencing 9.6.5) |Selectivity
Selectivity
12.7 CMC plot (e.g. the rank-R identification rate as a function ofR)

OR
FNIR-over-rank plot

(optional) — with details of the number of enrolled subjects
12.7

(referencing 9.9) Average (mean or median) transaction durdtion
Identification Cumulative distribution function of agqtiisition times

transaction dura-
tion

Brief listing of the actions of the capture subjects included in th
transaction

[¢)

(optional)
Each enrolment transactionis measured over:
— Generation of a-biometric feature set from the capturefl
biometrigrsadmple

12.7 — Pre-selection to reduce workload of identification search if
(referencing 9.10.2 it igadiemented
¢) and 9.10.4) —(Identification search over the reference database
Computation ) ] ] S o
workload for an = Production of candidate list and deciding identification
identification outcome
transaction Computational workload “may” be measured for different numbers
(optional) of references to show how workload scales with database size.

Where workload reduction is used, metrics applicable to the
workload reduction method, “should” be reported (e.g. in the c3
of pre-selection, the preselection error rate, and penetration ral
“should” be reported).

se
e

D.2.3 Mapping ofISO/IEC 19795-2:2007 documentation to ISO/IEC/IEEE 29119-3:2

documentation

Table D.2 Shows the mapping from test documentation requirements for technology evaluati
ISO/IEC.19795-2:2007 to subclauses in ISO/IEC/IEEE 29119-3:2021, along with a brief descript
the required test documentation.

Table D.2 — Technology evaluation documentation mapping from ISO/IEC 19795-2:2007

I1ICO-I O LI

021

on in

on of

to

2. 3N

IR 320440
IDU/ILG/ILEL 4T7911770.4U41

ISO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

6.1.3

Functionality to be
tested

Types of comparison functionality (i.e. verification or identifica-
tion) with rationale;

6.1.7
Model testing

Model documentation, if a model is tested instead of actual
implementation.
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Table D.2 (continued)

ISO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

Acquisition devices:

— manufacturer;

Test plan/
Cont¢xt of testing
(7.2.3)

— model;
— version;

— firmware, as applicable.
Comparison algorithms:

— provider;
— version;
6.4.2.1 — revision.

e Test platform information:
Specifications

— platform;

— 0S;

— processing power;
— memory;

— manufacturer;

— database type;

— déababase size;

%) model.

Including:

6.4.3.1 — biometric data acquisition, processing, and storage
. architecture;

Architecture

— data flow between system components.

8.3 Including:

Basis for inclusion of
test systems

basis of inclusion of test items in the evaluation (e.g. open
invitation, supplier contract, etc.) and selection criteria, where
applicable.

6.4.3.3 Including:

System acquisition — method of system acquisition

and implementation | jeye] of supplier involvement in implementation

Including:

Test plan/
Stakeholders
(7.2.4)

8.1 — level of tester independence;

Parties to a test — involvement of test organization in the configuration,
modification, refinement, or adaptation of the
implementation under test.

86

6.2.2

) Processes used to ensure samples are of different people.
Unique enrolment
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Table D.2 (continued)

ISO/IEC/IEEE 29119-

ISO/IEC 19795-2:2007

3:2021
Test documentation Required/Recommended content (required unless stated)
6.2.4 Including:
Test subject identifi- | identifier types used for test subjects;
€ation — amount and type of personal data collected.
6.2.5 Metadata made available to the systems under test (e:g. serjsor
Corpus metadata settings).
Including:
6.2.6 — data suitability for test goals and applieation type;
Corpus representa-
tiveness — information on test subject acclimatization, training,
habituation, and guidance, wherne available.
6.2.7 ) ]
] Information on access to and usejof the corpus by suppliers.
Supplier access
6.2.9 Validation of data and its suitability for the test/applicatior
Corpus validation (including proportion.and criteria for data removal).
6.2.10 Environmental conditions (e.g. temperature) during corpus
Corpus collection acquisition (oth€rwise unavailability of these environmentgl
environment conditions)s
Test plan/ 6.2.11
Test strate Information on data pre-processing, including the failure a
8y COFPUS pre-process- |souree’ (FAS) rate if samples were discarded.
(7.2.7) ng

6.4.3

Data collectipn

Including:

auditing and validation processes for performance data, in¢lud-
ing those not logged by the system(s).

data recording methods for each performance element,
including those not logged by the system(s);

Including:

output types, including comparison scores, accept/rej¢ct
decisions, candidate lists, enrolment quality scores, sample
quality scores

4.3.2
6:4.3 — range of comparison scores and thresholds
Outputs
— range of enrolment quality scores and thresholds
— range of sample quality scores and thresholds
— method for providing outputs
618

Sequential use

The order of use of the test data.

8.2 Whether systems were tested on equivalent hardware and
] operating systems or whether images of the operating system
Fairness were re-installed prior to each test (recommended).
Including:
6.4.4.1 — description of sample-related data provided to suppliers;
Disclosures — input, intermediate, and output material to be made

available to non-suppliers (amount disclosed depends on
level of disclosure).
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Table D.2 (continued)

ISO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

Test completion
report/

Summary of testing

6.4.5

Executive summary

Executive summary of testing performed.

a4
o TTT

performed Evaluation results.
] Evaluation results.
(7.4.2)
Including:
6.3.6.2 — mean throughput, if calculated;
Test results/ evalua-
tion and performance |— time for 1:N uniqueness determination (as partof
results throughput time), if it is observed or knowntobe
implemented.
Test ¢gompletion
repoft
poyt/ 6.4.1
Devigtions from Unaddressed requirements and the.f€ason.
plantjed testing Evaluation results.
(74.9)
6.4.3 Data collection spreadsheets and logs, whether as screenshots
test gxecution log Data collection or reproduced forms.
(8.10 8.2 Intellectual or physical input by the test organization that af-
Fairness fects the evaluatioh outcome.
D.2.4 Mapping of ISO/IEC 19795-2:2007 (scehario evaluation) documentation to ISO/
IEC/IEEE 29119-3:2021 documentation
Tablel D.3 shows the mapping from test documentation requirements for scenario evaluation in
ISO/IEC 19795-2:2007 to subclauses in ISO/TEC/IEEE 29119-3:2021, along with a brief description of

the r{

pquired test documentation.

able D.3 — Scenario evaluation documentation mapping from ISO/IEC 19795-2:2007 to

ISO/IEC/IEEE 29119-3:2021

1S0/1
3:20]

Test

EC/IEEE 29119-
1

documentatiogﬂ

~—

IS '19795-2:2007

@quired/ Recommended content (required unless stated)
D

71.1.1

System under test

Specification of application being scenario tested

Acquisition devices:

manufacturer;

88

model;
version;

firmware, as applicable.

Comparison algorithms:

provider;
version;

revision.
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Table D.3 (continued)

Basis for inclusion-of
test systems

ISO/IEC/IEEE 29119- .
3:2021 ISO/IEC 19795-2:2007
Test documentation Required/Recommended content (required unless stated)
Biometric application software:
Test plan/ — provider;
7422
Context of testing — utle
Specifications
(7.2.2) — version;
— build of application.
Test platform information
— platform;
— 0S;
— processing power;
— memory;
— manufacturer;
— model.
Including:
74.2.3 — biometri¢ data acquisition, processing, and stprage
Architecture archiiprture;
— . data flow between system components.
8.3 Including:

basis of inclusion of test items in the evaluation (e.g.

invitation, supplier contract, etc.) and selection criteria,

where applicable.

open

Evaluation environ-
ment

74.3 Including:
System aciyflisition and |~ method of system acquisition;
implementation level of supplier involvement in implementation.
Including:
Test plan/ 81 — level of tester independence;
Stakeholders . N . . .
Parties to a test — involvement of test organization in the configuration,
(7.2.4) modification, refinement, oradaptation oftheimplementation
under test.
Including:
— output types, including comparison scores, accept/reject
decisions, candidate lists, enrolment quality scores, sgmple
o R quality scores;
o 7.4.2.4 _
Test strategy — range of comparison scores and thresholds;
Outputs
(7.2.7) — range of enrolment quality scores and thresholds;
— range of sample quality scores and thresholds;
— method for providing outputs.
7.1.1.3

Test environment - indoor (type of facility) or outdoor (exposure

to elements).
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Table D.3 (continued)

Test completion report/

Summary of testing
perfarmed

(7.4.9)

ISO/IEC/IEEE 29119- .
3:2021 ISO/IEC 19795-2:2007
Test documentation Required/Recommended content (required unless stated)
Including:
7.1.2.2 — extent and method of training provided to test subjects;
Festsubjeet-tratiE——se o7 Supplier-provided scripts, Instructions, or other
training tools.
7.2.3
Age/gender distribution of test crew.
Test crew composition
Including:
— area dedicated to scenario testing;
74.4 — natural and artificial lighting;
Physical layout of test . . .
environment — positioning of acquisition devices;
— relative location of each system;
— photos showing the positions of devices and test subjects
during testing;
8.2 Whether systems were tésted on equivalent hardware and oper-
) ating systems or whether images of the operating system were
Fairness re-installed prior to each test (recommended).
7.4.5

Executive summary

Executive summary of testing performed.

7.2.2

Error ratgs based on the level of habituation of test subjects (rec-
ommended).

7.4.1

Evaluation results.

Evialuation results.

Test completion report/ 741 Including:

Devfations from Reporting - — outof scope or inapplicable test requirements;

planned testing

(7.4.9) General — unaddressed test requirements due to unavailable data.
Including:

Test model specifica- neluding

tion/ 7133 — accommodation of reference adaptation, where it occurs

(recommended);
Test model Reference adaptation
(8.2.4) — proportions of genuine and impostor recognition, where

adaptation occurred (recommended).

test preCedure speci-

7.1.2.1

Test information and

Instructions and training provided to test subjects.

fication/

ganaral tact 1o ot
e e ar—eSTIHSTTHE

tions
Startup 7.1.2.4 Guidance Policies on providing guidance to test subjects.
(8.4.5) 72.2
Method of habituation of test crew.
Habituation
7.1.2.4
Where operator guidance exceeds an agreed level;
Guidance
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Table D.3 (continued)

I1SO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

test execution log
(8.10)

7.1.2.5

Test order and acclima-
tization

Observed effects of ordering systems in a multi-system test.

7.1.6 Data collection spreadsheets and logs, whether as screensh¢ts or
Data collection reproduced forms.

8.2 Intellectual or physical input by the test organization that affects
Fairness the evaluation outcome.

D.2.5 Mapping of ISO/IEC 19795-6:2012 (operational evaluation) deenmentation to
ISO/IEC/IEEE 29119-3:2021 documentation

Table D.4 shows the mapping from test documentation requirement$ for operational evaluati
ISO/IEC 19795-6:2012 to subclauses in ISO/IEC/IEEE 29119-3:2021s:dlong with a brief descript

the required test documentation.

Table D.4 — Operational evaluation documentation mapping from ISO/IEC 19795-6:2012

ISO/IEC/IEEE 2911943:2021

on in
on of

to

ISO/IEC/I1EEE

tion

29119-3:2021 ISO/IEC 19795-6:2012

Test documenta-|Required/Recommended con

V

(required unless stated)

manufacturer;
model;

version;

provider;
version;

revisions;

Acgquisition devices:

firmware, as applicable.

Biometric algorithms:

parameter settings.
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

Biometric application software:

provider;
title;
version;
build of application.
Biometric system architecture:
biometric data acquisition, processing, and storage-architecture;
Test plan/ 6.1.3
. o data flow between system components;
Cont¢xt of testing |System specification ] ] o
i system configuration (e.g. whether reference updating is used)
(7.2.3) (all recommended)
Test platform information
platform;
0S;
processing power;
memory;
manufacturer;
model.
6.1.4 ) ) ] S
) ] . Rationale for the types of comparison functionality (i.e. enrolment,
Biometric function- | yerification, or identification).
ality
The concept of operations of the operational application, including:
integration with external systems;
6.2.2 authentication methods and systems that the biometric system is
Concept of operations |replacing or complementing;
category of application (e.g. enrolment, physical or logical access
control, identification).
6.4.2 o ]
) Whether enrolment is in the scope of the testing.
Entelment analysis
Including:
6.5.1 purpose and scope of the evaluation including description of the
" system under test;
Reporting planned performance values to be measured in the evaluation, including
test results . . o o
estimation of statistical significance of these results;
description of the application’s characteristics.
6.2.4 Including:
Test plan/ Levels of effort and enrolment attempt limits and decision policies.
Assumptions and decision policies comparison attempt limits and decision policies.
constraints 6.2.5 Including:
(7.2.3) Multiple-instance whether multiple instances from same test subject are used;
systems if so, the fusion techniques/methods used (recommended).
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

Including:

environmental conditions controlled by the operational system;

Test plan/
Test strategy
(7.2.7)

6.2.6 environmental controls not applied in the field;

Environment area dedicated to operational testing (recommended);
positions of natural and artificial lighting (recommended);
positioning of acquisition devices (recommended).

Including:
required instrumentation and reconfiguration of the system;
6.3.1

Test plan - general
6.3.2

System implementa-
tion and configuration

impact on performance attributable’te the instrumentation ar
reconfiguration;

scores recorded and/or output by the biometric system, includ
comparison scores, acceptance and rejection decisions, candid
lists, enrolment quality, seores, and sample quality scores and
threshold values used for testing;

methods used to record outputs from the biometric system during

testing.

d

ing
ate
the

6.3.1
Test plan - general
6.3.3

Test population

Including:

relationship between test subjects and the biometric system o
tor;

whéther the test subjects normally use the system or just for t
testing;

representativeness of the test crew with the target population;

identifier types used for test subjects;

methods used to establish ground truth (and the impact of the
test subject interaction with the system);

method used to determine the order in which test subjects int
with multiple components/systems;

amount and type of demographic data on test crew to be colle

actual demographics of the test crew (recommended);

pera-

his

d

Se on

bract

ted;

6.3.4.1
Test transactions - Target number of transactions to be executed.
General
Including:
6342 lIlUL‘IlUL‘lb UDCL‘I fUI I'cCOI dillg ddl,d fUI UdL}l P¢cl fUl IHIdIICE U‘ICIIICI t,

Data recording pro-
cesses

how test subject interaction with the system is recorded;

processes for auditing and validating performance data collection;

criteria for excluding transaction data from performance analysis.

6.3.4.3
Genuine transactions

6.3.4.4

Impostor transactions

Methods used to confirm the identity of test subjects executing

“genuine” and “impostor” transactions.
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

Including:
6.4.1 throughput metrics and methods for measuring transaction times;
Throughput separate measures for transaction durations for enrolled and un-
enrolled subjects (recommended).
Including:
whether system is run as attended or unattended operation;
guidance given to test subjects on how to use the system;
6.2.3 type and extent of feedback provided to test subjéects (by biometric
Guidance and instruc- |System and by attendants);
Test procedure ti . . . . ) . .
specilﬁcication/ 1o0n correction and recording of improper interaction with device;
Startjup constraints on test subject appearance.and apparel;
(8.4.9) differences in test guidance and feedback from that provided for
operational use.
6.2.8 Method of acclimatization of the test crew, and justification if it
Acclimatization differs from operational usé.
6.29 ) .
] ] Method of habituatienof the test crew.
Habituation
Including:
6.3.4.1 ] W\ ] ) . ]
) discrepancies in generating transactions for genuine and impostor
Test transactions - test tran$actions (recommended);
General Ny ] o ] )
Test fompletion modifications to system interaction introduced during the testing.
repoit/ Ineluding:
Devigtions from 6.5.1 deviations from the test plan;
plantled testing i{eiri?ztszﬁflanned out of scope or inapplicable test requirements;
(7.4.3) unaddressed test requirements due to unavailable data.
6.5.2
| . Reports of additional analyses not in the test plan, including poten-
Reparting additional  |tja] biases in their results (recommended).
analyses
6:3.4.1 . . .
Test dompletion Unplanned events that are likely to have affected or invalidated
repoft/ Test transactions - the results (e.g. fire drills, repairs), and the decision on whether to
G 1 include such transaction data.
Factqgrs that enera
blocjed progress |6.5.1
(74 3 RUPUI Lillg plduucd Unaddressed test rnqnirnmonfc duetounavailable data
testresults
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

Test completion
report/

Test measures
(7.4.6)

6.3.4.1 Including:

Test transactions - number of transactions executed;

General frequency the test subjects execute transactions.
6.3.4.2

Data recording pro-
cesses

Including metrics that were generated through automated dat
collection and those which were generated through manual dd
collection.

[+3)

6.4.2

Enrolment analysis

Throughput for enrolment transactions.

6.5.3

Reporting observa-
tions

Statistical estimates of validity of reperted observations (recd
mended).

m-

Test model specifi-
cation/

Test model
(8.2.6)

6.4.2

Enrolment analysis

Including:

number of test subjects and’transactions used to derive throu
put for enrolment;

failure-to-enrol raté, and number of test subjects and transact
used to derive the\failure-to-enrol rate;

the proportion of the test subjects utilizing pre-existing enrol
ments;

if enrelment is not performed by the system under test, infornpa-

tion-on the test subjects’ prior enrolment, if available (recommn;
ed).

ph-

ions

end-

6.4.3

Recognition analysis

Including:

throughput for recognition transactions, and the number of te
subjects and recognition transactions used to derive it;

for verification:

system rejection rate, and the number of test subjects and rec
tion transactions used to derive it;

where ground truth is available, false reject rate (FRR) and fall
accept rate (FAR) and the number of test subjects, recognition|
transactions and number of enrolled individuals used to deriv|
them;

for identification:

the system identification rate, and the number of test subjects|
identification transactions and enrolled individuals used to de
it;

11°)

rive

where ground truth is available:

false positive identification rates (FPIR) and corresponding false
negative identification rates (FNIR) and the number of test sub-

jects, recognition transactions and number of enrolled individ
used to derive them;

for genuine identification transactions, distribution of the time

between acquisition of enrolment and comparison data.

uals
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

6.3.4.4

Impostor transactions

Impostor activity that can be estimated or measured (recommend-
ed).

(8.10

Test gompietion
repoyt/ 6.4.3.2 Statistical significance of test results based on the number of
Sumthary of test- | Recognition error rate | €FTOrS, error rates, test population, and number of transactions
ing pgerformed analysis executed.
(7.4.2) 6.5.1 . o . .
s ] Performance values measured in the evaluation, including estima-
Reporting planned tion of statistical significance of these results.
testresults
6.3.4.2 ]
Examples of data collection elements such as¢spreadsheets and
Datarecording pro-  ||ogs,
cesses
6.5.3
Reporting observa- Reported observations during theevaluation.
tions
Test ¢xecution log Including:

6.6
Record keeping

photos of the operational'environment showing the relative posi-
tions of devices and subjects during testing;

communications with suppliers on system configuration and oper-
ation;

spreadsheets and matrices used for data entry;

if all three’points above are not recorded, this is documented, with
an indication if this was for privacy.

96
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Annex E
(informative)

Mapping from ISO/IEC 19795-1 to the ISO/IEC/IEEE 29119 series

E.1 General

This mapping shows how the requirements of ISO/IEC 19795-1 relate to the requirements (
ISO/IEC/IEEE 29119 series. The main purpose of the mapping is to allow users of ISQ/IEC 1979
understand how biometric performance testing and reporting principles and framewerk can be ap
while also complying with, or simply using, where appropriate, the more detailed requirements

ISO/IEC/IEEE 29119 series of software testing standards.

E.2 Overview of ISO/IEC 19795-1

ISO/IEC 19795-1 specifies the generic requirements and practices concerned with the scie
“technical performance testing” of biometric systems and devices: Technical performance measur
defined that are generally applicable to all biometric systemS)and devices. Modality-specific tect
performance tests are not considered in ISO/IEC 19795-1.

E.3 Conformance requirements of ISO/1EC 19795-1

To conform to ISO/IEC 19795-1, biometric performance testing is performed in accordance wif]
mandatory requirements defined in ISO/IEG19795-1:2021, Clauses 7 to 12.

Conformance requirements change for-the two evaluation approaches covered by ISO/IEC 19
(technology and scenario). The requitements are also dependent on the comparison type d
system being evaluated (i.e. identification and verification systems). The relevant clauses are sho
Table E.1.

E.4 Mapping

Table E.1 shows¢the mapping from subclauses in ISO/IEC 19795-1:2021 to subclausg
ISO/IEC/IEEE 29919-2:2021 and ISO/IEC/IEEE 29119-3:2021, along with the rationale for each may

f the
b-1 to
plied,
bf the

ntific
bs are
inical

h the

795-1
f the

vn in

S In
ping.
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Annex F
(informative)

Mapping from ISO/IEC 19795-2 to the ISO/IEC/IEEE 29119 series

F1

This

1SO/I
unde
appli
of the

NOTE
includ

F.2

1SO/I
for ty

(oper

General

mapping shows how the requirements of ISO/IEC 19795-2 relate to the requirements -of the
EC/IEEE 29119 series. The main purpose of the mapping is to allow users of ISO/IEC(19795-2 to
'stand how the testing methodologies for technology and scenario evaluation for biometrics can be
bd, while also complying with, or simply using, where appropriate, the more detailédrequirements
ISO/IEC/IEEE 29119 series of software testing standards.

ISO/IEC 19795-2:2007/Amd 1:2015, testing of multi-modal biometric implementations, has been
ed in this mapping.

Overview of ISO/IEC 19795-2

EC 19795-2 specifies the requirements for test data generation, test execution and test reporting
vo of the three biometric system evaluation approaches:)technology and scenario evaluation
ational evaluation is not included in ISO/IEC 19795-2 but's covered in ISO/IEC 19795-6). See 6.1.2

for an explanation of the levels used for the evaluation ofibiometric systems. Use of ISO/IEC 19795-2 is

mean
betw!

1S0/1
1S0/1

cover

E3

Confq
(tech
being

t to provide users (testers are not included in the expected users) with a means of benchmarking
ben different technologies, usage scenarios and test environments.

EC 19795-2 builds on generic requirements and practices specified in ISO/IEC 19795-1.

EC 19795-2:2007/Amd 1:2015 adds covérage of the testing of multi-modal biometric devices to the
age of single mode biometric devicesleovered in ISO/IEC 19795-2:2007.

Conformance requirements of ISO/IEC 19795-2

rmance requirements change for the two evaluation approaches covered by ISO/IEC 19795-2
hology and scenario)~The requirements are also dependent on the comparison type of the system
evaluated (i.e. identification and verification systems). The relevant clauses are shown in Table F.1.

Table F.1.— Conformance for evaluation approaches and comparison types

F.4

Evaluation approach Comparison type Required clauses
Technology or scenario Identlflcatlt(i)(r)lnor verifica- Clauses 5 and 8
Technology Identification All of Clause 6 _except 6.3 3
Technology Verification All of Clause 6, except 6.3.4
Scenario Identification All of Clause 7, except 7.3.4
Scenario Verification All of Clause 7, except 7.3.5

Mapping

Table F.2 shows the mapping from subclauses in ISO/IEC 19795-2:2007 (ISO/IEC 19795-2:2007/Amd
1:2015) to subclauses in ISO/IEC/IEEE 29119-2:2021 and ISO/IEC/IEEE 29119-3:2021, along with the
rationale for each mapping.
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Annex G
(informative)

Mapping from ISO/IEC 19795-4 to the ISO/IEC/IEEE 29119 series

G.1

This
1SO/1

General

mapping shows how the requirements of ISO/IEC 19795-4 relate to the requirements -of the
EC/IEEE 29119 series. The main purpose of the mapping is to allow users of ISO/IEE 19795-4

to understand how interoperability performance testing for biometrics can be applied, while

also
1SO/I1

G.2

ISO/1
data
biom

NOTE

Inter
effect
this i
comp
the ¢
comp

N

Pre

Pre

romplying with, or simply using, where appropriate, the more detailed requiréments of the
EC/IEEE 29119 series of software testing standards.

Overview of ISO/IEC 19795-4

EC 19795-4 defines tests to address the interoperability and suffigiency available from biometric
ormatted to comply with established standards, such as with the ISO/IEC 19794 series that covers
ptric data interchange formats.

The ISO/IEC 19794 series are being superseded by the ISOAEC 39794 series.

bperability testing is concerned with the ability of;\components from different suppliers to
ively work together as part of the same biometric.system. The components considered as part of
hteroperability testing are shown in Figure G.1 ifdark grey. In theory, each of these interoperable

onents can be provided by a separate supplier,dnd the interoperability testing determines whether
pmponents can work together. Testing for/interoperability requires different combinations of
onents to be tested and the resulting biometric performance measures compared.
¥ _ Enrol Template biometric
f Sensor samp’e Generation template
entation
— results
biometric
template repositor
v Results
3 biometric Sample biometric . Analysis for
. C
Generation sample omparison Identification/
Verification
entation

Figure G.1 — Biometric components considered for interoperability

Sufficiency testing checks the capability of an interchange standard (e.g. a standard for the format
of biometric templates) against either an absolute value of performance or against a proprietary
interchange format. Figure G.2 shows how a sufficiency test comparing a new set of standard
interchange formats (shown by the dark grey parts) with a corresponding proprietary implementation
format (shown by the light grey parts) can be set up. Sufficiency testing requires that the components
working with the standard interchange conform to the standard.

Tests

performed in line with ISO/IEC 19795-4 include both technology (referred to as offline) and

scenario (referred to as online) tests.
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Technology tests can be run using an available corpus of suitable sample data or using a corpus of
sample data collected specifically for the purpose of the technology test under operational conditions
that simulate the expected use of the biometric system. Technology tests are considered suitable where
a corpus of suitable sample data is already available or when collecting such data is impractical and is
not expected to influence the testing of interoperability (e.g. when testing the interoperability of the

‘Comparison’ component with the rest of the biometric system).

Scenarlo tests are expected to be used for 1nteroperab111ty testing where the dev1ces capturmg

devices by the sub]ects are expected to 1nf1uence the performance of the blometrlc systeni |d

interoperability issues.

enrolment

biometric
sample
corpus

standards Standard
biometric
template

proprietary
biometri
templaté

Proprietary
Template Template
Generation Generation

results for
standard

standard biometric Eﬁ etary biometric

template repository emplate repository

Results -
Analysis for standard Standard proprietary

Standard Cglt':;mg?il;?m biometric Template biometric (l:’roprletary
Identification/ P sample e at1 . sample omparison

Verification

recogmtlon
biometric
sample

corpus

results f
propriet:

these

br
ry

Result]
Analysis
Propriet:

Identificat
Verificat

for
ry
on/
on

Figure G.2 — Logical set-up for a sufficiency test of a biometric interchange standard format

G.3 Conformance requirements of ISO/IEC 19795-4

An interoperability pefformance test conforms to ISO/IEC 19795-4 if it satisfies the requirey

specified in ISO/IEC 19795-4:2008, Clauses 6, 7, 8 and 9.

G.4 Mapping

Table Gsl<shows the mapping from subclauses in ISO/IEC 19795-4:2008 to subclausy
[SO/IEC/IEEE 29119-2:2021 and ISO/IEC/IEEE 29119-3:2021, along with the rationale for each may

hents

S in
ping.
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