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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies

that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international organizations governmental and non-governmental in liaison with ISO and IEC
5 5 5 7

also

take part in the work.

The procedures used to develop this document and those intended for its further mairntenand
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria’ neede

e are
d for

the different types of document should be noted. This document was drafted in aceordance with the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the st
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such p

|bject
atent

rights. Details of any patent rights identified during the development of the document will be in the

Introduction and/or on the ISO list of patent declarations received (see’wrww.iso.org/patents) or tk
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explanation of the voluntary nature of standdrds, the meaning of ISO specific term$

expressions related to conformity assessment, as wéll as information about ISO's adherence t
World Trade Organization (WTO) principles in the, Technical Barriers to Trade (TBT), see www.isq
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techn
Subcommittee SC 7, Software and systems engineering.

Alist of all parts in the ISO/IEC/IEEE 29119 series can be found on the ISO website.

Any feedback or questions on thiscdocument should be directed to the user’s national standards b
complete listing of these bodi€s ¢an be found at www.iso.org/members.html.

e lEC
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Introduction

The testing of traditional systems is well-understood, but Al-based systems, which are becoming more
prevalent and critical to our daily lives, introduce new challenges. This document has been created to
introduce Al-based systems and provide guidelines on how they might be tested.

Annex A provides an introduction to machine learning.

This flocumentis primarily provided for those testers who are new to Al-based systems, but it can also
be usgful for more experienced testers and other stakeholders working on the development and testing
of Al{based systems.

As a Technical Report, this document contains data of a different kind from that normally published as
an International Standard or Technical Specification, such as data on the “state of the art”.
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Software and systems engineering — Software testing —

Part 11:
Guidelines on the testing of Al-based systems

1 Scope

This document provides an introduction to Al-based systems. These systems are typically cofnplex

(e.g. deep neural nets), are sometimes based on big data, can be poorly specifiéed-and can be
deterministic, which creates new challenges and opportunities for testing them

This document explains those characteristics which are specific to Al-based’systems and explairy
corresponding difficulties of specifying the acceptance criteria for such systems.

This document presents the challenges of testing Al-based systems,the main challenge being th
oracle problem, whereby testers find it difficult to determine expected results for testing and ther
whether tests have passed or failed. It covers testing of these«systems across the life cycle and
guidelines on how Al-based systems in general can be tested using black-box approaches and intro
white-box testing specifically for neural networks. It deseribes options for the test environment]
test scenarios used for testing Al-based systems.

In this document an Al-based system is a system thatincludes at least one Al component.

2 Normative references

There are no normative references in thissdocument.

3 Terms, definitions and.abbreviated terms

3.1 Terms and definitions
For the purposes of this;document, the following terms and definitions apply.
ISO and [EC maintain terminological databases for use in standardization at the following address

— ISO Online browsing platform: available at https://www.iso.org/obp

— IECElectropedia: available at http://www.electropedia.org/

3.11
A{/B testing

non-

s the

b test
efore
gives
Huces
s and

es:

split-run testing

statistical testing approach that allows testers to determine which of two systems or components

performs better

3.1.2

accuracy

<machine learning (3.1.43)> performance metric used to evaluate a classifier (3.1.21), which mea
the proportion of classifications (3.1.20) predictions (3.1.56) that were correct

© ISO/IEC 2020 - All rights reserved
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3.1.3

activation function

transfer function

<neural network (3.1.48)> formula associated with a node in a neural network that determines the
output of the node (activation value (3.1.4)) from the inputs to the neuron

3.1.4
activation value
<neurs

3.1.5
adapgability

abilitly of a system to react to changes in its environment in order to continue meeting both functional
and ron-functional requirements

3.1.6
adveysarial attack
delibgrate use of adversarial examples (3.1.7) to cause a ML model (3.1.46) to fail

Note ] to entry: Typically targets ML models in the form of a neural network (3.1.48),

3.1.7
adversarial example

input{to an ML model (3.1.46) created by applying small perturbationsto'a working example that results
in the model outputting an incorrect result with high confidence

Note 1 to entry: Typically applies to ML models in the form of a neural network (3.1.48).

3.1.8
adversarial testing

testing approach based on the attempted creation*and execution of adversarial examples (3.1.7) to
identjfy defects in an ML model (3.1.46)

Note 1 to entry: Typically applied to ML models in-the form of a neural network (3.1.48).

3.19
Al-bgsed system
system including one or more compenénts implementing Al (3.1.13)

3.1.1p
Al effect
situation when a previously)labelled Al (3.1.13) system is no longer considered to be Al as technology
advances

3.1.11
Al quality metapiodel
metamodel intended to ensure the quality of Al-based systems (3.1.9)

Note 1 tontry: This metamodel is defined in detail in DIN SPEC 92001.

3.1.12
algorithm

ML algorithm

<machine learning (3.1.43)> algorithm used to create an ML model (3.1.46) from the training data
(3.1.80)

EXAMPLE ML algorithms include linear regression, logistic regression, decision tree (3.1.25), SVM, Naive
Bayes, kNN, K-means and random forest.

2 © ISO/IEC 2020 - All rights reserved
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3.1.13

artificial intelligence

Al

capability of an engineered system to acquire, process and apply knowledge and skills

3.1.14
autonomous system
system capable of working without human intervention for sustained periods

3.1.15
autonomy
ability of a system to work for sustained periods without human intervention

3.1.16

back-to-back testing
differential testing
approach to testing whereby an alternative version of the system is used as a‘pseudo-oracle (3.1.$9) to
generate expected results for comparison from the same test inputs

EXAMPLE The pseudo-oracle may be a system that already exists, a system developed by an indepgndent
team or a system implemented using a different programming language.

3.1.17

backward propagation
<neural network (3.1.48)> method used in artificial neural hétworks to determine the weights |to be
used on the network connections based on the computederror at the output of the network

Note 1 to entry: It is used to train deep neural networks (3.1.27).

3.1.18

benchmark suite
collection of benchmarks, where a benchniark is a set of tests used to compare the performarnce of
alternatives

3.1.19
bias

<machine learning (3.1.43)> mégsure of the distance between the predicted value provided by the ML
model (3.1.46) and a desired fair prediction (3.1.56)

3.1.20
classification
<machine learning. (311.43)> machine learning function that predicts the output class for a given irfput

3.1.21
classifier
<machinéiearning (3.1.43)> ML model (3.1.46) used for classification (3.1.20)

3.1.22
clustering
grouping of a set of objects such that objects in the same group (i.e. a cluster) are more similar td each

other than to those in other clusters

3.1.23

combinatorial testing

black-box test design technique in which test cases are designed to execute specific combinations of
values of several parameters (3.1.53)

EXAMPLE Pairwise testing (3.1.52), all combinations testing, each choice testing, base choice testing.

© ISO/IEC 2020 - All rights reserved 3
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3.1.24

confusion matrix

table used to describe the performance of a classifier (3.1.21) on a set of test data (3.1.75) for which the
true and false values are known

3.1.25
decision tree
<machine learning (3.1.43)> supervised-learning model (3.1.46) for which inference can be represented

by traversing one-ormore-tree like structures
v £ L

ach to creating rich hierarchical representations through the training of neural networks, (3.1.48)
ne or more hidden layers

to entry: Deep learning uses multi-layered networks of simple computing units (or “neurons”). In these
networks each unit combines a set of input values to produce an output value, which if)turn is passed on
r neurons downstream.

ine learning (3.1.43)> distance between the-training data (3.1.80) distribution and the desired
istribution

explainability
<Al (8.143)> level of understanding how the Al-based system (3.1.9) came up with a given result

3.1.32
exploratory testing

experience-based testing in which the tester spontaneously designs and executes tests based on the
tester's existing relevant knowledge, prior exploration of the test item (including the results of previous
tests), and heuristic "rules of thumb" regarding common software behaviours and types of failure

Note 1 to entry: Exploratory testing hunts for hidden properties (including hidden behaviours) that, while quite

possibly benign by themselves, could interfere with other properties of the software under test, and so constitute
arisk that the software will fail.

4 © ISO/IEC 2020 - All rights reserved
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3.1.33
F1-score

<machine learning (3.1.43)> performance metric used to evaluate a classifier (3.1.21), which provides a

balance (the harmonic average) between recall (3.1.61) and precision (3.1.55)

3.1.34
false negative
incorrect reporting of a failure when in reality it is a pass

Note 1 to entry: This is also known as a Type Il error.

EXAMPLE The referee awards an offside when it was a goal and so reports a failure to score aygoal
goal was scored.

3.1.35
false positive
incorrect reporting of a pass when in reality it is a failure

Note 1 to entry: This is also known as a Type I error.
EXAMPLE The referee awards a goal that was offside and so should nothave been awarded.

3.1.36
feature engineering
feature selection

hen a

<machine learning (3.1.43)> activity in which those attributes in the raw data that best represent the

underlying relationships that should appear in the model (3.1.46) are identified for use in the trg
data (3.1.80)

3.1.37
flexibility

|ining

ability of a system to work in contexts outside.its initial specification (i.e. change its behaviour accojrding

to its actual situation to satisfy its objectives)

3.1.38

fuzz testing

software testing approach in shich high volumes of random (or near random) data, called fuz
used to generate inputs to the test item

3.1.39

general Al

strong Al

Al (3.1.13) that exhibits intelligent behaviour comparable to a human across the full range of cog
abilities

3.1.40

graphical processing unit

GPU

application-specific integrated circuit (ASIC) specialized for display functions such as rendering in

y, are

hitive

hages

A od i = LDLL | - L h D S S H i el - 1 £ e 1 dodelas.
INULT 1 LU TIILI _y. Ul usS dI'tT ucolsucu 1IUI pardlici Udtid pl U\,Cbbllls Ul uuasca VWILIT d Dlllslc TUIt vl vut tiis p

processing is also useful for executing Al-based software, such as neural networks (3.1.48).

3.1.41
hyperparameter

rallel

<neural network (3.1.48)> variable used to define the structure of a neural network and how it is trained

Note 1 to entry: Typically, hyperparameters are set by the developer of the model (3.1.46) and may also be

referred to as a tuning parameter (3.1.53).
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3.1.42
interpretability
<Al (3.1.13)> level of understanding how the underlying (Al) technology works

3.1.43

machine learning

ML

process using computational techniques to enable systems to learn from data or experience

3.1.44
metamorphic relation

descifiption of how a change in the test inputs from the source test case to the follow-up test case affects
a chapge (or not) in the expected outputs from the source test case to the follow-up test case

3.1.4p
metamorphic testing
testing where the expected results are not based on the specification but are instead €xtrapolated from
previbus actual results

neurpl network

artificial neural network

netwprk of primitive processing elementss¢onnected by weighted links with adjustable weights, in
which each element produces a value by applying a nonlinear function to its input values, and transmits
it to qther elements or presents it as an‘gutput value

Note ] to entry: Whereas some neuralnetworks are intended to simulate the functioning of neurons in the nervous
systemn, most neural networks are-used in artificial intelligence (3.1.13) as realizations of the connectionist model
(3.1.4p).

Note ? to entry: Examplesof\nonlinear functions are a threshold function, a sigmoid function, and a polynomial
functjon.

[SOURCE: ISO/IEG2382:2015, 2120625, modified — The admitted term "neural net" has been removed;
noted 3 to 5 to entry have been removed.]

3.1.4P
neurpn-overage
prop¢rtion of activated neurons divided by the total number of neurons in the neural network (3.1.48)

(normally expressed as a percentage) for a set of tests

Note 1 to entry: A neuron is considered to be activated if its activation value (3.1.4) exceeds zero.

3.1.50

non-deterministic system

system which, given a particular set of inputs and starting state, will not always produce the same set
of outputs and final state

6 © ISO/IEC 2020 - All rights reserved
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3.1.51

overfitting

<machine learning (3.1.43)> generation of a ML model (3.1.46) that corresponds too closely to the
training data (3.1.80), resulting in a model that finds it difficult to generalize to new data

3.1.52
pairwise testing
black-box test design technique in which test cases are designed to execute all possible discrete

r'nmbinah'nnc ofeach pair nFinpuf pnrvnmotorc (Q 1 ':'2}

Note 1 to entry: Pairwise testing is the most popular form of combinatorial testing (3.1.23).

3.1.53

parameter
<machine learning (3.1.43)> parts of the model (3.1.46) that are learnt from applying-the training data
(3.1.80) to the algorithm (3.1.12)

EXAMPLE Learnt weights in a neural net.
Note 1 to entry: Typically, parameters are not set by the developer of the model:

3.1.54

performance metrics
<machine learning (3.1.43)> metrics used to evaluate ML models\(3.1.46) that are used for classifigation
(3.1.20)

EXAMPLE Typical metrics include accuracy (3.1.2), pregision (3.1.55), recall (3.1.61) and F1-score (3.1.33).

3.1.55

precision
<machine learning (3.1.43)> performance metric used to evaluate a classifier (3.1.21), which meafures
the proportion of predicted positives that weére correct

3.1.56

prediction
<machine learning (3.1.43)> machine learning function that results in a predicted target value|for a
given input

EXAMPLE Includes classification (3.1.20) and regression (3.1.62) functions.

3.1.57

pre-processing
<machine learning{3.1.43)> part of the ML workflow that transforms raw data into a state ready f¢r use
by the ML algorithm (3.1.12) to create the ML model (3.1.46)

Note 1 to eftry: Pre-processing can include analysis, normalization, filtering, reformatting, imputation, removal
of outliers\and duplicates, and ensuring the completeness of the dataset.

3.1:58
probabilistic system
system whose behaviour is described in terms of probabilities, such that its outputs cannot be perfectly

predicted

3.1.59

pseudo-oracle

derived test oracle

independently derived variant of the test item used to generate results, which are compared with the
results of the original test item based on the same test inputs

Note 1 to entry: Pseudo-oracles are a useful alternative when traditional test oracles (3.1.76) are not available.

© ISO/IEC 2020 - All rights reserved 7
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3.1.60

reasoning technique

<Al (3.1.13)> form of Al that generates conclusions from available information using logical techniques,
such as deduction and induction

3.1.61
recall
sensitivity

<Mmachine ’aarning (Q 1 AQ)\ pnrfnrmanrn metricused-to-evaluatea r’nccrfior (Q 1 71), which-measures

the proportion of actual positives that were predicted correctly

3.1.6R
regression

<madhine learning (3.1.43)> machine learning function that results in a numerical or continugus output
value for a given input

3.1.68
regulatory standard
standard promulgated by a regulatory agency

3.1.6¢
reinforcement learning

<macdhine learning (3.1.43)> task of building a ML model (3.1.46) using:a-process of trial and reward to
achieye an objective

Note [l to entry: A reinforcement learning task can include the traihing of a ML model in a way similar to
superyised learning (3.1.74) plus training on unlabelled inputs gathered during the operation phase of the Al
(3.1.1B) system. Each time the model makes a prediction (3.1.56)ya reward is calculated, and further trials are
run tq optimize the reward.

Note P to entry: In reinforcement learning, the objective,or definition of success, can be defined by the system
desigher.

Note 3 to entry: In reinforcement learning, the reward can be a calculated number that represents how close the
Al sydqtem is to achieving the objective for a giveitrial.

3.1.6p
reward hacking

activity performed by an agent to.maximise its reward function to the detriment of meeting the original
objective

3.1.6

robo

progfammed actuate@dmechanism with a degree of autonomy (3.1.15), moving within its environment,
to perform intended\tasks

Note 1 to entry£ Arobot includes the control system and interface of the control system.

Note ? toentry: The classification (3.1.20) of robot into industrial robot or service robot is done according to its
intendled.application.

3.1.67

safety

expectation that a system does not, under defined conditions, lead to a state in which human life, health,
property, or the environment is endangered

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48]

3.1.68

search algorithm

<Al (3.1.13)> algorithm (3.1.12) that systematically visits a subset of all possible states (or structures)
until the goal state (or structure) is reached

8 © ISO/IEC 2020 - All rights reserved
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3.1.69
self-learning system
adaptive system that changes its behaviour based on learning from the practice of trial and error

3.1.70
sign change coverage
proportion of neurons activated with both positive and negative activation values (3.1.4) divided by the

total number of neurons in the neural network (3.1.48) (normally expressed as a percentage) for a set
of tests

Note 1 to entry: An activation value of zero is considered to be a negative activation value.

3.1.71

sign-sign coverage
coverage level achieved if by changing the sign of each neuron it can be shown to individually cauge one
neuron in the next layer to change sign while all other neurons in the next layerstay the same (i.¢| they
do not change sign)

3.1.72

simulator
<testing> device, computer program or system used during testing;which behaves or operates |ike a
given system when provided with a set of controlled inputs.

3.1.73

software agent
digital entity that perceives its environment and takes actions that maximize its chance of succespfully
achieving its goals

3.1.74

supervised learning
<machine learning (3.1.43)> task of learning a firnction that maps an input to an output based on lalyelled
example input-output pairs

3.1.75

test data
<machine learning (3.1.43)> indepéndent dataset used to provide an unbiased evaluation of thel|final,
tuned ML model (3.1.46)

3.1.76
test oracle
source of informatjen for determining whether a test has passed or failed

Note 1 to entry: Thetest oracle is often a specification used to generate expected results for individual test/cases,
but other sources'may be used, such as comparing actual results with those of another similar program or system
or asking adiuman expert.

3.1.77
test.oracle problem
challenge of determining whether a test has passed or failed for a given set of test inputs and state

3.1.78
test scenario
situation or setting for a test item used as the basis for generating test cases

3.1.79

threshold coverage

<neural network (3.1.48)> proportion of neurons exceeding a threshold activation value (3.1.4) divided by
the total number of neurons in the neural network (normally expressed as a percentage) for a set of tests

Note 1 to entry: A threshold activation value between 0 and 1 is chosen as the threshold value.
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0

training data
<machine learning (3.1.43)> dataset used to train an ML model (3.1.46)

3.1.8

1

transparency
<AI (3.1.13)> level of accessibility to the algorithm (3.1.12) and data used by the Al-based system (3.1.9)

3.1.8

2

true
corre

EXAM

3.1.8
true
corre

EXAM

3.1.8
unde
<mad
of th
(3.1.5

3.1.8

hegative
ct reporting of a failure when it is a failure

PLE The referee correctly awards an offside and so reports a failure to score a goal.

¢
positive
ct reporting of a pass when it is a pass

PLE The referee correctly awards a goal.

i
rfitting

hine learning (3.1.43)> generation of a ML model (3.1.46) that does notreflect the underlying trend
e training data (3.1.80), resulting in a model that finds it difficult"to make accurate predictions
6)

3

uns
<ma

ervised learning
ine learning (3.1.43)> task of learning a function«that maps unlabelled input data to a latent

representation

3.1.8

validation data

<madhine learning (3.1.43)> dataset used to eyvaluate a candidate ML model (3.1.46) while tuning it
3.1.8

valu¢ change coverage

propo¢rtion of neurons activated where their activation values (3.1.4) differ by more than a change
amoynt divided by the total number of neurons in the neural network (3.1.48) (normally expressed as a
percgntage) for a set of tests

3.1.88

virtual test environmert

test gnvironment where one or more parts are digitally simulated

3.2 |Abbreviated terms

ASIC application-specific integrated circuit

API ayy};\,at;uu lJl Usl auuu;us ;utcn fa\,c

CEN European Committee for Standardization

CI/CD continuous integration and continuous delivery

CPU central processing unit

CENELEC  European Committee for Electrotechnical Standardization

DNN

10

deep neural network
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ETSI European Telecommunications Standards Institute
GDPR General Data Protection Regulation

IEEE Institute of Electrical and Electronics Engineers
[oT internet of things

RAM random access memory

SOTIF safety of the intended functionality

4 Introduction to Al and testing

4.1 Overview of Al and testing

This clause introduces artificial intelligence (Al) and then explains testingdn the context of Al-}
systems.

based

Artificial intelligence is initially defined, typical Al uses cases_are”provided, and figures for the

expanding market for Al-based systems are presented. The range-oftechnologies used to impleme
based systems are listed and options for the hardware and develoepment frameworks used to impld
these systems are provided. The implementation levels of narrow Al and general Al are then comp

The importance of testing for Al-based systems is then introduced, and the use of such syste
safety-related domains is considered before the use of standards for Al-based systems is introdug

4.2 Artificial intelligence (Al)

4.2.1 Definition of ‘artificial intelligence’

To understand the term ‘artificial intelligence’, ‘intelligence’ first needs to be understood. The O
Dictionaries provide a suitable defifition:

the ability to acquire and dpply knowledge and skills

Artificial intelligence (ALRis'intelligence that does not occur naturally, i.e. as exhibited by human
animals. The following definition captures this concept:

capability of an.engineered system to acquire, process and apply knowledge and skills
Artificial intelligence can also be considered as a discipline, leading to a second definition:

discipline which studies the engineering of systems with the capability to acquire, process and
knowledge and skills (ISO/IEC 22989)

ISO/TEC 22989[1] introduces the concepts of Al and includes a comprehensive terminology.

nt Al-
ment
ared.

ms in
ed.

xford

s and

apply
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the Al effectl2]. A strict interpretation of the above definitions may allow what we would now consider
basic (non-Al) computer systems to be labelled as Al. For instance, in the 1980s an expert system based

on fixed rules that performed activities traditionally carried out by bank clerks was considered

to be

Al, but today such systems are often considered too simple to be Al. Similarly, the Deep Blue system

that beat Garry Kasparov at chess in 1997 is now derided by some as a brute force approach - a
not true Al It is likely that today’s state-of-the-art Al will also be considered ‘too simple to be AI’
years’ time.
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4.2.2 Al use cases

Al can be used for a wide variety of application areas, such as:

Anomaly detection systems (e.g. fraud detection, health monitoring, and security)
Autonomous systems (e.g. vehicles and trading systems)

Computer vision systems (e.g. image classification)

Digital assistants (e.g. Siri, Cortana)

wsl

mail systems (e.g. spam filters)

et

htelligent speech systems (e.g. speech recognition and speech synthesis)

=

atural language processing (NLP) (e.g. deriving meaning from human language)

Recommender systems (e.g. for purchases, films and music)

jearch engines (e.g. for searches and marketing)
ecurity systems (e.g. face ID)

Smart home devices (e.g. thermostats)

00}

ocial media (e.g. feed personalization)

More|detail on Al use cases is available in the ISO/IEC TR 24030[2l. A comprehensive list of Al use cases
fromfa non-standard perspective can be found at ReferenceJ4].

4.2.3| Al usage and market

Al te¢hnologies are widely used in real-world applications, such as recommending, prediction, decision
makipg and statistical reporting. The applications are deployed in a variety of systems including
autorjomous driving vehicles, robot-controlled warehouses, financial forecasting applications, and
secuility enforcement and are increasingly integrated with cloud computing, big data analytics,
robofics, internet of things, mobile computing, smart cities, smart homes, intelligent healthcare, etc.

Al-based systems are becoming ever more widespread:

12

The perception is that Al is’ the most significant technology of this time as 69 % of technology
gxecutives ranked it ifrthe top three most significant technologies over the next 5 to 10 years(=l,

91 % of technology-eXecutives believe Al will be at the centre of the next technological revolution[2l.
The share of jobs requiring Al skills has grown by a factor of 4.5 since 20136l

(lobal revenues from Al for enterprise applications is projected to grow from $1.62B in 2018 to
#31.2Bsin 202571,

[t iseéstimated that Al will add $13 trillion to the global economy over the next decadel8l.

22 % of IT budgets are allocated to Al projects(2l.

64 % of companies had Al projects in place or planned for next 12 months(2l.

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=61f46c5aa48097851fe98adf91f67546

ISO/IEC TR 29119-11:2020(E)

4.2.4 Al technologies

4.2.4.1 General

Al can be implemented using a wide range of approaches or technologies. These can be grouped in
different ways including:

— Search algorithms

— Reasoning techniques
— Logic programs
— Rule engines
— Deductive classifier
— Case-based reasoning
— Procedural reasoning
— Machine learning techniques (see Annex A for more detail)
— Artificial neural networks
— Feed forward neural networks
— Deep learning
— Recurrent neural networks
— Convolutional neural networks
— Bayesian network
— Decision tree
— Reinforcement learning
— Transfer learning
— Genetic algorithms
— Support véctor machine

Some of the most effective Al-based systems can be considered as Al hybrids, using a mix of [these
technologies:

ISO/IEC 22989[1] provides more details on Al concepts and on the above technologies.

4:2.4.2 Robots and software agents

Autonomous robots with electronic systems were first developed at a similar time to Alan Turing’s
work on machine intelligence, and robots are now widely used in factories, although the use of Al in
such robots is limited[10],

A software agent is a software system that acts upon information available to it to achieve a goal. For Al,
we are more often interested in intelligent software agents that are software agents capable of making
decisions based on their experiences (so making them ‘intelligent’). Intelligent software agents are also
often labelled as autonomous as they are allowed to select which action to perform (see 4.2.4.3 for more
on autonomous systems).
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Intelligent software agents may work alone or with other agents to implement Al. These agents are
most often located in computer systems (either physical or in the cloud) and interact with the outside
world through computer interfaces. A tool using Al for performing software testing is most likely
to reside in a computer system and interact with the software tester through the user interface and
interact with the software it is testing through a computer interface using a defined protocol (such a
tool would be considered an Al-based system as it has an Al component working with conventional,
non-Al subsystems, such as the user interface). Intelligent software agents may also reside in robots;
the major difference being that the robots provide the Al with a physical presence and a different way

: & - L. | 1 - 1 . =1 1.1 1 1 h | £
OflnL IaCllillg WILIT UIC CIIVITOIIIICIIU LIIAU 15 T1I0UL dVdlldDIC LU DUIrcly COIMIIPULET=DdScU SOItwal© dgcliLs.

4.2.4|3 Al and autonomous systems
Autopomous systems can be physical or purely digital, and include systems for:

— Transportation

- Cars / trucks

- Unmanned aircraft (drones)

- Ships / boats
—+ Trains
— Robotic/IoT platforms (e.g. manufacturing, vacuum cleaners, smart thermostats)

— Medical diagnostics

— art buildings / smart cities / smart energy / smart:utilities
— Hinancial systems (e.g. automated market tradingSystems)

The logical structure of an autonomous systeny,can be considered as comprising three high-level
functiions: sensing, decision-making and contrel, as shown in Figure 1. Sensors (e.g. cameras, GPS,
RADAR, LIDAR) provide inputs to the sensing function and are used to gather information about the
system’s environment, such as the positigns of nearby cars, pedestrians and information on road signs
for an) autonomous car. Part of this ‘sepsing’ function is also known as localization, which is determining
the system’s current position in the environment and relating this to maps (e.g. detailed offline maps for
autorjomous cars). The ‘decision-making’ function decides what the system’s next move should be (e.g.
braking, turning, climbing, descending) depending on the function provided by the autonomous system
(e.g. adaptive cruise control)._The ‘control’ function implements the decision by calling on actuators
(e.g. to release air, open fuelvalve).
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Figure 1 — Logical structure of an autonomous system

Fully autonomous systems require more, and perhaps bettersensors than their less autonomous

counterparts; and to make sense of the data from these sénsors, these systems typically use

deep

learning, a form of machine learning. To perform the-nécessary decision-making, the systenp will

N can

also often use deep learning. Thus, each of the highslevel functions in the autonomous syster

sensing and decision-making functions are often implemented as Al, while the control function

implemented using conventional techniques). It@s also possible to implement a complete autono
system as a single ML system (e.g. a car steering system that learns from ‘observing’ manual st
based on video inputs and steering outputs).

be implemented as Al or can be implemented using, other technologies (in an autonomous Cj{:‘the

4.2.5 Al hardware

Al-based systems, especially Ml systems implemented as neural networks performing p4
recognition (e.g. machine vision, speech recognition), require many calculations to be run in pa

ay be
ous
ering

ttern
rallel.

General-purpose CPUs dotnot perform this type of calculation efficiently and, instead, graphical

processing units (GPUs);which are optimised for parallel processing of images using thousands of
are often used. GPUs @ne however not optimised for Al, and a new generation of hardware deve
specifically for Al i§how becoming available.

Many Al implementations are, by their nature, not focused on exact calculations, but rath
probabilisti¢. determinations and so the accuracy of a 64-bit processor is often unnecessary
processorswith less bits can run faster and consume less energy. Because much of the processing
and enengy is involved with moving large amounts of data from RAM to the processor for rela
simplecalculations, the concept of phase changing memory devices that allow simple calculations
pérformed directly on memory are also being developed[11],

cores
oped

b On
r and
time
fively
to be

Al-spetific rardware —architectures inctude Treurat Tretwork processing urmits ammd TeuronT

rphic

computing, while existing technologies, such as field programmable gate arrays and application-

specific integrated circuits can be tailored to Al workloads, as will the next generations GPUs.
of the integrated circuits within these architectures are focused on specific areas of Al, such as i

Some
mage

recognition. When performing machine learning (see Annex A), the processing used to train models
can be quite different from the processing used to run the inferencing on the deployed model and this

suggests that different processors for each activity should be considered.

© ISO/IEC 2020 - All rights reserved

15


https://standardsiso.com/api/?name=61f46c5aa48097851fe98adf91f67546

IS0/

4.2.6

IEC TR 29119-11:2020(E)

Al development frameworks

There are several open-source Al development frameworks available, often optimised for specific
application areas.

EXAMPLE The most popular Al development frameworks include:

— TensorFlowl4] - based on data flow graphs for scalable machine learning by Google

— I

Tarchl65] " ot g i bl o Dol o 1o 0 o0 o o

— N
—
— K
This i
by IS(

4.2.7

Up ur
such

Gene
numbh

sFereh retralpetworkstfordeeplearninsinthe Pythontansuasge

[xNetlto] - a deep learning open-source framework used by Amazon for AWS

NTKICZ] - the Microsoft Cognitive Toolkit (CNTK), an open source deep-learning toolkit

erasl8] - a high-level API, written in the Python language, capable of running on top of TensorFlow or CNTK

hformation is given for the convenience of users of this document and does not constituté an'endorsement
/1EC of the frameworks named.

Narrow vs general Al

til now, all successful Al has been ‘narrow’ Al, which means it can handlea single specialized task,
hs playing Go, performing as a spam filter, or controlling a manoeuvrein a self-driving car.

ral Al is far more advanced than narrow Al and refers to an Al*based system that can handle a
er of quite disparate tasks, much the same as a human. General Al is also known as high-level

machiine intelligence (HLMI). A survey of Al researchers published in 2017 reported that the overall

mearn
scope

1S0/1
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4.3.1

Theré
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up to
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Failu
testir

— A
3

— A
S

estimate for when HLMI would be achieved was by 20612l. The testing of HLMI is not within the
of this document.

EC 2298901 provides coverage of Al concepts, in¢liiding narrow and general Al systems.
Testing of Al-based systems

The importance of testing for Al-based systems

e have already been a number of\widely publicized failures of Al. According to a 2019 IDC Survey,
[ organizations reported some failures among their Al projects with a quarter of them reporting
50 % failure rate; lack of\skilled staff and unrealistic expectations were identified as the top
ns for failure.”[13]

"es have historicallgprovided one of the most convincing drivers for performing adequate software
g. Industry surveys show a perception that Al is an important trend for software testing:

[ was rated the number one new technology that will be important to the testing world in the next
to 5 years(¥],

I waSyrated second (by 49.9 % of respondents) of all technologies that will be important to the
pftware testing industry in the following 5 years[12l,

— The most popular trends in software testing were Al, CI/CD, and security (equal first)[16l,

However, the quality assurance of existing Al application development processes is still far from
satisfactory and the demand for being able to show demonstrable levels of confidence in such systems
is growing:

— 1
— 5

16

9 % of respondent are already testing Al / machine learning14].

7 % of companies are experimenting with new testing approaches!(2l.
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Software testing is a fundamental, effective and recognized quality assurance method which has
shown its cost-effectiveness to ensure the reliability of many complex software systems. Moreover,
the adaptation of software testing to the specifics of Al-based systems remains largely unexplored
and needs extensive research to be performed[Z], Therefore, testing for Al-based systems is definitely
important.

Testing is also included at a high-level as a mitigation measure for known Al vulnerabilities in the
ISO/IEC TR 24028 on trustworthiness in artificial Intelligencel3l.

4.3.2 Safety-related Al-based systems

Al-based systems are already beginning to be used for making decisions that affect safety and this
trend will see increased use of Al for safety-related systems. Safety is defined as the ‘expectation that a
system does not, under defined conditions, lead to a state in which human life, health;property, ¢r the
environment is endangered (ISO/IEC/IEEE 12207:2017).

Current standards for the assurance of safety of technical systems require a full understanding of the
system under all possible conditions before its release. Many Al-based systems are probabilistic and
non-deterministic (see 5.1.8) - this unpredictability makes it very difficult to make an evidence-based
case that they will not cause harm. Also, the use of machine learninggsuch as deep learning, can result
in systems that are complex (see 5.1.6) and difficult to interpret (see 5.1.7). If Al-based systems gre to
be used in safety-critical areas, then each of these problem areasnieeds to be addressed. Standar(ls for
safety-related Al-based systems are covered in 4.3.3.

4.3.3 Standardization and Al

4.3.3.1 Introduction to Al standardization

Standardization aims to promote innovation, hélp improve system quality, and ensure user safety, while
creating a fair and open industry ecosystem:*Al standardization occurs at various levels, including:

— International standards organizations
— Regional standards organizatidns

— National standards organizations

— Other standards organizations

Under Joint Technicak.Committee 1 (JTC 1) of ISO and IEC, Subcommittee 42 (SC 42) is speciffically
responsible for artificial intelligence standards, although Al-based systems are also consiflered
relevant by several other ISO/IEC committees and groups, such as JTC 1/SC 7 (software and syjtems
engineering);"T€ 22 (road vehicles) and ITU-T SG20 (IoT, smart cities and communities).

At the European level, ETSI and CEN-CENELEC are both involved with Al standards. ETSI has an
Industry’ Specification Group (ISG) on Experiential Networked Intelligence (ENI), whose goal|is to
develop standards for a cognitive network management system incorporating a closed-loop c@ntrol
approach. CEN-CENELEC intends to define a standards roadmap for the Al domain that is due in 2[020.

China has several Al standards initiatives at the national level, with national technical committees
working on automation systems and integration (SAC/TC 159), audio, video, multimedia and
equipment (SAC/TC 242) and intelligent transport systems (SAC/TC 268). SAC/TC 28 also addresses Al
standardization work related to vocabulary, user interfaces and biometric feature recognition.

Germany has developed Al quality metamodell12.120], which is described in more detail in 4.3.3.3.

The IEEE provides a specific focus on the ethical aspects of Al-based systems. The IEEE Global Initiative
for Ethical Considerations in Artificial Intelligence and Autonomous Systems has a mission “to ensure
every stakeholder involved in the design and development of autonomous and intelligent systems is
educated, trained, and empowered to prioritize ethical considerations so that these technologies are
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advanced for the benefit of humanity.” As part of this initiative, the IEEE P7000 series of standards[¢?]
addresses specific issues at the intersection of technological and ethical considerations.

JTC 1/SC 42 are also working on the topic of ethics and AIlZ3],

Other standards initiatives include standards on Al tool interoperability, such as ONNX (Open Neural
Network Exchange format)(Z0], NNEF (Neural Network Exchange Format)[Zll and PMML (Predictive
Model Mark-up Language)[Z2l,

4.3.3|2 Regulatory standards for Al

4.3.3|12.1 General

Regulatory standards can be split into two broad categories: those that apply to safety-related
systems and those that apply to non-safety-related systems, such as financial, utilities and reporting
systems. Safety-related systems are those that could potentially cause harm to people; property or the
envirpnment. Regulatory standards often include requirements for the software-testing of systems
coverled by these standards.

4.3.3{2.2 Non-safety-related regulatory standards

At present (in 2020), there are few international standards that applyto non-safety-related Al-based
systems. However, from May 2018, the EU-wide General Data Protection Regulation (GDPR) came into
effect and can cover Al-based systems. Any system that uses autonmated processes to make decisions
with |legal or similarly significant effects on individuals follows the GDPR rules that requirel62]
orgarjizations using such systems to provide users with:

— specific and easily accessible information about the automated decision-making process;

— asimple way to obtain human intervention to review, and potentially change the decision.

4.3.3|2.3 Safety-related standards

Al-specific requirements for safety-related-Al-based systems are currently (in 2020) poorly covered by
standards and in most domains are reliant on pre-existing standards written for conventional (non-Al)
systejns. Some of these standards (e.g~-1EC 61508[74] and 1SO 26262[75]) actually specify that Al-based
systemns that are non-deterministic (which is many of them) should not be used for higher-integrity
systems, although in practice this often means that Al-based systems are considered as special cases
and fpllow ‘tailored’ versions of these standards, ignoring some of the requirements. These existing
safety-related standards dlso require that the tools used to develop safety-related systems be suitably
qualified. The currentlyZavailable Al frameworks and algorithms are not qualified for use on the
development of safety=related systems. Although it is possible to gain this qualification through use, the
relative immaturity‘and rapidly evolving nature of ML algorithms would mean that it is unlikely they
would satisfy cutrent regulatory requirements in this area.

In the area™of autonomous systems, which are already being used (e.g. on roads, in the air, at sea
and ip factories), there is a danger of a gap between practice (driven by commercial necessity) and
the r¢quirements of standards. For road vehicles a new standard, ISO/PAS 21448 on the safety of the

intended functionality (SOTIF), was published in 2019. This partly bridges this gap by covering an
area not covered by the existing standards that are concerned with mitigating risks due to failures.
For Al-based systems, an additional problem is that they may cause harm without there being a failure
- perhaps due to them simply misunderstanding the situation. SOTIF covers design, verification (e.g.
requiring high coverage of scenarios) and validation (e.g. requiring use of simulations).

The U.S. Department of Transportation and the National Highway Traffic Safety Administration
(NHTSA) provides guidance for the development and testing of automated driving systems in the US
(Automated Driving Systems (ADS): A Vision for Safety 2.0[ZZ]), however use of this guidance is purely
voluntary.
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A new standard is also being developed by UL for the safety of autonomous products in general

(Standard for Safety for the Evaluation of Autonomous Products, UL 4600[Z81). This standard pro
assessment criteria to determine the acceptability of a safety case for the autonomous product.

4.3.3.3 The Al quality metamodel

vides

DIN SPEC 92001-1[19] is a freely available standard that provides an Al quality metamodel intended

dI1d dSSUIT c UsSc O U LEE U C CYCIC PIOCEeSSesSt—1, Ld Odulc d SI1cU d
of risk (high or low), based on whether the Al module has relevant safety, security, privacy, ore
attributes.

to ensure the quality of Al-based systems. The standard defines a generic life cycle for an Al module,

level
rhical

DIN SPEC 92001-2[29] js under development and describes quality requirements which are linKed to

the three quality pillars of functionality & performance, robustness, and comprehensibility. The]
link to one or more life cycle stages and processes and they are assigned a category of model,
platform or environment. Based on their relevance, these requirements of the Al'module are clas
as mandatory, highly recommended or recommended. This requirement classification and the ass
risk of the Al module are used to determine the extent to which the recommended quality requirer
should be followed.

5 Al system characteristics
5.1 Al-specific characteristics

5.1.1 General

Al-based systems have both functional and non-functional requirements, the same as any sy

As such, the quality characteristics in the ISQ/IEC 25010 quality model, as shown in Figure 2

be used to define, in part, the requirements of Al-based systemsl2ll, However, Al-based sys
have some unique characteristics that aré’ not contained with this quality model, such as flexi
adaptability, autonomy, evolution, bias, transparency/interpretability/explainability, complexit}
non-determinism. These non-functional characteristics are described in more detail in 5.1.2 to
The full set of quality characteristics for Al-based systems could be used as the basis for a che
used during test planning for the identification of risks that need to be mitigated by testing. Not
there is potentially some interaction, overlap and possible conflicts between these characteristi
there is with any set of non-functional requirements. A joint ISO/IEC project is currently underw
develop a standard in/this area, titled quality model for Al-based systemsl63],
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ISO/IEC 25010 product quality model
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Figure 2 — ISO/IEC 25010 product quality model

5.1.2| Flexibility and adaptability

Flexibility and adaptability are closely related characteristics.Flexibility can be defined as a measure
of the range of possible behaviours a system can exhibit (or‘states it can inhabit) - and the costs of
moviphg between them. Adaptability can be defined as a medsure of the ease with which a system can be
adapfed (modified)[21]. However, there are many conflicting definitions.

Both jadaptability and flexibility are useful attributes of a system where the operational environment
is expected to change. Such changes in the opeFational environment may, or may not, be specified
in adyance (i.e. the range of new contexts of use which the system is expected to cope with may be
specified before the system is built or it may*be’'unknown). For a system to achieve useful adaptability or
flexihility it requires the ability to determine when it needs to change. Adaptative and flexible systems
need|to actively or passively gathep-information about their operational environment. Exploration
(actiye gathering of information) provides useful information for self-improvement, but it can also be
danggrous (e.g. pushing the boundaries of a flight envelope) and systems should exhibit caution when
expldgring in safety-related situations.

Some people believe that flexibility is one approach to achieving adaptability, with adaptation including
dition, removal, 1éplacement or changing (flexing) of parts of the system. Others believe that

should be able to respond and also include requirements on the response process itself, such as
wm time to change, where appropriate. However, these requirements are likely to become less

specific for systems where all possible future contexts of use have not been defined in detail.

5.1.3 Autonomy

Autonomy is the ability of the system to work for sustained periods without human intervention. The
expected level of human intervention should be specified for the system - and so should be part of
the system’s functional requirements (e.g. ‘the system will maintain cruise condition until one of the
following occurs..."). Autonomy can also be considered in combination with adaptability or flexibility
(e.g. system should be able to maintain a given level of adaptability or flexibility without human
intervention). In some circumstances, an Al-based system may exhibit too much autonomy, in which
case it may be necessary for a human to take control away from it.
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5.1.4 Evolution

Evolution is when the system changes its behaviour over time. For Al-based systems, we are concerned
with two forms of change. The first is when the system changes its behaviour, typically due to the
system learning new (hopefully improved) behaviours as it is used (self-learning). The second type of
change is when the usage profile changes and usage ‘drifts’ away from the original planned usage. Al-
based systems are typically concerned with concept drift (the change in understanding of data and its
nature over time, potentially requiring re-labelling of data) and data drift (when the data evolves with

fian noatantially st d i g v el e nnn gadntyy AFf Aot o d o cabngaine tharanf) Tose more
tHRe-potehtaryHhtroatdeh g previousy st e varety o tataahia e wtate g e 5s+tnere o6+

details see A.5.3 on distributional shift. Changes in system behaviour are not always positive,‘ard the
negative form of this system characteristic is often known as drift, degradation or staleness

5.1.5 Bias

Bias is a measure of the distance between the predicted value provided by the machine learning| (ML)
model and a desired fair prediction. An Al-based system that demonstrates systematic discrimiration
against an individual or group of individuals is considered to be showing unfair’bias. Some applidation
areas, such as in lending, are bound by legal requirements on fairness. Bias'is normally caused Hy the
machine learning picking up unwanted patterns in the training data/such as an historic pattgrn of
bias towards male job applicants. Training data can be compromised.y both explicit and implicit bias.
Implicit bias is created unintentionally, when unknown unwanted patterns in the training data [exist.
Explicit bias is created when known unwanted patterns in traifting data influence the derived njodel.
Bias in training data can be caused by several practices, such:as prejudiced labelling, historic bias and
uneven sampling.

Data features that would lead to unfairness in the resultant model are either not included or hahdled
carefully. For instance, among others, the following features can potentially cause unwanted bias;

— Gender

— Sexual orientation

— Age

— Race

— Religion

— Country of origin

— Educational baekground
— Source of income

— Homeaddress

Simply{removing the above features from the training data does not necessarily solve the bias pr¢blem
as thiere could well be other features (perhaps used in combination) that could still lead to an ynfair
nfodel (e.g. whether parents were divorced can lead to racial stereotyping in some locations[23]).

JTCI/SC742are alSo WoTrKIng on the topic of bias In Al-based Systemstodt,

5.1.6 Complexity

Al-based systems, and especially those implemented through deep learning, can be extremely complex.
To put this complexity in context, a typical neural network with satisfactory performance may have
around 100 million parameters that were learned during training that contribute to a single decision
(there are no visible ‘if X and Y then result is Z’ rules as found in traditional expert systems). Al-based
systems may also be used for problems where there is no alternative, due to the complex nature of the
problem (e.g. making decisions based on big data).
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5.1.7 Transparency, interpretability and explainability

The complexity of Al-based systems (e.g. deep neural nets providing a ‘black-box’ implementation of
Al) can lead to problems with understanding for both users and developers. This ‘understanding’ can
generally be considered in terms of a system’s transparency, interpretability and explainability, where:

— transparency - level of accessibility to the algorithm and data used by the Al-based system;

— interpretability - level of understanding how the underlying technology works;

eixplainability - level of understanding how the Al-based system came up with a given result.

Diffeyent stakeholders will have different requirements for transparency, interpretability land

adhering to regulatory standards or policy requirements;

elping developers understand why a system works a certain way, asséss its vulnerabilities, or
erify its outputs; or

eeting society’s expectations about how individuals are afforded agency in a decision-making
grocess. The General Data Protection Regulation (GDPR) includes requirements for explainability
for certain decision-making systems (i.e. the system mustyprovide meaningful explanations of
decisions made).

The rlequired levels of transparency, interpretability and ‘explainability change from system to system.
For igstance, the results used to direct a marketing canipaign are likely to need less explainability than
the r¢sults for more critical systems, such as those used to support decisions on surgery or advise on
jail tgrms (e.g. in regulated domains). For such critical systems we need explainability at least until we
learn|to trust the system.

Ther¢ are a number of options for addressing transparency, interpretability and explainability in Al-
systems. For instance, transparendéy can be partially addressed by publishing details of the choice
mework, training algorithm and_training data used to create the (opaque) deployed model (see
A for more details on this)slnterpretability may be addressed by selecting models that humans

5.1.8 Non-determinism

A non-deterministic system is not guaranteed to produce the same outputs from the same inputs every
time it runs (in contrast to a deterministic system). With a non-deterministic system there may be
multiple (valid) outcomes from a test with the same set of preconditions and test inputs. Determinism
is normally assumed by testers - it allows tests to be re-run and the same results to be achieved - this
is extremely useful when re-using tests for regression or confirmation testing. However, many Al-based
systems are based on probabilistic implementations, meaning that they do not always produce the same
results from the same test inputs. For instance, the calculation of the shortest route across a non-trivial
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network (the travelling salesman problem) is known to be too complex to calculate exactly (even by a
powerful computer) and sub-optimal solutions based on an initial randomly selected path are normally
considered acceptable. Al-based systems can also include other causes of non-determinism, such as
concurrent processing (although these are often found in complex conventional, non-Al, systems).

5.2 Aligning Al-based systems with human values

Russelll2Z] points out two major problems with Al-based systems. First, the specified functionality

may not be periectly aligned with the values of the human race, which are (at best) very difficplt to
pin down. He gives the example of King Midas, where the requested ability to turn everythihg he
touched into gold was imparted - exactly as requested - but then found to be not what he truly wgnted.
A more up-to-date example is provided by Bird and Layzelll28], who used an Al-based\syStem jusing
genetic algorithms to generate a design for an oscillator, which resulted in a solutioh that invjplved
using system’s motherboard as a radio, so that it could receive oscillating signals produced by a ngarby
personal computer. When we specify the required objectives of Al-based systems.we need to bq sure
that what is requested is actually what is needed - or first ensure the systenijis“intelligent enough to
provide what we request, while also taking into account human norms.

One way for Al-based systems to learn these human norms would be (through observation (thi§ may
initially simply be through monitoring limited human decisions), hiowever great care is needed to
ensure that the observed human behaviour is representative and(only representative of ‘good’ hhman
behaviour (probably defined as excluding both deliberately bad’behaviour and irrational behayiour,
even if this irrational behaviour is by ‘good’ humans). Consideration also needs to be given t¢ this
learning of human norms being a continuing process, as what'we consider acceptable behaviour foday
is quite different from what was considered acceptablé behaviour 20 years ago — human normfs can
change quite quickly.

Russell’s second problem is that any sufficiently ‘capable intelligent system will prefer to ensufe its
own continued existence and to acquire physicaldnd computational resources - not for their own|sake,
but to succeed in its assigned task. It is recoghized that a sufficiently intelligent system will d{sable
any ‘off’ switch early on in its operation; sithply because when it is disabled it is unable to achieje its
given objectives. Al-based systems willtry to fulfil their given objectives, but we need to be cardful of
unwanted behaviours, such as those'that result in side-effects (see 5.3) or reward hacking (see 5.4).

L

Automation complacency is a further problem that can occur in the interaction between human users
and Al-based systems. This can-occur when users place too much trust in an automated system ahd do
not pay sufficient attentiofito monitoring system outputs. Such inattention can cause accidents) such
as have been seen when'the ‘driver’ of a (partially) self-driving vehicle fails to override the systerh and
take control of the vehicle, when needed.

5.3 Side-effects

Side-effectS.0¢cur when an Al-based system attempts to achieve its objectives and causes (typjically
negative)\impacts on its environment. For instance, a home cleaning robot may be tasked with clepning
the kitchen in your home and decide that ‘eliminating’ your new puppy will help it achieve its objective.
Of course, you could explicitly require your robot to accept that the puppy has a right to be in the kitchen
(and therefore not be eliminated), but as Al-based systems are used in ever more complex environinents

isoon becomes imprnrfir:qh]p to pr]ir‘iﬂy cpprify hows the robot should interact with every aspect of
its operational environment. For instance, your cleaning robot would also have to be told that using a
high-pressure hose to clean the kitchen was not practical due to the (side-) effect of the water on the
electrical appliances and sockets.

At a high level, specified objectives for Al-based systems may need to include a caveat that minimises
side-effects. For narrow Al, such side-effects may be explicitly specified, but as Al-based systems
become more advanced and start working in more varied operational environments it may be more
efficient to define more generic caveats, such as requiring a minimal change to the environment while
achieving their objective.
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5.4 Reward hacking

Al-based systems using reinforcement learning (see A.1) are based on a reward function that gives the
system a higher score when the system better achieves its objectives. For instance, a home cleaning
robot may have a reward function based on the amount of dirt it removes from the floor - getting
higher scores when the amount of dirt removed is higher. Reward hacking occurs when the Al-based
system satisfies the reward function and so gets a high score, but mis-interprets the required objective.
In the example of the cleaning robot, one way for it to achieve a very high score would be for it to
-\v“- - e 66t1—C€ FEery i ;SO iv‘i HHAHEY v, SHreveTRoTe T a—Se€to
activities that do not meet the spirit of the initial objective of cleaning the kitchen. In this example the
floor|should eventually be clean (although unnecessary energy will have been expended), but there(are
manyf examples of reward hacking where the Al-based system satisfies the reward function but does
not cpme close to achieving the required objective (e.g. a cleaning robot with a reward function based
on it peing able to see less visible dirt that disables its vision system).

Limiting the system’s ability to innovate, however, is not the solution. One of the attraétive features of
Al-bajsed systems is that they should be able to come up with smart ways to solve-preblems, often in
ways(humans would not have considered (or perhaps even understand).

5.5 |Specifying ethical requirements for Al-based systems

Ethick is defined in the Cambridge Dictionary as ‘a system of accepted-beliefs that control behaviour,
espedially such a system based on morals’. As Al-based systems have become more popular, the topic
of ethics and how Al-based systems should implement them is prebably the most discussed topic in Al,
drawijing in far more people than those involved in the technicakaspects of Al.

An ejample of the interest in ethics in Al can be seen in MIT's Moral Machinel22], This is a platform for
gathdring people’s opinions on moral decisions that may be’'made by autonomous cars, with the aim of
providing guidance to the developers of such vehicles~Bétween 2014 and 2018 this platform gathered
40 mjllion ethical decisions in ten languages from millions of people in 233 countries and territories.
The (ongoing) study has found that there is a.broad consensus that systems should give priority to
younger people, priority to people over animals and priority to saving more people (e.g. save four
occupants of a car over two pedestrians). The study also found that there are significant differences
in the choices made by people from different parts of the world (suggesting that autonomous cars may
need[to follow different ethical guidelines'depending on where they are to be used).

The Huropean Commission High-kevel Expert Group on Artificial Intelligence published key guidance
to promote trustworthy Al in the'drea of ethics in April 2019391, It identifies the ethical principles that
should be respected in the dévelopment, deployment and use of Al systems:

evelop, deploy and_use Al systems in a way that adheres to the ethical principles of respect for
uman autonomy,-prevention of harm, fairness and explicability. Acknowledge and address the
otential tensions between these principles.

ay particular attention to situations involving more vulnerable groups such as children, persons
ith disabilities and others that have historically been disadvantaged or are at risk of exclusion, and
tp situations which are characterised by asymmetries of power or information, such as between
ployers and workers, or between businesses and consumers.

— Acknowledge that, while bringing substantial benefits to individuals and society, Al systems also
pose certain risks and may have a negative impact, including impacts which may be difficult to
anticipate, identify or measure (e.g. on democracy, the rule of law and distributive justice, or on
the human mind itself.) Adopt adequate measures to mitigate these risks when appropriate, and
proportionately to the magnitude of the risk.
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6 Introduction to the testing of Al-based systems
6.1 Challenges in testing Al-based systems

6.1.1 Introduction to challenges testing Al-based systems

Most Al-based systems Comprlse one or more Al components (eg a ML model) surrounded

up of conventional components, such as the user interface and database. Even ‘pure’ Al compe
are implemented in software and so can suffer the same defects as any other software. Thus,
testing an Al-based system, conventional software testing approaches are still required. Howevsg
based systems include a number of special attributes that can make additional testing.necessaryj
for conventional software systems:

6.1.2 System specifications

Despite the amount of recent academic research conducted on Al (and{ML in particular), th
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little coverage of how best to specify the expected behaviour of Al-based systems with their special

characteristics (see 5.1).

In an ideal world, complete formal specifications would be available, so allowing the creati

on of

automated test oracles. The specifications for Al-based systems are likely to be incomplete and infdrmal,

which requires testers to determine unspecified expected,résults, creating a test oracle problem

This

can be problematic if the testers are not fully cognizant©of the required system behaviour and it is

difficult to get this information from domain experts.

Examples of specification challenges include when:

— thedesired output of the system is not yet known, and the system is being built to provide that oyitput;

— thereal-world inputs are at such a comiplexity and scale, that the behaviour of the system is dif
to predict in advance;

— the required behaviour includes comparison to human qualities, including intelligence, thg
difficult to define and measure.
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Another problem is that Al<based systems are often specified in terms of objectives rather than required

functionality, which is a-more conventional approach[31l. This is because the nature of many Al-I
systems is such that the functionality provided is opaque (e.g. it is very difficult to imagine how 3
neural network functions).

Some Al-basedsyStems have extensive operational environments (e.g. an autonomous drone) and
defining thelopérational environment can be more challenging than for a typical conventional sy
Note that thie complexity of the operational environment normally means the test environmen
these systems can be equally challenging (see Clause 10 for more details on test environments).

Thésspecifications for ML models should contain a set of required performance metrics (see A
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Additionally, where expert judgement is required to evaluate the response of the Al-system, acceptance

criteria may consider multiple evaluations, as experts may not reach consensus.

6.1.3 Testinput data

Al-based systems may depend on big data inputs and/or inputs from a large range of sources. This can
mean that input data is often unstructured and provided in diverse formats. When developing Al-based
systems managing this data is a specialist task of a data engineer or data scientist, but when it comes to
the testing, this specialist data management task is one of several performed by the tester, often with

little or no specialist training.
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As with all systems, where the data being processed are regulated, there may be a requirement to
anonymize or otherwise control copies of real data, for example, privacy legislation such as GDPR,
US legislation such as Health Insurance Portability and Accountability Act, and India’s Personal Data
Protection Bill. Where necessary, a sufficient level of sanitization can prevent the Al-based system
under test from inferring personal details that are only partially hidden.

Sanitization of data can include de-identification of the data for privacy reasons as described in
ISO/IEC 20889:2018I81],

6.1.4| Self-learning systems

As Al technology becomes more advanced, more Al-based systems will become available thatlcan
change their own behaviour over time. These may be self-adapting systems (able to reconfigure and
optinmize themselves) or full self-learning systems that can adapt themselves by learning(from their
past experiences. For both situations, it is likely that some tests that ran successfully on the original
system will no longer be viable on the new, improved system. Although it may be relatively easy to
identjfy which tests are no longer valid, it is far more difficult to ensure that new tests for the new
functiionality have been generated.

Another potential problem with self-learning systems is that the systems$/can inadvertently learn
unwgnted new behaviours from the testing.

6.1.5| Flexibility and adaptability

The festing of the flexibility and adaptability of an Al-based system is typically based on observing
how the system changes in response to environment modification or mutation. The system’s functional
and ron-functional requirements should be tested, and a forin of regression testing, ideally automated,
is often a suitable approach. The change process performed by the system should also be tested, to
deterjmine, for instance, whether the system can changéwithin a required timeframe and whether the
system stays within constraints for the resources cansumed to achieve the change.

6.1.6( Autonomy

An approach to testing the autonomous behaviour of an Al-based system is to try and force the system
out of its autonomous behaviour and-get it to request intervention in unspecified circumstances (a
form|of negative testing). Negative.testing can also be used to try and ‘fool’ the autonomous system
into thinking it is in control when it should request intervention (e.g. by creating test scenarios at
the bpundary of its operational envelope - suggesting the application of boundary value concepts to
scendrio testing).

6.1.7| Evolution

Testihg for system/evolution (or drift) in an Al-based system normally takes the form of maintenance
testing, which-needs to be run on a frequent basis. This testing typically needs to monitor specified
system goalsysuch as performance goals (e.g. accuracy, precision and sensitivity), and ensure that no
data pias Ras been introduced to the system (e.g. Microsoft Tay chatbot[32]). The result of this testing
may ll>e that the system is re-trained, perhaps with an updated training dataset.

6.1.8 Bias

Testing for bias of an Al-based system can be performed at two stages. First, bias can be detected (and
subsequently removed) in the training data through reviews, but this requires expert reviewers who
can identify possible features that create bias. Second, a system can be tested for bias by the use of
independent testing using bias-free testing sets. When we know that training data is biased, it may be
possible to remove the source of the bias (e.g. we could remove all information that provided clues to
the sex or race of the subjects). Alternatively, we could accept that a system includes bias (either implicit
or explicit) but provide transparency by publishing the training data.
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6.1.9 Transparency, interpretability and explainability

Testing the transparency of an Al-based system is largely concerned with determining whether there
is access to the algorithm and data it uses - and can be done through review (of the documentation and
referenced material, such as datasets).

Testing the interpretability of an Al-based system will be dependent on the audience as different
stakeholders will hold varying levels of understanding of the underlying technology implemented in
the system

Testing the explainability of an Al-based system ideally requires the target audience (or a représentative
set of testers) to perform the testing to determine how easy it is for them to understand how)the system
comes up with a range of results.

6.1.10 Complexity

The complexity of many Al-based systems creates a test oracle problem; it may beéquire several exjperts
some time and discussion to agree on a single test case result from a complex Al-based systen] and,
ideally, we would want to run many tests, which becomes infeasible if-we*have to rely on experts to
(slowly) generate expected results. A number of test techniques can be'used to address the test ¢racle
problem, including A/B testing, back-to-back testing and metamorphic testing (see Clause 8 for [more
details on these techniques).

6.1.11 Probabilistic and non-deterministic systems

Due to the probabilistic nature of many Al-based systemsythere is not always an exact value that dan be
used as an expected result. For instance, when an autenomous car plots a route around a stopped pus it
does not need to calculate the optimal solution, butirather a solution that works (and is safe) - and fo we
accept sub-optimal, but good-enough solutions;,

The nature of how Al-based systems deterinine their route can also mean that they do not corhe up
with the same result each time (e.g. their:¢alculation may be based on a random seed, which resylts in
different, but workable, routes each, time). This makes such systems non-deterministic, which r¢sults
in a lack of reproducibility and means'that any regression tests need to have smarter expected r¢sults
that take account in the variabilitizdue to the non-determinism.

In both cases, the uncertainty, in actual results requires testers to derive more sophisticated expgcted
results, perhaps including-tolerances, than for conventional systems. Probabilistic Al-based syjtems
may also require the tester to run the same test multiple times to provide a statistically significant
assurance that the systém is working correctly (like a Monte Carlo experiment).

6.1.12 The téestoracle problem for Al-based systems

A recurring challenge when testing Al-based systems is the test oracle problem. Poor specifications,
complex; probabilistic, self-learning and non-deterministic systems make the generation of expected
resultssproblematic.

Testing approaches and techniques that address the test oracle problem are described in Clausq 8 on
15l
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6.2 Testing Al-based systems across the life cycle

6.2.1 General

This subclause briefly considers the different test levels (sometimes called test phases) across the life
cycle for an Al-based system. No assumption is made about the form of life cycle (e.g. agile, waterfall,
V, iterative) as these test levels should normally apply irrespective of the life cycle used. As with all
testing, the selection of testing at different levels should be based on the perceived risks and the costs
of testing. Typically, testing at earlier test levels (e.g. unit and integration testing) will be cheaper and
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risks that can be addressed at these levels should be tested as early as possible, however, some risks
(e.g. based on the characteristics of a complete system) can only be addressed by testing a complete
system and so will need to be addressed at the system test level (e.g. end-to-end scenario testing).

As described in 6.1.1, Al-based systems are typically made up of conventional components and Al
components; thus, this subclause focuses on such composite Al-based systems. It does not consider
the details of testing Al development frameworks (see 4.2.6), but it does consider the testing of the
resultant Al components (e.g. ML models). Al-based systems can often be considered in three parts: Al

com nnnnf’ dafc\ and user interface Tha Al rnmpnnanf is often fachad cimi]arly to 2 rnucab]n software

component, while the user interface is tested the same as any user interface. However, the data for Als
based systems may need to be tested slightly differently, as described in 6.2.2 to 6.2.7.

For dptails on the use of test environments across the life cycle, see 10.1.

6.2.2 Unit/component testing

Unit/component testing for non-Al components (e.g. user interface code) should be treated the same as
for trpditional systems.

Unit/component testing of ML models corresponds to the evaluation and¢testing stages of the ML
workflow (see A.2.8 and A.2.10). As with traditional unit testing by developers, it is very rare that any
defedts are reported at this level of testing - and the main purpose is-to/improve the quality of the
delive¢rable model.

Whetle ML performance metrics (see A.8.1) have been set as acCeptance criteria (at the model level)
then the ML model will be tested against these criteria at this\test level (the acceptance criteria may
formpart of the evaluation and tuning activity that selects a,particular ML model).

Coverage at the unit test level is traditionally concerned, with either requirements or code coverage (e.g.
statement, branch and decision coverage). However,€overage of ML components can be measured by
the r¢presentativeness of the datasets (training, validation and test) - or, for neural networks, through
coverjage of the networks themselves, as describedin 9.2.

Wheile data is pre-processed, unit tests can‘be’used to check the pre-processing (e.g. ensuring raw data
is correctly scaled or normalized).

6.2.3 Integration testing

Wheite an Al component is pdrt of a larger Al-based system, it will need to be integrated into that
system. There are two main approaches to integrating such an Al-based component. First, and simplest,
it can be treated as an embedded component that is an integral part of the overall Al-based system.
Second, the Al component can be provided as a service (typically over the web, e.g. as a web service),
in wHich case it is provided independently of the rest of the Al-based system and is called whenever its
servife is neededs

Integfation té€sting should be performed to ensure the Al component is correctly integrated with the
remajnder.of.the Al-based system of which it is a part (e.g. checking interfaces and that communicated
data |s,cocrectly interpreted). For instance, tests should be performed to check that the correct image
file isjpassed to the model for object recognition and that it is in the format expected by the model. Tests

should also be performed to check that the output of the model is correctly interpreted and used by the
rest of the system.

6.2.4 System testing

As with traditional systems, the system testing of Al-based systems is concerned with both functional
and non-functional testing. Non-functional characteristics that are tested typically include security
and performance efficiency (e.g. response time). Performance efficiency may be particularly relevant
if the Al component of the overall Al-based system is provided as a service rather than as an embedded
component. In addition to the quality characteristics that apply to traditional systems (e.g. as defined in
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ISO/IEC 25010[21]), those Al-specific characteristics (e.g. explainability) described in 5.1 should also be
considered for testing at this test level.

Where ML performance metrics (see A.8) have been set as acceptance criteria (at the system level) then
the Al-based system will be tested against these criteria at this test level.

6.2.5 System integration testing

e b s bkl s e 1. ~ ~ AT L ] erwhen-the svstem uses

large amounts of data from other systems or when the system interacts with one or more loT devices.

6.2.6 Acceptance testing

Business acceptance criteria should be tested as part of acceptance testing. These criteria will typjically
be focused on whether the Al-based system meets high-level business goals, such ‘as those basgd on
making or saving money, rather than on technical criteria, such as accuracy of results from a modgl.

Where ML performance metrics (see A.8) have been set as acceptance critetia then the Al-based system
will be tested against these criteria at this test level.

Humans can over-rely on technology and where Al systems include.a‘human-in-the-loop, the quality of
the combined human and automated outputs of the system undertest may not be correct. In such ¢ases,
it can be important to measure the accuracy of user-approved, information, such as predictions of pre-
populated fields.

6.2.7 Maintenance testing

Due to the problems associated with system evolition, it is often necessary to run regular tests to
ensure that the Al-based system is still meeting.itSoriginal acceptance criteria (business and techiical).
Where these criteria are specified as performarnce metrics (see A.8), these tests may be automatefl.

When using regression testing as part of\maintenance testing the probabilistic and non-determipistic
nature of many Al-based systems can-cause apparent test fails when the system is simply providing a
different, but acceptable, result. This'may mean that the expected results for regression testing may
need to be smarter than those uséd for deterministic systems (e.g. with an included tolerance).

Care should be taken when testing operational self-learning systems to ensure that tests do not fause
the system to perform unwanted learning from the testing.

7 Testing and QA of ML systems

7.1 Introduction to the testing and QA of ML systems

Machipe\learning systems are described in Annex A. This clause briefly identifies the quality assufance
and testing opportunities directly related to ML.

7:2 Review of ML workflow

The ML workflow that is used should be documented and followed when performing ML. Deviations
from the workflow described in Annex A should be justified.

7.3 Acceptance criteria

Acceptance criteria (including both functional and non-functional requirements) should be documented
and justified for use on this application. Performance metrics should be included for the model. As a
minimum the Al-specific characteristics (described in 5.1) should be considered and could be used as the
basis of a checklist used to determine the completeness of acceptance criteria for the Al-based system.
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7.4 Framework, algorithm/model and hyperparameter selection

The choice of framework, algorithm, model, settings and hyperparameters should be documented and
justified.

7.5 Training data quality

ML systems are highly dependent on the training data being representative of the operational data and
some| T T I yau T T :
Boungdary conditions are known to cause failures in all types of system (Al and non-Al) and should
be influded in the training data. The selection of training data in terms of the size of the datasetand
chargcteristics such as bias, transparency and completeness should be documented and justified‘and
confifmed by experts where the level of risk associated with the system warrants it (e.g. forcritical
systems).

7.6 |Test data quality

The driteria for the training data apply equally to the test data, with the caveat that the test data must
be as|independent of the training data as possible. The level of independence should be documented and
justified. Test data should be systematically selected and/or created and shqould also include negative
tests|(e.g. inputs outside the expected input range) and adversarial tests-(see 7.8 for details).

7.7 |Model updates

Whenever the deployed model is updated it should be re-testéd to ensure it continues to satisfy the
accefjtance criteria, including tests against implicit requiréments that may not be documented, such
as testing for model degradation (e.g. the new model rans slower than the previous model). Where
apprgpriate, A/B testing or back-to-back testing should Ge performed against the previous model.

7.8 |Adversarial examples and testing

versarial example is where an extremely small change made to the input to a neural network
prodiices an unexpected (and wrong) largé-.change in the output (i.e. a completely different result than
for the unchanged inputs) [33]. Adversarialexamples were first noticed with image classifiers. By simply
changing a few pixels (not visible to ‘the human eye) it is possible to persuade the neural network to
change its image classification to‘a very different object (and with a high degree of confidence). Note,
howejver, that adversarial examples are not limited to image classifiers, but are a known attribute of
neural networks in general and so apply to any use made of neural networks (and may also apply to
other{ forms of ML models].

Adversarial examplesiare generally transferable. This means that an adversarial example that causes
one neural network'to fail will often cause other neural networks to fail that are trained to perform the
same|task. Notethat these other neural networks may have been trained with different data and based
on different architectures, but they are still prone to failure with the same adversarial examples.

Adversarial'testing is often referred to as performing adversarial attacks. By performing these attacks
and igéntifying vulnerabilities during testing, measures can be taken to protect against future failures

and sO THe TODUSTINESS Of The Neural Network 5 1mproved:

Attacks can be made when training the model and then on the trained model (neural network) itself.
Attacks during training can include corrupting the training data (e.g. modifying labels), adding bad
data to the training set (e.g. unwanted features) and corrupting the learning algorithm. Attacks on the
trained model can be white-box or black-box and involve identifying adversarial examples that will
force the model to give bad results.

With white-box attacks, the attacker has full knowledge of the algorithm used to train the model and
also the settings and hyperparameters used. The attacker uses this knowledge to generate adversarial
examples by, for instance, making small perturbations in inputs and monitoring which ones cause large
changes to the model.

30 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=61f46c5aa48097851fe98adf91f67546

ISO/IEC TR 29119-11:2020(E)

With black-box attacks, the attacker has no access to the model’s internal workings or knowledge of
how it was trained. In this situation, the attacker initially uses the model to determine its functionality
and then builds a ‘duplicate’ model that provides the same functionality. The attacker then uses a white-
box approach to identify adversarial examples for this duplicate model. As adversarial examples are
generally transferable, the same adversarial examples will normally also work on the (black-box) model.

7.9 Benchmarks for machine learning

S normally t0O0 expe sive.

I[deally experts would be used to evaluate each new ML system, but that Ny t l:
Instead, “representative” industry-standard benchmark suites are available, which include)'diverse

workloads to cover a wide range of situations (e.g. image classification, object detectionstrans
and recommendation).

These benchmark suites can be used to measure the performance of both hardwane (using dg
models) and software (e.g. to determine the fastest models). Software benchmark suites can me
training (e.g. how fast a framework can train a ML model using a defined training dataset to a spe
target quality metric, such as 75 % accuracy) and inference (e.g. how fast a‘trained ML modg
perform inference).

Examples of ML sets of benchmarks are provided by MLPerfl34], syhich provides benchmar}k

ation

fined
hsure
rified
]l can

s for

software frameworks, hardware accelerators and ML cloud platfornis, and DAWNBenchl32], whijich is

a benchmark suite from Stanford University. The OAEI (Ontology-Alignment Evaluation Initiativ{
coordinated international initiativel3¢l with the goals of:

— assessing strengths and weaknesses of alignment/matching systems;
— comparing performance of techniques;

— increasing communication among algorithm-developers;

— improving evaluation techniques;

— helping to improve the work on ontelogy alignment/matching.

These goals are achieved through” the controlled experimental evaluation of the techn
performances.

8 Black-box testing:of Al-based systems

8.1 Combinatorial testing

To prove, by (dynamic testing, that a specific test item meets all requirements under all
circumstances, then all possible combinations of input values in all possible states would ne
be tested., This impractical activity is referred to as ‘exhaustive testing’. For that reason, in pr
softwaré testing derives test suites by sampling from the (extremely large) set of possible input y
and States. Combinatorial testing is one systematic (and effective) approach to deriving a useful s
of.cémbinations from this input spacel3Zl.

) is a

ques’

oiven
ed to
hctice
alues
ubset

Thecombimations of iMterestare defimed M ter S Of parameters (1.6, IMpUuts and environment conat

(ions)

and the values these parameters can take. Where numerous parameters (each with numerous discrete

values) can be combined, this technique enables a significant reduction in the number of test
required, ideally without compromising the defect detection ability of the test suite.

cases

ISO/IEC/IEEE 29119-4[38] defines several combinatorial testing techniques, such as all combinations,

each choice testing, base choice testing and pairwise testing. In practice pairwise testing is the
widely used, mainly due to ease of understanding, ample tool support and research showing that
defects are caused by interactions involving few parameters(3Z],

most
most

The number of parameters of interest for an Al-based system can be extremely high, especially when
the system uses big data or interacts with the outside world, such as a self-driving car. Thus, a means
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of systematically reducing the almost infinite number of possible combinations to a manageable subset
by using a combinatorial testing technique, such as pairwise testing, is extremely useful. In practice,
even the use of pairwise testing can still result in extensive test suites for such systems and the use of
automation and virtual test environments (see 10.1) often becomes necessary.

Using self-driving cars as an example, at a high level the scenarios for system testing need to consider
both different vehicle functions and the environments in which they are expected to operate. Thus,
the parameters would need to include the various self-driving functions (e.g. cruise control, adaptive

Cruis r‘nni—rnl lane Lranplng accu:fanr‘n lane r‘lnann'n -)crncfanr'n traffic Ilghf acrncfanr'n nfr‘\ a]nng

with env1ronment constraints (e.g. road types and surfaces, geographlc area, time of day, weather
conditions, traffic conditions, visibility, etc.). In addition to these parameters, inputs from sensors
shouﬂd be considered at varying levels of effectiveness (e.g. the input from a video camera will degtade
as a jpurney progress and it gets dirtier or the accuracy of a GPS unit will change as different numbers
of saflellites come into and go out of line of sight). Research is currently unclear on the necessary level
of rigour that would be required for the use of combinatorial testing with safety-critical Al-based
systems such as self-driving cars (e.g. pairwise may not be sufficient), but it is known that the approach
is effe¢ctive at finding defects and can also be used to estimate the residual level of risk.

8.2 |Back-to-back testing

In back-to-back testing, an alternative version of the system (e.g. already existing, developed by a
diffefent team or implemented using a different programming language) is used as a pseudo-oracle
to geherate expected results for comparison from the same test inputs. This is sometimes known as
differfential testing.

As such, back-to-back testing is not a test case generation techrique as test inputs are not generated.
Only fhe expected results are generated automatically by the.pseudo-oracle (the functionally equivalent
system). When used in partnership with tools for generating test inputs (random or otherwise) it
becoines a powerful way to perform high-volume autemated testing.

When back-to-back testing is used to support funétional testing, the pseudo-oracle does not have to
meet|the same non-functional constraints as the system under test. For instance, the pseudo-oracle
could run far slower than is required for tlie system under test. It is also not always necessary for
the pseudo-oracle to be a complete funetionally equivalent system, as back-to-back testing can be
performed with a pseudo-oracle that issonly equivalent to part of the system under test.

In the context of ML, it is possible to use different frameworks, algorithms and settings to create
pseudlo-oracles (in some situatjens'it is even possible to create a pseudo-oracle using conventional, non-
Al, software). A known problenmrwith the use of pseudo-oracles is that for them to work well they should
be completely independent-of the software under test. With so much reusable, open source software
being used to develop Al-based systems, this independence can be easily compromised.

8.3 |A/B testing

A/B testing i5.a 'statistical testing approach that allows testers to determine which of two systems
performs bétter(32l. It is often used for digital marketing (e.g. finding the email that gets the best
respdnsé).in client-facing situations.

As an example, A/B testing 1s often used to optimize user interiace design. For instance, the user
interface designer hypothesises that by changing the colour of the ‘buy’ button from the current red
to blue, that sales will increase. A new variant of the interface is created with a blue button and the
two interfaces are assigned to different users. The sales rates for the two variants are compared and,
given a statistically significant number of uses, it is possible to determine if the hypothesis was correct.
If the blue button generated more sales, then the new interface with the blue button would replace
the current interface with the red button. This form of A/B testing requires a statistically significant
number of uses and can be time-consuming, although tools (often using Al) can be used to support it.

A/B testing is not a test case generation technique as test inputs are not generated. A/B testing is a
means of solving the test oracle problem by using the existing system as a partial oracle. By comparing

32 © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=61f46c5aa48097851fe98adf91f67546

ISO/IEC TR 29119-11:2020(E)

the new system with the current system, it is possible to determine if the new system is better in some
way. When used for digital marketing, the measure of success may be more sales, but for an Al-based
system, such as a classifier, the performance metrics, such as accuracy, sensitivity and recall, could be
used (see A.8).

A/B testing can be used whenever a component of an Al-based system is updated, as long as acceptance
criteria (e.g. ‘specified performance metrics must improve or stay the same’) are defined and agreed.
If A/B testing is automated, then it can be used for testing self-learning Al-based systems, given that

valid accentance -criteria are set hyv comparinag the now nerformance of the sustem with its nr vious
v el r* r=J r o r J o r v

performance and reverting to the previous version if the self-learning has not improved the{system
performance.

8.4 Metamorphic testing

Metamorphic testing[40l[41] js an approach to generating test cases that deals, in_part, with th¢ test
oracle problem often found with Al-based systems, where it is difficult to deteymine if a test has ppssed
or failed (e.g. because of complexity, non-determinism and probabilistic systems). The main diffefence
between test cases generated using metamorphic testing and conventionahtest case design technliques
is that the expected results in metamorphic testing may not be a fixed(value, but, instead, are ddfined
by a relationship with another expected result.

Metamorphic testing uses metamorphic relations to generate foHow-up test cases from a sourcp test
case that is known to be correct. A metamorphic relation fok the software under test describe§ how
a change in the test inputs from the source test case to_the“follow-up test case affects a change (or
not) in the expected outputs from the source test case toythe follow-up test case. These metamdrphic
relationships that are expected to hold can be thought‘of as partial oracles for the tests conducted.

EXAMPLE1 A test item measures the distance betWeén a start and end point. The source test case hds test
inputs A (start point) and B (end point) and an expécted result C (distance) from running the test cas¢. The
metamorphic relation states that if the start and end points are swapped, then the expected result remains
unchanged. Thus, a follow-up test case can be generated with B as the start point, A as the end point and C s the
distance.

EXAMPLE 2 A test item predicts the*age of death for an individual based on a set of lifestyle parameters. A
source test case has various test inputs-including 10 cigarettes smoked per day, and an expected result of age 58
years from running the test case, The-metamorphic relation states that if a person smokes more cigaretteg, then
their expected age of death will probably decrease (and not increase). Thus, a follow-up test case can be geng¢rated
with the same input set of lifestyle parameters, except with the number of cigarettes smoked increased to 20 per
day. The expected result (the'predicted age of death) for this follow-up test case can now be set to less than or
equal to 58 years.

The expected result/for the follow-up test case will not always be an exact value but will often be
described as a-function of the actual result achieved by executing the source test case (e.g. expgected
result for fodow=up test case is greater than the actual result for source test case).

A single \metamorphic relation can often be used to derive multiple follow-up test cases (p.g. a
metamorphic relation for a function that translates speech into text can be used to generate myltiple
follow-up test cases using the same speech input file at different input volume levels but with the[same
text as the expected result). If metamorphic relations are stated formally (or semi-formally) and spurce

tést cases are prnvir‘]nr‘l’ then it should be pnccih]p toautomate the gnnpr:\finn of Fn”nur-np test ¢ases,

although it is not possible to automate the generation of the metamorphic relations, which requires
some domain knowledge.

The process for performing metamorphic testing is:
a) Construct metamorphic relations (MRs)

Identify properties of the program under test and represent them as metamorphic relations
between test inputs and expected outputs, together with some method to generate a follow-up test
case based on a source test case.
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b)

Review MRs

Review and confirm MRs with customers and/or users.

Generate source test cases

Generate a set of source test cases (using any testing technique or random testing).

Generate follow-up test cases

Use the metamorphic relations to generate follow-up test cases.
Hxecution of metamorphic test cases

Hxecute both the source and follow-up test cases, and check that the outputs do not,violate the
metamorphic relation. Otherwise, the metamorphic test case has failed, indicating a bug:

Metamorphic testing has been used on many types of traditional software, as well as successfully in
a wide variety of Al-based application areas, such as bioinformatics, web service§)-machine learning
classifiers, search engines and security. Research shows that only 3 to 6 diverse metamorphic relations
can rpveal over 90 % of the faults that could be detected using a traditional test.oraclel42],

8.5

Test

Exploratory testing

Hesign and execution can be conducted in a number of ways;ydepending on the needs of each

projeft. It can be scripted or exploratory. In practice, a combinatien of scripted and exploratory testing
is typically used, as scripted testing ensures required test.coverage levels are achieved and better
supports automated testing, while exploratory testing allows for creativity and the rapid execution
of teqts. When testing Al-based systems, exploratory testing is often found to be beneficial due to its
suitability when specifications are poor or lean (such asin agile development).

In exploratory testing, tests are designed and executed on the fly, as the tester interacts with and
learng about the test item. Session sheets are oftén used to structure exploratory testing sessions (e.g.

by s

ting a focus and time limits on each test'session). These same session sheets are also used to

captyre information about what was tested,'and any anomalous behaviour observed. Exploratory tests
are often not wholly unscripted, as highclevel test scenarios (sometimes called "test ideas") are often
documented in the session sheets to provide a focus for the exploratory testing session.

9

9.1

hite-box testing of heural networks

Structure of a neural network

A netiral network 4s)a computational model inspired by the neural network in a human brain. It

com
clau

prises a numbéer of layers of connected nodes or neurons, as shown in Figure 3. Note that in this
sg we willuse as our example a feedforward neural network, which was the first and is the simplest

type Jof artificial neural network - the only extra complexity we will add is that we will consider a
netwprkavith multiple layers - known as a multi-layer perceptron (or deep neural net as it has hidden

layerg)
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The input nodes receive information from the outside vn@?d (e.g. each input may be a value for a| pixel
in an image), and the output nodes provide informatiQ to the outside world (e.g. a classification). The
nodes in the hidden layers have no connections to %{ utside world and perform the computationp that
pass information from the input nodes to the outputnodes.

As shown in Figure 4, each neuron accepts in ﬁ‘\&alues and generates output values, known as activation
values (or output vectors), which can be pgsitive, negative or zero (with a value of zero, a neuron has
no influence on downstream neurons).-Each connection has a weight (these change as the netwprk is
trained) and each neuron has a bias;@})te that the bias here is quite different from the bias assodiated
with unfairness described in Clau;shé.l.S). The activation values are calculated by a formula (knoyn as
the activation function) based@\ e input activation values, the weights of the input connectionjs and

the bias of the neuron.
/

O
N

y:
@

Figure 4 — Neuron activation values

/

For supervised learning, the network learns by use of backward propagation. Initially all nodes are
set to an initial value and the first input training data is passed into and through the network. The
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output is compared with the known correct answer and the difference between the calculated output
and the correct answer (the error) is fed back to the previous layer of the network and is used to modify
the weights. This backward error propagation goes back through the whole network and each of the
connection weights is updated as appropriate. As more training data is fed into the network it gradually
learns from the errors until it is considered ready for evaluation with the validation data, which will
determine the performance of the trained network.

9.2 Test coverage measures for neural networks

9.2.1| Introduction to test coverage levels

Traditional coverage measures are not really useful for neural networks as 100 % statement coyverage is
typichlly achieved with a single test case. The defects are normally hidden in the neural network itself.
Thus/ different coverage measures have been proposed based on the activation values of'the neurons
(or pgirs of neurons) in the neural network when the neural network is tested.

Having measures of coverage of the neural network allows testers to maximize coverage, which has been
showh to identify incorrect behaviours in Al-based systems, such as self-driving carsystems[431[44],

9.2.2] Neuron coverage

Neurpn coverage for a set of tests is defined as the proportion of activated neurons divided by the total
number of neurons in the neural network (normally expressed as a percentage). For neuron coverage, a
neur¢n is considered to be activated if its activation value exceeds/zero.

9.2.3| Threshold coverage

Threshold coverage for a set of tests is defined as theZproportion of neurons exceeding a threshold
activation value divided by the total number of neurons in the neural network (normally expressed as
a pergentage). For threshold coverage, a thresholdiactivation value between 0 and 1 is chosen as the
threshold value. Note that this threshold coverage’corresponds to ‘neuron coverage’ in the DeepXplore
tooll4],

9.2.4| Sign change coverage

Sign rhange coverage for a set of\tests is defined as the proportion of neurons activated with both
posit]ve and negative activatiomvalues divided by the total number of neurons in the neural network
(normally expressed as a percentage). An activation value of zero is considered to be a negative
activation valuel#3],

9.2.5| Value changecoverage

Valud change coverage for a set of tests is defined as the proportion of neurons activated where their
activaition values differ by more than a change amount divided by the total number of neurons in the
neurdl netwoerk (normally expressed as a percentage). For value change coverage, a value between 0
and 1 should be chosen as the change amountl43],

9.2.6 Sign-sign coverage

Sign-Sign coverage for a set of tests is achieved if each neuron by changing sign (see 9.2.4) can be shown
to individually cause one neuron in the next layer to change sign while all other neurons in the next
layer stay the same (i.e. they do not change sign). In concept, this level of neuron coverage is similar to
modified condition/decision coverage (MC/DC)[45],
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9.2.7 Layer coverage

Coverage measures can also be defined based on whole layers of the neural network and how the

activation values for the set of neurons in a whole layer change (e.g. absolutely or relative to each o
Further research is needed in this area.

9.3 Test effectiveness of the white-box measures

ther).

Theretscurrently titttedata o thetesteffectiverressof thedifferent-white=boxcoverage mreasmr
the white-box testing of neural networks. However, it is generally true that criteria requiring more
will find more defects than those that require fewer tests, so allowing the relative effectiveness
measures to be deduced. Several subsumes relationships can be derived from the coverage' mea
described in 9.2.1. to 9.2.5. All other measures subsume neuron coverage and sign-sign coverag
subsumes sign change coverage. The full subsumes hierarchy for these is shown in Eigure 5. Whq
arrow points from one measure to another, it means that if the first measure is fully achieved, thg
second measure is automatically achieved. For instance, it shows that if threshold’coverage is ach
then neuron coverage is automatically achieved.

Sign-sign

Figure 5 — White-boX neural network subsumes hierarchy

Although easy to understand, achieving high levels of neuron coverage can normally be achieved
only a few test cases, so limiting'its test effectiveness. Early results for threshold coverage app¢
show that this may be a useful measure for generating tests that cover defect-inducing corner case
the threshold value may need to be set individually for each neural network. For value change covy
higher values for the-¢hange amount will naturally require more test cases. Sign-sign coverg
normally the most rigerous of the coverage criteria specified herel43l,

9.4 White-bex testing tools for neural networks

Commercialtools are not currently available to support the white-box testing of neural netw
howeventhere are several research tools, including:

— \DeepXplore - specifically for testing deep neural nets, proposes a white-box differential tq
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(back-to-back) algorithm to systematically generate adversarial examples that cover all neur

— DeepTest - systematic testing tool for automatically detecting erroneous behaviours of cars d
by deep neural netsl46l, which supports the sign-sign coverage for DNNs.

— DeepCover - provides all the levels of coverage defined in this clausel42l.
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10 Test environments for Al-based systems

10.1 Test environments for Al-based systems

The test environments for Al-based systems have much in common with those for conventional
systems: typically, the development environment at unit level and a production-like test environment
at system and acceptance levels. ML models, when tested in isolation, are typically tested within their
development framework, as described in A.2.9.

1 test environments provide the following benefits, among others:

he use of a virtual environment ensures that dangerous scenarios can'be tested in safety without
causing damage to the system under test or any objects in its_ényironment, such as vehicles,
uildings, animals and humans. Tests in virtual environments are typically also better for the real-
orld environment.

irtual environments do not need to run in real-time - thiey’can be run much faster with suitable
rocessing power - meaning that many tests can beé\run in a short time period, potentially
ecreasing time-to-market by a large amount. A single’system can also be tested on many virtual
test environments running in parallel, perhaps in the cloud.

irtual environments can be cheaper to set up and run than their real-world counterparts. For
instance, testing mobile phone communicatigns across widely different urban environments is far
cdheaper when performed in a laboratory-with virtual phones, transmitters and landscapes rather
than with real phones being driven around a mix of locations, largely because only the relevant
features need to be included in the Girtual test environment[4Zl. However, it should be noted that
spme virtual test environments fmust be truly representative and closely match the real-world in
spme respects. For instance, the testing of pedestrian avoidance in autonomous vehicles can require
igh levels of image representativeness.

ometimes, creating unusual (edge-case) scenarios can be very difficult in the real world and
irtual environments‘allow the creation of such scenarios (and the ability to run multiple variants
f these unusualscenarios many times). Virtual environments provide the tester with a greater
l¢vel of control than they would have with real-word testing. These tests can also incorporate a level
f randomness,such as by including Al-based humans in autonomous car testing.

y supporting the simulation of hardware, virtual environments allow systems to be tested with
ardware components even when these components are not physically available (perhaps they
ave not been built yet) and they allow different hardware solutions to be trialled and compared

ihexbhensivelyu
1
r v J

— Virtual environments provide excellent observability, so that all aspects of the system under test’s
response to a scenario can be measured and, where necessary, subsequently analysed.

— Virtual environments can be used to test systems that cannot be tested in their real operational
environment, such as a robot working on the site of a nuclear accident or a system to be used for
space exploration.
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Virtual testing can be performed on simulators built specifically for a given system, but reusable
simulators for specific domains are available both commercially and open source, for instance:

— Morse, the Modular Robots Open Simulation Engine, a simulator for generic mobile robot simulation
(single or multi robots), based on the Blender game enginel48l;

— Al Habitat, a simulation platform created by Facebook Al, designed to train embodied agents (such
as virtual robots) in photo-realistic 3D environments[49];

— DRIVE Constellation, an open and scalable platform for self-driving cars from NVIDIA based on a
cloud-based platform, capable of generating billions of miles of autonomous vehicle testingl39].

10.2 Test scenario derivation

For the systematic testing of an Al-based system, test scenarios need to be generated-to test indiyidual
Al components, the interaction of these components with the rest of the system, the complete system of
interacting components, and the system interacting with its environment.

Test scenarios can be derived from several sources:

— System requirements

— User issues

— Automatically reported issues (e.g. for autonomous systems)

— Accident reports (e.g. for physical systems)

— Insurance data (e.g. for insured systems, such@utonomous cars)
— Regulatory body data (e.g. collected throughiegislation)

— Testing at various levels (e.g. test failures or anomalies on the test track or on real roads ould
generate interesting test scenarios-for an autonomous car at other test levels, while a sample of
test scenarios run on the virtual test environment should also be run on real roads to validate
representativeness of the virtual test environment)

An option using combinatorial testing for the generation of test scenarios for the system testing of
autonomous cars is described-in 8.1. Metamorphic testing (see 8.4) and fuzz testing could also bg used
to generate test scenaries,

10.3 Regulatory(tést scenarios and test environments

In the case of-Safety-related Al-based systems, some level of regulation can apply to the sysftems.
Two optionsare generally available to government for this regulation; it can allow the develogment
organizatien to self-regulate or a regulatory body is set up to provide independent assurance that the
systenls,meet minimum standards (a certification approach).

[f<a'certification approach is followed, then the testing approach will need to be shared betwegn the
regulatory body and those providing the systems for certification (as it is for the crash testing of ars).

A core part of the approach will be shared test environment definitions and shared test scenarios that
can be run using test automation on those environments. The core set of shared test scenarios will need
to be parameterized to allow new scenarios to be generated by varying the parameter values for each
test to prevent overfitting and the regulatory body will also keep a set of private test scenarios that are
not shared. The parameterization and the private scenarios should ensure that systems are not built
just to pass known tests, and this approach also allows the regulatory body to add new scenarios as
they become aware of potential problem situations from actual use of the systems.
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Annex A

Machine learning

A.1 |Introduction to machine learning

Machjfine learning (ML) is a form of Al, where the Al-based system learns its behaviour from provided
trainjng data, rather than being explicitly programmed. The outcome of ML is known_&sya model,
which is created by the Al development framework using a selected algorithm and the training data;
this model reflects the learnt relationships between inputs and outputs. Often the created model, once
initiallly trained, does not change in use. In contrast, in some situations, the createdmodel can continue
to ledrn from operational use (i.e. it is self-learning). Example uses of ML includé.image classification,
playing games (e.g. Go), speech recognition, security systems (malware detection), aircraft collision
avoidance systems and autonomous cars.

Ther¢ are three basic approaches to machine learning (ML), as shown im’Eigure A.1.

Machine
learning
|
(
Supervised (001 aU =6l - |Reinforcement
learning learning J learning

e

Classification

e

Regression

Figure A.1 — Forms of machine learning

Withsupervised MEKthe algorithm creates the model based on a training set of labelled data. An example
of supervised ML\would be where the provided data were labelled pictures of cats and dogs and the
creatpd modelistexpected to correctly identify cats and dogs it sees in the future. Supervised learning
solvep two feriis of problem - classification problems and regression problems. Classification is where
the njodel elassifies the inputs into different classes, such as ‘yes - this module is error-prone’ and ‘no -
this thédule is not error-prone’. Regression is where the model provides a value, such as ‘the expected

numberof bugs i the modute 1512 TAS M 15 probabiistic; we camr atso measure the tikeliiood of these
classifications and regressions being correct (see A.8 on performance metrics for ML).

With unsupervised ML the data in the training set is not labelled and so the algorithm derives the
patterns in the data itself. An example of unsupervised ML would be where the provided data was about
customers and the system was used to find specific groupings of customers, which may be marketed to
in a specific manner. Because the training data does not have to be labelled, it is easier (and cheaper) to
source than the training data for supervised ML.

With reinforcement learning a reward function is defined for the system (agent), which returns a
higher reward when the system gets closer to the required behaviour. Using feedback from the reward
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function, the system learns to improve its behaviour. An example of reinforcement learning would be a

route planning system that used a reward function to find the shortest route.

ISO/IEC 23053[51] describes a framework for Al-based systems using machine learning and covers some

of the material in this annex in more detail.

A.2 The machine learning workflow

A.2.1 Machine learning workflow overview (.19
The activities in the machine learning workflow are shown in Figure A.2. Q/Q
Ne
Understand Source the N
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@ Figure A.2 — Machine learning workflow

The activities in th&jn@chme learning workflow are described in A.2.2 to A.2.13.

A.2.2 Undergand the objectives

The pur @‘of the ML model to be deployed needs to be understood and agreed with the stakehd
to ens ignment with business priorities. Acceptance criteria (including performance metrics
4.1 s@s 1d be defined for the developed model.

@&2.3 Select a framework

Iders
- see

A suitable Al development framework should be selected based on the objectives, acceptance criteria

and business priorities. These frameworks are introduced in 4.2.6.

A.2.4 Build and compile the model

The model structure (e.g. number of layers) should be defined (it will typically be in source code,

as Python). Next, the model is compiled, ready to be trained.
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A.2.5 Source the data

The data used by the model will be based on the objectives. For instance, if the system is a real-time
trading system, the data will come from the trading market. If the system is analysing customers’ retail
preferences for a marketing campaign, then the organization’s customer big data will be the source.

The data used to train, tune and test the model should be representative of the operational data
expected to be used by the model. In some cases, it is possible to use pre-gathered datasets for the

initial training of the model (P g see Kngglp datasets at hrfpc-,/'/wv\n/v kaogole r‘nm,/d;at;mptc) However
raw data normally needs some pre-processing.

A.2.6 Pre-process the data

The features in the data that will be used by our model need to be selected - these are thevattributes
or prjoperties in the data that we believe are most likely to affect the outcome of the\prediction.
Trainfing data may need to be managed to remove features that are not expected (oréwe don’t want)
to hapye any effect on the resultant model - this is called feature engineering or feature selection. By
remoping irrelevant information (noise), feature engineering can reduce overall training times, prevent
overffitting (see A.4.1), increase accuracy and make models more generalizable.

Real world data is likely to include outlier values, be in a variety of formats; be missing coverage of
impoftant areas, etc. Thus, pre-processing is normally required before it can be used to train (and test)
the model. Pre-processing includes conversion of data to numeric values; normalizing numeric data to
a comimon scale, detection and removal of outliers and noisy data,@educing data duplication and the
additjon of missing data.

A.2.7 Train the model

A ML algorithm (e.g. see machine learning techniquesdn 4.2.4) uses the training data to create and
train|the model. The algorithm should be selected based on the objectives, acceptance criteria and the
availgble data.

Note [that the activities of training, evaluation and tuning are shown explicitly in Figure A.2 as being
iteraflive, however ML is a highly iterative workflow and it may be necessary to return to any of the
earligr activities, such as sourcing and(pre-processing the data as a result of later activities (e.g.
evalufating the model).

A.2.8 Evaluate the model

The frained model is evaluated against the agreed performance metrics using validation data; the
resulfs are then used te improve (tune) the model. Visualization of the results of the evaluation is
normfally required and different ML frameworks support different visualization options.

In prhctice severdl-models are typically created and trained, and the best one chosen based on the
results of the evaluation and tuning.

A.2.9 Tune the model

The tesults from pvnhm‘ring the model against the ngrppd pprfnrmnnr‘p metrics are nused to ndjllcr
its settings to fit the data and so improve performance. The model may be tuned by hyperparameter
tuning, where the training activity is modified (e.g. by changing the number of training steps or by
changing the amount of data used for training), or attributes of the model are set (e.g. the number of
neurons in a neural network or the depth of a decision tree).

A.2.10 Test the model
Once a model has been trained, evaluated, tuned and selected it should be tested against the test

dataset to ensure that the agreed performance criteria are met. This test data should be completely
independent of the training and validation data used up until this point in the workflow.
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